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Good Morning,

Thank you for the opportunity to share the Department of Technology’s
accomplishments and upcoming work initiatives.

How annoyed are you when your phone or internet access is slow?
Technology is about speed and delivering information and service to you fast. Easy to
use, fast technology is the foundation for increasing productivity and lowering cost.

When DT technology saves 50 City staff, a minute a day with faster access to
information, the productivity savings is over $700,000 per year! With modern
systems, the speed of government increases which speeds decision making and
delivery of services to the community.

San Francisco is the technology capital of the world and the Department of
Technology is excited to build, maintain and support City technology that increases
the speed of government and lowers cost.

A thank you to the DT Financial Team and Strategic Planning Chief who have helped
me prepare for this presentation.



Department of Technology Mission

To provide innovative, reliable, and secure business
solutions that support and empower CCSF agencies and
departments in their delivery of high-quality
government services for the public.

Delivering Innovation

Excellence in Communications Building Fiber Infrastructure to’
Secure, Redundant Data Centers
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The Department of Technology is an internal technology services provider to the 55
departments of the City and County of San Francisco.

We provide a wide range of services and this slide shows us at work!

The Department of Technology is comprised of the:

e City Innovation team who manage the STIR and Civic Bridge programs

e EMMY award winning SFGovTV

e Public Safety Division dedicated to radio communications and City fiber installation
as well as alerting and camera systems

¢ City Network and Data Center services which is a core competency

As well as:

¢ Technology Project Management Office

e Cyber-security Program

e Customer Service and Help Desk supporting multiple departments

e Office of Justice Technology

* Enterprise Applications and Data for citywide efficiency and productivity

This year, we have serviced 41,000 IT Service requests from City staff. 96% have been
resolved within our service agreements time frames.

Technology is exciting, and we strive to make technology simple. We take pride in
delivering excellent customer service and increasing staff productivity and delivering
outcomes with tech tools!




Department of Technology
Strategic Goals

Future-proof
Technologies

Compliant and

Enable City services by building high-performing, sustainable
technologies.

Securely manage and protect public assets, services and

Secure information with advanced cyber security.
Operational Deliver efficient, effective and quality City services enabled by
Excellence technology, information access, and streamlined processes.
Collaboration &  Partner with Departments and business community to drive

innovation innovation, becoming a smarter, digital City.
rogram Leader
E}uéiia Seetor

Dynamic Increase the performance of the organization through our
Workforce peaple and our service delivery to achieve City goals.
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The DT conducts a strategic off-site annually and implementation of our plan includes
monthly reviews on each area to measure progress against plan. Our Strategic Goals include:

Future Proof Technologies - technologies shift quickly. What is useful and relevant today is
obsolete tomorrow. DT invests in technologies that support the new world of applications
and anywhere/anytime cloud service.

Compliant and Secure — every investment in technology requires investments in security. The
City’s data, systems and services must be secure. DT works to educate the City about the
importance of cyber security and how we work to stay out of the news.

Operational Excellence — this is the heart of our organization. We offer 18 IT Services to the
City and County departments—from networks, cloud services, and VOIP to business
applications. We are always focused on improving the delivery and quality of these services.

Collaboration and Innovation — innovation is a “culture” as well as projects and the
innovation team is building new methods and models to grow and support a culture of
innovation in the City.

Dynamic Workforce - as exciting as the technology is for all of us, it is really about the
people and our ability to create a positive healthy and safe work environment so they can do
their best work every day! It is an incredibly competitive landscape in this City to recruit and
retain talent and we are committed to building an engaged and dedicated team!




DT’s expenditures and initiatives will deliver
productivity and efficiency.

Future-proof Install City’s Next Generation Network $6.43M

'”,;:; Tech Ip . Replace City phone system to improve mobility & decrease cost $3.14M

N €Chnologles 556 the Digital Divide with Internet to Affordable Housing $1.80M

b . Deliver Risk Assessment to City Departments - 50.20M
Compliant

0{\?2 S P & Protect Identity and Systems with Advanced Alerting : 50.87M

o ecure Unify Cyber Incident Response and Recovery 50.15M

Overational Build-up Data-As-A-Service for JUSTIS and other data hubs $3.15M

E?(cellence Reduce Cost, Build Efficiency using Enterprise Systems and Data S0.40M

Support 49 SVN Permit Center Operations $1.90M

- | 6 _ Partners — Civic Bridge and Startup in Residency S51.2M
nnovation Offer an Innovation Lab for prototyping and testing New Tech!

M@' Collaboration & Create New Opportunities and develop New Models for Innovation

oOo Dynamic Offer a Technology Skills Academy! $0.20M
W Workforce Support staff doing new services, train and align positions $0.20M
-2 timnor Question: What is the Department’s expenditures and major initiatives?
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Question: Where is there growth for new programs/initiatives?

The following table shows expenditures and change from previous year by cost category:

Salaries & Fringe 1.9 Primarily due to MOU adjustments Dynarnic
o Workforce
Pass-Thru {double counted as it * Increa.zsing telecom costs Collaborat.ion
is also in the requesting 6.6 42% : Permit Center {49SVN) . & innovation
department’s budget) Procurement request.s from other departments (DocuSign,
Accela, Microsoft, ServiceNow, NextRequest, Adobe, etc.)
* Fiber to Public Housing Digital Equity
* Telecom Modernization
. . * Network Modernization Transformation of
COIT & Capital Projects $4.2 27% * SF Cloud Expansion Technology
* JUSTIS Mainframe Retirement Infrastructure
) * JUSTIS Governance Planning
. o * Advance cyber-security with new tools & services (Managed | Compliance &
Cybersecurity . sf)_g 6% Security Service Provider and Tanium) Cyber-Security
* Replacement for end-of-life equipment Operational
Others $2.0 13% * Contractual increases driven by the market (e.g. PBX Excellence
Maintenance, Smartnet, CA Technologies, etc.)

Total $15.5 100%



DT business services are a collection of
services that provide measurable benefit to
City business functions.

Are we investing in the “right” services?
According to IBM research, the ideal spend on
Cyber Security is 9.8 to 13.7% of I.T. budget.

RUN:. industry: 67%, DT 7% . TRANSEORM: Industivi13% DT 8%
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The graph above answers the question about how DT costs align with services. The

percent of budget is compared to IT industry standards in Run, Grow and Transform
categories.

Compared to industry standards, the City is spending more for operations (Run) and
less for Grow and Transform business areas. Higher operational costs can be attributed
to the increasing complexity and size of the technology environment.

Ways to reduce costs:

e Avoid investment delays in large tech projects due to the short lifecycle of
technology

e Implement UTN/VOIP and save $4-5M /year and modernize the environment.

e Move closet data centers to SFCloud and eliminate redundancy and unsecure
systems.

* Invest in systems that add cost transparency like Apptio and telephone billing

The contracts DT manages are enterprise procurement vehicles that reduce cost and
procurement timeline for technology. Departments purchase from these contracts as
needed and DT allocates the expenses. This cost area is increasingly popular and
growing. This cost area should not be attributed to the DT increasing expenditure.
These are pass through costs.




Technology Use is Increasing in the City

Qver 3 Years Compare City IT Budget to -

DT is 20% of DT Budget
Total IT Spend 620 '
450 E Over 3 Years .
City IT budget 250 E - Compare City IT to DT FTE
increase 19% - . ] : - DTis 12% of Total IT 0o ) . N
50 T FTEs 1000
DT Budget 200
increase 7% i# Total City IT Budget % Total DT Budget 4% increase in City IT 600
FTE 00
(1,129 to 1,171) 2“2
FYi6-17 [Y17-18 FYi8-19
7% decrease in DT FTE (T Jobs {FTE) 0T Jobs (FTE)
(140 to 130 FTE)
&y, swrecics - , )
% Teomoiom " Question: How many new FTEs are included in the budget? [ e |

The DT Budget and Position counts can be compared to overall City IT expenditures and staffing.

e This shows that budgets are increasing at a rate of 19% while DT budget is increase on average
over 3 years 7%.

* The rate of staffing increases for the City and DT is significantly lower than the rate of budget
growth. DT has seen a decrease in staffing over the last 3 years.

Given the budget growth and the staffing decrease there is risk of service interruptions and
“burnout”. DT and GSA HR have worked hard this year to fill vacant positions for operations and

strategic initiatives. Hiring can take months and 88 job actions have been completed to date with
24 in active recruitment and 12 in-progress.

DT Total Positions: 225 FTE Position Summary - List & Org chart Providedto BLA
Budgeted Positions moved to ADM (5.00) Total vacanciesiasof 4/1/19) onreportto BLA 34
Mewrecentvacandes 2
Subtotal 36
Temporary Salary for Network and 4.75 ‘
SFGovTV

Two varanciesteansf to Admin Servicesaspart of TOF
Miscl. Adjustment 0.59 Closetohire - exams, interviews

Net Change 0.34 Ket positions in progress ‘ iz




If You Can't Measure It, You Can't iImprove It

Cybersesurity

Core services measured and monitored
to ensure minimal to no disruption to
CCSF business.

b

44 real-time dashboards show service
tickets, costs, measure usage, monitor
consumption, predict overages and
savings of our major enterprise services.

Project dashboards to communicate
status of project schedule, upcoming
activities, financials. User feedback
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service
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Project Managément Office
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Network Services SFCloud

100.00%

59.14%

Office 365 Eimall for COSF Adobe

N\

Adobe

Service Desk asks:
. How well are we doing?
. http://dtperform/sfgov.org

Question: What performance measures are used to determine maximum efficacy? |

Oracie Exa Hosting

100.00%

DesuSign
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DT - Confronting Racial Inequities and Vulnerable Residents

In coordination with MOHCD, DT has connected 13 affordable housing facilities to broadband fiber - surpassing the
goal of seven {1,600 total units).

e The department pays specific attention to the diversity issues within the tech sector and works very hard to recruit

diverse candidates for our department. 65% of our department is people of color, while 35% is white. As you may
know, this is a systemic hard problem to confront within tech. We are very proud of this number!

DT Tech Workers: 35% white Driversity within Microsoft (US) Jure 2018 [T DT Dive rsity
Google and Apple: 55% white RRCE ‘ : ,
Microsoft: 51% Raselfhuioly o i(;cur‘.t of Fiscal Yeor 222:; ol Fiscd !
Facebook: 41% i k ¢ jsian tative 3
d a3
Yahoo: 50% whe I “ »
Linkedin: 53% o § 2
e NEGARIC gt
Pandora: 71% 14 write 9%
Pinterest: 50% -
eBay: 40%
HP: 71%
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Top IT Initiatives that Support Enterprise Strategies

Future-proof
Technologies

Compliant &
Secure

Operational
Excellence

Collaboration &
Innovation

Dynamic
Workforce

Install City’s Next Generation Network
Replace City phone system to improve mobility & decrease cost
Close the Digital Divide with Internet to Affordable Housing

Deliver Risk Assessment to City Departments
Protect Identity and Systems with Advanced Alerting
Unify Cyber Incident Response and Recovery

Build-up Data-As-A-Service for JUSTIS and other data hubs
Reduce Cost, Build Efficiency using Enterprise Systems and Data
Support 49 SVN Permit Center Operations

Create New Opportunities and develop New Models for Innovation
Partners — Civic Bridge and Startup in Residency
Offer an innovation Lab for prototyping and testing New Tech!

Offer a Technology Skills Academy!
Support staff doing new services, train and align positions

$6.43M
$3.14M
$1.80M

$0.20M
$0.87M
$0.15M

$3.15M
$0.40M
$1.90M

S1.2M

$0.20M
$0.20M
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How is DT lowering the cost of technology?

Lowering cost of Voice Services (VolP Project):
If the City chose to do nothing and kept the old telephone system running, we would have to spend about
$10M/year to maintain the broken system;
The total project cost to replace the old telephone system with VolP is about $26M. Of which, we have spent
about S6M;
If funding is provided to complete the project as planned, we will reduce the maintenance cost of the City’s
phone system from about $10.9M/year to $5.1M/year, saving the City about $5.8M/year starting in FY23-24.

Lowering cost with efficient data storage:
Saving on-going infrastructure costs of $438,120 per year by migrating to an efficient and cost effective data
storage environment (Rubric). Total savings over 5 years is expected to be $2,190,000 and will actually be
higher because the system design is so efficient that incremental capacity increases do not have a
corresponding equivalent high cost increase (as compared to the old environment).

Lowering cost by active management of equipment:
Sending cell phone usage reports to Departments each month to report NON USE. The report is filtered to
reflect all devices that had NO usage (No Voice/No Text/No Data) and incurring monthly service fees. The

i

approximate totai = $100,000 per quarter.
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DEP WY OF
TECHNOLOGY Sudget Hearing, FY 2016 and £Y 2020 | 6/13/2012 | 12




What are the challenges to meeting objectives?
Technology Replacement Funding and Cyber Security

Need for a City Technology Replacement Fund: By replacing older, less capable technology with newer, more powerful systems, the
City can perform the same amount of computing with only a fraction of systems, cost and cyber security risk. Justification for a
Replacement Fund:

1. Productivity: The City has legacy systems that require upgrades or replacements. These business systems can be 45 years old (CMS)
and are silos and island of data that dramatically increases cost and decreases productivity.

2. System Advancements: The latest systems have new capabilities or improvements with virtualization, cloud, reliability, security,
storage handling, provisioning, server management and licensing that reduce total cost of ownership.

3. Maintenance Avoidance Risks Availability: The City depends on unsupported hardware that lacks readily available replacement
components and these systems must be upgraded to avoid outages.

4. Service Reliability: City technology operation is becoming a 24x7x365 service and this greater demand for application availability puts
greater demand on the physical server platform and ways to have Zero Maintenance windows, and duplicates of the production
systeim at a Disaster Recovery sites.

5. Consolidation: Cost savings can be realized by upgrading technology to more compact servers that require less power and cooling.
These benefits offer the opportunity to virtualize more resource-intensive workloads.

6. Application Licensing; Very often upgrades to business system can reduce application licensing as apps move to the cloud and the
virtualized environment which has better-performing processors can reduce the cost of purchasing licenses and maintenance
renewals.

DT requested funding for the Technology Replacement Fund to build a reserve for large project replacements over the next 10 years.

25 SAT FRANEISEO
E0 peparnicior
Sl TECHROLOGY Budget Hearing, FY 2009 and FY 2020 | 6/13/201y | 13

13



What are the challenges to meeting objectives?
Technology Replacement Funding and Cyber Security

Cyber Security Improvements:

The City’s Cyber Security program has been in place for 4 years. The team has grown from 2 FTE to 16 FTE who
deliver: '

¢ |dentity and Access Management

e Business Continuity Planning and Disaster Recovery Planning
e Centralized Security Information and Event Management

e Vulnerability Management

The Team builds best-in-class technology and practice to protect the City. And yet, the THREAT continues to evolve.
As the Threat evolves the City cyber systems must keep pace to stay ahead of the attackers. Itis a continual cycle of
building and replacing systems, training users, implementing controls and testing/exercising systems. :

This work is critical to the City’s business operations and continuity of operation. 1BM estimates average yearly
cyber security investment to be 10% of the organizations technology budget. The City is increasing investment to 3%
in FY 19/20. This investment should be increased to fully prepare and protect the City from cyber events.

Budget Hearing, FY 2018 and FY 2020 | 6/1%/2018 | 14
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FY18/19- 21/22 STRATEGIC PLAN

Mission Statement — What is our core purpose?

To provide innovative, reliable, and secure business solutions that
support and empower CCSF agencies and departments in their delivery
of high-quality government services for the public.

" Vision Statement — Where are we headed?

We envision being a trusted leader and global example in providing
innovative technology services and solutions to all CCSF agencies, the
people of San Francisco and worldwide.

Guiding Principles - What guides our work?

STRIVE FOR SIMPLICITY - We build disciplined processes, streamline
organizational structures, improve managerial practices, and
simplify service portfolios to deliver quality services with greater
scope and speed.

@ DELIVER EXCELLENT CUSTOMER SERVICE — We leverage technology to
/improve communication, increase transparency, deliver efficient
and economical technology.

BE INNOVATIVE — We deliver new services and technology that
anticipate the demands from a City-wide perspective
(continuous next).

@ FOCUS ON OUTCOMES — We are flexible, responsive, results-
oriented facilitators of success, who overcome constraints to
achieve our objectives.

@ OWN IT- We demonstrate accountability through trahsparency,
: self-evaluation, openness to feedback and the pride we take in
our work.

@ TAKE A CITY-WIDE PERSPECTIVE — We provide solutions that will
thrive within our federated model.




Business
Outcomes

DT
Focus
Areas

Strategic Initiatives

Transform
Infrastructure

Secure Delivery

o

i

Quality Services

A,

e

Dynamic
Workiorce

Future-proof
Technologies

N
N
o

#1 - Transform City
Technology
Infrastructure
Enable City services by
building high-performing,
sustainable technologies.

FY19/20

Compliant &
Secure

#2 - Ensure Secure

Services
Securely manage and

: protect assets, services and

information with advanced
cyber security across CCSF.

6 months

Operational
Excellence

#3 - Deliver Quality
Services
Deliver efficient, effective
and quality City services
enabled by technology, data
access, and streamlined
processes.

FY20/21

Collaboration &
Innovation

#4 - Promote Digital City
Partner with Departments
and the business community
to drive innovation,
becoming a smarter, digital
City.

- 18 months
1

Dynamic
Workioree

oln
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#5 - Dynamic Workforee
Increase the performance
of the organization through
our people and our service
delivery to achieve goals for
the City.

FY21/22

I




