LA !t v .ﬁﬁ“ﬁ. iiﬁua.aa uam

Department of Technology

FY 22/23 BOS Budget & Appropriations Committee
June 2022

Supporting the delivery of high-quality public services in the City & County of San Francisco.
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DT Organization

City Chief Information Officer

IT Project SFGovTV Public Safety Systems & Broadband Client Support Services

Management Office (Virtual/Broadcast BOS & Commissions, (POL/FIR Radio, Inside Telcom Wiring, Alarms, (Service Desk, 24x7 NOC, Desktop
Media Programs, Press, Social Media) Wireless and Broadband Fiber Networks) Systems, IT Training)
Enterprise Applications Infrastructure & Operations Admin Services City Cyber Security

(ServiceNow, Salesforce, GIS, Data Mgt) (Data Centers, Network, Telcom, Servers) (Accounting, Budget, Contracts, Billing, (Cyber Defense, DR & Business Continuity,

HR, Asset Mgt, Facilities, Racial Equity) Identity, Cyber Architecture & Assurance, Risk)
I
JUSTIS Program :

Office Total Staff: 255 FTE Office of Cyber Cyber Operations,
; . Security Identity & Access

FY?l Hired: 8:3’ 'FTE . Management

See Appendlefor position accounting
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Budget Chair Questions

Staffing and Vacancies

How have these vacancies affected DT projects?

FY 2021-2022 32* DT project are time sensitive; vacancies delay projects and reduce ROI

FY 2020-2021 37 Increased use of contractors and project costs

FY 2019-2020 34 Increased overtime to cover critical 24/7 operations
Avg # of months vacant 15 Difficulty recruiting; issues are salary and telework

# vacant for a year or less 36 Internal process requires multiple approvals, lose candidates during hiring
# vacant for over a year 21 Difficulty finding qualified network and cyber engineers

*Attrition is used for staff augmentation
until the position is filled
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DT Strategies for Filling Vacancies

Attracting and retaining talented employees

Creating equitable job opportunities and promoting career development

1. Quickly hire qualified candidates before they choose other employers

2. Use attrition to fund staff augmentation during recruitment
(agreement with Local 21)

1. DT’s new RE Manager will implement recruitment accelerators

2. Address salary inversion for long-term employees

/

3. Utilize a recruiter when hiring specialists and senior engineers

&

4. Continue the DT Internship program (college and high school) which
recruited 4 junior engineers

5. Create new apprentice program to train junior engineers (like CON
accountant program)
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Budget Overview

(S in Millions)

Operating S 136.6 S 1445 S 155.8
COIT S 2.2 S 53 S 4.7
Capital S 14.2 S 39 S 1.7
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Budget Uses by Expenditure Type

Allocation of Cost Categories for FY 22-23

Capital
3%

Projects
3%

Services of Other Depts l
10% ‘
r\,

[
Materials & Supplies

2%

S50M, 65%
Pass Through
For Depts.

Fringe

[ 10%

Hardware, Software
46%
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DT Initiatives FY22/23

** Citywide technology operations for: 0

e Connectivity and communications infrastructure i

TECHNOLOGY
* First responder radio network _
* SFGovTV public meeting broadcast and virtual public meetings

* Desktop productivity support — in office and telework

e |

4

** Infrastructure Modernization:

=
7

* Data Center Resiliency to expand COOP and DR Efkiency

* Software Defined Networks Deployed

* Cloud Center of Excellence for efficiency and cost effectiveness Bridg ing the

* VolIP for DPW, SFPD, Sheriff to reduce telecom risk

@ [ o @
* Build JUSTIS Data Center of Excellence for 8 justice agencies Dlgltal Dl\"de

* Government operations recovery: contracting management system

4

D)

D)

4

D)

D)

4

D)

D)

* Operationalize the Office of Cyber Security to establish DR standards,
evaluate risk, support small depts and add cyber assistance program for CBOs

The Department of Technology is transforming San Francisco’s
technology infrastructure through the delivery of secure, quality
services that foster innovation and promote public safety, digital
equity and new business opportunities throughout the

City & County of San Francisco.

4

* Engineer and build the Fire Department modern network for 50 stations

)

4

*%* Continue to connect affordable housing residents to free City internet service

)
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Fiber to Housing

Free City Internet Service / \
y Potrero Housing Complex Sunnydale Housing Complex
397 Units, 145 students 563 Units, 268 students

Wi-Fi Service: 25-50 Mbps

&

*%* 6,500+ Housing Units

+* 39 Community Rooms
»* 9 Rec Centers
** 4 Chinatown SROs

** Market Street Wi-Fi
upgraded

+* City as Internet Service
Provider Established
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Connected Government
Systems, Services & Communities

Shared data and systems eliminate silos and build partnership opportunities

Eﬁ Demonstrate the Business Value of Technology (lower cost, added capacity and increased performance)

>
):}"

Deliver a High-Performing Organization (recruiting and building a diverse tech workforce)
Enable an Insights-Driven Business (Intelligent data systems & measurable outcomes —JUSTIS Center of Excellence)

Optimize Tech Stack and Services (efficiency and economy with enterprise systems)

P (4 Lo

Embed Cybersecurity and Privacy in the City (accelerate DR and risk mgt for departments and business partners)

Evaluate and Experiment with Emerging Tech (Leverage city broadband fiber and connectivity for the Digital City)

6"‘
\..____..

1L

Inspire and Innovate with Technology (showcase the “art of the possible”)

!



THANK YOU !

Questions & Comments




Appendix A
DT Organization Chart for FY 23
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DT Organization

City Chief Information Officer
(0964)

IT Project Enterprise Applications Infrastructure & Operations City Cyber Security
Management Office (ServiceNow, Salesforce, GIS, Data Mgt) (Data Centers, Network, Telcom, Servers) (Cyper Defense, A & Business Continuity,
Identity, Cyber Architecture & Assurance, Risk)
1.00 0941 1.00 0941 1.00 0933
1.00 1054 1.00 1042 1.00 0954
5.00 1043 JUSTIS Program .
1.00 1062 et 1.00 1041 Office of Cyber Cyber Operations,
1.00 1070 4.00 1044 Office 8.00 1042 . Identity & A
1.00 1052 Security entity & Access
1.00 5502 100 0941 11.00 1043 o .
3.00 5504 2.00 1053 ' 9.00 1044 1.00 0954 anagemen
1.00 0933 Vacant 4.00 1054 1.00 1043 3.00 1053 100 1044 - 00 1044
2.00 5504 Vacant 1.00 1071 1.00 1044 1.00 1093 1.00 1054 100 1041
1.00 0923 Vacant 3.00 1054 4.00 1044Vacant 1.00 1053 Vacant ’
1.00 0953 Vacant 1.00 1070 ' 2.00 1042
0.79 1043 Proposed 1.31 1041 Proposed 1.00 1043
1.00 1063 Vacant 1.00 1064 Vacant 1.58 1044 Proposed '
. 2.39 1043 Proposed 1.00 1043 Vacant
0.79 1052 Proposed 3.00 1044 Vacant

0.79 1054 Proposed
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DT Organization

City Chief Information Officer
(0964)

SFGovTV Public Safety Systems & Broadband Client Support Services Admin Services
(Virtual/Broadcast BOS & Commissions, (POL/FIR Radio, Inside Telcom Wiring, Alarms, (Service Desk, 24x7 NOC, Desktop (Accounting, Budget, Contracts, Billing,
Media Programs, Press, Social Media) Wireless and Broadband Fiber Networks) Systems, IT Training) HR, Asset Mgt, Facilities, Racial Equity)
1.00 0941 1.00 0923 1.00 0953 1.00 0923 5.00 1823
1.00 1766 1.00 0954 1.00 1033 1.00 0931 5.00 1824
11.00 1767 1.00 1842 4.00 1043 2.00 0932 1.00 1825
1.00 1769 5.00 7257 1.00 1044 1.00 0953 1.00 1934
1.00 1781 2.00 7273 1.00 1053 1.00 1053 1.00 1938
9.00 7308 1.00 1054 1.00 1054 1.00 1950
14.00 7338 9.00 1092 1.00 1070 1.00 0932 Vacant
12.00 7362 5.00 1093 1.00 1452 1.00 0954 Vacant
7.00 7368 4.00 1094 1.00 1454 1.00 1054 Vacant
2.50 8234 1.00 1406 2.00 1632 1.00 1452 Vacant
2.00 8236 2.00 1092 Vacant 1.00 1634 1.00 1652 Vacant
2.00 0932 Vacant 1.00 1093Vacant 1.00 1652 1.00 1822 Vacant
1.00 0933 Vacant 1.00 1094 Vacant 2.00 1654

1.00 5364 Vacant
1.00 7273 Vacant
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DT Organization

City Chief Information Officer
(0964)

Office of Civic Innovation
(Managed and Reporting to Mayor’s Office)

1.00 1822
1.00 0923 Vacant
1.00 1822 Vacant
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Level of Effort in Program Areas

% PROJECTS BY PROGRAMS

i e
Cloud/Infrastructu re, 3% ra Resiliency
\ N /’ 21%
7% 1“"\ \.\\ x}_"" ;}_.—

Controller __
.

825
Telemr‘n|
Modernization
11% Metwork
Modernization and
| Resilency
Other 20%
139 Moves

13%
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DT: A Catalyst for Innovation & Opportunities

Internet infrastructure
will accelerate
communication and
connectivity in our
Digital City

Breakthrough intelligence
capabilities, in the cloud

G Intelligence offloaded and on the edge
; Harnessing signals from
le).ba'ltlye:vallablet, sensors & devices, managed gorp the cloud to loT AI
UL LU sl centrally by the cloud Svices

resources

Cloud loT Eigi__—//'




