OCA TC 99400
Supplier Contract 1000012615

City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
San Francisco, California 94102-4685

Agreement between the City and County of San Francisco and
Stellar Services, Inc.

Term Contract # 99400
Tier 1 Contractor of the Technology Marketplace 2.0
PeopleSoft Supplier Contract 1D: 1000012615

This Agreement is made this first day of January, 2019, in the City and County of San Francisco
(“City”), State of California, by and between Stellar Services, Inc., 70 West 36th Street, Suite
702, New York, NY 10018 (“Contractor”) and City.

Recitals

WHEREAS, the Office of Contract Administration (“Department”) wishes to procure
Informational Technology products and services on an as-needed basis through the Technology
Marketplace; and,

WHEREAS, this Agreement was competitively procured as required by San Francisco
Administrative Code Chapter 21.1 through Request for Proposals #99400 “Tiers 1 and 2 of the
Technology Marketplace 2.0” a Request for Proposal (“RFP”) issued on June 20, 2018, in which
City selected Contractor as a qualified proposer pursuant to the RFP; and

WHEREAS, the Local Business Entity (“LBE”) subcontracting participation requirement for this
Agreement is 15% for services, with the exception that the requirement will be 10% for training
services;

WHEREAS, Contractor represents and warrants that it is qualified to perform the Services
required by City as set forth under this Agreement; and

WHEREAS, the City’s Civil Service Commission approved Contract number 44114-17/18 on
July 10, 2018;

WHEREAS, the City’s Board of Supervisors resolution number on

Now, THEREFORE, the parties agree as follows:
Article 1 Definitions

The following definitions apply to this Agreement:
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1.1 "Agreement” means this contract document, including all attached appendices,
and all applicable City Ordinances and Mandatory City Requirements that are specifically
incorporated into this Agreement by reference as provided herein.

1.2 "City" or "the City" means the City and County of San Francisco, a municipal
corporation, acting by and through both its Director of the Office of Contract Administration or
the Director’s designated agent, hereinafter referred to as “Purchasing” and the Office of
Contract Administration.”

1.3  "CMD" means the Contract Monitoring Division of the City.

1.4 "Contractor" means Stellar Services, Inc. 70 West 36th Street, Suite 702, New
York, NY 10018.

1.5  “Cloud Services” means any provision of products or services rendered via a
hosted cloud delivery structure. There are three cloud computing service models: Software as a
Service (the use of applications running on a cloud infrastructure environment ), Platform as a
Service (the deployment of applications created using programming languages, libraries,
services, and tools supported by a cloud provider), and Infrastructure as a Service (the provision
of processing, storage, networking and other fundamental computing resources). There are four
cloud computing deployment models: private (for use by a single organization), public (for use
by general public), community (for use by a specific community of organizations with a shared
purpose), and hybrid (A composition of two or more cloud infrastructures (public, private,
community)).

1.6 "Deliverables" means Contractor's work product resulting from the Services that
are provided by Contractor to City during the course of Contractor's performance of the
Agreement, including without limitation, the work product described in the “Administrative
Procedures and Requirements” attached as Appendix A and any TMTPO executed under the
Agreement..

1.7  "Effective Date" means the date upon which the City's Controller certifies the
availability of funds for this Agreement as provided in Section 3.1.

1.8  “Hardware” means tangible products such as physical devices and components
that make up a computing system or any technology based solution which may include but is not
limited to internal components such as CPUs, power supplies, hard drives, fans, heat sinks and
video cards or external components such as webcams, microphones, routers, network switches,
data cables, monitors, battery back-ups, printers, speakers and card readers.

1.9 “Hardware Maintenance Services” means the general services category refers to
hardware maintenance of any technology related product, device, component or part. Examples
may include but are not limited to on-site repair of stand-alone or networked PCs, printer
maintenance and repair of network hardware.

1.10 “Installation and Configuration Services” means installation and configuration
services incidental to the purchase of hardware and software products.
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1.11 "Mandatory City Requirements" means those City laws set forth in the San
Francisco Municipal Code, including the duly authorized rules, regulations, and guidelines
implementing such laws, that impose specific duties and obligations upon Contractor.

1.12  *Ordering Department” means a department of the City and County of San
Francisco, or other public agency, which initiates a requisition for the order of products or
services pursuant to the authorized procedures set forth in this Agreement.

1.13 "Party" and "Parties” mean the City and Contractor either collectively or
individually.

1.14  “Product” means hardware, software or any combination of them, procured
through this Agreement.

1.15 *“Professional Services” means services requiring specialized computer and IT
related knowledge, expertise, or training acquired either by a prolonged course of study or
equivalent experience in the field. Examples may include but are not limited to software
developers, programmers, engineers, analysts, project managers, system architects, and system
integrators. This category will also cover more specialized professional services that require a
specific area of expertise. Examples may include, but are not limited to, network security testing
services, data migration services and facility security system configuration and testing services.

1.16 "Services" means the work performed by Contractor under this Agreement as
specifically described in the "Administrative Procedures and Requirements" attached as
Appendix A and any TMTPO executed under this Agreement, including procurement of
Hardware Maintenance Services, Training Services, Professional Services, Cloud Services,
labor, supervision, Products, materials, equipment, actions and other requirements to be
performed and furnished by Contractor under this Agreement.

1.17 “Software” means intangible products such as organized collections of computer
data, code, firmware, patches, digital keys, upgrades or updates which may include but is not
limited to operating system software, applications, programs, Software-as-a-Service (SaaS),
licenses, and subscriptions.

1.18 *“Software Maintenance” means maintenance that is either optional or required to
ensure that the software remains operational and continues to satisfy user requirements. Software
maintenance may include but is not limited to software updates, patches, upgrades, technical
support, and after sale support related to purchased licenses, and including all improvements or
actions needed to keep the licensed software operating as specified.

1.19 “Technology Marketplace” means a virtual marketplace comprised of the multiple
award pool of contracts made available to City ordering departments and other governmental
agencies and jurisdictions for the efficient and cost-effective procurement of IT products and
services.

1.20 *“Technology Marketplace Transaction” means an event resulting in a purchase of
Products, Hardware Maintenance Services, Training Services, Professional Services or Cloud
Services through the Technology Marketplace.
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1.21 “Technology Marketplace Transaction Purchase Order” (“TMTPQO”) means the
authorization document designated as such by the Purchaser for a procurement resulting from a
Technology Marketplace Transaction, whether issued in a paper or electronic format, including
blanket purchase orders for purchases involving multiple payments, and shall also include the
scope of work for that particular purchase.

1.22  “Training Services” means training for technology products and services
including but not limited to instruction, assistance and training services for end users and
technical support.

Article 2 Term of the Agreement

2.1  The term of this Agreement shall commence on the later of: (i) January 1, 2019;
or (ii) the Effective Date and expire on December 31, 2021, unless earlier terminated as
otherwise provided herein.

2.2 The City has two options to renew the Agreement for a period of one year each.
The City may extend this Agreement beyond the expiration date by exercising an option at the
City’s sole and absolute discretion and by modifying this Agreement as provided in Section 11.5,
“Modification of this Agreement.”

Article 3 Financial Matters

3.1  Certification of Funds; Budget and Fiscal Provisions; Termination in the
Event of Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of
the City’s Charter. Charges will accrue only after prior written authorization certified by the
Controller, and the amount of City’s obligation hereunder shall not at any time exceed the
amount certified for the purpose and period stated in such advance authorization. This
Agreement will terminate without penalty, liability or expense of any kind to City at the end of
any fiscal year if funds are not appropriated for the next succeeding fiscal year. If funds are
appropriated for a portion of the fiscal year, this Agreement will terminate, without penalty,
liability or expense of any kind at the end of the term for which funds are appropriated. City has
no obligation to make appropriations for this Agreement in lieu of appropriations for new or
other agreements. City budget decisions are subject to the discretion of the Mayor and the Board
of Supervisors. Contractor’s assumption of risk of possible non-appropriation is part of the
consideration for this Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF
THIS AGREEMENT.

3.2  Guaranteed Maximum Costs. The City’s payment obligation to Contractor
cannot at any time exceed the amount certified by City's Controller for the purpose and period
stated in such certification. Absent an authorized Emergency per the City Charter or applicable
Code, no City representative is authorized to offer or promise, nor is the City required to honor,
any offered or promised payments to Contractor under this Agreement in excess of the certified
maximum amount without the Controller having first certified the additional promised amount
and the Parties having modified this Agreement as provided in Section 11.5, "Modification of
this Agreement.”
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3.3  Compensation.

3.3.1 Payment. Contractor shall provide an invoice to the City on a monthly
basis for Services completed in the immediate preceding month. Compensation shall be made for
Services identified in the invoice that the Ordering Department’s department head, in his or her
sole discretion, concludes has been satisfactorily performed. Payment shall be made within 30
calendar days of receipt of the invoice, unless the City notifies the Contractor that a dispute as to
the invoice exists. In no event shall the amount of this Agreement exceed Twenty Million dollars
($20,000,000). In no event shall City be liable for interest or late charges for any late payments.

3.3.2 Payment Limited to Satisfactory Services. Contractor is not entitled to
any payments from City until the Ordering Department accepts and approves Services, including
any furnished Deliverables, as satisfying all of the requirements of this Agreement. Payments to
Contractor by City shall not excuse Contractor from its obligation to replace unsatisfactory
Deliverables, including equipment, components, materials, or Services even if the unsatisfactory
character of such Deliverables, equipment, components, materials, or Services may not have
been apparent or detected at the time such payment was made. Deliverables, equipment,
components, materials and Services that do not conform to the requirements of this Agreement
may be rejected by City and in such case must be replaced by Contractor without delay at no cost
to the City.

3.3.3  Withhold Payments. If Contractor fails to provide Services in
accordance with Contractor's obligations under this Agreement, the City may withhold any and
all payments due Contractor until such failure to perform is cured, and Contractor shall not stop
work as a result of City's withholding of payments as provided herein.

3.3.4 Invoice Format. Invoices furnished by Contractor under this Agreement
must be in a form acceptable to the Controller and City, and must include a unigue invoice
number. Payment shall be made by City as specified in 3.3.6 ,” or in such alternate manner as the
Parties have mutually agreed upon in writing.

3.3.5 LBE Payment and Utilization Tracking System. Contractor must
submit all required payment information using the City’s Financial System as required by CMD
to enable the City to monitor Contractor's compliance with the LBE subcontracting commitments
in this Agreement. Contractor shall pay its LBE subcontractors within three working days after
receiving payment from the City, except as otherwise authorized by the LBE Ordinance. The
Controller is not authorized to pay invoices submitted by Contractor prior to Contractor’s
submission of all required CMD payment information. Failure to submit all required payment
information to the City’s Financial System with each payment request may result in the
Controller withholding 20% of the payment due pursuant to that invoice until the required
payment information is provided. Following City’s payment of an invoice, Contractor has ten
calendar days to acknowledge using the City’s Financial System that all subcontractors have
been paid. Self-Service Training for suppliers is located at this link:
https://sfcitypartner.sfgov.org/Training/TrainingGuide .

3.3.6 Getting paid for goods and/or services from the City.

@) All City vendors receiving new contracts, contract renewals, or
contract extensions must sign up to receive electronic payments through the City's Automated
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Clearing House (ACH) payments service/provider. Electronic payments are processed every
business day and are safe and secure. To sign up for electronic payments, visit
www.sfgov.org/ach..

(b) The following information is required to sign up: (i) The enroller
must be their company's authorized financial representative, (ii) the company's legal name, main
telephone number and all physical and remittance addresses used by the company, (iii) the
company's U.S. federal employer identification number (EIN) or Social Security number (if they
are a sole proprietor), and (iv) the company's bank account information, including routing and
account numbers.

3.4  Audit and Inspection of Records. Contractor agrees to maintain and make
available to the City, during regular business hours, accurate books and accounting records
relating to its Services. Contractor will permit City to audit, examine and make excerpts and
transcripts from such books and records, and to make audits of all invoices, materials, payrolls,
records or personnel and other data related to all other matters covered by this Agreement,
whether funded in whole or in part under this Agreement. Contractor shall maintain such data
and records in an accessible location and condition for a period of not fewer than five years after
final payment under this Agreement or until after final audit has been resolved, whichever is
later. The State of California or any Federal agency having an interest in the subject matter of
this Agreement shall have the same rights as conferred upon City by this Section. Contractor
shall include the same audit and inspection rights and record retention requirements in all
subcontracts.

3.5  Submitting False Claims. The full text of San Francisco Administrative Code
Chapter 21, Section 21.35, including the enforcement and penalty provisions, is incorporated into
this Agreement. Pursuant to San Francisco Administrative Code 821.35, any contractor or
subcontractor who submits a false claim shall be liable to the City for the statutory penalties set
forth in that section. A contractor or subcontractor will be deemed to have submitted a false
claim to the City if the contractor or subcontractor: (a) knowingly presents or causes to be
presented to an officer or employee of the City a false claim or request for payment or approval;
(b) knowingly makes, uses, or causes to be made or used a false record or statement to get a false
claim paid or approved by the City; (c) conspires to defraud the City by getting a false claim
allowed or paid by the City; (d) knowingly makes, uses, or causes to be made or used a false
record or statement to conceal, avoid, or decrease an obligation to pay or transmit money or
property to the City; or (e) is a beneficiary of an inadvertent submission of a false claim to the
City, subsequently discovers the falsity of the claim, and fails to disclose the false claim to the
City within a reasonable time after discovery of the false claim.

3.6 Reserved. (Payment of Prevailing Wages)

Article 4 Services and Resources

4.1 Services Contractor Agrees to Perform. Contractor agrees to perform the
Services provided for in Appendix A, “Administration Procedures and Requirements" and each
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TMTPO executed pursuant to this Agreement Officers and employees of the City are not
authorized to request, and the City is not required to reimburse the Contractor for, Services
beyond the Services listed in Appendix A and any executed TMTPO, unless Appendix A is
modified as provided in Section 11.5, "Modification of this Agreement, or the TMTPO is
modified in writing by City and Contractor.

4.2  Qualified Personnel. Contractor shall utilize only competent personnel under the
supervision of, and in the employment of, Contractor (or Contractor's authorized subcontractors)
to perform the Services. Contractor will comply with City’s reasonable requests regarding
assignment and/or removal of personnel, but all personnel, including those assigned at City’s
request, must be supervised by Contractor. Contractor shall commit adequate resources to allow
timely completion within the project schedule specified in this Agreement.

4.3  Subcontracting.

4.3.1 Itis anticipated that Contractor will subcontract portions of the Services
rendered under this Contract. Such subcontracting shall occur only upon prior written approval
of City. Contractor is responsible for its subcontractors throughout the course of the work
required to perform the Services. All Subcontracts must incorporate the terms of Article 10
“Additional Requirements Incorporated by Reference” of this Agreement, unless inapplicable.
Neither Party shall, on the basis of this Agreement, contract on behalf of, or in the name of, the
other Party. Any agreement made in violation of this provision shall be null and void.

4.4 Independent Contractor; Payment of Employment Taxes and Other
EXxpenses.

4.4.1 Independent Contractor. For the purposes of this Article 4, "Contractor"
shall be deemed to include not only Contractor, but also any agent or employee of Contractor.
Contractor acknowledges and agrees that at all times, Contractor or any agent or employee of
Contractor shall be deemed at all times to be an independent contractor and is wholly responsible
for the manner in which it performs the services and work requested by City under this
Agreement. Contractor, its agents, and employees will not represent or hold themselves out to be
employees of the City at any time. Contractor or any agent or employee of Contractor shall not
have employee status with City, nor be entitled to participate in any plans, arrangements, or
distributions by City pertaining to or in connection with any retirement, health or other benefits
that City may offer its employees. Contractor or any agent or employee of Contractor is liable for
the acts and omissions of itself, its employees and its agents. Contractor shall be responsible for
all obligations and payments, whether imposed by federal, state or local law, including, but not
limited to, FICA, income tax withholdings, unemployment compensation, insurance, and other
similar responsibilities related to Contractor’s performing services and work, or any agent or
employee of Contractor providing same. Nothing in this Agreement shall be construed as
creating an employment or agency relationship between City and Contractor or any agent or
employee of Contractor. Any terms in this Agreement referring to direction from City shall be
construed as providing for direction as to policy and the result of Contractor’s work only, and not
as to the means by which such a result is obtained. City does not retain the right to control the
means or the method by which Contractor performs work under this Agreement. Contractor
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agrees to maintain and make available to City, upon request and during regular business hours,
accurate books and accounting records demonstrating Contractor’s compliance with this section.
Should City determine that Contractor, or any agent or employee of Contractor, is not
performing in accordance with the requirements of this Agreement, City shall provide Contractor
with written notice of such failure. Within five (5) business days of Contractor’s receipt of such
notice, and in accordance with Contractor policy and procedure, Contractor shall remedy the
deficiency. Notwithstanding, if City believes that an action of Contractor, or any agent or
employee of Contractor, warrants immediate remedial action by Contractor, City shall contact
Contractor and provide Contractor in writing with the reason for requesting such immediate
action.

4.4.2 Payment of Employment Taxes and Other Expenses. Should City, in
its discretion, or a relevant taxing authority such as the Internal Revenue Service or the State
Employment Development Division, or both, determine that Contractor is an employee for
purposes of collection of any employment taxes, the amounts payable under this Agreement shall
be reduced by amounts equal to both the employee and employer portions of the tax due (and
offsetting any credits for amounts already paid by Contractor which can be applied against this
liability). City shall then forward those amounts to the relevant taxing authority. Should a
relevant taxing authority determine a liability for past services performed by Contractor for City,
upon notification of such fact by City, Contractor shall promptly remit such amount due or
arrange with City to have the amount due withheld from future payments to Contractor under
this Agreement (again, offsetting any amounts already paid by Contractor which can be applied
as a credit against such liability). A determination of employment status pursuant to the
preceding two paragraphs shall be solely for the purposes of the particular tax in question, and
for all other purposes of this Agreement, Contractor shall not be considered an employee of City.
Notwithstanding the foregoing, Contractor agrees to indemnify and save harmless City and its
officers, agents and employees from, and, if requested, shall defend them against any and all
claims, losses, costs, damages, and expenses, including attorneys’ fees, arising from this section.

45  Assignment. The Services to be performed by Contractor are personal in
character and neither this Agreement nor any duties or obligations hereunder may be assigned or
delegated by Contractor unless first approved by City by written instrument executed and
approved in the same manner as this Agreement. Any purported assignment made in violation of
this provision shall be null and void.

4.6  Warranty. Contractor warrants to City that the Services will be performed with
the degree of skill and care that is required by current, good and sound professional procedures
and practices, and in conformance with generally accepted professional standards prevailing at
the time the Services are performed so as to ensure that all Services performed are correct and
appropriate for the purposes contemplated in this Agreement.

4.7 Liquidated Damages. Contractor acknowledges that certain Technology
Marketplace Transactions may require that Contractor meet specific dates for providing
Deliverables under the Agreement. In such cases, Contractor agrees that its failure to
adhere to the schedule specified in the TMTPO may subject City to actual damages that
are impractical or extremely difficult to ascertain. Contractor understands and agrees that
City may specify in the TMTPO, as a reasonable estimate of the loss City will incur because
of Contractor’s delay, a daily rate of liquidated damages. By accepting the TMTPO,
Contractor agrees that this sum shall not be considered a penalty and is an agreed upon
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sum of monetary damages sustained by City because of Contractor’s failure to furnish
Deliverables to City within the time period fixed or such extensions of time permitted in
writing by City.

4.8 Bonding Requirements. The Contractor may be required on a case by case
basis to furnish a performance bond on the form in a form acceptable to the City, to guarantee
the faithful performance of this contract. The bonds must be approved as to sufficiency and
qualifications of the surety by the Controller and City Attorney.

Article 5 Insurance and Indemnity
5.1 Insurance.

5.1.1 The following insurance requirements are the minimum coverages
required under this Agreement. At the individual purchase level, on a project by project basis,
these requirements may be modified based on the products and/or services the City is procuring
under its agreement from a specific contractor. Such modifications may include the type of
insurance, the required minimum limits of insurance, as well as exclusions or inclusions related
to coverage. Furthermore, the amount and type of insurance required for a particular purchase
will be based on the types and amount of risk involved. Insurance policies that include coverage
for both technology errors and omissions as well as cyber privacy are acceptable so long as they
meet the limits the Risk Manager requires in the contract.

5.1.2 Ordering Departments shall contact the City’s Risk Manager with any
questions related to insurance requirements, and are encouraged to do this early in the
contracting process. Any reductions below the amount of insurance coverage required, or any
waivers of these coverages require the specific approval of the City’s Risk Manager.

5.1.3 Required Minimum Coverages. Without in any way limiting
Contractor’s liability pursuant to the “Indemnification” section of this Agreement, Contractor
must maintain in force, during the full term of the Agreement, insurance in the following
amounts and coverages:

@) Workers’ Compensation, in statutory amounts, with Employers’
Liability Limits not less than $1,000,000 each accident, injury, or illness; and

(b) Commercial General Liability Insurance with limits not less than
$1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual
Liability, Personal Injury, Products and Completed Operations; and

(©) Commercial Automobile Liability Insurance with limits not less
than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property
Damage, including Owned, Non-Owned and Hired auto coverage, as applicable.

(d) Professional liability insurance, applicable to Contractor’s
profession, with limits not less than $1,000,000 each claim with respect to negligent acts, errors
or omissions in connection with the Services.
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(e) Technology Errors and Omissions Liability coverage, with limits
of $1,000,000 each occurrence and each loss. The policy shall at a minimum cover professional
misconduct or lack of the requisite skill required for the performance of services defined in the
contract and shall also provide coverage for the following risks:

0) Network security liability arising from the unauthorized
access to, use of, or tampering with computers or computer systems, including hacker attacks;
and

(i) Liability arising from the introduction of any form of
malicious software including computer viruses into, or otherwise causing damage to the City’s or
third person’s computer, computer system, network, or similar computer related property and the
data, software, and programs thereon.

()] Contractor shall maintain in force during the full life of the
agreement Cyber and Privacy Insurance with limits of not less than $1,000,000 per occurrence.
Such insurance shall include coverage for liability arising from theft, dissemination, and/or use
of confidential information, including but not limited to, bank and credit card account
information or personal information, such as name, address, social security numbers, protected
health information or other personally identifying information, stored or transmitted in electronic
form.

5.1.4 Commercial General Liability and Commercial Automobile Liability
Insurance policies must be endorsed to provide:

@ Name as Additional Insured the City and County of San
Francisco, its Officers, Agents, and Employees.

(b) That such policies are primary insurance to any other insurance
available to the Additional Insureds, with respect to any claims arising out of this Agreement,
and that insurance applies separately to each insured against whom claim is made or suit is
brought.

5.1.5 All policies shall be endorsed to provide thirty (30) days’ advance written
notice to the City of cancellation for any reason, intended non-renewal, or reduction in
coverages. Notices shall be sent to the City address set forth in Section 11.1, entitled “Notices to
the Parties.”

5.1.6  Should any of the required insurance be provided under a claims-made
form, Contractor shall maintain such coverage continuously throughout the term of this
Agreement and, without lapse, for a period of three years beyond the expiration of this
Agreement, to the effect that, should occurrences during the contract term give rise to claims
made after expiration of the Agreement, such claims shall be covered by such claims-made
policies.

5.1.7 Should any of the required insurance be provided under a form of
coverage that includes a general annual aggregate limit or provides that claims investigation or
legal defense costs be included in such general annual aggregate limit, such general annual
aggregate limit shall be double the occurrence or claims limits specified above.
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5.1.8 Should any required insurance lapse during the term of this Agreement,
requests for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

5.1.9 Before commencing any Services, Contractor shall furnish to City
certificates of insurance and additional insured policy endorsements with insurers with ratings
comparable to A-, VIII or higher, that are authorized to do business in the State of California,
and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of
the insurance by City shall not relieve or decrease Contractor's liability hereunder.

5.1.10 The Workers’ Compensation policy(ies) shall be endorsed with a waiver
of subrogation in favor of the City for all work performed by the Contractor, its employees,
agents and subcontractors.

5.1.11 If Contractor will use any subcontractor(s) to provide Services,
Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the
City and County of San Francisco, its officers, agents and employees and the Contractor as
additional insureds.

5.2 Indemnification. Contractor shall indemnify and hold harmless City and its
officers, agents and employees from, and, if requested, shall defend them from and against any
and all claims, demands, losses, damages, costs, expenses, and liability (legal, contractual, or
otherwise) arising from or in any way connected with any: (i) injury to or death of a person,
including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of
local, state, or federal common law, statute or regulation, including but not limited to privacy or
pers