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FILE NO. 160147 RESOLUTION NO. 

1 [Contract Agreement - State Department of Health Care Services - Substance Use Disorder 
Services - FYs 2014-2017 - $47,586,924] 

2 

3 Resolution retroactively authorizing the San Francisco Department of Public Health, 

4 Behavioral Health Services, to enter into an amended multi-year contract for substance 

5 use disorder services with the State Department of Health Care Services, in the amount 

6 of $47,586,924 for the term of July 1, 2014, through June 30, 2017; and authorizing and 

7 designating the Department of Public Health County Alcohol and Drug Administrator to 

8 sign said Agreement and to approve amendments for less than 10% of the contracted 

9 amount. 

10 

11 WHEREAS, The San Francisco Department of Public Health (DPH) provides 

12 substance use disorder services for Medi-Cal beneficiaries; and 

13 WHEREAS, Oversight of these substance use disorder services is provided by the 

14 DPH County Alcohol and Drug Program Administrator within DPH's Behavioral Health 

15 Services branch (DPH-BHS); and 

16 WHEREAS, The California Department of Health Care Services (DHCS) is responsible 

17 for the administration of Medi-Cal services contracts; and 

18 WHEREAS, On February 8, 2016, OCHS foiwarded to the San Francisco Alcohol and 

19 Drug Program Administrator a Multi-Year Contract for Substance Use Disorder Services for 

20 the term of July 1, 2014, through June 30, 2017, in the amount of $47,586,924 (Agreement);. 

21 and 

· 22 WHEREAS, OCHS requests the Agreement be signed by the Board of Supervisors or 

23 their designee and submitted by t~e close of business on April 15, 2016; and 

.24 

25 

Department of Public Health 
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1 WHEREAS, DCH·s requires a resolution, board minutes, order, motion, or ordinance 

2 from the Board of Supervisors that specifically approves and authorizes the execution of the 

3 Agreement; and 

4 WHEREAS, The Agreement includes a hold harmless clause, which provides that the 

5 City will hold the State harmless form ( 1) and claims and losses resulting to contractors, 

6 subcontractors, individuals, firms, and corporations furnishing or supplying work services, 

7 materials, or·supplies in connection to the performance of this contract, and (2) any claims 

8 and losses resulting to any person, firm, or corporation who may be injured or damaged in 

9 connection to the City's performance of this contract; now, therefore be it 

1 O . RESOLVED, That DPH-BHS is hereby retroactively authorized to enter into a FYs 

11 2014-2017 Substance Use Disorder Services Contract with DCHS for the term of July 1, 

12 2014, through June 30, 2017, in ~he amount of $47,586,924; and, be it 

13 FURTHER RESOLVED, That said Agreement shall include an indemnification of the 

14 State of California as set forth above; and, be it 

15 FURTHER RESOLVED, That the DPH County Alcohol and Drug program Administrator 

16 is hereby authorized and designated by the Board of Supervisors to sign said Agreement and 

17 to approve Agreement amendments for less that ten percent (10%) of the contracted amount. 

18 

19 

20 RECOMMENDED: 

21 

22 

23 

24 

25 

Barbara A. Garcia, MPA 
Director of Health 

Department of Public Health 
BOARD OF SUPERVISORS Page2 · 
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BUDGET AND FINANCE Sus-COMMITTEE MEETING MARCH 23, 2016 

Department: 
Department of Public Health (DPH) 

Legislative Objectives 

• The proposed resolution would retroactively authorize the second amendment to the 
contract between the City and County of San Francisco and the California Department of 
Health Care Services for Department of Public Health (DPH) to accept State funding for 
substance abuse disorder services. The amendment increases the allocation of State funds 
to DPH in FY 2015-16 by a net amount of $7,215,023, from $11,083,342 to $18,298,365, 
thereby increasing the total contract not-to-exceed amount by $7,2.15,023, from 
$40,371,901 to $47,586,924. 

Key Points 

• In February 2015, the Board of Supervisors approved the contract between DPH and 
DHCS, authorizing DPH to accept funding from DHCS for substance abuse services. The 
agreement was for three years, retroactive to July 1, 2014 through June 30, 2017, for an 
amount of $33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY 
2014-15. In September 2015, the Board of Supervisors approved an amendment to the 
contract which retroactively increased the .allocation of funds in FY 2014-15 by 
$7,121,875, from $11,083,342 to $18,205,217, thereby increasing the total contract not
to-exceed amount by $7,121,875 from $33,250,026 to $40,371,901. 

• Increased funding under the proposed amendment is primarily related to the federal and 
State share of Drug-Medi-Cal services, due to the expansion of eligibility for Medi-Cal, a 
public health insurance program for low-income Californians, which went into effect in 
2014 under the Affordable Care Act. The federal government pays for 100 percent of the 
services provided to the new Medi-Cal beneficiaries, and DPH is reimbursed for the 
services by DHCS. 

Fiscal Impact 

• DPH's total FY 2015-16 budget for substance abuse disorder services is $68,671,040, 
including the $18,298,365 from DHCS under the subject contract. 

• Funding to support the DHCS contract is subject to appropriation by the State and federal 
governments, and is not guaranteed for any future years. Any reductions to these 
amounts by the State and federal governments would require supplemental funding from 
the City's General Fund or a reduction in substance abuse services. 

• Approve the proposed resolution. 

SAN FRANCISCO BOARD OF SUPERVISORS 

Recommendation 
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BUDGET AND FINAN'cE SUB-COMMITTEE MEETING MARCH 23, 2016 

MANDATE STATEMENT 

City Charter Section 9.118(a) states that contracts entered into by a department, board, or 
commission that (i) have anticipated revenues of $1 million or more, or (ii) have anticipated 
revenues of $1 million or more and require modifications, are subject to Board of Supervisors 
approval. 

BACKGROUND 

Under California State law, San Francisco is reimbursed by the California Department of Health 
Care Services (DHCS) for some of the County's costs to provide substance abuse services. In 
order to receive this reimbursement, the City and County of San Francisco (City) must enter into 
a multi-year contract with the State for substance abuse disorder services. This contract is a 
combined agreement that includes (a) pass-through funding from the State and federal 
governments for Drug Medi-Cal services, and (b) the federal Substance Abuse Prevention and 
Treatment (SAPT) block grant. 

The Department of Public Health (DPH) Community Behavioral Health Services currently funds 
approximately 100 different substance abuse treatment and prevention programs provided by 
45 non-profit organizations. The City negotiates with the State to determine rates for different 
types of substance abuse services, and these rates .are then incorporated into the multi-year 
contract between the State and the City. 

In February 2015, the Board of Supervisors approved the contract betwe~n DPH and DHCS, 
authorizing DPH to accept funding from DHCS for substance abuse services. The agreement was 
for three years, retroactive to July 1, 2014 through June 30, 2017, for an amount of 
$33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY 2014-15. In 
September 2015, the Board of Supervisors approved an amendment to the contract which 
retroactively increased the allocation of funds in FY 2014-15 by $7,121,875, from $11,083,342 
to $18,205,217, thereby increasing the total contract not-to-exceed amount by $7,121,875 
from $33,250,026 to $40,371,901. 

DETAILS OF PROPOSED LEGISLATION 

The proposed resolution would retroactively authorize the second amendment to the contract 
between the City and DHCS for DPH to accept State funding for substance abuse disorder 
services. The amendment increases the allocation of State funds to DPH in FY 2015-16 by a net 
amount of $7,215,023, from $11,083,342 to $18,298,365, thereby increasing the total contract 
not-to-exceed amount by $7,215,023, from $40,371,901 to $47,586,924. 

The increased funding is primarily related to the federal and State share of Drug-Medi-Cal 
services, due to the expansion of eligibility for Medi-Cal, a public health insurance program for 
low-inco.me Californians, which went into effect in 2014 under the Affordable Care Act. The 
federal government pays for 100 percent of the services provided to the new Medi-Cal 
beneficiaries, and DPH is reimbursed for the services by DHCS. 

In addition, the proposed amendment reduces funding for the 'HIV set aside funded by the 
federal Substance Abuse Prevention and Treatment (SAPT) Block Grant based on the federal 

SAN FRANCISCO BOARD OF SUPERVISORS 
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BUDGET AND FINANCE Sus-COMMITIEE MEETING MARCH 23, 2016 

formula for these funds. 1 Table 1 below shows the changes in funding under the proposed 
amendment. 

Table 1: Changes in Funding for FY 2015-16 for the 
DHCS Substance Abuse Disorder Services Contract 

Funding Source 
Original Proposed 

Change 
Contract Amendment 

Drug Medi-Cal Federal Share 

Non-Perinatal Federal Share $673,803 $7,795,678 $7,121,875 

Perinatal Federal Share 70,659 70,659 

Subtotal $744,462 $7r866,337 $7,121,875 

Drug Medi-Cal California Share 
Drug Medi-Cal State General Fund $490,930 $793,479 $302,549 

Subtotal $490,930 $793,479 302~549 

SAPT Block Grant 
Discretionary $5,598,040 $5,598,511 $471 
Prevention Set-Aside 2,184,472 2,184,472 

HIV Set Aside 1,363,953 1,154,552 (209,401) 

Adolescent/Youth 368,182 367,824 (358) 

Perinatal 303,303 303,190 (113) 

Friday Night Live/Club Live 30,000 30,000 

Subtotal $9,847,950 $9,638,549 {$209,401} 

Grand Total $11,083,342 $18,298,365 $7,215,023 

DPH would continue to subcontract with community-based non-profit organizations to deliver 
substance abuse disorder services through this amended contract. The following services would 
be delivered through this amended contract: 

1. Outpatient drug-free treatment; 
2. Narcotic replacement therapy; 
3 .. Naltrexone treatment; 
4. Intensive Outpatient Treatment; and 
5. Perinatal Residential Substance Abuse Services. 

The proposed resolution also allows DPH to approve future amendments to the subject 
contract for less than 10 percent of the contracted amount, or for approximately up to 
$4,758,692, without further Board of Supervisors approval. The Board of Supervisors previously 
authorized DPH to approve future amendments to the contract for less than 10 percent of the 
contracted amount without further Board of Supervisors approval when the Board of 
Supervisors approved the first amendment to the contract in September 2015 (File 15-0785). 

1 The allocation for HIV Set Aside has been reduced because San Francisco now represents a smaller percentage of 
the State's new cases compared to previous years. According to Mr. Jim Stillwell, Analyst at DPH, the State of 
California no longer meets the criteria which require an allocation of funds to be used specifically for HIV services. 

SAN FRANCISCO BOARD OF SUPERVISORS 

13 

520 

BUDGET AND LEGISLATIVE ANALYST 



BUDGET AND FINANCE SUB-COMMITTEE MEETING MARCH 23, 2016 

The contract is being amended for retroactivity to reflect the fact that the State is encumbering 

additional funds for this contract after July 1, 2014, the original start date of the contract. 

FISCAL IMPACT 

DPH's total FY 2015-16 budget for substance abuse disorder services is $68,671,040, including 

the $18,298,365 from DHCS under the subject contract. Table 2 below shows total sources of 

/unds for DPH FY 2015-16 substance abUse disorder services. 

Table 2: Source of Funds for DPH Substance Abuse Disorder Services FY 2015-16 

Funding Source 

DHCS Contract (Subject of Proposed Resolution) 

Federal SAPT Block Grant 

Drug Medi-Cal Federal Share 

Drug Medi-Cal California State General Fund 

Subtotal, DHCS Contract (see Table 1) 

Other State and Federal Funds 

Public Safety Realignment Funds 

Grant and Project Funds 

Subtotal, Other State and Federal Funds 

City and County of San Francisco Funds 

City General Fund 

Work Order Funds 

Subtotal, City and County of San Francisco Funds 

Total Substance Abuse Disorder Services Funds 

Amount 

$9,638,549 

7,866,337 

793,479 

$18,298,365 

$9,261,468 

1,125,453 

$10,386,921 

$37,210,159 

2,775,595 

$39,985, 754 

$68,671,040 

Funding to support the DHCS contract is subject to appropriation by the State and federal 

governments, and is not guaranteed for any future years. Any reductions to these amounts by 

the State and federal governments would require supplemental funding from the City's General 

Fund or a reduction in substance abuse services. 

RECOMMENDATION 

Approve the proposed resolution. 

SAN FRANCISCO BOARD OF SUPERVISORS 
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City and County of San ' incisco 

Edwin M. Lee 
Mayor 

February 22, 2016 

Angela Calvillo, Clerk of the Board 
Board of Supervisors 
1 Dr. Carlton B Goodlett Place, Room 244 
San Francisco, CA 94102-4689 

Dear Ms. Calvillo: 

[ .Jartment of Public Health 

Barbara A. Garcia, MPA 
Director of Health 

Attached please find an original and one copy of a proposed resolution for Board of 
Supervisors approval, which is intended to approve a retroactive Substance Use Disorder 
Services contract from California Department of Health Care Services. 

The following is a list of accompanying documents: 

• Memo which provides background information on contract. 

• Resolution retroactively authorizing San Francisco Department of Public Health, 
Behavioral Health Services to enter in an amended Multi-Year contract agreement 
with State of California Department of Health Care for the term of July 1, 2014 
through June 30, 2017 in the amount of $47,586,924. 

• Contract amendment between California Department of Health Care Services 
Contract and San Francisco Department of Public Health Behavioral Health Care 
Services. 

The following persons may be contacted regarding this matter: Judith Martin, Deputy 
Medical Director Substance Use Disorders at 415-255-3601 or Jim Stillwell, Analyst, at 
415-596-5750. 

Sincerely, 

~ 
Barbara A. Garcia, MPA 
Director of Health 
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City and County of San Francisco Department of Public Health 

Edwin M. Lee 
Mayor 

TO: Angela Calvillo, Clerk of the Board of Supervisors 

FROM: Colleen Chawla, Director of Policy and Planning 
Deputy Director of Health 

THROUGH: Barbara A. Garcia, MPA 
Director of Health 

DATE: February 22, 2016 

Barbara A. Garcia, MPA 
Director of Health 

SUBJECT: California Department of Healthcare Services Contract amendments A0-2 and 
A-03 for Substance Use Disorder Services for FY 2014-17Contract#14-90096 

Purpose of this memorandum: 
This memorandum provides an explanation of th~ Amendments A-02 and A-03 to the 
Substance use Disorder Services (SUDS) 2014-17 Multi-year Contract between San 
Francisco and the California Department of Health Care Services (DHCS), a contract that is 
handled by the San Francisco Department of Public Health, Behavioral Health Services. 
The previous contract was approved by the Board of Supervisors in September 2015 (File 
No. 150785). 

Changes from previous (original) version of this contract: 

A-02 Amendment: 
The Department of Healthcare Services (DHCS) has issued a $7,215,023 amendment to 
this contract consisting primarily of an increase of $7, 121,875 Drug Medi-Cal Federal Share 
to FY 2014-15. This amendment increases the entire contract from $40,371,901 to 
$47,586,924. The OCHS has known since July, 2014, that an increas~ of this magnitude 
would be required, but waited until the middle of the fiscal year to make the change, 
presumably to avoid having to make multiple changes as a better estimate of the final 
liability became available. 

Other changes to the contract are: 
1) State General Fund $302,549 local match addition for Residential Treatment, 

·which is newly D/MC billable; 
2) $209,401 HIV+ Set-Aside reduction, formula is driven by case rate; 
3) Discretionary fund increase of $471; Adolescent decrease of $358; and Perinatal 

decrease of $113. The three small changes have an intentional net zero balance. 

A-03 Amendment: 
DHCS has further issued an Amendment A-03 to the 2014-17 contract. The purpose of the 
A-03 amendment is to upqate contract language, DHCS section names, DHCS section 
contact information, and provide updated references to federal and state regulations. In 
several places DHCS has included language to clarify specific regulations. None of the 

(415) 554-2600 101 Groi~ itreet San Francisco, CA 94102-4593 



City and County of San Francisco 

Edwin M. Lee 
Mayor 

Department of Public Health 

Barbara A. Garcia, MPA 
Director of Health 

changes represent any change in either federal or California regulations, nor do they' 
impose any new duties or restrictions on the county. 

Mandatory nature, and type of contract: 

• This is a mandatory contract between the State and each California County. The contract 
includes federal pass-through dollars (Substance Abuse Prevention and Treatment Block 
Grant, or SAPT grant). It is also the payment mechanism for Drug Medi-Cal Services. 
• This is not a budget document, and does not interfere with the usual budget process. The 
contract includes terms and conditions for budgeted, allocated and fee for service items. 

Retroactivity: 
Retroactivity of this contract only refers to the fact that the State is encumbering additional 
Federal Medicaid Funds to this contract after July 1, 2014, the original start date of the 
contract. This is done to assure the adequacy of the contract to reimburse all the services 
billed by The City and County. Contract Amendment A-02 covers services the County has 
been providing since July of 2014. 

(415) 554-2600 101 Gs>l.fJ Street San Francisco, CA 94102-4593 



})HCS State of California-Health and Human Services Agency 

Department of Health Care Services 

• JENNIFER KENT 
DIRECTOR 

EDMUND G. BROWN JR. 
gov~NOR 

DATE: J;ebruary. a~ ~OH~ 

TO: San Fr?ncisco Qounty Alcohol and Drug Program Administrator 
Contract # 14·90096 A03 · 

SUBJECT: ·rran·srnlftal of the Multl-Year G9ntrqct Amendment fpr Substance Use Disorder 
Services for Fiscal Years 2014-'15 through 2016-17 

Enclosed for signature is the multi-year contract amendinent for Substance Use Disorder (SUD) 
services. for FiscaJ Ye~r {FY) 2014-15 through FY 2016-1. 7. 

The contract m1,Jst·be ·signed by the CoL1nty Board of Supervisors or their designee and rat.urned 
·to the Department of Health Gare S.ervices (DHCS) by clos~ of business April 15, 2016. 

The requir~rnents fo~ proc::l:lss)ng the. ~n~J9sed muJti.,.year ·contraqt Bflli?ndment in·c;tu.de the 
following: 

;i.. Oqtain a resolution, approveq board minutes, order, motion, or ordinance-from your 
County Board of Superv:isors, which spe.cifically approves and authorizes executfon of 
this contract. 

>- Have the indiVidual authorized by the County Board of Supervisors sign five {5) Standard 
Agreements (STD Form 213A). Please confirm the printed name, title, arid address· are 
accurate. If they are not, please cross out ,and replace to the right side of the name 
and/or address (ensuring all written information is legible). 

> Return the following to OHOS: 
o One (1) Copy of resolution, approved board minutes,· order •. motion, m ordinance 

(or authority documentation if signed by someone other than BOS). 
o Five .(5), original signed St~ndard Agreements (must provid~ wet signatures only, 

signature stamps are not an accept~ble form of signature). 
o One (1) Original signed CCC-307 {Contraqtor Certification Clause) with same 

signatory whom is authorized to sign the STD 213As. Original signature will only 
be accepted, nq stamps or seais. 

o Five (5) fully printed copies of each of the·following exhibits: 
• Exhibit A A2 - Scope of Work 
• Exhibit A Attachment i A2 - Program Specifications 
• Exhibit B A2 - Budget Detail and Payment Provisions 
• Exhibit E A1 -Additional Provisions 
• Exhibit G, Attachment I A 1 - Social Security Administration Agreement . 

SUD PTRSD, MS 2624 
l;>.O. Box997413, Sacramento, CA 95899-7413 

Phon!'l.: (916) .324-5439 Fax (916) 323-1176 
Internet Address: t5~6'WW.DHCS.ca.gov 



Transmittal Letter of. Contract U 14~90096 A03 
Page2 

)> Send to either: 

Re9·u1ar Mail Overnight Mau 
Department of Health Gare Services Department of Health Care Services 

f\TTt:-J: Hobert 8tr9m A TIN: Hobert Strom 
SUD PTRS Division $UO PTRS Piv}s1on, MS 2_624 

P.O. Box·fj~7413, MS ?624 1500 Ot;pilol Ave. 
Sa~~am~nro., QA 9~~:99-7413 $ci,pr;:im~_nto:, :C.A S5814 

)> Retain a.copy of the signed Standard Agreement and the documents as outlined iri the 
Sti;indard Agreement (copies erw!os~cj} as a temporary n~cort;f untll Sl!Ch time you, 
rec.eive a copy oi the executed contract am.endment 

Upon DHCS!s r-eceipt of the sign~d Standard Agr~ernent$. authority documentation {inch,..1ding 
ail enclosed exhibits) the contract will be processed and an originalsigned copy Will be returned 
for your r~cprds with ·ail .related contrac~Lja{ doel:lrnenis. · 

This contraot will be vafi9 and enforceable. subje9f ti? authoriza~ion ~nd apprqpriatio:n of $uffic.ient 
·funds to t)HCS's budget a1,Jthorit.Y. if sufficient C11,Jthorizatlo.11 and approprlCition of fund~ .to · 
DHCS's budget authority is denied .. a reduction offundswiU be.made to your contract 

We appreciate working with yo.µ. lf you have.any questions) .Ph~asecontact Michael Reeves at 
(916)' 327'-2696, or Reibert 'Strom at (916) 327-2699. 

Sinc~rety, · · 

~~~ 
Robert .Maus, Chief · 
Program Support ~nd Grants fy'lan~a,gernent Sranqh 
SUD Prevention .• ·rreatment and Re.covery Services OMsfon 

Enclosure.s incltJ:Qe: 

;> $tc;i:ndard Agr~ement (Form 213A) 
)' Stl:lndard Agreement Pagce 2 (Form 213A) 
> Exhibit AA2 - Sqope of Work 
)> Exhibit A Attachment .I A2 - .Program Specifications 
~ Exhibit B A2 - Budg·et Detail and Payment Provisions 
)> Exhibit E A 1 -Additional Provisions 
)> Exhibit G_, Attachment I A I - Social Security Adm1nistratibn Agreement 
)> CCC-307 - Contractors Certification Clause 
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STATE OF CALIFORNIA . 

STANDARD AGREEMENT AMENDMENT 
STD 213A DHCS (Rev 03/15) -

Agreement Number Amendment Number 

1:8:1 Check here if additional pages are added: 139 Page( s) 14-90096 A03 

Registration Number. 

1. This Agreement is entered into between the State Agency and Contractor named below: 
State Agency's Name (Also known as DHCS, CDHS, DHS or the State) 

Department of Health Care Services 
Contractor's Name (Also referred to as Contractor) 

County of San Francisco 

2. The term of this Agreement is: July 1, 2014 

through June 30, 2017 

3. The maximum amount of this $ 47,586,924 . 

Agreement after this amendment is: Forty Seven Million, Five Hundred Eighty Six Thousand, Nine Hundred Twenty Four Dollars 

4. The parties mutually agree to this amendment as follows. All actions noted below are by this reference made a part 
of the Agreement and incorporated herein: 

I. Amendment effective date: July 1, 2016 

II. Purpose of amendment: This amendment modifies the terms and conditions as outlined in the original 
contract. 

Ill. Certain changes made in this amendment are shown as: Text additions are displayed in bold and underline. 
Text deletions are displayed as strike through text (i.e., .stfike). . 

(Continued on next page) 

All other terms and conditions shall remain the same. 

INW SWH h h ITNES EREOF, this Agreement has been executed by t e parties ereto. 

CONTRACTOR CALIFORNIA 
Department of General Services 

Contractor's Name (If other than an individual, state whether a corporation, partnership, etc.) Use Only 

County of San Francisco 
By(Authorized Signature) I Date Signed (Do not type) 

.r6 
Printed Name and Title of Person Signing 

Judith Martin, Director 
Address 

1380 Howard Street, Room 221 
San Francisco, CA 94103 

STATE OF CALIFORNIA 

Agency Name 

Department of Health Care Services 
By (Authorized Signature) I Date Signed (Do not type) 

.r6 
Printed Name and Title of Person Signing ~ Exempt per: DGS memo dated 

Don Rodriguez, Chief, Contract Management Unit 07/10/96 and Welfare and Institutions 
Code 14087.4 

Address 

1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413, 
Sacramento, CA 95899-7413 
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County of San Francisco 
#14-90096 A03 

STD 213A 
Page 2of2 

IV. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A A2-Scope of Work (2 pages) 

All references to Exhibit A A 1, in any exhibit incorporated into this agreement shall 
hereinafter be deemed to read Exhibit A A2. Exhibit A A 1 is hereby replaced in its entirety 
by the attached revised exhibit. 

V. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A Attachment I A2- Program Specifications (42 pages) 

All references to Exhibit A Attachment I A 1, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit A Attachment I A2. Exhibit A Attachment I A 1 
is hereby replaced in its entirety by the attached revised exhibit. 

VI. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit B A2- Budget Detail and Payment Provisions (20 pages) 

All references to Exhibit B A 1, in any exhibit incorporated into this agreement shall 
hereinafter be deemed to read Exhibit B A2. Exhibit B A 1 is hereby replaced in its entirety 
by the attached revised exhibit. 

VII. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit E A1 -Additional Provisions (4 pages) 

All references to Exhibit E, in any exhibit incorporated into this agreement shall hereinafter 
be deemed to read Exhibit E A 1. Exhibit E is hereby replaced in its entirety by the attached 
revised exhibit. 

VIII. Paragraph 4 (incorporated exhibits) on the face of the STD 213 is amended to add the 
following revised exhibit: 

Exhibit G, Attachment I A1-Social Security Administration Agreement (70 pages) 

All references to Exhibit G Attachment I, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit G, Attachment A 1. Exhibit G, Attachment is 
hereby replaced in its entirety by the attached revised exhibit. 

IX. All other terms and conditions shall remain the same. 
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Exhibit A, Attachment I A2 
Program Specifications 

Part I - General 

A. Additional Contract Restrictions 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the Congress, or any statute enacted by the Congress, which may affect the provisions, 
terms, or funding of this Contract in any manner. 

B. Nullification of Drug Medi-Cal (DMC) Treatment Program substance use disorder services 
(if applicable) 

The parties agree that if the Contractor fails to comply with the provisions of Welfare and 
Institutions Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program 
substance use· disorder services shall be null and void and severed from the remainder of 
this Contract. 

In the event the Drug Medi-Cal Treatment Program Services component of this Contract 
becomes null and void, an updated Exhibit B, Attachment I A2: I will take effect reflecting the 
removal of federal Medicaid funds and DMC State General Funds from this Contract. All 
other requirements and conditions of this Contract will remain in effect until amended or 
terminated. 

C. Hatch Act 

Contractor agrees to comply with the provisions of the Hatch Act (Title 5 USC, Sections 
1501-1508), which limit the political activities of employees whose principal employment 
activities are funded in whole or in part with federal funds. 

D. No Unlawful Use or Unlawful Use Messages Regarding Drugs 

Contractor agrees that information produced through these funds, and which pertains to 
drug§. and alcohol - related programs, shall contain a clearly written statement that there · 
shall be no unlawful use of drugs or alcohol associated with the program. Additionally, no 
aspect of a drug or alcohol - related program shall include any message on the responsible 
use, if the use is unlawful, of drugs or alcohol (HSC Section 11999-11999.3). By signing 
this Contract, Contractor agrees that it will enforce, and will require its Subcontractors to 
enforce, these requirements. 
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Contractor agrees that the State has the right to withhold payments until Contractor has 
submitted any required data and reports to the State, as identified in Exhibit A, Attachment I 
Af, Part Ill - Reporting Requirements, or as identified in Document 1 F(a), Reporting 
Requirements Matrix for Counties. 

F. Limitation on Use of Funds for Promotion of Legalization of Controlled Substances 

None of the funds made available through this Contract may be used for any activity that 
promotes the legalization of any drug or other substance included in Schedule I of Section 
202 of the Controlled Substances Act (21 USC 812). 

G. Restriction on Distribution of Sterile Needles 

No Substance Abuse Prevention and Treatment (SAPT) Block Grant funds made available 
through this Contract shall be used to·carry out any program of distributing that includes 
the distribution of sterile needles or syringes for the hypodermic injection of any illegal 
drug unless the State chooses to implement a demonstration syringe services program for 
injecting drug users. 

H. Health Insurance Portability and Accountability Act (HIPAA) of 1996 

If any of the work performed under this Contract is subject to the HIP AA, tl=leR-Contractor 
shall perform the work in compliance with all applicable provisions of HIPAA. As identified 
in Exhibit G, the State and County shall cooperate to assure mutual agreement as to those 
transactions between them, to which this Provision applies. Refer to Exhibit G for additional 
information. 

1. Trading Partner Requirements 

(a) No Changes. Contractor hereby agrees that for the personal health 
information (Information), it will not change any definition, data condition or 
use of a data element or segment as proscribed in the federal HHS 
Transaction Standard Regulation. (45 CFR Part 162.915 (a)) 

(b) No Additions. Contractor hereby agrees that for the Information, it will not 
add any data elements or segments to the maximum data set as proscribed 
in the HHS Transaction Standard Regulation. (45 CFR Part 162.915 (b)) 

(c) No Unauthorized Uses. Contractor hereby agrees that for the Information, it 
will not use any code or data elements that either are marked "not used" in 
the HHS Transaction's Implementation specification or are not in the HHS 
Transaction Standard's implementation specifications. ( 45 CFR Part 
162.915 (c)) 
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· (d) No Changes to Meaning or Intent. Contractor hereby agrees that for the 
Information, it will not change the meaning or intent of any of the HHS 
Transaction Standard's implementation specification. (45 CFR Part 162.915 
(d)) 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exists the possibility that the State or 
others may request an extension from the uses of a standard in the HHS 
Transaction Standards. If this occurs, Contractor agrees that it will participate in 
such test modifications. 

3. Adequate Testing 

Contractor is responsible to adequately test all business rules appropriate to their 
types and specialties. If the Contractor is acting as a clearinghouse for enrolled 
providers, Contractor has obligations to adequately test all business rules 

· appropriate to each and every provider type and specialty for which they provide 
clearinghouse services. 

4. Deficiencies 

Contractor agrees to cure transactions"' errors or deficiendes identified by the State, 
and transactions errors or deficiencies identified by an enroll~d provide~ if the 
Contractor is acting as a clearinghouse for that provider. When County is a 
clearinghouse, Contractor agrees to properly communicate deficiencies and other 
pertinent information regarding electronic transactions to enrolled providers for 
which they provide clearinghouse services. 

5. Code Set Retention 

Both Parties understand and agree to keep open code sets being processed or 
used in this Agreement for at least the current billing period or any appeal period, 
whichever is longer. 

6. Data Transmission Log 

Both Parties shall establish and maintain a Data Transmission Log; which shall 
record any and all Data Transmission§. taking place between the Parties during the 
term of this Contract. Each Party will take necessary and reasonable steps to 
ensure that such Data Transmission Logs constitute a current, accurate, complete, 
and unaltered record of any and all Data Transmissions between the Parties, and 
shall be retained by each Party for no less than twenty-four (24) months following 
the date of the Data Transmission. The Data Transmission Log may be maintained 
on computer media or other suitable means provided that, if it is necessary to do so; 
the information contained in the Data Transmission Log may be retrieved in a timely 
manner and presented in readable form. · 
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I. Nondiscrimination and Institutional Safeguards for Religious Providers 

Contractor shall establish such processes and procedures as necessary to comply with the 
provisions of Title 42, USC, Section 300x-65 and Title 42, CFR, Part 54, (Reference 
Document 1 B). 

J. Counselor Certification 

Any counselor or registrant providing intake, assessment of need for services, treatment 
or recovery planning, individual or group counseling to participants, patients, or residents in 
a DHCS licensed or certified program is required to be certified as defined in Title 9, CCR, 
Division 4, Chapter 8. (Document 3H) 

K. Cultural and Linguistic Proficiency 

To ensure equal access to quality care by diverse populations, each service provider 
receiving funds from this contract shall adopt the federal Office of Minority Health Culturally 
and Linguistically Appropriate Service (CLAS) national standards (Document 3V). 

L. Intravenous Drug' Use (IVDU) Treatment 

Contractor shall ensure that individuals in need of IVDU treatment shall be encouraged to 
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23~ (96.126(e)) of Pl=4S 
AGt). 

M. Tuberculosis Treatment 

Contractor shall ensure the following related to Tuberculosis (TB): 

1. Routinely make available TB services to each individual receiving treatment for 
alcohol and other drug use and/or abuse; 

2. Reduce barriers to patients' accepting TB treatment; and, 

3. Develop strategies to improve follow-up monitoring, particularly after patients leave 
treatment, by disseminating information through educational bulletins and technical 
assistance. 

N. . Trafficking Victims Protection Act of 2000 

Contractor and its Subcontractors that provide services covered by this Contract shall 
comply with Section 106(g) of the Trafficking Victims Protection Act of 2000 as amended 
(22 U.S.C. 7104.{gl) as amended by section 1702. For full text of the award term, go to: 
http://uscode.house.gov/view.xhtml?reg=qranuleid:USC-prelim-title22-
section7104d&num=O&edition=prelim 
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Contractor shall regularly assess (e.g. review population information available through 
Census, compare to information obtained in CalOMS Treatment to determine whether 
population is being reached, survey Tribal representatives for insight in potential barriers} 
the substance use service needs of the American Indian/Alaskan Native (Al/AN) population 
within the County geographic area and shall engage in r~gular and meaningful consultation 
and collaboration with elected officials of the tribe, Rancheria, or their designee for the 
purpose of identifying issues/barriers to service delivery and improvement of the quality, 
effectiveness and accessibility of services available to Al/NA communities within the 
County. 

P. Participation of County Alcohol and Drug Program Administrators Association of California 
and County Behavioral Health Director's Association of California. 

Pursuant to HSC Section 11801 (g), the 6County AOD ~frog ram a8dministrator shall 
participate and represent the sCounty in meetings of the County Alcohol and Drug Program 
Administrators Association of California for the purposes of representing the counties in 
their relationship with the State with respect to policies, standards, and administration for 
alcohol and other drug abuse services. Participation and representation shall also be 
provided by the County Behavioral Health Director's Association of California. 

Pursuant to HSC Section 11811.S(c), the sCounty AOD f}frogram aAdministrator shall 
attend any special meetings called by the Director of DHCS. Participation and 
representation shall also be provided by the County Behavioral Health Director's 
Association of California. 

Q. Youth Treatment Guidelines 

Contractor will follow the guidelines in Document 1V, incorporated by this reference, "Youth 
Treatment Guidelines," in developing and implementing youth treatment programs funded 
under this Exhibit, until such times new Youth Treatment Guideline are established and 
adopted. No formal amendment of this contract is required for new guidelines to~ be 
incorporated into this contract. 

R. Perinatal Services Network Guidelines 2015 

Pursuant to 45 CFR 96.124 ((c)(1-3)) the Contractor shall expend the specified 
percentage of SAPT Block Grant funds, as calculated by said regulations, on 
perinatal services, pregnant women, and women with dependent children each state 
fiscal year (SFY). The Contractor shall expend these funds either by establishing 
new programs or expanding the capacity of existing programs. The Contractor shall 
calculate the appropriate amount by using Generally Accepted Accounting Principles 
and the composition of the base shall be applied consistently from year to year. (See 
the County Share of SAPT Block Grant Women Services Expenditure Requirement 
Exhibit G) 

Contractor shall comply with the perinatal program requirements as outlined in the 
Perinatal Services Network Guidelines 2015, promulgated pursuant to 45 under CFR 
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96.137. The "Perinatal Services Network Guidelines 2015" are attached to this 
contract as Document 1 G, incorporated by reference, The contractor shall comply 
with the "Perinatal Services Network Guidelines 2015" until new Perinatal Services 
Network Guidelines are established and adopted. The incorporation of any new 
Perinatal Services Network Guidelines into this contract shall not require a formai 
amendment. 

All SAPT BG-funded programs providing treatment services designed for pregnant 
women and women with dependent children will treat the family as a unit and 
therefore will admit both women and their children into treatment services, if 
appropriate. 

The Contractor must directly provide, or provide a referral for, the following services: 

1. Primary.medical care for women, including referral for prenatal 
care and, while the women are receiving such services, child 
care; 

2. Primary pediatric care, including immunization, for their 
children; 

3. Gender specific substance abuse treatment and other 
therapeutic interventions for women which may address issues 
of relationships, sexual and physical abuse and parenting, and 
child care while the women are receiving these services; 

4. Therapeutic interventions for children in custody of women in 
treatment which may, among other things, address their 
developmental needs, their issues of sexual and physical abuse, 
and neglect; and 

5. Sufficient case management and transportation to ensure that 
women and their children have access to services. 

RS. Restrictions on Grantee Lobbying - Appropriations Act Section 503 

No part of any appropriation contained in this Act shall be used, other than for formal and 
recognized executive-legislative relationships, for publicity or propaganda purposes, for the 
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television, 
or video presentation designed to support or defeat legislation pending before the 
Congress, except in presentation to the Congress or any State legislative body itself. 

No part of any appropriation contained in this Act shall be used to pay the salary or 
expenses of any grant or contract recipient, or agent acting during for such recipient, 
related to any activity designed to influence legislation or appropriations pending before the 
Congress or any State legislature. 

&.. T. Nondiscrimination in Employment and Services 

By signing this Contract, Contractor certifies that under the laws of the United States and 
the State of California, incorporated into this Contract by reference and made a part hereof 
as if set forth .in full, Contractor will not unlawfully discriminate against any person. 
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1. Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting 
discrimination based on race, color, or national origin in federally:funded programs. 

2. Title VIII of the Civil Rights Act of 1968 (42 USC 3601 et seq.) prohibiting 
discrimination on the basis of race, color, religion, sex, handicap, familial status or · 
national origin in the sale or rental of housing. 

3. Age Discrimination Act of 1979 (45 CFR Part 90), as amended (42 USC Sections 
6101 -6107), which prohibits discrimination on the basis of age.:. 

4. Age Discrimination in Employment Act (29 CFR Part 1625). 

5. Title I of the Americans with Disabilities Act (29 CFR Part 1630) prohibiting 
discrimination against the disabled in employment.:. 

6. Title II of the Americans with Disabilities Act (28 CFR Part 35) prohibiting 
discrimination against the disabled by public entities:. 

7. Title Ill of the Americans with Disabilities Act (28 CFR Part 36) regarding access. 

8. Section 504 of the Rehabilitation Act of 1973, as amended (29 USC Section 794 }, 
prohibiting discrimination on the basis of handioap individuals with disabilities. 

9. Executive Order 11246 ( 42 USC 2000( e) et seq. and 41 CFR Part 60) regarding 
nondiscrimination in employment under federal contracts and construction contracts 
greater than $10,000 funded by federal financial assistance.:. 

10. Executive Order 13166 (67 FR 41455) to improve access to federal services for 
those with limited English proficiency:. 

11. The Drug Abuse Office and Treatment Act of 1972, as amended, relating to 
nondiscrimination on the basis of drug abuse.:. 

12. The Comprehensive Alcohol Abuse and Alcoholism Prevention, Treatment and 
Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating to.nondiscrimination 
on the basis of alcohol abuse or alcoholism . 

.Y,.V. State Law Requirements: 

1. Fair Employment and Housing Act (Government Code Section 12900 et seq.) and 
the applicable regulations promulgated thereunder (California Administrative Code, 
Title 2, Section 7285.0 et seq.). 

2. Title 2, Division 3, Article 9.5 of the Government Code, commencing with Section 
1t135. . 

3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800. 
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4. No state or federal funds shall be used by the Contractor or its Subcontractors for 
sectarian worship, instruction, or proselytization. No state funds shall be used by 
the Contractor or its Subcontractors to provide direct, immediate, or substantial 
support to any religious activity. 

5. Noncompliance with the requirements of nondiscrimination in services shall 
constitute grounds for state to withhold payments under this Contract or terminate 
all, or any type, of funding provided hereunder. 

V-:W. This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the federal or state govemments-aftel: that affect the provisions, terms, or funding of this 
Contract in any manner. 

W.X. Subcontract Provisions 

Contractor shall include all of the foregoing provisions in all of its subcontracts. 
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The words and terms of this Contract are intended to have their usual meanings unless a particular 
or more limited meaning is associated with their usage pursuant to Division 10.5 of HSC, Section 
11750 et seq., and Title 9, CCR, Section 9000 et seq. 

A. "Available Capacity" means the total number of units of service (bed days, hours, slots, 
etc.) that a Contractor actually makes available in the current fiscal year. 

B. "Contractor" means the county identified in the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder 
programs. 

C. "Corrective Action Plan!!. (CAP):, means the written plan of action document which the 
Contractor or its subcontracted service provider develops and submits to DHCS to address 
or correct a deficiency or process that is non-compliant with laws, regulations or standards. 

D. "County" means the county in which the Contractor physically provides covered substance 
use treatment services. 

E. "County Realignment Funds" means Behavioral Health Subaccount funds received by 
the sCounty as per California Code Section 30025. 

F. "Days" means calendar days, unless otherwise specified. 

G. "Dedicated Capacity" means the historically calculated service capacity, by modality, 
adjusted for the projected expansion or reduction in services, which the Contractor agrees 
to make available to provide non-Drug Medi-Cal substance use disorder services to 
persons eligible for Contractor's services. 

H. "Final Allocation" means the amount of funds identified in the last allocation letter issued 
by the State for the current fiscal year. 

I. "Final Settlement" means permanent settlement of the Contractor's actual allowable costs 
· or expenditures as determined at the time of audit, which shall be completed within three 
years of the date the year-end cost settlement report was accepted for interim settlement by 
the State. If the audit is not completed within three years, the interim settlement shall be 
considered as the final settlement. 

J. "Interim Settlement" means temporary settlement of actual allowable costs or 
expenditures reflected in the Contractor's year-end cost settlement report. 
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K. "Maximum Payable" means the encumbered amount reflected on the Standard 
Agreement of this Contract and supported by Exhibit B, Attachment I .A2. 

L. "Modality" means those necessary overall general service activities to provide substance 
use disorder services as described in Division 10.5 of the HSC. 

M. "Non-Drug Medi-Cal Amount" means the contracted amount of SAPT Block Grant funds 
for services agreed to by the State and the Contractor. 

N. "Performance" means providing the dedicated capacity in accordance with Exhibit B, 
Attachment I .A2, and abiding by the terms of this Exhibit, including all applicable state and 
federal statutes, regulations, and standards, including Alcohol and/or Other Drug 
Certification Standards (Document 1 P), in expending funds for the provision of alcohol and 
Gru§: substance use services hereunder. 

0. "Preliminary Settlement" means the settlement of only SAPT funding for counties that do 
include DMC funding. 

P. "Revenue" means Contractor's income from sources other than the State allocation. 

Q. "Service Area" means the geographical area under Contractor's jurisdiction. 

R. "Service Element" is the specific type of service performed within the more general 
service modalities. A list of the service modalities and service elements and service 
elements codes is incorporated into this Contract as Document 1 H(a) "Service Code 
Descriptions". 

S. "State" means the Department of Health Care Services or DHCS. 

T. "Utilization" means the total actual units of service used by clients and participants. 
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The words and terms of this Contract are intended to have their usual meaning unless a specific or 
more limited meaning is associated with their usage pursuant to the HSC, Title 9§, and/or Title 22. 
Definitions of covered treatment modalities and services are found in Title 22 (Document 2C) and 
are incorporated by this reference. 

A. "Administrative Costs" means the Contracto~s actual direct costs, as recorded in the 
Contractor's financial records and supported by source documentation, to administer the 
program or an activity to provide service to the DMC program. Administrative costs do not 
include,the cost of treatment or other direct services to the beneficiary. Administrative costs 
may include, but are not limited to, the cost of training, programmatic and financial audit 
reviews, and activities related to billing. Administrative costs may include Contractor's 
overhead per the approved indirect cost rate proposal pursuant to OMB Circular A-87 and 
the State Controller's Office Handbook of Cost Plan Procedures. 

B. "Authorization" is the approval process for DMC Services prior to the submission of a 
DMC claim. 

C. ·"Beneficiary" means a person who: (~)has been determined eligible for Medi-Cal; {b) is 
not institutionalized; (c) has a substance-related disorder per the "Diagnostic and Statistical 
Manual of Mental Disorders Ill Revised (DSM)," and/or DSM IV criteria; and (d) meets the 
admission criteria to receive DMC covered services. 

D. "Certified Provider" means a substance use disorder clinic and/or satellite clinic location 
that has received certification to be reimbursed as a DMC clinic by the State to provide 
services as described in Title 22, California Code of Regulations, Section 51341.1. 

E. "Covered Services" means those DMC services auth.orized by Title X.IX or Title XXI of the 
Social Security Act; Title 22 Section 51341.1; W&I Code, Section 14124.24; and 
California's Medicaid State Plan. 

F. "Direct Provider Contract" means a contract established between the State and a Drug 
Medi-Cal certified provider entered into pursuant to this Agreement for the provision of Drug 
Medi-Cal services. 

G. "Drug Medi-Cal Program" means the state system wherein beneficiaries receive covered 
services from DMC-certified substance use disorder treatment providers. 

H. "Drug Medi-Cal Termination of Certification" means the provider is no longer certified to 
participate in the Drug Medi-Cal program upon the State's issuance of a Drug Medi-Cal 
certification termination notice. 

I. "Early and Periodic Screening, Diagnosis, and Treatment Program (EPSDT)" means 
the federally mandated Medicaid benefit that entitles full-scope Medi-Cal-covered 
beneficiaries less than 21 years of age to receive any Medicaid service necessary to correct 
or ameliorate a defect, mental illness, or other condition, such as a substance-related 
disorder, that is discovered during a health screening. 
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J. "Provider Certification" means the provider must be certified in ord~r to participate in the 
Medi-Cal program. 

K. "Federal Financial Participation (FFP)" means the share of federal Medicaid funds for 
reimbursement of DMC services. 

L. "Medical Necessity" means those substance use treatment services that are reasonable 
and necessary to protect life, prevent significant illness or disability, or alleviate severe pain 
through the diagnosis and treatment of a disease, illness, or injury,1.--0r, in the case of 
EPSDT, services that meet the criteria specified in Title 22, Sections 51303 and 51340.1. 

M. "Minor Consent DMC Services" ar.e those covered services that, pursuant to Family Code 
Section 6929, may be provided to persons 12-20 years old without parental consent. 

N. "Narcotic Treatment Program" means an outpatient clinic licensed by the State to provide 
narcotic replacement therapy directed at stabilization and rehabilitation of persons who are 
opiate-addicted and have a substance use diagnosis. 

0. "Payment Suspension" means the Drug Medi-Cal certified provider has been issued a 
notice pursuant to W &I Code, Section 14107 .11 and is not authorized to receive payments 
after the payment suspension date for DMC services, regardless of when the service was 
provided. 

P. "Perinatal DMC Services" means covered services as well as mother/child habilitative and 
rehabilitative services; services access {i.e., provision or arrangement of transportation to · 
and from medically necessary treatment); education to reduce harmful effects of alcohol 
and drugs on the mother and fetus or infant; and coordination of ancillary services (Title 22, 
Section 51341.1{c)4). 

Q. "Postpartum", as defined for DMC purposes, means the 60-day period beginning on the 
last day of pregnancy, regardless of whether other conditions of eligibility are met. Eligibility 
shall end on the last day of the calendar month in which the 60th day occurs. · 

R. "Post Service Post Payment {PSPP) Utilization Review" means the review for program 
compliance and medical necessity conducted by the State after service was rendered and 
paid. State may recover prior payments of Federal and State funds if such review 
determines that the services did not comply with the applicable statutes, regulations, or 
standards {CCR, Title 22, Section 51341.1 ill). 

S. "Projected Units of Service" means the number of reimbursable DMC units of service, 
based on historical data and current capacity, the Contractor expects to provide on an 
annual basis. 
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·T. "Provider of DMC Services" means any person or entity that provides direct substance 
use treatment services and has been certified by the State as meeting the standards for 
participation in the DMC program set forth in the "DMC Certification Standards for 
Substance Abuse Clinics", Document 2E and "Standards for Drug Treatment Programs 
(October 21, 1981)", Document 2F. 

U. "Re-certification" means the process by which the DMC certified clinic and/or satellite 
program is required to submit an application and specified documentation, as determined 
by DHCS, to remain eligible to participate in and be reimbursed in through the DMC 
program. Re-certification shall occur no less than every five years from the date of 
previous DMC certification or re-certification. 

V. "Statewide Maximum Allowances {SMA)" means the maximum amount authorized to be 
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient 
treatment, perinatal residential, and Naltrexone treatment services. While the rates are 
approved by the State, they are subject fo change through the regulation process. The 
SMA for FY 2015 162016-17 is listed in the "Unit of Service" table in Exhibit B Af, Part V. 

W. "Subcontract" means an agreement between the Contractor and its Subcontractors. A 
Subcontractor shall not delegate its obligation to provide covered services or otherwise 
subcontract for the provision of direct patient/client services. 

X. "Subcontractor" means an individual or entity that is DMC certified and has entered into 
an agreement with the Contractor to be a provider of covered services. It may also mean a 
vendor who has entered into a procurement agreement with the Contractor to provide any 
of the administrative functions related to fulfilling the Contractor's obligations under the . 
terms of this Exhibit A, Attachment l-A1-. 

Y. "Temporary Suspension" means the provider is temporarily suspended from participating 
in the DMC program as authorized by W&I Code, Section 14043.36(a). The provider 
cannot bill for DMC services from the effective date of the temporary suspension. 
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Contractor agrees that the State has the right to withhold payments until Contractor has submitted 
any required data and reports to the State, as identified in this Exhibit A, Attachment I Af or as 
identified in Document 1 F (a}, Reporting Requirement Matrix for Counties. 

A. Quarterly Federal Financial Management Report (QFFMR) 

The QFFMR must be submitted to reflect quarterly SAPT_BG expenditures. 

For the beginning of each federal award year; the due dates are: . 
/' 

March 1 for the period October through December 
June 1 for the period January through March 
September 1 for the period April through June 
December 1 for the period July through September 

B. Year-End Cost Settlement Reports 

Pursuant to W&I Code, Section 14124.24 !etill Contractor shall submit to the State, on 
November 1 of each year, the following year-end cost settlement documents by paper or 
electronic format, as prescribed by the State, submission for the previous fiscal year: 

1. Document 2P, County Certification Year-End Claim for Reimbursement 

2. 1 Document 2P(a) and 2P(b), Drug Medi-Cal Cost Report Forms for Intensive 
Outpatient Treatment for Non-Perinatal or Perinatal (if applicable) 

3. Document 2P(c) and 2P(d), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Individual Counseling for Non-Perinatal or Perinatal (if applicable) 

4. Document 2P(e) and 2P(f), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Group Counseling for Non-Perinatal or Perinatal (if applicable) 

5. Document 2P(g), Drug Medi-Cal Cost Report Forms for Residential for Perinatal (if 
applicable) 

6. Document 2P(h) and 2P(i), Drug Medi-Cal Expenditure Forms for Narcotic 
Treatment Programs.1. fef..Non-Perinatal or Perinatal (if applicable) 
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Contractors or providers that bill the State or the County for services identified in Section 
51516.1 of Title 22 shall submit claims in accordance with the Department of Health Care 
Services DMC Provider Billing Manual. 

Contractors and Subcontractors that provide DMC services shall be responsible for 
verifying the Medi-Cal eligibility of each client for each month of service prior to 
billing for DMC services to that client for that month. Medi-Cal eligibility verification 
should be performed prior to rendering service, in accordance with and as 
described in the Department of Health Care Services DMC Provider Billing Manual . 

. Options for verifying the eligibility of a Medi-Cal beneficiary are described in the 
Department of Health Care Services DMC Provider Billing Manual. 

Claims for DMC reim.bursement shall include only those services covered under Title 22, 
Section 51341.1(c-d) and administrative charges that are allowed underW&I Code, 
Sections 14132.44 and 14132.47. 

1. Contractor shall sertify the publis mcpeAditure submit the "Certified Expenditure" 
form reflecting either: ll the approved amount of the 837P claim file, after the 
claims have been adjudicated; or 2) the claimed amount identified on the 837P 
claim file, which could account for both approved and denied claims. 
Contractor shall submit the "Certified Publis ExpenEliture" form after the slaims have 
beeA ac:ijuElisateEI Contraster shall submit to the State the Drug Medi-Cal 

. Certification Form DHCS Form DHCS 100224A (Document 4D) for each~ 837P 
transaction approved for reimbursement of the federal Medicaid funds. 

. . 
2. DMC service claims shall be submitted electronically in a Health Insurance 

Portability and Accountability Act (HIPM) compliant format (837P). All adjudicated 
claim information must be retrieved by the Contractor via an 835 HIPM compliant 
format (Health Care Claim Payment/Advice). 

3. The following forms shall be prepared as needed and retained by the provider for 
review by State staff: 

(a) Multiple Billing Override Certification (MC 6700), Document 2K 

(b) Good Cause Certification (6065A), Document 2L(a) 

(c) Good Cause Certification (60658), Document 2L(b) 

In the absence of good cause documented on the Good Cause Certification (6065A 
or 60658) form, claims that are not submitted within 30 days of the end of the month 
of service shall be denied. The existence of good cause shall be determined by the 
State in accordance with Title 22, CCR, Sections ~1008 and 51008.5. 
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Separate from direct service claims as identified in #2 above, county may submit an 
invoice for administrative costs for administering the DMC program on a quarterly 
basis. The form requesting reimbursement shall be submitted to DHCS. 

5. If while completing the Utilization Review and Quality Assurance requirements of 
this Exhibit A, Attachment I Af, Part V, Section 4 any of the Contractor's skilled 
professional medical and personnel aRG-directly supporting staff meet the criteria-set 
forth in 42 C.F.R. 432.50(d)(1), then the Contractor shall submit a written request 
that specifically demonstrates how the skilled professional medical personnel and 
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R. 
432.50( d)( 1) and outlines the duties they will perform to assist the Department, or 
the Department's skilled professional medical personnel, in activities that are directly 
related to the administration of the Drug Medi-Cal Program. The Department shall 
respond to the Contractor's written request within 20 days with either a written 
agreement pursuant to 42 C.F.R. 432.50(d) (2) approving the request" or a written 
explanation as to why the Department does not agree that the Contractor's skilled 
professional medical personnel and directly supporting staff do not meet the criteria 
set forth in 42 C.F.R. 432.50(d) (1). 

D. California Outcomes Measurement System (CalOMS) forTreatment (CalOMS-Tx) 

The CalOMS-Tx business rules and requirements are: 

1. Contractor shall contracts with a software vendor that complies with the CalOMS-Tx 
data collection system requirements for submission of CalOMS-Tx data. A 
Business Associate Agreement (BAA) shall-ffit!St be established between the 

, Contractor and the software vendor. The BAA shall-mtlSt state that DHCS is 
. allowed to return the processed CalOMS-Tx data to the vendor that supplied the 

data to DHCS. 

2. Contractor shall conduct information technology (IT) systems testing and pass State 
certification testing before commencing submission of CalOMS-Tx data. If the 
Contractor subcontracts with vendor for IT services, Contractor is responsible for 
ensuring that the subcontracted IT system is tested and certified by the DHCS prior 
to submitting CalOMS-Tx data. If Contractor changes or modifies the CalOMS-Tx IT 
system, then Contractor shall re-test and pass state re-certification prior to 
submitting data from new or modified system. 

3. Electronic submission of CalOMS-Tx data shall be submitted by Contractor 
within is duo 45 days from the end of the last day of the report month. 

4. Contractor shall comply with data collection and reporting requirements established 
by the DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former 
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices 
relevant to CalOMS-Tx data collection and reporting requirements .. 
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5. Contractor shall submit CalOMS-Tx admission, discharge, annual update, 
resubmissions of records containing errors or in need of correction, and "provider no 
activity" report records in an electronic format approved by DHCS. 

6. Contractor shall comply with the CalOMS-Tx Data Compliance Standards 
established by DHCS identified in Document 3S for reporting data content, data 
quality, data completeness, reporting frequency, reporting deadlines, and reporting 
method. 

7. Contractor shall participate in CalOMS-Tx informational meetings, trainings, and 
conference calls. 

8. Contractor shall implement and maintain a system for collecting and electronically 
submitting CalOMS-Tx data.· 

9. Contractor shall meet the requirements as identified in Exhibit G, Privacy and 
Information Security Provisions and Exhibit G, Attachment 1- SSA Agreement 2014~ 

E. California Outcomes Measurement Service for Prevention (CalOMS-Pv) 

The CalOMS-Pv Business Rules and Requirements are: 

1. Contractors and/or Subcontractors receiving Substance Abuse Prevention and 
Treatment (SAPT) Primary Prevention Set-Aside funding shall mYSt input planning, 
service/activity and evaluation data into CalOMS Pv. When submitting data, 
Contractor-ffH:ISt shall comply with the CalOMS Pv Data Quality Standards 
(Document #1T). 

2. Contractor-ffH:ISt shall report services/activities by the date of occurrence on an 
ongoing basis throughout each month. Contractor shall submit all data for each 
month no later than the 10th day of the following month:. 

3. Contractor-ffH:ISt shall review all data input into CalOMS Pv on a quarterly basis. 
Contractor shall verify that the data meets the CalOMS Pv Data Quality Standards 
by reviewing and releasing the data. Certification is due by the last day of the 
month following the end of the quarter. 

4. Contractor-ffH:ISt shall report progress to DHCS via CalOMS Pv for the goals and 
objectives in the County Strategic Prevention Plan (as described in Exhibit A, 
Attachment 1 Af, Part IV, Section 1 B. 2) on an annual basis by September 30th of 
each fiscal year. 

5. If Contractor cannot meet the established due dates, a written request for an 
extension-ffH:ISt shall be submitted to DHCS 10-_days prior to the due date 

6. In order to ensure that all persons responsible for CalOMS Pv data entry have 
sufficient knowledge of the CalOMS Pv Data Quality Standards, all new CalOMS Pv 
users, whether employed by the Contractor or its Subcontractors, shall participate in 
CalOMS Pv trainings prior to inputting data into the system. 
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1. If the Contractor experiences system or service failure or other extraordinary 
circumstances that affect its ability to timely submit CalOMS-Tx and/or CalOMS-Pv 
data, and or meet other CalOMS-Tx and/or CalOMS-Pv data compliance 
requirements, Contractor shall report the problem in writing before the established 
data submission deadlines. The written notice shall include a remediation plan that 
is subject to review and approval by the State. A grace period of up to sixty (60) 
days may be granted, at the State's sole discretion, for the Contractor to resolve the 
problem before non-DMC payments are withheld. 

2. If the State experiences system or service failure, no penalties will be assessed to 
the Contractor for late data submission. 

3. Contractor shall comply with the treatment and prevention data quality standards 
established by the State. Failure to meet these standards on an ongoing basis may 
result in withholding non-DMC funds. 

4. If the Contractor submits data after the established deadlines, due to a delay or 
problem, Contractor is still responsible for collecting and reporting data from time of 
delay or problem. 

G. Drug and Alcohol Treatment Access Report (DATAR) 

The DA TAR business rules and requirem·ents are: 

1. The Contractor shall be responsible for ensuring that the Contractor-operated 
treatment services and all treatment providers, with whom Contractor makes a 
contract or otherwise pays for the services, submit a monthly DA TAR report in an 
electronic copy format as provided by the State. 

In those instances where the Contractor maintains, either directly or indirectly, a 
central intake unit or equivalent which provides intake services including a waiting 
list, the Contractor shall identify and begin submitting monthly DAT AR reports for 
the central intake unit by a date to be specified by the State. 

2. The Contractor shall ensure that all DATAR reports are submitted by either 
Contractor-operated treatment services and by each subcontracted treatment 
provider to the State by the 10th of the month following the report activity month. 

3. The Contractor shall ensure that all applicable providers are enrolled in the State's 
web-based DATARWeb program for submission of data, accessible on the DHCS 
website when executing the subcontract. 

4.. If the Contractor or its Subcontractor experiences system or service failure or other 
extraordinary circumstances that affect its ability to timely submit a monthly DA TAR 
report, and/or to meet data compliance requirements, the Contractor shall report the 
problem in writing before the established data submission deadlines. The written 
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notice shall include a corrective action plan that is subject to review and approval by 
the State. A grace period of up to sixty (60) days may be granted, at the State's 
sole discretion, for the Contractor to resolve the problem before non-DMC payments 
are withheld (See Exhibit B Af, Part II, Section 2). 

5. If the State experiences system or service failure, no penalties will be assessed to 
Contractor for late data submission. 

6. The Contractor shall be considered compliant if a minimum of 95% of required 
DATAR reports from the Contractor's treatment providers are received by the due 
date. 

H. · Charitable Choice 

Contractor shall submit annually document the total number of referrals necessitated by 
religious objection to other alternative substance abuse providers. The contractor shall 
annually submit +!his information must be submitted to DHCS by October 151• The 
annual submission shall contain all substantive information required by DHCS and 
be formatted in a manner in a format prescribed by DHCS~ and at a time required by 
DHCS (reference ADP Bulletin 04 5). 

I. Subcontractor Documentation 

Contractor shall require its Subcontractors that are not licensed or certified by the State to 
submit organizational documents to the State within thirty (30) days of-its the execution of 
an initial subcontract, within ninety (90) days of the renewal or continuation of an existing 
subcontract or when there has been a change in Subcontractor name or ownership. 
Organizational documents shall include the Subcontractor's Articles of Incorporation or 
Partnership Agreements (as applicable}, and business licenses, fictitious name permits, 
and such other information and documentation as may be requested by the State. 

J. Failure to meet required reporting requirements shall result in: 

1. The DHCS will issue a Notice of Deficiency (Deficiencies) to Contractor regarding 
specified providers with a deadline to submit the required data and a request for a 
Corrective Action Plan (CAP) to ensure timely reporting in the future. The State will 
approve or reject the CAP or request revisions to the CAP which shall be 
resubmitted to the State within thirty (30) days. 

2. If the Contractor has not ensured compliance with the data submission or CAP 
request within the designated timeline, then the State may withhold funds until all 
data,is submitted. The State shall inform the Contractor when funds will be 
withheld. 
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PART IV- Non-Drug Medi-Cal Substance Use Disorder Prevention and Treatment Services 

Section 1. General Provisions 

A. Restrictions on Salaries 

Contractor agrees that no part of any federal funds provided under this Contract shall be 
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at 
a rate in excess of Level I of the Executive Schedule. Salary and wages schedules may be 
found at http:/lwww.opm.gov/oca. SAPT Block Grant funds used to pay a salary in excess 
of the rate of basic pay for Level I of the Executive Schedule shall be subject to 
disallowance. The amount disallowed shall be determined by subtracting the individual's 
actual salary from the Level I rate of basic pay and multiplying the result by the percentage 
of the individual's salary that was paid with SAPT Block Grant funds (Reference: Terms 
and Conditions of the SAPT Block Grant award.) 

B. Primary Prevention 

1. The SAPT Block Grant regulation defines "Primary Prevention Programs" as those 
programs directed at "individuals who have not been determined to require 
treatment for substance abuse" (45 CFR 96.121). Primary Prevention includes 
strategies, programs and initiatives which reduc~ both direct and indirect adverse 
personal, social, health, and economic consequences resulting from problematic 
AOD availability, manufacture, distribution, promotion, sales, and use. The desired 
result of primary prevention is to promote safe and healthy behaviors and 
environments for individuals, families and communities. The Contractor shall 

·expend not less than its allocated amount of the SAPT Block Grant on primary 
prevention as described in the SAPT Block Grant requirements (45 CFR 96.125). 
Inappropriate use of these funds for non primary prevention servioes will require 
repayment of SAPT Blook Grant funds. 

2. Contractor is required to have a current and DHCS approved County Strategic 
Prevention Plan (SPP). The SPP must demonstrate that the County utilized the 
Substance Abuse and Mental Health Services Administration's Strategic Prevention 
Framework (SPF) in developing the plan as described at 
http:/lcaptus.samhsa.gov/access-resources/about-strategic-prevention-framework
§.Pf. DHCS will only approve SPP's that demonstrate that the Contractor utilized the 
SPF. Contractor must: 

a) Follow the DHCS guidelines provided in the Strategic Prevention Framework 
Plan R~source Document located in the CalOMS Pv Library. 

b) Begin preparing a new SPP at least 9-months prior to the expiration date of the 
current SPP. 
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c) Submit a timeline to DHCS for completion of the SPP that includes proposed 
dates for submitting each section of the SPP. The sections are outlined in the 
Strategic Prevention Framework Plan Resource Document. 

d) Submit a draft to DHCS, based on the timeline, for each section of the SPP for 
review and approval. 

e) Submit to DHCS the final draft of the SPP no later than 30-days prior to the start 
date of the new SPP. 

f) Upload an electronic copy of the approved SPP into CalOMS Pv within 10-days 
of approval. 

g) Input the Problem Statements, Goals and Objectives from the SPP into CalOMS 
Pv no later than 10-days after the start date of the SPP. 

3. Contractor shall submit a Prevention Mid-Year Budget to DHCS by January 31 of 
each fiscal year. The budget shall indicate how the SAPT Block Grant Primary 
Prevention Set-Aside will be expended for the fiscal year. 

4. Friday Night Live 

Contractors and Subcontractors receiving SAPT Friday Night Live (FNL) funding 
m~ . 

(a) Engage in programming that meets the FNL Youth Development Standards 
of Practice, Operating Principles and Core Components outlined at 
http://fridaynightlive.org/about-us/cfnlp-overview/; 

(b) Use CalOMS Pv for all FNL reporting including Chapter Profiles, FNL County 
Profiles and chapter activity; 

(c) Follow the FNL Data Entry Instructions for CAIOMS CalOMS Pv as provided 
by DHCS in the CalOMS Pv Library; 

(d) Demonstrate an effort to be a Meet the Member in Good Standing (MIGS) 
requireme"nts, as pro'lided determined by DHCS in conjunction with the 
California Friday Night Live Partnership. If the Contractor does not meet 
the MIGS requirements, then the Contractor shall submit counties fail to 
a technical assistance plan detailing how the Contractor intends to 
ensure satisfaction of the MIGS requirements to DHCS for approval. 

C. Perinatal Services Network Guidelines ~2015 

Pursuant to 45 CFR 96.124 ((c)(1-3))'the Contractor shall expend the specified 
percentage of SAPT Block Grant funds, as calculated by said regulations, on 
perinatal services, pregnant women, and women with dependent children each state 
fiscal vear (SFY) . The Contractor shall expend these funds either by establishing 
new programs or expanding the capacity of existing programs. The Contractor shall 
calculate the appropriate expenditure amount by using Generally Accepted 
Accounting Principles and the composition of the base shall be applied consistently 
from year to year. (See the County Share of SAPT Block Grant Women Services 
Expenditure Requirement Exhibit G) 

· Contractor shall comply with the requirements for perinatal programs requirements as 
outlined in the Perinatal Services Network Guidelines, promulgated to 45 CFR 96.137. 
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The "Perinatal Services Network Guidelines 2015" funded under under Exhibit A, 
Attaohment I A1, oontained in are attached to this contract as Document 1 G, 
incorporated by-tl=lis reference. The Contractor shall comply with the "Perinatal Services 
Network Guidelines~ 2015" until sl:loh time..!!!Y!!. Perinatal Services Network Guidelines 
are established and adopted. The incorporation of any new Perinatal Service Netork 
Guidelines into this contract shall not require a-NG formal amendment of this oontraot is 
required for new gl:lidelines to apply. 

All SAPT BG-funded programs providing treatment services designed for pregnant 
women and women with dependent children will treat the family as a unit and 
therefore will admit both women and their children into treatment services, if 
appropriate. 

The Contractor must directly provide, or provide a referral for the following services: 

1. Primary medical care for women, including referral for prenatal care and, 
while the women are receiving such services, child care: 

2. Primary pediatric care, including immunization, for their children; 
3. Gender specific substance abuse treatment and other therapeutic 

interventions for women which may address issues of relationships, 
sexual and physical abuse and parenting, and child care while the women 
are receiving these services;. 

4. Therapeutic interventions for children in custody of women in treatment 
which may, among other things, address their developmental needs, their 
issues of sexual and physical abuse, and neglect; and 

5. Sufficient case management and transportation to ensure that women and 
their children have access to services. 

D. Funds identified in this contract shall be used exclusively for county alcohol and drug abuse 
services to the extent activities meet the requirements for receipt of federal block grant 
funds for prevention and treatment of substance abuse described I subchapter XVII of 
Chapter 6A of Title 42 of the United State Code. (Health and Safety Code seotion 18100 et. 
~ 

Section 2 - Formation and Purpose 

A. Authority 

State and the Contractor enter into this Exhibit A, Attachment I M, Part IV, by authority of 
Chapter 3 of Part· 1, Division 10.5 of the Health and Safety Code (HSC) and with approval . 
of Contractor's County Board of Supervisors (or designee) for the purpose of providing 
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachment I M. 
State and. the Contractor identified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 
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1. Performance under the terms of this Exhibit A, Attachment I At, Part IV, is subject to 
all applicable federal and state laws, regulations, and standards. In accepting the 
State drug and alcohol combined program allocation pursuant to HSC Sections 
11814(a) and (b), Contractor shall: (i) establish, and shall require its Subcontractors 
to establish, written policies and procedures consistent with the following · 
requirements; (ii) monitor for compliance with the written procedures; and (iii) be 
held accountable for audit exceptions taken by the State against the Contractor and 
its Subcontractors for any failure to comply with these requirements: 

(a) HSC, Division 10.5, commencing with Section 11760; 

(b) Title 9, California Code of Regulations (CCR) (herein referred to as Title 9), 
Division 4, commencing with Section 9000; 

(c) Government Code Section 16367.8; 

( d) Government Code, Article 7, Federally Mandated Audits of Block Grant 
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5, 
commencing at Section 53130; 

(e) Title 42 United State Code (USC), Sections 300x-21 through 300x-31,_300x-
. 34, 300x-53, 300x-57, and 330x-65 and 66; 

(f) The Single Audit Act Amendments of 1996 (Title 31, USC Sections 7501-
7507) and the Office of Management and Budget (OMB) Circular A-133 · 
revised June 27, 2003 and June 26, 2007. 

(g) Title 45, Code of Federal Regulations (CFR), Sections 96.30 through 96.33 
and Sections 96.120 through 96.137; 

{h) Title 42, CFR, Sections 8.1 through 8.~; 

(i) Title 21, CFR, Sections 1301.01 through 1301.93, Department of Justice, 
Controlled Substances; and, 

0) State Administrative Manual (SAM), Chapter 7200 (General Outline of 
Procedures). 

Contractor shall be familiar with the above laws, regulations, and guidelines and 
shall assure that its Subcontractors are also familiar with such requirements. 

2. The provisions of this Exhibit A, Attachment IM, Part IV, are not intended to 
abrogate any provisions of law or regulation, or any standards existing or enacted 
during the term of this Contract. 

3. Contractor shall adhere to the applicable provisions of Title 45, CFR, Part 96, 
Subparts C and L, as applicable, in the expenditure of the SAPTBG funds. 
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Document 1A, 45 CFR 96, Subparts C and L, is incorporated by reference. 

4. Documents 1 C and 1 D(b), incorporated by this reference, contain! additional 
requirements that shall be adhered to by those Contractors that receive the,!! types 
of funds specified by each document. These exhibits and documents-afO is: 

(a) Document 1 C, Driving-Under-the-Influence Program Requirements; 

(b) Document 1 D(b), SAPT Female Offender Treatment Project (FOTP). 

5. In accordance with the Fiscal Year 2011-12 State Budget Act and accompanying 
law (Chapter 40, Statues of 2011 and Chapter 13, Statues of 2011, First 
Extraordinary Session), contractors that provide Women and Children's Residential 
Treatment Services shall comply with the program requirements (Section 2.5, 
Required Supplemental/Recovery Support Services) of the Substance Abuse and 
Mental Health Services Administration's Grant Program for Residential Treatment 
for Pregnant and Postpartum Women, RFA found at 
http://www.samhsa.gov/qrants/qrant-announcements/ti-14-005 

Section 3 - Performance Provisions 

A. Monitoring 

1. Contractor's performance under this Exhibit A, Attachment I -P.2:, Part IV, shall be 
monitored by the State during the term of this Contract. Monitoring criteria shall 
include, but not be limited to: 

(a) 

(b) 

(c) 

(d) 

(e) 

Whether the quantity of work or services being performed conforms to 
Exhibit B -A2; 

Whether the Contractor has established and is monitoring appropriate quality 
standards; 

Whether the Contractor is abiding by all the terms and requirements of 
this Contract; 

Whether the Contractor is abiding by the terms of the Perinatal Services 
Network Guidelines (Document 1 G); and 

. Contractor shall conduct annual onsite monitoring reviews of services and 
subcontracted services for programmatic and fiscal requirements. 
Contractor shall submit copy of their monitoring and audit reports to DHCS 
within two weeks of issuance. Reports should be sent by secure, encrypted 
e-mail to: 

SUDCountvReports@dhcs.ca.gov or 

Page 24of42 

554 



County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, Performance Management Branch 
Department of Health Care Services 
PO Box 997 413, MS-2627 
Sacramento, CA 95899-7413; 

2. Failure to comply with the above provisions shall constitute grounds for the State to 
suspend or recover payments, subject to the Contractor's right of appeal, or may 
result in termination of the Contract or both. 

B. Performance Requirements 

1. Contractor shall provide services based on funding set forth in Exhibit B, Attachment 
I .fo.2, and under the terms of this Contract. 

2. Contractor shall provide services to all eligible persons in accordance with federal 
and state statutes and regulations. Contractor shall assure that in planning for the 
provision of services, the following barriers to services are considered and 
addressed: 

(a) Lack of educational materials or other resources for the provision of 
services; 

(b) Geographic isolation and transportation needs of persons seeking services 
or remoteness of services; 

(c) Institutional, cultural, and/or ethnicity barriers; 

( d) Language differences; 

(e) Lack of service advocates; 

(f) Failure to survey or otherwise identify the barriers to service accessibility; 
and, 

(g) Needs of persons with a disability. 

3. Contractor shall comply with any additional requirements of the documents that 
have been incorporated herein by reference, including, but not limited to, those on 
the "List of Exhibit A, Attachment I M Documents incorporate by Reference for 
Fiscal Year 2015 16 2016-17" which is attached to Exhibit A, Attachment I Af. 

4. Amounts awarded pursuant to Exhibit A, Attachment I M shall be used exclusively 
for providing alcohol and/or drug program services consistent with the purpose of 
the funding. 

5. DHCS shall issue a report to Contractor after conducting monitoring, utilization, or 
auditing reviews of county or county subcontracted providers. When the DHCS 
report identifies non-compliant services or processes, it shall require a CAP. The 
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Contractor, or in coordination with its subcontracted provider, shall submit a CAP to 
DHCS within the designated timeframe specified by DHCS. 

Substance Use Disorder - Prevention, Treatment and Recovery Services Division, 
Performance Management Branch 
Department of Health Care Services 
PO Box 997 413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov 

6. The CAP shall include a statement of the problem and the goal of the actions the 
Contractor and/or"'its subcontracted provider will take to correct the deficiency or 
non-compliance. The CAP shall: 

(a) Address the specific actions to correct deficiency or non-compliance 

(b) Identify who/wl)ich unit(s) will act; who/which unit(s) are accountable for 
acting; and 

(c) Provide a timeline to complete the actio.ns. 
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Part V: Drug Medi-Cal Treatment Program Substance Use Disorder Services 

Section 1: Formation and Purpose 

A. This Exhibit A, Attachment I A 1, Part V of the Contract is entered into by and between the 
State and the Contractor for the purpose of identifying and providing for covered DMC 
services for substance use disorder treatment in the Contractor's service area pursuant to 
Sections 11848.5( a) and (b) of the Health and Safety Code (hereinafter referred to as 
HSC), Sections 14124.20, 14021.51 -14021.53, and 14124.20-14124.25 of the W&I 
Code , and Title 22 of the California Code of Regulations (hereinafter referred to as Title 
22), Sections 51341.1, 51490.1, and 51516.1. 

B. It is further agreed this Contract is controlled by applicable provisions of: (a) the W&I Code, 
Chapter 7, Sections 14000, et seq., in particular, but not limited to, Sections 14100.2, 
14021, 14021.5, 14021.6, 14043, et seq., (b) Title 22, including but not limited to Sections 
51490.1, 51341.1 and 51516.1; and (c) Division 4 of Title 9 of the California Code of 
Regulations (hereinafter referred to as Title 9). 

C. It is understood and agreed that nothing contained in this contract shall be construed to 
impair the single state agency authority of DHCS. 

D. The objective of this contract is to make substance use disorder treatment services 
available to Medi-Cal beneficiaries through utilization of federal and state funds available 
pursuant to Title XIX or Title XXI of the Social Security Act for reimbursable covered 
services rendered by certified DMC providers. 

E. Awards under the Medical Assistance Program (CFDA 93. 778) are no longer excluded from 
·coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92 
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for 
any grant award under this program made after issuance of the initial awards for the second 
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45 
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87 
(as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and 
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB 
C-10, available on the Internet at http://www.dol.gov/oasam/boc/ASMB C-10.pdf 

Section 2: Covered Services 

A. Covered Services 

1. Contractor shall establish assessment and referral procedures and shall arrange, 
provide, or subcontract for covered services in the Contractor's service area. 
Covered services include: 
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(b) Narcotic replacement therapy; 
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(d) Intensive Outpatient Treatment and, 
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(e) Perinatal Residential Substance Abuse Services (excluding room and 
board). 

2. Narcotic treatment program services perW&I Code, Section 14124.22: 

In addition to narcotic treatment program services, a narcotic treatment program 
provider who· is also enrolled as a Medi-Cal provider may provide medically 
necessary treatment of concurrent health conditions within the scope of the 
provider's practice, to Medi-Cal beneficiaries who are not enrolled in managed care 
plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to 
those plans for receipt of medically necessary medical treatment of concurrent 
health conditions. 

Diagnosis and treatment of concurrent health conditions of Medi-Cal beneficiaries 
not enrolled in managed care plans by a narcotic treatment program provider may 
be provided within the Medi-Cal coverage limits. When the services are not part of 
the substance use disorder treatment reimbursed pursuant to W&I Code, Section 
14021.51, services shall be reimbursed in accordance with the Medi-Cal program. 
Services reimbursable under this section shall include, but not limited to, all of the 
following: 

(a) Medical treatment visits 

(b) Diagnostic blood, urine, and X-rays 

(c) Psychological and psychiatric tests and services 

( d) Quantitative blood and urine toxicology assays 

( e) Medical supplies 
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A narcotic treatment provider, who is enrolled as a Medi-Cal fee-for-service 
provider, shall not seek reimbursement from a beneficiary for substance abuse 
treatment serviqes, if services for treatment of concurrent health conditions are 
billed to the Medi-Cal fee-for-service program. 

3. In the event of a conflict between the definition of services contained in this Section 
of the Contract, and the definition of services in Title 22, Sections 51341.1, 51490.1, 
and 51516.1, the provisions of Title 22 shaU govern. 

4. Contractor, to the extent applicable, shall comply with "Sobky v. Smoley'' (Document 
2A), 855 F. Supp. 1123 (E.D. Cal 1994), incorporated by this reference. 

5. Contractor shall comply with federal and state mandates to provide alcohol and 
other drug treatment services deemed·medically necessary for Medi-Cal eligible: 
(1) pregnant and postpartum women, and (2) youth under age 21 who are eligible 

· under the EPSDT Program 

(a) If Drug Medi-Cal services are provided to Minor Consent beneficiaries, 
Contractor shall comply with California Family Code Section 6929, and 
California Code of Regulations, Title 22, Sections 50147.1, 50030, 50063.5, 
50157(f)(3), 50167(a)(6)(D), and 50195(d). 

B. Access to Services 

1. Subject to DHCS provider enrollment certification requirements, Contractor shall 
maintain continuous availability and accessibility of covered services and facilities, 
service sites, and personnel to provide the covered services through use of DMC: 
certified providers. Such services shall not be limited due to budgetary constraints. 

(a) When a request for covered services is made by a beneficiary, Contractor 
shall require services to be initiated with reasonable promptness. Contractor 
shall have a documented system for monitoring and evaluating accessibility 
of care, including a system for addressing problems that develop regarding 
waiting times and appointments. 

(b) The contractor shall authorize residential services in accordance with the 
medical necessity criteria specified in Title 22, Section 51303 and the 
coverage provisions of the approved state Medi.,Cal Plan. Room and board 
are not reimbursable DMC services. If services are denied, the provider 
shall inform the beneficiary in accordance with Title 22, Section 51341.1 (p). 

(c) Contractor shall require that treatment programs are accessible to people 
with disabilities in accordance with Title 45, Code of Federal Regulations 
(hereinafter referred to as CFR), Part 84 and the Americans with Disabilities 
Act. 

2. Covered services, whether provided directly by the Contractor or through 
Subcontractors with DMC certified and enrolled programs, shall be provided to 
beneficiaries without regard to the beneficiaries' county of residence. 
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3. The failure of the Contractor or its Subcontractors to comply with Section B of this 
Part will be deemed a breach of this Contract sufficient to terminate this Contract for 
cause. In the event the Contract is terminated, the provision of this Exhibit A 
Attachment I, Part I, Section B, shall apply. 

C. Payment For Services 

1. The Department shall make the appropriate payments set forth in Exhibit B Af and 
take all available steps to secure and pay FFP and State General Funds (SGF) to 
the Contractor, once the Department receives FFP and SGF, for claims submitted 
by the Contractor. The Department shall notify Contractor and allow Contractor an 
opportunity to comment to the Department when questions are posed by CMS, or 
when there is a federal deferral, withholding, or disallowance with respect to claims 
made by the Contractor. 

2. Contractor shall amend its subcontracts for covered services in order to provide 
sufficient funds to match allowable federal Medicaid reimbursements for any 
increase in provider· DMC services to beneficiaries. 

3. In the event that the Contractor fails to provide covered services in accordance with 
the provisions of this Contract, at the discretion of the State, Contractor may be 
required to forfeit its county realignment funds pursuant to Government Code 
Section 30027.10 (a) through (d) from the Behavioral Health Subaccount that is set 
aside for Drug Medi-Cal services and surrender its authority to function as the 
administrator of covered services in its service area. 

Section 3: Drug Medi-Cal Certification and Continued Certification 

A DMC Certification and Enrollment 

1. The State will certify eligible providers to participate in the DMC program. 

2. The Department shall certify any county operated or non-governmental providers. 
This certification shall be performed prior to the date on which the Contractor begins 
to deliver services under this contract at these sites. 

3. Contractor shall require that providers of perinatal DMC services are properly 
certified to provide these services and comply with the requirements contained in 
Title 22, Section 51341.1, Services for Pregnant and Postpartum Women. 

4. Contractor shall require all the subcontracted providers of services to be licensed, 
registered, DMC certified and/or approved in accordance with applicable laws and 
regulations. Contractor's subcontracts shall require that providers comply with the 
following regulations and guidelines: 

(a) Title 21, CFR Pait 130Q, et seq., Title 42, CFR, Part 8; 

Page 30of42 

560 



County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

(b) Drug Medi-Cal Certification Standards for Substance Abuse Clinics 
(Document 2E); 

(c) Title 22, CCR, Sections 51341.1, 51490.1, and 51516.1, (Document 2C); 

( d) Standards for Drug Treatment Programs (October 21, 1981) (Document 2F); 

(e) Title 9, CCR, Division 4, Chapter 4, Subchapter 1, Sections 10000, et seq; 
and 

(f) Title 22, CCR, Division~ Chapter~ sections 51000 et. seq. 

In the event of conflicts, the provisions of Title 22 shall control if they are more 
stringent. 

5. The Contractor shall notify the State Provider Enrollment Division {PED) of an 
addition or change of information in a Providers pending DMC certification 
application within 35 days of receiving notification from the Provider. The Contractor 
must ensure that a new DMC certification application is submitted to the State PED 
reflecting the change. 

6. The Contractor is responsible for ensuring that any reduction of covered services or 
relocations by providers are not implemented until approval is issued by the State. 
Within 35 days of receiving notification of a provider's intent to reduce covered · 
services or relocate, the Contractor shall submit, or require the provider to submit, a 
DMC certification application to the State PED. The DMC certification application 
must be submitted to the State PED 60 days prior to the desired effective date of the 
reduction of covered services or relocation. 

7. If, at any time, a Subcontractor's license, registration, certification, or approval to 
operate a substance use treatment program or provide a covered service is 
revoked, suspended, modified, or not renewed outside of DHCS, the Contractor 
must notify DHCS Fiscal Management & Accountability Branch by e-mail at 
DHCSMPF@dhcs.ca.gov within two business days of knowledge of Section 3(A(7)) 
of Exhibit A, Attachment 1-M-. 

(a) A provider's certification to participate in the DMC program shall 
automatically terminate in the event that the provider or its owners, officers 
or directors are convicted of Medi-Cal fraud, abuse or malfeasance. For 
purposes of this section, a conviction shall include a plea of guilty or nolo 
contendere. 

B. Continued Certification 

1. All DMC certified providers shall be subject to continuing certification requirements 
at least once every five years. 
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, 2. The Department may allow the Contractor to continue delivering covered services to 
benefiCiaries at a site subject to on-site review by the Department as part of the 
recertification process prior to the date of the on-site review, provided the site is 
operational, the certification remains valid, and has all required fire clearances. 

3. State will conduct recertification on-site visits at clinics for circumstances identified 
in the "Drug Medi-Cal Certification Standards for Substance Abuse Clinics" 
(Document 2E). Document 2E contains the appeal process in the event the State 
disapproves a provider's request for certification or recertification and shall be 
included in the Contractor's subcontracts. 

Section 4: Monitoring 

A. State Monitoring 

1. DHCS Monitoring Reviews and Financial Audits of Contractor 

The Department shall monitor the Contractor's operations for compliance with the 
provisions of this contract, and applicable federal and state law and regulations. 
Such monitoring activities shall include, but not be limited to, inspection and auditing 
of Contractor services, management systems and procedures, and books and 
records, as the Department deems appropriate, at any time during the Contractor's 
or facility's normal business hours. When monitoring activities identify areas of non
compliance, the Department shall issue reports to the Contractor detailing findings, 
recommendations, and corrective action. 

2. Post Sorvioo Post Payment Postservice Postpayment Utilization Reviews 

(a) After the DMC services have been rendered and paid, the Department shall 
conduct Post Sorvioe Post Payment Postservice Postpayment (PSPP) 
Utilization Reviews of the subcontracted DMC providers to determine 
whether the DMC services were provided in accordance with Title 22, 
Section 51341.1. The DHCS shall issue the PSPP report to the Contractor 
with a copy to subcontracted DMC provider. The Contractor shall be 
responsible for their subcontracted providers and their county:run programs 
to ensure any deficiencies are remediated pursuant to Sections 1 and 2 
herein. The Contractor shall attest the deficiencies have been remediated 
and are complete, pursuant to Section 4(A), Paragraph (c), herein. 

(b) State shall take appropriate steps in accordance with Title 22, CCR, Section 
51341.1 to recover payments made if subsequent investigation uncovers 
evidence that the claim(s) should not have been paid or that DMC services 
have been improperly utilized, and/or shall take the corrective action as 
appropriate. If programmatic or fiscal deficiencies are identified, the Provider 
shall be required to submit a Corrective Action Plan (CAP) to DHCS via tho 
Contraotor for approval the Contractor for review and approval prior to 
submission to DHCS for final approval. 
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i. Pursuant to CCR, Title 22, Section 51341.1 ( o ), all deficiencies 
identified by the PSPP review, whether or not a recovery of funds 
results, must be corrected and the entity that provided the 
services must submit a Contractor-approved CAP to the GMG 
PSPP Unit withi!l ~O days of the date of the PSPP report . 

. . t..· . 

1. The plan shall: 

a. Address each demand for recovery of payment 
and/or programmatic deficiency; 

b. Provide a specific description of how the deficiency 
shall be Corrected; and 

c. Specify the date of implementation of the 
corrective action. · 

d. Identify who will be responsible for correction 
and who will be responsible for on-going 
compliance. 

2. DHCS will provide written approval of the CAP to the 
Contractor with a copy to the Provider. If DHCS does not 
approve the CAP, DHCS will provide guidance on the 
deficient areas and request an updated CAP from the 
Contractor with a copy to the Provider. The entity that 
provided the services must submit an updated CAP to the 
DMC PSPP Unit within 30 days of notification. 

3. If the entity that provided the services, does not submit a 
CAP., or, does not implement the approved CAP 
provisions within the designated timeline, then DHCS may 
withhold funds from the Contractor until the tAe entity that 
provided the services is in compliance with Exhibit A, 
Attachment I Af, Part V, Section 4(A)(2). The State shall 
inform the Contractor when funds will be withheld. 

(c) Contractor and/or Subcontractor may appeal DMC dispositions concerning 
demands for recovery of payment and/or programmatic deficiencies of 
specific claims. Such appeals shall be handled pursuant to Title 22, CCR, 
Section 51341.1 (q). This section shall not apply to those grievances or 
complaints arising from the financial findings of an audit or examination 
'made by or on behalf of the State pursuant to Exhibit B Af, Part II, Section 3, 
of this Contract. 
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(d) State shall monitor the Subcontractor's compliance with PSPP utilization 
review requirements in accordance with Title 22. Counties are al.so required 
to monitor of the Subcontractor's compliance pursuant to Section 4, 
Paragraph A.2, of this contract. The federal government may also review 
the existence and effectiveness of the State's utilization review system. 

(e) Contractor shall implement and maintain compliance with the system of 
review described in Title 22, Section 51341.1, for the purposes of reviewing 
the utilization, quality, and appropriateness of covered services and ensuring 

· that all applicable Medi-Cal requirements are met. 

(f) Contractor shall assure that Subcontractor sites must keep a record of the 
clients/patients being treated at that location. Contractor shall retain client 
records for a minimum of three (3) years from the date of the last face-to
face contact. When an audit by the Fede.rel Government or the State has 
been started before the expiration of the three-year period, the client records 
shall be maintained u_ntil completion of the audit and the final resolution of all 
issues as a result of the audit. 

3. Training 

(a) DHCS's Substance Use Disorder - Prevention, Treatment, and Recovery 
Services Division (SUD PTRSD) shall provide mandatory annual training to 
the Contractor on the requirements of Title 22 and the Drug Medi-Cal 
program requirements. 

(b) Contractor may request additional Technical Assistance or training from 
SUD PTRSD on an ad hoc basis. 

B. Contractor Monitoring 

1. Program Integrity: Contractor is responsible for ensuring program integrity of its 
services and its subcontracted providers through a system of oversight, which shall 
include at least the following: 

(a) Compliance with state and federal law and regulations, including, but not 
limited to, 42 CFR 433.32, 42 CFR 433.51, 42 CFR 431.800 et. seq., 42 
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et. seq., 42 CFR 456 et. seq., 
42 CFR 456.23, 22 CCR 51490, 22 CCR 51490.1, 22 CCR 51341.1, 22 
CCR 51159, WIC 14124.1, WIC 14124.2, 42 CFR 438.240(e), 42 CFR 
438.240(b)(3), 42 CFR 438.240, 42 CFR 438.416, 42 CFR 438-10, and 42 
CFR 438.206. 

(b) Contractor shall conduct, at least annually, an a1:1dit a utilization review of 
DMC providers to assure covered services are being appropriately rendered. 
The annual ffilGit review m_ust include an on-site visit of the service provider. 
Reports of the annual atldit-review shall be provided to the Department's 
Performance Management Branch at: 
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Substance Use Disorder - Prev~ntion, Treatment and Recovery Services 
Division, Performance Management Branch 
Department of Health Care Ser\tices 
PO Box 997 413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov 

AuE!tt-Review reports shall be provided to the State within 2 weeks of 
completion by the Contractor. 

Technical assistance is available to counties from DHCS SUD PTRSD. 

(c) Contractor shall ensure that DAT AR submissions, detailed in Part Ill, 
Paragraph G of this contract are complied with by all treatment providers and 
subcontracted treatment providers. Contractor shall attest that each 
subcontracted provider is enrolled in DAT AR at the time of execution of the 
subcontract. 

( d) Contractor must monitor and attest compliance and/or completion by 
Providers with CAP requirements (detailed in Section 4, Paragraph (A)(2)(c)) 
of this Exhibit as required by any PSPP review. Contractor shall attest to 
DHCS, using the form developed by DHCS that the requirements in the CAP 
have been completed by the Contractor and/or the Provider. Submission of 
DHCS Form 8049 by Contractor must be accomplished within the timeline 
specified in the approved CAP, as noticed by DHCS. 

(e) Contractor shall attest that DMC claims submitted to the state have been 
subject to review and verification process for accuracy and legitimacy. (45 
CFR 430.30, 433.32, 433.51). Contractor shall not knowingly submit claims 
for services rendered to any beneficiary after the beneficiary's date of death, 
or from uncertified or decertified providers. 

2. Training to DMC Subcontractors 

(a) Contractor shall provide ensure that all Subcontractors receive training on 
the requirements of Title 22 regulations and DMC requirements at least 
annually.:. to all subcontracted providers. Attendance Documented 
attendance of any subcontracted provider at the annual trainings offered by 
DHCS (specified in Section 4, paragraph (A) (3) of this contract) shall suffice 
to meet the requirements of this provision. Contractor shall report 
compliance with this section to DHCS annually as part of the DHCS County 
monitoring process. 

Page 35 of 42 
565 



3. Monthly Monitoring 

County Contract 
County of San Fra'ncisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

(a) Contractor shall check the status of all providers m·onthly to ensure that they 
are continuing active participation in the DMC program. Any subcontracted 
provider who surrenders their certification or closes their facility must be 
reported by the Contractor to the Department DHCS' County Monitoring 
Unit within two (2) business days of notification or discovery. 

(b) During the monthly status check, the Contractor shall monitor for a triggering 
recertification ev~nt (change in ownership, change in scope of services, 
remodeling of facility, or change in location) and report any triggering events 
to the State DHCS' County Monitoring Unit within two (2) business days of 
notification or discovery. 

4. Program Complaints 

(a) All complaints received by Contractor regarding a DMC certified facility shall 
be forwarded to: 

Drug Medi-Cal Complaints are to be submitted to: 

Department of Heath Care Services 
P.O. Box 997413 
Sacramento, CA 95899-7413 
Call the Hotline 
Phone Toll-Free: (800) 822-6222 
Division Chief 
Substance Usq Disorders PFO\'ontion, Treatment and Roco\<ory 
Services Division 
Department of Health Care Services 
P.O. Box 99741 a, MS# 2621 
Sacramento, CA 95899 741 a 

Complaints forResidential Adult Alcoholism or Drug Abuse Recovery or 
Treatment Facilities may also be made by telephoning the appropriate 
licensing branch listed below: 

SUD Compliance Division: 

Public Number: (916) 322-2911 
Toll Free Number: (877) 685-8333 

The Complaint Form is available and can also be submitted online at: 
http://www.dhcs.ca.gov/individuals/Pages/Sud-Complaints.aspx 

,. 

(b) Counties shall be responsible for investigating complaints and providing the 
results of all investigations to the Department e-mail address by secure, 
encrypted e-mail to: SUDCountyReports@dhcs.ca.gov within two (2) 
business days of completion. 
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(a) Contractor shall include instructions on record retention and incl.ude in any 
subcontract with providers the mandate to keep and maintain records for 
each service rendered, to whom it was rendered, and the date of service, 
pursuant to W &I Code, Section 14214.1 and 42 CFR 433.32; and 22 CCR 
section 51341 :1. 

6. Subcontract Termination 

{a) The Contractor must notify .Q.l=IGS DHCS' County Monitoring Unit of the 
termination of any contract with a certified subcontracted provider, and the 
basis for termination of the contract, within two (2) business days. 

7. Corrective Action Plan 

(a) If the Contractor fails to ensure any of the foregoing oversight through an 
adequate system of monitoring, utilization review, and fiscal and 
programmatic controls, the Department may request a CAP from the 
Contractor to address these deficiencies and a timeline for implementation. 
Failure to submit a CAP or adhere to the provisions in the CAP can result in 
a withhold of SAPT funds allocated to Contractor for the provision of 
services, and/or termination of this contract for cause 

(b) Failure to comply with Monitoring requirements shall result in: 

i.. DHCS shall issue a report to Contractor after conducting monitoring, 
utilization, or fiscal auditing reviews of a county. When the DHCS 
report identifies non-compliant services or processes, it shall require 
a CAP. The Contractor shall submit a CAP to DHCS within the 
following timeframes of receipt of the required by DHCS report. 

a. The CAP shall include~ a statement of the problem and the 
goal of the actions the ContFactor or its subcontracted 
provider will take to correct the deficiency or non compliance. 
The CAP shall: 

( 1) A statement of the deficiency; 
Address the specifio aotions to correct deficiency or 
non compliance; 

Identify \\'ho/which unit(s) will aot; who/v«hich unit(s) 
are· accountable for aoting; and 

(2) A list of action steps to be taken to correct the
deficiency; Provide a timeline to complete the 
actions. 
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(3) Date of completion of each deficiency corrected; 

(4) Who will be responsible for correction and 
ongoing compliance. 

ii. DHCS will provide written approval of the CAP to the Contractor-aAG 
the suboontrasted provider. If DHCS does not approve the CAP 
submitted by the Contractor, DHCS will provide guidance on the 
deficient areas and request an updated CAP from the Contractor with 
a new deadline for submission. 

iii. If the Contractor does not submit a CAP, or, does not implement the 
approved CAP provisions within the designated timeline, then the 
State may withhold funds until the Contractor is in compliance. The 
State shall inform the Contractor when funds will be withheld. 

Section 5: Investigations and Confidentiality of Administrative Actions 

A. Contractor acknowledges that if a DMC provider is under investigation by the State or any 
other state, local or federal law enforcement agency for fraud or abuse, the State may 
temporarily suspend the provider from the D.MC program, pursuant to W &I Code, Section 
14043.36(a). Information about a provider's administrative sanction status is confidential 
until such time as the actiol) is either completed or resolved. The DHCS may also issue a 
Payment Suspension to a provider pursuant to W &I Code, Section 14107 .11 and Code of 
Federal Regulations, Title 42, section 455.23. The Contractor is to withhold payments from 
a DMC provider during the time a Payment Suspension is in effect. 

B. Contractor shall execute the Confidentiality Agreement, attached as Document SA. The 
Confidentiality Agreement permits DHCS to communicate with Contractor concerning 
subcontracted providers that are subject to administrative sanctions. 
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EXHIBIT A. ATTACHMENT I A2 

DOCUMENTS INCORPORATED BY REFERENCE 

The following documents are hereby incorporated by reference into the County contract though 
they may not be physically attached to the contract but will be issued in a CD under separate 
cover: 

Document 1 A: 

Document 18: 

Document 1 C: 

Dooument 1 D(b): 

Document 1 F(a): 

Document 1 G: 

Document 1H(a): 

Document 1 H(b ): 

Document 1H(c): 

Document 1J(a): 

Document 1 J(b ): 

Document 1 K: 

Document 1 P: 

Title 45, Code of Federal Regulations 96, Subparts C and L, Substance 
Abuse Prevention and Treatment Block Grant Requirements 

https://www.gpo.gov/fdsys/granule/CFR-2005-title45-vo11/CFR-2005-title45-
vol1-part96 
http://v.w.v.aooess.gpo.gov//nara/ofr/1Naisidx_04/45ofr96_04.html 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

https://www.law.cornell.edu/cfr/text/42/part-54 
http://\1PN\N.aooess.gpo.gov-//nara/ofr/v,raisidx 04/42ofr54 04 .html 

Driving-Under-the-Influence Program Requirements 

SAPT Female Offender Treatment Projeot (F'OTP) 

Reporting Requirement Matrix - County Submission Requirements for the 
Department of Health Care Services 

Perinatal Services Network Guidelines~ 2015 (for Non DMC Perinatal 
Programs) 

Service Code Descriptions 

Program Code Listing 

Funding Line Descriptions 

Non-Drug Medi-Cal Audit Appeals Process 

DMC Audit Appeals Process 

Drug and Alcohol Treatment Access Report (DATAR) 

http://www.dhcs.ca.gov/provgovpart/Pages/DATAR.aspx 

Alcohol and/or Other Drug Program Certification Standards 
(March 15, 2004) 

http://www.dhcs.ca.gov/provgovpart/Pages/Facilitv Certification.aspx 
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Document 1T: 

Document 1 V: 

Document 2A: 

Document 2C: 

Document 2E: 

Document 2F: 

Document 2K: 

Document 2L(a): 

Document 2L(b): 

Document 2P: 

Document 2P(a): 

Document 2P(b ): 

Document 2P(c): 

Document 2P( d): 

Document 2P(e): 

Document 2P(f): 

CalOMS Prevention Data Quality Standards 

Youth Treatment Guidelines 
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http://www.dhcs.ca.gov/individuals/Documents/Youth Treatment Guidelines 
.pdf 

Sobky v. Smoley, Judgment, Signed February 1, .1995 

Title 22, California Code of Regulations 

http://ccr.oal.ca.gov 

Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated 
July 1, 2004) 

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Drug Medi
Cal Certification Standards.pdf 

Standards for Drug Treatment Programs (October 21, 1981) 

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Standards for Dru 
g Treatment Programs.pdf 

Multiple Billing Override Certification (MC 6700) 

Good Cause Certification (MG-6065A) 

Good Cause Certification (MG-60658) 

County Certification - Cost Report Y~ar-End Claim For Reimbursement · 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment - Non
Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment
Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Non-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
- Non-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
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Document 2P(g): 

Document 2P{h}: 

Document 2P(i): 

Document 3G: 

Document 3H: 

Document 3J: 

Document 30: 

Document 3S 

Document3T 

Document 3T{a) 

Document3V 

Document 4A : 

DocumentAB : 

Document 4D : 

- Perinatal {form and instructions) 
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Drug Medi-Cal'Cost Report Forms - Residential - Perinatal (form and 
instructions) · 

Drug Medi-Cal Cost Report Forms - Narcotic Treatment Prograrn - County -
Non-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Narcotic Treatment Program - County -
Perinatal (form and instructions) 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 4 
- Narcotic Treatment Programs 

http://www.calregs.com 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 8 
- Certification of Alcohol and Other Drug Counselors 

http://www.calregs.com 

CalOMS Treatment Data Collection Guide 

http://www.dhcs.ca.gov/provgovpart/Documents/CalOMS Tx Data Collection G 
uide JAN%202014.pdf 

Quarterly Federal Financial Management Report (QFFMR) 2014-15 

http://www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx 

CalOMS Treatment Data Compliance Standards 

Non-Drug Medi-Cal and Drug Medi-Cal Local Assistance Funding Matrix 

SAPT Authorized and Restricted Expenditures Information (Nov 2012) 

Culturally and Linguistically Appropriate Services (CLAS) National Standards 

http://minoritvhealth.hhs.gov/templates/browse.aspx?lvl=2&1vl ID= 15 

Drug Medi-Cal Claim Submission Certification - County Contracted Provider 
- DHCS Form MC 8186 with Instructions 

Drug Medi-Cal Claim Submission Certification - County Operated Provider -
DHCS Form MC 8187 with Instructions 

Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A) 
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Document 4E : 

Document 4F : 

Document SA : 
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Exhibit A, Attachment I A2. 

Treatment Standards for Substance Use Diagnosis: A Guide for Services 
(Spring 201 O) · 

Drug Medi-Cal (DMC) Services Quarterly Claim for Reimbursement of · 
County Administrative Expenses (Form #MC 5312) 

Confidentiality Agreement 
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1. Service Overview 

ExhibitAA2 
Scope of Work 
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Contractor agrees to provide to the California Department of Health Care Services (DHCS) 
the services described herein. 

State and the. Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 
10.5 of the Health and Safety Code (HSC) and with approval of Contractor's County Board 
of Supervisors (or designee) forthe purpose of providing alcohol and drug services. State 
and the Contractor identified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 

State and the Contractor enter into this contract for the purpose of identifying and providing 
for covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's 
service area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code 
(hereinafter referred to as HSC), Sections 14124.20, 14021.51 :....14021.53, and 14124.20-
14124.25 of the Welfare and Institutions Code (hereinafter referred to as W&IC}, and Title 
22 of the California Code of Regulations (hereinafter referred to as Title 22), Sections 
51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by authority of Title 45 of the Code of 
Federal Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment 
Block Grants (SAPT Block Grant) for the purpose of planning, carrying out, and evaluating 
activities to prevent and treat substance abuse. SAPT Block Grant recipients must adhere 
to SAMHSA's National Outcome Measures (NOMs). 

The objective is to make substance use treatment services available to Medi-Cal and other 
non-DMC beneficiaries through utilization of federal and state funds available pursuant to 
Title XIX and Title XX.I of the Social Security Act and the SAPT Block Grant for 
reimbursable covered services rendered by certified DMC providers. 

2. Service Location 

The services shall be performed at applicable facilities in the County of San Francisco. 

3. Service Hours 

The services shall be provided during the working hours and days as defined by the 
Contractor. · 



4. Project Representatives 
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A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 
Contract/Grant Manager: Mike Reeves 
Telephone: (916) 327-2696 
Fax: (916) 322-1176 
Email: Michael.reeves@dhcs.ca.gov 

B. Direct all inquiries to: 

Department of Health Care Services 

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: Robert Strom 
Mail Station Code 2624 
P.O. Box 997413 
Sacramento, CA, 95899-7777 

Telephone: (916) 327-2699 
Fax:(916)322-1176 
Email: Robert.Strom@dhcs.ca.gov 

Contractor's/Grantee's Name 
County Administrator 
Telephone: (415) 255-3601 
Fax: ( 415) 255-3567 

Contractor's/Grantee's Name 

Medical Director, Substance Use Services 
Department of Public Health· 

Attention: County AOD Program Administrator 
1380 Howard Street, Room 221 
San Francisco, CA 94103 

Telephone: (415) 255-3601 
Fax: (415) 255-3567 

C. Either party may make changes to the information above by giving written notice to the 
other party. Said changes shall not require an amendment to this Agreement. 

5. See Exhibit A, Attachment I, for a de.tailed description of the services to be performed. 
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1. Amendment Process 

Exhibit E A1 
Additional Provisions 
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A. Both the Contractor and the State may agree to amend or renegotiate the Contract. 

B. Should either party, during the term of this Agreement, desire a change or amendment to 
the terms of this Agreement, such changes or amendments shall be proposed in writing to 
the other party, who will respond in writing as to whether the proposed 
changes/amendments are accepted or rejected. If accepted and after negotiations are 
concluded, the agreed upon changes shall be made through the State's official agreement 
amendment process. No amendment will be considered binding on either party until it is 
formally approved by the both parties and the Department of General Services (DGS), if 
DGS approval is required. 

C: Contract amendments will be required to change encumbered amounts for each year of a 
multi-year contract period, of which the first amendment will be based on the Governor's 
Budget Act allocation of that specific fiscal year. The signed contract from the Contractor will 
be due to the Department of Health Care Services within 90 days from the issuance to the 
County. If the signed Contract from the Contractor is not received within 90 days from the 
issuance to the County, DHCS may withhold all non-DMC payments under Exhibit B of this 
Contract until the required amendment is received by the State. 

D. Contract amendments may be requested by the Contractor until May 1 of each of the 
contract's fiscal years. An amei:idment proposed by either the Contractor or the State shall 
be forwarded in writing to the other party. 

1) The proposed amendment submitted by Contractor shall include the proposed 
changes, and a statement of the reason and basis for the proposed change. 

2) Amendments shall be duly approved by the County Board of Supervisors or its 
authorized designee, and signed by a duly authorized representative. 

E. Contractor acknowledges that any newly allocated funds that are in excess of the initial 
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable 
contract amendment on or before June 30, 201aI. 

F. State may settle costs for substance use disorder services based on the year-end cost 
settlement report as the final amendment to the approved single State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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B. DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS 
substantially fails to perform its responsibilities as provided herein. 

C. The term "for cause" shall mean that the Contractor fails to meet the terms, conditions, 
and/or responsibilities of this Agreement. 

D. Agreement termination or cancellation shall be effective as of the date indicated in DHCS' 
notification to the Contractor. The notice shall stipulate any final performance, invoicing or 
payment requirements. 

E. Upon receipt of a notice of termination or cancellation, the Contractor shall take immediate 
steps to stop performance and to cancel or reduce subsequent agreement costs. 

F. In the event of early termination or cancellation, the Contractor shall be entitled to payment 
for all allowable costs authorized under this Agreement and incurred up to the date of 
termination or cancellation, including authorized non-cancelable obligations, provided such 
expenses do not exceed the stated maximum amounts payable. 

G. In the event of changes in law that affect provisions of this Contract, the parties agree to 
amend the affected provisions to conform to the changes in law retroactive to the effective 
date of such change~ in law. The parties further agree that the terms of this Contract are 
severable and in the event that changes in law render provisions of the Contract void, the 
unaffected provisions and obligations of this Contract will remain in. full force and effect. 

H. The following additional provisions regarding termination apply only to Exhibit A, Attachment 
I, Part V, of this Contract: 

1) In the event the federal Department of Health and Human Services (hereinafter 
referred to as DHHS), or State determines Contractor does not meet the 
requirements for participation in the DMC Treatment Program, State will terminate 
payments for services provided pursuant to Exhibit A, Attachment I, Part V, of this 
Contract for cause. 

2) All obligations to provide covered services under this Contract will automatically 
terminate on the effective date of any termination of this Contract. Contractor will be 
responsible for providing or arranging for covered services to beneficiaries until the 
effective date of termination or expiration of the Contract. 

Contractor will remain liable for processing and paying invoices and statements for 
covered services and utilization review requirements prior to the expiration or 
termination until all obligations have been met. 

3) In the event Exhibit A, Attachment I, Part V, of this Contract is nullified, Contractor 
shall refer DMC clients to providers who are certified to provide the type( s) of 
services the client has been receiving. 

I. In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program 
records pertaining to the performance of this Contract to the State, which will retain the 
records for the required retention period. 
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3. Avoidance of Conflicts of Interest by Contractor 
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A. DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor, 
subcontractors, or employees, officers and directors of the Contractor or 
subcontractors. Thus, DHCS reserves the right to determine, at its sole discretion, whether 
any information, assertion or claim received from any source indicates the existence of a 
real or apparent conflict of interest; and, if a conflict is found to exist, to require the 
Contractor to submit additional information or a plan for resolving the conflict, subject to 
DHCS review and prior approval. 

8. Conflicts of interest include, but are not limited to: 

1) An instance where the Contractor or any of its subcontractors, or any employee, 
officer, or director of the Contractor or any subcontractor has an interest, financial or 
otherwise, whereby the use or disclosure of information obtained while performing 
services under the Agreement would allow for private or personal benefit or for any 
purpose that is contrary to the goals and objectives of the Agreement. 

2) An instance where the Contractor's or any subcontractor's employees, officers, or 
directors use their positions for purposes that are, or give the appearance of being, 
motivated by a desire for private gain for themselves or others, such as those with 
whom they have family, business or other ties. 

C. If DHCS is or becomes aware of a known or suspected conflict of interest, the Contractor will 
be given an opportunity to submit additional information or to resolve the conflict. A 
Contractor with a suspected conflict of interest will have five (5) working days from the date 
of notification of the conflict by DHCS to provide complete information regarding the 
suspected conflict. If a conflict of interest is determined to exist by DHCS and cannot be 
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the 
Agreement. DHCS may, at its discretion upon receipt of a written request from the 
Contractor, authorize an extension of the timeline indicated herein. 

D. Contractor acknowledges that state laws on conflict of interest, found in the Political Reform 
Act, Public Contract Code Section 10365.5, and Government Code Section 1090, apply to 
this Contract. 

4. Freeze Exemptions 

(Applicable only to local government agencies.) 

A. Contractor agrees that any hiring freeze adopted during the term of this Agreement shall not 
be applied to the positions funded, in whole or part, by this Agreement. 

8. . Contractor agrees not to implement any personnel policy, which may adversely affect 
performance or the positions funded, in whole or part, by this Agreement. 
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C. · Contractor agrees that any travel freeze or travel limitation policy adopted during the term of 
this Agreement shall not restrict travel funded, in whole or part, by this Agreement. 

D. Contractor agrees that any purchasing freeze or purchase limitation policy adopted during 
the term of this Agreement shall not restrict or limit purchases funded, in whole or part, by 
this Agreement. 

5. Domestic Partners 

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed 
or amended after January 1, 2007, for the acquisition of goods or services in the amount of 
$100,000 or more with a contractor who, in the provision of benefits, discriminates between 
employees with spouses and employees with domestic partners, or discriminates between domestic 
partners and spouses of those employees. 

6. Force Majeure 

Neither party shall be responsible for delays or failures in performance resulting from acts beyond 
the control of the offending party. Such acts shall include but not be limited to acts of God, fire, 
flood, earthquake, other natural disaster, nuclear accident, strike, lockout, riot, freight, :embargo, 
related:utility, or governmental statutes or regulations super-imposed after the fact. If a delay or 
failure in performance by the Contractor arises out of a default of its Subcontractor, and if such 
default of its Subcontractor, arises out of causes beyond the control of both the Contractor and 
Subcontractor, and without the fault or negligence of either of them, the Contractor shall not be 
liable for damages of such delay or failure, unless the supplies or services to be furnished by the 
Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet . 
the required performance schedule. 
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Exhibit B A2 
Budget Detail and Payment Provisions 

Part 1- General Fiscal Provisions 

Section 1 - General Fiscal Provisions 

A. Fiscal Provisions 
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For services satisfactorily rendered, and upon receipt and approval of documentation as 
identified in Exhibit A, Attachment I Af, Part Ill, DHCS agrees to compensate the 
Contractor for actual expenditures incurred in accordance with the rates and/or allowable 
costs specified herein. 

B. Use of State General Funds 

Contractor may not use allocated Drug Medi-Cal State General Funds to pay for any non
Drug Medi-Cal services. 

C. Funding Authorization 

Contractor shall bear the financial risk in providing any substance use disorder services 
covered by this Contract. 

D. Availability of Funds 

It is understood that, for the mutual benefit of both parties, this Contract may have been 
written before ascertaining the availability of congressional appropriation of funds in order to 
avoid program and fiscal delays that would occur if this Contract wert? not executed until 
after that determination. If so, State may amend the amount of funding provided for in this 
Contract based on the actual congressional appropriation. 

E. Subcontractor Funding Limitations 

Pursuant to HSC Section 11818 ,{Q}(2)(A), Contractor shall reimburse its Subcontractors 
that receive a combination of Drug Medi-Cal funding and other federal or county 
realignment funding for the same service element and location based on the 
Subcontractor's actual costs in accordance with. Medicaid reimbursement requirements as 
specified in Title XIX or Title XXI of the Social Security Act; Title 22, and the State's · 
Medicaid Plan. Payments at negotiated rates shall be settled to actual cost at year-end. 
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F. Budget Contingency Clause 
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It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreement does not appropriate sufficient funds for the program, this 
Agreement shall be of no further force and effect. In this event, DHCS shall have no liability 
to pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contractor shall not be obligated to perform any provisions of this 
Agreement. 

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this 
program, DHCS shall have the option to either cancel this Agreement with no liability 
occurring to OHCS, or offer an amended agreement amendment to Contractor to reflect the 
reduced amount. 

G. Expense Allowability I Fiscal Documentation 

1. Invoices, received from a Contractor and accepted and/or submitted for payment by 
DHCS, shall not be deemed evidence of allowable agreement costs. 

2. Contractor shall maintain for review and audit and supply to DHCS upon request, 
adequate documentation of all expenses claimed pursuant to this Agreement to 
permit a determination of expense allowability. 

3. If the allowability or appropriateness of an expense cannot be determined by DHCS 
because invoice detail, fiscal records, or backup documentation is nonexistent or 
inadequate according to generally accepted accounting principles, and generally 
accepted governmental audit standards, all questionable costs may be disallowed 
and payment may be withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionable expense, reimbursement may resume for 
the amount substantiated and deemed allowable. 

4. Costs and/or expenses deemed unallowable are subject to recovery by DHCS. 

H. Maintenance of Effort for SAPT Block Grant 

1. Notwithstanding any other provision in this contract, the Director may reduce federal 
funding allocations, on a dollar-for-dollar basis, to a county that has a reduced or 
anticipates reduced expenditures in a way that would result in a decrease in tAe 
California's receipt of federal Substance Abuse Prevention and Treatment Block 
Grant funds (42 U.S.C. Sect 300x-30). 

2. Prior to making any reductions pursuant to this subdivision, the Director shall notify 
all counties that county underspending will reduce the federal Substance Abuse 
Prevention and Treatment Block Grant maintenance of effort (MOE). Upon receipt 
of notification, a county may submit a revision to the county budget initially 
submitted pursuant to subdivision (a) of Section 4497811798 in an effort to 
maintain the statewide SAPT Block Grant MOE. 

Page 2of20 

580 



County Contract 
County of San Francisco 

#14~90096 A03 
ExhibitB A2 

3. Pursuant to 45 CFR 96.124 C 1-3 the Contractor shall expend a specified 
percentage of SAPT Block Grant funds for perinatal services, pregnant 
women, and women with dependent children each state fiscal year (SFY). The 
Contractor shall expend that percentage of SAPT Block Grant funds by, either 
establishing new programs or expanding the capacity of existing programs. 
In accordance with 45 CFR 96.124 (c)(1-3), the Contractor shall calculate the 
percentage of funds to be expended for perinatal services, pregnant women, 
and women with dependent children in the manner described in Exhibit G: 
County Share of SAPT Block Grant Women Services Expenditure 
Requirement. · 

4. Pursuant to subdivision (b) of Section 11 g:rn.1 11798.1, a county shall notify the 
Department in writing of proposed local changes to the county's expenditure of 
funds. The Department shall review and may approve the proposed local ch.anges 
depending on the level of expenditures needed to maintain the statewide SAPT 
Block Grant MOE. 

I. Effective the date of execution of this Contract, nothing in this Contract waives the 
protections provided to Contractor under Section 36 of article XIII of the California 
Constitution ("Proposition 30"). Except where specifically stated in the terms of this 
contract, Contractor's performance of any additional legal requirements, including, but not 
limited to court-ordered requirements and statutory or regulatory amendments, is subject to 
Proposition 30's funding requirements. 

Section 2 - General Fiscal Provisions - Non-Drug Medi-Cal 

A. Revenue Collection 

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC, 
Sections 11841, by raising revenues in addition to the funds allocated by the State. These 
revenues include, but are not limited to, fees for services, private contributions, grants, or 
other governmental funds. These revenues shall be used in support of additional alcohol 
and other drug services or facilities. Each alcohol and drug program shall set and collect 
client fees based on the client's ability to pay. The fee requirement shall not apply to 
prevention and early intervention services. Contractor shall identify in its annual cost report 
the types and amounts of revenues collected. 

B. Cost Efficiencies 

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units 
of service shall be met by the non-DMC funds allocated to the Contractor and other 
Contractor or Subcontractor revenues. Amounts awarded pursuant to Exhibit A, 
Attachment I Af, Part IV, shall not be used for services where payment has been made, or 
can reasonably be expected to be made under any other state or federal compensation or 
benefits program, or where services can be paid for from revenues. 
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Section 3 - General Fiscal Provisions - Drug Medi-Cal 

A. Return of Unexpended Funds 
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Contractor assumes the total cost of providing covered services on the basis of the 
·payments delineated in this Exhibit B M, Part II. Any State General Funds or federal 
Medicaid funds paid to the Contractor, but not expended for DMC services shall be returned 
to the State. 

B. Amendment or Cancellation Due to Insufficient Appropriation 

This Contract is valid and enforceable only if sufficient funds are made available to the 
State by the United States Government for the purpose of the DMC program. It is mutually 
agreed that if the Congress does not appropriate sufficient funds for this program, State has 
the option to void this contract or to amend the Contract to reflect any reduction of funds. 

C. Exemptions 

Exemptions to the provisions of Item B above, of this Exhibit, may be granted by the 
California Department of Finance provided that the Director of DHCS certifies in writing that 
federal funds are available for the term of the contract. 

D. Allowable costs 

Allowable costs, as used in Section 51516.1 ofTitle22 shall be determined in accordance 
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services 
(CMS), "Medicare Provider Reimbursement Manual (Publication Number 15)," which can 
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.gov." In 
accordance with W&IC Sections 14132.44 and 14132.47, funds allocated to the Contractor 
for DMC services, including funding for alcohol and other drug services for pregnant and 
postpartum women pursuant to Title 22, Section 51341.1(c), may not be used as match for 
targeted case management services or for Medi-Cal administrative activities. 
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Budget Detail and Payment Provisions 

Part II - Reimbursements 

Section 1. General Reimbursement 

A. Prompt Payment Clause 
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Payment will be made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with Section 927. 

' 

B. Amounts Payable 

1. The amount payable under this Agreement shall not exceed the amount identified 
on the Standard Agreement. 

2. Reimbursement shall be made for allowable expenses up to the amount annually 
encumbered commensurate with the state fiscal year in which services are 
performed and/or goods are received. 

3. The funds identified for the fiscal years covered by under this Section, within this 
Exhibit, are subject to change depending on the availability and amount of funds 
appropriated by the Legislature and the Federal Government. The amount of funds 
available for expenditure by the Contractor shall be limited to the amount identified 
in the final allocations issued by the State for that fiscal year or the non-DMC 
amount, whichever is less. Changes to allocated funds will require written 
amendment to the Contract. 

4. ·For each fiscal year, the State may settle costs for services based on each fiscal 
year year-end cost settlement report as the final amendment for the specific fiscal 
year cost settlement report to the approved single state/county contract. 

Section 2. Non-Drug Medi-Cal 

A. Amounts Payable for Non-Drug Medi-Cal 

1. State shall reimburse the Contractor monthly in arrears an amount equal to one
twelfth of the maximum amount allowed pursuant to Exhibit B Af of the contract or 
the most recent allocation based on the Budget Act Allocation, whichever is less. 
Final allocations will reflect any increases or reductions in the appropriations as 
reflected in the State Budget Act allocation and any subsequent allocation revisions. 

2. Monthly disbursement to the Contract at the beginning of each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detailed in this 
Exhibit. . 

3. However, based on the expenditure information submitted by the counties in the 
Quarterly Federal Financial Management Report (QFFMR) (Document 30), State 
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may adjust monthly payments of encumbered block grant federal funds to extend 
the length of time (not to exceed 21 months) over which payments of federal funds 
will be made. 

· 4. Monthly disbursements to the Contractor at the beginning qf each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detailed in Exhibit 
BAf. 

5. State may withhpld monthly non-DMC payments if the Contractor fails to: 

(a) timely submit timely reports and data required by the State, including but not 
limited to, reports required pursuant to Exhibit A, Attachment I Af, Part Ill. 

(b) submit the contract amendment within 90 days from issuance from the State 
to the Contractor.· 

(c) submit and attest the completion of Corrective Action Plans for services 
provided pursuant to this contract · 

6. Upon the State's receipt of the complete and accurate reports, data, or signed 
contract, the Contractor's monthly payment shall commence with the next scheduled 
monthly payment, and shall include any funds withheld due to late submission of 
reports, data and/or signed contract. 

7. Adjustments may be made to.the total of the Contract and amounts may be withheld 
from payments otherwise due to the Contractor hereunder, for nonperformance to 
the extent that nonperformance involves fraud, abuse, or failure to achieve the 
objectives of the provisions of Exhibit A, Attachment I Af, Part.IV. 

B. Payment Provisions 

For each fiscal year, the total amount payable by the State to the Contractor for services 
provided under Exhibit A, Attachment I Af, Part IV, shall not exceed the encumbered 
amount. The funds identified for the fiscal years covered by Exhibit A, Attachment I Af, 
Part IV, are subject to change depending on the availability and amount of funds 
appropriated by the Legislature and the Federal Government. Changes to encumbered 
funds will require written amendment to the Contract. State may settle costs for non-DMC 
services based on the year-end cost settlement report as the final amendment to the 
approved single state/county contract. 

C. In the even! of a contract amendment.1. ffi .!!!. required pursuant to~ the preceding 
paragraph, Contactor shall submit to the State information as identified in Exhibit E, Section 
1.D. To the extent the Contractor is notified of the State Budget Act allocation prior to the 
execution of the Contract, the State and the Contractor may agree to amend the contract 
after the issuance of the first revised Budget Act allocation. 
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Any interest accrued from State-allocated funds and retained by the Contractor must be 
used for the same purpose as the State allocated funds from which the interest was 
accrued. 

E. Expenditure Period 

Substance Abuse Prevention and Treatment (SAPT) Block Grant funds are allocated based 
upon the Federal Grant award period. These funds must be expended for activities 
authorized pursuant to 42 USC Sections 300x-21(b) through 300x-66; and Title 45, CFR, 
Subpart L, within the availability period of the grant award. Any SAPT Block Grant funds 
that have not been expended by a Contractor at the end of the expenditure period identified 
below shall be returned to the State for subsequent return to the Federal government. 

1. · The expenditure period of the FFY 2014 award is October 1, 2013 through 
June 30, 2015. 

2. The expenditure period of the FFY 2015 award is October 1, 2014 through 
June 30, 2016 . 

. 3. The expenditure period of the FFY 2016 award is October 1, 2015 through 
June 30, 2017. 

4. The expenditure period of the FFY 2017 award is October 1, 2016 through 
June 30, 2018. 

5. The expenditure period of the FFY 2018 award is October 1, 2017 through 
June 30, 2019. 

F. Contractors receiving SAPT Block Grant funds shall comply with the financial management 
standards contained in TitleA5, CFR, Part 92, Sections 92.20(b)(1) through (6), and Title 
45, CFR, Part 96, Section 96.30. 

G. Non-profit Subcontractors receiving SAPT Block Grant funds shall comply with the financial 
management standards contained in Title 45, CFR, Part 7 4, Sections 7 4.21 (b )(1) through 
(4) and (b)(7), and Part 96, Section 96.30. 

H. Contractors receiving SAPT Block Grant funds shall track obligations and expenditures by 
individual SAPT Block Grant award, including, but not limited to, obligations and 
expenditures for primary prevention, services to pregnant women and women with 
dependent children. "Obligation" shall have the same meaning as used in Title 45, CFR, 
Part 92, Section 92.3." 

Additionally, Contractors expending SAPT Block Grant HIV Set Aside funds for HIV Early 
Intervention Services are required to collect data regarding their use of HIV Set-Aside funds 
and to report this data to the State. 

Page 7of20 
585 



I. Restrictions on the Use of Federal SAPT Block Grant Funds 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit B A2 

Pursuant to 42 U.S.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided 
by the Agreement on the following activities: 

1. Provide inpatient services; 

2. Make cash payment to intended recipients of health services; 

3. Purchase or improve land, purchase, construct or permanently improve (other than 
minor remodeling) any building or other facility or purchase major medical 
equipment; 

4. Satisfy any requirement for the expenditure of non-F-federal funds as a condition for 
the receipt of .f.federal funds; 

5. Provide financial assistance to any entity other than a public or nonprofit private 
entity; 

6. Pay !he salary of an individual through a grant or other extramural mechanism at a 
rate in excess of level I of the Executive Salary Schedule for the award year: see 
http://grants.nih.gov/grants/policy/salcap summarv.htm; 

7. Purchase treatment services aR& in penal or correctional institutions of this State of 
California; and 

8. Supplant state funding of programs to prevent and treat substance abuse and 
related activities. 

Section 3. Drug Medi-Cal 

A. To the extent that the Contractor provides the covered services in a satisfactory manner 
and in accordance with the terms and conditions of this Contract, the State agrees to pay 
the Contractor federal Medicaid funds according to Exhibit A, Attachment I Af, Part Ill. 
Subject to the availability of such funds, Contractor shall receive federal Medicaid funds 
and/or State General Funds for allowable expenditures as established by the federal 
government and approved by the State, for the cost of services rendered to beneficiaries. 

B. Any payment for covered services rendered pursuant to Exhibit A, Attachment I Af, Part V, 
shall only be made pursuant to applicable provisions of Title XIX or Title XXI of the Social 
Security Act; the W&IC; the HSC; California's Medicaid State Plan; and Sections 51341.1, 
51490.1, 51516.1, and 51532 of Title 22. 

C. It is understood and agreed that failure by the Contractor or its Subcontractors to comply 
with applicable federal and state requirements in rendering covered services shall be 
sufficient cause for the State to deny payments to and/or recover payments from the 
Contractor and/or terminate the Contractor or its Subcontractor from DMC program 
participation. If the State or the Department of Health and Human Services (DHHS) 
disallows or denies payments for any claim, Contractor shall repay to the State the federal 
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Medicaid funds and/or State General Funds it received for all claims so disallowed or 
denied. The overpayment shall be recovered by any of the methods allowed in Title 22, 
CCR, Sections 51047(a}and (b). 

D. Before such denial, recoupment, or disallowances are made, State shall provide the 
Contractor with written notice of its proposed action. Such notice shall include the reason 
for the proposed action and shall allow the Contractor sixty (60) days to submit additional 
information before the proposed action is taken, as required in Title 22, CCR, Section 
51047(a). This requirement does not apply to the DMC Post Service Post Payment 
Utilization Reviews. 

E. The State shall refund to the Contractor any recovered Federal Drug Medi-Cal overpayment 
that is subsequently determined to have been erroneously collected, together with interest, 
in accordance with Title 22, CCR, Section 51047(e). 

F. Contractor shall be reimbursed by the State on the basis of its actual net reimbursable cost, 
not to exceed the unit of service maximum rate. 

G. Claims submitted to the contractor by a sub-contracted provider that is not certified or 
whose certification has been suspended pursuant to the Welfare and Institutions Code 
section 14107 .11, and Code of Federal Regulations, Title 42, section 455.23 shall not be 
certified or processed for federal or state reimbursement by the contractor. Payments for 
any DMC services shall be held by the Contractor until the payment suspension is resolved. 

H. In the event a contract amendment is required pursuant to the preceding paragraph, 
Contractor shall submit to the State information as identified in Exhibit E, Section 1.D. To 
the extent the Contractor is notified of the State Budget Act allocation prior to the execution 
of the Contract, the State and the Contractor may agree to amend the contract after the 
issuance of the first revised allocation. 

I. Reimbursement for covered services, other than NTP services, shall be limited to the lower 
of: 

1. the provider's usual and customary charges to the general public for the same or 
similar services; 

2. the provider's actual allowable costs; or 

3. the DMC SMA for the modality. 

J. Reimbursement to NTP's shall be limited to the lower of either the USDR rate, pursuant to 
W&IC Section 14021.51(h), or the provider's usual and customary charge to the general 
public for the same or similar service. However, reimbursement paid by a county to an NTP 
provider for services provided to any person subject to Penal Code Sections 1210.1 or 
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or 
customary charge to the general public. (W&IC Section 14021.51(h)(2)(A)). 
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K. State shall reimburse the Contractor the State General Funds and/or federal Medicaid 
amount of the approved DMC claims and documents submitted in accordance with Exhibit 
A, Attachment I Af, Part Ill. 

L. State will adjust subsequent reimbursements to the Contractor to actual allowable costs. 
Actual allowable costs are defined in the Medicare Provider Reimbursement Manual (CMS
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or www.cms.hhs.gov. · 

M. Contractors and Subcontractors must accept, as payment in full, the amounts paid by the 
State in accordance with Title 22, CCR, Section 51516.1, plus any cost sharing charges 
(deductible, coinsurance, or copayment) required to be paid by the client. However, 
Contractors and Subcontractors may not deny services to any client eligible for DMC 
services on account of the client's inability to pay or location of eligibility. Contractors and 
Subcontractors may not demand any additional payment from the State, client, or other 
third party payers. 

Section 4. Drug Medi-Cal Direct Provider Contracts 

A. Pursuant to W&IC 14124.21, DHCS shall contract with qualified DMC providers within the 
county when a county does not contract to operate DMC services, in whole or in part. 

B. The State will invoice the Contractor for the county realignment share of approved DMC 
claims received by the State from the $tate's subcontractor. Contractor shall reimburse the 
State for the county realignment share of the approved DMC claims within 30 days of 
receipt of the invoice. If Contractor does not reimburse the State within 30 days of receipt 
of the invoice, the State may offset the amount owed from any other funding owed to 
Contractor by'the State or any other State agency. The parties acknowledge that the 
State's subcontractor shall be responsible for repayment of ·any disallowed claims. 
However, in no event shall the State be liable for Medicaid reimbursement for any 
disallowed claims. 

1. Any Contractor contracting with the State for the provision of services through NTP 
providers may receive reimbursement of the NTP administrative rate. 

2. As a result of the direct contract provider's settled cost report, any County 
Realignment funds owed to the direct contract provider will be handled through an 
invoice process to the Contractor. Additionally, as a result of the direct contract 
provider's settled cost report, any County Realignment funds owed to the State will 
be returned to the Contractor. 
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A. In addition to the requirements identified below, the Contractor and its Subcontracts are 
required to meet the audit requirements as delineated in Exhibit C, General Terms and 
Conditions, and Exhibit D(F), Special Terms and Conditions, of this Contract. 

B. All expenditures of county realignment funds, state and federal funds furnished to the 
Contractor and its Subcontractors pursuant to this Contract are subject to audit by the 
State. Such audits shall consider and build upon external· independent audits performed 
pursuant to audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised December 2013) and/or any independent Contractor audits or reviews. 
Objectives of such audits may include, but not limited to, the following: 

1. To determine whether units of service claimed/reported are properly documented by 
service records and accurately accumulated for claiming/reporting; 

2. To validate data reported by the Contractor for prospective contract negotiations; 

3. To provide technical assistance in addressing current year activities and providing 
recommendation on internal controls, accounting procedures, financial records, and 
compliance with laws and regulations; 

4. · To determine the cost of services, net of related patient and participant fees, third
party payments, and other related revenues and funds; 

5. To determine that expenditures are made in accordance with applicable state and 
federal laws and regulations and contract requirements, and/or; 

6. To determine the facts in relation to analysis of data, complaints, or allegations, 
which may be indicative of fraud, abuse, willful misrepresentation, or failure to 
achieve the Contract objectives of Exhibit C and D(F). 

C. Unannounced visits may be made at th_e discretion of the State. 

D. The refusal of the Contractor or its Subcontractors to permit access to and inspection of 
electronic or print books and records, physical facilities, and/or refusal to permit interviews 
with employees, as described in this part constitutes an express and immediate material 
breach of this Contract and will be sufficient basis to terminate the Contract for cause or 
default. 

E. Reports of audits conducted by the State shall reflect all findings, recommendations, 
adjustments and corrective action as a result of it's finding in any areas. 
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A. Pursuant to OMB Circular A-133 §_.400{d)(3), Contractor shall monitor the activities of all 
of its Subcontractors to ensure that: 

1. Subcontractors are complying with program requirements and achieving 
performance goals 

2. Subcontractors are complying with fiscal requirements, such as having appropriate 
fiscal controls in place, and are using awards for authorized purposes. 

B. Contractor can use a variety of monitoring mechanism, including limited scope audits, on-
· Site visits, progress reports, financial reports, and review of documentation support requests 
for reimbursement, to meet the Contractor's monitoring objectives. The Contractor may 
charge federal awards for the cost of these monitoring procedures as outlined in OMB 
Circular A-133. 

C. The Contractor shall submit to the State a copy of the procedures and any other monitoring 
mechanism used to monitor non-profit Subcontracts at the time of the County's annual site 
visit or within 60 days thereafter. Contractor shall state the frequency that non-profit 
Subcontracts are monitored. 

D. Limited scope audits, as defined in the OMB Circular A-133, only include agreed-upon 
engagements that are (1) conducted in accordance with either the American Institute of 
Certified Public Accountants generally accepted auditing standards or attestation 
standards; (2) paid for and arranged by pass-through entities (counties); and (3) address 
one or more of the following types of compliance requirements: (i) activities allowed or 
unallowed; (ii) allowable costs/cost principals; (iii) eligibility; (9v) matching, level of effort 
and earmarking; and (v) reporting. 

E. On-site visits focus on compliance and controls over compliance areas. The reviewer must 
make site visits to the subcontractor locations(s}, and can use a variety of monitoring 
mechanism to document compliance requirements. The finding and the corrective action 
will require follow-up by the Contractor.. · 

F. Contractor shall be responsible for any disallowance taken by the Federal Government, the 
State,· or the California State Audit.Q!, as a result of any audit exception that is related to the 
Contractor's responsibilities herein. Contractor shall not use funds administered by the 
State to repay one federal funding source with funds provided by another federal funding 
source, to repay federal funds with state funds, or to repay state funds with federal funds. 
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution 
of an audit appeal. Contractor agrees to develop and implement any corrective action 
plans in a manner acceptable to the State in order to comply with recommendations . 
contained in any audit report. Such corrective action plans shall include time-specific 
objectives to allow for measurement of progress and are subject to verification by the state 
within one year from the date of the plan. 
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If differences cannot be resolved between the State and Contractor regarding the terms of 
the financial audit settlements for funds expended under Exhibit A, Attachment I Af, Part 
IV, Contractor may request an appeal in accordance with the appeal process described in 
Document 1J(a), "Non-DMC Audit Appeal Process," incorporated by this reference. When 
a financial audit is conducted by the Federal Government, the State, or the California State 
Auditor directly with a Subcontractor of the Contractor, and if the Subcontractor disagrees 
with audit disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1J(a). Contractor shall include a provision in its subcontracts regarding the process by 
which its Subcontractors may file an appeal via the Contractors. 

G. Contractors that conduct financial audits of Subcontractors, other than a Subcontractor 
whose funding consists entirely of non-Department funds, shall develop a process to 
resolve disputed financial findings and notify Subcontractors of their appeal rights pursuant 
to that process. This section shall not apply to those grievances or compliances arising 
from the financial findings of an audit or examination made by or on behalf of the State 
pursuant to Article IV of this Contract. 

H. Pursuant to OMB Circular A-133, State may impose sanctions against the Contractor for 
not submitting single or program-specific audit reports, or failure· to comply with all other 
audit requirements. The sanctions shall include: 

1. Withholding a percentage of federal awards until the audit is completed satisfactorily 

2. Withhold or disallowing overhead costs 

3. Suspending federal awards until the audit is conducted; or 

4. Terminating the federal award 

Section 3. Drug Medi-Cal Financial Audits 

A. In addition to the audit requirements set forth in Exhibit D(F), State may also conduct 
financial audits of DMC programs, exclusive of NTP services, to accomplish any of, but not 
limited to, the following audit objectives: 

1. To review reported costs for validity, appropriate allocation methodology, and 
compliance with Medicaid laws and regulations; 

2. To ensure that only the cost of allowable DMC activities are included in reported 
costs; 

3. To determine the provider's usual and customary charge to the general public in 
accordance with CMS (The Medicare Provider Reimbursement Manual) (CMS
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or www.cms.hhs.gov, for comparison to the DMC cost per unit; 

4. To review documentation of units of service and determine the final number of 
approved units of service; 
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5. To determine the amount of clients' third-party revenue and Medi-Cal share of cost 
to offset allowable DMC reimbursement; and, 

6. To compute final settlement based on the lower of actual allowable cost, the usual 
and customary charge, or the maximum allowance, in accordance with Title 22, 
Section 51516.1. · 

B. In addition to the audit requirements set forth in Exhibit D(F), State may conduct financial 
audits of NTP programs. For NTP services, ,the audits will address items A(3) through A(5) 
above, except that the comparison of the provider's usual and customary charge in A(3) will 
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audits will 
include, but not be limited to: 

1. For those NTP providers required to submit a cost report pursuant to W &IC Section 
14124.24, a review of cost allocation methodology between NTP and other service 
modalities, and between DMC and other funding sources; 

2. A review of actual costs incurred for comparison to services claimed; 

3. A review of counseling claims to ensure that the appropriate group or individual 
counseling rate has been used and that counseling sessions have been billed 
appropriately; 

. ·4. A review of the number of clients in group sessions to ensure that sessions include 
no less than...fetr.I: two and no more than teR twelve clients at the same time, with at 
least one Medi-Cal client in attendance; 

5. Computation of final settlement based on the lower of USDR rate or the provider's 
usual and customary charge to the general public; and, 

6. A review of supporting service, time, financial, and patient records to· verify the 
validity of counseling claims. 

C. Contractor shall be responsible for any disallowances taken by the Federal Government, 
the State, or the Bureau of State Audits as a result of any audit exception that is related to 
its responsibilities. Contractor shall not use fur.ids administered by the State to repay one 
federal funding source with funds provided by another federal funding source, or to repay 
federal funds with state funds, or to repay state funds with federal funds 

D. Contractor agrees to promptly develop and·implement any corrective action plans in a 
manner acceptable to the State in order to comply with recommendations contained in any 
audit report. Such corrective action plans shall include time-specific objectives to allow for 
measurement of progress and are subject to verification by the State within six months from 
the date of the plan. 

E. Contractor, in coordination with the State, must provide follow-up on all significant findings 
in the audit report, including findings relating to a Subcontractor, and submit the results to 
the State. 
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If differences cannot be resolved between the State and the Contractor regarding the terms 
of the final financial audit settlements for funds expended under Exhibit B Af, Contractor 
may request an appeal in accordance with the appeal process described in the "DMC Audit 
Appeal Process," Document 1 J(b ), incorporated by this reference. When a financial audit is 
conducted by the Federal Government, the State, or the Bureau of State Audits directly with 
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1J(b). Contractor shall include a provision in its subcontracts regarding the process by 
which a Subcontractor may file an audit appeal via the Contractor. 

F. Providers of DMC services shall, upon request, make available to the State their fiscal and 
other records to assure that such provider have adequate recordkeeping capability and to 
assure that reimbursement for covered DMC services are made in accordance with Title 22, 
CCR, Section 51516.1. These records include, but are not limited to, matters pertaining to: 

1. Provider ownership, organization, and operation; 

2. Fiscal, medical, and other recordkeeping systems; 

3. Federal income tax status; 

4. Asset acquisition, lease, sale, or other action; 

5. Franchise or management arrangements; 

6. Patient service charge schedules; 

7. Costs of operation; 

8. Cost allocation methodology; 

9. Amounts of income received by source and purpose; and, 

10. Flow of funds and working capital. 

G. Contractor shall retain records of utilization review activities required in Article VI herein for 
a minimum of three (3) years. 
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Contractor shall maintain sufficient books, records, documents, and other evidence 
necessary for the State to audit contract performance and contract compliance. Contractor 
shall make these records available to the State, upon request, to evaluate the quality and 
quantity of services, accessibility and appropriateness of services, and to ensure fiscal 
accountability. Regardless of the location or ownership of such records, they shall be 
sufficient to determine. if costs incurred by contractor are reasonable, allowable and 
allocated appropriately. All records must be capable of verification by qualified auditors. 

1. Contractor shall include in any contract with an audit firm a clause to permit access 
by the State to the working papers of the external independent auditor, and require 
that copies of the working papers shall be made for the State at its request. 

2. Contractor shall keep adequate and sufficient financial records and statistical data to 
support the year-end documents filed with the State. All records must be capable of 
verification by qualified auditors. 

3. Accounting records and supporting documents shall be retained for a three-year 
period from the date the year-end cost settlement report was approved by the State 
for interim settlement. When an audit by the Federal Government, the State, or the 
California State Auditor has been started before th~ expiration of the three-year 
period, the records shall be retained until completion of the audit and final resolution 
of all issues that arise in the audit. Final settlement shall be made at the end of the 
audit and appeal process. If an audit has not been completed within three years, 
the interim settlement shall be considered as the final settlement. 

4. Financial records shall be kept so that they clearly reflect the source of funding for 
each type of service for which reimbursement is claimed. These documents 
include, but are not limited to, all ledgers, books, vouchers, time sheets, payrolls, 
appointment schedules, client data cards, and schedules for allocating costs. All · 
records must be capable of verification by qualified auditors. 

5. Contractor's subcontracts shall require that all Subcontractors comply with the 
requirements of Exhibit A, Attachment I At, Part V, Section 2. 
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6. Should a Subcontractor discontinue its contractual agreement with the Contractor, 
or cease to conduct business in its entirety, Contractor shall be responsible for 
retaining the Subcontractor's fiscal and program records for the required retention 
period. The State Administrative Manual (SAM) contains statutory requirements 
governing the retention, storage, and disposal of records pertaining to state funds. 
Contractor shall follow SAM requirements located at 
http://sam.dgs.ca.gov/TOC/1600.aspx. · 

The Contractor shall retain all records required by Welfare and Institutions Code 
section 14124.1, 42 CFR 433.32, and California Code of Regulations, Title 22, 
Section 51341.1 et seq. for reimbursement of services and financial audit purposes. 

7. In the expenditure offunds hereunder, and as required by 45 CFR Part 96, 
Contractor shall comply with the requirements of SAM and the laws and procedures 
applicable to the obligation and expenditure of federal and state funds. 

8. Dispute Resolution Process 

1. In the event of a dispute under this Exhibit A, Attachment I Af, Part IV, other than an 
audit dispute, Contractor shall provide written notice of the particulars of the dispute 
to the State before exercising any other available remedy. Written notice shall 
include the contract number. The Director (or designee) of the State and the County 
Drug or Alcohol Program Administrator (or designee) shall meet to discuss the 
means by which they can effect an equitable resolution to the dispute. Contractor 
shall receive a written response from the State within sixty (60) days of the notice of 
dispute. The written response shall reflect the issues discussed at the meeting and 
state how the dispute will be resolved. 

2. In the event of a dispute over financial audit findings between the State and the 
Contractor, Contractor may appeal the audit in accordance with the "non- DMC 
Audit Appeal Process" (Document 1J(a)). When a financial audit by the Federal 
Government, the State, or the California State Auditor is conducted directly with a 
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with 
Document 1 J(a). Contractor shall include a provision in its subcontracts regarding 
the process by which a Subcontractor may file an audit appeal via the Contractor. 

3. As stated in Part Ill, Section 3, of this Exhibit, in the event of a dispute over financial 
audit findings between the State and the Contractor, Contractor may appeal the 
audit in accordance with DMC Audit Appeal Process" (Document 1J(b)). When a 
financial audit by the Federal Government, the State, or the California State Auditor 
is conducted directly with a Subcontractor of the Contractor, and if the 
Subcontractor disagrees with audit disallowances related to its programs, claims or 
services, Contractor shall, at the Subcontractor's request, request an appeal to the 
State in accordance with DMC Audit Appeal Process''. (Document 1J(b)). Contractor 
shall include a provision in its subcontracts regarding the process by which a 
Subcontractor may file an audit appeal via the Contractor. 
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4. Contractors that conduct financial audits of Subcontractors, other than a 
Subcontractor whose funding consists entirely of non-Department funds, shall 
develop a process to resolve disputed financial findings and notify Subcontractors of 
their appeal rights pursuant to that process. This section shall not apply to those 
grievances or complaints arising from the financial findings of an audit or 
examination made by or on behalf of the State pursuant to Part 11 of this Exhibit. 

5. To ensure that necessary corrective actions are taken, financial audit findings are 
either uncontested or upheld after appeal may be used by the State during 
prospective contract negotiations. 
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A. "Uniform Statewide Daily Reimbursement (USDR) Rate" means the rate for NTP 
·services based on a unit of service that is a daily treatment service provided pursuant to 
Title 22, Sections 51341.1 and 51516.1 and Title 9, commencing with Section 10000 
(Document 3G}, or the rate for individual or group counseling. The following table shows 
USDR rates. 

Type of Unit Non-Perinatal (Regular) Rate Per Service 
of Service uos Perinatal Rate Per UOS 

(UOS) FY 14/15 FY 15/16 FY 16/17 FY 14/15 FY 15/16 

NTP-Methadone 
$10.80 $11.44 i11.44 $11.79 $13.58 

Dosing Daily 

NTP-1 ndividual 
One 10-
minute 

Counseling (*) 
increment 

$13.48 $13.39 i13.39 $21.06 $21.17 

NTP Group One 10-
$3.02 $2.91 $3.02 $7.03 $5.79 

Counseling (*) minute 
increment 

(*)The NTP contractors may be reimbursed for up to 200 minutes (20-10 minute 
increments) of individual and/or group counseling per calendar month. If medical necessity 
is met that requires additional NTP counseling beyond 200 minutes per calendar month, 
NTP contractors may bill and be reimbursed for additional counseling (in 1 O minute 
increments). Medical justification for the additional counseling must be clearly documented 
in the patient record. 

Reimbursement for covered NTP services shall be limited to the lower of the NTP's usual 
and customary charge to the general public for the same or similar services or the USDR 
rate. 
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B. "Unit of Service" means a face-to-face contact on a calendar day for outpatient drug free, 
intensive outpatient treatment, perinatal residential, and Naltrexone treatment services. 
Only one face-to-face service contact per day is covered by DMC except in the case of 
emergencies when an additional face-to-face contact may be covered for intake crisis 
intervention or collateral service. To count as a unit of service, the second contact shall not 
duplicate the services provided on the first contact, and each contact shall be clearly · 
documented in the beneficiary's record. While the rates are approved by the State, they 
are subject to change through the regulation process. Units of service are identified in the 
following table. 

Service 
Type of Unit of Non-Perinatal (Regular) Rate Perinatal Rate Per UOS 
Service (UOS) 

Intensive Outpatient Face-to-Face Visit 
Treatment 
Naltrexone Face-to-Face Visit 
Treatment 
Outpatient Drug Free Face-to Face Visit-

Individual (per person) 
Face-to-Face Visit -
Group {per person) 

Perinatal Residential Daily - Residential 
Day 

Per UOS 
FY 14/15 FY 15/16 

$56.44 $58.30 

$19.06 $19.06 

$67.38 $66.93 

$26.23 $27.14 

NA NA 
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i58.30 $80.78 $81.22 ~81.22 

i19.06 NA NA NA 

i66.93 $105.32 $105.90 ~105.90 

i27.14 $63.33. $52.11 ~52.11 

NA $99.43 $99.97 ~99.97 
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CCC-307 

CERTIFICATION 

I, the official named 9elow, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the clause(s) listed below. This 
certification is made under the laws of the State of California. 

Contractor/Bidder Firm Name (Printed) Federal ID Number 

County of San Francisco 95-6000412 

By (Authorized Signature) 

Printed Name and Title of Person Signing 

Date Executed Executed in the County of 

San Francisco 

CONTRACTOR CERTIFICATION CLAUSES 

1. STATEMENT OF CO:MPLIANCE: Contractor has, unless exempted, complied with 
thenondiscriminationprogramrequirements. (Gov. Code §12990 (a-f) and CCR, Title2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Program to inform employees about: 

1) the dangers of drug abuse in the workplace; 
2) the person's or organization's policy of maintaining ·a drug-free workplace; 
3) any available counseling, rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who works on the proposed Agreement will: 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department determines that any of the 
following has occurred: the Contractor has made false certification, or violated the 
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certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final unappealable finding of contempt of court by a Federal 
court has been issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply with an order of a Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code §10296) (Not applicable to public entities.) 

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1, 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to the lessor of30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period of less than a full 
year or 10% of its contract with the State. 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
legal services, and may be taken into account when determining the award of future 

· contracts with the State for legal services. 

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an 
expatriate coi:poration or subsidiary of an expatriate coi:poration within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. SWEATFREE CODE OF CONDUCT: 

a. All Contractors contracting for the procurement or laundering of apparel, garments or 
corresponding accessories, or the procurement of equipment, materials, or supplies, other 
than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, ·or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under 
penal sanction, abusive forms of child labor or exploitation of children in sweatshop 
labor. The contractor further declares under penalty of perjury that they adhere to the 
Sweatfree Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable access to the 
contractor's records, documents, agents or employees, or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Industrial Relations, 
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or the Department of Justice to determine the contractor's compliance with the 
requirements under paragraph (a). 

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after 
January 1, _2007, the contractor certifies that contractor is in complianqe with Public 
Contract Code section 10295.3. 

DOING BUSINESS WITH THE STATE OF CALIFORNIA 

The following laws apply to persons or entities doing business with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs.to be aware of the following provisions 
regarding current or former state employees. If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be contacted immediately for clarification. 

Current State Employees (Pub. Contract Code §10410): 

1). No officer or employee shall engage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or funded by any state agency, unless the employment, activity or 
enterprise is required as a condition of regular state employment. 

2). No officer or employee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code § 10411 ): 

1). For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no former 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy-making position in the same general subject 
area as the proposed contract within the 12-month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragraphs, such action by Contractor shall 
render this Agreement void. (Pub. Contract Code § 10420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code § 10430 ( e)) 
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2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self-insurance in accordance with the provisions, and 
Contractor affirms to comply with such provisions before commencing the performance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. ( 42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is required to change the 
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of 
the name change the State will process the amendment. Payment of invoices presented 
with a new name cannot be paid prior to approval of said amendment. 

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA: 

a. When agreements are to be performed in the state by corporations, the contracting 
agencies will be verifying that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due to the state are fulfilled. 

b. "Doing business" is defined in R&TC Section 23101 as ~ctively engaging in any 
transaction for the purpose of :financial or pecuniary gain or profit. Although there are 
some statutory exceptions to taxation, rarely will a corporate contractor performing 
within the state not be subject to the franchise tax. 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in order to be qualified to do business in California. Agencies will 
determine whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION: A county, city, district, or other local public body must provide the 
State with a copy of a resolution, order, motion, or ordinance of the local governing body 
which by law has authority to enter into an agreement, authorizing execution of the 
agreement. 

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor 
shall not be: (1) in violation of any order or resolution not subject to review promulgated 
by the State Air Resources Board or an air pollution control district; (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally determined to be in violation of provisions of federal law relating to air or water 
pollution. 

8. PAYEE DATA RECORD FORM STD. 204: This form.must be completed by all 
contractors that are not another state agency or other governmental entity. 
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Exhibit G 
Attachment I A 1 · 

INFORMATION EXCHANGE AGREEMENT 
BETWEEN . 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND ·. 

Page 1 of70 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose of this Information Ex.change Agreement ("IBA") is to establish 
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, records, or data (herein "data'') to assist the State Agency in administering · 
certain federally funded state-administered benefit programs (inchiding state-funded state 
supplementary payment programs under Title XVI of the Social Security Act) identified in 

· this IBA. By entering into this IEA, the State Agency agrees to c~~ply with: · . 
• the terms and conditions set forth in the ~mputer Matching and Privacy Protection Act 

Agreement ("CMPP A Agreement") attached as. Attachment 1, g~verning tf?.e State 
Agency's use of the data.disclosed from SSA's Privacy Act System of Records; and 

• all other terms and conditjons set forth in this IBA. 

·• B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the 
data r~ceived or accessed from SSA ·tinder this IBA for the purpose of a4roinistering the· 
federally funded, state-administered programs identified in Table 1 below. In Table i', the 
State Agency has identified: (a) each federally funded, state-administeredprogram that it 
administers; and (b) each SSA data exchange system to which the State Agency needs access 
in order·to adn#nisterthe identified program. The list of SSA's dataexcrumge systems is · 
attached as Attachment 2: · 

TABLEl 
FEDERALLY FUNDED BENEFIT PROGRAMS . 

Program SSA Data Exchange System(s) 

[Xl ·Medicaid BENDEX/SDX/EVS/SVES/SOLQ/SVES I-Citizenship 
/Q.~arters of Coverage/Prisoner Query 

D Temporary Assistance to Needy Families 
(TANF) 

D· Supplemental Nutrition Assistance Program 
(SNAP: formally Food Stamps)· 

·o. Unemployment Com.pensation (Federal) ~ 

D Unemployment Compensation (State) 

D State Child Support Agency 

D Low-Income Home Energy A,sststance 
Program (LI-HEAP) 

· 0 Work~rs Compensation 

D Vocational Rehabilitation Services 

1 
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D Foster Care (IV·E) 

0 State Health lnsur~nce Program (S·CHIP) -

q Won:ien, infants and Chf~dren fW.l.C.) 

Del Medicare Savings Programs (MSP) .. LIS File - . 
.. 

[X] Medicare 1144 (Outreach) Medicare 1144 Outreach File 

D Other Federally Funded, State..Administere~ Programs (List Below) 

Page 2 of70 

Program SSA Data Exchange System(s) 
' 

.. 

; 

. ' 

. . . 
(2) The State Agency will use eac;:h identified data exchange system onlv. for the purpose of 
administering the specific program for which access· to the data exchange system is provided. 
SSA data exchange systems are protected by the Privacy Act and federal law prohibits the · 
use of SSA's data for any purpose other than the pUipose of administering the specific 
program for which such data is disclosed. In particular, the State Agency Will use: (a) the tax 
return data disclosed by SSA only to determine iJ?.divid~ eligtoility for, or the amount 0:4 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship · 
status data disclosed by SSA under the Children'.s Health Jnsuranc'e Program 
Reauthorization Act of 2009, Pub. L. 111-3, oi;ily for the purpose of deteo;nining entitlement 
to Medicaid and· CHIP program for new applicants. The State Agency also acknowledges .. 
that SSA's citizenship mita may be less than 50 percent current Applicants for SSNs report 
their citizenship data at the time they apply for their SSNs; there is no obligation for an 
individual to report to SSA a change in his or her immigration status until he or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this IBA, the State Agency will 
compl~te and submit to _SSA a program questionnaire for each of the federally funded, state
administered programs checked in Table 1 above. SSA will not disclose any data under this ' 
IEA until it has received and approved the completed program questionnaire for each 'of the 
programs identified in Table 1 above. · 
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D. TRANSFER OF DATA: s·sA will transmit the data to the State Agency under this !EA 
using t;he data transmission niethod identified in Table 2 below: 

TABLE2 

TRANSFER OF DATA. 

[J Data will be transmitted dir~ctly between SSA and the State Agency~ 

[XJ Data will be transmitted directly between SSA and the ~alifornia Office of Technology (State 
Transmission/Transfer Component ("STC'')) by the File Transfer Management System, a secure 
mechai;rism approved by SSA. The STC will serve as the conduit between SSA and the State 
Agency pursuant to the State S'J;'C Agr~ement. . 

D Data will b~ transritted directiy between SSA and the Interstate Connection Network 
("ICON''). ICON is a wide area telecommunications network conneeting state agencies.that 
administer the state unemployment insurance laws. When receiving data through ICON,. the 
State Agency will comply with the "Systems Security Requirements for SSA Web Acce~s to SSA 
Infonnation Through the ICON," attached as Attachment 3. · 

E. SECURITY PROCEDURES: The State Agency will comply with limitations on.use, 
treatment,' and safeguarding of data.under the Privacy Act 0(1974 (5 U.S.C. 552a), as 
amended by the Ccimputer Matching and Privacy Protectic;in Act of 1988, related Office of 
Management and Budget guidelines, tlie Federal Information Security Management Act of 
2002 (44 U:S.C. § 354.1, et seq.), and related National Institute of Standards and Technology 
guidelines.· In addition, the State Agency will c.omply with SSA's "Information System . 
Security Guidelines for Federal, State and Local Agencies Receiving Electronic Information 
from the Social Security Admjnistration," a~ched as Attachment 4. For ariy tax return 
dati, the State Agency will also comply with the "Tax Information Security Guidelines for 
Federal, State and Local Agencies," Publication 1075, published by the Secretary of the 
Treasuzy and available at the following Internal Revenue Service (IRS) website: 
http://www.irS.gov/pub/irs-pdf/pl075.pdf. This ms Publication 1075 is incorporated by 
reference into this IBA.. · · 

F: CONTRACTOR/AGENT RESPONSIBILITIES! The State Agency will restrict access to 
the data obtained frqm SSA. to only those authorized State employees, conti:actors, and 
agents who need such data to perform their official duties in connectiqn with purposes 
identified in this IBA. At SSA's request, the State Agency will obtain from each of its 
contractors and agents a current list of the employees· of its contractors and agents who have 
access to SSA data disclosed under this IEA. The State Agency will require its contractors, · 
agents, and all employees of such contractors or agents.with.authorized access to the SSA . 
data disclosed under this IBA, to comply with the tenns and conditions set forth in this IBA, 
and not to duplicate, disseminate; or disclose.such data without obtaining SSA's prior written 
approval. In additio~ th.e State Agency will comply with the limitations on use, duplication, 
and redisclo~e of SSA data set forth in Section IX. of the CMPPA Agreem~nt, especially 
with respect to its contractors and agents. 
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. G. SAFEGUARDING AND REPORTING.RESPONSIBILITIES FOR PERSONALLY. 

. .IDENTIFIABLE INFORMATION ("Pll''): 

1. The State Agency will ensure that its employees, contractors, and agents: 
a. properly safeguard PiI furnished by SSA under this IBA from loss, .theft or 

inadvertent disclosure~ 
b. understand that they are responsible for saf~guardmg this information at all times, 

regardless of whether or not the State employee, contractor, or agent is at bis or her 
regular duty station; · . · 

c. ensure that laptops and other electronic devices/media containing PII are encrypted 
and/or pfl.Ssword protected; . 

d. send emails containing PU-only if encrypted or if to arid from addresses ~t are 
secure; and . · · · 

e. limit disclosure of the information and details refating to a PII loss· only to those with 
a need to know. · · · · 

2. If an employee of the State Agency or an employee of the State Agency's contractor or 
agent becomes aware of suspected or actuai loss of Pil, be or she musf immediately. 
contact the State Agency official responsible for Systems Security designated below or 
h;is or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Contact and the SSA Systems Secmjty Contact identified below. It: for 
~y reason, the responsible State Agency official or delegate is unable to notify the SSA 
Regional Oip.ce or the SSA Systems Security Contact within l hoiir, the responsible State 
Agency official or delegate must call SSA's Network Customer Service Center. 
("NCSC") at 410:-965-7777 or toll free at 1-888-772-6661 to report the actual or 
suspe~ed ioss. The responsible State Agency official cir delegate will use the worksheet, 
attached as A~chment 5, to quickly gather and organize information .about the incident. 
The responsibl~ State Agency offici~ or delegate must provide to SSA timely updates as 
any addi1:ional information about the loss of Pil becomes l:).vailabfo. · 

3 .. SSA will make the necessary contact within SSA to file a formal report in accordance 
with" SSA procedures. SSA will notify the Department of Homeland Security's United 
States Computer Emergency Readiness Team if loss or poteri~al loss of PII related to a 
data exchange under this IBA occurs. · 

~. If the State Agency experiences a loss or breach of data, it will determine whether or not 
to provide notice to individuals 'whose data has been lost ·of breached and bear ~Y .costs 
associated with the.notice or any mitigation. 
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H. P91NTS OF CONTACT: 

FOR SSA 

San Ftancisco Regional Ofti~e: 

Ellery Brown . 
Data Exch'ange Coordinator 
Frank Hagel Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fax: (510) 970-8101 
Etijail: Ellery.Brown@ssa.gov 

Systems Issues: 

Pamela Riley 
· Office of Earnings, Enumeration & 

Administrative Systems 
DIVES/Data Exchange Branch. 
6401 SecUrity. Boulevard . · · 
Baltimore, MD 2 i235 . 
Phone: (410) 965-7993 · · 
Fax: (410) 966-3147 
Emarl: Pamela.Riley@ssa.gov 

FOR STATE AGENCY 

Agreement Issues: 

Manue~ Urbina 
Chief, Security Unit 

. Policy Operations Branch 
Medi-Cal Eligibility Division 

'. 1501 Capitol Avenu~, MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160. 
Email: Manuel.Urbina@dhcs.ca.gov 

. Data Exchange Issues: 

Guy Fortson . 
Office of Electronic Information Exchange 
GD 10 East High Rise . 
6401 Security Boulevard 

··Baltimore, MD 21235. 
Phone: (410) 597-1103 

. ·Fax: (410) 597-0841 . 
Email: guy.fortson@ssa.gov. · 

Systems Security .Issues: 

Michael G. Johnson 
Acting Director 
Office of Electronic Information ExcJ,iange 

. . Office of Strategic Services 
6401 Security ],3oulevard 
·Baltimore, MD 21235 
Phope: (4l0) 965-0266 
Fax: (410) 966-0527. . 
Email: Michael.G.Johnson@ssa.gov 

Technical Issues: 

Fei Collier 
. Chief, .Application Support Branch . 

lnfonnation Technology Services Division 
1615 Capitol Ave, MS·6100 .. 
Sacramento, CA 95814 
Phone: (91.6) 440-7036 

· Email:.FeiCollier@dhcs.ca.gov 

L. DURATION: The effective date of this IEA is January 1; 2010. This IBA will remain iµ. 
effect for as long as: (1) a CMPPA Agreement governing this IBA is in effect between SSA 
and the St&.te or the State Agency; and (2) the State Agency submits a certification in· 
accor(lance with Section J. below at least 30 days before the expiration and renewal of such 
CMPP A. Agreement · 

s 
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J.. CERTIFICATION AND PRO~;RAM CHANGES; At least 30 days before the expiration 
and renewal of the State CMPP A Agreement governing this IBA, the State Agency will 
certify in writing to SSA that: (I j 'it is in eompliance with.the terms and conditions ·of this 
IBA; (2) the data exchange processes tmderthis lEA have been and will be conducted , . 
without change; and .(3) it will, upon SSA's request, provide audit reports -o~ other documents 
that demonstrate review' and oversight activities. Ifthere are substantive changes in any of 
the programs or data exchange processes listed in thi~ IBA,. the parties will modify the IEA in 
accordance with Section K.. below and the State Agency will submit for SSA's approval new 
program questionnaires und.er .Section C. above describing Stich changes prior to using SSA's 
da;ta to administer su~h ne':" or changed program. · 

K. MODIFICATION: Mpdifications to this IBA ~ust be in writing and agreed to by the. 
· parti~s." · 

L. TERMJN:ATION: The parties may terminate this IBA at any time upon mutual written 
consent. In addition, either party may unilaterally terminate this IBA upon 90 days advance 
writteI1 notice to the other party. Such unilateral termini:ttion will be· effective 90 days after 

· the date of the notice, or at a later date specified in the notice. 

SSA may immediately and unilaterally ~spend the data flow under this, IBA, or terminate 
this IEA, if SSA, in i~ sole.discretion, detennines that the State Agency (incluqing its · 
employees, contractors. and a,gents) has: (1) made an unauthorized use or disclosure of SSA
supplied data; or (2) violated or fa.t1ed to follow the terms and conditions of this IBA or .the 
CMPPA Agreement. 

M. INTEGMUON: This IB~ including all attachments. constitute5 the entire agreemeut of· 
the parties with respect to its subje<?t matter. There h~ve been no representations, wazµmties, 
or promises made outside of this IEA. This IBA shall take precedence over any other 
document that may be in. conflict with it. 

AITACHMENTS . 
1 - · CMPPA Agreement 
2 - SSA Data Exchange Systems 
3·_ ·Systems Security Requirements for.SSA'Web Access to SSA Information 

Through ICON . . 
4 - Information System Security Guidelines for Federal, State and Local Agencies 

Receiving Electronic Information frollf ~e Social SeCurlty Administration 
? - PII Loss Reporting Worksheet 
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set forlh. in 
~~ ~ . 

SOCIAL SECURITY AD MIN lSTRA TION 
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. . . 
0. REGION~ AND STATE AGENCY SIGNATURES: 

SOCIAL SECURITY ADMINISTRATION 
RBGiONIX .. 

Date' J 

THE CALIFORl'.'JIA DEPARTMENT OF HEALTH CARE SERVICES 

The signatory below warrants and represents. that he or she lias th~ competent authority 
on behalf of the State Agen9}' to enter into the obligations. set forth in this !EA. 

·. Dat~/ 

6.12 
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2015. IEA CERTIFICATION.OF COMPUANCE 

(IEA-F) 

CERTIFICATION OF COMPLIANCE 
FOR 

THE INFORMATION EXCHANGE AGREEMENT 
. BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
. AND 

TIIE CALIFO~ DEPARTMENT OF HEALm CARE SERVICES (STATE 
AGENCY) 

(State Agency Level) 

In accordance with the terms of the Information Exchange Agreement (IEAIF) betWeen SSA and 
the State Agency, the State Agency, through its authorized representative, hereby certifies that, 
as of the date of this certification: 

. 
1. The· State Agency is in compliance with the terms and conditions of the IEA/F. 

2. The State Agency has conducted the data exchange processes under the IEA/F without 
change, except as modified in accordance with the IBAIF. 

3. The State Agency will continue to conduct the data exchange processes under the IEAIF 
without change, except as may be modified in accordance with the IEAIF. 

4. Upon SSA's request, the State Agency will provide audit reports or other d.ocuments that 
demonstrate compliance with the review and oversight activities requiied under the 
IEA/F· and the governing Computer Matching and Privacy Protection Act Agreeme11t. 

5. In compliance with the requirements of the :'Electronic Information Exchange Security 
Requirements and Procedures for State and Local Agencies Exchanging Electronic 
Information with the Social Security Administration," (last updated April 2014) 
Attachment 4 to the IEA/F, as periodically updated by SSA, the State Agency has not 
made any changes in the following areas that could potentially affect the securify of SSA 
data: . 

• General System Security Design and Operating Environment 
• · System Access Control 
• Automated Audit Trail 
• Monitoi;ing and Anomaly Detection 
• Management Oversight 
• Data and Communications Security 
• Contractors of Electronic Information Exchange Partners 

The State Agency will submit an updated Security Design Plan at least 30 days prior to 
making any changes to the areas listed above and provide updated contractor employee 
lists before allowing new employees' access to SSA provided data. 

1 
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2015 IEA CERTIFICATION OF COMPLIANCE 

(IEA-F) 

6. The State Agency agrees that use ·of computer technology to transfer the data is more 
economical, efficient, and faster than using a manual process. As such, the State Agency 
will continue t.o utilize data exchange to obtain data it needs t.o administer the programs 
for which it is authorized under the IEAIF. Further, before directing an individual t.o an 
SSA field office t.o obtain data, the State Agt?llcy will verify that the information it 

· submitted t.o SSA via data exchanges is correct, and verify with the individrial tjiat the 
information he/she supplied is accurate. The use of electronic data exchange expedites 
program administration and limits.SSA field office traffic. 

The signatory below warrants and represents that he or she is a representative of the State · 
Agency duly authorized to make this certification on behalf of the State Agency. 

DEPAJl~OFCALIFORNIA 

Toby Douglas 
Director 

Date 
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ATTACHMENT 1 

COMPUTER MATCHING AND PRIVACY 

PROTECTION ACT AGREEMENT 
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COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY 
OF CALIFORNIA 

I. Purpose and Legal Authority 

A. Purpose 

This Computer Matching and Privacy Protection Act (CMPP A) Agreement 
between the Social Security Administration (SSA) and the California Health and 
Human Services Agency (State Agency) sets forth the terms and conditions . 
governing disclosures of records, information, or data (collectively referred to 
herein as "data") made by SSA to the State Agency that administers federally 
funded benefit programs, including those under various provisions of the Social 
Security Act (Act), such as section 1137 (42 U.S.C. § 1320b-7), ~well as the 
state-funded state supplementary payment programs under Title XVI of the Act. 
The terms and conditions of this Agreement ensure that SSA makes such 
disclosures of data, and the State Agency uses such disclosed data, in accordance 
with the requirements of the Privacy Act of 1974, as amended by the CMPPA of 
1988,_ 5 U.S.C. § 552a. 

Under section 1137 of the Act, the State Agency is required to use an income and 
eligibility verification system to administer specified federally funded benefit 
programs, including the state-funded state supplementary payment programs 
under Title XVI of the Act. To assist the State Agency in determining entitlement 
to and eligibility for benefits under those programs, as well as either federally 
funded benefit programs, SSA discloses certain data about applicants (and in 
limited circumstances, members of an applicanCs household), for state. benefits 
from SSA Privacy Act Systems of Records. (SOR) and verifies the Social Security 
numbers (SSN) of the applicants. 

B. Legal Authority 

SSN s authority to. disclose data and the State Agency's authority to collect, 
maintain, and use data protected under SSA SORs for specified purposes is: 

• Sections 1137, 453, and 1106(b) of the Act (42 U.S.C. §§ 1320b~7, 653, 
and 1306(b )) (income and eligibility verification data); 

• 26 U.S.C. § 6103(1)(7) and (8) (tax return data); 
• Section 202(x)(3)(B)(iv) of the Act (42 U.S.C. § 402(x)(3)(B)(iv)) 

(prisoner data); 
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• Section 1611(e)(1)(I)(iii) of the Act (42 U.S.C. § 1382(e)(1)(I)(iii) 
(Supplemental Security Income (SSI)); 

• Section 205(r)(3) of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence 
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, 
§ 7213(a)(2) (death data); · 

• Sections 402, 412, 421, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612, 
1622, 1631) and 1645) (quart~rs of coverage data); 

• Children's Health Insurance Program Reauthorization Act of 2009 
(CI:IlPRA), Pub. L. 111-3 (citizenship data); and· 

• Routine use exception to the Privacy Act, 5 U.S.C. § 552a(b)(3) (data 
necessary to administer other programs compatible with SSA programs). 

This Agreement further carries out section 1106( a) of the Act ( 42 U .S.C. § 1306), 
the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the 
Privacy Act of 1974 (5 U.S.C. § 552a), as amended by the CMPPA, related Office· 
of Manageinent and Budget (OMB) guidelines, the Federal Information Security 
Management Act of 2002 (FISMA) (44 U.S.C. § 3541, et seq.), and related 
National Institute of Standards and Technology (NIST) guidelines, which provide 
.the requirements that the State Agency must follow with regard to use, treatment, 
and safeguarding of data. 

II. Scope 

A The State Agency will comply with the terms and conditions of this Agreement 
and the Privacy Act, as amended by the CMPPA 

B. The State Agency will execute one. or more Information Exchange Agreements 
(IBA) with SSA, documenting additional terms and conditions applicable to those 
specific data exchanges, including the particular benefit programs administered by 
the State Agency, the data elements that will be disclosed, and the data protection . 
requirements implemented to assist the State Agency in the administration of 
those programs. 

C. The State Agency will use the. SSA data govemerl by this Agreement to determine 
entitlement and eligibility of individuals for one m more of the following · 
programs: 

1. Temporary Assistance to Needy Families (TANF) program under Part A 
of Title IV of the Act; 

2. Medicaid provided under an approved State plan or an approved waiver under 
Title XIX of the Act; 

3. State Children's Health Insurance Program (CHIP) under Title XXlof 
the Act, as amended by the Children's Health Insurance Program 
Reauthorization Act of 2009; 
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4. Supplemental Nutritional Assistance Program (SNAP) under the Food Stamp 
Act of 1977 (7 U.S.C. § 2011, et seq.); 

5. Women, Infants and Children Program (WIC) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); 

6. Medicare Savings Programs (MSP) under 42 U.S.C. § 1396a(10)(E); 
7. Unemployment Compensation programs provided under a state law described 

in section 3304 of the Internal Revenue Code of 1954; 
8. Low Income Heating and Energy Assistance (LIHEAP or home energy 

grants) program under 42 U.S.C. § 8621; · 
9. State-administered supplementary payments of the type described in 

section 1616(a) of the Act; 
10. Programs under a plan approved under Titles I, X, XIV, or XVI of the Act; 
11. Foster Care and Adoption Assistance under Title IV of the Act; 
12. Child Support Enforcement programs under section 453 of the Act 

(42 u.s.c. § 653); 
13. Other applicable federally funded programs administered by the State Agency 

under Titles I~ IV, X, XIV, XVI, XVIII, XIX, XX, and XXI of the Act; and 
14. Any other federally funded programs administered by the State Agency that 

are compatible with SSA,s programs. 

D. The State Agency will ensure that SSA data disclosed for the specific purpose of 
administering a particular federally funded benefit program is used only to 
administer that program. 

III. Justification and Expected Results 

A. Justification 

This Agreement and related data exchanges with the State Agency are necessary 
for SSA to assist the State Agency in its administration of federally funded benefit 
programs by providing the data required to accurately determine entitlement and 
eligibility of individuals for benefits provided under these programs. SSA uses 
computer technology to transfer the data because it is more economical, efficient, 
and faster than using manual processes. 

B. Expected Results 

The State Agency will use the data provided by SSA to improve public service 
and program efficiency and integrity. The use of SSA data expedites the 
application process and ensures fuat benefits are awarded only to applicants that 
satisfy the State Agency's program criteria. A cost-benefit analysis for the 
exchange made under this Agreement is not required in accordance with the 
determination by the SSA Data Integrity Board (DIB) to waive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). · 
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SSA SORs used for purposes of the subject data exchanges include: 

· • 60-0058 .-- Master Files of SSN Holders and SSN Applications; 
· • 60-0059-- Earnings Recording and Self-Employment Income System; 
• 60-0090 -- Master Beneficiary Record; 
• 60-0103 -- Supplemental Security Income Record {SSR) and Special 

Veterans Benefits (SVB); 
• 60-0269 -- Prisoner Update Processing System (PUPS); and 
• 60-0321 -- Medicare Part D and Part D Subsidy File. 

The State Agency will only use the tax return data contained in SOR 60-0059 
(Earning$ Recording and Self-Employment Income System) in accordance with 
26 u.s.c. § 6103. 

B. Data Elements 

Data elements disclosed in computer matching governed by this Agreement are 
Personally Identifiable Information (PII) from specified SSA SORs; including 
names, SSNs, addresses, amounts, and o'ther information related to SSA benefits 
and earnings information. Specific listings of data elements are available at: 

http:l/www.ssa.gov/dataexchange/ 

C. Number of Records Involved 

The number of records for each program covered under this Agreement is equal to 
the number of Title II, Title XVI, or Title XVIII recipients resident in the State as · 
recorded in SSA's Annual Statistical Supplement found on the Internet at: 

http://www.ssa.gov/policy/docs/statcomps/ 

This. number will fluctuate during the term of this Agreement, corresponding to 
the number of Title II, Title XVI, and Title XVIII recipients added to, or deleted 
from, SSA databases. · 

V. Notice and Opportunity to Contest Procedures 

A. Notice to Applicants 

The State Agency will notify all individuals who apply for federally funded, 
state-administered benefits u.nder the Act that any data they provide are subject to 
verification through computer matching with SSA. The State Agency and SSA 
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will provide such notice through appropriate language printed on application 
fonns or separate handouts. 

B. Notice to Beneficiaries/Recipients/Annuitants 

The State Agency will provide notice to beneficiaries, recipients, and annuitants · 
under the programs covered by this Agreement informing them of ongoing 
computer matching with SSA. SSA will provide such notice through publication 
in the Federal Register and periodic mailings to all beneficiaries, recipients, and 
annuitants describing SSA,s matching activities. 

C. Opportunity to Contest 

The State Agency will not terminate, suspend, reduce, deny, or take other adverse 
action against an applicant for or recipient of federally funded, state-administered 
benefits based on data disclosed by SSA from its SORs until the individual is 
notified in writing of the potential adverse action and provided an opportunity to 
contest the planned action. "Adverse action" means. any action that results in a 
termination, suspension, reduction, or final denial of eligibility, payment, or 
benefit. Such notices will: 

1. Inform the individual of the match findings and the opportunity to contest 
these findings; 

2. Give the individual until the expiration of any time period established for the 
relevant program by a statute or regulation for the individual to respond to 
the notice. If no such time period is established by a statute or regulation for 
the program, a 30-day period will be provided. The time period begins on 
the date on which notice is mailed or otherwise provided to the individual to 
respond; and 

3. Clearly state that, unless the individual responds to the notice in the required 
time period, the State Agency will conclude that the SSA data are correct and. 
will effectuate the threatened action or otherwise make the necessary 
adjustment to the individual's benefit or entitlement. 

VI. Records Accuracy Assessment and Vedfication ~ocedures 

Pursuant to 5 U.S.C. § 552a(p)(l)(A)(ii); SSA's DIB has determined that the State 
Agency may use SSA's benefit data without independent verification. SSA has 
independently assessed the accuracy of its benefits data to be more than 99 p~rcent 
accurate when the benefit record is created. 

Prisoner and death data, some of which is not independently verified by SSA, does 
not have the same degree of accuracy as SSA's benefit data. Therefore, the State 

620 

j 

l 
·\ 

l 
l 
1 
l 
i 



Exhibit G 
Attachment I A 1 Page 17 of 70 

6 

Agency must independently verify these data through applicable State verification 
procedures and the notice and opportunity to contest procedures specified in 
Section V of this Agreement before taking any adverse action against any individual. 

Based on SSA's Office of Quality Perfonnance "FY 2009 Enumeration Quality 
Review Report #2-The 'Numident' (January 2011)/' the SSA Enumeration System 
database (the Master Files of SSN Holders and SSN Applications System) used for 
SSN matching is 98 percent accurate for records updated by SSA employees~ 

Individuals applying for SSNs report their citizenship status at the time they apply for, 
their SSNs. There is no obligation for an individual to report to SSA a change in his 
or her immigration status until he or she files for a Social Security benefit. The State 
Agency must independently verify citizenship data through applicable State 
verification procedures and the notice and opportunity to contest procedures specified 
in Section V of this Agreement before taking any adverse action against any 
individual. 

VII. Disposition and Records Retention of Matched Items 

A. The State Agency will retain all data received from SSA to administer programs 
governed by this Agreement only for the required processing times for the 
applicable federally funded benefit programs and will then destroy all such data. 

B. The State Agency may retain SSA data in hardcopy to meet evidentiary 
requirements, provided that they retire such data in accordance with applicable 
state laws governing the ~tate Agency's retention of records. 

C. The State Agency may use any accretions, deletions, or changes to the SSA data 
governed by this Agreement to update their master files of federally funded, 
state-administered benefit program applicants and recipients and retain such 
master files in accordance with applicable state laws goverlling the State 
Agency's retention of records. 

D. The State Agency may not create separate· files or records comprised solely of the 
data provided by SSA to administer pr.ograms· ·governed by this Agreement. 

E. SSA will delete electronic data input files received from the State Agency after it 
processes the applicable match. SSA will retire its data in accordance with the 
Federal Records Retention Schedule (44 U.S.C. § 3303a). 

VIII. Security Procedures 

The State Agency will comply with the security and safeguarding requirements of the 
Privacy Act, as amended by the CMPPA, related OMB guidelines, FISMA, related 
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NIST guidelines, and the current revision of Internal Revenue Service (IRS) 
Publication 1075, Tax Information Security Guidelines for Federal, State and Local 
Agencies, available at http://www.irs.gov. In addition, the State Agency will have in 
place administrative, technical, and physical safeguards for the matched data and 
results of such matches. Additional administrative, technical, and physical security. 
requirements governing all data SSA provides electronically to the State Agency, 
including specific guidance on safeguarding and reporting responsibilities for PII, are 
set forth in the IRAs. 

Records Usage, Duplication, and Redisdosure Restrictions 

A The State Agency will use and access SSA data and the records created using that 
data only for the purpose of verifying eligibility for the specific federally funded 
benefit programs identified in the· IEA. 

B. The State Agency will comply with the following limitations on use, duplication, 
and redisclosure of SSA data: 

1. The State Agency will not use or redisclose the data disclosed by SSA for any 
purpose other than to determine eligibility for, or the amount of, benefits 
under the state-administered income/health maintenance programs identified 
in this Agreement. 

2. The State Agency will not extract information concerning individuals who a:re 
neither applicants for, nor recipients of, benefits under the state-administered · 
income/health maintenance programs identified in this Agreement. In limited 
circumstances that are approved by SSA, the State Agency may extract 
information about an individual other than the applicant/recipient when the 
applicant/recipient has provided identifying information about the individual 
and the individual's income or resources affect the applicant's/recipient's 
eligibility for such program. 

3. The State Agency will not disclose to an applicant/recipient information about 
another individual (i.e., an applicant's household member) without the written 
consent from the individual to whom the information pertains. 

4. The State Agency will use the Federal tax information (FrI) disclosed by SSA 
only to determine individual eligibility for, or the amount of, assistance under 
a state plan pursuant to section 1137 programs and child support enforcement 
programs in accordance with 26 U.S.C. § 6103(1)(7) and (8). The State 
Agency receiving Fri will maintain all Ffl from IRS in accordance with 
26 U.S.C. § 6103(p)(4) and the IRS Publication 1075. Contractors and agents 
acting on behalf of .the State Agency will only have access to tax return data 
where specifically authorized by 26 U.S.C. § 6103 and the current revision 
IRS Publication 1075. 
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5. The State Agency will use the citizenship status data disclosed by SSA under 
CHIPRA, Pub. L. 111-3, only for the purpose of determining entitlement to 
Medicaid and CHIP programs for new applicants. 

6. The State Agency will restrict access to the data disclosed by SSA to only 
those authorized State employees, contractors, and agents who need such data 
to perform their official duties in connection with the purposes identified in 
this Agreement. 

7. The State Agency will enter into a written agreement with each of its 
-contractors and agents who need SSA data to perform their official duties 
whereby such contractor or agent agrees to abide by all relevant Federal laws,· 
restrictions on access, use, and disclosure, and security requirements in this 
Agreement. The State Agency will provide its contractors and agents with 
copies of this Agreement, related IEAs, and all related attachments before 
initial disclosure of SSA data to such contractors· and agents. Prior to signing 
this Agreement, and thereafter at SSN s request, the State Agency will obtain 
from its contractors and agents a current list of the employees of such 
contractors and agents with access to SSA data and provide such lists to SSA. 

8. The State Agency's employees, contractors, and agents who access, use, or 
disclose SSA data in a manner or purpose not authorized by this Agreement 
may be subject to civil and criminal sanctions pursuant to applicable Federal 
statutes. 

9. The State Agency will conduct triennial compliance reviews of its 
contractoi(s) and agent(s) no later than three years after the initial approval of 
the security certification to SSA. The State Agency will share documentation 
of its recurring compliance reviews with its contractor(s) and agent(s) with 
SSA. The State Agency will provide documentation to SSA during its 
scheduled compliance and certification revfowg or upon request. 

C. The State Agency will not duplicate in a separate file. or disseminate, without prior 
written permission from SSA, the data governed by this Agreement for any 
purpose other than to determine entitlement to, or eligibility for, federally funded 
benefits. The State Agency proposing the redisClosure must specify in writing to 
SSA what data are being disclosed) to whom, and the reasons that justify the 
redisclosure. SSA will not give permission for such redisclosure unless the 
redisclosure is required by law or essential to the conduct of the matching 
program and authorized under a routine use. To the extent SSA approves the 
requested redisclosure, the State Agency will ensure that any entity receiving the 
redisclosed data will comply with the procedures and limitations on use, 
duplication, and redisclosure of SSA data, as well as all administrative, technical, 
and physical security requirements governing all data SSA provides electronically 
to the State Agency including specific guidance on safeguarding and reporting 
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responsibilities for PII, as set forth in this Agreement and the accompanying 
IEAs. 

X. Comptroller General Access 

The Comptroller General (the Government Accountability Office) may have access to 
all records of the State Agency that the Comptroller General deems necessary to 
monitor and verify compliance with this Agreement in accordance with 
5 U.S.C. § 552a(o)(l)(K). 

XI. Duration, Modification, and Termination of the Agreement 

A. Duration 

1. This Agreement is effective from January 1, 2015 (Effective Date) through 
June 30, 2016 (Expiration Date). 

2. In accordance With the CMPPA, SSA will: (a) publish a Computer 
Matching Notice in the Federal Register at least 30 days prior to the 
Effective Date; (b) send required notices to the Congressional committees of 
jurisdiction under 5 U.S.C. § 552a(o)(2)(A)(i) at least 40 days prior to the 
Effective Date; and (c) send the required report to OMB at least 40 days 
prior to the Effective Date. 

3. Within 3 months prior the Expiration Date, the SSA DIB ma_y, without 
additional review, renew this Agreement for a period not to exceed 
12 months, pursuant to 5 U.S.C. § 552a(o)(2)(D), if: 

• .the applicable data exchange will eontinue without any change; aild 
• SSA and the State Agency certify to the DIB in writing that the 

applicable data exchange·has been.conducted in compliance with this 
Agreement. 

4. If either SSA or the State Agency does not wish to renew this Agreement, it 
must notify the other party of its intent not to renew at least 3 mont~s prior 
to the Expiration Date. 

B. Modification 

Any modification to this Agreement must be in writing, signed by both parties, 
and approved by the SSA DIB. 
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The parties may terminate this Agreement at any time upon mutual written 
consent of both parties. Either party may unilaterally tenninate this Agreement 
upon 90 days advance written notice to the other party; such unilateral termination 
will be effective 90 days after the date of the. notice, or at a later date specified in 
the notice. 

SSA may immediately and unilaterally suspend the data flow or terminate this 
Agreement if SSA determines, in its sole discretion, that the .State Agency has 
violated .or failed to comply with this Agreement. 

XII. Reimbursement 

In accordance with section 1106(b) of the Act, the Commissioner of SSA has· 
determined not to charge the State Agency the costs of furnishing the electronic data 
from the .SSA SORS under this Agreement. 

XIII. Disclaimer 

SSA is not liable for any damages or loss resulting from errors in the data provided 
to the State Agency under any IEAs governed by this Agreement. Furthermore, SSA 
is not liable for any damages or loss resulting from the destruction of any materials 
or data provided by the State Agency. 
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San Francisco Regional Office, Center for Programs Support 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8444 Fax: (510) 970-8101 
Dolores.Dunnachie@ssa.gov 

B. St.ate Agency Point of Contact 

Sonia Herrera 
California Health and Human Services Agency 
1600 Ninth Street 
Sacramento, CA 95814 
Phone: (916) 654-3459 Fax: 916-440-5001 
Sonia.Herrera@chhs.ca.gov 
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XV. SSA and Data Integrity Board Approval of Model CMPPAAgreement 

The signatories below warrant and represent that they have the competent authority 
on behalf of SSA to approve the model of this CMPP A Agreement. 

SOCIAL SECURITY ADMINISTRATION 

Dawn S. Wiggin 
Deputy Executive Director 
Office of Privacy and Disclosure 
Office of the General Counsel 

Date 

lj/) 

I certify that the SSA Data Integrity Board approved the model of this CMPPA 
· Agreement. 

I 

~~ Chair . 
SSA Data Integrity Board 

vi~1-11 
Date 
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The signatories below warrant and represent that they have the competent authority 
on behalf of their respective agency to enter into the obligations set forth in this 
Agreement. · 

SOCIAL SECURITY ADMINISTRATION 

Regional Commissioner 
San Francisco 

Date J l 

HEALTH AND HUMAN SERVICES AGENCY 

Date 
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BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year. 

BENDEX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility, 
benefit and demographic data. 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries -- used for Medicare Savings Programs (MSP). 

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902(a)(10)(E) and 1933 of the Act; transitional assistance under Section 
1860D-3l(f) of the Act; or premiums and cost-sharing subsidies for low-income individuals 
under Section i860D-14 of the Act. 

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state 
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) -
PUPS matches the received data with the l\IBR and SSR benefit data and generates alerts for 
review/action. · · 

QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and described 
under Title II of the Act --The term "quarters of coverage" is also referred to as "credits" or 
"Social Security credits" in various SSA public information documents, as well as to refer to 
"qualifying quarters" to determine entitlement to receive Food Stamps. 

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and 
demographic data as well as data for Title VIII Special Veterans Benefits (SVB). 

SOLQ/SOLQ-1 (State On-line Query/State On-line Query-Internet): A real-time online 
system that provides SSN verification and l\IBR and SSR benefit data similar to data provided 
through SVES. 
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SVES (State Verification and Exchange System): A batch system that provides SSN 
verification, MBR benefit information, and SSR information through a uniform data 
response based on authorized user-initiated queries. The SVES types are divided into 
five different responses as follows: 

SVES I: 
SVES I/Citizenship* 

SVESII: 

SVES III: 

SVESIV: 

This batch provides strictly S SN verification. 
This batch provides strictly SSN verification and 
citizenship data. 
This batch provides strictly SSN verification and 
MBR benefit information 
This batch provides strictly SSN verification and 
SSR/SVB. 
This batch provides SSN verification, MBR benefit 
information, and SSR/SVB information, which 

. represents all available SVES data. 

*Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of 2009, Pub. L. 111-3 is only for the purpose of 
determining entitlement to Medicaid and CHIP program for new applicants. 
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SENSITIVE DOCUMENT 

ATTACHMENT 4 
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ELECTRONIC INFORMATION EXCHANGE SECURITY 

REQUIREMENTS AND PROCEDURES 

This document is SENSITIVE and should not be released to the public without prior authorization from DHCS. 
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ELECTRONIC INFORMATION EXCHANGE 

SECURITY REQUIREMENTS AND PROCEDURES 

FOR 

STATE AND LOCAL AGENCIES EXCHANGING 

ELECTRONIC INFORMATION WITH THE SOCIAL 

SECURITY ADMINISTRATION 

SENSITIVE DOCUMENT 

VERSION 6.0.2 
April .2014 

1 . 
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RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMINISTRATION 

1. Introduction 0 
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The law requires the Social Security Administration (SSA) to maintain oversight and assure the 
protection of information it provides to its Electronic Information Exchange Partners (EIEP). EIEPs 
are entities that have information exchange agreements with SSA. 

The overall aim of this document is twofold. First, to ensure that SSA can properly certify EIEPs as 
compliant by the SSA security requirements, standards, and procedures expressed in this document 
before we grant access to SSA information in a production environment. Second, to ensure that 
EIEPs continue to adequately safeguard electronic information provided to them by SSA. 

This document (which SSA considers SENSIDVE1 and should only be shared with those who need it 
to ensure SSA-provided information is safeguarded), describes the security requirements, standards, 
and procedures EIEPs must meet and implement to obtain information from SSA electronically. This 
document helps EIEPs understand criteria that SSA uses when evaluating and certifying the system 
design and security features used for electronic access to SSA-provided information. 

The addition, elimination, and modification of security control factors determine which level of 
security and due diligence SSA requires for the EIEP to mitigate risks. The emergence of new 
threats, attack methods, and the availability of new technology warrants frequent reviews and 
revisions to our System Security Requirements (SSR). Consequently, EIEPs should expect SSA's 
System Security Requirements to evolve in concert with the industry. 

EIEPs must comply with SSA's most current SSRs to gain. access to SSA-provided data. SSA will 
work with its partners to resolve deficiencies that occur subsequent to, and after, approval for access 
if updates to our security requirements cause an agericy to be uncompliant. EIEPs may proactively 
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR 
package from their SSA contact. Making periodic adjustments is often necessary. 

r 

2. Electronic Information Exchange Definition 0 

For discussion purposes herein, Electronic Information Exchange (EIE) is any electronic process in 
which SSA discloses information under its control to any third party for any purpose, without the 
specific consent of the subject individual or agent acting on his or her behalf. EIE involves 
individual data transactions and data files processed within the systems of parties to electronic 
information sharing agreements with SSA. These processes include direct terminal access or OTA 
to SSA systems, batch processing, and variations thereof (e.g., online query) regardless of the 
systematic method used to accomplish the activity or to interconnect SSA with the EIEP. 

1 Sensitive data -."any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the 

national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under 5 U.S.C. Section 552a 
(The Privacy Act), but that has not been specifically authorized under criteria established by an Executive Order or an Act of 
Congr€ss to be kept classified in the interest of national defense or foreign policy but is to be protected in accordance with the 
requirements of the Computer Security Act of 1987 (P.L.100-235)." 
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The SSA Office of Information Security (OIS) has agency-wide responsibility for interpreting, 
developing, and implementing security policy; providing security and Integrity review 
requirements for all major SSA systems; managing SSA's fraud monitoring and reporting 
activities; developing and disseminating security training and awareness materials; and 
providing consultation and support for a variety of agency initiatives. SSA's security reviews 
ensure that external systems receiving information from SSA are secure and operate in a 
manner consistent with SSA's Information Technology Cin security policies and in compliance 
with the terms of electronic information sharing agreements executed by SSA with outside 
entities. Within the context of SSA's security policies and the terms of electronic information 
sharing agreements with SSA's EIEPs, OIS exclusively conducts and brings to closure initial 
security certifications and periodic security compliance reviews of EIEPs that process, maintain, 
transmit, or store SSA-provided information in accordance with pertinent Federal requirements 
which include the following (see also Requlatorv References): 

a. The Federal Information Security Management Act (FISMA} requires the protection of 
"Federal information in contractor systems, including those systems operated by state and 
local governments." 

. b. The Social Security Administration requires EIEPs to adhere to the policies, standards, 
procedures, and directives published in this Systems Security Requirements (SSR) 
document. 

Personally Identifiable Information (PII), covered under several Federal laws and statutes, is 
information about an individual including, but not limited to, personal identifying information 
including the Social Security Number (SSN). · · 

The data (last 4 digits of the SSN) that SSA provides to its EIEPs for purposes of the Help 
America Vote Act (HAVA) does not identify a specific individual; therefore, is not "PII" as 
defined by the Act. 

However, SSA is diligent in discharging its responsibility for establishing appropriate 
administrative, technical, and physical safeguards to ensure the security, confidentiality, and 
availability of its records and to protect against any anticipated threats or hazards to their 
security or integrity. 

NOTE: Disclosure of Federal Tax Information (FTI) is limited to certa{n Federal 
agencies and state programs supported by federal statutes under Sections 1137, 
453, and 1106 of the Social Security Act. For information regarding safeguards for 
protecting FTI, consult IRS Publication 1075, Tax Information Security Guidelines 
for Federal, State, and Local Agencies. 

The SSA Regional Data Exchange Coordinators (DECs) serve as a bridge between SSA and 
state EIEPs. In the security arena, DECs assist OIS in coordinating data exchange security 
review activities with state and local EIEPs; e.g., they provide points of contact with state 
agencies, assist in setting up security reviews, etc. DECs are also the first points of contact 
for states if an employee of a state agency or an employee of a state agency's contractor or 
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agent becomes aware of a suspected or actual loss of SSA-provided Personally Identifiable 
Information (PI!). 

4. General Systems Security Standards 0 

.EIEPs that request and receive information electronically from SSA must comply with the 
following general systems security standards concerning access to and control of SSA
provided information. 

NOTE: EIEPs may not create separate files or records comprised solely of the 
information provided by SSA. 

a. EIEPs must ensure that means, methods, and technology used to process, maintain, 
transmit, or store SSA-provided information neither prevents nor impedes the EIEP"s 
ability to 

• safeguard the information in conformance with SSA requirements, 

• efficiently investigate fraud, data breaches, or security events that involve 
SSA-provided information, or 

• detect instances of misuse or abuse of SSA-provided information 

For example, utilization of cloud computing may have the potential to 
jeopardize an EIEP's compliance with the terms of their agreement or SSA's 
associated system security requirements and procedures. 

b. EIEPs must use the electronic connection established between the EIEP and SSA 
only in support of the current agreement(s) between the EIEP and SSA. 

c. EIEPs must use the software and/or devices provided to the EIEP only in support of 
the current agreement(s) between the EIEP and SSA. 

d. SSA prohibits modifying any software or devices provided to the EIEPs by SSA. 

e. EIEPs must ensure that SSA-provided information is not processed, maintained, 
transmitted, or stored in or by means of data communications channels, electronic 
devices, computers, or computer networks located in geographic or virtual areas not 
subject to U.S. law. · 

f. EIEPs must restrict access to the information to authorized users who need it to 
perform their official duties. 

NOTE: Contractors and agents (hereafter referred to as contractors) of the 
EIEP who process, maintain, transmit, or store SSA-provided information are 
held to the same security requirements as employees of the EIEP. Refer to the 
section Contractors of Electronjc Informatjon fxchanqe Partners in the Systems 
Securjty Requjrements for additional information. 

g. EIEPs must store information received from SSA in. a manner that, at all times, is 
physically and electronically secure from access by unauthorized persons. 
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h. The EIEP must process SSA-provided information under the immediate supervision 
and control of authorized personnel. 

i. EIEPs must employ both physical and technological safeguards to prevent 
unauthorized retrieval of SSA-provided information via computer, remote terminal, 
or other means. 

j. EIEPs must have formal PI! incident response procedures. When faced with a 
security incident caused by malware, unauthorized access, software issues, or acts 
of nature, the EIEP must be able to respond in a manner that protects SSA-provided 
information affected by the incident. 

k. EIEPs must have an active and robust employee security awareness program, which 
is mandatory for all employees who access SSA-provided information. 

I. EIEPs must advise employees with access to SSA-provided information of the 
confidential nature of the information, the safeguards required to protect the 
information, and the civil and criminal sanctions for non-compliance contained in 
the applicable Federal and state laws. 

m. At its discretion, SSA or its designee must have the option to conduct onsite 
security reviews or make other provisions to ensure that EIEPs maintain adequate 
security controls to safeguard the information we provide. 

5. Systems Security Requirements 0 

5.1 Overview 0 

SSA must certify that the EIEP has implemented controls that meet the requirements and 
work as intended, before we will authorize initiating transactions to and from SSA 
through batch data exchange processes or online processes such as State Online Query 
(SOLQ) or Internet SOLQ (SOLQ-I). 

ihe Technical Systems Security Requirements (TSSRs) address management, 
operational, and technical aspects of security safeguards to ensure only the authorized 
disclosure and use of SSA-provided information by SSA's EIEPs. 

SSA recommends that the EIEP develop and publish a comprehensive Systems Security 
Policy document that specifically addresses: 

• the classification of information processed and stored within the network, 

• administrative controls to protect the information stored and processed within the 
network, 

• access to the various systems and subsystems Within the network,· 

• Security Awareness Training, 

• Employee Sanctions Policy, 
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• the disposal of protected information and sensitive documents derived from the 
system or subsystems on the network. 

SSA's systems security requirements represent the current state-of-the-practice security 
contr:ols, safeguards, and countermeasures required for Federal informatic:>n systems by 
Federal regulations, statutes, standards, and guidelines. Additionally, SSA's systems 
security requirements also include organizationally defined interpretations, policies, and 
procedures mandated by the authority of the Commissioner of Social Security in areas 
when or where other cited authorities may be silent or non-specific. 

5.2 General System Security Design and Operating Environment 0 

EIEPs must provide descriptions and explanations of their overall system design, 
configuration, security features, and operational environment and include explanations of 
how they conform to SSA's requirements. Explanations must include the following: 

o Descriptions of the operating environment(s) in which the EIEP will utilize, maintain, 
and transmit SSA-provided information 

o Descriptions of the business process( es) in which the EIEP will use SSA-provided 
information 

o Descriptions of the physical safeguards employed to ensure that unauthorized 
personnel cannot access SSA-provided information and details of how the EIEP keeps 
audit information pertaining to the use and access to SSA-provided information and 
associated applications readily available 

o Descriptions of electronic safeguards, methods, and procedures for protecting the 
EIEP's network infrastructure and for protecting SSA-provided information while in 
transit, in use within a process or application, and at rest (stored or not in use) 

o Descriptions of how the EIEP prevents unauthorized retrieval of SSA-provided 
information by computer, remote terminal, or other means, including descriptions of 
security software other than access control software (e.g., security patch and anti
malware software installation and maintenance, etc.) 

o Descriptions of how the configurations of devices (e.g., servers, workstations, and 
portable devices) involving SSA-provided information comply with recognized industry 
standards and SSA's system security requirements· 

o Description of how the EIEP implements adequate security controls (e.g., passwords 
enforcing sufficient construction strength to defeat or minimize risk-based identified 
vulnerabilities) 
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EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-provided information and associated transactions and functions to only those users, 
processes acting on behalf of authorized users, or devices (including other information 
systems) authorized for such access based on their official duties or purpose(s). EIEPs 
must employ a recognized user access security software package (e.g. RAC-F, ACF-2, 
TOP SECRET) or a security softWare design which is equivalent to such products. The 
access control software must utilize personal identification numbers (PIN) and passwords 
or Biometric identifiers in combination with the user's system identification code (userID). 
The access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric identifier, and/or (3) SmartCard/biometric identifier, etc., for 
authenticating users). 

Depending on the computing platform (e.g., client/server (PC), mainframe) and the 
access software implementation, the terms "PIN" and "user system identification code 
(userID)" may be, for practical purposes, synonymous. For example, the PIN/password 
combination may be.required for access to an individual's PC after which, the 
userID/password combination may be required for access to a mainframe application. A 
biometric identifier may supplant one element in the pair of those combinations. SSA 
strongly recommends Two-Factor Authentication. 

The EIEP's implementation of the control software must comply with recognized in.dustry 
standards. Password policies should enforce sufficient construction strength (length and 
complexity) to defeat or minimize risk-based identified vulnerabilities and ens~re 
limitations for password repetition. Technical controls should enforce periodic password 
changes based on a risk-based standard (e.g., maximum password age of 90 days, 
minimum password age of 3 - 7 days) and enforce automatic disabling of user accounts 
that have been inactive for a specified period of time (e.g., 90 days). 

The EIEP's password policies must also require more stringent password construction 
(e.g., passwords greater than eight characters in length requiring upper and lower case 
letters, numbers, and special characters; password phrases) for the user accounts of 
persons, processes, or devices whose functions require access privileges in excess of 
those of ordinary users. 

EIEPs must have management control and oversight of the· function of authorizing 
individual user access to SSA-provided information and to oversee the process of issuing 
and managing access control PINs, passwords, biometric identifiers, etc. for access to the 
EIEP's system. 

The EIEP's systems access rules must cover least privilege and individual accountability. 
The EIEP's rules should include procedures for access to sensitive information and 
transactions and functions related to it. Procedures should include control of transactions 

· by permissions module, the assignment and limitation of system privileges, disabling 
accounts of separated employees (e.g., within 24 hours), individual accountability, work 
at home, dial-up access, and connecting to the Internet. 
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SSA requires EIEPs to implement and maintain a fully automated audit trail system 
(ATS). The system must be capable of creating, storing, protecting, and efficiently 
retrieving and collecting records identifying the individual user who initiates a request for 
information from SSA or accesses SSA-provided information. At a minimum, individual 
audit trail records must contain the data needed (including date and time stamps) to 
associate each query transaction or access to SSA-provided information with its initiator, 
their action, if any, and the relevant business purpose/process (e.g., SSN verification for 
Medicaid). Each entry ill the audit file must be stored as a separate record, not overlaid 
by subsequent records. The Audit Trail System must create transaction files to capture 
all input from interactive internet applications which access or query SSA-provided 
information. 

If a State Transmission Component (STC) handles and audits the EIEP's transactions with 
SSA, the EIEP is responsible for ensuring that the STC's audit capabilities meet SSA's 
requirements for an automated audit trail system. The EIEP must also establish a process 
to obtain specific audit information from the STC regarding the EIEP's SSA transactions. 

Access to the audit file must be restricted to authorized users with a "need to know." 
Audit file data must be unalterable (read-only) and maintained for a minimum of three 
(preferably seven) years. Information in the audit file must be retrievable by an 
automated method. EIEPs must have the capability to make audit file information 
available to SSA upon request. EIEPs must back-up audit trail records on a regular basis 
to ensure their availability. EIEPs must apply the same level of protection to backup 
audit files that apply to the original files. 

If the EIEP retains SSA-provided information in a database (e.g., Access database, 
SharePoint, etc.), or if certain da~a elements within the EIEP's system indicate to users 
that SSA verified the information, the EIEP's system must also capture an audit trail 
record of users who viewed SSA-provided information stored within the EIEP's system. 
The retrieval requirements for SSA-provided information at rest and the retrieval 
requirements for regular transactions are identical. · 

5.5 Personally Identifiable Information (PII) 

PII is any information about an individual maintained by an agency, including (1) 
any information that can be used to distinguish or trace an individual's identity, 
such as name, social security number, date and place of birth, mother's maiden 
name, or biometric records; and (2) any other information that is linked or linkable 
to an individual, such as medical, educational, financial, and employment 
information. An item such as date and place of birth, mother's maiden name, or 
father's surname is PII, regardless of whether combined with other data. 

SSA defines a PII loss as a circumstance when SSA has reason to believe that 
information on hard copy or in electronic format, which contains PII provided by SSA, 
left the EIEP's custody or the EIEP disclosed it to an unauthorized individual or entity. 
PII loss is a reportable incident (refer to Incident Reporting). 
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If a PII loss involving SSA-provided information occurs or is suspected, the EIEP 
must be able to quantify the extent of the loss and compile a complete list of the 
individuals potentially affected by the incident (refer to Indcteat Reporting). 

5.6 Monitoring and Anomaly Detection · 0 

SSA recommends that EIEPs use an Intrusion Protection System (IPS) or an 
Intrusion Detection System (IDS). The EIEP must establish and/or maintain 
continuous monitoring of its network infrastructure and assets to ensure the following: 

o The EIEP's security controls continue to be effective over time 

o Only authorized individuals, devices, and processes have access to SSA
provided information 

o The EIEP detects efforts by external and internal entities, devices, or processes to 
perform unauthorized actions (i.e., data breaches, malicious attacks, access to 
network assets, software/hardware installations, etc.) as soon as they occur 

o The necessary parties are immediately alerted to unauthorized actions 
performed by external and internal entities, devices, or processes 

o Upon detection of unauthorized actions, measures are immediately initiated to 
prevent or mitigate associated risk 

o In the event of a data breach or security incident, the EIEP can efficiently determine 
and initiate necessary remedial actions 

o The trends, patterns, or anomalous occurrences and behavior in user or network 
activity that may be indicative of potential security issues are readily discernible 

The EIEP's system must include the capability to prevent employees from unauthorized 
browsing of SSA records. SSA strongly recommends the use of a transaction-driven 
permission module design, whereby employees are unable to initiate transactions not 
associated with the normal business process. If the EIEP uses such a design, they then 
need anomaly detection to detect and monitor employee's unauthorized attempts to gain 
access to SSA-provided information and attempts to obtain information ·from SSA for 
clients not in the EIEP's client system. The EIEP should employ measures to ensure the 
permission module's integrity. Users should not be able to create a bogus case and 
subsequently delete it in such a way that it goes undetected. 

If the EIEP's design does not currently use a permission module and is not transaction
driven, until at least one of these security features exists, the EIEP must develop and . 
implement compensating security controls to deter employees from browsing SSA 
records. These controls must include monitoring and anomaly detection features, either 
systematic, manual, or a combination thereof. Such features must include the 
capability to detect anomalies in the volume and/or type of transactions or queries 
requested or initiated by individuals and include systematic or manual procedures for 
verifying that requests and queries of SSA-provided information comply with valid 
official business purposes. The system must also produce reports that allow 
management and/or supervisors to monitor user activity, such as the following: 
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• User ID Exception Reports: 
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This type of report captures information about users who enter incorrect user IDs 
when attempting to gain access to the system or to the transacti·on that initiates 
requests for information from SSA, including failed attempts to enter a password. 

• Inquiry Match Exception Reports: 

. This type of report captures information about users who may be initiating 
transactions for SSNs that have no client case association within the EIEP's system 
(the EIEP's management should review 100 percent of these cases). 

• System Error Exception Reports: 

This type of report captures information about users who may not understand 
or may be violating proper procedures for access to SSA-provided information. 

• Inquiry Activity Statistical Reports: 

This type of report captures information about transaction usage patterns 
among authorized users and is a tool which enables the EIEP's management to 
monitor typical usage patterns in contrast to extraordinary usage patterns. · 

The EIEP must have a process for distributing these monitoring and exception reports to 
appropriate local managers/supervisors or to local security officers. The process must 
ensure that only those whose responsibilities include monitoring anomalous activity of 
users, to include those who have exceptional system rights and privileges, use the 
reports. 

5.7 Management Oversight and Quality Assurance 0 

The EIEP must establish and/or maintain ongoing management oversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA
provided information. They must ensure ongoing compliance with the terms of the EIEP's 
electronic information sharing agreement with SSA and the SSRs established for access to 
SSA-provided information. The entity responsible for management oversight must consist 
of one or more of the EIEP's management officials whose job functions include 
responsibility to ensure that the EIEP only grants access to the appropriate employees and 
position types which require SSA-provided informa~ion to do their jobs. · 

The EIEP must ensure that employees granted access to SSA-provided information 
receive adequate training on the sensitivity of the information, associated safeguards, 
operating procedures, and the penalties for misuse. 

SSA recommends that EIEPs establish the following job functions and require that 
employees tasked with these job functions do not also share the same job functions as 
personnel who request or use information from SSA. 

• Perform periodic self-reviews to monitor the EIEP's ongoing usage of SSA
provided information. 

• Perform random sampling of work activity that involves SSA-provided 
information to determine if the access and usage comply with SSA's 
requirements. 
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5.8 Data and Communications Security 0 
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EIEPs must encrypt PII and SSA-provided information when transmitting across dedicated 
communications circuits between its systems, .intrastate communications between its local 
office locations, and on the EIEP's mobile computers, devices and removable media. The 
EIEP's encryption methods should align with the Standards established by the National 
Institute of Standards and Technology (NIST). SSA recommends the Advanced 
Encryption Standard (AES) or triple DES (Data Encryption Standard 3), if AES is 
unavailable, encryption method for securing SSA-provided information during transport. 
Files encrypted for external users (when using tools such as Microsoft WORD 
encryption,) require a key length of nine characters. We also recommend that the key 
(also referred to as a password) contain both special characters and a number. SSA 
requires that the EIEP deliver the key so that the key does not accompany the media. 
The EIEP must secure the key when not in use or unattended. 

SSA discourages the use of the public Internet for transmission of SSA-provided 
information. If however, the EIEP uses the public Internet or other electronic 
communications, such as emails and faxes to transmit SSA-provided information, they 
must use a secure encryption protocol such as Secure Socket Layer (SSL) or Transport 
Layer Security (TLS). SSA also recommends 256-bit encryption protocols or more 
secure methods such as Virtual Private Network technology. The EIEP should only send· 
data to a secure address or device to which the EIEP can control and limit access to only 
specifically authorized individuals and/or processes. SSA recommends that EIEPs 
use Media Access Control (MAC} Filtering and Firewalls to protect access points 
from unauthorized.devices attempting to connect to the network. 

EIEPs should not retain SSA-provided information any longer than business 
purpose(s) dictate. The Information Exchange Agreement with SSA stipulates a time 
for data retention. The EIEP should delete, purge, destroy, or return SSA-provided 
information when the business purpose for retention no longer exists. 

The EIEP may not save or create separate files comprised solely of information provided 
by' SSA. The EIEP may apply specific SSA-provided information to the EIEP's matched 
record from a preexisting data source. Federal law prohibits duplication and redisclosure 
of SSA-provided information without written approval. The prohibition applies to both 
internal and external sources who do not have a "need-to-know2

." SSA recommends 
that EIEPs use either Trusted Platform Module (TPM} or Hardware Security 
Module (HSM) technology solutions to encrypt data at rest on hard drives and 
other data storage media.: 

EIEPs must prevent unauthorized disclosure of SSA-provided information after they 
complete processing and after the EIEP no longer requires the information. The EIEP's 
operational processes must ensure that no residual SSA-provided information remains on 
the hard drives of user's workstations after the user exits the application(s) that use 
SSA-provided information. If the EIEP must send a computer, hard drive, or other 
computing or storage device offsite for repair, the EIEP must have a non-disclosure 
clause in their contract with the vendor. If the EIEP used the item in connection with a 
business process that involved SSA-provided information and the vendor will retrieve or 
may view SSA-provided information during s~rvicing, SSA reserves the right to inspect 

2 
Need-to-know - access to the information must be necessary for the conduct of one's official duties. 
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the EIEP's vendor contract. The EIEP must remove SSA-provided information from 
electronic devices before sending it to an external vendor for service. SSA expects the 
EIEP to render it unrecoverable or destroy the electronic device if they do not need to 
recover the data. The same applies to excessed, donated, or sold equipment placed into 
the custody of another organization. 

To sanitize media, the EIEP should use one of the following methods: 

• Overwriting 

Overwrite utilities can only be used on working devices. Overwriting is appropriate only for 
devices designed for multiple reads and writes. The EIEP should overwrite disk drives, 
magnetic tapes, floppy disks, USB flash drives, and other rewriteable media. The overwrite 
utility must completely overwrite the media. SSA recommends the use of purqjnq media 
sanitization to make the data irretrievable and to protect data against laboratory attacks or 
forensics. Please refer to Definitions for more information regarding MeWa 
Sanjtizatton). Reformatting the media does not overwrite the data. 

• Degaussing 

Degaussing is a sanitization method.for magnetic media (e.g., disk drives, tapes, 
floppies, etc.). Degaussing is not effective for purging non~magnetic media (e.g., 
optical discs). Degaussing requires a certified tool designed for particular types of 
media. Certification of the tool is required to ensure that the magnetic flux applied to 
the media is strong enough to render. the information irretrievable. The degaussing 
process must render data on the media irretrievable by a laboratory attack or 
laboratory forensic procedures (refer to Definjtions for more information regarding 
Media Sanjtizatjoa). 

• Physical destruction 

Physical destruction is the method when degaussing or over-writing cannot be 
accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Examples of physical destruction include shredding, 
pulverizing, and burning. 

State agencies may retain SSA-provided information in hardcopy only if required to 
fulfill evidentiary requirements, provided the agencies retire such data in accordance 
with applicable state laws governing retention of records. The EIEP must control print 
media containing SSA-provided information to restrict its access to authorized 
employees who need such access to perform their official duties. EIEPs must destroy 
print media containing SSA-provided information in a secure manner when it is no longer 
required for business purposes. The EIEP should destroy paper documents that contain 
SSA-provided information by burning, pulping, shredding, macerating, or other similar 
means that ensure the information is unrecoverable. 

NOTE: Hand tearing or lining through documents to obscure information 
does not meet SSA's requirements for appropriate destruction of PII. 

The EIEP must employ measures to ensure that communications and data furnished to 
SSA contain no viruses or other malware. 

Special Note: If SSA-provided information will be stored in a commercial 
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cloud, please provide the name and address of the cloud provider. Also, 
please describe the security features contractually required of the cloud 
provider to protect SSA-provided information. 

5.9 Incident Reporting 0 

SSA requires EIEPs to develop and implement policies and procedures to respond to 
data breaches or PII loses. You must explain how your policies and procedures 
conform to SSA's requirements. The procedures must include the following 
information: 

If the EIEP experiences or suspects a breach or loss of PI! or a security incident, 
which includes SSA-provided information, they must notify the State official 
responsible for Systems Security designated in the agreement. That State official or 
delegate must then notify the SSA Regional Office Contact and the SSA Systems 
Security Contact identified in the agreement. If, for any reason, the responsible State 
official or delegate is unable to notify the SSA Regional Office or the SSA Systems 
Security Contact within one hour, the responsible State Agency official. or delegate 
must report the incident by contacting SSA :S National Network Service Center 
(NNSC) toll free at 877-697-4889 (select "Security and PII Reporting" from the 
options list). The EIEP will provide updates as they become available to the SSA 
contact, as appropriate. Refer to the worksheet provided in the agreement to 
facilitate gathering and organizing information about an incident. 

The EIEP must agree to absorb all costs associated with notification and remedial actions 
connected to security breaches, if SSA determines that the risk presented by the 
breach or security incident requires the notification of the subject individuals. SSA 
recommends that EIEPs seriously consider establishing incident response 
teams to address PII breaches. 

5.10 Security Awareness and Employee Sanctions 0 

The EIEP must designate a department or party to take the responsibility to provide 
ongoing security awareness training for employees who access SSA-provided 
information. Training must include: 

o The sensitivity of SSA-provided information and address the Privacy Act and other 
Federal and state laws governing its use and misuse 

o Rules of behavior concerning use and s~curity in systems processing SSA-provided 
information 

o Restrictions on viewing and/or copying SSA-provided information 

o The employee's responsibility for proper use and protection of SSA-provided 
information including its proper disposal 

o Security incident reporting procedures 

o Basic understanding of procedures to protect the network from malware attacks 
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o Spoofing, Phishing, and Pharming scam prevention 
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o The possible sanctions and penalties for misuse of SSA-provided information 

SSA requires the EIEP to provide security awareness training to all employees and 
contractors who access SSA-provided information. The training should be annual, 
mandatory, and certified by the personnel who receive the training. SSA also requires 
the EIEP to certify that each employee or contractor who views SSA-provided data also 
certify that they understand the potential criminal and administrative sanctions or 
penalties for unlawful disclosure. · 

5.11 Contractors of Electronic Information Exchange Partners 0 

As previously stated in The General Systems $ecurity Standarcls, contractors of the 
EIEP must adhere to the same security requirements as employees of the EIEP. The 
EIEP is responsible for the oversight of its contractors and the contractor's compliance 
with the security requirements. The EIEP will enter into a written agreement with each 
of its contractors and agents who need SSA data to perform their official duties, 
whereby such contractors or agents agree to abide by all relevant Federal laws, 
restrictions on access, use, disclosure, and the security requirements in this 
Agreement. 

The EIEP's employees, contractors, and agents who access, use, or disclose 
SSA data in a manner or purpose not authorized by this Agreement may be subject to 
both civil and criminal sanctions pursuant to applicable Federal statutes. The EIEP will 
provide its contractors and agents with copies of this Agreement, related 
IEAs, and all related attachments before initial disclosure of SSA data to such 
contractors and agents. Prior to signing this Agreement, and therealter at SSA's 
request, the EIEP will obtain from its contractors and agents a current list of 
the employees of such contractors and agents with access to SSA data and provide 
such lists to SSA. 

The EIEP must be able to provide proof of the contractual agreement If the contractor 
processes, handles, or transmits information provided to the EIEP by SSA or has 
authority to perform on the EIEP's behalf, the EIEP should clearly state the specific roles 
and functions of the contractor. The EIEP will provide SSA written certification that the 
contractor is meeting the terms of the agreement, including SSA security requirements. 
The certification will be subject to our final approval before redisclosing our information. 

The EIEP must also require that contractors who will process, handle, or transmit 
information provided to the EIEP by SSA sign an agreement with the EIEP that obligates 
the contractor to follow the terms of the EIEP's data exchange agreement with SSA. The 
EIEP or the contractor must provide a copy of the data exchange agreement to each of 
the contractor's employees before disclosing data and make certain that the contractor's 
employees receive the same security awareness training as the EIEP's employees. The 
EIEP should maintain awareness-training records for the contractor's employees and 
require the same annual certification procedures. 

The EIEP will be required to conduct the review of contractors and is responsible 
for ensuring compliance of its contractors with security and privacy requirements and 
limitations. As such, the EIEP will subject the contractor to ongoing security compliance 
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reviews that must meet SSA standards. The EIEP will conduct compliance 
reviews at least triennially commencing no later than three (3) years after the approved 
initial security certification to SSA; and must provide SSA with written documentation of 
recurring compliance reviews, with the contractor, subject to our approval. 

If the EIEP's contractor will be involved with the processing, handling, or transmission 
of information provided to the EIEP by SSA offsite from the EIEP, the EIEP must have · 
the contractual option to perform onsite reviews of that offsite facility to ensure that the 
following meet SSA's requirements: 

o safeguards for sensitive information 

o computer system safeguards 

o security controls and measures to prevent, detect, and resolve unauthorized 
access to, use of, and redisclosure of SSA-provided information 

o continuous monitoring of the EIEP contractors' network infrastructures and assets 

6. General -- Security Certification and Compliance Review Programs 0 

SSA's security certification and compliance review programs are distinct processes. The 
certification program is a one-time process when an EIEP initially requests electronic access to 
SSA-provided information. The certification process entails two rigorous stages intended to 
ensure that technical, management, and operational security measures work as designed. SSA 
must ensure that the EIEPs fully conform to SSA's security requirements and satisfy both 
stages of the certification process before SSA will permit online access to its data in a 
production environment. 

The compliance review program, however, ensures that the suite of security measures 
implemented by an EIEP to safeguard SSA-provided information remains in full compliance with 
SSA's security standards and requirements. The com'pliance review program applies to both 
online and batch access to SSA-provided information. Under the compliance review program, 
EIEPs are subject to ongoing and periodic security reviews by SSA. 

6.1 The Security Certification Program 0 

The security certification process applies to EIEPs that seek online ele~ronic access to SSA 
information and consists of two general phases: 

• Phase One: The Security Design Plan (SDP) phase is a formal written plan authored 
by the EIEP to comprehensively document its technical and non-technical security 
controls to safeguard SSA-provided information (refer to Documenting Security 
Contro{s ju the Securjtv Desjqn Plan).+ 

NOTE: SSA may have legacy EIEPs (EIEPs not certified under the current 
process) who have not prepared an SOP. OIS strongly recommends that 
these EIEPs prepare an SOP. 

The EIEP's preparation and maintenance of a current SOP will aid them in 
determining potential compliance issues prior to reviews, assuring 
continued compliance with SSA's security requirements, and providing for 
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more efficient security reviews. 
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• Phase 2: The SSA Onsite Certification phase is a formal onsite review conducted by 
SSA to examine the full suite of technical and non-technical security controls 
implemented by the EIEP to safeguard data obtained from SSA electronically (refer to 
The CerUficaUon Process,). 

6.2 Documenting Security Controls in the Security Design Plan (SOP) 0 

6.2.1 When the SOP and Risk Assessment are Required 0 

EIEPs must submit an SDP and a security risk assessment (RA) for evaluation when one or 
more of the following circumstances apply. The RA must be in electronic format. It must 
include discussion of the measures planned or implemented to mitigate risks identified by 
the RA and (as applicable) risks associated with the circumstances below: 

• to obtain approval for requested access to SSA-provided information for an initial 
agreement 

• to obtain approval to reestablish previously terminated access to SSA-provided data 

• to obtain approval to implement a new operating or security platform that will involve 
SSA-provided information 

• to obtain approval for significant changes to the EIEP's organizational structure, 
technical processes, operational environment, data recovery capabilities, or security 
implementations planned or made since approval of their most recent SDP or of their 

· most recent successfully completed security review 

• to confirm compliance when one or more security breaches or incidents involving 
SSA-provided information occurred since approval of the EIEP's most recent SDP 
or of their most recent successfully completed security review . 

• to document descriptions and explanations of measures implemented as the result 
of a data breach or security incident 

• to document descriptions and explanations of measures implemented to resolve 
non-compliancy issue(s) · · 

• to obtain a new approval after SSA revoked approval of the most recent SDP 

SSA may require a new SDP if changes occurred (other than those listed above) that 
may affect the terms of the EIEP's information sharing agreement with SSA. 

SSA will not approve the SDP or allow the initiation of transactions and/ or access 
to SSA-provided information before the EIEP complies with the SSRs. 

An SDP must satisfactorily document the EIEP's compliance with all of SSA's SS Rs in order to 
provide the minimum level of security acceptable to SSA for its EIEP's access to SSA-provided 
information. 

EIEP's must correct deficiencies identified through the evaluation of the SDP and submit a 
revised SDP .that incorporates descriptions and explanations of the measures implemented to 
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eliminate the deficiencies. SSA cannot grant access to SSA-provided information until the EIEP 
corrects the deficiencies, documents the SDP, and SSA approves the revisions. The EIEP will 
communicate the implementation of corrective actions to SSA on a regular basis. SSA will 
withhold final approval until the EIEP can rectify all deficiencies. 

SSA may .revoke the approval of the EIEP's SDP ~md its access to SSA-provided information if we 
learn the EIEP is non-compliant with one or more SSRs. The EIEP must submit a revised SDP, 
which incorporates descriptions and explanations of the measures the EIEP will implement to 
resolve the non-compliance issue(s). The EIEP must communicate the progress of corrective 
action(s) to SSA on a regular basis. SSA will consider the EIEP in non-compliant status until 
resolution of the issue(s), the EIEP's SDP documents the corrections, and we approve the SDP. 
If, within a reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency 
determined by SSA to present a substantial risk to SSA-provided information or to SSA, SSA will 
withhold approval of the SDP and discontinue the flow of SSA-provided information. 

NOTE: EIEPs that function only as an STC, transferring SSA-provided information 
to other EIEPs must, per the terms of their agreements with SSA, adhere to SSA's 
System Security Requirements (SSR) and exercise their responsibilities regarding 
protection of SSA-provided information. 

6.3 The Certification Process 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onsite certification 
review. The objective of the onsite review is to en$ure the EIEP's non-technical and 
technical controls safeguard SSA-providec:I information from misuse and improper disclosure 
and that those safeguards function and work as intended. 

At its discretion, SSA may request that the EIEP participate in an onsite review and 
complianc;::e certification of their security infrastructure. 

The onsite review may address any or all of SSA's security requirements and include, when 
appropriate: 

• a demonstration of tbe EIEP's implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools. pertaining to user access control and if appropriate, 
browsing prevention, specifically: . 

o If the design is based on a permission module or similar design, or it is transaction 
driven, the EIEP will demonstrate how the system triggers requests for information 
from SSA. 
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o If the design is based on a permission module, the EIEP will demonstrate how the 
process for requests for SSA-provided information prevent SSNs not present in the 
EIEP's system from sending requests to SSA. We will attempt to obtain information 
from SSA using at least one, randomly created, fictitious numbe·r not known to the 
EIEPs system. 

During a certification or compliance review, SSA or a certifier acting on its behalf, may 
request a demonstration of the EIEP's audit frail system (ATS) and its record retrieval 
capability. The certifier may request a demonstration of the ATS' capability to track the 
activity of employees who have the potential to access SSA-provided information within the 
EIEP's system. The certifier may request more information from those EIEPs who use an 
STC to handle and audit transactions. We will conduct a demonstration to see how the EIEP 
obtains audit information from the STC regarding the EIEP's SSA transactions. 

If an STC handles and audits an EIEP's transactions, SSA requires the EIEP to demonstrate 
both their own in-house audit capabilities and the process used to obtain audit information 
from the STC. 

If the EIEP employs a contractor who processes, handles, or transmits the EIEP's SSA
provided information offsite, SSA, at its discretion, may include the contractor's facility in 
the onsite certification review. The inspection may occur with or without a representative 
of the EIEP. 

Upon successful completion of the .onsite certification exercise, SSA will authorize 
electronic access to production data by the EIEP. SSA will provide written notification of 
its certification to the EIEP and all appropriate internal SSA components. 

The following is a high-level flow chart of the OIS Certification Process: 0 
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6.5 The Compliance Review Program and Process 
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0 

Similar to the certification process, the compliance review program entails a rigorous 
process intended to ensure that EIEPs who receive electronic information from SSA are in full 
compliance with the Agency's security requirements and standards. As a practice, SSA 
attempts to conduct compliance reviews following a two to five year periodic review 
schedule. However, as circumstances warrant, a review may take place at any time. Three 
prominent examples that would trigger an ad hoc review are: 

• a significant change in the outside EIEP's computing platform 

• a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of SSA information by the EIEP 

The following is a high-level flow chart of the OIS Compliance Review Process: 0 

SSA may conduct onsite compliance reviews and include both the EIEP's main facility and a field 
office. 

SSA may, also at its discretion, request that the EIEP participate in an onsite compliance 
review of their security infrastructure to confirm the implementation of SSA's security 
requirements. 
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The onsite review may address any or all of SSA's security requirements and include, where 
appropriate: 

• a demonstration of the EIEP's implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's implementation of online exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g. anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and, if appropriate, 
browsing prevention: 

o If the design uses a permission module or similar design, or is transaction driven, the 
EIEP will demonstrate how the system triggers requests for information from SSA. 

o If the design uses a permission module, the EIEP will demonstrate the process used to 
request SSA-provided information and prevent the EIEP's system from processing SSNs 
not present in the EIEP's system. We can accomplish this by attempting to obtain 
information from SSA using at least one, randomly created, fictitious number not known 
to the EIEP's system. 

SSA may, at its discretion, perform an onsite or remote review for reasons including, but 
not limited to the following: 

• the EIEP has experienced a security breach or incident involving SSA-provided information 

• the EIEP has unresolved non-compliancy issue(s) 

• to review an offsite contractor's facility that processes SSA-provided information 

• the EIEP is a legacy organization that has not yet been through SSAs security certification 
and compliance review programs 

• the EIEP requested that SSA perform an IV & V (Independent Verification and Validation 
review) 

During the compliance review, SSA, or a certifier acting on its behalf, may request a 
demonstration of the system's audit trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees who view SSA
provided information within the EIEP's system. The certifier may request EIEPs that have STCs 
that handle and audit transactions with SSA to demonstrate the process used to obtain audit 
information from the STC. 

If an STC handles and audits the EIEP's transactions with SSA, we may require the EIEP to 
demonstrate both their in-house audit capabilities and the processes used to obtain audit 
information from the STC regarding the EIEP's transactions with SSA. 
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If the EIEP employs a contractor who will process, handle, or transmit the EIEP's SSA-provided 
information offsite, SSA, at its discretion, may include in the onsite compliance review an onsite 
inspection of the contractor's facility. The inspection may occur with or without a representative 
of the EIEP. The format of the review in routine circumstances (i.e., the compliance review is 
not being conducted to address a special circumstance, such as a disclosure violation) will 
generally consist of reviewing and updating the EIEP's compliance with the systems security 
requirements described above in this document. At the conclusion of the review, SSA will issue 
a formal report to appropriate EIEP personnel. The Final Report will address findings and 
recommendations from SSA's compliance review, which includes a plan for monitoring each issue 
until closure. 

NOTE: SSA handles documentation provided for compliance reviews as sensitive 
information. The information is only accessible to authorized individuals who have a 
need for the information as it relates to the EIEP's compliance with its electronic 
information sharing agreement with SSA and the associated system security 
requirements and procedures. SSA will not retain the EIEP's documentation any longer 
than required. SSA will delete, purge, or·destroy the documentation when the 
retention requirement expires. 

The following is a high-level example of the analysis that aids SSA in making a preliminary 
determination as to which review format is appropriate·. We may also use additional factors to 
determine whether SSA will perform an onsite or remote compliance review. 

• High/Medium Risk Criteria 

o undocumented closing of prior review finding(s) 
o implementation of technical/operational controls that affect security of SSA-provided 

information (e.g. implementation of new data access method) 
o PII breach 

• Low Risk Criteria 

o no prior review finding(s) or prior finding(s) documented as closed. 
o no implementation of technical/operational controls that impact security of SSA-provided 

information (e.g. implementation of new data access method) 
o no PII breach 

6.5.1 EIEP Compliance Review Participation 0 · 

SSA may request to meet with the following persons during the compliance review: 

• a sample of managers and/or supervisors responsible for enforcing and monitoring 
ongoing compliance to security requirements and procedures to assess their level of 
training to monitor their employee's use of SSA-provided information, and for 
reviewing reports and taking necessary action 

• the individuals responsible for performing security awareness and employee sanction 
functions to learn how you fulfill this requirement 

• a sample of the EIEP's employees to assess their level of training and 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided information 
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• the individual(s) responsible for management oversight and quality assurance 
functions to confirm how your agency accomplishes this requirement 

• additional individuals as deemed appropriate by SSA 

6.5.2 Verification of Audit Samples 0 

Prior to or during the compliance review, SSA will present to the EIEP a sampling 
of transactions previously submitted to SSA for verification. SSA requires the 
EIEP to verify whether each transaction was, per the terms of their agreement 
with SSA, legitimately submitted by a user authorized to do so. 

SSA requires the EIEP to provide a written attestation of the transaction review 
results. The .document must provide: 

• confirmation that each sample transaction located in the EIEP's audit file 
submitted by its employee(s) was for legitimate and authorized business 
purposes 

• an explanation for each sample transaction located in the EIEP's audit file(s) 
determined to have been unauthorized 

• an explanation for each sample transaction not found in the EIEP's ATS 

When SSA provides the sample transactions to the EIEP, detailed instructions will be 
included. Only an official responsible for the EIEP is to provide the attestation. 

6.6 Scheduling the Onsite Review 0 

SSA will not schedule the onsite review until we approve the EIEP's SDP. SSA will send 
approval notification via email. There is no prescribed period for arranging the subsequent 
onsite review (certification review for an EIEP requesting initial access to SSA-provided 
information for an initial agreement or compliance review for other EIEPs). Unless there 
are compelling circumstances precluding it, the onsite review will follow as soon as 
reasonably possible. 

However, the scheduling of the onsite review may depend on additional factors including: 

• the reason for submission of a plan 

• the severity of security issues, if any 

• circumstances of the previous review, if any 

• SSA workload considerations 

Although the scheduling of the review is contingent upon approval of the SDP, SSA may 
perform an onsite review prior to approval if we determine that it is necessary to 
complete our evaluation of a plan. 
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7. Additional Definitions 0 

Back Button: 

Page 54of70 

Refers to a button on a web browser's toolbar, the backspace button on a 
computer keyboard, a programmed keyboard button or mouse button, etc., 
that returns a user to a previously visited web page or application screen. 

Breach: 

Refers to actual loss, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, unauthorized access, or any similar term referring to 
situations where unauthorized persons have access or potential access to PI! or 
Covered Information, whether physical, electronic, or in spoken word or 
recording. 

Browsing: 

Requests for or queries of SSA-provided information for purposes not related to 
the performance of official job duties. 

Choke Point: 

The firewall between a local network and the Internet is a choke point in 
network security, because any attacker would have to come through that 
channel, which is typically protected and monitored. 

Cloud Computing: 

The term refers to Internet-based computing derived from the cloud 
drawing representing the Internet in computer network diagrams. Cloud 
computing providers deliver on-line and on-demand Internet services. 
Cloud Services normally use a browser or Web Server to deliver and store 
information. 
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A cloud drive is a Web-based service that provides storage space on a remote 
server. 

Cloud Audit: 

Cloud Audit is a specification developed at Cisco Systems, Inc. that provides 
cloud computing service providers a standard way to present and share 
detailed, automated statistics about performance and security. 
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Commingling is the creation of a common database or repository that stores and 
maintains both SSA-provided and preexisting EIEP PII. 

Degaussing: 

Degaussing is the method of using a "special device" (i.e., a device that 
generates a magnetic field) in order to disrupt magnetically recorded 
information. Degaussing can be effective for purging damaged media and media 
with exceptionally large storage capacities. Degaussing is not effective for 
purging non-magnetic media (e.g., optical discs). 

Dial-up: 

Sometimes used synonymously with dial-in, refers to digital data transmission 
over the wires of a local telephone network. 

Function: 

One or more persons or organizational components assigned to serve a 
particular purpose, or perform a particular role. The purpose, activity, or role 
assigned to one or more persons or organizational components. 

Hub: 

As it relates to electronic data exchange with SSA, a hub is an organization, 
which serves as an electronic information conduit or distribution collection 
point. The term Hub is interchangeable with the terms "StateTransmission 
Component," "State Transfer Component," or "STC." 

ICON: 

Interstate Connection Network (various entities use 'Connectivity' rather than 
'Connection') 

IV&V: 

Independent Verification and Validation 

Legacy System: 

A term usually referring to a corporate or organizational computer system or 
network that utilizes outmoded programming languages, software, and/or 
hardware that typically no longer receives support from the original vendors or 
developers. 

Manual Transaction: 

A user-initiated operation (also referred to as a "user-initiated transaction"). 
This is the opposite of a system-generated automated process. 

Example: A user enters a client's information including the client's SSN and 
presses the "ENTER' key to acknowledge that input of data is complete. A 
new screen appears with multiple options, which include "VERIFY SSN" and 
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"CONTINUE". The user has the option to verify the client's SSN or perform 
alternative actions. 

Media Sanitization: 

• Disposal: Refers to the discarding (e.g., recycling) of media that 
contains no sensitive or confidential data. 

• Clearing: This type of media sanitization is adequate for protecting 
information from a robust keyboard attack. Clearing must prevent retrieval 
of information by data, disk, or file recovery utilities. Clearing must be 
resistant to keystroke recovery attempts executed from standard input 
devices and from data scavenging tools. For example, overwriting is an 
acceptable method for clearing media. Deleting items, however, is not 

. sufficient for clearing. 

This process may include overwriting all addressable locations of the data, as 
well as its logical storage location (e.g., its file allocation table). The aim of 
the overwriting process is to replace or obfuscate existing information with 
random data. Most rewriteable media may be cleared by a single overwrite. 
This method of sanitization is not possible on un-writeable or damaged media. 

• Purging: This type of media sanitization is a process that protects 
information from a laboratory attack. The terms clearing and purging are 
sometimes synonymous. However, for some media, clearing is not 
sufficient for purging (i.e., protecting data from a laboratory attack). 
Although most re-writeable media requires a single overwrite, purging 
may require multiple rewrites using different characters for each write 
cycle. 
This is because a laboratory attack involves threats with the capability to 
employ non-standard assets (e.g., specialized hardware) to attempt data 
recovery on media outside of that media's normal operating environment. 

Degaussing is also an example of an acceptable method for purging magnetic 
media. The EIEP should destroy media if purging is not a viable method for . 
sanitization. 

• Destruction: Physical destruction of media is the most effective form of 
sanitization. Methods of destruction include burning, pulverizing, and 
shredding. Any residual medium should be able to withstand a laboratory 
attack. 

Permission module: 

A utility or subprogram within an application, which automatically enforces 
the relationship of a request for or query of SSA-provided information to an 
authorized process or transaction before initiating a transaction. For 
example, requests for verification of an SSN for issuance of a driver's license 
happens automatically from within a state driver's license application. The 
System will not allow a user to request information from SSA unless the 
EIEP's client system contains a record of the subject individual's SSN. 

Screen Scraping: 
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Screen scraping is normally associated with the programmatic collection of visual 
data from a source. Originally, screen scraping referred to the practice of 
reading text data from a computer display terminal's screen. This involves 
reading the terminal's memory through its auxiliary port, or by connecting the 
terminal output port of one computer system to an input port on another. The 
term screen scraping is synonymous with the term bidirectional exchange of 
data. 

A screen scraper might connect to a legacy system via Telnet, emulate the 
keystrokes needed to navigate the legacy user interface, process the resulting 
display output, extract the desired data, and pass it on td a modern system. 

More modern screen scraping techniques include capturing the bitmap data 
from a screen and running it through an optical character reader engine, or 
in the case of graphical user interface applications, querying the graphical 
controls by programmatically obtaining references to their underlying 
programming objects. 

Security Breach: 

- An act from outside an organization that bypasses or violates security policies, 
practices, or procedures. 

Security Incident: 

A security incident happens when a fact or event signifies the possibility that a 
breach of security may be taking place, or may have taken place. All threats are 
security incidents, but not all security incidents are threats. 

Security Violation: 

An act from within an organization that bypasses or disobeys security· 
policies, practices, or procedures. 

Sensitive data: 

Any information, the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interest of the conduct of federal 
programs, or the privacy to which individuals are entitled under section 552a of 
title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress 
to be kept secret in the interest of national defense or foreign policy. · 

SMDS (Switched Multimegabit Data Service (SMDS): 

SMDS is .a telecommunications service that provides connectionless, high
performance, packet-switched data transport. Although not a protocol, it 
supports standard protocols and 
communications interfaces using current technology. 

SSA-provided data/information: 

Synonymous with 'SSA-supplied data/information." Defines information under 
the control of SSA that is provided to an external entity under the terms of an 
information exchange agreement with SSA. The following are examples of 
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SSA-provided data/information: 
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• SSA's response to a request from an EIEP for information from SSA (e.g., date 
of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

SSA data/information: 

This term, sometimes used interchangeably with "SSA-provided data/information•, 
denotes 

information under the control of SSA that is provided to an external entity under 
the terms of an information exchange agreement with SSA. However, "SSA 
data/information" also includes information provided to the EIEP by a source 
other than SSA, but which the EIEP attests to that SSA verified it, or the EIEP 
couples the information with data from SSA as to to certify the accuracy of the 
information. The following are examples of SSA information: 

• SSA's response to a request from an EIEP for information from SSA (e.g., date 
of death) · 

• SSA's response to a query from an EIEP for verification of an SSN 

• Display by the EIEP of SSA's response to a query for verification of an 
SSN and the associated SSN provided by SSA 

• Display by the EIEP of SSA's response to a query for verification of an 
SSN and the associated SSN provided to the EIEP by a source other 
than SSA 

• Electronic records that contain only SSA's response to a query for verification of 
an SSN 

and the associated SSN whether provided to the EIEP by SSA or a source 
other than SSA 

SSN: 

Social Security Number 

STC: 

A State Transmission/Transfer Component is an organization that performs as an 
electronic information conduit or collection point for one or more other entities 
(also referred to as a hub). 

System-generated transaction: 

A transaction automatically triggered by an automated system process. 

Example: A user enters a client's information including the client's SSN on an 
input screen and presses the "ENTER" key to acknowledge that input of data is 
complete. An automated process then matches the SSN against the 
organization's database and when the systems finds no match, automatically 
sends an electronic request for verification of the SSN to SSA. 
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The Term "Systems Process" refers to a software program module that runs 
in the background within an automated batch, online, or other process. 

Third Party: 

This term pertains to an entity (person or organization) provided access to SSA
provided information by an EIEP or other SSA business partner for which one or 
more of the following apply: · 

• is not stipulated access to SSA-provided information by an information-sharing 
agreement between an EIEP and SSA 
• has no information-sharing agreement with SSA 
• SSA does not directly authorize access to SSA-provided information 

Transaction-driven: 

This term pertains to an automatically initiated online query of or request for 
SSA information by an automated transaction process (e.g., driver license 
issuance, etc.). The query or request will only occur the automated process 
meets prescribed conditions. 

Uncontrolled transaction: 

This term pertains to a transaction that falls outside a permission module. An 
uncontrolled transaction is not subject to a systematically enforced relationship 
between an authorized process or application and an existing client record. 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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Exhibit G 
Attachment I A 1 

8. Regulatory References 

0 

Federal Information Processing Standards 

(FIPS) Publications Federal Information 

Security Management Act of 2002 (FISMA) 

Homeland Security Presidential Directive 

(HSPD-12) 

Page 62of70 

National Institute of Standards and Technology (NIST) Special Publications 

Office of Management and Budget (OMB) Circular A-123, Management's 
Responsibility for Internal 
Control 

Office of Management and Budget (OMB) Circular A-130, App,endix III, 
Management of Federal 
Information Resources 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive 
Agency 
Information, June 23, 2006 

Office of Management and Budget (OMB) Memo M-07-16, Memorandum for the 
Heads of Executive 
Departments and Agencies May 22, 2007 

Office of Management and Budget (OMB) Memo M-07-17, Safeguarding Against 
and Responding to the Breach of Personally Identifiable Information, May 22, 
2007 

Privacy Act of 1974 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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Exhibit G 
Attachment I A 1 

9. Frequently Asked Questions 0 
(Click links for answers or additional information) 

1. Q: What is a breach of data? 

Page 63of70 

A: Refer also to Security Breach, Security Incident, and Security 
Violation. 

2. Q: What is employee browsing? 
A: Requests for or queries of SSA-provided information for purposes not 

related to the performance of official job duties 

3. Q: Okay, so the SDP was submitted. Can the Onsite Review be 
scheduled now? 

A: Refer to Scheduling the Onsite Review. 

4. Q: What is a "Permission Module"? 
A: A utility or subprogram within an application, which 

automatically enforces the relationship of a request for or query 
of SSA-provided information to an authorized process or 
transaction before initiating a transaction. For example, if 
requests for verification of an SSN for issuance of a driver's 
license happens automatically from within a state driver's 
license application. The System will not allow a user to request 
information from SSA unless the EIEP's client system contains a 
record of the subject individual's SSN. 

5. Q: What is meant by Screen Scraping? 
A: Screen scraping is normally associated with the programmatic 

collection of visual data from a source. Originally, screen scraping 
referred to the practice of reading text data from a computer display 
terminal's screen. This involves reading the terminal's memory 
through its auxiliary port, or by connecting the terminal output port 
of one computer system to an input port on another. The term 
screen scraping is synonymous with the term bidirectional exchange 
of data. 

A screen scraper might connect to a legacy system via Telnet, 
emulate the keystrokes needed to navigate the legacy user 
interface, process the resulting display output, extract the desired 
data, and pass it on to a modern system. 

More modern screen scraping techniques include capturing the 
bitmap data from a screen and running it through an optical 
character reader engine, or 'in the case of graphical user 
interface applications, querying the graphical controls by 
programmatically obtaining references to their underlying 
programming objects. 

6. Q: When does an EIEP have to submit an SDP? 
A: Refer to When the SDP and RA are Required. 

7. Q: Does an EIEP have to submit an SDP when the agreement is 
34 
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renewed? 

Exhibit G 
Attachment I A 1 Page 64of70 

A: The EIEP does not have to submit an SOP because the agreement 
between the EIEP and SSA was renewed. There are, however, 
circumstances that require an EIEP to submit an SOP. Refer to 
When the SOP and RA are Required. 

8. Q: Is it acceptable to save SSA data with a verified indicator on a 

9. 

10. 

11. 

12. 

13. 

14. 

(EIEP) workstation if the EIEP uses an encrypted hard drive? If not, 
what options does the agency have? 

A: There is no problem with an EIEP saving SSA-provided information 
on the encrypted hard drives of computers used to process SSA 
data if the EIEP retains the information only as provided for in the 
EIEP's data-sharing agreement with SSA. Refer to Data and 
Communications Security. 

Q: Does SSA allow EIEPs to use caching of SSA-provided information on 
the EIEP's workstations? 

A: Caching during processing is not a problem. However, SSA-provided 
information must clear from the cache when the user exits the 
application. Refer to Data and Communications Security. 

Q: What does the term "interconnections to other systems" mean? 
A: As used in SSA's system security requirements document, the term 

"interconnections" is the same as the term "connections." 

Q: Is it acceptable to submit the SOP as a .PDF file? 
A: No, it is not. The document must remain editable. 

Q: Should the EIEP write the SOP from the standpoint of my agency's 
SVES access itself, or from the standpoint of access to all data 
provided to us by SSA? 

A: The SOP is to encompass your agency's electronic access to SSA-
provided information as per the electronic data sharing agreement 
between your agency and SSA. Refer to Developing the SOP. 

Q: If we have a "transaction-driven" system, do we still need a 
permission module? If employees cannot initiate a query to 
SSA, why would we need the permission module? 

A: "Transaction driven" basically means that queries automatically 
submit requests (and it might depend on the transaction). 
Depending on the system's design, queries might not be automatic or 
it may still permit manual transactions. A system may require 
manual transactions to ·correct an error. SSA does not prohibit 
manual transactions if an ATS properly tracks such transactions. If a 
"transaction-driven" system permits any type of alternate access; it still 
requires a permission module, even if it restricts users from performing 
manual transactions. If the system does not require the user to be 
in a particular application or the query to be for an existing record in 
the EIEP's system before the system will allow a query to go through 
to SSA, it would still need a permission module. 

Q: What is an Onsite Compliance Review? 
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A: The Onsite Compliance Review is the process wherein SSA performs 
periodic site visits to its Electronic Information Exchange Partners 
(EIEP) to certify whether the EIEP's technical, managerial, and 
operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEP's 
data sharing agreements with SSA and SSA's associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process. 

15. Q: What are the criteria for performing an Onsite Compliance Review? 
A: The following are criteria for performing the Onsite 

Compliance Review: 

• EIEP initiating new access or new access method for obtaining 
information from SSA 

• EIEP's cyclical review (previous review was performed remotely) 

• EIEP has made significant change(s) in its operating or security 
platform involving SSA-provided information 

• EIEP experienced a breach of SSA-provided personally identifying 
information (PII) 

• EIEP has been determined to be high-risk 

Refer also to the Review Determination Matrix. 

16. Q: What is a Remote Compliance Review? 
A: The Remote Compliance Review is when SSA conducts the meetings 

remotely (e.g., via conference calls). SSA schedules conference calls 
with its EIEPs to determine whether the EIEPs technical, managerial, 
and operational security measures for protecting data obtained · 
electronically from SSA continue to conform to the terms of the EIEP's 
data sharing agreements with SSA and SSA"s associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process. 

17. Q: What are the criteria for performing a Remote Compliance Review? 
A: The EIEP must satisfy the following criteria to qualify for a Remote 

Compliance Review: 

• EIEP's cyclical review (SSA's previous review yielded no findings 
or the EIEP satisfactorily resolved cited findings) 

• EIEP has made no significant change(s) in its operating or 
security platform involving SSA-provided information 

• EIEP has not experienced a breach of SSA-provided 
personally identifiable information (PII) since its 
previous compliance review. 

• SSA rates the EIEP as a low-risk agency or state 
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Refer also to the Review Determination Matrix 
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ATTACHMENT 5 

Page 67of70 

WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS 

OF PERSONALLY IDENTIFIABLE INFORMATION 
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ATTACHMENT 5 

Worksheet for Reporting Loss or Potential Loss of Personally Identifiable 
Information 

1. Information about the individual making the report to the NCSC: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I I Cell: l I Home/Other: l 
E-mail Address: I 

· Check one of the following: 
Management Official I I Security Officer I I Non-Management 

2. Information about the data that was lost/stolen: 
Describe what was lost or stolen (e.g., case file, MBR data): 

Which element(s) of PII did the data contain? 
Name Baille Account Info 
SSN Medical/Health Information 
Date of Birth Benefit Payment Info 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

Estimated volume of records involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): 

If Electronic, what type of device? 
Laptop Tablet Backup Tape Blackberry 

09/27/06 

I 

I 
Workstation Server CD/DVD Blackberry Phone# 
Hard Drive Floppy Disk USBDrive 
Other (describe): 
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ATTACHMENT 5 

Additional Questions if Electronic: 

a. Was the device encrypted? 
b. Was the device password protected? 
c. If a laptop or tablet, was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon PIN: 
Hardware Make/Model: 
Hardware Serial Number: 

Addi . al Qu 'f P ti on estions 1 aper: 

a. Was the information in a locked briefcase? 
b. Was the information in a locked cabinet or drawer? 
c. Was the information in a locked vehicle trunk? 
d. Was the information redacted? 
e. Other circumstances: 
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Yes No Not Sure 

Yes No Not Sure 

4. If the employee/ contractor who was in possession of the data or to whom the 
data was assigned is not the person making the report to the NCSC (as listed in 
#1), information about this employee/contractor: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I I Cell: I I Home/Other: I 
E-mail Address: I 

5. Circumstances of the loss: 
a When was it lost/stolen? 

b. Brief description of how the loss/theft occurred: 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate level component names) 
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09/27/06 

7. Which reports have been filed? (include FPS, local police, and SSA reports) 

Report Filed Yes No Re2ort Number 
Federal Protective Service 
Local Police 

Yes No 
SSA-3114 (Incident Alert) 
SSA-342 (Report of Survey) 
Other (describe) 

8. Other pertinent information (include actions under way; as well as any contacts 
with other agencies, law enforcement or the press): 
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~HCS 

~~ 
JENNIFER KENT 

DIRECTOR 

DATE: 

TO: 

SUBJECT: 

State ot California-Health and Human Services Agency 

Department of Health· Care Services 

April 23, 2015 

San Francisco County Alcohol and Drug Program Administrator 
Contract # 14-90096 . 

EDMUND G. BROWN JR. 
GOVERNOR 

Transmittal of the A01 contract amendment for Substance Use. Disorders'for 
·Fiscal Years 2014-15 through 2016-17. 

Enclosed for signature. is the A01 contract amendment for Substance Use Disorder (SUD) 
services for Fiscal Year (FY) 2014-15 through FY 2016-17. The _A01 contract amendment 
reflects Fiscal Year 2014-15 funding changes (Exhibit B, Attachment 1-A1: Funding Amounts) ' 
and contract changes (Exhibit A - A 1: Scope of Work). 

The contract must be signed by the County Board of Supervisors or their designee and returned 
to the Department.of Health Care Services (DHCS) by close of business June 12, 2015. 

The requirements for processing the enclosed A01 contract amendment include the following: 

> Obtain a resolution, board minutes, order, motion, or ordinance from your County Board 
of Supervisors, which specifically approves and authorizes execution of this contract. 

)> Have the individual authorized by the County Board of Supervisors sign five (5) Standard 
Agreements (Std Form 213). Please ensure that the printed name, title, and address are 
completed and legible. 

)> Return the.following to the Department: 
o Copy of resolution, board minutes, order, motion, or ordinance (or authority 

documentation if signed by someone other than BOS). 
o Five (5) original signed Standard Agreements, (Must provide wet signatures only, 

signature stamps are not an acceptable form of signature) 
o Five (5) copies of each of the following exhibifs: 

../ . Exhibit A - A 1: Scope of Work 

../ Exhibit B, Attachment I - A 1: Funding Amounts 

Fiscal Management and Accountability Branch 
SUD PTRSD, MS 2629 

P.O. Box 997413, Sacramento, CA 95899-7413 
Phone: (916) 323-2043 Fax (916) 323-1176 
Internet Address: r6r¥tfi.iww.DHCS.ca.gov 



Transmittal of the A01 Contract Amendment 
April 23, 2015 
Page2 

» Send to either: 

Regular Mail 
Department of Health Care Services 

A TIN: Scott Oros 
SUD PTRS Division 

P.O. Box 997413, MS 2629 
Sacramento, CA 95899-7413 

Overnight Mail 
Scott Oros 

Department of Health Care Services 
SUD PTRSD Division, MS 2629 

1500 Capitol Ave. 
Sacramento, CA 95814 

)> Retain a copy of the signed Standard Agreement and the documents as outlined in the 
Standard Agreement (copies enclosed) as a temporary record until such time you 
receive a copy of the executed contract amendment 

Upon DHCS's receipt of the signed Standard Agreements, authority documentatior"'I, the Exhibit 
A - A 1 Scope of Work, and Exhibit B, Attachment I ..:._A 1 Funding Amounts, the contract will be 
processed and an original signed copy will be returned for your records with all related 
contractual documents. 

This contract will be valid and enforceable subject to authorization and appropriation of sufficient 
funds to DHCS's budget authority. If sufficient authorization and appropriation of funds to 
DHCS's budget authority is denied, a reduction of funds will be made to your contract. 

We appreciate working with you. If you have any questions, please contact Michael Reeves at 
(916) 327-2621, or Scott Oros at (916) 327-2782. 

Sincerely, 

~qi)~ 
Susan L. King, Chief 
Fiscal. Management and Accountability Branch 
SUD Prevention, Treatment and Recovery Services Division 

Enclosures: 
)> Standard Agreement 
)> Exhibit A -A1: Scope of Work 
>- Exhibit B, Attachment I - A 1: Funding Amounts 
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STATE OF CALIFORNIA 

STANDARD AGREEMENT AMENVMENT 
STD. 213A_DHCS (Rev. 09/14) 

Agreement Number j. Amendment Number 

I A01 !SI Check here if additional pages are added: ± Page(s) 14-90096 

Registration Number: 

1. This Agreement is entered into between the State Agency and Contractor named below: 
State Agency's Name (Also known as DHCS, CDHS, DHS or the State) 

Department of Health Care Services 
Contractor's Name· (Also referred to as Contractor) 

County of San Francisco 
2. The term of this Agreement is: July 1, 2014 

through June 30, 2017 
~~~--------~--' 

3. The maximum amount of this $ 40,371,901 
Agreement after this amendment is: Forty Million, Three Hundred Seventy-One Thousand, Nine Hundred One Dollars 

4. The parties mutually agree to this amendment as follows. All actions noted below are by this reference ma.de a part 
of the Agreement and incorporated herein: 

--------
I. Amendment effective date: July 1, 2014 

II. Purpose of amendment: This amendment 1) increases funding .for Fiscal Year 2014-15 and 2) identifies 
the changes in Exhibit B Attachment I A 1 - Funding Amounts. The contractor is performing more of the 
same services as outlined in the original contract. 

Ill. Certain changes made in this amendment are shown as: Text additions are displayed in bold and 
underline. Text deletions are displayed as strike through text (i.e., .stJ:ike). 

IV. Paragraph 3 (maximum amount payable) on the face of the original STD 213 is increased by $7, 121,875 
and is amended to read: ~0,026 (Thirty Three Million, Two Ht:mdred Fifty Thousand, Twenty Six 
Dollars) $40,371,901 (Forty Million, Three Hundred Seventy-One Thousand, Nine Hundred One 
Dollars). 

(Continued on next page) 

--·----·-·---------------
All other terms and conditions shall remain the same. 

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR · CALIFORNIA 
Department of General Services 

Contractor's Name (If other than an lndlv/duaf, state whether a corporation, partnership, etc.) Use Only 

County of San Francisco 
By(Author/zed Signature) I Date Signed (Do not type) 

fo.5 

Printed Name and Title of Person Signing 

Judith Martin, MD, County AOD Administrator 
Address 

1380 Howard Street,' Room 221 · · 
San Francisco, CA 94103 

STATE OF CALIFORNIA 
Agency Name 

Department of Health Care Services 
By (Aulhorized Signature) I Date Signed (Do not type) 

;?:{ 

Printed Name and Title of Person Signing [gj Exempt per:DGS memo dated 

Don Rodriguez, Chief, Contract Management Unit 07/10/96 and Welfare and Institutions 
Code 14087.4 

Address 

1501 Capitol Avenue, Suite 71.5195, MS 1403,' P.O. Box 997413, 
Sacramento, CA 95899-7413 
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County of San Francisco 
#14-90096 AO 1 

STD 213A 
Page 2 of 2 

V. · Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A A 1 - Scope of Work (2 pages) 

All references to Exhibit A - Scope of Work in any exhibit incorporated into this agreement 
shall hereiinafter be deemed to read Exhibit A A 1 - Scope of Work. Exhibit A is hereby 
replaced in its entirety by the attached revised exhibit. 

VI. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit: 

Exhibit B Attachment I A 1 - Funding Amounts (1 page) 

All references to Exhibit B Attachment I, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit B Attachment I A 1, respectively. Exhibit B 
Attachment I is hereby replaced in its entirety by the attached revised exhibit. 

VII. All other terms and cor:iditions shall remain the same. 
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1. Service Overview 

ExhibitAA1 
Scope of Work 

County Contract 
County of San Francisco 

#14-90096 A01 
Exhibit AA1 

Contractor agrees to provide to the California Department of Health Care Services (DHCS) the 
services described herein. · 

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 10.5 of 
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervisors 
(or designee) for the purpose of providing alcohol and drug services. State and the Contractor 
identified in the Standard Agreement are the only parties to this Contract. This Contract is no~ 
intended, nor shall it be construed, to confer rights on any third party. 

State and the Contractor enter into this contract for the purpose of identifying and providing for 
covered Drug Medi~Cal (DMC) services for substance use treatment in the Contractor's service 
area pursuant to Sections 11848.S(a) and (b) of the Health and Safety Code (hereinafter referred to 
as HSC), Sections 14124.20, 14021.51 - 14021.53, and 14124.20- 14124.25 of the Welfare and 
Institutions Code (hereinafter referred to as W&IC), and Title 22 of the California Code of 
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by authority of Title 45 of the Code of Federal 
Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment Block Grants 
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating activities to prevent 
and treat substance abuse. Block Grant recipients must adhere to SAMHSA's National Outcome 
Measures (NOMs). 

The objective is to make substance use treatment services available to Medi-Cal beneficiaries 
through utilization of federal and state funds available pursuant to Title XIX and Title XXI of the 
Social Security Act for reimbursable covered services rendered by certified DMC providers. 

2. Service Location 

The services shall be perf9rmed at applicable facilities in the County of San Francisco. 

· 3. Service Hours 

The services shall be provided during the workinti hours and days as defined by the Contractor. 

Page 1of2 
679 



\_ 

. County-Contract 
County of San Francisco 

#14-90096 A01 
ExhibitAA1 

4. Project Representatives 

5. 

A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 

Contract/Grant Manager:Mike Reeves 
Telephone: (916) 327 4886 327-2621 
Fax: (916) 323 0653 322-1176 
Email: Michael.reeves@dhcs.ca.aov 

B. Direct all inquiries to: 

Department of Health Care Services -

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: Irma Nieves Scott Oros 
Mail Station Code 2629 
P.O. Box 997413 

· Sacramento, CA, 95899-7777 

Telephone: (916) 323 2087 327-2782 
Fax: (916) 323 0653 322-1176 
Email: lrma.nieves@dhcs.ca.gov 
Scott.Oros@dhcs.ca.aov 

Contractor's/Grantee's Name 

County Administrator 
Tetephone: (415) 255-3722 
Fax: (415) 255-3529 

Contractor's/Grantee's Name · 

San Francisco Department of Public Health 
Attention: County Administrator 
1380 Howard Street, #423 
San Francisco, CA 94103 

Telephone: (415) 255-3722 
Fax: ( 415) 255-3529 

C. Either party may make changes to the information above by giving written notice to the other 
party. Said changes shall not require an amendment to this Agreement. 

See Exhibit A, Attachment I, for a detailed description of the services to be performed. 

Page 2 of 2 
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Exhibit B, Attachment I Al - Funding for Fiscal Year 2014-15 through FY 2016-17 

I county: San Francisco I contract Number.14-90096 

Fiscal Year Z014-15 2014-15 Funding Amount Fiscal Year 2015-16 Amount 

Original AOl Original 

State General Funds 17/1/14 to 6/301151 State General Funds (711115 to 6130116\ 

Drug Medi-Cal_SGF Jl.90,930 490,930 Drug Medi-Cal SGF 490,930 

:TOTAL 490,930 490,930 TOTAL 490,930 

SAPT Block Grant- FFY 2015 Award (10/1(14 to 6/30(16) :}}!::':to':~f~{;o} i;H:':}'io'}:;?o:':'!foi:N 
- Discretionary 5,598,040 5,598,040 - DiscretionarV 5,598,040 

-Adolescent/Youth 368,182 368,182 ·Adolescent/Youth 368,182 

-Preventlon Set-Aside 2,184,472 2,184,472 - Prevention Set-Aside 2,184,472 

-Friday Night Live/Club Live 30,000 30,000 - Friday Night Live/Club live 

- HIV Set Aside 1,363.953 J:,363,953 - HlV Set Aside 1,363,953 

-Perintal 303,303 303,303 - Perintal 303,303 

TOTAL 9,847,950 9,847,950 TOTAL 9,847,950 

Drug Medi-Cal Federal Share 1111114 to 6/30(151 Drug Medi-Cal Federal Share 17/1[15 to 6[30[161 

- Non Perinatal Federal Share - Non Perinatal federal Share 67.3,803 

- Perinatal Federal Share 70,659 70,659 - Perinatal Federal Share 70,659 

TOTAL 7,866,337 l;OTAL 744,462 

GRAND TOTAL -- 18,205.217 GRAND TOTAL 11,083,342 

Original THREE-YEAR TOTAL 33,2&Q,[J26 

AOl THREE-YEAR TOTAL 40371901 

Page lof 1 

Exhibit B,. ..:hrnent I Al 

Version: I AOl 

7/1/2014 Date: 

Fiscat Year 2016-17 Amount 
Original 

State General Funds 17/1116 to 6130/171 
Drug Medi-Cal SGF 490,930 

TOTAL 490,930 

- Discretionary 5,598,040 
-Adolescent/Youth 368,182 
- Preventlon Set-Aside 2,184,472 
- Friday Night Uve/Club live 30,000 
- HIV Set Aside 1,363,953 
-Perintal 303,303 

TOTAL 9,847,950 

Drug Medi-Cal Federal Share (7[1/16 to 6/301171 
- Non Perinatal Federal Share 673,803 
- Perinatal Federal Share 70,659 

TOTAL 744,462 

GRAND TOTAL 11,083,342 
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~HCS 

• 
State of California-Health and Human Services Agency 

Department of Health Care Services 

TOl3Y DOUGLAS EDMUND G. BROWN jk, 
DfRECTOR GOVERNOR 

DATE: October 14, 2014 

TO: County Alcohol and Drug Program Administrators 
County Behavioral Heafth Directors 

SUBJECT: Transmittal ofthe Multi-Year Ct>ntraat for Substance Use Disorder SerVices for 
Fiscal Years 2014-15 through 2016-17 

Enclosed for signature is the multi-year contract for Substance Use Disorder (SUD) services for 
Fiscal Year (FY) 2014-15 through FY 2016-17. DHCS appreciate the col.laborative nature of 
CBHDA wlien working on the revisions ~6 t.his contract. This contract does contain more 
specificity on the roles and responsibilities of-the counties as specified by federal requirements 
as we strive to improve 1he quality of care and access to care for substance use disorder 
services. · 

The contract must be signed by the County Board of Supervisors or their desfgnee and returned 
to the Departmeritof Health Care Senrlces (DHCS} by close of business December 15, 2014. ft 
is important to note that since this Is a· new multi~year contract, your county will not receive 
funding for FY 2014-15 services until su.ch time the contract is fully executed. 

The requirements for processing the enclosed multi~year corittacl include the following: . . 
> Obtain a resolution, board minutes, order, motion, ot ordinance from your County Board 

of Supervisors,. which .specifically approves and authorizes execution of this· contract 
> Have the individual authorized by the County Board 9f SuperVisors sign three (3) 

Standard Agreemems {Std Form 213.). Please ensure that the printed name, title. and 
address. is.completed and Jeg.ible. 

)> Return the following to the Department: 
o Copy of resolution~ board minute$, order, motion, or ordinance (or authorify 

documentation ff signed by someone other than BOS). 
o Three (3) original signed Standard Agreements. 
o One signed original of the Contractor's Certification Clause form (C.CC.307) 

SUD Prevention, Treatment & Recovery Services Division 
1700 K Street, MS 2621, P.O. Box997413 

Sacramento, CA~~S-7413 
Phone: ~9~~) 323:710~. i:a:; __ (¥~6) 319-8219 



Tr~n;smittal of the Multi-Year Contract for S1,1bst~nce ·Use D1s6.rder Service.s for Fl seal Ye.ar~ . 
21)14-15 through 2016-17 · 
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· Send tr> ejtber: 

REGULAR MAii.. 

Department of He~Uh Care S~rvices. 
· ATTN:. S,cott bro.~ 

SUD PTRS DMsion· 
~· P:O. Box 9914131 MS 2629 
Sacramento, C;A 9589~7413 

OVER.NIGHT'MAIL 

· Scqt~ Qros , 
Departm~nt. of Health Car~ Services 

SUD PTRS Division, MS 2629 
1100 K street, 4111 .Ftbor 
Sacramento, CA .95811 

> Make a copy of the signed Standard Agreement as.a temporary record until such time 
you. receive a copy of the executed contract. Also, retain the documents as outnned in 
the St~nd~rd Agreement (copies encloseci). You do not need to return thes~ tO th~ 
Department · 

.Up<:>n OHC.$t~ rE;'!ceipt of th~ sig'!e~ Standard Agreements, authority documentation, and the 
Contractor's Certification Clause form, the contract will be processed and an original signed 
copy will be returned for your records with all related contractUal documents. 

This con~~act wi.11 be v~U.d a.nd enforceable subject to authorization and .appropi:iation Qf sµffici.erit 
funds to .DHCS's budget authority~· If sufficient authorization.am;.! ~pproprlatiqn of'funds to 
DHCS's budget authority is denied, a reduction of funds will be made tci your contract. 

We appreciate working witf1 you. If you have any questtons, plea$e c.ontact your a~signed 
county analy~t within the Ffsc.ei.I Management and Accountabilify Branch. 

SihcE:lrely, 

/}aoan TJ--
sµsan L King·, Chief 
F~cal Management and Accountability Branch. . . 
SUD Prevention. Treatmentand Recov~ryServices'DMsion 

Enclosure~~ See next p(:lge for. list of enclosures. 
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> Standard Agreement (3 copies) 
)> .Exhibit A - Scope of Work · 
> Exhibit A" Attachment l - Program Specifications 
)> Exhibit B 7 Budget Detatl and Payment Provisions 
> Exhibit B, Attachment .J - Funding Amounts 
)> Exhibit o·(F)-SpeCial Terms and Conditions 
);> Exhibit. E - Additional Provisions 
)> Exhibit G - Privacy and Information Security Provisions 
)> Exhibit G, Attachment 1-·social Security Administration Agreement 
)> CCC-307 - Contractors Certification Clause 
)> Fiscal Management and Accountability Branch County Assignment Listing 
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STATS' OF CALIFORNIA 

STANDARD AGREEMENT 
STD 213'_DHCS !f«w. 01/13) 

REGISTRATION NUMBER· AGREEMENT NUMBER 

14-90096 

1. This Agreement is entered into between the State Agency and the Contractor named below: 
STATE AGENCY'S NAME (Also known as DHGS. CDHS, OHS-or lhe S\al!l) 

Department of Heatth Car,e Servlc.e$ 
CONTRACTOR'S NAME {Also referred lo as Contrac!or) 

County of San Francisco 

2; Th~ term of this Agr~ement is: July 1, 2014 
through June 30, 201.7 

3. The maximum amount of this Agreement is: $ 33,250,026 
Thirty-Three Mlllion •. Two Hundred Fifty Thousand, Twenty-Six Dollars 

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference m;;ide a 
part of this Agreement. 

Exhibit A- Scope of Work 
Exhibit A, Attachment. I - Pro~~m Speclffcations. 
Exhiblt B - Budg.et Detaif and Payment Provisions 
ExhibJt a, Attacf')ment I - Funding .Amounts 
Exhibit c *-General Terms and Conditions (GTC~6.10} 
Exhibit D {F)- Special Terms and, CoJid.itJons. 
Exhibit E -Additiqnar Provisions · 
Exhibit G -Privacy and Information Security Provisions 
Exhibit G, Attachment 1-Socfal Security Administration Agreement 

·2 pages 
39-p~ges· 

20 p.:'.IQ~S 
1 page 

GTC610 
26 pages 
4 pages 

31 pages 
66 pag~s 

-----------~.,._ . .._....,.... __ ~ __ ,...,...__, ____ ....,_._ __ ~~~~~~~----~--~~.......-. 
Items shown above with an Asterisk{"), .are hereby incorporated by refer~nce anci made part ofthrs.agf-eement as lf at1a.9hed hereto. 
These docume~ts· can be v!ewed at http:l/v~_ww.dg~:=:_a.gov/ols/~esou.~esf~ta~~~rdContractLanguage.aspx._~-

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR California Department of 

CONTRACTOR'S NAME (it other than an· inclividu11/, state whether a corporation, partnersl)ip, etc.) General ~ervlces Use Only 

County of San Francisco 
BY (Authoriwd Signature) t DATE SIGNED (Don.ottype) 

f5. 
PRINTED NAME AND TITLE OF PERSON SIGNING 

ADDRESS 

STATE OF CALIFORNIA 
AGENCY NAME 

Department of Health Care Services 
BY (Authorized Signature) I DATE SIGNED {Do nol lypfi) 

JO 
PRINTED.NAM!: AND TITLE OF PERSON SIGNING [R] Exempt per: DGS memo dated 

Chr!sfina Soares, Chief, Contracts and Purchi:lsing Section. 07/10/96 and Welfare and lnstltutlpns 
ADDRESS Code 14087.4 

1501 Capitol Aver.iue,, Suite 71.51~q, MS 1493, P.O. Sox 997413, 
Sacramento; CA95899-7413 · 

.. 
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1. Service Overview 

Exhibit A 
Scope of Work. 

County Contract· 
County of San Fra.nc!Sco 

#14-90096 
Exhibit A 

Contractor agrees to provide to the Ca!Ifomfa Department of Hearth Care Serviyes (OHCS) the. 
services described herein. 

St~te _and the Contractor ehter into this contraet by ~utho.rfty: of Chapt~r 3-of'Part ·1, OMs.ion 10.5 of 
the Health anq Safety Code (HSC) and with approval of Contr43cfor's Co.unty B:Qard of Supervisors 
(or designee) for .the purpose of providing alcohol and drug s.ervices. State and the Contractor 
identified in the Standard Agreement are the only parties to this Contract. This Contract is not 
intended; nor shall it be construed, to confer rights on any third partY. 

State and the Contractor enfer into this contract for the purpose of rdentifying and providing for 
covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's service 
area pursuant to Sections 11848.S(a) and (b) of the Health and Safety Cosfe (her~inafter .referred·to· 
as HSC)r Sections 14124.20, 14021.51 -14021.53, and 14124.20-14124.25 of the Welfare and 
Institutions Code (hereinafter referred to as W&IC)t and Title 22 of the California Code of 
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into. this contr~ct l;>y authority of Title 45, of the Cod~ of Federal 
Regulations Part 96 (45 CFR Part 96}, Substance Abuse Prevention and Treatment Block Grants 
(SAPT Block Grant) for the purpose of planning, carryfng out, and evaluating activities to prevent 
and treat substance abuse. Block Grant recipients must adhere to SAMHSA's National Outc6nie! 
Measures (NOMs). 

The objective is to make substance use treatment-services available to Medi-Cal beneficiar!es 
through utilization of federal and state funds available pursuant to Title XIX and Title XX! ofthe 
Social Security Act for reimbursable covered services rendered by certified DMC providers. 

2. Servic~ Loeat~on 

The setvices shaU be performed at applicable facilities in the County of S~m Francisco. 

3. Service Hours 

The services shall be provided during the workin9 hours and days as defined by the Contractor. 



4. Project Representatives 

County Contract 
County of San Francisco 

#14-90096 
Exhibit A 

A The project representatives during the term of this Agreement will be: 

Department of Health Care Services 
Contract/Grant Manager:Mike Reeves 
Telephone: (916) 327.-4886 
Fax: (916) 323 ... 0653 
Email: Michael.reeves@dhcs.ca.oov 

B. Direct an ·inquiries to: 

Department ofHealth Care Services 

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: lrma Nieves 
Mall Station Code 2629 
P.O. Box 997413 
Sacramento, CA; 95899·1777 · 

Tetephone: (916) 323-2087 
Fax: (916} 323-0653 
Email: lrnia.nieves@dhcs.ca.gov 

Contractor's/Grantee's Name 

County Administrator 
Telephone: (415) 255-3722 
Fax: {415) 255-3529 

ContractQr~srGranteets Name 

San Francisco Department of Public Health 
Attention: County Administrator 
1380 Howard Street, #423 
S~n Franci$ct\ CA 94103 

Telephone: ( 415) 255~3722 
Fax: (415) 255-3529 

C. Either party may make changes to the information above by giving written notice to the other 
party. Said changes shall not require an amendment to this Agreement. · 

5. See Exhibit A Attachment 1, for a detailed description of the services to be ·performed. 
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Exhibit A. Attachment I 
Program Specifications 

Part I .. Gen~ral 

A. Additional Contract Restrictions 

County Contract 
County of San Francisco 

#14-90096 
Exhibit A, Attachment I 

This Contr?tct is sutiject to·any additional restrictions, limitations, or conditions enacted by 
the Congresl?. or any statute.enacle.d by:the Congress, which mJ;ly affect the provisions, 
terms, or funding of this Contract in any manner. 

B. Nuflification of Drug Medi-CaJ (DMC) Treatment Program substance· use disorder services 
{if .applicable) 

The pa·rties agree that if the Contractor fails to comply with the: provisions of Welfare and 
Institutions Code.(\iV&I) Se.ction 14124.24,.all areas related to the CMC Treatment Program 
substance use disorder services shall be null and Void and Severed from the remainder of 
this Contract 

In the event the Drug Medi-Cal Tre~tment Program SeI"Vices component of this Contract 
becomes null and void, an updated Exhibit B, Attachment I Will take effect reflecting the 
removal offederal Medicaid funds and DMC State General.Funds.from this Contract. All 
other requirements and conditions of this Contract will remain in effect until amended or 
terminated. 

c. HatchAcl 

Contractor agrees .to comply with the provisions of the Hatch Act (Title 5 U.$C, Sections 
1501-1508), which llmit the political activities of employees whose principal employment 
activlties are funded in whole or in part with federal funds. 

D. No Unlawful Use or Unlawful Use Me$sages Regarding Drugs 

Contractor agrees that information produced through these funds, and which pertains to 
drug and alcohol~ related programs, shall· contain a clearly written statement that there shall 
be no unlawful use'of drugs or alcohoi associated with the program. Additionally, no aspect 
of a drug or alcohol- related program shall include any message on the responsible use, if 
the use is unlawful, of drugs or alcohol (HSC Section 11999-119.99.3). By signing this 
Contract, Contractor agrees thaut will enforce, and will require its Subcontractors to 
enforce, these requirements. 
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. 
county C9ntract 

County of San .Francisco 
#14-90096. 

Exhibit.A, Attachment I 

E. Noncomplfance with Reporting Requiremepts . 

Co!ltracto~ agrees that the -State: has the right to withhold payments until Contractor has 
submitted any required,data and reports to the state, as identified in Exhibit A, Attachment 
J, Part Ill-. Reporting Requirements, or as identified in Doc_ument 1F{a.). R~porting 
Requirements Matrix for Counties. 

F* ~imit~tion on Use of. Fu.nch,l for Pro.m9fion of L.eg~lization of ControUed·Sub~t~nces 
' . 

None of the funqs· made ~vaUable through this Contract may be ·used for any activity that 
promotes the legalization of any drug or other substance included in Schedule I of Se.ctlon 
202 of the Controlled Subst~nces Act (21 USC 812). 

G. . Restrictio.non·Distribution of Sterile Needles 

No funds made availabfe·through thfs Contract shafl bee used tcj carry ciut any pr<>gf.am of 
distributi'ng sterile needles or syringes for the hypoJtermic injei;:tion ofr,my Hle;gal drug unless 
the State chooses to implement a demonstration syringe services program for Injecting drug 
users with Substance Abuse Prevention and Treatment Block Grant funds~ 

H. · Health Insurance Portability and Acc.ountabilityAct (HlPAA) of 1.99$ 

If any of the work performed under this Contract is subject to the HIPM, then Contrai;:tor 
shafl perform the work in compliance with all applicable provisions of HIPM. As identified 
in Exhibit G, the State and County shall cooperate to asswe mutual agreement as to those 
transactions between them, to which this Provision applies .. R~fer to Exhibit G for additional 
information. 

1·. Trading Partner·ReqµirementS 

(a) 

(b) 

(c) 

No Qh~nges. Contractor hereby agrees that for the persolialhealth 
information (Information), it will not changeany:definition, data condition or 
use of a data element or segment as proscribed in the federal HHS 
Tran~action Standard Regulation. (45 'CFR Part 162.915 (a)) 

No Additions. Contractor hereby agrees that for the Information, tt will not 
add any data elements or segments. to the maximum data set as proscribed 

. in the HHS transaction Standard Regulation. (45 CFR Part 1~2.915{b)) 

No Unauthoriz.ed Uses. Contractor hereby ·agrees that for the fnformatlon .. ·lt 
will not use any code or data elements that either are marked ''not used" in 
the HHS Transaction's Implementation specification or are not in the HHS 
Transaction Standard's implementation specifications. ( 45 CFR Part 
162.915 (c)) 
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(d}, 

County Contract 
County of San Francisco 

. #14-90096 
Exhibit A, Attachment I 

No Changes to Meaning or Intent. Contractor hereby agrees that for the 
'Information~ it will not change the meaning or intent of any of the HH$ 
Transaction Standard's imptementationspecificati6n. (45 CFR Part 162.915 
(d)) 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exis.ts the possibility that the State or 
others may request an extension from the uses of a standard in the HHS 
Transaction Standards. If this occurs, Contractor agrees that it will participate in 
such test modifications. 

3. Adequate Testirig 

Contractor is responsibie to adequately test an busin~ss rules appropriate to their 
types and specialties. lfthe Contractor is acting as a clearinghouse for enrolled 
providers, Contractor has obligations· to adequately fest all business rules 
appropriate to each and every provlder type and specialty for which they provide 
clearinghouse services. 

4.. Deficiencies 

Contractor agrees to cure transactions errors or deficie:neies identified by the State, 
a.nd transactions errors or qefitienciesidentified by an·entol!ed provider if the 
Contractor is ~cting as a cl~arlnghouse for that proVider. When County Is a 
clearinghouse, Contractor agrees to properly communicate deficiencies and other 
·pertinent. information regarding electronic transactions to enrolled providers for 
which they provide clearinghouse services. 

5. Code Set Retention 

Both Parties understand and agree to keep.open code sets being processed or 
used in this Agreement for at least the current bitling period or any appeal period, 
Whichever is longer. 

6. Data Transmission Log 

Both Parties· shall establish and maintain a Data Transmission Log, which shall 
record any and all Data Transmission taking place between the Parties quring the 
term of thi$ Contract. Each Party Will take necessary and reasonable steps to 
ensure that such Data Transmissi.on Logs constitute· a current, accurate, complete, 
and unaltered record of any and all Data Transmissions between the Partiesf and 
shall pe retained by each Party for no less than twenty-four (24) months following 
the date of the Oat~ Transmission. The bata Transmission Log may be maintained 
on computer media. or other suitable means proyided that, if it is necessary to do so 1 

the information cohtained in the Data Transmission Log may be retrieved in a timely 
manner and presented in read.able form. 

Page 3of39 
695 



County ContraCt 
County of San Francisco 

#14-90096 
Exhibit A. Attachment I 

I. Nondiscrimination and lnstltutiqnal Safeguards for Religious Providers 

Contractor shall. establish such ·processes· and procedure~ as necessary to .comply with the 
prov1sions of T.itle 42, USC, Se.ctlon 30Qx;.$5 anci Trtl,e·4Z, CfRt Part 54, (Reference 
Do~ment 1 B). · 

J. Counselor Certification 

Any ce>uns~for·providinglnt~k~, as~e$S111ent of li$~d for $~rvices1 treatment or recovery 
pfannin.9~ indiVidual. or group, Gounseling to participants, patients, or residents in a pHCS 
licensed or certified program is required to be certified as defined in Title 9, CCR, D!vi$ion 
4~ Chapter 8. (Document 3H) 

K. Cultural and Linguistic Proficiency 

To 6n,sur~ ~qua! aCCe.$S to qµa{ity ·c(3.re by diverse.j)ppUlafio.n~, each. service provider 
·receiving fu.nds from this contract shall adopt the federal Office of Minority Hearth Culturally 
. and Linguistically Appropriate Service (CLAS) national standards (Document 3V), 

L. Intravenous Drug Use (!VDU) Treatment. 

Contractor shall ensure. that individuals in need of IVDU treafine·nt shafl be encouraged to 
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23(b) of PHS Act). 

M. Tuberculosis Tt~atmerit 

Contractor shall en$ure the following related to Tuberculosis (TB~: 

1. Routlnely· make avail~ble TB services to each individual receiving treatment for 
alcohol' and other drug use and/or abuse; · 

2. Reduce barriers to patients' accepting TB treatment; arid; 

3. DE:)Velop strateg'ies to improve follow-up mtinitoiingf partfauJarlyafter p~.tien~s !eave 
treatment, by disseminating information through edu.ccrtional bulletinS. and technJpal 
assistance. 

N. Trafficking Victim$ Prqte.ction Act of 2000 

Corttrc;i.ctor and ·ns S'uf;:>contratj:ors that provic;le ·seMces· covered by1his C.onkact shall 
comply with Section.1,06(g) of the Trafficking Victims ProtectionActof2000 as amended 
(22 U.S.C. 7104). For full text of the award term, go to: 
http://www.samhsa.gov/grants/trafficking.aspx-

Q. Tribal'QorrimLJniti.es and QrganiZations 

Corttractor shall regµiarly ass~a. (e.g. review population infcmnation available through 
Census, compare to information obtained in CalOMS Treatment to determine whether 
population is being reached, survey Tribal representatives.for insight in potential b.arri$rs) 
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County Contract 
County of San Francisco 

#14·90096 
Exhibit A, Attachment I 

the substance use service needs.of the American Indian/Alaskan Native (Al/AN) population 
within the County geog.raphic area and shall engage in regular an9 meaningful consultation 
and collaboration with elected officials of the tribe, Rancheria, or their designee for the 
purpose of identifying issues/barriers to service delivery arid improvement of the quality, 
effectiveness and accessibility of services available to Al/NA communities within the 
County. 

P. Participation of County Alcohol and Orug Program Administrators Assqciation of California. 

Pµrsuant to HSC Section 11801(g), the .AOD administrator shall participate and represent 
the co.unty in meetings of the County.Alcohol and Drug Program Administrators Association 
of California for the purposes of representing the counties ih their relationship with the state 
with respect to polides, standards, and administration for alcohol. and other. drug abuse 
services. · 

Pursuant to HSC Sectloti 11811.S(c), the county alcohol and drug ptogram administrator 
shall attend any special meetings called by the Director of DHCS. 

Q. Youth Treatment Guidelines 

Contractor will follow the guidelines in Document 1V, incorporated by this. reference, "Youth 
Treatment Guidelines," in ·developing and implementing youth treatment programs funded 
under this. Exhibit, until such time new Youth Treatment Guidelines are, established and 
adopted. No formal amendment of this contract Is required for new guidelines fo apply. 

R. Restrictions on Grantee Lobbying - Appropriations Act Section 503 

No part of any appropriation contained in this Act shall be sued, other than .for formal and 
recognized executive~legislative relationships, for publicity or propaganda purposes, for the 
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television, 
or video presentation designed to support defeat legislation pending before the Congress, 
except in pre~entation to the Congress itself or any State legislature, except iri presentation 
to the ,congress or any State legislative body itsetf.. · 

No part ofany appropriation contained in thiS Act shall be used to pay the salary or 
expenses of any grant ·or contract recipient, or agent during for such redpient, related to 
any·activity designed to Influence legislation or appropriations p·ending before the Congress 
or any. StatEt legislature. 

S. Nondiscrimination in Employment and Services 

By signing this Contract; Contractor certifies that under the laws of the United States and 
the State of California, incorporate.d info th.is Contract by reference and made a part hereof 
as If set forth in full, Contractor will not unlawfully disqrJmlnate against any person. 
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T. Federal l,.;aw·Ra.quirements: 

1. Title Vl of th~ CiVil Rights Act of 1'964, Section 2000d, as amended, prohibiting 
disqrimination ·bC!sed on ~ce, color, o~ natiol'_l.al origin in federally funded progrc:Jm~. 

2. Title VIII of the Civil Rights Act of 1S68 (42 use 3601 et seq.) prohibiting 
discrimination on the basls of race1 coJor, religion, sex, handicap, familial status or 
national origin in the sale or rental of housing, 

3. Age Di$Crimioation A.ct of 1 E!75 (45 CFRPart 90)~ a~ amended '(42 use Sections 
'6101 - 6107}, which prohibits discrimination on the basis of age. · 

4. Age Discrimination in Em pf oyment Act (29 CFR Part 1625) 

5. TitJe I of thf.l: Ar.n~ric~ns with Disabilities Act (~9 CfR Pai}-1 <?30) prohibiting 
discrimination against the dlsabied in employment 

6. Title II of the Americans With Disabilities Act (28 CFR P~rt 35) prohibiting 
discrimination against the disabled by public entities 

7'. Title Hl of the Americans with Disabi.lities Act (28 CFR _Part'36) rei;J.atoing aoce$S 
. 

· 8.. Section 504 qf the Rehabilitatioh Act of 1973, as am~oded (2:~H.ISC -~ction..794}, 
prohibiting discrimination on the basis of handicap 

9.. Executive Order 11246 {42 use 2000(e) et SE'!q·. and 41 CFR Part 60) regarding 
nondiscrimination in employment under fed~ral contracts.and construction contracts 
greater than $10,900 funded by federal financial assistai'!ce-. · 

10. Executive Order 13166 (67·FR 41455) to.. improve··access to federal $ervices for 
those with limited English proficiency · 

11. The Drug Abuse Office and Treatment Act of ·1912·j as amended, relating to 
nondiscrimination on the basis of drug. abus~ 

·12. Th~ Comprehensive Alcohol Abuse_;and Alcohofism Pr~vefition; Treatment and 
Rehabilitation Act of 1970 (P.L. 91-616), as amen\;led. relating to nortd.iscrirrHnation 
on the oasis of alcohol abuse or alcoholism, 

U. State Law Requirements: 

1. .Fair Employment and Housing Act(G.ovemment Code Section 129.00.etseq:) and 
the applicable regulations promulgated thereund~r (California Admini$trative Code,, . 
Title 2, Section 7285.0 et seq.). 

2. · Title z Division 3, Article .9.5 ·of the Government Code, commencing with Sectio.n 
11.135, 
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3. Title 9, Division 41 Chapter 8 of the CCR, commencing with Section 10800 

4. No state or federal funds shail be used by the Contractor or its Subcontractors for 
sectarian worship, instruction, or ·proselyfization. No state funds shall be used by 
the Contractor or its Subcontractors to provide direct, immediate, or substantial 
support to any religious activity; 

5. Noncompliance with the requirements of nondiscrimination in ·services shall 
constitute grounds for state to withhold payments under this Contract or terminate 
all, or any type, of funding_ provid~d hereunder: 

V. This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the· federal or state governments after affect the provisions, terms, or fund.ing of this 
Contract in any manner. 

W. Subcontract Provisions 

Contractor shall include all of the foregoing provisions in all bf its subcontracts. 
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Part II ~ Definitions 

County Contract 
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#14-90096 
Exhibit A, Attachment l 

The words and terms of this Contract are ·intended te» have tlieir usual :meanings uoiess.-.a pl;lrtic~lar 
or more Hmited meaning is associated with their usage pursuant to Divlslon 10..5 of HSC, ·$action 
11750 e~ seq., and Title 9, CCR, Section 9000 et seq. 

A. ••Available Capac;ity" means thf: total number of .units of service {bed days1 hotn1. slot~. 
etc.) that a Contractor actually makes available in the current fiscal year. . . . 

B. "Conttacto~' means the county identifi~d in the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder 
programs. 

c. "Corrective Action Plan" (CAP) means the written plan of action document which the 
Contractor or its subcontr~cted service provider develops anq .submits to DHCS to· adpress· 
or correct a defici~ncy or process that is non-compliant with laws, regulation~ or standards. 

D. "County .. means the·county in which the Contractor physically provides covered substf,lnce 
use treatment services. · 

E. "County Realignment Fi.mdsn rnei;:tris B~havioral Hea!ih Sub~ccount funds received by 
·the county as per C13lifomia Code Section 30025 •. 

F. ''Days» means calf:?ndar days. unless .otheiwise specified .. 

G. ..Dedicated Capacity" means the historically calculated service capacity, by modality. 
adjusted for the projected expansion or reduction in services, which the Contractor agrees 
to make available to provide non-Drug Medi-Cal substance use disorder services to· 
persons eligible for Contractor services. 

H. ..Final Allocation" means the amount of funds identified in the last allocation letter issued 
by the State for the Gurrent fi$cal year. 

l. "Final Settlement" means permanent settlement of the Contractoris actual allowable costs· 
or expenditures as determined at the time of audit, which shall be completed within three 
years of the date the year-end cost settlement report was accepted for interim settlement by 
the State. If the audit is not completed within three years, the interim settlement shall be 
considered as the final settlement. 

J. ..Interim Settlement" m.eei,nS ternpqrary settlement of actual aflowable ~osts or 
expenditures reflected jn the Contractor's year-end cost settlement report. 
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K. "Maximum Payabfe" means the encumbered amount reflected on the Standard 
Agreement of this Contract t:1nd supported by EXhibit B, Attachment I. 

L. "Modality"' means .those necessary overall general service activiti~s to provide .substance 
use disorder services as described in Division 10.5 ofthe .MSC. 

M. "Non~Drug Medi-Cal Amount" means the contracted amountof.SAPT Block Grantfunds . 
for services agreed to by the State .and the Contractor. 

N. "Performance~; means providing the dedicated capacity in accordance with Exhibit B. 
Attachment I, and abiding by the forms of this Exhibit A, including all appiic·able state and 
federal statutes, regulations, and st~ndards, including Afcohol and/or Other Drug 
Certification Standards:(Document 1 P), in expending funds for the· provision Qf alcohol and 
drug services hereunder. · 

O. "Preliminary Settlem~nt" means the settlement of only SAPT funding for counties that do 
include DMC funding. 

P. "'Revenue" means Contractor's income from sources other than the State allocation. 

Q. •'Service Area .. means the geographical area under Contractor's jurisdiction. 

R. ..Service Ele~ent0 is the specific type of seivice performed within the more general 
service modalities. A list of th~ s.e.rvice modalities and service elements and seivice 
elements codes Is incorporated into this Contract as Document 1H(a) "Service Code 
Descriptions", · 

S. ustate's means the Department of Health Care Services or DHCS. 

T. 0 Unit of Service .. mea·ns .the type of unit used to quantify the service modalities/elements. 
The units of services are listed below: 

Support Services · staff hoLirs 
Primary Prevention Services NIA · 
Secondary-Prevention Services staff hours 
Nonresidential Services (Outpatient and Aftercare) staff hours 
Intensive Outpatient Services visit days 
Residential Treatmeht Services bed days 
Narcotic TreatmentProgram 

ln~atlent Detoxification 
Outpatient Detoxification 
Narcotic Replacement Therapy 

Methadone 
Ancillary Services 
Driving Under.:.the~Jnfluence 

bed days 
slot days 
slot days 

staff hours 
persons served 

U. ..Utilization" means the total actual units of.service used by clients and participants. 
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Th~ words and terms of this Contract are intended to have their usual mE?aning unless a specific· or 
more limited meaning is:assqciated withJt)eir usage pursuant to the HSC, Title 9, and/or Titfe 22. 
Definitions of covered treatment moqalities ahd services are found in Trtle 22 (Document2C) and 
are incorporated by this reference. 

A. "Administrative Co.sts., means the Contractor'~ actual .direet costs, as recorded in the 
Contractor'S: financial records and supp.orted. by source c:lcicumentatfon, to' administer the 
pr-0gram oran activity to.provide ~e,rvice te the DMC program. Administrative co¢s do not 
include the cost of treatment qr other direct services to the b~neficiary. Adminlstr;:itive costs 
may include, but are not limited toj the cost of training, programmatic and financial audit 
revi_ews, and activities related to billing. Administrative costs may-inch..ide Contractors 
Qverhead per the approved indirect cost rate proposal pursuant to OMB Circular A~87 and 
the State Controller's Office Handbook of Cost Plan Procedures. 

B. "Authorization" is the approval process for DMC Services priorto the St,Jbinission ofa 
DMCclaim. 

C. ..Benefich1trytt means a person who; {a) has· been determined eligible for Medi-Cal; (b} is 
not institutionaJized; (c) has a substance-related disorder per the "Diagnostic and Statistl.cal 
Manual of Mental Disorders Ill Revised (DSM),• and/or DSM IV criteria; and (d) meets the. 
admission criteria to receive DMC covered services .. 

D~ ucertifi(:)d Provider" means a-·substance use diso,rde:r clinic qntUor s~tellite clinic Jocation 
that has received certification 'to be reimbursed as a DMC clinic by the State to provide 
services as described in Title 22, California Code of Regu1ations, Section 51341.1 •. 

E. "Covered Services•• means those DMC services authorized by Title XIX or Trite XXI ·of the 
Social Security Apt; Title 22 Section 51341.1; W&I Section 14124.24; and Cal~f.ornia's 
Medicaid State Plan. 

F. upirect Provider Contract" means a contract estabJished between the State and a Drug 
Medi--caJ certified provider entered into pursuant to this Agreement for the provision of Drug 
Medi-Cal service.s. 

G.. 'tDrug Medi-Cal .Programv. means the state system wherein beneficiaries. recerve cover~ 
servi~s from DMC~certjfied substance use disorder treatment providers~ 

H« ·~orug Medi-Cal Termination of Certification" means the provider is n.o longer certme.d to 
participate in the 011,.19 Medi-Cal program upon the .State's issuance of a Drug Medi-Cal 
Termination of Certification Termination notice~ 

I. "Early and Periodic Screening, Diagnosis, and.Treatment Program (EP$t)J]•• means 
the federally .mandatec;f Medicaid benefit that entitles full-scope Medi-Cal-covered 
beneficiaries less than 21 years of age to. receive any Medicaid service nece$Saty to correct 
or ameliorate a defect, mi;mtal illn~ss, or other condition, such as a substance'."related 
disorder, that is discovered during a health screening. 
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J. "EPSDT (Supplemental Service)" means the supplemental individual outpatient drug-free 
(ODF) counseling services provided to beneficiaries eligible. forthe EPSDT program. 
Supplemental individual ODF counseling consists of any necessary indlvidua,l substance 
use disorder counseling not otherwis·e included Jn the ODF counseling modality under the 
DMC program. 

K. "Provider C.ertificationn means the provider must be certified in order to participate in the 
Medi-Cal program. 

L. "Federal Financial Participation {FFP}" means the share of feder.aJ Medicaid funds for 
reimbursement of DMC ser\/ices. 

M. "Medical Necessity" means those substance use treatment services that are reasonable 
and necessary to protect life, prevent significant illnE;iss or disability, or alleviate severe pain 
through the dJagnosis and treatment of a disease, illness, or injury or, in the case of 
EPSDT, services that meet the criteria specified in Title, 22, Sections 51303 and 51340.1. 

N. "Minor Consent .DMC Services" are thos.e covered services that, pursuant to family Code 
Section 6.929, may be provided to persons 12..;20 year.s ofd without parental consent. 

O. ;~Narcotic Treatment Program" means an outpatient clinic licensed by the State to provide 
narcotic replacement therapy directed at stabillzatiOn and rehabilitation of persons who are 
opiate-addicted and have a substance use diagnosis. · 

P •. . "Payment Suspension" means the Drug Medi-Cal certified provider has been issued a 
notice pursuant to W&l 14107 .11 and is not authorized to rece,ive payments after the 
payment suspension date for DMC services~ regardless of when the service was provided. 

Q. "Perinatal DMC Services" means covered services as well as mother/child habilitative and 
rehabilltative services; services access (i.e., provision or arrangement of transportation to 
and from medicalty necessary treafment); education to reduce harmful effects of alcohol 
and drugs on· the mother and fetus or infant; and coordination ofancillary services (Title 22, 
Section 51341.1(c).4). 

R. "Postpartum"~ as defined for DMC purposes, means the 60-day peiiod beginning on fhe 
last day of pregnancy, regardless of whether other conditions of ellglbflity are met. Eligibility 
shall end on the last day of the calendar month in whlch the 60th day occurs. · 

· S. ~'Post Service Post Payntent (P$PP} Utilization Review" means the review for program 
compliance and medical necessity conducted by the State after service was rendered and 
paid. State may recover prior payments of Federal and State funds if such review 
det~rmines that the services did not comply with the applicable .statutes, regulations, or 
standards (Cal. Cot;le Regs. Tit. 22, Section 51341.1 ). 

T. "Projected Units of Service" means the number of reimbursable DMC units of service, 
based on historical data and current capacity, the Contractor expects to provide on an 
annual basis. 
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U. 4~·Provider-o.fDMC Services" means.any-person or·entitythatprovides directsubstance 
use treat~ent serviqes· ;:inQ has b·een ceitifieq by. State a~ meeting the'.~standarcts for 
participation in tbe .. DMC pro,Qram set forth'in th~. "OM.C C$rtificatlon S~ndardsfor 
Substance Abuse CUnics~, Document 2E and ~·standards fOr Drug Treatment .Programs 
(October 21, 1981 }". Document 2F. · 

-v~ 0Re-ce~ficati~m" means the process by which the. certtfied clinic anct/or satel.lit$ progr~m 
is required ta submit an appJlcation and specified documentation, as i;feterrnlried by DHCS, 
ta remain eligible to pai:tiqipate in· and be reimbursed in. through the DMC program. Re
certification shall occur no less than every five years from date of previous DMC 
certification or re-certification. 

W. •1satellite Site" ha~ the same meaning as defined if) the DMC Certification Sta:ndard.s for 
Substance Abuse Clinics; · · 

x. 

Y. 

"Statewide Maximum Allowances (SMA)'1 means the maximum amount authorized to be 
paid by DMC for each covered unit of service for outpatient drug free, intensive. outpatient 
treatment, perinatal residential, and Naltrexone treatment services. While the rates are 
approved by the State, they are subject ta change through the regulation process~ The 
SMA for FY 2014-15 is listed in the "Unit of Service" table in Exhibit B, Part V, 

"Subcontract» means an agreement between the Contractor and its Subcontr?ctors. A 
Subcontractor shall not delegate its obligation to provide covered services or .otherwise· 
subcontract for the provision of direct patient/client services. 

"Subcontractor" means an 'individual or entity tnat is DMC certified and has entered. into 
an agreement with the Contractor to be a provider of covered seivices. It: may ~lso mean a 
vendor who has entered into ? procurement agreement with the Contractor to provk!e arty. 
of the administrative functions related to f4lfilling the Contractor's obligation$ under the 
terms of this Exhibit A, Attachment I. -. 

"Temporary Suspension'' ·means the provider 1s temporarily susp~,nded from participating 
in the DMC program as authorized by W&I Section 14043.36(a). The provider cannot bill 
for DMC services from the effective date of the temporary susp.en_siori:. 
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Contractor agrees that the State has the right towithttold payments untll Contractor has submitted 
any required data and reports to the State." as identified Jn thi~ Exhibit A, Attachment I or as 
identified in Document 1F{a), Reporting Requirement Matrix for Counties. 

A. Quarterly Federal Financial Management Report (QFFMR) 

The·QFFMR must be submJttad to reflect quarterly SAPTSG expenditures. 

For the beginning of each federal award year; the due dates are: 

March 1 for the period Octoberthrough December 
June 1 for the period January through March 
September 1 for the period April through June 
December 1 for the period July through Septernber 

B. Year-End Cost Settlement Reports 

Pursuant to W&I Section 14124.24 Contractor shall submit to the State, on November 1 of 
each year, the following year-end cost settlement documents by paper or .electronic 
submission for the previous flscal year: · · 

1. Document 2P, County Certification Year-End Claim for Reimbursement 

2. Document 2P( a) and 2P(b ), Drug Medi-Cal Cost Report Forms for Intensive 
Outpatient Treatment for Non-Perinatal or Perinatal (if applicable) , 

3. Document2P(c) .and.2P(d), Drug Medi-Cal Cost.Report Forms for·Outpatient Drug 
Free Individual Counseling for Non--Perinatal or Perinatal (if applicable) 

4. D.ocument 2P(e) and 2P(f), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Group Counseling for Non-Perinatal or Perinatal (if applicable) 

5. Document 2P(g), Drug Medi-Cal Cost Report Forms· for Residential for Perinatal (if 
applicable) 

6. Document 2P(h) and 2P{i), Drug Medi~Cal Expenditure Forms for Narcotic 
Treatment Programs·for Non-Perinatal or Perinatal (if applicable) 

Electronic program aspr.escribed by the State-that c9ntains the detailed cost report data 
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c. Drug; Medi-Cal Claims and Re:portS 

Contractors or providers that bm the State or the Counfy for services klentifit?d in Sectlon 
51516.1 of Title 22 shall submit claims in accordance with the Departmentof Health Care 
Services DMC Provider Billing Manuaf. 

Claims for DMC.-reimbursement .shall lncluqe onty those services covered l(nder Title 22; 
Section 51341, .1 (c-d) and. admlni~trative charges· that-are anowed under W&IC~. Sections 
14132.44and14132.47, · . · 

1. · Contractor shall c.ertffY the public expendifure was made prior-to s.ubmitti_ng a .claim 
for reimbursement. Contractor shall submit the "Certified Public Expenditurett form 
at the time ofsubmitting the electronic Drug Medi-Car claim, 42..CFR Section 
433.51. Contractor ~~all ~ubmit .to the State the Drug Medi-:-Cal Certification Form 
DHC$ Form DHCS 100224A (Document 40) for each claim file submitted for 
reirt;lbUrsement of the federal Medicaid fµnds. 

2. DMC service claims shall be submitted electronically in a Heatth .h1$t.Jrance 
Portability and Accountability Act (HIPAA) compliantformat(837P)~ AlfadJudicated 
claim information must be retrieved ~Y the Contractor via an &35 HIPAA compliant 
format (Health Care Claim Payment/Advice). · 

3. Thi? fqllo_wing for_ro~ spa.II. t;>e preparetj as needed and retaiAed by the provider ·for 
review by State ·staff; 

(a) M1;.dtiple Billing Override Certification {MC'6700), Document 2K 

(P) Good Ca.use C.ertificatfon(MC.6065A)~, Doq:ume.nt 2L(a) 

( c ). Good CaiJS,e Certification .(MG ~06.56)~ Document 2l(b) 

Jn the absence of gcod qa,use documented on the Good- C~use.. Certification (MC 
6065A or 60658) form, claims that ate not $ubmitted wjthln 30 daY$ ofthe end of the 
month of service shall be denied. The existence ofgood cause shall be determined 
by the State in accog:lance with Title 22, CCR, Sections 51008 and 51008.5. 

4. Certified Public Expenditure.County Administration 

Separate from direct service claims as identified in-#2 above, county·may submit ari 
invoice for administrative costs for administering the DMC program.on a quarterly 
basis. The forin requesting reimbursement sh8:ll be subm,itted ~o DHCS. · 

ft. If while· completing the Utilization Revi~w and Qualify Assurance requirements of 
this Exhibit A, Attachment I, Part V, Section 4 any of the·Contraetor's skuted 
professional medical and personnel and directly supporting staff meet the criteria set 
forth in 42 C.F.R. 432.50{d)(1), then the Con~ractor shall submit.a written req1,.1est · 
that specifically demonstrates how the skilled p~ofessional medical personnel and 
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R. 
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432.50{5)( 1) and outlines the duties they will perform to assist the Department, or 
the Department's skllled professional medical personnel, in activities that are. directly 
related to the administration of the Drug Medl~Cal Program. The Department shall 
r~spond to the C.ontractor's written request within 20 days with either a written 
agreement pursuan~ fo 42 C.F.R:. 432.50(d)(2) approving the request or a written 
explanation as to why the Department does not agree that the Contractor's skilled 
professional medical personnel and directly supporting staff do not meet the criteria 
set forth in 42. C.ER. 432.50(d)(1). 

D. California Outcomes Measurement System (CalOMS)forTreatment (CalOMS~Tx) 

The Cal OMS~ Tx business rules and requirements are: 

1. Contractor contract$ with a software vendor that eomplies with the CaJOMS-Tx data 
collectlon system.require_ments for submission of CalOMS!"Tx.data. A Business 
Associate Agreement (BAA) must be established between the Contractor and the 
software vendor. The BM. must :state that DHCS is allowed to return the processed 
CalOMS-Tx·data to the vendor that supplied. the data to DHCS. 

2. Contractor shail conduct information technology (IT) systems testing and pass State 
certific;atlon testing before commencing submission of CalOMS-Tx data. If the 
Contractor subcontracts with vend Qr for iT services, Contractor. is responsible for 
ensuring that the subcontrac;;ted IT .system is tested and certified by the DHCS prior 
to submitting CalOMS-Tx· data. If Contractor changes or moqifies the Ca!OMS-Tx IT 
system, then C~mtractorshall re-test and pass state re-certification prior to 
·submitting_ data from .new or modified system. 

3. Ele.ctronic submission. of CalOMS-Tx data is due 45 days from the. end of the last 
day of the report month. · · 

4. . Contractor shall comply with data collection and reporting requirements established 
by the DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former 
Department of Alcohol and Drug Programs Bulletins and DHCS Jnformation Notices 
relevant to CaJOMS~Tx data collection. 

5. Contr,actor shall .submit CalOMS-Tx admission, discharge, annual update, 
resubmissions of records contE!ining errors or in need of correction, and "provider no 
activity" report records in an electronic format approved by DHCS. · 

6. Contractor shall comply with the Ca.IOMS-Tx Data Compliance Standards 
establishec:f by DHCS identified in Document 3S tor reporting data content;· data 
quality, data completeness. reporting frequency, reporting deadlines, and reporting 
method. · 

7. Contractor shall participate in Ca.IOMS-Tx informational meetings, trainings, and 
conference calls . 

. 8. Contractor shall implement and maintain a system for collecting and electronf ca!ly 
submitting CalOMS-Tx data. · 
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9.. Contractor shall roeet the requirements as identified in Exhiqit ·0, Privp.cy and 
fnformation Security Provisions and Exhibit G, Attachment 1-SS:A Agreement 2014. 

E. C?lf(omia Outcomes M~asurement System (CalOMS) for Preventioll (CaJO.MS-Pv) 

The CalOM·s:py- .Business,Rutes and Requir.ements are: 

1, By utilizatlo:n of the Ca!OM$ Preventfori U.ser Manual, Contractor shall comply with 
r~uirements. which addr;ess the colfection of information required In the.SAPT Block 
Grant. 

2. Prevention E?ervices/actlvity dat~ iS tO be reported.by t:afOMS~Pv by aU"funqed 
primary :Prevention providers. Services are to be reported by the date of occurrence 
on a monthly basis. No more than one week's data shall be aggregated into one 
r~ported service. . 

3. AH CalOMS~Pv servic;:eiactlvity data shall be reviewed by eaph-ceunty and reJeased 
to the State ho later than 30 days following the close of each qtJarter. The reporting 
quarters ar.e: July through September; October through December; .January through 
March; and April thro~gh .June .. 

4. ReportinQ progress on prevention goals:·.~n~. opjectjVes vlq. to~ Evaluation Module. 
within .CalOMS-Pv shalf be done on· ~n annual ba,si$~ This lnform~titm i.s. (':fue no 
later than SeptembE?r 301h of each fiscal fiscal year. 

5. If the Contractor cannot submit CalOMS:.Pv ~atSI by the established: dµe dat~s, ihet 
Contractor shall submit a written request .for ~n ~xte(!sion. The DHC$ will make .a 
decision and iss,ue a written response ·cm the request for an exter;ision prior to the 
established due d;ate. 

6. Contractor sha1J participate. in CalOMS-Pv .informational m~etjhgs .• trainings, and 
conference calts; · · · 

F. CafOMS· Tx and GalOMS~Pv Generill lnfonnation 

1. tf the Contractor exp~riences system or service failure or other extraordinary 
circumsfamces that affect its al;>ility to timely subriiif'CalOMS-Tx and/or CalOMS-Pv 
data, and or meet other CalOMS-Tx and/or CalOMS-Pv data compliance 
requirements, Contractor shall report the problem in writing before the established 
data sul;>mission deadline$. The written notice shalJ include a remediation.plan·that 
is supject to review and approval by the State. A grace period of up to siX'ty (60) 
days may be granted, at the' State's sole discretion, for the Cof!t.ractor to resolve the 
problem before non-DMC payments are withheld. 
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2. If the State ax~eriences system or service failure, no penalties will be assessed to 
the Contrac~or for late data submi~sion. 

3. Contractor shafl comply With the treatment and prevention data quality standards 
established by the State. Failure to meet these standards on 'ah: ongoing basis may 
result in withholding non:..OMC funds. 

4. If the Contractor submits .data after the established deadllnes, due to a delay or 
. problem, Contractor .is. still· responsible for collecting and reporting data from time of 
delay or problem; 

G.. Drug and Treatment Access Report (DAT AR) 

The DATARbusiness rules.and requirements are: 

1. The Contractor shali be responsible for ensuring that the Contractor-operated 
treatment services. and all treatment providers with whom Contractor makes a 
contract or otherwise pays for the services, submit a monthly DAT AR ·report in an 
electronic copy format as· provided by tne State. 

ln those·insfa:nces where the Contractor maintains,either·diredly or indirectly, a 
·central intake unlt or equivalent which provides intake services including a waiting 
list, the Contractor shall identify and begin submitting monthly OATAR reports for 
the central intake unit by a date to be specified by the State. 

2. The .Coptractor shall ensure that all DAT AR reports are submil:ted by either 
Contractor-operated treatment ser\iices and by each.subcontracted treabnent 
provider to the State. by the 101

h of the month following· the report activity month. 

3. The Contractor shall ensure that.all applicable providers are enrolled in the State's 
web-based DATARWeb program for'submission'of data, accessible on the DHCS 
website when executing the subcontract. 

4. If the Contractor or its subcontractor experiences system or service .failure or other 
extraordinary circumstances that affect its ability to timely submit a monthly DATAR 
report, and/or to meet' data compliance-requirements, the Contractor shall report the 
problem in writing before the established data submission deadlines. The written 
notice shall include a corrective action plan that is subjectto review and approval by 
the State. A grace period of up to sixty (60) days may be granted, at the State's 
sole discretion, for the Con1ractor to resolve the problem before non~DMC payments 
are withheld {See Exhibit B, Parr II, Section 2) . 

.S. ifthe State"experiences system or service failure, no penalties will be assessed to 
Cohtractor for late data submission. 

6. The Contractor shall be considered compliant if a minrmum of 95% of requir-ed 
DAT AR reports. from the Contractor's treatment providers are received by the due 
date. 
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Contractor shall submit annually the total number of teferrals necessltated by religious 
objection to other alternative ~bstanc~ abus~ provider$. This information must be 
submitted to DHCS'.ln a format prescribed by .DHCS and at time required by DHCS 
(reference ADP ·aulletin 04-5). · 

I. Subco,nt~ctor Qocumentatlon 

Contractor shalt require· lts Subcontra~tors that are not licensed or certified by the State to 
submit organizational documents to the State within thirty: (30) days of its execution of an 
initial subcontract, within ninety (90) days of the renewal or continuation of an existing 
subcontract or when there has· been a change in Subcontractor name or owners~ip. 
Organizational documents shall include the Subcon~actor's Articles of Incorporation or 
Partnership Agreements (as applicable), and busiaess licenses, fictitious name permits, 
and such other !nform.ation and·documentation as may be requested bythe Stafe. 

J. i=ailure to meet required reporting requirements shaU·result im 

1. The DHCS will issue a Notice of Deficiency (Deficiencies) to Qontr~Gtor regarding 
specified providers with a deadline to submit the required data and a request for a 
Corrective Action Plan {CAP) to ensure timely reporting in the future. The State wlU 
approve or rej~ct the CAP or request revisions to the C_AP which shall be 
resubmitted to the state within thirty (30) days; 

2. ff the Contractor has not ensqred .·comptiE}nce. ;WithJhe 9a.ta $.l1b.mi~sion or CAP 
request within the designat~d-tf!:neJili~. then.the State rnc;1y withhofq fqnds uotiJ all 
data is submitted. The State shall inform the Contractor when funds wm be 
withheld. · 
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PART IV- Non-Drug Medi~Cal Substance Use Di~orde.r Treatment Services 

Section 1 ~. General Provisions 

A Restrictions on Salaries 

Contractor agrees that no part of'a_ny federal funds provided under this Contract shall be 
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at 
a rate In excess of Level f of the Executive Schedule. Salary and wages schedules may be 
found at http://www.optn.gov/oca. SAPT Block Grant funds used to pay a salary in excess 
-of the rate ·of basic pay for Level I oflhe Executive Schedule shall b.e subject to 
disallowance:. The amount disallowed shall be determined by subtracting the individual's 
actual saiary from the Level I rate of basic pay and multiplying the resurt by the percentage 
of the individual's salary that was paid with SAPT Block Grant funds (Refer~nce: Terms 
and Conditions of.the SAPT Block Grant award.) 

B. · Primary Prevention 

1. The SAPT Block Grant regulation defines "Primary-Prevention Programs" as those 
-programs· directed at "individt:ials who have not been deterrriined to require 
treatmentforsubstanceabuse" (41;) CFR 96.121). Primary Prevention includes 
strategies, programs and initiatives which reduce.both direct and indirect adverse 
personal, social! health, and economic consequences resulting .from problematic 
AOD avaJlability, mantifacture; distribution, promotion, sales; ~nd use. The desired 
result of primary prevention is to promote safe and healthy behaviors and 
environments for individuals, ft:imilies and communities. The Contractor shall 
expend not less than its allocated amount of the Substance Abuse Prevention and 
Treatment (SAPT) Block Grant on primary prevention as described in the SAPT 
Block Grant requirements (45 CFR 96.125). Inappropriate use of these funds for 
non-primary prevention services will require repayment of SAPT Block Grant funds. 

· 2. This contract and any subcontract shall rrieet data reporting requirements for 
capacity, process and oµtcome as required by federal grant requirements. tn 
addition -to" tne Center for-Substance Abus~ Prevention (CSAP's) $ix strategies of 
Information Dissemlnation, Education, Alternative, Problem Identification and 
Referral, Community~Based Process,. aod Environmental, the dat~ for the Institute of 
Medicine prevention categori~s of Universal, Selective and lndicat~d must be 
reported. 

3_ Use of the Strategic Prevention Framework {SPF} is maridatbry"for all counties and 
SPF~required data must be submitte~d via CalOMS Prevention as evidence of 
engagement and use of the practice&. Adheremce to the SPF by subcontractors is 
at the discretron of the subcontracting county. 
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4. No later than January 31 of each year, contractor shaft ·submit a Prevention Mid .. 
Year Budget to DHCS !ndicatiJ')g how the. SAPT Block Grant 2004 Primary 
Prevention Set-Aside shall be spent. Exan1ples of a Prevention Mid-Year Budget 
and supporting documentation can be viewed at 
https://caprev.kithost.net/caprevent2013/pLandKB.aspx (select Library, Fiscal -
Prevention Mid-Year Budget Example for FY .xx.:.)O{);· · 

C. Perinatal Services Network Guidelines 2014 

Contractor ·sn~ll comply with th!3 requirements for perinatal pr0grams funqed u.n~er Exhibit 
A, Attachment I, contained in Document 1G, incorporated by this referem~e. 11Perinatal 
Services Network Guidelines 2014" until such time new Perinatal Services Network 
Guidelines are established and adopted. No formal amendment of thjs contract is r.equired 
for new guidelines to. apply. · 

D. Funds identified in this contract shall qe used ex-cluslvel)i for c9unty aicohot and drug abuse 
services fo the extent activities meet the requirements for receipt of fe¢eral block. gr.ant 
funds. for prevention and treatment of substance abuse de§ciibed I subchapter Xvii of 
Chapter 6A of Title 42 of the United State Code. (Health and. Safety Code section 18100 et. 
seq.) 

Section 2 - Formation and Purpose 

A. Authority 

Sta1e and tf)e Contractor enter ·into this Exhibit-A Attachment l, Part IV1 by a,uthority of 
Chapter 3 of Part 11 Diyision 10.5 of the Health and Saf~ty.Code (HSC) and With approval 
of Contractor's C.6unty Board of .Supervisors (or desfgn~e)for the purpose of providf ng 
alcohol and drug services,. which will be reimbursed pursuant to Exhibit A, Attachment.I. 
State and the Contractor ider.itified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall itbe construed, to confer rights on any 
third party. · · · · · 

B. 'Control Requirements 

1. Performance un<:Jer the terms: of thrs Exhfbit A, Attachment I, Part ·l_V, is subject to a!J 
;:tpplicable federal and state laws, regulations, and standards. ln accepting the 
State drug and alcohol combined program allocation pursuant to HSC Sections 
11814(a) and (b), Contractor shall; (i) establish, a.rid shall require its Subcontractors 
to estap!ish, written procedures consiste'nt with the fol!owing requirements; (ii) 
monitor for compliance with the written procedures; and (i.ii) be held accountable- for 
audit exceptions taken by the State against the Contractor and its Subcontractors 
for any failure to comply with these requirem~nts: · · 

(a). HSC, Division 10;5, cornm~ncing with Section 11760; 

(b) Title 9, California Code of Regulations (CCR}{herein referred fo as Trtle9), 
Division 4, commencing with Section 9000; 
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(c) Government Code Section 16367.8;. 
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(d) .Government Code, Article 7, Feder~lly Mandat~d Audi.ts of Block Grant 
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title· 5, 
commencing at Section 5a130; 

(e) Title 42 United State Code (USC)~.Sections 300~21through300x-31,_300x-
34; 300x~5$, .300).(:..57, and 330x-65 and 66; 

(f) The Single Audit Act Amendments of 1996 (title 31, u~c Sections 7501-
7507) and the Office of Management and Budget {OMS} Circular A-133 
revised .June 27, 2003; 

(g) ·Title 45, Code of Federal. Regulations (CFR), Sections 96.30 through 96.33 
and Sections 9~.120 through 96.137; 

(h) TWe 42i CFR, Sections 8.1 through 8.34; 

(i) Title 21, CFR1 Sections 1301.01·through 1301.93, Department of Justice, 
Controlled Substances; and, · 

(i) state Administrative Manuaf (SAM), Chapter 7200 (General Outline of 
Procedures) . 

. contractor shall be familiar with the above laws, regulations, and guidance and shall 
assure that its SLibcontractots are also lamiliar with such requirements. 

2. The provisions of this Exhibit A, Attachment I, Part IV, are not lhtended to abrogate 
any provisions of law or regulation, or any standards existing or enacted during the 
term of this Contract. · 

3. Contractor shall adhere to ttie applicable provisions of Title 45, CFR, Part 96, 
subparts c and L, as applicable, in the .expenditure ·of the SAPTBG funds. 
Document 1A, 45 .CFR 96, Subparts C an<f L1 is Incorporated by reference. 

4. Documents 1 C and 1D(b), incorporated by this reference, contain additional 
requirements that shall be adhered·to by those Gontractors that receive the types of 
funds specifie~ by each document These exhibits .and documents are: 

(a) Document 1 C, Driving-Uiider.:.the~lnfluence Program Requirements; 

(b) Document 1 D(b ), SAPT Female Offender Treatment Project {FOTP). 
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5. In accordance with the Fiscal Year. 201 f~12 Stat~ .Budget Act.and accompanying 
law_{Ch~pter: 40, St~tu~ of 201 f and Chapter 13, Statues of2011, First 
Extraordinary·Session); contractors that provide Women and Children's Residential 
Treatment Services shaU comply with the program requireme_nts {Section 2.5, 
Required Supplemental/Recovery Support Services) of the Substance Abuse .and· 
Mental Health ~ervice$ Administration's Grant Program for Residential Treatment 
for Pregnant and Postpartum Women", RFA found at 
http://www.samhsa.gov/Grants/2008/ti 08 009.doo 

Section 3 - Performance Provisions 

A Monitoring 

1. Contractors performance under this Exhibit A; Attachment I. Part .iv, shall be· 
monitored. by the State during the term of this Contract. Monitoring criteria shaU 
include, but not be limited to: 

{a) 

(b) 

(c) 

(d) 

{e) 

·Whether the quantity of work or seNices being performed conforms to 
ExhibltB; 

Whether the Contractor has established and is monitoring appropriate quality 
standards; · 

Whether the Contractor i.s abiding by alf the terms and requirements of. this 
Contract; · 

Wh~:ther toe Contractor is abiding by the terms oHhe Perina~! Service~ 
Network Guidelines {Document 1 G); and 

Gontracfor shall conduct annual onsite monitoring reviews of SE?niices and 
subcontracted services for programmatic and fisqal requirements. 
Contractor shall submit copy of their monitoring and audit reports to DHCS. 
within two weeks ofjssuance. 

2-. Failur~ to.comply with the above provisions shaU constiture·grounds for fhe SJpte to 
suspend or recover payments, subject to t~e Contractor's right of appeal, or may 
.result int~rmination of the Contract or both. 

B. Perfonna..nce Ri:iquiremeot$ 

1.. Contractor shafl ·provide services based on funding set forth in Exhibit B, Attachment 
I, and under the terms of this Contract. · · · · 

2. Contractor shan provide services to all elig{bre persons In a(>-9ordance with federal 
and state statutes and regulations. Contractor shall assure that in planning for the 
provision of services, the following barriers to services are considere.d and 
addressed: 
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(a) Lack of educational materials or other resources for the provision of 
services~ 

. (b) Geographic isolation and· transportation needs· of-persons seeking services 
or remoteness .of servi.ces; 

(c) lnstitutional; cultural, and/or ethnicity barriers; 

(d) Language· differences; 

(e) Lack ·of service. advocates; 

(f) FE)ilure to survey or qtherwise identify the barrier$ to service accessibility; 
and, · 

(g) Needs· of persons With a disability. 

3. Contractor shall compJy with any additional requirements of. the documents that 
have been incorporated herein by referenpe, including, but not limited to, those on 
the "Lfst of Exhibit.A, Attachment_ I Documents incorporafe by Reference for Fiscal 
Year 2014~15'' which is attached to Exhibit A, Attachment I. 

4. Amounts awarded pursuantt() Exhibit A, Attachment I s_hall be.used exc1L1sivelyfor 
providing alcohol and/or drug program services consistent with the purpose of the 
·funding. 

5. 'DHCS. shall issue a report fo Contractor after: conducting monitoring, utilizatkmj or 
auditing reviews of county or county subcontracted providers. When the DHCS 
report identifies non"compliant services1or processes, it shalf require.a CAP. The 
Contractot, or in coordination with its subcont~cted provider; shaU ·submit a CAP to 
DHCS within the designated tim~frame specified by DHcS. 

:e. The CAP shall .include a st~tement'of the problem and the goal of the actions the 
Contractor and odts sub-contracted provider will :take to correct the deficiency or 
n'on-complianc~ The CAP .shall: 

·(a) Address the specific actions to correct deficiency or non~compliance 

(b) Identify who/which unTt(s) wm act; who/which unit(s) are accountable for 
acting; and 

( c) Provide a timeline to complete the actions. 
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Part V: Drug Medi .. Cal Treatment Program Substance_ Use Disorder Services· 

Section 1. Formation and Putpose 

A. This .Exhibit A. Attachment l, Part V of ihe Contract is entered into ~Y and between. the 
State and the Contractor for the purpose of identifyjng and proViding for covered DMC 
ser¥ices fpr substance use disprder treatment in the Contractor's service area pursuant to 
Sections 1 t848.5(a) and (b) of the Health and S~fety Code (hereinafter referred to a$ 
HSC), Sections 14124.20, 14021.51 -14021.53, and 14124.20-14124.25 ofthe W&l, 
and Title 22 of the California Code of Regulations (hereinafter referred to as Title 22), 
Sections 51341.1, 51490.1, and 51516.1. 

B.. lt ls further agreed this Contract is controlled by applicable provisions o.f: (a) the W&t, 
Chapter 7, Sections 14000, etseq., in·p;articular, but not limited to, ~~ctioris ·14100~2 .• 
14021, 14021.5, 14021.6, 14043, et seq., (b) Title 22, incl1,1cjing but not limited to Sections 
51490.1, 51341.1and51516.1; and (c) Division 4 of Title 9 of the California Code of 
Regulations '(hereinafter referred to ~s Tjtle 9). 

C. lt is understood and agreed that nothing contained iri this contract sh~ll be construed to 
impair the single _state agency authorify of DHCS. 

D. The objective of this contract is to make substt;ince use disorder treatment services 
available to Medi-Car beneficiaries through.utmzation of federal and state funds available 
pursuant to Title X_IX or Title XXI of the S9cial Security Act for reimbursable covered 
services rendered by certified DMC providers.. · 

E. Awards under the Medical Assistance Program (CFDA 93~778) are no ionger excluded from 
coverage under the HHS implementation of the A-102·comrnon Rulei 45 CFRpart 92 
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for 
any grant award under this program made after issuance of the initial awards.for the second • 
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45 
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87 
{as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and 
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB 
C-10, available on the Internet at http://rates·.psc.gov/fms/dca/asmb%20c-1 O.pdf. 
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A. Covered Services 
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1. Contractor shall establlsh assessment and .'referral procedures and sha![ arrange, 
provide~ or subcontract for covered ser\tices In the Con'tr~ctors service area. 
Covered services Include: 

(a) Outpatient drug-free treatment; 

(b) Narcotic replacement therapy; 

( c) Naltrexone treatment; 

( d) Intensive Outpatient Treatment and, 

(e) Perinatal Residential Substance Abuse Services (excluding room and 
board).· · 

2. · Narcotic treatment program services pe;-W&IC 14124:22: 

In addition to narcotic treatment program services,·a narcotic treatment program 
provider who is also enrolled as a Medl~Cal. provider inay provide medieally 
necessary freatment of concurrent health conditions within the scope of the 
provider's practice, to Medi-Cal beneficiaries who are not enrolled in managed care 
. plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to 
those plans for receipt of medieaHy necessaryrnedieal :ti'eatmeritof concurrent 
health conditions. · 

Diagnosis andJreatrnent of concurrent health conditions of.Medi-Cal beneficiaries 
not enroll~d .in managed care plans by a narcotic treatment program provider may 
.be provided within tbe Medi-Cal cov~rage limits. When the services are not part of 
the substance use disorder treatment reimbursed pursuantto Section 14021.51, 
services shall be reimbursed iri accordan·ce with the Medi-Cal program. Services . 
reimbursable under this section shall include1 but not limited to, all of the following: 

'(a) Medical treatment visits 

(b} Dlagnoslic blood, urine, and X~rays 

'(c) Psychological and psychiatric tests and services 

(d) Quantitative blood and urine toxicology a.ssc:iys 

(e) Medical supplies 
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A narcotic tr-eatment provider •. who is enrolled as a Medi~Cal fee-for.-serv.ice 
provider, shall not seek reimbursement from a beneficiary for substance abu$e 
treatment services, if services for treatment of concurrent health conditipns are 
billed to the Medi-Cal fee-for-service program. 

3. In the event of a· conflict between the definition .of services contained Jn this Section 
of the Contract, and the definition of services inTitfe 22, Sections 51:341.1, 51490.1, 
an_d 51516.1, the provisions of Title 22 shall govern. 

4. Contra.ctor, to t.h$ ex~ent applicable. shall CC!inply with 11SQbky v. Smoley" (Document 
2A), 855 E Supp. 1123 (E.D. Cal 1994), incotporat~d by,this reference.· 

5. Contrc;ictor shall corn ply with feder~I. ~rid state mandates to provide afcohol alid 
other drug treatment services deemed medically necessary for Medi-Cal eligible: 
( 1) pregnant and postpartum _women, and, (2) youth under age 21 who are eligible 
under the EPSDT Program 

(a) If Drug Medi:Cal si;lrvices.are pro\iided to Minor Consent beneficiaries; 
Contractor shall comply with California Family Code Section 6929, and 
Califor_nia Code of Regulations, Title 22; Sections 50147.1, 50030, 50063.51 

50157(f)(3), 50167(a)(6)(D), and 50195(d). · 

B.. Ac.ces$ to Services 

1. Subject to OHCS ,provider' enrollm~nf;certificatio.n r~quirefue.ntS.i Contractor shall 
maintain continuous availability and accessibility Qt cover$d s~rvices and facilities, 
service sites, and personnel to provide-the coveroo·services through use of DMC · 
certified proviqers. Such services shall not be limited due to budgetary constraints. 

(a) 

(b) 

(c} 

When a requl?.~tfor covered $ef\lices is made by a-· beneficiary, Contractor 
shall require services to be Initiated with reasonable promptn(;1ss .. Contractor 

· shall have a d.ocumented system fcir monitoring and evaluatinsfaccessibility 
qf car~ .• including a system for addre~ing problems that develqp regarding 
w~iting times and appointments. · · 

The contraetor shall authorize residential servJOO.s ·in accordance. with the 
medical necessity criteria specified in Title 22, Section 51303 and th~ 
coverage provisions of the approved state Medi-Cal Plan. Room and board 
are not reimbursable DMC service. If services are denied, the provid~r ~ha.II 
inform the beneficiary in accordancewith Title 22, Section 51341. t (p). 

Contractor shall require that treatment programs. are· accessible to people 
with disabilities in accordance with Title 45, Co.de of Federal Regulations 
(herein.after referred to as CFR), Part 84 and the Americans wifh Disabilities 
Act. . . · 

2. Covered services, whether provided directly by the Contractor or throqgh 
subcontractors with DMC certified and. enrolled programs·, shall .be provided to 
beneficiaries without regard to the beneficiaries' county of residence: 
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3. · The failure of the Contractor ot:m~ Subcontractors to comply with Section B of this 
Part wUI be deemed a breach of this Contract sufficient to terminate this Contract for. 
cause. In-the event the Contract is terminated, the provision of this Exhibi~ 
Attachment I, Part I, Section B; shall apply. 

c. Payment For Services 

1. The Department shall make the appropriate payments set forth in Exhibit B and take 
all available steps to secure· and pay FF? and State General Funds (SGF) to the 
Contractor, once the Department receives FFP and SGF; for claims submitted by 
the Contractor. The Department shall notify Contractor and allow Contractor an 
9pportunity to comm.entto the Department when qu13stions are posed by CMS, or 
when there is a federa(deferral; withholding, or disallowance with respect to claims 
made by the Contractor. 

2. . Contractor shalf amend its subcontracts for covered services in order to provide 
sufficient funds to match aliowable federal Medicaid reimbursements for any 
increase ih provider DMC services to beneficiaries. 

3. In the event that the Contractor fails "to provide. cov~red services -in accordance with 
the provisions of this Contract, at the discretion of the State, Contractor may be 
required to forfeitlts county realignment fi,mds pursuant to Government Code 
S~ction 30027.10 (a)through (d) from the Behavioral Health Subaccount that is set 
aside for Drug Medi-Cal services ahd surrender its authority to function as the 
admlhlstratqr of covered services il.1 its service area. 

Section 3: Drug MediMCal Certification and Continued Certification 

A DMC Certification and Enrollment 

1. The State wilf certify eligible providers to participate in the DMC program. 

2. The Department.shall certify any county operated or non-governmental providers. 
This certlfica.tion shall be performed prior to the-date on which the Contractor begins 
to deliver sel'Vices· under this· contract at these sites. 

3. Contractor .shall require. that providers of perinata1 DMC services are properly 
certified io provide.these services and comply with the requirements contained in 
Title 22, Section 51341;1, Services for Pregnant and Postpartum Women. 

4. Contractor shall. require.all the subcontracte<;l providers of services to be licensed, 
registered, DMC certified an<;i/or approved in accor:dance with applicable laws and 
regulations. Contractor's subcontracts shall require that providers comply with the 
following regulations and guidelines: 

(a) Title 21, CFR Part 1300, ~t seq.,.Titl13 42, QFR, Part 8; 
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(b) 

(c) 

(d) 

{e)' 
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Drug. Medi-Gal C~rtiflcatiqn Standards for Subs~ance· Abuse· qunics 
(D6cqmenf2E); . 

Title 22, CCR •. Sections 51$41.1, .. 51490.1, and ·51516.1, (Document 2CX 

Standards for Orug Treatment Program$ (October 21, 1·951) (Oocqment 2F); 

Title 9i C.CR, Divi$ion 4, Chapter 4, $i.lbchap.ter 1, $e~th:>ns 10000, et seq. ; 
and · · 

Title 22, cc~ sections 51000.et..seq. 

In the e\i'erit. of conflicts, the provisions of Title 22 'shall control if ihey ~re more 
stringent 

5. The Contractor shall report to the state within 39 days of any addition or change hi 
the information previously submitted in·the appjication package for certification. Th~ 
Contractor shall report the addition or change by submitting a complete application 
package for enrollment. 

a. Contractor shall notify the State in.writing pri.orto red.ucing the provision-0f cove.red 
services. In addition, any proposal to change the locaticm where covered services 
are proVided, or to reduee thelr availability, shall be submitted. iri an application to 
the St?te si?<ty (60) days prior to th~ proposed effective date •. Contractor shall not 
implement proposed changes. prior to receiving Written approval from the State. 
Contractor shall not implement the proposed changes if the State denies the 
Contractor's proposal. · 

7. If". at any time, a· Subcontractor's license, registration, certification, or approval to 
operate a substance use treatment program or provide a covered service is 
revoked, suspended, modiftedi or not renewed, the Contractor must notify OHOS 
within two business days. 

{a): A provider's certification to participE1te in ttie PMO progra.m s.hall 
ciutomatically terminate in the event that the pr0vider or its owners. offi~rs 
or directors are oonvicted of Medi-Cal fraud, abuse or malfeasance. For
purposes of this section, a conviction shall include a plea of guilty or nolo 
contendere. 

B. Continued .Certification 

1: All DMC certified· provider:s shafl be :subject' to oonfint,iing certification requiroments 
at least once.every five years. 

2. The Dep~rtrnent may ~How the Contracto[ to continu~ deliv~ring.covered servi~s to 
beneficiaries at a site subject to on~slt~.review by the Department as pl;lrt of the 
recertification process prior to the dale of the on-.site review, provided the site is 
operational, the certification remains valid, and has all required fire clearances. 
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3. State wlll conduct recertification onwsite visits at clinics for circumstances identified 
in the "Drug Medi~Cal Certification"Standards for Substance Abuse Clihic5" 
(Document 2E). Document 2E contains the appeal process in the event the State 
disapproves a. provider;s request for certification or recertification and shall be 
incfuded in the Contractor's subcontracts. 

Section 4: Monitoring. 

A. State Monitoring 

1. DHCS Monitoring Reviews and Financial Audits of Contractor 

The Department shall monitor the Contractor's operations for compliance with the 
provisions of this contract, and applicable federal and state law and regulations. 
Such monitoring activities shail .inciude, but not be limited to, inspection and auditing 
of Contractor·Services,..management.systems and procedures, and books and · 
records, as the Department.deems appropriate; atahy time during the Contractor's 
or facility's norm~Jbusiness hours. When monitoring activities identify areas of non
compliance, the Department shatl issue reports to the Contractor detaning findings, 
recommendations, and corrective action .. 

2. Post Service Post Payment i.J.tilization Reviews-

(a) 

(b} 

(c) 

The Department sh;;ill conduct Post Service Post Payment Utilization 
Reviews. of claims for DMC services. The DHCS shall issue the PSPP 
report to the Contractor with a copy to subcontracted DMC provider. The 
Contractor shall be responsible to ensure any deficiencies are remediated 
pur~uarit to Sections 1 and 2 herein. The Contractor shall certify the. 
deficiencies have been remediated and are complete, pursuant to Section 
4(A), Paragraph (C) .. herein . 

. State. shall cond.uct Post Service Post Payment (PSPP) utilization reviews in 
accordance with title 22 Section. 51341.1. Any claimed DMC service may 
he. reviewed for cotnpllance With an applicable .standards, regulations and 
program .coverage after service$ are rendered and. the claim paid. 

State shall take appropriate steps in accordance with Title 22, CCR, Section 
51341. 1 to recover payments made if subsequent investigation uncov~rs 
evidence that the qla'Im(s) should not have been paid or that DMC sei"vlces 
have been improperly i.ltiliz~d, and/or shaU take the corrective action as 
appropriate. If programmatic or fiscal deficiencies are identified, the Provider 
shall be required to submit a Corrective Action Plan to DHCS via the 
Contractor for approval: 
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-i. Pursyantto .CCR, Titl~ 22,_Section 51341.1(0), all d.eficiencle$ 
identltieg by tbe, Post Service Post Payment (PSPP) review, whether 
or riot a.recover}t of funds results, mustb.e corrected !;ind a Corrective 
Action Plan (CAP) must be submitted to the OMO PSPP Unit within 
60 days of the date of the report. 

( 1) The plan shall: 

(2.) 

(3) 

a. Address each demand for recovery of payment and/or 
programmatic deficiency; 

b. Provide a specific description of how th~ deficiency 
shall be corrected; and · 

c. Specify th~ date of implementation (jf the corrective 
action. 

DHCS will provide·writtEm approval ofthe'CAP to the 
Contractor wlth a copy to the Provider. If PHCS doe.s not 
approve the CAP su.bmitted by the Provider via the 
Contractor, DHCS will provide guidance on the deficient areas 
and request an ~pdated CAP from the Cont~ctor wi~h a .copy 
to the Provider with a new deadline for submission,. 

If th.e Provider, via the Contra'(;tor, <lie~ not submit a CAP. or, 
does not implement the approved CAP provisions within the 
designated timeline, then bHCS may withhold funds until th.a 
Contractor brings the Provider into compliance~ The State 
shall inform the Coritractor whe.n funds will be withheld. 

(d) Contractor and/or Subcontractor may appeal DMCdispositions concerning 
demands for recovery of payment and/or prqgrammatic defiQlenpies of 
specific claims. Such appeals shall be h?ndled p1.;1rsuejtnt to title 22, CCR, 
Section 51341.1(q). This section shall not.apply to those gnevan~s or 
complaints arising from the financial findings of an audit or examination 
made· by or on behalf of the State pursuant to Exhibit 81 Part JI, Section 3, of 
this Contract. 

(~} State shall monitor the Subcontractor's compliance with PSPP utilization 
review requirements in accordance with Title 22 •. Counties are also required 
to monitor of tf:te suoconti:actor's compliance pursuant to Section 4, 
Paragraph A.2, of this contract. The federal government may also review the 
existence and ·effecUveness of the State's L1tilization review system. • 

{f) C.ontractor sfiall· implement and maintain compliance with the s~tem of 
review described in Title 22, Section 51341.1, for the purposes of reviewing 
the utilization~ quality, and appropriateness of covered services and ensuring 
that all applicable Medi-Cal requirements are met. 
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Contractor shall assur~ that subcontracfor sites must keep a record of the 
clients/patients being treated at. that locaUon. Contractor shall retain client 
records for a minimum of three (3)years from the date ofthe last face-to
face contact. When an audit by the Federal Government or the State has 
been start,ed before lhg expiratfon of the three-year period, the client records 
shall be maintained untif completion of the audit-~nd the final resolution of all 
issues as a result ·of .the audit. 

3.. Training 

(a) 

. (b) 

DHCS Substance Use Disorder Prevention, Treatment, and Recover 
Services (SUD PTRS) shall provide ·mandatorY annual training to the 
Contractor on the requirements pf Title 22 and the Drug Medi-Cal progr$m 
requirements. 

Cc;intractor may request additional Technical Assistance or training from 
SUD PTRS on ·an ad hoc basis. 

B. Con.tractor Monitoring 

1. Program Integrity: Contractor is responsible for ensuring program integrity of its 
ser\iices and its.subcontracted providers thrQugh a system ofoversight, which shall 
include at least.the following: 

(a) 

(b} 

Compllani;:e with state and feqeral ·_1aw. and regulations; ·including, but not 
timit~d.tq, 42 .. CFR 433 .. 32,_42'CFR433.5.1f 42 CFR 43t.aoo· et. seq.t.42 
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et. seq.; 42 CFR 456 et seq., 
42.CFR 456·.23,_22 CCR 51490, 22 CCR51490.1, 22.CCR 51341.1, 22 
CCR·51159, WlC 14124.1, andW!C 14124.2; 

Contractor shall conduct, at feast annualiy, a programmatic and fiscal audit 
of DMC.providers to assure covered services are being approprlatefy 
rendered. The annual audit must ihctude an on-site vtsit of the service 
provider:. Reports of the annual audit shall be provided to the Department's 
DMC. PSPP unit at 

Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, PSPP Unit 
Department of Health Care Services 
PO Box 997413, MS-2621 
Sacramento, CA 9589.9-7413;. 

Or by secure-. encrypted email to: SUDCountyReports@dhcs.ca.gov 

Al!ditreports shall be provided within 2 weeks of completion by the 
Contractor. · 

Technical assistance· rs available to counties from DHCS SUD PTRS. 
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ca·ntractor shall ensure that DATAR submissions, de1ailed in Part III, 
Paragraph G of this contract.are complied with PY all treatment providers and 
subcontracted treatment provlqers. Contractor shall certify that each 
subcontracted provider is enrolled in DAT AR at the time of execution of the . 
subcontract.· 

Contraetor ·must monitor aod certify corf!pliance andlor .completion by 
Providers with CAP requirernents{detailed in Section4, Paragraph(A).(2)(c)) 
as required by any PSPP review. Contractor shall certify to DHCS, using"_l:f!e 
form developed by DHCS that the requirements in the CAP h~ve been 
comple.ted by the Contractor and/or the provide~. Submission of form Qy 
Contractor must be accomplished within the timeline specified in the 
approved CAP. as noticed ~y DHCS. 

Contractor shaH eertify that OMO claims submitted ,to the state .have .been 
s1:1oject to review and verification process for accuracy and legl.timacy. ( 45 
CFR 430:30, 433.32, 433,51 ). Contractors shall not s.ubmit claims for 
services rendered to any beneficiary after the beneficiary's date of death •. at 
from uncertified or decertified providers. 

2. Training to DMC Subcpntractors 

(a) Contractor shall provide -training on ·the requirements pf Title 22 regulations 
and OMO requirements at least annually to ;ail StJboonttacled provld!91'$. 
Attendance of any subcontracted ,provider at the annual trainings offered by 
DHCS (specified in Section 4, paragraph (A)(3) of this contract) shall suffice 
to meet the requirements·of this provision. Contractor shall report 
compliance with this section toDHC$ annually as part of the DHCS County 
m.onitoring process. · 

a. Monthly M~nitortng 

(a} Contr.aCtor shall check the status of an providers monthly to ensure that they- · 
are continuing active participation in the DMC program. Any~ubcontracted 
provider who surrenders their certifiqation or closes their facility must be 
reported by the Contractor to the Department within two (2) business days of 
notificatipn or discovery. 

· (b) During the motithly status check, the Contractor shall monitor for a triggering 
recertification event (change in ownership; change in scope of services1 

remodeling of facility, or change in location) and report any triggering events 
to the state within two (2) business days of notification or disc6very. · 
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4. Program Complaints 

(a) All compJai.nts received by Contrl;lctor regarding-a DMC.certified facility shall 
be forwar.ded to the SUD Cornpfiance DMsjon •. Complaints Unit within two 
(2) business days of receipt as follbws. 

Complaints are to be,submitteq to: 
Department. of Health Care. Services 
S1,1bstance Use Disorder Services - Compliance Division 
P.O. Box 997413, MS#2601 
Sacramento1 CA 95899-7413 

The Cdtnplalnt Form is available and can also be submitted online at 
htto://www .dhcs.ca.govlindividuals/Pages/Sud-Comp!aints.aspx 

Complaints can also b5t sent by FAX to: 

Fax form to: (916) 445-5084 

Complaints for Residentfal Adult-Alcoholism or Drug Abuse Recovery or 
Treatment Facilities may al.so b~ made by telephoning the appropriate 
licensing branch liste;d oelow: 

SUD Compliance .Divis.ion.; 

Public Number: (916} 322~2911 
Tolf Free Number: {877) 685-8333 

Counties shall be resppnsible for lnvestlgatfng complaints and providing the 
results of all investigations to me Department's SUD Complaint Compliance 
Division within two (2) business days of completion; 

5. Record Retention 

(a) Contractor shall include instructions on reGord retention and include in any 
subcontract with providers th.e mandate to keep and maintain records for 
E!ach SE!rvice rendered, to whom it was rendereq, and the date of service, 
pursuant to W&I Section 14214.1and42 CFR 433.32; and 22 CCR section 
51341,1. ' 

6. Subcontract Termination 

· {a) The Contractor must lio1ify DHCS of the termination of any contract with a 
t;:ertffied subcontracted provider, and the basis for ter:minatton of the. contract~ 
within two (2) business days. 
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(a) If. the Contractor fails to ensure any of the foregoing oversightthrough an 
adeqµate system of monitoring, µtilization reView, and fispal and 
programmatic controls, the Department may request a CAP from the 
Contractor to address these deficiencies and a timeline for imptementation. 
Failure to submit a CAP or adhere to the provisions in the CAP. can result in 
a withhold of SAPT fund$ allocated to Contractor for the provision of 
services,.~nd/or termination of this contract for.cause 

(b) Failure to complyw1th Monitoring requirements shaU result in: 

i. DHCS shall issµe.a report to Contractor·afier oonducnng monitoring; 
utilization, or fiscal auditing reviews of a county. When the DHCS 
report identifies non·compliant services or processes, it shall require 
a CAP. The Contractor shall s1,1bmit a CAP to DHCS within the 
following timeframes of receipt of the DHCS report. 

a.. The CAP shall include a statement of the problem and the 
go~I of th~ actions the C~ntractor or its subcontracted 
provider will take to correct the deficiency or non~qompilance. 
The CAP shall: 

(1) Address the specific actions to correct deficiency or 
non-compliance; 

Identify wliotwhlch unit(s} will act. who/which unit(s) 
are accountable for acting; and 

(2} :Ptovide a tirneUne to complete ~e adtions. 

ii. DHCS Will provide written approval of the CAP to the Contractor and 
the subcontracted provider. If DHCS does not approve the CAP 
submitted by the Contractor, DHCS will provide guidance.oh the 
deficient areas and request an updated CAP from the Contractor with· 
a new deadline for submission. · 

iii. If the Qonttactor does not stjbmlt a CAP. or, does not implement the 
approved CAP provisions within the. designated timeline, then the 
State may withhold funds until the Contractor is in comp1iance. The 
State shall inform the Contractor when funds wiII be withheld .. 

Section 5: Investigations and Confidentiality of Administrative Actions 

A. Contractor acknowledges that if .a DMC provider is under investigation by the State. or any 
other state, local or federal law enforcement agency for fraud or abuse, the State may 
temporarily suspend the provider from the DMC program, pursuant to W&f Section 
14043.36(a). Information about a provider's administrative sanction status fs confidential 
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until such time as the action is either completed or .resolved. The DHCS may also issue· a 
Payment Suspension to a provider pursuant to W&I Section 14107~ 11 and Code of Federal 
Regulations, Title42, .section 455.23~ The. Contractorls to wfthhpld payments from a DMC 
provider during the time a Paymen~ Suspension is in effect. 

B. Contractor shall execute the Confidentiality Agreement,· attached as Document 5A The 
Confidentiality Agreement permits DHCS .ti;> cqmmunicatewlth Contractor concerning 
subcontracted· providers that are subject to administrative sanctions. 
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1:.XHIBIT A, ATT A~HMENT .I 

DOCUMENTS INCORPORATED BY REFERENCE. 
FOR FISCAL YEAR 2014-2015 

The following documents are hereby incorporated by reference into the County contract though 
they may not" he physically attached to·_the contract Qut will be is'$ued in a :CO under separate 
cover: 

Document 1A: 

Doc~me;nt 1 B: 

Trtle 45; Code of Federal Regulations 96, Slibp.arts C and L, Substance 
. Abuse Prevention and Treatment Block Grant Re~uirements 

. http:/fwww.access.gpo.gov//nara/cfr/waisidx 04/45cfr96 04.html 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

http~//www .access.gpo.gov//nara/cfr/waisidx 04/42cfr54 04~html 

Document 1C: Driving-Under ... the-lnfluence Program Requirements 

Document 1D(b ): SAPT Female Offender Treatment Project (FOTP) 

Document 1 F(a): Reporting Requirement Ma.trix - County Submission Requirements for the 
Department of Health Care Services 

Document 1G:. Perinatal Se.Njces Network Guidelines 2014 {for Non-DMC Perin~tal 
Programs) 

Document·1H(a): Sehiice·Code Oescriptions. 

Document 1H(b): Program C9de Listing 

Document 1 H( c) : Funding Line Descriptions 

Document 1J(a): Non-Drug Medi-Cal Audit Appeals Process 

Document 1 J(b ): DMC Audit Appeals Proc$ss . 

Document 1 K: Drug and Alcoboi Treatment Access Report (DAT AR) 

http://WWW.dhcs.ca.gov/provgovpart/Pages/DATAR.aspx 

Document ·1 P: 

Document 1T: 

Alcohol and/or Other Drug Program Certification Standards 
(March 15. 2004) 

http://www.dhcs.ca.gov/provqovpart/Paqes/F'acility Certification.aspx 

CalOMS Prevention .User Manual 
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Document 1 V: 

Document 2A: 

Document 2C.: 

Document 2E: 

Document 2F: 

Document 2K: 

Document 2L(a): 

Document 2L(b ): 

Document 2P: 

Document 2P{a): 
' 

Document 2P(b): 

Document 2P(c): 

Document 2P(dY: 

Document 2P( e ): 
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Youth Treatment Guidelines 

http://www.dhcs.ca.govlindividuals!Documents/Y outh Treatment Guidelines 
.pdf . 

Sobkyv. Smoley, Judgmerit,_Signed February 1, 1995 

Title 22; California Code of Regulations 

http:/f ccr.oal.ca.gov 

Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated 
July 1, 2004) 

http:/Jwww.dhcs.ca.goviprovgovpart/Documents/DMC%20Documents%20for 
%20PED%20webpage/Drug%20Medi
Cal%20Certification%20Standards.pdf 

Standards for Drug.Treatment Programs (October·21, 1981) 

htto://W\Nw.dhcs,ca.gov/provdcivpart/Documents/DMC%20Documents%20for 
%20PED%20webpage/DMC%20Standards%20for%20Drug%20Treatment% 
20Programs.odf 

Multiple Billing Override Certification {MC 6700} 

Good cause Certification (MC 6065A) 

Good Caupe Certification. (MC 60658) 

county Certification - cost Report Year-End Claim For Reimbursement 

Drug Medi-Car Cost R~port Forms - l_ntensive Outpatient Treatment- Non
Perinata1 (form and instructions) 

Drug Medi-Cal Cost Report Fortns - Intensive Outpatient Treatment-
Perinatal (for111 and instructions} · 

Drug Medi-Cai Cost Report Forms - Outpatient Drug Free Individual 
Courisellng-Non~Perinatal·{form and instruction.s) 

Drug Medi-Car Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Perinatal (form and instructions) 

Drug Medi~Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
-Non-Perinatal (form and instructions) 
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Document 2P(f); Drug Medi-Cal Cost Report Forni.s - Outpatient Drug Free Group Counseling 
- Perinatal (form and instructions) 

Document 2P(g): Drug Medi-Cal Cost Report Forms - Residential -Perinatal (form and 
instructions) 

Document 2P(h):· Drt.ig Medi-Gal Cost Report Forms - Narcotic Treatment Program- Count)'
Non-Peri_nata! .(for,m andJnstru.:C.tion.s) 

Document 2P(i): ·Drug Medl-CaLCostReport Forms ..... Narcotic Treatment Progr~m - County-
Perinatal (form ·and instructions) 

Oacurnerit 3G: California Code of Regulations, rlt1e 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 4 
- Narcoti.c Treatment Program$ 

Document 3H: 

Document .3J: 

Document 3-0:· 

Document3S 

Document 3T 

Document3T(a) 

Document3V 

Document 4A : 

-Document 48 : 

http://wwW.calregs.com · · 

CaUfomia Code of Regulations, Title 9 - Rehabilitation and Developmen~I 
Ser.iices, Division 4 - Department of Alcohol and Drug Programs. Chapter 8 
- Certification of Alcohol and Other DruQ Counselors 

http://www.calregs.com 

CalOMS Treatrn~nt Data Collection Guide 

http://www.dhcs.ca.goV/orovgovpart/Do.cur.nents/CialOMS Tx· .Data ColJection G 
uide JAN%202014.pdf 

Quarterly Federal Financial ~anagement Report (QFFMR) 201:4-15 · 

http://www.dhcs.ca.gov/provgovpart!Pages/SUD Forms.aspx 

CalOMS Treatment Data Compliance Stan.dards 

Non-:-Drug Medi-.Cal and Drug Medi-Cal Local Assistance Funding M,atrix. 

SAPT Authorized and Restricted Expenditures Information (Nov 2012) 

Culturally and Linguistically Af?Ptopriate Services (CLAS) National Standards 

http://minorltvhealth.hhs.gov/templates/browse.aspx?lvl=2&1vllD=15 

Drug Medi-Cal Clafm Submission Certification -·County Contracted Provider 
-.DHC$ F,orrn MC 8186 with Instructions 

Drug Medi .. Cal Claim S.ub111lssion Certification - County Operated Provider -
DHCS Form MC 8187 with Instructions 
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DoGument 40. : 

Document 4E ~ 

Document 4F : 

Documeht 5A : 
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Drug Medi-Cal Certification for Federal.Reimbursement (DHCS 100224A) 

Treatment Standards for Substance Use Diagnosis: A Guide for Services 
(Spring 201'0) 

Drug Medi~Cal (DMC} Services Quarterly Claim for Reimbursement of 
County Administrative EXpenses {Form #MC 5312} 

Confidentiality Agreement 
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Exhibit 8 
s·udget Detail and Payment ProviSions 

Fiscal Year 2014-15 · 

Part I - General Fiscal Provisions 

Section 1 - General Fiscal Provisions 

A. Fiscal Provisions 
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For services satisfactorily rendered, and upon receipt and-approval of documentation as 
identified in Exhibit A, Attachment I, Part lll, DHCS agrees to compensate the Contractor for 
actual expenditures incurred in accordance with the rates and/or aUowable costs specified 
herein. . 

B. Use of State Funds 

Contractor may not use: allocated Drug Mecti:..Cal State General Funds to pay for any non- · 
brug Medi-Cai services. 

C~ Funding Authorization 

Contractor shall bear the. financial risk in providing any substance use disorder·services 
covered by this Contract · 

D. Ayailabiiity of Funds 

It is understood tha~ for the mutual benefit of both parties, this Contract may have been 
written before ascertaining the availabHity of congressionai appropriation offUnds in order to 
avoid program and fiscal delays that would occur if this Contract were not executed until 
after that determination. If so, State may a111end the amount of funding provided for in this 
Contract based on the actual congressional appropriation. 

E. Subcontractor Funding Limitations 

Pursl!ant to HSC ·Section 1. 1818(2)(A}; _Contractor shall reimburse its Subcontractors that 
receive .a combination of Medi-:-Caf funding .and other federal' or county realignment funding 
for the same service element and location based on the Subcontractor's ;:ictual costs in 
accordance wfth Medicaid.reimbursement requirements as specified ln Title XIX or Title.XX! 
of the Social Security Act; Title 22, and the Stat~'s Medicaid Plan. Payments at negotiated 
rates shall be-settled to actual cost at year-end. . 
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It is mutually agr~d that if the Budg~t Act of the cu~nt year and/or any ~ubsequent years 
covered under this Agreem~nt d.Oe$ not appr9prieite suffjclentfunds fQrthe program, this 
Agreement shall be of no further. for.ca and effect ·1n fuls eventl OHOS qhall have. no llabil!ty 
to pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contrl;lctor shall not be cibfi_gated to perform any pr-0vlsio1w of .this 
Agreement. · 

If fundirm for any fiscal year is reduced or deleted by the B1,1dget Act for purposes of this 
program, DHCS shall have the option to either c~ncel this Agreement with no. liability 
occurring to £?HCS, or offer an agre.ement amendment to Contractor to reflect the reduced 
amount. 

G.. Expense Alfowability I Fis.cal Doc1.,1mentation 

1. Invoices, received from a Contractor and accepted and/or submitted for payment by 
• DHCS, sh.a.II not be de~mE?d evidence of allowa~le agreement costs, 

2. Contractor shall maintain for review ·and audit and supply to DHcs·upon request~ 
adequate documentation of all expenses claimed pursuant to this Agreement to 
permit a determination of expense allowability • 

. 3. Ir the aliowability or appropriateness of an expense cannot be determined by -DHCS 
because invoice. detail, fiscal records, or backup documentation ·is nqnexistent Qr 
inadequate according to generally accepted ;;iccounting principles, and g~nerauy· 
accepted governmental audit standards, all questlonable costs may be disallowed 
and payment may bf? withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionaP.le expense; reimqursement may re~ume for 
the amourit substantiated and deemed allowable. · 

4. Costs and/or expenses deemed unallowable are subje~t to recovery by DHOS. 

H. Maintenance of Effort for SAPT Bfock: Grant 

1. Notwithstanding any oJher provision in thls qontract, th¢ Director m~w ted.U9EJ fe·cteral 
funding allocations, on a .dollar~for~doll.ar basis, to Cl coi,mty that has a reqi!ced or 
anticipates reduced ~xpenditures in a way·that would result .in a decrease.in tbe 
federal Substance Abuse Prevention and Treatment Block Grant furtd.s.(42 U.S.C~ 
Sect 300x.;30). · · 

2. Prior to making any reductions pursuant to this·subdivision, the Director shall notify 
all counties that county underspending will reduce the federal Substance .Abuse 
Prev!=lntion and Treatment Block .Grant maintenance of effort {MOE). Upon receipt 
of notification, a county may submit a revision to the county budget initially 
submitted pursuant to subdivision (a) 'of Section 11978 in an effort to maintain the 
statewide SAPT Block Grant MOE. 
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3, Pursuant to si.lbdivis.ioli (b)' of Sec.tion 11978. t,.a ~aunty sh~U notify the Department 
ln writing of proposed local changes to the county's expenditure of fµnds. The 
Department shall review and may approve the proposed local changes depending · 
on the level of expenditures needed to maintain the statewide SAPT Block Grant 
MOE. 

I. Effective the date of execution of this CO!itract; nothing in this Contract waives the 
protections provided to Contractor under ·Section 36 of artiOle XII I of the California 
Constitution ("Proposition 30''). Except where specifically. stated in the. terms of this 
contract, Contractor's· performance of any additional legal requirements, including, but not 
limited t9 court~ordere·ct- requirements a·nd statutory or regulatory am.endments,.is subject to 
Proposition 30's funding, requirem~nts. 

Section 2- General Fjscat Provisi.ons - Non-Drug Medi.:ca1 

A. Revenue Collection 

Contractor shall conform to revenue collection requirements in Divisron 1 o:s of the HSC, 
Sections 118411 by raising revenues in addition to the funds ailocated by the State. These 
revenues include, but are not limited to, fees for services, private contributions, grants, or 
other governmental funds. These revenues shall be used in support of additional alcohol 
and other drug services 9r faci!lties. Each alcoflol and drug program shall set and collect 
client fees based on the client's abJlity to pay. The fee requirement shall not apply to 
prevention and early intervention services. Contractor shall identify in its annual cost report 
the types and amounts qf revenues collected. 

B. Cost Efficiencies 

ft is intended that the cost to the Contractor in maintaining the dedicated capacity and units 
of service shall be met by the non-D.MC funds allocated to the Contractor and other 
Contractor or Subcontractor revenues, Amc:>Lrnts awarded pursuant to Exhibit A, 
Attachme.nt I, Part IV, shall not be used for services ·where payment l')as been made, or can 
reasonably be expected to be ni~de under any other state or federal compensation or 
benefits program., or where services can be paid for from revenues. 

Sectfon 3- General Fiscal Provisions - Drug Medl .. Cal 

A. Return of Unexpended Funds 

Contractor assumes the :total cost of providing covered services on the basis of the 
payments defineated in this Exhibit B, Part 11. Any State General Funds or federal Medicaid 
funds paid to the Contractor; but not expended for DMC services shall be returned to the 
State. · 

B. Amendment or Cancellation Due to Insufficient Appropriation 

· This Contract is valid and enforceable only ff sufficient funds are made available to the 
State by the ·United States Government for the purpos~ of the DMC program. It is mutually 
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agreed that if the Congress does n.01 appropriate sufficient funds for this program, State has 
the option to void this .. eontract c:ir to amend the Contract to reflect any reductron of funds. 

c. Exemptions 

Exemptions to the provisions of Item B above. of this Exhibit, may be granted by the 
California Department of Finance provided that the Director of DHCS certifies in writing that 
federal funds are availablEl for the. term of the contract· 

O. . Allowabh~ c-Osts 

Allowabl~ costs, as used in Section 51516.1 of Title 22 shall b~ determined in accordance 
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services 
(CMS), "Medicare Provider R,eimbl;lrsement Manual (Publication Number 15)," which can 
be obtained from the Centers for Medicare & Medicafd Ser-Vices, or wWw.cms.hhs.gov." In. 
accordance with W&IC Sections 14132.44 and 14132.47, funds a.llocated to the Ccmtractor 
for DMC services, including funding for alcohol and other drug services for pregnant and 
postpartum women pursuant to Title 22, Section 51341.1(cr), may not be used as match for 
t~rgeted case managem.ent services or for Medi-Cal a_dmlnistrative ~ctivities. 
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A. Prompt Payment Clause 
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Payment wriJ be. made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with Section 927. 

B. Amounts Payable 

1. The amount payable under this Agreement shall not exceed the amount identified 
on the Standard Agreement 

2. Reimbursement shalt be made for allowable expenses up to the amount annually 
encumbered commensurate With the state fiscal year in which services are 
performed and/or goods are received. 

3. The funds identified for the fiscal years covered by under this Section, within this 
Exhibit, are subject to change depending on the availabilitY and amount of funds 
appropriat$d by the legislature and the Federal Government. The amount of funds 
availabie for expenctiture by the Contractor shall be limited to the amount·identified 
in the final allocations issued by the State for'thatfiscal year or the non:.DMC 
amoµnt, whichever is less. Changes. to allocated funds will r:-e.quire written 
amendment to the Contract. 

4. For each ftscat year. tne State. may settle costs for services based on each fiscal 
year year4 end cost settlement report as the final amendment for the specific fiscal 
year cost settlement report to the approved single state/county contract. · 

s·ection 2. Non-Drug M,edi-Cal · 

A. Amounts Payable for Non-Drug Medi-Cal 

1. State shall reinibur.se the Contractor monthly in arrears an E;\mount equal to one
twelfth of the maximum amount allowed· pursuant to Exhibit B of the contracf or the 
most recent allocation based on the. Budget Act Allocation, whichever is less. Final 
allocations will reflect any increases or reductions in the appropriations as. reflected 
in the State Budget Act allo,c~tion and any-subsequent allocation revisions. 

2. Monthly disbursement to the Contract at the beginning of each fiscal year of the 
Contract shall be based on the preliminary allocation of funds~ as detailed fn this 
Exhibit. 
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3. Howev~r. based on the expendlture information submitted by the counties in the 
Quarterly Federal Financial MariCl.gement Repo~ (QFFMR) (Document 30), State: 
may adjust monthly payments of e11cumbered block grant federal funps to ex.tend 
the length of time (not to exceed 21 months) over which payment$ of federal funds 
will be made. 

4. Monthly disbursements to the Contraetor at the heginning· of each fiscal year Qf"Jhe · 
Contract .shall be 'based on the preliminary allocation of funds, as detailed in Exhibit a. . I 

5. State may withho)d ·monthly non~DMC payments iHhe. Contractor fails to; 

(a} timely submit reports and data required by the. State, includrng but.not limited 
to. reports required pursuant to Exhibi~ A. Att~chment I; P~rt HI. . 

(b) :Submit the contract amendment within 90 days from issuance from the State. 
to the Contractor. · 

.( o) submit and c~rtify tli~ .completion of Corrective Action Plans for serVices 
provtded pursuant to this contract. · 

6. Upon the State's receipl of ttie complete and accurate reports, data, oi' signed 
contract, the Contractor's mpnthly payment shall commence with the next scheduled· 
monthly payment; and shall include. any funds Withheld due to late submi$SiOl'i Of 
reports, data and/9r slgn~d contract. · · . 

7. Adjustments may be m!lde to the total of th.e Contract .and amounts may be withheld 
from payments o~herwise du_e to the Contractor hereunder. for.nof'lpertormance to 
the extent that nonperformance involves fraud~ ab.u.se, or.failure tQ achieve the 
objectives of the provisions of Exhibit A, Attachment I, Part JV. 

B., Payment Pr9visioos 

For each fiscaJ year, the total amount payable by·the State to the Contractor for s~rvices 
provided under Exhibit A, Attachment I, Part IV, shall not exceed the encumbered amount 
The funds identified for the fiscal years covered ·by Exhibit A, Attachment t, Part IV; are 
subject to change depending on the availability and amount offunds appropriated by the 
Legislature and the Federal Government. Changes to encumbered funds will require 
written amendment to the Contract. State may settle costs for non-DMC services based on 
the. year~nd cost settlement report as the fjnal amendment to the approved single 
state/county contract. · · 

C. In the even a contract amendment .is required pursuant t9-:the precedihg paragraph,. 
Contactor shall submit to the State information as identified in Exhibit E, Section 1.0. To 
the extent.th~ Contractor is nptifie9 of the State Budget Act allor;ation priqrto the execution 
of the Oen tract, the State and the. Contractor may agree to amend the contract after the 
issuance of the first revised allocation. · 
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D. Accrual of Interest 
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Any interest accrued from State.:a!Jocated funds and retained by .the Contractor must be 
used for the same purpose· as the State allocated funds from which the interest was 
accrued. 

E. Expenditure Period 

Substance Abuse Prevention and Treatment {SAPT) Block Grant funds are allocated based 
upon the Federal Grant award period. These funds must be expended for activities 
authorized pursuant to 42 USC Sections 300x-21(b) through 300x~66; arid Title 45, CFR, 
Subpart L, within the availability period ·of the 9n:int award. Any .SAPT Block Grant funds 
that have not been expended by a Contractor at the end of the expenditure period identified 
below shaff be returned to the State for subsequent return to the Federai government. 

1. The expendltur~ period of the FFY2014 award isbctober1, 2013 through 
June 30, 2015. 

2. The expenditure period of the FFY 2015 award is October 11 2014 through 
June 30, 2016 •. 

~. The expenditure period of the FFY2016 award is Octoper1, 2015 through. 
June 30, 2017. 

4. . The expe·nditure period of the FFY 2017 award is October 1, 2016 through 
June 30, 2018. 

5. The expenditure period of the. FFY 2018 award Js· October 1, 2017 through 
June 30, 2019. 

F. Co~tractor$ receiving SAPT Block Grant funds.shall comply with the.financial management 
standards contained in Title45,.CFR, Part 92, Sections 92.20(bX1) through (6), and Title 
45, CFR, Part 96., Section 913.30. 

G. Non-profit Subcontractors receiving SAPT a.lock Grant.fl!nds shall comply with the financial 
management standards contained in ·Title 45, CFR, Part 14, Sections 7 4.21 (b )(1) through 
( 4) and (b )(7), and Part 96, section -96:30. 

H. Contractors receiving SAPT Bloc;k.Graht funds shall track obligations and expenditures by 
individual SAPT Block Grant award, including, but.not Iimfted to, obligations and 

. expenditures for primary prevention, services to pregnant-women ahd Women with 
dependent children. "Obligation" shall have tl;le same meaning as used in Title 45, CFR, 
Part ·92, :section 92.3.~ 

Additionally~ Contractors exp.ending SAPT Bloc"!< Grant HIV Set Aside funds for HIV Early 
Intervention Services are required to conect data regarding their use of HIV Set.Aside funds 
and to report this data to the State. 
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Pursuant to 42 U.S.C. 300x-31,. Contractor $hall nol use SAPT Block.Grant funds proviqed 
by the Agreement ta on the following activities; 

1. ProVide inpatient services~ 

2. Make cash payment to intende\.i recipients of health services;. 

3, Purcha$e or irnprov~i land, purcnast7, construct or permanently improv~· .( Qther than 
minor remoc;leling) any building or other facility or purchase major medical 
equipment; . · 

4, Satisfy any requirement for the. expenditure of non-'Federal fuRds as a con<;litjon for 
the receipt of Federal funds; 

5. Prov~de.financial assistance to ~ny entify. other than a public or rionprofit private 
entity;.· 

S:. Pay !he .. salary of an individual through a grant or other extr~mural mechanism ·at a 
rate in excess of level I of the Executive Salary Schedule for the award year: see 
http:/Jqrants.nih.gov/grants/policv/salcap· summary~htm; 

7. Purchase treatment. ~ervices and .Pent;Jl Qr correctional institutions of this State of 
California; and 

8. Supplant state funding of programs to prevent and treat $Ubstance abuse and 
related actiVities. · · 

Section 3. Drug Medi-Cal 

A To the extent that the. Contractor provid.es the ooverecl services in a satisfactory mianner 
and in accordance with the terms· and conditions of this Contract, the State agrees to pay 
the Conttactor'federal Medicaid funds according to Exhibit A, Attachment I, Part Ill. Subject 
to the availability of such funds, Contractor shall- receive federal Medicaid funds and/or 
State Gener.al Funds for allowable expenditures as establishec:l by the federal government 
and approved_ by th~ State, for the cost of services. rendered to benefiCiaries. 

B. Any payment for covered services rendered pu·rsuant to Extiiblt Ai Attachment I, Part V, 
shall only pe made pursuant to applicable provisic»ns of Title XIX or Title XX.I of th~ ·Social 
Security Act; the W&IC; the HSC; California1s Medicaid State Plan; and Sections 51341.1. 
51490.1, 5151<$. 1, and 51532 of Ti~le 22.. · · 

c. - It is understood and agr~$cl that failurf;J. by theJ:~ontractor or.it$ $.1,1bcpptrfActors -to comply 
with applicable fe.deraf and state requirements in rendering covered services shall be. 
sufficient cause for the State to deny paymentS to and/qr recover payrnents from th.e 
Contractor and/or terminate the Contractor or its Subcontfgctor from DMC prograir) · 
participation. If the State or the Department of Health and Human services (DHHS} 
disallows or denies payments for any claim, Con~ractor shall repay to the State the: federal 
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Medicaid funds and/or State· General Funds it received for all claims so disallowed or 
denied. The overpayment shall be recovered by any of the methods allowed In Title 22, 
CCR, Sections 51047{a) and (b). 

D. Before such denial, reooupment, or disalloWances are made, State shall provide the 
Contractor with wrif;ten notice of its proposed action. Sµch notice shall include the reason 
for the proposed: action and shall allow the Contractor sbcty ( 60) days to submit additional 
information before the proposed action rs taken, as required in Title 22, CCR, Section· 
51047(a.). This requirement does not apply to tfie DMC Post Service Post Payment 
Utilization Reviews. 

E. The Stale shall refund to the.Contractor any recovered Federal. Drug Medi-Cal overpayment 
that is subsequently determined to have been erroneously.collected, together with interest, 
In accordance with Title 221 CCRt Section 51047(e). · 

F. Contractor sh.all be reimbursed by 'the State on the basis of its actual net reimbursable cost, 
not to exceed the unit of service maximum rate. 

G. Claims submitted to the contractor by a sub~contracted provider thatis not certified or 
whose certification has been suspended pursuant to. the .Weffare and Institutions Code 
section 14107.11, and Code of Fede.raf · R~gulations, Title 42, section 455.23 shall not be 
cert[fied or processed for federal or state reimbursement by the contractor. Payments for 
any PMC services .shall be held by the Contrac;tor until the payment suspension is resolved. 

H. In the event a contract amendment is required pursuant to the preceding paragraph, 
Contractor shall submit to the State information as Mentified in Exhibit E, Section 1.D. To 
the extent the Contractor Is notified of the State. Budget Act. allocation prior to the execution 
of the Contract1· the State and· the Contractor may agree to amend the contract after the· 
issuance of the first revised allocation. · 

· I. Reimbursement for covered services, other than NtP services, shall be. limited to the lower 
of; · 

1. the provider's .usual and c1,1stomary charges to the general public for the same or 
similar services; 

2. the proVider's actual allowable costs; or 

3. the DMC ·sMA for the modality. 

J. Reimbursen:ient to NTP's shall be l(rnited to the lower of either the USDR rate, pursuant to 
W&IC Sectio·n 1402'1.51 (h), or thE? provider•s usual and customary charge to the general 
public for the same or similar service. However, reimbursement paid by a county to an NTP 
provider for services provided to ~my person subject to Penal Code Sections 1210.1 or 
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or 
customary charge ~o the general public. {W&IC Section 14021.51{h)(2)(A)). 
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K State shall reimburse the contractor the.State Generat. Ft,mds and/or fe.deral Me~icpld 
amount of the approved DMC claims and documents sQbmitted in accor.dance with Exhibit 
A, Attachment I, Part Ill. 

L StatE;1 Will adju~t subsequ~nt reimbursements to th~ Cont(~c.tqdo. aefual ?llowable costs. 
Actual allowable costs ~re defined in the Medicare Provider Reimbursement Manual (CMS
Pub.1$), which can be obtained from the Centers for Medicare & Medicaid Services,·· 
Baltimore. Maryland, or wmi.cms.hhs.gov. · · 

M. Contractors and Subcontractors. must accept; as payment in full, the amounts paid by the 
State in accordance with Title 22, CCR, Section 51516.1. plLJs any cost sharing charges 
(deductible, coinsurance, or copayment) required to be paid by the client. However;. 
Contractors and Subcontractors may not deny·s.ervices to .any client eligible fot OMC . 
services on account of the client's inability to pay or location of eligibility. Contractors and 
Subcontractors may not demand any additional payment from the State, client, or other 
third party payers. 

Section 4. Drug Medi-Cal Direct Provider Contracts 

A. Pursuant to W&IC 14124.2.1; DHCS shall eotitract with qualified DMC providers within the 
county when a_ county. does. not contract ~o operate OMC services, in whole or in. part 

8. The State will invoice the Contractor for the county realignment share of approved DMC 
claims received_ by the .State from the state's subcontractw:. Contractor shall reimburse the 
State for the county realignment share of the approved DMC claims within 30 days of 
receipt of the invoice. If C\:mtractor does not. reimburse the State within 30 d~ys '<).f receipt 
of the invoice, the Sta.te may offset th~ arnoun~ owed .from ~my other funding owed to 
Contractor by the State o,r any other State agenqy. The parties acknowledge tnat the 
State's subcontractor shall be responsible for repayment of any disallowed claim$. 
Howeveri in no event shall the State be liable .for Medicaid reimbursement for any. 
disallowed claims, 

1. Any Contractor contracting with the State for the provision of services through NTP 
providers may receive reimbur$ement of the NTP administratlve raJS. 

2. As a result of the direct contract providers settled cost report, any County 
Realignment funds owed to the direct contract provider will be handled through an 
invoice process to the Contractor. Addltionally, as a result qf the direct contract 
provider's settled cost report, any County Realignment funds owed to the State will 
be returned to the Contractor. 
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A. ln. addition to the requir'eme·nts identified .below, the Contractor and its Subcontracts are 
required to meet the audit requirements as delineated. In Exhibit C, General terms and 
Conditions, and Exhibit D(F}, Special Terms and· Conditions, of this Contract. · 

B. All expenditu/es _of county.realignment funds, state· and federal funds. furnished to
1 

the · 
· Contractor and its Subcontractors pursuant to this Contract are subject to audit by the 
State. Such a~dits shall consider and build upon external independent audits performed 
pursuant to audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised _December 2013). Objectives of such audits may include, but not limited to, 
the following:. 

1.' To determine whether units of service claimed/reported·are properly documented by 
service records and accurately accumulated for claimln_g!reporting; 

2. . To validate data reported by the Contractor for prospective contract negotiations; 

3. To provide technical assistance in addressing current year activities and ·providing 
recol'.T)mehdation on internal controls, accounting procedures, financial records, and 
compliance with laws.and. regtifatidns;. 

4. To determine the. cdst of services, net of related patient and participant fees, third
party payments; and other related reveinues and funds; 

5.. To determine that expenditures· are made in accordance with applicable state and 
federal laws and regulations and contract requirements, and/or; . 

6. To dete.rmine the facts in relation to analysis of data. complaints, or allegations, 
which may be indicative of fraud, abuse, willful misrepresentation, or failure to 
achieve the Contract objectives of Exhibit 0 and D(F). 

c. Unannounced visits may be made· at the discretion of the State. 

D. The refusal of the Contractor or its Subcontractors to permit access to and Inspection· of 
electronic or print books and records, physical facilities, and/or refusal to permit Interviews 
with employees, as described in this part constitutes an express and immediate material 
breach of this Contract and .will be sufficient basis to terminate the Contract for cause or 
default. 

E. · Reports of audits conducted by the State shall reflect ail findings, recommendations, 
adjustments and corrective action as a result ofit's finding in any areas. 
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A Pursuant to OMB Circular A~ 133 §_' .400(d)(3), Co.ntractor shall monitor the a<;:tMties of all 
of its Subcontractors to ensure that: .. 

1. Subcontractors are comp!Ylng With program requirementS and achieving 
performance gpals · · 

2, Subcontr~ctors are complying with fiscal requirements, ~uch as having .appropriate 
fiscal controls in place, and are using awards for authorized .Purposes,· 

B. Contractor can use a variety of monitoring mechanism, including Jihlit.ed soope atidits~ on~ 
site visits, progress reports, financial reports, and review of documentation support r£;iquests 
for reimbursement, to meet the Contractor's monitoring objectives. ·rhe OOntr;actor may 
charge federal awards for the cost of these monitoring procedures as outlined in OMB 
Circular A-133. · 

C. The Contractor shaU ·submitto the.State· a copy of the procedures and a.nY other monltoting 
mechanism used. to monitor non-profit Subcontracts at tht? time of the County's annual. site 
visit or within 60 days thereafter. Contractor shall state the frequency that non-profit 
Subcontracts are monitored. 

D. Limited scope audits, as defined In the OMB Circular A-133, only include agreed-:upon 
engagements that are (1) conducted in accordance with eithertheAmerican Institute of 
Certlfi~d Public Accountants generally accepted auditing standards or attestation 
standards; (2) paid for and arranged by pass-through entities (counties); and (3) addres$ 
one or more of the following types of compliance requirements: (i) activities allowed or 
unallowed; (ii) allowable costs/cost principals; (iii) eligibility; (9\/) matching, level of effort 
and earmarking; and (v) reporting. 

E. On-site visits focus on compflance and controls over cornpliance· areas. The reviewer must 
make site visits to the subcontractor locations(s), and can u~e a:variety'ofmonitoring 
mechanism to document compliance requirements. The finding and the corrective action 
will reql,lire follow-up by the Contractor. 

F. Contractor shall be n~spon5lbl~ f pr any disallowance taken by the Federal Government, the 
State, or the California Sfate Audit, as a r~sult of any audit exception tha~ is related to the 
Contractor's responsibilities herein. Contractor shall not use funds administered by the 
State to repay one federal funding source With funds provided by another federal funding 
source, to repay federal funds with state funds, or to repay state funds with federal furids, 
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution 
of an audit appeal. Contractor agrees to develop and implement any corrective action 
pla.ns in a manner acceptable to the State in order to comply with recommendations 
contained in any audit report Such corrective action plans shall include time-specific 
objectives to allow for measurement of progress and are subject to verification by the state. 
within one year from the date of the plan. · 
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If differences cannot b.e resolved between the State. and Contractor regarding the terms of 
the finanCial audit settlements for fund~ expended unde.t Exhibit A, Attachment I, Part lV, 
Contractor msi request an appear in accordance With the appeal process d$scribed in 
Document 1J.(a), "Non~DMC Audit Appeal.Process;" fncorp"orated by this reference. When 
a financial aHdit is conducted by the Federai Governmeht; the. State, or the California State 
Auditor· directly with a Subcontractor of the Contractor, arid if the .Subcontractor disagrees 
with audit disallowances related to Its ·programs, claims or service5, Contractor shall, at the 
Subcontractors request, request an appeal. to the State in accordance with Document 
1J(a). Contra.ctor sh;;lll include a provision in ifs.subcontracts regarding the process by 
which_ its Subcontractors may file an appeal via toe Contractors .. · 

· G. Contractors that conduct financial audits of Subcontractors, other than a Subcontractor 
whose funding consists entirely of non-Department funds, shall develop a process to 
resolve disputed financial findings ·and notify Subcontractors of their appeal rights pursuant 
to that process. This section shall not apply to those grievances or compliances arising 
:from the financial findings of an audit or examination made by or on behalf of the State 
pursu~nt to Article.IV ofthis Contract. . ' . 

H. Pursuant to OMB Circular A-133, State may Impose ·sanctions against the Contractor for 
not submitting single o.r program-specific audit .reports, or failure to comp.ly with al! other 
audit requirements,. The· sanctions shall Include: 

1. Withholding a percentage offeideral awards until the audit is completed satisfactorily 

2. Withhold or disallowing overhead costs 

3. Suspending federal awards· until the audit is conducted; or 

4. Terminating the federal award 

Section 3. Drug Medi .. Cal Financial Audits 

A. fn addition to the audit requirements set forth in Exhibit D(F), State may also conduct 
financial audits ofDMC prog.r~ms. exclusive of NTP ~ervices, to accomplish any of, but not 
limited to, the folfowing audit objecfives: 

1. To review reported costs for validity, appropriate allocation methodology, and 
compliance with Medicaid laws and regulations; 

8. To ensure that only the. cost of allowable DMC activities are included in reported 
costs; · 

9. To determine the pro.vi~er's usual and customary charge t9 the general publrc in 
accordance·wlth CMS (The Medtcare Provider Reimbursement Manual) (CMS .. 
Pub.15), which can be obtained from the Centers for Medicare &. Medicaid Services, 
Baltimore, Maryland, or www~cms.hhs.gov, for comparison to the DMC cost per unit; 

10. To review documentation of units ofservice and. determine the final number of 
approved units of service; · 
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11.. To determine the amount of clients' thfrd-party revenue and: Me,dJ-Cal snare of cost 
to offset allowable DMC reimbursement; and, 

12.. To compute final settlement based on the lower of actual allowable cost; the usual 
and customary charge, or the maximum allowance, in aqcordance with Title.22, 
Section 51516.1, ·. 

B. In addition tq the audit requirements set forl;h in Exhibit D(F) •. State may conduct financial 
audits of NTP programs, For NTP services,,the audits win address itemsA(:3) through A(5} 
above, except that the comparison of the provider's usual and customary charge ln A(3) wilt 
be to the DMC USDR ri:i.te in lieu of DMC cost per unit. In additi<m, these audits will 
include, but not be limited to: · 

1. For those NTP providers required to submit.·~ co~t reporfpursqant to W&IC Seqtion 
14124.24, a review of cost a!location methodoJpgy between NTP arid other service 
modalities, and between DMC and other funding .sources; . 

2. A r~vlew of actual costs inc.1,.1rred for compar.ison to seN,ices claim~d; 

3. 'A review of counseling claims·to ensure tharthe pppropriate group or individual 
counseling rate has been used and that counseling sessions have been billed 
appropriatelYi. 

4, A review of the number of clients in group sessions to ensure that sessions include 
no less than four and no more than ten clients at the same time, with at least one 
Medi-Cal client in attendance; 

5. Computation of final settlement based on. the lower9f USPR rate or the providers 
usual and customary charge to the. general public; arid, 

6. A review of supporting service, time, financlal, and patient records to Verify :the 
validity of counseling claims~ 

c. Contractor shall be responsibie for any disaJtowancea-taken by the Federal· Government, 
the State, or the Bureau of State Audits as a result of any audit excel{tion that is related to 
its responsipilitfes. Contractor shall not use funds administered by the State to repay one 
federal funding so.urea with funds provided by another federal funding source, or to rep.ay 
federal funds with state funds, or to repay state funds with f~deral funds · 

D. Contractor agrees to promptly develop iand lrnplei:n~t any .corrective acUcm plans in a 
manner acceptable to the State in order to comply with recommendations contained in any 
audit report. Such corrective .action pJans shall include. tinie-~pecific objectives to allow for 
measurement qf progress and are subiect to verification by the State witl:iin six months from 
th.e dcite of the plan. 

E. Contractor, in coordination with the ·state, must provide follow-t,tp' on all $1gn.i:ficani findin~s 
in the audit report, including findings relating to a Subcontractor, and submit the result$ to 
the State. 
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County Contract 

Couryty of San Francisco 
#14-90096 

Exhibit B 

If differences cannot be resolved between the State and the Contractor regarding the terms 
of the final financial ~udit setllementS for funds expended under Exhibit B, Contractor may 
request an appeal in accordance. with the appeal process described in the "DMC Audit 
Appeal Process," Document 1 J(b ), lncor[:>orated by this reference. When a financial audit is 
conducted by the Federal Government, the State, or the Bureau of State Au(iits directly with 
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disaltowances related to its programs, ·claims or services, Gontracitor shall, atthe 
Subcontractor's requestt request an appear to the State in ac.cordance with Document 
1J(b). Contractor shall include a provisfon in its subcontracts regarding the process by 
which a Subcontractor may. file an audit a1weal via the Contractor. 

F. Providers of DMC services shall, upon request, make available to the State their fiscal and 
other records. to aS$ure that such provider have adequate recordkeepirig capability and to 
assure that reimbursetrientfor covered DMC services are made in accordance with Title 22, 
CCR, Section 51516~ 1. These· records include, but are not limited to, matters pertaining to: 

1. Provider ownership, organization, and operation; 

2. Fiscal, medical1 am:! other .recordkeeplng systems; 

3. Federal income tax status; 

4. Asset acquisition, lease, sale, ·or other action; 

5. Franchise or management arrangements; 

6. Patient servfce charge schedules; 

7. Costs of operation; 

a. . . Cost aUocation methodofogy; 

9. Amounts 6fihcome received by source and purposei and, 

10. Flow of funds and working capital. 

G. Contractor shall retain records of utilization review activities required in Article VI herein for 
a minimum of three {3Y y~ars. 

Page. 15 of 20 
747 



ExhibitB 
Budget Detail and Payment Provisions 

Fiscal Year 2014-15 

Part IV .... Records 

Section 1. General' Provisions 

A Maintenance Of ReQ_ords 

County Contract 
County of San Francisco 

#14-90098 
Exhibit B 

Contractor sha.li maintain sufficient books~ records, documents; and other :evidence 
necessary for the State to audit <;ontract performance.and contract compliance. Coritraotor 
shall make these records available to the State, upon request, to e~luate the quality and 
quantity of services, accessibllity and appropriaten~ss of services. and to ensure fiscal 
accountability. Regardless of the location or ownership of such records, they shall be 
sufficient to detennihe lf costs incurred by contractor are reasonable, allowable and 
allocated appropriately. All records must be capable of verific.~tion by quaUfied auditors. 

· 1. Contractor shall include in any contract With an audit firm a clause to permit access 
by the State to the working papers of the external independent audit9r1. and require 
that copies of the working papers shall be made for the State at its. request. · 

2; Contractor shall keep adeqvate and sufficient financial records and statistical data to 
support the year-end documents filed with the State. All records must be capable -0f 
verification by qualified auditors. · · 

3. Accounting records and supporting document~ sh.aU .be retained fora three--year 
period from the date the year-end cost settlement reporfwas approveq by the State 
for interim settlement. When an audit by the Federal Government, the State,. or the· 
California State Auditor has been started before the expir.atlon of the three~year 
period, the records shall be retained until <;;ompletion of the audit and final.resolution 
of all issues that arise in the audit. Final settlement shqll be made at the end Qf the 
audit and appeal process. If an audit has not been completed within three years·, 
the. interim settlement shall be considered as the final settlement 

4. Financial records shall be kept so that they clearly reflect the source of funding for 
each type of service for which reimbursement is claimed. These documents · 
include; but are not limited tcf; all ledgers, books, vouchers, time sheets, payro!lst 
appointment schedules, client data cards, an.d schedules for allocating c;osis. All 

· records must be capable of verification by qualified auditors. 

5. Contractor's .supcontracts ~hall require that all Supc_ontractors comply with th~ 
requirements of Exhibit.A,·Attachment I, PartV, Section?. . . 

Page 16of20 

748 

. .. 



6. 

County Contract 
· County of San Francisco 

#14-90096 
Exhibit B 

Should a Subcontractor discontinue '.its contractual agreement with the Contractor, 
or cease to conquct business in its entirety" contractor shall be responsible for 
r~tainlng the Subcontractors fiscal and progr~m records for the required retention 
period~ The State Administrative Manual' (SAM) contains statutory requirements 
governing the retention.:stori;ige, qnd disposal of records pertainlng to state funds. 
Contractor shall foifow SAM.requlremehts ·1ocafod at 
http://sam.dgs;ca.gov!TOC/1600.aspx. · 

The ·contractor shall retain all records reqt.iired by Welfare and lnstitutio'ns Code 
section 14124.1, 42 CFR 433. 32, and California· Code of Regulations, Title 22, 
Section 51341.1 et-seq. fo'r reimbursement of services and financial audit purposes. 

7. lh the expenditure of funds hereunder, and as required by 45. CFR Part '96, 
Contractor shall complywrth the requirements of SAM and the laws and procedures 
applicable to the obligation and expenditure of federal and state funds. 

B. Dispute Resolution Process 

1. In the event of a dispute under this Exhibit A, Attachment 11 Part JV, otherlhan an 
audit dispute, Contractor shall provide written notice of the particulars of the dispute 
to the State before·exercising any other available remedy. Written notice .shall 
include the contract number. The Director (or designee) of the State and the County 
Drug or Atcohol Program Administrator (Cir designee) shall meet to discuss the 
means by which they can effect an equitable resolution to the dispute. Contractor 
shall receive a written -response from the State within sixty (60)'days ofthe notice of 
dispute. The written response shall reflect the issues discussed at the meeting and 
state how the dispute ·wiil be resolved. 

2. In the eveht of a dispute over financial audit findings between the State arid the 
Contractor, Contractor may appeal the audit Jn .accordance with the 11non- OMC 
Audit Appeal Process'; (Docum~nt 1J(a)). When a financial audit by the Federal 
Government, ·tne State, or the California State Auditor ls. conducted directly with a 
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disa!lowances relpi'ted to its progra'h1s, claims or service~. Contractor shall, al the 
Subcontractor's request, request an appeal to the State in accordance with 
Document 1J{a). Contractor shall include a prevision in its subcontracts regarding 
the process by which a Subcontractor may fite an audit appeal via the Contractor. 

3. As stated in Part HI, Section 3, of this Exhibit, in the event of a dispute over financial 
audit findings between the State and the Contractor, Contractor may appeal the 
audit in accordance with DMC Audit Appeal Process" (Document 1J(b)). When a 
financial audit by the Federal Government, the State', or the California State Auditor 
is conducted directly with a Subcontractor of the Contractor, and if the 
Subcontractor disagrees wit!'} audit disallowances related to its programs, claims or 
services, Contractor shall, at the Subcon1ractor's request, request an appeatto the 
State in accordance with DMC Audit Appe.al Process" (Document 1J(b)). Contractor 
shall include a provision in its subcontracts regarding the process by which a 
Subcontractor may file an audit appeal via the Contractor. 

Page 17 of20 
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County Contract 
County of San Francisco 

#14-90096 
Exhibit B 

. 4. · Contr:actors that conduct financial audits of Subcontractors. other than a 
S~bcorifractQf whos13 funding consists entirely of rion.,Departmentfuntjs.l shall 
develop a process to resolve disputed financial findings and notify Subcontractors of 
their appeal rights pursuant to that process. This section shall not apply to those 
grievances or complaints arisihg from the financial findings of an audit or 
examination made by or on behalf of the State pursuant to Part II ·of this Exhibit. 

5. To ensure that necessary corrective abtions .are, taken, flnanclal audit findings are 
either uncontested or upheld after appeal may be used by the State during 
prospective coritract negotiations. · ·· 

~ge 18of 20. 
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Exhibit B 

County Contract 
County of San Francisco 

#14-90096 
ExhibitB 

Budget Detail and Payment?rovislons 
Fiscal Year 2014-15 

Part V. Drug Medi .. Cal Reimbursement Rates 

A. ••uniform Statewide Daily ~eirrihllrsement (USDR) Rate" means lhe rate fpr NTP 
services based on a unit df service that fs a daily treatment service provided pursuant to 
Titfe 22, Sections 51341.1 and 51516.1 and Title 9, commenCing with Section 10000 
(Oocument 3G), or the rate for individual or group counseling. The following table shows 
the proposed Fiscal Year (FY) 2014-15 USDR rates, 

Non-Perinatal Perinatal 
Type of Unit of (Regular) Rate Pet Rate Per 

S_ervice· Service (UOS) uos uos 
NTP-Methadone Dosing Daily · $10.SO $11.79 

NTP·lndividual Counseling One 10-minute 
$13.48 $21.06 (*) increment 

· bne. 10::.mfr-iute 
$2.91 $7.03 NTP Group Couhseling (*) increment 

(*)The NTP contractors may be reimbursed for up·to.200 minutes (20-10 minute 
·increments} of individuat and/or group counseling per calendar month per beheficiary. If 
medical necessity is met that requires additional NTP counseling beyond 200 minutes per 
calendar month, NTP contractors may bm and be reimbursed for additional counseling (in 
10 minute increments). Medical justification for the additional counseling must be clearly 
documented in the patient record. 

Reimbursementfor covered NTP services shall be limited to the rower of the NTP's usual 
and customary charge to the general public for the same or similar services or the USDR 
rate. 

Page 19of20 
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County Contract 
County of San Francisco 

#14'900~ 
Exhibit B 

B. '~Unit of Service,, mean$ a face-to.,face contact on a calendar day for outpatient drug free, 
intensive outpatient treatment, perinatal' residential, and Naltraxone treatment services. 
Only one face-to-face service contact per day is covered by DMC except in ·toe ca.s.e of 
emergencies when ~n additional face.-to-face contact may be covered for intake crisis. 
intervention or collateral service. To count as a unit of service, the second contact.shall not 
duplicate the services provided on the first contact, and each contact shall be cl~arty 
documented in the beneficiary's record. Wnile the rates are approved by the State, they 
are subject to change through the regulation process. Units of service and proposed SMA 
for FY 2014-1.5 are identified in the following tabll;l. 

Service 

!n_tensive Outpatient 
Treatment 
Naltrexone Treatment 
Outpatient Drug Free 

Perinatal Residential 

\ 

Type of Unit .of 
Service (UOS)· 

Face-to-Face Visit 

Face-to-Face Visit 
Face-fo Face Visit 
- Individual (per 
person) 
Face-to-Face Visit 
- Group {per 
person) 
Daily - Residential 
Day 

~age20of20 
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Non~Pednatal Perinatal 
(Regulat} Rate Per RatePerUOS 
uos . 

$56.44 $80,76 

$19.06 NA 
$67.38 ' $105.32 

$26.23 $63.33. 

NA $99.43 



E~hibit B, Atta~hment 1- Funding·for Fiscal Year 2014-15 through FY 2016-17 

lco~nty:Sao Fr:incf:;i;o 

FIS<•I Year 2014·15 

.State General Funds 17 /IfH to 6130/151 
Drug Medi-Cal SGF 

TOTAL 

~ Olscretlonarv 

·Prevention Set-A.side 
• Fridoy NightUve/Oub L\Va 

• HIV Set Aside 
-Perinl~I 

TOTAL 

Orue Medi-Cal F~dcrat Share f7 /ll:J.4 to 613011 "1· 

- Non Perinat~I Federal Share 
- Ptmn;;tat Feder.:d Share 

c.n 
00 

TOTAL 

.GRAND TOTAL 

2014·15 fundlni: 
Amount 

. 490,930 

490,930 

S,598,Q<IO 
368,~82 

30,000 
1,363,953 

9,847,950 

6711.803 
70,659 

744,462 

l1,U83,34Z 

leoninct Number: 14-5t009Sc 

Rst:11l Year 2015-16 

SU ti! General ftlnd• 17/1/15 to 51301151 
Drug Medi-Cal SGF 

TOTAL 

• Dlsoretlonarv 

- Adolescent/You:h 

- Prevenl\on Set-A•lde 
- Frldav Night Uve/Club live 
- HIV Set A<ide 

• Perintol 

TOTAL 

.. Non Perinatal ~ederal Share 
-Perinatal Federal Share. 

TOTAl 

GRAND TOTAL 

Pagtl loil 

2015·16 Funding 
Am<>unt 

490.~30 

490,9.30 

U64,412 
3.0,UOO 

1,363,953 

303,303 

9,847,950 

673,&Q3 . 
. 70,659 

11,1'.183,342 

Flscol Y<!ar 2t116-l.7 

State General Funds 17 ll'/16 rn 6/.>a/171 
Drug Medi·C> l SGF 

TOTAL 

- Olscretion•rv 

• Adolescent/Y<>U\t; 
• Prevention Set-Asl(!e. 
- Frid•y NiOhtUve/Club Live 
·HIV Set.Aside 
-Pcrintal 

TOTAL 

.!1J'.l!E M•dl·Cal Federal Share 17/1/16 to 6/301171 
- Non Perinatal federal Share 
':" Per1natal F~derilJ Sh3re 

TOTAL 

Exhibit B, · ent l 

711/2.014 

2Ql6-11 Funding 

Amount 

4~.930 

490,930 

5,598,040 

.068,182 
l,1811.472 

l,363,95~ 

9,847,950 

10,559 

744,462. 

GRANO.TOTAL . 11.083,342 

THREE-YEA~ TOTALj. 33;250,0ZGJ 
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California Department of Health Care Services Exhibit D(F} 

Special Terms and Conditions 

(For federally funded service contracts or agreements and grant agreements) 

The use of headings or titles throughout th!S exhibit is for convenience only and shall not be used to interpret 
or to govem the meaning of ~ny specifrcterm or condition. · 

The terms "contract", ·~contractor" and "Subcontractor" shall ·also mean, "agreemenin, "grant", "grant 
agreemenr, "Grantee" and ,;Subgrantee" respectively. · 

The terms "California Department of Health Care .Serilices", "Califcimia Deparymebt of Health Services", 
'Department .of Health Care Services",. "Department of. Health Services•, ~coHCS", ~oHcs·, "CDHS", and 
"DHS'' shall all have.· the. same meaning and ref er to. the California State. agency ·that is a party to this 
Agreement. 

Tliis exhibit contains provisions that require strict adherence to various contracting Jaws and pollcies. Some 
provisions herein are condltfonl:ll and -only apply if'specffied conditions exist {Le.1 agreement fotal exceeds a 
certain amount; ag.reement)s federally funded, etc.). The proviSions hereih apply to this Agreement unless 
the provisions are removed by reference on the face of this Agreemen~ the provisions are supersedeq by an 
.alternate· provision appearing elsewhere in th.is Agreement, or the applicable conditions do.not exist. 

lnde~ of sp·eciai Terms and Conditions 

1. Federal Equal Employment Opportunity 17. Human Subjects Use Requireme~ts 
Requirements · 18. Novation .Requirements 

2. Travel and Per Diem Reimbursement 19.' Debar m ent and Suspension Certification 
.3. Procurement Rules 20. Srnoke--Free Workplace Certification 
4. Equipment Ownership I Inventory I Disposition 21. Covenant Against Contingent Fees 
5. Subcontract Requirements 22. Payment Withholds 
6. ·income Restrictions 23. Performance Evaluation 
7. Audit and Record Retention 24. Officials Not to Benefit 
8. $ite Inspection 25. Four~Digit Date Compliance 
9. Federal Contract Funds 

26. Prohibited Use .of State Funds for Software 
10. Intellectual Property. Rights 27. Use of Small, Minority Owned and Women's 
11. Air or Water Pollution Requirements. Businesses 

·12. Prior Approval of Tratriing Seminars; Workshops 28. Alien Ineligibility Certification 
or Conferences 29. Union Org<,1njzing 

1$. Confidentiality of Information 30. Contracf Uniformity (Fringe Benefit 
14. Documents, Publ.ioatioris; and Written Reports Allowability) 

15. Dispute Resolution Process {Revised 2/2012) 31. Suspension or $top Work Notification 

16. Financial and Compliance Audit ReqUirements 32. Lobbying Restrictions and Disclosure 
Certtflcation 

DHCS-Exhiblt DF (2/12) Page 1 of28 
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Department ofHEialiti Care Services• Special 1eims and Conditions .EXhlbit D(F.} ~ 

1. Federal Equal_ Opportunity RequJremenf$. 

(Applicable to all federally funded agreements enter~d into by the Department of Health .CareSer:Vices) 

a.. The Contractor will not discriminate agairist any employee pr applicant for- employment ~cause of race, 
color, religion, sex, national origin, physical or mental handicap, disability,' age or status a~ a dlsabled. 
veteran or veteran of the Vietnam era. The Contractor will take affirmative action to ensure that qualified 
applicants are employed, and that employees are treated during employment, without· reg~rd to their 
race, color, religion, · sex1 national origin,· physical Qr mental handicap; disapility, age or status as a 
disabled veteran or veteran of the Vietnam era. Such action shall Include, but not be limited to the 
following: employmerit, upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or 
termination; rates of pay or o.ther forms of compensation; and career development opportunities and · 
selection for training, including .apprenticeship. The Contractor agrees to post in conspicuous places, 
available to employees and applicants for employment, notices to b~ provided by the Federal 
Government or DHCS, setting forth the provisions of the Equal Opportunity cf ause, Section 503 of the· 
Reh~bilitation Act of 1973 and the affirm.ative action cla_use r~quired by the Vietnam Era Veterans' 
Readjustment Assistance Act of 1974 (38 U.S.C. 4212}. ·such notic13s shall state the Contractors 
obllgation under the law. to take affirmative action to employ and advance in employment qualified 
applic;ants without discrimination b~sed on their race, color, religion, sex, national erigin. physical or 
mental .handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the 
rights of applicants ;:ind employees. 

b. The Contractor will. in all solicitations· or advancements for employees placed by or on behalf of lhe. 
Contractor, state that all qualified applicants will receive consideration for ~rnployment without reg;:ird to 
race, color, religion, sex, national origin physical· or mental handicap, disability, age or statl!s as a 
disabled veteran or veteran of the Vietnam era. · 

c. The Contractor wm send to each labor tihlon or representative of worker~ with whfoh 1t has a collective 
bargaining agreement or other contract or understanding a notice, to be provided by the Federal 
Government or the State,· advising the labor ,union or workers' representative of the Contractor's 
commitments under the prpvisions herein and shall post copies of the notice in conspicuous places 
available to employees and applicants for employment. 

d. The Contractor will co~ply with an provisions of .and furnish all information and repo·~ required by 
Section 503 of the Rehabilitation Act of 1973, as amended1 the Vietnam Era Veterans' Readjustment 
Assistance Act of 1974 (38 U.S.C. 4212)' and of the Federal Executive Ord.er No. 11246 as amended. 
including by Executive Order 11375, 'Amending Executive Order 11246 Relating to Equal Employment 
Opportunity,' and as supplemented by regulation at 41 CFR part 60, "Office of the Federal Contract 
Compliance Programs, Equal Employment Opportunity, Department of Labbr," and of the rule$, 
regulations, and relevant orders. of the Secretary of Labor. 

e. ·rhe Coritraotor will furnish an information and reports required by Federal Exeql,ltive Order· Nq. 11246 as 
amended, including by Executive Order 11375; 'Amending Executive Order 11'246 Relating to Equal 
Employment Opportunity;' and as supplemented by regulation at 41 CFR part 60, "Office-of the-Federal 
Contract Compliance Programs, Equal Employment Opporfunity, Department' of t;;abor," and the 
Rehabilitation Act of 1973, and by t~e rules, regulations, and orders of the Secretary of Labor, or 
pursuant thereto, and will permit access to Its books, records, and accounts by the· ·state and its 
designated representatives and the Secretary of Labor for purposes of investigation t9 ascertain 
compliance with such rules, n~gulations, and orders~ · · 

f. In the event of the Contractor's noncompliance with the requirements of the provisions herein or with any 
federal rules.: regulations, or orders which are referenced herein, this Agreement may be cancelled, 
terminated, or suspended in whole or ln part and the Contractor may be declared ineligible for 'further 
federal and state contracts in accordance with procedures authorized in Federal Executive Order· No. 
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in 
Federal Executive Order No. 11248 as amended, including by Executive Order 11375, 'Amending 
Executive O~der 11246 Relating to Equal Employment Opportunity,' and as supplemented by regulation 
at 41 CFR part 60, "Office of the Federal Contract Compliance Programs, Equal Employtnent 
Opportunity, Department of Labor," or by rule1 regulation, ·or order of the Secretary of Labor; or as 
otherwise provided by law. ·· · 
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bepartme:nt of Health Care Services. Special Terms and Conditions Exhibit D(F) 
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g. The Contractor will include the provisions of Paragraphs a through g in every·subcontract or purchase 
ord~r unless exempted by roles, regulations, or orders of the_ Secretary of Labor issued pursuant to 
Federal Executive· Order No .. f1246 as amended, includi11g by Executive Order 11375, 'Amending 
Executive Order 11246 _Relating ·to EqLtal Er.npJoym_enf Opportunity/ and. as supplemented by regulation 
at 41 CFR part 60, "Offic;e· of the Federal Contract Gompliance Programs, Equal Employment 
Opportunity, .. Department. of Labor," or .Section 503 of the Rehabilitation Act of 1973 or (38 U .S.C. 4212). 
of the Vietnam Era Veteran's Readjustment Assistance Act,. so tha~ such provisions will be binding upon 
each subcontractor or vendor. The- Contractor wi(J take.such action with respect to any subcontract or 
purchase order as the Director of th13 Office of Federal Contract Compliance Programs or DHCS may 
direct:as a means of enforcing such provisions including sanctions f()r noncompliance provided .• however, 
:tiiat fn the ev€int the Contractor becomes Involved in,. or is threatened with litigation by a subcontractor or 
vendor as a resi..tn of such ditectfOn hy bHcs, the Contractor may request in writing to. DHCS, who, in 
turn, may r~quest the United S.tates fo enter into such litigation to protect the interests of the State and of 
the United States. · · 

2. Travel and Per piem Reimbursem~nt 

(Applicable If travel and/or per diem expenses 'are reimbursed wit/1 agreement funds.) 

Reimbursement for travel and per diem expenses· from OHCS under this Agreement shall,. unless otherwise 
specified m·this Agte'ement, be at the rates currently in effec~ as established by the California Department of 
Personnel Admihlstration (DPA), for nonrepresented state emplriyees as stipulated in DHCS' Travel 
Reimbursement Information Exhibit. ff the DPA rates change during the term of the Agreement, the new 
rates shall apply upon their effective date and rio amendment to this Agreement shall be necessary. 
Exceptions to DPA rates may be· approved by DHCS upon the submission of a statement by the Contractor 
indicating that such rates are not: available fo tf)e Contractor. No travel outside the State of California shall be 
reimbursed without prior. authorizaiion from DHCS. Verbal authorization should be confirmed in writing. 
Written authorization may be in a form incfudlng·fax or email confirmation·. 

3. Procurement Rules 

(Applicable to agreements in which equipment/property, commodities and/or supplies are furnished by DHCS 
"ot expenses for said items are·reirnbursed by DHCS with state or federal funds provided under the 
Agreement) 

a. Equipmerit/Pro·perty d¢'initkms. 

Wherever the term equipment and/or propeey ls used, the following definitions shalrapply; 

(1) Major equipment/property: A tangible· or intangible item having a base unit cost of $5,000 or more 
with a tife expectancy of one (1 )- year or more arid is either furnished by DHCS or the cost is 
reimbursed through thfs Agreement: Software and videos are examples of intangible items that meet 
this definition. 

{2) Minor equipment/property: A tangible item having a base unit cost of less than ~5,000 with a life 
expectancy of one (1) year or more arid is: either furnished by DHCS or the.cost is reimbursed 
through this Agreement. 

b. G·overnment and public entities (lnoluding state colleges/universities and auxiliary organizations}, 
whether acting as a contractor and/or subcontractor, may secure all commodities, supplies, equ·ipment 
and services related to such purchases that are required in performance of this Agreement. Said 
procurements are subject to Paragraphs d through h of Provision 3. Paragraph c of Provision 3 shall 
afs6 apply, if equipnieht/property purchases are delegated to subcotitractors that are nonprofit 
organitations or·comrnercial businesses. 

c. Nonprofit organizations arid commercial businesses; whether acting. as a contractor and/or 
subcontractbr, may secure commodities, supplies,. equipment/property and services related to such 
purchases for performance under this Agreement. · 

(1) Equipmentiproperty purchases shall n?t exceed $50;000 annually. 

To secure equipmenUproperty above the annual maximum limit of $50,000, the Contractor shall 
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' 
mak~ . arrangements through the appropriate DHCS Program .contract Man9ger, to have all 
remalnfng equit>mentlproperty purchas·ed throµ9h DHCS1 Purchasing· Unit. .The cost of 
e~u.ipment/properfy purchased by .or through DHCS shall be deducted from the funds available in this 
Agreement. Contractor shall submit to th~ DHCS Program Contract Manager a list. of 
equipmentfproperty specifications for those items that.the State must procure. OHCS. may pay the. 
vendor directly for such arranged equipment/property purchases and title to the equipment/property 
will remain. with DHCS. The equipment/property will be deliver.ed to the Contractor's· address, .as 
stated on the face of the Agreement, unless . .the Contractor notifies the DHCS Program Contra.ct
Manag~r. in writing, of an altern,ate delivery address. 

(2) All equipmentfproperty purchases are subject to Paragraphs d through h of Provision 3. F'.l¥Bgraph b 
of Provision 3 shall also apply, if equiprnentlproperty purphases are deleg?ted to subcontractors that 
are eithera government or public entity. · · · 

(3) Nonprofit organizations and commer,elaf businesses sh~IJ use a proe0.remeot system that meets .the 
following st.andards: · . 
(a) Mairrtain a code or standard of conduct that shall govern -the performance of 'its e>fftcers, 
. employees, or agents engaged in awarding procurement contracts. No employe~. officer, or 

agent shall participate in the selection, award, or administration of a procur~ment, or bid cpntract 
in which, to bis or her knowledge, he or she has a financial interest. 

(b) Procurements shall be cc:mducted in a manner that provides, ·to the maximum ext~ot practical, 
?pen, and free competition. 

(c) Procurements shall be conducted in a mariner that provides fot all of the following: 

[1] Avoid purchasing unneces~ary or duplicate Items~ , 

[2] Equipmentfproperty solicitations shall be based upon a clear and accurate desoriptlon of the 
technical requirements of the goods to be procured, 

L3J Take positive steps to utiliz~ small arid veteran owned 'bUsinesses. 

d. Unless waived or otherwise stipulated in writfr1g by DHCS. ·prior written authorizati.on from the appropriate 
DHCS Program Contract Manager will be required before the Contractor will b.e reimburse.d for any 
purchase of $5,000 or more for commodities, supplies, equipment/property, and ~ervices related to-such 
purchases. The Contractor .must provide in its request for authorization all particulars n~~ss.a,y, as 
specified by DHCS, for evaluating· the necessity or desirability of in9urring such co.$ts •. The term 
"purchase" excludes the purchase of services from a subcontractor and public utlli!y services ~t rates 
established for. uniform applicability to. the general p4blic. 

e. In special circumstances, determined by DHCS (e.g;. WhF1n DHCS. has. :a· need to monitor: certain 
purchases, etc.), DHCS may require prior written authorization and/or the submission of paid vendor 
receipts for any purchase, regardless of dollar amount. DHCS reserves the right to either.deny claims for 
reimbursement or to request repayment for any Contractor andlor subcontractor purchase that OHCS 
determines to be unnecessary in carrying out performance under this Agreement. 

f. The Contractor and/or subcontractor must maintain a copy or narrative description of the procurement 
system, guidelines, rules, or regulations that will be used to.make purchases under this Agreement. The 
State reserves the right to request a copy of these documents and to inspect the purqh~sing practices qf 
the Contr~ctor and/or subcontractor at any time. · 

g, For all purchases, the Contractor and/or subcontractor musf maintE1in ·copies of aU paid vendor invoices, 
documents, bids and other information used in vendor selection, for inspection or audit" J.ustifJqations 
supporting the absence of bidding (i.e., sole sot,.1rce purchases) shall also be maintained on fde by the 
Contractor and/or subcontractor for inspection or audit. 

h. DHCS may, with cause (e.g.,, with. reasonable su.spicion of unneeessary purchases qr use of 
inappropriate purchase practices, etc.), withhold, cancef, modify, or retract the delegated purchase 
authority granted under Paragraphs b and/or c of Provision 3 by giving the Contractor no less than 30. 
calendar days written notice. 
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' 
4. Equipment/Property ownership J rnventory I Disposition 

{Applicable ·to agreements in wh!Ch equipmenVproperty fa furnished by DHCS and/or When said items are 
purchased or reimbursed by DHCS with. state or fed$ral funds provide.d u.nd.er the Agreement.) 

a. Wherever the term equipment and/or property is used in Ptovlsion 4, the definitions in Paragraph a of 
Provision 3 snail apply. . . . . 

Unless otherwise $tifi'lulated in this Agreement, all equipment and/or property that· is 
purchased/reimbursed with agreement funds or furnished by· DHCS under the terms of this Agreement 
$hall be considered state equipment and the property Of DHCS. 

(1) Reporting of Equipment/Property Receipt - DHCS requires the reporting, tagging and annual 
inventorying of all equipment and/Or property that is furnished by· DHCS or purchased/reimbursed 
with funds provided through this Agreement 

Upon receipt .of equipment and/Or· property, the Contractor shall report the receipt to the DHCS 
Program Contract Manager; ·To report the receipt of sald items and· to receive property tags, 
Contractor shall use a form .or format designated by DHCS' Asset Management Unit. If the 
appropriate form (Le., Contractor Equipment Purchased with DHCS Funds) does not accompany this 
Agreement, Contractor shall requ6St a .copy from the DHCS Program Contract Manager. 

(2) Annual Eqi.iipment/Property· Inventory .. If the Cohtractor enters into an agreement with a term of 
more than twelve months,. the Contractor shall submit an annual inventory of state equipment and/or 
property to the DHCS Ptogram Contract Manager using a form or format' designated byDHCS' Asset 
Management Unit. If an ·inventory report form (i.e., lriVentory/Disposition of DHCS-Funded 
Equipment). does. not accompany this Agreement. Contractor shall request a copy from the DHCS 
Program Contract Manager. Contractor shall: 

(a) Include in the inventory report, equipment and/or property in the Contractorts possession and/or 
in the possession pf :;i subcontractor {inch.,tding independE}ryf consultants). 

(b) Submit the inventory report to DHCS according to the instructions: appearing .on the inventory 
form or·issued by the. DHCS Program Contract Manage(. 

(c) Contact the DHCS Program Contract Manager to learn how·to remove, trade-in, sell, transf~r or 
survey off, from the inventory report, expired eq'Uipment and/or property that is no longer wanted, 
usable or has passed· its life expectancy. Instructions wili be supplied by either the DHCS 
Program Contract Manager or DHCS' Asset Management Unit. 

b. Title to state equipment and/or property shal~ riot be affected by 'its incorporation or attachment to any 
property not owned by the.State, · 

c. Unless otherwis·e stipulated, DHCS shall be under no obligation to pay the cost of restoration, or 
rehabilitation of the Contractor's and/Or Subcontractor's facility which may be affected by the removal of 
any state equipment and/or property.· 

d. The Contractor and/9r Subcontractor shall maintain and administer :a sound business program for 
ensl!rlng the· proper use,. maintenance, repair, protectio1\ insurance and preservation of state equipment 
and/or property. 

(1) ln administering this provision, DHCS may require the Contractorand!or Subcontractor to repair or 
replace, to DHCS' satisfaction, any. damagep, lost or stolen state equipment and/or property. In the 
event of state equipment and/or miscellaneous property theft,.Contractor and/or Subcontractor shall 
inimedlate!y file a theft report with the appropriate poficE;t agency or the Cal!for.nia Highway Patrol and 
Contractor shall promptly submit one copy of the tlieft report to the DHCS Prograin Contract 
Manager. · 

e. Unless otherwise stipulated by the. Program funding. this Agteement, ·equipment andfor property 
purchased/reimbursed with agreement funds or fur.nished l;iy DHCS- under the terms of !his Agreement, 
shall only be used for performance·of this Agreement or another DHCS agreement. 
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f. Within sixty (60) calendar days prior to th.e termination or end of this Agreement, th& Contraotor shall 
provide a final inventory report of equipment and/or property to the DHCS Program Contract Manager 
and shall, at that time, quer>- DHCS as to the requirements, inCluding the· manner antt method, of 
returning state equipment arid/or property to DHCS. Final disposition of equipment and/or property. shall 
be at DHCS expense and according to DHCS instructions. Equipment and/or property 'disposition 
instructions shall be issued by DHCS Immediately after receipt. of the final tnventory report. At the 
termination or conclusion of this Agreement, DHCS may at its discretion, authorize the continued use of 
state equipment and/or property for performance of work under a different DHCS .ag~eement. 

g. · MQtQ.r Vehicles 

(Appli~bl~ qnly ~ mototve,hii:;les are purchased/reimburse~ With agreement.funds or furnished by DHCS 
under this Agree111~nt:) 

(1) If motor vehicles are ,purtj)a~ecl/reim~1,1rsed with agi:ei:imentfunds or fumi$hed by OHCS under the 
terms of this Agreement, wlt~ln thirty (30) calendar days priQr to the terminatic>n .or enct of this 
Agreement, the Contractor andfor Subcontractor .shall. return such vehicles to DHCS a_nd sh?ll deliver 
911 necessary documents of title or registration to enable the P,roper transfer of a marketable:tltle to 
DHCS. ' 

(2) If motor veh{cfos are purchased/reimbursed with agreem~t' funds or turriiShed by OHC.S under the 
terms of .this Agreement, the State of California shall oe the legal owner of said motor vehicles and 
the Contractor shall be the registered owner. The 'contractor and/or a subcontractor may only use 
~aid vehicles for performance and Linder the terms of this Agreement 

":. t . 

(3} The Contractor and/or Subcontractor agree that afi op~r~tors of mo~or vehicles, 
purchased/teimbur5ed with agreement funds or furnished -by DHCS. under the terms .of this 
Agreement, shall hold a valid State of California dnvefs license. In the event that ten or more 
passengers c;ire to be transported in any one vehicle, the operator shall also hold a State of California 
Class B. driver's license. 

, , 

(4) If any motor vehicle is purchased/reimbursed with agreement funds or furnished byDHCS under the 
terms of this Agreement, the Contractor and/or Subcontractor, as applicable, shall provide, maintain, 
and certify that, at a minimum, the following type and amount of automobile liability Insurance ls in. 
effect during the term of this Agreement or ariy extension pi;,riod during which any vehicle remains in 
the Contractor's and/or Subcontractor's possession; 

Automobile Liability Insurance 

(a) The Contractor, by signing this Agreem~nt, hereby certifies that it possesses or will ~btain 
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily injury and 
property damage combined. Said insurpnce must be obtained and made effe<;:fiva upon the 
delivery date of any motor vehicle, purchased/reimbursed with agreement funds· o(furnlSbed by 
DHCS und!3r the terms of this Agreement~ to the Contractor and/or Subcontractor~ 

(b) The Contractor and/or Subconttactor shaD, as ·soon as practical, furnish a copy. of th~ ~ertifJcate 
of insurance to the DHCS Program Contract Manager. The certificate of insurance shall identify 
the DHCS contract or agreement number for which.the Insurance.applies . 

. {c) The :Contractor and/or Subcontrac~or ,agree that bodily injury and property damage liability 
insurance, as required herein, shall remain in effect at all times during the term -Of this Agreement 
or until such time as the motor vehicle is returned to DHCS;. · 

(q) The Contra(::tor and/or .Supcontractor agree to provide, at le~st thirty (30) days, prior to the 
expiration date of said· insurance coverage, a copy of a new certificate of insurance evidencing 
continued coverage, as indieated herein, for not less than the remainder of the term of this 
Agreement, the term of any extension or continuation thereof, or for a period of not less than one 
{1) year. 

(e) The Contractor and/or Subcontractor; if not a self·insured government af)d/or pubiic entity, must 
proviae evidence, that any r~quired certificates of insurance contain the following provisions: 
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· [1] T[ie insurer will not cancel the insured's coverage withQUl giving thirty (30). calendar days 
prior written notice to the State (California Department of Health Care Services). 

[2J The State of California, its .officers, agents, employee$, and servants are included as 
additional insureds, but only with respect to work. performed for. the State under this 
Agreement and any extension or continuation ofthis Agreement. 

[3] The insurance carrier shall notify the California Department of Health Care Services (DHCS), 
ln writing, of the Contractor's failure to pay premiums; its cancellation of such policies; or any 
other substantial change, including, but not limited to, the status, coverage, or scope of the 
required insurance. Such notlces shall· contain a reference to each agreement number for 
which the insurance was obtained. 

(f) The Contractor andfor Subcontractor is hereby advised that copies· of certlficate·s of insurance 
may he subject to review and approval by the Department of General Services {DGS), Office of 
Risk and Insurance Management. The Contractor shalf be .. riotlfied by DHCS, i0 writing, lf this 
provision fs applicable to this Agreement. If DGS approval of the certificate of Insurance is 
required~ the Contractor ag.rees that no work or services shall be performed prior to obtaining 
said approval. 

{g) In the event the Contractor and/or Subcontractor fails to ke~p insurance coverage, as required 
herein, in effect at all. times during. v~hicle. pqssession, DHCS may, in addition to any other 
remedies it may have, terminate this Agreement upon the occurrence of such·event. 

5. Subcontract Requirements 

{Applicable to agreements under which services are to be performed by subcontractors including 
independent consultants.) 

a. Prior written authorization will be required before the Contractor enters into or is reimbursed for any 
subcontract for services costing $51000 or more. Except as indicated in Paragraph a(3) herein, when 
securing subcontracts for services exceeding $5,000, the. Contractor shall obtain at least three blds or 
justify a sole source award. 

(1) The Contractor must provide in its request for authorization, all information necessary for evaluating 
the necesslty or desirability of incurring such cost. 

(2) DHCS may identify the information needed to fulfill this requirement. 

(3) Subcontracts performed by the following entities or for the service typ(:ls listed below are exempt from 
the bidding and sole source justification requirements: 

I . . 

(a) A local governmental entity or the federal government, 

(b) A Slate college .or State university from any State, 

(c) A Joint Powers At.ithority, 

( d) An auxiliary organization of a California State University or a California community college, 
(e) A foundation organized to support the Board of Governors of the California Community Colleges, 

(f) An auxiliary organization pf the. Student Aid Commission established under Education Code 
.§ 69522, . . 

(g) Firms or individuals proposed for use and approved by DHCS' funding Program via acceptance 
of an application or proposal for fonding or pre/post contract award negotiations, 

(h) Entitles and/or servic'e types identified as exempt from advertishig and competitive bidding in 
State Contracting Manual Chapter 5 Section 5.80 Subsection B.3. View this publlcation at the 
following Internet address: http://www.dgs.ca.gov/olsJResources/StateContractManual.aspx. 

b. DHcs· reserves the right to approve or disapprove the selection of subcontractors. and wlth advance 
written nonce, require the substitution of subcontractors and require the Contractor to terminate 
subcontracts entered into in support of this Agreement. 
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{1} Up.on i:eeeipt of a writt~n notice from OHCS requiring the subs~itution and/or term'ination 'of a· 
suQc.ontract, ~e ,contractor shall take. steps, to ensure the completion of any work in progress and 
select a replacement, If applicable, within 30 calendar days; unless a longer period is agreed to by 
OHO$. 

c. Actual subcontracts (Le .• wri~en ;agre~erit .be{Ween 'the Contractor and a .subeontraotor). Qf $5,000 .or 
more are subject to the prior review and written approval of DHCS. DHCS may; at its discretion, elect to 
waive this right. All such waivers shall l:>e confirmed in writing by DHCS. · 

d. Contractor shall maintain a-copy of eabh s~bcontract er)tered into in support of this Agreement and shall, 
upon request by DHCS, make copies ~vailable for approval, inspection, or audit. · 

e. DHCS assumes no responsibility for the payment of .subcontractors used in the performance of this 
Agteemfililt. Contractor accepts sole responsibility for the payment of subcontFactors used in the. 
performance of this Agreement: 

f. The Contractor is respons"ible ·for all performance requir~men.tS under this Agreement even though 
performance may be carried out thrq.ugJ1 a subcontract. ·· 

g. The Contractor shC!ll ensure th~t-all·subcontracts for services include provision(s) reqvlrlng compliance. 
wifh applicable terms and conditions ~pecified in; this Agreement . 

h, The Contract9r agrees to ir:iclude the following clause, relevant to record retention, In all.subcontracts for 
services: · 

""(Subcontractor Name) agrees to maintain and preserve1 until three years after termination of 
(Agre~ment Number} and final payment.from DHCS to the Contraqtor, to permit DHCS or any 
duly authorized representative, to have access to, examine or audit any pertinent books. 
documents, papers and records related to this subcontract and to allow interviews of any 
employees who might reasonably have information relatec:! to such records." 

l. Unless otherwise stipulated in. writing by DHCS, the Contractor shall be the subcontractor's sole point of 
contact for all matters related to performance and payment under this Agreement. 

J; Contractor sha.11, as applicable, advise all subcontractors of their obligations pursuant to the following 
numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 10, ·1.1. 12, 13, 14, 17, 19, 20, 24, 32 and/or 
other numbered provisions herein that are deemed applicable. . 

6. Income Restrictions 

Unless oth«?rWise stipu}ated fn this Agreernent, ther Qontractor agrees ·that any refunds, rebates, credits, or 
other amounts (including any interest .thereon)- accruing. to or ·received by the Contractor under this. 
Agreement shall be paid by the Contractor to DHCS, to the extent that they are.properly allocable.to costs for 
which the Contractor has been reimbursed by_DHCS under this Agreement. 

.7. Audit and Record Retention 

{Appµcab1e to a~~ements in exces.s of~10.POO.) 

a. '"The Contractor and/or Subcontractor .shall maintain books, records, dt>cuments, and other evidence, 
accounting procedures and practices, sufficient to properly reflect all direct and Indirect.costs of wbatever 
nature claimed to have been incurrE1d in the performance of this Agreement, iricludjng any matching 
costs and expenses. The foregoing constitutes "records" for the purpose of this provision. 

"Q. ' The Contractor's ahd/Or su,bcontractOr's facility or office or such part thereof as m~Y. be engaged in the 
performance of this Agreement and his/lier records shall be subject at all reasonable times to inspection, 
audit, and reproduction. 

c. Contractor ag_rees thatDHCS, the Department of General Services, the Bureau of State Audits, or their 
designated representatives including the Comptroller General of the United States. shall have. the right to 
review and to copy any records and supporting documentation pertaining to the performance. of this 
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Agreement Contractor agrees to allow the auditor.(s) access to such records during normal business 
hours and to allow interviews of any employees who might reasonably have information related to such 
records. Further, the Contractor agrees to include a similar right of the State to at1dit records and 
interview staff in any subcontract related to performance~of this. Agreement .. (GC 8546 .. 7, CCR Title 2, 
Section 1896). 

d. The Contractor and/or Subcontrac.tor shall preserve and make availabie his/her records (1 f for a period 
of three years from th_e date of final payment under this Agreement, and (2) for such longer period, 1f any, 
as ls required by applicable statute, by any other provision of this Agreement, or by subparagraphs (1} or 
(2) below. 

(1) !f this Agreement is complefeiy or partially terminateq, the records relating to the work terminated 
s!'lall be preserved· and made available for ~ period of three years from· the date. -of any resulting final 
settlement. 

(2) If any litigatfon, claim, negotiaticm, audit; or other.action involving the records has been started before 
the expiration of the three-year period. th_e records shall be retain~d until completion of the action and 
resolution of an issues which arise from it, or until the end of the regular. three-year period, whichever 
is later: · 

e. The Cohtractor and/or Subcontractor shall comply with· the .above requirements and be aware of the 
penalties for violations of fraud and for obstruction of Investigation ~s set forth ·;n Public Contract Code § 
10115.10, if applicable. · · · 

f. The Contractor and/or Subcontractor may, at its· discretion, following receipt of final payment under this 
Agreenien11 reduce its accounts; hooks arid records related to thiS Agreement to microfilm, computer 
disk, CD ROM, DVD, or-other data storage medium. Upon request by an :authorized repr:esentative to 
inspect. audit or obtain coples of said records, the. Contractor and/or Subcontractor must supply or make 
available applicable devices, hardware, and/or software necessary to view, copy and/or print said 
records, Applicable devices may include, bU:fare not limited to, microfilm readers and microfilm printers, 
etc. 

g. The Contractor shall, if applicable, comply with the. Single Awdit Act and the audit reporting requirements 
setforth in OMS·Circular A-133. 

8. Site Inspection 

The State, through .any ~uthorized representatives, has. the right at all reasonable times to inspect or 
otherwise evaluate the work: performed or being perform~ hereunder including subcontract supported 
activities and ihe premises in which it I~ being performed. If ar:iy inspection or. .evaluation ls m.acie of the 
premls13s of the Co.ntractor or Si.Jbcont1C1ctor, the Conti:actor shall provJde and shall require Supcontractors to 
provide all reasonable facilities· and assistance. for the s~fety and· convenience. of the authorized 
represef1t~tives in the performance of their duties; All'ii\spections and evaiuations shall be performed in such 
a manner as will. not unduty delay tlie work. 

9. Federal Contract Funds 

(Applicable only to that portion of an agreement funded in part or whole with federal funds.) . 

a. It is mutually understood between the parties that this Agreement may have been written before 
ascertaining the.availability of congressibnal appropriation offt.inds, for the mutual beneflt·of both parties', 
rn order to avoid program and fiscal delays which would occur if the Agreement were executed after that 
determination was made. · · 

b. This agreement is v;;ilfd and enforceable only if sufficient funds are made available to the State by the 
United States Government for the fiscal years covered. by the term of this Agreement. In addition, this 
Agreement is subject to any addltlonal restrictions, limitations, or conditions enacted by the Congress or 
any statute ena.cted by the. Congress which may affect the proViSions, terms or fiinding ofthls Agreement 
in any manner. 
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c. It Is mutually agreed that lf the Congress does not ,f:!ppropriate sufficient funds for .tl)e prQgram, this 
Agreement shall be amended to reflect any redu~tion in funds. · · 

d. DHCS has the ·option to invalidate or cancel the Agreement wrtn 30~Ys- advance written notice or to 
amend the Agreement tO reflect ariy reduction in funds. · · · 

1 o. ·Intellectual Pfoperty "RiQhls 

a. O\'.'o(ner'Shfp. 

( 1) Except where DHCS has agreed in a. signed writing to accept a license, DHCS shall be and remain,. 
Without additional ¢ompensation, the sole owner of any and all rights, title and ·1nterest In all 
tnteUectual Property, from the moment of creation, whether or not jointly conceived, that· are.made, 
conceived, derived from; or reduced to practice by Contractor or DHCS and which result directly or 
indirectly from this Agreement 

(2) For the purposes of this Agreement, .JnteilleGtUal. Pr~perty .means recognized protectable rights and 
interest such as: patents, (Whetl:ler-or not issued}copyi'ights, trademarks, service marks, appl{qations 
for any of the foregoing, inventions, trade $,ecrets, trade dress, logos, insignia, color combinations; 
slogans, moral rights, right of publicity, author's rights~ contract and licensing rights,, works" m:ask 
works, industrial design rights, rights of priority, know how, design flows, methodo!Qgiei;; devi~s. 
l;>usiliess pro.cesses, ·developments, innovations, good will and all other' legat rights pro"teoting 
intangible proprietary information as may exist now and/or here after come into existence, and all 
renewals and extensions, regardless of whether those rights arise under the laws of the United 
States, or any other state, country or jurisdiction. 

(a) For the purposes of the definition of fntellectuaf Property) "work.s" means all literaiy .Vo'orks, 
writings c,1nd printed matter incJudjng the metiium by which they are recorded or reproduced, 
photographs, art work, pictorial and graphic representations and works of a similar .nature, fitm,. 
motion pictures, digital images, animation c~lls, and other audiovisual works including positives 
and negatives thereof, sound recordings, tape!}, educational materials, interactive videos and any 
other materials or products created, produced,· conceptualfzed and fixed in a tangible medium of 
expression. It includes .preliminary· and final prodµcts and any materials and lnformatiein 
developed for the purposes of producing those final productS. Works does not include articles· 
submitted to peer review or reference journals or independent research projects. 

(3} In the peiformance of this Agreement Contractor wllr exercise an~ utilize certain. of Its Intellectual 
Property in existence prior to the effective date of this Agreement. In addition, under this Agreement. 
Contractor may access and utilize certain of DHCS' tntellectual Property in existenc~ prior· to the 
effective date of this Agreement. Except a~. otherwise set forth herein, Contractor shall not µ5e.any 
of DHCS' Intellectual Property now. existing or h~reafter existing for any purposes without. the. prior 
written permission of DHCS. Except as otherwise set fprth hereinl neither the Contractor nqr 
DHCS shall give any ownership interest in or rights to itS Intellectual Property to the other 
Party. If during thei term of this Agreement; Contractor accesses any third-party Intellectual Property 
that is licensed to DHCS, Contractor agrees to abide by all licen.se and confidentiality restrictions 
applicable to OHCS in the third-party's license agreement. 

(4) Contraptor·agrees to cooperate wlth DHCS in establishing or maintaining DHCS' exclusive rights in 
the Intellectual. Property, and in ~ssuring DHCS' sole rights against third parties with respect .to the 
Intellectual Property. If the Contractor enters Into any agreements or sub.contracts with other parties 
. In order to perform this Agreement, Contractor shall require the terms of the Agreement(s) to include 
all lntelleQtual Prop~rty provisions. Such terms must include, but are not limit~d fo, the subcontractor 
assigning and agreeing to assign to· DHCS all rights, title and interest" in Intellectual Property made, 
conceived, derived from, or reduced to practice by the subcontractor, Contractor or. DHCS and which 
result directly or indirectly from this A9reement or ariy subcontract~ 

(5} Contractor further agrees to assist and cooperate with DHOS In all reasonaf:)te respects, ·and execute' 
all documents ·and, subject to. reasonable availability, give testimony and take an further acts 

. reasonably necessary to acquire, transfer, maintain, and enforce DHCS' Intellectual Property rights 
and interests. 
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'b. Retained Rights I License Rights 

(1) Except for Intellectual Property made, conceived, derived from, or reduced to practice by Contractor 
or DHCS .and whfch rest.lit directly or ihdlrectfy from this Agreement, Contractor shall tetain title to au 
of. ifs lntellectuaf Property to the extent such Intellectual Property is ln existence prior to the effective 

. date of this Agreement. Contractor hereby grants to DHCS, without additional compensation, a 
permanent; non'-exclusive, royalty frne, paidwup, worldwide; "irrevocable, perpetual, non-terminable 
license to use,. reproduce. manufacture, ·sell, offer to sell, import, export, modify, publicly and priVately 
c;lisplay/petform., distribute. ana dispose Contractor's Jntellectual Property with the right to sublicense 
through multiple layers, for any purpose whatsoever, to the· extent it is incorporated in the Intellectual 
Property resulting from this Agreement, unless Contractor assigns all rights, title and interest in the· 
Intellectual Property as set forth herein. · 

(2) N9thlng in this prov!sion shall restrict, limit, or otherwise prevent Contractor from using any ideas, 
concepts,, know-howl methodqlogy or techniques related to its performance under this Agreemen~ 
provided that Contractor's use does not infringe-the patent, copyrlght, trademark rights, license or 
other Intellectual Property rights of DHCS or third party, or result ln · a breach or def a ult of any 
provisions of this Exhibit or result in a breach of any provisions of law relating to confidentiality. 

c. Copyright 

(1) Contractor agrees that. for purposes of copyright law, all works [as defined in Paragraph a,. 
subparagraph (2)(a) of this. provision} of authorship· made. by or on behalf of Contractor in connection 
with Contractor's performance of thfo Agreement shall be deemed "works made for hirE?". Contractor 
further agrees· that th·e work of each person utilized by Confractor in connection with the performance 
of th ls Agreement wm be a ''Work made for hlre," whether that person is an employee of Contractor or 
that person has entered into an agreement With Contractor to perform the Work.. Contractor shall 
enter into a written agreement with any such person that: (i} all work performed for Contractor shall 
be deemed a "work made for hire" under the Copyright Act and (ii) that person shall assign all right, 
titre, arid interesfto DHCS to any work product m·ade; conceived, derived from, or reduced to practice 
by Contr.acfor or DHCS and which result-directly or indirectly from this Agreement. 

(2) All matei"lals, including; but not limited, to, visual-works or text; reproduced or distributed purauant to 
this Agreement that Include lntellectual Property made; conceived, derived from, or reduced to 
practice by Contractor or DHCS and which result directly or 'indirectly from this Agreement, shall 
include DHCS' notice of copyright, which shall read-in 3rrim or larger typeface:"© [Entet Current Year 
e.g., 2010,, etc.], California Department·. of ·Health Care Services. This material may not be 
reproduced or disseminated without prior written permission from the California Department of Health 
Care Services.• This notice should be placed prominenUy on the materials and set apart from other 
matter on the page where it appears. Audio productions shall contain a similar audio notice of 
copyright. · 

d. Pate.nt Rights 

With respect to inventions made by Contractor in the performance of this Agreement, which did not result 
frorri research and developm~nt specifically Included In the Agreement's scope of work, Contractor 
hereby grants to DHCS a If cense as· described. under Section b of this provision for devices or material 
Incorporating. or made through the use ·of such inventions. If such inventions result from research and 
development·work speciffcally included within the Agreement's scope of work, then ContractOr agrees to 

·assign to DHCS, without additional compensation,. alt ·its rfght, title and .interest in and to such inventions 
ahd to assist DHCS in securing United States arid foreign patents with respect thereto. 

e. Third-Party lriteff ectual Property 

Except" as provided· herein, Contractor" agrees' that its performance of .this· Agreement shall not be 
·dependent upon or ihcfude a·ny· lntellectual Property of Contractor or third party without first: (i) obtaining 
DHCS' prior written approval; and (ii) granting to or obtaining for DHCS, without additional compensation, 
a lice-nse, as described In Section b of this provision, for any -of-Contractor's or third-party's Intellectual 
Property in eXistence prior to the effective date of this Agreement If such a llcense upon the these terms 
is. unattainable; and DHCS determines that the Intellectual Property should be included !h or is required 
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for Contractor's performance.of this Agreem~nt, Contractor sh?ll obtain a 11ce!i$e under terms acceptable 
toOHCS. 

f~ Warranties 

{1) ContraetQr represenjs and w;:iinants tht:\t 

(~) .It is free to ent~r Into t;lnd fully perform this Agreement 

{b) It has secured and .will secure all rights ~nq· · nc~nses. necessary for its performance of this 
Agreement.. 

( c} Neither Contractor's performance of this Agreeme'itt; nor the exercise by either :P~i:ty of the right$ 
granted ln this Agree.ment, .nor any .use, reprodt,Jctlon, m~nufactul'.'e, sale, offer to sell. import, 
export, modification, public and private display/perfonnance, distribution, .and disposition of the 
Intellectual Property made, conceived; de.rived from; or reduced to practic~ by. Contractor or 
DHCS and which result directly or indirectly from this Agreement Will infringe: upon pr violate· any 
lntellectuar Property right; non·discfosure obligatic>n, or other proprietary right or interest of any 
third-party or entitY now existing under the laws of. or hereafter existing or Issued by. any state, 
the United States, or any foreign country. There Is currently no actual or threatened :claim by any 
such third party based on an alleged violation of any such right by Contractor. · 

{d) Neither C<?ntractor's performance nor any part of its performance wm violate the right 0.f privacy 
of, or constitute a libel or slander against any person or entity. 

( e) It has decured and wJli secure all rights. and licenses necessary for Intellectual Property ·including, 
· but not·limited to, consents, waiVers or releases from all authors of music or performances used, 

and talent (radio, televiSion and motion picture' talent), owners of any interest in and to real 
estate, sites,. locations, property or props that may be used or shown. 

(f) It has not granted and shall nQt grant to any person or ~n~ty any fight that wo:utd or might 
derogate, encumber; or interfere with any of the rights granted to OHCS fn-this Agreement. 

· (g) It has appropriate systems and controls in ·place to ensure that state funds will not be used in the 
performance of this Agreement for the acquisition, operation or maintenance Of computer 
software in violation of copyright laws. . . 

(h) It has no knowledge of any outstanding claims. licenses -or other -charges; ·nens, or 
· encumbrances· of .any kind. or nature. whatsoever that could affect in ·any way Contractor's 
. performance of this Agreement.· 

(2) DHQS MAKES NO WARRANTY THAT THE lNTELLECTl,JAL PROPERTY RESULTiNG FROM 
THIS AGREEMENT DOES NOT INF:RINGE UPON ANY PATENT, TRADEMARK, COPYRlGHT OR 
THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED. . 

g. Intellectual Pr,operfy lnd~mni.ty· 

(1) Contractor sila!I indemnifYi defend and hclld' harmless DHCS-and its licensees and assignees; and its 
officers, directors, employees, agents, representatives, successors, and users of its products, 
("lndemnitees") from and against all claims, actions, damages, losses, liabilities _(or actions or 
proceeding~ with respect to any thereof), whetheror not rightful, arising from any and all actions or 
claims by any third party or expenses related thereto (including, but not limited to .•. all legal expenses, 
court costs, and attorney's fees incurred hi investigating, preparing; serving as a witness i_n, or 
defending against, any such claim, action, or proceeding, commenced or threatened) to which any of 
the lndemnitees may be subject, whether or no.t Contractor is a party to any pending or threatened 
litigation, which arise out of or are. related to (0 the incorrectness or breach of any of the· 
representations, warranties, covariants or agreements of Contractor pertaining to Intellectual 
Propetty; or (ii) any Intellectual Property infringement,_ or any other type of actual or alleged 
infringement claim, arising out ·of DHCS~ use, reproduction, manufacture, sale. offer to sell •. 
. distribution, import, export, modification,. public and. private performance/display; lice.nse, and 
disposition of the Intellectual Property made, conceived, derived from, or reduced to practice by 
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Contractor or DHCS ;:ind which result directly or lildirectly frorri this Agreement. This indemnity 
obligation shall apply irrespective of whether the; lnfringement claim is based on a patent; trademark 
or copyright registration that issued after the effective date.of thls Agreement DHCS reserves the 
right to participate in ·and/or c.ontrol, ·at Contractpr's expen~e, any sucti infringement action brought 
against DHCS. 

(2) Should any lntel1eptuat PropettY lipensed by the Contra:ctor to DHCS under this Agreement become 
the subject ·of an Intellectual Property infringement claim', Contractor will exerCise its authority 
reasonably and in good faith to preserve DHCS' right to use the licensed Intellectual Property in 
·accordance with th ls Agri:iement .;:it no expense to DHCS. DHCS shall nave the right to monitor and 
appear through its own ·counsel {at Contractor's expense) in any $UCh claim or action. In the defense 
or settlement of the claim, Contractor may obtain the right for DHCS to continue using the licensed 
lntelfectual Property; or, replace or modify the acensed Intellectual Property so that the re.placed or 
modified Intellectual Property becomes non~infringlng provided that such replacement or modification 
is functionally equivalent to the original licensed Intellectual Property. If such remedies are not 
reasonably available, DHCS shall be entitled to a refund af all monies paid under this Agreement, 
without restriction or limitation ofany ~ther rights arid remedie.s.avaitable. at law or iri equity. 

(3) Contractor agrees that damages alone would be inadequate lb compensate DHCS.for breach of any 
term of this Intellectual Property Exhibit by Contractor~ Contractor acknowledges DHCS would suffer 
Irreparable. harm in the even~ of such breach .and agrees DHCS shall pe entitled to obtain equitable 
reli¢f,. including without limitation ~n Injunction, from a court ·of competent jurisdiction, without 
restriction or limitation o.f any other rights. and remedies available at law or in equity. 

h. Federal Funding 

In any agr.eement funded in whole or rn part by the federal government, PHCS may acquire and maintain 
the Intellectual Property rights, ti~~; and ownership, which results direc1Iy or indirectly from the 
Agreement~ :except as· provided in 37· Code of Federal Regulations part 401.14; however. the federal 
government shall have a· non-exclusive, nontransfer;;ible •. irrevocable, pald..:up license throughout the 
world to use, duplicate, or dispose of such Intellectual Property throughout the world in any manner for 
gr,wernmental purposes and to have.and permit others to do so. · 

f. Survival 

The provisions set forth her€)in shall survive any termination. or expiration of this Agreement or any project 
schedule. 

·11. Afr or Water Pollution Requirements 

Any federal!{ funded agre19ment and/or subcontract in excess of $100,000 must comply with the following 
provisions unless said agreement is exempt under 40 CFR 15.5. 

a. Governmerit contractors. agree to comply with all applicable :standards, orders, or requirements issued 
under. section 306· of the Clean Air Act [42 U.S.C. 1857(h)]. section 5.08 of the Clean Water Act (33 
U.S'.C. 1368), Executive Order 11738, and Environmental Protection Agency regulations (40 CFR part 
15). 

b. Institutions of higher education, hospitals; nonprofit organizations and commercial businesses agree to 
comply with all·~pplic.alile standards; orders, onequir:0ments is$ued uncte'r_the Clean Air Act {42 U.S.C. 
7401· et seq.), as amended, and the Federal Water Pollution Control Act (33. U.S.C. 1251 et seq.), as 
amended. 

12. Prior Approval of Training·Semlnars, Workshops or Conferences: 

Contractor shall obtain prior DHCS approval of the locationh costs, dates, agenda, Instructors, Instructional 
tnateriafs, and attendees at any rei,mbursable training :Serriinar, workshop, or conference conducted pursuant 
to thl,s Agreement and of any· reimbursable publicity or edµcational materials to be made avallable for 
distribution. The Contractor shall acknowledge the support of the State whenever publicizing the work under 
this Agreement in any media. This provision does not apply to necessary staff meetings or training sessions 
held for the staff of the Contractor or Subcontractor to conduct routine business matters. 

PHCS~Extilb[t DF (2112) 767 Page 13 of 28 



Oepartnlllll\ Qf Health Care S.erviell$• Special Terms and Condlllons Exhibit D(F) 1 

13. Confidentiality of Information 

a. The Cpntractor and _Its employ~~s. agen~i;. or subcor.itr~qt<;>rS: sp.~l. protect}rom unal,!thorlzed disclosure 
names ·and other ide·ntjfying Jnfqrm~tion t:oncerrilng persons either r~®Mng seMces P,i.Jrs_uant to·~ls 
Agreement or persons whose names or identifying information become available or are dlsolose<;I to th~ 
Contr.;ictor, its employees, agents, or subcontractors as a result. -Of ~ervic~s performed under this 
Agreement, except for statistical information not identifying any such person. 

b. The Contractor and its emplc)yees, agents, or.: subcontr~ctors shall nof ilse such ide.ntifyinQ information 
for any purpose other than carrying out the Contractor'£? obligations under this Agreem.ent. 

.c. The Contractor a.nd its employees, ag~nfs, or subcontractors shall promp.tly transmrt to the. DHCS 
Program Cqntr~ct M.ana.Qer all requests for dlsclosure of such iden1ifying infotmatiOn not emanating from 
the client or person. 

.. . 

d. The .contractor shall not disclose.; except as otherwise specifically permitted by this A9re;eme11t or 
authorized· by -the cllent, any such identifying information to anyone other than DHCS. Without ·prior written 
authorization from the DHCS Program Contract Manager. except lf disclosure is requlred by State or 
Federal law. 

~- For purposes of this provision, identity shall include, but no.tb.e limi~ed to :nam~. identifying numQer; 
symbol. or other identifying pc:irticular assigned· to the Individual, such a~ fmger or voice print or a 
photograph. 

f. As deemed applicable,by OHCS, this provision may be supplemented by additional t~rms a.f!d ponditions 
covering personal health information (PHI) or personal, serysitive, andfor confidential ipform.ation (PSCI). 
S,aid terms and conditions will be outlined in one or more exhibits that will either b0,· a~ch~. to this· 
Agreement or incorpor;ated into t_his Agre~ment b.Y reference,. 

14. Documents, Publications ~nd Wr~enReports 

(Applicable to" agreements over $5,,000 under which publfcati611s; ~itten reports and docum.ents are 
developed or produced. Government Code Section 7550.) 

Any document, publication or written report ( ~xcluding progress reports, financial repotts and normal 
contra·ctual communications) prepared as a requirement of this Agreement shall contarn, in a separate 
section preceding the main body of the document, the number and dollar amounts of an contracts or 
agreements and ~ubcontracts relating to the preparation of such documerifor r~port, if the total cost fat work 
by nonemployees of the State exceed~ $5,ooo. 

15. Dispute Resolutron'Proc.ess 

a. A Contrac,tor grievance exists whenever there is a dispute arising from DHGS' action in the administration 
of an agre.emenl If there is a dispute or grievance between· the Contractor and DHCS, th.e Contractor 
must seek resolution using the procec;!ure outlined below. 

(1) The Contractor should ·first informally discuss th~ problem with thE! DHCS Pr,pgram Contract 
Manager. If the problem cannot be resolved informally, the· Contractor shall direct ·rts grievance 
together with ;:iny evidence •. in writing, to the program Branch Chiet Ttie grievance shall state the 
issue.s in dispute, the legal authority or other basis for the Contractor's position and , the remedy 
sought The Branch Chief shall render a decision within ten (1 O)"working days after receipt of the 
written grievance from the Contractor. The Branch Chief shall respond in writing to the Contractor· 
indicating the decision and reasons therefore. . If the Contractor disagrees with the Branch Chiefs 
deciision, the Contractor may appeal to the second level. 

(2) When appealing ·to the second level, the. ·Contractor must. prepare. an appeal Indicating the reasans 
for disagreement with Branch Chiefs aeoisioh. The Contractor shall ·include with the appeal a copy 
of the Contractor's orlginal statement of dispute along With any supporting .evidence and a copy of the 
Branch Chiefs decision. The appeal shall be addressed to the Deputy Director of the division ·in 
which the branch is organized wlthtn ten (10) working days from receipt of the Branch Chiefs 
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decision. The Deputy Director of the division in Which the branch is organized or his/her designee 
shafl meet with the Contractor to review the issues raised. A written decision signed by the Deputy 
Director of the division in which the branch ls organized or his/her desighee shall be directed to the 
Contractor within twenty (20) working days of receipt of the Contractor's secontj level appeal. 

b. If the· Contractor wishes lo appeal the decision. of the Deputy Director of the division In Which the branch 
is organized or hls/hei' designee; the Contractor shall follow the procedures set forth in Health and Safety 
Code secfion-100111. 

c. Unless otherwise stipuiated in writing by DHCS, all dispute, grievance and/or appeal correspondence 
shall be directed to the DHCS Program Contract Manager. 

d. There . are organizational differences- within DHcs• fundihg programs and the management levels 
identified in this dispute resolution provisicm may not apply in every. coritractOal situation. When a 
grievance is r@eived and organlzationat d'if(erences exist, thi;i Contractor shall be notified fn writing by 
the DHCS Program Contract Manager of the levef, name, and/or title of the appropr1ate management 
.official that is responsible for issLJing a decision at a given tevei. · 

16. Financial and Compliance Audit Requirements 

a. The definitions used in this pro.vision .;ire contained in Section 38040 of the Health a.rid Safety Code, 
which by this reference is made a part hereof.. 

b. Direct ·service contract means a contract or. agreement for services contained 'In local assistance or 
subvention programs. or both (see Health and Safety [Ji$.SJ Code Section 38020}. Direct service 

. contracts shail not include contracts, agreements~ grants, or subventions. to o.ther ~overnmental agencies. 
or units of goVernment nor contracts or agreements with re,gional centers or area agencies· on aging 
(H&S Code Section 38030): 

c. The Contractor, as indicated be.low, agrees to obtain one of the following audits:. 

(1) If the Contractor is. a nonprofit org.anization (as defined ln.H&S Code Section 38040) and· 
receives §25,000 or more from any St;ate agency under a direct service contract or agreement; the 
Contractor agrees'.to obtain.an.annual sjng!e, organization widi:l, financial and cornp!iance al!Qlt. Said 
audit shall be co.nt:lucted according. to Generally Accepted A~diting standards. This. audit does not 
fulfill the audit requirements of Paragraph c(3) below. Tfie audit shall .be completed by the 15th day 
of fhE! fifth month following the .end of the Contractor's fiscal year, and/or 

(2) ff the Contrac{or is a nonprofft-·cirganization (as define(:/ in H&S Code Section. 38040) and 
receives less than $25,000 per year.from ·any State.-agencv under a direct service contract or 
agreement, the Coriti':actor agreea to obtain a biennial single, organization wlde iinancii::il and 
compliance audit, unless there is evidenc;e ·of fraud or either violation of state law in connection with 
this Agreement: This audit does not fulfill the-audit requirements of Paragraph 6(3) below; The audit 
shall be· completed.by the 15th day of' the fifth month following the end oflhe Contra9t6r's fiscal year, 
and/or 

(3) lflhe Contractor is a State or Local Government entity or Nonprofit organization (as defined 
by the Federal Office o.f Management and Budget [OMB] Circular A*133) and eXQends $500.000 
or more in Federal awards, the Contractor agrees to obtain an annual single, organization wide, 
financial and compliance audit according to the requirements specified in OMB .Circular A-133 
entitled "Audits of States:, Local. Governments, and Non~Profit Organizations". An audit conducted 
pursuant to this provision will fulfill the audit requirements outllned in Paragraphs c(1} and c(2) above. 
The audit shall be completed by the end of the ninth month following the end of the audit period. The 
requirements: of this provh;;ion- apply if: 

(a) The Contractor isa recipient expending Federal awards received.directly from Federal awarding 
agencies, or 

(b) The Contractor is a subrecipient expending Federal awards received from a pass-through entify 
such as the State, County ot community based organization. 
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(4) Jf the Contractor 51.Jbtrilts to OHOS a report of an. audit other than an OMB A-133 audit: the 
. . Contractor must also stibtri!f a eertifieafion Indicating the Contractor has not expended $500,000 or 

more .in fede.ral funds for the year covered by the audit report. 

d. Two copies of the audit report shall be delivered to the DHCS ·program funding this Agreement Th~ 
audit report must identify the Contractor's legal name and the number.assigned to this Agreement The 
audit report shall be due within 30 days after the completion of the auc!lt. Upon receipt of said audit 
report, the DHCS Program Contract Manager shall forward the audit report to DHCS' Audits and 
Investigations Unit if the audit report was submitted under Section 16.c(3), unless the audit report is from 
a City, County, or Special District within the State of California whereby the report will be retained by the 
funding program. · 

e. The .cost of the· audits des.cribed herein ·may be included in the· funding for this Agreement up to the 
proportionate amount this.Agreement represents. of the· Contractor's total ·rev~nue. The QHCS program 
fun.ding this. Agreemenrmust provfde advance·writteri approval .ofthe specific amount allowed for said 
audit ~pen&es. · . · 

f. The, State or its authorizecl designee, Including the Bureau ·Of staiE! Ai.1dits1 ls respom~ible for conducting· 
agreement.performE!nce audits which are not financial ~ll~ CQmpliance audlts· •. Performance audits are 
defined by Generally Accepted Government Auditing Standards. 

s. Nothing in this Agreement limits the State's responsibility or· authority to enforce State law of' regUlati9ns1 

procedures, or reporting requirements arising thereto. 

h. Nothing in this provisiqn limits the authority of tile State to i:nake audits of this Agreement, provided 
hQwever, that if independent audits arranged for by the Contractor meet Generally Accepted' 
Governmental Auditing Standards! the State shall rely on thosE) audits and any addition~! audit work.amJ 
shall build upon the work already done.. · 

i. The State may, at its.option. direct its own auditors to perform either of the audits described above. The 
Contractor will be given advance written notification, if the State chooses to exercise its option to perform 
said audits. 

J. The Contractor shall include a Clause iii any agreement ·'the Cont.cyictor enters into with the audit firm 
doing the single organization wide audit to provide ·access by th~ State or Federal Government to the 
working papers of the independent auditor who prepares the single organization Wide audit for the 
Contractor. · 

k. Federal or sf!ilte auditors shall have nexpanded scope auditi11g0 authority fo conduct ~p.ectflc program 
audits during the same period in which a single organi:zi:)tion wide audit is being performed, but th~ audit 
report has not been issued. The federal or statE! auditor~ shall review and have acc;ess to the cummt 
alJdit work being conducted and will nqt apply any testing or review proced1.Jres whic~ have not be.en 
satisfied by previous audit work that has been complete\'.f. 

The t~rm "expanded scope auditing" ls.applied and defined in the U.S. Gener;;il AcpountingOffice (GAO} 
-issued Standards for Audit of Government Organizations, Program$,· A.clivitles encl Furyctloqs, better 
known as the "yellow book". 

17. Human Subjects Use Requitemetlt$ 

(Applicable only to federally funded agi'eements/grahts in which performance, dlreritly or through a 
subcontract/subaward, includes any tests or examination of materials derived from the human body.) 

By signing this Agreementi .Contractor agrees that if any performance under this Agreement' or any 
subcontract or subagreement includes any tests or examination of materials derived from the human body fat 
the purpose of providing information, diagnosis, prevention, treatment or assessment of disease~ lmpairment, 
or health of a human being, all locations .. at which .such examinations are performed shall meet the 
requirements of 42 U.S.C. Section 263a {CUA) and the regulations thereunder. 
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18. Nrivation Requirements 

If the Contractor prop9ses. ~hy novation agreement, DHCS shall act upon the. proposal within 60 days after 
receipt ofthe written proposal. DHCS may review and consider the proposal, c,onsult and negotiate with the 
Contractor, and accept or reject all or part of the proposal. Acceptance or rejectron of the proposal may be 
made oratly within. the 60-day period and confirmed in writing Wifhin five days of' said decfs.ion. Upon written 
acc€lptance of the proposal, DHCS will initiate an amendment to. this Agreement to fOrrhally implement the 
approir~d proposal. 

19. Debarment and Suspension Certification 

(Applicable to all agreements funded in part or.whole with federal funds.) 

·a. By signiryg this Agreement, tl:le Contracto(/Grantee agrees tQ. comply with applicaple federal suspension 
and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CfR 76, 40 CFR 32 or 34 
CFR85. 

b. By signing this Agreement, tne Contractor certifies to the best of its knowledge and belief, that if and its 
principals: · 

(1} Are not presently debarred, suspended,, proposed for debarment, declared ineligible, or voluntarily 
exciluded by any federal department or agency; 

(2) Have not within a three-year period precedlng th ls application/proposal/agreemetit been convicted of 
or had.a civil judgment rendered against them for commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local) 
transactlon or contract under a public· transact(on; violation of Federal or State antitrust statutes or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making 
false statements, or receiving stolen property; 

(3) Are not presently indicted .for or otherwise crfrninally or civilly charged by a governmental entity 
{Federal,· State or local} with commission of any· of the offenses. enumerated in Paragraph b(2} 
herein.; and 

(4) Have not within a three-year period preceding this application/proposal/agreement had one or more 
public transactions {Federal1 State or local) termli1ated for cause or ·default. 

{5) Shall not knowingly entt;;lr into any rower tler 9.overed transaction with a person who is proposed for · 
debarment under federal regulations (i.e., 48 CFR part 9, subpart 9.4), debarred, suspended, 
declared ineligible; or voluntarily excluded from participation in such tranS'actlon,. unless authorized by 
the $tate. 

(6) Will include a clause entitled, "Debarment and Suspension Certification'' that essentially sets forth the 
provisions herein, in all lower tier covered transactions ahd in all solicitations for lower tier covered 
transactions. 

c. If the Contractor is t.mabl~ to certify to any of the statements in this certification, the Contractor shall 
submit an explanation to the DHCS Program Contract Manager. · 

d. The terms and definitions herein have the meanings set out iri the Definitions and Coverage sections of 
the rules implementing Federal Executive Order 12549. 

e. If the Contractor knowingly violates this certification, In actdition to .other remedies avaifable to the Federal 
Government, the DHCS may termiqale this Agreement for cause or default.. . 
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20. Smoke"Fre~ Workplace Certification 

(Applicable to federally .funded agreementsfgrants and sub.contractslsubawards, that provide health, day 
care, early childhood deve_topment ser:ViCes; ·education or library services to chlldren under 18 directly or 
through local governments.) 

a. Public Law 103~227, also .known as. the Pro-Children Act of 1.994 (Ael)1 requit'es ·that smoking not be 
permitted in any portion of any indoor facility owned· or leased or c<mtracted for by an entity and used 
routinely or regularly for the provision of heaith. day care, early childhood ·development set"Vices, 
education or library services to children under the age of 18, if -.fue ~e.rvices are funded by federal 
programs either directly or through ·state or local governments, by federal grant, contract, loan; orloan 
guarantee. The law also applies to children's services that are provicled in indoor facilities that are 
constructe<;i, operated, or maintained with such federal funds. The law does not apply to children's 
services provided in private residences; portions of facilities used for inpatient drug or alcohol treatment; 
service providers whos~ sole source of applicable federal funds is Medicare or Medicaid; 9r facilities 
where WIC coupons are redeemed. 

b. Failure to cqmply with the provisions of the faw may result in the Imposition of a civil monetary pen(illty of 
up to $1,000 for· each violation and/or the imposition of .an administrative compliance order on the 
responsible party. · · 

c, By signing this Agreement, Coiltractor or' Grantee certifies that it will comply with the requirements of the 
Act and will not allow smoking within any portion of any Indoor facility used for the provision of services 
for children as defined by the Act. The prohibitions herein are effective December 26, 1994. 

d .. Contractor or Grantee further agrees that it will insert this certification into any subaW8rds (subcontracts 
or subgrants) entered into that provide for childnm's services as described in the Act. 

21. Covenant Agafost Contingent Fees 

(AppliQ<;lb!e only. to fedeN;!lly funded agreements.) 

The contractor warrants that no person or selling agency has been employed or retained to ·soUcit!secure this 
Agreement upon an agreement of understanding for a commission, percentage, brokerage, or contingent 
fee, except bona fide employees or bona fide establishl;ld commercial or selling agencies retained by the 
Contractor for the purpose of securing business. For breach or violation of this warranty, DHCS shall have 
the right to annul this Agreement without liability or in its discretion to deduct from'the Agreement price or 
consideration, or otherwise recover, the full amount of sucb commission, percentage, arid brokerage or 
contingent fee. · 

22. Payment WithhQl4s 

(Applicable only if a final report Js required by this Agreement. Not applicable tQ gov~n:iment entities.) 

Unless waived or otherwise stipulated in this Agreement, DHCS may, at:its discretion, Withhc;>ld 10 percent 
(10%) of the face amount of the Agreement, 50 percent (50%) of the final invoice1 ·or $3,bOO whichever Is 
greater. untll DHCS receives a final report that meets the terms, conditions and/or sc.ope of work 
requirements of this Agreement. · 

23. Performance Evaluation 

{Not applicable to grant agreements.) 

DHCS mayt at its discretion, evaluate the performance. of the Contractor atthe concrusion of this Agreement. 
lf performance is evaluated, the evaluation shall not be a pub.Uc r~cord and shalt remain on file wlt.h OHOS .• 
Negative performance evaluations may be considered. by DHCS prior to making future contract awards. 
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24. Officials Not to Benefit 

No members of or delegate of Congress or the State Legislature ·shall be admitted to any'share or part of this 
Agreement, or to any benefit that may ariSe therefrom. This provision ·shall not be construed to extend to this 
Agreement ff made with a corporation for its general benefits·. 

25. Fa;ur-Oigit Date Compliance 

(Applicabfe to agreements in which fpformation Technology (IT} ser'\iices are provided to DHCS or If IT 
equipment is procured:) 

· Contractor warrants that it will provide only Four-Digit Date Compliant (as defined below) Deliverables and/or 
services to the State·. "Four Digit Date compliant• Deliverables and services can accurately process, 
calculate, compare, and sequence date: data, Including Without limitation date data arising· out of or relating 1o 
leap years and changes in centuries. This warranty and representation ls subject to the warranty terms and 
conditions of this Contract .and does not limit the generality of warranty obligations set forth elsewhere herein. 

26. Prohibited Use of State Funds for Software 

(Applicable to agreements in which computer software is used. ih performance of the work.) 

Contractor certifies that it has· appropriate systems and controls In .place to ensure that state funds will not be 
used in the performance of this Agreement for the acquisition, operation or maintenance of computer 
software in violation of copyrig.ht laW.s. 

27. Use of Small, Minority Owned and Women's Businesses 

(Applicable to that portion of ah agreement-that Is federally funded and entered into with Institutions of higher 
education. hospitaf s, nonprofit organizations or commercial businesses.) 

Positive efforts shall be made to use small businesses, minority-owned firms and ·women's business 
e9terprises, whenever possible (i.e., procurement of goods and/or services). Contractors shall take all of the 
following steps to furtherthis goal. 

(1) .Ensure that small bt,tsinesses, minority-owned firms, and women's business enterprises are used to the 
fullest extent practicable. 

(2) Make information on forthcoming purchasing and contracting opportunities available and arrange time 
frames for purchases and. contracts to encourage and facmtate participation by small businesses, 
minority-owned firms, and women's business enterprises. 

(3) Consider in the contract process whether firms competing for larger contracts intend to subcontract with 
small businesses, minority:--owned firms, and women's business enterprises. 

(4) Encourage contracting with consortiums of srnalf businesses. minority-owned firms and women's 
bi.Jsiness·enterprises when a contract is too largefor one: of these firms to handle individually. 

(5) Use th~ services and assistance, as·apprqpriate, of such organizations .. as the Federal Small Business 
Administration and ttw U.S. Department of Commerce's Minority ausiness Development Agency in the 
solicitation and utillzation of small businesses, minority-owned :firms and women's business enterprises. 

28. Allen lneligil;lility Cert!fic;;ition 

(Applicable to sole proprietors entering federally funded agreements.} 

Sy signing this Agreement;· the ·contractor certifies that he/she is not an alien that is ineligible for state and 
local benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act. (8 U.S,C. 
1601, et seq.} 
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29. Union Organizing 

(Applicable only to. grant agrfi?em.ent~.) 

Grantee, bY sighing this Agreement, .hereby acki'JoWledg~·s the ,applicablllty of Government Code Sections 
16645 through 16649 to this Agreement. Furthermore·, Grantee, by signing this Agreem:ent,, hereby certifies 
that 

a. No state fund$ disbu~ed by this grant will be- used to assist~. pr:omot~ or deter union organlzing, 

b. Grantee shall account for state funds disbursed for a specific expenditure ·by this grant. ta show those 
funds were allocated to that exp(;lndlture. · · 

c. Grantee shalt, where state funds are. not designated as described in·.b herein, allocate, on a pro-.rata 
. basi$, all ¢isbursements that-support the grant program~ . ·• 

. J ' ' • ~ .: J • • • . 

· d, If Grantee makes expenditures to assist, promote or deter union organizing, Grantee· will maintain 
records sufficient to show that no state funds were used tor those expenditures, and that G~ntee sh~ll 
provide those records to the Attorney General upon request. · 

. ' . ' 
30. Contract Uniformity (Fringe Benefit Allowability) 

(Applicable only to nonprofit organiZcitions.) 

Pursuant to the provisions of Article 7 (commencing with Section 100525) of Chapter 3 of Part 1 of Division 
101 of the Health and Safety Code,. DHCS se~. for.th th~ following policies, procetjures, and guid13lines 
regarding the reimbursement of fringe b~nefrts. .. , · 

a~ As used herein fringe berif?.fits shall mean an ·employment benefit given by one's employer to an 
employee In addition to one's regular or normal wages or salary. 

b. As used herein, fringe Q.enefrts donot.inoJµqe: 

(1) Compensation for P\*lonal services· paid curr.entiy or accrued. by the Contractor for servlces ·of 
employees rendered during tbe term of this. Agreement, which is identified as regular. or normaf 
salaries and. wages, annual ieave; vacation, . sick leave, holidays, jucy cfuty and/or military 
leave/training. 

(2) Director's and ex£::!p4tive cpmmittee member's fe~s. 
(3) Incentjve awards and/or bonus incentive pay._ 
(4) Allowances for off-site pay. 
(5) Location allowances. 
(6) Hardship pay. 
(7) Cost-of-living d,ifferentlah3' 

¢. Specific allowable fringe benefits incltidq: 

(1) Fringe benefits in the form of employer c9bt,r!b~fqn~ for the employer's portion of p~yroll ~e$ (i.e., 
FICA, SUI, SDI), employee health plans (i.e., health, dental and vision), unemploY1T1ent Insurance, 
worker's compensatic;m insurance, and the employer's share ofpe~sion/retirement' plan~ •. provided 
they are granted in accordance with established written organization policies and meet all legal and 
lnternal Revenue Service requirements. 

Q. To be an allowab1e frlnge benefit, the cost must meet the following criteria: · 

(1) ee nacessaryand reasonable.forthe performance of the Agreement. . 
(2) Be .determined in accordr;lnce with generally acoeptetj accounting prinqiples. 
{3) Be consist~nt with pollcles th~t apply uniformly to all act!Vlties of the Contractor. 

e. Contractor agrees that all fringe benefits shall be at actual cost. 
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'f. Earned/Accrued Compens.ation 

{1) Compensation for vac:ation, sick leave an<J holidays is limited to that amount earned/accrued within 
the agreement term. Unused vacation, sick leave and holidays earned from periods prior to the 
agreement term cannot be claimed as .allowable costs. See Provision f (3)(a) for an example. 

(2) For multiple year agreements, vacation and sick leave compensation, which is earnedJaccrued but 
not paid, due to employee(s) not taking time off may be carried over and claimed wlthin the overall 
term of the multiple years of the Agreement. Holidays cannot b.e carried over from one agreement 
year to the next. See Provision f (3)(b) for an example. · 

{3) For single year agreements, vacation, sick leave and holiday compensation =that is earned/accrued 
but not paid, du.e to .emp!oyee(s} not taking time off within the term of the Agreement, cannot be 
claimed as an allowable cost See Prov1slon f (3)(c) for an example. 

{a) Example No. 1: 

If an employee, John Doe~ ·eiarns/accrues three weeks of vacation .and twelve days of sick leave 
each year, then that is the maximum amount that may tie claimed during a one year agreement. 
If John Doe has five wee.ks of vacation and eighteen days of sick leave at the beginning of an 
agreement, the Contractor during a one.,year budget period may ori!y claim up to three weeks of 

. vacation and twelve days of sick leave as actually used by the employee. Amounts 
eiarried/accrued in periods prior to the beglhn1ng of the Agreement are not an allowable cost. 

(b) . Example ·wo, 2: 

lf during a three-year (multiple year) agreement, John Doe does not use his three weeks of 
vacation in year one, or his three weeks in year two, buf he does actually use nine weeks in year 
three; the Contractor would be allowed to claim all nine weeks paid for in year three. The total 
cornpensatioh over the three-ye:ar period cannot exceed 156 weeks (3 x 52 weeks). 

(c) Example No. 3: 

If during a single year agreement, John Doe works fifty weeks arid ·use~ one week of vacatlon 
·and one week of slck leave and all fifty-two weeks hav~ been billed to DHCS, the ·remaining 
unused two weeks of vacation and seven days of sick leave may not be claimed as· qn allowable 
cost. 

31. Suspension or Stop Work Notification 

a. OHCS may, at anytime, Issue a notJceto suspend performance or stop work under this Agreement. The 
initial notification may be a verbal or written directive issued by the funding Program's Contract Manager. 
Upon receipt of said notic~. the Contractor is to st.ispend and/or stop atl, or any part, of the work called for 
by this Agreement. · · 

b. Written confirmation of the suspension or stop work notification with directions. as to what work (if not all) 
ls to be suspended and how to proceed will be provided within 30 working days of the verbal notification. 
The suspension.or stop work notification shall remain.in effect until further written notice is received from 
DHCS. The resumption of work (in whole or part) will be at"DHCS' discretion and .upon receipt of written 
confirmation. · 

(1) Upon receipt of a suspension or stop work notification, the Contractor shall immediately comply wlth 
its terms and take all reasonable steps to minimize ·or halt the incurrence of costs allocable to the 
performance covered by the notification during the period of work suspension ot stoppage. 

(2) Within 90 days of the issuance of a suspension or stop work notification, DHCS shall either: 

(a) Cancel, extend, or modify the suspension or stop work notification; or 

(b) Termfnate the Agreement as provided for in the Cancellation J Termination clause of the 
Agreement. 
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c. lf ~ suspension or stop work notification Issued under this clause is. canceled or the period of suspehsl9n 
Gr any extension thereof is modified or :expires, the Contractor may resuine work only upcin written 
concurrence of funding Program's Contract Manager. · 

d. IJ the ·suspensi9ri cir stop work notification is cancelied and the Agreement ·resumes, ·changes to the 
services, deliverables, performanee dates, and/or contract terms resulti.ng from the suspension or .stop 
work notification shall require an amendment to the Agreement. · 

e. lf a suspension or stop work notification is not canceled. and the Agreement is cancell.ed or terminated 
pursuant to the provision entitled Cancellation { T~rmination, DHcs· shall allow reasonable. costs tesuUing 
ftorn the suspension or stop work notification in arrMng a~ the settlernent costs. 

f. DHC$ shail not be liabJe. to.- the Contractor fOr loss of profits because of any suspension or stop. work 
notification issued under this clause. 

32. Lobbying Restrlotipns and Oisolosure Certlff~tion 

{Apf)licable to federally funded agreeme.nts i~ excess of~ 1 oo;ooo per Section 1352 of the ?1, U .S.C.) 

a. Certiflcatiori and Disclosure Requirements 

.(1)_ Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant. or 
subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds $'100,000 at any tier, 
shall file a certification (in the form set forth in Attachment 1, consisting of one page, entitled 
"Certification Regarding Lobbying") that the recipient has not made, and will not make, any payme11t 
prohibited by .Paragraph b of this provision. 

{2) Each recipient shall file. a <lls.Plosure (in the fotro set forth In Aitachment 2, entitled "Standard Form~ 
LLL 'disclosure of. Lob'Dyirig_ Activities'")' if such recipient. has made or has agreed to make any 
payment using · nonappropriated funds- (to include profits from any covered federal action) in 
connection with a·contract, or grant or any extensicm or amendment of that contract, or grant; which 
would be prohibited under Paragraph b of this provision if paid for with appropriated funds . 

. (3) Each recipient shall fite a disclosure torm at the ·end of each calendar ·qu~r,ter m which there occurs 
any event that requires disclosure or that materially affect the accuracy of .the-·1nf91111ation contained 
in any disclosure forn:i previously filed by such person ur:ider Paragraph a(2) herein. An event that 
materially affects the accuracy of the information reported incfudes: 

(a) A cumulative lf'!crease of $25,000 or more· ·in the ar:nourit paid or expected to be paid .for 
influencing or attempting to influence a covered feqeraj aQtion; 

{b) A change. in the person(s) or individuals(~} lnffuenciqg or attempting to lnfluenca a covered 
federal action; or · 

(q) A change in the offtCer(s), employee(s), or member(s) contacted for the purpose of influencing or 
· attempting to influence a covered federal action. · · 

( 4) Each person (or recipient) who requests or receives from C:i P"*'son referred to In Pliiragr:aph a(1) of 
this provision a contract or agreement, subcontract, grant or subgrant exceeding $100,000 at any tier 
under a contract qr agreement, or grant shall file a certification, ~nd a disclosure form, if required, to 
the next tier above. 

(5) All disel.osure forms (but no_t certifications) shall be foiwarded from tier to tier until received l:iy the 
person referred to in Paragraph a(1) of this provision. That person shall forward all disclosure forms. 
to DHCS Program Contract Manager. 

b. Prohibition 

SectiQn 1.352 of Title 31_, U.$.C., provides in part that no. appr.ppriated funds may be ~nded by th.e 
recipient of a federal contract or-agreement, grant, loan, or cooperative agreement to pay any per.S,on for 
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inflyenclng or attemptlng to influence an officer or employee of any agency, a Meml;)er of Congress, an 
officer or employee of Congress, or an emp!Oy~e of a Member of Congress in connection with any of the 
following covered federal actions: the. awarding of any federal contract or agreement; the making of any 
federal grant, the making of any federal loan. entering Into -of any cooperative agreement, and the 
exten$ion, continuation, renewal, amendment, or modification of any federal contract or agreement, 
grant, loan, or cooperative agreement. 
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Attaehment 1 
State of California 

Department of Healtb Car~ SerVietis 

CERTIFICATION REGARDING LOBSYl.~(3 

The und~rsigned certifies, to the b.est of hi~ or her knowJedge qr\d l:lelief, that~ 

Exhibit D(F) 

(1) No Federal appropriated funds have been paid or will be .paid, by or .on behalf of-the undersigned, to 
any person for influ~ncing _pr attempting· to influence an offl~r or employee of an ~gency, a Member of 
.Congress, an officer or employee .of Congress,; or an ernplpyee of a Member of Congress ln connection with the 
making, awarding or entering Into of this Federal ·contract, Federal grant, or cooperative agreement, and the 
extension, continuation, renewal, amendment, or modification of this Federal contract, grant, or cooperative 
agreement. 

(2) lf any funds 9ther than Federal ~ppropri~t~ funds hav~ been _paid or will be paid to any person for 
influencing or attempting to iriflµence an officer or employee of any agency of the United States Govemipen~ a 
Member of Congress, an officer .or employee of Congress, or an emp!Oyee of a Member of Congress in 
connection with this Federal contract, grant, or cooperative agreement, the undersigned shall complete and 
submit Standard Form LLL, "Disclosure of Lobbying Activities" in accordance with its iristructiOn$. 

(3.) The undersigned shall require that the language .of 'this. certification be; Included in the award 
documents for all subawards at all ~lets (including subcontractors, subgrant$, am:t contracts under grants and 
cooperative agreements) of $100,000 or more, and that all subrecipients shall certify and disclose accordingly. 

This -certlflcation is a materlal representaticm of fact upon which relbmce was pla~d when this_ transaction was 
made or ent~red into. Submission Qf. this certification is a prerequisite for making or entering into this 
transaction imposed by.Section 13$2, Title 31, U.S.C., any person who fails to file the required <;ertification shall 
be subject to a civil penaltyofnot less than $10,000 and not more than $100,000 for each such failure. 

Name of ~ntraotor P1inted Name of Person Signing for Contractor 

Contra~t/ Grenl-Number Signature of Person SIQOlng for Contractor·· · 

Date nue 

After execution by or on behalf of Contractor, please return to: 

C.aliforni.a Department of Health Care Serviees 

OHCS reserves the right to notifiy the contractor in writing of an alternate submission address. 
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1, 

Attachment 2 

CERTIFICATION REGARDING LOBBYING 
Complete lhis form to dlsc!ose lobbying_ activities pursuant to 31 u.s.c. 1352 

(See reverse fOr public buroen disclosure) 

J\p~rovod by OM8 

ll348-0046 

Type of Federal Action: 2 .. Slalus of Federaf·Acilon: 3. -. Report Type:· 
(] a. contract f] a. bid70ffer/appliaafion n a. initlal filing 

b. grant b~ .initial a\i.iar.d b" material change 
c. cooperative agreement c. post.award For Material Change Only: ct; loan 
e. IOan guarantee Year __ quarter __ 
f. loan insurance date of last report __ . 

4. Name and Address of Reporting Entity:. 5. If Reporting ·entity in No. 4 is -Subawardee, Enter Name 
and Address of Piime: 

0 Prime 0 $ubawarrlee 
· Tier _, if known; 

Con resslonal District If known: 
6. Federar Department/Agency 

8. Federal Action Nurnber,.if known: 

10.a. Name and Address of Lobbying Re9istrant 
(If Jndfvfduaf, last name, first name~ Ml): 

Con resslonal Dlstrici:, If known: 
7. Federal Program Name/Description: 

CDFA Number; if applicable: __ 

9. Award Amount. ifkrtown: 

$ 
b. ln(!Mduals .Performing Services· (lnc/udi{lg address if 

different from 10a. · 
(La$f name; First n-ame, Ml):· 

11. !nforroatlon ·requested through thrs· fbrm is autholizec! ·by. !Ille 31 
U.s.c. section 1352. This disclosure of lol)bying <>Clivllies is .a matertal Signature: 
representation of fact -upon whfch reliance was placed by:the 11er 
above -wh!'!n this ·iransacUon wa~ ·made tir entered into. "I:his ·Prtnt Name: 
disclosure is required pursuantto 31 U.S.C. 1352. Thl:t Information 
wlll be av<1ilable for public lnsp~etlon. Any person that falls to-file the Title: 
required disclosure shalt be·subject 1o a not more than $100,CiOO" for 1-T-e-le_p_h-on_e_N_o-•• -. ----------D-a-te-:-------1 
each ~uch failure. 
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INSTRUCTIONS FOR COMPLETION OF SF-lLL, DJSCLOSO~E OF .LOBBYING ACTIVJTIES 

This dl$e!OSUte.form shall be COmJileted, by th!! repqrllng entliy, Whether sUbawarde!! or prime FE!de~t retjplent, at \he ln!tlation. or recelpJ.of a .covered, ~dera! 
action, or a material change to a pre\lfou's filing:, pursuant to title 31 U.S.C. i;ectlon 13(>2. The fiUng of a form is required for each paYi:rtent or 11greemenl to fr!llke 
payment to any lobbying entity for Influencing or attempt!ng to lofluence .. an officer or emplo~ of any l!lgency, a Member of Congress, an ofli~r or ~mpl(?)'lile of 
Congress, or an employee of a Member of Congress in connection With a covered Federal action. Complete all Items that apply for both the' lnllial filing ·and 
material change report. Refer to 1he implemeJ'\ling guidance published by tJ:ie Office of Management and Budget for additional Information, 

1. 

2. 

3. 

4. 

6,. 

7. 

(l, 

.9. 

Identify the type of covered Federal action for.which lobbying activity Is and/or has been secured to Influence the oufcome of a oo.llamd f'ederal acOon •. 

tdentlfy the status offue cov~red Federal aotic;in. 

ldenllfy 1he appropr1a1eclassificauon of thls report. If this ls a folloWIJp report caused by ·a .rrialeriat change' to !ha lnform~Uori previously' reportaj, enter Jhe 
year ~ncl quarter In Which the change occurred. Enter 1he date of the last prevlously submitted report by this reporting entity forlliis 111>vered federal acilon. 

Enter the tun name, address, city, :state and :trp code of the rep?rtirig entity. Include Congressional District, lfkni:>wn. Check the appropriate c111sslfleaUon 
of the reporting.entity.that designateslfltls, or expects.to be,a prime orsubaward recipient Identify the tier of the subawar.dee, e.g:., thefi1'lltsubaw1udeeof 
the prime Is the 1st lier. Subaward::; Include ·but are not n.mlted to subcontracts, subgrants and c<mtract. awards under grants. · · 

If !he organlzallon filing the report In item 4 checks "Subawardee," lhen enter the full name, l!lddress, city, State and zip «x:le of the-prime Federal recipient 
Include Congressional District, If known. 

Enter 1he name of the Federal agency making the· award or loan commitment. lnc:lu_de al le.ast one organizaUonalle\lel below agency name, if koqwn. Par 
example. pepartment of Transportation, United States Coast Guard. .. 

Enter the Federal program name or description for the covered F.ederal action (Item 1). If. Jiiiown, enter the full Catalog of Pedetal Dome$tlo Assl$tance 
(CFDA) number for graflUi, cooperative agr~ents, loans, and loan commllmenls. · 

Enter the most appropriate Federal id1!intifying number av.ailable for the Fedel'af action ldenUfied In Item 1 (e.g., Request for Proposal (RFP) number; 
lnvltatlon for Bid (IFB) number; grant l!IMouncement number; the contract, grant, or loan award number; the appllcaUontproposal control riumber. asslQned. 
by the Federal agency). Include prefixes; e.g .. "RFP-DE-90--001•. 

Par a covered Federal action .where there has b.een ian· a'Ward·or loan commltinenl' by the ·Federal' agency, enier ttie J'ederal "amQUnt of 1he award/loan 
commitment for the prime enttty Identified in Item 4 :<lr 5. 

10. (a) Enter 1he full na.me, address, city, State and :zip cot!e of lhe lobb}'ing registrat:rt under the 1.ob~ng Dlsolgsure Aot !if 1'995 engage<) by the reP,ortlng 
·entity Identified In item 4 to lofluen(:e the covered Federal action. · · · · 

(b) Enter1he full names.of the. indivldual(s} pe!formlng services, iand lncludefuhddress If different from 10 (a). Enter Latt Name, First Name. and Middle 
lnitla!(MI}. 

11. Tue certffylng official shall s.ign and ~the form;. print hlslher name, tltlEI. anti telephone number. 

According to the Papeiwork Reduction Act, as amended, no persons am required to respond to a collection of information unless II displays a valid OMB 
Control Number. The valid OMB control number for this Information colfe.ction is OMB No. 0348-0046. Public reporting. f)urden for 'this coll!>cUon of. 
·Information is estimated to. average.10 minutes per response; including time for reviewing instructions. searching existing data sources, gathering and. 
maintaining the data needed, and completing and reviewing the eoUectlon Of lnform~ion. Send comments regarding the burden estimate or any other 
aspect of this collection or information, including suggestions for reducing this burden, to. tile Office of Management and Budget, Paperwork Reduction 
Project (0348-00M>), Washington, DC 20503. 
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Exhibit E 
Additional Provisions 

County Contract 
County of San Francisco 

#14~90096 
Exhibit E 

1. Amendment Process 

·A. Both the Contractor and the State may agree to amehd or renegotiate the Contract. 

B. Should either party,. during the term of this Agreement, desire a change or amendment to 
the terms Of this Agreement, such changes or amendments .shall be proposed in writing to 
the other party, who will respond in writing as to whether the proposed 
changesfamendments are acc€;lpted or rejected. If accepted and after negotiations are 
concluded, the agreed upon ·changes shall be made· through the State's official agreement 
amendment process. ·No amendment Will be· considered binding on either party until it is 
formaJ!y approved by the both parties and the Department of General Services (DGS), If 
DGS approval is required. · · 

C Contract amendments will be required to change encumbeted amounts for each year of a 
multi-year co'ntract'period, of whi~h the firat atn'endment will be based on the Governor's 
Budget Act allocation of tbat specific fiscal year. Th~ signed contract from the Conttacfor will 
be due to the Department of Health Care Services within 90 days from ~he issuance to the 
County. If the signed Contract frdm the Contractor is not received within 90 days from the 
issuance fo the county, DHCS may withhold all non-DMC. payments u·ncter Exhibit B of this 
Contract until the .required amendment is received by the State. 

D. Contract amendments may be requ~sted by the Contractor until May 1 of each of the 
contract's fiscal years. An amehdment proposed ·by either the Contractor or the State shall 
be forwarded in writing to the othe'r party. 

1) The proposed amendment submitted by Contractor shall include the proposed 
changes, and a statement of the reason and basis for the .proposed change. 

2} Amendments shall .be duly approved by. the County Board of Supervisors or its 
authorized des! gnee, and signed by ·a duly authorized representattve. 

E.. Contractor acknowledges that any newly allocated funds that are 'in excess of the ·initial 
amount for ea·ch fiscal year m~y be forfeited if DHCS· does not recefve a fully executable 
contract amendment on or before June 3.0', 201 s. 

F. State may settle costs for substance use disorder services based on the year~end cost 
settlement report ~s the final amendment to the approved single State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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County Cohtract 
County of San Francisco 

#14·90Ub6 ., 
Exhibit E. 

B. DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS · 
substantially fails to perform its responsibilities as proyided herein. 

C. The term "for cause~ shall mean that the Contractor fails to meet the terms, cohditions1 

and/or r~sponsibilities of this Agreement. 

D. Agreement termination or cancellation shall be effe~tive as ot'the· date inc;iicated in DHCS' 
notification to the Contractor. The notice shall stip:t.Jlate any final performance, invoicing or 
payment requirement?. · 

E. Upon teceif)t of a' notice of termination· or 6ancellatlon, the Coil\raeto:r $hall fake immedi1;ite 
steps to stop peirformanee and to cancel or reduce subsequent agreement costs, 

F. 

G. 

H. 

. . .... :, • t •. 
' ' .. ; . ~ ~. 

In the evenf of early termination or canceltation, the Contractor shall be entitleg to payn;ient 
for alt allowable costs authorized under this Agreement and inc1med up to the date of 
terrniliatkm or-oancellatioli, including authorized non~cancelable obligations, provided such 
expense? do nor ex<;eed the·stated ma~imum- amounts payable~· 

·.'"i • J. .: '... • .... 
, . ~... ' .• . - . . 

In the .. everit·of chang·es in law that ·affect provit:?ions of this Contract; the parties agree to 
amend lhe affected provisions to c6nfdrm to th~ 'cflanges in law· retroactive to the effective 

. date of such changes ih law. The parties further agree that the terms of th.is Contr~ct are 
severable and ib the ·event thaf cliahges in law fender provisions of the. Contract void1 the 
unaffected provisions and obligations of this Contract will remain in full force and effect ..... 
The following additfonal provisions regarding termination apply ohly to Exhibit A, Attachment 
I, Part V, of this Contract: 

1). . 

2) 

3) 

In .the event the federal Department of Health and Human Services (hereinGJfter 
referred to as· DHHS);' or State determines· Contractor does not meet the 
requirements for participation in the DMC Treatment Program, State will terminate 
payments for s$rvices provided pursuant to Exhibit A, Attachment I. Part V; of this 
Contract for cause/·· : 

·All obligatiornrto provide covered services under this Contract wtn automatically 
terminate on the effective date of any termination of this Contract. C.ontractor will be 
responsible for providing or arranging for covered services to beneficiades until thi:: 
effective date of ten:nination or expiration of the Contract. 

Contractor will remain'liabf~'{Qr processing and paying invoices and statements for 
covered services and utilization review requirements prior to the expiration or 
termination until all obligations have been met 

In the eveot Exhibit A, Attachm!3nt 1, ?art V, of this Contract is nullified, Contractor 
shall refer DMC clients to providers who are certified to provide the type(s) of 
services the client .has been receiving. · 

L Jn the event this Contract is terminated; Contractor shall deliver its entire fiscal and program 
records pertalning to the performance· of this Contract to the State, which will retain the· 
records for the. required retention period. 
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3. Avoidance of Corifricts of fnterestby Contractor 

A. 'DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor, 
subcontra¢tors, or emp!Oyees, offi.cers and diredtors of the Cor.itractor or subcontractors. 
Thus, DHCS. reserves the right to determine, at its sole discretion, whether any information, 
assertion or claim received from any source indicates the eXi$fence of a real ol apparent 
confilct of interest; and, if a conflict Is found to exiSt, to require the Contractor to submit 
additional information or a plan for resolving the conflict subject to DHCS review and prior 
approval. 

B. Conflicts of interest "include, b1.1t are not limited to: 

1) 

2). 

An instc;tnce where the Contractor or any of its $Ubcontr.actors, or any employee, 
officer, or director of the Contractor or any subcontractor has an interest, financial or 
otherwise, whereby the use or disclosure of information obtained while performing 
services u_nder the Agreement would allow for private or personal benefrt or for any 
purpose that is contrary to the goals and objectives of the. Agreement. . . 

An instance where the Contractor's or any subcontractor's employees, officers, or 
directors use their positions for purposes that are, or give· the appearance of being, 
motivated Qy a desire for private gain for themselves or athers, such as those with 
whom tbey have family, business or other ties. 

C. lf DHCS is or becomes.aware of a known or suspected conflict of interest, the Contractor will 
be given an opportunity _to submit ad.ditional information or to resolve the conflict. A 
Contractor with a. suspected conflict of interest will have five ( 5) working days from the date 
of notification of the·conflict by DHCS to provide complete information regarding the 
suspected conflict If a conflict of Interest is di;;:termin.ed to exist. by OHCS and cannot be 
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the 
Agreement.. DHCS may, at its discretion upon receipt of a written request from the 
Contractor, atith0rlze an extension of the titneline indicated herein. 

D. Contr~ctor acknowledges that state iaws on conflict of interest, found in the Politfcal Reform 
Act, Public Contract Code Section 10365;5, and Government Code Section 1090, apply to 
this Contract. 

4. Freeze Exemptions 

(Applicable only to local government agencies.) 

A. Contractor agrees tha~ any hiring freeze adopted during ihe term of this Agreement shall not 
be ppplied to the positions funded, in whole or part, by this Agreement. 

B. Contractor agrees not to Implement any personnel policy, which may adversely affect 
performance or the· positions funded. in whole or part, by this Agreement. 
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. c. Contractor agrees that any travel fr~ze or travel limitation policy adopted .during tne term of 
this Agreement shall not restrict travel funded, in whole or part, by this Agreement. 

D. ContractQr agree:s that any +purchasing freeze or purchase-limitation policy adopted during 
the term of this Agreement Shall not.restrict or limit purchasesfunded1 ih Whole Qr part, by 
this Agreement. 

5. Domestic Partners· 

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed 
or amended <Jfter January 1, 2007, for the acquisition of goods or services in the arnc:>unt of 
$100,000 or more with a contractor who, in the provision of benefits, discriminates between 
employe~s with spouses and .eniP.loy~es with domestip partners,. or discriminates between domestic 
partners and spouses of those ~mploye~~- · 

., ·':·. 

6~ Fore~ Maj~ur~ , · 
". 

Neither partY shail be responsible for delays or failures in performance resulting from acts beyond 
t~e co~tro!,Qf the offenging pa,rty. ~ych ~.cts sp~!I inclt;J9~ byt not be limited to acts of God, fire. 
f109.~,. ~arth~:uaise,.Qt~er naturai _~is,aster,,.~yclE?,ar.flQCig_~nt; strike, lockout, riot, freight, embargo, 

. publ.~c ~elated utllih'1 ·o.r gc:wernn:i~ntal ~fMut~~ ,or.r~gul~ttoris super-imposed after the fact. If a delay 
. or failure in performance by the qontr~cWr. ~(is~.~ out Qf -~ d~fau!t of its Subcontractor, and if $UQh 

default of its Subcontractor, arises out of causes beyO:nd the control of both the Contractor and 
SubcC?n~rC!ctpr1 _a.n~ IA'.i~hout th~ .f~y.lt_or neglig~nc~ of e.i1her of them, the Contractor shall not be 
liable for da,111age~ of _sµch .g~l~y orfa\lure, tJPl~ss th~_~µpplies or services to be furnished by the 
Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet 
the requjred· pe[fonnance s~hedul~. · · · .. · · · · 
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PRIVACY ANO JNFORMATION SECURITY PROVISIONS 

This Exhibit G is intended to protect the privacy and security of specified Department 
information that Contractor may access, receive·, or transmit under this ·Agreement. The 
Department information covered u.nder this Exhibit G consists of: (1) Protected Health 
Information as defined under the· Health Insurance Portability and Accountability Act of 1996, 
Public Law 104-191 ("HIPAA")(PHI): and (2) Personal Information (Pf) as defined under the 
California Information Practices Act (CIPA), at California Civil Code Sectiqn 1798.3. Personal 
Information may Include data provided to tne Department b.Y the So.cial Security Administration. 

Exhibit G consists of the following ·p~rts: 

1. Exhibit G~1, HlPM Business Associate Addendum, which provides for the privacy and 
security of PHT. 

2. Exhibft G-2, which provides. for the privacy and security of Pl in accordance with 
.specified provisions. of the Agr$ement between the Department and the Social Security 
Administration, known as the Information Exchange Agreement (IEA) and the Computer 
Matching and Privacy Protectron Act Agre$ment between .the Social Security 
Administration andthe California Health arid Human $ervices·Agelicy (Computer 
Agr~ment) to the extent Contractor access, receives, ortran·smits Pl under these 
Agreements. Exhibit G-2 further provides· for the privacy and security ·of Pl under Civil 
Code Section 1798.3(a) and 179829~ 

3. Exhibit G-3, Miscellaneous Provisioni sets forth additional terms and conditions that 
extend to the provisions of Exhibit G in its entirety. ' · 
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A. A business associate relationship under the Health frisurance Por.tabllity and 
Ac:cou11tability Act of 1'~96. Public Law 104-1 ~1 ("Hf PAA it), the H,ei;ilth 
Information Techno!99yfor Economic and Clinjcal Health Act, PubJic Law 111 .. · 
005 ("the HITECH Act"), 42 \,J.S.C. Section 17921 et seq .• and their 
imple111entihg privaqy and security regulatiqns at 4$ CfR Part!? 160 arid: 164-
("the Hf PAA regulations") between Department and Contractor arises. only to 
the extent that Contractor creates, receives, maintains, transmits, uses or 
discloses PHl or ePHI on.tlie Department's b~half, or provides servic,es, 
arranges, performs or assists in the performance of functions or activities on 
beha!f of the Department that are included jn the definition of "business 
associate" in 45 C. F .R. 160.103 where the provision of the service involves the 
disclosure of PHI or ePHI from the Department; including but not limited to, 
µtilization review, quality assurance, or. benefit management To the extent 
Contractor performs these. services, functions, and activities on behalf of 
Department, Contractor is the Business Associat~ of the Department, a9ting on 
the Department's behalf. The Department and Contfaritor are each a party to 
this Agreement and are collectively referred to as the i•parties.1' · 

B. ·The Department wishes to disclose to Contractor certain informatian 
pursuant to. the terms of this Agreement, some of which may constitute 
Protect~d Health Information ("PHI"), Including protepted health inf9rmatlon 
in electronic media ("ePHI"), under federa.1 law. to.be used or disclosed in the 
course of providing services and activities as set forth in Section 1.A. of 
Exhibit G-1 of this Agreement. This information is hereafter referred to as 
"Department PHI". 

C~ The purpose of this Exhibit G-1 is to protect the p"rivacy and secumy.ofthe PHt 
and ePHI tl')at may be created, received,_ maintained, transmitted, u~ed or 
disclosed pursuant to this Agreement, and to comply with certain ~andards 
qnd requirements of HIPAA, the HITECH Act, and the HIPAA regulations, 
including, but not limited to, the requirement th~t the. Department must ~nter 
into a contract containing specific requirements with Contractor prior to the 
disclosure of PHI to Contractor. as set forth in 45 CFR Parts. 160 and.164 and 
the HITECH Act. To the extent that.data is both PHI or ePHI and Personally 
identifying Information, both Exhibit G-2 (including Attachment.I, the SSA 
Agreement between SSA, CHHS and DHCS, referred to in Exhibit G-2) and 
this Exhibit G-1 shall apply. 

D. The terms used in this Exhibit G~1. but not otherwise defined, shall have the 
same meanings as those terms have in the HIPM regulations. Any reference 
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to statutory or regulatory language shall be to such language as in effect or as 
amended. 

2. Definitions. 

A. Breach shall have the meaning given to ,such term under HtPAA, the 
HITECH Act, and the HlPAA regulations. 

B. Business Associate shall.have the .meaning given to such term under HIPM, the 
HITECH Act, and the HIP.AA regulations. 

C. Covered Entity shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations: · 

D. Department PHt shall mean Protected Health Information or Electronic 
Protected Health Information, as defined below; accessed PY Contractor in a 
database maintained by the Department,. received by Contractor from the 
Department or acquired or created PY Contractor ill connection with performing 
the functions, activities· and .services .on behalf of 'the Department as specified in 
Section 1.A. of Exhibit G-1 of this Agreement. The terms PHI 13s used fn this 
document shall me·an Department: PHI. 

E. Electronic Health Records shall have the meaning given to such term in ihe 
HJTECH Act, including, but not limited to, 42 U.S.C, .Section· 17921 and 
implementing regulations. . 

F. Electronic Protected Health Information (ePHl) means individually 
identifiable health informatic:m transmitted by electronic media or 
maintained in electronic.media, ·including but not Umited to electronic 
media as setforth under 45 CFR section 160, 103. 

G. lndivlduaJly Identifiable Health Information means he~lth information, incluqlng 
demographic information collected from an individual; that is created or 
received by a health care provider, health plan, .empfoyeror health care 
clearinghouse, and relate$ to th·e past, present orfu~ure physical or mental 
health or condition.of an individua.I, th.e provision of health care to an individual, 
or the past, present, or future payment for the p~ovislon of health care to an 
individual, that identifies the individual or Where there is a rea·sonable basis to 
believe the. information can be used to identify the individual, as set forth under 
45 CF,R Section 160.103.. · 

H. Privacy Rule shalrmean the HIPM Regulations that are found at 45 CFR Parts 
160 and 164, subparts· A and E. 

I. Protected Health lnformation (PHI) means individually identifiable health 
information that is transmitted by electronic media, maintained in electronic 

Page 3of31 
787 



C9unty Contract · 
County San Francisco 

#1~90096 
Exhibit.G 

media, or is transmitted or malntaineC! Jn any other form or medium, as set 
forth und~r 45 CFR Section 160.103·and as qeftned under HtPAA.· 

J. Required by law, as· setforth under 45 CFR Section 164;103. me~ns a mandate 
contained in law that compels an entity to make a use or disclosure of PHI that 
is e11foroeable ·in a court of law. This includes, but is riot limited to, court orders 
and court--ordered warrantsi subpoenas or summons. issued by a col,lrt, grand 
jury, a governmental or tribalinspector general, or an administrative body 
a4thorized to require the productio('l of information, a.nd a civil or an authorlZ$d 
investigative demand. It also includes Medicare conditions of participation with 
respect to health care providers participating in the program. and statutes or 
regulations th.at require the production of information, including statutes or 
regulations that require such infonnation if payment is sought under a 
government program providing public benefits. · 

k. Secretary means the Secretary of the u .s. Dep~rtment of Health and Human . 
Services ("HHS") or the Secretary'~ oesignee. 

L. Security Incident means the attempted or succe~sful unauthorized access, use. 
disclosure, me>dificatlon, or destruction of Department PHI. or confidential data 
utilized by Contractor to perform the services, functions and activities on behalf 
of Department as set forth in Section 1.A. ofExhibit G-1 of this Agreement, or 
int~rference with system operations in an information system that processes, 
maintains or stores Department PHI. 

M. Secudty Rt.1le shall mean the HIPM regulations that are found at 45 CFR Parts 
160and164.· 

N. Unsecured PHI shall have the meaning given to such term under the HITECH 
Act, 42 U.S.C. Section 17932(h), any guidance issJ.Jed bY the' Secretary 
pursuant to such Act and the HIPAA regulations. · 

3. T~rm$ of Agreeme.nt 

A Permitteid Use~ and Disclosures of D~partment PHI by Contractor~ 

Except as otherwise indicated in this Exhibit G-1, Contractor may use or disclose 
Department PHI only to perforin functions, .activities or services speqified in 
Section 1.A Qf Exhi!:>it G-1 of this Agreement, for, or on behalf of the Department, 
provided that such use or disclosure would not violate the HIPAA regulations or 
the limitations set forth in 42 CFR Part 2, .or any other applicable raw, if done. by 
the Depaqrnent. Any such use or disclosure. if not for purposes of treatment 
activities of a health care provider as defined by the Privacy Rule, must, to the 
extent practicable; be limited to the. limited data set; as defined in 45 CFR 
Section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish 
the intended purpose of such use or disclosure, in compliance with the HlTECH 
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Act and any guidance issued pursuant to such Act; and the HIPM regulations. 

B. Specific Us'if ~nd Oisclosur~ Provisions. Exqept a~ otherwise intjicated in this 
Exhibit G-1, Contractor may: 

1) Use anq Piscrose for Managem~nt and A~mlnistration. Use and disclose 
Department PHI for the proper management and adminrstration of the 
Contractor's business, provided that such disclosures are required by law, or. · 

. the· Contractor ob~alns reasonable assurances from the person to whom the 
information fs. disclosed, in accordance with section D(7) of this Exhibit G-1, 
tnat it will remain confidenti~I and wiH be used or furth~r disclosed only as 
reqlJired b'y I.aw or for the purpose for which ft was disclos~d to: the person, 
am;! the person notifies the Contractor of any instances of which it is aware 
that the confidentiality of the informat!dn has been breached. 

2) Provishm of Data Aggregation Services~ Use Department PHI to provide 
data aggregation services to theDepartment to the extent requested by the 
Department and agreed to by Contractor. Pata aggregation means. the 
combining of PHI created or received by the Contractor, as the Business 
Assobiate, on behalf of the Department With PHI received by the Business 
Associate in its capacity as the Business Associate of another covered 
entity, to permif data analyses that relate to the healt.h care operations of the 
Department 

C. Prohibited Uses and. Disclosures 

1) 

2) 

Contractor shall not disclose Department PHI about an individual to a 
health plan for payment or heaith care operations purposes if the 
Department PHI pertains solely to a health care item qr service for which 
the .health care provider involved has been pai? out of pocket in full and 
the lr:idividuar requests such restriction·, in accdrdance with 42 U.S.C. 
Section 17935(a) and 45 CFR Section 164.522(a). · 

Contractor shall .not directly or Indirectly receive remuneration in exchange 
for Department PHI. · 

D. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not.to use or disclose Department PHI other than as 
permitted or required by this Agreement or as required by law, including 
hut not limited to 42 CFR Part 2. 

2) · Compliance with the HIPAA Security Rule. To implement administrative, 
physical, and technical safeguards that reasonably and appropriately 
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protect the confident!al!ty, integrity, and· avaifabillty ofthe: Department PHI, 
·mcludi'ng ·e1_eetronic PHI; t.h~t ifcreates, receive$, ·rna:in~_ns, uses or 
transmits on behalf of the .Dep~rtment, in co.ropliance with '4& 'CFR Septions 
164.308, 164.310 and 164.312; and to prevent use or disclosure of 
·Department PHI other than as provided for by this Agreement. Contractor 
shall implement reasonable and appropriate poJicies and proc.edures to 
comply with the standards, lmplementatic;>n specifications and other 
requirements of 45 CF-R Section 164, subpart C, iri compliance with 45 CFR 
Section.164;316. Contractor shall develop and maintain a written infonnation 
priva.cy and sequrity program that includes admihi§trative, technical a11d 
phyi;;ica1 safeguards appropriate to the size and complexity of the 
Contractor's opert?tions and the nature and scope of its acti\!ities,, and which 
incorporates the requirements of section 3, Security, below. Contractor will 
provide the Department with its current and updated policies upon request. 

3) Security. Contractor shall take any and ali steps necessary to ensure the 
continuous security of all computerized data _sys.terns 90ntaining PHI and/or 
Pl. a_nd to protect paper documents containing PHI and/or Pl. These steps 
shall include, at a minimum: 

4) 

5} 

6) 

a. Complying wlth ~11 o~tlie·data system security precautions listed· In 
Attachment A, Data Security Requirements; 

b. Achieving and m?iintafning compliance, with the ·HlPAA security 
Rule {45 CFR Parts 160 and 164), as ryecessary in conducting 
operations on behalf of DHCS under this Agreement; and 

·c. Provit;iing a level and scope of security that is at lea.st c.ornparabJe 
to the level and scope of se9urity established by the Office of 
Management and Budget in OMB 'Circular No. A-130, Appendix 
III- Security of Federal Automated lnformf;ltion Systems, which· 
sets forth guidelines for automa.ted information systems in Federal 

. agencies. · 

SecuritY Officer. Contractor shall designate a Security Offieer'to oversee 
its data security program who shall be re.sponsible for carrying out the 
requirements of this section and for communicating on security matters with 
the Department. 

Mitigation of Harmful Effects. To mitigate, to the extent practicable, any 
harmful effect that is known to Contractor of a use or disclosure of 
Department PHI by Contractor or.its subcontractors in violation of the 
requirements of this Exhibit G. 

Repprting Unauthorized Us& or Oisclo$ure .. To re.pprt t~ Department any 
us~-or disclosure .of Department PHI not provided for by this Exhibit G. of 
which it becomes aware. 
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a. To elifer into Wrjtten agree·m~nfS with ·any agents, including 
subcontractors and vendors. to whqm Contractor provides 
Department PHJ i that impose the same restrictions and 
conditions on such ag€mts, subcontractors and vendors that 
apply.to Coritractor\ivith respect to such Department PHI under. 
this Exhibit G, ;:ind that require compliance with all applicable 
proVisions of HIPAA, the HlTECH Act and the HIPAA regulations, 
including the requirement that any agents, subcontractors or 
vendors. Implement reasonc;ible and appropriate administrative, 
physical. and technical safeguards to protect such PHI. As 
required by HIPAA. theHITECH Act and the HIPAA regulations, 

· including 45 CFR Sections 164.308 and 164.314, Contractor 
shall incorporate,. when applicable,·the relevant provisions of this 
Exhibit G-1 into each subcontract or subaward to such agents, 
subcontractors and vendors, including the requirement that ahy 
securi.ty incidents or breaches of unsecured PHI be reported to 
Contractor. 

b. rnaccordance.with 45 CFR Seqtion 164.504(e){1}{ii), upon 
Contractor's knowledge of a material breach or violation by its 
subcontractor of the agreement between Contractor and the 
subcontractor, Contractor. shall: 

"i) Provfde:.an opportunity for the subcontractor to cure the 
breach or end the violation and terminate the agreement if 
the subcontractor does not cure the breach or end the 
violation withili the time specified by the Department; or 

ii) immediately terminate the agreement if the subcontractor 
has breached a material term of the agreement-and cure is 
not possible. 

8) Availability of Information to the Department and Individuals to Provi(fe 
-Access and Information: 

a. . To provide access as the Dep~rtment may require, and in the 
time and manner designated by the Department (upon 
reasonable notice, and during Contractor's normal business 
hours) to Department PHI in a Designated Record Set, to the 
Department (or, -as directed by the Department), to an 
Individual, in accordance with 45 GFR Section 164.524. 
Designated Record .Set means the group of records maintained 
for the .Departm~nt health ptan under this Agreement that 
includes medical, dental and billing records about individuals; 
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enrollment payment, claims adjudication. and case pr meiUcal 
management systems maintained for th.e Department health 
plan for which Contractor is providing services under this. 
Agreement; or those records used to make decisions about 
individuals on behalf Qf the Department. Contractor shall use 
the forms and processes developed by the Department for this 
purpose and shall respond. to requests for access to records 
transmitted by the Department within fifteen (15) calendar days 
of receipt of the request by producing the records or verifying 
that there are none. 

b~ Jf'Contractor maintains an Electronic Health Record. with PHI, 
and an individual requests a copy of such information.in an 
electronic format, Contractor shall provide such information in 
an electronic format to enabte the Department to fulfill its 
obligations l!nder the HITE CH Act, including but not limited to~ 
42 U.S.C. Section 17935{e) and the HIPM regulations. 

Confidentiality of Aleohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 
Code of Federal Regulations, Chapter I, Suhchapter A, Part 2. Contractor is 
·aware that criminal penalties maybe imposed for a violation of these 
confidentiality requirements. 

Amendment of Department PHi. To make any amendment{s) to 
Department PHI that were reque$ted by a patienf and that the Department 
directs. or agrees should be made to assure compliance with 45 QFR 
Section 164.546, in the time and manner designated by the Department, 

'with the Contractor being given a minimum 9ftwenty (20) days within which 
to make the amendment. 

·r.nternal Practices-.To make Contractor'$·internalpractices, books and 
records relating to the use and.disclosure of Department PHI available.to 
the Department or to the Secretary, for purposes of determining the 
Depar:tment's· 9~mpliance with the HIPAA. regulations. If any information 
needed for this purpose is in the exclusive possession of any other entity 
or person and the other entity or person fails or refuses to furnish the 
information to Contractor, Contra.ctor shall provide written notification to the 
Department and shall set forth the efforts .it made to obtain the information. 

Documentation of Disclosures. To document and make available.to the 
Department or (at the dire.ction of the Qepartment) to an Individual such 
disclosure}s of Department PHI, and information related to s.uch disclos!Jres, 
necessary to respond to a proper request by the subject Individual for an 
accounting of disclosures of such PHI, in accordance with the HITECli Act 
and. Its implementing regulations, including but not limited to 45 CFR Section-
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164.528 and 42 U.S.C. Section 17935(0). If Contractor maintains elec;tronic 
health records for t~e Department as of January 1, 2009 and later, 
Contractor must provide an accountf ng of disclosures •. including those 
disclosures for treatment, payment or health care operations. The electronic . 
accounting of disclosures shall be for disclosures during the three years 
prior to the request for an accounting, . . 

13) Breaches and Security rnciderrts. During the term of this Agreement, 
CMtractor agrees to implement reasonable sy$tems. for the discovery 
and prqmpt reporting of any. breach or security Incident, and to take the 
following steps: 

a. Initial Noticetofhe.Daparlment. {1) To notify the Department 
immediately by telephone can or email or fax upon the 
discovery t;>f a brei;idi of unsecured PHI In electronic media or in 
any other media if the PHI was, or ·is reasonably believed to have 
been, accessed oracquired by-an unauthorized person. (2) To 
notify the D~partment within 2.4. hours (one hour if SSA data) 
by email or fax of the· discov~ry of any suspected security 
incident, intrusion or unauthorized· access, use o.r disclosure of 
PHiin viofatioh of this Agreement or this ExhibitG-1, or potential 
losRof confidentla,I (jata·affe-Ctlng this Agreement. A breach shall 
be treateq as discovered by Contractor as of the first day on 
which the breach ls known, or by exercising reasonable diligence 
would. have been known, to any person {other than the person 
committing the breach) who is an employee, officer or other 
agent of Contractor. 

Noti.ce shall be provldec;J to the Information Protection Unit, 
Office of HJ PAA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic PHI, notice shall be provided by callfng the 
Information Protection Unit (916.445A646, 866-866.-0602) or by 
emailing privacyofficer@dhcs.ca.gov). Notice shall be made 
using the DHCS ·"Privacy Incident Report" form, including all 
information known at the time. Contractor shall use the most 
current version·ofthis form, which is posted on the DHCS 
Information Security Officer website (www.dhcs.ca.gov, then 
select "Privacy" in the left column and then "Business Partner" 
near the middle of the page} or use this link: 
htt12://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBu 
·sinessAssociatesOnlv.aspx 

Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, ·use or disclosure of Department 
PHI, Cont.ractor shall take: 
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i) Prompt co~ctive action to mltig~t~ any risks or damages 
lnvob1ed with the breach and to protect the operating 
envlr.onmen~ and 

ii) Any action pertaining to such unauthorized -Oisclosure 
required by applicable Federal and State .laws and 
regulations. 

b, Investigation and Investigation Ft~port. To Immediately 
investigate such suspected security incident; security incident, 
breach, or unauthorized access, use or disclosure of PHI. 
With.in 72 hour$ of the discovery, Contractor shall submit an 
updated "Priv~cy Incident Report" containiryg the information 
marked with an asterisk and ail other applicable information 
listed on the form, to the extent known at that time; to the 
Information Protection Unit 

c. Complete Report To provide a complete report of the 
investigation to the Department Program ·contract Manager and the· 
Information Protection 4nit within ten ( 10) working days of the 
discovery of the breach or unauthorized use o·r disclosure. The 
report shall be submitted on the "Privacy Incident Report" form and 
shall include an assessment of all known factors relevant to a 
determination of whether a breach occurred under applicable 
provisions of HlPAA, the HITECH Act, and the HIPAA regulations. 
The report shall also Include a full, detailed corrective action plan, 
including information on measures that were taken to halt and/or 
contain the improper use or disclosure. If the Department requests 
information in addition to that listed on the "Privacy Incident Report" 

· form, Contractor shall make reasonable efforts to provide the 
Dep\:lrtment with such information. If, because of the circumstanc~s 
of the incident, Contractor needs more than ten (10) working days 
from the discovery to submit a complete report, the Department· 
may grant a rea$onable- extension oftime, in which case Contractor 
shall submit periodic updates until the complete report is submitted. 
If necessary, a Supplemental Report may be used to submit 
revised or i?dditional information after the completed report is 
submitted, by submitting the revised or additional information on an 
updated «Privac:y Incident Report" form. The D.epartment WtlJ review 
and approve the determination of whether a brea.ch occurred and 
whether individual notifications and a corrective action plan are 
required. 

d. Re'sponsibility·fQt' Reporting of Breaches. If the cause of a 
bre~ch of Department PHI is attributable to Contractor or its 
agents, subcontracters or vendors, Contractor is responsible for all 
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required reporting o~ the breach as specified in 42 U.S.C. section 
17932 and its implementing regulations, including notification to 
media outlets and to the Secretary (after obtaining prior written 
approval ofDHCS). lfa breach of unsecured Oepa:rtment PHJ 
involves more. than 500 residents ofthe State of California or under 
fts jurfsdiction, Contractor shall first notify DHCS, then the 
Secretary of the breach immediately upon discovery of the breach. 
If a breach involves more than 500 California residents, Contractor 
shall .also provide, after'obtainirig written prior· approval of DHCSr 
notice to the Attorney General for the State of California, Privacy 
Enforcement Sectfon~ If Contractor has' reason to believe that 
duplicate reporting off!Je same breach or incident may occur 
becau$e lts subcontractors, agents or vendors may report the 
breach or incioent to the Departmenfin addition to Contractor, 
Contractor shall notify the Department, and the Department and 
Contractor may take appropriate action to prevent duplicate 
reporting. 

e. Responslbility for Notification 9f Affected Individuals. If the 
cause of a breach ·of Department PHf is attributable to Contractor 
or its agents·, subcontractors or vendors and notification of the 
affected lndiviouals is required under state or federal law, 
Cohtractor shall bear all costs of sucl:l notifications as well as any 
costs associated with the breach. In addition, the Department 
reserves the right to require Contractor to notify such affected 
indiyJduals, which notifications shall eomply with the requirements 
.set forth in 42U.S.C. section 11932 and its implementing 
regulations, including, but not limited to. the requirement that the 
notifications be made without urireasonable·delay and in no event 
later than. 60 calendar days after" discovery of the breach. The 
Department Privacy Officer shalt.approve the time, manner and 
content of any such notifications and their review and approval 
must be obtained before the notifications are made. The 
Department wm provide its review a:nd approval expeditiously and 
without unreasonable delay. 

f. Department Contact Information. To direct communications to 
the above referenced Department staff. the Contractor shall 
Initiate contact as indicated herein. The Department reserves the 
right to make changes to the contact information below by giving 
written notice to the Contractor. Said changes shaff not require ail 
amendment tQ this Addendum or the Agreement to which it is 
incorporated. 
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Program C.ontract 
Manag~r ·· 

See the Exhibit A,. 
Scope. of Work fQr 
Program Contract 
Manager 
information 

DHCS Prhlacy Officer 

' . 
Information Pra.tection Unit . . 
c/o: office of HIPM · 
Compliance Department of 
H~alth Care Services 
P.O. Box99741~; MS4722 
Sacramento, CA 95899-7413 
(916) 445-4646; (866) 868-0602 

Email: 
privacyofficer@.dhcs.ca.gov 

Fax: (916) 440-7680 
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l)HCS Information S.ecurity 
Officer 

Information Security.Officer . 
DHC$ Information Security Office 
P.O. Box 997413, MS 640Cf 
Sacramento, CA 95899-7413 

Email: lso@dhcs.ca.gov 

Telephone: ITSO Service Desk1916) 
440-7000; (800) 579-0874 

Fax: (916)440-5537 . 

14) Termination of Agreement~ In accordance with Section 13404{b) of the 
HJTECH Act and to the e?Ctent required l:>Y the Hf PAA regulations, if 
Contractor knows of a material breach or violation by the Department of 
this Exhibit G-1, it shall take the following steps: 

a. Provid~ ao opportunity. for tln~. P~partment to cµre the breach or 
end the violation and.terminafethe Agreement if the Department. 
doe$ not cure the breach or end the violation within the time 
specified by Contractor; or · 

p. Immediately terminate the Agreement ifthe Department has. 
breache~ a·· material term of the Exhibit G;...1 and cure is not 
p9ssible. 

15) Sanction& and/or Penaltie$'. Contractor understands that a failure to 
comply with the provisions of HIPAA, the HITECH Act and the Hf PAA 
regulations that are applicable to Contractors may result in the imposition of 
sanctions and/Or penalties on Contractor under H!PM, the HITECH Act and 
the HIPAA regulations. · 

E. Obli9aiio11s o.f tl)e Department. 

The Department agrees to: 

1.) Permission by Individuals fQ.r Use and Disclos.U@ of Pijl. Provide the 
Cpntractor with any changes in, or revocation of; permission by an Individual 
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to use or disclose D~partmemt PHf, if such changes affect the Contractor's 
permitted or required uses and disclosures .. 

2) Notification of Restrictions .. Notify the Contractor of any restriction to the 
use or disclosure of Department PHI that the Department ha.s agreed to in 
accordance with 45 C!=R Section 164.522, to the extent-that such restriction 
may affect th.e Contractors use or disclosure of PHI. 

3} Requests Conflicting with HIPAA Rules. Not request the Contractor to use 
or disclose Department PHf in any manner that would not be permissible 
under the HlPM !egulations if done by the Department. 

. 4) Notice of Privacy Practices. Provide Contractor with the web link to the 
Notice of Privacy Practices that.DHCS produces in accordance with 45 CFR 
Section 164.520, as well as any changes to such notice. Visit the OHCS 
website to view the most current Notice of Privacy Practices at: 
http:J/www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/Noticeof PrivacyPracti 
ces.aspx or the DHCS website at www.dhcs .. ca.gov (select "Privacy in the 
right column and "Notice of Privacy Practices" on the right side of the page). 

F. Audits, Inspection.and Enforcement 

If Contractor"is the subject of an audit, compliance review, or complaint Investigation 
by the Secretary or the Office for CM! Rights, U.S. Department ofHe~tth and Human 
Services, that rs related to the. performance of its obligations pur_suant to this HIPM 
Business Associate.Exhibit G-1,Contractor shall immediately notify the Department. 
Upon request from the Department, Contractor shall provide the Department with a 
copy of any Department PHI that Contractor, as the Business AS.Sociate, provides to 
the Secretary or the Office of Civil Rights concurrently with providing such PHI to the 
Secretary. Contractor is responsible for any civil penalttes assessed due to an audit or 
Investigation of Contractor, in ·accor¢ance with 42 U.S.C. Section 17934(c). 

G. Termination. 

1) Term. The Tenn of this Exhibit G~1 shall extend beyond the termination of 
the Agreement and shall terminate when alf Department PHI ls destroyed or 
returned to the Department, in accordance with 45 CFR Section 
164.504(e)(2)(ii)(J). 

2) Termination for Cause. In accordance with 45 CFR Section 
164.504{e)(1)(iii), upon the Department's knowledge of a material breach or 
violation of this Exhibit G~ 1 by Contractor, the ·Department shall: 

a. Provide an opportunity for Contractor to cure the breach or end the 
Violat.loli and terminate this Agreement if Contractor does not cure 
the breach or end the violation within the time specified by the 
Department; or 
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b. lmmediatefy_terminate this Agreem.ent ifContractor has breached a 
. material term o.f this EXhibit G-1 and cure is not possible. 

THE REST 0.F THIS PASE JS INTENTIONALLY $LANK. 
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Privacy and Security of Personal Jnforr-,iation and Personally Identifiable Information Not 
Subject to Hf PAA 

1. RecitaJs. 

A. In addition to the Privacy and Security Rules under the Health lnsuranqe 
Portability and Accountability Act of 1996 (HIPAA) the Department is subject to 
various other legal and contractllaJ requirements with respect to the personal 
information (Pl) and personally identifiable information (Pll) it maintains. ihese 
include: 

1) The California Information Practi.ces Act of f971 (California Civil Code 
§§1798 et seq.), · 

2)° The Agreement between the Social Security Administration {SSA} and the 
Department. knoWn as th$ Information Exchange Agreement (!EA), which 
incorporates the Comptiter Matching and Privacy Protection Act 
Agreement (CMPPA) between the SSA am:J the CaUforri}a Health and 
Human Services Agency. The !EA, iricluding·the CMPPA is attached to 
this Exhibit Gas Attachment I and is hereby -Incorporated in this 
Agreemeot · 

3) Title 42 Code of Federal Regulations, Chapter J, Subchapter A, Part 2. 

B. The purpose of this Exhibit G~2 is.to set forth Contractor's privacy and security 
obligations with respect to Pl and Pll that Contractor may create, receive, 
maintain, use, or diSclose for or on behalf of Department pursuant to this . 
Agreement. Specifically th rs Exhibit applies .to Pl and Pll which is not Protected 
Health Information (PHI) as defined by HIPAA and therefore is hot addressed in 
Exhibit G-1 oHhls· Agreement, the HIPAA Suslness .Associate-Addendum; . 
however •. to. the extent that data is both PHI or ePHI and PU, both Exhibit G~1 and 
this Exhibit G~2 shall apply; · 

C. The. !EA Agreement referenced.in A.2) above requires the Department to extend 
its substantive privacy antj security terms tQ subcontractors who receive data 
provided to DHCS by the Social Security Administration. If Contractor receives 
data from DHGS that includes data provided to DHCS by the Social Security 
Administration, Contractor must comply With the following specific sections of the 
lEA Agreement E SecuritYProcedures, E contractor/Agent Responsibilities, 
and G. Safeguarding and Reporting Responsibilities·for Personally Identifiable 
information ("Pll"), and in Attachment 4 to the· IEA, Electronic Information . 
Exchange Security Requirements; Guidelines.and Procedures for Federal, State 
and .Local Agencies Exchanging Electronic Information with the Social Security 
Administration. Contractor mustalso ensure that any agents, including a 
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subcontractor, to whom it provides. DHCS data that Includes· data. prov1ded by the 
Social Security Administration, agree to the sa111e reqµJretnents for prtvaoy and 
security safeguards for such confidentia.I data that ~pply to, Contractor with 
respect ~? such information._ 

O. The. terms used in this Exhibit G~2. but. nototfterwlse d~fined. shall have the 
same meanings as those terms:have in the above referenced statute and 
Agreement. Any reference to statutory, regulatory, or contractual1arigUqQe $hall 
be to such langu~ge as in effect or as amended. 

2. Definition~!-

A. "13re.ach" .shall fo~ve the meantng given tQ $1Jch ·term :Under the lEA and CMPP A. 
It shall include a· "PH loss" as that term 'is defined inthe CMPPA. 

a. "Breach of the .security of the system" shall have the meaning given to such term. 
under the California Information Practices Act, Civil Code section 1798.29(f}. 

C. ''CMPPA Agreement" means the Comput~r Matching and Privacy Protection Act 
Agreement betw.~en the Social Security Administration and the California Health 
and Human Services A:gency (Ct.l~S). 

D. "Department Pl" shall mean Personal Information, ~s defined below, acces~ct in 
a database maintained by the Department, received by Contractor from the· 
Department or acquired ·or created by Contractor in connection with performing 
the functions, activities and services specified in this Agreement on behalf of the 
Department. · · · 

E. "IEA>t ~hall ,mean the Information Exchange Agreement currently in effect 
between tile. _Sociar SecuritY .Administration. (SSA)" and the California. Department 
of Health Care Services (DHCS). · 

. F. "Notice-trigg¢rinti Per$onal Information"· shall mean the persohal infc>rrn.aUon 
identified.in Civil Code section 1798.29 whose unauthorized acc~ss·m.~ytrigger 
notification requirements unoer Clvil Code section 1798.29. For p~rpose~ of this 
provision, identity shall include, but not be limited to, name1 address ... email 
address, identifying number, ~ymbol, or other identifying particular assigned tq · 
the individual, su-ch as a finger or voice print, a photograph or a biometric 
identifier. Notice-triggering Personal Information includes P.1 in electronic, paper 
or any other medium~ . 

G. "Personally Identifiable Information" (Pll) s_hall have the meaning given to such 
term in the .IEA and CMPPA. 

H. . "Persona,.! Jntormationn. (PD shall have thE;i;tneaniti.g givert"to:such term in 
C~ifpmia Civll"CQde S~ction 179.8,S(a); . · 
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"Required by law" means a mandate contained in law that compels an entity to 
make a use or disclosure of Pl or Pll thatis enforceable in a court of law. This 
includes, but is not ffmited fo, court orders and court-ordered warrants, 
subpoenas or summons issued by a court, grand jury; a governmental or tribal 
inspector general, or an administrative body authorized to require the production 
ofinformation, and a civil or .an authorized investigative demand. It also includes 
Medicare conditions of participation with respect to health care providers 
participating in the program, and statutes or regulations that require the 
product!ori or information; iridludlng statutes or regulations that require such 
information if payment is sought .under a government program providing public 
benefits. 

"Security Incident" means the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of Pl, .or confidential data utilized in 
cbmplying With this Agreement; or interference with system operations in an 
lfiformatlon $ysfoni that pmcesses, maintains or stores Pl. 

3. Terms of Agreement 

A Permitted Uses and Disclosures of Department Pl and Pll by Contractor 

Except as otherVJise indicated in this Exhibit G~2, Contractor may use or disclose 
Department Pl only to perform functions.- activities or services for or on behalf of 
the Department pursuant to the terms of this.Agreement provided that such use 
or disclosure would not violate- the· California Information Practices Act (CIPA) if 
done by the Department. 

B. Responsibilities of Contractor 

Contractot agrees: 

1) Nondisclosure., Not to use or disclose Department Pf or PH other than as 
permiUed or required by f;his Agreement or as required by applicable state 
ahd 'federal law. · 

2) Safeguards. To implement appropriate and· reasonable administrative, 
technical, and physfoal safeguan:fS to protect the security, confidentiality 
and Integrity of Department Pl and Pl!, to protect against anticipated 
threats. or hazards 10 the security or integrity of Departmenf Pl and.Pll, and 
to prevent L1se·or disclosure of Department Pf cir Plr other than as provided 

·tor by ttti"s Agreement. Contractor shall develop and maintain a written 
information privacy and -security progr?m that Include administrative. 
technical and physical safeguards appropriate to the size and complexity 
of Contractor's operations and the nature and scope of its activitiesi which 

. incorporatethe requirements of section 3, Security, below. Contractor will 
provide DHCS with its current policies upon request 
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Secu_rity. Contractor shall take any and an steps nE:?cess~wto ensure the· 
continuous secci'iity of all. computerized data systems containing PHI 
and/or Pl, and to protect paper documents containing PHI and/or PL 
These steps shall include, at a minimum: 

a. Complying with ·1=111 of the data system security precautions Hsted in 
Attachme.nt Al Busin~s$-Associate Oqta Security Requirements; 

b. ProViding a ieveiand scope of se,curity that is at.least comparable to 
ttie level and scope of security established· by the Office of 
Management and Budget in OMS ·circular No. A~130, Appendix Ill~ 
Security of Federal Automated Information Systems, which sets 
forth guidelines for automated information systems in Federal 
qg~ncies; and 

o. If the data obtained by Contractorfrom DHCS includes PU. 
Contractor shall also comply with the substantive privacy and 
security requirements in toe Computer M?itching .and Priva·cy 
Protection Act Agreement between the. SSA and the California· 
Health and Human Servibes Agency {CHHS) ~nd in the Agreement 
between the $SA and DHCS, known as the Information Exchange 
Agreement, which are attached as Attachment I and incorporated 
into this Agreement. The spepific sections of the IEA with 
substantive privacy and security: requirements to be c;omplied with 
are sections E, F, and G, and in Attachment 4 to the IEA, EJectronic 
Information Exchange Security Requirements, Guidelines and · 
Procedures for Federal, State and Local Agencies Exch(:!nging 
Electronic Information with the SSA. Contractor also agrees to 
ensure that any agents, including a subcontractor to whom it 
provjdes DHCS Pll, agree to the same requirements for priVacy and 
security safeguards for confidential data that apply to Contractor 
with respect to such informati9n .. 

Mitigation of Harmful Effects. To· mitigate, lo the extent pract.icable, any 
harmful effect that is known to Contractor of a use or disclosure of . 
Department PI or Pl I by Contractor or its subcontractors in violation of this 
Exhibit G-2. 

CootraotOr'.s Agents and SuJ.>contractors. To impose the same 
restrictions and. conditions set forth in this Exhibit G-:2 on any 
subcontractors or other agents with w(1om Contractor subcontracts any 
activities under thi!$ Agreement that .involve the disclosure of Department 
Pl or PII to the subcontractor •. 

AvaiJabiilty of Information to DRCS~ To make Departm~nt Pl anQ PU 
available to tlie Department fdr,purposes of oversighti inspection, 
amendment, and response to requests for records, injunctions, 
judgments, and orders for production of Department Pl and PIL If 
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Contractor receives.Department Pll, upon request by DHCS, Contractor 
shall provide DHCS with a:list of all employees, contractors and agents 
who have access to Department Pll, incl.uding .employees, contractors 
and. agents of its, subcontractors arid agents. 

7} Cooperation with OHCS. With respect to Department Pl, to cooperate 
with and assist the Department ta the exteril necessary to ensure the 
Department's compliance with the applicable terms of the CIPAlnc!uding, 
but not limited toi accounting of disc1o·sures of Department Pl, correction · 
of errors in Department Pl, pr,oductlon. of Department Pf, disclosure of a 
security breach involving Department Pl and notice of ·such breach to the 
affected indiViduaf{s). 

8) Confidentiality of AlcohoJ and Drug Abuse Patient Records. 
Contractor agrees to comply with all confidentiality requirements set forth 
ih Title 42 Code· of Federal Regulations, Chapter I, Subchapter A, Part 2. 
Contractor is aware th~t criminal penalties may be imp.osed for a violation 
of these confidentiality requir~ments. 

9) Breaches and Security·fncidents •. Dl!ring the term of this 
Agreement; Contractor agrees to Implement reasonable systems for 
the discovery and prompt.reporting ofany· breach or security incident. 
and to takethefollowing steps< 

a. Initial Noticelo the Department (1) Ta· notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach ·of unsecured Department Pt or Pll in 
electronic media or in any other media if the Pl or Pl! was, or is 
reasonably·be!ieved tq have been, accessed or acquired by an 
unauthorized person, or upon discovery of a suspected security 
incident involving DepartmentPll.(2) To notify the Department 
within one ·(1) hour by email or fax: If the data ls data subject to 
the SSA Agreement and within 24 hours by email or fax of the 
disco.very of any suspected security incident, intrusion or 
unauthorized access, use or dis.closure of Department Pt or Pll in 
violation ofthis Agreement.or tiiis Exhibit Gw1 or potentfal loss of 
confidential data ~ffecting. this Agreement. A breach shall be 
treated as discovered by Contractor as of the first day on which the 
breach is known, or by exercising reasonable diligence would have 
been known. to any person (other than the person committing the 
breach) who.is an employf)e, officer or other agent of Contractor. 

b. Notice shall be provided lo the Information Protection Unit, Office 
of HIPAA Compliance. lfthe incident occurs after business hours 
or· on a weekend or holiday and involves electronic Department Pl 
or Pit, notice shall be provided by calling the Department 
Information Security Officer. Notice sh<:!ll be made using the DHcs· 
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"Pn:vac;y lnqident Re!porf' form; including all information known at 
the· tfme. Contractor shall use the most current version of this form, 
which is posted on the· DHCS Information Security Officer website 
(www.dhcs.ca.gov, then f?elect "Privacy" in the left column and then 
"Business Partner" near the middle of tlie page)' or use this link: 
http:l/www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusi 
riessAssociates9n1y.aspx . · 

c. Upon discovery of a breach or suspeeted security incident, 
intrusion or unauthorized access, use or disclosure of Department 
Pl or Pll, Contractor shall take: · · 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating · 
eiwironment; and · · · · 

ii.Any action pertaining to such unauthorized disclosure required by 
applicable Federal and State laws and regulations. · 

d. Investigation and lnvest.igation Report; To irnmedf~teJy 
investigate such suspected security:inclden~. ~ecurity inqident, 
breach, or unautho~ized access; use:o.r disclosure of PHI. Within 
72 hours of the discovery, Contractor shall submit an up(iated 
"Privacy Incident Report" containing the information marked with 
an asferisl< and all otner applicable information listed on the form, 
to the extent known at that time, to the.Department Information 
Security Officer. 

e. Comp!ete R~port. To provide ·a conip!ete· r~port of the 
investigation to the Department Program Contract Manager and 
the Information Protection Unit within ten (10) working days of the 
discovery of the breach or unauthorized use or disclosure~ The 
report shall be submitted on tlie "Privacy Incident Report" form and 
shall include an assessmentof all known factors relevant to a 
determination of whether a b,reach occurred. The report shall also 
inplude a full, detailed corrective action plan, including information 
on measures that were taken tb halt !=Ind/or contain the ·improper 
use or disclosure. If the Department requests information in 
addition to that listed on the "'Privacy Incident Report" form, 
Contractor shall make reasonable efforts to provide the 
Department with such information. If; because of the 
circumstances of the incident, Contrac;tor needs more than ten (10) 
working days from the discovery to submit a complete report, the 
Department may grant a reasonable extension of time, in which 
case Contractor shall submit periodic updates until the complete . 
report is submitted. If necessary,. a Supplemental Report may be 
used to submit revised or additional Information after the 
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completed repoltis submitted, by submitting the revised or 
additfonal information oii an updated "P.rivayy lneident Report" 
form. The Department will review and approve the determination of 
whether a breach occurred and whether individual notifications and 
a corrective action plan are required. 

f. Responsibility for Reporting of Breaches •. If the cause of a 
breach of Department Pl or Pll fs attributable to Contractor or its 
agents,_subcohtractOrs.or vendors; Contractor is responsible for all 
required reporting of the breach as specified in CIPA, secti.on 
1798.29and as may be required under the lEA. Contractor shall 
bear an costs of required notifica.tiohs to individuals as Well as any 
co~ts associated with the breach. The Privacy Officer shall approve 
the timet manner and content of .any such notifications and their 
review ahd approval inust be obtained before the no.tificatlons are 
made. The Department -Will provide its review and approval~ 
expeditiously and without unreasonable delay; 

g. If Contractor has reason to believe that duplicate reporting of the 
same breach or incident may occur because its subcontractors, 
·agents or vendors mayreport t~e breach or incident to the 
Department in (;lddition to Contractor, Contractor shall notify the 
o·epartrrtent. and the Oeparttiient and Contractor may take 
appropriate action -to prevent duplicate reporting. 

h. ·Department Contact Information. To direct communications to the 
above referenced De.partmentstaff, the Contractor shall initiate 
contact as indicated herein. The Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor .. Said changes shall not require an 
amendinentfo thfs Addendum orthe Agreement to which it is 
incorporated. 
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Department 
Program 
Contract 
Manager 

See the Exhibit 
A. scope of. 
Work for 
Program 
Contract 
Manager 
information 

D~CS Privac?' Q.fficer 

lnforliia.tion Protection Unit 
'c/o: Offiee of HIPM 

· Compliaripe Department of 
Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 

(916) 445-4646 
Email: 
privacyofficer@dhcs.ca.gov 

Telephone:(916) 445-4646 

Fax: (916) 440-7680 

county Contr.act 
County San Francisco 

#14-90096 
ExhibitG 

DHCS tnfortnation Security 
Officer 

tnfot.m.ation Security Officer· 
· QHC.S .lnforrm;ttion Security Office 
P.O~ Box 997413, MS 6400 
Sa.cramento, CA 9589~7413 

Email: iso@dhcs.ca.gov 

Telephone: IT$D Service. Desk 
(916) 440-7-00P or 
(800) 579-0874 

Fax; (916)440~5537 

1 O) Designation :Qf lndivldpal Responsi~le for Security 

contractor shall designate an indivldual, (e.g., Security Officer), to oversee Its 
data securitY program who shall be responsible for carrying out the 
requirements of this Exhibit G"2 and for communicating on security matters 
with the Department · 
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1) 

2) 

3) 

EXHIBITG-3 

Miscellaneous Terms atid Conditions 

Appllc~ble to Exhibit G 

County Contract 
County San Francisco 

#14~90096 

Exhibit G 

Confidentiality of Alcohof and Drug Abuse Patient Records. Contractor 
agrees· to comply wifh: all confid~ntiaUty requirements s~t forth in Title 42 Code of 
Federal Regulations1 Chapter I, Subchapter A, Part 2. Contractor is aware that 
criminal penalties may be imposed for a violation of these confidentiality 
requirements. 

Discfaimer. The Department makes no warranty or representation that compliance 
. by Contractor with this Exhibit G, HIP AA or the HIPAA regulations will be adequate 

or satisfactory for Contractor's own purposes or that any information in Contractor's 
possession or control; or transmitted or received by Contractor, is or will .be secure 
from µnaufhotized use or disclosure. Contractor is solely responsible for all 
decisions made by Contractor regarding·the safeguarding of the Department PHI, Pl 
and PH. 

Amendment: fhe parties acknowledge that f ed'eral and state laws relating to 
eiectronic data securtty and privacy are rapidly ·evolving and thatamendment of this 
Exhibit G niay be required to.provide for procedures to ensure compliance with such 
developments. The parties specifically agree to take: such action as is necessary to 
Implement the standards and requirements ofHIPM. the HITECH Act. and the 
HIPAA regulations1 and other applicable state and federal laws. Upon either party's 
request, the other party agrees to promptfy enter into negotiations concerning an 
amendment to this Exhibit G embodying written assurances consistent With the 
standards and requirements of HIPAA, the. HITECH Act, and the HIPAA regulations, 
and other applicable state and federal laws. The Department may terminate this . 
Agreement upon thirty {30) days written notice. in the event: 

a) Contractor does not promptly enter into negotiations to amend this 
Exhibit G when requested l;>y the Department pursuant to this section; 
or 

b) Contractor does not enter into an amendment providing assurances 
re_garding the safeguarding of Oepartment PHI that the Department 
deems is necessary to satisfy the stahdards and requirements of HIPM 
and the HIPAA regulations. · · 

4) Judieial or Administrative Proceedings. Contractor will notify the 
Department if lt fs named as a defendant in a criminal proceeding far a 
violation of HIPM or other security or privacy !aw. The Department may 
terminate this Agreement lf Contractor is found guilty of a criminal violation of 
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5) 

6) 

7) 

9) 

10) 

11) 

County Contrl:!lct 
County San Francisco 

#14-90096 
Exhibit·G 

HIPM. 1The. Department may terminate this Agreement 1f a finding or 
stipulation thatthe Contractor has violated any standard or requireme~t of 
HlPAA, or other security or privacy laws is ma.de in any administrative or ciVil 
proceeding in which the Contractor is a party or has been joined. 'OHOS will 
consider the nature and seriousness of the violation in deciding whetheF or not 
to terminate the Agreement.. . 
Assistance in Litigation or Adrrtinisfrative Proceedings. Contractor shall· 
make itself and. any subcontractors, employees or agents assisting Contractor· 

· in the performance of it~ obligations under this Agreement, avaifable to the 
Department at no cost to the Department to testify as witnesses, or ot!wrwise. 
in the event of litigation or administrative proceedings being commenced 
agcainst the Department, its directors, officers or employees based upon 
c;::laimed violation of HIPAA, or the ~IPAA regulations, which involves inactions 
or actions by the Contractor, except where Contractor o,r its subcontractor, 
employee or agent is a named adverse party. 

. ' . 

No Third-Party Be.neficiaries. Nothing express or implied in the terms and 
conditions of this Exhibit G is intended to confer:, nor shall anything herein 
confer, upon any person other than the Department or Contractor and their 
respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 

Interpretation. The terms and conditions Jn this Exhibit G $hall be interpreted 
as broadly as necessary to implement and Gomply with HIP.AA, the HlTECH . 
Act, and the HlPAA regulations. The parties agree that any ambiguity in the
t~rms and conditions of this Exhibit G ·shall be resolved in favor of a meaning 
tpat complies and is consis~ent with HIPAA, the HITE CH Act and the HIP AA 
regulations, and, if applicable, any other relevant state and fe¢eral laws. 

Conflict. In case· of a conflict between anyap.plicableprivapy ots.ecurtty 
rules, laws, regulations or staridards the mm~f stringent shafl apply. The most 
stringent means th~t safeguard which provides the highest level of protection 
to PHI, Pl and PH from unauthorized disclosure. Further, Contractor must 
comply within a re~sonabl~ period of time with changes to these standards 
that occur after the effective date of this Agreement. 

RegulatqryReferences. A reference in the .term$and. ce>nditjcms of this. 
Exhibit G to a section in the HIPAA regulations means the section.as in effect 
or as amended. 

Survival. The respective righls and obligations of Contractor under Sectipn 3, 
Item D of Exhibit G-1, and Section 3, Item B of Exhibit G-2, Responsibilities of 
Contractor, shall survive the termination or expiration of t~is Agreement. 

No Waiver of Obl~gations. No change, walv~r or disc.harge·of any liability or 
obligation. h~teu_nder on ·any one or more occasions sha'.11 be deemed a waiver 
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12) 

13) 

14) 

14) 

County Contract 
County San Francisco 

#14~90096 

ExhibitG 

of performance of any continuing or other obligation, or shall prohibit 
enforcement of any opligation, on any other occasion. 

Audits} Inspection and Enforcement. From time to time, and subject to all 
applicable federal and state privacy and security laws arid regulations, the 
Department may conduct a reasonable inspection ofthe facilities •. systems, 
books and records of Contractor to monitor.complia_nce with. this Exhibit G. 
Contractor shall promp_tiy remedy any violation of any pr<?vision of thi$ Exhibit 
G. The fact that the Department Inspects, or fails to inspect, or has the right to 
inspect; ·contractor's faollitles,. systems and procedures does not relieve 
Contractor of its responsibility ta comply with this Exhibit G. The Department's· 
failure to detect a non~c¢rnpUant. practiqe, or ~ f~ilure to report .a deteGted non
compllant practice to Cpntractor does not constit~te acceptance of such 
practice or a waiver of the Departmenfs enforcement rights under this 
Agreement, inc!uding_this Exhibit G. 

Oue Oilig:en~e. Contractor shall exercfse._due diligence and snail take 
reasonabfe steps to ensure that it remains hcompliance with this Exhibit G.and 
is in compliance With appllcable provisions of HIPAA, the HITECH Act and the 
HIPM regulations, and other· applicable $tale anc;i federal law, and that its 
agents, subcontractors and vendors· are In compliance witl1 their obligations as 
requJred by this r=xhibit G .. 

Term. The Term of this Exhibit G-1 shall extend beyond the termination of the . 
Agreernentand shall terminate whe·n all Department PHI is destroyed or returned 
to the Department; in accordance with 45 CFR Section 164.504(e)(2)(ii)(I), and 
when all Department Pl and Pll is destroyed in accordance with Attachment A 

Effect of Terniination. Upon termination or exptratlon ofthis Agreement for any 
reason, Contractor shaJI return or destroy all Department PHt, Pl and Pll that 
Contra cf or still maintains Jn any form, and .shall retain no copies of such PHI, P.I 
or Pll. If return or destruction Is not feasible,, Contractor shall notify the 
Department of the conditions that make the return or destruction infea~ible, and 
the Department and Contractor shan determine the terms and conditions under 
which Contractor-may retafri the PHI, Pl or Pl!. Contractor shall continue to 
extend the protections of this Exhiblt G to such Department PHI, Pl and Pll, and 
shall limit further use of such data to those purposes that make the return or 
destruction of such data Infeasible. This provision shat! apply to Department PHI; 
Pl and Pll that is in the ·possession of subcontractors or agents of Contractor. 
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Attachment A 
Data Security Requirements 

1... Personnef Controls 

County San Francisco 
#14-9009.6 

Exhibit G 

A. Employee Trc:J.Jriing. All workforce members who assist in the performance of 
functions or aptivities on behalf of the ·O~part;ment; or acceS$ or· disclose· 
Department PHI or Pl m1.,1st complete information privacy and ·security training, at 
least annually, at Contractor's expense. E13chworkforcememb~rwho receives 
information privacy and security training must sign a certific::ation, indicating. the 
me.mber's name and the date on which the training was completed. Th!3se . 
certifications must be r~tained for a period of six (6) year{) following t~rmination of 
this Agreement. · 

B. Employee Disciprine. Appropriate sanctions must be applied'again$t workforce 
members who faif to comply with priv~cy poJicie~ and procedures or any 
provisions of these requirements, including termination of employment where 
appropriate .. 

C. ConfidentiaHty staiement. All per$ons ~hat Will be working with Department 
PHI pr Pl must sign a confidentiality statem~nt that incfuqes·; at a minimum, 
General Use, Security and Privacy Safeguards, Unacceptable Us~, and· 
Enforcement Policies. 'Th~ statement must b~ signed by the workforce member 
prior to access to Department PHI or Pl. The statement must be r-enewed 
annu;:illy. The_ Contractor shall ·retain each person's written confidentiality 
statement for Dep~r:tmerit inspection for a .Period. of six (6) years following 
termination of this Agreement. 

D. Ba.~kground Chec;k. Before a member of the workfor~ may access 
pepcirtment PHI or Pl, a background screening of thatworker must be 
conducted. The screening s.hotild be commensurate ~ith the risk and magnitude 
of harm the employee could cause, with more thorough screening being dol")e for 
those employees who are authorized to bypass significant t~chnical a.nd · 
operational security controls. The. Contractor shall retain each workforce 
member's background check documentation for a period ofthree (3) year$. 

2. Technical Security Controls· 

A Workstation/Laptop.encryption. All workstations and laptops that store 
Department PHI or Pl either directly or temporarily must be encrypted using a 
FIPS 140~2 certifled algorithm which is 128bit or higher, such as Advan~d 
Encryption Standard (AES). The encryption solution must be full disk unless 
approved by the Department.Information Security Office. 
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B. Server Security. Servers containing unencrypted Department PHI or Pl must have 
sufficient administrative. physical, and technical controls in place to protect that 
data; ba·sed upon a risk assessment/system security review. 

C. Minimum Necessary. OnlY.the minimum necessary amount of Department PH I or 
Pl required to perform necessary business functions may be copied, downloaded, 
or exported. 

D. Removable media .devices. AU electronic files that contain Department PH I or Pl 
data must be encrypted when stored ·on ahy removable media or portable device 
(i.e~ .USS thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.}. 
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such 
as AES. 

E. Antfvirus software. All workstations, laptops and other systems that process and/or 
store Department PHI or Pf. mµst install and actively use comprehensive anti~virus 
software solution with automatic updates scheduled at least daily. 

F. Patch Management. AH workstations, laptops and other systems that process 
and/or store Department PHI or Pl must have critical security patches applied, with 
system reboot- if necessary. There must be a documented patch management 
process which determines installation timeframe based ori risk asse(:lstnent.and 
vendor recommendations. At a maximum, .all applicable patches must be installed 
within 30 days of vendor release. Applications and systems that cannot be 
.pafohed Within this time_ frame. due to significant operational reasons must have 
compensatory controls implemented to minimize risk until the patches can be 
installed. Appllcation.s· and. systems that cannot be patched must have 
comperisa~oty controls implemented to minimize ris!<, where possible. 

G. User IDs and Password Controls. Air users must be issued a unique user name for 
accessing Depa:rtrtient PHI or Pl. Username must be promptly disabled, deleted, or 
the password ·changed uptmthe transfer or termination of an employee with 
knowledge -of the password. Passwords ·are notto be shared. Passwords must be at 
!east eight characters and must be a non~dictionary ward. Passwords must not be 
stored in readable format on the computer. Passwords must be changed at least 
every 90 days, preferably every 60 days. Passwords must be changed if revealed or 
compromised. Passwords must be composed of characters from at least three of the 
foltowingfour.groups·from the standard keyboard: 

1) Upper case· fetters (A-Z) 
2) Lower case letters (a~z) 
3) Arabic numerals (0~9) 
4) . Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction. When no tonger ne~ded, alf Department PHI or Pl ITIUSt be wiped 
using the Gutm~nn or US D.epartmentof Defense (DoD) 5220.22-M (7 Pass) standard, 
or by degaussing. Media may also be physically destroyed in accordance with NIST 
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Special Publication 800-88. Other methods require prior written permission of the 
Department Information Security Office~ 

i. System Tlmequt The systeni providing access to Department PHI qr Pl must 
provide an automatic timeout, requiring re-authentication of the user session after 
no more th.an 20 minutes of inactivity. ' " 

J. Warning Banners:. All systems providing access. to Department PHI or Pl must 
display a warning banner stating that data is confidential, systems· are logged, 
and system use. is for· business purposes only by aut.horized users. User must be 
directed to log off th.e system if they do not agree with these requirements. 

K System Logging. The system must maintain an automated audittraU which can 
identify the user or system process which initiates a request for Department PHf 
or Pl, or whicli alters Department PHI' or PL The ~udit .trail must be· date and 
thne stamped, must fog-both successful and failed accesses, niust be read only, 
and must be. restricted to authorized users .. If Department PHI or Pl is.stored in a 
database, database logging functionality must be enabled, Audit trail data must· 
be archived for at·l~ast 3 years after occµrrence. 

L. Ac.cess Cotitr~ls. The system provi9ing acc~s t9 pepSirtrnen.t P,HI or Pl must 
use rol~ based access controls for ;;ill user authentic?tions, enforcing the 
principle of least privilege. 

M. Transmission encryption. Ali data transmlssio~s of Department PHI or Pf 
ou~~ide th~ secu.re .i!lternalnetwork must be encrypted using a FJPS 140~2 
certified ~lgorithm which is 128bit or higher, sucti as AER Encryption can be 
end to end at the network level, or the data.files containing Department PHI can 
be encrypted. This requirement pertains to c;iny type of Department PHI ot Pf in 
motion such f:lS websit~ access, file transfer, and E-Mail. · · 

N. Intrusion Detection~ All systems involved in accessing, hotdirig,.transportlng, 
and protecting Department PHI or Pl that are accessible via the Internet must be 
protectE(d by a comprehensive intrusion dete~tion and prevention solution. 

3. Audit Control!? 

A System Security Review~ Contractor must ensure audit control mechanisms 
that record ~nd examine sy~tem activity are in place. All systems processing 
and/or storlng Department PHI or Pl must have at least an annual system risk 
assessment/security review which provides assurance· that administrative, 
physical, and technical controls are functioning effectively and providing 
adequate leve!s of protection. Revi~ws should include vulnerability scanning 
tools. · 
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B. Log Reviews. All systems processing.~nd/or storing Department PHI or Pt must 
have a routine procedure in place to review system .logs for unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI or PJ 
must have a documented change control'procedure that ensures separation of 
duties and protects the. confidentiality. integrity and availabitfty of data. 

4. Busine~s.Continuity I Disaster Recovery ControJs 

A. Emergenpy Mode Operation Plan. Contractor must establish a documented 
plan to enable continuation of critical business processes and protection of the 
security of Department PHI or Pl held in an electronic format in the· event of an 
emergency. Emergency means any circumstance· or situation that causes 
normal computer op-eratlons to become unavailable for use 1n perfOrmlng the 
work require.<:f under this Agreement fqr more than 2.4 hours. 

B. Data Backup Plan. Colitrpctor must have established documented procedures 
to backup Department PHf to maintain retrievable exact copies of Department 
PHl .. or Pl._ The plan must include a regufar schedule for making backups, storing 
backups ciffsite·,. an inventory of backup media, and an estimate of the amount of 
time needed to. restore Department PHI or Pl should it be lost At a minimum, the 
schedule mu$t be a weekly fµll packup and monthly offsite storage of Department 
data. 

5. Paper Document Controls 

A. Supervision of Data. Department PHI or PJ in paper form shall not be left 
unattended at any timer unless it Is lacked in a file cablhet> file room, desk or 
office. Unattended means that information is not being observed by an employee 
authorized to access the information. Department PHI or Pl in paper form shall 
not be left unattended at any time in vehicles or planes and shall not be checked 
in baggage on commercial airplanes~ · 

B. Escorting Visitors. Visitors to areas where Department PHI or Pl is contained 
shall be escorted and Department PHI or Pl shall be kept out of sight while 
visitors are in the area. 

C. Confidentiar Destruction. Department PHI or Pl must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of D~ta. Only the minimum necessary Depaitmen~ PHI or Pl may be 
removed from the premises of the Contractor except with express written 
permission of the Department Department PHI or Pl shall not be considered 
"removed fron:i the premises" if it is only being transported from one of 
Contractor's locations to another of Contraqtors locations. 
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E. Faxing. · Faxes· containing Department PH.I or Pl shall not be left unattended and. 
fax maqhinEls shall be in secure areas. Faxes shall contain a confide.ntialfty 
statement notifying persons receiving faxes in error to destroy them. Fax 
numbers shall be verified with the intended recipient before send,ing the faX,. 

F. Mailing. ·Mailings con.tainlr-19 o·epartroent PHl or PJ shall be seated and secured 
frbm damage or inappropriate vieWing of such PHr or Pl to fue extent possible. 
Mailings which include. 500 or more indMdu9-JIY identifiable records of 
Department PHI or Pl In a slngie·package shall be sent using a tracked mailing. 
method which includes verification pf delivery and receipt, unless fr)e prior written 
permission of the Department to use another method is obtained. 

,. 

THE REST OF THIS PAGE IS INTENTIONA~LY Bt,.ANK 
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ExhibftG 
Attachment I • 

INFORMATION EXCHANGE AGREEMENT 
BEiWEEN 

THE SOCIAL SECURITY ADMINJSTRATJON (SSA} 
AND ·.. • · 

T.HE CALfFORN,IA DEP,\RTMEN_T OF HEALTH. CARE SERVICES· (STATE AGENCY) 

A. PURPOSEt The purprise of this'Infonliation E~changeAgreement ("lEA'1) is to establish 
· tenns1 <10nditfons, and safeguards undet which SSA will disclose to the State: Agerncy certajn 

information, records, or data (herein "data'? to assist the State Agency in admfu.istering 
certain federally finlded state-adrriinistered benefit programs (inchi.din.g state-!Unded state 
supplementary payment programi:under Title XVI ltf the SocialSecurit.y Act) idehtified in 

· this IBA. By entering into this !EA the State Agen9y a~ees to·o~:tnPlY with: · · . 
• the tenns and conditions set forth fu ihe C9rnputerMatching and Privacy Protection Act 

Agreement ("CMPPA Agre~t") attach~d as. Attachment 1i gQ~erning tf:re State 
Agency's use of th~ data.disclosed from SSA's Privacy Act System of Records~ and 

• all otb.ertenns and crindiijons sef forth in this lEA. · · . . 
•· B~ PROGRAMS AND DATA EXCHANGE SYSTEMS: {l) The State Agency will 'use the 

I. 

. 

data rc;:oeived or accessed from. SSArindertliis IEA.for the purpose of ac;tministering t4e· . 
federally funded, state~admiitlm.red programs identified in. Table 1 below. In 'Fable 1, th~ 
.Staie Agency has identified; (a) cmch federally fundedt state~admi:oisteredprogram tha.t'it 
ad,rn:inisters.; w.d (b) each SSA daf?. exchange system to which the State Agency needs access . 
ln order·to actnpnisterthe identlfiw program. The-liSt of SSA's data exchange systems is · 
aftached as'Attachment·2: ' 

TABLEl 
,. 
' 

FEDERALl Y FUNDED BENEFIT PROGRAMS 
Program SSA Data Exchange System(s) · . 

£Xl • Medfi:;aid · BENDEXlSDXlEvsJSVES/SOLQJSVES l~Citlzensnip 
iQ.uarl:ers of Coverage/Prisoner Q.uery 

D Temporary Assistance to Ne~dy. Famifies 
( . 

(TAHF) ' . . . .. 

Cl· Supplemental Mutrition Assist:ance.Program. · 
(SNAP: fom'Jal!y. Fciod Stamps} .. . . 

'O Unemployment Compensatfon {Federal} . . 

[J Unempfoyment C~mpensati(m{State) . . ' .. 
D State CfJftd Support Agency . 

. O l.ow-lncorne Home Energy 1\5slstance .. Program (U·HEAP) . . ' 
' · D Work~rs Compensation . 

D Vocational Rehabi!i~ation Services " . 

l 
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0 Foster Care (IV-E) . -:: . 
O State Health lnsurymce Program (S•CHIP) · " 

.. .•. . 
0 Women, infants ~d Children (W.l.C,) . • t ... 

" 

[X] Medicare SaVings Programs (MSP) ... US FJie . . ., 

-.. ' 
. . 

[XJ Medicare.11M (Outreach) ~dicare 1144 .outr~ac:h Ff!e . 

D Other.Federally Ful'K:led, State~Admf(JistereiProsrams (List ~IoWJ. 
. 

. . ' 
Program SSA Data Exchange System(s) 

I •. . . . . 
•· . . . . . . . . 

.. . . . . . ' . · . . . ' 
. ' " . 

·.»_ 

.· 
(.2) The ~ta~ Agency will :use ~~h identified data exchange system fl!W! for the pUrpose-0f" 
administering the specific program for which access to the data exchange system.is provjded. 
SSA data exchange systems aie protected by the Privacy Act and federal law prohibits the · 
use of SSA's data for any purpose other. than the pUtpose of administering ihe specffi..c . 
program for "'.hich such data is ~plcised. ~ particul~, the State Agt;!J.cy Will use! (a) th~. tu 
return 4ata disclosed. by SSA oµly to det~e ~div:idu~ eligi'biljty f.or, or tlie amount ot 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in aceoi:dance With 26 u.s.c. § 6103(1)(8); and (b) the cl~e.:µshlp. ' 
status data disclosed by SSA under the Cbildren:s Health Insurance Program -. · · 
Reauthorization Act of 20091 Pub. L. 111-3, only for the purp0sc ofdet~g entitlement 
to Medicaid and·CHIP p~ogram for new applicants. The State Agency also acknowledges .. 
that SSA's citizenship data may be less than 50 percent cu.Iient. Applicants for SSNs.report 

, their citizenship data at the time they apply for tb.eir SSNs; there is nQ obligation.for l1J1. 
individual to report to SSA a change in liis or her immigration status until he or she files a 
claim for benefits. · 

.. 
. C. PROGRAM QUESTIONNMR.E: Prior to signing.this IBA, the State Agen~y wlll 

coinpl~te and subriii.t to ,SSA a program questionnaire for each of the federally filn.ded,. ~ 
administered pr-0grams checked in ~able 1 above. SSA wiij.not disclose any data un~er this. • 
IBA until it has received and approved the completed.prograni questionnaire :fur each of the 
progtams identified in Table 1 above. ' · . · .. 

•. 

·. 
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D. TRANSFER OF DATA:. SSA will transiirltihe: data to the State Agency under this 1EA 
using the data transri:Ussi?n method. identified m Table 2 befow: 

TABLE2· 
TRANSFER GF DATA. · 

Q Data Will be tr$l$rilitted.df~ct1:Ybetween SSA, and the State Agency. 

fXJ J?ata will be transmitt~d directly between SSA and the California C?ffi9e ofTechnofogy (State 
TransmissioDITranafer Component ("STC")) by the File Transfer Managen'J.j;.lnt System, a secure 
mecha.i;rlsm appro\l'ed by SSA.. The STC will serve as the conduit between SSA and the State 
Agency putsmmt to the State S'J;C Agr:eement.. · 

0 Data will b~ ~~tted dire~tiy between. SSA and the Interstate poiinection Network 
("ICON)'. ICON 1s a wide area telecon:imunications·network connecting state agencfos.fuat 
admlnis~er fh.e state unemployment insurance laws• 'When receiVing data througltlCON,. the 
$tate Agency v4ll comply with th~ usystems Security Requirements for.SSA Web Acciess to SSA 
Information Through. the ICON,', attachedas-Aftaelnnent.3. • · · . · · 

E. SECURf!.'YP.ROCEDWES: TheState'AgencyWill'comply"1.vith limitatiot!S on;use, 
'.(:r:eatm~t and,safeguarding of data.J.UlQ.er the P1.'iVacy Act of 1974 (S U.S.O. 552a» as 
amended by the Computer ~atching and ·Privacy Protecti.9n Act of 1!188, related Office of 
¥anagement and Blldget gitidelines, the Federal T:aformation Security Management Act of 
2.002 (44 U.S.C. § 354.t, et seq.), and related National Institute !>f Standards and Technology 
guidelin~st In additif.ln, the State Agency will oomply with SSA's <'Info~tfon System . 
Security Guideline$ for Federal; State and local Agencies Recemng-Electromc Jnf'ormation 
from the Social Secu:rizyA.dm,inistratio~" att~hed as Attachment 4. For any tax. return 
dabii the State Agency·will a.1$0 comply with the"Tax Inforom.tfon Security Guidelines for 
Federal:. State and Local Agencies,1t Publication 1075) published by the Secretary of the. 
Treasucy mid ~vru1able at the following Jntei;nal Revenue Senlice (IRS) website: 
http://www.ir'S.go'V/pllb/irs;.pdf/pld75.pdt This IRS Fublicati.on 107.5 is incorporated by 
reference into this IBA; · ~ · 

F: CONTRACTOR/ AGENT RESPONSmll.J.TIEs:. The State Agency Wi1t reStrlot access to 
the data obtained frqm. SSA.to only.those authorized State employees~ contractors. and 
a.gents who need such data to perform their official dutl.es fu coillleotiQ;n with purposes 
identified in this IBA.. At SSA's request, the·State Agency· will obtain from each of its 
contractors and agents a current list of the irn.ployees' of its cont:J:actors and agents who have 
access to SSA data disclosed under this IE.A. The State Agep.cy wfil req*e its contractors, 
agents, and all employees of such contractors or agents.with authorized access to the SSA . 
data. disclosed under this lBA, to comply with the terms and conditions set forth in this lE~ 
and not .:to duplicate, disseminate~· or discfo$e.such data without-0btaining SSA's prfor written 
approval. In addition: the State Ageno:y will comply with tl.le limitations on use, duplication1 

and redisclo~ure of SSA data set forth in Section IX. of the CMPPA Agreemep.t~ especially 
with respect to its contractors and agents. 

~1 s 

3. 
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.. .... .. 

. G. SAFEGUARl>ING AND REPO~TIN~'RESPONSrBILlTIBS FOR PERSONALLY. 
' .IDENTIFIABLE INFO~TION ("Pll"): 

.· 

i. The State Aiency will·ens.ure tl:i.a,t its employees, 'COnfractem, and agents:. 
a,, properly safeguard P:iI :furnished by SSA under this IBA from loss, .theft ot 

inadvertent disclosure; . . 
. b. understand that they are responsible for safe_guardmg this in:forlna.tion at an times~. 

regar~ess of whether or not the State employee, contractor, or agent is at bis or her 
regular duty station; · . 

c. ensure thatlaptops and other electronic devices/media oontainiiig·P.Ila:re. encrypted 
and/orpasswordpi-'otected; · · ~ . . · 

d_. send ~mails· containing PD; ·only if encr:ypted or if to and from .addresses -that ar~ 
secure· and · · · · · 

I • • • • ,. ·'' ·• 

e. limit disclosure of the in.formation and details relating to aP!tloss only· tO those-With 
a need to know. " , • · · • • • 

. . 
2. If an empfoyee of the State A.gonc}r or an emplo~ee of the ·State Agency"s contraptoz; or 

agent becomes aware. of suspected. or actUai loss of PII, he or She must'immediate1y' 
contaqt the State A~cy ofticialresponsible .for Systems Security designated below or 
'h:is or her delegate. That State Agency offfo.ial or dele~ must then notify the SSA 
Regional Office Cohtact and the SSA System$ Secm;ity Contact identified below. ~ f'or 
aq.y reason, the responsible State Agency official or ~legate is unable to notify the SSA 
Regional ~e or the SSA Systems Security Contact withln l ~oin-, !he resp~ns~le State 
Agency official or delegate must call SSA's Network customer Semce C¢nter, . 
(''Ncsc·~ at 410-965--7777 or toll free.at 1-ssg.;. 772-6661 to report the actual or · 
SUSP.~ted ioss. The responSible State Agency official or delegate will use the w0.rksh~t 
attached .as Attachmen~ 5~ to quickly gatller and organize.infonnation·about the incident. 
The responsib~~ State Agency o:ffici~ or delegate mUst provid~ to SSA timely updates as 
any addj~onal infonnation about 1he loss. of P.U. becomes ~vailabfe • . 

3 ... SSA will m?Jce the nece5sa:ry contact within SS~Jo.iU~.a-~al ll)pq;rt ina'ccQr~ce . 
witb:SSA procedures. SSA will notizy the Pepamnent of'Homeland $ecµrity's Uni~ed
States Computer Emergeµcy Readiness Team if foss or potential loss of Pll related to a 
data cxcp~nge under thiS !EA occurs. . · · 

. . . . ~ 

4, Jftlie State Agency experlen~es a.loss orbreach~£.daia,itwili det~e':whetherornot . 
to provide notice to mdividuais· whose data has been lost' or breached and bear S:nY. .costs 
associated with the.notice or any mitigation. 

., , .. ' 
! . 

... 
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.. 

I[. P9INTS OF CONTAC~;. 

FOR SSA . . 
San Ftanciseo Regional.Offi~e: 
Elletj Brown , 
Data Exchange -Coordfuaior 
Frank Haget'Fedetal.Btiilding 
1221 NeVin Aven:ne 
Richmond CA 94801 
Phone! (510) 970-8243 
Fax:· {510) 970 .. 8101 
Ezriajl: Ellezy.Brown@qsa.gov 

Systems Issues: 
Pamel{L Ri1ey • 

, · O:ffire ofEamhigs, Enumeration & 
Administrative Systems 
DIVES/Data Exchange :Branch 

, . 640lSecilrity.BouleVtird .. · · · 
BaltimoreJ .MD 2I235 . · 
Phone; ( 410) 965-7993 · 
Fax: (410) 966-3147 · 
Emalt Pamela.Riley@ssa~gov 

FOR.STATE AGENCY 

Agreementhsu_es; 

Manuel, Urbina 
Chief; Securlty'Unit-
Policy Operations Branch 
Medi-Cal Eligibility Division 

·. 15.01 Capitol AvenU;e, MS 4607 
Sacramento, CA95814 
Phone: (916) 650-0160 .. 

... 

Email: Manuel.Urbina@dhcs.ca.gov 

;. 

. Data Exchange Issues: 

Guy Fo~on · . , . 
Office of Electronic J'nformatfo..n Exchange 
GDi.O East High :Rise . 
6401 Seeurity Boulevard 

··Baltimore~ MD 21235 
Phone:(410)597-110S 

· Fruc.: (410)597~0841 , : 
Email: gu:y.forlSon@ssa.gov. · 

Systems Security .Issues: . 
:Michael G. Johbson 
Acthig D:ireetor . . ·~ . 
Office of Elecb:'b~cinfonnation Bxc~ge· . 

. Office of Strategic Services 
6401 Security Boulevard 
'Baltimore; MD 21235 
Phoile: (4 l 0) 965--0266 
Fa7e (410) 966-0527 . 

. Email: Michael.O.Je>linso~@ssa.gov 

Technical Issues: 

Fei Collier. 
. · . Chle~ Application Support Branch . 

lnfo:rmat:ion Technoli:>gy Services Division 
1615 Capitol Ave, M$·6100.. ·· 
Sacramento. CA 95814 

. Phone: (916)440-7036 
· Email: ,Fei.Collier@dhcs.ca.gov 

.. 
I •. DURA.'nON; The effebj:ive date oftbis !EA is January 1; 2010. This IBA win remain iµ 

effect for as long as: (1) a CMPPA Agreement governing this IBA is in effect beLV.reen SSA 
and the St~te or the .State Agency~ an~ (2) the State Agency submits a certification .ID: 
accor1;fance with Section J. below at lea-st 30 days before the expii:ation and r~newal of si;ich 

. . CMPP .A Agreement. · 

5 
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Exhlb.it G. 
Atta.?hm$nt I f?age a of SB .,_ 

l. CERTIFICATION .AND PRO~ CHANGES: At leas.t 30 days before the ~iration 
arid renewal of tlie State CMPPA Agree:rµ.ent governing this IE~ the State .Agency will 
certify in writing to SSA that (I j ·it is in ciotQ.pliance with· the tenns a;id ~onditions 'of this 

· IEA; (2) the data exchange P}'.'Ocesses-rtbis IEA have b~ and will be cQnducted , . 
without change; and..(3) it will, upon SSA's request; provide midit ;reports -or other documents 
that demonstrate review and oversight actjvities. If there are substantive chinge~ in any of 
the programs or data exchlmge piocesses listed in thi~ IBA,' the parties wil1 ll10dify the~ in 
accordance With Secti,on:K. below and the State Agency wiµ submn for SSA's approval new 
program questionnaires unqer.Section c. aQOV(;} descn'bhig such changes prior to using SSA's 
&:ta to administer SU?h ne':\.: or changed program. · . . . 

K. MODIFICATION:. Mpdi:ficaiions to tllis IEA ~ust be in writing and agr~ to by the; · 
. · partie.s: . · ·. 

~ ' '· ', 
. . 

L. TERMIN'.j\,'l'IQN: The patlfes ~y tenninate this lEA at any time upon mutual written 
consent. Jn a:d4ition, eithei party may llililaterally terxnmate this IBA upon.90 days .ad\tan.ce 
wtltieµ. notice to the other pa:rtY. S1;1ch unilateral ~ti.on will be' effective 90 days aft.er 

. the date of the no.tic~ or at a l~ter date specified in the notice: . . . 
. . ' 

SSA may immediately andllDilaterally ~end the data flow under tbi~ ~ or tennhtate · 
this IBA, if SSA, in its sole. diScretion.. determines that the State Agency (incluqmg its· . • 
employees, contractors, an'4 a.gents) has: (1) made an unauthorlzed-uSe or diSclom.n-e~ of SSA· 
supplied data; or (2) viola~ or failed to follow the terms and conditions bf this IBA Q.r.tbe 
CMPPA Agreement . •. . . 

M. !Nl'.EGM1ION~ This lE~ including.~! attachments. constitutes the enfh'e'agreemeiJt of· 
tbe parties with respect to its suhje~t matter. There h~ve been uo representations, wai;rantie's, 
or promises made ·outside of lhiS. lEA. This IBA shall take precedence over any other 
document that m.ay be in' conflict with it. 

ATTACHMENTS 
1-· CMPPAAgreem<fut. . 
2... SSA Data Exchange Sy$t~ • • 
3·_ ·Systems Securliy Requirements for.SSA'Web.Access to .SSA Iilfonnation 

Through ICON . . . . . . . / 

4.... Information System Security Guidelines for Federal, State and Local Ageirows 
• Receiving Electronic Infonnation fro~ f4e Socllil SeCurlty .AdminiStration 

, _ FII Loss Reporting Wor~heet · 

.. 

·. 
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Exhibit G 
A..tta~hment I ·Page 7of66 · , .. 

. 
N. SSA AUTHOlUZED srGNATURE: The signatory below warrants and represents that he 

or she has the competent authority on behalf of SSA to enter into the obligations set :forl:h in 
thislEA. , ·:. .:. . · . . 

.. 
SOCil\.t SECURITY ADMINISTRATION 

.. 

.. 
. . 

. . . ' 

... 

' . 

. 823 

· . 

: 

.. 



, . 

.. 

.... 

·-"' ." ... A.·..C• .. ,,., 

Exhibi~G 
Att~chment.1 

~. . 

o. :roiGIONAL AND STATE AGENCY ~IGNATi.tRES: 

SOCIAL SECURITY ADMINisTRATION 
.REGiON IX, · 

Date " · 

•. 

THE CALIFORJ:-l!A DBPAR"C'MENT OF HEALTH CARE SERVICES 

Th.e signatQiy 'below warrants imd repr~ents' that he or she~ the' co~etent authority 
on bel:ial,f of the State Ag~y to enter into the obligations set forth in this IBA. 

·. nati 

,, 

.. . ' . . 
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Attachment f . Page 9qf66 
2012 IEA CERTIFIOITION OFCOMPLIAN~ 

~ . 

($RTIFlcATION OF COMPLIANCE. 
FOR 

THE INFO~TION JJ;XCHANGRAGREE1'4ENT 
~E'l'WEEN 

T.HE.SOCIALSECURlTY ADMINISTRATION (SSA) 

{lcA.:F~ 

MW . 
TfiE CALIFOI®A DEl\<\RTMENT OF'JIE.At'iir CARE $EltV-rc,ES (ST.Ai;© . 

. AGENCY.}: 
· (Staie Agency Levelf 

:t.n :accordance with the· terms of the fnf-Orrnfffion E;&change .l\.,g:re~~nt (~ between: SSA and 
·the· ~ta'fe Ageucy>.the State Agency~ thro11ghitu1.uthqrlzedreptesentatfve1 here"hy c~fi:es tn,~tr. 
as•o.ftb.edate of this certification:· · 

1. The State.Agency is ~· comP,lian:ce wtth fhe:terms and oondlnons of th~ IE.Al.F;: 
2,. 'Th:e State Ag~oy has .con.Cfucted the_ dat.a e~clian.g,¢ processes unde,z.; th.~ WA.ff! with.out 

changl;l~ ~cepf .&s mo<!ified ln zuc.0 r&nce. with th~ JBJ\J'.Fl;, 

3. 'f!le-State.A$ency \vill ·aontfu11e.t6 ~o~~ct ~e•tiata ex.cliing7 prm~e~e~ under tb.\:S IBA!F 
wit1ioukhange~. excemt as·may'be modified. in a,t;:cor.danoe with. th~ IEA.!.F; . . 

4. Up~n SSA"s request~· th~ Sfate Ag_ency"wiltprov.ide ~udit repons or other dhmiinent~ that · 
detnonsfrate oem,plianc-e with the review and oversi'.g'ht aciiv.ities x.dqJlired under' the 
JB'.iyF! and the gove~-Conw,uter Mat~hing anq.~P.rotectipn Act A~e~~nt~ 
~d . . . . 

5.. In uomp1ia.n;ae with tfi.e reqi:dre1Irents of t1ie '~ecftottlc rrtrom'.laiibn.E~eliange. Secutlty
E'.equiteto.erif-s;..1Guidelin.es, audJ?tocedlires .for 'Stfite and wcal.A~enoies' &ohan~g 
Elecl:rbn):c. '.{n:('-o.tmatio11 with the $"0pial $ecur1ty·Atlmi¢stra'ffon: Aitachmynt-4. toihe· 
IENF, .as perio0ica.11y updated. by SS.A> th~ State Agency-has n.Qt ma:dtrariy. changes rn . 

. th~ fotl~wing; areas th.at con.id potentially affect t~ti .secui.nr of SSA d~ 

it' Gener.ai ~y$fei:n s~c.urlty-:Desigil ~a 0pf;ra.tfu&EQ.v.b.:onmetlt 
. • S'y~teni .f\'Ccess C0ntroI . . 

•· ·.A:u10rn&ted Audit TJ:ail 
.~ Mtmitotlng. ~dAnomaly '.Detevtlon: 
•· Managemeht Oversight · · 
• Dafa and Conununfoa'fions Se.cUrity 

The:stat~.Ag~rioy w.il'I submit an upqaie~Secunty Dasign :Plan :at least 30 &i;y.s ~:rior to 
makhig any changes-to t:p.e -areas listen "?hove. · . 
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2012.IEACea,tu=ICA'!flONOFCoMf'!.\AN.C! • ' , 
UEA-F) 

The. signatory beiOw warrants. and represents thi¢ he.or she ia arepi®~tattv~ nf the State 
Agency duly ~otjzed to make this o.ertificati~n·oµ behalf of the State Ag~cy~ · 

Tol?ybou 
, :ofo~crot . 

tl/i/'p 
Date 

... 

,. 

.. . 

.• 

. . 
•' 

.< 
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COMPUTER MATCHJN·G AND PRIVACY 

PROTECTION ACT AGRREfv'IENT . . . 

... 
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• 'Attacnmerit. I Page 12 of 6.6 l · 

C(:nyzyvr.ERMA.?CBING AND PRIVACY PROTECTION ACT .AGI$EMENT 
. BETWEEN · . · 

THE SOCIAL S.ECUlill'Y ADWNl'.$'IltA;tIQN 
KN'f:)· • 

THE "HEALTH AND HUMAN SEJ.tv.t.G.Ea A:G'.BNCJt 
OF·:CALIFORN!A. . 

!. Pl.ll'IJ!>SC mid Legat Al!tli()ri:ty 

: 

A. ~~o.se. 

T.Jjfa t!oIXJpute'i Iy.fatching :and ~i:;iyaey :Pi:otection Act (G:MPP..A) Agremuent 
between. the Social Security Administration (SSA) oand:th-e C.aJW)inia.Health. an!l 

· HUinan Se0'ice~;Agcncy ($(ate A,geiicJ)~.se'ts foitb. ~e t~t:mS.SI).d c.o.:nditi~ms 
gQv.emhig· cli.sclbaures ot'recor~s, mfonnatit>n,. p.r·d,tita (eoll~~vely r~ferred·t.0. 
h~rein "data!'). made by SSA to the.State Agen,cy· that administers federally . 
funded bene_:fit prog:i:ams. under vario.li!s proVisions ·of. the S0cial .Security A..ct · 
(Aet),. ~ueh $5 set;tjon 113g (42 U.S.C. § 13.~Qb-'7); ihcluc!iilgtht:t sfate-:funded. 
~te supplttntinta'zy pa.J'ItLe.nt _pt0~ llllde.rtitle Xvl ~f th~ Act The.terms and 
'Conditions of this Agreettrent ensure that SSA.makes .sucili. c:liscl'Q'sure.s-Qf-~·~ 
the ·State Agem:::y. 'US es "Such disolosed data:. in •aeQordance 'Witli the ieq\rirement:s. Q'f 
the P.r.i.v~cy Act ofl'9741 is w.end.ed by the C0mpu'ter MQ.t'ching and Privac¥ 
Pz:o.tection.t\ct of19S8, 5 U.S.C. § 55!,!;ll. ' . 

Under sectien 1131 of the Act, th.e State A~~ncy iS r.eqµired t0 liS~ an .incqro.e' ~4 
eligib~lity venncatioP, sy',stem to administC! specined fed~w· funded bep.ef.i~ ' 
p:ro.~a,tns1 iqcludjng 'th~ ~tate-fimded state suppleme:o..tary p~yment pro.grams 

. · ut1dei:'title.XVr'ofthe Aet. To assist the·State Agency in. tletenniniOg entitlen:J.ent 
to fIIl.d eligibility for beneihs unQ.er those pro~~. as well as other :federally 
funde:d ben~fit pi.o-$'~, $~A disclese$ ee~ cja.ta 'a.Pout !iPPlieants for state 
benefits· from SSA Privao.y Act Systems of Records (SOR) an,d verifi(ls ihe Sooial 
Securicy num,bers {SSN? ofti:e applicants.· · . . · , .: 

B. 'Le-gal Autl;writy 

·s-sNs authority to. discl!J,~e dataand·l;he ~e ~gep.cy"s."auth.brltJtb coll~t; 
m~ntiiin, aad ·use data ;protected; under SSA S.ORs for specified pu.r;p.Gses is:· 

•. Sections ~137; 4i5'.3~·an.d 11oi;ep) of'tb:eAct.(42 U.S.C. §~ fa2!>Jl-1~ 653 .. 
11lld l30ti(b)) (income ~d eligibility verificati~fl.·data); · 

• 16 U.S.C. §: 6103(1)(() und (8) (tax return data.); 
• . Section. 202(x)(~)(B)(iv) of the Act ( 42 U.S. C. ~ .40l(xj(3)(.B)(iv)) 

(prisoner .data); . 
• Section l~ll(e)fl)(I)(fu') of the AQt (42 U.S.C, ~ 13'82(e)(l)(l)(iii) (SSI); 

.; 
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Exhibit G . 
Attachment I Page 13 of66 

• Section 205(r)(S) of the Act ( 42 U.$.¢. § 405(r)(3}~ and the. Jntell,ige.!lce · 
Refoml. and Teirorlsm. .Prev.enrlon. Act of 200fi~ Pub. L. 1 og,,45g~ 
§ 1213'(~(2){death.data); 

• Sections 402, 412; 4'.H~ ~lii'.435 QfPub. L. l 04~193 (8: U.$.C. 9§ 1612 • 
1622, 1631~ and I 645) (tj.JJWer$ of cbveriige data)~ 

... Chilc:ken's!:fealfh Insti.rance:~gi::amRea.uth9rlZatlon Act of20Q9" 
J?uQ. L. 111-5 (citiie.xjship dati;); and · · · .. 

• .Routine:use exception to the :Pdvttc:Y AQt; 5 U;S,C. § '$52a(b)(5)(data . • 
necessary. to ~dtninister otb.~ ~og:i;am$·ooro.]atihle vvJtbSSA px:~gr~). 

. ' 
This .A'~eme.ntfui:tb:er carries out ·sectfo:a U06(a) iiif the-A~t {42 U.S.G, .§ 1306), · 

« ·: the r~~atiaos p~omtil~~ted pQi:sij(Ult tG>. that aettion ~0. C.F .R. Part 40l), file · 
· P..rivao.y .Aot of'..1974 (.$ U.S.C. §.5S2a) .. as ~en4ed l;>)' th~ CMPPA, related O.ffihe · 

ofM<rilagement and Budget (OM:B).guidelliies, the. Fedmtl Inforlriatioii Security 
Management;).ct ef 2002 (FISMA'} (44 U.S,C. :§ .. 3$4 }~et seq.,1, .and :rela~d 
Natio.nal ..Institute of Standarcl!i %nld Teclm.ology (N!Sl') gµidelhi:es. whlcn previd~ 
the requirements tl;iat tQ.e State A.g~llcy must fQll.ow witlr regard to use~ tre~trnen.t) 
and safego.ar~g of data. : · . . . . 

.rt $.<:ope 

A. The State Agency 'Mll CO.l'l;l.p1y ·with th.e-·remi~ and .conditions. of-this-Agr.e~ment 
and the Priva-cy Aet, as amended bythe.CMP".eA. · 

B. The Sfate. A.gtncy wi:ll eKec1;lte o~~ or more Infoci:natlonExchange Agreements 
. :(,IBA) :witli SSA. doeumtmtin.g addilional t~s a,nd c.onilitions a,pplicfib.le 'to those. 
·specific c:lata,ex:ch.anges, irictuding the pamculai"br;:nefit p.c.ogrruj:i.s ·.a~D.l$te:red PY 
the State Age.ncyt tlie data element& that will be discle:Sedt and 'ili..~ data p.totecti'o:a 
reqoiremen.ti; irrtplement~d tP assist the Sta,te·:Agency in the a:dm.Wsttation of. 
thoseprt>grams. · · · 

c: . The State .Age:ncy. will ttSe fue SSA data governed by this: Agreement to det.ennine-· 
entitlement and eliaiPiti'ty of indiv.idua!s for cine OJ! :mol'e of t1ie .. fo1lli>W.in;g 
programs: 

' . 
. ~, Temporary Assi~iu.lce to Nee.tiy Fa,mllies (!ANF) i:it-o~ und~ ~-art A ·. · 

. ofti.tle IV oftlieAct; 
2 .. Medic,hldprovided under an appr.oved State:plan oran.appro\'~d ·w.a:iyerun.der 

title XIX of the· Act; . 
3. State Children ts Health !ru;tir'ance-Pro~~ (CEl'.P) \'i,n~e:i: title XXI of the ;\et, 

as amended by 't:he Ch.Udren>s Health !psu:tanC"e Program. Reautht>rlzatfon Act 
of20.09; . 

4. S1,lP.plemental. Nutritional A~sistan~e ,Pro.~ (SNAP) ~der the Food Sta;mp 
Act of 1977 (7.U.S.C. § 2011~ etr seq'.}; . 

829 . A ••• 
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.·s. Women,.. llrfa.:nts and Children Program (WlC) uncl.er the Child Nu~on A.ct 
ofl966 (4:? U.S.C. § 1771,. et.seq.); . . . 

5. Me9lcare SaVingsP.rogrmns (.MSP)'llllCler42TJ.S.G. § 1396ti.(1P)(EJ; 
1.. · Unemploym.ent Compensation W,'ograms·pr.O'ViQ.ed under a: 'Sta.to la.w dest.tribed 

in section 3304 oftheintemid RW.enue Code of19M;· . 
~ Low Income Heating- and Energy Assistance (LIBEAP ot .hGme e.net.gy. 

grants) program under 42 U.S.C. § ~621; · . . 
9~ Sf<tte-administered supplementary payments of tli~ type desorlbe4 m 

section 1616(a) off.he Act; · · 
1 O. Program~ under a plaa a:ppro:ved under titles I. X. :'XIV o:r· XVl of.the Act; 
11. F o~ter Care and .\dnptiqn A,s_s~c~ up.d~t"title IV U:f $he; .A..cyt; 
12. Child $up.p,olt :en:tbrQenient pr1;>,grams Ullder section 453 of th<; Act 

(42 u.s.c. ~ 653); . 
· · 13 •. Other .applicable federally: ,funded .Programs ~dmmi'stered bylhe State A.ge;ney • 

under titles I, IVJ~XIV, XVI~ xvm,xrx, XX.an<iXXI oftr;i.e A;ct; an;d 
14. Any o:l:her federally funde_d prQgrain:s admi.ni$tered by the St1:1te. Agtm.cy that 
• are ~3;11patible with SSA's progrinns. . · 

.a. The State A:s1etl.oY will ensure that SSA data disefoi;ed. '.fot the ~c p.Urp.ose gf 
. a~tering: a particular fetle~Y. funded J>e:i+eii~ p,reygram it n.:;e.d op.ly to • 

administer lhat program.. 

Jilstiffoatlqn ®d ltxpccfed Re_:;ll.lts . 

~ Justifj,C?.tio.n 

. This Agreement-and related &ta. ex®anges with· the ~ .Ag.ency·are neoessary 
for SSA to assisttb.eState.Ageimyinits acirnini.stmtinno-ffeider.all:y funded benefit · . 
p.rograntS by p.rovi~g the·data re.quired. ta aco~telr ~etet!P.ine ei+title.tn~ll't aµ,'d. 
eligibility ofmdivirlb.als for benefits. pr.ovided un'derihe$e piogi:ams~: .SSA u8es 
computer technology to transfer tl:}e. da~a because it is:m0re .e¢?00m.k:.al, effic;;ient, 
and faster 'tb.ab. using:manual :Processes. · · ' . . . 

~ .. 
B. Expected Results'.·. . . 

The 'State A~n,,ey wil1 ·bse the data-prt.wided by $.SA fit itnpro:ve·pli1;ilio service 
and program. efficiency and inte~i:ty. The. use ef:SSA data: ex:pedites th~ 
app.licatioJJ.,:p.Eocess and en.s:ures.tliatbenefi.ts Bl;'e a~~i:i enly to applicants ~t 
satisfy the State A.geney''s program crit¢rla. A cost-benefit analySls tort® 
e~change.made.und~this A.gr~ementds. nQtreqllited in acc0rch!nto1'Yiih the 
determination by the SSA Data futegrl.ty :S.o.ard (DIB) :t;Q"\.Va.ive such enaly$is 
pursuant to 5 U.S.C; §5$2a(u)(4)(B). · 

'· 
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IV. R.e~o.rdDescription 

A. Systems of Re~dS 

. , .. 

SSA .SO Rs used .for pm;poses ef the subject data e,xcllimg~$ 'include: . 
•. 60-oos·s - Master Files of SSN Holders and SSN.Applications· 

(accessible thrsugh. EVS~ SVBS1 or Qua.rters of Coverage 
Query data systems); . 

• 60-0059:.... Eanrlngs Recor.di.Qg and Self-B:tl;lpla)lm~nt lm;o¢e S;yste.rn 
'{adceisib1e·t;hr0~g)i 15ENDBX~ S'v;ES, er Quarters-qf Ca¥ei;~ 
Query datasys~ros);. 

• 60-0090 .. _ ·Master Beneficiary Recfild (acoessit>le thro.ugh BBNDEX 01' 

. SVES 9afa systems); , · · 
ll 6Q:..Oi03 ,... S.upplemental Se~~ Ineome R,.ecerd (SS.R)"fUldS_peciaI 

Veterans Ben~fit$. (SVB) {aecessibJe tln:ough SDX Oll SV.E$ 
data·systems); . · . . 

•· s.0-026~ ..... · }).dso.ner Update l>J:'qpes~i~S.ysteitl (PUPS) Eap1xe.ss~~Le tbrou.gh 
$¥.BS or Prison~ Query, data cystems). · . . · 

• 60-032! - Medicare ~art D and ~ar:t D Subsidy1File · 

!be &ate Agency will only use tlieta.."t rerin:n data~®'ta:ip.~d in. SOR 6D,.UOS9 
(Eamlngs Reo~rding:,and Selfw.Jloi:ployment Incom~. Sy.&tem) i.n: ~Geerdane~ with. 
26 U.S . .C<.§' 61U3:.· • . . · . . . . . .. ~ 

B.. .Da~· Elements. 

Data elements disclosed in com:pJ.tter matchfug goyemed by·:thls Agte'etrren.t are 
Pe~anal!Y Id~titifiable Infolltl.atiC!JJ..(Pll) frpm specilieaSSA BORs. in.eiudil'J.g 
name$, SSNs, ?rl,dre.sses, amounts,; Md .other :info.r.inatie'U r-e1ated to .SSA benefits; 
·and: .~at;o.ings inf0:r.matiElll.· Spaei:fic. UstinSs ofdata: elements. are av~alile·at 

. btta:t£www,ssst.g$2vlgfrl 

G. Nurnber:·ofJ<,eco.tds :Iriv.-0lved · 

'The·nUtnber Qf :records for. eaih. program. covered 'l;llld~ 13;tls :A;greenwi;l,~ l~ equal to. 
the number of title Ir;, title· 'XVJ;~ or ~le xvtrr.recipient:S resident ln·fue. State as · 
.recmtdhd in.SSA's Annual Statistical Supp~e,rnent.fetltlQ ori. tb~ futet.n~t-at: 

. bttetl/www.-ssa,goll'/policy/docsfstaicompsl 

This 'nur.n bet '\-Vill fi:u.ctunte dutlng .the term of this Agreem.ent, cQ;:rrespending ta 
the num bet of·title II; title Xll!~ and title XVID tecipie:uts added ta... or dele.ted 
fto.m, SSA databases during the tenn of this· Agre~me.:o±. 

. ' 

·. 

I 
. ' 

·i----.-. ~---~-----._, 
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Notice- an.d Opportu,nity. t-0 Contes.t Procedures 

A. Notice to .A.pplioaIJ.ts 

The State Agency wi~ notify.all .individciilswlto apply. fQr i'ed~y fUnd.ed. 
state--adritlriigtered benefits Utlt:!et the,. AC.t ~any da~ they pro:vid~ are subject ft> 
verification through eoniputermat®ingwUh SS:A. Tfa~ State Agcmcy and S-SA. 

· will provide such If.Otlce throu~ approprlate-language printed on application 
forms: or separa~e ha.:Qdo$.' 

:S. Notice to Ben-efj:eiaries/Recipitmtsl~~ .· . 
I . . 

T.Qe State Agency will pro:Vide ncit;ice to benefi~im'it!, ·rte.ipietits. antl anni:U1a.ntSi 
under the progpims covered by '$.is- A~reemerrt jnfonm.llg them of ongoing . 
computer matclrlJ:J,g with SSA. SSA will provjde so.eh notiee thr-ougb. publication 
in'the'Federal Register and periodic·maifin~s.to all benefioimi~s, re~pi'e.nf!S1.~d 
annuitants de-sCrib.mg SSA's m:11-tc.~g aqtivitifl~• 

C, Opportmiity,to Contest 
. . 

0 

The State Agency will riot ienn:inat~ $USPend. reduce1 deAy; o:r ~ ofher·aci:vei:Se. 
actio.n. against an. app1ican~for .or teci.pieht of federally ft.t,nded, srate-adnrlnistered 
benefits based on data disaklsed by SSA :frem its :so:Rs until the individual is 
notified in vlritin.g of the poten.tial lj.d:verse ~<:tion ~d providep an ·oppo.(t)lPi-cy ;tgi 
m;mtest ~he planned acfio.q. · :'Adv~12~ nction~ means any. .a,ctlon that results il'I. a 
termination. su·spension. reductic>h; e.t :final denial pf eligibility. payment, or· 
be.o.efit. Such notices wiQ.; 

1. rnfo:rm the. UJ.CiiVi4ual .of the mat:Oh i:indir)gs ~itlie ?#-01.ttl:PlV 'l:Q c~t¢St . 
. these .findings; 

2. Give: the .i:ndividu.al"ilntiHhe exp~ti,on; of an.y tl:int. Petiod establisii.e'd ;for file 
relevant .wogram by. a:statute or· :i:egulatian. for the individual ;to respond to 
the notice. If o.o such tim~ period is e~tablished by a statute O.t' regulation for 
the pr9gram, a 30-day perl.~'d will be provided. The time perlo4. l)egins o.n 
tlie date on whfoh notice is mailed' or otherwise provided to ~e in~Yliclual to 
r~spond·; and . . 

. ' ' 

·3~· Clearly $tate that.. ~ess tli,e individual. :resp~n.cis t~ the llOUce irl. th:e requit~ 
time period, the State Agency wm conclude :that the SSA data ar~ e..o:rrect-and 
wil.J. effecp..ta:te the ~~tened action or otberwise make t}le neceS,sary 

·adjustment ~o the i.ndividq~l's benefit or en.titl~ment • 

. • 
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'\TLR.ec-ords Aeclll"acy .. µsessment and V. erificatio;n '.Pro<Z-edures 

1he· Str.i.te Agency may use SSA~s b~neii.t.;data without in.dependent v~rifioati.on. 
SSA has frtdep~ndeti:i:ly assessed th.e·aQcuracy of its b.enefits. data to be mcme than 
99 percentaecurate when they are created. · 

l?risoner and de~ data; some pf whic;h fs·not independently verlfied by SS.A:1 does 
not·have the same degree of acouracy as S'SA' a benefit data~ Therer0r(% the State 
A:geneym.ust ind~pen.dently verify these data ~ough appliQable State ve.ritfoatkin 
procedures w.d thtnotice.and opportunity to contest procedures S)!>ecilledin. · 
·seetioXt V of this Agr~e+nent befo.re t~g any adveiw~ actie.li agfifu.:~tany l.n.dividu,~. 

-- .. ' ' 

SSA's eitizensbip d~tamay be less tnm50 percent cUliren.t Applicants for SSN.s 
report t:b.eir citizenship status at the time they apply fur- thel'r SSN s. Tlier.e :is· rm 
obiigatibn for an:indim.dual to repgrt to S$A·a chang~ ln..bis·or lier imm.igratfon·s.tatus 
until he O! she files fl cJa:jm for benefits, . · . . . 

. 
Vllw D.~pos~ti.Qn and Rec.o.r~s Retl}ntip.n oJJ.';fatajie.d ltetns .. 

A The ~te ~em:y i.Vill retafu. aj.l datq.. .te~l.'v-ed :fraro.· $$.A; tti adttri:Eis:t~r pr.Qgr~~ 
. govemeq by this Agreem@p.t onl)r·for the·i'equfud p,roeessing.ti;mey for toe 

· applietible federally fbnP.e-d.benefitprqgrams and will thei:t destroy a:U such. data. . . . 
:e. The Sfate Ag.ency ,i:nay .retain SSA d:S,ta i:n .hardcopy to m.eet evialentia!:y 

requirements, provide~ thattfl,~y·retite-. such dat;+ ~n. ~ccordan~e·witb. applicable. 
state laws gf)ver.qin,g tb.e State Ag~ots retention ofrecords. . . •. 

c. The ·State :Ag-eney niaY u~e ~Y ~~cretiOns, c;leletiO;J.s, or dhartge.s ~o the. SSA data,. 
· govetned by: thW .Agreement to UP.date their .fllast~ files of federally ~a-00, 
statrHi~stered benefit program applicants and:reeipients and retain such 
master t;il~s in acootdance.with, appll.cabte. staU} laws ,gdY~r.ning ~e State 
Agencis retention of rec~rds . 

. n. The -State :Agency may not -create. s~p:arat~· files er records eomprised, solely of tb,e 
data -pr,oviJied by SSA: to ad.minister _programs go-:ve;m~d. 'by this A&fe.ement. 

. . . 
E. S-S.A will -d'.elete .elec:tr(;}nic data .. inp'\rt files. :reqeived fr.sin the State Agency afte:r :it 

~cesses the applicabli;: match. SSA will ;retire its da.tajn aceo;r..Q~ce with the 
Feder.al Record~Retention, Schedule (44.Q'.S.C. '§ 33.0Sa,. · 

VllL Securfty Proc~Clures .... 
. 

The State Agency wm comply with 'the s~curity. m:id..safeguarding requiremei+ts of tb.e 
J,?.rlvacy .Act, ~ amended by the CMPPA, zelated OMB mtid.el.ines; FISMA, relat-e'd 

' . 

6 



1 
t' 

I 
l 

•" 

-·· I 

.. _ 

Exhibit-G 
Atta.Qhment f Page.18 of Be· 

7 

NIST guid~lines, and 'the cup:ent;revi,sfop. of IRS Publie~tion 1075., Tax Information 
Security Guid~li11.es for Fede.ral. State cm.d Lf;~al Agencies and Entities, _available at 
http;f/wwwJts.gov" In addition, the St?.te Agency will b{l:Vct in pl~oe a~m.Wstr~ve; , 
technical, arid phy$ical $~eguard.s for th~ matched data and rest1lts ~f such matcl:!es. 
Ad.41.tional admhiistra~ve1 technical, and physic~ security requirements goverillng all 
data SSA provides electronically to the State Agency, including speoffic guidance on 
.safegtrardin_g ~d reporting responsibilities fqr PI!, are set forth in the IEA.s.. . . 

IX.Records Usa,g~1 Duplication; and Rediscl<isuro.Restr.k:tions-
- . ' 

A.. The S:ta.te .f\g~ey. wiJL 'qse arid acciess 'SSA chita ~dthe redbrtls d!eated_ ~g tbai; 
data otily for t4e.purpose. of verifying eligjbility for the specific fed-erally tlmded 
benefit progr<\llls identified m tht! .IE~. · 

,_ ~~ the S~te Ag~n:cy will <pomply With tli~ foJ:1owing-llmi.tatiollS on us~. duplical;ioti; 
and redisclosw;e of SSA dB;ta:-

1. The Stat_~ A$ency Mil ll9t use Qr redisolo~ the data discldsed by SSA fo.r ®Y 
pu:tpo~e 9ther than to det:emtlne-eligib.illtyfcir:1 o:r~e amount of, benQfits 
undeJ: 'the s:tate-administerea income/health m-aintemJnee programs identified 
in this Agreement; .. 

i. 1he-S~ate Agency will ,P,ot use the data dfscl~sed by SSA to e~~e~ 
in:f.onnation co~ceming ln~ vldu.als: who_ aie n~ther applicants for. nor 
recipients of, benefits under the state.administered itic0nie/health ma.inten.ant;e 
pro~s i<!f?.Otifi~d. in this A~e.me.nt: . - · -

' ' ' 
. $. 'The State Agency will use.the F.'lderaltax information (lJTl) diaOlosed .. by • 

SSA- 6nlyto de~C!lltlne ~cU.¥1.diial eligibility for, ortEii:: amoi:Q:it of; ~~ae 
ood~ a state plan purswmt to section 1131 program:;· and ehild S!J.pPQrt 
eoforceme:rt Jir-0gram~ in ac.c.ordaQ.qe w.ith 26 U.s.c. § 61030)(7) and (8).. 
TJie StE!!e Agency receiving FTI will maintain. all F".fl 'frQm. lRS in ~or.da:noe 
with 26 U.s-.c. § 6103(p)(4) an~ the.IRS Publi~tien.101:5. Conf.ract-ors '@.tl 
agents acting on. behalf oftb:~ State Agency. will, only have access to tax :tetum 
d~ta wliere specifically a.uth~eii by 26U.S.C. § 6103 -~d the_ IRS · _ 
PiJ.blioation l'07 5.. · 

4. The State Agency Will .use the -cltiienship st~tus lfabi di~closectby SS4- -
U11der "i;ne. Cbil~rl~ s Hea1th .It1S4rance P.rQgi;grn Rea.Ufuorizatlon Act of ZOO~~ 
Pub. L. 111-3, only for the pUlpC)se of detemrlning entitlement to Medicaid. 
and· CHIP pro gi:ams for new applicants, 

5, The State Agenc¥ 1-'dll xeStricfaccess to the data disckised b1 SSA to only -
those authorized S,tate exnp\oyees, contra:cto.rs, -and agents who neeo suclf da!a-

834 
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. to perform their·official duties in connection witb thepllL'JIOSes i®ntuled in. 
:this.¥eezne,nt. 

5. the State Agency 1-Yill enter into a written. agreeinerit vvitb. eaGh olits 
co.nt:ractQrs and ~tlnts who need SSA data to· petf'orm. their o:fficia'l .duties 
whereb¥ s.uch contractor or agent a:gr~ to abide by all relt(Vant FeP.eral ~aws~. 
restrlciions on acoes$1 use, a:nddisclosuteJ and.secu:n'ty· requirements in this 
Agreemeht. The State Agency y,iill pro'V:ide its contractors ari.d agents with 
copies of this Agreement. related :r;EAs, :and all related attachments before . 
inftlal dis9losure 0£ SSA data to s~cb contraafo~ and age.nts. Mot to. sigping 
th.is Ag;t~e~ent, and. thereafter a~ SSA's req~tlSt~ the .$tate Agency. 'IVi.ll .o btaitl. 
:from: its eo-.ntra:ctors and agents ~ G\ll1:en.tlist of the etnployees of IDmli' . 

' -cont&actors and agentS wifu acces$. to SSA data and. provide -sueh lists to S.SA.. . . 
:i. :rh.e S.tateAgency,s ~mpleyet:s,,:comractors,. and agents wh.o access1 use, .or 

discfo.se :SS.A. dam in: a manner or purpose IIOt-aufi...o:dze'd by.this Agi:eem.ent' 
may be subject to civil. and crimin_al sanctions' pursuant tp applical:# F~deral 
statu.tes. · ' 

. ' 
C. The State Ag.eooy "'Will not duplicafe<it1. a se_pata.teJile or cliss~te> with~ut p.rioll 

wntten.penllissi9.n from.SSA. the datagOV.e.til.ed'hy tl:UG .~em~nt for ia.n:y. 
p~se other than tb detennin~ entitlement to; o;r:eligibilio/ for# fed~rally funded 
benefits~ The State Agency proposing the redisclosure must.specify in writing to 
$SA what .data. are b'e'ing disclo.sec4 to wh0m, an4 the reasGns thatJusti.fy the 
.red.is()losur~. SSA. Will ncit give pen;nission for ~uch J;"edfocl~~ u:oless th!'! 
redisclosure is required by Iaw OJ,:' essential tQ tlfe cr;indilct of the matching. 

· progr~ and· authori2:ed under~ :i:ou'tine 1.lSe. 

~ C.1;1'i;itptl"OUer Genei-a.l Acc~~s 

The Com.pt.roller Generfll (tl1~ Gov~r;riment A~~mnt~b~~o/ O:f$ce) ml!.}' ha,ve access tq. 
ai.1 records of the State Agency 'that the Comptroller Gene-rat deems necessary ti) , 
m.oliliter. and v.etlfy eompliance mtb. i:hls Agreement m aC¢0l'di!!.n.0-e with . 
5 U.S.C. § 55.Za(o)(J)(le); • 

' , 

.. . 
xriDura-:tion.} M11.difiQatio.n1;and Termination of the .A;greement 

.A. Duration 

1. This Agreement is; effective from July 1,. ~012 (.Effec:tiv~ Date) through 
December 31. 20i3 (Expir~tionDate). 

2, In accordance V?.ith the C.MPP.A.,''~SA vvill~ (a) publish: a Coit!Jlut~+ 
· ~chlli~Notice-.i:n th~ Federal RegisteoHeast ~.O c;tay.s ;i:>ik1rto the 

'• 

835 
, . 



l 
I 
f 

.. 
~ 

. ' 

t,. ' • Extiib~.G 
Attachment I Page 20 of 6.6 

g 

.Effectbte D.ate;.(b) senci r.eqt+h'ed .notices tQ the: Cgngt~o.pal eo:iµl'ni~$. p~ 
jtltisdictjon. under 5 u.s.c; · * 552a(-a)(2)(A){t) at le,8$ 40.:days prior to the 
Effootive Date; and {t:) send the required rep~rt to :the O.MB at leas~ 40 days 
:pci.or to the Effeqti:ve Date, . 

3. Within 3 m0ntbs prlo:r th¢-E'21Piration Datet.'the SSA:DI!3·:may, without 
a{iditional rev:iew. l'~new tbjs Agreement for a period ~otte?· exo~r.f 

·· . 12 mont~z purs.uant t0· 5 U,.S.C. § .u,i~~)(2}{D). :if: 

·the ~ppJkabJe 'data ex:ohap,,ge will coci~e ~thou:t miy ·cbangej ·and 
SSA filfd the State A:gency certify to ihe bm ill writing that the 
~pplfoable data ~crum~ l:ms b.~~n (>ond.ucti;:'d..i.h compligp,ce with tlrl$ • 

· Agreement. 
. 

4. If either 'SSA o:r the 'State Agency dees ·net wish to renew ·this•Agi:eemea; if 
must n:otify·tb:e other :Partr of its intenti(it. t~ renew~Heast a 111onths.:pi:i$r
td the Expiration Date . 

. 
. '$. Mo~c.atian · ·, 

. . Any modiilcauo.n tQ-ifils Agreet11~t ¢ust be ;p w.ri'~ ~ed bylx>th,Pro:tles, 
and approved.by the S.$~Dm. .. · 

a T~tie}n 

The parties may t~rmmate t1$.Agree;i;nent at 8,lf)"tifue-µp~a mu:a.uil, ·wci~en • 
ca.nseht of bGth parties. Either party. may Pllilateral.iy tehnlllate this .A.gree.rncnt 
Ul?Oh 90 ®y.s advance written noti~ to tb.e ¢th er pa.-rty; ·~'C!.Ch unilat~al' termma:ti~ 
"Will be ~~ctiv.e 90 .d(J.ys ~er the date of the netj.ce, er at a later date speejfied Pl. 

. . the notice. · 
' . 

· SSA 'may imm:ediately and. tmila;t<}liifily suspend.the dat4 floV(·or lennmat~ tQis 
Agreement if SSA dete.miinei,. in its:si:ile ·discretiG~ that· the Stale Ageney .has 
violated. "Or.~ea to. ~om.ply wltb th.is Agre.em.ent: · · 

X:CC. Reimbursement .. 
In ae~orcl.anoe with seation l 106(b) Qfthe :Act, the Corlm:tlssioner o:f'SSA'.has 
detefmined.not:tc) cha:(ge ~ StateAgency;fhe.co.sts offi:irtrlshing the e1e~o.nlc.d~ 
from th.e SSA SOE:s under this Agreement · 

. . . 

.· ... ,. 
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S.SA ~ D.Pt liable for any damag~$ or lo.ss resulting from. ·ep:o¢ in tb.e data provided · 
to the. State Ac,aency und~·atiY lEAs .§ioverned })y tbis·Ag;reement Fui:thermere, SSA 
is not liahie for any damages or los~ resulting from the destro.ciian ofany materials 
Gr.<lata ,prQvided py the State A:gency. 

XIV. Poinfs·of Contact. 

A. S~A .Point pf Go:ntact 

Regional Office· . 
· Martin White, D,4-ecte-r 

San francis90 Regional G:ffice, Genter !.or PrG~ Support 
l~l NevinAve 

.l<,ic.Pmond CA .94801 
Phcnei (sro) 970"814:3/Faxi (SlOJ 97.Q-8J,f>l 
Mart.ln.'Wli.ite@s&1'.goy 

· · B. S~ite.AgencyPointtrfCont'ffct 

S6nia.Hei::rer.a 
He~th a!fd lfurµan Set\lic~s Agertc)' 
1600'.Nin:th Str~et;,.:Room.460 · 
S-acrrunento1 CA 9$814 
Pho11.e: [.916) 654-34-S&{Fax:. (9!,6) 44-SG!H 
sherr.eti~bhs.ea.gov-

·. 
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zy., SS:A.,,Jid Data In~i~BqnrdApproval <>~Model CMPP A Agreem~nt 

.•. 

XVl. 

The sigt!.ato:ries be.low wammt·an~ represe.o.t tliaf J:hey have Jlie cbrnpett;Uft a\tthtlrey 
on behalf of SSA. to appr.ove 'f;h.e mqdel oithi~ CM:P.PA Agteement. 

~OCW. SECURITY' ABMINJS!RATI()N 

. 

£~~; 
Deputy Executive Diiector . , 
Office-of Privacy and Disclq~e. 
Office of th~ (J(:neral Counsel 

.·)-17·-.ti.ol~·. 
Date .. 

.· 

T certify that th-e SSA Data Integrity '.!13.oalld approved the t:tlod~l. of this GMPP. A · 
.Agrepment. · · 

Daniel F. Callanan · 
Chair· 

. SSA Data Integrlty'BOard 

.. . 
1-JJ,,fp .. ~) d-

Date 

Autborlz{!d Sl~tures 

The sigrJatorjes befow warmit .and repr.esent that they ha.1te. the competent aut.hetlty. 
en behalf ef their respective agenciE:S to enter into fue obligatiQns set forth .iia this 
AS.Ieement. 

...... 
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Date ., . I 

~J~ DianaS:. b.ool~Y. · .. ~ 
Seor.etarY · • · 

~ -17, µ;_1 ?- .. 
Date: r . 
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. - Exhibit G ·· 
Attachment I 

A,uthodzed Data Excli.rome System(s) . 

. Attachment 2 

MER (BeneficlaryEarnings Exchange :Record): Employer ~ata for the last calen~ year. : 

.BENDEX (lfenefici~ and Earnings '.Data :Excliange): P.rlmary source for title lI eligi'bility, 
benefit and d~graphic data.. . . · . · • . ' . 
LIS (Low-lneome Subsfdy)! D.ataftom t'fre Low-Inc1:1me Subsidy Appliciriion fot Medicare Part 
D beneficiru:ies W• used fot Medicare Savings l>.!ogrartis (M'.$:P) •. 

Medicare 1144 (Outreacb)i Li$ .of individuals Oh SSAroleS, who may be eligible!ormedical 
assistance for: payment of the cost of.Medicare cost-sharing under the Medicaid program 
pm:suant to Sectio~ 1902.(a)(l O)(E) and 1933 p·f the Act; tr~sitfonal !!Ssi.stance und.er Section 
1860D-3l(f) oftlie Act; or premiums·andcost-sharlng subsidies for low-fupome mdMduals 
Un.de.r Section lS~OD-14 ~f the Act. · 

PUPS (Prisoner Update Processing·~ystem): Confinement dataieoeived from over 2000 state 
and local institutions (suph as jails, prisons, or otl:!er penal institntiollS o:r cori:ecti.onal ftie.illties) ,,.... 

, Pt.JPS matclies the received dam with the MBR and 'SSR.lienefit data and gehe:rates alerts fot 
·reviewfactiqll. · · . ·: · . . . .. ·: · · 

· QUARTERS OF COVERAGE (QC)! Quarters of Coverage·ctata as assigned and d~crlbed • 
llilder Title l! of the Act~~ l'he te.im "quarters of coverage" is also refer.ifid to as 11creditstt or 
"Social Security er~" in various SSA public infonnafion dQoUJil.en.t$) as well as to refer to 
"qualifying quarters" to detenlline entitlement to reeeive Food St?mPs. 

Sl>X (SSIStat~ Data Exchange): ,prinialy source of Title XVI ~'bility; benefit and 
demographic data as well as data for T:itle Vil S:riecial Veterans Benefits (Sv.B}. , . ' . 

SOLQJSOLQ-1 (State On~llne Query/St.ate OnHlina Q'uecy,-lnternet):. A real-time online 
system that provides SSNverificatlon andM:BR and SSRbenafit data similar to data provided 
through SVBS. • · 

·' 

·. 

. 
'841 

. , .. 

Page 25 of 66 · 

' ' 



' . .. 

... 

. . . ' ~Exhib~G' 
Attachment f Pagf; 26 of 66 · · 
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" 1 

•. 

. : 
Attachment 2 

·. 

SVES (Sta£e Vertncation a~~ Exchang~ System): A. batch ~s~ tb.atprovi~ SSN · .. 
verification, MBR benefit jnfo:ona.tion, a:n4 SSR.:hlfonnation ~ttgh a ru:dform data 
resppnse based OD. authorized USer-inifia.i'ed qtter;i~, The S~ types a.re divided.into 
fi:v,e different responses as follows: : · . · ., · . 

SVESl;· 
s~s L'Ci!iZens~p* 

SV)ll$Il:· . 

msm: 

.. 
This batch pro.~s Sfl'ictly $SN v.erlfioati.Qn. 
This batch provides strictly SSN verlfic~ aud 
citizenship data. . 
This batch provides strictly SSN verltleli}tion and. 

· MBR benefit .information · • · 
This batch provides ~tpctly,SSNverificaiion end · 
·SSR/SVB. • • 
This batch providea ssj.-{ verl.ficatio~ MBR ~fit 
information, and SSR/SVB infcnma:µo~ .whloh. 
represents all available SVES data. 

~." 

* cmzenship stgtu.s data dlscl9Sedby SSA under the Ch!ldreri'a· Health 1!1$1.iran® 
· Program Reauthorization Act of 2009, Pub. L. 111 .. 3 Is only for the purpase of 

· datarminlng entitl.einent ro Medlcald and C.HIP program for new appll,cants. · 
ti " • ! ). 

.. . ... 

' .. 

'• 

. . 

. .. 

' . .; 

. " 

... 
' .· 

' ' 

. . 

: 
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ELECTRONIC 
0

INFORMAn6N l:XCHANGE 
SECURIJ'Y REQUIREMENTS AND PROCEDURES. 

• i "FOR 
. . STATE AND LOCAl.AGSNCXES • 
EXCHANGING ELECTRONIC INFORMAttON WITH THE 

SOcIAL· SECURITY ADMINISTRAUON . 
: ·. 

·. 
' . 

Table of Contents . . . . 

1. ln.J:roductioo 

2. Electronic Information Exchange {EIEl Definition 
. .. 

s. Roles and Responsibilities 

if~ General Sy~tems Securitv StWd;;irdf 

·s. · Systems Secyritv Regulrem~ 
5.1 · · oyervie}v . . 

.. 

s.2· General Sysfem Securitv Design and Operating J;nvfronmm 
5.3 Sy$m Acces·s Control · . . . 
5.4 Automated Audit Trail . 
s.s PerwnaUy Ideiitiflable Informat[t>ri f P!Il 
s.6 Monitoring and AnomaJV Detection · · 
5.7 : Management oyersiqht and gualitv Assyransa 
S.s Data and Comriluriicatiolls Sec:iitif:'L . . 
s.g Jncldent B~portin9 . 
5.10 Security Awareness ani;I Employee Sapctlomr 
5.11 Contragsrs of E[ecttoniC Inforrilation Exchange P@rtner§ 

I 

6. General-Security Certiftcation and Compllance Review Prog@mS. 
6~1 The §ecu'rlty Certification Program . . . 
6,2. Pocumetiting-SecutftiControls iTI the Seriuritv Design Plan {SD~l. 

e.2.1· When the SDP and RA are Required ·. . • • · · · 
.6.3 Jhe Certification Process · 
6,4 The'Compliance RevieW Program and process 

6,5.1 EIEP Complfance Review Participation 
· 6.5~2 Verification of Audit Samples 

6.6.. · Scheduling the Onslte fteyJew 
.• 

1. Addltional J)efiniijons, .. 
8... Regu~atorv References 

9. FreguentJy Asked Cfoestfons 

10. Piagr.ams 
Flow Chatt' of the OIS Certification ProceS§ 
Flow Ch9rt pf the OIS Compliance Review prQ~ss 
Compliance Review D~cision Matrix 
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,• 

:t. Introduction .0: 

.. -.. 

ELECTRONIC INFO~TION EXCHANGE 
SECURlTY Rl:Qt,JIREMENTS AND PROCcDURES 

. 'FOR 
SiATEA~D LOCAL AGENCIES • . • 

R.ECEIVIN(?' ELECiR.orhc INFORMATION FROM THE 
SOCIAL SECURITY At>MXNiSTRAfiON 

.. '• 

The Social Security AdmlnistnitlOri (SSA) Is requlrep by law to mall)~afn ove~lght and assure thf? 
protection cif lnformatlot:i tt has provided ta ·its: 'elettrontclnfofmatfO/l exchange partners., (aEP)s. 

· - EIEPs are· entitles· thaf have established an· electronic information sharing agreement \.Vlth the agency. . . . .. 

'The overall aim of thl~ do.cument Is twofold. Fli:st, to ensure that -ElEPs are property certified as 
compliant by SSA to SSA securitY requtrements,·standards,·and prpcedures. expressed In this 
document, prior to. being granted access to SSA f nformatlon. tn a productfon environment;. second, 
t6 ensure that ElEPs ad~uate!y safeguard electronic lnformatlon provided to them by SSA. 

+ • • • 

This document- (Which Is considered SENSITIVE by SSA and must be handled accordJngJy), · .. 
describes thesacurity re~Uirernents which must be met Jnc!Udlngr SSA's standards and.procedures 
wlircfi. must .be tmplemented by outside entitles· (state and focal agencies) In ord.er to obtain . 
information from-SSA electrorilcaUy. Thts dpcument assists outside entitles In understanding the 
crlterfa that SSA Will use wnen evaJuatlng and c.ertlfyh)g the system deslg11; and security features .. 
used for electl\)nic access tr,> SSA:-proVided lnformatipn.- It also prov.Ides the fr'lmework and 
general procedures for-SSA's security· compf!ance- review program lntende.d to ensure, on a perlodrc 
basis, conformance to SSA's .security requirements PY outside entitles. · , · 

1he'addltlon, el!mlnatlctn, and.mOdificatlon of secur1ty' co'~trols, etc •. are predicated opon· factors • 
which Impact the level of security and due dlllgence teqlll"red"for fl:\ltlgatfng risks~ e.g., 'the · 
emergenee' of new threats and attack methods, the ava{fability l'>f new seeurlty technologiesr etc. 
system security.requirements (SSR) are, therefore1 periodically reVi.ewed and revised. Accordlngly, 

· qver-time, the SSRs may be subject to change.. · . · · 

• The SEP must cornply-with SSNs most current SSRs for access to ·ssA--provlded.data. However, 
.. SSA wlll 'A{otk Wtth lts partner~ ·111 the.Erees' resolution .or. antdefici~ncles whlch occur subsequent . 

·to previous approval for access as the result of updated SSRs, Addlttonal!y, S:E?s may proactlvely 
ensure thefr ongo1ng compliance wrth the SSRs by perfod!eatfy·requestlng tj1e ·most current SSR 
package from their SSA contact.and maf<tng such. adjustments as-may be necessary • 

. . 
2, El~etrcnrc lnformatinn Exchange (EXE) Definition 0 

For discussion purposes herein, EIE Is any erectroilfc proce~ in which information under SSA 
control rs disclosed to any third party for program or l'lon~program purposesr without the specific 
consent of the owner of that-information. EIE involves !ndlv1dual data transactions and data flies 
that ·are processed wlthfn the programmatfo systems of either or an parties to electronic 
Information sharing agreement'$ with SSA. Tfils Inch.ides dfrectterminal access (t>TA) to SSA 
systems1 batch processlngf and variations thereof (e.g.r online query) regardless of the systematic 
method used to accomplish the activity or to Interconnect SSA with the erep·, 

... .. ... · 

3 
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s. Roles and ResponsibiJitjes :0.. 

· ·The SSA Office of InformatiOn security (OIS) has agency-wide responstb.!lit:y for interpretingr 
developing, ~nd tmplem~ntlng security·pollcy; providing secur-Jty and integrity r~vlew·requlrements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing· 
and disseminating security trafnrng and awareness materials, _and providing consultcition ar.id 
support for a variety of agenc;:y Initiatives. SSJli.'s security revrews ensure that external systems 

. rece!vlng Information from SSA are secure and operate ln ~ manner that ls consistent witl:l ·SSA's 
InfQnnatfon Technology (IT) securlfy policies and In compliance with the terms of ereotr'onlc 
information sharing agreements executed by SSA and the outside entltY, Wlthln the· context Of 
SSA's security pcillctes and ttie terms t;if electrorilc infqrmatlon sharing agreemen~ vvith SSA's. • 
E)'.EPs, DIS exclusively conducts and ·brings to clost,1re lnltlal security certlflcatlons~hd perlodlq 
sfo?curlty C6mplli3nce .reViews of EIEP.s that Proces.s, IT1alntaln, transmit{ or store S,SA-provlded data 
In accordance with pertinent Federal requirements which ihdude the following (ref0r to · ·· 
References)! " · . 
a. The Federal Jnforinatlon securicy Maoage~ent Arte (FISMA) requires the protection pf'' Federal 

lrifcirmatlon ln contractor systems, lnclucllng those systems oper(lt~t;I by state and focal . 
governmentS", 

b. , Sodtal ~ecUr!ty Admt,nJstratlon (SSA) policies, standards, procedures, antj dfreetlyes. . . 
• •• • ~ .. • .. : t .. .-:· • 

Privacy lnformatkm Is lnforrnatlon about ~n.Jndivldual !ncluding.1 but not limltecf to, pel'$onal 
Identifying Information ihcludrng the so5f al security num~ei- {SSN): • · · 

The dat? (1ast 4 ~ll~its ~f'tfie $S~) provided by SSA to ,Its EIEPs for ~urposes of the Help A~erlca 
Vote Act (HAVA) does not Identify a specific Individual and, thereforet Is not '~rlvacy Informatlon' 
as defined by the Act. · · · · 

.. 

However, SSA Is 'c,tlllgent In. dis¢iarglng Its responslbHlty. for e~abllshlng appropriate admlnlstratlve, 
· technlciil, and physicar safeguardS to ·ensure the security, .confld~ntiaUtyr and availability of Its 

records and to protect ·agalnSt· any artlclpat~d threats .or hazards to their·secunty.or Inte~fity. 

... 

Therefore, although the Information ~rovlded HAYA Is hot, by defillitlon, 'Privacy Informatlon':apd ' 
as such, does not require that SSA conduct compliance reviews of entitles to which ~t provides· • 
Information for purposes of HAVA;. SSA. does require that those organizations adhere to the· terms' 
of their eleCtronlc Jnfor,matfon sharing agreements with SSA.· · . _,. 

SSA regional Data Exchange Coordinator$ (DECS) are the bridge between SSA and state EIEPs. 
As·such~ In the s~curtty arena, Dl;CS wfll assist OIS In coordinating data excha~ge security reyfew 
activities with state and 1o·cal EIEPsj e.g., providing points of contact with state agencies, assistlng 
In setting up securlty revlews, etc. DECs are also the first points of contact for states If an · 
employee of a sta.te agency or an employee of a stau= agency's contractor or agent becom~ awara 

: of suspected or actual Joss of SSA-provided. personally identifiable Information (PII). • • '. 
., 

.. . . . . ' 
. 

4. General systems Security standards ft. ,• 

ElEPs that request a~d receive Information eiectronlcally. from s·sA must co~ply with the 'fuJlo~ing 
general sys.terns security standards concerning access to and control of SSA-proVlded informatron. . ~ ... 

•. 
. . 

\ 
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NOTE: EIEPs may, not -create separate files ar reaordt.> comprised solely Of the information 
providt?d by SSA. 

a. EIEPs must ensure that means,. methods, and technolo9y by Which ·SSA-provided Information ls 
pro~sed, maintained; "transmltted, or stored neither prevent ndi' impede the E!EP's abllity to: 

• safeguard the !nformatlo11 In conformance to SSA requtrementS; 

•. efficiently lnve$tigate fraud, breach, or s-ecurlty events that involve SSA~provlded data, or 
Instances of misuse ofSSkproYlded data. · · · 

For example[ utilization of cto,ud corriputlng may have the· poten!!lal to .jeopardiz!'=· an -EIEP's . 
compliance wltli the terms cif their agreement or SSA's ass!Jclated system security requirements 
and ·procedures. 

.•· 
' . . 

. b: EIEPs· must ensure toat SSA ... prov!ded data Is not proce:;sed, maintained, transmitted, or &Qred 
ln or by means of data communk:atfqns channels, electronic devices1 computers, computer. · 
rietworks; ·etc. that are !Ocated In geographic or vlrtual areas not subjech to u.s. law. · 

c. E!EPs must restrict acce$S to the information to authorized users who need It to perform their 
official dutl~s. ' 

NOTE:· contractors.and agents {hereafter refertei:I to as colitractors) o-f the EIEP who 
proceS$" ma.intain, transmitr Cir store SSA-provided data are held to. the same security 

· l'equfrel;'J1ents s.s _are erflploy'3es .Of th(# EEE~ .. Refer to the section 'Ccntrsctors of. 
Efectronit:.Infot,matiog Ex.chauqe·Partners' in the 1?:'!Q>tems Security B~guli'ements' for 

. addftione/information. · .. ·, . 

d,. Informatio.n received from SSA must be store9·.ln a· manner that, at all times, ls physlcaJiy and 
electronlcalfy secure from access bV: unauthorlze~ PE!rsons; · " . 

. ' 

~· ~SA-pr~v!ded Jnformatlbn must be processed under the immediate su~ervislon arid control Of • 
. authorized personnel. , . , . . . 

f, . sei>s rnust employ both pfly~lcal and.technologlcal safeguards to ensur:e afJalri~·unauthorized . 
· . r~trieval of .SSA.,pravlded Information by means of c~mputer, remote terminal1 or other n:ieans. 

• •• f' .. 

' .. g, . "EIEPs. must.have In place formal .PU Incident respons~ procedu~. Wilen faced with a security 
lncld'ent whether caused by .malware, unauthorized access, soft:Ware f5sues, or acts of naturej. 
etc,, EIEP mu.st be able. to respond ln a manner that protects SSA-provided Information affected. 
by the Jncldent. · · · 

' . . 

h. SEP:S m'ust have an acfive and r~bust employe~ security aw<?reness program that ls mandafory· 
for alt.employees who may have access to SS~-provlded)nforinatlon. 

f. EIEP employees with access to SSA provided !nformatlo.n must be advised of the confidentiality 
of the Information, the safeguards required to 'protect the lhfottnat!on_, and the ·civU and Ciimlnal 
sanctions for non~complla:nce contained in. the appllcable Federal and state raws. 

· .. 
'j, At tts discretion·, SSA orlts deslgnee, must have the.option to conttu'ct onslte ·security reviews 

or make other pravlslons, to ensure that EIEPs maintain adequate security controls to 
safeguard the ~nformatron we provide. · 

.., ... : 

5 
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. s, Sy~rns Sec:urU;y R~qull'E1ments ,fl 

·. 

·• 

S .. 1 overview. ft· 

F~llowlng Js a. dlscusslor.l of ·ssM~ $.e,auritrrequlrem19nts that must be :m(;!t b.y its. ·i:;ceF'S: SSA . , 
must certify that controfs to meet the requfrements have been lmpTemented and Workfng as · 
Intended, before It will authorize Initiating transad;lons to 1111d from S~A throu_gh batch data 
exchange processes or onllne processes such a~ State Online Query (SOLQ) ·or lntemet SOLQ. 

. ' 
The Systems Security Rt;!qulreme'ntii {SSR)s addr~s ·rn~na~ement, ope~ti<mal, ?Ind technl~al 
aspects of security regarding the conf!dentlality, Integrity,, and avallabll!ty ofSqoiaJ Security 
Atjmlnlstratlon (SSA) provided Information usedr. maintained, transmitted, or. ~bred by SSA's 
EIEPs.: . 

. . 
ssRs. are representative of th'e 'current state--oMhe:-practlce security ccintrofs,. safeguards, and 
countermeasures required for Federal lnfonnatron systems by .Federal. regulations ~nd 
statutes, cqngre~lon13l mandates, 'etc., Includfng but not llrnl~ed to th~ Privacy Act;' of 1974, 

• the Feperal Information Sec;ur;lty Management Act (FISMA), etc. and recommended by 
standards and guidelines est.abllsl)ed py N~Tt etc, 

s.2 General Systerrrsecuricy Design~ and Operating Environment 0 . . . 
,< 

.. 

The EIEP must provJde descript11;ms and explanations of their ·overall ·system -<;lesign1 • · 

configuration, security features, and oper.atiorial environment ano lndude d!stuss!Qns of how 
they conform to SSNs requirements. Discussion· must also !ncluae: · .. 

• • • Description of the operating environment{$) In w~_lch SSA;-proy!Qed. data Is t9 be uttllzed, 
maintained, arid transmitted · . . . 

• ... ~ ¥ 

• Description of the business process{es) In which SSA~pr-0vldM Information f,s to be ·used . ~ ' .. . . . ~ . ~ .. 
• • Physical safeguards employed to ensure that unautliortzed personnel canri.ot access SSA-. 

provided data an'd ~hi:lt audit lnforniatJon pertaining to U$.e .. ofand.~cqiss to :SSA-provided 
lnfortnatl~n and.the EIEP's as.soolateq appllcatlons.ls rea'dlly availa'Qfe · . 

• •• Electronlc safeguards, methods1 and procedures for protecting the E{EP's network 
lnfrastruct1:1re and for protecting SSA-provided data while Jn tfanslt, In use wlt~lh ? 
process· or appllc::atlon, at rest (stored or not In use); preventing unauthorl:zed retrlevat'of 
SSA-provided Information by computer, ·remote terminal, or other means; Including, • 
descriptions of s~curily software other than a~ss cof)trol software (e.g., security pat<:;h 

. ·and antl-malWare software Installation and m~Intenqnce; etc.). · 

5.3· System Acc:es.s Co~t:rol ft 
. . ~., ~ 

' ~ ~ 

EIEPs must utilize and maintain .technologlcal (logtcal)' acc~·con~ts that ltmit access to . 
ssA-pr.ovlded inf9rmat1on ·and associated transa<;t:Ions and functions to .. only those users, 
processes acting on behalf of authorized users, or _devlc:es (Including other Information . 
sys~ems) authorized for such access based on their Official duties or purpose(S'). EIEPs must 
employ a ·recognized user access securlty software package (e.g. RAC~F, ACF-2, TOP SECRET) 

··or a security software design· which is at minimum equivalent. to suql products. The access 
control softWare rnust utilize personal ldentlflcatlon numbers {PIN) and passwords or . . . .. 
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·blom·etrtc ldentiflers In combfnatlon.vitlth tlie users system lc;lentlficatlon code (userID), etc. 
(e.g., the access control software must employ and enforce (1) PIN/password, ·and/or (2) 
PIN/biometric identifier, and/or (3) srljartCard/ biometric Identifier, et~., for authentication pf · 
-~~ . 

. DependliiS upo{lthe co.mputlng platf9nn (e .. g!,. cllent;s~rver (Pc);niafnframe) and the.access 
software lmplementa~lon, .the terms "P.IN" and "user·.system 1dentlflc;atlon ·code (userID}" may 
bei for practi<:EJI purposes; synonymous. ·r:or example, the PIN/password C6mblnatlon may be 
requfred for access to ari" lnd!Vlduar~s P,9 after which, the userID/password combination mc;i.y 
be rec(ulred for access to a mainframe appllcatlon. (A bfometrfo Identifier may supplant one . 
element In the patr ofthose comblnattons). 

Impler:nentat.ion of the control software must be In compliance with recognlzed Industry 
standards. For exali;lpl~1 password pollcfes shoultj enfi:m::~ sufficient construction strength 
(length and. complexity) to defeat or minimize r.lsk-based ldehtlfled vulnerabllittesr ensure 
llmitattors for password repetition; te(j~nlcaf coritrors should enforce peiiodic password 

• cnanges based on a risk-based Standard {e.g., ma:xlm'um password .age of 30 - 45 days, 
minimum password age of 3 ... 7 .days), enforce:aµtomatic d.lsabllng of u·ser accounts that 
'have been fnactlve for a specified period of time (e.g., 45'days)( etc. . 

. . 
El.Efls must have management con~rol and oversight of the function· of authorlzfng Individual· 
user access to SSA .. prciVlded info.rt.nation· apl:I over the prote?s of fssulng and managing. 
access control PtNs; passwords, biometiic identifiers, etc, for access tothe l:IEP's system. . . . . . 
The .E!eP~ Systen)S access rules must cover such matte~ as least "pr!vllege and indivldLta! 
accountabi!lty regarding access to sen$itive information and associated transaction~ .and 
'functions, control of transactlons by permissions modules, the assignm'ent and Iiinltat!on of . · 
system. privUeges,'dlsabllng aecounts Of separated employees (e.9., wlttitn 24 l:lours),· 
lndivld.uef ac~oun~bilfty, work at home, dial-up ac:Cess, and con~ectlng: to the Internet, . . 

5.4 Automated Aue.fit Trail O · 

EIEPs that recei~e lnfo,n;natlon ele~ontcally fro~ sSA are r~qulr~d to Irnpl~ment a~d 
IT!alntain. a .fully automated audit trail system (ATS). Thasystem. must, at a minimum, be 
capabfo of creating, storing, protettllig, ahd efficiently. retrtevtng and coUecting records 
ldentlfylng th~ Individual ·user.thatlnitfates.a request fo~ inforrnatip.n frbm S~A or accesse:; 
SSA:-provided data. At a mtnimumr individual audit trail records must contain the data · 
needed (Including date.and time stamps) to associate eac.b querytran$actlon or access to 
SSA-provided lnformatlon with n:s·lnltlator; their actfon; lf.a11y, ?hd the r~tevant bus1ness · 
purpose/proce$s (e.g .. , SSN verrfl~tfon for qr-Iver license, etc.), l;:ach entry fn the audit file 

·must be stored as a separate record, 'n6t overlaid by subsequent records. Transaction flies 
. must tie created to capture all input fr<?m lnteradive rntemet applfcatlons whlch access or 
query SSA-provided data. . ,. · . · ·' . • 

·. · ElEPs whose transactlo~ wlih SSA are mediated AND audifed by' an STC (e.g., State 
Transmission Cotnponent)'are responsible for ensuring that.~he STC's audit capabilities meet 
SSA!s requirements for t1n automated audit trail ~tern. The EIEP must also establish a 
process by which .the 'E!E:P Is able to effldently obtain· audit Information from the STC' 
regarding the EI!:?'~ SSA transactions. · · · . . 
Aceess ta tha-audltfllemust be restrtcted to authorized users with a "need to know"and audit 
ffle data must be unalterable (read' only) .and matnta!ned for a mlnfmum of'three (preferably 
seven} iears:. InfOrmatfon in the ·audit f.!le :musfbe retrievable by an automated method and 
capable of being made available to ssA upon· request. Audit trail reccirds must be backed up . . 
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'· 

on a regular basis t-o ensure thelr avallabllity. Backup audit flies must have the same· level of 
protection as that applied to the ori,gtru;J files. . . 

' . . 

If SSA-provfded information ls retalneci' by the ErEP {e.g., Access database, Share Point, etc.),· 
or if certain data elements within the ei:EP's system wlll Indicate to users that the Information 
has been. vetifled by SSA, the EIEP's syStem must also capture an aµdJt tralf retcord Of any 
user who Views SSA-provided Information stored Within the .EIEP's system, ·.The audittrall 
,requirements for these lnqulr)' transactions are the same: as those oµtllned above for the 
ElEPrstransactlons requestlrig or acces~lng lnformatlo1;1 dl.rectJx from ssA; .. · ... 

. · 
. 

5.5 Personally Identifiabl~ Information (P~I) .ft. 
,\ 

PII ls defined as any lnformatlon which ca~ be u;ed to ·distlngaish or tra:ce an Individual's 
Identity, such as their name, spr:lal security number, blometrlc records;.: etc., p,fohe or when 
combined with other personal or identifying Information which Is linked or linkable to ·a 

• , specific tndlvidual, such ~s date and place of b'it'l;h, mother's maiden name, etc'. · 

Pll loss. Is defined. as a clrcumstanc~ wtiereln SSA has reason to believe that Information on 
hard copy or In electronic format which contains Pit i;irovlded by SSA to an EIEP, has le~ the 
EIEP's custody or h.as been disclosed by the. EIEP to an unauthorized lndlvld~J or entity., PII 
loss ls a reportable 1ryc1dent (refer.to Incident Reporting). . · · 

'If a PII loss involving SSA-provl9ed dcita occurs 6r1s ?Uspected; the fIE:P must b~ able to 
quantify the extent of the loss and compile a complete list of ttie Indlvltjua!s potentially 
affect,ed lncldent (refer to lncfdent RenaWng), . 

S.6. Monitciring and Anomaly Dete~ion ... ,,{! . . . 
The EIEP must establish and/~r maintaiii continuous· mon~O:ting of \ts n(?twork .lnfra~tructure 
and asset.$ to ensure that: . .. · ;_ 

... 
• i~plemented security .controls \:Ontrnue 'l;o QI;! ·errectJve over i;tme · • · 

• only autn~rlzed lndlvlcluFils, devices, and proces§eS· hay¢. ~c~ss tq $$~ .. pr.cr<?'l'ded 
• lnfor:mijtton . · 

· • effOrts by e~rf.lal.an.d Internal entitle~; ~evices" or proe~es to peifqrm U11f!uthortzed 
a.ctTons (I.e., data breaches, maHClousattackst access to-network astets, 

• • soi'tware/hardwar: Installations, etc.) are detected as sooi:i as they occur 

• the necessary partl~s are lmmei:llately alerted to un~utho.rized actipn~ perfor(Qe.d by 
ext(:!mal antj'intemal entities, devices, ?r processes 

• u'pon detection of u~authorlzed actions; measures are immediately ·inltl~ted to _prevent or 
· mltlgate associated rlsk · , • . • .... ~ ~ 

r . 

. • In the event of a data breach or .security lncldentr the necessary remei:IJal aetlons earl be 
efficiently determined and Initiated · • · . . ., . . 

• trendsr.·pattems, or anomalous o'ccurre~ces and behavior in user or network activity that 
may be indicative of po~entlal security Issues are more 'readily ?iscemabl~ · · 

• + 
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The EIEP's system must Include the capablllty to prevent employees from browsing SSA 
records (e.g., utlllze a permission module and/or employ a system deslgry which Is 
transactlon~drlven.t Whereby employees are unable to lnltlate transactions)~ If such a design· 

· ls used, the EIEP then needs only mlnlrnal additlonaf monitoring an<l anomaly detection .: 
(detect and monito)· employees' attempts to gain access to SSA~provicled data to which they" 
are not authorlzed and attempt:S to obtain lnfomiatlon from SSA for clients not In the EIEP's 
dlerit sY$temJ. However, .measures mµst exlstto. prevent circumvention of the permlsslon , 
module {e.g., creation Ofa bogus case ·and si.r~sequently deleting It In such a way that lt goes 
undetected). . · ... . . .. 

Ifthe EtEP~s·deslgn does notcur.rent/yutlHzi; a permission module and ls not transaction~ 
cJr+ven1 untll at !east· one of these security features ls Jmp!ement~d, the'E!EP must develop · 
and implement compensating security controls to deter their employees frqm browsh:ig SSA 
records. These controls must Include monitoring and anomaly detection features, elther • 
systematic, manual1 .or a coniblnation thereof. Stich features must f nclude the capability to 
detect 'Clnomali.es in the volume .and/or type 6f transactions or queries· requested or Initiated -
by lnd!vlduats and lndude systematic or manual procedures for verlfytng that reqµestS for and 
queries of SSA•provlded lnfomiatfon are Jn compllance with valid official business purposes. 
The s.ystem must also produce reports providing management and/or supervisors with th.e 
capabifity te> appropriately monitor user actlvit:Y, such ·as: 

' . 
• , tfser ID Exceptfon. Reports: 

·This type of report.captures Information· about userS who enter iricorrect us~rIPs when 
attempting to galn access to the system or to th<:ftransactlon·th;:it Initiates requests for 
Jnforma~on fi-om..SSA7 ·lndiJdfng failed' a~empf:s tQ.enter a passWot'd: . 

• • In,quJiy Match· E;<ception Reports: 

This type of report C:apfores lnforma~lon ~bout us.ers whi> may ·be lilitlatl\lg 'transactions for 
SSNs that have ho cnen~ cilse.. assoclatlon wlthln tlie EIEP's system {100 ·percent of 
these cases.must be·reViewed by tile EIEP's manasefilent). 

• System Error EXceptlon.Reports: 
' . .• 

I •• ,. 

thts type of report captures Information about users Yio'ho may not under?tand or be . 
:f~~low!n9 propei: procedu~ for acce~s,_to ~~f;-p~~vld~d l.ri~~a~r_on.. . .. 

• tnqutry ActMty Statistical Reports: . 

This type of .report ca~tures Information about transa'ctlon usage patterns among 
authorized users and Js a tool whf ch would enabfe the EIEP's management to monttor 
typical usage patterns tn contrast to extra?rdiAary usage. · · 

"The aeP mu~~ have a pr.ocess For distributing these monitorJng and exception reports to 
l'!PPrbprlate local managers/supervisors or to local security officers to ensure that the reports 

.are used by those Whose responsibil!tfeS Include monitoring anomalous activlty'of users · 
lnctudlng th?se who have ·been granted exceptional system rights an.d privileges. 

·s.1 Man~gement oversight and Quality A$sur~nce 0 .. 
' ~ .. ~ 

The· EIEP must estabi{sh and/or maintain ·ongoing managemen~·overstght and quality 
assurant::e capabilities to ensure· that only·authodzecl em~loyees have.access to S~A~provided 
f nforr.natloq and to. ~ns!Jre that there is ongoing compJran~ with the terms of the. EIEP'~ 
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electronic Information sharing agreement Wlth SSA and the SSRs ¢stabUshed by SSA for 
access to and use of $SA-provided data by EIEPs.· The management oversight function must 
consist of one or t,nore ofthe.EIEP's management officials whose job functions lndude · · ' · 
responsibOlty for assuring that access to and use .of SSA-provided Information Is approprtate 

, for each employee posltion type for Wfi!ch access ls granted. 

, ·The EIEP must assure th~t empfoyaas gra~ted access to $$A-;provlded Information' recielve · 
· adequate training on the sensitivity of the Information, f!Ssoclated safeguards, proc~dures 

that must be followed and the penalties for misuse. • 
"':. "'" " .... 

Attl'.iough not requlred,. It ls recommended 't:hat SEPs establlsh the following functions a~a 
require that they be performed by e.mployees whose job functions are separate from tho$e 
who request or use lnfohnat!on from SSA: . . . 

• · PerformJng periodic self~reviews to monitor-the e:IEP's,ongolng u~age of SSA-pr.ovlde\'.l 
information. · 

'• .. ;.. 

~ ,. Random sampllng of. work actlVity lnvolvlng SSA-pro\ilded ·1~formatfon to determine 
wliether the access and usag,e COry1PIY with SSA's requlrer.nehts. ·· 

5,S Data.a11d Comrnunicatlons.Secu.fity ft . . . .. 
•, 

EIEl's'must enerYJJt all i:in aricl SSA-provided Information wh~n it'is transmitted across. 
dedicated communications circuits between Its systems, included In tntraState •· · 
communf cations among its local office locatlonsi and resident on the Eit:P's mobi(e. 
computers/devices and remova~le media, etc. The encryption method employed. must meet 
acceptable standards as designated bY'the National Institute of Standards and Technology 
(NIST). The recO!'f11t1ended encryption mat)lod for securll)g S$A-provlded data during 
transport Is the.Advanced Encryption Standard (AES} or triple DES EData Encryption standar~ 
3) lfAES Is uhavallab!e. Files encrypted for extemal users (When using tools such as . 
Microsoft WORD encryption, etc,) require a key length .of 9 characters; Although 11ot reqtdredt 
it ts recommended thatthe key (also referred to as a paSfiWqrd) cor:itain both a number alid a
spedal character. However, lt Is required that the key be delivered In a manner.wherein the 
key does not accompany the media. Also, the key must be secured when unattended or not 
In use, · · 

It is recommended that .the public Internet not .be .used for ~nsmlsslon. of SSA-p.tovided 
Information •. If It Is, however, Internet and all other e!ectronJC. commurilcations (e1g., emails 

.. anc;i FAXes) containing SSA.:.provided Information must, at minimum, utlllz.e Seclire Socket· 
Layer {SS).;) and 256-blt encr)rptloil protocols or more secure methods such as Vtrtuaf Private 
Network technology. Additionally, the data must be·trarismltted only to a secure address or. 
device. • .. . 
eie?s ml:)y retain SSA-provided data fol' only the.b1.islness plirpose(s{and period of time 
stlpu(ated.in the EIEP's Information Exchange Agreementwlth SSA. SSA~provlded · 
Information Js to be deleted, putged, destroyed, or returned to SSA when the purpos·e fol" 
which the information was obtained l:i~~ been completed.· . 

,• + 

11'.le SEP m,ay not save or create separate flies comprised solely of lnfonnatlon provlded by 
. SSA. Tue EIEP. m-ay, however, apply specific SSA':'provlded da~ to the EIEP'S-matched reto(d 
. (T.e., specified data obtained from SSA which match~ t~at !n the EIEP's preexisting record).: 

. . 
Duplication and red!sclosure of SSA-provided infonnation Wlthtn pr outslde the Eil:I? Without 
the written approval pf SSA Is prohlbltect~ .• . .. ... 
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EIEPS must pr.event unauthorized disclosure of SSA·ptovld~ data after proce$sing has been 
completed and also after the data Is no 'longer required by the EIEP. The EIEP's operational 
.processe~ must ensure that no rf!!Sldua\ SSA-provided, data remains on the hard ~rives of 
users' workstations after the user has exited the apphcatlon(s) In which SSA·provideq data 
was utlllzed, In cases where a PC, hard drive, or other computing or storage device on wh!d:i , 
SSA#provided lnfcirmatron resided wT!l be sent offslte'from the EIEP for repair and lts · . 
l.nformation must .be retrlevabler .th~ E!j:fYs repair contract must lndude a requirement for 
non~dlsclosure of ssA .. provided data by the sel'Vldng vendor. SSA ... provided lnformatlori must 
be qompletely ~moved from, rendered .unrecoverable, or destroyed on any electronic device 
or media (e.g., hard or.Ives, removable.storage c!evlces,.etc.) prlortothe·devlce or.media 
being ·servlcet;! by ~n exteniat vendor (when the data need not be recovered), excessed, sold, 
or placed rn the custody of another organization. · 

To 's~n1t1Ze media:, one e>t:the f<;li,lowlng methods mu?t be used: . 
. ' 

• Overwriting 
·•, . 

overwrite utilities c~n only be' used, on .~orkln~ devices: The media .to be overwritten 
must be designed for multlpte: reads and writes. This Includes disk drlve·s, magnetic tapes, 
floppies, USB flash drtves, etc. The overwrite utility muSt: completely .pVerwrlte the media 
by the purging type of medra sanitization tQ make .the data lrretr;ieV?ble by a laboratpry, 
attack or laboratory forensic procedures (refer to Definitfoils for more information 
regarding. Media SanltiZ~tioti.). · Refun:natl:ing toe media doe$ not ov~rwrite the ~ata • 

. ' 

• Degaussing 
. , 

.. Oegaussfng ls a sahftlzation·.methOd ror magnetic· media· (e~g., disk drives, tapesr floppies, 
eteQ •.. Oegaussfng· is. not effective.for purging non-magnetic media· {e.g., optlta! discs), 
Pegausslng mus.t be performed. wltl'! a certified tool designed for the media being 

. degaussed. Certlficatton of.the tool ls requlred to ensure ~at the magnetlc flux applied to 
the mediq Is strong enough to render the Information Irretrievable. The degaussing 
process· must render data on the media Irretrievable by a laboratory attack or l'!boratory 

. forensic procedures (refer to.llefinitfonsfOrmore lnfonnatlon regarding !1fJ!l,fA 
Sanitizatlon). . 

• Physical destruction 
. 

Physlca I destructlon is the .method whtch must be u~ed when degaussing_ or over-writing 
cannot be acconipllshed (for example, CDs, floppies~ DVDs, damaged tepes, hard drives, 
damaged USB ffash drives, etc.). Exqmples of physrcal destruction include shredding, 
pulverizing, artd _burn£ng. · · · 

. s:tate agencies may i::etain ssA-pto\ridt=id ·data in hardcopy if It Is required to fulfill evldentlaiy . 
requirements, prov\ded the agencies re~ire s4ch data ln accordahce with applicable state laws.· 
.governing ·Stc!te ag~ncies' retention of records, The EIEP. must en:;ure that pnnt media · : 
containing SSAr-prbvided data is controlled to restnct· its access to onf Y. authorized employees 
Who need such access fo petf<>ro1.their offidal duties and must have In place secure processes 
by whlch prlnt media -containing SSA-provided data Is destroyed when It Is no longer required. 
Paper documents containing SSA-provided data must be destroyed by burning, pulping,. 
shredd'tng, macerating, or other similar means that ensures that the Information cannot be 
r€?covered. 

" 
NOTE: flztnd teetting er flriing through documents to obscure infor:matfan does not 
meet SSA 1S requirements for appropriate dastruction ()f P!I) ~ · . 
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The EIEP must employ measures to ensure that com.munlcalfof1S and data furnJshed to $SA • 
c:ontarn no viruses or other m.atware • 

.. . 

The Ell:? n1µs.t .dE!Yelpp ~nd lmplement policies ·and proce.d.Lires fQr responding to the breach 
or loss of PII and expJalh how tliey confotm· to SSA's req_ulrernent$ .. The p(Ocedures. must 

. ·include. the folloWJng Information: · ~ · · ... \ . . .. 

. If the SEP experiences or suspec.t~ a b_reach ot Joss of PI! or a security fncfdent which 
Includes SSA-provfded data,. they mu?t nQtify the Unltetf states computer Emergency 
Readiness Team (l/S-CERT) within one hour of discovering t:he fnddent .. fhe EJEP must 
also notlfjl tiJe SSA Systems Securfty contact named Jn the agreement. !(.Wit/Jin l hour 

,· the EIEP has been unable to make (:on tact with that person, the EIEP must ea/I $$A's 
National Network Service Cen'ter (NNSC) toll free at 877-697·4889 (select "Security a.nd · 
PII Repottlngn trom the options fist). The EIEP wlfl provide updates as they become 
available to SSA contact,. q$ appropriate. Refer to the worksheet, Attachments; · 
provided Jn·the agreement to 'facJ/ltat:e gathering aild OrgSIJ/Zfng information aboqt an . 
Incident.. · '• : · · · · 

\ ' 
* . ~ ... ' • • • 

The SEP must agree~ that lf·ssA determines. that the risk presented by the: breach or secutity 
incident reguh:-es the notification of the Individuals whose infonnatlon ls tnvoTved and/or 
re~edial action, the EEP wm perform those actions without cost to S~A. . 

~ . 
S.10 Sec;urity Awareness and Employe~ Sanction$ ft . 

I • ' • 

the EiEP must .establi$h and/or maintain an opgotng function tha~ Js r:esponslble for providing 
s.ecurlty aw\:lreness training for employees, granted access to SSA~Jllrovided infQnnatlon. 
Training .must Include discussion of: • · • . ,. . 

. .- ~ i- .. 

• . The sensitivity of SSA· provided rriformatlon and ~ddress the Privacy Att and other Federal 
· and state laws governing Its use and rnfsuse. . • . 

. ... . 
• .Rules of behavll:>r.concemlng use of and security Jn s'istems processlpg,S!f>Ahprovtded aata 

· . · .: R~ctlons on viewing and/;r copylng SSA-provided lnfonnatioh 
'!-.. ... ... 

.. 
• TQ'e employees' responslblllty for proper use and protection of SSA~provtded lnformatJbn 

lncludlng its.proper.disposal -~·· 
. ' 

• Security incident reporting procedures . 
• · The possible sanctions aria penalties for folsose of SSA"provf ded lnforrn~t!on~ . . " . . . . . 

... .. .. It< 

The. EIEP mu~ provlde security awareness training periodlcafly or~ as needed,.and have,in 
place admf nlstratlve procedures for sanctioning ·employees whci vlolate Jaws gpvernlng the use~ 
and misuse of SSA-provlded data through .unauthorized or unlawful use or disclosure of SSA· 
provided Information, · · 

.: .. . . 

S.:1,1 Contractors of Electronic ~nformation ~ch~nge .Partn~rs ft 
. ·~ 
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As previously stated, lri The General SV~tems SecuritV S'.@ndart/S •. contra~ors of the E~EP 
are·hefd to the same security requirements as are· employees ofthe ElEJ:> •. As such, the EIEP . 
Is responsible far oversight and compll~nce of their contrac;tors with SSA's security . . 
requirements. The EIEP must be af;Jle tC) provide proof of the contractual agreement betwe~n · 
Itself and its contracr:ors (e.g., ce>py of their contract, etc,) who are authorized ,by the EIEP to 
perform on its behalf·and who have access ~o or are tnvof.ved in the proce5slng, handling, · 
ttansmfssionr etc. of inf<;>rrrtatipn ·provided to the ·SEP l;>Y SSA.- The EIEP must also explain 
the rote:· of tho$e contractors within the EIEP~ opera~lons; . · 

The Eil:P must also require that their centractors who wm have a~ceSs to or be tnv~lved .in the 
process!ng1 fiandling, transmlsslonr etc:. of information provided to the EIEP by SSA,.sigri an 
agreement wfth the EIEP that obligates the contractor· to follow the terms of the EIEP's data 

· exchange agreement with SSA, The· EIEP' must pi:uvtde its ·contractors a copy 'of the data 
exchange agreement between the ai:·p and SSA af'!d relate.d attaehmerifs before any 
discfosure by the EIEP of SSA~provfded· lnformatron to the EIEP's contractor/agent. 

If the EIEP's oonttactor Wllf be lnvolved Wlth the processing, handling, transmission, etc. of 
Information provided to the S'.EP by SSA offsite from.the EIEP, the SEP must have the · 
contractual optlon to perform onslte reviews of that off.Site fa.cl)lty to ensure that the followlng 
meet' SSA's requirements: · 

.. safeguards for sensitive rnformation 

• computer system safeguards . . 

• seci.l~lty controls and me~sures to. prevent, qetect, and resoive unauthortz~d access for 
.use· of, and redlsdosure of SSA-provided information 

... . :. ., 

6 •. Seneral .. ~ Security Certiflcatidn ~nd Com~ffarice.:Review Pr~grams .fi . . . 
. - . . .. . ~ . - ' .. .,. 

SSA's security certification and compliance review·programs are tWo distinct programs with the 
same objeci:lve. The. certification program Is a one-time process assQdated exclusively with an 
EIEP's lnitial request for erett:ronic access·to SSA-provided lnf9tmatron or an irutial change to onHne. 

;access. The certlflcatTon process entails two rigorous $tages intended to ensure that technical, 
management, and Qperatlonal security measures Implemented by EIEPs fully confonn to SSA's 
secUrity requfrements arid ar~ working a~ intended, EI'EPs n:n,1~ts;;i.ti¢f'V .. b.oth stages of th.e; . . 
cert:Jflcation process· berore SSA will permit onllne aece5s-to Its data fn a production environment. 

• ,. • • J a 

The compliance review program, however,. Is Intended to ensure that th"E~ sutte of security measures 
Implemented by an EIEP to safeguard SSA-provfded data remains In full compliance with SSA's 
security .standards and requJ~ements. ine comp!lance review program ts appncable to onllne 
access fo ssA ... provfded data as well as batch prt>cesses. Under the compliance review program, · 
S:EPs are· subject to ongoing periodic security reviews by SSA that are regularly scheduled· or ad 
hoc. · · . · -· 

· 6.1 Tne Security C¢,rtificatioq Program 0 

The security certification process applies to EIEPs that see~ o~JJne electronic access to SSA 
!nformatton and consists of two genera! p~aioes:. 

• Phe?se One: The S~urity 'Design Pia~ (SDP) phase wherein a formal written pla~ ls 
• authored by the SEP to; comprehens~vely document its technlc.al and n'on·technlcai · · 

· . 
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security controts:to safeguard SS,A+-provided. lnformation.{refer to pocuJi.?!:ntfng Securltv 
Cpntro/s in the Security Desif1D ef.att). · 

·•. . li ._ • 

NOTE: SSA may hiiwe fja9~cy EX~Ps (Eli:Ps not cettifieP' under the current 
proc:ess) who have not prepared an SbP,; OIS strongly recommends that these 

· ElEPs prepare an SOP.. - . - . . 

The EIEPs' preparation· and ·main~enance of.a ~urrent SOP will aid them in 
determining potential. compliance iss~es prior to reviews, assuring continued . 
compliance with SSA's security requ1rements, and providing for more efficient 
secu~ify reviews. 

. . 
• Phase 2: SSA Onsrte Certification phase wherein .i;l fQrrnal cinsite revlew 1$ conducted· by 

SSA to examine the full suite of technical and non-technlcal sei::urlty controls Implemented 
by the EIE:P" :to safeguard data obta!ned from SSA electronlcally. (refer to Ib,§, · 
Certiffcatlof1 Process). . • · 

. . 
6.2 Documenting Security Controls in the Security Design Plan (SDP) .ft 

6•2•1 When the ~DP ?nd RA are Required ft ·-. . 
EIEP.s must submit to SSA an SDP qnd a security rlsk assessment (RA) for evaluation when· 
one or more of the folloWl[19 cirCUIJIStances apply. The RA mU$t be In an electronic fonn.~t · • 

·and Include discussion df the measures planned or Implemented to mltlgate ·nsks Identified bY. 
the AA and (as applkable) risks associated with the clrcum·stanees below: . . . 

. , to obtain ~pprovai for. requested lnltlal a~s to S~A•provlde.d lnforma~ion fo~ tin lnltfaf . 
. agreement · • · · ' · . • , • 

• to o~t~ln .approval to reestabliS,h preyiousty t~rml[)atE!d _access to SSA·provtdetl d_ata . . . . . 
• .. ~ •4 

• when lmplemeqtjog a new operating or security platform In which SSA-provI9E;d dc;ita wUI 
be Involved 

. ' 
~ . ·" 

significant changes to .the i::IEP's organlz-atfona!-structura, technical' processes, operationai • 
environment, data recovery capab!lltles, or security lmpfementatlon$are plannec(.or hav~· 
been made since approval of their most recent SOP or of their m.osi: recent suc:ces;sfully 
completed ~~curlty review · 

• one or more security breaches or tncldents involving SSA"'Prpvid~ data have QccU.rred· 
slm;e approval of th~ EIEP1s most recent SOP or of their most recent successfully· · • 
completed security review • · · , . . . .. 

• to document descriptions and explanations of measures Tmplemente_d as the result of a 
data breach or security Inctdent· · • . 

; to document descriptions and explanatiOns of measures Implemented to res·o!Ve non- , 
compllancy lssue(s) · . , , 

' "' . .. . 
• when approval of the SDP has. be.M revok,ed . . 
The RA may al~o be required .if changes. (other than those 11$1:ed above) thi;it may Impact the 
terms of th·e EIEP.'s data sharing agreement with SSA have occurred. 

14. 
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The SDP must be approved by SSA prior to the fnitlation r.if transactions and/or 
acce5s to SSA~prolikled informatlof.1 by the EIEP'f . 

An SD? must satlsfactortly document the EIEP's compilas:ice· with all of S$A's S$Rs _in order to 
provide the mJnlmum level of security acceptable to 'SSA tor Its S:EPs'· access to SSA-provided 
tnformatlon. · 

• Deficiencies Identified !:hrGugh the·eyal,®tlon of tne.-SD? must be· corrected l:!Y the Eil:P and a • 
revised -SOP which Incorporates descriptions and ·explanations of the measures Implemented 
to e!lminate the deflclenCies rnust be submitted. Until the deficiencies have been corrected · 
and documented In Its SbP,. and tne SDP is approved, the EIEP wlll not be granted access to 
SSA-provided information or certlfiecl for electronic receipt of the Information •. The progress 
Qf corrective impfementatlcm{s) 1tu.1st be communicated to SSA on a regular basis~ If, within a 
reasonable tiine as· determin.ed by SSA, the EIEP ts unable to rectify· a· deficiency di;:tetmlried 
by SSA to preseht ·an untenable risk to SSA:-provided information 6r the.agency, approval of 
the SOP will be Withheld. . . ,. • . . 
If, at-anytimEi subsequent to ·approval of !ts SOP the EIEP ts found to be In non-compltance 
with ohe or more SSRs,·SSA may revoke approval of ttie EIEP's access to SSA-provided data. 
A revised SOP which rncorporates descriptions and explanations of the measures Implemented . 
to resolve the non"'compllance fssue(s) must. be submitted. The progress of corrective 
lmplementation(s) mu~ be communlceted tq SSA '.on a regular basis~ -Until resolution of the · 
i$sue{s} has been accomplished and dociJtnentedJn Its SDP, and the .SDP Is approved, the 
EIEP wlfl :be in riol)·compllan.ce with SSA's SSRs • . If; Within a reasopable.tfme as deten;nlned 
by SSA, the EIEP is uri?ibfe to ted:lfy a deficiency i;ietennlned by SSA to present an untenable 
risk to SSA"provlded lnfo1T11ation or to SSA, approval of tlieSDP Will be Withheld and the flow 
of SSA~provlded· tnforinatlon to the EIEP may be discontinued. . .. 
NOT/;: EI£P$ that function only as an S,'rC, transferring SSA-provided da1:a to other 
E!EPs must, per the terms of their' agreements with ·ssA, adhere to SSA!s System 
Security Requ[remetits {SSR) and:eXi;!:rcise thei°r responsibilities regarding 
protet:tiQfl Qf ~S~wproVided information. 

· 6.~. Th~ C,ertifJcatioµ ?.roces.~ ft. 
~ . . . ·' 

Once t;he EIEP has suttessfUlly satisfied' Phase. 11 SSA will ·conduct an onslte ceitlficatlon 
review •.. The obJecttve of the qnslte review wm be to ensure by S$A's examination and the 
E!El''.s demonstration that the non~technlcal and technical controls implemented by the EI!:? 
to safeguard Social· Security-provided data from misuse and fmproper discf osure .are fully 
functioning and working as lnt~nded: · . • · _. • ·; 

At. its dlscretioni SSA may. request that the t;IEP participate In an onsite:revlew and ·• 
compliance certificatioQ of thelrsecurlty lnfrastructure and Implementation of SSNs security .• 
requirements. 

. . 
The. onsite review may acidre:?s any or all of SSA's security requirements and Include, where 
appropriate: · • · . .. · · 

• a demonstration of the E!EP's lmplementatlon of each requfrement 

·• random sampling of audit records and transactions submitted to SSA · . . 
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• 'a walkthrough of the EIEP's data center to observe and document physical securtzy 
safeguards • 

• a demonstratf on of the EIEP's lmplem~ntatloli of electronic ~change of .data with.SSA 

• dlscuss1ons with m<mag~rs/supervisors · . . . ~ 

" e;>C?mination of management oohtrol procedures an<;! reports (~.g., anomaly d:etectlon 
t"E;lports, etc.) · 

• demonstration of technlcal . .tools ·pertalnlng to user access control and, if approprtate, 
bn:>'tJSlng ·prevention_, sp¢dfi~lly~ 

o lrthe design rs based O'h a permission modu.le or.slrni!'!lr design, i;>r Is traf1sactlon 
di"!Ven, the EIEP Wiii demonstrate how the system triggers requeSts for' Information frOni SSA. . . . . . • 

• • o If the design Is based on a permlsslon module1. the EIEP wlll demonstrate the process 
by which requests for ssA ... provlded inform~tlon are .prevented for SSNs not present ln 

• the' EIEP,.'s system (e.g.; -by at+ernptlng to obtain tnfor.m~J:ion from $SA 4slng at least' 
·. . one, fandomly created, flctltlous number not known to th~ EIEP's system). 

• • I P _' • \ • ~ • • " • 

Durtng the certification· review~ SSA, or a certifier acting on its behalf; may reiCJuest a 
demonstration of tile s'{stem's. audit tralJ and retrieval capability, Tl;le certifier mC1Y 'req~ a 
_demonstration of the system's ~apablllty for tracking the actlyity of employees that are • . · 
permitted ~o view SSA~provlded Infqr-rnation with.Io. the EIEP's system. · AddltlonaOy, the 
certifier may request tl;lose EIEPs whose trpnsi;!ctlons with SSA are mec;lli;tted ANI:> at.idftecl .by 
an STC to demonstrate the process{ es) by which the EIEP obtains ;:audit Information 'f'.ror.n the · 
STC regarding the EIEP's SSA transactions. · 

' 
EIEPs whose traasactlons with SSA are mediated AND audited by .~n STG wm !;?e'requlred t(I. 

· demonstrate both their own In-house audit capablUtles AND the process{ es) by w~ICh the Elfp 
obtains audit infonnatlon from the ST~ regarding th~ EIEP1s trar:isactions with SSA.· .. 
If the EIEP employs a contractor who wlll be 1nvolvea with the processing, handling, 
transmission, etc. of the EIEP's SSA:-provlded Information offsite from thl'3 EI~P, SSA, at Its 

• discretion, may Include Jn. the onsite C:ertlflcatlon reView an onsite Inspection df the .. 
contractor's faclllty. The inspectfon may·occur with or wlfhout ~- ~presentatlve Of the EIE?. 

Upon successful completlPI) ~fth~. ·on.Site certification exercise, SSA wllJautholize. eleptr~mlc 
access· to production data by the !=IE?. SSA will provide written ncitlflcatlon of.I~ ~ert!ftc;:atlQ.n 
to the SEP as well as all' appropriate Internal comp?.nents •. 

>! •• 

. . 

;• 
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The following ls a hlgh.:.fevel flow 'Chart of the O!S Cettlfieatlon Process: ft 

'• . 

·' 

. " 

·. 

• t .; 

a.s 'T'he ,comp.iian~e Revf~ Program aµ,d Process ri · 

Page 45of66 

'• 

. Similar to the certification process, the compirance rev! ew: program entails a tigorous proc9lss . 
'- Intended to ensure that SSPs currently'rece!virtg electronic lnformatron from SSA are·iri full 

~-ompllance with the Agency's security requirements· and standards. As·a practice, SSA 
attempts tQ condup; coinpllance reviews followlng a 3 to 5 year periodic review schedule •. 
However, as ci~umstances warrantr a revlew maytake place at anytime •. Three prominent 
examples that Y/O\.fld trigger an ad hoc.review are: · 

~ a signlficantchange 1n·theoutside E!EPis computing platform 

. •. a violation of any of SSA's systems security requirements , 

• an unauthorized dlsdosure of SSA lnfonnatlon by the .EIEP . . -

. .- ... 

' < 
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.,. 
The folloWlng ls a hlgh~l~vel flow chart of the OIS CompHcmce Revlew Proces.si n 

., 

'· 

· ........ 

. . 

.. 

.. " . .. 
SSA may,· at its discretion, conduct compliance revie\ys onsite at'i:he EIEP~' site:,. Including a 
field office location~ If appropriate. · ... 
.. .. .. J • t. ~ A 

: SSA may, also at Its discretionl request that the ElEP ·participate Jn an onslte ccimpll.arice 
review of their ~ecurlty infrastructure and Implementation of SSA's sec:::urlty requirements. 

• ... .. ' .. . • • .. • • ' t• -*• •• ~ • • ' • .. ., ~ • ' • • ,. . ' . 
. The onstte ~e~lew may address any or all of SSA's security reqiilreme;.n.ts and Include,. wh~re · 
appropriate: · · · 

• • a demonst;r?tlon ofth.e EIEP''s lmplemen~tlon of each. requirement 

• random ~ampllng of audit records and transactioos submitted to SSA·· ·· • 

• a walkthrough of the E!EP's data center to obs~rve and document physic::al security 
S?ifeguards · • . . 

• a demcmstratlon of the EIEP's Implementation of online eXdl'ange of data with SSA . . . . . .. 

• discussions-with f!lanagers/s~pervJsors 
.· 

• exami~atlon of managemen·t cont~! procedures and reports {e.g., anomaly detection 
reports, etc.) , ·. · 
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• qemons~ration oftechnlcal tools pertaining to user·acc.~ss control and, ~f appropriate, 
browsing prevention, speclftc~lly: , • · 

o If the deSl9,n Is base~ on a P13rWis'sio~ m,od.ule or slmi,lar des.lgn, or ls transaction . 
driven,. the EIEP wm demonstrate how the system trJ.Sgers requests for Information : 
from?SA. - · 

o !fthe de~lgn rs based.on a perr~1rsslon. module, the EIEP wm demonstrate the .process 
by which requests for SSA•p'rovided lnfom:iatl9n a.re preventeg for SSNs not present in 
the'EIEP1s.S9,stem (e,g~;_ by·attempttng to obtain infornatlon from SSA uslpg at least . 
one, randqmly created, fictitious number ryot ~nown to the EIEP's system), . ' 

·SSA m_ay also, at Its discretion~ perform an ad hoc tinsn:e·orremo~e ·rev~ew for reasons 
including but not trmlted to the following:. . . • · . 

• ·the E!EP has·expenenced a seeurify. breach ot"lncjdent lnvolvl11g SSA'.'.provided da~ 
' . 

~ ' ... .. .. 

• the SEP has. uoresolved non~compllancy lssue(s) 

• to review an EIEP's ~ffsite (relative to the EIEP) contractor's facllitles lnvolvin·g SSA-
provtded data , ' · ' .• · · . . . . 

_ ·• .·the l;IEP Is a legacy orgatirzatlon that has not yet been through SSA's securJty certification 
an~ compliance '..evrew prog~ms ' ... ' 

. . . ~ . . . . 

• the SEP has requested that an IV &. V {tndependent Verlfleation and Validation revfew) J:ie· 
performed f:)y SSA : · . . , : . 

.. . ~- .. 
.During the compliance revtewr SSA or a certifier acting on .Its behalf, may request a . • 
demonstratton of the system1s aucjlt trall and· retrieval capabUlty. The certlfler may request a 
demonstration ·or the system's capablUty for tracfdng tne attfVlty of employ~es that are 
'pennJtted'to View SSA..:provided lhformatlon Within the EIEP's system. Additionally, the 
·certifier may request those EIE~s whose transactions with SSA are 111ediated AND audited by 
an STC to demonstrate the process( es) bywf)lch the ElEP .obtatns .audit info~matlon from the 

· · STC regarding th~ EIEP's SSA transactions. . 

... 

• ~ • .... .. • .. t ~ 

EIEPs.whose transa.ctlons with SSA are mediated· AND. .a.udtted by l!ln STC may be required to 
demonStrate both. their oWn in~house audit capabilities ANO the proc~ss( es} by which the EIE,P 
obtains· atidlt Information from the STC regard!n~ the ElEP's transactlon_s with SSA. . 

If the SEP empfoys a contractor ;,ho wlfl be Involved with the processing, handling, ' 
transmfs5ion, etc~ of the EI_EP's SSA-provl9ed ln~oimatlon offsite from the EI&, SSAt at lts 
distretion,.may Include In. the on?ite ·complla'nce review an onslte lnspectlon 9f the 
contractorrs facility. The Inspection may occur with or without a repre,sentatlve of the EI~P. 
However, manpower IIi:nitatfons or ftsi;:al constraints could drive an .alternative approach, such , 
as teleconferencing. In any event, the format of the review In routine circumstances (I.e., the 

. complfance review !s not being conducted to address a special clrcumstance, such 'as a 
cr1sclosure·vlo!atJon, etc.) w!ll generally consISt of r_eviewlrig anct updating the EIEP's 
compllance with the systems security teqUlre'ments descrfbed above In this document. ·At the 
conqu$lon of the review, .SSA wlll issue a. formal report to approp.rlate EIEP per.sonnet. 
findings and recommeridatloriS from SSA's compllance review; if any, will be discussed ln lts 
report and mohitoted for Closure. • · 
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NOTEj Documentatlan provided SSA by the ErEP for cofnpflaJ?ce reviews ls 
considered sensitive and is, therefore, handle.d accordi_ngly by~· E.g., tlie 
information. is accessible to only aµthorized individuals who have a netjd for th~ . 
information as it relates fo r;;om'pliance of the EIEP with its electronic informa.tion 
sharing S!J.reement' wfth SSA and sSA's.ass~clated ~em secU,rity requjrements 
and procedures. Additionally, the EIEP's documentation Is retained for only as Ir.mg 
as required apd Is de(f3ted, purged, or destroyed when the requirement" for Which . 
the information Wa$ obtained has expire~ 

The following is a hlgh~level example of the analysis that aid~ ff'.l m~'4!i9 prellmlnary decisions 
a.s to which review format may be most appropriate. Variou,? aclclltional factors may a!so be 
factored In _determining .whether S~A·performs an on~!te. or remote COf!lp.liance rt!Vlaw. • 

. . ~ 

• High/Medium Risk Criteria · · · 
o unqocumented cl?sing of prior review fl.nolhg(s) .. 
o Implementation of tei;:hnlcal/operatlonal controls that impact security of SSA provided • 

data (e.g., Implementation of new data access inetf"!od, etG,) . 
o reported P1I breach · 

• Low .Risk Crlterta • 
·o no prtor· review ftndlng(s) or prior findlng(s) documented as. closed · ·· · ·· 
o no Implementation of.technlc?[/operati0nal controls th~t ttnpact seeurlty of SSA prov.ided 

data (~.g.( imptemerytatlon of new dat.a access method, .etc.) 
.o -no reported PII breach . • 

' ' 

.. 
6 .. S.1 EIEP. Compliance Review Partjclp~tion. ft 

During tne .compliance review S$A may req(J~st to meet. With the foll~wJng.t . . . . ~ , . . . . . . 

• a sample of managers and/or sup~r.visors responslf?le'for eilforcing and monitoring ' • / 

ongoing compliance to security requlrein~nts and procedures to. assess tjlefr level 
of training to. monitor the!r·employee's use' of SSA-provided Information, and for 
review~ng reports and taking necessary aqtion 

.. ~ • ~he inqivlc!uals ~p.orisJ~_le ~or ~curlfy awareness ,and employee san~Of] functions 
and req1,.1est; an explana_tion of how th~e responslbllitfes are performed 

t ~ . ' ' . • 

"· a sample of the ElEP'~ employees to assess their lettel of training ~nd· . 
understanding of the requlrements and potential sanctions applicable to the use 
and misuse of SSA-provided lnformatf on 

. . 
• thE). lndMdua!(s) responsible for management oversight and quality assui:ance'. 

fun~lons. and request a description of tiow these responslblllttes'will ae carried ~ut . . . .. . 

: • additional lnd!Vfduals as d~emed appropriate by SSA 

6.S.2 Verification of Audit Satnple:s· 0. 

Prior to or during the compllan~ revrew, s'sA wrl[·present to the ~P. a sampling pf. 
transactions previou5ly submitted to SSA for verification. The EIEP ls required t9 · 
verify whether each transaction was, per the terms of their agreement with SSA.t 
regitlmately submitted by a user authorized to do so, 
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The EIEP must provrde SSA a written attestation of the teslilts of the EIEP's·review of 
the transactions. The· document must provide: · ... 

., conflrmatlonforeacii-sampl_e transaclionfoc1;1ted In the EIEP's audttfrle(s) and 
determined to have been submitted f?Y Its emp!oyee(s) for legitimate and · 
auth6rized business purposes ·· " - ' . . . . .. 

• an explanatron for each sample transaction located In the EIEP's audit tile(s) 
determrnel:I to have been unauthorized· .. .,. 

,i .. 

• an explanation. for. each· $ample transaction not found In the EIEP'~ ATS 

When the sampfe. t19nsactions are proVlded to the EIEP, detailed InStructions wrtr be 
inCluded. Only an pfficlal responsible for the EIEF>' !s to provide the attest;;itfo_h. · 

6.6 Schedutin~rth_e Onsite Review 0 

The SOP must be approved before its assoctated·onsite re\'.few Is scheduled. Notification of 
the approvat ot a plan wlll be sent via emall. Although there Is no prescribed .time frame fCir. 
?rrangin·g the subsequent onslte review (certification review for an El& requesting lnltlal 
access to SSA-provided lnformation for an lnitlaf agreement or t;ampliance ravfE;w for. other 
EIEP$)1 unless there a.re· compel!lrig circumstances preclµdin~ lt1 the onslte review will follow · 
as soon as reasonably possible. · , · ' • · · · . 

.,,_ I • ,: . 

However1 the scheo~ring of th~ onsite review-may !)epend .on. addltlonal.factot': Including: 

• the reason for submission of a plan 

• the severity of securlty Issues If any · 

• drcum~nces. of·i:he Pref\lious review If any 
. 

·• SSA wprkload considerations . 

. Although the scileduling of the .review I~ contlngi:qnwon.approval Qf the S.D.P, In :~xtrem~ 
tlrcumstances, S$A may, at Its discretion, perform an onsite review prlorto approval If. 
determined necessary by SSA for completion. of t~e evaluation of a plan. 

' .· .. 

' ' 

(me aesT oF THIS PAGS .HAS si:i:N LJ;FT aJ..ANK INTENTibNALL V) 
~ ... t ... 

: 
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Y. Additional t>efinftions. 0 

Back Sutton: • · · 
Refers to a~ button on a Wi:!P browsers toolbar, the baCkspace button en a ··cqmpUter keyboard, a 
progr~mm~d keyboard button or mouse button, etc., ·that returns a user to a prev!ou5Jy Visited 
web· page or application screen, ·· .. ' · · 

Breach~ 
Refers to actual loss,}oss of control, compromise, unauthorized. disclosure, unauthori.zed 
acqufsltion, unauthorized access, or any similar term referring to situations where persons other 
than authorized users and· for other than authorized purposes have access or pot~ntlal access to • 
PIT or Covered Information, whether physical, electronic, or In spoken word or recording. . . . . . 

' · BtOW9ing: · • •. 
Requests for or quelies of SSA-prpvlded data for purposes not related to the performance of offh::lal 
job duties.' · · ~ . · 

. . 
Choke Point: . 
The firewall between a 'local network and the Intemet Is considered a chok~ point In network 
securlty'; because any att~cker would have to come through that channel, whlclr ls typlcafly 
protected and m<.mltored. · • · • 

-Cloud Computing: · • • . • • ' · 
The tenn refers to' Intemet~bas.ed computing and Is derlved from the cloud dri.wlng representing 
the Internet In computer network diagrams. ~loud c:orr:iputtng providers deliver on~demand onllne 
computing resources (e.g., services; software applications, data ~orage, and information) 
accesslble to their customers by means.of a web service or browser. . .. .• .. . .. 

'Cloud Drive: • . · • 
. A cloud d~ve Is~ ·~eb-based ser¥1~ that' provides stor;ige space on a r~mot~ serv~r-.· 

CloudAuditi . 
croudAudit is a Specification that provides doud coinputirig_.servtce provlde'rs a stand.ard w.aY to. 
present and share detailed, automated statistics abo.ut performance and security~ • · 

4 • • ~ ' . . 
Commingling: · . . . · 
)he process .by which C!O EIEP .adjoins specific S?A"provJded da,ta. to specific pre~stlng_ .EIEP 
tnformatlon according tq a particular data-matching scheme. , . 

Degaussing;' ·•· 
Degaussing Is the method of using a degausser (l,e., a device that generates a magnetic field) tn. 
order to disrupt rnagehtically recorded Jnfprmat)on. Degaussing can be effective for purging . 
damaged meclla and tnedla With exceptionally large storage capacities. Degaussing is not effecttve 
for purging non-magnetic' media (e,~.,.optlcal ?l!:lcs). 

Dial-up:.· ·· · 
sometimes used synonymously with dfaf-Jn, ·refers to digital data transmission over the Wires of a 
local telephone rietwork. · · · . .. 
Funqtloni , ~ · .. ' 
One or more persons or organlzatlonal components asslgned to serve a particular purpose, or 
perform a particular role. Also, fhe purpose, actlvlty, or role assigned to on~ or more ~rsons or 
organizational components. ·· . . 
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Hub~ 
As Jt relates ·to electronk: data ext::hange with SSA, a. hub I~ an organization Which perlorms as an 

. electronic; information distribution and/or co!Jectlon point (and may also be referred to as a State. 
Transmission component or STC). . ~. . · . 

ICON.: . 
Interstate connection Network (various entltjes use 'Connectivity' rather than •connection') 

XV&V~ . 
Indepentjent Veliflcattcin and VaiidatJon 

Lega<::y System: . ~ . . . 
A term usually referring to a corpotate or organf zatlonal computer· system or network that utlllzes 

. outrno.ded programming languages, software, and/or har:dware that typically no longer receive . 
supl?ort from the original vendors or developers. . • · 

Manual' Transaction: . 
An operattOn (also referred to as a ~user-lnltlat(ad transadlon') wh1ch ts I nitlateq at the volition of a 
user rather than sy$tem .. gene'rated wl~ln an automated pr~cess. . · 

Exampie; A us~r enters a client's lnfonnatlon lndudlng the.c!fent's.SSN on an tnput screen an·d 
presses the 'ENTER' key to acknow!edg<a that input of data has been completed. A m~w screen 

. appears with multiple options which Include 'VERIFY SSN' .ancl 'CON11NUer. The user has the 
. option to verify the client's SSN or perfonn alternative actions. . · · 

· Media Sanitization: 
• Disposal: .Refers to the discarding (e,g:T ~eeycllng) of meata that contains no sensitlve or 

confidenHal data.· · • · · · . · .· · . 
• Clearing: Tuts fype of media sanltlzp.tion ts eonsldered to be adequate for protecting . . · 

.. , information from a robust' keyboard attacl<. Cleartng rriusf prevent retrieval of Information by 
data,. disk; or file re.covery utJ!ities. er earing must. b~ resistant tci keystroke re~very attempts 
executed from standard Input devices and from gata scavenging toots. F.or example, 
overwriting Is an acceptable method for'ctearing media. Deleting itemsr h6Wev~rr is not 
suffi(;ient for cJ.earlng. · 

I . . . . Thfs process may include overwriting a\I addres~ble locations of the data, as \<Yell. as lts logical 
storage location (e.g., Its file alfocatto.n table). 'The aim of the overwrltlng process Is to replace, 
or obfuscat~ existing lnfQrmatlon with random 'data. Most rewrlteable media may be sleared by 
a slng!e overwrite. ihls metro? of sanitization cannot be utlllze.d on unwrlteable or damaged 
media. . . • . · . . 

• · Purging: This type ofmedla sanitization Is a. process that protects information from a · 
laboratory attack. The terms. clearing and purging are sometimes consldereq. syflonymous • 

. · However, for some media, deanng Is not sufficient for putgln·g (I.e., protecting data from a 
laboratory attack): Although most rew\iteable media may.be cleared by a single overwritet 
purging may requlre.111ultlp)e_ rewrites ·using different characters for eac11 w.lite cycle •. 

'• 

Thts Is because a 'labor~tory attatk Involves threats with th.e capability to :employ rion-$tandard 
assets {e~·g., speclali?ed hardware) to attempt data recovery on media outside ofthafmedla's · 
normaf operatll'.lg environment. ... . 

' - .. 
Degaussrng ls.also an example 9f an acceptable method for purging magnetic media. If purging 
media is not a·vlable method fo~ sanltlzatton, the media should be destroyed. : • · · 
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• Oastructl9n: Physlc~J c!estrtictJon 'of media ls the most effective form ·of sanltlzation'.. M~thods ' 
of destruci:lon Include burning, pulv~rizlng, and shredding. An'Y. residual medh.Jm sholild pe able 
to witflstand a laboratory attack.. · · . .. 

PermissiQn moduiei .. . " 
A.utility or subprogram wlthln an appllcatron which automatically enforces the relatfon&ihlp o.f a 
request for or query of SSA~provlded oata to an authorized prc?aess or tra•ctlqn leg~lmateJy. 
Initiated; e.g., verification of an ~SN for Issuance of a driver license whJch can be triggered only 
automatically from within a state's. driver license application, ·reciuests for hiformatton from SSA by · 
an EIEP's employee which cannot be Initiated unless the EIEP~s client $'{$tem has a. record 

·containing the, SSN of the l.ndlvidua1 for which lnfonnatlon ls s~ught1 etc. 

Screen Setapit)g: 

Screen scraping rs normally ~ssodated wit'h the pro@rammatii:::c9flectlo.n ofvlsu~l .data from a 
source. Orlglnally,.screen scrapJngreferred to the practice of reading text data from a i:oroputer. 
display terminal'~ scr:~n. This, was generally done by reading the terminal's memory through !ts 
auxiliary port, or by connecting tl)e terminal output. port of onE! computer system to a.n fnput port 
on another.'The term screen scraping l~.also commonlyu.sed to refer to tf!e bidlr~ctJonal exc;hange 
of data. · · · . ·. . . 

. A ?creen scrap~r mJght connect: to a l~gacy system via Telnet, emulate the k$ystrokes needed' to 
'navigate the ]egacy user interface, proc.ess the resulting.display ciU.tput, extract the deslr¢ data, . 

. ·. and pa~ it on to a modern system.· · 
• i 

More modem screen sera.ping techniques indude capturing tlie bitmap.data from a. screen and 
ru'nnlng It through an· optical chc:iracter reader engli:ie1 ·Or In th~ case of graphical user .Interface 
applications, querying the graphical controls by programmatlc:ally obtaining reference$ to tl!elr 
underlying prog~ammlng objecj'.S, · 

Securlt;Y Breach: . . 
An act froCfl outside an orwmizatioh that bypasses or conttc1venes securlty pollctes; pr.actrce$1 or 
procedures~ · · • · 

' .. 
. ... "' 

Security :tnQident: ·' 

··.A fact· or event· which· signifies the possiblllty th~t·a breaeh-of $i:lCUrity .may be tpklng pi ace~ or may .. 
have tiaken place •• All thrE;iat::3 are sea.irity lncldeq~s, but not all ~!3curfty Incidents. are threats. " .. 
Security Vlolation:, 

' . . 
An act from wlthln an organization that bypasses or contravenes .$ecLirlty pq!Jcfes, practt~s-,"or . 
procedures. : . : 

· · Sensitive data: · . , , 
" . Information such as PII ~nd fnfonnat!on pfo~lded by $SA to ari El:J:P, the loss;-miSU$e, o~ • .. '. 

unauthorized access to or modlflcatlori of which, could adversely affect. the natlonat ~nterest or the • 
con~uct of Federal progra!llsi or'the pr!v,~cy to which lnd!vldu,als are eritltled·under 5 u.s.c~ Section 
552a {the Privacy Act), but that has not been specifically authorized under criteria establJshed l:iy 
an Executive Order or an Act of Congress to be kept classified In the interest: of national defense or 
foreign pollcy but Is to be protected In accordance with the requlrern~nts of the Computer S~cu~ty . 

. Act of 1987 (P.L.100~2~5)., , . ' 
; . 
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SMPS (Switched Multimegabit Data Sen.rice (SMOS): · • , 
sMos·rs a telecommunlc::atlons.servlcethat provides connecttoriJess, high- performance, packet
switched datp transport. Although not a j:ir6~ocol1 it.supports standard protocols and 
communications Interfaces tlsing current technology. •. 

SSA .. provlcled data/Information: . . · · · \" '. · . · 
synonymo4s with 'SSA"supplied data/lnformatfon', tleflr'i~s lnfQrmatlon under the control of SSA 
provided to an external entity uod.er·the terms of an Information exchang'e·agreement with SSA. 
Toe following are examples of SSA-provided d$ta/lnformatlon lnformatron; 

. .. ... t. • .. 

• SSA's response to a request frorn an ElEP for ltiformatlon from SSA (e.gu. date of death) 

• SSA's response to a query from an ElEP fdr verification ·of an SSl'f 

$BA dat~/informatlon: · . · · '.. .. · · · · . ·· · 
ihls is term, sometkn~ used int~rchangeably wl~ 'SSA-provided data/informatlen','.denotes 

· ·information under the. control of SSA provtded to an external entity 1..1nder the termi; of an 
Jnformatfon ~chang·e ag~eementwlth SSA. However, 'SSA data/fnfor~atiori' also'lndudes 
Information provldetj to the EIEP by a source otherthan SSA1 but which Js attested by the EieP to 
have been verified by SSA,. or Is coupled with data from ·ssA as to the accuracy of the Information, 
The fullawlng a~ examples ofSSA information: · · · · · 

.. t f • 0 • 0 .. ~ '" ;.. I 

.. .. .. . 
• SSA's response to a request fror_l1 an EIEP for lnfomiatron from SSA {e.g.7 date pf death) 

* .. .. + 

• • ·SSA's response to a query from 'P.n EIEP fpr verfijcat!on of.a_n SSN · . 
.- .... .. " .. . . . 

• Display by the EIEP of.SSA's response to a query forveriiicatfon or an ~SN and the 
assoc:rated SSN provided by SSA . , : · . . . . . 

• Display by the EIEP of SSA's resppnse to a query for verification of an SSN. and. the 
associated SSN provlded fo the aEP by a souree other than SSA ' . . .. .. 

·• Electronfc recbrds that contarn onJy SSA's response to a query for verlflcatfon ·of ~n SSN 
and the a$soclated ~SN whether·provlded tot.he EIEP by, SSA er a source other.than SSA 

.. . " ~ 

SSN: 
~ocial Se~urltY. Nt!mb~.. , . . .. • •. . . ···"··.. .. .• ~ , ..... 

.'src:· .. 
A.State Transmission Component fs an .organization which performs as an electronic lnformatlon 
dlstribut!on. and/or collectlon point for one or more: other entltl.es (and may' also· be referred to as a 

: hub). · 

System .. generat'ed transaction: 
A transaction autom?tically triggered by an automated systefTI process.'. . 

Example: A user enters a client's·Jnform?tion lncfudfng the t:llent's SSN on an Input screen and 
presses the '"ENTER' key to acknowledge that.Input oF data has·been completed. An automated 
process then mati:hes the SSN against the. user's organization's _database and when no match ls 
found,· automatically sends an electrontc·request for verlflcat!on of the SSN to SSA. 

Systems ·process~ . . 
R:.efers tn a software program module that rtins In thi;i background within an automated batch, 
onl!ne; or othe:t process. · · · . . 

.. 
25 



ExhibitQ.· 
Attachment l Page 54 of66 

Third Partyl . 
Thfsterm pertains tQ an entity (person ororganJzation) ptovlded access..to·:SSA-provtded 
lnformaJ:Jon by an l:IEP or other S$A bustne$s.partner for which one (lr_ more of the fQ!fowln9 apply: 

• Is not stlpulated acce$S to SSA-provided data by an lnfor.ma~on-sharing agreement betw~en 
an EIEP and SSA · ' . · · , 

• h~s no Jnformatlonwsharing agreement with SSA · · 
• Js not directly authoi-lzed by SSA for acces~ to.SSA.,.p!'O\tl<;f~d data 

1mnsactton•drivei): . . . 
ThTs term.pertains to an automat:1cally·1nltJated onllne query of or request for SSA Information by· 
an automated transaction process (e.g., driver license Issuance, etc.} •• The query or request wm 
only oca.11: Ifpre'scrlbed conditions are met within \hei aut?mcitt;!d process. 

UncontroUed transactiom . . · · ·· . 
· This tenn pertains to' a transaction that is not controlled by a pennissioti module (I.e.,-' not subject 

to a systematically enforced relationship to an au~orfzed process or application or an extstlng · 
client record), · · · · 

,. 

·. . . 

.. 
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s. Reg!1Iatory References 0 

. · 

'Federal !nformatlon Processing Standards (FJ:PS) Publfcatlons. 

Fed$tal lnfOrmatlon Security. Management Act of 2002.(~MA) . . 
Homeland Security Presidential Directive {HSPP-12.) 

National Institute o~ Standards and T~chnolo.gy (NIST) Special Pub!iC:atlons 

Office of Management and Budget (OMS) Cfrc~Iar A-123; Management's Responsi"blllty for Internal . 
cortrol . 

Office of Management and s·udget (dMB) arcuJar A-130, Appendix m; Management of Federal 
Informatio!J Resources · . . . 
Office of Management and Budget (OMB) Memo M·06~16r Protection of Sensltrve Agency 
:nformatlon, June .23,· ~006 . · 

Offl<::e of Man~gement and Budget {OMe) Memo M-07-16, Memorondurh for tfrJ~ Heads of Executive 
f)epertment:; and Age('Jcles, May 22., 2007 . · · · 

't • • ~ ~ • .. .. • 

Office ofManag"ement-and Budget (OMS) Memo fi1 ... a7-i'7, sa'feguard}ng Agafnst·and Responding to 
the Bre~i::h. of Personally Identifiable 1nformatlo~,, May 22, 2007 · · . ·. . 

Privacy Act of 1974 
.• 

i: ·~ • ... .. • " 

. . 

.. 

27 

871 

·' 

. ... 

' .. 



I 

•· ~. 

... Exhibit·G 
Attacliimerit. J Page 56 of~6 

9, F'requently Asked Questions. ft , .. 
( Ciiek links .for answers c.t additional ipformation) · 

1. 

2. 

3. 

4. 

5. 

e. 

Q: What ls a~ of data?. • 
A: Refer also tp Security Breach;. Security !Dt:id!il)~· and S§!(Urity Violation. 

. < 

Q: ·What is employee br!JWslng?' . ' 
A: Cilek 'hyperllnk • .. . 
Q: Okay, so the SDJ:' was submltted. can ~e onsrte Review be scheduled now? 
A: Refer to Schedullng the Onsite Review. 

Q: What Is a 'Permission Module'? 
A: Cilek hyperf lrik · 

Q: What ls meant bt screen Sgceplng? 
~: Ciiek hyperli~k ' · 
.. . . ~· ~ 

({; When does an ~DP have ~ be submitted? 
Af .Refer to Wbi;n the sop and RA are· Req~freg. 

.. 

7, · . Q: ooe$ an SDP have tP be submitted when the agre~ment Is renewed? · • " •· 
.. A: The SDP d6es not have to be submltteq becalise the agreerneht between the EIEP . 

.· 

. and SSA was renewed, 11Jere are1 however, circumstances that require ab SDP to be 
· submltted. Refer to When the SDP and RA are ~equired. · 

Q: ls It acceptable to save SSA data with a verified Indicator on a (EIEP) workstation ·a.s 
long as the hard drive ls encrypted? .If not( what options do~s the agency have?. 

A: There is no problem with an EIEP saving SSA-pro!i!lded Information to tM encrypted 
hard drives of computers ·processing the data -provided the Information Is retained only 

· as provided for Jn the EIEP's data-sharing agreement With SSA,' Refer to'Data a(lr;t 
Communrcat;ons S§iCurlty. · " · · 

9, Q: Is caching of.SSA-provided da.ta on EIEP workstations· aflo.wed? 
A: Caching duling proce$Sing !snot' a problem. H0Wever1 SSA-provrded data must 6e 

cleared from the cache when the l,ISer exit$ the application In which the data wes"'used 
or accessed. Refer to Data and Commtinlcatlons Securl!:)(, . .., · 

·10. Q:- What ls mea'nt by''lnterconnect:lons to other system~? • . 
_ · A: As used Jn SSA's system security requirements document, the term "Interconnections" 

_is synonymous with "connections". • • 

1i. Q: :rs ft acceptable to submit the SOP as a PDF file? · 
A: No, It Is not. · · 
. . 

12. Q: Should the sop be w,rltten from the standpoint of my agency's SVES access itself, or 
from the standpoint of sccess to all data provided to us by SSA? 

Al The SDP is to encompass your agency's electronic aoces~ to SSAMprqvlded data as per 
the. electronic data sharing agreement between your agency and.SSA. Refer to 
Oeyeloplnq the SDP, 

~5. Q: Does having a "transciclion·diiven" system mean that·ernpioyees cannot lnlt1at~ a 
query to SSA and that a permission module is not needed? · .. 

A: Not necessarily. "Tran~actlon driven" basJcaUy m~ans that querle~, etc. are submitted 
auforriatically {and It mlght depend on the transa~on)~ Depending pn the system 
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.. . 
implementation, queries mlght not be automatic orI ff they are, manual transactions 
might stlll b~ perm!~ed (for ex:ampfe, when·somethln·g needs to- bl? co11ected), Alsor 
even If a "transaction-driven'' S)!stem is implemented In such a way"that manual . ,. 
transact1ons cannot be petformed.1 ii' the system does not require the user to be in a 
pa.rtlcular appH~tlon and/or the ·que.ry to be for an existing record In the EIEP's 
system before the system will allow a query t.o go through to $SA1 It wouJ<;J strn neetj 
a permission mo.dule. ' 

16. • Q: What Is an (Jns!te Complrana.! 8,~vlew? : . • : _ · · 
A; The Onslte Compllance Review ls the process wherein SSA performs periodic site .visits 

to Its Electronic lriformatlon Exchange Partners (SEP) to certify whether the E!EP1s 
techryfcaf~ managerial, ahd operatlon~l s~curity measures for protecttng data obtained· 
electronlcafly from SSA continue to conform to the terms of the EIEPs' data sharing . 
agreemi=nts with SSA and ssNs associated sys~em_·seeurlty requirements and· 
procedures. Refer to the corop~lance Review Program and Process. · 

17 .. · Q: What are the criteria for performing an bnsite Compltance Review? 
A: The followtng are criteria for perfa\mlng the Onslte CompJtance P.e\(Jew: 

... 
. " ' ... 

· • · EIEP lnit{etlng new access or new access method fqr obfaalnlng Information trorn 
SSA ' . • • . • 

• EIEP"s cyclical ~evlew (previous re.view'w~s performed remotely) . . , 

• · EIS' nas made significant change(s) in ftS operating or $ecurTty platform tnvoMng 
SSA•provlded data · · 

• EIEP experienced a. breach of SSA-provllied personafly id~ntl~fng information (Pil) . . . 
" .. Eel' has been det¢rmtned to be hlgh:rJsk 

Refer ;;ilso to the Review petermlnatfciO Matp~. 
' ' . ' 

18. Q~ What rs a Remote CompliFince Review? 
A: The Remote Compliance Revrew is the process Wherein SSA conducts periodic ' 

meetings remotely (e.g., ·vra cooference calls) with its EIEPs to determine wh.ether the 
EIEP's technical, managerial, and. operational secµrlty measur.es for protectlng,data 
obtained electronically from SSA continue to conform tci the terms of the EIEPs' data 

·. • · ' • :Sharing agreements wtth SSA and SSA's ·associated system security requirements a·nd 
prac.edures. Refer to the Compliance Review Proa ram end Process. · 

Q~ What are the. criteria for peiformrng Cl Remote Compliance Review? . 
A: Each of the followt119 criteria must be satisfi,ed for performing the Remote compliance 

R.evrew: • • · · · • 
~ . 

• EI~P~s cyclical review (previous review was performed onsite without findings or 
issues for w~lch findings were clted have been' sattsfactorfly resolyed). -. 

• EIEP has made no significant change(s) In its operating or security platform 
involving SSA~provfd~d data. . · . . · 

• EIEP has not e);'perfenced a breacli of SSA-provlded personally Identifying 
Information (Pn) since Its previous compllan·ce review. 

• i:IEP has been determined to be low·rlsk 

ftefer also to the Review Determlnatjon Matr!~ . . . 
29 
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Workshe~t for ~eporting Lo$S or'l'otenlial L:0ss of.Personally '.(dentitlable 
Information 

L Inrorm.ation about the mdividnal :i;n~g the report to the NCSC: 
. .__. .. 

Name: 

De Commissioner U:vel or nization: 
Phone Numbers: • .· 
W orlc: , Cell: . Home/Other. 
· E-ina:il A'.ddfess: •· 

Mana einent Official. Officer Non-Man ement 

z. wonnatton about tb.e data that was iosttstoten: 
· · Describe what was lost or stol~ (e.g., case :file: MB~ data): . 

Which element(s) of Pil did the data contain? 
Name Bank Account Info 

. . . 
SSN. MedicalJHealth J:nfonnatlo:n · 
Date of Birth Benefit Pavment Info 
Place of Birth Mother's Maiden Name . 
Address· Other ( descn'be ): 

·. Estiniated vo~u.n:te of record$. mvolved: .. 
3. How was the data physically stored, packaged ancl!or contained? 

. Paper or ElectJ:o:oic?(circle one): , . . .. . 
~ ' . . .. . . . ... ~ . ...... ,l,. -

•. If Electronic, what t roe-0f device? . 
Lap ton Tablet Backup Taue · · · J3laokberrv 

09/27/06 

.. 

. . . 

I 
Workstation. Server CD/DVD · BlackbenyPhone# 
Hard Drive FloPPVDisk USBDrive . 
Other (descn'be): .. . ' .. . 

' ' 
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Additional Ouesiions if Electronic: 

a. Was the device encrvoied7 . 
. b. Was the device nassword protected?· 
c. If a lapton-Ortablet, was a VPN SmartCard lost? 

Cm:dholder's Nam.e: 
Card.holder's SSA logonPIN: 
Hardware Make/Model: '. 

Hardware Serial Number! 

Additional OU~stions.if Paper: . ··. 

a. Was the infom:ui.tio11in. a locked briefuase? 
•' 

b. W i.s the informafion. in a locked cabinet or drawer? 
o. Was the infarma:tion.:in a looked vehicle~? 
d. Wes the fufonnationredacted? . . 
e. 0th.et oircu.mstancas; . 

09/27/06 

. 
Yes No 'Not Sure 

' 

Yes No Not Sure 

. 

4. If the employee/eontractnr who was in possession ofthe data 'or to whom the 
data was assigned is not the person making the report to the NCSC (as listed in 
#1); .information. about this employee/co_ntracfu)i: · · 

Name: j 

Position:. I ; 

Deputv. Com:m'issioner Level Organization: I . 

Phone Numhers: 
.. work: I I Cell: 1 · .. .. I.Home/Other: I 

. . 
...... I -·· .. .. It .. -. . . 

E~mail Addr.ess: I . . 
5. Circu.insta.nees ofthe loss: 

a. When was it lostlstolen? 

b. .Brief description. of how the loso/the:ft occurr64: · 
< • 

c. When was it reported to SSA management official {date and time)? . . . 
' 6. Have any other SSA components been contacted? If so, who? (J:nclnde deputy 

conrm.issfoner level, agency level~ regional/associate· level CGIDJH;>nent names) 

877 
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Attachment I 

ATTACHMENTS 

" "" .. 
7. WJµch reports have been filed? (inclnd~ FPS, local polic~ and SSA r~ports) 

· ReJ>ort Filed Yes No ·Renort Number· -
Federal PtoteQtiVe Service . . 
Local Police . 

~ 
' . Yes . No 

SSA-3114 <I:b.cident.Alert) 
. 

~·, .. 
' 

SSA-342 (Report of Survey) 
Other (desi::ribe)' 

.. . . 
. . 

. . ' 

$. Other pertinent information (include aetlom u.~d~ way, as weJ;l as any ~ontacts ·, 
with other agendes, law enforcement or th~ press): · : .. . 

·•. 

. •· · . . ' 
... 

. . •: 

.• ...... \ ...... ... . 

.. 
•. 

'. 

......... _._ . . 
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Exhibit G 
Attachment I 

RECERTIFICATION OF THE COMPUTERMATCHING AGREEMENT 
BETWEEN 

THE SOCIAL SECURii'Y.ADMINISTRATION (SSA) 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY 01'~ CALIFORNIA 
(STATE AGENCY) 

SSA Matcli #6003 

Page 63of66 

Under the app:lic'able provisions of the Privacy A.Ct of 19741 amended by the Computer Matching 
and Privacy Protection Act (CMPPA) of 1988, S U.S.C .. § 552a(o)(2)> a compu1er matching · 
1i.greement wilt remain in effei::t for a.period not to exceed 18 moi1ths. Within 3 months prio.r to 
the expiration of such computer matching agreement, however, the Data Integrity Board (DU~) 
may, without additional review, renew the computer matching agreement for a current, __ ongoing 
matching program for a period not to exceed 12additional months if: 

; 

l. such program will be conducted without any chang~s; and 

2. each party to. the agreea1ent certifies to lhe DIB in writing that the program has been 
conducted in cotnplfance willi the agreement. · 

The following match meets the conditions for renewal by this. recertification; 

I. TITLE OF MATCH: 

.Computer Matching and Privacy Protection Act Aireemcnl Between the Social Security 
Administratfon and the Health and Human Servfocs Agency of CaHfornfo (Match #6003) 

IL PARTIES TO THE MATCH: 

Recipient Agency: The Health and Human Services of California (State Agency) 

Source Agency: Social Security Administratfon {SSA) 

m. PURPOSE OF THE AGREEMENT: 

This CMPPA Agreement between SSA and the State. Agenc:y1 sets forth the lern~s and 
conditions governing disclosures ()f records. informMion, or data (collectively referred to 
herein adalau) mnde by SSA ·to the Slate Agency that administers foderally funded bene:fic 

_programs under various provisions of the Social Security Act-( Act), s_uch as section 1137 
(42.U.S.C. § 1320b· 7}, including the state·. funded state supplementary payment programs 
tinder litle XVI qf the Act. Under section 1137 of the Act. the State Agericy is required 
to use an income and eligihiiity verification system to adniini$ter specified federally 
funded bcncfi~ programs, including the stale-funded state supplementary payment 
programs under title XVI of the Act. Tc> assist Lhe State Agency in determining 
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entitlcxp,ont to aud eligibility for benefits under those programs, as w~n as other federally 
funded benefit programs-. SSA'discioses t.-ertain data about !lpplica;nts fOr stale benefits 
from SSA Privacy Act Systems of Records and verl fies the Social Securlly num.Qcrs of 
the applicants. · · · 

JV. ORIGlNAL EFFECTIVE AND EXPfRATIONDA TES Of THE MATQH: 

Effective Date: 
.Expiration Date: 

July lr 2012 
December 31. 2013 

. . . 
V. RENEWAL AND NEW EXPIRATION DATES: 

Renewal Date.: J~uary lJ. 2014. 
Ne:w Expiration Date: Deeeml>er 31, 2014 

Vl. .CHANGE$: 

By this recertification, SSA and tl1e State Agency make the following non-substan.tive 
-changes to the computer malching agreement: 

• t 

In Artitle XJV,"Points ofCo{ltaCt/' information uudersubsectionA., ':SSA Point.of 
Contact, Region·a1 Office~ u should be deleted· in its entirety and replaced WiU1 th~ 
following: 

Dolores Dl.lnnachic, Pirecto:r 
San Francisco Rtgiom1J Office, Ccntc.r- for Programs· Support 
1221 Nevl.nA~e . 
Richmond CA 9480 t 
PhOnc: (510) 97{).:8444/Fax: (5l()) 97U.:810i 
Dolorcs.Dummch ie@ssti. ~ov 
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Social Securitv Admiriistraticm 

Source Agency Certification: 

ExhibitG 
Attachment I Page 65of66 ., 

A"!' the aul.horix:ed representutiw of the source agency named above) I certify that: (1) the 
subject matchi11g program was conducted in compliance with lhe existing computer 
matching agreement between the parties; and (2) the subject matching progritm wm 
continue without any change for an additional J 2 months, subject lo the approval of the 
Dala Integrity Board Of the Social Security Adminisrratio11. 

·orncc M+.Kim 
Regional Commissioner 
~an Fra:ndsco 

Date i i. . ) L.:> ·l w-.::. 

Data I ntegtity Board Certification: 

As Chair of the Datu fhtegrity Board of the source agency named above, [ certi!y that: 
(1) the subject matching program wus ·conducted in compliance. with Lhc existing 
computer matching agreement between the pl.{nies; and (2) rhe subject matching program 
wm continue without any change for an additional 12 months. · 

/ 
_ 1_1.{t~lt?rYYlt;.u.Mlc-__ 
.K.lri>tt:n .L Jt.·fonc:IJ' .... • -..:..t 

(~ . 

Du.tu tntegritr &a1d 

O~e- _!ltJ.Qil2---
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4 

Health and Humiw Servkes Agency or California 

· Recipient AJ.,rcncv Cenifjcation: 

As the authorized represenlative of the recipient ag~ncy named.abovet I ~nify tpat: 
(1) the ~ubj'ecl matc;hing program w.~s conducted in compliance with the. existing 
compuler mµtching agreement between the pa~tiesi and (2) the su}Jjec.t matching prognim 
will continue without uny chang~ for an additional 12 months, $llbject to the approval of 
the Dat~ Integrity Board of the So9ial Security Ad.mihistmtion. 

Di?na S. Dooley, S~cret~ry 

Duto ~ 3<>, 1if) l 3 
~ 
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CCC-307 

CERTIFICATION 
I, the official named below, CERTIFY UNDER PENALTY OF PERJURYthatiam duly 
autlwrize.d to legally bind the prospective Contractor to the clause(s) listed b!?loW. This 
certification is made under the laws of the State of California. 

Contractor!BidderFirm Name (Printed) Federal ID Number 

By (Authorized Signature) 
-

Printed Name and Title of Person Signing 

.. 

Date Executed I Exe':"ted in ihe C,,unty of 

CONTMCTOR CERTIFICA'i'ION CLAUSES 
1. STATEMENT OF COMPLIANCE: Contractor has, unless ex.empted, complied with 
the nondiscrimination program requirements. (Gov. Code § 12990 (a~.f) and CCR, Title 2, 
Section 8103) (Not applicablet()public entities) 

2. DRUG"FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug~Ftee Workpla~e Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement.notifying employees that unlawful mantifacture. distribution1 

dispensation:; possessfon or use .of a controlled substance is prohibited and specifying 
actions, to be taken .against employees for violations. 

b. Establish a Drug-Fre.e Awatenes~ Prqgram_to i:Qfonn employees ~out: 

1) the dangers of dtUg .abU$e fu the workplace; 
2) the person's or organization's policy of maintaining a drug,. free work:J)lace; 
3) any available oounseling~ rehabilitation and employee assistance programs; and; 
4) penalties that 111ay be imposed upon employees. for drug abuse violations. 

c. Every employee who works on the proposed Agreement will: 

1) receive a copy oft11e company's drug-free workplace policy statement; and, 
2) agree to abide by the teni1s ofthe compauys statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspei;ision of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department determines that any of the 
following has uccurred: the Contractor has made false certificatio~ or violated the 
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certification by failing to carry out the requirements as noted above. '(Gov. Code §8350 et 
seq.) 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final 1:111appeal~b1~ finding 0.f eo~tempt of court.PY a F¥d~al 

· court has been "issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply with an order of~ Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code § 10296) (Not applicable to public entities,) 

4. c·ONTRACTS FOR LEGAL SERVICES $50,000 OR MbRE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the: 
requirements ofS'ection 6072 of the Business and Professions Code, effective January l~ 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number ofhotl.rs of· 
pro bono legal services during each y~ar ofthe contract equal to the lessor of30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period ofless than a full 
year ofl 0% ofits contract with the State .. 

Failure to" make a good faith effort may be cause for non-renewal ·of'a State 'contract for 
legal services, and may be taken into account when determi~g the award of future 
contracts with the State for legal services. 

5. EXP ATRIA TE CORPORATIONS: Contractor hereby.declates that ifis not-an 
expatriate corporation or subsidiary ofan expatriate corporation within the meaning:of 
Public .Contract Code Section 10286 and 10286.1, and is eligible to co~tract with the. 
State of Californil:). . . 

6: SWEATFREE CODE OF CONDUCT: 

a. All Contractors contracting for the proc~ement or I~(lering ·of apparel, gannents or 
corresponding accessories, or the procurement of-equipment, materials, or-$tipplies, other 
than procurement related ~o a public works contract; .declare under penalty of perjury that 
no apparel, garments or corresponding accessories, ~pmcmt, materials, or supplie$ 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forc~d labor, conviet labor, fudentured labor under pe.ti~l 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor~ or 
with the benefit of sweatshop labor, forced labor, convict labo~, iridentured labor under 
penal sanction, abusfve forms of child labor or exploitation of children in sweatshop 
labor. The contractor further deplares Ul.lder penalty of perj"Qry that they ad]fere to the 
Sweatfree Code of Conduct ~ set forth on the California Department of Industrial 
Relations website located. at www.dir.ca. gov; and Public Contract Code. Section 6108.~ 

b. The contractor agrees to cooperate fully in providing reasonabfo access to th~ 
contractor~ s records, documents, agents or employees; or premises if reasonably t(lq_uired 
by authorized officials of the contracting agency, the Department of Industrial Relations" 
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or the Department of Justice to detennine the contractor's compliance with the 
requirements underparagraph{a). 

7. DOMESTIC PARTNERS: For contracts over $.l00,000 executed or amended after 
January 1; 2007, the contractor certifies that contractor is in compliance with Public 
Con~act Code sectkm 10295.3. 

l>OING BUSINESS WITH THE STATE OF CALIFORNIA 

The folloWing laW's apply ta persons ·or entities dofug.busin:ess with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following proVisions 
regarding current or former state employees: If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be c.ontacte<l hmnediately for clarification. 

· Current State Employees (Pub, Contract Code §10410): 

1). No .officer or employee shall.engage in any·employnien~ activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or'fu.ri,ded by any state agency, unless the employment, activity or 
enterprise is required as a condition of regular state employment .. 

2). No officer or employee shall contract on his or her own behalf as an in.dependent 
contni.ctor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code § 10411 ): 

1 ). Fdr the two~year. period from the date he or She ieft state empfoyment no fonner state 
officer or employee may enter into a contrl,').Ct in which he or she engaged in any Of the 
negotiations, transactions, planning, arrang6ilents or any part of the decision-making 
process relevant to the contracf while employed in any capacity by any state agency; 

2). For the twelve-month period from the date he or she left state· employment, n:o former 
state officer or· employee may enter into a contract with any state agency if he or she was 
employed by that state· agency in a policy;. making position in the same general stibject 
area as the proposed contract within the 12~month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragtaphs, such' action by Contractor shall 
render this Agreement void. (Pub. Contract Code §10420) 

Members of boards and·comm:issions are ex: empt from· this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code § 1043 0 ( e)) 

2. LABOR CODE/WORKERS' COMPENSAT!ON: Contract6r needs to be aware of the 
provisions which require· every employer to be insured against liability for Worker1s 
Compensation or to undertake self~insurance in ac·cordance with the provisions, and 
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Contractor a:ffinns to comply with such p,rovisions before commencing the perfotrnance 
of the work of this :Agreement. (Labor Code Section 3700) ' 

3. AMERICANS WJTH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans wi1;h Disabilities Act (APA) pf 1990, wliich prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines lSSll;ed pursuant to the ADA. (42 u.s.c. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is required fQ change th~ 
Cofl:tractor's narrie as listed on this Agreement. Upon receipt oflegru documentation of 
the name change the State will process the amendment.· Payment of invoices presented 
with a new name cannot be paid prior to ~pproval of said amendment. 

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA~ 

a, When agreements are to be performed in the statQ by corp~rations; fue contracting 
agencies will be verifying 'that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due to the state are fulfilled .• 

b. "Doing busmess,i is defined in R&TC Section 23101 as actively engaging m any 
transaction for the purpose of. financial or peciml.ary g~ or profit Although there are 
some statutory ex,ceptions to taxation, rarely will a corporate. contractor performing 
within the state not be subject to the franchise tax:. · 

c. Both domestic and foreign corporations (thosf;'I incorporated outside of Cali.fomia) must 
qe in good standing in order to be qualified to do 'business .in California. Ag~n~i.~ will 
detemtlne whether a corporation is in good standing by calling the Office or the Secretary 
of State. 

6. RESOLUTION:. A county, city, district, or other local public body u;iustpi:ovjde the 
State with a copy of a resolution. order, rhotion, or ordinance' of the local goverriing body 
which by .law has authority_ to .. enter into an agreement,. authorizing execµtion of the. 
agreement. · · 

7. AIR OR WATER POLLUTION VIOLATION; Undeir the State laws. the Contractor 
shall not be.: (1) in Yiolation c_>f any:otderotresolution-notSUbj¢¢.t·to revi~W promulgated 
by the State Air Resources. Board or an air pollution control district; (2) subject to ce~e 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for v.iol ation of waste discharge requirements or discharge prohibitions;· or (3) 
finally detennined to be in violation qf provisions of fedei;al law relating to air or water 
pollutio:n. . ' · · 

8. PA YEE DATA RECORD FORM STD. 204: This form must be completed by all 
contractors that are not another state agency or other governmental entity. 

S:\ADMIN\HOMEPA.GE\CCC\GCC.:.307.doc. 
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FisL-al Management and Accountability Br -...i1ch (FMAB) Effective. Oclober14. ~Q14 

County Assignment Listing 

County Name Analyst Name County Name . Analyst Name County Name Analyst Name 
Alameda Susan Munoz Madera Valerie Ludinoton SanJoaauin Shirlev Rath 
Alpine Anita Valdivia Marin Brad Watson San Luis Obisoo Xervlle Almoiuela 
Amador Shirlev Rath· Marioosa ElvMunoz San Mateo Julie Munoz: . 
Butte Jeff Traonell Mendocino Shirlev Rath Santa Barbara Ely Muno:z. 
Calaveras Jarrett Davis Merced Scott Oros Santa Clara Tamara Martfeld 
Colusa Jeff Traonell Modoc Scott Oros Santacruz Jar.rett Davis 
Contra Costa Shirlev Rath Mono Valerie· Ludirn:iton Shasta Brad Watson 
Del Norte Irma Nieves Monterev Xervlle Almoiuela Sierra Scott Oros 
El Dorado Anita Valdivia Napa Valerie Ludinqfon Siskivou Tamara Martfeld 
Fresno Susan Munoz; Nevada irmaNieves Solano Tamara Martfeld 
Glenn Irma Nievei; Oranae Inna Nieves Sonoma Tamara Martfeld 
Humboldt Susan Munoz Placer LeslieFona Stanislaus Shirlev Rath 
Imperial· Anita Valdivia Plumas sradWatson · Sutter~Yuba Julie Munoz 
lnvo ElvMunoz Riverside Anita Valdivia Tehama Xer\ille Almoiuela 
Kern Scott Oros Sacramento Tamara Martfeld Trinitv Tamara Martfeld 
Ki nos Anita Valdivia San Benito Brad Watson Tulare Susan Munoz 
Lake Jeff Traonell San Bernardino Susan Munoz Tuolumne Julie Munoz 
Lassen Leslie Fona San Dteao Jarrett Davis Ventura Jarrett Davis 
Los Angeles Brad· Watson Sail Francisco Valerie Ludington· Yolo Susan Munoz 

Supervisor: Susan Heavens Superviser: Mike Reeves ··Supervisor: Francine Manas· 
(916 445-0323 (916 327-488$• (916) 322-4847 

Jeff Trapnell (916 323-1819 Brad Watson (916 327-8342 Les!ieFonQ (916) 323-1815 
Susan Munoz (916 322-8043· Shirley Rath (916 327-9501 Ely Munoz. (916). 323-.-1810 

Tamara Martfeld {916 445-7438 Julie Munoz (916 323-1817 Xerylle Almojuela (916) 327-9882 
Jarrett Davis · (916 J 324-7228 Anita Valdivia (916) 327-4884 Valerie Ludinoton (916) 322~1947 

Vacant" · Scott Oros (916) 324-0235 Vacant 
" Vacant. 

Branch Chieft Susan King 
(916 323-6698 

Irma Nieves (916) 323-2087 
Rosie Porraz 1 {916) 324-r3077 



• 
' 

888 


