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FILE NO. 160147 RESOLUTION NO.

[Contract Agreement - State Department of Health Care Services - Substance Use Disorder
Services - FYs 2014-2017 - $47,586,924] :

Resolution retroactively authorizing the San Francisco Department of Public Health,
Behavioral Health Services, to enter into an amended multi-year contract for substance
use disorder services with the State Department of Health Care Services, in the amount
of $47,586,924 for the term of July 1, 2014, through June 30, 2017; and authorizing and
designating the Department of Public Health County Alcoho! and Drug Administrator to
sign said Agreement and to approve amendments for less than 10% of the contracted

amount.

WHEREAS, The San Francisco Department of Public Health .(DPH) provides
substance use disorder §ervices for Medi-Cal beneficiaries; and

WHEREAS, Oversight of these substance use disorder.services is provided by the
DPH County Alcohol and Drug Program Administrator within DPH's Behavioral Health
Services branch (DPH-BHS); and

WHEREAS,. The California Department of Health Care Services (DHCS) is responsible
for the administration of Medi-Cal seryices contracts; and '

WHEREAS, On February 8, 2016, DCHS forwarded to the San Francisco Alcohol and
Drug Program Administrator a Multi-Year Contract for Substance Use Disorder Services for
the term of July 1, 2014, through June 30, 2017, in the amount of $47,586,924 (Agreement);
and

WHEREAS, DCHS requests the Agreement be signed by the Board of Supervisors or

their designee and submitted by the close of business on April 15, 2016; and

Department of Public Health : . _
BOARD OF SUPERVISORS Page 1
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WHEREAS, DCHS reqUires a resolution, board minutes, order, motion, or ordinance
from the Board of Supervisors that specifically approves and authorizes the execution of the
Agreement; and |

WHEREAS, The Agreement includes a hold harmless clause, which provides that the
City will hold the State harmiess form (1) and claims and losses resulting to contractors,
subcontractofs, individuals, firms, and corporations furnishing or supplying work services,

materials, or supplies in connection to the performance of this contract, and (2) any claims

~ and losses resulting to any person, firm, or corporation who may be injured or damaged in

connection to the City's performance of this contract; now, therefore be it
. RESOLVED, That DPH-BHS is hereby retroactively authorized to enter into a FYs

2014-2017 Substance Use Disorder Services Contract with DCHS for the term of July 1,
2014, through June 30, 2017, in the amouﬁt of $47,586,924; and, be it

FURTHER RESOLVED, That said Agreement shall include an indemnification of the
State of California as set forth above; and, be it .

FURTHER RESOLVED, That the DPH County Alcohol and Drﬁg program Administrator
is hereby authorized and designated by the Board of Supervisors to sign said Agreement and

to approve Agreement amendments for less that ten percent (10%) of the contracted amount.

RECOMMENDED:

Barbara A. Garcia, MPA
Director of Health

Department of Public Health
BOARD OF SUPERVISORS , Page 2|
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BUDGET AND FINANCE SUB-COMMITTEE MEETING : . MARCH 23, 2016

ltem 4 A Department:
-File 16-0147 Department of Public Health (DPH)

Legislative Objectives

e The proposed resolution would retroactively authorize the second amendment to the
contract between the City and County of San Francisco and the California Department of
Health Care Services for Department of Public Health (DPH) to accept State funding for
substance abuse disorder services. The amendment increases the allocation of State funds
to DPH in FY 2015-16 by a net amount of $7,215,023, from $11,083,342 to $18,298,365,
thereby increasing the total contract not-to-exceed amount by $7,215,023, from
$40,371,901 to $47,586,924. '

Key Points

* In February 2015, the Board of Supervisors approved the contract between DPH and
DHCS, authorizing DPH to accept funding from DHCS for substance abuse services. The
agreement was for three years, retroactive to July 1, 2014 through June 30, 2017, for an
amount of $33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY
2014-15. In September 2015, the Board of Supervisors approved an amendment to the
contract which retroactively increased the allocation of funds in FY 2014-15 by
$7,121,875, from $11,083,342 to $18,205,217, thereby increasing the total contract not-
to-exceed amount by $7,121,875 from $33,250,026 to $40,371,901.

e Increased funding under the proposed amendment is primarily related to the federal and
State share of Drug-Medi-Cal services, due to the expansion of eligibility for Medi-Cal, a
public health insurance program for low-income Californians, which went into effect in
2014 under the Affordable Care Act. The federal government pays for 100 percent of the
services provided to the new Medi-Cal beneficiaries, and DPH is reimbursed for the
services by DHCS. '

Fiscal Impact

e DPH’s total FY 2015-16 budget for substance abuse disorder services is $68,671,040,
including the $18,298,365 from DHCS under the subject contract.

e Funding to support the DHCS contract is subject to appropriation by the State and federal
governments, and is not guaranteed for any future years. Any reductions to these
amounts by the State and federal governments would require supplemental funding from
the City’s General Fund or a reduction in substance abuse services.

Recommendation

* Approve the proposed resolution.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
. 11
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BUDGET AND FINANCE SUB-COMMITTEE MEETING : MARCH 23, 2016

MANDATE STATEMENT v

City Charter Section 9.118(a) states that contracts entered into by a department, board, or
commission that (i) have anticipated revenues of $1 million or more, or (ii) have anticipated
revenues of $1 million or more and require modifications, are subject to Board of Supervisors
approval.

BACKGROUND ) '

Under California State law, San Francisco is reimbursed by the California Department of Health
Care Services (DHCS) for some of the County’s costs to provide substance abuse services. In
order to receive this reimbursement, the City and County of San Francisco (City) must enter into
a multi-year contract with the State for substance abuse disorder services. This -contract is a
combined agreement that includes (a) pass-through funding from the State and federal
governments for Drug Medi-Cal services, and (b) the federal Substance Abuse Prevention and
Treatment (SAPT) block grant.

The Department of Public Health (DPH) Community Behavioral Health Services currently funds
approximately 100 different substance abuse treatment and prevention programs provided by
45 non-profit organizations. The City negotiates with the State to determine rates for different
types of substance abuse services, and these rates are then incorporated into the multi-year
contract between the State and the City.

In February 2015, the Board of Supervisors approved the contract between. DPH and DHCS,
authorizing DPH to accept funding from DHCS for substance abuse services. The agreement was
for three years, retroactive to July 1, 2014 through June 30, 2017, for an amount of
$33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY 2014-15. In
September 2015, the Board of Supervisors approved an amendment to the contract which
retroactively increased the allocation of funds in FY 2014-15 by $7,121,875, from $11,083,342
to $18,205,217, thereby increasing the total contract not-to-exceed amount by $7,121,875
from $33,250,026 to $40,371,901.

DETAILS OF PROPOSED LEGISLATION

The proposed resolution would retroacfively authorize the second amendment to the contract
between the City and DHCS for DPH to accept State funding for substance abuse disorder
services. The amendment increases the allocation of State funds to DPH in FY 2015-16 by a net
amount of $7,215,023, from $11,083,342 to $18,298,365, thereby increasing the total contract
not-to-exceed amount by $7,215,023, from $40,371,901 to $47,586,924.

The increased funding is primarily related to the federal and State share of Drug-Medi-Cal
services, due to the expansion of eligibility for Medi-Cal, a public health insurance program for
low-income Californians, which went into effect in 2014 under the Affordable Care Act. The
federal government pays for 100 percent of the services provided to the new Medi-Cal
beneficiaries, and DPH is reimbursed for the services by DHCS.

In addition, the proposed amendment reduces funding for the HIV set aside funded by the

federal Substance Abuse Prevention and Treatment (SAPT) Block Grant based on the federal

SAN FRANCISCO BOARD OF SUPERVISORS . BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE SUB-COMMITTEE MIEETING MARCH 23, 2016

formula for these funds.! Table 1 below shows the changes in funding under the proposed
amendment. '

Table 1: Changes in Funding for FY 2015-16 for the
DHCS Substance Abuse Disorder Services Contract

. " Original Proposed
Funding Source Congtract Ame:dment Change
Drug Medi-Cal Federal Share

Non-Perinatal Federal Share $673,803  $7,795,678 $7,121,875

Perinatal Federal Share 70,659 70,659 -
Subtotal 5744,462 ) 7,866,337 57,121,875
Drug Medi-Cal California Share :

Drug Medi-Cal State General Fund $490,930 $793,479 $302,549
Subtotal 5490,930 §793,479 302,549
SAPT Block Grant

Discretionary 65,598,040  $5,598,511 $471

Prevention Set-Aside 2,184,472 2,184,472 -

HIV Set Aside 1,363,953 1,154,552 (209,401)

Adolescent/Youth 368,182 367,824 (358)

Perinatal 303,303 303,190 (113)

Friday Night Live/Club Live 30,000 30,000 -
Subtotal $9,847,950  $9,638,549  (5209,401)
Grand Total $11,083,342 $18,298,365 $7,215,023

DPH would continue to subcontract with community-based non-profit organizations to deliver
substance abuse disorder services through this amended contract. The following services would
be delivered through this amended contract:

1. Outpatient drug-free treatment;
Narcotic replacement therapy;
_ Naltrexone treatment;
Intensive Outpatient Treatment; and
Perinatal Residential Substahce Abuse Services.

kW

The proposed resolution also allows DPH to approve future amendments to the subject
contract for less than 10 percent of the contracted amount, or for approximately up to
$4,758,692, without further Board of Supervisors approval. The Board of Supervisors previously
authorized DPH to approve future amendments to the contract for less than 10 percent of the
contracted amount without further Board of Supervisors approval when the Board of
Supervisors approved the first amendment to the contract in September 2015 (File 15-0785).

! The allocation for HIV Set Aside has been reduced because San Francisco now represents a smaller percentage of
the State's new cases compared to previous years. According to Mr. Jim Stillwell, Analyst at DPH, the State of
California no longer meets the criteria which require an allocation of funds to be used specifically for HIV services.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE SUB-COMMITTEE MEETING ’ . MarcH 23, 2016

The contract is being amended for retroactivity to reflect the fact that the State is encumbering
additional funds for this contract after July 1, 2014, the original start date of the contract.

FISCAL IMPACT '

DPH'’s total FY 2015-16 budget for substance abuse disorder services is $68,671,040, including
the $18,298,365 from DHCS under the subject contract. Table 2 below shows total sources of
)funds for DPH FY 2015-16 substance abuse disorder services.

Table 2: Source of Funds for DPH Substance Abuse Disorder Services FY 2015-16

Funding Source Amount

DHCS Contract {Subject of Proposed Resolution)

Federal SAPT Block Grant $9,638,549

Drug Medi-Cal Federal Share 7,866,337

Drug Medi-Cal California State General Fund 793,479
Subtotal, DHCS Contract (see Table 1) $18,298,365
Other State and Federal Funds

Public Safety Realignment Funds $9,261,468

Grant and Project Funds : 1,125,453
Subtotal, Other State and Federal Funds 510,386,921
City and County of San Francisco Funds

City General Fund : $37,210,159
" Work Order Funds 2,775,595

Subtotal, City and County of San Francisco Funds 539,985,754
Total Substance Abuse Disorder Services Funds  $68,671,040

Funding to support the DHCS contract is subject to appropriation by the State and federal
governments, and is not guaranteed for any future years. Any reductions to these amounts by
the State and federal governments would require supplemental funding from the City’s General
Fund or a reduction in substance abuse services.

RECOMMENDATION

Approve the proposed resolution.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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City and County of San " 1incisco [ partment of Public Health |

Edwin M. Lee Barbara A. Garcia, MPA
Mayor Director of Health

February 22, 2016

Angela Calvillo, Clerk of the Board

Board of Supervisors

1 Dr. Carlton B Goodlett Place, Room 244
San Francisco, CA 94102-4689

Dear Ms. Calvillo:

Attached please find an original and one copy of a proposed resolution for Board of

Supervisors approval, which is intended to approve a retroactive Substance Use Disorder
Services contract from California Department of Health Care Services.

The following is a list of accompanying documents:

Memo which provides background information on contract.

» Resolution retroactively authorizing San Francisco Department of Public Health,
Behavioral Health Services to enter in an amended Multi-Year contract agreement

with State of California Department of Health Care for the term of July 1, 2014
through June 30, 2017 in the amount of $47,586,924.

Contract amendment between California Department of Health Care Services

Contract and San Francisco Department of Public Health Behavioral Health Care
Services. '

The following persons may be contacted regarding this matter: Judith Mértin, Deputy

Medical Director Substance Use Disorders at 415-255-3601 or Jim Stillwell, Analyst, at
415-596-5750.

Sincerely,

. o
. M ,,T—J-
71
-~ (o]
3 3
@/ ' |

Barbara A. Garcia, MPA
Director of Health
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City and County of San Francisco Department of Public Health

Edwin M. Lee Barbara A. Garcia, MPA
Mayor Director of Health
TO: Angela Calvillo, Clerk of the Board of Supervisors
FROM: Colleen Chawla, Director of Policy and Planning
Deputy Director of Health :

THROUGH: Barbara A. Garcia, MPA
: Director of Health

DATE: February 22, 2016

SUBJECT:  California Department of Healthcare Services Contract amendments A0-2 and
A-03 for Substance Use Disorder Services for FY 2014-17 Contract # 14-90096

Purpose of this memorandum:

This memorandum provides an explanation of the Amendments A-02 and A-03 to the
Substance use Disorder Services (SUDS) 2014-17 Multi-year Contract between San
Francisco and the California Department of Health Care Services (DHCS), a contract that is
handled by the San Francisco Department of Public Health, Behavioral Health Services.
The previous contract was approved by the Board of Supervisors in September 2015 (File
No. 150785). :

Changes from previous (original) version of this contract:

A-02 Amendment:

The Department of Healthcare Services (DHCS) has issued a $7,215,023 amendment to
this contract consisting primarily of an increase of $7,121,875 Drug Medi-Cal Federal Share
to FY 2014-15. This amendment increases the entire contract from $40,371,901 to
$47,586,924. The DCHS has known since July, 2014, that an increase of this magnitude
would be required, but waited until the middle of the fiscal year to make the change,
presumably to avoid having to make multiple changes as a better estimate of the final
liability became available.

Other changes to the contract are:
1) State General Fund $302,549 local match addition for Residential Treatment,
‘which is newly D/MC billable; '
2) $209,401 HIV+ Set-Aside reduction, formula is driven by case rate;
3) Discretionary fund increase of $471; Adolescent decrease of $358; and Perinatal
decrease of $113. The three small changes have an intentional net zero balance.

A-03 Amendment: ,

DHCS has further issued an Amendment A-03 fo the 2014-17 contract. The purpose of the
A-03 amendment is to update contract language, DHCS section names, DHCS section
contact information, and provide updated references to federal and state regulations. In
several places DHCS has included language to clarify specific regulations. None of the

(415) 554-2600 101 Gro%d 8treet San Francisco, CA 94102-4593



City and County of San Francisco Department of Public Health

Edwin M. Lee Barbara A. Garcia, MPA
Mayor : Director of Health

changes represent any change in either federal or California regulations, nor do they’
impose any new duties or restrictions on the county.

Mandatory nature, and type of contract:

» This is a mandatory contract between the State and each California County. The contract
includes federal pass-through dollars (Substance Abuse Prevention and Treatment Block
Grant, or SAPT grant). It is also the payment mechanism for Drug Medi-Cal Services.

» This is not a budget document, and does not interfere with the usual budget process. The
contract includes terms and conditions for budgeted, allocated and fee for service items.

Retroactivity:

Retroactivity of this contract only refers to the fact that the State is encumbering additional
Federal Medicaid Funds to this contract after July 1, 2014, the original start date of the
contract. This is done to assure the adequacy of the contract to reimburse all the services
billed by The City and County. Contract Amendment A-02 covers services the County has
been providing since July of 2014.

(415) 554-2600 101 Grpyg Street San Francisco, CA 94102-4593



BHC S State of California—Health and Human Services Agency

g% - Department of Health Care Services

JENNIFER KENT EDMUND G. BROWN JR.
DIRECTOR GOVERNOR
DATE: February 8, 2016
TO: San Francisco Gounty Alcohol and Drug Program Administrator
Contract # 14-80096 A03

SUBJECT:  ‘Transmittal of the Multi-Year Coniract Amendment for Substance Use Disorder
' ~ Services for Fiscal Years 2014-15 through 2016-17

Enclosed for signature is the multi-year contract amendment for Bubstance Usé Disorder (SUD)
services for Fiscal Year (FY) 2014-15 through FY 2016-17.

The contract mustbe signed by the Gounty Board of Supervisors or their designee and returned
‘to the Départment of Health Care Services (DHCS) by close of business April 15, 2016.

The requirements for processing the enclosed multi-year contract amendment include the
following: N ’

> Obtain a resolution, approved board minutes, order, motion, or ordinance from your
County Board of Supervasors which specifically dpproves and authorizes exetution of
this contract.

> Have the individual authorized by the GCounty Board of Supervisors sign five (5) Standard
Agreements (STD Form 213A). Pleasé confirm the printed name, title, and address are
accurate. If they are not, please cross out and replace-to the right side of the riame
and/or address (ensuring all written information is legible).

> Return the following to DHCS:

o One {1) Copy of resolution, approved board minutes, order, metien, or ordinance
(or authority documentation if signed by someone other than BOS).

o Five (5) original signed Standard Agreements (must provide wet signatures only,
signature stamps are not an acceptable form of signature).

o One (1) Original signed CCC-307 (Contractor Certification Clause) with same
signatory whom is authorized to sign the STD 213As. Original signature will only
be accepted, no stamps or seals.

o Five (5) fully printed copies of each of the following exhibits:

= Exhibit A A2 —- Scope of Work

»  Exhibit A Attachment ] A2 — Program Specifications

» Exhibit B A2 - Budget Detail and Payment Provisions

» Exhibit E A1 — Additional Provisions

» Exhibit G, Attachment | A1 — Social Security Administration Agreement .

SUD PTRSD, MS 2624
P.0O. Box 8997413, Sacramenio, CA 95899-7413
Phone: (316) 324-5439 Fax (916) 323-1176
Internet Address: rgpzlngw.DHCS.ca..gov




Transmittal Letter of Contract # 14-90096 A03
Page 2

> Send to either;

Regular Mail Overnight Mail
Department of Health Care Services Department of Health Care Services
ATTN: Robert Strom ‘ ATTN: Robert Strom

SUD PTRS Division ~ SUD PTRS Division, MS 2624
P.0. Box 997413, MS 2624 ' 1500 Capitol Ave.
Sagramento, CA 95899-7413 . _Sacramento, CA 95814

> Retain a.copy of the signed Standard Agreement and the documents as outlined in the
Standard Agreement (copies enclosed) as a temporary record until such time you,
receive a copy of the executed contract amendment

Upon DHCS's receipt of the signed Standard Agreements, authority docurnentation (including
all enclosed exhibits) the contract will be processéd and &n original signed copy will be returned
for your records with all related contractual documents.

This contract will be valid and enforceable subject to authorization and appropriation of sufficient
furids to DHCS's budget authonty if sufficient authorization and appropriation of funds to
DHCS's budget authority is dénied, a reduction of fuids will be made to your contract.

We appreciate working with you. If you have any questions, please contact Michael Reeves at
(916) 327-2696, or Robert Strom at (916) 327-2699. :

Sincerely,

Q%WV]MM

Robert Maus, Chief
Program Support and Grants Management Brangh
SUD Preventron Treatment and Recovery Services Division

Enclosures include:

Standard Agreement (Ferm 213A)

Standard Agreement Page 2 (Form 213A)

Exhibit A A2 — Scope of Work

Exhibit A Attachment | A2 - Program Spegifications

Exhibit B A2 - Budget Detail and Paymént Provisions

Exhibit E A1 — Additional Provisions

Exhibit G, Attachment | A1 — Social Security Administration Agreement
CLCC-307 — Contractors Certification Clause

VY VVYYVYYVYWVY
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STATE OF CALIFORNIA

STANDARD AGREEMENT AMENDMENT

STD. 213A_DHCS (Rev. 03/15)

X] Check here if additional pages are added: 139 Page(s)

Agreement Number Amendment Number
14-90096 A03
Registration Number:

1. This Agreement is entered into between the State Agency and Contractor named below:

State Agency’s Name
Department of Health Care Services

(Also known as DHCS, CDHS, DHS or the State)

Contractor's Name
County of San Francisco

(Also referred to as Contractor)

2.  The term of this Agreementis:  July 1, 2014

through  June 30, 2017

3.  The maximum amount of this $ 47,586,924 -

Agreement after this amendment is: Forty Seven Million, Five Hundred Eighty Six Thousand, Nine Hundred Twenty Four Dollars

4.  The parties mutually agree to this amendment as follows. All actions noted below are by this reference made a part

of the Agreement and incorporated herein:

. Amendment effective date: July 1, 2016

il.  Purpose of amendment: This amendment modifies the terms and conditions as outlined in the original

contract.

Ill. Certain changes made in this amendment are shown as: Text additions are displayéd in bold and underline.
Text deletions are displayed as strike through text (i.e., Steke).

(Continued on next page)

All other terms and conditions shall remain the same.

IN WITNESS WHEREOQF, this Agreement has been executed by the parties hereto.

CONTRACTOR

Contractor's Namie (If other than an individual, state whether a corporation, partnership, efc.)
County of San Francisco '

&

By(Authorized Signature) . Date Signed (Do not type)

Printed Name and Title of Person Signing

Judith Martin, Director

Address
1380 Howard Street, Room 221
San Francisco, CA 94103

STATE OF CALIFORNIA

Agency Name
Department of Health Care Services

By (Authorized Signature) Date Signed (Do not iype)-

&

Printed Name and Title of Person Signing
Don Rodriguez, Chief, Contract Management Unit

Address

1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413,

Sacramento, CA 95899-7413

CALIFORNIA
Department of General Services
Use Only

Exempt per: DGS memo dated
07/10/96 and Welfare and Institutions
Code 14087.4

5217
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Iv.

V1.

VL.

VI

County of San Francisco
#14-90096 A03

STD 213A

Page 20of 2

Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add
the following revised exhibit.

Exhibit A A2— Scope of Work (2 pages)

All references to Exhibit A A1, in any exhibit incorporated into this agreement shall
hereinafter be deemed to read Exhibit A A2. Exhibit A A1 is hereby replaced in its entirety
by the attached revised exhibit.

Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add
the following revised .exhibit.

Exhibit A Attachment | A2 — Program Specifications (42 pages)

All references to Exhibit A Attachment | A1, in any exhibit incorporated into this agreement
shall hereinafter be deemed to read Exhibit A Attachment | A2. Exhibit A Attachment | A1
is hereby replaced in its entirety by the attached revised exhibit.

Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add
the following revised exhibit.

Exhibit B A2 — Budget Detail and Payment Provisions (20 pages)
All references to Exhibit B A1, in any exhibit incorporated into this agreement shall

hereinafter be deemed to read Exhibit B A2. Exhibit B A1 is hereby replaced in its entirety
by the attached revised exhibit.

Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add
the following revised exhibit.

Exhibit E A1 — Additional Provisions (4 pages)
All references to Exhibit E, in any exhibit incorporated into this agreement shall hereinafter
be deemed to read Exhibit E A1. Exhibit E is hereby replaced in its entirety by the attached

revised exhibit.

Paragraph 4 (incorporated exhibits) on the face of the STD 213 is amended to add the
following revised exhibit: :

Exhibit G, Attachment | A1— Social Security Administration Agreement (70 pages)
All references to Exhibit G Attachment |, in any exhibit incorporated into this agreement

shall hereinafter be deemed to read Exhibit G, Attachment A1. Exhibit G, Attachment is
hereby replaced in its entirety by the attached revised exhibit.

IX. All other terms and conditions shall remain‘the same.

529
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County Contract

County of San Francisco
#14-90096 A03

Exhibit A, Attachment | A2

Exhibit A, Attachment 1 A2
Program Specifications

Part | - General

Additional Contract Restrictions

This Contract is subject to any additional restrictions, limitations, or conditions enacted by
the Congress, or any statute enacted by the Congress, which may affect the provisions,
terms, or funding of this Contract in any manner.

Nullification of Drug Medi-Cal (DMC) Treatment Program substance use disorder services
(if applicable)

The parties agree that if the Contractor fails to comply with the provisions of Welfare and
Institutions Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program
substance use disorder services shall be null and void and severed from the remainder of
this Contract.

In the event the Drug Medi-Cal Treatment Program Services component of this Contract
becomes null and void, an updated Exhibit B, Attachment | A2 | will take effect reflecting the
removal of federal Medicaid funds and DMC State General Funds from this Contract. All
other requirements and conditions of this Contract will remain in effect until amended or
terminated.

Hatch Act

Contractor agrees to comply with the provisions of the Hatch Act (Title 5§ USC, Sections
1501-1508), which limit the political activities of employees whose principal employment
activities are funded in whole or in part with federal funds.

No Unlawful Use or Unlawful Use Messages Regarding Drugs

Contractor agrees that information produced through these funds, and which pertains to
drugs and alcohol - related programs, shall contain a clearly written statement that there -
shall be no unlawful use of drugs or alcohol associated with the program. Additionally, no
aspect of a drug or alcohol - related program shall include any message on the responsible
use, if the use is unlawful, of drugs or alcohol (HSC Section 11999-11999.3). By signing
this Contract, Contractor agrees that it will enforce, and will require its Subcontractors to
enforce, these requirements.

Page 10f42
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County Contract

County of San Francisco
#14-90096 A03

Exhibit A, Attachment | A2

Noncompliance with Reporting Requirements

Contractor agrees that the State has the right to withhold payments until Contractor has
submitted any required data and reports to the State, as identified in Exhibit A, Attachment |
A4, Part lll — Reporting Requirements, or as identified in Document 1F(a), Reporting
Requirements Matrix for Counties.

Limitation on Use of Funds for Promotion of Legalization of Controlled Substances

None of the funds made available through this Contract may be used for any activity that
promotes the legalization of any drug or other substance included in Schedule | of Section
202 of the Controlled Substances Act (21 USC 812).

Restrictionlon Distribution of Sterile Needles

No Substance Abuse Prevention and Treatment (SAPT) Block Grant funds made available
through this Contract shall be used to-carry out any program-ef-distributing that includes
the distribution of sterile needles or syringes for the hypodermic injection of any illegal
drug unless the State chooses to implement a demonstration synnge services program for
injecting drug users.

Health Insurance Portability and Accountability Act (HIPAA) of 1996

If any of the work performed under this Contract is subject to the HIPAA, then-Contractor
shall perform the work in compliance with all applicable provisions of HIPAA. As identified
in Exhibit G, the State and County shall cooperate to assure mutual agreement as to those
transactions between them, to which this Provision applies. Refer to Exhibit G for additional
information. ;

1. Trading Partner Requirements

(a) No Changes. Contractor heréby agrees that for the personal health
information (Information), it will not change any definition, data condition or
use of a data element or segment as proscribed in the federal HHS
Transaction Standard Regulation. (45 CFR Part 162.915 (a))

(b)A No Additions. Contractor hereby agrees that for the Information, it will not
add any data elements or segments to the maximum data set as proscribed
in the HHS Transaction Standard Regulation. (45 CFR Part 162.915 (b))

(c) No Unauthorized Uses. Contractor hereby agrees that for the Information, it
will not use any code or data elements that either are marked “not used” in
the HHS Transaction’s Implementation specification or are not in the HHS
Transaction Standard’s implementation specifications. (45 CFR Part
162.915 (c))
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(d) No Changes to Meaning or Intent. Contractor hereby agrees that for the
Information, it will not change the meaning or intent of any of the HHS
Transaction Standard’s implementation specification. (45 CFR Part 162.915

(d))
Concurrence for Test Modifications to HHS Transaction Standards

Contractor agrees and understands that there exists the possibility that the State or
others may request an extension from the uses of a standard in the HHS
Transaction Standards. If this occurs, Contractor agrees that it will participate in
such test modifications.

Adequate Testing

Contractor is responsible to adequately test all business rules appropriate to their
types and specialties. If the Contractor is acting as a clearinghouse for enrolied

_providers, Contractor has obligations to adequately test all business rules
appropriate to each and every provider type and specialty for which they provide
clearinghouse services.

Deficiencies

Contractor agrees to cure transactions, errors or deficiencies identified by the State,
and transactions errors or deficiencies identified by an enrolled provider if the
Contractor is acting as a clearinghouse for that provider. When County is a
clearinghouse, Contractor agrees to properly communicate deficiencies and other
pertinent information regarding electronic transactions to enrolled providers for
which they provide clearinghouse setvices.

Code Set Retention

Both Parties understand and agree to keep open code sets being processed or
used in this Agreement for at least the current billing period or any appeal period,
whichever is longer.

Data Transmission Log

Both Parties shall establish and maintain a Data Transmission Log; which shall
record any and all Data Transmissions taking place between the Parties during the
term of this Contract. Each Party will take necessary and reasonable steps to
ensure that such Data Transmission Logs constitute a current, accurate, complete,
and unaltered record of any and all Data Transmissions between the Parties, and
shall be retained by each Party for no less than twenty-four (24) months following
the date of the Data Transmission. The Data Transmission Log may be maintained
on computer media or other suitable means provided that, if it is necessary to do so,
the information contained in the Data Transmission Log may be retrieved in a timely
manner and presented in readable form. ’
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Nondiscrimination and Institutional Safeguards for Religious Providers

Contractor shall establish such processes and procedures as necessary to comply with the
provisions of Title 42, USC, Section 300x—65 and Title 42, CFR, Part 54, (Reference
Document 1B).

Counselor Certification

Any counselor _or registrant providing intake, assessment of need for services, treatment
or recovery planning, individual or group counseling to participants, patients, or residents in
a DHCS licensed or certified program is required to be certified as defined in Title 9, CCR
Division 4, Chapter 8. (Document 3H)

Cultural and Linguistic Proficiency

To ensure equal access to quality care by diverse populations, each service provider
receiving funds from this contract shall adopt the federal Office of Minority Health Culturally
and Linguistically Appropriate Service (CLAS) national standards (Document 3V).
Intravenous Drug' Use (IVDU) Treatment

Contractor shall ensure that individuals in need of IVDU treatment shall be encouraged to
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23(b} (96.126(e

Ast).
Tuberculosis Treatment
Contractor shall ensure the following related to Tuberculosis (TB):

1. Routinély make available TB services to each individual receiving treatment for
alcohol and other drug use and/or abuse;

2. Reduce barriers to patients’ accepting TB treatment; and,

3. Develop strategies to improve follow-up monitoring, particularly after patients leave
treatment, by disseminating information through educational bulletins and technical
assistance.

. Trafficking Victims Protection Act of 2000

Contractor and its Subcontractors that provide services covered by this Contract shall
comply with Section 106(g) of the Trafficking Victims Protection Act of 2000 as-amended
(22 U.S.C. 7104(q)) as amended by section 1702. For full text of the award term, go to:
http://uscode.house.gov/view.xhtmi?reg=granuleid:USC-prelim-title22-
section7104d&num=0&edition=prelim
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- Tribal Communities and Organizations

Contractor shall regularly assess (e.g. review population information available through
Census, compare to information obtained in CalOMS Treatment to determine whether
population is being reached, survey Tribal representatives for insight in potential barriers)
the substance use service needs of the American Indian/Alaskan Native (Al/AN) population
within the County geographic area and shall engage in regular and meaningful consultation
and collaboration with elected officials of the tribe, Rancheria, or their designee for the
purpose of identifying issues/barriers to service delivery and improvement of the quality,
effectiveness and accessibility of services available to AI/NA communities within the
County.

Participation of County Alcohol and Drug Program Administrators Association of California
and County Behavioral Health Director’s Association of California.

Pursuant to HSC Section 11801(g), the eCounty AOD pProgram aAdministrator shall
participate and represent the eCounty in meetings of the County Alcohol and Drug Program
Administrators Association of California for the purposes of representing the counties in
their relationship with the State with respect to policies, standards, and administration for
alcohol and other drug abuse services. Participation and representation shall also be
provided by the County Behavioral Health Director's Association of California.

Pursuant to HSC Section 11811.5(c), the eCounty AOD pProgram aAdministrator shall
attend any special meetings called by the Director of DHCS. Participation and
representation shall also be provided by the County Behavioral Health Director's
Association of California.

Youth Treatment Guidelines

Contractor will follow the guidelines in Document 1V, incorporated by this reference, “Youth
Treatment Guidelines,” in developing and implementing youth treatment programs funded
under this Exhibit, until such time a new Youth Treatment Guideline are established and
adopted. No formal amendment of this contract is required for new guidelines to-apply be
incorporated into this contract.

Perinatal Services Network Guidelines 2015

Pursuant to 45 CFR 96.124 ((c)(1-3)) the Contractor shall expend the specified

percentage of SAPT Block Grant funds, as calculated by said requlations, on
perinatal services, pregnant women, and women with dependent children each state
fiscal year (SFY). The Contractor shall expend these funds either by establlshlng
new programs or expanding the capacity of existing programs. The Contractor shall
calculate the appropriate amount by using Generally Accepted Accounting Principles

and the composition of the base shall be applied consistently from year fo year. (See
the County Share of SAPT Block Grant Women Services Expenditure Requirement

Exhibit G)

Contractor shall comply with the perinatal program requirements as outlined in the
Perinatal Services Network Guidelines 2015, promulgated pursuant to 45 under CFR
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96.137. The “Perinatal Services Network Guidelines 2015” are attached to this
contract as Document 1G, incorporated by reference, The contractor shall comply
with the "Perinatal Services Network Guidelines 2015" until new Perinatal Services
Network Guidelines are established and adopted. The incorporation of any new
Perinatal Services Network Guidelines into this contract shall not require a formal
amendment.

All SAPT BG-funded Qrog' rams providing treatment services designed for pregnant
women ahd women with dependent children will treat the family as a unit and

therefore will admit both women and their children into treatment services, if
appropriate.

The Contractor must directly provide, or provide a referral for, the following services:

1. Primary medical care for women, including referral for prenatal
care and, while the women are receiving such services, child

care;
2. Primam pediatric care, including immunization, for their
children;

3. Gender specific substance abuse treatment and other

therap_eutlc lnterventlons for women which may address issues

of relationships, sexual and physical abuse and parenting, and
child care while the women are receiving these services;

4. Therapeutic interventions for children in custody of women in
treatment which may, among other things, address their
developmental needs, their issues of sexual and physical abuse,
and neglect; and

5. Sufficient case management and transportation to ensure that
women and their children have access to services.

Restrictions on Grantee Lobbying — Appropriations Act Section 503

No part of any appropriation contained in this Act shall be used, other than for formal and
recognized executive-legislative relationships, for publicity or propaganda purposes, for the
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television,
or video presentation designed to support or defeat legislation pending before the
Congress, except in presentation to the Congress or any State legislative body itself.

No part of any appropriation contained in this Act shall be used to pay the salary or
expenses of any grant or contract recipient, or agent acting during for such recipient,
related to any activity designed to influence legislation or appropriations pending before the
Congress or any State legislature.

Nondiscrimination in Employment and Services
By signing this Contract, Contractor certifies that under the laws of the United States and

the State of California, incorporated into this Contract by reference and made a part hereof
as if set forth in full, Contractor will not unlawfully discriminate against any person.
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Federal Law Requirements:

1.

2.

10.

11.

12.

Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting
discrimination based on race, color, or national origin in federally-funded programs.
Title VIII of the Civil Rights Act of 1968 (42 USC 3601 et seq.) prohibiting
discrimination on the basis of race, color, religion, sex, handicap, familial status or -
national origin in the sale or rental of housing.

Age Discrimination Act of 1975 (45 CFR Part 90), as amended (42 USC Sections
6101 — 6107), which prohibits discrimination on the basis of age,

Age Discrimination in Employment Act (29 CFR Part 1625).

Title | of the Americans with Disabilities Act (29 CFR Part 1630) prohibiting
discrimination against the disabled in employment,

Title 1 of the Americans with Disabilities Act (28 CFR Part 35) prohibiting
discrimination against the disabled by public entities,

Title 1l of the Americans with Disabilities Act (28 CFR Part 36) regarding access.

Section 504 of the Rehabilitation Act of 1973, as amended (29 USC Section 794),
prohibiting discrimination on the basis of-handicap_individuals with disabilities.

Executive Order 11246 (42 USC 2000(e) et seq. and 41 CFR Part 60) regarding
nondiscrimination in employment under federal contracts and construction contracts
greater than $10,000 funded by federal financial assistance,

Executive Order 13166 (67 FR 41455) to improve access to federal services for
those with limited English proficiency.

The Drug Abuse Office and Treatment Act of 1972, as amended, relating to
nondiscrimination on the basis of drug abuse,

The Comprehensive Alcohol Abuse and Alcoholism Prevention, Treatment and
Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating to.nondiscrimination
on the basis of alcohol abuse or alcoholism.

State Law Requirements:

1.

Fair Employment and Housing Act (Government Code Section 12900 et seq.) and
the applicable regulations promulgated thereunder (California Administrative Code,
Title 2, Section 7285.0 et seq.).

Title 2, Division 3, Article 9.5 of the Government Code, commencing with Section
11135.

Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800.
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4. No state or federal funds shall be used by the Contractor or its Subcontractors for
sectarian worship, instruction, or proselytization. No state funds shall be used by
the Contractor or its Subcontractors to provide direct, immediate, or substantial
support to any religious activity.

5. Noncompliance with the requirements of nondiscrimination in services shall
constitute grounds for state to withhold payments under this Contract or terminate
all, or any type, of funding provided hereunder.

M-W. This Contract is subject to any additional restrictions, limitations, or conditions enacted by
the federal or state governments-after that affect the provisions, terms, or funding of this
Contract in any manner.

WEX.  Subcontract Provisions

Contractor shall include all of the foregoing provisions in all of its subcontracts.
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Program Specifications

Part Il — Definitions

Section 1 - General Definitions.

‘The words and terms of this Contract are intended to have their usual meanings unless a particular
- or more limited meaning is associated with their usage pursuant to Division 10.5 of HSC, Section
11750 et seq., and Title 9, CCR, Section 9000 et seq.

A

"Available Capacity" means the total number of units of service (bed days, hours, slots,
etc.) that a Contractor actually makes available in the current fiscal year.

“Contractor” means the county identified in the Standard Agreement or the department
authorized by the County Board of Supervisors to administer substance use disorder
programs. :

“Corrective Action Plan™ (CAP)” means the written plan of action document which the
Contractor or its subcontracted service provider develops and submits to DHCS to address
or correct a deficiency or process that is non-compliant with laws, regulations or standards.

"County" means the county in which the Contractor physically provides covered substance
use treatment services.

“County Realignment Funds” means Behavioral Health Subaccount funds received by
the eCounty as per California Code Section 30025.

“Days” means calendar days, unless otherwise specified.

"Dedicated Capacity” means the historically calculated service capacity, by modality,
adjusted for the projected expansion or reduction in services, which the Contractor agrees
to make available to provide non-Drug Medi-Cal substance use disorder services to
persons eligible for Contractor’s services.

- "Final Allocation" means the amount of funds identified in the last allocation letter issued

by the State for the current fiscal year.

"Final Settlement” means permanent settlement of the Contractor's actual allowable costs

“or expenditures as determined at the time of audit, which shall be completed within three

years of the date the year-end cost settlement report was accepted for interim settlement by
the State. If the audit is not completed within three years, the interim settlement shall be
considered as the final settlement.

"Interim Settlement" means temporary settiement of actual allowable costs or
expenditures reflected in the Contractor’s year-end cost settlement report.
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"Maximum Payable" means the encumbered amount reflected on the Standard
Agreement of this Contract and supported by Exhibit B, Attachment | A2.

"Modality” means those necessary overall general service activities to provide substance
use disorder services as described in Division 10.5 of the HSC.

“Non-Drug Medi-Cal Amount” means the contracted amount of SAPT Block Grant funds
for services agreed to by the State and the Contractor.

"Performance” means providing the dedicated capacity in accordance with Exhibit B,
Attachment | A2, and abiding by the terms of this Exhibit, including all applicable state and
federal statutes, regulations, and standards, including Alcohol and/or Other Drug
Certification Standards (Document 1P), in expending funds for the provision of-alcohel-and
drug substance use services hereunder.

“Preliminary Settlement” means the settlement of only SAPT funding for counties that do
include DMC funding.

"Revenue"” means Contractor's income from sources other than the State allocation.
“Service Area" means the geographical area under Contractor’s jurisdiction.
"Service Element" is the specific type of service performed within the more genefal
service modalities. A list of the service modalities and service elements and service
elements codes is incorporated into this Contract as Document 1H(a) “Service Code
Descriptions”.

“State” means the Department of Health Care Services or DHCS.

"Utilization™ means the total actual units of service used by clients and participants.
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Section 2 — Definitions Sgeciﬁc to Drug Medi-Cal

The words and terms of this Contract are intended to have their usual meaning unless a specific or
more limited meaning is associated with their usage pursuant to the HSC, Title 96, and/or Title 22.
Definitions of covered treatment modalities and services are found in Title 22 (Document 2C) and
are incorporated by this reference.

A

"Administrative Costs" means the Contractor's actual direct costs, as recorded in the
Contractor’s financial records and supported by source documentation, to administer the
program or an activity to provide service to the DMC program. Administrative costs do not
include the cost of treatment or other direct services to the beneficiary. Administrative costs
may include, but are not limited to, the cost of training, programmatic and financial audit
reviews, and activities related to billing. Administrative costs may include Contractor's
overhead per the approved indirect cost rate proposal pursuant to OMB Circular A-87 and
the State Controller's Office Handbook of Cost Plan Procedures.

“Authorization” is the approval process for DMC Services prior to the submission of a
DMC claim.

-"Beneficiary” means a person who: (é) has been determined eligible for Medi-Cal; (b) is

not institutionalized; (c) has a substance-related disorder per the "Diagnostic and Statistical
Manual of Mental Disorders il Revised (DSM),” and/or DSM 1V criteria; and (d) meets the
admission criteria to receive DMC covered services.

“Certified Provider” means a substance use disorder clinic and/or satellite clinic location
that has received certification to be reimbursed as a DMC clinic by the State to provide
services as described in Title 22, California Code of Regulations, Section 51341.1.

"Covered Services" means those DMC services authorized by Title XIX or Title XXl of the
Social Security Act; Title 22 Section 51341.1; W&I Code, Section 14124.24; and
California's Medicaid State Plan.

““Direct Provider Contract” means a contract established between the State and a Drug

Medi-Cal certified provider entered into pursuant to this Agreement for the provision of Drug
Medi-Cal services. x

"Drug Medi-Cal Program™ means the state system wherein beneficiaries receive covered
services from DMC-certified substance use disorder treatment providers.

“Drug Medi-Cal Termination of Certification” means the provider is no longer certified to
participate in the Drug Medi-Cal program upon the State’s issuance of a Drug Medi-Cal
certification termination notice.

"Early and Periodic Screening, Diagnosis, and Treatment Program (EPSDT)" means
the federally mandated Medicaid benefit that entitles full-scope Medi-Cal-covered
beneficiaries less than 21 years of age to receive any Medicaid service necessary to correct
or ameliorate a defect, mental illness, or other condition, such as a substance-related
disorder; that is discovered during a health screening. -

Page 11 of 42
541




County Contract

County of San Francisco
#14-90096 A03

Exhibit A, Attachment | A2

“Provider Certification” means the provider must be certified in order to participate in the
Medi-CaI program,

“Federal Financial Participation (FFP)” means the share of federal Medicaid funds for
relmbursement of DMC services.

"Medical Necessity" means those substance use treatment services that are reasonable
and necessary to protect life, prevent significant iliness or disability, or alleviate severe pain
through the diagnosis and treatment of a disease, illness, or injury,-or; in the case of
EPSDT; services that meet the criteria specified in Title 22, Sections 51303 and 51340.1.

"Minor Consent DMC Services" are those covered services that, pursuant to Family Code
Section 6929, may be provided to persons 12-20 years old without parental consent.

“Narcotic Treatment Program” means an outpatient clinic licensed by the State to provide
narcotic replacement therapy directed at stabilization and rehabilitation of persons who are
opiate-addicted and have a substance use diagnosis.

“Payment Suspension” means the Drug Medi-Cal certified provider has been issued a
notice pursuant to W&I Code, Section 14107.11 and is not authorized to receive payments
after the payment suspension date for DMC services, regardless of when the service was
provided.

“Perinatal DMC Services” means covered services as well as mother/child habilitative and
rehabilitative services; services access (i.e., provision or arrangement of transportation to -
and from medically necessary treatment); education to reduce harmful effects of alcohol
and drugs on the mother and fetus or infant; and coordination of ancnllary services (Title 22,
Section 51341.1(c) 4).

"‘Postpartum” as defined for DMC purposes, means the 60-day period beginning on the
last day of pregnancy, regardless of whether other conditions of eligibility are met. Eligibility
shall end on the last day of the calendar month in which the 60™ day occurs.

“Post Service Post Payment (PSPP) Utilization Review” means the review for program
compliance and medical necessity conducted by the State after service was rendered and
paid. State may recover prior payments of Federal and State funds if such review
determines that the services did not comply with the applicable statutes, regulations, or
standards (CCR, Title 22, Section 51341.1 (k)).

“Projected Units of Service" means the number of reimbursable DMC units of service,
based on historical data and current capacity; the Contractor expects to provide on an
annual basis.
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"Provider of DMC Services™ means any person or entity that provides direct substance
use treatment services and has been certified by the State as meeting the standards for
participation in the DMC program set forth in the “DMC Certification Standards for
Substance Abuse Clinics”, Document 2E and “Standards for Drug Treatment Programs
(October 21, 1981)”, Document 2F.

“Re-certification” means the process by which the DMC certified clinic and/or satellite
program is required to submit an application and specified documentation, as determined
by DHCS, to remain eligibie to participate in and be reimbursed in through the DMC
program. Re-certification shall occur no less than every five years from the date of
previous DMC certification or re-certification. )

“Statewide Maximum Allowances (SMA)” means the maximum amount authorized to be
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient
treatment, perinatal residential, and Naltrexone treatment services. While the rates are
approved by the State, they are subject to change through the regulation process. The
SMA for FY 2045-162016-17 is listed in the “Unit of Service” table in Exhibit B A4, Part V.

“Subcontract” means an agreement between the Contractor and its Subcontractors. A
Subcontractor shall not delegate its obligation to provide covered services or otherwise
subcontract for the provision of direct patient/client services.

"Subcontractor" means an individual or entity that is DMC certified and has entered into
an agreement with the Contractor to be a provider of covered services. It may also mean a
vendor who has entered into a procurement agreement with the Contractor to provide any
of the administrative functions related to fulfilling the Contractor’s obligations under the
terms of this Exhibit A, Attachment |-A4.

“Temporary Suspension” means the provider is temporarily suspended from participating
in the DMC program as authorized by W&I Code, Section 14043.36(a). The provider
cannot bill for DMC services from the effective date of the temporary suspension.
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Program Specifications

Part Ill - Réporting Requirements

Contractor agrees that the State has the right to withhold payments until Contractor has submitted
any required data and reports to the State, as identified in this Exhibit A, Attachment | A% or as
identified in Document 1F (a), Reporting Requirement Matrix for Counties.

A.

Quarterly Federal Financial Management Report (QFFMR)
The QFFMR must be submitted to reflect quarterly SAPT BG expenditures.
For the beginning of each federal award year, the due dates are:
March 1 for the period October through December
June 1 for the period January through March
September 1 for the period April through June
December 1 for the period July through September
Year—End Cost Settlement Reports
Pursuant to W&I Code, Section 14124.24 (g(1)) Contractor shall submit to the State, on
November 1 of each year, the following year-end cost settlement documents by paper or

electronic format, as prescribed by the State, submission for the previous fiscal year:

1. Document 2P, County Certification Year-End Claim for Reimbursement

2. Document 2P(a) and 2P(b), Drug Medi-Cal Cost Report Forms for Intensive

Outpatient Treatment for Non-Perinatal or Perinatal (if applicable)

3. Document 2P(c) and 2P(d), Drug Medi-Cal Cost Report Forms for Outpatient Drug
Free Individual Counseling for Non-Perinatal or Perinatal (if applicable)

4. Document 2P(e) and 2P(f), Drug Medi-Cal Cost Report Forms for Outpatient Drug
Free Group Counseling for Non-Perinatal or Perinatal (if applicable)

5. Document 2P(g), Drug Medi-Cal Cost Report Forms for Residential for Perinatal (if
applicable)

6. Document 2P(h) and 2P(i), Drug Medi-Cal Expenditure Forms for Narcotic
Treatment Programs, fer-Non-Perinatal or Perinatal (if applicable)
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Drug Medi-Cal Claims and Reports

Contractors or providers that bill the State or the County for services identified in Section
51516.1 of Title 22 shall submit claims in accordance with the Department of Health Care
Services DMC Provider Billing Manual.

Contractors and Subcontractors that provide DMC services shall be responsible for
verifying the Medi-Cal eligibility of each client for each month of service prior to
billing for DMC services to that client for that month. Medi-Cal eligibility verification
should be performed prior to rendering service, in accordance with and as
described in the Department of Health Care Services DMC Provider Billing Manual.

. Options for verifying the eligibility of a Medi-Cal beneficiary are described in the
Department of Health Care Services DMC Provider Billing Manual.

Claims for DMC reimbursement shall include only those services covered under Title 22,
Section 51341.1(c-d) and administrative charges that are allowed under W&! Code,
Sections 14132.44 and 14132.47.

1. Contractor shall-serify-the-public-expenditure submit the “Certlfled tified Expenditure”

form reflecting_either: 1) the approved amount of the 837P claim file,_after the
clalms have been adjudicated; or 2) the clalmed amount identified on the 837P
clalm file, which could a account for both aggroved and denied claims.
Contractor shall submit-th - i

been-adjudicated-Gontractor-shall-submit to the State the Drug Medi-Cal
_Certification Form DHCS Form DHCS 100224A (Document 4D) for each-835 837P
transaction approved for reimbursement of the federal Medicaid funds.

2. DMC service claims shall be submitted electronically in a Health insurance
Portability and Accountability Act (HIPAA) compliant format (837P). All adjudicated
claim information must be retrieved by the Contractor via an 835 HIPAA compliant
format (Health Care Claim Payment/Advice).

3. The following forms shall be prepared as needed and retained by the provider for
review by State staff:

(a) Multiple Billing Override Certification (MC 6700), Document 2K

(b) Good Cause Certification (6065A), Document 2L(a)

(c) Good Cause Certification (6065B), Document 2L(b)

In the absence of good cause documented on the Good Cause Certification (6065A
or 6065B) form, claims that are not submitted within 30 days of the end of the month

of service shall be denied. The existence of good cause shall be determined by the
State in accordance with Title 22, CCR, Sections 51008 and 51008.5.
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Certified Public Expenditure County Administration

Separate from direct service claims as identified in #2 above, county may submit an
invoice for administrative costs for administering the DMC program on a quarterly
basis. The form requesting reimbursement shall be submitted to DHCS.

If while completing the Utilization Review and Quality Assurance requirements of
this Exhibit A, Attachment | A4, Part V, Section 4 any of the Contractor’s skilled
professional medical and personnel ard-directly supporting staff meet the criteria-set
forth in 42 C.F.R. 432.50(d)(1), then the Contractor shall submit a written request
that specifically demonstrates how the skilled professional medical personnel and
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R.
432.50(d)(1) and outlines the duties they will perform to assist the Department, or
the Department’s skilled professional medical personnel, in activities that are directly
related to the administration of the Drug Medi-Cal Program. The Department shall
respond to the Contractor’s written request within 20 days with either a written
agreement pursuant to 42 C.F.R. 432.50(d) (2) approving the request, or a written
explanation as to why the Department does not agree that the Contractor's skilled
professional medical personnel and directly supporting staff do not meet the criteria
set forth in 42 C.F.R. 432.50(d) (1).

D. California Outcomes Measurement System (CalOMS) for Treatment (CalOMS-Tx)

The CalOMS-Tx business rules and requirements are:

1.

Contractor shall contracts with a software vendor that complies with the CalOMS-Tx
data collection system requirements for submission of CalOMS-Tx data. A
Business Associate Agreement (BAA) shall-must be established between the

. Contractor and the software vendor. The BAA shall-must state that DHCS is
. allowed to return the processed CalOMS-Tx data to the vendor that supplied the

data to DHCS.

Contractor shall conduct information technology (IT) systems testing and pass State
certification testing before commencing submission of CalOMS-Tx data. Ifthe
Contractor subcontracts with vendor for IT services, Contractor is responsible for
ensuring that the subcontracted IT system is tested and certified by the DHCS prior
to submitting CalOMS-Tx data. If Contractor changes or modifies the CalOMS-Tx IT
system, then Contractor shall re-test and pass state re-certification prior to
submitting data from new or modified system.

Electronic submission of CalOMS-Tx data shall be submitted by Contractor
within-is-due 45 days from the end of the last day of the report month.

Contractor shall comply with data collection and reporting requiréments established
by the DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices
relevant to CalOMS-Tx data collection_and reporting requirements. .
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Contractor shall submit CalOMS-Tx admission, discharge, annual update,
resubmissions of records containing errors or in need of correction, and “provider no
activity” report records in an electronic format approved by DHCS.

Contractor shall comply with the CalOMS-Tx Data Compliance Standards
established by DHCS identified in Document 3S for reporting data content, data
quality, data completeness, reporting frequency, reporting deadlines, and reporting
method.

Contractor shall participate in CalOMS-Tx informational meetings, trainings, and
conference calls.

Contractor shall implement and maintain a system for collecting and electronically
submitting CalOMS-Tx data.

Contractor shall meet the requirements as identified in Exhibit G, Privacy and .
Information Security Provisions and Exhibit G, Attachment | — SSA Agreement 2014.

California Outcomes Measurement Service for Prevention (CalOMS-Pv)

The CalOMS-Pv Business Rules and Requirements are:

1.

Contractors and/or Subcontractors receiving Substance Abuse Prevention and
Treatment (SAPT) Primary Prevention Set-Aside funding shall smust input planning,
service/activity and evaluation data into CalOMS Pv. When submitting data,
Contractor-must shall comply with the CalOMS Pv Data Quality Standards
(Document #1T).

Contractor-must shall report services/activities by the date of occurrence on an
ongoing basis throughout each month. Contractor shall submit all data for each
month no later than the 10™ day of the following month,

Contractor-must shall review all data input into CalOMS Pv on a quarterly basis.
Contractor shall verify that the data meets the CalOMS Pv Data Quality Standards
by reviewing and releasing the data. Certification is due by the last day of the
month following the end of the quarter.

Contractor-must_shall report progress to DHCS via CalOMS Pv for the goals and
objectives in the County Strategic Prevention Plan (as described in Exhibit A,
Attachment 1 A4, Part IV, Section 1B. 2) on an annual basis by September 30" of
each fiscal year.

If Contractor cannot meet the established due dates, a written request for an
extension-must shall be submitted to DHCS 10- days prior to the due date

In order to ensure that all persons responsible for CalOMS Pv data entry have
sufficient knowledge of the CalOMS Pv Data Quality Standards, all new CalOMS Pv
users, whether employed by the Contractor or its Subcontractors, shall participate in
CalOMS Py trainings prior to inputting data into the system.
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CalOMS-Tx and CalOMS-Pv General Information

1.

If the Contractor experiences system or service failure or other extraordinary
circumstances that affect its ability to timely submit CalOMS-Tx and/or CalOMS-Pv
data, and or meet other CalOMS-Tx and/or CalOMS-Pv data compliance
requirements, Contractor shall report the problem in writing before the established
data submiission deadlines. The written notice shall include a remediation plan that
is subject to review and approval by the State. A grace period of up to sixty (60)
days may be granted, at the State’s sole discretion, for the Contractor to resolve the
problem before non-DMC payments are withheld.

If the State experiences system or service failure, no penalties will be assessed to
the Contractor for late data submission.

Contractor shall comply with the treatment and prevention data quality standards
established by the State. Failure to meet these standards on an ongoing basis may
result in withholding non-DMC funds.

If the Contractor submits data after the established deadlines, due to a delay or
problem, Contractor is still responsible for collecting and reporting data from time of
delay or problem. :

Drug and Alcohol Treatment Access Report (DATAR)

The DATAR business rules and requirements are:

1.

The Contractor shall be responsible for ensuring that the Contractor-operated
treatment services and all treatment providers, with whom Contractor makes a
contract or otherwise pays for the services, submit a monthly DATAR report in an
elsctronic copy format as provided by the State.

In those instances where the Contractor maintains, either directly or indirectly, a
central intake unit or equivalent which provides intake services including a waiting
list, the Contractor shall identify and begin submitting monthly DATAR reports for
the central intake unit by a date to be specified by the State.

The Contractor shall ensure that all DATAR reports are submitted by either
Contractor-operated treatment services and by each subcontracted treatment
provider to the State by the 10™ of the month following the report activity month.

The Contractor shall ensure that all applicable providers are enrolled in the State’s
web-based DATARWeb program for submission of data, accessible on the DHCS
website when executing the subcontract.

If the Contractor or its Subcontractor experiences system or service failure or other

extraordinary circumstances that affect its ability {o timely submit a monthly DATAR
report, and/or to meet data compliance requirements, the Contractor shall report the
problem in writing before the established data submission deadlines. The written
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notice shall include a corrective action plan that is subject to review and approval by
the State. A grace period of up to sixty (60) days may be granted, at the State’s
sole discretion, for the Contractor to resolve the problem before non-DMC payments
are withheld (See Exhibit B A+, Part I, Section 2).

5. If the State experiences system or service failure, no penalties will be assessed to
Contractor for late data submission.

6. The Contractor shall be considered compliant if a minimum of 95% of required
DATAR reports from the Contractor’s treatment providers are received by the due
date.

Charitable Choice

Contractor shall submit-annually document the total number of referrals necessitated by
religious objection to other alternative substance abuse providers. The contractor shall
annually submit Fthis information must-be-submitted to DHCS by October 1. The
annual submission shall contain all substantive information required by DHCS and
be formatted in a manner in-aformat prescrlbed by DHCS and—at—a—t&me-Fequed-by

DHGS—GFefemnee—ADP—BuHet-m-G%)—

Subcontractor Documentation

Contractor shall require its Subcontractors that are not licensed or certified by the State to
submit organizational documents to the State within thirty (30) days of-its the execution of
an initial subcontract, within ninety (90) days of the renewal or continuation of an existing

_ subcontract or when there has been a change in Subcontractor name or ownership.
Organizational documents shall include the Subcontractor's Articles of Incarporation or

- Partnership Agreements (as applicable), and business licenses, fictitious name permits,
and such other information and documentation as may be requested by the State.

Failure to meet required reporting requirements shall result in:

1. The DHCS will issue a Notice of Deficiency (Deficiencies) to Contractor regarding
specified providers with a deadline to submit the required data and a request for a
Corrective Action Plan (CAP) to ensure timely reporting in the future. The State will
approve or reject the CAP or request revisions to the CAP which shall be
resubmitted to the State within thirty (30) days.

2. If the Contractor has not ensured compliance with the data submission or CAP
request within the designated timeline, then the State may withhold funds until all
data.is submitted. The State shall inform the Confractor when funds will be
withheld.
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Exhibit A, Attachment | A2
Program Specifications

PART IV — Non-Drug Medi-Cal Substance Use Disorder Prevention and Treatment Services

Section 1. General Provisions

A

Restrictions on Salaries

Contractor agrees that no part of any federal funds provided under this Contract shall be
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at
a rate in excess of Level | of the Executive Schedule. Salary and wages schedules may be
found at http://www.opm.gov/oca. SAPT Block Grant funds used to pay a salary in excess
of the rate of basic pay for Level | of the Executive Schedule shall be subject to
disallowance. The amount disallowed shall be determined by subtracting the individual's
actual salary from the Level | rate of basic pay and multiplying the result by the percentage
of the individual's salary that was paid with SAPT Block Grant funds (Reference Terms
and Conditions of the SAPT Block Grant award.)

Primary Prevention

1. The SAPT Block Grant regulation defines “Primary Prevention Programs” as those
programs directed at “individuals who have not been determined to require
treatment for substance abuse” (45 CFR 96.121). Primary Prevention includes
strategies, programs and initiatives which reduce both direct and indirect adverse
personal, social, health, and economic consequences resulting from problematic
AOD availability, manufacture, distribution, promotion, sales, and use. The desired
result of primary prevention is to promote safe and healthy behaviors and
environments for individuals, families and communities. The Contractor shall

“expend not less than its allocated amount of the SAPT Block Grant on primary
preventlon as descrlbed in the SAPT Block Grant requ:rements (45 CFR 96. 125)

2. Contractor is required to have a current and DHCS approved County Strategic
Prevention Plan (SPP). The SPP must demonstrate that the County utilized the
Substance Abuse and Mental Health Services Administration’s Strategic Prevention
Framework (SPF) in developing the plan as described at
http://captus.samhsa.gov/access-resources/about-strategic-prevention-framework-
spf. DHCS will only approve SPP's that demonstrate that the Contractor utilized the
SPF. Contractor must:

4

a) Follow the DHCS guidelines provided in the Strategic Prevention Framework
Plan Resource Document located in the CalOMS Pv Library. ,

b) Begin preparing a new SPP at least 9-months prior to the explratlon date of the
current SPP.
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c) Submit a timeline to DHCS for completion of the SPP that includes proposed
dates for submitting each section of the SPP. The sections are outlined in the
Strategic Prevention Framework Plan Resource Document. '

d) Submit a draft to DHCS, based on the timeline; for each section of the SPP for
review and approval.

e) Submit to DHCS the final draft of the SPP no later than 30-days prior to the start
date of the new SPP.

f) Upload an electronic copy of the approved SPP mto CalOMS Pv within 10-days
of approval.

g) Input the Problem Statements, Goals and Objectives from the SPP into CalOMS
Pv no later than 10-days after the start date of the SPP.

3. Contractor shall submit a Prevention Mid-Year Budget to DHCS by January 31 of
each fiscal year. The budget shall indicate how the SAPT Block Grant Primary
Prevention Set-Aside will be expended for the fiscal year.

4. Friday Night Live

Contractors and Subconiractors receiving SAPT Friday Night Live (FNL) funding
"~ must: '

(a) Engage in programming that meets the FNL Youth Development Standards
of Practice, Operating Principles and Core Components outlined at
http://fridaynightlive.org/about-us/cfnlp-overview/;

(b) Use CalOMS Pv for all FNL reporting including Chapter Profiles, FNL County
Profiles and chapter activity;

(c) Follow the FNL Data Entry Instructions for—GAIQMS CalOMS Pv as provided
by DHCS in the CalOMS Pv Library;

(d) Demenstrate-an-effort-to-be-a Meet the Member in Good Standing (MIGS)
requirements, as-provided determined by DHCS in conjunction with the
California Friday Night Live Partnership. If the Contractor does not meet
the MIGS requirements, then the Contractor shall submit counties fail to
atec techmcal assistance plan detallmg how the Contractor intends to
ensure gtlsfacgon of the MIGS requirements to DHCS for a_lgprovg_l_

Perinatal Services Network Guidelines 26144-2015

Pursuant to 45 CFR 96.124 ((c)(1-3)) the Contractor shall expend the specified
percentage of SAPT Block Grant funds, as calculated by said regulations, on
perinatal services, Qregnant women, and women with dependent children each state
fiscal year (SFY). The Contractor: shall expend these funds either by estabhshmg
new programs or exgandmg the capacity of existing programs. The Contractor shall
calculate the appropriate expenditure amount by using Generally Accepted
Accounting Principles and the composition of the base shall be applied consistently
from year to year. (See the County Share of SAPT Block Grant Women Services
Expenditure Requirement Exhibit G)

" Contractor shall comply with the requirements-for perinatal programs requirements as
outlined in the Perinatal Services Network Guidelines, promulgated to 45 CFR 96.137.
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The “Perinatal Services Network Guidelines 2015” funded-underunderExhibit-A;
Attachmentl-AlcontainedHn are attached to this contract as Document 1G,
incorporated by-this reference. The Contractor shall comply with the "Perinatal Services
Network Guidelines-2844 2015" until-sush-time_new Perinatal Services Network Guidelines
are established and adopted The incor gorat on of any new Perinatal Service Netork
Guidelines into this contract shall not require a-Ne formal amendment ef-thiscontractis

Fequ#eé—fer—ﬂew-gwdelmes-te-apply.

All SAPT BG-funded programs providing treatment services designed for pregnant
women and women with dependent children will treat the family as a unit and

therefore will admit both women and their children into treatment services, if
appropriate.

The Contractor must directly provide, or provide a referral for the following services:

1. Primary medical care for women, including referral for prenatal care and,
while the women are receiving such services, child care;

2. Primary pediatric care, including immunization, for their children;

3. Gender specific substance abuse treatment and other therapeutic
interventions for women which may address issues of relationships,
sexual and physical abuse and parenting, and child care while the women
are receiving these services;

4. Therapeutic interventions for children in custody of women in treatment
which may, among other things. address their developmental needs, their

issues of sexual and physical abuse, and neglect; and
5. Sufficient case management and transportation to ensure that women and
their children have access to services.

Funds identified ‘in this contract shall be used exclusively for county alcohol and drug abuse
services 1o the extent activities meet the requirements for receipt of federal block grant
funds for prevention and treatment of substance abuse described | subchapter XVII of

Chapter 6A of Title 42 of the United State Code. (-Heal%h—aad—Sa#ety—Gede—seehe;H&Q@—et—
seen)

Section 2 — Formation and Purpose

A.

Authority

State and the Contractor enter into this Exhibit A, Attachment | A4, Part IV, by authority of
Chapter 3 of Part 1, Division 10.5 of the Health and Safety Code (HSC) and with approval .
of Contractor's County Board of Supervisors (or designee) for the purpose of providing
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachment | A%.
State and the Contractor identified in the Standard Agreement are the only parties to this
Contract. This Contract is not intended, nor shall it be construed to confer rlghts on any
third party.
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B. Control Requirements

1.

Performance under the terms of this Exhibit A, Attachment | A%, Part IV, is subject to
all applicable federal and state laws, regulations, and standards. In accepting the
State drug and alcohol combined program allocation pursuant to HSC Sections
11814(a) and (b), Contractor shall: (i) establish, and shall require its Subcontractors
to establish, written policies and procedures consistent with the following
requirements; (i} monitor for compliance with the written procedures; and (jii) be
held accountable for audit exceptions taken by the State against the Contractor and

its Subcontractors for any failure to comply with these requirements:

(a) HSC, Division 10.5, commencing with Section 11760;

(b)  Title 9, California Code of Regulations (CCR) (herein referred to as Title 9),
Division 4, commencing with Section 9000;

(c) Goyernment Code Section 16367.8;

(d) Government Codg, Article 7, Federally Mandated Audits of Block Grant
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5,
commencing at Section 53130;

(e) Title 42 United State Code (USC), Sections 300x-21 through 300x-31 ,_360x—
. 34, 300x-53, 300x-57, and 330x-65 and 66;

) The Single Audit Act Amendments of 1996 (Title 31, USC Sections 7501-
7507) and the Office of Management and Budget (OMB) Circular A-133
revised June 27, 2003 and June 26, 2007.

(g)  Title 45, Code of Federal Regulations (CFR), Sections 96.30 through 96.33
and Sections 96.120 through 96.137;

(h) Title 42, CFR, Sections 8.1 through 8.634;

(i) Title 21, CFR', Sections 1301.01 through 1301 .93, Department of Justice,
Controlled Substances; and,

)] State Administrative Manual (SAM), Chapter 7200 (General Outline of
Procedures). .

Contractor shall be familiar with the above laws, regulations, and guidelines and
shall assure that its Subcontractors are also familiar with such requirements.

The provisions of this Exhibit A, Attachment | A4, Part IV, are not intended to
abrogate any provisions of law or regulation, or any standards existing or enacted
during the term of this Contract.

Contractor shall adhere to the applicable provisions of Title 45, CFR, Part 96,
Subparts C and L, as applicable, in the expenditure of the SAPTBG funds.
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Document 1A, 45 CFR 96, Subparts Cand L, is incorporated by reference.

Documents 1C-and-1B{b), incorporated by this reference, contains additional
requirements that shall be adhered to by those Contractors that receive these #ypes

of funds-specified-by-each-decument. These exhibits and documents-are_is:

(a) Document 1C, Driving-Under-the-Influence Program Requirements;

(b)  Dosument1B(b)-SAPT Female Offender Treatment Project{FOTP).

In accordance with the Fiscal Year 2011-12 State Budget Act and accompanying
law (Chapter 40, Statues of 2011 and Chapter 13, Statues of 2011, First
Extraordinary Session), contractors that provide Women and Children’s Residential
Treatment Services shall comply with the program requirements (Section 2.5,
Required Supplemental/Recovery Support Services) of the Substance Abuse and
Mental Health Services Administration’s Grant Program for Residential Treatment
for Pregnant and Postpartum Women, RFA found at
http://www.samhsa.gov/grants/grant-announcements/ti-14-005

Section 3 - Performance Provisions

A Monitoring

1.

Contractor's performance under this Exhibit A, Attachment | A2, Part IV, shall be
monitored by the State during the term of this Contract. Monitoring criteria shall
include, but not be limited to:

(a) Whether the quantity of work or services belng performed conforms to
Exhibit B A2;

(b) Whether the Contractor has established and is monitoring appropriate quality
standards;

(¢)  Whether the Contractor is abiding by all the terms and requirements of
this Contract;

(d) Whether the Contractor is abiding by the terms of the Perinatal Services
Network Guidelines (Document 1G); and

(e) - Contractor shall conduct annual onsite monitoring reviews of services and
subcontracted services for programmatic and fiscal requirements.
Contractor shall submit copy of their monitoring and audit reports to DHCS
within two weeks of issuance. Reports should be sent by secure, encrypted
e-mail to:

SUDCountyReports@dhcs.ca.gov or
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Substance Use Disorder - Prevention, Treatment and Recovery Services
Division, Performance Management Branch

Department of Health Care Services

PO Box 997413, MS-2627

Sacramento, CA 95899-7413;

Failure to comply with the above provisions shall constitute grounds for the State to
suspend or recover payments, subject to the Contractor’s right of appeal, or may
result in termination of the Contract or both.

B. Performance Requirements

1.

Contractor shall provide services based on funding set forth in Exhibit B, Attachment
| A2, and under the terms of this Contract.

Contractor shall provide services to all eligible persons in accordance with federal
and state statuies and regulations. Contractor shall assure that in planning for the
provision of services, the following barriers to services are considered and
addressed: :

(a)  Lack of educational materials or other resources for the provision of
services;

(b) Geographic isolation and transportation needs of persons seeking services
or remoteness of services;

(c) Institutional, cultural, and/or ethnicity barriers;
(d) Language differences;
(e) Lack of service advocates;

() Failure to survey or otherwise identify the barriers to service accessibility;
and,

(9) Needs of persons with a disability.

Contractor shall comply with any additional requirements of the documents that
have been incorporated herein by reference, including, but not limited to, those on
the “List of Exhibit A, Attachment | A% Documents incorporate by Reference for
Fiscal Year 2046-46_2016-17" which is attached to Exhibit A, Attachment | A+

Amounts awarded pursuant to Exhibit A, Attachment | A+ shall be used exclusively
for providing alcohol and/or drug program services consistent with the purpose of
the funding.

DHCS shall issue a report {o Contractor after conducting monitoring, utilization, or
auditing reviews of county or county subcontracted providers. When the DHCS
report identifies non-compliant services or processes, it shall require a CAP. The
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Contractor, or in coordination with its subcontracted provider, shall submit a CAP to
DHCS within the designated timeframe specified by DHCS.

Substance Use Disorder - Prevention, Treatment and Recovery Servuces Division,
Performance Management Branch

Department of Health Care Services

PO Box 997413, MS-2621

Sacramento, CA 95899-7413,;

Or by secure, encrypted email to: SUDCouhtyReports@dhcs.ca.gov

The CAP shall include a statement of the problem and the goal of the actions the
Contractor and/or-its subcontracted provider will take to correct the deficiency or
non-compliance. The CAP shall:

(a) Address the specific actions to correct deficiency or non-compliance

(b) Identify who/which unit(s) will act; who/which unit(s) are accountable for
acting; and

(c) Provide a timeline to complete the actions.
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Exhibit A, Attachment | A2
Program Specifications

Part V: Drug Medi-Cal Treatment Program Substance Use Disorder Services

Section 1: Formation and Purpose

A.

This Exhibit A, Attachment | A1, Part V of the Contract is entered into by and between the
State and the Contractor for the purpose of identifying and providing for covered DMC
services for substance use disorder treatment in the Contractor's service area pursuant to
Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred to as
HSC), Sections-44424.20; 14021.51 — 14021.53, and 14124.20 — 14124.25 of the W&
Code , and Title 22 of the California Code of Regulations (hereinafter referred to as Title
22), Sections 51341.1, 51490.1, and 51516.1.

It is further agreed this Contract is controlled by applicable provisions of: (a) the W&l Code,
Chapter 7, Sections 14000, et seq., in particular, but not limited to, Sections 14100.2,
14021, 14021.5, 14021.6, 14043, et seq., (b) Title 22, including but not limited to Sections
51490.1, 51341.1 and 51516.1; and (c) Division 4 of Title 9 of the California Code of
Regulations (hereinafter referred to as Title 9).

It is understood and agreed that nothing contained in this contract shall be construed to

impair the single state agency authority of DHCS.

The objective of this contract is to make substance use disorder treatment services
available to Medi-Cal beneficiaries through utilization of federal and state funds available
pursuant to Title XIX or Title XXI of the Social Security Act for reimbursable covered
services rendered by certified DMC providers.

Awards under the Medical Assistance Program (CFDA 93.778) are no longer excluded from

coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for

. any grant award under this program made after issuance of the initial awards for the second

quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87
(as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB
C-10, available on the Internet at http://www.dol.gov/oasam/boc/ASMB_C-10.pdf

Section 2: Covered Services

A

Covered Services

1. Contractor shall establish assessment and referral procedures and shall arrange,
provide, or subcontract for covered services in the Contractor's service area.
Covered services include:
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(a) Outpatient drug-free treatment;

(b) Narcotic replacement therapy;

(c) Naltrexone treatment;

(d) Intensive Outpatient Treatment and,

(e) Perinatal Residential Substance Abuse Services (excluding room and
board).

Narcotic treatment program services per W&I Code, Section 14124.22:

In addition to narcotic treatment program services, a narcotic treatment program
provider who'is also enrolled as a Medi-Cal provider may provide medically
necessary freatment of concurrent health conditions within the scope of the
provider’s practice, to Medi-Cal beneficiaries who are not enrolled in managed care
plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to
those plans for receipt of medically necessary medical treatment of concurrent
health conditions.

Diagnosis and treatment of concurrent health conditions of Medi-Cal beneficiaries
not enrolled in managed care plans by a narcotic treatment program provider may
be provided within the Medi-Cal coverage limits. When the services are not part of
the substance use disorder treatment reimbursed pursuant to W&l Code, Section
14021.51, services shall be reimbursed in accordance with the Medi-Cal program.
Services reimbursable under this section shall include, but not limited to, all of the
following:

(a) Medical treatment visits

(b) Diagnostic blood, urine, and X-rays

(c) Psychological and psychiatric tests and services

(d) Quantitative blood and urine toxicology assays

(e) Medical supplies
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A narcotic treatment provider, who is enrolled as a Medi-Cal fee-for-service
provider, shall not seek reimbursement from a beneficiary for substance abuse
treatment services, if services for treatment of concurrent health conditions are
billed to the Medi-Cal fee-for-service program.

In the event of a conflict between the deﬁnition of services contained in this Section
of the Contract, and the definition of services in Title 22, Sections 51341.1, 51490.1,
and 51516.1, the provisions of Title 22 shall govern.

Contractor, to the extent applicable, shall comply with "Sobky v. Smoley” (Document
2A), 855 F. Supp. 1123 (E.D. Cal 1994), incorporated by this reference.

Contractor shall comply with federal and state mandates to provide alcohol and
other drug treatment services deemed-medically necessary for Medi-Cal eligible:
(1) pregnant and postpartum women, and (2) youth under age 21 who are eligible

“under the EPSDT Program

(a) If Drug Medi-Cal services are provided to Minor Consent beneficiaries,
Contractor shall comply with California Family Code Section 6929, and
California Code of Regulations, Title 22, Sections 50147.1, 50030, 50063.5,
50157(f)(3), 50167(a)(6)(D), and 50195(d).

B. Access to Services

1.

Subject to DHCS provider enroliment certification requirements, Contractor shall
maintain continuous availability and accessibility of covered services and facllities,
service sites, and personnel to provide the covered services through use of DMC-
certified providers. Such services shall not be limited due to budgetary constraints.

(a) When a request for covered services is made by a beneficiary, Contractor
shall require services to be initiated with reasonable promptness. Contractor
shall have a documented system for monitoring and evaluating accessibility
of care, including a system for addressing problems that develop regarding
waiting times and appointments. '

(b) The contractor shall authorize residential services in accordance with the
medical necessity criteria specified in Title 22, Section 51303 and the
coverage provisions of the approved state Medi-Cal Plan. Room and board
are not reimbursable DMC services. If services are denied, the provider
shall inform the beneficiary in accordance with Title 22, Section 51341.1 (p).

(c) Contractor shall require that treatment programs are accessible to pebple
with disabilities in accordance with Title 45, Code of Federal Regulations
(hereinafter referred to as CFR), Part 84 and the Americans with Disabilities
Act.

Covered services, whether provided directly by the Contractor or through
Subcontractors with DMC certified and enrolled programs, shall be provided to
beneficiaries without regard to the beneficiaries’ county of residence.
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The failure of the Contractor or its Subcontractors to comply with Section B of this
Part will be deemed a breach of this Contract sufficient to terminate this Contract for
cause. Inthe event the Contract is terminated, the provision of this Exhibit A,
Attachment |, Part |, Section B, shall apply.

Payment For Services

1.

The Department shall make the appropriate payments set forth in Exhibit B A+ and
take all available steps to secure and pay FFP and State General Funds (SGF) fo
the Contractor, once the Department receives FFP and SGF, for claims submitted
by the Contractor. The Department shall notify Contractor and aliow Contractor an
opportunity to comment to the Department when questions are posed by CMS, or
when there is a federal deferral, withholding, or disallowance with respect to claims
made by the Contractor.

Contractor shall amend its subcontracts for covered services in order to provide
sufficient funds to match allowable federal Medicaid reimbursements for any
increase in provider DMC services to beneficiaries.

In the event that the Contractor fails to provide covered services in accordance with
the provisions of this Contract, at the discretion of the State, Contractor may be
required to forfeit its county realignment funds pursuant to Government Code
Section 30027.10 (a) through (d) from the Behavioral Health Subaccount that is set
aside for Drug Medi-Cal services and surrender its authority to function as the
administrator of covered services in its service area.

Section 3: Drug Medi-Cal Certification and Continued Certification

A

DMC Certification and Enrollment

1.

2.

The State will certify e'ligible providers to participate in the DMC program.

The Department shall certify any county operated or non-governmental providers.
This certification shall be performed prior to the date on which the Contractor begins
to deliver services under this contract at these sites.

Contractor shall require that providers of perinatal DMC services are properly
certified to provide these services and comply with the requirements contained in
Title 22, Section 51341.1, Services for Pregnant and Postpartum Women.

Contractor shall require all the subcontracted providers of services to be licensed,
registered, DMC certified and/or approved in accordance with applicable laws and
regulations. Contractor's subcontracts shall require that providers comply with the
following regulations and guidelines:

(a) Title 21, CFR Part 1300, et seq., Title 42, CFR, Part 8; '
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(b) Drug Medi-Cal Certification Standards for Substance Abuse Clinics
(Document 2E);

(c) Title 22, CCR, Sections 51341.1, 51490.1, and 51516.1, (Document 2C);
(d) Standards for Drug Treatment Prdgrams (October 21, 1981) (Document 2F);

(e) Title 9, CCR, Division 4, Chapter 4, Subchapter 1, Sections 10000, et seq;
and : ,

® Title 22, CCR, Division 3, Chapter 3, sections 51000 et. seq.

In the event of conflicts, the provisions of Title 22 shall control if they are more
stringent.

5. The Contractor shall notify-the-State_Provider Enroliment Division (PED) of an
addition or change of information in a Providers pending DMC certification
application within 35 days of receiving notification from the Provider. The Contractor
must ensure that a new DMC certification application is submitted to-the-State PED
reflecting the change.

6. The Contractor is responsible for ensuring that any reduction of covered services or
relocations by providers are not implemented until approval is issued by the State.
Within 35 days of receiving notification of a provider’s intent to reduce covered -
services or relocate, the Contractor shall submit, or require the provider to submit, a
DMC certification application to-the-State PED. The DMC certification application
must be submitted {o the-State PED 60 days prior to the desired effective date of the
reduction of covereéd services or relocation.

7. If, at any time, a Subcontractor’s license, registration, certification, or approval to
operate a substance use treatment program or provide a covered service is
revoked, suspended, modified, or not renewed outside of DHCS, the Contractor
must notify DHCS Fiscal Management & Accountability Branch by e-mail at
DHCSMPF@dhcs.ca.gov within two business days of knowledge of Section 3(A(7))
of Exhibit A, Attachment I-A%.

(a) A provider’s certification to participate in the DMC program shaill
automatically terminate in the event that the provider or its owners, officers
or directors are convicted of Medi-Cal fraud, abuse or malfeasance. For
purposes of this section, a conviction shall include a plea of guilty or nolo
contendere.

B. Continued Certification

1. All DMC certified providers shall be subject to continuing certification requirements
at least once every five years.
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The Department may allow the Contractor to continue delivering covered services to
beneficiaries at a site subject to on-site review by the Department as part of the
recertification process prior to the date of the on-site review, provided the site is
operational, the certification remains valid, and has all required fire clearances.

State will conduct recertification on-site visits at clinics for circumstances identified
in the “Drug Medi-Cal Certification Standards for Substance Abuse Clinics”
(Document 2E). Document 2E contains the appeal process in the event the State
disapproves a provider's request for certification or recertification and shall be
included in the Contractor's subcontracts.

Section 4: Monitoring

A State Monitoring

1.

DHCS Monitoring Reviews and Financial Audits of Contractor

The Department shall monitor the Contractor's operations for compliance with the
provisions of this contract, and applicable federal and state law and regulations.
Such monitoring activities shall include, but not be limited to, inspection and auditing
of Contractor services, management systems and procedures, and books and
records, as the Department deems appropriate, at any time during the Contractor's
or facility's normal business hours. When monitoring activities identify areas of non-
compliance, the Department shall issue reports to the Contractor detailing findings,
recommendations, and corrective action.

PRost-Service-Post-Rayment Postservice Postpayment Utilization Reviews

(a)  After the DMC services have been rendered and paid, the Department shall
conduct-Pest-Service-Post-Payment Postservice Postpayment (PSPP)
Utilization Reviews of the subcontracted DMC providers to determine
whether the DMC services were provided in accordance with Title 22,
Section 51341.1. The DHCS shall issue the PSPP report to the Contractor
with a copy to subcontracted DMC provider. The Contractor shall be
responsible for their subcontracted providers and their county-run programs
to ensure any deficiencies are remediated pursuant to Sections 1 and 2
herein. The Contractor shall attest the deficiencies have been remediated
and are complete, pursuant to Section 4(A), Paragraph (c), herein.

(b) State shall take appropriate steps in accordance with Title 22, CCR, Section
51341.1 to recover payments made if subsequent investigation uncovers
evidence that the claim(s) should not have been paid or that DMC services
have been improperly utilized, and/or shall take the corrective action as
appropriate. If programmatic or fiscal deficiencies are identified, the Provider
shall be required to submit a Corrective Action Plan (CAP) to-DHGSvia-the

Contractorforapproval the Contractor for review and approval prior to
submission to DHCS for final approval.
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i. Pursuantto CCR, Title 22, Section 51341.1(0), all deficiencies
identified by the PSPP review, whether or not a recovery of funds
results, must be corrected and the entity that provided the
services must submit a Contractor-approved CAP to the BMG
PSPP Unit within _QO days of the date of the PSPP report.

1. The plan shall:

a. Address each demand for recovery of payment
and/or programmatic deficiency;

b. Provide a specific description of how the deficiency
shall be corrected; and

c. Specify the date of implementation of the
corrective action.

d. Identify who will be responsible for correction
and who will be responsible for on-going

compliance.

2. DHCS will provide written approval of the CAP to the
Contractor with a copy to the Provider. If DHCS does not
approve the CAP, DHCS will provide guidance on the
deficient areas and request an updated CAP from the
Contractor with a copy to the Provider. The entity that
provided the services must submit an updated CAP to the
DMC PSPP Unit within 30 days of notification. '

3. If the entity that provided the services, does not submit a
CAP, or, does not implement the approved CAP -
provisions within the designated timeline, then DHCS may
withhold funds from the Contractor until the the entity that
provided the services is in compliance with Exhibit A,
Attachment | A%, Part V, Section 4(A)(2). The State shall
inform the Contractor when funds will be withheld.

* Contractor and/or Subcontractor may appeal DMC dispositions concerning

demands for recovery of payment and/or programmatic deficiencies of
specific claims. Such appeals shall be handled pursuant to Title 22, CCR,
Section 51341. 1('q) This section shall not apply to those grievances or
complaints arising from the financial findings of an audit or examination

‘made by or on behalf of the State pursuant to Exhibit B A4, Part Il, Section 3,

of this Contract.
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State shall monitor the Subcontractor's compliance with PSPP utilization
review requirements in accordance with Title 22. Counties are also required
to monitor of the Subcontractor's compliance pursuant to Section 4,
Paragraph A.2, of this contract. The federal government may also review
the existence and effectiveness of the State’s utilization review system.

Contractor shall implement and maintain compliance with the system of
review described in Title 22, Section 51341.1, for the purposes of reviewing
the utilization, quality, and appropriateness of covered services and ensuring

- that all applicable Medi-Cal requirements are met.

Contractor shall assure that Subcontractor sites must keep a record of the
clients/patients being treated at that location. Contractor shall retain client
records for a minimum of three (3) years from the date of the last face-to-
face contact. When an audit by the Federal Government or the State has
been started before the expiration of the three-year period, the client records -
shall be maintained until completion of the audit and the final resolution of all
issues as a result of the audit.

Training

(a)

(b)

DHCS’s Substance Use Disorder - Prevention, Treatment, and Recovery
Services Division (SUD PTRSD) shall provide mandatory annual training to
the Contractor on the requirements of Title 22 and the Drug Medi-Cal
program requirements. :

Contractor may request additional Technical Assistance or training from
SUD PTRSD on an ad hoc basis.

B. Contractor Monitoring

1.

Program Integrity: Contractor is responsible for ensuring program integrity of its
services and its subcontracted providers through a system of oversight, which shall
include at least the following: :

(a)

(b)

Compliance with state and federal law and regulations, including, but not
limited to, 42 CFR 433.32, 42 CFR 433.51, 42 CFR 431.800 et. seq., 42
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et. seq., 42 CFR 456 et. seq.,
42 CFR 456.23, 22 CCR 51490, 22 CCR 51490.1, 22 CCR 51341.1, 22
CCR 51159, WIC 14124.1, WIC 14124.2, 42 CFR 438.240(e), 42 CFR
438.240(b)(3), 42 CFR 438.240, 42 CFR 438.416, 42 CFR 438-10, and 42
CFR 438.206.

Contractor shall conduct, at least annually, an-audit a utilization review of
DMC providers to assure covered services are being appropriately rendered.
The annual audit review must include an on-site visit of the service provider.
Reports of the annual audit-review shall be provided to the Department's
Performance Management Branch at:
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Substance Use Disorder - Prevention, Treatment and Recovery Services
Division, Performance Management Branch

Department of Health Care Services

PO Box 997413, MS-2621

Sacramento, CA 95899-7413;

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov

Audit-Review reports shall be provided to the State within 2 weeks of
completion by the Contractor.

Technical assistance is available to counties from DHCS SUD PTRSD.

Contractor shall ensure that DATAR submissions, detailed in Part 1ll,
Paragraph G of this contract are complied with by all treatment providers and
subcontracted treatment providers. Contractor shall attest that each
subcontracted provider is enrolled in DATAR at the time of execution of the
subcontract.

Contractor must monitor and attest compliance and/or completion by
Providers with CAP requirements (detailed in Section 4, Paragraph (A)(2)(c))
of this Exhibit as required by any PSPP review. Contractor shall attest to
DHCS, using the form developed by DHCS that the requirements in the CAP
have been completed by the Contractor and/or the Provider. Submission of

- DHCS Form 8049 by Contractor must be accomplished within the timeline

specified in the approved CAP, as noticed by DHCS.

Contractor shall attest that DMC claims submitted to the state have been
subject to review and verification process for accuracy and legitimacy. (45
CFR 430.30, 433.32, 433.51). Contractor shall not knowingly submit claims
for services rendered to any beneficiary after the beneficiary’s date of death,
or from uncertified or decertified providers.

Training to DMC Subcontractors

(a)

Contractor shall-previde_ensure that all Subcontractors receive training on
the requirements of Title 22 regula’nons and DMC re requirements at least
annually, to-all-subcontracted-providers—Attendance Documented
attendance of any subcontracted provider at the annual trainings offered by
DHCS (specified in Section 4, paragraph (A) (3) of this contract) shall suffice
to meet the requirements of this provision. Contractor shall report

compliance with this section to DHCS annually as part of the DHCS County
monitoring process.
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Monthly Monitoring

(a)

(b)

Contractor shall check the status of all providers monthly to ensure that they
are continuing active participation in the DMC program. Any subcontracted
provider who surrenders their certification or closes their facility must be
reported by the Contractor to the-Bepariment DHCS’ County Monitoring
Unit within two (2) business days of notification or discovery.

During the monthly status check, the Contractor shall monitor for a triggering
recertification event (change in ownership, change in scope of services,
remodeling of facility, or change in location) and report any triggering events
to the-State DHCS’ County Monitoring Unit within two (2) business days of
notification or discovery.

Prograh Complaints

(a)

(b)

All complaints received by Contractor regarding a DMC certified facility shall
be forwarded to:

Drug Medi-Cal Complaints are to be submitted to:

Department of Heath Care Services
P.O. Box 997413

Sacramento, CA 95899-7413

Call the Hotline

Phone Toll-Free: (800) 822-6222

Division-GChief

Complaints for Residential Adult Alcoholism or Drug Abuse Recovery or
Treatment Facilities may also be made by telephoning the appropriate
licensing branch listed below:

SUD Compliance Division:

Public Number: (916) 322-2911
Toll Free Number: (877) 685-8333

The Complaint Form is available and can also be submitted online at:
http://www.dhcs.ga.qov/individuals/Paqes/Sud—CompIaints.aspx

Counties shall be responsible for investigating complaints and providing the
results of all investigations to the Department e-mail address by secure,
encrypted e-mail to: SUDCountyReports@dhcs.ca.gov within two (2)
business days of completion.
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Record Retention

(a)

Contractor shall include instructions on record retention and include in any
subcontract with providers the mandate to keep and maintain records for
each service rendered, to whom it was rendered, and the date of service,
pursuant to W&! Code, Section 14214.1 and 42 CFR 433.32; and 22 CCR

section 51341.1.

Subcontract Termination

{a)

The Contractor must notify PHES DHCS’ County Monitoring Unit of the
termination of any contract with a certified subcontracted provider, and the

basis for termination of the contract, within two (2) business days.

Corrective Action Plan

(a)

(b)

If the Contractor fails to ensure any of the foregoing oversight through an
adequate system of monitoring, utilization review, and fiscal and
programmatic controls, the Department may request a CAP from the
Contractor to address these deficiencies and a timeline for implementation.
Failure to submit a CAP or adhere to the provisions in the CAP can result in
a withhold of SAPT funds allocated to Contractor for the provision of
services, and/or termination of this contract for cause

Failure to comply with Monitoring requirements shall result in:

i DHCS shall issue a report to Contractor after conducting monitoring,
utilization, or fiscal auditing reviews of a county. When the DHCS
report identifies non-compliant services or processes, it shall require
a CAP. The Contractor shall submit a CAP to DHCS within the

fellowing timeframes-ofreseipt-of-the required by DHCS-report.
a. The CAP shall include; a-statement-ef-the-problem-and-the

(2) A list of action steps to be taken to correct the-

ef' mency, mede—a—t—melme—te«;emplete—the
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(3) © Date of completion of each deficiency corrected;

(4) Who will be responsible for correction and
ongoing compliance. :

\ ii. DHCS will provide written approval of the CAP to the Contractor-ard

the-subsentracted-provider. If DHCS does not approve the CAP
submitted by the Contractor, DHCS will provide guidance on the
deficient areas and request an updated CAP from the Contractor with
a new deadline for submission.

iii. If the Contractor does not submit a CAP, or, does not implement the
approved CAP provisions within the designated timeline, then the
State may withhold funds until the Contractor is in compliance. The
State shall inform the Contractor when funds will be withheld.

Section 5: Investigations and Confidentiality of Administrative Actions

A.

Contractor acknowledges that if a DMC provider is under investigation by the State or any
other state, local or federal law enforcement agency for fraud or abuse, the State may
temporarily suspend the provider from the DMC program, pursuant to W& Code, Section
14043.36(a). Information about a provider’s administrative sanction status is confidential
until such time as the action is either completed or resolved. The DHCS may also issue a
Payment Suspension to a provider pursuant to W&I Code, Section 14107.11 and Code of
Federal Regulations, Title 42, section 455.23. The Contractor is to withhold payments from
a DMC provider during the time a Payment Suspension is in effect.

Contracfor shall execute the Confidentiality Agreement, attached as Document 5A. The
Confidentiality Agreement permits DHCS to communicate with Contractor concerning
subcontracted providers that are subject to administrative sanctions. :
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EXHIBIT A, ATTACHMENT | A2
DOCUMENTS INCORPORATED BY REFERENCE

The following documents are hereby incorporated by reference into the County contract though
they may not be physically attached to the contract but will be issued in a CD under separate

cover:

Document 1A:

Document 1B:

Document 1C:

Title 45, Code of Federal Regulations 96, Subparts C and L, Substance
Abuse Prevention and Treatment Block Grant Requirements

https://iwww.gpo.gov/fdsys/g ranule/CFR-2005-title45-vol1/CFR-2005-title45-
vol1-part96

N hanana J

https://www.law.cornell.edu/clr/text/42/part-54

.....

a
s S =

Driving-Under-the-Influence Program Requirements

Document 1F(a):

Document 1G:

Document 1H(a):
Document 1H(b):

Document 1H(c) :

Document 1J(a):
Document 1J(b):

Document 1K:

Document 1P:

Reporting Requirement Matrix — County Submission Requirements for the
Department of Health Care Services

Perinatal Services Network Guidelines 2644 2015 {forNon-DMC-Perinatal
Programs)

Service Code Descriptions

Program Code Listing

Funding Line Descriptions

Non-Drug Medi-Cal Audit Appeals Process

DMC Audit Appeals Process V

Drug and Alcohol Treatment Access Report (DATAR)

http://www.dhcs.ca.gov/provgovpart/Pages/DATAR.aspx

Alcohol and/or Other Drug Program Certification Standards
(March 15, 2004)

hitp://www.dhcs.ca.gov/provgovpart/Pages/Facility Ce'rtification.aspx
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Document 1T: CalOMS Prevention Data Quality Standards
Document 1V: ~ Youth Treatment Guidelines

http://www.dhcs.ca.gov/individuals/Documents/Youth Treatment Guidelines

-pdf
Document 2A: Sobky v. Smoley, Judgment, Signed February 1, 1995
Document 2C: Title 22, California Code of Regulations

http://ccr.oal.ca.gov

Document 2E: Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated
July 1, 2004)

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Drug Medi-
Cal Certification Standards.pdf

Document 2F: Standards for Drug Treatment Programs (October 21, 1981)

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Standards for Dru
g Treatment Programs.pdf

Document 2K: Multiple Billing Override Certification (MC 6700)

Document 2L(a): Good Cause Certification (MG-6065A)

Document 2L(b): Good Cause Certification (MG—6065B)

Document 2P: County Certification - Cost Report Year-End Claim For Reimbursement

Document 2P(a): Drug Medi-Cal Cost Report Forms — Intensive Outpatient Treatment — Non-
Perinatal (form and instructions) '

Document 2P(b): Drug Medi-Cal Cost Report Forms — Intensive Outpatient Treatment —
Perinatal (form and instructions)

Document 2P(c): Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Individual
Counseling — Non-Perinatal (form and instructions)

Document 2P(d): Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Individual
Counseling — Perinatal (form and instructions)

Document 2P(e): Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Group Counseling
~ Non-Perinatal (form and instructions) '

Document 2P(f): Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Group Counseling
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— Perinatal (form and instructions)

Document 2P(g): Drug Medi-Cal'Cost Report Forms — Residential - Perinatal (form and
instructions)

Document 2P(h): Drug Medi-Cal Cost Report Forms — Narcotic Treatment Program — County —
A Non-Perinatal (form and instructions)

Document 2P(i): Drug Medi-Cal Cost Report Forms ~ Narcotic Treatment Program — County —-
Perinatal (form and instructions)

Document 3G: California Code of Regulations, Title 9 — Rehabilitation and Developmental
Services, Division 4 — Department of Alcohol and Drug Programs, Chapter 4
— Narcotic Treatment Programs

http://www.calregs.com

Document 3H: California Code of Regulations, Title 9 — Rehabilitation and Developmental
: Services, Division 4 — Department of Alcohol and Drug Programs, Chapter 8
— Certification of Alcohol and Other Drug Counselors

hitp://www.calregs.com

Document 3J: CalOMS Treatment-Data Collection Guide

http://www.dhcs.ca.qov/provqovpart/Docdments/CalOMS Tx Data Collection G
uide JAN%202014.pdf

Document 30: Quarterly Federal Financial Management Report (QFFMR) 2014-15

hitp://www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx

Document 38 CalOMS Treatment Data Compliance Standards
Document 3T Non-Drug Medi-Cal and Drug Medi-Cal Local Assistance Funding Matrix
Document 3T(a) SAPT Authorized and Restricted Expenditures Information (Nov 2012)

Document 3V Culturally and Linguistically Appropriate Services (C‘LAS) National Standards

http://minerityhealth.hhs.gov/templates/browse.aspx?Ivi=2&IviiID=15

Document 4A : Drug Medi-Cal Claim Submission Certification — County Contracted Provider
— DHCS Form MC 8186 with Instructions

Document4B : Drug Medi-Cal Claim Submission Certification — County Operated Provider —
DHCS Form MC 8187 with Instructions

Document 4D : Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A)
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Document 4E : Treatment Standards for Substance Use Diagnosis: A Guide for Services

(Spring 2010)
Document 4F : Drug Medi-Cal (DMC) Services Quarterly Claim for Reimbursement of
~ County Administrative Expenses (Form #MC 5312)
Document 5A : Confidentiality Agreement
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Scope of Work

Service Overview

Contractor agrees to provide to the California Department of Health Care Services (DHCS)
the services described herein.

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division
10.5 of the Health and Safety Code (HSC) and with approval of Contractor's County Board
of Supervisors (or designee) for the purpose of providing alcohol and drug services. State
and the Contractor identified in the Standard Agreement are the only parties to this
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any
third party.

State and the Conftractor enter into this contract for the purpose of identifying and providing
for covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's
service area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code
(hereinafter referred to as HSC), Sections 44424-20; 14021.51 — 14021.53, and 14124.20 —
14124.25 of the Welfare and Institutions Code (hereinafter referred to as W&IC), and Title
22 of the California Code of Regulations (hereinafter referred to as Title 22), Sections
51341.1, 51490.1, and 51516.1.

- State and the Contractor enter into this contract by authority of Title 45 of the Code of
Federal Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment
Block Grants (SAPT Block Grant) for the purpose of planning, carrying out, and evaluating
activities to prevent and freat substance abuse. SAPT Block Grant recipients must adhere
to SAMHSA's National Outcome Measures (NOMs).

The objective is to make substance use treatment services available to Medi-Cal and other
non-DMC beneficiaries through utilization of federal and state funds available pursuant to
Title XIX and Title XXI of the Social Security Act and the SAPT Block Grant for
reimbursable covered services rendered by certified DMC providers.

Service Location
The services shall be performed at applicable facilities in the County of San Francisco.
Service Hours

The services shall be provided during the working hours and days as defined by the
Contractor. '
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A. The project representatives during the term of this Agreement will be:

B.

C.

Department of Health Care Services
Contract/Grant Manager: Mike Reeves
Telephone: (916) 327-2696

Fax: (916) 322-1176

Email: Michael.reeves@dhcs.ca.qov

Contractor’s/Grantee’s Name

County Administrator
Telephone: (415) 255-3601
Fax: (415) 255-3567

Direct all inquiries to:

Department of Health Care Services
SUD PTRSD - FMAB

Attention: Robert Strom

Mail Station Code 2624

P.O. Box 997413

Sacramento, CA, 95899-7777

Telephone: (916) 327-2699
Fax: (916) 322-1176
Email: Robert.Strom@dhcs.ca.gov

Department of Health Care Services

Contractor’s/Grantee’s Name

Medical Director, Substance Use Services
Department of Public Health’

Aftention: County AOD Program Administrator
1380 Howard Street, Room 221
San Francisco, CA 94103

Telephone: (415) 255-3601
Fax: (415) 255-3567

Either party may make changes to the information above by giving written notice to the
other party. Said changes shall not require an amendment to this Agreement.

See Exhibit A, Attachment |, for a detailed description of the services to be performed.
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Exhibit E A1
Additional Provisions

Amendment Process

A.
B.

Both the Contractor and the State may agree to amend or renegotiate the Contract.

Should either party, during the term of this Agreement, desire a change or amendment to
the terms of this Agreement, such changes or amendments shall be proposed in writing to
the other party, who will respond in writing as to whether the proposed
changes/amendments are accepted or rejected. If accepted and after negotiations are
concluded, the agreed upon changes shall be made through the State's official agreement
amendment process. No amendment will be considered binding on either party until itis
formally approved by the both parties and the Depar’tment of General Services (DGS), if
DGS approval is required.

Contract amendments will be required to change encumbered amounts for each year of a
multi-year contract period, of which the first amendment will be based on the Governor's
Budget Act allocation of that specific fiscal year. The signed contract from the Contractor will
be due to the Department of Health Care Services within 90 days from the issuance to the
County. Iif the signed Contract from the Contractor is not received within 90 days from the
issuance to the County, DHCS may withhold all non-DMC payments under Exhibit B of this
Contract until the required amendment is received by the State.

Contract amendments may be requested by the Contractor until May 1 of each of the

contract's fiscal years. An amendment proposed by either the Contractor or the State shall
be forwarded in writing to the other party.

1) The proposed amendment submitted by Contractor shall include the proposed
changes, and a statement of the reason and basis for the proposed change.

2) Amendments shall be duly approved by the County Board of Supervisors or its
authorized designee, and signed by a duly authorized representative.

Contractor acknowledges that any newly allocated funds that are in excess of the initial
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable
contract amendment on or before June 30, 20167.

State may settle costs for substance use disorder services based on the year-end cost
settlement report as the final amendment to the approved single State/County contract.

Cancellation / Termination

A

This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance
written notice to the Contractor.
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DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The
Contractor may submit a written request to terminate this Agreement only if DHCS
substantially fails to perform its responsibilities as provided herein.

The term “for cause” shall mean that the Contractor fails to meet the terms, conditions,
and/or responsibilities of this Agreement. -

Agreement termination or cancellation shall be effective as of the date indicated in DHCS’
notification to the Contractor. The notice shall stipulate any final performance, invoicing or
payment requirements.

Upon receipt of a notice of termination or cancellation, the Contractor shall take immediate
steps to stop performance and to cancel or reduce subsequent agreement costs.

In the event of early termination or cancellation, the Contractor shall be entitled to payment
for all allowable costs authorized under this Agreement and incurred up to the date of
termination or cancellation, including authorized non-cancelable obligations, provided such
expenses do not exceed the stated maximum amounts payable.

In the event of changes in law that affect provisions of this Contract, the parties agree to
amend the affected provisions to conform to the changes in law retroactive to the effective
date of such changes in law. The parties further agree that the terms of this Contract are
severable and in the event that changes in law render provisions of the Contract void, the
unaffected provisions and obligations of this Contract will remain in full force and effect.

The following additional provisions regarding termination apply only to Exhlblt A, Attachment
I, Part V, of this Contract:

1) In the event the federal Department of Health and Human Services (hereinafter
referred to as DHHS), or State determines Contractor does not meet the
requirements for participation in the DMC Treatment Program, State will terminate
payments for services provided pursuant to Exhlblt A, Attachment [, Part V, of this
Contract for cause. :

2) All obligations to provide covered services under this Contract will automatically
terminate on the effective date of any termination of this Contract. Contractor will be
responsible for providing or arranging for covered services to beneficiaries until the
effective date of termination or expiration of the Contract.

Contractor will remain liable for processing and paying invoices and statements for
covered services and utilization review requirements prior to the expiration or
termination until all obligations have been met.

3) In the event Exhibit A, Attachment I, Part V, of this Contract is nullified, Contractor |
shall refer DMC clients to providers who are certified to provide the type(s) of
services the client has been receiving.

In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program
records pertaining to the performance of this Contract o the State, which will retain the
records for the required retention period.

Page 2 of 4
576



County Contract

County of San Francisco
#14-90096 A03

Exhibit E A1

3. Avoidance of Conflicts of Interest by Contractor

A

DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor,
subcontractors, or employees, officers and directors of the Contractor or

subcontractors. Thus, DHCS reserves the right to determine, at its sole discretion, whether
any information, assertion or claim received from any source indicates the existence of a
real or apparent conflict of interest; and, if a confiict is found to exist, to require the
Contractor to submit additional information or a plan for resolving the conflict, subject to
DHCS review and prior approval.

Conflicts of interest include, but are not limited to:

1) An instance where the Contractor or any of its subcontractors, or any employee,
officer, or director of the Contractor or any subcontractor has an interest, financial or
otherwise, whereby the use or disclosure of information obtained while performing
services under the Agreement would allow for private or personal benefit or for any
purpose that is contrary to the goals and objectives of the Agreement.

2) An instance where the Contractor’s or any subcontractor's employees, officers, or
directors use their positions for purposes that are, or give the appearance of being,
motivated by a desire for private gain for themselves or others, such as those with
whom they have family, business or other ties. '

if DHCS is or becomes aware of a known or suspected conflict of interest, the Contractor will
be given an opportunity to submit additional information or to resolve the conflict. A .
Contractor with a suspected conflict of interest will have five (5) working days from the date
of notification of the conflict by DHCS to provide complete information regarding the
suspected conflict. If a conflict of interest is determined to exist by DHCS and cannot be
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the
Agreement. DHCS may, at its discretion upon receipt of a written request from the
Contractor, authorize an extension of the timeline indicated herein.

Contractor acknowledges that state laws on conflict of interest, found in the Political Reform
Act, Public Contract Code Section 10365.5, and Government Code Section 1090, apply to
this Contract. ' '

4, Freeze Exemptions

(Applicable only to local government agencies.)

A

Contractor agrees that any hiring freeze adopted during the term of this Agreement shall not
be applied to the positions funded, in whole or part, by this Agreement.

. Contractor agrees not to implement any personnel policy, which may adversely affect

performance or the positions funded, in whole or part, by this Agreement.
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C.  Contractor agrees that any travel freeze or travel limitation policy adopted during the term of
this Agreement shall not restrict travel funded, in whole or part, by this Agreement.

D. Contractor agrees that any purchasing freeze or purchase limitation policy adopted during
the term of this Agreement shall not restrict or limit purchases funded, in whole or part, by
this Agreement. :

Domestic Partners

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed
or amended after January 1, 2007, for the acquisition of goods or services in the amount of
$100,000 or more with a contractor who, in the provision of benefits, discriminates between
employees with spouses and employees with domestic partners, or discriminates between domestic
partners and spouses of those employees.

Force Majeure

Neither party shall be responsible for delays or failures in performance resuiting from acts beyond
the control of the offending party. Such acts shall include but not be limited to acts of God, fire,
flood, earthquake, other natural disaster, nuclear accident, strike, lockout, riot, freight; ~embargo,
related=utility, or governmental statutes or regulations super-imposed after the fact. If a delay or
failure in performance by the Contractor arises out of a default of its Subcontractor, and if such
default of its Subcontractor, arises out of causes beyond the control of both the Contractor and
Subcontractor, and without the fault or negligence of either of them, the Contractor shall not be

liable for damages of such delay or failure, unless the supplies or services to be furnished by the
Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to mest .
the required performance schedule. '
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_ Exhibit B A2
Budget Detail and Payment Provisions

Part | - General Fiscal Provisions

Section 1 — General Fiscal Provisions

A

Fiscal Provisions

For services satisfactorily rendered, and upon receipt and approval of documentation as
identified in Exhibit A, Attachment 1 A%, Part lil, DHCS agrees to compensate the
Contractor for actual expenditures incurred in accordance with the rates and/or allowable
costs specified herein.

Use of State General Funds

Contractor may not use allocated Drug Med|-Cal State General Funds to pay for any non-
Drug Medi-Cal services.

Funding Authorization

Contractor shall bear the financial risk in providing any substance use disorder services
covered by this Contract.

* Availability of Funds

It is understood that, for the mutual benefit of both parties, this Contract may have been
written before ascertaining the availability of congressional appropriation of funds in order to
avoid program and fiscal delays that would occur if this Contract were not executed until
after that determination. If so, State may amend the amount of funding provided for in this
Contract based on the actual congressional appropriation.

Subcontractor Funding Limitations

Pursuant to HSC Section 11818 (b)(2)(A), Contractor shall reimburse its Subcontractors
that receive a combination of Drug Medi-Cal funding and other federal or county
realignment funding for the same service element and location based on the
Subcontractor’s actual costs in accordance with Medicaid reimbursement requirements as
specified in Title XX or Title XXI of the Social Security Act; Title 22, and the State’s
Medicaid Plan. Payments at negotiated rates shall be settled to actual cost at year-end.
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Budget Contingency Clause

It is mutually agreed that if the Budget Act of the current year and/or any subsequent years
covered under this Agreement does not appropriate sufficient funds for the program, this
Agreement shall be of no further force and effect. In this event, DHCS shall have no liability
to pay any funds whatsoever to Contractor or to furnish any other considerations under this
Agreement and Contractor shall not be obligated to perform any provisions of this
Agreement.

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, DHCS shall have the option to either cancel this Agreement with no liability
occurring to DHCS, or offer an amended agreement amendment to Contractor to reflect the
reduced amount, ‘

Expense Allowability / Fiscal Documentation

1. Invoides, received from a Contractor and accepted and/or submitted for payment by
DHCS, shall not be deemed evidence of allowable agreement costs.

2. Contractor shall maintain for review and audit and supply to DHCS upon request,
adequate documentation of all expenses claimed pursuant to this Agreement to
permit a determination of expense allowability.

3. If the allowability or appropriateness of an expense cannot be determined by DHCS
because invoice detalil, fiscal records, or backup documentation is nonexistent or
inadequate according to generally accepted accounting principles, and generally
accepted governmental audit standards, all questionable costs may be disallowed
and payment may be withheld by DHCS. Upon receipt of adequate documentation
supporting a disallowed or questionable expense, reimbursement may resume for
the amount substantiated and deemed allowable.

4, Costs and/or expenses deemed unallowable are subject to recovery by DHCS.
Maintenance of Effort for SAPT Block Grant

1. Notwithstanding any other provision in this contract, the Director may reduce federal
' funding allocations, on a dollar-for-dollar basis, to a county that has a reduced or
anticipates reduced expenditures in a way that would result in a decrease in the
California’s receipt of federal Substance Abuse Prevention and Treatment Block
Grant funds (42 U.S.C. Sect 300x-30).

2. Prior to making any reductions pursuant to this subdivision, the Director shall notify
all counties that county underspending will reduce the federal Substance Abuse
Prevention and Treatment Block Grant maintenance of effort (MOE). Upon receipt
of notification, a county may submit a revision to the county budget initially
submitted pursuant to subdivision (a) of Section 44978 11798 in an effort to
maintain the statewide SAPT Block Grant MOE.
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Pursuant to 45 CFR 96.124 C 1-3 the Contractor shall expend a specified
percentage of SAPT Block Grant funds for perinatal services, pregnant
women, and women with dependent children each state fiscal year (SFY). The
Contractor shall expend that percentage of SAPT Block Grant funds by, either

establishing new programs or expanding the capacity of existing programs.
In_accordance with 45 CFR 96.124 (c)(1-3), the Contractor shall calculate the

percentage of funds to be expended for perinatal services, pregnant women,
and women with dependent children in the manner described in Exhibit G:
County Share of SAPT Block Grant Women Services Expenditure
Requirement. :

>

Pursuant to subdivision (b) of Section 449784 11798.1, a county shall notify the
Department in writing of proposed local changes to the county’s expenditure of
funds. The Department shall review and may approve the proposed local changes
depending on the level of expenditures needed to maintain the statewide SAPT
Block Grant MOE.

Effective the date of execution of this Contract, nothing in this Contract waives the
protections provided to Contractor under Section 36 of article XllI of the California
Constitution (“Proposition 30”). Except where specifically stated in the terms of this
contract, Contractor's performance of any additional legal requirements, including, but not
limited to court-ordered requirements and statutory or regulatory amendments, is subject to
Proposition 30's funding requirements.

Section 2 — General Fiscal Provisions — Non-Drug Medi-Cal

A.

Revenue Collection

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC,
Sections 11841, by raising revenues in addition to the funds allocated by the State. These
revenues include, but are not limited to, fees for services, private contributions, grants, or
other governmental funds. These revenues shall be used in support of additional alcohol
and other drug services or facilities. Each alcohol and drug program shall set and collect
client fees based on the client’s ability to pay. The fee requirement shall not apply to
prevention and early intervention services. Contractor shall identify in its annual cost report

. the types and amounts of revenues collected.

Cost Efficiencies .

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units
of service shall be met by the non-DMC funds allocated to the Contractor and other
Contractor or Subcontractor revenues. Amounts awarded pursuant to Exhibit A,
Attachment | A4, Part 1V, shall not be used for services where payment has been made, or
can reasonably be expected to be made under any other state or federal compensation or
benefits program, or where services can be paid for from revenues.
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Section 3 — General Fiscal Provisions — Drug Medi-Cal

A.

Return of Unexpended Funds

" Contractor assumes the total cost of providing covered services on the basis of the
‘payments delineated in this Exhibit B A4, Part ll. Any State General Funds or federal

Medicaid funds paid to the Contractor, but not expended for DMC services shall be returned
to the State.

Amendment or Cancellation Due to Insufficient Appropriation

This Contract is valid and enforceable only if sufficient funds are made availabie to the

State by the United States Government for the purpose of the DMC program. It is mutually
agreed that if the Congress does not appropriate sufficient funds for this program, State has |
the option to void this contract or to amend the Contract to reflect any reduction of funds.

Exemptions

Exemptions to the provisions of Item B above, of this Exhibit, may be granted by the
California Department of Finance provided that the Director of DHCS certifies in writing that
federal funds are available for the term of the contract.

Allowable costs

Allowable costs, as used in Section 51516.1 of Title 22 shall be determined in accordance
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services
(CMS), "Medicare Provider Reimbursement Manual (Publication Number 15),” which can
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.gov.” In
accordance with W&IC Sections 14132.44 and 14132.47, funds allocated to the Contractor
for DMC services, including funding for alcohol and other drug services for pregnant and
postpartum women pursuant to Title 22, Section 51341.1(c), may not be used as match for
targeted case management services or for Medi-Cal administrative activities.
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Exhibit B A2
Budget Detail and Payment Provisions

Part Il — Reimbursements

Section 1. General Reimbursement

A. Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government
Code Chapter 4.5, commencing with Section 927.

B. Amounts Payable

1. The amount payable under this Agreement shall not exceed the amount identified
on the Standard Agreement.

2. Reimbursement shall be made for allowable expenses up to the amount annually
encumbered commensurate with the state fiscal year in which services are
performed and/or goods are received.

3. The funds identified for the fiscal years covered by under this Section, within this
Exhibit, are subject to change depending on the availability and amount of funds
‘appropriated by the Legislature and the Federal Government. The amount of funds
available for expenditure by the Contractor shall be limited to the amount identified
in the final allocations issued by the State for that fiscal year or the non-DMC
amount, whichever is less. Changes to allocated funds will require written
amendment to the Contract.

4. ‘For each fiscal year, the State may settle costs for services based on each fiscal
year year-end cost settlement report as the final amendment for the specific fiscal
year cost settlement report to the approved single state/county contract.

Section 2. Non-Drug Medi-Cal

A Amounts Payable for Non-Drug Medi-Cal

1. State shall reimburse the Contractor monthly in arrears an amount equal to one-
twelfth of the maximum amount allowed pursuant to Exhibit B A+ of the contract or
the most recent allocation based on the Budget Act Allocation, whichever is less.
Final allocations will reflect any increases or reductions in the appropriations as
reflected in the State Budget Act allocation and any subsequent allocation revisions.

2, Monthly disbursement to the Contract at the beginning of each fiscal year of the
Contract shall be based on the preliminary allocation of funds, as detailed in this
Exhibit.

3. However, based on the expenditure information submitted by the counties in the

Quarterly Federal Financial Management Report (QFFMR) (Document 30), State
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may adjust monthly paymehts of encumbered block grant federal funds to extend
the length of time (not to exceed 21 months) over which payments of federal funds
will be made.

- 4, Monthly disbursements to the Contractor at the beginning of each fiscal year of the
Contract shall be based on the preliminary allocation of funds, as detailed in Exhibit
B At

5. State may withhold monthly non-DMC payments if the Contractor fails to:

(a) fimely submit timely reports and data required by the State, including but not
limited to, reports required pursuant to Exhibit A, Attachment | A4, Part Ill.

(b) submit the contract amendment within 90 days from issuance from the State
to the Contractor. '

(c) submit and attest the completion of Corrective Action Plans for services
provided pursuant to this contract. '

6. Upon the State’s receipt of the complete and accurate reports, data, or signed
contract, the Contractor's monthly payment shall commence with the next scheduled
monthly payment, and shall include any funds withheld due to late submission of
reporis, data and/or signed contract.

7. Adjustments may be made to the total of the Contract and amounts may be withheld
" from payments otherwise due to the Contractor hereunder, for nonperformance to
the extent that nonperformance involves fraud, abuse, or failure to achieve the
objectives of the provisions of Exhibit A, Attachment | A%, Part IV.

Payment Provisions

For each fiscal year, the total amount payable by the State to the Contractor for services
provided under Exhibit A, Attachment | A4, Part 1V, shall not exceed the encumbered
amount. The funds identified for the fiscal years covered by Exhibit A, Attachment | A4,
Part IV, are subject to change depending on the availability and amount of funds
appropriated by the Legislature and the Federal Government. Changes to encumbered
funds will require written amendment to the Contract. State may settle costs for non-DMC
services based on the year-end cost settlement report as the final amendment to the
approved single state/county contract.

In the event of a contract amendment, is as required-pursuantie by the preceding
paragraph, Contactor shall submit to the State information as identified in Exhibit E, Section
1.D. To the extent the Contractor is notified of the State Budget Act allocation prior to the
execution of the Contract, the State and the Contractor may agree to amend the contract
after the issuance of the first revised Budget Act allocation.
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Accrual of Interest

Any interest accrued from State-allocated funds and retained by the Contractor must be
used for the same purpose as the State allocated funds from which the interest was
accrued.

Expenditure Period

Substance Abuse Prevention and Treatment (SAPT) Block Grant funds are allocated based
upon the Federal Grant award period. These funds must be expended for activities
authorized pursuant to 42 USC Sections 300x-21(b) through 300x-66; and Title 45, CFR,
Subpart L, within the availability period of the grant award. Any SAPT Block Grant funds
that have not been expended by a Contractor at the end of the expenditure period identified
below shall be returned to the State for subsequent return to the Federal government.

1. The expenditure period of the FFY 2014 award is October 1, 2013 through
June 30, 2015.

2. The expenditure period of the FFY 2015 award is October 1, 2014 through
June 30, 20186.

3. The expenditure period of the FFY 2016 award is October 1, 2015 through
June 30, 2017.

4, The expenditure period of the FFY 2017 award is October 1, 2016 through
June 30, 2018.

5. The expenditure period of the FFY 2018 award is October 1, 2017 through
June 30, 2019.

Contractors receiving SAPT Block Grant funds shall comply'with the financial management
standards contained in Title-45, CFR, Part 92, Sections 92.20(b)(1) through (6), and Title
45, CFR, Part 96, Section 96.30.

Non-profit Subcontractors receiving SAPT Block Grant funds shall comply with the financial
management standards contained in Title 45, CFR, Part 74, Sections 74. 21(b)(1) through
(4) and (b)(7), and Part 96, Sectlon 96.30.

Contractors receiving SAPT Block Grant funds shall track obligations and expenditures by
individual SAPT Block Grant award, including, but not limited to, obligations and
expenditures for primary prevention, services to pregnant women and women with
dependent children. “Obligation” shall have the same meaning as used in Title 45, CFR,
Part 92, Section 92.3.”

Additionally, Contractors expending SAPT Block Grant HIV Set Aside funds for HIV Early

Intervention Services are required to collect data regarding their use of HIV Set-Aside funds
and to report this data to the State.
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Restrictions on the Use of Federal SAPT Block Grant Funds

Pursuant to 42 U.S.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided

by the Agreement on the following activities:

1. Provide inpatient services;

2. Make cash payment to intended recipiehts of health services;

3. Purchase or improve land, purchase, construct or permanently improve (other than
minor remodeling) any building or other facility or purchase major medical
equipment; :

4. Satisfy any requirement for the expenditure of non-Ffederal funds as a condition for

the receipt of Ffederal funds;

5. Provide financial assistance to any entity other than a public or nonprofit private
entity; ‘
6. Pay the salary of an individual through a grant or other extramural mechanism at a

- rate in excess of level | of the Executive Salary Schedule for the award year: see
http://grants.nih.gov/grants/policy/salcap summary.him:

7. Purchase treatment services ard In penal or correctional institutions of this State of
California; and '

8. Supplant state funding of programs to prevent and treat substance abuse and
related activities.

Section 3. Drug Medi-Cal

A

To the extent that the Contractor provides the covered services in a satisfactory manner
and in accordance with the terms and conditions of this Contract, the State agrees to pay
the Contractor federal Medicaid funds according to Exhibit A, Attachment | A4, Part Ill.
Subject to the availability of such funds, Contractor shall receive federal Medicaid funds
and/or State General Funds for allowable expenditures as established by the federal
government and approved by the State, for the cost of services rendered to beneficiaries.

Any payment for covered services rendered pursuant to Exhibit A, Attachment | A4, Part V,
shall only be made pursuant to applicable provisions of Title XIX or Title XXl of the Social
Security Act; the W&IC; the HSC; California’s Medicaid State Plan; and Sections 51341.1,
51490.1, 51516.1, and 51532 of Title 22.

It is understood and agreed that failure by the Contractor or its Subcontractors to comply
with applicable federal and state requirements in rendering covered services shall be
sufficient cause for the State to deny payments to and/or recover payments from the
Contractor and/or terminate the Contractor or its Subcontractor from DMC program
participation. If the State or the Department of Health and Human Services (DHHS)
disallows or denies payments for any claim, Contractor shall repay to the State the federal
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Medicaid funds and/or State General Funds it received for all claims so disallowed or
denied. The overpayment shall be recovered by any of the methods allowed in Title 22,
CCR, Sections 51047(a)and (b).

Before such denial, recoupment, or disallowances are made, State shall provide the
Contractor with written notice of its proposed action. Such notice shall include the reason
for the proposed action and shall allow the Contractor sixty (60) days to submit additional
information before the proposed action is taken, as required in Title 22, CCR, Section
51047(a). This requirement does not apply to the DMC Post Service Post Payment
Utilization Reviews. ‘

The State shall refund to the Contréctor any recovered Federal Drug Medi-Cal overpayment
that is subsequently determined to have been erroneously collected, together with interest,
in accordance with Title 22, CCR, Section 51047(e). '

Contractor shall be reimbursed by the State on the basis of its actual net reimbursable cost,
not to exceed the unit of service maximum rate.

Claims submitted to the contractor by a sub-contracted provider that is not certified or
whose certification has been suspended pursuant to the Welfare and Institutions Code -
section 14107.11, and Code of Federal Regulations, Title 42, section 455,23 shall not be
certified or processed for federal or state reimbursement by the contractor. Payments for
any DMC services shall be held by the Contractor until the payment suspension is resolved.

In the event a contract amendment is required pursuant to the preceding paragraph,
Contractor shall submit to the State information as identified in Exhibit E, Section 1.D. To
the extent the Contractor is nofified of the State Budget Act allocation prior to the execution
of the Contract, the State and the Contractor may agree to amend the contract after the
issuance of the first revised allocation.

Reimbursement for covered services, other than NTP services, shall be limited to the lower
of:

1. the provider's usual and customary charges to the general public for the same or
similar services;

2. the provider's actual allowable costs; or
3. the DMC SMA for the modality.

Reimbursement to NTP's shall be limited to the lower of either the USDR rate, pursuant to
W&IC Section 14021.51(h), or the provider's usual and customary charge to the general
public for the same or similar service. However, reimbursement paid by a county to an NTP
provider for services provided to any person subject to Penal Code Sections 1210.1 or
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or
customary charge to the general public. (W&IC Section 14021.51(h)(2)(A)).
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State shall reimburse the Contractor the AState General Funds and/or federal Medicaid
amount of the approved DMC claims and documents submitted in accordance with Exhibit
A, Attachment | A4, Part Iil.

* State will adjust subsequent reimbursements to the Contractor fo actual allowable costs.

Actual allowable costs are defined in the Medicare Provider Reimbursement Manual (CMS-
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services,
Baltimore, Maryland, or www.cms.hhs.gov.

Contractors and Subcontractors must accept, as payment in full, the amounts paid by the
State in accordance with Title 22, CCR, Section 51516.1, plus any cost sharing charges
(deductible, coinsurance, or copayment) required to be paid by the client. However,
Contractors and Subcontractors may not deny services to any client eligible for DMC
services on account of the client's inability to pay or location of eligibility. Contractors and
Subcontractors may hot demand any additional payment from the State, client, or other
third party payers.

Section 4. Drug Medi-Cal Direct Provider Contracts

A

Pursuant to W&IC 14124.21, DHCS shall contract with qualified DMC providers within the
county when a county does not contract to operate DMC services, in whole or in part.

The State will invoice the Contractor for the county realignment share of approved DMC
claims received by the State from the State’s subcontractor. Contractor shall reimburse the
State for the county realignment share of the approved DMC claims within 30 days of
receipt of the invoice. If Contractor does not reimburse the State within 30 days of receipt
of the invoice, the State may offset the amount owed from any other funding owed to
Contractor by the State or any other State agency. The parties acknowledge that the
State’s subcontractor shall be responsible for repayment of any disallowed claims.

However, in no event shall the State be liable for Medicaid reimbursement for any
disallowed claims.

1. Any Contractor contracting with the State for the provision of services through NTP
providers may receive reimbursement of the NTP administrative rate.

2. As a result of the direct contract provider's settled cost report, any County
Realignment funds owed to the direct contract provider will be handled through an
invoice process to the Contractor. Additionally, as a result of the direct contract
provider’s settled cost report, any County Realignment funds owed to the State will
be returned to the Contractor. :
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Exhibit B A2
Budget Detail and Payment Provisions

Part lll - Financial Audit Requirements

Section 1. General Fiscal Audit Requirements

A

In addition to the requirements identified below, the Contractor and its Subcontracts are
required to meet the audit requirements as delineated in Exhibit C, General Terms and
Conditions, and Exhibit D(F), Special Terms and Conditions, of this Contract.

All expenditures of county realignment funds, state and federal funds furnished to the
Contractor and its Subcontractors pursuant to this Contract are subject to audit by the
State. Such audits shall consider and build upon external independent audits performed
pursuant to audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised December 2013) and/or any independent Contractor audits or reviews.
Objectives of such audits may include, but not limited to, the following:

1. To determine whether units of service claimed/reported are properly documented by
service records and accurately accumulated for claiming/reporting;

2. To validate data reported by the Contractor for prospective contract negotiations;

3. To provide technical assistance in addressing current year activities and providing
recommendation on internal controls, accounting procedures, financial records, and
" compliance with laws and regulations;

4.  To determine the cost of services, net of related patient and participant fees, third-
party payments, and other related revenues and funds;

5. To determine that expenditures are made in accordance with applicable state and
federal laws and regulations and contract requirements, and/or;

6. To determine the facts in relation to analysis of data, complaints, or allegations,
which may be indicative of fraud, abuse, willful misrepresentation, or failure to
achieve the Contract objectives of Exhibit C and D(F).

Unannounced visits may be made at the discretion of the State.

The refusal of the Contractor or its Subcontractors to permit access to and inspection of
electronic or print books and records, physical facilities, and/or refusal to permit interviews
with employees, as described in this part constitutes an express and immediate material
breach of this Contract and will be sufficient basis to terminate the Contract for cause or

defauit.

Reports of audits conducted by the State shall reflect all findings, recommendations,
adjustments and corrective action as a result of it's finding in any areas.
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Section 2. Non-Drug Medi-Cal Financial Audits

A.

Pursuant to OMB Circular A-133 § _.400(d)(3), Contractor shall monitor the activities of all

. of its Subcontractors to ensure that:

1. Subcontractors are complying with program requirements and achieving
performance goals

2, Subcontractors are complying with fiscal requirements, such as having appropriate

fiscal controls in place, and are using awards for authorized purposes.

Contractor can use a variety of monitoring mechanism, including limited scope audits, on-

-site visits, progress reports, financial reports, and review of documentation support requests

for reimbursement, to meet the Contractor's monitoring objectives. The Contractor may
charge federal awards for the cost of these monltorlng procedures as outlined in OMB
Circular A-133.

The Contractor shall submit to the State a copy of the procedures and any other monitoring
mechanism used to monitor non-profit Subcontracts at the time of the County’s annual site
visit or within 60 days thereafter. Contractor shall state the frequency that non-profit
Subcontracts are monitored.

Limited scope audits, as defined in the OMB Circular A-133, only include agreed-upon
engagements that are (1) conducted in accordance with either the American Institute of
Certified Public Accountants generally accepted auditing standards or attestation
standards; (2) paid for and arranged by pass-through entities (counties); and (3) address
one or more of the following types of compliance requirements: (i) activities allowed or
unallowed; (i) allowable costs/cost principals; (iii) eligibility; (9v) matching, level of effort
and earmarking; and (v) reporting.

On-site visits focus on compliance and controls over compliance areas. The reviewer must
make site visits to the subcontractor locations(s), and can use a variety of monitoring
mechanism to document compliance requirements. The finding and the corrective actlon
will require follow-up by the Contractor..

Contractor shall be responsible for any disallowance taken by the Federal Government, the
State, or the California State Auditor, as a result of any audit exception that is related to the
Contractor’s responsibilities herein. Contractor shall not use funds administered by the
State to repay one federal funding source with funds provided by another federal funding
source, to repay federal funds with state funds, or to repay state funds with federal funds.
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution
of an audit appeal. Contractor agrees to develop and implement any corrective action
plans in a manner acceptable to the State in order to comply with recommendations
contained in any audit report. Such corrective action plans shall include time-specific

~ objectives to allow for measurement of progress and are subject to verification by the state

within one year from the date of the plan.

" Page 12 of 20
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If differences cannot be resolved between the State and Contractor regarding the terms of
the financial audit settlements for funds expended under Exhibit A, Attachment | A4, Part
IV, Contractor may request an appeal in accordance with the appeal process described in
Document 1J(a), “Non-DMC Audit Appeal Process,” incorporated by this reference. When
a financial audit is conducted by the Federal Government, the State, or the California State
Auditor directly with a Subcontractor of the Contractor, and if the Subcontractor disagrees
with audit disallowances related to its programs, claims or services, Contractor shall, at the
Subcontractor’s request, request an appeal to the State in accordance with Document
1J(a). Contractor shall include a provision in its subcontracts regarding the process by
which its Subcontractors may file an appeal via the Contractors.

G. Contractors that conduct financial audits of Subcontractors, other than a Subcontractor
whose funding consists entirely of non-Department funds, shall develop a process to
resolve disputed financial findings and notify Subcontractors of their appeal rights pursuant
to that process. This section shall not apply to those grievances or compliances arising
from the financial findings of an audit or examination made by or on behalf of the State
pursuant to Article IV of this Contract.

H. Pursuant to OMB Circular A-133, State may impose sanctions against the Contractor for
not submitting single or program-specific audit reports, or failure to comply with all other
audit requirements. The sanctions shall include:

1. Withholding a percentage of federal awards until the audit is completed satisfactorily .
2. Withhold or disallowing overhead costs

3. Suspending federal awards until the audit_ is conducted; or
4, Terminating the federal award

Section 3. Drug Medi-Cal Financial Audits

A In addition to the audit requirements set forth in Exhibit D(F), State may also conduct
financial audits of DMC programs, exclusive of NTP services, to accomplish any of, but not
limited to, the following audit objectives:

1. To review reported costs for validity, appropriate allocation methodology, and
compliance with Medicaid laws and regulations;

2, To ensure that only the cost of aliowable DMC activities are included in reported
costs;
3. To determine the provider’s usual and customary charge to the general public in

accordance with CMS (The Medicare Provider Reimbursement Manual) (CMS-
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services,
Baltimore, Maryland, or www.cms.hhs.gov, for comparison to the DMC cost per unit;

4, To review documentation of units of service and determine the final number of
approved units of service;

Page 13 of 20
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5. - To determine the amount of clients’ third-party revenue and Medl Cal share of cost
to offset allowable DMC reimbursement; and,
6. To compute final settlement based on the lower of actual allowable cost, the usual

and customary charge, or the maximum allowance, in accordance with Title 22,
Section 51516.1.

In addition to the audit requirements set forth in Exhibit D(F), State may conduct financial
audits of NTP programs. For NTP services, the audits will address items A(3) through A(5)
above, except that the comparison of the provider's usual and customary charge in A(3) will
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audits will
include, but not be limited to:-

1. For those NTP providers required to submit a cost report pursuant to W&IC Section
14124.24, a review of cost allocation methodology between NTP and other service
modalities, and between DMC and other funding sources;

2. A review of actual costs incurred for comparison to services claimed;

3. A review of counseling claims to ensure that the appropriate group or.individual
counseling rate has been used and that counseling sessions have been billed
appropriately;

- 4. A review of the number of clients in group sessions to ensure that sessions include

no less than-feur two and no more than ten twelve clients at the same time, with at
least one Medi-Cal client in attendance;

5. Computation of final settlement based on the lower of USDR rate or the provider's
usual and customary charge to the general public; and,

6. A review of supporting service, time, fi nanCIal and patient records to verlfy the
validity of counseling claims.

Contractor shall be responsible for any disallowances taken by the Federal Government,
the State, or the Bureau of State Audits as a result of any audit exception that is related to
its responsibilities. Contractor shall not use funds administered by the State to repay one
federal funding source with funds provided by another federal funding source, or to repay
federal funds with state funds, or to repay state funds with federal funds

Contractor agrees to promptly develop and-implement any corrective action plans in a
manner acceptable to the State in order to comply with recommendations contained in any
audit report. Such corrective action plans shall include time-specific objectives to allow for
measurement of progress and are subject to verification by the State within six months from
the date of the plan.

Contractor, in coordination with the State, must provide follow-up on all significant findings
in the audit report, including findings relating to a Subcontractor, and submit the results to
the State.
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If differences cannot be resolved between the State and the Contractor regarding the terms
of the final financial audit settlements for funds expended under Exhibit B A4, Contractor
may request an appeal in accordance with the appeal process described in the "DMC Audit
Appeal Process," Document 1J(b), incorporated by this reference. When a financial audit is
- conducted by the Federal Government, the State, or the Bureau of State Audits directly with
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit
disallowances related to its programs, claims or services, Contractor shall, at the
Subcontractor's request, request an appeal to the State in accordance with Document
1J(b). Contractor shall inciude a provision in its subcontracts regarding the process by
which a Subcontractor may file an audit appeal via the Contractor.

Providers of DMC services shall, upon request, make available to the State their fiscal and
other records to assure that such provider have adequate recordkeeping capability and to
assure that reimbursement for covered DMC services are made in accordance with Title 22,
CCR, Section 51516.1. These records include, but are not limited to, matters pertaining to:

1. Provider ownership, organization, and operation;
2. Fiscal, medical, and other recordkeeping systems;
' 3. Federal income tax status;
4, Asset acquisition, lease, sale, or other action;
5. Franchise or management arrangements;
6. Patient service charge schedules;
7. Costs of operation;
8. Cost allocation methodology;
9. Amounts of income received by source and purpose; and,

10. Flow of funds and working capital.

Contractor shall retain records of utilization review activities required in Article VI herein for
a minimum of three (3) years.
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Exhibit B A2
Budget Detail and Payment Provisions

Part IV — Records

Section 1. _General Provisions

A

Maintenance of Records

Contractor shall maintain sufficient books, records, documents, and other evidence
necessary for the State to audit contract performance and contract compliance. Contractor
shall make these records available to the State, upon request, to evaluate the quality and
quantity of services, accessibility and appropriateness of services, and to ensure fiscal
accountability. Regardless of the location or ownership of such records, they shall be
sufficient to determine.if costs incurred by contractor are reasonable, allowable and
allocated appropriately. All records must be capable of verification by qualified auditors.

1. Contractor shall include in any contract with an audit firm a clause to permit access
by the State to the working papers of the external independent auditor, and require
that copies of the working papers shall be made for the State at its request.

2. Contractor shall keep adequate and sufficient financial records and statistical datato .
support the year-end documents filed with the State. All records must be capable of
verification by qualified auditors.

3. Accounting records and supporting documents shall be retained for a three-year
period from the date the year-end cost settlement report was approved by the State
for interim settlement. When an audit by the Federal Government, the State, or the
California State Auditor has been started before the expiration of the three-year
period, the records shall be retained until completion of the audit and final resolution
of all issues that arise in the audit. Final settlement shall be made at the end of the
audit and appeal process. If an audit has not been completed within three years,
the interim settlement shall be considered as the final settiement.

4, Financial records shalil be kept so that they clearly refiect the source of funding for
each type of service for which reimbursement is claimed. These documents
include, but are not limited to, all ledgers, books, vouchers, time sheets, payrolls,
appointment schedules, client data cards, and schedules for allocating costs. All-
records must be capable of verification by qualified auditors.

5. Contractor’'s subcontracts shall require that all Subcontractors comply with the
requirements of Exhibit A, Attachment | A4, Part V, Section 2.
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Should a Subcontractor discontinue its contractual agreement with the Contractor,
or cease to conduct business in its entirety, Contractor shall be responsible for
retaining the Subcontractor’s fiscal and program records for the required retention
period. The State Administrative Manual (SAM) contains statutory requirements
governing the retention, storage, and disposal of records pertaining to state funds.
Contractor shall follow SAM requirements located at
http://sam.dgs.ca.gov/TOC/1600.aspx.

The Contractor shall retain all records required by Welfare and Institutions Code
section 14124.1, 42 CFR 433.32, and California Code of Regulations, Title 22,
Section 51341.1 et seq. for reimbursement of services and financial audit purposes.

In the expenditure of funds hereunder, and as required by 45 CFR Part 96,
Contractor shall comply with the requirements of SAM and the laws and procedures
applicable to the obligation and expenditure of federal and state funds.

B. Dispute Resolution Process

1.

In the event of a dispute under this Exhibit A, Attachment | A4, Part IV, other than an
audit dispute, Contractor shall provide written notice of the particulars of the dispute
to the State before exercising any other available remedy. Written notice shall
include the contract number. The Director (or designee) of the State and the County
Drug or Alcohol Program Administrator (or designee) shall meet to discuss the
means by which they can effect an equitable resolution to the dispute. Contractor
shall receive a written response from the State within sixty (60) days of the notice of
dispute. The written response shall reflect the issues discussed at the meeting and
state how the dispute will be resolved.

In the event of a dispute over financial audit findings between the State and the
Contractor, Contractor may appeal the audit in accordance with the “non- DMC
Audit Appeal Process” (Document 1J(a)). When a financial audit by the Federal
Government, the State, or the California State Auditor is conducted directly with a
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit
disallowances related to its programs, claims or services, Coniractor shall, at the
Subcontractor's request, request an appeal to the State in accordance with
Document 1J(a). Contractor shall include a provision in its subcontracts regarding
the process by which a Subcontractor may file an audit appeal via the Contractor.

As stated in Part [ll, Section 3, of this Exhibit, in the event of a dispute over financial
audit findings between the State and the Contractor, Contractor may appeal the
audit in accordance with DMC Audit Appeal Process” (Document 1J(b)). When a
financial audit by the Federal Government, the State, or the California State Auditor
is conducted directly with a Subcontractor of the Contractor, and if the
Subcontractor disagrees with audit disallowances related to its programs, claims or
services, Contractor shall, at the Subcontractor’s request, request an appeal to the
State in accordance with DMC Audit Appeal Process” (Document 1J(b)). Contractor
shall include a provision in its subcontracts regarding the process by which a ‘
Subcontractor may file an audit appeal via the Contractor.
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Contractors that conduct financial audits of Subcontractors, other than a
Subcontractor whose funding consists entirely of non-Department funds, shall
develop a process to resolve disputed financial findings and notify Subcontractors of
their appeal rights pursuant to that process. This section shall not apply to those -
grievances or complaints arising from the financial findings of an audit or
examination made by or on behalf of the State pursuant to Part Il of this Exhibit.

To ensure that necessary corrective actions are taken, financial audit findings are
either uncontested or upheld after appeal may be used by the State during
prospective contract negotiations.
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A "Uniform Statewide Daily Reimbursement (USDR) Rate™ means the rate for NTP

“services based on a unit of service that is a daily treatment service provided pursuant to

Title 22, Sections 51341.1 and 51516.1 and Title 9, commencing with Section 10000

(Document 3G), or the rate for individual or group counseling. The following table shows

USDR rates.
Service Type of Unit Non-Perinatal (Regular) Rate Per
. of Service uos Perinatal Rate Per UOS
(UOS) FY 14/15 FY 15/16 FEY 1617 | FY 14/15 FY 15/16 FY 16/17
NTP-Methadone
Dosing Daily $10.80 $11.44A 11.44 $11.79 ' $13.58 13.58
NTP-Individual One 10- | -
Counseling (*) increment $13.48 $13.39 $13.39 $21.06 $21.17 $21.17
NTP Grou One 10-
p . $2.91 $3.02 $3.02 $7.03 $5.79 $5.79
Counseling (*) _ minute
increment

(*) The NTP contractors may be reimbursed for up to 200 minutes (20-10 minute
increments) of individual and/or group counseling per calendar month. If medical necessity

is met that requires additional NTP counseling beyond 200 minutes per calendar month,

NTP contractors may bill and be reimbursed for additional counseling (in 10 minute
increments). Medical justification for the additional counseling must be clearly documented
in the patient record.

Reimbursement for covered NTP services shall be limited to the lower of the NTP's usual
and customary charge to the general public for the same or similar services or the USDR
rate.
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B. “Unit of Service” means a face-to-face contact on a calendar day for outpatient drug free,
intensive outpatient treatment, perinatal residential, and Naltrexone treatment services.
Only one face-to-face service contact per day is covered by DMC except in the case of
emergencies when an additional face-to-face contact may be covered for intake crisis
intervention or collateral service. To count as a unit of service, the second contact shall not
duplicate the services provided on the first contact, and each contact shall be clearly
documented in the beneficiary’s record. While the rates are approved by the State, they
are subject to change through the regulation process. Units of service are identified in the
following table. :

Service Type_of Unit of Non-Perinatal (Regular) Rate Perinatal Rate Per UOS
Service (UOS) Per UOS
FY 14/15 FY 15/16 FY 16/17 | FY 14/15 FY 15/16 FY 16/17
Intensive Outpatient | Face-to-Face Vislt $56.44 | $58.30 | $58.30 | $80.78 | $81.22 | $81.22
i FacetoFace Vist | g10.06 | $10.06 | $19.08 | NA NA NA
O g e | e oot noreon) | 96738 | $66.93 | $66.93 | $105.32 | $105.90 | $105.90
oo oo o | 2623 | $27.14 | s2114 | $63.33 | $5211 | $s21
Perinatal Residential I[)):;:y — Residential NA NA NA $99.43 $90. 97 $99.97 |
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CCC-307
CERTIFICATION

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) ' Federal ID Number
County of San Francisco 95-6000412

By (Authorized Signature)

Printed Name and Title of Person Signing

Date Executed Executed in the County of

San Francisco

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2,
- Section 8103) (Not applicable to public entities.)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a. Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace; .

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations. '

c. Every employee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,
2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Contractor has made false certification, or violated the
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certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et
seq.)

3. NATIONAL L ABOR RELATIONS BOARD CERTIFICATION: Contractor certifies
that no more than one (1) final unappealable finding of contempt of court by a Federal
court has been issued against Contractor within the immediately preceding two-year
period because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to comply with an order of the National Labor Relations Board. (Pub.
Contract Code §10296) (Not applicable to public entities.)

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO'
REQUIREMENT: Contractor hereby certifies that contractor will comply with the

requirements of Section 6072 of the Business and Professions Code, effective January 1,
2003.

Contractor agrees to make a good faith effort to provide a minimum number of hours of
pro bono legal services during each year of the contract equal to the lessor of 30
multiplied by the number of full time attorneys in the firm’s offices in the State, with the
number of hours prorated on an actual day basis for any contract period of less than a full
year or 10% of its contract with the State.

Failure to make a good faith effort may be cause for non-renewal of a state contract for
legal services, and may be taken into account when determining the award of future
-contracts with the State for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an
expatriate corporation or subsidiary of an expatriate corporation within the meaning of
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the
State of California.

6. SWEATFREE CODE OF CONDUCT:

a. All Contractors contracting for the procurement or laundering of apparel, garments or
corresponding accessories, or the procurement of equipment, materials, or supplies, other
than procurement related to a public works contract, declare under penalty of perjury that
no apparel, garments or corresponding accessories, equipment, materials, or supplies
furnished to the state pursuant to the contract have been laundered or produced in whole
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, -or
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under
penal sanction, abusive forms of child labor or exploitation of children in sweatshop
labor. The contractor further declares under penalty of perjury that they adhere to the
Sweatfree Code of Conduct as set forth on the California Department of Industrial
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108.

b. The contractor agrees to cooperate fully in providing reasonable access to the
contractor’s records, documents, agents or employees, or premises if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,
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or the Department of Justice to determine the contractor’s compliance with the
requirements under paragraph (a).

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after
January 1, 2007, the contractor certifies that contractor is in compliance with Public
Contract Code section 10295.3. '

DOING BUSINESS WITH THE STATE OF CALIFORNIA

The following laws apply to persons or entities doing business with the State of
California.

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions
regarding current or former state employees. If Contractor hias any questions on the
status of any person rendering services or involved with the Agreement, the awarding
agency must be contacted immediately for clarification.

Current State Employees (Pub. Contract Code §10410):

1). No officer or employee shall engage in any employment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and
which is sponsored or funded by any state agency, unless the employment, activity or
enterprise is required as a condition of regular state employment.

2). No officer or employee shall contract on his or her own behalf as an independent
contractor with any state agency to provide goods or services.

Former State Employees (Pub. Contract Code §10411):

1). For the two-year penod from the date he or she left state employment, no former state
officer or employee may enter into a contract in which he or she engaged in any of the
negotiations, transactions, planning, arrangements or any part of the decision-making
process relevant to the contract while employed in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, no former
state officer or employee may enter into a contract with any state agency if he or she was
employed by that state agency in a policy-making position in the same general subject
area as the proposed contract within the 12-month period prior to his or her leaving state
service.

If Contractor violates any provisions of above paragraphs, such action by Contractor shall
render this Agreement void. (Pub. Contract Code §10420)

Members of boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or commission, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e))
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2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the
provisions which require every employer to be insured against liability for Worker's
Compensation or to undertake self-insurance in accordance with the provisions, and
Contractor affirms to comply with such provisions before commencing the performance
of the work of this Agreement. (Labor Code Section 3700)

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits
discrimination on the basis of disability, as well as all applicable regulations and
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.) ‘

4, CONTRACTOR NAME CHANGE: An amendment is required to change the
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of
the name change the State will process the amendment. Payment of invoices presented
with a new name cannot be paid prior to approval of said amendment.

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA:

a. When agreements are to be performed in the state by corporations, the contracting
agencies will be verifying that the contractor is currently qualified to do business in
California in order to ensure that all obligations due to the state are fulfilled.

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any
transaction for the purpose of financial or pecuniary gain or profit. Although there are
some statutory exceptions to taxation, rarely will a corporate contractor performing
within the state not be subject to the franchise tax.

c. Both domestic and foreign corporations (those incorporated outside of California) must
be in good standing in order to be qualified to do business in California. Agencies will
determine whether a corporation is in good standing by calling the Office of the Secretary
of State. S

6. RESOLUTION: A county, city, district, or other local public body must provide the
State with a copy of a resolution, order, motion, or ordinance of the local governing body
which by law has authority to enter into an agreement, authorizing execution of the
agreement. '

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor
shall not be: (1) in violation of any order or resolution not subject to review promulgated
by the State Air Resources Board or an air pollution control district; (2) subject to cease
and desist order not subject to review issued pursuant to Section 13301 of the Water
Code for violation of waste discharge requirements or discharge prohibitions; or (3)
finally determined to be in violation of provisions of federal law relating to air or water
pollution.

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by all
contractors that are not another state agency or other governmental entity.
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Exhibit G
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" INFORMATION EXCHANGE AGREEMENT
BETWEEN .
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND
THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY)

W

A PURPOSE' The purpose of this Information Exchange Agreement (“IEA”) is to estabhsh
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain
information, records, or data (herein “data”) to assist the State Agency in administering
certain federally funded state-administered benefit programs (including state-funded state
supplementary payment programs under Title XVI of the Social Security Act) identified in

" this JEA. By entering into this IEA, the State Agency agrees to comply with: .
o the terms and conditions set forth in the Computer Matching and anacy Protection Act
’ Agreement (“CMPPA Agreement”) attached as Attachment 1, governing the State
Agency’s use of the data disclosed from SSA’s Privacy Act System of Records; and
o all other terms and conditions set forth in this TEA.,

B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the
data received or accessed from SSA under this IEA for the purpose of administering the’
federally fimded, state-administered programs identified in Table 1 below. In Table 1, the
State Agency has identified: (a) each federally funded, state-administeréd program that it
adrmmsters, and (b) each SSA data exchange system to which the State Agency needs access
in orderto administer the identified program. The hst of SSA’s data exchange systems is '
attached as Attachment 2:

TABLE 1 ' : L
FEDERALLY FUNDED BENEFIT PROGRAMS -
Program , SSA Data Exchange System(s)
[X]Medicaid . | BENDEX/SDX/EVS/SVES/SOLQ/SVES I-Citizenship

/Quarters of Coverage/Prisoner Query

[[] Temporary Assistance to Needy Families
{TANF)

[l Supplemental Nutrition Assistance Program
{SNAP- formally Food Stamps)’

O Unemploymént Compensation (Federal) - -

[J Unemployment Cdmpensation (State)

: [] State Child Support Agency

[] Low-Income Home Energy Assistance
Program (LI-HEAP) .

| 1 Workers Compensation

{3 vocational Reﬁabili;ation Services
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- | [J Foster Care (IV-E)

. [] State Health Insurance Program (S-CHIP) -

[ Women, infants and Children (W.1.C.)

[X] Medicare Savings Programs (MSP) -: | LISFile

[X] Medicare 1144 (Outreach) ‘Medicare 1144 Outreach File

[] Other Federally Funded, State-Administered Programs (List Below)

Program - o SSA Data Exchange System(s)

(2) The State Agency will use each 1dent1ﬁed data exchange system gnly for the purpose of
administering the specific program for which access to the data exchange system is provided.
SSA data exchange systems are protected by the Privacy Act and federal law prohibits the -
use of SSA’s data for any purpose other than the purpose of administering the specific .
program for which such data is disclosed. In particular, the State Agency will use: (a) the tax
return data disclosed by SSA only to determine individual eligibility for, or the amount of,
assistance under a state plan pursuant to Section 1137 programs and child support
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship -
status data disclosed by SSA under the Children’s Health Insurance Program -
Reauthorization Act of 2009, Pub, L. 111-3, only for the purpose of determining entitlement
to Medicaid and CHIP program for new applicants. The State Agency also acknowledges . .
that SSA’s citizenship data may be less than 50 pércent current. Applicants for SSNs report

_ their citizenship data at the time they apply for their SSNs; there is no obligation for an
individual to report to SSA a change in his or her mnmgratlon status until he or she files a

_claim for benefits. »

. €. PROGRAM QUESTIONNAIRE: Prior to signing this IEA, the State Agency will

complete and submit to SSA a program questionnaire for each of the federally funded, state-
administered programs checked in Table 1 above. SSA will not disclose any data under this °
IEA until it has received and approved the completed program questionnaire for each of the
programs identified in Table 1 above.
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D. TRANSFER OF DATA: SSA will transnit the data to the State Agency under this IEA
using the data transmission method identified in Table 2 below: :

TABLE 2

TRANSFER OF DATA™
D Data will be transmitted directly between SSA and the State Agency.

[X] Data will be transmitted directly between SSA and the California Office of Technology (State
Transmission/Transfer Component (“STC™)) by the File Transfer Management System, a secure
mechanism approved by SSA. The STC will serve as the conduit between SSA and the State
Agency pursuant to the State STC Agreement.

[] Data will be transmlttcd directly between SSA and the Interstate Connectxon Network
(“ICON™). ICON is a wide area telecommunications network connectmg state agencies-that
administer the state unemployment insurance laws. When receiving data through ICON, the
State Agency will comply with the “Systems Security Requirements for SSA Web Access to SSA
Information Through the ICON,” attached as Aftachment 3. '

~ E. SECURITY PROCEDURES: The State Agency will comply with limitations on use,
treatment, and safeguarding of data under the Privacy Act of 1974 (5 U.S.C. 552a), as
amended by the Computer Matching and Privacy Protection Act of 1988, related Office of
Management and Budget guidelines, the Federal Information Security Management Act of
2002 (44 U.S.C. § 3541, et seq.), and related National Institute of Standards and Technology
guidelines.' In addition, the State Agency will comply with SSA’s “Information System
Security Guidelines for Federal, State and Local Agencies Receiving Electronic Information
from the Social Security Administration,” attached as Attachment 4. For any tax return
data, the State Agency will also comply with the “Tax Information Security Guidelines for
Federal, State and Local Agencies,” Publication 1075, published by the Secretary of the
Treasury and available at the following Internal Revenue Service (IRS) website:
http://www.irs.gov/pub/irs-pdf/p1075.pdf. This IRS Publication 1075 is mcorporated by
reference into this IBA." - -

F. CONTRACTOR/AGENT RESPONSIBILITIES: The State Agency will resn‘iét access to

' the data obtained from SSA to only those authorized State employees, contractors, and
agents who need such data to perform their official duties in connection with purposes
identified in this IEA. At SSA’s request, the State Agency will obtain from each of its
contractors and agents a current list of the employees of its confractors and agents who have
access to SSA data disclosed under this IEA. The State Agency will require its contractors, -
agents, and all employees of such contractors or agents. with authorized access to the SSA.

- data disclosed under this TEA, to comply with the terms and conditions set forth in this IEA,
and not to duplicate, disseminate, or disclose.such data without obtaining SSA’s prior written
approval. In addition, the State Agency will comply with the limitations on use, duplication,
and redisclosure of SSA data set forth in Section IX. of the CMPPA Agreement, especially
with respect to its contractors and agents.

.}m , ' . . ' ’ .‘ " 3
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G, SAFEGUARDING AND REPORT]N G RESPONSIBILIT]ES FOR PERSONALLY
JDENTIFIABLE INFORMATION (“P]I”)

. 1. The State Agency will ensure that its employees, contractors, and agents:
. a. properly safeguard PII furnished by SSA under this IEA from loss, theft or
inadvertent disclosure; '

b. understand that they are responsible for safcguardmg this information at all times,
regardless of whether or not the State employee, contractor, or agent isat h1s orher
regular duty station;

c. ensure that laptops and other electronic devices/media contammg P are encrypted
and/or password protected;

d. send emails containing PII-only 1f encrypted or if to anid from addresses that are

_ secure; and

e. limit disclosure of the information and details relatmg to a PII loss only to those with

a need to lcnow

2. Ifan employee of the State Agency or an employce of the State Agency § contractor or
agent becomes aware of suspected or actual loss of P11, he or she must immediately
contact the State Agency official responsible for Systems Security designated below or
his or her delegate. That State Agency official or delegate must then notify the SSA
Regional Office Contact and the SSA Systems Security Contact identified below. If, for
any réason, the responsible State Agency official or delegate is unable to notify the SSA
Regional Office or the SSA Systems Security Contact within 1 hour, the responsible State
Agency official or delegate must call SSA’s Network Customer Service Center.
(“NCSC”) at 410-965-7777 or toll free at 1-888-772- 6661 to report the actual or
suspected loss. The responsible State Agency official or delegate will use the worksheet,
attached as Attachment 5, to quickly gather and organize information-about the incident.
The responsible State Agency official or delegate must provide to SSA timely updates as
any additional information about the loss of PII. becomes available.

3..8SA W111 make the necessary contact Wlthm SSA to file a formal report in accordance
' with SSA procedures. SSA will notify the Depattment of Homeland Security’s United
States Computer Emergency Readiness Team if loss or potential loss of PII related toa
data exchange under this [EA occurs

4. If the State Agency experiences a loss or breach of data, it will determine whether or not
to provide notice to individuals whose data has been lost of breached and bear any costs
associated with the notice or any mitigation.
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H. POINTS OF CONTACT:
FOR SSA

~ San Francisco Regional'Ofﬁge:

Ellery Brown
Data Exchange Coordinator
Frank Hagel Federal Bujlding
1221 Nevin Avenue
Richmond CA 94801
Phone: (510) 970-8243

. Fax: (510) 970-8101

Page 5 of 70

.Data Exchange Issues'
Guy Fortson -
Office of Electronic Informauon Exchange
GD10 East High Rise
6401 Security Boulevard

" Baltimore, MD 21235

Phone: (410) 597-1103

* Fax: (410) 597-0841

Emall EllemLBrown@ssa gov - '

Systems Issues:

Pamela Riley
* Office of Eamings, Enumerauon &
Administrative Systems
*  DIVES/Data Exchange Branch
" . 6401 Security Boulevard -
Baltimore, MD 21235 .
Phone: (410) 965-7993
Fax: (410) 966-3147
Email: Pamela.Riley@ssa.gov

FOR STATE AGENCY
Agreemént Issues:

Manuel Urbina
Chief, Security Unit
- Policy Operations Branch
Medi-Cal Eligibility Division
- 1501 Capitol Avenue, MS 4607
Sacramento, CA 95814
Phone: (916) 650-0160 .
Email: Manuel. Urbma@dhcs ca. gov

Bmail: guy.fortson@ssa.gov. -

Systems Security Issues:

Michael G. Johnson
Acting Director
Office of Electronic Infonnatlon Exchange -

.. Office of Strategic Services

6401 Security Boulevard )

‘Baltimore, MD 21235

Phone: (410) 965-0266
Fax: (410) 966-0527
Email: Michael.G. Iohnson@ssa gov

Technical Issues:

.- Fei Collier
* . Chief, Application Support Branch

Information Technology Services Division
1615 Capitol Ave, MS 6100 . .
Sacramento, CA 95814

Phone: (916) 440-7036

" Bmail: Fei.Collier@dhes.ca.gov

1. DURATION: The effective date of this IEA is January 1;2010. This TEA will remain in
effect for as long as: (1) a CMPPA Agreement governing this IEA is in effect between SSA
and the State or the State Agency; and (2) the State Agency submits & certification in-
accordance with Section J. below at least 30 days before the exp1rat10n and renewal of such

CMPPA Agreement.
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J. CERTIFICATION AND PROGRAM CHANGES: At least 30 days before the expiration
and renewal of the State CMPPA Agrcement governing this IEA, the State Agency will
cemfy in writing to SSA that: (1)'it is in compliance with the terms and conditions of this

(2) the data exchange processes under this IEA have been and will be conducted .
without change; and (3) it will, upon SSA’s request, provide audit reports or other documents
that demonstrate review and oversight activities, If there are substantive changes in any of
the programs or data exchange processes listed in this TEA, the parties will modify the IEA in
accordance with Section K., below and the State Agency will submit for SSA’s approval new
program questionnaires under Section C, above describing such changes prier to usmg SSA’s
data to admnnster such new or changed program. .

K. MODIFICATION: Modifications to thls IEA must be in wntmg and agreed toby the ‘
parties.

L. TERMINATION: The parties may terminate this IEA at any time upon mutual written
consent. In addition, either party may unilaterally terminate this IEA upon 90 days advance
written notice to the other party. Such unilateral termination will be effective 90 days aftér

- the date of the nouce, orata Iater date specified in the notice.

SSA may unmedlately and unﬂaterally suspend the data flow under this IEA, or terminate
this IEA, if SSA, in its sole discretion, determines that the State Agency (including its
employees, contractors, and agents) has: (1) made an unauthorized use or disclosure of SSA-

~ supplied data; or (2) vmlated or failed to follow the terms and condmons of this JEA or the
CMPPA Agreement.

M. INTEGRATION: This IEA, including all attachments, constitutes the enfire agreement of -
the parties with respect to its subject matter. There have been no representations, warranties,
or promises made outside of this [EA. This IEA shall take precedence ovér any other
document that may be in conflict with it,

ATTACHMENTS

1 - CMPPA Agreement

2~ SSA Data Exchange Systems '

3~ ' Systems Security Requirements for. SSA Web Access to SSA Information . -

Through ICON !

4— Information System Security Gmdehnes for Federal State and Local Agencies
. Receiving Electronic Information from the Social Secunty Admmlstratmn

5~ PH Loss Reporting Worksheet .

- %4 :'a‘ : ' ' :
A I'd
< :
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represents that he
or she has the competent authority on behalf of SSA to enter into the obligations set forth in
this IEA. - " : . '

SOCIAL SECURITY ADMINISTRATION

Michael (. Gallagher :
Assistant Deputy Comfnissioner '
for Budget, Finance and Management

b"[tsje‘}, _

Date

g "
W%

NS
5, 1 ¢
ﬁ’"l\ﬁ"“
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O. REGIONAL AND STATE AGENCY SIGNATURES:

SOCIAL SECURITY .ADM]NISTRATION
REGIONIX

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

The signatory below warrants and represents that he or she ias the competent authonty
. on behalf of the State Agency to enter into the obligations set forth in this IEA.

Toby' Dgﬁgféﬁ
Chief Deputy Director,

I S A
Datgz/ )

W e,

4, umu

YT

X5,
\\’ .
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2015 IEA CERTIFICATION.OF COMPLIANCE
{IEA-F)

CERTIFICATION OF COMPLIANCE
FOR
THE INFORMATION EXCHANGE AGREEMEN T
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE

AGENCY)
(State Agency Level)

In accordance with the terms of the Information Exchange Agreement (IEA/F) between SSA and
the State Agency, the State Agency, through its authorized representative, hereby certifies that,
as of the date of this certification:

1.

2.

The State Agency is in complianc;e with the terms and conditions of the IEA/F.

The State Agency has conducted the data exchange processes under the IEA/F without
change, except as modified in accordance with the IEA/F.

. The State Agency will continue to conduct the data exchange processes under the IEA/F

without change, except as may be modified in accordance with the IEA/F.

Upon SSA’s request, the State Agency will provide audit reports or other documents that
demonstrate compliance with the review and oversight activities required under the
IEA/F and the governing Computer Matching and Privacy Protection Act Agreement.

In compliance with the requirements of the “Electronic Information Exchange Security
Requirements and Procedures for State and Local Agencies Exchanging Electronic
Information with the Social Security Administration,” (last updated April 2014)
Attachment 4 to the TEA/F, as periodically updated by SSA, the State Ageney has not ‘
made any changes in the following areas that could potentially affect the security of SSA
data:

General System Security Design and Operating Environment
" System Access Control

Automated Audit Trail

Monitoring and Anomaly Detection

Management Oversight

Data and Communications Security

Contractors of Electronic Information Exchange Partners

The State Agency will submit an updated Security Design Plan at least 30 days prior to
making any changes to the areas listed above and provide updated contractor employee
lists before allowing new employees’ access to SSA provided data,
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2015 [EA CERTIFICATION OF COMPLIANCE
{IEA-F)

6. The State Agency agrees that use of computer technology to transfer the data is more
economical, efficient, and faster than using a manual process. As such, the State Agency
will continue to utilize dafa exchange to obtain data it needs fo administer the programs
for which it is authorized under the IEA/F, Further, before directing an individual to an
SSA field office to obtain data, the State Agency will verify that the information it

- submitted to SSA via data exchanges is correct, and verify with the individual that the
information he/she supplied is accurate. The use of electronic data exchange expedites
program administration and limits SSA field office traffic.

The signatory below warrants and represents that he or she is a representative of the State -
Agency duly authorized to make this certification on behalf of the State Agency.

DEPARTMENT OF HE H CARE S OF CALIFORNIA

V.‘/ ¥

Toby Douglas

N -IO/ Y%

Date
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PROTECTION ACT AGREEMENT
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COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT

BETWEEN
THE SOCIAL SECURITY ADMINISTRATION
AND
THE HEALTH AND HUMAN SERVICES AGENCY
OF CALIFORNIA

Purpose and Legal Authority

A. Purpose

This Computer Matching and Privacy Protection Act (CMPPA) Agreement
between the Social Security Administration (SSA) and the California Health and
Human Services Agency (State Agency) sets forth the terms and conditions
governing disclosures of records, information, or data (collectively referred to
herein as “data”™) made by SSA to the State Agency that administers federally
funded benefit programs, including those under various provisions of the Social
Security Act (Act), such as section 1137 (42 U.S.C. § 1320b-7), as well as the
state-funded state supplementary payment programs under Title X V] of the Act.
The terms and conditions of this Agreement ensure that SSA makes such
disclosures of data, and the State Agency uses such disclosed data, in accordance
with the requirements of the Privacy Act of 1974, as amended by the CMPPA of
1988, 5 U.S.C. § 552a.

Under section 1137 of the Act, the State Agency is required to use an income and

eligibility verification system to administer specified federally funded benefit
programs, including the state-funded state supplementary payment programs
under Title XVI of the Act. To assist the State Agency in determining entitlement
to and eligibility for benefits under those programs, as well as other federally
funded benefit programs, SSA discloses certain data about applicants (and in
imited circumstances, members of an applicant’s household), for state. benefits
from SSA Privacy Act Systems of Records (SOR) and verifies the Social Security
numbers (SSN) of the applicants.

. Legal Authority

SSA’s authority to.disclose data and the State Agency’s authority to collect,
maintain, and use data protected under SSA SORs for specified purposes is:

s Sections 1137, 453, and 1106(b) of the Act (42 U.S.C. §§ 1320b-7, 653,
and 1306(b)) (income and eligibility verification data);

¢ 26 U.S.C. § 6103(1)(7) and (8) (tax return data};

s Section 202(x)(3)(B)(iv) of the Act (42 U.S.C. § 402(x)(3)(B)(iv))
(prisoner data);

616
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¢ Section 1611(6)(1)(1)(111) of the Act (42 U. S C. § 1382(e)(1)(D)(iti)
(Supplemental Security Income (SSI));

o Section 205(r)(3) of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458,
§ 7213(a)(2) (death data);

s Sections 402, 412, 421, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612,
1622, 1631, and 1645) (quarters of coverage data);

e Children’s Health Insurance Program Reauthorization Act of 2009
(CHIPRA), Pub. L. 111-3 (citizenship data); and-

e Routine use exception to the Privacy Act, 5 U.S.C. § 552a(b)(3) (data
necessary to administer other programs compatible with SSA programs).

This Agreement further carries out section 1106(a) of the Act (42 U.S.C. § 1306),
the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the

Privacy Act of 1974 (5 U.S.C. § 552a), as amended by the CMPPA, related Office-

of Management and Budget (OMB) guidelines, the Federal Information Security
Management Act of 2002 (FISMA) (44 U.S.C. § 3541, et seq.), and related
National Institute of Standards and Technology (NIST) guidelines, which provide

the requirements that the State Agency must follow with regard to use, treatment,

and safeguarding of data.

Scope

A. The State Agency will comply with the terms and conditions of this Agreement

B

and the Privacy Act, as amended by the CMPPA.

The State Agency will execute one or more Information Exchange Agreemenfs
(IEA) with SSA, documenting additional terms and conditions applicable to those
specific data exchanges, including the particular benefit programs administered by

the State Agency, the data elements that will be disclosed, and the data protection

requirements implemented to assist the State Agency in the administration of
those programs.

The State Agency will use the SSA data governed by this Agreement to determine
entitlement and eligibility of individuals for one or more of the following -
programs:

1. Temporary Assistance to Needy Families {TANF) program under Part A
of Title IV of the Aet;

2. Medicaid provided under an approved State plan or an approved waiver under
Title XIX of the Act;

3. State Children’s Health Insurance Program (CHIP) under Title XXI -of
the Act, as amended by the Children’s Health Insurance Program
Reauthorization Act of 2009;
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4. Supplemental Nutritional Assistance Program (SNAP) under the Food Stamp
Act of 1977 (7 U.S.C. § 2011, et seq.);

5. Women, Infants and Children Program (WIC) under the Child Nutrition Act

of 1966 (42 U.S.C. § 1771, et seq.);

Medicare Savings Programs (MSP) under 42 U.S.C. § 1396a(10)(E);

.- Unemployment Compensation programs provided under a state law described

in section 3304 of the Internal Revenue Code of 1954;

8. Low Income Heating and Energy Assistance (LIHEAP or home energy
grants) program under 42 U.S.C. § 8621;

9. State-administered supplementary payments of the type described in
section 1616(a) of the Act; ‘

10. Programs under a plan approved under Titles I, X, XIV, or XVI of the Act;

11. Foster Care and Adoption Assistance under Title IV of the Act;

12, Child Support Enforcement programs under section 453 of the Act
(42U.S.C. § 653);

13. Other applicable federally funded programs administered by the State Agency
under Titles I, IV, X, XIV, XVI, XVIII, XIX, XX, and XXI of the Act; and

14. Any other federally funded programs administered by the State Agency that
are compatible with SSA’s programs.

= o

D. The State Agency will ensure that SSA data disclosed for the specific purpose of
administering a particular federally funded benefit program is used only to
administer that program,

Justification and Expected Results

A. Justification

This Agreement and related data exchanges with the State Agency are necessary '

for SSA to assist the State Agency in its administration of federally funded benefit
programs by providing the data required to accurately determine entitlement and
eligibility of individuals for benefits provided under these programs. SSA uses

computer technology to transfer the data because it is more economical, efficient,

and faster than using manual processes.
B. Expected Results

The State Agency will use the data provided by SSA to improve public service
and program efficiency and integrity. The use of SSA data expedites the
application process and ensures that benefits are awarded only to applicants that
satisfy the State Agency’s program criteria. A cost-benefit analysis for the
exchange made under this Agreement is not required in accordance with the
determination by the SSA Data Integrity Board (DIB) to waive such analysis
pursuant to 5 U.S.C. § 552a(u)(4)(B).
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IV.  Record Description
A. Systems of Records
SSA SORs used for purposes of the subject data exchanges include:

60-0058 -~ Master Files of SSN Holders and SSN Applications;
60-0059 -- Earnings Recording and Self-Employment Income System;
60-0090 -- Master Beneficiary Record;

60-0103 -- Supplemental Security Income Record (SSR) and Special

: Veterans Benefits (SVB);

» 60-0269 -~ Prisoner Update Processing System (PUPS); and

« 60-0321 -~ Medicare Part D and Part D Subsidy File.

* & & @

The State Agency will only use the tax return data contained in SOR 60-0059

(Barnings Recording and Self-Employment Income System) in accordance with
26 U.S.C. § 6103.

B. Data Elements
Data elements disclosed in computer matching governed by this Agreement are
- Personally Identifiable Information (PII) from specified SSA SORs; including
names, SSN, addresses, amounts, and other information related to SSA benefits -

and earnings information, Specific listings of data elements are available at:

http://www.ssa.gov/dataexchange/

C. Number of Records Involved

The number of records for each program covered under this Agreement is equal to
the number of Title II, Title X VI, or Title XVIII recipients resident in the State as
recorded in SSA’s Annual Statistical Supplement found on the Internet at:

http://www.ssa.gov/policy/docs/statcomps
This number will fluctuate during the term of this Agreement, corresponding to

the number of Title II, Title XVI, and Title XVIII recipients added to, or deleted
from, SSA databases.

V. Notice and Opportunity to Contest Procedures

A. Notice to Applicants
The State Agency will potify all individuals who apply for federally funded,

state-administered benefits under the Act that any data they provide are subject to
verification through computer matching with SSA. The State Agency and SSA
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will provide such notice through appropriate language printed on application
forms or separate handouts.

. Notice to Beneficiaries/Recipients/Annuitants

The State Agency will provide notice to beneficiaries, recipients, and annuitants
under the programs covered by this Agreement informing them of ongoing
computer matching with SSA. SSA will provide such notice through publication
in the Federal Register and periodic mailings to all beneficiaries, recipients, and
annuitants describing SSA’s matching activities,

. Opportunity to Contest.

The State Agency will not terminate, suspend, reduce, deny, or take other adverse
action against an applicant for of recipient of federally funded, state-administered
benefits based on data disclosed by SSA from its SORs until the individual is

notified in writing of the potential adverse action and provided an opportunity to -

contest the planned action, “Adverse action” means any action that results in a
termination, suspension, reduction, or final denial of eligibility, payment, or
benefit. Such notices will:

1. Inform the individual of the match findings and the opportunity to contest
these findings;

2.  Give the individual until the expiration of any time period established for the
relevant program by a statute or regulation for the individual to respond to
the notice, If no such time period is established by a statute or regulation for
the program, a 30-day period will be provided. The time period begins on
the date on which notice is mailed or otherwise provided to the individual to
respond; and

3.  Clearly state that, unless the individual responds to the notice in the required
time period, the State Agency will conclude that the SSA data are cotrect and
will effectuate the threatened action or otherwise make the necessary
adjustment to the individual's benefit or entitlement.

Records Accuracy Assessment and Verification Procedures

Pursuant to 5 U.S.C. § 552a(p)(1)(A)(ii), SSA’s DIB has determined that the State
Agency may use SSA’s benefit data without independent verification, SSA has
independently assessed the accuracy of its benefits data to be more than 99 percent
accurate when the benefit record is created.

Prisoner and death data, some of which is not independently verified by SSA, does
not have the same degree of accuracy as SSA’s benefit data. Therefore, the State
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Agency must independently verify these data through applicable State verification
procedures and the notice and opportunity to contest procedures specified in
Section V of this Agreement before taking any adverse action against any individual.

Based on SSA’s Office of Quality Performance “FY 2009 Enumeration Quality
Review Report #2—The ‘Numident’ (January 2011),” the SSA Enumeration System
database (the Master Files of SSN Holders and SSN Applications System) used for
SSN matching is 98 percent accurate for records updated by SSA employees..

Individuals applying for SSNs report their citizenship status at the time they apply for ,

their SSNs. There is no obligation for an individual to report to SSA a change in his
or her immigration status until he or she files for a Social Security benefit. The State
Agency must independently verify citizenship data through applicable State
verification procedures and the notice and opportunity to contest procedures specified
in Section V of this Agreement before taking any adverse action against any
individual,

Disposition and Records Refention of Matched Items

A. The State Agency will retain all data received from SSA to administer programs
governed by this Agreement only for the required processing times for the
applicable federally funded benefit programs and will then destroy all such data.

B. The State Agency may retain SSA data in hardcopy to meet evidentiary
requirements, provided that they retire such data in accordance with applicable
state laws governing the State Agency’s retention of records.

C. The State Agency may use any accretions, deletions, or changes to the SSA data
- govemed by this Agreement to update their master files of federally funded,
state-administered benefit program applicants and recipients and retain such
master files in accordance with applicable state laws governing the State
Agency’s retention of records.

D. The State Agency may not create separate files or records comprised solely of the
data provided by SSA to administer programs governed by this Agreement.

E. SSA will delete electronic data input files received from the State Agency after it

processes the applicable match. SSA will retire its data in accordance with the
Federal Records Retention Schedule (44 U.S.C, § 3303a).

Security Procedures

The State Agency will comply with the security and safeguarding requirements of the
Privacy Act, as amended by the CMPPA, related OMB guidelines, FISMA, related
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NIST guidelines, and the current revision of Internal Revenue Service (IRS)
Publication 1075, Tax Information Security Guidelines for Federal, State and Local
Agencies, available at hitp://www.irs.gov. In addition, the State Agency will have in
place administrative, technical, and physical safeguards for the maiched data and
results of such matches. Additional administrative, technical, and physical security.
requirements governing all data SSA provides electronically to the State Agency,
including specific guidance on safeguarding and reportmg responsibilities for PII, are
set forth in the IEAs.

Records Usage, Duplication, and Redisclosure Restrictions

A. The State Agency will use and access SSA data and the records created using that
data only for the purpose of verifying chgxbxllty for the specific federally funded
benefit programs identified in the JEA.

B. The State Agency will comply with the following limitations on use, duplication,
and redisclosure of SSA data:

1. The State Agency will not use or redisclose the data disclosed by SSA for any

purpose other than to determine eligibility for, or the amount of, benefits
under the state-administered income/health maintenance programs identified
in this Agreement,

2. The State Agency will not extract information concerning individuals who are

neither applicants for, nor recipients of, benefits under the state-administered -

income/health maintenance programs identified in this Agreement. In limited
circumstances that are approved by SSA, the State Agency may extract
information about an individual other than the applicant/recipient when the
applicant/recipient has provided identifying information about the individual
and the individual’s income or resources affect the applicant’s/recipient’s
eligibility for such program.

3. The State Agency will not disclose to an applicant/recipient information about
another individual (i.e., an applicant’s household member) without the written
consent from the individual to whom the information pertains.

4, The State Agency will use the Federal tax information (FTT) disclosed by SSA

only to determine individual eligibility for, or the amount of, assistance under
a state plan pursuant to section 1137 programs and child support enforcement
programs in accordance with 26 U.S.C. § 6103(1)(7) and (8). The State
Agency receiving FTI will maintain all FTI from IRS in accordance with

26 U.S.C. § 6103(p)(4) and the IRS Publication 1075, Contractors and agents ‘

acting on behalf of the State Agency will only have access to tax return data
where specifically authorized by 26 U.S C § 6103 and the current revision
IRS Publication 1075.
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5. The State Agency will use the citizenship status data disclosed by SSA under
CHIPRA, Pub. L. 111-3, only for the purpose of determining entitlement to
Medicaid and CHIP programs for new applicants.

6. The State Agency will restrict access to the data disclosed by SSA to only
those authorized State employees, contractors, and agents who need such data
to perform their official duties in connection with the purposes identified in
this Agreement.

7. The State Agency will enter into a written agreement with each of its
contractors and agents who need SSA data to perform their official duties
whereby such contractor or agent agrees to abide by all relevant Federal laws,
restrictions on access, use, and disclosure, and security requirements in this
Agreement. The State Agency will provide its contractors and agents with
copies of this Agreement, related IEAs, and all related attachments before
initial disclosure of SSA data to such contractors and agents. Prior to signing
this Agreement, and thereafter at SSA’s request, the State Agency will obtain
from its contractors and agents a current list of the employees of such
contractors and agents with access to SSA data and provide such lists to SSA.

8. The State Agency’s employees, contractors, and agents who access, use, or
disclose SSA data in a manner or purpose not authorized by this Agreement
may be subject to civil and criminal sanctions pursuant to applicable Federal
statutes. '

9. The State Agency will conduct trienmial compliance reviews of its
contractor(s) and agent(s) no later than three years after the initial approval of
the security certification to SSA. The State Agency will share documentation
of its recurring compliance reviews with its contractor(s) and agent(s) with
SSA. The State Agency will provide documentation to SSA during its
scheduled compliance and certification reviews or upon request.

C. The State Agency will not duplicate in a separate file or disseminate, without prior
written permission from SSA, the data governed by this Agreement for any
purpose other than to determine entitlement to, or eligibility for, federally funded
benefits. The State Agency proposing the redisclosure must specify in writing to -
SSA what data are being disclosed, to whom, and the reasons that justify the
redisclosure. SSA will not give permission for such redisclosure unless the

redisclosure is required by law or essential to the conduct of the matching
program and authorized under a routine use. To the extent SSA approves the

requested redisclosure, the State Agency will ensure that any entity receiving the

redisclosed data will comply with the procedures and limitations on use,

duplication, and redisclosure of SSA data, as well as all administrative, technical,
and physical security requirements governing all data SSA provides electronically

to the State Agency including specific guidance on safeguarding and reporting
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responsibilities for PIl, as set forth in this Agreement and the accompanying
IEAs.

Comptroller General Access

The Comptroller General (the Government Accountability Office) may have access to
all records of the State Agency that the Comptroller General deems necessary to
monitor and verify compliance with this Agreement in accordance with

5U.S.C. § 552a(0)()(K).

Duration, Modification, and Termination of the Agreement

1.

- A. Duration

This Agreement is effective from January 1, 2015 (Effective Date) through
I une 30, 2016 (Expiration Date),

In accordance with the CMPPA, SSA will: (a) publish a Computer
Matching Notice in the Federal Register af least 30 days prior to the
Effective Date; (b) send required notices to the Congressional committees of
jurisdiction under 5 U.S.C. § 552a(0)(2)(A)(i) at least 40 days prior to the
Effective Date; and (c) send the required report to OMB at least 40 days
prior to the Effective Date,

Within 3 months prior the Expiration Date, the SSA DIB may, without
additional review, renew this Agreement for a period not to exceed
12 months, pursuant to 5 U.S.C. § 552a(0)(2)(D), if

»  the applicable data exchange will continue without any change; and
o SSA and the State Agency certify to the DIB in writing that the
applicable data exchange has been conducted in compliance with this
~ Agreement. '

If either SSA or the State Agency does not wish to renew this Agreement it
must notify the other party of its intent not to renew at least 3 months pnor
to the Expiration Date.

Modification

Any modification to this Agreement must be in writing, signed by both parties,
and approved by the SSA DIB.
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C. Termination

The parties may terminate this Agreement at any time upon mutnal written
consent of both parties. Either party may unilaterally terminate this Agreement
upon 90 days advance written notice to the other party; such unilateral termination
will be effective 90 days after the date of the notice, or at a later date specified in
the notice.

SSA may immediately and unilaterally suspend the data flow or terminate this

Agreement if SSA determines, in its sole discretion, that the State Agency has
violated or failed to comply with this Agreement.

XII. Reimbursement

Tn accordance with section 1106(b) of the Act, the Commissioner of SSA has-
determined not to charge the State Agency the costs of furmshlng the electronic data
from the SSA SORs under this Agreement.

XIII. Disclaimer

SSA is not liable for any damages or loss resulting from exrors in the data provided

to the State Agency under any IEAs governed by this Agreement. Furthermore, SsA’

is not liable for any damages or loss resulting from the destruction of any materials
or data provided by the State Agency.
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XIV. Points of Contact

A, SSA Point of Contact

Regional Office
Dolores Dunnachie, Director
San Francisco Regional Office, Center for Programs Support
1221 Nevin Avenue
Richmond CA 94801
Phone: (510) 970-8444 Fax: (510) 970-8101
Dolores.Dunnachie(@ssa.gov

B. State Agency Point of Contact

Sonia Herrera .

California Health and Human Services Agency
1600 Ninth Street

Sacramento, CA 95814

Phone: (916) 654-3459 Fax: 916-440-5001
Sonia.Herrera@chhs.ca.gov
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XV. SSA and Data Integrity Board Approval of Model CMPPA Agreement

The signatories below warrant and represent that they have the competent authority
~ on behalf of SSA to approve the model of this CMPPA Agreement.

SOCIAL SECURITY ADMINISTRATION

/ @/M/ﬁj Y wo

Dawn S. Wiggin¥

Deputy Executive Director
Office of Privacy and Disclosure
Office of the General Counsel

b -12Y

Date

I certify that the SSA Data Integrity Board approved the mode! of this CMPPA
* Agreement.

SSA Data Integrity Board

ot

Date
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Authorized Signatures

The signatories below warrant and represent that they have the competent authority
on behalf of their respective agency to enter into the obligations set forth in this
Agreement.

SOCIAL SECURITY ADMINISTRATION

Ctace M. Kim '~
Regional Commissioner
San Francisco

H/ef@f

Date I '

HEALTH AND HUMAN SERVICES AGENCY

Diana S. Dooley Q

Secretary

Ustrby 49, 2014

Date
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AUTHORIZED DATA EXCHANGE SYSTEM(S)
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Authorized Data Exchange System(s)

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year.

BENDEX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility,
benefit and demographic data.

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part
D beneficiaries -- used for Medicare Savings Programs (MSP).

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical
assistance for; payment of the cost of Medicare cost-sharing under the Medicaid program
pursuant to Sections 1902(2)(10)(E) and 1933 of the Act; transitional assistance under Section
1860D-31(f) of the Act; or premiums and cost-sharing subsidies for low-income individuals
under Section 1860D-14 of the Act.

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) --
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for
review/action. ‘ '

QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and described
under Title II of the Act -- The term "quarters of coverage" is also referred to as "credits" or
“Social Security credits” in various SSA public information documents, as well as to refer to
"qualifying quarters" to determine entitlement to receive Food Stamps.

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and .
demographic data as well as data for Title VIII Special Veterans Benefits (SVB).

SOLQ/SOLQ-I (State On-line Query/State On-line Query-Internet): A real-time online

system that provides SSN verification and MBR and SSR benefit data similar to data provided
through SVES.
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SVES (State Verification and Exchange System): A batch system that provides SSN
verification, MBR benefit information, and SSR information through a uniform data
response based on authorized user-initiated queries. The SVES types are divided into
five different responses as follows:

SVES I: This batch provides strictly SSN verification.

SVES I/Citizenship* This batch provides strictly SSN verification and
citizenship data.

SVES II: This batch provides strictly SSN verification and

. MBR benefit information

SVES III: This batch provides strictly SSN verification and
SSR/SVB.

SVESIV: This batch provides SSN verification, MBR benefit

information, and SSR/SVB information, which
_represents all available SVES data.

* Citizenship status data disclosed by SSA under the Children’s Health Insurance
Program Reauthorization Act of 2009, Pub. L. 111-3 is only for the purpose of
determining entitlement to Medicaid and CHIP program for new applicants.
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SENSITIVE DOCUMENT

ATTACHMENT 4

ELECTRONIC INFORMATION EXCHANGE SECURITY
~ REQUIREMENTS AND PROCEDURES

This document is SENSITIVE and should not be released to the public without prior authorization from DHCS.
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES
| FOR
STATE AND LOCAL AGENCIES EXCHANGING
ELECTRONIC INFORMATION WITH THE SOCIAL
SECURITY ADMINISTRATION

SENSITIVE DOCUMENT

VERSION 6.0.2
April 2014

1
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RECEIVING ELECTRONIC INFORMATION FROM THE
SOCIAL SECURITY ADMINISTRATION

1. Introduction 0

The law requires the Social Security Administration (SSA) to maintain oversight and assure the
protection of information it provides to its Electronic Information Exchange Partners (EIEP). EIEPs
are entities that have information exchange agreements with SSA.

The overall aim of this document is twofold. First, to ensure that SSA can properly certify EIEPs as
compliant by the SSA security requirements, standards, and procedures expressed in this document
before we grant access to SSA information in a production environment. Second, to ensure that
EIEPs continue to adequately safeguard electronic information provided to them by SSA.

This document (which SSA considers SENSITIVE! and should only be shared with those who need it
to ensure SSA-provided information is safeguarded), describes the security requirements, standards,
and procedures EIEPs must meet and implement to obtain information from SSA electronically. This
document helps EIEPs understand criteria that SSA uses when evaluating and certifying the system
design and security features used for electronic access to SSA-provided information.

The addition, elimination, and modification of security control factors determine which level of
security and due diligence SSA requires for the EIEP to mitigate risks. The emergence of new
threats, attack methods, and the availability of new technology warrants frequent reviews and
revisions to our System Security Requirements (SSR). Consequently, EIEPs should expect SSA's
System Security Requirements to evolve in concert with the industry.

EIEPs must comply with SSA’s most current SSRs to gain access to SSA-provided data. SSA will
work with its partners to resolve deficiencies that occur subsequent to, and after, approval for access
if updates to our security requirements cause an agency to be uncompliant. EIEPs may proactively
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR
package from their SSA contact. Making periodic adjustments is often necessary.

-

2. Electronic Information Exchange Definition (1)

For discussion purposes herein, Electronic Information Exchange (EIE) is any electronic process in
which SSA discloses information under its control to any third party for any purpose, without the
specific consent of the subject individual or agent acting on his or her behalf. EIE involves
individual data transactions and data files processed within the systems of parties to electronic
information sharing agreements with SSA. These processes include direct terminal access or DTA
to SSA systems, batch processing, and variations thereof (e.g., online query) regardless of the
systematic method used to accomplish the activity or to interconnect SSA with the EIEP.

! Sensitive data - “any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the
national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under 5 U.S.C. Section 552a
(The Privacy Act), but that has not been specifically authorized under criteria established by an Executive Order or an Act of
Congress to be kept classified in the interest of national defense or foreign policy but is to be protected in accordance with the
requirements of the Computer Security Act of 1987 (P.L.100-235).”

3
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3. Roles and Responsibilities

The SSA Office of Information Security (OIS) has agency-wide responsibility for interpreting,
developing, and implementing security policy; providing security and integrity review
requirements for all major SSA systems; managing SSA's fraud monitoring and reporting
activities; developing and disseminating security training and awareness materials; and
providing consultation and support for a variety of agency initiatives. SSA’s security reviews
ensure that external systems receiving information from SSA are secure and operate in a
manner consistent with SSA’s Information Technology (IT) security policies and in compliance
with the terms of electronic information sharing agreements executed by SSA with outside
entities. Within the context of SSA’s security policies and the terms of electronic information
sharing agreements with SSA’s EIEPs, OIS exciusively conducts and brings to closure initial
security certifications and periodic security compliance reviews of EIEPs that process, maintain,
transmit, or store SSA-provided information in accordance with pertinent Federa! requirements
which include the following (see also Requlatory References):

a. The Federal Information Security Management Act (FISMA) requires the protection of
“Federal information in contractor systems, including those systems operated by state and
local governments.” .

_b. The Social Security Administration requires EIEPs to adhere to the policies, stahdards,
procedures, and directives published in this Systems Security Requirements (SSR)
document.

Personally Identifiable Information (PII), covered under several Federal laws and statutes, is
information about an individual including, but not limited to, personal identifying information
including the Social Security Number (SSN). ' '

The data (last 4 digits of the SSN) that SSA provides to its EIEPs for purposes of the Help
America Vote Act (HAVA) does not identify a specific individual; therefore, is not “PII” as
defined by the Act.

However, SSA is diligent in discharging its responsibility for establishing appropriate
administrative, technical, and physical safeguards to ensure the security, confidentiality, and
availability of its records and to protect against any anticipated threats or hazards to their
security or integrity.

NOTE: Disclosure of Federal Tax Information (FTI) is limited to certain Federal
agencies and state programs suppoirted by federal statutes under Sections 1137,
453, and 1106 of the Social Security Act. For information regarding safeguards for
protectinig FTI, consult IRS Publication 1075, Tax Information Security Guidelines
for Federal, State, and Local Agencies_.

The SSA Regional Data Exchange Coordinators (DECs) serve as a bridge between SSA and

state EIEPs. In the security arena, DECs assist OIS in coordinating data exchange security

review activities with state and local EIEPs; e.g., they provide points of contact with state

agencies, assist in setting up security reviews, etc. DECs are also the first points of contact

for states if an employee of a state agency or an employee of a state agency’s contractor or
4
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agent becomes aware of a suspected or actual loss of SSA-provided Personally Identifiable
Information (PII).

4. General Systems Security Standards 0

EIEPs that request and receive information electronically from SSA must comply with the
following general systems security standards concerning access to and control of SSA-
provided information.

NOTE: EIEPs may not create separate files or records comprlsed solely of the
information provided by SSA.

a.

EIEPs must ensure that means, methods, and technology used to process, maintain,
transmit, or store SSA-provided information neither prevents nor impedes the EIEP's
ability to ,

) safeguard the information in conformance with SSA requirements,

) efficiently investigate fraud, data breaches, or security events that involve
SSA-provided information, or

) detect instances of misuse or abuse of SSA-provided information

For example, utilization of cloud computing may have the potential to
jeopardize an EIEP's compliance with the terms of their agreement or SSA’s
associated system security requirements and procedures.

EIEPs must use the electronic connection established between the EIEP and SSA
only in support of the current agreement(s) between the EIEP and SSA.

EIEPs must use the software and/or devices provided to the EIEP only in support of
the current agreement(s) between the EIEP and SSA.

SSA prohibits modifying any software or devices provided to the EIEPS by SSA.

EIEPs must ensure that SSA-provided information is not processed, maintained,
transmitted, or stored in or by means of data communications channels, electronic
devices, computers, or computer networks located in geographic or virtual areas not
subject to U.S. law.

EIEPs must restrict access to the information to authorized users who need it to
perform their official duties.

NOTE: Contractors and agents (hereafter referred to as contractors) of the
EIEP who process, maintain, transmit, or store SSA-provided information are
held to the same security requirements as employees of the EIEP. Refer to the
section Contractors of Electronic Information Exchange Partners in the Systems
Security Reqguirements for additional information.

g. EIEPs must store information received from SSA in a manner that, at all times, Is

physically and electronically secure from access by unauthorized persons.

638



Exhibit G
Attachment | A1 Page 35 of 70

h. The EIEP must process SSA-provided information under the immediate supervision
and control of authorized personnel.

i. EIEPs must employ both physical and technological safeguards to prevent
unauthorized retrieval of SSA-provided information via computer, remote terminal,
or other means.

j. EILEPs must have formal PII incident response procedures. When faced with a
security incident caused by malware, unauthorized access, software issues, or acts
of nature, the EIEP must be able to respond in @ manner that protects SSA-provided
information affected by the incident.

k. EIEPs must have an active and robust employee security awareness program, which
is mandatory for all employees who access SSA-provided information.

. EIEPs must advise employees with access to SSA-provided information of the
confidential nature of the information, the safeguards required to protect the
information, and the civil and criminal sanctions for non-compliance contained in
the applicable Federal and state laws.

m. At its discretion', SSA or its designee must have the option to conduct onsite

security reviews or make other provisions to ensure that EIEPs maintain adequate
security controls to safeguard the information we provide.

5. Systems Security Requirements 0O
5.1 Overview 1)

SSA must certify that the EIEP has implemented controls that meet the requirements and
work as intended, before we will authorize initiating transactions to and from SSA
through batch data exchange processes or online processes such as State Online Query
(SOLQ) or Internet SOLQ (SOLQ-I).
The Technical Systems Security Requirements (TSSRs) address management,
operational, and technical aspects of security safeguards to ensure only the authorized
disclosure and use of SSA-provided information by SSA’s EIEPs. :

SSA recommends that the EIEP develop and publish a comprehensive Systems Security
Policy document that specifically addresses:

s the classification of information processed and stored within the network,

« administrative controls to protect the information stored and processed within the
network,

¢ access to the various systems and subsystems within the network,
e Security Awareness Training,

¢ Employee Sanctions Policy,
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+ Incident Response Policy, and

e the disposal of protected information and sensitive documents derived from the
system or subsystems on the network.

SSA's systems security requirements represent the current state-of-the-practice security
controls, safeguards, and countermeasures required for Federal information systems by
Federal regulations, statutes, standards, and guidelines. Additionally, SSA’s systems
security requirements also include organizationally defined interpretations, policies, and
procedures mandated by the authority of the Commissioner of Social Security in areas
when or where other cited authorities may be silent or non-specific.

5.2 General System Security Design and Operating Environment 1)

EIEPs must provide descriptions and explanations of their overall system design,
configuration, security features, and operational environment and include explanations of
how they conform to SSA’s requirements. Explanations must include the following:

o Descriptions of the operating environment(s) in which the EIEP will utilize, maintain,
and transmit SSA-provided information

o Descriptions of the business process(es) in which the EIEP will use SSA-provided
" information

o Descriptions of the physical safeguards employed to ensure that unauthorized
personnel cannot access SSA-provided information and details of how the EIEP keeps
audit information pertaining to the use and access to SSA-provided information and
associated applications readily available

o Descriptions of electronic safeguards, methods, and procedures for protecting the
EIEP’s network infrastructure and for protecting SSA-provided information while in
transit, in use within a process or application, and at rest (stored or not in use)

o Descriptions of how the EIEP prevents unauthorized retrieval of SSA-provided
information by computer, remote terminal, or other means, including descriptions of
security software other than access control software (e.g., security patch and anti-
malware software installation and maintenance, etc.)

o Descriptions of how the configurations of devices (e.g., servers, workstations, and
portable devices) involving SSA-provided information comply with recognized industry
standards and SSA’s system security requirements

o Description of how the EIEP implements adequate security controls (é.g., passwords

enforcing sufficient construction strength to defeat or minimize risk-based identified
vulnerabilities) '
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5.3 System Access Control

EIEPs must utilize and maintain technological (logical) access controls that limit access to
SSA-provided information and associated transactions and functions to only those users,
processes acting on behalf of authorized users, or devices (including other information
systems) authorized for such access based on their official duties or purpose(s). EIEPs
must employ a recognized user access security software package (e.g. RAC-F, ACF-2,
TOP SECRET) or a security software design which is equivalent to such products. The
access control software must utilize personal identification numbers (PIN) and passwords
or Biometric identifiers in combination with the user’s system identification code (userID).
The access control software must employ and enforce (1) PIN/password, and/or (2)
PIN/biometric identifier, and/or (3) SmartCard/biometric identifier, etc., for
authenticating users). :

Depending on the computing platform (e.g., client/server (PC), mainframe) and the
access software implementation, the terms “PIN” and “user system identification code
(userID)” may be, for practical purposes, synonymous. For example, the PIN/password
combination may be required for access to an individual’s PC after which, the
userID/password combination may be required for access to a mainframe application. A
biometric identifier may supplant one element in the pair of those combinations. SSA
strongly recommends Two-Factor Authentication.

The EIEP's implementation of the control software must comply with recognized industry
standards. Password policies should enforce sufficient construction strength (length and
complexity) to defeat or minimize risk-based identified vulnerabilities and ensure
limitations for password repetition. Technical controls should enforce periodic password
changes based on a risk-based standard (e.d., maximum password age of 90 days,
minimum password age of 3 - 7 days) and enforce automatic disabling of user accounts
that have been inactive for a specified period of time (e.g., 90 days).

The EIEP’s password policies must also require more stringent password construction
(e.qg., passwords greater than eight characters in length requiring upper and lower case
letters, numbers, and special characters; password phrases) for the user accounts of
persons, processes, or devices whose functions require access privileges in excess of
those of ordinary users.

EIEPs must have management control and oversight of the-function of authorizing
Jindividual user access to SSA-provided information and to oversee the process of issuing
and managing access control PINs, passwords, biometric identifiers, etc. for access to the
EIEP’s system. ‘

The EIEP’s systems access rules must cover least privilege and individual accountability.
The EIEP’s rules should include procedures for access to sensitive information and
transactions and functions related to it. Procedures should include control of transactions

. by permissions module, the assignment and limitation of system privileges, disabling
accounts of separated employees (e.qg., within 24 hours), individual accountability, work
at home, dial-up access, and connecting to the Internet.

8
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5.4 Automated Audit Trail

SSA requires EIEPs to implement and maintain a fully automated audit trail system
(ATS). The system must be capable of creating, storing, protecting, and efficiently
retrieving and collecting records identifying the individual user who initiates a request for
information from SSA or accesses SSA-provided information. At a minimum, individual
audit trail records must contain the data needed (including date and time stamps) to
associate each query transaction or access to SSA-provided information with its initiator,
their action, if any, and the relevant business purpose/process (e.g., SSN verification for
Medicaid). Each entry in the audit file must be stored as a separate record, not overlaid
by subsequent records. The Audit Trail System must create transaction files to capture
all input from interactive internet applications which access or query SSA-provided
information.

If a State Transmission Component (STC) handles and audits the EIEP’s transactions with
SSA, the EIEP is responsible for ensuring that the STC's audit capabiiities meet SSA’s
requirements for an automated audit trail system. The EIEP must also establish a process
to obtain'speciﬁc audit information from the STC regarding the EIEP's SSA transactions.

Access to the audit file must be restricted to authorized users with a “need to know.”
Audit file data must be unalterable (read-only) and maintained for a minimum of three
(preferably seven) years. Information in the audit file must be retrievable by an
automated method. EIEPs must have the capability to make audit file information
available to SSA upon request. EIEPs must back-up audit trail records on a regular basis
to ensure their availability. EIEPs must apply the same level of protection to backup
audit files that apply to the original files. :

If the EIEP retains SSA-provided information in a database (e.g., Access database,
SharePoint, etc.), or if certain data elements within the EIEP’s system indicate to users
that SSA verified the information, the EIEP’s system must also capture an audit trail
record of users who viewed SSA-provided information stored within the EIEP’s system.
The retrieval requirements for SSA-provided information at rest and the retrieval
requirements for regular transactions are identical. '

5.5 Personally Identifiable Information (PII)

PII is any information about an individual maintained by an agency, including (1)
any information that can be used to distinguish or trace an individual's identity,
such as name, social security number, date and place of birth, mother's maiden
name, or biometric records; and (2) any other information that is linked or linkable
to an individual, such as medical, educational, financial, and employment
information. An item such as date and place of birth, mother's maiden name, or
father's surname is PII, regardless of whether combined with other data.

SSA defines a PfI loss as a circumstance when SSA has reason to believe that
information on hard copy or in electronic format, which contains PII provided by SSA,
left the EIEP’s custody or the EIEP disclosed it to an unauthorized individual or entity.

PII loss is a reportable incident (refer to Incident Reporting).
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If a PII loss involving SSA-provided information occurs or is suspected, the EIEP
must be able to quantify the extent of the loss and compile a complete list of the
individuals potentially affected by the incident (refer to Incident Reporting).

Monitoring and Anomaly Detection_ O

SSA recommends that EIEPs use an Intrusion Protection System (IPS) or an
Intrusion Detection System (IDS). The EIEP must establish and/or maintain
continuous monitoring of its network infrastructure and assets to ensure the following:

‘o The EIEP’s security controls continue to be effective over time

o Only authorized individuals, devices, and processes have access to SSA-
provided information

o The EIEP detects efforts by external and internal entities, devices, or processes to
perform unauthorized actions (i.e., data breaches, malicious attacks, access to
network assets, software/hardware installations, etc.) as soon as they occur

o The necessafy parties are immediately alerted to unauthorized actions
performed by external and internal entities, devices, or processes

o Upon detection of unauthorized actions, measures are immediately initiated to
prevent or mitigate associated risk

o In the event of a data breach or security incident, the EIEP can efficiently determine
and initiate necessary remedial actions

o The trends, patterns, or anomalous occurrences and behavior in user or network
activity that may be indicative of potential security issues are readily discernible

The EIEP's system must include the capability to prevent employees from unauthorized
browsing of SSA records. SSA strongly recommends the use of a transaction-driven
permission module design, whereby employees are unable to initiate transactions not
associated with the normal business process. If the EIEP uses such a design, they then
need anomaly detection to detect and monitor employee’s unauthorized attempts to gain
access to SSA-provided information and attempts to obtain information from SSA for
clients not in the EIEP's client system. The EIEP should employ measures to ensure the
permission module’s integrity. Users should not be able to create a bogus case and
subsequently delete it in such a way that it goes undetected.

If the EIEP’s design does not currently use a permission module and is not transaction-
driven, until at least one of these security features exists, the EIEP must develop and .
implement compensating security controls to deter employees from browsing SSA
records. These controls must include monitoring and anomaly detection features, either
systematic, manual, or a combination thereof. Such features must include the
capability to detect anomalies in the volume and/or type of transactions or queries
requested or initiated by individuals and include systematic or manual procedures for
verifying that requests and queries of SSA-provided information comply with valid
official business purposes. The system must also produce reports that allow
management and/or supervisors to monitor user activity, such as the following:
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¢ User ID Exception Reports:

This type of report captures information about users who enter incorrect user IDs
when attempting to gain access to the system or to the transaction that initiates
requests for information from SSA, including failed attempts to enter a password.

» Inquiry Match Exception Reports:

. This type of report captures information about users who may be initiating
transactions for SSNs that have no client case association within the EIEP’s system
(the EIEP's management shouid review 100 percent of these cases).

e System Error Exception Reports:

This type of report captures information about users who may not understand
or may be violating proper procedures for access to SSA-provided information.

e Inquiry Activity Statistical Reports:

This type of report captures information about transaction usage patterns
among authorized users and is a tool which enables the EIEP's management to
monitor typical usage patterns in contrast to extraordinary usage patterns.

The EIEP must have a process for distributing these monitoring and exception reports to
appropriate local managers/supervisors or to local security officers. The process must
ensure that only those whose responsibilities include monitoring anomalous activity of
users, to include those who have exceptional system rights and privileges, use the
reports.

Management Oversight and Quality Assurance O

The EIEP must establish and/or maintain ongoing management oversight and quality
assurance capabilities to ensure that only authorized employees have access to SSA-
provided information. They must ensure ongoing compliance with the terms of the EIEP's
electronic information sharing agreement with SSA and the SSRs established for access to
SSA-provided information. The entity responsible for management oversight must consist
of one or more of the EIEP’s management officials whose job functions include
responsibility to ensure that the EIEP only grants access to the appropriate employees and
position types which reqmre SSA—prowded information to do their jobs. _

The EIEP must ensure that employees granted access to SSA-provided information
receive adequate training on the sensitivity of the information, associated safeguards,
operating procedures, and the penalties for misuse.

SSA recommends that EIEPs establish the following job functions and require that
employees tasked with these job functions do not also share the same job functions as
personnel who request or use information from SSA.

e Perform periodic self-reviews to monitor the EIEP's ongomg usage of SSA-
provided information.

. Perform random sampling of work activity that involves SSA-provided
information to determine if the access and usage comply with SSA’s
requirements.

11
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5.8 Data and Communications Security __ O

EIEPs must encrypt PII and SSA-provided information when transmitting across dedicated
communications circuits between its systems, intrastate communications between its local
office locations, and on the EIEP's mobile computers, devices and removable media. The
EIEP’s encryption methods should align with the Standards established by the National
Institute of Standards and Technology (NIST). SSA recommends the Advanced
Encryption Standard (AES) or triple DES (Data Encryption Standard 3), if AES is
unavailable, encryption method for securing SSA-provided information during transport.
Files encrypted for external users (when using tools such as Microsoft WORD
encryption,) require a key length of nine characters. We also recommend that the key
(also referred to as a password) contain both special characters and a number. SSA
requires that the EIEP deliver the key so that the key does not accompany the media.
The EIEP must secure the key when not in use or unattended.

SSA discourages the use of the public Internet for transmission of SSA-provided
information. If however, the EIEP uses the public Internet or other electronic
communications, such as emails and faxes to transmit SSA-provided information, they
must use a secure encryption protocol such as Secure Socket Layer (SSL) or Transport
Layer Security (TLS). SSA also recommends 256-bit encryption protocols or more
secure methods such as Virtual Private Network technology. The EIEP should only send
data to a secure address or device to which the EIEP can control and limit access to only
specifically authorized individuals and/or processes. SSA recommends that EIEPs
use Media Access Control (MAC) Filtering and Firewalls to protect access points
from unauthorized devices attempting to connect to the network.

EIEPs should not retain SSA-provided information any longer than business
purpose(s) dictate. The Information Exchange Agreement with SSA stipulates a time
for data retention. The EIEP should delete, purge, destroy, or return SSA-provided
information when the business purpose for retention no longer exists.

The EIEP may not save or create separate files comprised solely of information provided
by SSA. The EIEP may apply specific SSA-provided information to the EIEP’s matched
record from a preexisting data source. Federal law prohibits duplication and redisclosure
of SSA-provided information without written approval. The prohibition applies to both
internal and external sources who do not have a “need-to-know?.” SSA recommends
that EIEPs use either Trusted Platform Module (TPM) or Hardware Security
Module (HSM) technology solutions to encrypt data at rest on hard drives and
other data storage media.:

EIEPs must prevent unauthorized disclosure of SSA-provided information after they
complete processing and after the EIEP no longer requires the information. The EIEP's
operational processes must ensure that no residual SSA-provided information remains on
the hard drives of user’s workstations after the user exits the application(s) that use
SSA-provided information. If the EIEP must send a computer, hard drive, or other
computing or storage device offsite for repair, the EIEP must have a non-disclosure
clause in their contract with the vendor. If the EIEP used the item in connection with a
business process that involved SSA-provided information and the vendor will retrieve or
may view SSA-provided information during servicing, SSA reserves the right to inspect

2 Need-to-know - access to the information must be necessary for the conduct of one's official duties.
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the EIEP’s vendor contract. The EIEP must remove SSA-provided information from
electronic devices before sending it to an external vendor for service. SSA expects the
EIEP to render it unrecoverable or destroy the electronic device if they do not need to
recover the data. The same applies to excessed, donated or sold equipment placed into
the custody of another organization.

To sanitize media, the EIEP should use one of the following methods:
e Overwriting

Overwrite utilities can only be used on working devices. Overwriting is appropriate only for
devices designed for multiple reads and writes. The EIEP should overwrite disk drives,
magnetic tapes, floppy disks, USB flash drives, and other rewriteable media. The overwrite
utility must completely overwrite the media. SSA recommends the use of pyraging media
sanitization to make the data irretrievable and to protect data against laboratory attacks or
forensics. Please refer to Refinitions for more information regarding Medija,
Sanitization). Reformatting the media does not overwrite the data.

o Degaussing-

Degaussing is a sanitization method for magnetic media (e.qg., disk drives, tapes,
flopples, etc.). Degaussing is not effective for purging non-magnetic media (e.g.,
optical discs). Degaussing requires a certified tool designed for particular types of
media. Certification of the tool is required to ensure that the magnetic flux applied to
the media is strong encugh to render the information irretrievable. The degaussing
process must render data on the media irretrievable by a laboratory attack or
laboratory forensic procedures (refer to Pefinjtions for more information regarding

Media Sanitization).

. Physical destruction

Physical destruction is the method when degaussing or over-writing cannot be
accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives,
damaged USB flash drives, etc.).. Examples of physical destruction include shredding,
pulverizing, and burning.

State agencies may retain SSA-provided information in hardcopy only if required to
fulfill evidentiary requirements, provided the agencies retire such data in accordance
with applicable state laws governing retention of records. The EIEP must control print
media containing SSA-provided information to restrict its access to authorized
employees who need such access to perform their official duties. EIEPs must destroy
print media containing SSA-provided information in a secure manner when it is no longer
required for business purposes. The EIEP should destroy paper documents that contain
SSA-provided information by burning, pulping, shredding, macerating, or other similar
means that ensure the information is unrecoverable.

NOTE: Hand tearing or lining through documents to obscure information
does not meet SSA’s requirements for appropriate destruction of PII.

The EIEP must employ measures to ensure that communications and data furnished to
SSA contain no viruses or other malware.

Special Note: If SSA-provided information will be stored in a commercial
13

646



Exhibit G
Attachment | A1 Page 43 of 70

cloud, please provide the name and address of the cloud provider. Also,
‘please describe the security features contractually required of the cloud
provider to protect SSA-provided information.

5.9 Incident Reporting 0

SSA requires EIEPs to develop and implement policies and procedures to respond to
data breaches or PII loses. You must explain how your policles and procedures
conform to SSA's requirements.  The procedures must include the following
information:

If the EIEP experiences or suspects a breach or loss of PII or a security incident,
which includes SSA-provided information, they must notify the State official
responsible for Systems Security designated in the agreement. That State official or
delegate must then notify the SSA Regional Office Contact and the SSA Systems
Security Contact identified in the agreement. If, for any reason, the responsible State
official or delegate is unable to notify the SSA Regional Office or the SSA Systems
Security Contact within one hour, the responsible State Agency official or delegate
must report the incident by contacting SSA's National Network Service Center
(NNSC) toll free at 877-697-4889 (select “Security and PII Reporting” from the
options list). The EIEP will provide updates as they become available to the SSA
contact, as appropriate. Refer to the worksheet provided in the agreement to
facilitate gathering and organizing information about an incident.

The EIEP must agree to absorb all costs associated with notification and remedial actions
connected to security breaches, if SSA determines that the risk presented by the
breach or security incident requires the notification of the subject individuals. SSA

recommends that EIEPs seriously consider establishing incident response
teams to address PII breaches. ‘

5.10 Security Awareness and Employee Sanctions 0

The EIEP must designate a department or party to take the responsibility to provide
ongoing security awareness training for employees who access SSA-provided
information. Training must include:

o The sensitivity of SSA-provided information and address the Privacy Act and other
Federal and state laws governing its use and misuse

o Rules of behavior concerning use and security in systems processing SSA-provided
information

o Restrictions on viewing and/or copying SSA-provided information

o The employee’s responsibility for proper use and protection of SSA-provided
information including its proper disposal

o Security incident reporting procedures

o Basic understanding of procedures to protect the network from malware attacks

14
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o Spoofing, Phishing, and Pharming scam prevention

o The possible sanctions and penalties for misuse of SSA-provided information

SSA requires the EIEP to provide security awareness training to all employees and
contractors who access SSA-provided information. The training should be annual,
mandatory, and certified by the personnel who receive the training. SSA also requires
the EIEP to certify that each employee or contractor who views SSA-provided data also
certify that they understand the potential criminal and administrative sanctions or
penalties for unlawful disclosure. ' :

5.11 Contractors of Electronic Information Exchange Partners L)

As previously stated in The General Systems Security Standards, contractors of the

EIEP must adhere to the same security requirements as employees of the EIEP. The
EIEP is responsible for the oversight of its contractors and the contractor’s compliance
with the security requirements. The EIEP will enter into a written agreement with each
of its contractors and agents who need SSA data to perform their official duties,
whereby such contractors or agents agree to abide by all relevant Federal laws,
restrictions on access, use, disclosure, and the security requirements in this
Agreement.

The EIEP's employees, contractors, and agents who access, use, or disclose
SSA data in @ manner or purpose not authorized by this Agreement may be subject to
both civil and criminal sanctions pursuant to applicable Federal statutes. The EIEP will
- provide its contractors and agents with copies of this Agreement, related
IEAs, and all related attachments before initial disclosure of SSA data to such
contractors and agents. Prior to signing this Agreement, and thereafter at SSA’s
reqguest, the EIEP will obtain from its contractors and agents a current list of
- the employees of such contractors and agents with access to SSA data and provide
such lists to SSA.

The EIEP must be able to provide proof of the contractual agreement If the contractor
processes, handles, or transmits information provided to the EIEP by SSA or has
authority to perform on the EIEP’s behalf, the EIEP should clearly state the specific roles
and functions of the contractor. The EIEP will provide SSA written certification that the
contractor is meeting the terms of the agreement, including SSA security requirements.
The certification will be subject to our final approval before redisclosing our information.

The EIEP must also require that contractors who will process, handle, or transmit
information provided to the EIEP by SSA sign an agreement with the EIEP that obligates
the contractor to follow the terms of the EIEP’s data exchange agreement with SSA. The
EIEP or the contractor must provide a copy of the data exchange agreement to each of
the contractor’s employees before disclosing data and make certain that the contractor’s
employees receive the same security awareness training as the EIEP’s employees. The
EIEP should maintain awareness-training records for the contractor's employees and
require the same annual certification procedures.

The EIEP will be required to conduct the review of contractors and Is responsible

for ensuring compliance of its contractors with security and privacy requirements and

limitations. As such, the EIEP will subject the contractor to ongoing security compliance
15 ’
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reviews that must meet SSA standards. The EIEP will conduct compliance
reviews at least triennially commencing no later than three (3) years after the approved
initial security certification to SSA; and must provide SSA with written documentation of
recurring compliance reviews, with the contractor, subject to our approval.

If the EIEP’s contractor will be involved with the processing, handling, or transmission

of information provided to the EIEP by SSA offsite from the EIEP, the EIEP must have

the contractual option to perform onsite reviews of that offsite facility to ensure that the
. following meet SSA’s requirements:

- o safeguards for sensitive information
o computer system safeguards

o security controls and measures to prevent, detect, and resolve unauthorized
access to, use of, and redisclosure of SSA-provided information

o continuous monitoring of the EIEP contractors’ network infrastructures and assets

6. General -~ Security Certification and Compliance Review Programs (1)

SSA’s security certification and compliance review programs are distinct processes. The
certification program is a one-time process when an EIEP initially requests electronic access to
SSA-provided information. The certification process entalls two rigorous stages intended to
ensure that technical, management, and operational security measures work as designed. SSA
must ensure that the EIEPs fully conform to SSA's security requirements and satisfy both
stages of the certification process before SSA will permit online access to its data in a
production environment. '

The compliance review program, however, ensures that the suite of security measures
implemented by an EIEP to safeguard SSA-provided infermation remains in full compliance with
SSA’s security standards and requirements. The compliance review program applies to both
online and batch access to SSA-provided information. Under the compliance review program,
EIEPs are subject to ongoing and periodic security reviews by SSA.

6.1 The Security Certification Program _ O

The security certification process applies to EIEPs that seek online electronic access to SSA
information and consists of two general phases:

* Phase One: The Security Design Plan (SDP) phase is a formal written plan authored
by the EIEP to comprehensively document its technical and non-technical security
controls to safeguard SSA-provided information (refer to Documenting Security
Controls in the Security Design Plan).+

NOTE: SSA may have legacy EIEPs (EIEPs not certified under the current
process) who have not prepared an SDP. OIS strongly recommends that
these EIEPs prepare an SDP.

The EIEP’s preparation and maintenance of a current SDP will aid them in

determining potential compliance issues prior to reviews, assuring

continued compliance with SSA’s security requirements, and providing for
16
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more efficient security reviews.

Phase 2: The SSA Onsite Certification phase is a formal onsite review conducted by
SSA to examine the full suite of technical and non-technical security controls
implemented by the EIEP to safeguard data obtained from SSA electronically (refer to

Ihe Certification Process).

6.2 Documenting Security Controls in the Security Design Plan (SDP) (1)

. 6.2.1 When the SDP and Risk Assessment are Required 1]

EIEPs must submit an SDP and a security risk assessment (RA) for evaluation when one or
more of the following circumstances apply. The RA must be in electronic format. It must
include discussion of the measures planned or implemented to mitigate risks identified by
the RA and (as applicable) risks associated with the circumstances below:

to obtain approval for requested access to SSA-prOVIded information for an initial
agreement

to obtain approval to reestablish previously terminated access to SSA-provided data

to obtain approval to implement a new operating or security platform that will involve
SSA-provided information

to obtain approval for significant changes to the EIEP's organizational structure,
technical processes, operational environment, data recovery capabilities, or security
implementations planned or made since approval of their most recent SDP or of their

" most recent successfully completed security review

to confirm compliance when one or more security breaches or incidents involving
SSA-provided information occurred since approval of the EIEP’s most recent SDP
or of their most recent successfully completed security review

to document descriptions and explanations of measures implemented as the result
of a data breach or security incident

to document descriptions and explanations of measures.implemented to resolve
non-compliancy issue(s)

to obtain a new approval after SSA revoked approval of the most recent SDP

SSA may require a new SDP if changes occurred (other than those listed above) that
may affect the terms of the EIEP's information sharing agreement with SSA.

SSA will not approve the SDP or allow the initiation of transactions and/or access
to SSA-provided information before the EIEP complies with the SSRs.

An SDP must satisfactorily document the EIEP's compliance with all of SSA’s SSRs in order to
provide the minimum level of security acceptable to SSA for its EIEP’s access to SSA-provided

information.

EIEP’s must correct deficiencies identified through the evaluation of the SDP and submit a
revised SDP'that incorporates descriptions and explanations of the measures implemented to
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eliminate the deficiencies. SSA cannot grant access to SSA-provided information until the EIEP
corrects the deéficiencies, documents the SDP, and SSA approves the revisions. The EIEP will
communicate the implementation of corrective actions to SSA on a regular basis. SSA will
withhold final approval until the EIEP can rectify all deficiencies.

SSA may revoke the approval of the EIEP’s SDP and its access to SSA-provided information if we
learn the EIEP is non-compliant with one or more SSRs. The EIEP must submit a revised SDP,
which incorporates descriptions and explanations of the measures the EIEP will implement to
resolve the non-compliance issue(s). The EIEP must communicate the progress of corrective
action(s) to SSA on a regular basis. SSA will consider the EIEP in hon-compliant status until
resolution of the issue(s), the EIEP’s SDP documents the corrections, and we approve the SDP.
If, within a reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency
determined by SSA to present a substantial risk to SSA-provided information or to SSA, SSA will
withhold approval of the SDP and discontinue the flow of SSA-provided information.

NOTE: EIEPs that function only as an STC, transferring SSA-provided information
to other EIEPs must, per the terms of their agreements with SSA, adhere to SSA’s

System Security Requirements (SSR) and exercise their responsibilities regarding
protection of SSA-provided information.

6.3 The Certification Process O
Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onsite certification
review. The objective of the onsite review is to ensure the EIEP’s non-technical and
technical controls safeguard SSA-provided information from misuse and improper disclosure
and that those safeguards function and work as intended.

At its discretion, SSA may request that the EIEP participate in an onsite review and
compliance certification of their security infrastructure.

The onsite review may address any or all of SSA’s secui’ity requirements and include, when
appropriate: ‘

+ a demonstration of the EIEP's implementation of each requirement
« random sampling of audit records and transactions submitted to SSA

» a walkthrough of the EIEP's data center to observe and document physical security
safeguards :

o a demonstration of the EIEP's implementation of electronic exchange of data with SSA
¢ discussions with managers/supervisors

+ examination of management control procedures and reports (e.g., anomaly detection
reports, etc.)

- .» demonstration of technical tools. pertaining to user access controi and if appropriate,
browsing prevention, specifically: .

o If the design is based on a permission module or similar design, or it is transaction
driven, the EIEP will demonstrate how the system triggers requests for information
from SSA.
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o If the design is based on a permission module, the EIEP will demonstrate how the
process for requests for SSA-provided information prevent SSNs not present in the
EIEP's system from sending requests to SSA. We will attempt to obtain information
from SSA using at least one, randomly created, fictitious number not known to the
EIEPs system.

During a certification or compliance review, SSA or a certifier acting on its behalf, may
request a demonstration of the EIEP’s audit trail system (ATS) and its record retrieval
capability. The certifier may request a demonstration of the ATS’ capability to track the
activity of employees who have the potential to access SSA-provided information within the
EIEP’s system. The certifier may request more information from those EIEPs who use an
STC to handle and audit transactions. We will conduct a demonstration to see how the EIEP
obtains audit information from the STC regarding the EIEP's SSA transactions.

If an STC handles and audits an EIEP’s transactions, SSA requires the EIEP to‘ demonstrate
both their own in-house audit capabilities and the process used to obtain audit information
from the STC.

If the EIEP employs a contractor who processes, handles, or transmits the EIEP’s SSA-
provided information offsite, SSA, at its discretion, may include the contractor’s facility in
the onsite certification review. The inspection may occur with or without a representative
of the EIEP.

Upon successful completion of the onsite certification exercise, SSA will authorize
electronic access to production data by the EIEP. SSA will provide written notification of
its certification to the EIEP and all appropriate internal SSA components.

The following is a high-level flow chart of the OIS Certification Process: (L)
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6.5 The Compliance Review Program and Process 0

Similar to the certification process, the compliance review program entails a rigorous
process intended to ensure that EIEPs who receive electronic information from SSA are in full
compliance with the Agency's security requirements and standards. As a practice, SSA
attempts to conduct compliance reviews following a two to five year periodic review
schedule, However, as circumstances warrant, a review may take place at any time. Three
prominent examples that would trigger an ad hoc review are:

» a significant chénge in the outside EIEP's computing platform

» a violation of any of SSA’s systems security requirements

« an unauthorized disclosure of SSA information by the EIEP

The following is a high-level flow chart of the OIS Compliance Review Process: 1)

SSA may conduct onsite compliance reviews and include both the EIEP’s main facility and a field
office. ' '

SSA may, also at its discretion, request that the EIEP participate in an onsite compliance
review of their security infrastructure to confirm the implementation of SSA’s security
requirements.
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The onsite review may address any or all of SSA’s security requirements and include, where
appropriate:

« a demonstration of the EIEP's implementation of each requirement
¢ random sampling of audit records and transactions submitted to SSA

+ a walkthrough of the EIEP’s data center to observe and document physical security
safeguards

» a demonstration of the EIEP's implementation of online exchange of data with SSA

e discussions with managers/supervisors

s examination of management control procedures and reports (e.g. anomaly detection
reports, etc.)

+ demonstration of technical tools pertaining to user access control and, if appropriate,
browsing prevention:

o If the design uses a permission module or similar design, or is transaction driven, the
EIEP will demonstrate how the system triggers requests for information from SSA.

o If the design uses a permission module, the EIEP will demonstrate the process used to
request SSA-provided information and prevent the EIEP’s system from processing SSNs
not present in the EIEP's system. We can accomplish this by attempting to obtain
information from SSA using at least one, randomly created, fictitious number not known
to the EIEP’s system.

SSA may, at its discretion, perform an onsite or remote review for reasons including, but
not limited to the following:

the EIEP has experienced a security breach or incident involving SSA-provided information

« the EIEP has unresolved non-compliancy issue(s)
» to review an offsite contractor's facility that processes SSA-provided information

o the EIEP is a legacy organization that has not yet been through SSAs security certification
and compliance review programs

o the EIEP requested that SSA perform an IV & V (Independent Verification and Validation
review)

During the compliance review, SSA, or a certifier acting on its behalf, may request a
demonstration of the system’s audit trail and retrieval capability. The certifier may request a
demonstration of the system’s capability for tracking the activity of employees who view SSA-
provided information within the EIEP’s system. The certifier may request EIEPs that have STCs
that handle and audit transactions with SSA to demonstrate the process used to obtain audit
information from the STC.

If an STC handles and audits the EIEP’s tranéactions with SSA, we may require the EIEP to
demonstrate both their in-house audit capabilities and the processes used to obtain audit
information from the STC regarding the EIEP's transactions with SSA.
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If the EIEP employs a contractor who will process, handle, or transmit the EIEP's SSA-provided
information offsite, SSA, at its discretion, may include in the onsite compliance review an onsite
inspection of the contractor’s facility. The inspection may occur with or without a representative
of the EIEP. The format of the review in routine circumstances (i.e., the compliance review is
not being conducted to address a special circumstance, such as a disclosure violation) will
generally consist of reviewing and updating the EIEP's compliance with the systems security
requirements described above in this document. At the conclusion of the review, SSA will issue
a formal report to appropriate EIEP personnel. The Final Report will address findings and
recommendations from SSA’s compliance review, which includes a plan for monitoring each issue
- until closure.

NOTE: SSA handles documentation provided for compliance reviews as sensitive
information. The information is only accessible to authorized individuals who have a
need for the information as it relates to the EIEP’s compliance with its electronic
information sharing agreement with SSA and the associated system security
requirements and procedures. SSA will not retain the EIEP's documentation any longer
than required. SSA will delete, purge, or destroy the documentatlon when the
retention requirement expires. y

The following is a high-level example of the analysis that aids SSA in making a preliminary
determination as to which review format is appropriate. We may also use additional factors to
determine whether SSA will perform an onsite or remote compliance review.

e High/Medium Risk Criteria

o undocumented closing of prior review finding(s)

o implementation of technical/operational controls that affect security of SSA-provided
information (e.g. implementation of new data access method)

o PII breach

« Low Risk Ci'iteria

o ho prior review finding(s) or prior finding(s) documented as closed.

o no implementation of technical/operational controls that impact security of SSA-provided
information (e.g. implementation of new data access method)

o no PII breach

6.5.1 EIEP Compliance Review Participation 18
SSA may request to meet with the following persons during the compliance review:

» a sample of managers and/or supervisors responsible for enforcing and monitoring
ongoing compliance to security requirements and procedures to assess their level of
training to monitor their employee's use of SSA-provided information, and for
reviewing reports and taking necessary action

» the individuals responsible for performing security awareness and employee sanction
functions to learn how you fulfill this requirement

e asample of the EIEP's employees to assess their level of training and
understanding of the requirements and potential sanctions applicable to the use
and misuse of SSA-provided information
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» the individual(s) responsible for management oversight and quality assurance
functions to confirm how your agency accomplishes this requirement

» additional individuals as deemed appropriate by SSA

6.5.2 Verification of Audit Samples O

Prior to or during the compliance review, SSA will present to the EIEP a sampling
of transactions previously submitted to SSA for verification. SSA requires the
EIEP to verify whether each transaction was, per the terms of their agreement
with SSA, legitimately submitted by a user authorized to do so.

SSA requires the EIEP to provide a written attestation of the transaction review
results. The document must provide:

+ confirmation that each sample transaction located in the EIEP's audit file
submitted by its employee(s) was for legitimate and authorized business
purposes

+ an explanation for each sample transaction located in the EIEP's audit file(s)
determined to have been unauthorized

e an explanation for each sample transaction not found in the EIEP's ATS

When SSA provides the sample transactions to the EIEP, detailed instructions will be
included. Only an official responsible for the EIEP is to provide the attestation.

6.6 Scheduling the Onsite Review 0

SSA will not: schedule the onsite review until we approve the EIEP’s SDP. SSA will send
approval notification via email. There is no prescribed period for arranging the subsequent
onsite review (certification review for an EIEP requesting initial access to SSA-provided
information for an initial agreement or compliance review for other EIEPs). Unless there
are compelling circumstances precluding it, the onsite review will follow as soon as
reasonably possible.
However, thé scheduling of the onsite review may depend on additional factors including:

e the reason for submission of a plan

" o the severity of security issues, if any

+ circumstances of the previous review, if any

» SSA workload considerations
Although the scheduling of the review Is contingent upon approval of the SDP, SSA may

perform an onsite review prior to approval if we determine that it is necessary to
complete our evaluation of a plan.

23

656



Exhibit G ,
Attachment | A1 Page 53 of 70
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7. Additional Definitions 0

Back Butl;on:

Refers to a button on a web browser's toolbar, the backspace button on a
computer keyboard, a programmed keyboard button or mouse button, etc.,
that returns a user to a previously visited web page or application screen.

Breach:

Refers to actual loss, loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where unauthorized persons have access or potential access to PII or
Covered Information, whether physical, electronic, or in spoken word or
recording.

Browsing:

Requests for or queries of SSA-provided information for purposes not related to
the performance of official job duties.

Choke Point:

The firewall between a local network and the Internet is a choke point in
network security, because any attacker would have to come through that
channel, which is typically protected and monitored.

Cloud Computing:

The term refers to Internet-based computing derived from the cloud
drawing representing the Internet in computer network diagrams. Cloud
computing providers deliver on-line and on-demand Internet services.
Cloud Services normally use a browser or Web Server to deliver and store
information.

658



Exhibit G
Attachment | A1 ' Page 55 of 70

26

659



Exhibit G
Attachment | A1 Page 56 of 70

Cloud Drive:

A cloud drive is a Web-based service that provides storage space on a remote
server.

Cloud Audit:

Cloud Audit is a specification developed at Cisco Systems, Inc. that provides
cloud computing service providers a standard way to present and share
detailed, automated statistics about performance and security.
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Commingling:

Commingling is the creation of a common database or repository that stores and
maintains both SSA-provided and preexisting EIEP PIL.

Degaussing:

Degaussing is the method of using a “special device” (i.e., a device that
generates a magnetic field) in order to disrupt magnetically recorded
information. Degaussing can be effective for purging damaged media and media
with exceptionally large storage capacities. Degaussing is not effective for
purging non-magnetic media (e.g., optical discs).

Dial-up:

Sometimes used synonymously with dfal-in, refers to digital data transmission
over the wires of a local telephone network.

Functipn:

One or more persons or organizational components assigned to serve a
particular purpose, or perform a particular role. The purpose, activity, or role
assigned to one or more persons or organizational components.

Hub:

As it relates to electronic data exchange with SSA, a hub is an organization,

which serves as an electronic information conduit or distribution collection

point. The term Hub Is interchangeable with the terms “StateTransmission

Component,” “State Transfer Component,” or *STC.”

ICON:

Interstate Connection Network (various entities use 'Connectivity’ rather than
'Connection’) :

IVaV:

Independent Verification and Validation

Legacy System:

A term usually referring to a corporate or organizational computer system or
network that utilizes outmoded programming languages, software, and/or
hardware that typically no longer receives support from the original vendors or
developers.

Manual Transaction:
A user-initiated operation (also referred to as a “user-initiated transaction”).
This is the opposite of a system-generated automated process.

Example: A user enters a client's information including the client's SSN and
presses the "ENTER' key to acknowledge that input of data is complete. A
new screen appears with multiple options, which include "VERIFY SSN* and
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"CONTINUE". The 4user has the option to verify the client's SSN or perform
alternative actions.

Media Sanitization:

» Disposal: Refers to the discarding (e.g., recycling) of media that
contains no sensitive or confidential data.

o Clearing: This type of media sanitization is adequate for protecting
information from a robust keyboard attack. Clearing must prevent retrieval
of information by data, disk, or file recovery utilities. Clearing must be
resistant to keystroke recovery attempts executed from standard input
devices and from data scavenging tools. For example, overwriting is an
acceptable method for clearing media. Deleting items, however, is not

. sufficient for clearing.

This process may include overwriting all addressable locations of the data, as
well as its logical storage location (e.g., its file allocation table). The aim of
the overwriting process is to replace or obfuscate existing information with
random data. Most rewriteable media may be cleared by a single overwrite.
This method of sanitization is not possible on un-writeable or damaged media.

» Purging: This type of media sanitization is a process that protects
information from a laboratory attack. The terms clearing and purging are
sometimes synonymous. However, for some media, clearing is not
sufficient for purging (i.e., protecting data from a laboratory attack).
Although most re-writeable media requires a single overwrite, purging
may require multiple rewrites using different characters for each write
cycle.

This is because a laboratory attack involves threats with the capability to
employ non-standard assets (e.g., specialized hardware) to attempt data
recovery on media outside of that media’s normal operating environment.

Degaussing is also an example of an acceptable method for purging magnetic
media. The EIEP should destroy media if purging is not a viable method for
sanitization.

» Destruction: Physical destruction of media is the most effective form of
sanitization. Methods of destruction include burning, pulverizing, and
shredding. Any residual medium should be able to withstand a laboratory
attack.

Permission module:

A utility or subprogram within an application, which automatically enforces
the relationship of a request for or query of SSA-provided information to an
authorized process or transaction before initiating a transaction. For
example, requests for verification of an SSN for issuance of a driver’s license
happens automatically from within a state driver’s license application. The
System will not allow a user to request information from SSA unless the
EIEP's client system contains a record of the subject individual's SSN.

Screen Scraping:
29
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Screen scraping is normally associated with the programmatic collection of visual
data from a source. Originally, screen scraping referred to the practice of
reading text data from a computer display terminal’s screen. This involves
reading the terminal's memory through its auxiliary port, or by connecting the
terminal output port of one computer system to an input port on another. The
term screen scraping is synonymous with the term bidirectional exchange of
data.

A screen scraper might connect to a legacy system via Telnet, emulate the
keystrokes needed to navigate the legacy user interface, process the resulting
display output, extract the desired data, and pass it on to a modern system.

More modern screen scraping techniques include capturing the bitmap data
from a screen and running it through an optical character reader engine, or
in the case of graphical user interface applications, querying the graphical
controls by programmatically obtaining references to their underlying
programming objects.

Security Breach:

An act from outside an organization that bypasses or violates security policies,
practices, or procedures.

Security Incident:

A security incident happens when a fact or event signifies the possibility that a
breach of security may be taking place, or may have taken place. All threats are
security incidents, but not all security incidents are threats.

Security Violation:

An act from within an organization that bypasses or disobeys security -
policies, practices, or procedures.

Sensitive data: '

Any information, the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest of the conduct of federal
programs, or the privacy to which individuals are entitled under section 552a of
title 5, United States Code (the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or an Act of Congress
to be kept secret in the interest of national defense or foreign policy.

SMDS (Switched Multimegabit Data Service (SMDS):

SMDS is a telecommunications service that provides connectionless, high-
performance, packet-switched data transport. Although not a protocol, it
supports standard protocols and

communications interfaces using current technology.

SSA-provided data/information:

‘Synonymous with "SSA-supplied data/information.” Defines information under
the control of SSA that is provided to an external entity under the terms of an
information exchange agreement with SSA. The following are examples of
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SSA-provided data/information:

e SSA’s response to a request from an EIEP for information from SSA (e.g., date
of death)

e SSA’s response to a query from an EIEP for verification of an SSN

SSA data/information:

This term, sometimes used interchangeably with "SSA-provided data/information’,
denotes
information under the control of SSA that is provided to an external entity under
the terms of an information exchange agreement with SSA. However, "SSA
data/information” also includes information provided to the EIEP by a source
other than SSA, but which the EIEP attests to that SSA verified it, or the EIEP
couples the information with data from SSA as to to certify the accuracy of the
information. The following are examples of SSA information:

e SSA’s response to a request from an EIEP for information from SSA (e g., date
of death)

e SSA's response to a query from an EIEP for verification of an SSN

e Display by the EIEP of SSA's response to a query for verification of an
SSN and the associated SSN provided by SSA

o Display by the EIEP of SSA's response to a query for verification of an
 SSN and the associated SSN provided to the EIEP by a source other
than SSA

e Electronic records that contain only SSA’s response to a query for verification of
an SSN
and the associated SSN whether provided to the EIEP by SSA or a source
other than SSA

SSN:

"Social Security Number

STC:

A State Transmission/Transfer Component is an organization that performs as an
electronic information conduit or collection point for one or more other entities
(aiso referred to as a hub).

System-generated transaction:

A transaction automatically triggered by an automated system process.
Example: A user enters a client’s information including the client’s SSN on an
input screen and presses the "ENTER” key to acknowledge that input of data is
complete. An automated process then matches the SSN against the

organization’s database and when the systems finds no match, automatically
sends an electronic request for verification of the SSN to SSA.
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Systems process:

The Term "Systems Process” refers to a software program moduie that runs
in the background within an automated batch, online, or other process.

Third Party:

This term pertains to an entity (person or organization) provided access to SSA-
provided information by an EIEP or other SSA business partner for which one or
more of the following apply:

e is not stipulated access to SSA-provided information by an information-sharing
agreement between an EIEP and SSA

s has no information-sharing agreement with SSA

e SSA does not directly authorize access to SSA-provided information

Transaction-driven:

This term pertains to an automatically initiated online query of or request for
SSA information by an automated transaction process (e.g., driver license
issuance, etc.). The query or request will only occur the automated process
meets prescribed conditions.

Uncontrolled transaction:

This term pertains to a transaction that falls outside a permission module. An
uncontrolled transaction is not subject to a systematically enforced relationship
between an authorized process or application and an existing client record.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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8. Regulatory References

0

Federal Information Processing Standards

(FIPS) Publications Federal Information

Security Management Act of 2002 (FISMA)

Homeland Security Presidential Directive

(HSPD-12)

National Institute of Standards and Technology (NIST) Special Publications
Office of Management and Budget (OMB) Circular A-123, Management's
Responsibility for Internal

Control

Office of Management and Budget (OMB) Circular A-130, Appendix III,
Management of Federal

Information Resources

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive
Agency ’

Information, June 23, 2006

Office of Management and Budget (OMB) Memo M-07-16, Memorandum for the
Heads of Executive _

Departments and Agencies May 22, 2007

Office of Management and Budget (OMB) Memo M-07-17, Safeguarding Against
and Responding to the Breach of Personally Identifiable Information, May 22,
2007

Privacy Act of 1974

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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9. Frequently Asked Questions 0
(Click links for answers or additional information)

1.

3

séhedu

6.

7.

Q:
A:

What is a breach of data?
Refer also to Security Breach, Security Incident, and Security

Violation.

Q:
A:

Q:

What is employee browsing?
Requests for or queries of SSA-provided information for purposes not
related to the performance of official job duties

Okay, so the SDP was submitted. Can the Onsite Review be

led now?

A

Q:
A

ZO

Q:
A:

Q:

Refer to Scheduling the Onsite Review.

What Is a "Permission Module"?

A utility or subprogram within an application, which
automatically enforces the relationship of a request for or query
of SSA-provided information to an authorized process or
transaction before initiating a transaction. For example, if
requests for verification of an SSN for issuance of a driver’s
license happens automatically from within a state driver’s
license application. The System will not allow a user to request
information from SSA unless the EIEP’s client system contains a
record of the subject individual’s SSN.

: What is meant by Screen Scraping?

Screen scraping is normally associated with the programmatic
collection of visuai data from a source. Originally, screen scraping
referred to the practice of reading text data from a computer display
terminal’s screen. This involves reading the terminal's memory
through its auxiliary port, or by connecting the terminal output port
of one computer system to an input port on another. The term
screen scraping is synonymous with the term bidirectional exchange
of data. :

A screen scraper might connect to a legacy system via Telnet,
emulate the keystrokes needed to navigate the legacy user
interface, process the resulting display output, extract the desired
data, and pass it on to a modern system.

More modern screen scraping techniques include capturing the
bitmap data from a screen and running it through an optical
character reader engine, or in the case of graphical user
interface applications, querying the graphical controis by
programmatically obtaining references to their underlying
programming objects.

When does an EIEP have to submit an SDP?
Refer to When the SDP and RA are Reguired.

Does an EIEP have to submit an SDP when the agreement is
34
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renewed?

: The EIEP does not have to submit an SDP because the agreement

between the EIEP and SSA was renewed. There are, however,
circumstances that require an EIEP to submit an SDP. Refer to
When the SDP and RA are Reqgulired.

Is it acceptable to save SSA data with a verified indicator on a
(EIEP) workstation if the EIEP uses an encrypted hard drive? If not,
what options does the agency have?

There is no problem with an EIEP saving SSA-provided information
on the encrypted hard drives of computers used to process SSA
data if the EIEP retains the information only as provided for in the
EIEP's data-sharing agreement with SSA. Refer to Data and
Communications Security.

Q: Does SSA allow EIEPs to use caching of SSA-provided information on

the EIEP’s workstations?

A: Caching during processing is not a problem. However, SSA-provided

0

>0

Q:

information must clear from the cache when the user exits the
application. Refer to Data and Communications Security.

What does the term “interconnections to other systems” mean?
As used in SSA’s system security requirements document, the term
“interconnections” is the same as the term “connections.”

: Is it acceptable to submit the SDP as a .PDF file?

No, it is hot. The document must remain editable.

Should the EIEP write the SDP from the standpoint of my agency’s
SVES access itself, or from the standpoint of access to all data
provided to us by SSA? '

The SDP is to encompass your agency’s electronic access to SSA-
provided information as per the electronic data sharing agreement
between your agency and SSA. Refer to Developing the SDP.

If we have a “transaction-driven” system, do we still need a
permission module? If employees cannot initiate a query to

SSA, why would we need the permission module?

“Transaction driven” basically means that queries automatically .
submit requests (and it might depend on the transaction).

Depending on the system’s design, queries might not be automatic or
it may still permit manual transactions. A system may require
manual transactions to correct an error. SSA does not prohibit
manual transactions if an ATS properly tracks such transactions. If a
“transaction-driven” system permits any type of alternate access; it still
requires a permission module, even If it restricts users from performing
manual transactions. If the system does not require the user to be
in a particular application or the query to be for an existing record in
the EIEP's system before the system will allow a query to go through
to SSA, it would still need a permission module.

What is an Onsite Compliance Review?
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A: The Onsite Compliance Review is the process wherein SSA performs .
periodic site visits to its Electronic Information Exchange Partners
(EIEP) to certify whether the EIEP's technical, managerial, and
operational security measures for protecting data obtained
electronically from SSA continue to conform to the terms of the EIEP’s
data sharing agreements with SSA and SSA's associated system
security requirements and procedures. Refer to the Compliance
Review Program and Process.

Q: What are the criteria for performing an Onsite Compliance Review?
A: The following are criteria for performing the Onsite
Compliance Review:

EIEP initiating new access or new access method for obtaining
information from SSA

EIEP’s cyclical review (previous review was performed remotely)

EIEP has made significant change(s) in its operating or security
platform involving SSA-provided information

EIEP experienced a breach of SSA-provided personally identifying
information (PII)

EIEP 'has been determined to be high-risk

Refer also to the Review Determination Matrix.

16. Q: What is a Remote Compliance Review?

A: The Remote Compliance Review is when SSA conducts the meetings
remotely (e.g., via conference calls). SSA schedules conference calls
with its EIEPs to determine whether the EIEPs technical, managerial,
and operational security measures for protecting data obtained -
electronically from SSA continue to conform to the terms of the EIEP’s
data sharing agreements with SSA and SSA’s associated system
security requirements and procedures. Refer to the Compliance
Review Program and Process.

17.

Q: What are the criteria for performing a Remote Compliance Review?
A: The EIEP must satisfy the followmg criteria to qualify for a Remote
Compliance Review:

EIEP’s cyclical review (SSA’s previous review yielded no findings
or the EIEP satisfactorily resolved cited findings)

EIEP has made no significant change(s) in its operating or
security platform involving SSA-provided information

EIEP has not experienced a breach of SSA-provided
personally identifiable information (PII) since its
previous compliance review.

SSA rates the EIEP as a low-risk agency or state
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Refer also to the Review Determination Matrix
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ATTACHMENT 5

WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS
OF PERSONALLY IDENTIFIABLE INFORMATION
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ATTACHMENT S - : - 09/27/06

Worksheet for Reporting Loss or Potential Loss of Personally Identifiable
Information

1. Information about the individual making the report to the NCSC:

Name:

Position:

Deputy Commissioner Level Organization: |

Phone Numbers:

Work: | | Cell: | | Home/Other: |

E-mail Address: |

“Check one of the followin,

Management Official | Security Officer | | Non-Management

2. Information about the data that was lost/stolen:
Describe what was lost or stolen (e.g., case file, MBR data):

Which element(s) of PII did the data contain?

Name Bank Account Info

SSN ' Medical/Health Information
Date of Birth Benefit Payment Info

Place of Birth , Mother’s Maiden Name
Address Other (describe):

Estimated volume of records involved:

3. How was the data physically stored, packaged and/or contained?
Paper or Electronic? (circle one):

If Electronic, what type of device?

Laptop Tablet Backup Tape Blackberry |
‘Workstation Server CD/DVD Blackberry Phone #
Hard Drive Floppy Disk USB Drive

Other (describe):
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ATTACHMENT 5 ' 09/27/06

Additional Questions if Electronic:

Yes | No | Not Sure

a. Was the device encrypted?
b. Was the device password protected?
c. Ifalaptop or tablet, was a VPN SmartCard lost?

Cardholder’s Name:
Cardholder’s SSA logon PIN:
Hardware Make/Model:

" Hardware Serial Number:

Additional Questions if Paper:

Yes | No | Not Sure

a. Was the information in a locked briefcase?

b. Was the information in a locked cabinet or drawer?
c. Was the information in a locked vehicle trunk?

d. Was the information redacted?

e. Other circumstances:

4. If the employee/contractor who was in possession of the data or to whom the

data was assigned is not the person making the report to the NCSC (as listed in
#1), information about this employee/contractor:

Name:
Position:
Deputy Commissioner Level Organization: |
Phone Numbers:

Work: | | Cell: | | Home/Other: |
E-mail Address: | ’

5. Circumstances of the loss:
a. When was it lost/stolen?

b. Brief description of how the loss/theft occurred:
c. When was it reported to SSA management official (date and time)?

6. Have any other SSA components been contacted? If so, who? (Include deputy
commissioner level, agency level, regional/associate level component names)
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ATTACHMENT 5 . 09/27/06

7. Which reports have been filed? (include FPS, local police, and SSA reports)

Report Filed Yes | No | Report Number
Federal Protective Service
Local Police

Yes | No
SSA-3114 (Incident Alert) :

SSA-342 (Report of Survey)
Other (describe)

8. Other pertinent information (include actions under way, as well as any contacts
with other agencies, law enforcement or the press):
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State of California—Health and Human Services Agency

RHCS Department of Health Care Services

SZ

JENNIFER KENT EDMUND G, BROWN JR.
DIRECTOR A GOVERNOR -
DATE: April 23, 2015
TO: San Francisco'County Alcohol and Drug Program Administrator
Contract # 14-90096 .

SUBJECT:  Transmittal of the A01 contract amendment for Substance Use Disorders for
Fiscal Years 2014-15 through 2016-17.

Enclosed for signature.is the A01 contract amendment for Substance Use Disorder (SUD)
services for Fiscal Year (FY) 2014-15 through FY 2016-17. The A01 contract amendment
reflects Fiscal Year 2014-15 funding changes (Exhibit B, Attachment I - A1: Funding Amounts)
and contract changes (Exhibit A - A1: Scope of Work).

The contract must be signed by the County Board of Sﬁpervisors or their designee and returned '
to the Department of Health Care Services (DHGS) by close of business June 12, 2015.

The requirements for processing the enclosed A01 contract amendment include the following:

» Obtain a resolution, board minutes, order, motion, or ordinance from your County Board
of Supervisors, which specifically approves and authotizes execution of this contract.
> Have the individual authorized by the County Board of Supervisors sign five (5) Standard
Agreements (Std Form 213). Please ensure that the printed name, title, and address are
completed and legible.
> Return the following to the Department
o Copy of resolution, board minutes, order, motion, or ordinance (or authority
documentation if signed by someone other than BOS).
o Five (5) original signed Standard Agreements, (Must provide wet signatures only,
signature stamps are not an acceptable form of signature)
o Five (5) copies of each of the following exhibits:
V' Exhibit A — A1: Scope of Work
v' Exhibit B, Attachment I — A1: Funding Amounts

Fiscal Management and Accountability Branch
SUD PTRSD, MS 2629
P.O. Box 997413, Sacramento, CA 95899-7413
Phone: (816) 323-2043 Fax (916) 323-1176
internet Address: Hl/Bww.DHCS .ca.gov



Tr-.an'smittal of the A01 Contract Amendment
April 23, 2015
Page 2

> Send to either:

Regular Mail Overnight Mail
Department of Health Care Services : Scoft Oros
ATTN: Scott Oros Department of Health Care Services
SUD PTRS Division SUD PTRSD Division, MS 2629
P.O. Box 987413, MS 2629 . 1500 Capitol Ave.
Sacramento, CA 95899-7413 ‘ Sacramento, CA 95814

> Retain a copy of the signed Standard Agreement and the documents as outlined in the
Standard Agreement (copies enclosed) as a temporary record until such time you
receive a copy of the executed contract amendment

Upon DHCS's receipt of the signed Standard Agreements, authonty documentationi, the Exhibit
A — A1 Scope of Work, and Exhibit B, Attachment | — A1 Funding Amounts, the contract will be
processed and an original signed copy will be returned for your records with all related
contractual documents

This contract will be valid and enforceable subject to authorization and appropriation of sufficient
funds to DHCS's budget authority. If sufficient authorization and appropriation of funds to
DHCS’s budget authority is denied, a reduction of funds will be made to your contract.

We appreciate working with you. If you have any questions, please contact Michael Reeves at
(916) 327-2621, or Scott Oros at (916) 327-2782.

Sincerely,

ﬁmm {

‘Susan L. King, Chief
Fiscal Management and Accountability Branch
SUD Prevention, Treatment and Recovery Services Division

Enclosures:
> Standard Agreement

> Exhibit A - A1: Scope of Work
» Exhibit B, Attachment | - A1: Funding Amounts
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STATE OF CALIFORNIA

STANDARD AGREEMENT AMENOMENT

STD. 213A_DHCS (Rev. 09/14)

. Agresment Number i Amendment Number
Check here if additional pages are added: 4 Page(s) 14-90006 AD1
Reglstration Number:

1. This Agreament is entered into between the State Agency and Contractor named below:

State Agency’'s Name {Also known as DHCS, CDHS, DHS or the State)

Department of Health Care Services

Contractor's Narne’ (Also referred to as Contraclor)

County of San Francisco

2. Theterm of this Agreementis:  July 1, 2014
through June 30, 2017

3. The maximum ameunt of this $ 40,371,901 ,
Agreement after this amendment is: Forty Million, Three Hundred Seventy-One Thousand, Nine Hundred One Dollars

4. The parties mutually agree to this amendment as follows, All actions noted below are by this reference made a part

of the Agreement and incorporated herein:

. Amendment effective date: July 1, 2014

Il.  Purpose of amendment: This amendment 1) increases funding for Fiscal Year 2014-15 and 2) identifies
the changes in Exhibit B Attachment | A1 — Funding Amounts. The contractor is performing more of the
same services as ouflined in the original contract.

lll.  Certain changes made in this amendment are shown as: Text additions are displayed in bold and
underline, Text deletions are displayed as strike through text (i.e., Strike).

V. Paragraph 3 (maximum amount payable) on the face of the original STD 213 is increased by $7,121,875
and is amended to read: %&%@%Mﬁe&%%%&n&ed—ﬁi@yﬁhe&sand#weﬁ%m
Dellars} $40,371,901 (Forty Million, Three Hundred Seventy-One Thousand, Nme Hundred One

Dollars).

(Continued on next page)

All other terms and conditions shall remain the samie.
IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

* CALIFQRNIA
CONTRACTOR : Department of General Services
Contractor's Name (I other than an individual, state whether a corporation, partnership, elc,) . Use Only
County of San Francisco
By(Authorized Signature) Date Signed {Do not type)
¥id

Printed Name and Title of Person Signing
Judith Martin, MD, County AOD Administrator

Address ‘
1380 Howard Street, Room 221"
San Francisco, CA 84103

STATE OF CALIFORNIA

Agency Name
Department of Heaith Care Services

By (Authorized Signature} Date Signed {Do not type)
-

Printed Name and Title of Person Signing - Exempt per:DGS memo déted
Don Rodriguez, Chief, Contract Management Unit © Code 14087.4

Address
1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413,
Sacramento, CA 95899-7413

07/10/96 and Welfare and Institutions
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County of San Francisco
#14-90096 AO1

STD 213A

Page 2 of 2

V." Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add
the following revised exhibit.

Exhibit A A1 — Scope of Work (2 pages)

All references to Exhibit A — Scope of Work in any exhibit incorporated into this agreement
shall hereinafter be deemed to read Exhibit A A1 — Scope of Work. Exhlblt A'is hereby
replaced in its entirety by the attached revised exhibit.

VI. Paragraph 4 (incorporated exhibits) on the face of the orlgmal STD 2131 is amended to add
the following revised exhibit:
Exhibit B Attachment | A1 — Funding Amounts (1 page)
All references to Exhibit B Attachment 1, in any exhibit incorporated into this agreement

shall hereinafter be deemed to read Exhibit B Attachment | A1, respectively. Exhibit B
Attachment | is hereby replaced in its entirety by the attached revised exhibit.

VIl. All other terms and conditions shall remain the same.
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County Contract

County of San Francisco
#14-90096 AO1

Exhibit A A1

Exhibit A A1
Scope of Work

Service Overview

Contractor agrees to provide to the California Department of Health Care Services (DHCS) the
services described herein,

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 10.5 of
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervisors
(or designee) for the purpose of providing alcohol and drug services. State and the Contractor
identified in the Standard Agreement are the only parties to this Contract. This Contract is not
intended, nor shall it be construed, to confer rights on any third party.

State and the Contractor enter into this contract for the purpose of identifying and providing for
covered Drug Medi-Cal (DMC) services for substance use freatment in the Contractor's service
area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred to j
as HSC), Sections 14124.20, 14021.51 — 14021.53, and 14124.20 —~ 14124.25 of the Welfare and
Institutions Code (hereinafter referred to as W&IC), and Title 22 of the California. Code of !
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1.

State and the Contractor enter into this contract by authority of Title 45 of the Code of Federal
Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment Block Grants
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating activities to prevent
and treat substance abuse. Block Grant recipients must adhere to SAMHSA’s National Outcome
Measures (NOMs).

The objective is to make substance use treatment services available to Medi-Cal beneficiaries ,
through utilization of federal and state funds available pursuant to Title XIX and Title XX} of the !
Social Security Act for reimbursable covered services rendered by certified DMC providers.

Service Location

The services shall be performed at applicable facilities in the County of San Francisco.

Service Hours

The services shall be provided during the working hours and days as defined by the Contractor.

Page 10of 2
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. County-Contract
County of San Francisco
#14-90096 A01

Exhibit A A1

4. Project Representatives

5.

A. The project representatives during thevterm of this Agreement will be:

Department of Health Care Services

Contract/Grant Manager:Mike Reeves
Telephone: (916) 327-4886-327-2621
Fax: {916)-323-0653-322-1176

Contractor’s/Grantee’s Name
County Administrator
Telephone: (415) 265-3722
Fax: (415) 255-3529

Email: Michael.reeves@dhcs.ca.gov

B. Direct all inquiries to:

Department of Health Care Services

Department of Health Care Services
SUD PTRSD - FMAB

Attention: #rra-Nieves-Scott Oros
Mail Station Code 2629

P.O. Box 997413

- |Sacramento, CA, 95899-7777

Telephone: (916) 323-2087-327-2782
Fax: (916) 323-0653-322-1176
Email: lrmanieves@dhesca-gov
Scott.Oros@dhces.ca.gov

Contractor's/Grantee’s Name

San Francisco Department of Public Health
Attention: County Administrator

1380 Howard Street, #423

San Francisco, CA 94103

Telephone: (415) 255-3722
Fax: (415) 255-3529

C. Either party may make changes to the information above by giving written notice to the other

party. Said changes shall not require an amendment to this Agreement.

See Exhibit A, Attachment |, for a detailed description of the services to be performed.

Page 2 of 2
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189

Exhibit 8, .

~chment | A1

State General Funds {7/1/14 to 6/30/15)

Original

490,830

State General Funds (7/1/15 to 5/30/16)

Drug Medi-Cal SGF

480,830}

State General Funds (7/1/16 to 6/30/17]
Drug Medi-Cal SGF

Exhibit B, Attachment ] A1 - Funding for Fiscal Year 2014-15 through FY 2016-17 Version: ADL
. Date: 7/1/2014
[County: San Francisco | [Contract Number: 14-90096 ]
Fiscal Year 2014-15 | 201415 Funding Amount_| Fiscal Year 2015-16 Jamount Fiscal Year 2016-17 Amount ]
Original Originat

490,930

Drug Medi-Cal SGF
TOTAL

490,930

490,930}

TOTAL

490,930

TOTAL

490,930

SAPT Block Grant - FEY 2015 Award (10/1/14 to 6/30/16]

SAPT Block Grant - FFY 2016 Award (10/1/15 to 6/30/17)

- Discretionary

5

SAPT Block Grant - FFY 2017 Award (10/1/16 to 6/30/18}

- Discretionary

Drug Med!-Cal Federal Share {7/1/14 to 6/30/15

Drug Medi-Cal Federal Share (7/1/15 to 6/30/16}

- Discretionary 598, 938, A
- Adolescent/Youth 368,182 368,182 - Adalescent/Youth 368,182 - Adolescent/Youth
- Prevention Set-Aside 2,184,472 2,184,472 - Prevention Set-Aside 2,184,472 - Prevention Set-Aside
- Friday Night Live/Club Live 30,000 30,000 - Friday Night Live/Club Live 30,000 - Friday Night Live/Club Live
- HIV Set Aside 1,363,953 1,363,953 - HIV Set Aside 1,363,953 - HiY Set Aside
- Perintal 303,303 303,303 - Perintal 303,303 - Perintal
TOTAL 9,847,950 9,847,950 TOTAL 9,847,950 TOTAL 9,847,950

Drug Medi-Cal federal Share {7/1/16 to 6/30/17}

Pagelofl

- Non Perinatal Federal Share £53,805 7,795,678 - Non Perinatal Federal Share 673,803 - Non Perinatal Feders! Share 673,803
- Perinatal Federal Share 70,659 70,659 - Peripatal Federal Share 70,659 - Perinatal Federal Share 70,653
TOTAL F43,462 7,866,337 TOTAL 744,462 TOTAL 744,462
GRAND TOTAL| 210s3342] 18,205,217 GRAND TOTAL 11,083,342 GRAND TOTAL 11,083,342
Original THREE-YEAR TOTAL! 33,256,026 7
A0l THREE-YEAR TOTAL 40,371,901
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State of California—Health and Human Services Agency

Department of Health Care Services

EDMUND G, BROWN JR,

TOBY DOUGLAS
DIRECTOR GOVERNOR
DATE: October 14, 2014
TO: County Alcohol and Drug Program Administrators

County Behavioral Health Directors

SUBJECT:  Transmittal of the Muli-Year Contract for Substance Use Disorder Services fdr
Fiscal Years 2014-15 through 2016-17

Enclosed for signature is the multi-year contract for Substance Use Disorder (SUD) services for
Fiscal Year (FY) 2014-15 through FY 2016-17. DHCS appreciate the collaborative nature of
CBHDA when working on the revisions {6 this-contract. This contract does contain more
specificity-on the roles and responsibilities of the counties as specified by federal requirements
as we strive to improve the quality of care-and access to care for substance usé disorder '

services.

The contract must be signed by the County Board of Supervisors or their desighee and retumed
to the Departmerit of Health Care Services (DHCS) by close of business Décember 15, 2014. 1t
is important to note that since this is a new multi-year contract, your county will not receive
funding for FY 201415 services untll such time the contract is fully executed. -

The requirements for processing the encloset multi-year contract include the following:

> Obtain & resolution, board minutes, order, motion, or ordinance from your County Board
of Supervisors, which specifically approves and authorizes execution of this contract.

> Have the individual authorized by the County Board of Supervisors sign three (3)
Standard Agreemerits {Std Form 213). Please ensure that the printed name, title, and
address js.completed and legible.

» Return the following to the Depariment:
o Copy of resolution, board minutes, order, motion, or ordinance (or authority-

documentation if signed by someone other than BOS).

" o Three (3) original signed Standard Agreements.
o One signed original of the Contractor's Certification Clause form (CCC-307)

SUD Prevention, Treatment & Recovery Services Division
1700 K Street, MS 2621, P.O. Box 997413

Sacramenio, CA @3839-741 3
Phone: (916)323-7102 TFax: {916) 319-8219



Transmlital Of the Multi-Year Goniract for Substance Use Disorder Servicés for Fiscal Years

- 2014-15 through 2016-17
October 14, 2014
Page 2
"Send to ejther:
REGULAR MAIL

Department of Heaith Care Services
ATTN:. Scott Oros
SUD PTRS Division
.. P.O. Box 997413, MS 2629
Sacramento, CA 95899-7413

OVERNIGHT MAIL

‘Scott Oros .
Depariment of Health Care Services
SUD PTRS Division, MS 2628
1700 K Street, 4™ Fioor
Sacramento, CA 95811

> Make a copy of the signed Standard Agreement as.a temporary record until such time
you receive a copy of the exécuted contract. Also, retain the documents as outlined in
the Standard Agreement (coples enclosed) You do not need to return these to the
Department:

Upon DHCS's receipt of the signed Standard Agreements, authority documentation, and the
Contractor's Certification Clause form, the contract will be processed and an original signed
copy will be returned for your records with all related contractual documents.

This contract will be \fahd and enforceable subject to authorizatioh and apprapriation of sufficient
funds to DHCS’s budget authority. - If sufficient authorization and appropriation of funds to
DHCS's budget authority is denied, a reduction of funds will be made to your confract.

We appreciate workirig with you. If you have any questions, please contact your assighed
county analyst within the Fiscal Management and Accountability Branch.

Sircerely,

hoan Fi

Susan L. King, Chief

Fiscal Management and Accountability Branch.

SUD Prevention, Treatment and Recovery Services Division

Ericlosures: See next page for list of enclosures.
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Transmittal of the Multi-Year Contract for Substance Use Disorder Services for Fiscal Years
2014-15 through 2016-17

October 14, 2014

Page 3

YV VYVYYVVYVYYYY

Standard Agreement (3 copies)

Exhibit A ~ Stope of Work

Exhibit A, Attachment | -~ Program Specifications

Exhibit B — Budget Detall and Payment Provisions

Exhibit B, Attachment 1 - Funding Amounis

Exhibit D(F) — Special Terms and Conditions

Exhibit E — Additional Provisions

Exhibit G ~ Privacy and Information Security Provisions

Exhibit G, Attachment | — Social Security Administration Agreement
CCC-307 — Contractors Certification Clause

Fiscal Management and Accountability Branch County Assignment Listing
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STATE DF-CALIFORNIA

STANDARD AGREEMENT

STD 213_DHCS {Rev. O#13)

REGISTRATION NUMBER - AGREEMENT NUMBER
14-90096

1

This Agreement is entered into between the State Agency and the Contractor named below

STATE AGENCY'S NAME {Alst knowin as DHCS CODHS, DHS or the Stalg)

Department of Health Care Servlces

CONTRACTOR'S NAME {Also referred 1o as Contrasior)

County of San Francisco

The term of this Agreement is:  July 1, 2014
through June 30, 2017

The maximum amount of this Agreement js;  § 33,260,026
Thirty-Three Million, Two Hundred Fifty Thousand, Twenty-8ix Dollars

The parties agree to comply with the terms and conditions of the folfownng exhlbxts which are by this reference made a
part of this Agreement .

Exhibit A — Scope of Work 2 pages
Exhibit A, Attachment | ~ Program Specifications ' 39 pages-
Exhibit B — Budget Detail and Payment Provisions 20 pages
Exhibit B, Attachment | — Funiding Amounts 1 page

Exhibit C * ~ General Terms and Conditions (GTC-61 0} GTC 610
Exhibit D {F) - Special Terms and Cenditions . 26 pages
Exhibit E — Additional Provisions 4 pages
Exhibit G — Privacy and Inforriiation Security Provisions 31 pages
Exhibit G, Attachment | - Soelal Security Administration Agreement 66 pages

ltems shown above with an Asterisk (%), are hereby incorporated by reference and made part of this-agreement as if attached hereto.
These documents can be viewed at http:/iwww.dgs.ca.gov/ols/Resources/StandardContractl. anguage. aspx.

IN WITNESS WHEREOQF, this Agreement has been executed by the parties hereto.

CONTRACTOR v ’ California Department of

CONTRACTOR S NAME (i other than an individug), state whether a corporation, partnership, elc.)
County of San Francisco

General Services Use Only

BY (Authorized Signature) DATE SIGNED (Do not lype)
£
PRINTED NAME AND TITLE OF PERSON SIGNING
ADDRESS
STATE OF CALIFORNIA.
AGENCY NAVE

Department of Health Care Services

BY {Authorized Signature)

£

DATE SIGNED {Do noi lyps)

PRINTED NAME AND TITLE OF PERSQN SIGNING
Christina Scares, Chief, Contracis and Purchasing Sacfion.

Exempt per: DGS memo dated
07/10/96 and Welfare and Institutions
Code 14087 4

ADDRESS
1601 Capito] Avenue, Suite 71.5195, MS 1403, P.Q. Box 997413,
Sacramento, CA 95898-7413

686




Table of Contents

Exhibit A - Scope of Work
Service Overview.................. f e ettt e a e taienes reerarerenirae e 1
Service Location.........oovirvvvinennnnn.. heeetrnrieeeaseaen et e rataricne snreeeranans ]
SIVIEE HOUTS..orv et iiiie e v veven e b ris ervin rvr s st ses st s erncacrennore ]
Project RepresemtatiVes......o.covivr oo eee ceeven e ee e eeneenrie s m s rerane 2

Exhibit A, Attachment 1 - Program Specifications
Part | - General

A

<¢ﬂmxp ﬁgzsrxsrxg TMUO  m

W Subcontract Provisions... et eer i s veeaes e o ent naenre s Yn by s 0bE en sheasanersras

. Trafficking Victims Protectson Act of 2000...

.Restriction on Grantee Lobbymg Appropnatvons Act Sect!on 503 e eeeenn e

Additional Goniract

Restrictions..«..cc. oo e “ ” v
Nullification of Drug Medl-Ca! (DMC) Treatment Program Subsiance
Use Disorder Semces e arere abeasrteateebetbde st eetebenn e vanaseer o deen
Hatch Act ......... rertiae e ane
No Unlawiul Use or Unlawful Use Messages Regardmg Drugs peees
Noncompliance with Reporting Réquirements. .. R cmeerriren
Limitation on Use of Funds for Promotion of Legalxzation of Controlied
Substances... -
Restrictions on Dlstnbuhon of Stenle Needies e renairatr s creat
Heaith Insurance Porfability and Accountability Act (H!PPA) of 1996 .................... .
Nondiscrimination and Institutional Safeguards for Rehglous Providers...
Counselor Certification:..
Cultural and Linguistic Proﬁctency ..........
Intravenous Drug Use. (!VDU) Treatment
Tuberculosis Treatment ..

H
H
t
-

»

S, . §

"

NNooooomo AhikhlhbhbNooN RN

Tribal Communities and Organizations ... o S PO
Parficipation of Gounty Alcohol and: Drug Program Admmlstrators
Assoclation of California .. eeees s §Feme Ban i aeg i hen mabien s b e st a e g st aes s ber s e ne
Youth Treatment Guxdelmes e '

Nondiscrimination in Employment and Serwces. T O UPI
Federal Law Requirements....
Siate Law Requirements.......
Additional Contract Restncﬂons

Part 11 - Definitions

Section 1 - General Definitions...
Section 2 - Definitions Specific to Drug Med:-Cai

—_
2 m

Part Ii - Reporting Requirements

TTrEm o m o uows

Quarterly Federal Finaniial Management Report (QFFMR) rerrrves dreaneeranes 13
Year-End Cost Sefflement Reports.........ovv ... 13
Drug Medi-Cat Claims.and Reports... canen rranorrar vrs et rsnssnnienens 14
California Outcomes Measurement System (CalOM S) for

Treatment (CalOMS-TX) .. . eeeectererrrerrarr e stnaparaee 1D
California Outcomes Measurement System (Ca!OMS) )

for Prevention (C2iOMS-Pv)... et eerur e vr by .16
CalOMS-Tx and CalOMS-Pv General lnformatmn OO PSOURISUUPPPURIIT | -
Drug and Treatment Access Report (DATAR).‘ 17
Charitable Choice... . ‘ OOV PUPPPPUNY | -
Subcontractor Documentataon B PO OO PTORPPURUURUPPRIR £ -

SarplersarEstens araasrre

Page 1of3
687



Table of Contents

: J. Failure to Meet Required Reporting Reguiraments...
Part IV - Non Drug Medi-Cal Substance Use Dnsorder ‘
Treatment Services
Section 1 - Ganeral PrOVISIONS. . ce s s eiiviereevii snperareernnsssaneersrenns irineesssermsrommsrasores 19
Section 2 - Formation and Purpose... OO PTUSPURRIPPPRIOY
Section 3 - Performance Provisions .. rreessrne v ohe pb o n s mvsrantneesse B2
Part V - Drug Medi-Cal Treatment P‘mgram Substance
Use Disorder Services
Section 1 - Formation afid PUMPOS@i.. vvvvvuiisiv i s st e it e s s essnens 5<
o

Section 2 - Covered Sérvices... ot ret e st
Section 3 - Drug Medi-Cal Certlﬁcatlon and Contmued Certtf catton JRUURUISERROP .y 4

Section 4 - Monitoring... - reres it trrvareeis )
Section 5 - lnvestxgatlons and Confrdentlaltty Of AdminiStrative AGHORS ............o.... 34

List of Exhibit A, Attachment 1 - Documents Incorporated _
by Reference Fiscal Year 2014-2015.........coociiiiiiiiiniinvrennneneniccnnn

Exhibit B - Budget Deta’i.l and Péyment Provisions Fiscal Year

2014-15
Part! - General Fiscal Provisions
Section 1 - General Fiscal Provisions... . . catremtae armtee it qen seeres eragen |
Section 2 - General Fiscal Provisions — Non~Drug Medl-CaI SO UOV OO
Section 3 - General Fiscal Provisions — Drug Medi-Cal... 3
Part it - Reimbursements
Section 1 ~ General Reimbursement..;......;,..A...,....A......A.;.,,...,,..-..............‘....‘,..A &
Section 2 - Non-Drug Medi-Cal... SO P R OP SOPPUR P PUOORE -
Section 3 - Drug Medi-Cal... SO TUUOIURURP ORI .
Section 4 ~ Drug Medi-Cal Direct Prowder Contracts cmrenanensveesinrsecorsmnessnvens O
Part llI - Financial Audit Requirements
Section 1 - General Fiscal Audit Requirements.............‘....... L1
Section 2 - Non-Drug Medi-Cal Financial Audits... v A2
Section 3 - Drug Medi-Cal Financial Audlts .13
Part {V - Records
Section 1 - General Provisions... . cvrbest g e e e nen veeare svarennienes 1D
Part V - Drug Medn-Ca[ Relmbursement Rates ........... eereraeeia e .. 18
Exhibit C - General Terms and Conditions........c..coceeevveivcrannnni 18

Exhibit D(F) - Special Terms and Conditions..........ccor.cvceeernn1-26

Exhibit E - Additional Provisions

1. Amendment Process.......... ORI o ee et TR |

2. Canceliation / Termination.............coooiviiiiiivin i e ereraean 1

3. Avoidance of Conflicts of Interest by Contractor... eirer e et 3

4. Freeze Exemptions.........ocoeeiveninnin, TIPSR reeereanrenas] e 3

5. Domestic Partners......ccoocicvieieiv v e vnreaeas 4

‘6. Force Majeure......cc.ocovuneenevrnnnnenn. o rek et ensveuneenesonh iaoneneeniaranen 4
Page 2 of 3

688



Table of Contents

Exhibit G - Privacy and Information Security Provisions.............. 1
Part G 1 - HIPPA Business Associate Addendum... .2-14

Part G 2 - Privacy and Security of Personal lnformahon and Pefsonally
Identifiable Information Not Subject to HIPPAA.................. 15-22
Part .G 3 - Miscellaneous Terms and Conditions......cooovvvireeviviiiienn. . 23-25
Attachment A — Data Security Requireéments..........oocveveiiceeeeiniiieee.o. 26-30

Attachment | — Inforiation Exchange Agreement Between
The Social Security Administration (88A) and The California
Department of Health Care Services (State AGENCY)... . coveurercrioraronner o 1-66

| Page3of3
689



3,

Courity Confract-

County of San Franeisco
#14-90096

Exhibit A

Exhibit A
Scope. of Work.

Service Overview

Contractor agrees to provide to the Califomia Department of Health Care Services (DHGS) the.
services described herein.

State and the Contractor enter into this contract by authority of Chapter 3-of Part "1, Division 10.5 of
the Health and Safety Code (HSC) and with approval of Contracfor's County Beard of Supervisors
(or desngnee) for the purpose of providing alcoho! and drug services. State and the Contractor
identified in the Standard Agreement are the only parties to this Contract. This Contract is not
intended, nor shall it be construed, to confer rights on any third party.

State and the Contractar enfer into this confract for the purpose of identifying and providing for
covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's service
area pursuant to Sections 11848.5(a) and (b} of the Health and Safety Code (hereinafter referred to
as HSC), Sections 14124.20, 14021.51 — 14021.53, and 14124.20 — 14124.25 of the Welfare and
Institutions Code (hereinafter referred to as W&IC), and Title 22 of the California Code of
Regulations (hereinafter referred to as Tifle 22), Sections 51341.1, 51490.1, and 51516.1.

State and the Contractor enter into this contract by authority of Title 45 of the Code of Federal

Regulations Part 96 (45 CFR Part 96}, Substance Abuse Prevention and Treatment Block Granis
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating activities o prevent
and treat substance abuse, Block Grant recipients must adhere to SAMHSA's National Oufcoirie

Measures (NOMs).
The objective is to make substance use treatment services available to Medi-Cal beneficiaries

through utilization of federal and state funds available pursuant to Title XIX and Title XXI of the
Social Security Act for reimbursable covered services rendered by certified DMC providers.

Service Location

The setvices shall be performed at applicable facilities in the County of San Francisco.

Service Hours

The services shall be provided during the working hours and days as defined by the Contractor.
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County Contract

County of San Francisco
#14-90096

Exhibit A

4, Project Representatives

5.

A, The project representatives during the term of this Agreement will be:

Department ofbﬁealth Care Services
Contract/Grant Manager:Mike Reeves
Telephone: (916) 327-4886

Fax: (918) 323-0653

| Email: Michael reeves@dhcs.ca.gov

Contractor's/Grantee’s Name

County Adminisirator
Telephone: {415) 255-3722

Fax: (415) 265-3529

B. Direct all inquiries to:

Department of Health Care Services

Department of Health Care Services
SUD PTRSD - FMAB

Attention: lrma Nieves

Mail Station Code 2629

P.O. Box 997413 A
Sacramento, CA, 858997777 -

Telephone: (916) 323-2087
Fax: {816) 323-0653 _
Email: lrma.ni_eves@dhcs.ca.gcv

Contractor's/Grantee’s Name

San Francisco Department of Public Health
Attention: County Administrator

1380 Howard Street, #423

San Francigco, CA 94103

Telephone: (415) 255-3722
Fax: (415) 255-3629

C. Either party may make changes to the information above by giving written notice to the other

party. Said changes shall not require an amendment to this Agreement.

See Exhibit A, Attachment |, for a detailed description of the services to be performed.
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County Contract

County of San Francisco
#14-90096

Exhibit A, Attachment |

Exhibit A, Attachment |
Program Specifications

Part 1 - General

Additional Coniract Restrictions

This Contract is subject to- any additional restrictions, limitations, or conditions enacted by
the Congress, or any statute-enacted by the Congress, which may affect the provisions,
terms, or funding of this Contract in any manner.

Nullification of Drug Medi-Cal (DMC) Tréatment Program substance’use'disorder sefvices
(if applicable)

The parties agree that if the Contracior fails to comply with the provisions of Welfare and
Institutions. Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program
substance use disorder services shall be null and véid and severed from the remainder of
this Contract.

In the -event the Drug Medi-Cal Treatment Program Senvices component of this Contract
becomes null and void, an updated Exhibit B, Attachment | will take effect reflecting the
removal of federal Medicaid funds and DMC State General Funds from this Contract. All
other requirements and conditions of this Contract will remain in effect untit amended or
terminated.

Hatch Act

Contractor agrees to comply with the provisions of the Hatch Act (Title 5 USC, Sections
1501-15083, which limit the political activities of employees whese principal employment
activities are funded in whole or in part with federal funds.

No Unlawful Use or Unlawful Use Messages Regarding Drugs

Contractor agrees that information produced through these funds, and which pertains fo
drug and alcohol- related programs, shall contain a clearly written statement thaf there' shall
be no unlawful useof drugs or alcohol associated with the program. Additionally, no aspect
of a drug or alcohol- related program shall include any message on the responmble use, if
the use is unlawiul, of drugs or alcohol (HSC Section 11099-11999.3). By signing this
Contract, Contractor agrees that it will enforcs, and will require its Subcontractors to
enforce, these requirements.

Page 1 of 39
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F.

County Contract

County of San Francisco
- #14-80096

Exhibit A, Attachment |

Noncompliance with Reporting Requirements .

Contractor agrees that the State has the right fo withhold payments untit Contractor has
submitted any required-data and reports to the State, as idenfified In Exhibit A, Attachment
I, Part lll - Reporting Requirements, or as identified in Document 1F(a), Reporting
Requirements Matrix for Counties. .

Limitation on Use of Funds for Promotion of Legalization of Controlled Substances
None of the funds made avaitable fhrough this Contract may be used for any activity that

promotes the legalization of any drug or other substance included in Schedule | of Sectlon
202 of the Controlled Substances Act (21 USC 812).

. Restriction- on Distribution of Sterile Needles

‘No funds made available through this Contract shall be used to carry out any program of

distributing sterile needles or syringes for the hypodermic mjectlon of any illegal drug unless
the State chooses to implement a demonstration syringe services program for-injecting drug
users with Substance Abuse Prevention and Treatment Block Grant funds.

Health Insurance Portability and Accountability Act (HIPAA) of 1996

If any of the work performed under thi§ Contract is subjéect to the HIPAA, then Contractor
shall perform the work in compliance with all applicable provisions of HIPAA. As identified
in Exhibit G, the State and County shall cooperate to assure mutual agreement as fo those
transactions between them, to which this Provision applies.. Refer to Exhibit G for additional
information.

1. Trading Partner Requirements

{s)  No Changes. Contractor hereby agrees that for the personal health
information (Information), it will not change any. definition, data condition or
use of a data element or segment as proscribed in the federal HHS -
Transaction Standard Regulation, (45 CFR Part 162.915 (a))

(®) No Additions. Contractor hereby agrees that for the Information, it-will not
‘ add any data elements or segments to the maximum data set as proscribed
.In the HHS Transaction Standard Regulation, (45 CFR Part 162.915(b))

{c) No Unauthorized Uses, Contractor hereby agrees that for the. Information, it
will not use any code or data elements that either are marked “not used” in
the HHS Transaction’s Implementation specification or are not in the HHS
Transaction Standard’s implementation specifications. (45 CFR Part
162.915 (c))

Page 2 of 39
694



County Contract

County of 8an Francisco
- #14-90096

Exhibit A, Attachment |

{d)  No Changes {o Meaning or Intent, Contractor hereby agrees that for the
Information, it will not change the meaning or intent of any of the HHS
Transaction Standard's implementation specification. (45 CFR Part 162,915

(@)
Concurrence for Test Modifications to HHS Transaction Standards

Contractor agrees and understands that there exists the possibility that the State or
others may request an extension from the uses of a standard in the HHS
Transaction Standards. If this occurs, Contractor agrees that it will participate in
such test modifications.

Adequate Testing

Contractor is responsible to adequately test all business rules appropriate to their
types and spegialties. If the Contractor is acting as a clearinghouse for enrofled
providers, Contractor has obligations to adequately {est all business rules
appropriate o éach and every provider type and specialty for which they provide
clearinghouse services.

Deficlencies

and transactions errors or c_tef ciencies identified byAan -enrolled provnder if the
Contractor is acting as a clearinghouse for that provider. When Countyls a
clearinghouse, Coniractor agrees to properly communicaie deficiencies and other

-pertinent information regarding electronic transactions fo enrolled providers for

which they provide cleatinghouse services.
Code Set Retention

Both Parties understand and agree to keep.open code sets being processed or
used in this Agreement for at Ieast the current billing period or any appeal petiod,
whichever is longer.

Data Transmission Log

Both Parties- shall establish and maintain g Data Transmission Log, which shall
record any and all Data Transmission taking place between the Parties during the
term of this Contract. Each Party will iake necessary and reasonable steps to
ensure that such Data Transmission Logs constitute a current, accurate, complete,
and unaltered record of any and all Data Transmissions betwéen the Parties, and
shall be. retained by each Party for no less than twenty-four (24) months following
the date of the Data Transmission. The Data Transmission Log may be maintained
on computer media. or other suitable means provided that, if it is hecessary to do so,
the information contained in the Data Transmission Log may be retrieved in a timely
manner and presented in readable form.
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Nondiscrimination and Institutional Safeguards for Religious Providers

Confractor shall establish such processes and procedures as necessary to comply with the
provisions of Title 42, USC, Section 300x-65 and Title: 42, CFR, Part &4, (Reference
Document 1B).

Counselor Certification

Any counselor providing intake, assessment of rneed for services, treatment or recovery
pfanning, individual or group counseling to participants, patierts, er residents in a DHCS
licensed or certified program is requiréd to be certified as defined in Title 9, CCR, Divisiori
4, Chapter 8. (Document 3H)

Cultural and Linguistic Proficiency

To ensure equal access to quality care by diverse populations, each. service provider
‘réceiving funds from this contract shall adopt the federal Office of Minarity Health Culturally

. and Linguistically Appropriate Service (CLAS) national standards (Document 3V).

Iritravenous Drug Use (IVDU) Treatment

Contractor shall ensure that individuals in need of VDU treatment shall be encouraged fo
undergo alcohal and other drug (AOD) treatment (42 USC 300x-23(b) of PHS Act).

Tuberculosis Treatment

Contractor shall ensure the following related to Tuberculosis (TB):

1. Routinely make availatile TB sefvices to each indjvidual receiving treatment for
: alcohol and other drug use and/or abuse;

2. Reduce barriers to patients’ accepting TB freafment; and,
3. Develop strategias to improve follow-up monitoring, particularly after patients leave

treatment, by disseminating information through educational bulleting and techmcai
assistance.

Trafficking Victims Protection Act of 2000
Coritractor and its Subcontractors that provide services covered by this Contract shall

comiply with Section 106(g) of the Trafficking Victims Protection Act of 2000 as amended
(22 U.S.C. 7104). For full text of the award term, go to:

hitp://www. samhsa. govigrants/trafficking.aspx

Tribal Gammumtres and Organizations
Cantractor shall regutarly assess (e.g. review papulaﬁon information available through

Cenisus, compare to-information obtained in CalOMS Treatment to determine whether
population is being reached, survey Tribal representatives for insight in potentiat barriers)
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the sUbstance use service needs.of the American Indian/Alaskan Native (A/AN) population -
within the County geographic area and shall engage in regular and meaningful consultation
and collaboration with elected officials of the tribe, Rancheria, or their designee for the
purpose of :dentifymg issues/barriers to service delivery and improvement of the quality,
effectiveness and accessibility of services available to AI/NA communities within the

County.

Participation of Gounty Alcohol and Drug Program Administrators Asso,ciatibn of California.

Pursuant to HSC Section 11801(g), the AQD administrator shall participate and represent
the county in meetings of the County Alcohol and Drug Program Admiinistrators Association
of California for the purposes of representing the counties in their relationship with the state
with respect fo policies, standards, and adminjstration for alcohol and other drug abuse

services,

Pursuant to HSC Sectioni 11811 ‘5'(0), the county alcohol and drug program administrator
shall attend any special meetings called by the Director of DHCS.

Youth Treatment Guidelines

Contractor will follow the guidelines in Document 1V, incorporated by this reference, “Youth
Treatment Guidelines,” in developing and implementing youth treatment programs funded
under this Exhibit, until siich time new Youth Treatment Guidelines are. established and
adopted. No formal amendment of this confract is required for new guidelines 1o apply.

Restrictions on Grantee Lobbying — Appropriations Act Section 503

No part of any appropriation contained in this Act shall be sued, other than for formal and
recoghized executive-legislative relatnonshsps for publicity or propaganda purposes, for the
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television,
or video presentation designed to support defeat legislation pending before the Congress,
except in presentation to the Congress itself or any State legislature, except in presentataon
to the Congress or any State legislative body itself.

No part of any appropriation coritained in this Act shall be used to pay the salary or
expenses of any grant or contract recipient, or agent during for such recipient, related fo
any -activity designed to influence legislation or appropnanons pending before the Congress
or any State legisiature,

‘Nondiscrimination in Employment and Services
By signing this Coniract, Contractor cerifies that under the laws of the United States and

the State of California, incorporated into this Contract by reference and made a part hereof
as if set forth in full, Contractor will not unlawfully discriminate against any person,
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Federal Law Requirements;

1. Title V1 of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting
discrimination based on race, color, or national origin in federally funded programs.

2. Title VHI of the Civil R&ghts Act of 1968 (42 USC 3601 et seq.) prohibiting
discrimination on the basis of race, color, religion, sex, handicap, familial status or
national origin in the sale or rental of housing,

3. Age Discrimination Act of 1975 (45 CFR Part 80), as amended (42 USC Sections
6101 ~ - 6107), which prohibits discrimination on the basis of age

4, Age Dtscnmmat:on in Employment Act (29 CFR Part 1625)

5. Title | of the Americans with Disabiiities Act (29 CFR Pait 1630) prohibxtmg
discrimination against the disabled in employment

6. Title 1l of the Americans with Disabilities Act (28 CFR Part 35) prohibiting
discrimination against the disabled by public entities

7. Title It of the Americans with Disabilities Act (28 CFR Part'36) regarding access

" 8. Section 504 of the Rehabilitation Act of 1973, as amended (ZB'USC-Secﬁon:?QA}),
: prohibiting discrimination on the basis of handicap
Executive Order 11246.(42 USC 2000(e) et seq. and 41 CFR Part 60) regarding
nondiscrimination in employment under federal contracts and ceonstruction contracts
greater than $10,000 funded by federal financial assistanice.
10.  Executive Order 13166 (67 FR 41455) to.improve-actess to federal services for
’ those with limited English profi iciency

11.  The Drug Abuse Office and Treatment Act of 1972, as amended, refating to
nondiscrimination on the basis of drug abuse:

12.  The Comprehensive Alcoho! Abuse and Alcoholism Prevention, Treatment and
Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating to nondiscrimination
on the basis of alcohol abuse or alcoholism,

Stafe Law Requirements:

1, Fair Employment and Housing Act (Government Code Section 12900 et-seq.) and
the applicable regulations promuigated thereunder (California A:imimstraﬂve Code,
Title 2, Section 7285.0 et seq.).

2. Tille 2, Division 3, Arficle 8.5 of the Government Code, commencmg with Section

- 11185,
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3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800

4, No state or federal funds shall be used by the Contractor or its Subcontractars for
sectarian worship, instruction, or proselyiization. No state funds shall be used by
the Contractor or its Subcontractors to provide direct, immediate, or substantlal
support to any religious activity:

5. Noncémpliance with the requirements of” nondiscrimination in services shall
constitute grounds for state to withhold payments under this Contract or ferminate
all, or any type, of funding provided hereunder.

This Contract is subject to any additional restrictions, fimitations, of conditions enacted by
the federal or state governments after affect the provisions, terms, or funding of this
Contract in any manner.

Subcontract Provisions

Contractor shall include all of the foregoing provisions in all of its subcohtracts.
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Exhibit A, Attachment |
Program Specifications:

Part {1 ~ Definifions

The words and terms of this Contract are intended to have their usual' mearings unless a particular
or more limited meaning is associated with their usage pursuant o Division 10.5 of HSC, Sectlion
11750 et seq., and Title 9, CCR, Section 9000 et seq.

A,

B.

H.

"Available Capacity” means the fotal nurhber of units of service (bed days, hours, slots,
etc.) that a Contractor actually makes available in the current fiscal ysar.

*“Confractor” means the county identified in the Standard Agreement or the department
authorized by the County Board of Supervisors to administer substance use disorder
programs.

“Corrective Action Plan” (CAP) mean'sfhe.w:'itten plan of action.document which the
Contractor or its subcontracted service provider develops and submits to DHCS fo address
or correct a deficiency or process that is non-corpliant with laws, regulations or standards.

"Gounty" means the county in which the Contractor physically provides covered substance
use treatment services. ' '

“County Realignment Funds” means Behavioral Health Subagcount funds received by

-the county as per California Code Section 30025,

“Days™ means calendar days, unless otherwise specified..

"Dedicated Capacity” means the historically calculated service capacity, by modality,
adjusted for the projected expansion or reduction in services, which the Contractor agrees
to make available to pravide non-Drug Medi-Cal substance use disorder services fo
persons eligible for Contractor services,

"Final Allocation™ means the amount of funds Identified in the last allocation letter issued
by the State for the current fiscal year.

"Final Settlement” means permanent settlement of the: Contractor's actual aliowable costs
or expenditures as determined at the time of audit, which shall be completed within three
years of the date the year-end cost settiement report was accepted for interim settlement by
the State. If the audit is not completed within three years, the interim settlement shall be ‘
considered as the final settlement.

"Interim Settlement” means temparary settlement of actual allowable costs or
expenditures reflected in the Contractor’s year-end cost settlement report.
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“Maximum Payable” means the encumbered. amount reflected on the Standard
Agreement of this Contract and supported by Exhibit B, Attachment 1.

“"Modality™ means those necessary overall general service actlvmes to provide substance
use disorder services as described in Division 10.5 of the HSC.

“Non-Drug Medi-Cal Amount” means the contracted amount of SAPT Block Grant funds .
for services agreed fo by the State and the Contractor.

"Performance” means providing the dedicated capacity in accordance with Exhibit B,
Attachment |, and abiding by the ferms of this Exhibit A, including all applicable state and
federal statutes, regulations, and standards, including Alcohol and/or Other Drug
Certification Standards {Document 1P), in expending funds for the provision of alcohol and
drug services hereunder,

“Preliminary Settlement” means the setflement of only SAPT funding for counties that do
include DMC funding.

"Revenue™ means Contractor's income from sources other than the State allocation.
“Service Area” means the geographical area under Contractor's jurisdiction.
“Service Element” is the specific type of service. performed within the more general

service modalmes Alist of the service modalities and service elements and service
elements codes is incorporated into this Contract as Document 1H(a) “Service Code

Descriptions”,
*State” means the Department of Health Care Services or DHCS.

"Unit of Service™ means the type of unit used to quantify the service modalities/elements.
The units of services are listed below;

Support Services - staif hours
Primary Prevention Services N/A
Secondary Prevention Services staff hours
Nonresidential Services (Outpatient and Aftercare) staff hours
Intensive Outpatiént Sérvices visit days
Residential Treatment Services bed days
Narcotic Treatment Program
Inpatient Detoxification bed days
‘Qutpatient Detfoxification slot days
Narcotic Replacement Therapy slot days
Methadone
Ancillary Services staff hours
Driving Under-the-Influence persons served

“Utilization™ means the total actual units of service used by clients and participants.
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-Section 2 — Definitions Specific {o Drug Mecﬁ-ca

The WOrds and terms of this Cantract are intended to have thelr usual meaning unless a specific or
more limited meaning is:associated with their usage pursuant to the HSC, Title 9, and/or Title 22,
Definitions of covered treatment modalities and services are found in Title 22 {Document 2C) and
are incorporated by this reference.

A,

L

" Administrafive Costs” means the Contractor's actual direct costs, as recorded in the
Contractor’s financial records and suppcrted by source documentation, to administer the
program or-an activity fo provide service ta the DMC program. Administrative costs do not
include the cost of freatment or other direct services to the beneficiary. Administrative costs
may include, but are not limited to, the cost of training, programmatic and financial audit
reviews, and activities related to billing. Administrative costs mayinclude Contractof’s
overhead per the approved indirect cost rate proposal pursuant to OMB Circular A-87 and
the State Controller’s Office Handbook of Cost Plan Procedures.

“Authorization” is the approval process for DMC Services prior to the submission of a
DMC claim.

"Beneficiary" means a person who: (a) has been determined eligible for Medi-Cal; (b) is
not institutionalized; (¢) has a substance-related disorder per the "Diagnostic and Statistical
Manual of Mental Disorders 11l Revised (DSM),” and/or DSM IV criteria; and (d) meets the.
admission criteria to receive DMC covered services.

“Certified Provider” means a-substance use disorder clinic and/or satellite clinic location
that has received certification to be reimbursed as a DMG clinic by the State to provide
services as described in Title 22, California Code of Regulations, Section 51341.1. .

"Covered Services" means those DMC semceé authorized by Title XIX or Tifle XXl of the
Social Security Act; Title 22 Section 51341.1; W&I Section 141 24.24; and California's
Medicaid State Plan.

“Direct Provider Contract” means a confract established between the State and a Drug
Medi-Cal certified provider entered mto pursuant to this Agreement for the provision of Drug
Medi-Cal services. -

*Drug Medi-Cal Program* means the state system wherein beneficiaries receive covered
services from DMC-certified substance use disorder treatment providers.

“Drug Medi-Cal Termination of Certification” means the provider is no longer ceriified to .
participate in the Drug Medi-Cal program upon the State’s issuance of a Drug Medi-Cal
Termination of Certification Termination notice:

"Early and Periodic Screening, Diagnosis, and Treatment Program (EPSDT)* means
the federally mandated Medicaid benefit that entitles full-scope Medi-Cal-coversd
beneficiaries Jess than 21 years of age to receive any Medicaid service necessary to correct
or ameliorate a defect, mental iliness, or other condition, such as a substance-related
disorder, that i$ discovered during a health screening.
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“EPSDT {Supplemental Service)” means the supplemental individual outpatient drug-free

" (ODF) counseling services provided to beneficiaries eligible for the EPSDT program.

Supplemental individual ODF counseling consists of any necessary individual substance
use disorder counseling not otherwise included In the ODF counseling modality under the
DMC program.

“Provider Certification” means the provider must be certified in order to participate in the
Medi-Cal program.

“Federal Financial Participation (FFPY" means the share of federal Medicaid funds for
reimbursement of DMC services, - .

"Medical Necessity” means those subsiance use treatment services that are reasonable
and necessary fo protect life, prevent significant ilingss or disability, or alleviate severe pain
through the diagnosis and treatment of a disease, illness, or injury or, in the case of
EPSDT, services that meet the critetia specified in Title 22, Seclions 51303 and 51340.1.

*Minor Consent DMC Services” are those covered services that, pursuant to Family Code
Section 6928, may be provided fo persons 12-20 years old without parental consent.

“*Narcotic Treatment Program” means an outpatient clinic licensed by the State to provide
narcolic replacement therapy directed at stabilization and rehabilitation of persons who are
opiate-addicted and have a substance use djagnosis.

" “Payment Suspension” means the Drug Medi-Cal certified provider has been issued a

notice pursuant fo W&l 14107.11 and is not authorized to recelve payments after the
payment suspension date for DMC services, regardless of when the service was provided,

“Permata! DMC Services” means covered services as well as maiherlchﬁd habilitative and
rehabilitative services; services access (i.e., provision or arrangement of fransportation {o
and from medically necessary treatment); education to reduce harmful effects of alcohol
and drugs on the mother and fetus or infant; -and coordination of ancilfary services (Title 22,
Section 51341.1{c) 4).

“Postpartum”, as defined for DMC purposes, means the 60-day period beginning on the
last day of preghancy, regardless of whether other conditions’ of eligibility are met. Eligibility
shall end on the last day of the calendar month in which the 60" day occurs.

“Post Service Post Paynient (PSPP) Utilization Review” means the review for program
compliance and imedical necessity conducted by the State after service was rendered and
paid. State may récover prior paymenis of Federal and State funds if such review
determines that the services did not comply with the applicable statutes, regulations, or
standards {Cal. Code Regs. Tit. 22, Section 51341.1).

“Projected Units of Service” means the number of reimbursable DMC units of service,
based on historical data and current capacily, the Contractor expects {o provide on an
annual basis,
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|

“Provider of DMC Services® means any person or-entity that provides direct substance
use treatment services and has been ¢ertifled by State ag meeting the standards for
partxczpahon inthe DMC program set forth in the, “DMC Certification Standardsfor
Substance Abuse Clinics”, Document 2E and *Standards for Drug Treatment Programs
(October 21, 1981, Document 2F,

“Re-certification” means the process by which the certified clinic and/or satellite program
is requsred to submit an application and specified documentation, as determined by DHCS,
to remain eligible to participate in-and be. reimbursed in through the DMC program. Re-
certification shall occur no less than every five years from date of previous DMC
certification or re-certification.

“Satellite Site” has thevsamé meaning as defined in the DMC Cerlification Standards for
Substance Abuse Clinics.

“Statewide Maximum Allowances (SMA)” means the maximum ameunt authorized to be
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient
treatment, perinatal residential, and Naltrexane treatment services. While the rates are
approved by the State, they are subject to change through the regulation process. The
SMA for FY 2014-15 is listed in the “Unit of Service” table in Exhibit B, Parl V.

*Subcontract” means an aQreemeht between the Contractor and its Subconiractors. A
Subcontractor shall not de}egate its obligation to prowde covered services or otherwise
subcontract for the provision of direct patient/client services.

"Subcontractor” means an individual or entity that is DMC certified and has enfsred into
an agreement with the Contractor to be a provider of covered services. It may also meana
vendor who has entered into a procurement agreement with the Contractor to provide ariy.
of the administrative functions related to fulfiling the Contractor's obligations under the
terms of this Exhibit A, Attachment 1.

“Temporary Suspension” means the provider is temporarily suspended from participating
in the DMC- program as authorized by W&I Section 14043.36(a). The provider cannot bill
for DMC services from the effective date of the temporary suspension.

>
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Exhibit A, Attachment |
Program Specifications

Part il — Reporting Requirements
Contractor agrees that the State has the right to withhold payments untll Contractor has submnﬁted
any requ:red data and reports to the State, as identified in this Exhibit A, Attachment | or as
identified in Document 1F(a), Reporting Requirement Matrix for Counties.
A. Quarterly Federal Financial Management Report (QFFMR)
The QFFMR must be submitted to reflect quarterly SAPTBG expenditures.
For the beginning of each federal award year, the due dates are:
March 1 for the period October through December
June 1 for the period January through March
September 1 for the period April through June
December 1 for the period July through September
B. Year-End Cost Settflement Reports

Pursuant to W&I Section 14124.24 Contractor shall submit to the State, on November 1 of
each year, the fol lowxng year-end cost setflement documents by paper or elecironic
submission for the previous fiscal year:

1. Document 2P, County Certification Year-End Claim for Relmibursement

2. Document 2P(a) and 2P(b), Drug Medi-Cal Cost Report Forms for Infensive
Outpatient Treatment for Non-Perinatal or Perinatal (if applicablé)

3. Dacument 2P{c) and 2P(d), Drug Medi~Cal Cost Reperi Forms for-Outpatient Drug
Free Individual Counseling for Non-Perinatal or Perinatal (if applicable) .

4. Document 2P{e) and 2P(f), Drug Medi-Cal Cost Report Forms for Oufpatient Drug
Free Group Counseling for Non-Perinatal or Perinatal (if applicable)

5. Document 2P(g), Drug Medi-Cal Cost Report Forms for Residential for Perinatal (if
applicable)

6. Document 2P(h) and 2P(i), Drug Medi-Cal Expenditure Forms for Narcatic
Treatment Programs for Non-Perinatal or Perinatal (if applicable)

Electronic program as prescribed by the State that contains the detailed cost report data

Page 13 of 38
~ 705



County Confract

County of San Francisco
#14-90096

Exhibif A, Attachment |

Drug Medi-Cal Claims and Reporfs

Contractors or providers that bill the State or the County for services identified in Section
51516.1 of Title 22 shall submit claims in accordance with the Department of Health Care.
Services DMC Provider Billing Manual.

Claims for DMC réimbursement shalf include only those services covered under Title 22,
Section 51341.1(c-d) and. admimstratwe charges that are allowed under W&IC, Sections
14132.44 and 1413247,

1.

Contractor shall certify the public expendifure was made prior fo submitting a claim
for reimbursement. Contractor shall submit the “Certified Public Expenditure” form
at the time of submitting the electronic Drug Medi-Cal claim, 42 CFR Section
433.51. Contractor shall submit to the State the Drug Medi-Cal Certification Form
DHCS Form DHCS 100224A (Document 4D) for each claim file submitted for
reinjabursement of the federal Medicaid funds.

DMC service claims shall be submitted electronically in a Health Insurance
Portability and Accountability Act (HIPAA) compliant format (837P). All adjudicated
claim information must be retrieved by the Contractor via an 835 HIPAA comphant
format (Health Care Claim Payment/Advice).

The following forms shall be prepared as needed and rei;amed by the provider- for
review by State staff:

(@)  Multiple Billing Override Certification (MC 6700}, Document 2K-
(b)  Good Cause Certification {MC 6065A), Document 2L(a)
{c)  Good Cause Ceffification (MG 60658), Docurnent 2L{b)

In the absence of good cause documented on the Good. Cause Certification (MC
6065A or 6065B) form, claims that are not submitted within 30 days of the end of the.
‘month of service shall be denied. The existence of good cause shall be determined
by the State in accordance with Title 22, CCR, Sections 51008 and 51008.5.

Certified Public Expenditure County Administration

Separate from direct service claims as identified in-#2 above, cotinty may submit an
invoice for administrative costs for administering the DMC program.on a quarterly
basxs The form requesting reimbursement shall be submijtted fo DHCS.

If while completing the Utilization Review and Qualxiy Assurance requirements of
this Exhibit A, Attachment |, Part V, Section 4 any of the Contractor's skilled
professional medical and personnel and directly supporting staff meet the criteria set
forth in 42 C.F.R. 432.50(d)(1), then the Contractor shalf submit a written request
that specifically demonstrates how the skilled professional medical personnel and
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R.
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432.50(5)(1) and outlines the dutiés they will perform to assist the Department, or
the Depariment's skilled professional medical personnel, in activities that are.directly
related to the administration of the Drug Medi-Cal Program. The Deparinent shall
respond to the Contractor’s written request within 20 days with either a written
agreement pursuant fo 42 C.F.R. 432.50(d){2) approving the request or a written
explanation as to why the Department does not agree that the Contractor’s skilled
professional medical personnel and directly supporting staff do not meet the criteria .
set forth in 42 C.F.R. 432.50(d)(1).

California Outcomes Measurement System {CalOMS)for Treatment (CalOMS-Tx)

The CalOMS-Tx business rules and requirements are:

1.

Contractor contracts with a software veridor that compiies vmth the CalOMS-Tx data
collection system requirements for submission of CalOMS-Tx data. A Business
Associate Agreement (BAA) must be established between the Contractor and the
software vendor, The BAA must state that DHCS Is allowed. fo return the processed
CalOMS-Tx-data to the vendor that supplied the data to DHCS.

Contrattor shall conduct information technology (IT) systems testirig and pass State
certification testing before commencirig submisston of CalOMS-Tx data. If the
Contractor subcontracts with vendor for IT services, Contractor is responsible for
ensuring that the subcontracted IT system is tested and ceitified by the DHCS prior
to submitting CalOMS-TxX data. If Contractor changes or modifies the CalOMS-Tx IT
system, then Contractor shall re-test and pass state re-cerfification prior o

'submlﬁing data from new or modified system.

Eiectromc submission of CalOMS-Tx data is due 45 days from the end of the last
day of the report month.

, Contractor shall comply with data collection and reporting requirements established

by the DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former -
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices
relevant o CalOMS-Tx data collection.

Contractor. shail submit CalOMS-Tx admiasion, discharge, annual update,
resubmissions of records containing etrors or in need of correction, and “provider no
activity” report records in an electronic format approved by DHCS,

Contractor shall comply with the CalOMS-Tx Data Compliance Standards
established by DHCS identified in Document 3S for reporting data content; data
quality, data completeness, reporting frequency, reporting deadlines, and reporting
method.

Contractor shall participate in CalOMS-Tx informational meetings, trainings, and
conference calls.

Contractor shall implement and maintain a system for collecting and elecironically
submitting CalOMS-Tx data,
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antractar shall meet the fequ’irements as identified in Exhibit G, Privacy and
Information Security Provisions and Exhibit G, Attachment [ - SSA Agreement 2014.

California Outcomes Measurement System (CalOMS) for Pr.evénﬁdq (CalOMS-Pv)

The CalOMS-Pv Business.Rules and Requirements are:

1.

By utilization of the CalOMS Prevention User Mantial, Contractor shall comply with
requirements which address the collection of information required in the SAPT Block
Grant. :

Prevention services/activity data is 16 be reported hy CalOMS-Py by all funded
primary prevention providers, Services are to be reported by the date of accurrence
on a monthly basis. No more than one week’s data shall be aggregated info one
reported service. ‘

All CalOMS-Pv servxceléétiwt'y data shall be reviewed by each county and released
to the State no later than 30 days following the closé of eachi quarter. The reporting

. quarters are: July through September; October throtigh December; January throughi

March;-and April through June.

Reporting progress on prevéntion goals-and objectives via the Evaluation Module
within CalOMS-Pv shall be done on an annual basis. This information is due no
later than September 30" of each fiscal fiscal year.

if the Contractor cannot submit CalOMS-Py data by the established due dates, ihe
Contractor shall submit a written request for an extension. The DHCS will make &
decision and issue a written response on the request for an extension prior to the
established due date.

Contractor sHall participate in CalOMS-Pv informational meeﬂngs. trainings, and
conference talls. '

CalOMS-Tx and CalOMS-Pv General Information

1.

If the Contractor experiences system or service failuire or other éxtraordinary
circumstances that affect its ability to timely subriiit CalOMS-Tx and/or CalOMS-Py
data, and or meet other CalQMS-Tx and/or CalOMS-Pv data compliance
requirements, Contractor shall report the problem in writing before the established
data submission deadlines. The written notice shall include a temediation planthat
is subject to review and approval by the State. A grace period of up to sixty (60)
days may be granted, at the State's sole discretion, for the Contractor to resolve the
problem before non-DMC payments are withheld. :
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If the State experiences system or service failure, no penalties will be assessed fo
the Contractor for fate data submission,

Contractor shall comply with the treatmierit and prevention data quality standards
established by the State. Failure to meet these standards on'an ongoing basis may
result in withholding non-DMC funds.

If the Contractor submits data after the established deadlines, due toa delay or

. problemn, Confractor is still responsible for collecting and reporting data from time of

delay or probient.

Drug and Tré'aﬁnent Access Report (DATAR)

The DATAR business rules and requirements are:

1.

The Contractor shall be responsible for ensuring that the Contractor-operated
freatment services and all treatment providers with whom Contractor makes a
contract of otherwise pays for the services, submit a monthly DATAR report in an
electronic copy format as provided by the State.

In those instances where the Contractor maintains, either diréctly or indirectly, a

central intake unit or equivalent which provides intake services including a waiting

fist, the Contractor shall identify and begin submitting morithly DATAR reports for
the central intake unit by a date to be specified by the State.

" The Contractor shall ensure that all DATAR reports are submitted by either

Contractor-operated treatment services and by each. subcontracted treatment
provider to the State by the 10" of the month following the report activity month.

The Contractor shall ensure that all applicable providers are enrolled in the State’s
web-based DATARWeb program for submission of data, accessible an the DHCS
website when éxecuting the subcontract

If the Contractor or its subconiractor experiences system or service failure or other
extraordinary circumstances that affect its ability to timely submit a monthly DATAR
repart, and/or fo meet data compliance-requirements, the Contractor shall report the
problem. in writing before the established data submission deadlines. The written
notice shall include a corrective action plan that is subject fo review and approval by
the Stafe. A grace period of up to sixty (60) days may be granted, at the State's
sole discretion, for the Contractor o resolve the problem before non-DMC payments
are withheld {See Exhibit B, Part'll, Section 2).

if the State experiences system or service failure, no penajties will be assessed to
Contractor for late data submission.

The Contractor shall be considered compliarit if a minimum of 95% of required
DATAR reports.from the Contractor's treatment providers are received by the due
date.
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Charitable Choice

Contractor shall submit annually the fotal number of referrals necessitated by religious
objection to other glternative substance abuse providers. This information must be
submifted to DHCS'in 4 format prescribed by DHCS and at time required by DHCS
(refererice ADP Bulletin 04-5),

Subcontractor Documentation

Conitractor shall require its Subcontractors that are not licensed or certified by the State to
submit organizational documents to the State within thirty (30) days of its execution of an
initial subcontract, within ninety (90) days of the renewal or continuation of an existing
subcontract or when there has been a change in Subcontractor name or ownership.
Organizational documents shall include the Subconiractor’s Articles of Incorporation or
Partnership Agreements (as applicable), and business licenses, fictitious name permits,
and such other informatien and-documentation as may be requested by the State.

Failure to meet required reporting requirements shall result in:

1. The DHCS will issue a Nofice of Deficiency (Deficiencies) to Contractor regarding
specified providers with a deadline to submit the required data and a request for a
Corrective Action Plan (CAP} to ensure timely reporting in the future. The State will
approve or reject the CAP or request revisions fo the CAP which shall be
resubmitted to the State within thirty (30) days:

2. Ifthe Contractor has not ensured compliarice with.the data submission or GAP
request within the designated timeline, then the State may withhold funds until all
data is submitted. The State shall inform the Contractor when funds will be
withheld.
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Exhibit A, Attachment
Program Specifications

PART IV - Non-Drug Medi-CGal Substance Use Disorder Treatment Services

Section 1. General Provisions

A,

ReSfﬂGttoﬂS on Salarfes

Contractor agrees that no part nf any federal funds provided under this Contract shall be
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at
a rate in excess of Level | of the Executive Schedule, Salary and wages schedules may be
found at http://iwww.opm.govioca. SAPT Block Grant funds used to pay-a salary in excess
of the rate of basic pay for Level | of the Executive Schedule shall be subject to
disallowance. The amount disallowed shall be determined by subtracting the individual's
actual salary from the Level | rate of basic pay and multiplying the result by the percentage
of the individual’s salary that was paid with SAPT Block Grant funds (Reference: Terms
and Conditions of the SAF‘T Block Grant award.)

Primary Prevention

1. The SAPT Block Grant regulation defines “Primary Prevention Programs” as those
prograins directed at “individuals who have not been determined to require
freatment for substance abuse” (45 CFR 96.121). Primary Prevention includes
strategfes, programs and Initiatives which reduce both direct and indirect adverse
personal, social, health, and economiic conisequences resulting from problematic
AOD avanlabmty. manufacture, distribution, protmotion, sales, and use. The deslred
result of primary prevention is to promote safe and healthy behaviors and
environments for individuals, families and communities. The Contractor shall
expend not less than its allocated amount of the Substance Abuse Prevention and
Treatment (SAPT) Black Grant on primary prevention as described in the SAPT
Block Grant requirements (45 CFR 96.125). Inappropriate use of these funds for
non-primary prevention services will require repayment of SAPT Block Grant funds.

2. This contract and any subcontract shall meet data reporting requirements for

capacity, process and outcome as required by federal grant requirements, in

addition to the Center for-Substance Abuse Prevention (CSAP's) six strategies of

Information Dissemination, Education, Alternative, Froblem Identification and

Referral, Community-Based Process, and Environmental, the data for the Institute of

Medicine prevention categories of Universal, Selective and indicated must be
teporied.

3. Use of the Strategic Prevention Framework (SPF) is mandatory for all counties and
SPF-required data must be submitted via CalOMS Prevention as evidence of
engagement and use of the practices. Adherence to the SPF by subcontractors is
at the discretion of the subcontracting county,

Page 19 of 39
: 711



County Ccntract

County of San Franciscn
‘ #14-80096
Exhibit A, Attachment |

4. No later than January 31 of each year, contractor shall submit a Prevention Mid~

Year Budget to DHCS indicating how the SAPT Block Grant 20% Primary
Prevention Set-Aside shall be spent. Examples of a Prevention Mid-Year Budget
and supporting documentation can be viewed at

https://caprev.kithost.net/caprevent2013/pt andKB.aspx (select Library, Fiscal -
Prevention M)d-Year Budget Example for FY XX%-XX),

Perinatal Servxces Network Guidélines 2014

Contractor shall comply with the requirements for perinatal programs funded under Exhibzt
A, Attachment |, contained in Document 1G, incarporated by this reference,’ "Parinatal
Services Network Guidelines 2014" until such time new Perinatal Services Network
Guidelines are established and adopted. No formal amendment of this contract is required

for new guidelines to apply.

Funds identified in this contract shall be used exclusively for caurity aléohol and drug abuse.
services to the extent activities meet the requirements for receipt of federal block grant
funds for prevention and treatment of substance abuse described | subchapter Xvii of
Chapter 6A of Title 42 of the United State Code. (Health-and Safety Code section 18100 et.
seq.)

Section 2 - Farmation and Purgas

A

Authority

State and the Contractar entet into this Exhibit A, Aftachment 1, Part 1V, by authority of
Chapter 3 of Part 1, Division 10.5 of the Health and Safety.Code (HSC) and with approval
of Gontractor’s Céunty Board of Supervisors (or desigrige) for the purpose of providing
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachmeant 1.
State and the Contractor identified in the Standard Agreement are the only parties to this
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any
third party. : ,

‘Control Requirements

1. Performance unider the terms. of this Exhibit A, Attachmerit |, Part 1V, is subject to all
applicable federal and state laws, regulations, and standards. In accepting the
State drug and alcohol combined program.allocation pursuant to HSC Sections
11814(a) and (b), Contractor shall; (i) establish, and shall require its Subcontractors
to establish, written procedures consistent with the following requirements; (i)
monitor for compliance with the written procedures; and (jii) be held accountable. for
audit exceptions taken by the State against the Contractor and its Subcontractors
for any failure to comply with these requirements:

(a)  HSC, Division 10:5, commencing with Section 11760;

(b)  Title 9, California Code of Regulations (CCRY) (herein referred fo as Title-9),
Division 4, commencing with Section 8000,
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(¢)  Govermnment Code Section 16367.8;.

(d) GOVemment Code, Article 7, Federally Mandated Audits of Block Grant
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5,
commencing at Section 53130;

(&)  Title 42 United State Code (USC) Sectcons 300x-21 through 300x-31, 300)(—
34, 300x-83, 300%-57, and 330x-65 and 66;

(N The Single Audit Act Amendments of 1996 (Title 31, USC Sections 7501-
7507) and the Office of Management and Budget {OMB) Circular A-133
revised June 27, 2003; ‘

- {g) ~Tille 45, Code 0f Federal Régu!ati‘ons (CFR), Sections 96.30 through 96.33
and Seclions £6.120 through 96.137;

(h)  Title 42, CFR, Sections 8,7 through 8.34;

(i) Title 21, CFR, Sections 1301 01-through 1301.93, Department of Justice,
Controlled Substances; and,

)] State Administraﬁvé Manual (SAM), Chapter 7200:(General Outline of
Procedures).

Contractor shall be familiar with the above laws, regulations, and guidance and shall
assue that its Subcontractors are also familiar with such requirements.

The provisions of this Exhibit A, Attachment I, Part IV, are not ihtended to abrogate
any provisions of law or regukatnorx of any standards ex«stmg or enacted during the
-term of this Confract. ,

Contractor shall adhere to the applicable. provisions of Title 45, CFR, Part 96,
Subparts C.and L, as applicable, in the expendxture of the SAPTBG funds.
Document 1A, 45 CFR 96 Subparts C and Lis incorporated by reference.
Deocuments 1C and 1D{b), tncorporated by this reference, contaln additional
requirements that shall be adhered to by those Contractors that receive the types of
funds specified by each document. These exhibits and documents are:

(a) Document 1C, Driving-Urider-the-Influerice Program Requirements;

(b) Document 1D(b), SAPT Female Offender Treatment Project (FOTP).
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In accordance with the Fiscal Year 2011-12 State Budget Act-and accompanying
law {Chapter 40, Stafues of 2011 and Chapter 13, Statues of 2011, First
Extraordinary Session), contractors that provide Women and Children's Residential
Treatment Services shall comply with the program requirements (Section 2.5,
Required Supplemental/Recovery Support Services) of the Substance Abuse and
Mental Health Services Administration’s Grant Program for Residential Treatment
for Pregnant and Postpartum Women, RFA found at
hitp://www.samhsa.gov/Grants/2008/ti 08 009.doc

Section 3 - Performance Provisions

A. Monitaring

1.

Cortractor's performance under this Exhibit A, Attachment |, Part IV, shalt be
monitored by the State during the term of this Contract. Monitoring criteria shall
include, but not be limited to:

{a) Whether the quantity of work or services being performed conforms to
Exhibit B;

(b)  Whether the Contractor has established and is momtormg approprrate quality
standards; -

(¢)  Whether the Contractor is abrdmg by all the terms and requirements of this
Contract;

{(d}  Whether the Contractor is abiding by the terms of the Perirratal Services
Network Guidelines (Document 1G); and

()  Contractor shall conduct annual onsite monitoring reviews of services and
subcontracted services for programmatic and fiscal requirements.
Contractor shall submit copy of their monitoring and audit reports to BHCS.
within two weeks of issuance.

Failure to.comply with rhe above provisions shall constitute grounds for the State fo
suspend or recover payments, subject to the Contractor’s right of appeal, or may

result intermination of the Contract or both.

B. Performance Requrrement$

1.

Contractor shall provide servrces based on funding set forth'in Exhibi B, Attachment
I, and under the terms of this Contract.

Contractor shall provide services fo all eligible persons in accordance with federal
and state statutes and regulations. Contractor shall assure that in planning for the
provision of services, the following barriers to services are considered and
addressed:
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(g)  Lack of educational materials or other resources for the provision of
sehvices;

(b)  Geographic isolation and transportation needs of persons seeking services
or remoteness of services;

{c)  Institutional; cultural, and/or ethnicity barriers;
(d)  Language differences;
(8)  Lackof service advocales;

{f Failure to survey or otherwise identify the barners to service accessibility;
and,

(@)  Needs'of persons with a disability.

Contractor stiall comply with any additional requirements of the documents that
have been incarporated herein by reference, including, but not limited to, those on
the “List of Exhibit A, Attachment | Documents incorporate by Reference for Fiscal
Year 2014-15" which Is attached to Exhibit A, Attachment 1.

Amounts awarded pursuant to Exhibit A, Attachment | shall be used exclusively for
providing alcohol and/or drug program services consistent with the purpose of the
funding.

'DHCS shall issue a report to Contractor after conducting monitoring, uttlazatlon, or
auditing reviews of county or county subcontracted providers. When the DHCS
report identifies non-compliant services'or processes, it shall require.a CAP, The
Contractor, or in coordination with its subcontracted provider, shall submit a CAP to
DHCS within the desxgnated timeframe specified by DHCS.

The-CAP shall include a statement of the problem and the goal of the actions the
Contractor and or its sub-contracted provider will fake to correct the deficiency or
non-compliance, The CAP shall:

(a)  Address the spacific actions to correct deficiency or non-compliance

(by  Identify who/which unft(s) will act; who/which unif(s) are accountable for
acting; and

{¢)  Provide a timeline to complete the attions.
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Exhibit A, Attachment |
Program Specifications

Part V: Drug Medi-Cal Treatment Program Substance Use Disorder Services

Section 1. Formation and Purpose

A.

This Exhibit A, Attachment I, Part V of the Contract Is entered into by and between the
State and the Contractor for the purpose of 1dentn‘ymg and providing for covered DMC
senvices for substance use disorder treatment in the Contractor’s service area pursuant to
Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred io as
HSC), Sections 14124.20, 14021.51 — 14021,53, and 14124.20 — 14124.25 of the W&,
and Title 22 of the California Code of Regulations (hereinafter referred to as Title 22),
Sections 51341.1, 51480.1, and 51516.1.

It Is further agreed this Contract is confrolled by applicable provisions of: (a) the W&,
Chapter 7, Sections 14000, et seq., in particular, but not limited to, Sections 14100.2,
14021, 14021.5, 14021.6, 14043, et seq., (b) Title 22, including but not limited to Sections
51490.1, 51341.1 and 51516.1; and (c) Division 4 of Title 9 of the California Code of
Regulatlons (hereinafter referred to as Title 9).

It is understood and agreed that nothing contained i in this contract shall be construed to
impair the single state agency authority of DHCS.

The objective of this contract is to make substance use disorder ireaiment services
available to Medi-Cal beneficiaries through utilization of federal and state funds available
pursuant to Title XX or Title XXI of the Social Security Act for reimbursable covered
services rendered by certified DMC providers..

Awards under the Medlcal Assistance Program (CFDA 93.778) are nc longer excluded from
coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for
any grant award under this program made after issuance of the initial awards for the second .
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87
(as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB
C-10, available on the Internet at http://rates.psc.govifms/dca/asmb%20¢-10.pdf.
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Section 2: Covered Services

A.

Covered Services

1.

Contractor shall establish assessment and referral procedures and shall arrange,
pravide, or subcontract for covered serwces in the Contractor's service area.
Covered services include:

(a)

(b

(c)
(@
()

Outpatient drug-free treatment;

Narcotic replacement therapy;

-Naltrexone treatmeﬁt;_

Intensive Outpatient Treatment and,

Perinatal Residential Substance Abuse Services (excluding room and

~board), -

Narcotic treatment program services per W&IC 14124.22:

In addition to narcotic freatment program services, a narcotic treatment program
provider who is alsa enrolled as a Medi-Cal provider may provide medically
necessary freatment of concurrent health conditions within the scope of the:
provider's practice, to Medi-Cal beneficiaries who are not-enrolled in managed care

plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred ta

those plans for receipf of medlcally necessary medical treatment of concurrent
heaith conditions.

Diagnosis and treatment of concurrent health conditions of Medi-Cal beneficiaries
not enrglied in managed care plans by a narcotic treatment program provider may

be provided within the Medi-Cal coverage limits. When the services are not part of

the substance use disorder treatment reimbursed pursuant to Section 14021.51,
servicegs shall be reimbursed in accordance with the Medi-Cal program., Services .

(a)

(b}

(e)

(&)
()

reimbursable under this section shall include, but not limited to, all of the following:

Medical treatment visits
Diagnostic blood, urine, and X-rays
Psychological and psychiatric tests and services

Q&ariti’taﬁve blood and urine toxicology assays

Medical supplies
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A narcotic freatment provider, who is enrolled as a Medi-Cal fee-for-service:
provider, shall not seek reimbursement from a beneficiary for substance abuse
freatment services, if services for treatment of concurrent health conditions are
billed to the Medi-Cal fee-for-service program.

inthe eventofa conﬂlct between the definition of services contained in this Section
of the Contract, and the definition of services in Title 22, Sections 51341,1, 514901,
and 51516.1, the provisions of Title 22 shall govern.

Contragtor, to the extent applicable, shall coiply with "Sabky v. Smoley” (Document
2A), 855 F, Supp. 1123 (E.D. Cal 1994), ingorporated by-this reference. -

Confractor shall comply with federal arid state mandates to provide alcohol and
other drug treatment services deemed medically necessary for Medi-Cal eligible:
(1) pregnant and postpartum women, and (2) youth under age 21 who are eligible
under the EPSDT Program

{a)  If Drug Medi-Cal sérvices are provided {o Minor Consent beneficiaties,
Contractor shall comply with California Family Code Section 6929, and
California Code of Regulations, Title 22, Sections 50147.1, 50030, 50063.5,
50157(f)(3), 50167(a)(6)(D), and 50195(d)

B. Actess to Serv:ces

1.

Subjett to DHCS provider enroliment certification requirements; Cantractor shall
maintain continuous availability and accessibility of covered services and facilities,
service sites, and personnel to provide the coveréd services through use of DMG -
certified providers. Such services shall not be limited due to budgetary constraints,

(a)  When a reguestfor covered services is made by a-beneficiary, Contractor
. shall require services to be Initiated with reasonable promptness.. Confractor
“shall have.a documented system for monitoring and evaluating accessibility
of care, including a system for addressing problems that develcp régarding
waiting times and appountments .

(b  The contractor shall authonze residential services in accordarice with the
medical necessity criteria specified in Title 22, ‘Section 51303 and the
coverage provisions of the approved state Medi-Cal Plan, Room and board
are not reimbursable DMC service. If services are denied, the provider shall
inform the beneficiary in accordance -with Title 22, Section 51341.1 (p).

(¢}  Contractor shall require that treatment programs. are accessible to peopla
with disabilities in accordance with Title 45, Code of Federal Regulations
(hereinafter referred to as CFR), Part 84 and the Americans with Dlsablhtses
Act.

Covered services, whether provided directly by the Contractor or through
subcontractors with DMC certified and enrolled programs, shall be provided to
beneficiaries without regard to the beneficiaries’ county of residence:
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- The failure of the Contracior or its Subcontractors to comply with Section B of this

Part will be deemed a breach of this Contract sufficlent to terminate this Contract for,
cause, In'the event the Contract is terminated, the provision of this Exhibit,
Attachment |, Part |, Section B; shall apply.

C. Payment For Services

1.

The Department shall make the appropriate payments set forth in Exhibit B and take
all available steps to secure and pay FFP and Stale General Funds (8GF) to the
Contractor, once the Department receives FFP and SGF, for claims submitted by
the Contractor. The Depariment shall notify Contractor and allow Contractor an
opportunity to.comment to the Department when questions are posed by CMS, or
when there is a federal deferral, withholding, or disallowance with respect to claims
made by the Contractor.

Contractor shall amend its:subcontracts for covered services in order to provide
sufficient funds to match allowable federal Medicald reimbursetnents for any
increase in provider DMC services to beneficiaries.

in the event that the Coniractor fails to provide covered services in accordance \mth
the provisions of this Contract, -at the. discretion of the. State, Contractor may be
required to forfeit Its county realignmerit fiunds pursuant to Government Code
Section 30027.10 (a) through (d) from the Behavioral Health Subaccount that is set
aside for Drug Medi-Cal services and surrender its authority {o functson as the
administrator of cavered services in its service area.

Section 3: Drug Medi-Cal Certification and Gontinued Certification

A.  DMC Certification-and Enroliment

1.
2.

The State will certify eligible providers to paticipate in the DMC program.

The Department shall certify any county operated or non-governmental providers.
This certification shall be performed prior to the-date on which the Contractor begins
to deliver services under this contract at these sites.

Contractor shall require. that providers of perinatal DMC services are properly
certified to provide these services and comply with the requirements contained in
Title 22, Section 51341.1, Services for Pregnant and Postpartum Women.

Contractor shall require-all the subcontragted providers of services to be licensed,
registered, DMC certified and/or approved in accordance with applicable laws and

regulations. Contractor's subcontracts shall require that prowders comply with the
fellowing regulations and guidélines:

{a)  Title 21, CFR Part 1300, et seq., Title 42, CFR, Part 8;
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(b)  Drug Medi-Cal Certification Standards for Substarice Abuse Cliniics
(Dacument 2E); A

(c)  Title 22, CCR, Sections 51841.1, 51490.1, and 51 5146.?, (Document 2C);
(d}  Standards for Drug Treatment Programs (Qctober 21, 1‘981) (Document 2F);

(8}  Title 9, CCR, Division 4, Chapter 4, Subchapter 1, Sections 10000, et seq. ;
and

(fy  Title 22, CCR, sections 51000 et. seq.

in the svent of conflicts, the provisions of Title 22 shall control if they are more
stringent.

The Coniractor shall report to the state within 35 days of any addition or change in
the information previously submitted in the application package for certification. The
Contractor shall report the addition or change by submitting a complete application
package for enroliment.

Contractor shall notify the State in writing prior to reduging the provision of covered
services. In addition, any proposal to change the location where covered services
are provided, or to reduce their availability, shall be submitted in an application to
the State sixty (60) days prior to the proposed effective date. Contractor shall not
implement proposed changes prior 1o receiving written approval from the State.
Contractor shall not implement the proposed changes if the State denies the
Contractor's proposal.

If, at any time, a Subcontractor's Iicensé, registraﬁon, certiﬁcéﬁon. or approval to
operate a substance use treatment program or provide a covered service is
revoked, suspended, modified; or not renewed, the Contractor must notify DHCS

‘within two business days.

(ay A prowders certification to participate in the DMC program shall
automatically terminate in the event that the provider or ifs owners, officers
or directors are convicted of Medi-Cal fraud, abuse or malfeasance. For
purposes of this section, a conviction shall include a plea of guilty or nglo
contendere;

B. Continued Certification

1:

All DMC certified providers: shaﬂ be subject to continuing ceitification requirements
at least once every five years.

The Department may allow the Contractor to confinue delivering tovered services to
beneficiaries at a site subject to on-site review by the Department as part of the
recertification process prior to the date of the on-site review, provided the ske is
operational, the certification remains valid, and has all required fira clearances.,
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State will conduct recertification en-site visits at clinics for circumstances identified
in the “Drug Medi-Cal Certification Standards for Substance Abuse Clinics”
(Dotument 2E). Document 2E contains the appeal process in the event the State
disapproves a provider's request for cerfification or recertification and shall be
Included in the Contractor's subcontracis.

Section 4; Monitoring

A. State Monitoring

1.

DHCS Monftoring Reviews and Financial Audits of Contractor

The Department shall monitor the Contractor’s operations for compliance with the
pravisions of this contract, and applicable federal and state law and regulations.
Such monitoring activities shall include, but not be limited to, inspection and auditing
of Coniractor services,; management systems and procedures, and books and '
records, as the Department deems appropriate, at any time during the Contractor's
or facility's normal business hours. When menitoring activities identify areas of non-
compliance, the Department shall issue reports to the Contractor detalling findings,
recommendatzons and corrective action..

Post Service Post Payment Utilization Reviews-

(@)  The Department shall conduct Post Service Post Payment Utilization
Reviews of claims for DMC services. The DHCS shall issue the PSPP
report to the Contractor with a copy fo subcontracted BMC provider. The
Contractor shall be responsible to ensure any deficiencies are remediated
pursuant to Sections 1 and 2 herein. The Coniractor shall certify the
deficiencies have been remediated and are complete, pursuant fo Secﬂon
4(A), Paragraph (C), hereih.

(b  State shall conduct Post Service Post Payment (PSPP) utilization reviews in
accordance with Title 22 Section.51341.1. Any claimed DMC service may
be reviewed for compliance with all applicable standards, reguldtions and
program coverage after services are rendered and the claim paid.

(c) State shall take appropriate steps in accordance with Title 22, CCR, Section

: 51341.1 fo recover payments made if subsequent investigation uncovers
evidenice that the claim(s) should not have been paid or that DMC services
have héen improperly ufilized, and/or shall take the corrective action as
appropriate, If programmatic or fiscal deficiencies are identified, the Provider
shall be required fo submit a-Corrective Action Plan to DHCS via the
Contractor for approval.
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i. Pursuant fo COR, Title 22, Section 51341.1(0), all deﬁcfencies

identified by thie Past Service Post Payment (PSPP) review, whether
or not a.recovery of funds results, must be corrected and a Corrective
Action Plan (CAP) must be submitted to the DMC PSPP Unit within
60 days of the date of the report.

(1)  Theplan shall:

a Address each demand for recovéry of payment and/or
programmatic deficiency; :

b. Provide a specific description of how the deficiency
: shall be comrected; and

c Specify the date of implementation of the corrective
' action,

{2)  DHCS will provide written approval of the CAP fo the
Contracter with a copy to the Provider. If DHCS does nat
approve the CAP submiitted by the Provider via the
Contractor, DHCS will provide guidance on the deficient areas
and request an updated CAP from the Contractor with a copy
to the Provider with a new deadline for submission,.

(3)  If the Provider, via the Contragtor, does not submit a CAP, or,
does not implement the approved CAP provisions within the
designated timeline, then DHCS may withhold funds until the
Contractor brings the Provider inte compliance. The State
shall inform the Contractor when funds will be withheld.

Contractor and/or Subcontractor may appeal BMC dispositions concerring
demands for recovery of payment and/or programmatic deficlencies of
specific claims. Such appeals shall be handled pursuant to Title 22, CCR,
Section 51341.1(q). This section shall notapply to those grievances or
complaints arising from the financial findings of an audit or examination
made by or on behalf of the State pursuant to Exhibit B, Part Il, Section 3, of
this Contract.

Staté shall monitor the Subcontractor's compliance with PSPP utilization
review requirements in accordance with Title 22.. Counties are also required
to monitor of the subcontractor's compliance pursuant to Section 4,
Paragraph A.2, of this contract. The federal government may also review the
existence and effectiveness of the State’s utilization review system.

Contractor shall implement and maintain compliance with the system of
review described in Title 22, Section 51341.1, for the purposes of reviewing
the utilization, quality, and appropriateness of covered services and ensuring
that all applicable Medi-Cal requirements are met.
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(@) Contractor shall assure that subcontractor sites must keep a record of the
clients/patients being treated at that location. Confractor shall retain client
records for a minimum of three (3) years from the date of thie last face-to-
face contact. When an audit by the Federal Government or the State has
been started before thé expiration of the three-year period, the client records
shall be maintained until completion of the audit-and the final resolution of all
issues as a result of the audit.

3.  Training

(a)  DHCS Substancde Use Disorder Prevention, Treatment, and Recover
Services (SUD FTRS) shall provide mandatory annual training to the
Contractor on the requirements of Title 22 and the Drug Medi-Cal program
requirements,

(b)  Contractor may request additional Technical Assistance or training from
SUD PTRS on-an ad hoc basis.

B. Contractor Monitoring

1. Program Integtity: Contractor is responsible for ensuring progran |htegmy of its
services and its subcontracted providers through a system of oversight, which shall
include at least the following: : .

(@) Compliance with state and federal Jaw and regulations; including, but not
limitedt to, 42’ CFR 433,32, 42 CFR 433.51, 42 CFR 431.800 et seq., 42
CFR 440.230, 42 CFR 440.260, 42 CFR 456 et. seq., 42 CFR 456 et. seq.,
42 CFR 456. 23 22.CCR 51490, 22 CCR 51490.1, 22.CCR 51341. 1,22
CCR 51159, WIC 14124.1, and WIC 14124.2;

(b}  Contractor shall conduct, at least annually, a programmatic and fiscal audit
of DMC providérs to assure covered setvices are being appropriately
rendered. The anhual audit must include an on-site visit of the seévice
provider. Reports of the anfual audit shall be provided to the Department's
DMC PSPP umt at:

Substance Use Disarder - Prevention, Treatment and Recovery Services
Division, PSPP Unit.

Department of Health Care Services

PO BoxX 997413, MS-2621 -

Sacramento, CA 95899-7413;

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov

Audit reports shall be provided within 2 weeks of comptenon by the
Contractor,

Technical assistance is available {6 counties from DHCS SUD PTRS.
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Caontractor shall ensure that DATAR submissions, detailed in Part I,
Paragraph G of this contract are complied with by all treatment prcwders and
subcontracted treatment providers Contractor shall certify that each
subcontracted provider is enrolled in DATAR at the time of execution of the .
subcontract :

Contractor st momtor and cerhfy complxance and/or completion by
Providers with CAP requ:rements {detailed in Secfion 4, Paragraph (A)(Z)(c))
as required by any PSPP review. Contractor shall cerfify to DHCS, using the
form developed by DHCS that the requirements in the CAP have been
completed by the Contractor and/or the Provider. Submission of form by
Contractor must be accomplished within the fimeline specified in the
approved CAP, as noticed by DHCS.

Contractor shall certify that DMC claims submitted {0 the state have been
subject to review and verification process for accuracy and legitimacy. (45
CFR 430.30, 433.32, 433,51). Contractors shall not submit claims for
services rendered to any beneficiary after the beneficiary's date of death, of
from uncertified or decertified providers.

Training to DMC Subcontractors

(a)

Contractor shall provide training on the requirements of Title 22 regulations
and DMC requirements at least annually to all subcontracted providers.
Attendance of any subconitracted provider at the annual trainings offered by
DHCS (specified in Section 4, paragraph (A)(3) of this contract) shall suffice
to meet the requirementsof this provision. Contractor shall report
compliance with this sectaon to DHCS annually as part of the DHCS County
monitoring process.

Manthly Monitoting

(a)

(b}

Contractor shall check the status of all providers monthly to ensure that they
are continuing active participation in the DMC program. Any subcontracted
provider who surrenders their certification or closes their facility must be
reported by the Contractor to the Department within two (2) business days of
notification or discovery.

During the monthly status check, the Carftractor shall mortitor for a tnggering
recertification event (change in cownershlp, change in scope of services,
remodeling of facility, or change in location) and report any triggering events
to the state within two (2) business days of nofification or discovery, -
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Program Complaints

(a)

All complainis récejved by Contractor regarding-a DMC certified facility shall
be forwarded to the SUD Compliance Division, Complaints Unit thhm two
(2) business days of receipt as follows.

Complamts are to be submitted to:

Depariment.of Health Care Services

Substance Use Disorder Services — Compliance Division ,
P.O. Box 997413, MS# 2601

Sacramento, CA 95899-7413

The Complaint Form is dvailable and can also be submitted online at

http://www.dhes.ca.géviindividuals/Pages/Sud-Complaints.aspx
Com‘plaintscan also b‘fg sent by FAX {o: .

Fax farm to: (916) 445-5084

Complaints for Residential Adult Alecholism or Drug Abuse Recovery or
Treatment Facilities may also be made by telephoning the appropriate
licensing branch listed below:

SUD Compliance Division:

Public Number: (916) 322-2911

. Toll Free Number: (877) 685-8333

Counties shall be responsible for investigating complaints and providing the
results of all investigations to the Department’s SUD Complaint Compliance
Division within two (2) business days of completion;

Record Retentron

(&)

Gontractor shall include instructions on record retention and include in any
subeontract with providers the mandate to keep and maintain records for
each service rendered, to whom it was rendered, and the date of service,
pursuant to W&I Section 14214.1 and 42 CFR 433.32; and 22 CCR section
51341.1.

Subconiract Termination

(@)

The Contractar must notify DHES of the términation of any contract with a
gertified subcontracted provider, and the basis for termination of the contract,
within two (2) business days.
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7. Corrective Action Plan

(@) I the Contracior fails 1o ensure any of the foregoing oversight through an
adequate system of monitoring, utilization review, and fiscal'and :
programmatic controls, the Department may request a CAP from the
Contractor to address these deficiencies and a timeline for implementation.
Failure to submit a CAP or adhere to the provisions in the CAP can result in
a withhold of SAPT funds allocated to Contractor for the provision of
services, gnd/or termination of this contract for- cause

(b) Failure to comply with Mo_nitoring requirements shau result in:

i. DHCS shall issue a report to Contractor after conducting monitoring,
utilization, or fiscal auditing reviews of a county. When the DHCS
report identifies non-compliant sérvices or processes, it shall require
a CAP. The Contractor shall submit & CAP to DHCS within the
following timeframes of receipt of the DHCS report.

a. The CAP shall include a statement of the problem and the
goal of the actions the Contractor or its subcontracted
provider will take fo correct the deﬁcnency or non-cempllance.
The CAP shall;

(1)  Address the specific actions to correct deficlency-or
noh-compliance;

Identify who/which unit(s) will act; wholwhich unit(s)
are accountable for acting: and

(2)  Provide a timeline {0 complete _tﬁe actions.

i, DHCS will provide written approval of the CAP {0 the Contractor and
: the subcontracted provider. If DHCS does not approve the CAP
submitted by the Contractor, DHCS will provide guidance on the
deficient areas and request an updated CAP from the Contractor with
-anew deadline for submission.

iil. If the Confractor does not submit a CAP, or, does not implement the
approved CAP provisions within the designated timeline, then the
State may withhold funds until the Contractor is in compliance. The
State shall inform the Contractor when funds will be withheld.

Section 5: Investigations and Confidentiality of Administrative Actions

A. Contractor acknowledges that if a DMC provider is under investigation by the State or any
other state, local or federal law enforcement agency for fraud or abuse, the State may
temporarily suspend the provider from the DMC program, pursuant to W&{ Section
14043.36(a). Information about a provider's administrative sanction status is confidential
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until such time as the action is efther completed or resolved. The DHCS may also issue a
Payment Suspension to a provider pursuant to W&! Section 14107.11 and Code of Federal
Regulations, Title. 42, section 455,23, The Confractoris fo withhold payments from a DMC
provider during the time a Payment Suspension is in effect.

Contractor shall éxecute the Confidentiality Agreement, attached as Document A, The

Confidentiality Agresment permits DHCS fo communicate with Contractor conceming
subcontracied providers that are subject fo administrative sanctions.
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EXHIBIT A, ATTACHMENT |

DOCUMENTS INCORPORATED BY REFERENCE
FOR FISCAL YEAR 2014-2015

The following documents are hereby incorporated by reférence into the County contract though

they may not'be physically attached to-the contract but will be issued in a CD under separate
cover:

Document 1A: Title 45, Code of Federal Regulations 96, Subparts C and L, Substance
- Abuse Prevention and Treatment Block Grant Requirements

. http:/Awww.access.qpo.govi/narajefriwaisidx_04/45¢fr96_04.himl

Docurnent 1B: Title 42, Code of Federal Regulations, Charitable Choice Regulations

http:/fwww access.qpo.govlinaralclriwaisidx_04/42¢fr54 04.himi

Document 1C: . Driving-Under-the-Influence Program Requirements
Document 1D(b):  SAPT Female Offender Treatment Project (FOTP)

Document 1F(a): Reporting Requirement Matrix — County Submission Requirements for the
Department of Health Care Serviges

Docume.ht 1G:. Perinatal Sehf,icés Network Guidelines 2014 (for Non-DMC Perinatal
- Programs)

Document 1H(a): Service Code Descriptions

Document 1H(b):  Program Code Listing

Document 1H(c) :  Funding Line Descriptions

Document 1J{a): Nén-Drug Medi-Cal Audit Appeals Process
Document 1J(b): PMC Audit Appeals Procéss

Document 1K: Drug and Alcohal Treatment Access Report (DATAR)

http:/fwww.dhcs.ca.qoviprovgovpart/Pages/DATAR. aspx

Document 1P; Aleohol and/or Other Drug Program Certification Standards
(March 15, 2004)

http://www,dhcs .ca.qov/orovgovpartPages/Facility Certification.aspx

Document 1T CalOMS Preventiont User Mahual
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Document 1V:

Document 2A:

Pocument 2C;

Pocument 2E;

Document 2F;

Document 2K:

Docurment 2L{a):

Docurment 2L(b):

Docuinent 2P:

Dc?cument 2P(a):
Document 2P(bY:
Document 2P(c):
Document 2P(d):

Document 2P{e):

County Contract

County of San Francisco
#14-90096

Exhibit A, Aftachment |

Youth Treatment Guidelines

http://www.dhcs.ca.goviindividuals/Documents/Youth Treatment Guidelines
-pdf :

Sobky v. Smoley, Judgment, Signed February 1, 1995

Title 22, Calffornia Code of Regulations

hitp:/licer.oal.ca.gov

Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated
July 1, 2004)

http://www.dhics.ca.gov/provaovpart/Documents/DMC%20Documents%20for
%2Z0PED%20webpage/Drug%20Medi-

Cal%20Certification%20Standards. pdf
Standards for Drug. Treatment Programs (October 21, 1 981)

http:/iwww,dhcs.ca.gov/provdovr art/Documents/DMC%ZODocuments%ZOfor
9%20PED%20webpage/DMC%20Standards%20for%20Drug %20 Treatment%

20Programs.pdf

Multiple Billing Overfide Certification (MC 6700)

Good Cause Certification (MC 6065A)

Good Cause Certification. (MC 6065B)

County Certification - Cost Report Year-End Claim For Reimbursement

Drug Medi-Cal Cost Report Forms — intensive Outpatient Treatment — Non-
Perinatal (form and instructions)

Druig Medi-Cal Cost Report Forins — Intensive Outpatient Treatment —
Perinatal (form and instructions)

Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Individual
Couniseling —~ Non-Perinatal (form and instructions)

Drug Medi-Cal Cost Report Forms — Outpatieht Drug Free Individual
Counseling ~ Perinatal (form and instructions)

Drug Medi-Cal Cost Report Forms — - Qutpatient Drug Free Group Counseimg
- Non—Perenatal (form and instructions)



Document 2P(f):

Document 2P(g):

Document ZP(h}:

Document 2P(i):.

Document 3G

Document 3H:

Document 3J:

Document 3Q:

Document 38
Document 3T
Document 3T(a)

Document 3V

Document 4A;

Document 4B ;
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Drug Medi-Cal Cost Report Formis — Outpatient Drug Free Gréup Counseling

- Perinatal (form and instructions)

Drug Medi-Cal Cost Report Forms — Residential — Perinatal (form and

instructions)

Drug Medi-Cal Cost Report Forms — Narcotic Treatment Program — County —

Non-Perinatal {form and instructions)

Perinatal (form-and instructions)

‘Drug Medi-Cal Cost Report Forms — Narcotic Treatmerit Program ~ County —

California qué of Regulations, Title 9 ~ Rehabilitation and Developmental
Services, Division 4 — Department of Alcotiol and Drug Programs, Chapter 4

— Narcotic Treatment Programs

hitp://www.calregs.com’

California Code of Regulations, Txﬂe 9 — Rehabilitation and Developmental
Services, Division 4 ~ Department of Alcohol and Drug Programs, Chapter 8

- Certification of Alcohol and Other Drug Counselors

hitp://www.calregs.com

CalOMS Treatment Data Collection Guide

hitp:/fwww.dhcs.ca. qov/provqovpartlDocuments/CalOMS Tx Data Coflection G

uide JAN%202014.pdf

Quarterly Federal Financial Managenrient Report (QFFMR) 2014-15

hitp://www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx

CalOMS Treatment Data Compliance Standards

Non-Drug Medi-Cal and Drug Medi-Cal Lotal Assistance Funding Matrix

SAPT Authorized and Restricted Expenditures Information (Nov 2012)

Gulturally and Linguistically Appropriate Services (CLAS} National Standards

h’g{p://minoﬁtyhealth.hhs.qov/templétes!browse.aspx?Ivl=2&lvli D=15

Drug Medi-Cal Claim Submission Certification —County Contracted Provider

—~DHGS Form MC 8186 with Instructions

Drug Medi-Cal Claim Submission Certification — County Operated Provider —

DHCS Form MC 8187 with Instructions
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Document 4D : Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A)

Document 4E ; Treatment Standards for Substance Use Diagnosis: A Guide for Services
{Spring 2010)

Document 4F : Drug Medi-Cal (PMC) Se'rvicés Quarterly Claim for Reimbursement of

County Administrative Expenses (Form #MC 5312)

DPocument BA : Confidentiality Agreement
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Exhibit B
Budget Detail and Payment Provisions
Fiscal Year 201415

Part | - General Fiscal Pravisions

Section 1 —~ General Fiscal Provisions

A.

Fiscal Provisions

For services satisfactorily rendered, and upon receipt.and approval of documentation as
identified in Exhibit A, Attachiment 1, Part ll, DHCS agrees to compensate the Contractor for
actual expenditures incurred in accordance with the rates and/or allowable costs specified

herein,

Use of State Funds

Contractor may not use allocated Drug Medi-Cal State General Funds to pay for any non--

 Drug Medi-Cal services.

Funding Authorization

Contractor shall bear the. financial risk in prov:dmg any substance use disorder services
covered by this Contract.

Availability of Funds

It is understood that, for the mutual benefit of both parties, this Contract may have been
written before ascertaining the availability of congressional appropriation of funds in order to
avoid program and fiscal delays that would oceur if this Contract were not executed until
after.that determination. If so, State may amend the amount.of funding provided for in this
Contract based on the actual congressional appropriation.

Subcontractor Funding Limitations

Pursuant to HSC Section 11818(2)(A), Centractor shall reimburse its Subcontractors that
receive a combination of Medi-Cal funding and other federal or county realignment funding
for the same service element and location based on the Subcontractor's actual costs in
accordante with Medicaid reimbursement requirements as specified in Title XIX or Title XX|
of the Social Security Act; Title 22, and the State’s Medicaid Plan. Payments at negotiated
rates shall be settled to actual cost at year-end.
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Budget Contingency Clause

It is mutually agreed that if the Budget Act of the current vear and/or any subsequent years
covered under this Agreement does not apprppnate sufficient funds for the program, this
Agreement shall be of no further force and effect. In this event, DHCS shall have no liability
to pay any funds whatsoever to Confractor or to furnish any other considerations under this
Agreement and Contractor shall not be obligated to perform any provisions of this
Agreement.

i funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, DHCS shall have the option to either cancel this Agreement with no.liability
occurring to DHCS, or offer an agreement amendment to Contractor to reflect the reduced
amount.

Expense Allowability / Fiscal Documentation

1. Invoices, received from a Contractor and accepted and/or submitted for payment by
DHCS, shall not be deemed evidence of allowable agreement costs,

2. Contractor shall maintain for review and audit and supply to DHCS upon request,
adequate documentation of all expenses claimed pursuant to this Agreement to
permit a determination of expense allowability.

3. If the allowability or appropriateness of an expense cannot be determined by DHCS
because invoice detail, fiscal records, or backup documentation‘is nonexistent or
inadequate according to generally accepted accounting principles, and generally
accepted governmental audit standards, all questionable costs may be disallowed
and payment may be withheld by DHCS. Upon receipt of adequate documentation
supporting & disallowed or questionable expense; reimbursement may resume for
the amount substantlated and deemed allowable.

4, Costs and/or expenses deemed unallowable are subject to recovery by DHCS.
Maintenance of Effort for SAPT Block Grant |

1. Notwithstanding any other provision in this contract, the Director may reduce federal
funding allocations, on a dollarfor-dollar basis, to a county that has a: reduced or
anticipates reduced expenditures in a way that would result in a decrease in the
federal Substance Abuse Prevention and Treatment Block Grant furids.(42 U.S.C;
Sect 300x-30).

2. Priorto making any reductions pursuant i6 this subdivision, the Director shall notify
all counties that county underspending will reduce the federal Substance Abuse
Prevention and Treatment Block Grant maintenance of effort (MOE). Upon receipt
of notification, a county may submit a revision to the county budget initially
submitted pursuant to subdivision (a)'of Section 11978 in an effort to maintain the
statewide SAPT Block Grant MOE.
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3, Pursuant to subdivision (b) of Section 11978.1, 2 county shall notify the Departrment
in writing of proposed local changes fo the county’s expenditure of funds, The
Department shall review and may approve the proposed local changes depending
on the level of expenditures needed to maintain the statewide SAPT Block Grant
MOE.

Effective the date of execution of this Contract; nothing in this Contract waives the
protections provided to Contractor under Section 36 of article’ XlIi of the California

- Constifution (“Proposition 30"). Except where specifically. stated in the terms of this

confract, Contractor's-pérformance of any additional legal requirements, including, but not
fimited to court-ordered requirements and statutory or regulatory amendments, is subject to
Proposition 30's funding. requirements.

Section 2 — General Fiscal Provisions — Non-Drug Medi-Cal

A.

Revenue Collection

.Contractor shall conforthi to revenue collection requirements in Divigion 10.5 of the MSC,

Sections 11841, by raising revenues in addition to the funds allocated by the State. These
revenues mciude but are not limited to, fees for services, pnvate contributions, grants, or
other governmental funds. These revenues shall be used in support of additional alcohol

‘and other drug services or facllites. Each alcohol and drug program shall set and collect

client fees based on the client's dbility to pay. The fee requirement shall not apply to
prevention and early intervention services. Contractor shall identify in its annual cost report
the types and amounts of revenues collected.

Cost Efficiencies

It is intended that the cost {o the Contraétor in mairitaining the dedicated capacity and units
of service shall be met by the non-DMC funds allocated to the Contractor and other
Cantractor or Subcontractor reventies. Amounts awarded pursuant to Exhibit A,
Attachment 1, Part 1V, shall not be used for services where payment has been made, or can
reasonably be expected to be made under any other state or federal compensation or
benefits program, or where services can be paid for from revenues.

Section 3 — General Fiscal Provisions — Drug NMedi-Cal

A

Return of Unexpended Funds

Contractor assumes the total cost of providing covered services on the basis of the _
payments delineated in this Exhibit B, Part Il. Any State General Funds or federal Medicaid
funds paid to the Contractor, but not expended for DMC services shall be retumed to the

State,

Amendment or Cancellation Due to Insufficient Appropriation

- This Contract is valid and enforceable only if sufficient funds are made available to the

State by the United States Government for the purpose of the DMC program. It is mutually
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agreed that if the Congress does not appropriate sufficient funds for this program, State has
the option to void this contract or to amend the Contract to reflect any reduction of funds.

Exempfions

Exemplions to the provisions of ltem B above, of this Exhibit, may be granted by the
California Department of Finance provided that the Director of DHCS certifi les | in writing that
federal funds are available for the term of the contract.”

. Allowable costs

Allowable costs, as used in Section 51516.1 of Title 22 shall be determined in accordance
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services
(CMS), "Medicare Provider Reimbursement Manual (Publication Number- 15),” which can
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.qov.” in.
accordance with W&IC Sections 14132.44 and 14132.47, funds allocated to the Centractor
for DMC services, including funding for alcohol and other drug services for pregnant and
postpartum women pursuant to Title 22, Section 51341.1(c), may not be used as match for
targeted case management services or for Medi-Cal administrative activities.

Page 4 of 20
736



County Contract
County of San Francisco
#14-90096

Exhibit B

Exhibit B
Budget Detail and Payment Provisions -
Fiscal Year 2014-15

Part Il ~ Reimbursements

Section 1. General Reimbursement

A. Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government
Code Chapter 4.5, commencing with Section 927,

B. Amounts Payable

1.

The amount payable under this Agreement shall not exceed the amount identified

on the Standard Agreement.

Reimbursement shall he made for allowable expenses up to the amount annually
encumbered commensurate with the staté fiscal year in which serviges are
performed-and/or goods are received.

The funds ideftified for the fiscal years covered by under this Section, within this
Exhibi, are subject to charige depending on the availability and amount of funds
appropriated by the Legislature and the Federal Government. The amount of funds
available for expenditure by the Contractor shall be imited to the amount identified
in the final allocationis issugd by the State forthat fiscal year or the non-DMC

amount, whichever is less. Changes to auocated finds will require writteri

amendment to the Cantract.

For each fiscal year, the State may sellls costs for services based on edch fiscal
year year-end cost settlement report as the final amendment for the specific fiscal
year cost settlement repart to the approved single state/county contract.

Section 2. Non-Drug Medi-Cal -

A. . Amounts Payable for Non-Drug Medi-Cal

1.

State shall reimburse the Contfractor monthly in arrears an amount equal to one-
twelfth of the maximum amount allowed pursuant to Exhibit B of the contract or the
rost recent allocation based on the Budget Act Allocation, whichever is less. Final
atlocations will reflect any increases or reductions in the appropriations as reflected
in the State Budget Act allocation and any'subs_equent alloeation revisions,

Monthly disbursement to the Contract at the beginning of each fiscal year of the

Contract shall be based on the preliminary allocation of funds, as detailed in this
Exhibit.
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3. However, based on the expendifure information submitied by the counties in the
Quarterly Federal Financial Management Report (QFFMR) (Document 30}, State
may adjust monthly payments of encumbered block grant federal funds to extend
the length of time (not to exceed 21 months) over which payments of federal funds
will be made.

4, Monthly dlsbursements to the Contractor at the beginning of each fiscal year of the-
: Contract shall be based on the preliminary aliocation of funds, as detailed in Exhibit
B.

5. State may withhold monthly non-DMC payments if the. Contractor fails to;

(&) timely submit reports and data required by the State, including but not fimited
to, reports required pursuant to Exhibit A, Attachment 1; Part UL

(b}  submit the contract amendment within 90 days from issuance from the State
to the Cantractor.-

{c) submit and certify the compietion of Corrective Actlon Plans for serwces
provided pursuant to this contract.

6. Upon the ‘State’s receipt of the complete and accurate reports, data, or sighed
contract, the Coniractor's monthly payment shall commence with the next scheduled
monthly payment, and shall include any funds withheld due o 1ate submissioti of
reports, data and/or signed contract.

7. Adjustments may be made 1o the total of the Contract and amounis may be withheld
from payments otherwise due to the Contractor hereunder, for nonperformance {6
the extent that nonperformance involves fraud, abuse, or failure to achieve the
objectives of the provisions of Exhibit A, Attachment L, Part1V.

Payment Provisions

" For each fiscal year, the total amount payable by the State to the Contractor-for services
provided under Exhibit A, Attachment 1, Part IV, shall not exceed the encumbered amount.
The funds identified for the fiscal years covered by Exhibit A, Attachment I, Part IV, are
subject to change depending on the availability and amount of funds appropriated by the
Legislature and the Federal Government. Changes to encurnbered funds will require
written amendment to the Contract. State may settle costs for non-DMC services based on
the. year-end cost settlement report as the final amendment to the approved single
state/county contract,

in the even a contract amendment is required pursuant to- the preceding paragraph,
Contactor shall submit to the State information as identified in Exhibit E, Section 1.D. To
the extent the Contractor is notifi ed of the State Budget Act allocation prior to the execution
of the Centract, the State and the Contractor may agree to amend the coniract after the
issuance of the first revised allocation; :

Page 6 of 20,
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Accrﬁa.l of interest

Any interest accrued from State-allocated funds and retained by the Contractor must be
used for the same purpose as the Siate allocated funds from which the interest was
accrued.

Expenditure Period

Substance Abuse Prevention and Treatment (SAPT) Block Grant funds are allocated based
upon the Federal Grant award period. These funds must be expended for activities
authorized pursuant to 42 USC Sections 300x-21(b) through 300x-66; and Title 45, CFR,
Subpart L, within the-availability period of the grant award. Any SAPT Block Grant funds
that have not been expended by a Contractar at the end of the expenditure period identified
below shall be returned to the State for subsequent return to the Federal government.

1. The expenditure pefiod of the FFY 2014 award is October 1, 2013 through
June 30, 2015.

2. The expenditure period of thé FFY 2015 award i October 1, 2014 through
June 30, 2016, .

3, The expenditure period of the FFY 2016 award is. October 1, 2015 through .
June 30, 2017.

4, . The expenditure periad of the FFY 2017 award is' October 1, 2016 through
June 30, 2018,

5. The expenditure period of the FFY 2018 award is October 1, 2017 through
. June 30, 2019,

Contractors recelving SAPT Block Grant funds. shall comply with the financial management
standards contained in Title 45, CFR, Part 92, Sections 92.20(b){1) through {8}, and Title
45, CFR, Part 86, Section 96.30.

Non-profit Subcontractors recexv;ng SAPT Block Grant.funds shall comply with the financial
management standards contairied in Title 45, CFR, Part 74, Sections 74.21(b)(1) through
(4)-and (b)(7), and Part 96, Section 86.30.

Contractors receiving SAPT Block Grant funds shall track obligations and expenditures by
individual SAPT Block Grant award, mcludmg, but not fimited to, obligations and

. expenditures for primary prevention, services to pregnant Women and women with
dependent children. “Obligation™ shall have the same meaning as used in Title 45, CFR,
Part 92, Section 92.3.7

Additionally, Contractors expending SAPT Block Grant HIV Set Aside funds for HIV Early
intervention Services are required to collect data regarding their use of HIV Set—As:de funds
and to report this data to the State.

. Page 7 of 20
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Restrictions on the Use of Federal Block Grant Funds

Pursuant to 42 U.S.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided
by the Agreement o on the following activities: «

1. Provide inpatient sérvices;

2. Make cash payment o intended recipients of heaﬁh.sewices;

3. Purehase orimprove land, purchase, construct or permanently improve {other than
minar remodelmg) any building or other facility or purchase major medical
equipment;

4, Satisfy any requirement for the expenditure of non-Federal funds as a condition for
the recelpt of Federal funds

5. Provide financial asssstance to any enfity other than a public or nonprofit private
entity; .

6. Pay the salary of an individual through a grant or other extramural tnechanism at a

rate in excess of level | of the Executive Salary Schedule for the award year: see
hitp://arants.nih.gov/arants/policy/salcap summary.htm;

7. Purchase treatment services and penal or correctional institutionis of this State of
California; and

8. Supplant state funding of programs fo prevent and freat substance abuse and
related activities.

Section 3. Drug M‘edi-@:ai

A

To the extent that the Contractor provides the covered services in a satisfactory manner
and in accordance with the terms and conditions of this Contract, the State agrees to pay
the Contractor federal Medicaid funds according to Exhibit A, Attachment |, Part lil. Subject
to the availability of such funds, Contractor shall receive federal Medicaid funds and/or
State General Funds for allowable expenditures as established by the federal government.
and approved by the State, for the cost of services rendered to beneficiaries,

Any payment for covered services rendered pursuant to Exhibit A, Attachment |, Part V
shall only be made pursuant to applicable provisions of Title XIX or Title XXI of the Social
Security Act; the W&IC; the HSC; California's Medicaid State Plan and Sections 51341.1,
51490.1, 51516.1, and 51532 of Title 22.

It is understood and agreed that failure by the Contractor or its. Subcpniractors fo comply
with applicable federal and state requirements in rendering ¢overed services shall be.
sufficient cause for the State to deny payments to and/or recover payments from the
Contractor and/or terminate the Contractor or its Subcontractor from DMC program -

‘participation. If the State or the Department of Health and Hufhan Services (DHHS)

disallows or denies payments for any claim, Contractor shall repay to the State the federal

Page 8 of 20
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Medicaid funds and/or State General Funds it recsived for all claims so disallowed or
denied. The overpayment shall be recovered by any of the methods allowed in Title 22,
CCR, Sections 51047(z) and (b).

Before such denial, recoupment, or disallowances are made, State shall provide the
Contractor with written notice of its proposed action. Such notice shall include the reason
for the proposed action and shall allow the Contractor sixty (60) days to submit additional
information before the proposed action is taken, as required in Tille 22, CCR, Section”
51047(a). This requirement does notapply to the DMC Post Service Post Payment
Utilization Reviews.

The State shall refund to the Conlractor any recovered Federal Druug Medi-Cal overpayment
that is subsequently determined to have been erroneously-collected, together with interest,
in accordance with Title 22, CCR, Section 5104'7(e)

Contractor shall be reimbursed by the State on the basis of it actual net reimbursable cost,
not to exceed the unit of service maximum rate.

Claims submitted to the contractor by a sub-contracted provider that is ot certified or
whose certification has been suspended pursuant to the Welfare and Institutions Code
section 14107.11, and Code of Federal' Regulations, Tifle 42, section 455.23 shall not be
certified or processed for federal or staté reimbursement by the contractor. Payments for
any DMC services shall be held by the Contractor until the payment suspension is resolved.

i the svent a contract amendment is required pursuant ta the preceding paragraph,
‘Contractor shall submit to the State information as identified in Exhibit E, Section 1.D. To
the extent the Contractor is notified of the. State. Budget Act allocation prior to the execution
of the Contracl, the State and the Contractor may agree to amend the contract after the
issuarice of the first revised allocation,

Reimbursement for covered services, other than NTP services, shall be {imited to the iower
of:

1, the provider's usual and cusfomary charges to the general public for the same or
similar services;

2. the provider's actual allowable costs: or
3. the DMC SMA for the modality.

Reimbursement to NTF’s shall be limited to the lower of either the USDR rate, pursuant to
WRIC Section 140271.51(h), or the provider's usual and customary charge to the general
public for the same or similar service. However, reimbursement paid by a county to an NTP
provider for services provided to any person subject to Penal Code Sections 1210.1 or
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or
customary charge 1o the general public. {(W&IC Section 14021.51(h)}(2){A)).

Page 9 of 20
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State shall reimbirse the Cdntractor the State General Funds and/or federal Medicaid
amount of the approved DMC claims and documents submitted in accordance with Exhibit
A, Attachment |, Part il

State will adjust subsequent reimbursements to the Contragtor.to. actual allowable costs.
Actual aliowable costs are defined in the Medicare Provider Reimbursement Manual (CMS-
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Serwces, ‘
Baltimore, Maryland, or www.cms.hhs.qgov.

Contractors and Subcontractors must accept; as payment in full, the amounts paid by the
State in aceordance with Title 22, CCR, Section 51516.1, plus any cost sharing ¢harges
(deductible, coinsurance, or copayment) required to be paid by the client. However,
Contractors and Subcontractors may not deny services to any client eligible for DMC
services on account of the client's inability to pay or location of eligibility. Contractors and
Subcontractors may not demand any additional payment from the State, client, or other
third party payers.

Section 4. Drug Medi-Cal Direct Provider Contracts

AQ

Pursuant to W&IC 14124.21; DHCS shall coritract with qualifisd DMC providers within the
county when a county does. not contract to operate DMC services, in whole or in part,

The State will invoice the Contractor for the county realignment share of approved DMC
claims received by the State from the State’s subcontractor. Contractor shall reimburse the
State for the county realignment share of the approved DMC claims within 30 days of
recerpt of the invoice. If Contractor does not reimburse the State within 30 days of receipt
of the invoice, the State may offset the amount owed from any other funding owed to
Contractor by the State or any-other State agency. The parties acknowledge that the
State’s subcontractor shall be responsible for repayment of any disallowed claims.

However, in no event shall the State be liable for Medicaid reimbursement for any.
disallowed claims,

1. Any Contractor contracting with the State for the provision of services through NTP
providers may receive reimbursement of the NTP administrative rate.

2. As a result of the direct contract provider's settled cost report any County
Realignment funds owed to the direct contract provider will be handled through an
invoice process to the Contracior, Additionally, as a result of the direct contract
provider’s settled cost repart, any County Realignment funds owed fo the State will
be returned to the Contractor.
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Budget Detail and Payment Provisions
Fiscal Year 2014-15

Part Hll - Financial Audit Racﬁuirement_s

Section 1. General Fiscal Audit Requirements

A

In addition fo the requirements ideniified below, the Contra¢tor and its Subcontracts are
required to meet the audit requirements as delineated in Exhibit C, General Terms and
Coriditions, and Exhibit D(F), Special Terms and Conditions, of this Contract, -

All expenditures of county realignment funds, state-and federal funds furnished to the -

' Contractor and its Subcontractors pursuant to this Contract are subject to audit by the

State. Such audits shall consider and build upon external independent audits performed
pursuant o audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised December 2013). Objectives of such audits may include, but not limited to,
the following:.

1.0 To determine whether units of service claimed/reported-are properly documented by

setvice records and accurately accumulated for claiming/reporting;
2. . Tovalidate data reported by the Contractor for prospective contract negotiations,;
3. To provide technical assistance in addressing current year activitiés and providing

recommendation on internal controls, accounting procedures, financial records, and
compliance with laws and regulations;.

4, To deterrhine the cost of services, niet of related patient and participant fees, third-
: party payments, and other related revenues and funds;

5. To determine that expenditures are made in accordance with applicable siate and
federal laws and regulations and contract requirements, and/or; .

8. To determine the facts in relation to analysis of data, coniplaints, or allegations,
which may be indicative of fraud, abuse, wiliful misrepresentation, or failure fo
achleve thé Contract objectives of Exhibit C and D(F).

Unannounced visits may be made- at the discretion of the State.

The refusal of the Contractor or its Subcontractors to permit access to and inspection of
electronic or print books and records, physical facilities, and/or refusal o permit interviews
with employees, as described in this part constitutes an express and immediate material
breach of this Coniract and will be sufficient basis to terminate the Coniract for cause or
default. .

Reports of audits conducted by the State shall reflect all findings, recommendations,
adjustments and corrective action as a result of if's finding in any areas.
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Section 2. Non-Drug Medi-Cal Financial Audits

A.

Pursuant to OMB Circular A-133 §__.400(d)(3), Contractor shall monitor the activities of all
of its Subcontraciors to ensure that: |

1. Subgontractors are complying with program requxrements and achieving
performance goals

2. Subcontractors are complying with fiscal requirements, such as having appropriate
fiscal controls in place, and are using awards for autharized purposes;

Contractor can use a variety of monitoring mechanism, including limited scope audits, on-
site visits, progress reports, financial reports, and review of documentation support requests
for reimbursement, to meet the Contractor's monitoring objectives. The Contractor may
charge federal awards for the cost of these momtonng procedures as outlined in OMB
Circular A~133.

The Contractor shall submit to the State a copy of the procedures and any othier monitoring
mechanism used to monitor non-profit Subcontracts at the time of the County’s annual site
visit or within 60 days thereafter, Contractor shall state the frequency that non-profit
Subconiracts are monitored.

Limited scope-audits, as defined in the OMB Circular A-133, only include agréed-upon
engagements that are (1) conducted in accordance with either the American Institute of
Certified Public Accountants generally accepted auditing standards or attestation
standards; (2) paid for and arranged by pass-through entities (counties); and (3) address
one or more of the following types of compliance requirements: (i) activities allowed or
unallowed; (i) allowable costs/cost principals; (jii) eligibility; (9v) matching, level of effort

and earmarking; and (v) reporting.

Cn-site visits focus on compliance and controls over compliarice greas. The reviewer must
make site visits to the subcontractor locations(s), and can use a-variety of monitoring
mechanism to document compliance requirements, The finding and the corrective actior
will require follow-up by the Contractor.

Contractor shall be responsible for any disallowafice taken by the Federa¥ Government, the
State, or the California State Audit, as a result of any audit exception that is related fo the
Contractor’s responsibilities herein, Contractor shall not use funds administered by the
State to repay one federal funding source with funds provided by another federal funding
source, to repay federal funds with state funds, or to repay state funds with federal funds,
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution
of an audit appeal. Contractor agrees to develop and implement any corrective action
plans in a manner acceptable to the State in order to comply with recommendations
contained in any audit report, Such corrective action plans shall include time-specific
objectives to allow for measurement of progress and are subject to verification by the state.
within one year from the date of the plan.
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If differences cannot be resolved between the State and Contractor regarding the terms of -
the financial auditseftléments for funds expended under Exhibit A, Attachment ], Part v,
Confractor may request an appéal in accordance with the appeal process described in
Document 1.J(a), “Nen-DMC Audit Appeal Process;” incorporated by this reference. When
a financial audil is cohducted by the Federal Govermmerit, the State, or the California State
Auditor directly with a Subconitractor of the Contractor, and if the Subcontractor disagrees
with audit disallowances related to its programs, claims or services, Contractor shall, at the
Subcontractor's request, request an appeal to the State in accordance with Document

1J(a). Contractor shall include a provision in its-subcontracts regarding the process by

which ifs Subcontractors may file an appeal via the Confractors,

Comractors that conduct financial audits of Subcontractofs, other than a Subcontractor
whose funding consists entirely of non-Department funds, shall develop a process to
resolve disputed financial findings and notify Subcontractors of their appeat rights pursuant
to that process. This section shall not apply to those grievances or compliances arising
from the financial findings:of an audit or examination made by or on behalf of the State
pursuant to Atticle-IV of this Coritfact.

Pursuant to OMB Circular A-133, State may impose sanctions against the Contractor for
not submitting single or program-specific audit reports, or failure to comply with all other
audit requirements.. The sanctions shall include:

1. Withholding a percentage of ‘fe'deral awards until the audit is completed satisfactorily
2. Withhold or disaflowing overhead costs

3. Suspending federal awards until the audit is conducted; or

4, Terminaﬁng the federal award |

Section 3. Drug Medi-Cal Financial Audits

A.

In addition to the audit requirements set forth in Exhibit D(F), State may also conduct
financial audits of DMC programs, exclusive of NTP services, to accomplish any of, buf not
limited {0, the following audit objectives:

7. Toreview reported costs for validity, appropriate aflocation methodology, and
compliance with Medicaid laws and regulations;

8. To ensure that only the cost of allowable DMC activities are included. in reported
costs;

9. To determine the provider's usual and customary charge 1o the general public in

accordance with CMS (The Medicare Provider Reimbursement Manual) (CMS-
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services,
Baltimore, Maryland, or www.cms.hhs.gav, for comparison to the DMC cost per unit;

10.  To review documentation of units of service and determine the final number of
approved units of service; .

Page 13 91‘428



County Contract
County of San Francisco
#14-90096
Exhibit B

11.  To détermine the amount of clients’ third-party revenue and Medi-Cal share. of cost
to offset allowable DMC reimbursement; and,

12.  To compute final setilement based on the Iower of actual allowable cost; the usual
and customary charge, or the maximum allowance in accordance with Title 22,
Section 51516.1.

In addition fo the audit requirements set forth in Exhibit D(F), State may conduct financial
audits of NTP programs, For NTP services, the audits will address iters A(3) through A()
above, except that the comparison of the provider’s usual and customary charge in A(3) will
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audlts will
include, but not be limited {o:

1. Faor those NT P providers réciuirec} to submit a cost report-pursuant fo W&IC Section
14124.24, a review of cost aflocation methodology between NTP and other service
modalities, and between DMC and other funding sources; .

2. Areview of actual costs incurred for comparison to services claimed;

3. "Areview of counseéling claimsto ensure thét the appropriate group or individual
counseling rate has been used and that counseling sessions have been billed
appropﬁgtely}, ,

4,  Areview of the number of clients in group sessions fo ensure that sessions include
no less than four and no more than ten clients at the same time, with at least one
Medi-Cal client in attendance;

5, Computation of final settlement based on the lower-of USDR rate or the provider's
usual and customary charge to the general public; and,

B. A review of supporting service, time, financial, and patient records 1o verify the
validity of counseling claims,

Contractor shall be responsible for any disallowances taken by the Federal Government,
the State, or the Bureau of State Audits as a result of any audit exception that is related to
its responsibilifies. Contractor shall not use funds administered by the State to repay one
federal funding source with funds provided by another federal funding source, or to repay
federal funds with state funds, or to repay state funds with federal funds

Contractor agrees to promptly develop and implement any corrective action plans in.a
manner acceptable to the State in order to comply with recommendations contained in any
audit report. Such corrective action plans shall include time-specific ob;ectnves to allow for
measurernent of progress and are subject to verification by the State within six months from
the date of the plan :

Contractor, in coordination with the ‘State, must provide follow-up on all significant findings
in the audit report, including findings relating to a Subcontractor, and submit the results to
the State.
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If differences cannot be resolved bietween the State and the Contractor regarding the terms
of the final financial audit settlements for funds expended under Exhibit B, Contractor may
request-an appeal in accordance with the appeal process described in the "DMC Audit
Appeal Progess," Document 1J(b), incorporated by this reference. When a financiat audit is
conducted by the Federal Government, the State, or the Bureau of State Audlits directly with
a Subconfractor of the Contractor, and if the Subcontractor disagrees with audit
disallowances related to its programs, claims or services, Contractor shall, at the
Subcontractor's request, request an appeal to the State in accordance with Document
1J(b). Contractor shall include a provision in its subcontracts regarding the process by
which a ‘Subcontractdr may file an-audit appeal via the Contractor.

Providers of DMC serviees shall, upon request, make available {o the State thelr fiscal and
other records o assure that such provider have adequate recordkeéping capability and to
assure that reimbursement for covered DMC services are made in accordance with Title 22,
CCR, Section 51616.1. These records include, but-are not limited to, matters pertaining to:
1. Provider ownership, organization, and operation;

Fiscal, medical, and other recordkeeping systems;

Federal income tax status;

Asset acquisition, lease, sale, or.ather action;

Franchise or management arrangements;

Patient service charge schedules;

Costs of operation;

- Cost allocation methodology;

© B N e O ok~ w0 N

Amounts of income received by source and purpose; and,
10.  Flow of funds and working capital.

Gontractor shall retain records of utilization review activities required in Article Vi herem for
a minimum of three (3) years.
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A

Maintenance of Records

County Contract
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Contractor shall maintain sufficient books, records, documents, and other evidence
necessary for the State to audit contract performance and contract compliance. Contractor
shall make these records available to the State, upon request, to evaluate the quality and
quantity of services, accessibility and appropriateness of services, and to ensure fiscal
accountability. Regardless of the location or ownership of such records, they shall be
sufficient to determine if costs incurred by contractor are reasonable, allowable and
allocated appropriately. All records must be capable of verification by qualified auditars,

1.

Contractor shall include in any contract with an audit fim a clause to permit adcess
by the State to the working papers of the external independent auditor, and require
that copies of the working papers shall be made for the State at its request. -

Contractor shall keep adequate and sufficient finanicial records and stafistical data fo
support the year-end documents filed with the State. All records must be capabie of

verification by qualified auditors.

Accounting records-and supporting documents shall be retained fora three-year
period from the date the year-end cost settlement report- was approved by the State
for interim settlement. When an audit by the Federal Government, the State, or the
California State Auditor has been started before the expiration of the three-year
period, the records shall be retained until complétion of the audit and final resolution
of all issues that arise In the audit. Final settlement shall be made at the end of the
audit and appeal process. If an audit has not been completed within three years,
the interirn settlement shall be considered as the final settiement.

Financial records shall be kept so that they clearly reflect the source of funding for
each type of service for which reimbursement is claimed. These documents
include, but are not limited to; all ledgers, baoks, vouchers, time sheets, payrolls,
appointrent schedules, client data cards, and schedules for allocating costs. All

- records must be'capable of verification by qualified auditors.

Contractor's subconiracts shall require that afl Subcontractors comply with the

requirements of Exhibit A, Attachment |, Part V, Section 2.
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Should a Subcontractor discontinue its contraciual agreement with the Contractor,
or cease to conduct business in its entirety, Contractor shall be responsible for
retaining the Subcontractor’s fiscal and program records for the required retention
period. The State Administrative Manual (SAM) contains statutory requirements
governing the retention, :storage, and disposal of records pertaining o state funds.
Contractor shall follow SAM requirements Tocated at
hitp://sam.dgs:ca.gov/TOC/1600.aspx.

The Contractor shall retain all records required by Welfare and Institutions Code
section 14124.1, 42 CFR 433.32, and California Code of Regulations, Title 22,
Section 51341.1 et seq. for reimbursement of services and financial audit purposes.

In the expenditure of funds hereundeér, and as required by 45 CFR Part 96,
Contractor shall comply with the requirements of SAM and the laws and procedures
applicable 1o the obligation and expenditure of federal and state funds.

B. Dispute Resolution Process

1

Ir the event of a dispute under this Exhibit A, Aftachment |, Part IV, otherthan an
audit dispute, Contractor shall provide written notice of the particulars of the dispute
to the State before exercising any other available remedy. Written notice shall
include the confract number, The Director (or designee) of the State and the County
Drug or Alcohol Program Administrator (or designee) shall meet to discuss the
means by which they can effectan equitable resolution to the dispute. Confractor
shall receive a written response from the-State within sixty (60) days of the notice of
dispute. The written response shall reflect the issues discussed at the meeting and
state how the dispute will be resolved.

In the everit of a dispute over financial audit firidings between the State arid the
Contractor, Contractor may appeal the audit in accordance with the “non- DMC
Audit Appeal Process” (Document 1.)(z)). When a financial audit by the Federal
Government, the State, or the Cafifornia State Auditor is conducted directly with a
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit
disallowances related to its programs, claims or services, Contractor shall, at the
Subgontractor's request, request an appeal to the State in accordance with
Document 1J(a). Contractor shall include a provision in its subcontracts regarding
the process by which a Subcontractor may file an audit appeal via the Contractor.

As stated in Part llf, Section 3, of this Exhibi{, in the event of a dispute over financial

-audit findings between the State and the Contractor, Contractor may appeal the

audit in accordance with DMC Audit Appeal Process” (Document 1J(b)). When a
financial audit by the Federal Government, the State, or the California State Auditor
is conducted directly with a Subcontractor of the Contractor, and if the
Subcontractor disagrees with audit disallowances related to its programs, claims or
services, Contractor shall, at thé Subcontractor’s request, request an appeal to the
State in accordance with DMC Audit Appeal Process” {Document 1J(b)). Contractor
shall include a provision in its subcontracts regarding the process by which a
Subconiractor may file an-audit appeal via the Contractor.
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Contractors that conduct financial audits of Subcontractors, otherthana
Subcontractor whose funding consists entirely of non-Department funds, shalt
develop a process fo resolve disputed financial findings and notify Subcontractors of
their appeal rights pursuant to that process. This section shall not apply to those
grisvances or complaints arising from the financial findings of an audit or
examination made by or on behalf of the State pursuant to Part Il of this Exhibit.

To ensure that necessary corrective actions are taken, financiat audit findings are

either uncontested or upheld after appeal may be used by the State dunng
prospectwe contract negotiations. A
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Part V. Drug Medi-Cal Reimbursement Rates

"Uniform Statewide Daily Reimbursement (USDR) Rate” means the rate for NTP
services based on a unit of gervice that Is a daily treatment service provided pursuant to
Title 22, Sections 51341.1 and 51516.1 and Title 9, commencing with Section 10000
(Document 3G), or the rate for individual or group counseling. The following table shows
the proposed Fiscal Year (FY) 2014-15 USDR rates,

‘ Non-Perinatal Perinatal
Type of Unit of | {Regular) Rate Per Rate Per
Service Service (JOS) Uos Uos
NTP-Methadone Dosing Daily - $10.80 $11.79
NTP-Individual Counseling | One 10-minute |
& e $13.48 $21.06
: | Oné.10:minute ,
NTP Group Counseling (*) increment $2.01 $7.03

(*) The NTP contractors may be reimbursed for up to. 200 minutes (20-10 minute
incrernents) of individual and/or group counseling per calendar month per beneficiary. If-
medical necessity is met that requires additional NTP counseling beyond 200 minutes per
calendar month, NTP contractors may bill and be reimbursed for additional counseling (in
10 minute mcrements) Medical 1ustnf10atxon for the additional counseling must be clearly

documented in the patient record.

Reimbursement for covered NTP services shall be limited fo thé lower of the NTP's usual
and customary charge 1o the general public for the same or similar services or the USDR
raté.

Page 19 of 20
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County Contract

County of San Francisco
#14-90006

Exhibit B

“Unit of Service™ means a face-to-face contact on & calendar day for outpatient drug free,
intensive outpatient treatment, perinatal residential, and Naltrexone treatment services.
Only one face-to-face service contact per day is covered by DMC except in the case of
emergencies when an additional face-to-face contact may be covered for intake crisis.
intervention or collateral service. To count as a unit of service, the second contact shall not
duplicate the services provided on the first contact, and each contact shall be clearly
documented in the beneficiary's record. While the rates are approved by the State, they
are subject to change through the regulation process. Units of service and proposed SMA
for FY 2014-15 are identified in the following table. ,

Service Type of Unitof | Non-Perinatal Perinatal

Service (UOS) (Regular) Rate Per | Rate Per UOS
UGS

Intensive Outpatient Face-to-Face Visit $56.44 $80.78

Treatment ‘

Naltrexone Treatment Face-to-Face Visit $19.06 NA

Outpatient Drug Free Face-io Face Visit $67.38 ' $105.32
— Individual (per ‘
person) .
Face-to-Face Visit © $26.23 - $63.33
~ Group {per . '

. person) .
Perinatal Residential Daily — Residential NA $99.43
‘ Day

\ Page 20 of 20
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Exhibit B, Attachment | - Funding for Fiscal Year 2014-15 thmugh F¥ 2016-17

Exhibit 13, - entl

Versiond, Originat
Date: 71112034
{County:Sen Franciseo | {Contract Number: 14-90036 ]
2014-15 Fonding . 2015-16 Funding 2016-17 Funding
Fiscal Year 2014-15 Amount Fiscal Year 201516 Ambyat Fiscal Year 2016-17 Amount
&

Drug Medi-Cal SGF

State General Funds £7£1g14 10 sgsogm[

430,930

Drug Medi-Cal SGF

State General Funds (2/1/15 to 6/30/16%

450,230

Drug Medi-Cal SGF

State General Fuads {7/1/16 £0.6/30/17}

TOTAL

490,930

TOTAL

TOTAL

480,830

490,930

SAPT Block Grant - FFY 2015 Award (16/3{14to0 6/30/18)

SAPY Block Grant » FFY 2016 Award (017150 6/30/17) [

SAPT Block Grant - £FY 2017 Award (10/1/16 ta 6/30/18]

o1
w

- Dlscretlonary 5,598,040 - Discretionary 5,598,040 - Discretionary 5,598,040
- Adolescent/Yeuth 368,182 - Adolescent/Youth 368,182 - Adolescant/Youth 368,182
- Prevention Set-Aside 2,184 472 - Prevention Set-Aside 2,184,472 -~ Prevention Set-Asida. 2,184,472
- Friday Night Live/Club Live 30,000 - Friday Night Live/Club tive 30,000 - Friday Night Live/Club Live 30,0700
- HIV Set Aside 1,363,953 - HIV Set Aside 1,263,953 - IV Set Aside 1,363,553
- Perintal 303,303 - Perintal 302,303 -~ Perintsl 303,303
TOTAL 9,847,950 TOTAL 9,847,850 TOTAL 8,847,950
Dryg Medi-Cal Federal Share (2/1/14 to {30715} SRR Drug Medi-Cal Federal Share (771715 to 6/30/3 3 Drug Medi-Cal Fede hare (7/1/16 0 6/30/1F » S
- Non Perinatsl Federal Share 673,803 - Non Perinata| Federal Share 573,8D3] . - Non Perinatal Federal Share ~ £73,803
- Perinatal Federal Share 70,658 - Perinatal Federsl Share " 70,658 - Perinatal Federal Shace 70,659
TOTAL 744,462 TOTAL 744,462 TOTAL 744,462
GRAND TOTAL 11,083,342 GRAND TOTAL 11,083,342 GRAND TOTAL] 11,083,342
il THREE-YEAR TOTAL] 33,250,026]
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California Department of Health Gare Services Exhibit D(F)

3

Special Terms and Conditions
{For federally funifed service confracts or agreements and grant agreements)

The use of headings or titles throughout this exhibit is for convenience only and shall not be used 1o interpret
or to governy the meaning of any specific term or condition.

The ferms "contract’, "Confractor® and “"Subcontractor” shall also mean, “agreement’, "grant', “grant
agreement" "Grantee”" and "Subgrantee” respectively.

The terms "Cahforma Depaitment of Health Care Servxces" *California Department of Health Services' ,‘
‘Department -of Health Care Services', “Départmient of Health Services®, “CDHCS”, “DHCS’, "CDHS", and
“DHS" shall all have the. same meaning and refer fo.the Califérnia State agency that is a party to fhis

Agreement,

This exhibit contains provisions that require strict adherence to various contracting laws and policies. Some
provisions herein are conditional and enly apply if specified conditions exist (i.e., agreement fofal exceeds a
certain amount; agreement is federally funded, etc.). The provisions herein apply to this Agreemenit unless
the prowsmns are removed by reference oni the face of this Agreement, the provisions are superseded by an
alternate provision appearing elsewliers in this Agreement, or the applicable conditions do. not exist.

Index.of Special Terms and Conditions

1. Federal Equal Employment Opportunity 17, Human Subjects Use Requirements
Requirements 18. Novation Requirements
2. Travel and Per Diem Reimbursement 19." Debarment and Suspension Certification
3. Proourement Rules - 20. Smoke-Free Workplace Certification
4,  Eguipment Qwnership / Inventory/ Dnsposxtion | 21, covenant Again st Contingent Fees
5. Subconiract Requirements 2. Payment Withholds
6. Income Rastrictions . 23. Performance Evaluation
7. Audit and Record Retention | 24.  Officials Not to Benefit
8. ‘Site lnsp‘_a»}ction N 25. Four-Digit Date Compliance
9. Federsl ConractFunds 26. Prohibited Use of Staté Funds for Softivare
10. intellecmal Prope@ Rights 27.  Use of Small, Minority Owned and Women's
11. Alr or Water Pollution Requirements Businesses
12. Prior Approval of Trairing Semiinars, Workshops { 28.  Alien Ineligibility Cerification
or Conferenpes 29,  Union Organizing
13, Confidentizlty of Information - |1 30. Gontract Uniformity (Fringe Benefit
14. Documents, Publicatiors;, and Writtén Reports Allowability) _
15. Dispute Resolution Process {Revised 2/2012) 31. Suspension or Stop Work Nofffication
16. Financial and Complance Audit Requirements 32, Lobbying Restrictions and Disclosure
Cerfification
DHGS-Exhiblt DF (2/12) A ' Page 1 of 26
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Departmant of Health Care Services « Special 1enms and Conditions . Exhibit D{F}

1.

Federal Equal Opportunity Requirements.

¥

{Applicable to all federally funded agreements entered into by the Department of Health Care Services)

&,

d,

8.

The Contractor will not discriminate against any employee or applicant for employment because of race,

color, religion, sex, national origin, physical of mental handicap, disability, age or status as a dxsabled.

veteran or veteran of the Vietnam era. The Confractor will take affirmative action to ensure that qualified
applicants are employed, and that employees are freated during employment, without regard to their
race, color, religlon, sex, national origin, physical or mental handicap, disability, age or status as a

-disabled veteran or veteran of the Vietnam era. Such action shall include, but not be limited to the

following: employment, upgrading, demotion or transfer; recruitment or. recruitment advertising; layoff or

termination; rates of pay or other forms of compensation; and career development opportumties and -

selection for training, including apprenticeship. The Contractor agrees to post in conspicuous places,
available to employees and applicants for employment, notices to be provided by the Federal

Government or DHCS, setting forth the provisions of the Equal Opportunity clause, Section 503 of the-

Rehabilitation Act of 1973 and the affirmative action clause required by the Vietnam Era Veterans'
Readjustment Assistance Act of 1974 (38 U.S.C. 4212). "Such notices shall state the Contractor's
obligation under the law to take affirmative action to employ and advance in employment qualified
applicants without discrimination based on their race, color, religion, sex, national erigin. physical or
mental handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the
rights of applicants and employees.

The Contractor will, in all solicitations or advancements for employees placed by or on behalf of the
Contractor, state that all qualified applicants will receive consideration for employment without regard fo
race, color, religion, sex, national origin physical or mental handicap, disabllity, age or status as a
disabled veteran or veteran of the Vietnam era,

The Contractor will send to each labor uhion or representative of workers with which'it hias a collective
bargaining agreement or other contract or understandmg a notice, to be provided by the Federal
Government or the State, advising the labor union or workers’ representatwe of the Contractor's
commitments under the provisions herein and shall past copies of the notice in conspicuous places
available to employees and &pplicants for employment.

The Contractor will compty with all provisions of and farnish all information and reports requlred by
Section 503 of the Rehabilitation Act of 1973, as aménded, the Vieinam Era Veterans' Readjustment
Assistance Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No. 11246 as amended,
including by Executive Order 11375, ‘Aménding Executive Order 11246 Relating to Equal Employment
Opportunity,’ and as supplemented by regulation at 41 CFR part 60, “Office of the Federal Contract
Compliance Programs, Equal Employment Opporiunity, Department of Labér,” and of the rules,
regulations, and relevant orders of the Secretary of Labor.

“The Gontractor will furnish all information and reports réquired by Federal Executwe Order No. 11246 as

amended, including by Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal
Employment Opportunity,' and as supplemented by regulation at 41 CFR part 60, “Office of the. Federal
Contract Compliance Programs, Equal Employment Opporfunity, Department &f Labor,” and the
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or
pursuant' thereto, and will permit access to its books, records, and accounts by the State and its
designated representatives and the Secretary of Labor for purposes of investigation to ascerfain
compliance with such rules, regulations, and orders.

In the event of the Contfractor's noncompliance with the requirements of the provisions herein or with any
federal rules; regulations, or orders which are referenced herein, this Agreement may be cancelled,
terminated, or suspended in whole or In part and the Contractor may be declared ineligible for further
federal and stafe contracts in accordance with procedures. authorized in Federal Executive Order No.
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in

Federal Execulive Order No. 11246 as amended, including by Executive Order 11375, ‘Amending

Executive Order 11246 Relating to Equal Employment Opportunity,' and as supplemented by regulation
at 41 CFR part 60, “Office of the Federal Contract Compliance Programs, Equal Employment

Opportunity, Department of Labor,” or by rule, regulation, or order of the Secretary of Labor; or as

otherwise provided by law.

DHCS-Extibit DF (2/12) ' Page 2 of 26
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Exhibit D(F)

Department of Health Care Services - Special Terms and Conditions

g. The Contractor will include the provisions of Paragraphs a through g in every subcontract or purchase
order unless exempled by rules, regulations, or orders of the Secretary of Labor issued pursuant to
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, ‘Amending
Executive Order 11246 Relating to Equal Employment Opportunity,’ and as supplemented by regulation
at 41 CFR part 60, “Office of the Federal Gontract Compliance Programs, Equal Employment
Opportunity,.Department. of Labor, or Section 503 of the Rehabilitation Act of 1973 or (38 U.S.C. 4212)
of the Vietnam Era Veteran's Readjustment Assistance Act, so that such provisions will be binding upon
each subcontractor or vendor. The Contractor will take: such action with respect to any subcontract or
purchase order-as the Director of the Office of Federal Contract Compliance Programs or DHCS may
direct:as a means of enforcing such provisions including sanctions for noncompliance provided, however,
that inthe event the Contractor. becomes involved in, or is threatened with litigation by a-subcontractor or
vendor ag a resilt of such direction by DHCS, the Coritractor may request in writing to DHCS, who, in
turn, may request the United States to enter into such httgatlon to protect the interests of the State and of

the United States.
2. Travel and Per Diem Reimbursement
(Applicable If travel and/or per diem expenses are refmbursed with agreement funds.)

Reimbursement for travel and per diem expenses from DHCS under this Agreement shall, unless otherwise
specified in‘this Agréement, be at the rates currently in effect, as established by the California Department of
Personnel Admiinistration {DPA), for nonrepresenied state empldyees as stipulated in DHCS' Travel
Reimbursement Information Exhibit, If the DPA rates change during the term of the Agreement, the new
rates shall apply upon their effective date and no amendment fo this Agreement shall be necessary.
Exceptions to [DPA rates may be approved by DHCS upon the submission of a statement by the Contractor
indicating that such rates are not-available fo the Confractor. No trave! outsidé the State of California shafl be
reimbursed without prior authorization from DHCS. Verbal authorization should be confirmed in writing,
Written authorization may be in a form including fax or emait confirmation.

3. Procur‘ement Rules

{(Applicable to agreements’ in which equipment/property, commodities andfor supplies are furnished by DHCS
of expenses for said items are-reimbursed by DHCS with state or federal funds provided under the

Agreemient.)
a. Equipment/Property definitions. ‘
Wherever thé term equipment andfor property Is used, the following definitions sha!l'appiy'

{1 Major equipment/propeity: A tanglble or intangible ftem havmg a base unit cost of $5.800 or more
with a Hife ‘expectanicy of ahe (1) year or more and is either furnished by DHCS or the cost is
reimbursed through this Agreement. Software and videos are examplés of intangible items. that mest

this definition.

(2) Minor equipment/property: A tangible item having a base unit cost of less than §5,00 with a life
expectancy of oné (1) year or morg ard is: sither furnished by DHCS ar the cost is reimbursed

through this Agreemient.

b. Government and public entities (including state colleges/universifies and auxiliary organizations),
whether acting as a contractor and/or stibcontractor, may secure all commodities, supplies, equipment
and services related to such purchases that are required in performance of this Agreement. Saild
procurements are subject to Paragraphs d through h of Provision 8. Paragraph ¢ of Provision 3 shall
also apply, f equipmient/property purchases are delegated to subcontractors that are nonprofit

organizations or commercial businésses.

c. Nonprofit organizations and commercial businesses; whether acling. as & contractor and/or
subcontractor, may secufe commodities, supplies; equ:pmentfproperty and setvices related fo such
purchases for performance under this Agreement

{1) Equipment/property purchases shall not exceed.$50,000 annuaiiy.
To secure equipment/property above the annual maximum limit of $50,000, the Contractor shall
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Department of Health Care Services » Special Terms and Conitions ' Exhibit D(F) .

e,

make arrangements through the appropriate DHCS Program Contract Managsr, to have all ‘
remaining equipment/property purchaséed fhrough DHCS' Purchasing Unit. The cost of

equipment/property purchased by or through DHCS shall be deducted from the funds available in this
Agreement. Contracior shall submit to the DHCS Program Contract Manager a list of

equipment/property specifications for those items that the State must procure. DHCS may pay the.

vendor directly for such arranged equipment/property purchases and title to the equipment/property
will remain with DHCS, The equipment/property will be delivered {o the Contractor's address, as

stated on the face of the Agreement, unless the Confractor notifies the DHCS Program Contract

Manager, in writing, of an alternate delivery address.

(2) All equipment/property purchases are subject to Paragraphs d through h of Provision 3. Paragraph b
of Provision 3 shall also apply, if equipment/property purchases are delegated to subcontractors that
are either'a governmeént or public entity.

{3) Nonprofit organizations and commercial businesses shall use a procurement system that meets the

following standards:

{2) Maintain a code or standard of conduct that shall govern the performance of 1ts officers,
employees, or agents engaged in awarding procurement contracts. No employee, officer, or
agent shall participate in the selection, award, or administration of a pracurement, or bid contract
in which, to his or her knowledge, he or she has a financial interest.

{(b) Procurements shall be conducted in a manner that provides, to the maximum extent pragtical,
open, and free competition..

(c) Procuremenits shall be conducted in a manner tHat provides for all of the following:
[1] Avoid purchasing unnecessary or duplicate items.

{21 Equipment/property solicitations shall be based upon a clear and accurate descriptiort of the
technical requirements of the goods to be procured,

[3] Take positive steps to utilize small ard veteran owned businesses.

Unless waived or otherwise stipulated in'writing by DHCS, prior written autherization from the appropriate

DHCS Program Contract Manager will be required before the Contractor will be reimbursed for any
purchase of $5,000 or more for commodities, supplies, equipment/property, and services related to-such
purchases. The Contractor must provide in ifs request for authorization all particulars necessary, as
specified by DHCS, for evaluating the necessity or desirability of incurring such costs. . The term
"purchase” excludes the purchase of services from a subcontractor and public utihty services at rates
established for uniform applicability to the general pubtic.

In spedial circumstances, determined by DHCS {e.g;, when DHCS has & need fo monitor’ certain
purchases, etc.), DHCS may require prior written authorizations and/or the submission of paid vendor
receipts for any purchase, regardless of dollar amount. DHCS reserves the right to either deny clairms for
reimbursement or to request repayment for any Contractor and/or subcontractor purchase thiat DHCS
determines to be unnecessary in carrying out performance under-this Agreement.

The Contractor and/or subcontractor must maintain a copy or narrative description of the procirement
system, guidelines, rules, or regulations that will be used to make purchases under this Agreement. The
State reserves the right to request a copy of these documents and to inspect the purchasing practices of
the Contractor and/or subcontractor at any time.

For all purchases, the Contractor and/gr subtontractor must maintain copies of alf paid vendor invoices,
documents, bids and other information used in vendor selection, for inspection ar audit, Justiications
supporting the absence of bidding (i.e., sole source purchases) shall also be maintained on file by the
Contractor and/or subcontractor for inspection or audit.

DHCS may, with cause (e.g. with reasonable suspicioh of unnecessary purchases or use of
inappropriate purchase practices, etc.), withhold, cancel, medify, or retract the delegated purchase
authority granted under Paragraphs b and/or ¢ of Provision 3 by giving the Contractor no less than 30
calendar days written notice,

DHCS-Exbibit DF (2/12) ' Page 4 of 26
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4

4. Equ:pmenthrcperty Ownership / Inventory / Disposition

(Applicable to agreements in which equipment/property is furmshed by DHCS and/or when said items are
purchased or reimbursed by DHCS with state or federat funds provided under the Agreement.)

a. Wherever the term equipment andfor property is used In Provlsnon 4, the definitions in Paragraph a of
Provision 3 shall apply.. )

Unless otherwise stipulated in this Agreement, all equipment and/or property that is
purchasedireimbursed with agreement funds or furnished by DHCS under the terms of this Agreement
shall be considéred state equipment and the property of DHCS.,

(1} Reporting of Equipment/Property Receipt - DHCS requires the reporting, tagging and annual
' inventorying of all equipment and/or property that is furnished by DHCS or purchased/reimbursed
with funds provided through this Agreement. ‘

Upon receipt -of equipment and/cr property, the Contractor shall report the receipt to the DHCS
Program Contract Manager. - To report the receipt of sald items and to receive property tags,
Contractor shall use a form or format designated by DHCS’ Asset Management Unit. If the
appropriate form (i.6., Contractor Equipment Purchased with DHCS Funds) does not accompany this
Agreéement, Conlractor shall request a copy from the DHCS Program Contratt Manager

(2) Annual Eguipmerit/Property Invefitory - If the Contractor enters info an dgréement with a term of
more than twelve monthis, the Confractor shall submit an annbal inventary of state-equipment and/for
property to the DHCS Prograri Contract Manager using a form or format designated by DHCS’ Asset
Management Unit. If an inventory report form (Le., hiventory/Disposition of DHCS-Funded
Equipment) does. nat accompany this Agreement, Comractor shall request a copy from the DHCS
Program Contract Manager Contractor shall:

{a) Include in the inventory report, equipment aridfor property in the Contractor's possession and/or
in the possession of a subcontractor (including independent consultants).

{b) Submit the mventory report to DHCS according to the instructions: appearing on the xnventory
form orissued by the DHCS Program Contract Manager.

(c) Contact the DHCS Program Contract Manager fo learn haw-to remove, trade-in, sell, transfer or
survey off, from the inventory report, expired equipment and/or properly that is no longer wanted,
usable or has passedits life expectancy. Instructions will be supplied by either the DHCS
Program Contract Manager of DHCS’ Assef Managemerit Unit.

b. Title to state equipment and/or property shalk not be affected by its incorporation or attachment to any
property not owned by the State,

c. Unless otherwise stipulated, DHCS shall be under no obligation to pay the cost of restoration, or
rehabilitation of the Contractor's andfor Subcantractor's facility which. may be affected by the removal of
any state equiprhent and/or property.:

d. The Contractor andfor Subcontractor shafl maintain and administer a sound business program for
ensuring the proper use, maintenance, repair, protection, insurance and preservation of state equjpment

~ andfor property.

(1) In administering this provision, DHCS may require the Contractor andfor Subcorntractor to repair or
replace, to DHCS! satisfaction, any.damaged, lost or stolen state equipment and/or property. In the
event of state equipment and/or miscellaneous property theft, Contractor and/or Subcontractor shall
immediately file a theft report with the appropriate’ police agency or thé California Highway Patrof and
Contractor shall promptly submit one copy of the theft report to the DHCS Program Contract

Manager.
e, linless otherwise stipulated by the Program funding this Agréement, ‘equipment andfor property

purchdsed/reimbursed -with agreement funds or furnished by DHCS under the terms of this Agreement,
shall only be used for performance of this Agreement or another DHCS agreement.
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3

Within sixty (60) calendar days prior to the termination or end of this Agreement, the Contractor shall
provide a final inventory report of equipment and/or property to the DHCS Program Gontract Manager
and shall, at that time, query DHCS as to the requirements, including the' thanner and method, of
returning state equipment andfor property to DHCS. Final disposition of equiprnent andlor properly shall
be at DHCS expense and according to DHCS instructions. Equipment and/or property disposition
instructions shall be issued by DHCS immediately after receipt of the final inventory report. At the
termination ar conclusion of this Agreement, DHCS may at its discretion, authorize the continued use of
state equipment and/or property for performance of work under a different DHCS agreement.

s

. Notor Vehicles

(Applicable only if motor vehicles are purchased/reimbursed with agresment funds or furnished by DHCS
under this Agreement.)

(1) If motor vehicles are purchased/reimbursed with agresment funds or furnished by PHCS under the
terms of this Agreement, within thirty {30) calendar days prior to the termination or end of this
Agreement, the Contractor andfor Subcontractor shall return such vehicles to DHCS and shall deliver

all necessary documents of title or regtstratlon to enable the proper transfer of marketable title to
DHCS.

(2) If motor vehicles are purchased/reimbursed with agreement funds or furms’ned by DHCS under the.
terms of this Agreement, the State of California shall be the legal owner of said motor vehicles and
the Confractor shall be the registered owner. The ‘Contractor and/or a subcontractor may only use
satd vehicles for performance and under the terms of this Agreement.

(3) The Contractor and/or Subconfractor agree that all operators  of motor vehucfes
purchased/rexmbursed with agreement funds or furnished by DHES under the terms of this
Agreement, shall hold a valid State of California driver's ficense. In the event that fen or more
passengers are to be tranisported in any onhe vehicle, the operator shall also hold a State of California
Class B driver's license. ‘

(4) If any motor vehicle is purchased/reimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, the Contractor and/or Subcontractor, as applicable, shall provide, maintain,
and certify that, at a minimum, the following type and amount of automobile liability insurance is in.
effect during the term of this Agreement or any extension period during which any vehicle remains in
the Contractor's and/or Subcontractor's possession;

Automabile Liability Insurance

{a) The Contractor, by signing this Agreement, hereby certifies that it possesses or will obtain
attomobile liability insurance in the amount of $1,000,000 per occurrence for hodily injury and
property daniage combined. Said insurance must be obtained and made éffective upon the
delivery date of any motor vehicle, purchased/reimbursed with agreement funds or furnished by
DHCS under the terms of this Agreement, to the Contractor and/or Subcontractor.

{b) The Contractor and/or Subcoritractor shall, as soon as practical, furnish a copy. of the certificate
of insurance to the DHCS Program Contract Manager. The certificate of insurance shall identify
the DHCS contract or agreement number for which the insurance applies.

(e} The Contractor andf/or Subcontractor agree that bodily injury and property damage liability
insurance, as required herein, shall remain in effect at all times during the term of this Agreement
or until such time as the motor vehicle is returned to DHCS..

G)] The Contractor andfor Subcontractor agree to provide, at least thirty (30) days, prior to the
expiration date of said Insurance coverage, a copy of a new certificate of insurance svidencing
continued coverage, as indicated herein, for not less than the remainder -of the term of this
Agreement, the term of any extension or continuation thereof or for a period of not less than one
G} year

{e) The Coritractor and/ot Subcontractor, if not a self-insured government and/or public entity, must
provide evidence, that any required certificates of insurance contain the following provisions:
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1] The insurér will not cancel the‘ihsured's coverage without giving thirty (30) calendar days
prior written notice fo the State (California Department of Health Careé Services).

[2] The State of California, its officers, agents, employees, and servants are included as
additional insureds, but only with respect t6 work performed for the State under this
Agreement and any extension or continuation of this Agreement.

[3] The insurance carrier shall notify the California Department of Health Care Services (DHCS),
in writing, of the Contractor's failure 1o pay premiums; its cancellation of such polities; or any
other substantial change, including, but not limited to, the status, coverage, or scope of the
required insurance. Stich nofices shall contain a reference to each agreement number for
which the insurance was obtained.

(fy The Contractor andfor Subcontractor is hereby advised that coples of certificates of insurance
may be subject to review and approval by the Department of General Services (DGS), Office of
Risk and Insuranceé Managenient. The Contractor shall be. riotified by DHCS, in writing, if this
provision is applicable to this Agreement. If DGS apprcval of the certificate of Insurance is
required, the Contractor agrees that no work or services shall be performed prior to obtaining
said approval.

(@) In the event the Contractor and/or Subcontractor fails to keep insurance coverage, as required

herein, in effect at all times during vehicle possession, DHCS may, in addition to any other
remedies it may have, terminate this Agreement upon the occurrerice of suchevent,

5. Subconiract Reguirements

{Applicable to agreements under which services are to- be performed by subcontractors including
independent consultants.)

a. Prior written authorization will be required before the Condractor enters into or is rezmbursed for any

subcontract for services costing $5,000 ar miore, Except as indicated in Paragraph a(3) herein, when
securing subeontracts for services exceading $5,000, the Contractor shall obtain at least three bids or
justify a sole source award. :

(1) The Contf‘actor must provide in fs request for authorization, all information necessary for evaluating

the necessity or desirability of incurring stich cost.

(2) DHCS may ideniify the information needed to fudfill this requirement.

(3) Subcontracts performed by the following entities or-for the service types listed below are exempt from

the blddmg and sole source justification réquiréments:

(8) Alocal govemmenta! entity or the federal government,

(b) A State college or State university from any State,

{c} A Joint Powers Authority;

(d) An auxiliary organization of a California State University or a California community college,

(e) A foundation organized to support the Board of Governors of the California Community Colleges,

() An auxiliary orgamzatlon of the. Student Ald Commission established under Education Code
§ 69522,

{g) Firms or individuals proposed for use and approved by DHCS' funding Program via acceptance
of an application or proposal for funding or pre/post contract award negotiations,

{h) Entities andfor service types identified as exempt from advertisig and competitive bidding in
State Contracting Manual Chapter § Section 5.80 Subsection B.3. View this publication at the

following Internet address: hitp:/imww.dgs.ca goviols/Resources/StateContractManual.aspx.

b. DHCS reserves the right fo approve or disapprove the selection of subcontractors and with advance

written notice, require the substitition of subcontractors and require the Contractor to ferminate
suhcontracts eéntered inta in support of this Agreement.
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6.

{1) U’pon teceipt of a writtenn nofice from DHCS requiring the substitution andfor termination "of a
subeontract, the Contractor shall take steps. to ensure the completion of any work in progress. and

select a replacement, if applicable, within 30 calendar days; unless a longer period is agreed to by

DHCS.

Actual subcontracts (i.e., written agreement befween the Contractor and a sﬁbé.ontractor) of $5,000 or
more are subject to the prior review and written approval of DHCS. DHCS may; at its discretion, elect to
walve this nght All such waivers shall be confirmed in writing by DHCS.

Contractor shall maintain a-copy of each subcuntract_ entered into in support of this Agreement and shall,
upon request by DHCS, make copies available for approval, inspection, or audit.”

DHCS assumes no responsibility for the payment of subcontractors. used in the performiance of this
Agreement. Contractor accepts sole responsibiiity for the payment of subgontractors used in the.
pefformance of this Agresment,

The Contractor is tesponsible for all performance requirementS under this Agreement sven though
performance may be carried out through a subcontract.

The Contractor shall ensure that-all subconitracts for services include provision(s) requiring compliance
with applicable terms and conditions specified in:this Agreement.

The Contractor agrees to include the following clause, relevant to record retention, in all.subcontracts for
services:

“(Subcontractor Name) agrees to maintain and preserve, until three years after termination of

(Agreement Number) and final payment.from DHCS to the Contractor, fo permit DHCS or any
duly authorized representative, to have access to, examine or audit any pertinent books,
documents, papers and records related to this subcontract and to allow interviews of any
employees who might reasonably have information related to such records.”

Unless otherwise stipulated in writing by DHCS, the Contractor shall be the subcontrac’tors sole pomt of
contact for all matters related to performance and payment under this Agreement.

Contractor shall, as applicable, advise ail subconiractors of their obligations pursuant to the following
numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 10,11, 12, 13, 14, 17, 18, 20, 24, 32 and/or
other numbered provisions herein that are deemed applicable.

Income Restrictions

Unless otherwise stipulated In this Agreement, the’ Contractor agrees that any refunds, rebates, credits, or
other amounts {including any interest thereon)- aceruing. fo or Teckived by the Confractor under this
Agreement shall be paid by the Contractor ta DHCS, to the extent that they are properly allocable fo costs for
which the Contractor has been reimbursed by DHCS under this Agreement.

Audit and Record Retention

{Applicable to agreements in excess of $10,000.)

&

b.

<.

“The Contractor and/or Subcontractor shall maintain books, records, documents, and other evidence,

accounting procedures and practices, sufficient to properly reflect all dlrect and indirect costs.of whatever
nature claimed to have been incurred in the performance of this Agreement, mclud;ng any matching
costs and expenses. The foregoing constitutes “records" for the purpose of this provision.

" The Contractor's ahd/or subcontractor's facility or office or such part theréof as may be engaged in the
performance of this Agreement and his/her records shall be subject at all reasonable times to inspection,
audit, and reproduction.

Contractor agrees that DHCS, the Department of General Services, the Bureau of State Audits, or their
designated rfepresentatives including the Comptroller General of the United States shall have the right to
review and to copy any records and supporting documentation pertaining to the performance of this
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Agreement. Contractor agrees to allow the auditor(s) access to such records during normal business
hours and to allow interviews of any employees who might reasonably have information related o such
records. Furthet, the Contractor agrees to include a similar right of the State to audit records and
interview staff in any subcoritract related to performance. of this Agreement. (GC 85467, CCR Title 2,
Section 1896).

d. The Contractor andfor Subcontractor shall preserve and make available his/her records (1) for a period
of three years from the date of final payment under this Agreement and (2) for such longer period, if any,
as is required by applicable statute, by any other provision of thxs Agreament, or by subparagraphs (1) or
(2) below,

(1) If this Agreement is completely or partially terminated, the records relating to the work terminated
shall be preserved and made available for a penQd of three years from the date of any resuiting final
seftlement,

{2) If any litigation, dlaim,. negotiafion, audit, or other action involving the reccrds has been started before
the expiration of the thrée-year period the records shall be retained until completion of the action and
resolution of all issues which arise-from i, or until the end of the regular.three-year period, whichever

is lafer.

e. The Contractor andfor Subcontractor shall comply with' the above reqmrements and be aware of the
- penalties for violations of fraud and fot obstructlon of investigation as set forth in Public Contract Code §

10115.10, if applicable.

f. The Contractor and/or Subcontractor may, at its discretion, following receipt of final payment under this
Agreement, reduce its. accounts, .books and records related to this Agreement to microfilm, computer
disk, CD ROM, DVD, or other data storage medium. Upon request by an authotized representative to
Inspect, audit or oblain coples of said regords, thé Contraclor andfer Subconiractor must supply or make
available applicable devices, hardware, andfor software necessary to view, copy andfor print said
records, Applicable devices may include, but are not limited to, micrafilm readers and microfiim printers,

elc,

g. The Contractor shall, if applicable, comply with the Single Audit Act and the audit reporting requirements
set forth in OMB-Circular A-133.

8. Site Inspection

The State, through .any authorized representatives, has. the right at all reasonable times fo inspect or
otherwise. evaluate the work: performed or being pefformed hereunder including subcontract supported
activities and the premises in which it Is being performed. 1if any inspection or, evaluation is made of the
premises of the Contractor or Subcontractor, the Contractor shall provide and shall require Subcentractors to
provide all reasonabie facilities  and assistance. for the safely and convenience of the authorized
represeniatives in the performance of their duties: All inspections and evaluatlons shall be performed in such

a manner as will not unduly.delay the work.

9. Federal Contract Funds
(A‘ppﬁcable only to that portion of an agreement funded in part or whole with federal funds.) '

a. It is mutually understood between fhe parties that this Agreement may have been written before
ascertaining the availability of congressional appropriation of funds, for the mutual benefit-of both parties,
in order to avoid program ahd fiscal delays which wou id occur ¥ the Agreement were executed after that

. determination was made.

b. This agreement is valid and enforceable only if sufficient funds are made avalilable to the State by the
. United States Government for the fiscal years covered by the lerm of this Agreement. In addition, this
Agreement is stbject {o any additional restrictions, limitations, or condltions enacted by the Congress or
any statute enacted by the Congress which may affect the provisions, terms or finding of this Agreement

in any.manner,
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¢, ItIs mutually agreed that If the Congress does not appropriate sufficient funds for the pragram, thns
Agreement shall be amended to reflect any reduction in funds.

d. DHCS has the option to invalidate or cancel the Agreement with 30-days advance written notice or fo
amend the Agreement fo reflect any reduction in funds. ‘

10. -intelle¢tual Properly Rights
a. Ownership.

(1) Except where DHCS has agreed in a signed writing to accept a license, DHCS shall be and remain,
without additional ¢ompensation, the sole owner of any and all rights, tile and ‘interest in all
inteliectual Property, from the moment of creation, whether or not jointly conceived, that are.made,
conceived, derived from, or reduced to practice by Contractor or DHCS and which resuit directly or
indirectly from this Agreement.

{2) For the purposes of this Agreement, fntellectual Property means recognized protectable nghts and
interest such as: patents, (whetheror not issued)-copyrights, rademarks, service marks, applications
for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia, color combinations,
slogans, moral rights, right of publicity, author’s rights, contract ‘and licensing rights, works, mask
works, industrial design rights, rights of priority, know how, design flows, methodologies; devices,
business processes, developments, innovations, good will and all other legal rights protecting
intangible proprietary information as may exist now and/or here after come into existence, and all
renewals and extensions, regardless of whether those rights arise under the laws of the United
States, or any other state, country or jurisdiction.

(a) For the purposes of the definition of Intelléctual Property, “works” means all lrterary works,
writings and printed matter including theé medium by which they are recorded or reproduced,
photographs, art work, pictotial and graphic representations and works of a similar nature, filti,
motion pictures, digital images, animation cells, and other audiovisual works including positives
and negatives thereof, sound recordings, tapes, educational materials, interactive videos and any
other materials or products created, produced, conceptualized and fixed in a tangible medium of
expression. It includes .preliminary and final products and any materials and information
developed for the purposes of producing those final products. Works does not include arficles
submitted to peer review or reference journals or independent research projects.

{3) In the performance of this Agreement, Contractar will exercise and ufilize certain of its Intellectual
Property in existence prior to the effective date of this Agreement. in addifion, under this Agreement,
Contractor may access and utilize certain of DHCS’ Intellectual Propetty in existence. prior fo the
effective date of this Agreement. Except as. otherwise set forth herein, Contractor shall net use any
of DHCS' Intellectual Property now existing or hereafier existing for any purposes without the. prior
written permission of DHCS. Except as otherwise set forth herein, neither the Contractor nor
DHCS shall give any ownership interest in or rights to its Intellectual Property to the other
Party. If during the term of this Agresment, Contractor accesses any third-party Intellectual Property
that is licensed to DHCS, Contractor agrees to abide by all licensé and confidentiality restrictions
applicable to DHCS in the third—party’s license agreement.

(4) Contractor-agrees to cooperate with DHCS in establishing or maintaining DHCS' exclusive rights in
the Intellectual Property, and in assuring DHCS' sele rights against third parties with respect to the
Intellectual Property. If the Contractor enters into any agreements or subcontracts with other parties
in order to perform this Agreement, Contractor shall require the terms of the Agreement(s) to inclida
all Intellectual Property provisions. Such terms must include, but are not limited to, the subcontractor
assigning and agreeing to assign to' DHCS all rights, fitte and interest'in Intellectual Property made,
conceived, derived from, or reduced to practice by the subcontractor, Contractor or. DHGS and which
result directly or indirectly from this Agreement or any subcontract,

(5} Contractor further agrees fo assist and cooperate with DHCS in all reasonable respects, ‘and execute

all. documents and, subject to. reasonable availability, give testimony and take all further acts

. reasonably nécessary to acquire, fransfer, maintain, and enforce DHCS' Intellectual Property rights
and interests.
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b. Retained Rights [ License Rights

(1) Except for Intellectual Property made, conceived, derived from, or reduced to practice by Contractor
or DHCS and which result-directly or indirectly from this Agreement, Contractor shall retain fitle to all
of its Intellectual Property to the extent such Intellectual Property is in existence prior to the effective

.date of this Agreement. Contractor hereby grants to DHCS, without additional compensation, a
permanent, hon-exclusive, royalty free, paid-up, worldwide, irrevocable, perpefual, non-terminable
license to use, reproduce, manufacture, sell, offer to sell, import, export, modify, publicly dand privately
displaylperform, distribute, and dispose Contractor’s Intellectual Property with the right to sublicense
through multiple fayers, for any purpose whatsoever, to the extent it i incorperated in the Intellectual
Properly resulting from this Agreement, unless Contracior assigns all rlghts titte and interest in the
Intellectual F‘rcperty as set forth herein, i :

(2) Nothing ini this provision shall restrict, limit, or otherwise prevent Contractor from using any ideas,
coricepts, know-how, methodology or techniqiies related to its performance under this Agreement,
provided .that Contractor's use does net infringe-the patent, copyright, trademark rights, license or
other Intellectual Property rights of DHCS or third party, or result in-a breach or default of any
provigions of this: Exhibit or result-in a breach of any provisions of law relating to confidentiality,

c. Copyright

(1) Contraclor agrees that for purposes of copyright law, all works [as defined in Paragraph 3, .
subparagraph (2)(a) of this. provision] of authorship inade by er on behalf of Contractor in connection
with Contracter's performance of this Agreement shall be d_eemed ‘works made for hire”. Contractor
further agrees that the work of each person utilized by Contractor in connection with the performance
of this Agreement will be a “work made for hire,” whether that person is an‘employee of Contractor or
that person has erftered into an agreement with Contractor to perform the work, Contractor shall
enter into a written agreement with any such person that: (i) all wark performed for Contractor shall
be deemed a “work made for hire® under the Copwight Act and (if) that person shall assign all right,
title, and interest to DHCS to any work product made; conceived, derived from, or reduced to practice
by Contractor or DHCS -and which result directly or indirectly from this Agreement.

{(2) All materials, including, but not limifed to, visual-works or text; reproduced or distributed pursuant g
this Agreement that include Intellectual Property made; ¢onceived, derived from, or reduced ta
practice by Confractor or DHCS and which result directly. or indirectly from this Agreement, shall
include DHCS' notice of copyright, which shall read'in 3mm or larger typeface: ‘@ [Enter Current Year
e.9., 2010, efc], California Department. of -Health Care Services. This material may not be
reproduced ar disseminated without prior written permission from the California Department of Health
Care Services.” This notice should be placed prominently on the materials and set apart from other
matter on thie page where it appears. Audio productions shall contain a similar audio notice of

copyrxght
d. Pate.nt Rights

With respect to inventions made by Contractor in the performance of this Agreement, whichi did not resuit
from research and development specifically Included in the Agreement's scope of work, Contractor
hereby grants to DHCS a license as described. under Section b of this provision for devices or material
incorporating, or made through the use of such inventions. If such inventions result from research and
deve!opment ‘work specifically included within the Agreement's scope of work, then Contractor agrees to
-assign to DHCS, without additional compensation,.all its right, title and interest in and to such inventions
ahd to assist DHCS in securing United States arid foreign patents with respect thereto.

g Third-Farly Inteliectual Property

Except as provided: herein, Contractor agrees: that its performance of this” Agreement shall not be

. ‘dependent upon or includé any’ Intellectual Praperty of Contractor or third party without first: {i) obtaining
DHCS’ piior written approval; and (i} granting t6 or obtaining for DHCS, without additional compensation,

g license, as described in Section b of this provisian, for any of Contractor's or third-party's Intellectual
Property in existence prior to the effective date of this Agreement: If such a license upon the these terms
is unattainable; and DHCS determines that the Intellectual Property should be included iiv or is required
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for S’Jontréctor’s performance.of this Agreement, Contractor shall obtain a license under terms acceptable
to DHCS,

f. Warranties
{1} Contractor represents and wafrants that:
(a) Itisfree to enter into and fully perform this Agreement.

{b) I has secured and will secure all rights and licenses necessary for its performance of this
Agreement. .

(¢} Neither Contractor's performarnce of this Agreement; nor the exercise by either Parly of the rights
granted in this Agreement, nor any use, reproduction, manufacture, sale, offer o sell, import,
export, modification, public and private dlsplay/performance, distribution, .and disposition of the
Intellectual Property' made, conceived;, derived from;. or reduced to practice by. Contractor or
DHCS and which resuit directly or mdlrectly from this Agreement will infringe Lipoh or violate any
Intellectual Property right, non-disclosure obligation, or other proprietary right or interest of any
third-party or entity now existing under the laws of, or hereafter existing or issiied by, any state,
the United States, or any foreign country. There Is currently no actual or threatened ¢laim by any
such third party based on an alleged violation of any such right by Contractor.

{d) Neither Contractor's performance nor any part of ifs perfarmance will violate the right of privacy
of, or constitute a libel or slander against any person or entity.

(e) Ilthas sec_ured and will secure all rights and licenses necessary for. Infellectual Property including,
but not limited to, consents, waivers or releases from all authors of music or performances used,
and talent (radio, television and motion picture: talent), owners of any interest in and to real
estate, site's,. locations, property or props that may be used or shown.

) It has not granted and shall not grant to any person or entity any rlght that would or might
derogate, encumber; or interfere with any-of the rights granted to DHCS inrthis Agreement.

(g) It has appropriate systems and controls in place o ensure that state funds will not be used in the
performance of this Agreement for the acquisition, operation or mamtenance of computer
software in violation of copyright laws. .

(h) It has ro knowledge of any o.ﬂtsiandin‘g claims, licenses or -other charges, liens, or
encumbrances” of any kind or -nature. whatsoever that could affest in any way Coniractor's
performance of this Agreement.-

{2) DHCS MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING. FROM
THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYR%GHT OR
THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

g. Intellectual Property Indemnity-

(1) Contractor shall indemnify, defend and hold harmless DHCS-and its licensees and assignees; and ifs
officers, directors, employees, agents, representatives, successors, and users of its products,
("Indemnitees”) from and against all claims, actions, damages, losses, liabilites (or actions or
proceedings with respect to any thereof), whether or not rightful, arising from any and all actions or
claims by any third party or expenses related thersto (including, but not limited to, all legal expenses,
court costs, and attorney’s fees incurred in investigating, preparing, serving as a witness in, of
defending against, any such claim, action, or proceeding, commenced or threatened) to which any of
the Indemnitees may be subject, whether or not Contractor is a party to any pending or threatened
litigation, which arise out of or are. related to (i) the incotrectness or breach of any of the
representations, warranties, covenants or agreements of Contractor pertaining to Intellectual
Property; or (i} any Intellectual Properly. Infringement, or any other type of actual or alleged
infringement claim, arising out -of DHCS' use, reproduction, manufacture, sale, offer to sell,
distribution, import, export, modification, public and. private performance/display; license, and
disposition of the Intellectual Property made, conceived, derived from, or reduced to practice by
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Contractor or DHCS and which result directly or indirectly from this Agreement. This indemnity
obligation shall apply irespective of whether the infringement claim is based on a patent; frademark
‘or copyright registration that issued after the effective date of this Agreement, DHCS reserves the
right to participate in and/or conirol,-at Contractofs expense, any such Infringement action brought
against DHCS.

{2) Should any Intellectual Property licensed by the Contractor to DHCS under this Agree'ment become
the subject -of an Intelléctaal Properly infringement ¢laim, Contractor will exercise its authorit’y
. Teasonably and in good faith to preserve DHCS' right to use the licensed Intellectual Property in
accordance with this Agreement at no expense to DHCS. DHCS shall have the right to monitor and -
appear through its own counsel (at Contractor's expense) in any such claim or action, In the defense
or setflement of the claim, Contractor may obtain the right for DHGCS to continue using the licensed
Intellectual Property; or, replace or modify the licensed Intellectual Property so that the replaced or
modified Intellectual Property becomes non-infringing provided that such replacement or modification
is’ functionally equivalent to the original licénsed intellectual Froperly. If such remedies are not
reasonably available, DHCS shall be entitled to a refund of all monies paid under this Agreement,
without restriction or limitation of any other rights arid remedies available at law or in equity.

(8) Contractor agrees that damages alone wottld be inadequate 1o compensate DHCS for breach of any
term of this Intellectual Property Exhibit by Confractor. Coniractor acknowiedges DHCS would siffer
ftreparable harm in the event.of such breach and agrees DHCS shall be entitled to obtain equitable
relief, including without limitation an injunction, from a court ‘of competent jurisdiction, without
testriction or limitation of any other rights and remedies available at law or in equity.

- h. Federal Funding

in any agreement funded in whole or in part by the federal government, DHCS may acquire and maintain
the Intellectual Property rights, tile, and ownership, which results direcfly or indirectly from the
Agreement; except as provided in 37 Code of Federal Regulations part 401.14; however, the federal
government shalt have a non-exclusive, nontransferahle, irrevocable, paid-up license throughout the
world to use, duplicate, or dispose of such Intellectual Property throughout the world in any manner for
governmental purposes.and to have and permit others to doso,

i, Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project
schedule.

41, Afr or Water Pollution Reguirements

Any federally funded agreement andlor subcontract in excéss of $100,000 must comply with the following
provisions unless said agreement is exempt under 40 CFR 15.5.

a. Government contractors_ agree to comply with all applicable standards, orders, or requirements issued
under. section 306" of the Clean Air Act [42 U.8.C. 1857(h)], section 508 of the Clean Water Act (33
U.8.C. 13868), Executive Order 11738, and Environmental Protection’ Agency régulations {40 CFR part

; 18).

b. Institutions of higher educatuon hospitals, nonprofit organizations and commercial businesses agree to
comply with all applicable standards, orders, or requirements issued under the Clean Air Act (42 U.S.C.
7401 et seq.), as amended, and the Federal Water Pollution Contrel Act (33.U.S.C. 1251 et seq.), as
amended. .

12. Prior Apprqval of Training Seminars, Workshops or Conferences

Contractor shall obtain prior DHGS approval of the lecation, costs, dates, agenda, instructors, Instructional
materials, and attendees at any reimbursable training seminar, workshop, or conference conducted pursuant
to this Agreement and of any reimbursable publicity or educational materials fo be made available for
distribution. The Contractor shall acknowledge the support of the State whenever publicizing the work under
this Agreement in gny media. This provision does not apply to necessary staff meetings or training sessions
held for the staff of the Contractor or Subcontractor to conduct routing business matters.
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13.

14.

15,

Confidentiafity of Information

a

The Contractor and fts employees, agents, or subcaniractors; shail protect from unauthorized disclosure

names -and other identifying information concerning persons either recsiving sefvices pursuant to-this

Agreemient or persofis whose names or identifying information become available or are disclosed to the
Contractor, its employees, agents, or subcontractors. as a result of services performed under this
Agreement, except for statistical information not identifying any such person.

~ The Contractor and its empioyees, agents, or subcontractors shall not use such identifying information

for any purpose other than carrying out the Cantractor's obligations under this Agreement,

The Contractor and its employees, agents, or subconitractors shall promptly fransmit 1o the. DHCS
Program Contract Manager all requests for disclosure of such ldenﬂfying information not emanating from
the client or person.

The .Coritractor shall not disclose; except as ctherwise specifically permitied “by this Agreement or
authorized by the client, any such identifying information to anyone other than DHCS without prior written
authorization from the DHCS Program Contract Manager, except i disclosure is required by State or
Federal law.

For purposes of this provision, identity shall include, but nof be 1mmted to name, identifying number,
symbol, or other identifying particular assigned 1o the individual, such as finger or veice print or a
photograph.

As deemed applicable by DHCS, this provision may be supplemented by addltaanal terms and conditions
covering personal health information (PHI) or personal, sensitive, and/or confidential information {(PSCI).

Said terms and conditions will be outlined in one or more exhibits that will either be attached fo this-

Agresment or mcorporated into this Agreement by reference.

Documents, Publications and Written Reports

{Applicable to agreements over $5, 000 under which publications; writtert reports and docurienis are
developed or produced. Government Code Section 7550. }

Any document, publication or wrliten report {excluding progress reporfs, financial reports and normal

contractual commumcaﬂons) prepared as a requirement of this Agreement shall contain, in a separate .

section preceding the main body of the document, the number and dollar amounts of all contracts or
agreements and subconiracls relating to the preparation of such document or repori, if the total cost far work
by nonemployees of the State exceeds $5,000.

Dispute Resolution Process

a.

A Contractor grievance exists whenever there is a dispute arising from DHGS’ action in the administration
of ap agreement. [f there is a dispute or grievance between the Contractor and DHCS, the Coniractor
must seek resoiution using the procedure outlined below.

(1) The Contractor should first informally discuss the problem with the DHCS Program Cantract
Manager. If the problem cannot be resolved informally, the Contractor shall direct its grievance
together with any evidence, in writing, to the program Branch Chief. The grievance shall state the
issues in dispute, the legal authority or other basis-for the Contractor's position and the remedy
sought: The Branch Chief shall render a decision within ten (10) workmg days after receipt of the

written grievance from the Contractor. The Branch Ghief shall respond in writing to the Contractor’

indicating the decision and reasons therefore. -If the Contractor dtsagrees with the Branch Chiefs
decision, the Contractor may appeal to the second level.

(2) When appesling to the second level, the Contractor must prepare an appeal indicéting the reasons
for disagreement with Branch Chief's degision. The Contractor shall include with the appeal a copy
of the Contractor's original statement of dispute along with any supporting evidence and a copy of the.
Branch Chief's decision. The appeal shall be addressed to the Deputy Director of the division in
which the branch is organized within fen (10) working days from receipt of the Branch Chief’s
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b.

desigions, The Deputy Darector of the division in which the branch is organized or his/her designee
shall meet with the Contractor to review the issues raised. A written dedision signed by the Deputy
Director of the division in which the branch 18 organized or histher desighee shall be directed {o the
Contractor within twenty (20) working days of receipt of the Contractor's second level appeal.

If the Contractor wishes to appeal the decision. of the Deptity Direcior of the division In which the branch
is organized or hisfher designee; the Contractor shall follow the procedures set forth in Health and Safety

Cotle Section 100171,

Unless otherwise stipulated in writing by DHCS, all dispute, grievance and/or appeal correspondence
shall be direcled to the DHCS Program Contract Manager.

There are organizational differenices. within' DHCS! fundmg program$ and the management levels
identified in this dispute resolution provision may not apply in every contractual sntuatlon When a
grievance is received and organizational differences exist, the Contractor shall be notified in writing by
the DHCS Program Contract Manager of the level, name, andlor title of the appropriate management

«official that is responsible for issuing a decision at a given level.

16. Financial and Compliance Audit Requirements

a.

b.

The deﬁmﬁcns used in this provisioh are contained in Section 38040 of the Health and Safety Code,
which by this reference is made a part hereof..

Direct service contract means a contract or. agreement for services contained in local assistance or
subvention programs or both (see Health and Safety [H&S] Code Section 38020). Direct service

.confracts shall not include contracts, agreements, grants, orsubventions to other governmental agencies

or units of government nor confracts or agreements wﬁﬁ regional centers or area agencies on aging
{H&S Code Section 38030).

The Contractor, as indicated below, agrees to obtain one of the following audits;

(1) ¥ the Contractor is a nonprofit organization (as defimed in H&S Code Section 38040) and
receives $25.000 or more from any State agency under a direct service contract or agreement; the
Contractor agrees'to obtain an annual single, organization wide, financlal and compliance audi, Said
audit shall be condUcted according to Generally Accepted Audxtlng Standards. This audit does not
fulfili the audit requirenients of Paragraph ¢(3) below. The audit shall.be completed by the 15th day
of the fifth month following the end of the Contractor’s-fiscal year, and/or

(2) ¥ the Contractor is a nonprofit-organization (as defined in. H&S Code Section 38040) and
recelves less than $25,000 per vear from any State agency under a direct service contract or
agreement, the Contractor agrees to obtain a bienmial single, organization wide financial and
compliance audit, unless there is evidence of fraud or cther Violation of state law in connection with
this Agreement. This audit does not fulfill the audit requirements of Paragraph ¢(3) below; The audit
shall be-completed by the 15th day of the fifth month following the end of the Condractor's fiscal year,

andior

(3) K the Contracior is a State or Local Government entity or Nonprofit organization (as defined
by the Federal Office of Management and Budget [OMB] Circular A-133) and expends $500,000
ot _mgre in Federal awards, the Coniractor agrees to obtain an annual smgle, organization wide,
financial and compliance audit according to the requirements specified in OMB Circular A-133
entitled "Audits of States, Local Governments, and Non-Profit Organizations®. An audit conducted
pursuant to this provision will fulfill the audit requirements outlined in Paragraphs (1) and o(2) above.
The audit shall be completed by the end of the ninth month following the end of the audit period. The
requirements: of this provision apply if:

(a) The Coniractor is a reciplent expending Federal awards received. directly from Federal awarding
agercies, or

{b) The Contractpf is a subrecipient expending Federal awards received from a pass-throuigh entity
such as the State, County of community based organization,
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17.

~ (4) K the Contractor submits to DHCS a report of an. audit other than an OMB A-133 audit, the

Contractor must also submit a certffication indicating the Contractor has not expended $500,000 or
more in federal funds for the year covered by the audit report.

Twio copies of the audit report shalf be delivered to the DHCS ‘program fuhding this Agreement. The
audit report must identify the Contractor's legal name and the number assigned to this Agreement. The
audit report shall be due within 30 days after the completion of the audit. Upon receipt of said atidit
report, the DHCS Program Contract Manager shall forward the audit report to DHCS' Audi.ts and
Investigations Unit if the audit report was submitted under Section 16.¢(3), unless the audit report is from
a City, County, or Special District within the State of California whereby the report will be retained. by the
funding program.

The cost of the. audits described herain may be included in the funding for this Agreement up to the
proportionate amount this Agreement represénts of the Contractor's tofal revenue. The DHCS program
funding this Agreement must provide advance written approval .of the specific: amount aliowed for said

audst expenses.

The State or its authorized designee, including the Bureau of State Audits, I responsible for conducting:

agreement performance audits which are not financial and compliance audits. Performanoe audits are
defined by Generally Accepted Government Auditing Standards.

Nothing in this Agreement limits the State’s responsibility or authority t6 enforce State law or regulations,
procedures, or reporting requirements arising thereto.

Nothing in this provision limiits the authorily of the State {o make audits of this Agreement, provided

however, that If independent audits arranged for by the Contractor meet Generally Accepted

Governmental Auditing Standards, the State shall rely on those audits and any additional audit work’ and
shall build upon the work already done.

The State may, at its.option, direct its own auditors to perform either of the audifs described above. The
Contractor will be given advance written notification, if the State chooses to exercise its optiori to perform
said gudis.

The Confractor shall include a dlause in any agreement the Contractor énters info with the audit firm
doing the single organization wide audit to provide access by the State or Federal Governmant o the
working papers of the independent auditor who' prepares the smgle organization wide audit for the
Contractor.

Federal or state auditors shall have "expanded scope auditing” authority to eonduct specific program
audits during the same period in which a single organization wide audit is being performed, but the audit
report has not been issued. The federal or state auditors shall review and have access to the current
audit work being conducted and will not apply any testing or review procedures which have not been
satisfied by prewous audit work that has been completed.

The term "expanded scope auditing” is applied and défined in the U.S. General Accounting Office (GAQ)

-issued Standards for Audit of Government Organizations, Programs, Activities and Functions, better

known as the "yellow hook",

Human Subjects Use Requirements

(Applicable only to federally funded agiéements/giants in which performance, directly or through a
subcontract/subaward, includes any iests or examination of materials derived from the human body )

By signing this Agresment, Contractor agrees that if any performance under this Agreement or any
subeoniract or subagreement includes any tests or examination of materials derived from the human body for

. the purpose of providing information, diagnosis, prevention, treatment or assessment of diseass, impairment,
or health of a human being, all locations at which such examinations are performed shall mest the
requirements of 42 U.S.C. Section 263a (CLIA) and the regulations thereunder.
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Novation Reguirements

If the Contractor proposes: any novation agreement, DHCS shall act upon the. proposal within 60 days after
receipt of the wriften proposal. DHCS may review and consider the proposal, consult and negotiate with the
Contractor, and accept or reject all or part of the proposal Acceptance or rejection of the firoposal may be
made orally within the 60-day period and confirmed in writing within five days of sald decision. Upon written
acceptance of the proposal, DHCS will initiate an amendment to this Agreement to formally implement the

approved proposal,
Debarment and Suspension Certification.
{(Applicable fo all agreements funded in part or whole with federal funds. )

@ By signing this Agreement, the Contractor/Grantee agrees to comply with apphcable federal suspension

and debarment regulations including, but not limited to 7 CFR Part 3017 45 CFR 76, 40 CFR 32 or 34
CFR 85.

By signing this Agreement, the Contractor certifies to the best of its knowledge and belief, that it and its
principals:

(1)} Are not presently debarred, suspendéd, proposed for debarment, declared ineligible, or voluntarily
exciuded by any federal department or agerncy;

(2) Have not within a three-year period preceding this application/proposal/agreement been convicted of
or had.a oivil judgment rendered against them for commission of fraud -or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or contract under a public transaction; violation of Federal or State antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property;

{3} Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity
{Federal, State or local} with comm:ssxon of any of the offenses enumerated in Paragraph b(2)

herein; and

{4) Have not within a three-year perlod preceding this application/proposal/agreement had éne or more
public fransactions (Federal, State or local) terminated for cause or default.

{5) Shall not knowingly enter into any lower tier covered transaction with a person who is proposed for
debarment under federal regulations (i.e., 48 CFR part 9, subpart 9.4), debarred, suspended,
declared ineligible, or voluntarily excluded from participation in such transaction; tnless authorized by
the State.

(68) Will include a clause "entitled, *‘Debarment and Suspernsion Certification” that essentlally sets forth the
provisions herein, in all lower tier covered transactions and in all sdlicitations for lower tier covered
transactions.

If the Contractor is unable to cerlify to any of the statements in this certification, the Contractor shall
submit an explanation to the DHCS Program Contract Manager

. The terms and definitions herein have the meanings set out in the Definitions and Coverage sections of

the rules implementing Federal Executive Order 12549,

If the Contractor knowingly violates this certification, In addition to other remedies available to the Federal

i Governiment, the DHCS may terminate this Agreement for cause or default..
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Smoke-Free Workplace Certification

{Applicable to federally funded agreements/grants and subcontracts/subawards, that provide hesith, day
care, early childhood develdpment services, education or library services. to children under 18 directly or
through local g‘o‘vernments.)

a. Public Law 103-227, also known as the Pro-Children Act of 1994 (Act), requires that smoking not be
permitted in any portion of any indoor facility owned or leased or contracted for by an entity and used
routinely or regularly for the provision of health, day care, early childhood ‘development services,
education or library services fo children under the age of 18, if the services are funded by federal
programs either directly or through state or local governments. by federal grant, contract, loan, or loan
guaraniee, The law also applies to children's services that are provided in indoor facilities that are
constructed, operated, or maintained with such federal funds. The law does not apply fo children's
services provided In private residences; portions of facllities used for inpatient drug or alcchol treatren;
service providers whose sole source of ‘applicable federal funds is Medicare or Medicaid; or faciiities
where WIC coupons are redeemed.

b. Failure to comply with the provisions of the faw may result in the imposition of a civil monetary penalty of
up to $1,000 for- each violation and/or the imposition of .an admlmstratwe complnance order on the
responsible party.

¢. By signing this Agreement, Contractor or Grantee certifies that it will comply with the requirements of the
Act and will not allow smoking within any portion of any indoor facility used for the provision of services
for children as defined by the Act. The prohibitions herein are effective December 26, 1994.

d.. Contractor of Grantee further agrees that it will inserf this certification into any subawards (subcontracts
or subgrants) entered into that provide for children's services as described in the Act

Covenant Against Contingent Fees
(Applicable only to federally funded agreements.)

The Confractor warrants that no person or selling agency has been employed or refained to-solicit/secure this
Agreement upon an agreement of understanding for a commission, percentage, brokerage, or contingent
fee, except bona fide employees or bona fide established commercial or selling agencies retained by the
Contractor for the purpose of securing business. For breach or violation of this warranty, DHCS shall have
the right to annul this Agreement without liability or in its discretion to deduct from'the Agreement price or
consideration, or otherwise recover, the full arnount of such commission, percentage, and brokerage or
contingent fee,

Payment Withholds

{Applicable only if a final report s required by this Agreement. Not applicable fo government entities.)

Unless wéived or otherwise stipulated in' this' Agreement, DHCS may, at'its discretion, withhold 10 percent
(10%) of the face amount of the Agreement, 50 percent (50%) of the final invaice, ‘or $3,000 whichever Is
greater, unti DHCS receives a final report that meets the terms, conditions andfor scope of work
requirements of this Agreement. ‘

Performance Evaluation

{Not applicable to grant agreements.)

DHCS may, at its discretion, evaluate the performance of the Contractor at the conclusion of this Agreement.

If performance is evaluated, the evaluation shall nat be a public record and shalt remain on file with DHCS.,
Negative performance evaluations may be considered by DHCS prior to making future confract awards.
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Officials Not to Benefit

No members of or delegate of Congress. or the State Legislature shall bé admitted {o'any share or part of this
Agreement, or to any benefit that may arise therefrom. This provision shall hot be construed to extend to this
Agreement if made with a corporation for is general benefits. .

Four-Digit Date Compliance

{Applicable to agreements in which Information Technalogy (IT) services are provided to DHCS or if IT
equipment is procured.)

" Contractar warrants that it will pravide only Four-Dight Date Compliant (as defined below) Dellverables -and/or

services fo the State. "Four Digit Date compliant” Deliverables and -services can accurately process,
caleulate, compare, and sequence date data, Including without limitation daté data arising out of or relating to

feap years and changes in centuries. This warranty and reprasentation Is subject to the warranty terms and

conditions of this Confract and ddes notJimit the generality of warranty obligations sef forth elsewhere herein,

Prohibited Use of State Funids for Software
(Applicable to agreements in which computer software is Used in-performance of the work.)

Contractor certifies that it has appropriate-systems and controls in piace to ensure that state funds will not be
used in the performance of this Agresment for the acquisition, operation or maintenance of computer

software in violation of copyright laws.

Use of Small, Minority Owned and Women's Busiresses

(App!icabie to that portion of an agreement that is federally funded and entered info with institutions of higher

education, hospitals, nonprofit organizations er commersial businesses.)

Positive efforts shall be made to use small businesses, minorify-owned firms and -women's business
enterprises, whenever possible (Le., procurement of goods and/or services). Confractors shall take ali of the

foilowing steps to further this goal.

(1) Ensure that small bysinesses, minority-owned firms, and women's busingss enterprises are used to the
fullest extent practicable.

{2) Make information on forthcoming purchasing and contracting opportunities available and arrange time
frames for purchases and contracts to encourage and facllifate pariicipation by small busunesses
minority-owned firms, and women's busmess enterprises,

" {3) Consider ir the contract process whether firms competing for larger contracts intend to subcontract with

small businesses, minority-owned firms, and women's business enterprises.

(4) Encourage contracting with consortiums of small businesses, minority-owned firms and women’s
bisiniess eriterprises when a contract is tao large for 'one’ of these firms to handle individually.

(5) Use the services and assistarice, as appropriate, of such organizations-as the Federal Small Business

Administration and the U.S. Department. of Commerce's Minority Business Development Agency in the
solicitation and utilization of small businesses, minerity-owned firms and women's bus Iness enterprises.

Alien Ineligibllity Certification
(Applicable to sole proprigtors entefing federally funded agreements.)

By signing this. Agreement, -the ‘Conitractor cerfifies that hefshe is niot an alien that is ineligible for state and
local benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act, (8 U.S,C.

1601, et seq.)
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29,  Union Organizing
{Applicable only te grant agresments.)
Grantes, by sighing this Agreement, hereby ackhowledges the -applicability of Government Code Sections
16645 through 16649 fo this Agreement. Furthermore, Grantee, by signing this Agreement, hereby certifies
that:
a. No state funds disbursed by this grant will be used to assist, promote or deter union organizing.
b, Grantee shall account for state funds disbursed for & specific expenditure by this grant, to show those
funds were allocated to that expenditure.
¢. Grantee shall where state funds are. not designated as deseribed in-b herein, allocate, on a pro-tata
basis, all d;sbursements {hat: suppori the grant program.

-d. If Grantee makes expendltures to assist, promcte or deter union organizing, Grantee’ wzlt maintain
records sufficient to show that no state funds were used for those expenditures, and that Grantee shall
provide those records to the Attorney General upon request.

30, Contract Uniformity (Fringe Benefit Allowability)
(Appliéab]e anly to nonprofit organizations.y
Pursuant to the provisions of Article 7 (cémmencmg with Section 100525) of Chapter 3 of Part.1 of Divisiort
101 of the Health and Safety Code, DHCS sets forth the following policies, procedures, and guidefines
regarding the reimbursement of fringe benefits. .
a. As used herein fringe benefits shall mean an 'embloym'ent benefit given by one’s employer o an

employee In addition to one’s regular or normal wages or salary.

b, As used herein, fringe benefits do nat inciude:

(1} Compensat(on for personal services paid currently or accrued by the Confractor for services of
employees rendered during the term of this Agreement, which is identified as regular or normal
salaries and wages, annual leave; vacation,. sick !eave holidays, jury duty and/or military
leaveftraining.

(2) Director’s and exeputive committee member's fegs.

(3) Incenfive awards and/or bonus incentive pay,

(4) Allowances for off-site pay. /

(5) Location allowances..

(6) Hardship pay.

(7) Cost-of-living differentials:

¢. Specific allowable fringe benefiis includs:

(1) Fringe benefits in the form of employer contributions for the employer's portion of payroll taxes (i.e.,
FICA, 8UI, 8DI), employee health plans (i.e., health, dental and vision), unemployment Insurance,
worker's compensation insurance, and the employer's share of pension/retirement plans, provided
they aré granted in accordance with established written organization policies and meet all fegal and
Internal Revenue Service requirements. .

d. Tobe an allowable fringe benefit, the cost must meet the following criteria:

(1) Be necessary and reasonable for the performance of the Agreement.

(2) Be determined in accordance with generally accepted accounting principles.

(3) Be consistent with policles that apply uniformly to all activities of the Contractor.

e. Contractor agrees that all fringe benefits shall be at actual cost.
DHOS-Exhibit DF (2/12) | Page 20 of 26
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‘ f. Earned/Accrued Compensation

(1) Compensation for vacation, sick leave and holidays is limited to that amount earned/accrued within
the agreement ferm. Unused vacation, sick leave and holidays earned from periods prior to the
agreement term cannot be claimed as allowable costs. See Provision f (3)(a) for an example.

(2) For muifiple year agreements, vacation and sick leave compensation, which is earned/accrued but
not paid, due to employee(s) not taking time off may be carried over and claimed within the overall
term of the multiple years of the Agreement. Holidays cannot be carried over from one agreemant
year to the next. See Provision f (3)(b} for an example.

(3) For single year agreements, vacation, sick ieave and holiday compensation that is earned/accrued
but not pald, due to employes(s} not taking time off within the term of the Agreement, cannot be
clalmed as an allowable cost. See Provision f (3)(c) for an example.

(2) Example No. 1;

if an employee, John Doe, eams!accrues three weeks of vacation and twelve days of sick leave
each year, then that is the maximum.amount that may be claimed during & one year agreement.
If Johry Doe has five weeks of vacation and eighteen days of sick léave at the beginning of an
agreemeritt, the Contractor during & one-year budget period may only claim up to three weeks of
.vacation and twelve days of sick leave as actually used by the employee. Amounts
earhed/accrued in periods prior fo the beginning of the Agreement are not an allowable cost,

[(3)] _Example No. 2:

If during a three-year (mulfiple year) agreement, John Doe does not use his three weeks of
vacation in year one, or his three weeks in year two, but he does actually use nine weeks in year
three; the Contractor would be allowed to claim all nine weeks paid for ih 'year three. The total
compensation over the three-year period carnot exceed 156 weeks (3 x 52 weeks),

(¢) Example No. 3:

if during a single year agreement, John Doe works fifty weeks and used one week of vacation
‘and one week of sick leave and all fifty-two weéeks have been billed to DHCS, the remaining
unused fwo'weeks of vacation and seven days of sick leave may not be claimed as an allowable

cost.
31. Suspension or Stop Work Notification

"a. DHCS may, at any time, lssue a notice t& suspend performance or stop work under this Agreement, The
initial notification may be a verbal or written directive issued by the funding Program's Contract Manager.
Upon receipt of said notice, the Contractor is to suspend and/or stop all, or any part, of the work calied for
by this Agreemerit,

b. Written confirmation of the suspension or stop work notification with directions as to what work (if not all)
ls to be suspended and how 1o proceed will be provided within 30 working days of the verbal nofification.
The suspension or stop work notification shall remain in effect until further written notice is received from
PHCS. The resumption of work (in whole or part) wsil be at DHCS’ discretion and Upon receipt of written

confirmation.

(1} Upon receipt of & suspension or stop work nofification, the Contractor shafl immediately comp!y with
its terms and take all reasonable steps to minimize or halt the incurrence of costs allocable to the
performance covered by the notification during the period of work suspension of stoppage.

(2) Within 80 days of the issuance of a suspension or stop work nofification, DHCS shall either:

(a) Cancel, extend, or modify the suspension or stop work notification; or

(b) Terminate the Agreement as provided for in the Cancellation / Termination clause of the
Agreement.
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o. If a suspension or stop work notification issued under this clause is canceled or the pendd of suspension
or any extension thereof is modified or ‘expires, the Contractor may resume work only upon written
concurrence of funding Program’s Contract Manager.

d. ff the suspension or stop work nofification is cancelléd and the Agrésment resumes, 'chariges to the
services, deliverables, performance dates, and/or contract terms resulting from the suspension or stop
work notification shall require an amendment to the Agreement.

‘@, i a suspension or stop work notification is not canceled snd the Agreement is cancelled or terminated
pursuant to the provision entitled Cancellation / Termination, DHCS shall allow reasonable costs resulting
fiom the suspension or stop work nofification in arriving at the settlement costs.

f. DHCS shall not be liable to.the Contractor for loss of profits becausé of any suspension or stop. work
notification issued under this clause.

32. lLobbying Restrictions and Disclosure Certification
- (Applicable to federally funded agreements in excéss of $100,000 per Section 1352 of the 31, U.S.C.)
a. Certification and Disclosure Requirements

{1) Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant, or
subgrant, which s subject to Section 1352 of the 31, U.S.C., and which exceeds $100,000 at any tier,-
shall file a cerlification (in the form set forth in Attachment 1, consisting of one pagé, entitled
“Certification Regarding Lobbying”) that the recipient has not made, and will not make, any payment
prohibited by Paragraph b of this provision.

{2) Each recipient shall file 4 disclosure (in the form set forth in Attachment 2, entitied “Standard Form-
LLL ‘disclosure of Lobbying. Activities”) if such recipient has made or has agreed to make any
payment using ‘nonappropriated funds- (to include profits from any covered federal action) in
connection with a contract, or grant or any extension or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if paid for with appropriated funds,

{3) Each recipient shall fil& a disclosure form at the end of each calendar quarter in which there ocours
any event that requires disclosure or that materially affect the accuracy of theinformation contained
in any disclosure form previously filed by such person under Paragraph a(2) herein. An event that
materially affects the accuracy of the information reported includes:

(a) A cumulative increase of $25,000 or more in the amount paid or expected to be paid for
infiuencing or attempting to influence a covered federal action;

{b) A change. in the person(s) or individuals(s) snﬂuencmg or attempting fo influence a caverad
federal action; or

{¢)} Achangein the officer(s), employee(s), or member(s) contacted for the purpose of influencing or
" attempting to influence a covered federal action.

{(4) Each person (or recipient) who requests or receives from a person referred 1o in Paragraph a(1) of
this provision a confract or agreement, subconiract, grant or subgrant exceeding $100,000 at any tigr
under a contract or agreement, or grant shall file a certification, and a disclosure form, if required, 1o
the next tier above.

{5) All disclosure forms (but not certifications) shall be forwarded from fier to fier until received by the
person referred to in Paragraph a(1) of this provision. That person shall forward all d:sdosure forms,
to DHCS Program Contract Manager.

b. Prohibition

Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds. may be expended by the
recipient of a federal contract or agreement, grant, loan, or cooperative agreement to pay any person for
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influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in connection with any of the
following covered federal actions: the awarding of any federal contract or agreement, the making of any
federal grant, the making of any federal loan, entering Into -of any cooperative agreement, and the
extension, confinuation, renewal, amendment, or modification of any federal contract or agreement,
grant, loan, or cooperative agreement. ‘ .
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" Attachment 1
State of Califorriia
Department of Health Care Services

CERTIFICATION REGARDING L OBBYING
The unders,igned certifies, fo the best of his or her knowledge and be,lfef, that:

(1} No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, o
any person for influencing or atlempting fo influence an officer or employee of an agency, a Member of
.Congress, an officer or employee of Congress; or an.employee of a Member of Congress in-connection with the
making, awarding or entering info of this Federal contract, Federal grant, or cooperative agreement, and the
extension, confinuation, renewal, amendment, or modification of this Federal Gontract, grant, or cooperative
agreement. .

{2} If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency of the United States Governiment, a
Member of Congress, an officer .or employee of Congress, or an employee of a Member of Congress in
connection with this Federal contract, grant, or cooperative agreement, the undersigned shall complete and
submit Standard Form LLL, “Disclosure of Lobbying Activities" in accordance with its instructions.

{3) The undersigned shall require that the language of this_ceriification be Included in the award
documents for all subawards at all fiers (including subcontractors, subgrants, and contracts under grants and
cooperative agreements) of $100,000 or more, and that all subrecipients shall certify and disclose accordingly.

This certification is a2 material representation of fact upon which reliance was placed when this transaction was
made or entered inte. Submission of this certification is a prerequisite for making or entering into this
transaction Imposed by Section 1352, Title 31, U.S.C., any person who fails to file the required certification shall
be subject to a civit penalty of not less than $10,000 and not more than $100,000 for each such failure,

Name of Contiractor Printed Name of Person Slgring for Contractor
Contract { Grani Norber ’ ' “ Sighature of Parson Signing for Contracior
Date ) . T Title

After execution by or.on behalf of Contractor, pléase return to:

California Department of Health Care Services

DHCS reserves the right to notifly the contractor in writing of an alternate submission address.
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Attachment 2
CERTIFICATION REGARDING LOBBYING Ju—
Qomplete this form to discloge lobhying acivities pursuant to 31 U,8.C. 1352 3450046
(Ses reverse for public burden dtsclosure)
1. Type of Federal Action: 2.  Sialus of Federal Action: 3. Report Type:
[1 =a contract (1 a bidlofférfapplication 11 & initlal fling
b. grant h. inifial award : b.  material change
¢. cooperative agreement c. post-awerd . o
d. loan \ . For Matéria! Change Only:
8. loan guarantee Year_____ quarer
f.  loarinsurance date of last report
4. Name and Address of Reporting Enlity: - 8. If Reporting Entity in No. 4 is Subawardee, Enterf Name
and Address of Prime:
1 Prime ['1 Ssubawardee

Tier s if known;

Congressional District, If known: : Congresslonal Distrct, If knowrt:

6. Fetaral Department/Agency 7. Federal Program Name/Description:

CODFA Numiber, if applicablé:

8, Federat Action Number, If known; 9. Award Amount, if kriown:
$
10.a. Name and Address of Lobbying Registrant b, Individuals-Performing Services (includmgaddress if
{if individual, fast name, first name, M} different from 10a,

{Last name, First hame, Mi}:

11. Information tequested through this form is authorized by fitle 31 . R
U.8.C. sectfon 1352, This disclosure of lobbying activilies is a-material Signature:

represéntation of fact-upon which rellance was placed by the fler | .. .
above ‘when this transaclion was made o emterad into. This Print Name:

disclosurs is requived pursuant 1o 31 U.S.C. 1352, This Information Tie:
will be available for public inspaction. Any person that falls to-file the itle,

required disclostre shall be'subject fo a not more than $100,800fef | Telephong No.: Date:
sach such failure,

Authorized for Lacal Reproduction
Standard Form-LLL {Rev. 7-87)

DHCS-Exhibit DF (212) Page 250f 26
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[}

msmucnons FOR COMPLETION OF SF-LLL DISCLOSURE OF LOBBYING ACTIVITIES

‘This disclosurs fortn shall be completed by the reporting antify, whather subawardae or primes Federai recipient, at the nltfation or recelpt of & vovered, Federal
action, or a materia change 1o a previous filing, pursuant to Utle 31 US.C. section 1352, The filing of a form is required for each payment of agreement o make
payment to any lobbying entity for influencing ar aﬁempung to influence.an officer or employee of any agency, a Member of Cangress, an ofﬁuer or employes of
Congress, or an employes of a Membar of Congress in connection with & covered Federal action. Completa all ems that apply for both the initial ﬁling and
material change report, Refer to the implementing guidsance published by the Office of Management and Budget for additional information,

1
2.
3

5.

10

1.

\dantify the type of covered Fedsral action forwhich lobbying activily is andfor has been secured to jnfluence the cufcome of a coverad Fedaral action.,
Identify the status of the covered Federal action.

Mt-.nﬁfy e appropriateciassificaion of this repmt If this is a followup report caused by @ malera! charige lo the Information previvusly reportéd, enter the
year and quarter in which the change occurred, Enter the date of the Jast previously submitter! report by this reporting entity for ihis povered Federal action,

Enter the full name, address, ¢ity, Siaie and zip code of the reporung enlity. Include Congressional District, ifknown, Check the appropriate classification
of the - reporiing ‘entity that designates if ltis, or expects 1o be,a prime or subaward recipient. Identiy the tier of the subawardes, e.¢. the first subawardee of
the prime Is the 1st ier. Subawards Include but are not limlted to subcontracts, subgrants and contract awards under grants.

Jf the erganization filing the report In item 4 cheoks "Subawardes,” then enter the full name, address, city, State and 2ip code of the prime Federal reciplent.
Include Congressional Distrct, if known.

Enter the nime of the Federal agency making the award or loan commitment. [nclude at least one organizationalleve! below agency name, if kagwn. For
example, Depariment of Transportation, Uniled States Coast Guard.

Enler the Federal program name or description for the covered Fedaral action (ftem 1) If kiiown, enter the full Camlog of Federal Domestic Asalstance
{CFDA) number for grants, cooperative agreements, loans, and loan commilments.

Enter the most appropriate Federal idénfifying number available for the Federal action Identified In item 1 (e.g., Request for Proposal (RFP) numbet;
Invitation for Bid (IFB) number; grant announcement number; the coiiract, grant, or loan award number; the application/proposal control nisnber assigned
by the Fedsral agency). Include prefixes, e.g., "RFP-DE-90-001".

For a covered Federal action whare there_ has been an award-or loan oommltmam by the Federal agency, enter the Féderal ‘amount of the awardfioan
commitment for the: prime entity Identified in ftem 40r &,

{a) Enterthe tull name, address, city, State and zip code of the lobbying reglstram under the Lobbying Disclosure Act of 7995 enguged by the reporting
" -entity identified in ttem 4 to Influence the covered Federal action,

{5} Entarhe full names of the individual(s) performing services, and includefall address if differant from 10 (). Entef Last Nama; Frst Name, and Mlddle
Initial (M),

The certifying officlal shall sign and date the form, print hisher nemie, Ule, and telephone number.

-

*

A'ccording o the Paperwork Reduction Act, as amended, nio persons ar retuired to respond to & collection of Information unless it displays a valld OMB
The valid OMB control number for this Information colfection is OMB No. 0348-0046. Public reporting burden for his collection of
‘information is estimated to average. 10 minutes per response, including time for reviewing instructions, searching existing data sources, gathering and.

Controf Number.

maintaining the data needed, and tompleling and reviewing the collection of information. Send comments regarding the burden estimate or any other
aspec! of this collection of information, including suggestions for reducing this burden, to.ihe Office of Management and Budget, Paperwork Reduction
Project (0348-0046), Washington, DC 20503,

DHCS-Exhibit DF (2/12) A Page 26 of 26
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Exhibit E

Exhibit E
Additional Provisions

+. Amendment Process

A,
B.

Both the Contractor and the State may agree to amend or renegotiate the Contract.

Should either party, during the term of this Agreement, desire a change or amendment to
the terms of this Agreement, such changes or amendments shall be proposed in writing to
the other party, who will respond in wiiting as to whether the proposed
changes/amendments are.accepted or rejected. If accepted and after negotiations are
concluded, the agreed upon changes shall be made through the State's official agreement
amendment process. ‘No amendment will be considered binding dn either party until it is
formally appraved by the both parfies and the Department of General Services (DGS), if
PGS approval is required,

Contract amiendments will be required to change encumbered amounts for each year of a
multi-year contract period, of which the first amendmert will be based on the Governor's

‘Budget Act allocation of that specific fiscal year. The signed cantract from the Canttactor will

be due to the Department of Health Care Services within 90 days from the issuance to the
Courtty. If the signed Conttact from the Contractor is not received within 90 days from the
issuance to the County, DHCS may withhold all non-DMC paymetits under Exhibit B of this
Contract until the required amendmient is received by the State. ‘

Contract amendments may be requested by the Contractor until May 1 of each of the
contract's fiscal years. An amendment proposed by either the Contractor or the State shall
be forwarded in writing to the other party.

)] The proposed amendment submitted by Contractor shall include the proposed
changes, and a statement of the reason and basis for the proposed charige.

2) Amendments shall be duly approved by the County Board of Supervisors or its
authorized designee, and sighed by a duly authorized representative.

Contractor acknowledges that any newly allocated funds that are in excess of the initial
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable
contract amendment on or before June 30, 2015, ‘

State may settle costs for substance use disorder services based onthe year-end cost

settlement report as the final amendment to the approved single State/County contract.

2. Carncellation / Termination

A.

This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance
written natice to the Contractor.

Page
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DHCS reserves the right to cancel or terminate this Agresment immediately for cause. The
Contractor may submit a written request to terminate this Agreement only if DHCS
substantially fails {o perform its responsibilities as provided herein.

The térm “for cause” shall rhean that the Contractor fails to meet the terms, conditions,
and/or responsibilities of this Agreement.

Agreement termination or cancellation shall be effective as of the date md:cated in DHCS’
notification to the Contractor. The notice shiall stipulate arly final performance, invoicing or
payment requ:rements

Upon receipt of & nictice of termination or canéel!ahon the Contracter shall take immediate
steps to stop performance and to cancel or reduce subsequent agreement costs,

Inthe event of early termmatxon or canceﬂaﬂon the Contractor shall be entitied to payment
for all allowable costs autherized under this Agreement and incurred up to the date of
termiriation or cancellation, including authorized non-cancelable obligations, provided such
expenses do not exceed the stated maxnmum amohnts payab!

In the event: of changes in law that aﬁect provxsnons of thas Contract the parties agree to

_amérnid thé affsctéd provssaons to cBAform to the changes in law retroactive to the effective

date 6f such changes ih law. Thé parties further agree that the terms of this Contract are
severable and in the event that chariges in law rendér provisions of the Contract void, the
unaffected provnsxons and obhgatxons of thls Contract will remain in full force and eﬁect_

The followmg addmonal prowsmns regardmg termination apply only to Exhibit A, Attachment
I, PartV, of this Contract:

1}, Inthe everit the federal Department of Heaith and Human Services (hereinafter
* referred to as: DHHS); or State determines Contractor doés not meet the
requirements for participation in the DMC Treatment Program, State will terminate
payments for services prowded pursuant to Exhibit A, Attachment |, Part V, of this
Contract for cause;

2)  -All obligationsto provide covered services under this Contract will automatically
terminate on the effective date of any termination of this Contract. Contractor will be
responsible for providing or arranging for covered services to beneficiaries until the
effective date of termination or expiration of the Contract.

Contractor will remain liable far processing and paying invoices and statements for
covered services and utilization review requirements pnor to the expiration or
termination until all obligations have been met,

3) In the event Exhibit A, Attachment |, Part V, of this Contract is nullified, Contractor
shall refer DMC clients to providers who are certified to provide the type(s) of
services the client has been receiving.

In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program
records pertalning to the performance of this Contract to the State, which will retain the
records for the required retention period.

Page 2 of4~
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3. Avoidance of Conflicts of Interest by Contractor

A

'DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor,

subcontractors, or employees, officers and directors of the Contractor or subcontractors,
Thus, DHCS reserves the right to determine, at its sole discretion, whether any information,
asserfion or claim received from any source indicates the existence ofareal or apparent
conflict of interest; and, if a conflict is found fo exist, to require the Contractor to submit
additional information or a plan for resolving the conflict, subject to DHCS review and prior

approval.
Conflicts of interest include, but are not fimited to:

N An instance where the Contractor or any of its subcontractors, or any employee,
officer, or difector of the Contractor or any subcontractor has an interest, financial or
otherwise, whereby the use or disclosure of information obtained while performing
senvices under the Agreement would allow for private or personal benefit or for any
purpose that is contrary to the goals and objectives of the Agreement.

2) An instance where the Contractor's or any subcontractor's employees, officers, or
directors use their positions for purposes that are, or give the appearance of being,
motivated by a desire for private gain for themselves or others, such as those with
whom they have family, business or other ties. .

If DHCS is or becomes. aware of a known or-suspected conflict of interest, the Contractor will
be given an.opportunity to submit-additional infoimation or to resolve the conflict. A
Contractor with a suspected conflict of interest will have five {5 working days from the date
of netification of the conflict by DHCS to provide complete information regarding the
suspected conflict. If a conflict of interest is determined to exist by DHCS and cannot be
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the
Agreement. DHCS may, at its discretion upon receipt of a written request from the
Contractor, aufherize an extension of the timeline indicated herein.

Contractor acknowledges that state laws on conflict of interest, found in the Political Reform
Act, Public Contract Code Section 10368.5, and Goverriment Code Section 1090, apply to

this Contract.

4. Freeze Exemptions

(Applicable only to local government agencies.)

A.

Contractor agrees that any hiring freeze adopted duririg the term of this Agreement shiall not
be applied to the positions funcied in whole or part, by this Agreement.

Contractor agrees not to xmplement any personnel policy, which may adversely affect
performance or the positions funded, in whole or part, by this Agreement.

Page 3 of 4
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G Contractor agrees that any travel freeze or travel hmztatson policy adopted during the term of

this Agreement shall not restrict travel funded, in whole or part, by this Agreement.

b. Contractor agrees that any-purchasing freeze or purchase limitation pokcy adopted during
thé term of this Agreement shall not restrict or fimit purchases funded, i Whole or part by
this Agreement. '

Domestic Partners

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed
or amended after January 1, 2007, for the acquisition of goods or services in the amount of
$100,000 or more with a contractor who, in the provision of benefits, discriminates between
employees with spouses and employees with domestic partners, or discriminates between domestic
partners and spouses of those employses.

Force Ma;eure ,

Neither party sha[l be responsible for delays or failures in performance resulting from acts beyond
the control of the offending party. Such acts shall include but not be limited to acts of God, fire,
ﬂood earthquake .other natural dlsaster, nuclear acc:den’c strike, lockout, riot, freight, embargo,

. pubhc related utility, of governmental statutes or regulat:ons super-xmposed after the fact. If a delay
~ or failure in performance by the Contractor anses out of a default of its Subcontractor, and if such

default of its Subcontractor, arises out of causes beyond the control of both the Contractor and
Subcantractor, and without the fault or negligence of either of them, the Contractor shall not be
liable for damages of such delay or failure, unless the supphes or services.to be furnished by the
Subcontractor were obtamable from other sources in sufﬁcxent tlme to permit the Contractor to meet
the required performance schedule

Page 4 of 4
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EXHIBIT G

PRIVACY AND INFORMATION SECURITY PROVISIONS

This Exhibit G is intended to protect the privacy and security of specified Department
inforrmation that Contractor may access, receive, or transmit under this Agreement. The
Deparment information covered under this Exhibit G consists oft (1) Protected Health
Information as defined under the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-181 (*HIPAA™)(PHI): and (2) Personal Information (P1) as défined under the
California Information Practicss Act (CIPA), at California Civil Code Section 1798.3. Personal
Information may include data provided to the Department by the Social Security Administration.

Exhibit G consists of the following parts:

1. Exhibit G-1, HIPAA Business Associate Addendum, which provides for the privacy and
security of PHI.

2. Exhibit G-2, which provides for the privacy and security of Pl in accordance with
specified prowsions of the Agreement between the Department and the Social Security
Administration, Known as the Information Exchange Agreemerit (IEA) and the Computer
Matching and Privacy Protection Act Agreément between the Sacial Securlty
Administration and the California Health and Human Setvices Agency (Computer
Agreement) o the extent Contractor access, receives, ortransmits Pl under these
Agreements. Exhibit G-2 further provides for the privacy and security of Pl under Civil
Code Section 1798.3(a) and 1798.29.

3. Exhibit G-3, Miscéllaneous. Provision, seis forth additional terms and conditions that
extend to the provisions of Exhibit G in its entirety.

Page 1 of 31
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EXHIBIT G-1
HIPAA Business Associate Addendum |
Recitals.
A, A business associate relationship under the Héalth insurance Porability and

Accountability Act of 1996, Public Law 104-191 (“HIPAA™), the Health
Information Technology for Economic and Clinical Health Act, Public Law 111~ -
005 ("the HITECH Act"), 42 U.S.C. Section 1 7921 et seq., and their
implementing privacy and security regulations at 45 CFR Parts 160 and 184
(“the HIPAA regulations™) between Department and Conitractor arises only to
the extent that Contractor creates, receives, maintains, transmits, uses or
discloses PHI or ePHI on the Department’s behalf, or provides services,
arranges, performs or assists in the performance of functions or activities on
behalf of the Department that are included in the definition of *business
associate” in 45 C.F.R. 160.103 where the provision of the service involves the
disclosure of PHI or ePHI from the Department, including but not imited fo,
utilization review, quality assurance, or, benefit management. To the extent
Contractor performs these services, functions, and activities on behalf of
Department, Contractor is the Business Associate of the Department, agting on
the Department's behalf. The Department and Contractor are each a patty to
this Agreement and are collectively referred to as the "parties.” -

3

The Department wishes fo disclose to Contractor certain information
pursuant to the terms of this Agreement, some of which may constituie
Protected Health Information (“PHI"), including protested health information
in electronic media (“ePHl”) under federal law, to be used or disclosed inthe
course of providing services and activities as set forth in Section 1.A. of
Exhibit G-1 of this Agreement. This information is hereaﬁer referred to as
“Department PHI".

The purpose of this Exhibit G-1 is to protect the privacy and secutity of the PHI
and ePHI that may be created, received, maintained, transmitted, used or
disclosed pursuant to this Agreement, and to comply with certain standards
and requirements of HIPAA, the HITECH Act, and the HIPAA regulafioris,
including, but not limited to, the requirement that the Department must enter
into a contract containing specific requirements with Contractor prior to the
disclosure of PHI fo Contractor, as set forth in 46 CFR Parts 160 and 164 and
the HITECH Act. To the extent that data is both PHI or ePH! and Personally
Identifying Information, both Exhibit G-2 (including Attachment |, the SSA
Agreement between SSA, CHHS and DHCS, referred to in Exhibit G-2) and
this Exhibit G-1 shall apply.

The terms used in this Exhibit G-1, but not otherwise defined, shall have the
same meanings as those terms have in the HIPAA regulations. Any reference

Page 2 of 31
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to statutory or regulatory language shall be to such language as in effect of as
amended.

Definitions.

A

Breach shall have the meaning given to such term under HIPAA, the

* HITECH Act, and the HIPAA regulations.

Business Associate shall have the meaning given to such term under HIPAA, the
HITECH Act, and the HIFAA regulations.

Covered Entity shall have the meaning given to such term under HIPAA the
HITECH Act, and the HIPAA regulations.

Department PHI shall mean Protected Health Information or Electronic
Protected Health Information, as défined below, accessed by Contractor in a
database maintained by the Department, recelved by Contractar from the
Department or acquired or created by Contractor in connection with performing
the functions, activities and services on behalf of the Department as specified in
Section 1.A. of Exhibit G-1-of this Agreement, The terms PHI as used in this
document shall mezn Department PH. .

Electronic Health Records shall have the meaning given to such term in the.
HITECH Act, including, but not limited fo, 42 U.S.C, Section 17921 and
implementing regulations.

Electronic Protected Health information (ePHI) means individually
identifiable health information transmitted by electronic media or
maintained in electronic media, including but not imited to electronic
media as set forth under 45 CFR section 160.103.

Individually Identifiable Health information means heatth information, including
demographic information collected from an individual, that is created or
received by a health care provider, health plan, employer or health care
clearinghouse, and relates to the past, present orfuture physical or mental
health or condition.of an individual, the provision of health care o an individual,
or the past, present, or future payment for the prows;on of health care to an
individual, that identifies the individual or where there is a reasonable basis to
believe the information can be used to identify the individual, as set forth under

45 CER Section 160.103.

Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Parts
160 and 164, subparts A and E.

'Prdtected Health Information (PHI) means individually identifiable health
information that is transmitted by electronic media, maintained in electronic

Page 3 of 31
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media, or is transmifted or maintainéd in any other form or medium, as set
forth under 45 CFR Section 160.103 and as dsfined under HIPAA.

Required by law, as set forth under 45 CFR Section 164,103, means a mandate
contained in law that compels an entity to make a use or disclosure of PHI that
is enforceabls in a court of law. This includes, but is not limited to, court orders
and court-ordered warrants, subpoenas or summons.issued by a court, grand
jury, a governmental or tribal inspecior general, or an administrative body
authorized fo require the production of information, and a civil or an authorized
investigative demand. It also includes Medlcare conditions of parficipation with
respect to health care providers participating in the program, and statutes or
regulations that require the production of infarmation, including statutes or
regulations that require such information if payment is sought under a
government program providing public benefits.

Secretary means the Secretary of the U.S. Department of, Health and Human
Services ("HHS") or the Secretary's designee.

Security Incident means the attempted or suCCe_ssful unduthorized access, use,
disclosure, maodification, or destruction of Department PHI, or confidential data
utilized by Contractor to perform the services, functions and activities on behalf
of Department as set forth in Section 1.A. of Exhibit G-1 of this Agreement; or
interference with system operations in an information system that processes,
mamtams or stores Department PHl

Security Rule shall mearn the HIPAA regulations that are found at 45 CFR Parls
160 and 164.

Unsecured PHI shall have the meaning glven to such term under the HITECH
Act, 42 U.S.C. Section 17932(h), any guidance issyed by the Secretary
pursuant to such Actand the HIPAA regulations.

Terms of Agreement.

A’

Permitted Uses and Disclosures of Department PHI byCo‘ntfacto.r,

Except as otherwise indicated in this Exhibit G-1, Contractor may use or disclose
Department PHI only to-perforim functions, actlv;’ues or services specified in
Section 1.A of Exhibit G-1 of this Agreement; for, or on behalf of the Department,
provided that such use or disclosure would not violate the HIPAA regulations or
the limitations set forth in 42 CFR Part 2, or any other applicable law, if dons by
the Department. Any such use or disclosure, if not for purposes of treatment
activities of a health care provider as defined by the Privacy Rule, must, to the
extent practicable, be limited to the limited data set; as defined in 45 CFR
Section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish
the intended purpose of such use or disclosure, in compliance with the HITECH
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Act and any guidance issued pursuant to such Act, and the HIPAA regulations.

Specific Use and Disclosure Provisions. Except as otherwise indicated in this
Exhibit G~1, Contractor may:

1)

2)

Use and Disclose for Management and Administration. Use and disclose
Department PHI for the proper management and administration of the .
Confractor's business, pravided that suchi disclosures are required by law, or.

-the Contractor oblains reasonable assurances from the person to whom the

information is- disclosed, in accordance with section D(7) of this Exhibit G-1,
that it will remain confidential and will be used or further disclosed only as
required by law or for the purpose for which it was disclosed fo the person,
and the person notifies the Contractor of any-instances of which it is aware
that the confidentiality of the information has been breached.

Provision of Data Aggregation Services. Use Department PH to provide
data aggregation services to theé-Department to the extent requested by the
Department and agreed to by Contractor. Data aggregation means the
combining of PHI created or received by the Contractor, as the Business
Associate, on behalf of the Depariment with PHI received by the Business
Associdte in its capacity as the Business Associate of another covered
entity, to permit data analyses that relate to the health care operations of the
Department

Prohibited Uses and Disclosures

1)

2)

Contractor shall not disclose Department PHI about an individual to a
héaith plan for payment or health caré operations purposes if. the
Department PHI pertains solely to a hedlth care item or service for which
the health care provider invalved has been paid out of pocket in full and
the individual requests such restriction, in accordarnice with 42 U.S.C.
Section 17935(a) and 45 CFR Bection 164.522(a).”

Contractor shall not directly or indirectly receive remuneration in exchange
for Depattment PHI

Responsibilities of Contractor

Contractor agrees:

1)

2)

Nondisclosure, Not to use or disclose Department PHI other than as.
permitied or required by this Agreement or as required by law, including
But not limited {0 42 CFR Part 2. .

- Comphliance with the HIPAA Security Rule. To implement administrative,

physical, and technical safeguards that reasonably and appropriately

Page 5 of 31
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protect the confidentiality, integrity, and avaﬁabmty of the:Department PHI,

including slectronic PHI, that it creates, receives, maintains, uses or

transmits on behalf of the Department, in corapliance with'48 CER Sections
164.308, 164.310 and 164.312, and to prevent use or disclosure of

'Department PHI other than as provided for by this Agreement. Contractor

shall implement reasonable and appropriate policies and procedures o
comply with the standards, implementation specifications and other
requirements of 45 CER Section 164, subpart C, in compliance with 45 CFR
Section164.316. Contractor shall develop and maintain a written information
privacy and security program that includes administrative, technical and
physical safeguards appropriate to the size and complexity of the
Contractor’s operations and the nature and scope of its activities, and which
incorporates the requirements of section 3, Security, below. Contractor will
provide the Department with its current and updated policies upon requast.

~Secunty Contfractor shall take any and all steps necessaty to ensure the
continuous security of all computerized data systems containing PHI and/or
Pl, and 1o protect paper documents containing PH! and/or Pl. These steps-

shall include, at a minimum:

a. Complying with all of thedata system security precautions listed in
Attachment A, Data Security Requirements;

b. Achlevmg and mamtammg compliance with the HIPAA Security
Rule (45 CFR Parts 160 and 164), as necessary in conducting
operations on behalf of DHCS under this Agreement; and

€. Providing a level and scope of sedurity that is at least comparable
{o the Jevel and scope of security established by the Office of
Management and Budget in OMB Circular No. A-130, Appendix
1ll- Security of Federal Autorated Information Systems, which-
sets forth guidelines for- automated mfonnation systems In Federal
. agencies.

Security Officer. Contractor shall designate.a Security Officerio oversee
its data securily program who shall be responsible for cartying out the
requirements of this section and for communicating on security matters with
the Department.

Mitigation of Harmful Effects. To mitigate, to the extent practicable, any
harmful effect that is known to Contractor of & use or disclosure of
Department PHI by Contractor or its subcontractors in violation of the
requirements of this Exhibit G.

Reporting Unauthorized Use or Disclosure. To report to Department any
use or disclosure of Department PHI not provided for by this Exhibit G of
which it becomes aware.
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7} Contractor's Agents and Subcortractors,

a. To eriter into written agreements with any agents, mciudmg
subconiractors and vendors to whom Contractor provides
Department PHI, thaf impose the same restrictions and
cohditions on such agénts, subcontractors and vendors that
apply to Contractor with respect to such Department PHI under
this Exhibit G, and that require compliance with all applicable
provisions of HIPAA, the HITECH Act and the HIPAA regulations,
including the requirerment that any agents, subcontractors or
vendors implement reasonable and appropriate administrative,
physical, and technical safeguards fo protect such PHIL. As

- required by RIPAA, the HITECH Act and the HIPAA reguiations,
including 45 CFR Sections 164.308 and 164.314, Contractor
shall incorporate, when applicable, the relevant provisions of this
Exhibit G-1 into each subcontract or subaward to such agents,
subcontractors and vendors, including the requirement that any
segcurity incidents or breaches of unsecured PHI be reported to
Contractor.

b. In accordance with 45 CFR Sectton 164.504(e){( 1)(ii}, upon
Contractor’s knowledge of a material breach or violation by its
subcontractor of the agreement between Contractor and the
subcontractor, Contractor shall:

i)~ Provide.anh opportunity for the subcontractor fo cure the
- breach or end the violation and terminate the agreement if
the subcontractor does not cure the breach or end the
violation within the time specified by the Department; or

i) immediaiely terminate the agreement if the subcontracior
has breached a material term of the agreement-and cure is
not possible.

8) Avallability of Information to the Department and Individuals to Provide
Access and information: 4

a. . Toprovide access as the Department may require, and in the
time and manner designated by the Department (upon
reasanable notice.and during Contractor's normal business
hours) to Department PHI in a Designated Record Set, to the
‘Department (or, as directed by the Depariment), to an

- Individual, in accordance with 45 CFR Secfion 164.524.
Designated Record Set means the group of records maintained
for the Depariment health plan under this Agreement that
includes medical, dental and billing records about individuals;
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enroliment, payment, claims adjudication, and case or medical
management systems maintained for the Depariment health
plan for which Contractor is providing services under this
Agreement; or those records used to make decisions about
individuals on behalf of the Department. Contractor shall use
the forms and processes developed by the Department for this
purpose and shall respond to requests for access fo records
transmitted by the Department within fifteen (15) calendar days
of receipt of the request by producing the records or verifying
that there are none.

b.  K-Contractor maintains an Electronic Health Record with PHI,
and an individual requests a copy of such information in an
electronic format, Contractor shall provide such information in
an electronic format to enable the Department to fulfill its
obligations under the HITECH Act, including but not limited fo,
42 U.8.C. Section 17935(e) and the HIPAA regulations.

Confidentiality of Alcohol and Drug Abuse Patient Records, Contractor
agrees to comply with all confidentiality requirements set forth in Title 42
Code of Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is

-aware that criminal penaities may be imposed for a violation of these

confidentiality requirements..

Amendment of Department PHI. To make any amendment(s) to
Department PHI that were requested by a patient'and that the Department
directs or agrees should be made to assure compliance with 45 CFR
Section 164.526, in the time and manner designated by the Department,

" with the Contractor being given a minimum of twenty (20) days within which

to make the amendment.

‘Internal Practices. To make Contractor’s internal practices, books and

records relating to the use and disclosure of Department PHI available to
the Department or to the Secretary, for purposes of determining the
Department’s compliance with the HIPAA regulations. If any information

-needed for this purpose is in the exclusive possession of any other entity

or person and the other entity or person fails or refuses to furnish the
information to Contractor, Contractor shall provide written notification to the:
Department and shall set forth the efforts it made to obtain the information.

Documentation of Disclosures. To document and make avallable to the
Depariment or (at the direction of the Department) to an individual such
disclosures of Depariment PHI, and information related to such disclosures,
necessary to respond to a proper request by the subject Individual for an
accounting of disclosures of such PHI, in accordance with the HITECH Act
and. lts implementing regulations, including but not limited to 45 CFR Section
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164,528 and 42 U.S.C. Section 17935(c). If Contractor maintains electronic
heaith records for the Department as of January 1, 2009 and later,
Contractor must prowde an accounting of dlsclosures _including those
disclosures for treatment, payment o health care operations. The electronic -
accounting of disclosures shall be for disclosures during the three years
prior to'the request for an accounting.

Breaches and Security Incidents, During the term of this Agreement,
Cantractor agrees to implement reasonable systems for the discovery
and prompt reporting of any. breach or security incident, and to take the
foitowmg steps:

a.

Initial Notice to the Department. (1) To notlfy the Department
immediately by telephone call or email or fax upon the
discovery of a breach of unsectred PHI in electronic media or in
any other media if the PHI was, or is reasonably- befieved to have
been, accessed or acquired by an unauthorized person. (2) To
notify the Department within 24 hours (one hour if SSA data)
by email or fax of the. dlscovery of any suspected security
incident, intrusion or unauthorized access, tise or disclosure of
PHl.in violation of this Agreement or this ExhibitG-1; or potential
loss'of confidéntlal data affecting this Agreement. A breach shalt
be treated as discavered by Contractor as of the first day on
whichi the breach is known, or by exercising reascnable diligence
would have been knowri, to any person (other than the person
commitling the breach) who is an employee, officer or other
agent of Contractor.

Notice shall be provided to the Information Protection Unit,
Office of HIPAA Compliance. If the incident occurs after
business hours or on a weekend or holiday and involves
electronic PHI, notice shall be provided by calling the
Information Protection Unit (916.445.4648, 866-866-0602) or by
emailing privacyofficer@dhcs.ca.gov). Notice shall be made
using the DHCS “Privacy Incident Report” form, including alt
information known at the time. Contractor shall use the most
current version of this form, which is posted on the DHCS
information Security Officer website (www.dhes.ca.gov, then
select "Privacy” in the left column and then “Business Partner”
near the middle of the page) or use this link:

hitp:/iwww.dhes.ca. qov/formsandpubs/iaws/pnv/Paqes/DHCSBu

-ginessAssociatesOnly.aspx

Upon discovery of a breach or suspected security incident,
intrusion or unautherized access, use or disclosure of Department
PHI, Contractor shall take:
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i) Prompt correcﬁve action to mitigate any risks or damages
involved with the breach and te protect the operating
environment; and

i) Any action pertaining to such unauthorized disclosure
required by applicable Federal and State laws and
regulations.

Investigation and Investigation Report. To immediately
investigate such suspected security incident, setunity incident,
breach, or unauthorized access, use or disclosure of PHI .
Within 72 hours of the discovery, Contractor shall submit an
updated “Privacy Incident Report” containing the information
marked with an asterisk and all other applicable information
listed on the form, 1o the extent known at that time to the

| Information Protection Umt

Complete Report. To provide a complets report of the

investigation to the Department Program Coniract Manager and the-
Information Protection Unit within ten (10) working days of the
discovery of the breach or unauthorized use or disclosure. The
report shall be submitted on the “Privacy Incident Report” form and
shall include an assessment of all known factors relevant to a
determination of whethera bréach occurred under applicable
provisions of HIPAA, the HITECH Act, and the HIPAA regulations,
The report shall also include a full, detailed corrective action plan,
including information on measures that were taken to halt and/or

* contain the improper use or disclosure. If the Department requests

information in addition to that listed on the “Privacy Incident Report”

form, Contractor shall make reasonable efforts to provide the

Department with such information. If, because of the circumstances
of the incident, Contractor needs more than ten (10) working days
from the discovery fo submit a complete report, the Department’
may grant a reasonable extension of time, in which case Contractor
shall submit periodic updates until the complete report is submitted.
If necessary, a Supplemental Report may be used to submit
revised or additional information after the completed reportis
submitted, by submitting the revised or additional information on an
updated “Privacy Incident Report” form. The Department will review
and approve the determination of whether a breach occurred and
whether individual notifications and a corrective action plan are

required.

Responsibility for Reporting of Breaches. If the cause of a
breach of Department PHI is atiributable to Contractor or its
agents, subcontractors-or vendors, Contractor is responsible for all
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required reporting of the breach as speoifred in 42 U.8.C. section
17932 and its implementing regulations, including notification to
media outlets and to the Secretary (after obtaining prior written
approval of DHCS). If a breach of unsecured Department PH}
involves more than 500 residents of the State of California or under
its jurisdiction, Contractor shall first notify DHCS, then the-
Secretary of the breach immediately upon discavery of the breach.
If a breach involves more than 500 California residents, Contractor
shall also provide, after'obtaining written prior approval of DHCS,
~ notice to the Attorney General for the State of California, Privacy
Enforcement Section. If Contractor has'reason fo believe that
duplicate reporting of the same breach or incident may oceur
because its subcontractors, agents or vendors may report the
breach or incident to the Departmentin addition to Contractor,
Coniracior shal netify.the Department, and the Department and
Contractor may take appropriate action to prevent duplicate
repotting.

Responsibility for Notification of Affected Individuals. If the
cause of a breach of Department PHI is atributable to Contractor
or its agents, subconiractors or vendors and notification of the
affected individuals is required under state or federal law,
Contractor shall bear all costs of such notifications as well as any
costs assdciated with the breach. In addition, the Depariment
reserves the right to require Contractor to notify such affected
individuals, which notifications shall comply with the requirements
set forth in 42U.5.C. section 17932 and its implementing
regulations, including, but not limited to, the requirement that the
notifications be made without unreasonable delay and in no gvent
later than 60 calendar days after discovery of the breach. The
Department Privacy Officer shall approve the time, manner and
content of any such nofifications and their review and approval
must be obtained béfore the notifications are made. The
Department will provide its review and approval expeditiously and
without unreasonable delay.

. Department Contact Information. To direct communications to
the above referenced Department staff, the Contractor shall
initiate contact as indicated herein, The Department reserves the
right fo make changes to the contact information below by giving
written notice to the Contractor. Said changes shall not require an
amendment to this Addendum or the Agreement to which it is
incorporated.
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Department . DHCS Privacy Officer | DHCS Information Security
Program Contract ‘ Officer
Manager ’
See the Exhibit A, tnformatson Protectxon Unit Information Security Officer
Scope of Work for | cfo: Office of HIPAA , DHCS Information Security Office
Program Contract Compliance Department of P.O. Box 997413, MS 6400
Manager Health Care Services . Sacramento, CA 95899-7413
information P.O. Box 997413, MS 4722
Sacramento, CA 95889-7413 Email:- iso@dhcs.ca.gov
(916) 445-4646; (866) 866-0602
. Telephone: ITSD Ssrvice Desk {916)
Email; ' 440-7000; (800) 579-0874
privacyofficer@dhcs.ca.gov )
A ' Fax. (916)440-56537
Fax: (916) 440-7680
14)  Termination of Agreement. In accordance with Section 13404(b) of the
HITECH Act and to the extent required by the HIPAA regulations, if
Contractor knows of a material breach or violation by the Department of
this Exhibit G-1, it shall take the following steps:
a. Provide an opportunity. for the Department to cure the breach ot
end the violation and terminate the Agreement if the Department .
does not cure the breach or end the violation within the time
specified by Contractor; or
b. Immediately terminate the Agreement if the Department has.
bréached a'material term of the Exhibit G~1 and cure is not
possible,
16)  Sanctions and/or Penalties. Contractor understands that a failure to
comply with the provisions of HIPAA, the HITECH Act and the HIPAA
regulations that are applicable to Contractors may result in the imposition of
sanctions and/or penalties on Contractor under HIPAA, the HITECH Act and
the HIPAA regulations,
E. O'b!i_gat'iqns-nf the Department.

1) Permission by Individuals for Use and Disclosure of PHI. Provide the
Contractor with any changes in, or revocation of, permission by an Individual
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t¢ use or disclose Department PH, if such changes affect the Contractor's
permitted or required uses and disclosures.

2) Notification of Restrictions. Notify the Contractor of any restriction to the
use or disclosure of Department PHI that the Department has agreed to in
accordance with 45 CFR Section 164.522, to the extent that such restriction
may affect the Contractor's use or disclosure of PHI. ‘

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to use
' or disclose Depariment PHI in any manner that would not be permissible
under the HIPAA regulations if done by the Department.

-4) Notice of Privacy Practices. Provide Confractor with the web link to the
Notice of Privacy Practices that DHCS produces in accordance with 45 CFR
Section 164.520, as weli as any changes to such notice, Visit the DHCS
website to view the most current Notice of Privacy Practices at:
http://www.dhcs.ca.gov/formsandpubs/laws/priviPages/NoticeofPrivacyPracti
ces.aspx or the DHCS website at www.dhcs.ca.gav (select “Privacy in the
right column and “Notice of Privacy Practices" on the right side of the page).

Audits, inspection and Enforcement

if Contractoris the subject of an audit, compliance review, or complaint investigation
by the Secretary ar the Office for Civil Rights, U.S. Department of Health and Human
Services, that is related to'the. performance of ifs obligations pursuant fo this HIPAA
Business Associate Exhibit G-1,Contractor shall immediately nofify the Depariment.
Upon request from the Department, Contractor shall provide the Department with a
copy of any Department PHI that Contractor, as the Business Associate, provides o
the Secretary or the Office of Civil Rights concurrently with providing such PHl to the
Secretary. Contractor is responsible for any civil penaliies assessed due to an audit or
investigation of Contractor, in @ccordance with 42 U.8.C. Section 17934(c).

Termination,

1) Term. The Term of this Exhibit G-1 shall extend beyond the termination of
the Agreement and shall terminate when all Department PHI Is destroyed or
returned to the Department, in accordance with 45 CFR Section '
164.504(e)(2)(i1)(J).

2) Termination for Cause. In accordance with 45 CFR Section
164.504(e)(1)(iil), upon the Department's knowledge of a material breach or
violation of this Exhibit G-1 by Contractor, the Department shall:

a.  Provide an opportunity for Contractor to cure the breach or end the
violatlon and terminaté this Agreement if Contractor does not cure
the breach or end the violation within the time specified by the
Department; or
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h.  Immediately terminate this Agresment if Contractor has breached a
.material term of this Exhibit G-1 and cure is not possible.

THE REST OF THIS PAGE 1S INTENTIONALLY BLANK.
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EXHIBIT G-2
Privacy and Security of Personal Information and Personally ldentifiable Information Not
Subject to HIPAA
1.  Recitals. .
A In addifion to the Privacy and Security Rules under the Health Insurance

Portabtllty and Accountability Act of 1996 (HIFAA) the Department is subject fo
- various other legal and contractual requirements with respect fo the personal
information (P1) and personally identifiable information (Pil) it maintains. These

include:
1)  The California Information Practices Act of 1977 (Cahfomra Civil Code
§81798 el seq.), -

2)  The Agreement between the Social Security Administration (85A) and the
‘Pepariment, known as the Information Exchange Agreement (IEA), which
incorporates the Computer Matching and Privacy Protection Act ‘
Agreement (CMPPA) between the SSA and the Califorria Health and
Human Services-Agency. The |EA, including the CMPPA is attached to
this Exhibit G as Attachment landis hereby mcorporated in this
Agreement

3)  Title 42 Code of Federal Régulaﬁons, Chapter I, Subchapler A, Part 2.

B, The purpose of this Exhibit G-2 is to set forth Contractor’s privacy and security
obligations with respect to Pl and Pll that Contractor may create, receive,
maintain, use, or disclose for or on behalf of Department pursuant to this .
Agreement. Specifically this Exhibit applies to Pl and Pl which is not Protected
Health Information (PH1) as defined by HIPAA and therefore is not addressed in
Exhibit G-1 of this Agreement, the HIPAA Business Associate Addendum;
however, fo the extent that data is both PRI or ePHI and Pli, both Exhibit G~1 and
this Exhibit G-2 shall apply:

C. The IEA Agreement referenced in A.2) above requires the Department to extend
its substantive privacy and security terms to subcontractors who receive data
provided to DHCS by the Social Security Administration, If Contractor receives
data from DHCS that includes data provided to DHCS by the Social Security
Administration, Contractor must comply with the following specific sections of the
1EA Agréement: E. Security Procedures, F. Contractor/Agent Responsibilities,
and G. Safeguarding and Reporting Responsibifities for Personally Identifiable
Information (PII"), and in Attachment 4 to the IEA, Electronic information
Excharige Secunty Requirements; Guidslines.and Procedures for Federal, State
and Local Agencies Exchanging Electronic Information with the Social Security
Administration. Coniractor must also ensure that any agents, including a
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subcontractor, 1o whom it provides DHMCS data that includes data. provfded by the
Social Secunty Administration, agree to the same requirements for privacy-and
security safeguards for such confidential data that apply fo. Contractor with
respect to such information.

The terms used in this Exhlbrt (-2, but not otherwise defined, shall have the
same meanings as those terms’have in the above referenced statute and
Agreement. Any reference to statutory, regulatory, or contraciualiariguage shall
be to such language as in effect or as amended.

2. Definitions.

A,

“Breach” shall have the meaning given to such-term under the IEA and GMPPA.

it shall include a “Pll loss™ as that term’is defined in‘the CMPPA.

“Breach of the security of the system” shall have the meaning given to such term.
under the California Information Practices Act, Civil Code section 1798.29(f).

“CMPPA Agreement” means the Computer Matching and Privacy Protection Act
Agreement between the Social Security Administration and the California Health
and Human Services Agency (CHHS).

“Department PI" shall mean Personal Informatioh, as defined below, accessed in
a database maintained by the Department, received by Contractor from ther
Department or acquired or created by Conitractar in connection with performing

- the functions, activities and services specified in thls Agreement on behalf of the

Department.

“IEA” shall mean the Information Exchange Agreement currently in effect
between the Social Security Administration (SSA) and the California Department
of Health Care Services (DHCS).

“Notice-triggering Personal Information™ shall mean the personal information
identified in Civil Code section 1798.29 whose unauthorized access:may trigger
notification requirements under Civil Code section 1798.29. For purposes of this
provision, identity shall include, but not be limited to, namé, address, email
address, identifying number, symbol, or other identifying particutar assigned fo -
the individual, such as a finger or voice print, a photograph or a biometric
identifier. ‘Notice-triggering Personal Information includes. P! in electronic, paper
or any other medium, . : A '

“Personally Identifiable Information” (PlI) shall have the meaning glven to such
term in the IEA and CMPPA.

“Personal Information” (Pl) shail have the.meaning given to: such term in
Cahfomza Civil Code Section 1798.3(a).
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“Required by law” means a mandate contained in law that compels an entity to
make a use or disclosure of Pl or Pl that is enforceable in & court of law, This
includes, but is not limited fo, court orders and courf-ordered warrants,
subpoenas of summons issued by a couirt, grand jury, a governmental or tribal
inspector general, or an administrative body authorized to require the production
of information, and a civil or an authorized investigative demand. I also includes
Medicare conditions of participation with respect o health care prowders

" participating in the program, and statutes or regulations that require the
- productiori of infermation, including stattites or regulations that require such

information if payment is sought under a government program providing public
benefits.

“Security Incident” means the attempted or successful unauthorized access, use,

disclosure, modification, or destruction of Pl, or confidential data utilized in

complying with this Agreement; or interference with system operations in an
mformat on system that processes, maintains or stores P

3.  Terms of Agreement

A

Permitted Uses and Disclosures of ﬁepartment?i and Pl by Contractor

Except as otherwise indicated in this Exhibit G-2, Contractor may use or disclose
Department Pl only to perform functions, activities or services for or on behalf of
the Department pursuant to the terms of this Agreement provided that such use
or disclosure would not viclate the California Information Practices Act (CIPA) if
done by the Department.

Responsibilities of Contractor

Confractaor agrees:

1} Nondisclosure, Not to use or disclose Department Pl or Plt other than as -
permitted or required by this Agréement or as required by applicable state
and federal faw.

2) Safeguards. To implément appropriate and reasonable administrative,
techinical, and physical safeguards to protect the security, confidentiality
and integrity of Depariment Pl and P, {o protect against anticipated
threats or hazards 16 the security or integrity of Department Pl and Pll, and
to prevent yseor disclosure of Department Pl or Pl] other than as provided

“for by tis Agreement Contractor shall develop afnd mainiain a written
information privacy and security program that include administrative,
technical and physical safeguards appropriate to the size and complexity
of Contractor's operations and the nature and scope of its activities, which

. Incorporate the requirements of section 3, Security, below, Contractor will
provide DHCS with its current policies upon request.
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Security. Contractor shall take any and all steps necessary-to énsure the:
continuois sécultity of all computerized data systems containing PHI
and/or Pl, and fo protect paper documents containing PHI and/or Pl.
These steps shall include, at a minimum:

a,

Complying with all of the data systern security precautions listed in
Attachment A, Business Associate Data Security Requirements;

Providing a level'and sccape of security that is at Jeast comparable to
the level and scope of Security establisiied by the Office of
Management and Budget in OMB Circular No. A-130, Appendix -
Security of Federal Automated Information Systems, which sets
forth guidelines for automated information systems in Federal
agencies; and

If the data obtained by Contractor from DHCS includes PH,
Contractor shall also comply with the substantive privacy and
security requirements in the Computer Matching and Privacy
Protection Act Agreement between the SSA and the California-
Heaith and Human Services Agency (CHHS) and in the Agreement
between the SSA and DHCS, known as the Information Exchange
Agreement, which are attached as Attachment | and incorporated
into this Agreement. The specific sections of the 1EA with
substantive privacy and security requirements to be complied with
are sections E, F, and G, and in Aftachment 4 to the IEA, Electronic
Information Exchange Security Requirements, Guidelines and
Procedures for Federal, State and Local Agencies Exchanging .
Electronic Information with the SSA. Contractor also agrees to
ensure that any agents, including a subcontractor to whom it
provides DHCS PIi, agree to the same requirements for privacy and
security safeguards for confidential data that apply to Contractor
with respect to such information.

Mitigation of Harmful Effects. To mitigate, 10 the extent practicable, any
harmful effect that is known to Contractor of a use or disclosure of
Department Pl or Pl by Contractor or its-subcontractors in violation of this
Exhibit G-2.

Contractor's Agents and Subcontractors. To impose the same
restrictions and conditions set forth in this Exhibit G-2 on any
subcontractors or other agents with whom Contractor subgontracts any
activities under this Agreement that involve the disclosure of Department
Pl or Pll to the subcontractor.

Availability of Information to DHCS, To make Department Pl and Pl
available o the Department forpurposes of oversight; inspettion,
amendment, and response to requests for records, injunctions,
judgments, and orders for production of Department Pl and PIL If
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Contractor receives Department P, upon request by DHCS, Contractor
shall provide DHCS with a'list of all employees, contractors and agents
who have access to Department Pll, including employees, contractors
and agents of »ts subcontractors and agents.

Cooperation w:th DHCS. With respect to Department Pl to cooperate
with and assist the Departmerit to the exterit necessary to ensure the
Department's compliance with the applicable terms of the CIPA including,
but not limited to, accounting of disclosures of Department P, corréction -
of errars in Départment Pl, production of Department P, dxsclosure ofa
security breach involving Department Pl and notice of such breach to the

affected individual(s).

Confidentiality of Alcohol and Drug Abuse Patient Records,
Contractor agrees fo comply with-all confidentiality requirements set forth
in Title 42 Code of Federal Regulations, Chapter i, Subchapter A, Part 2,
Contracior is gware that criminal penalties may be imposed for a violation
of these confidentidlity requirements.

Breaches and Security Incidents. During the term of this
Agreement; Contractor agrees to iImplement reasonable systems for
the discovery and prompt reporting of any breach or security incident,

a.

bl

and to take the following steps:

Initial Notice to the Départment, (1) To hotify the Department
irmmediately by telephone call or émail or fax upoh the
discovery of a breacli of unsecured Department Pl or Pliin '
electronic media or in any other media if the Pl or Pl was, oris
réasongbly believed fo have been, ac¢essed or acquired by an
unauthorized person, or upon discovery of a suspected security
incident involving Department PH. (2) To notify the Department
within one {1) hour by email or fax If the data is data subject to
the SSA Agreement; and within 24 hours by email or fax of the

_ discovery of any stispected security incident, intrusion or

unauthorized access, use or disclosure of Department Pl or Pll in
violation of this Agreement-or this Exhibit G-1 or potential loss of
confidential data affecting this Agreement. A breach shall be
treated as discovered by Contractor as of the first day on which the
breach is known, or by exercising reasonable diligence would have
been known, to any person (othet thah the person committing the
breach) who is an employee, officer or other agent of Contractor.

Notice shall be provided 1o the Information Protection Unit, Office
of HIPAA Compliance. If the incident occurs after business hours
or on a weekend or holiday and involves electronic Depariment PI
or PlI, notice shall be provided by calling the Department .
Information Security Officer. Notice shall be made using the DHCS
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“Privagy Incident Report” form, including all information known at

the time. Contractor shall use the most current version of this form, -
which is posted on the'DHCS Information Security Officer website
{(www.dhcs.ca.qov, then select “Privacy” in the lsft column and then
“Business Partner” near the middle of the page) or use this link:
http.//www.dhcs.ca. qov/formsandpubs/lawslpnv/PaqeleHCSBusE

essAssocratesOnly aspx

Upon discovery of a breach or suspected security ingident,
intrusion or unauthorized access, use or disclosure of Department
Pl or Pll, Contractor shall take:

. Prompt corrective action to mitigate any risks or damages
involved with the breach and to protect the operating
environment; and

ii. Any action pertaining to such unauthorized disclosure required by
applicable Federal and State laws and regulations. -

Investigation and Investigation Report: To immediately
investigate such suspected security incident, security ingident,
breach, or unauthorized access; use or disclosure of PHI. Within
72 hours of the discovery, Contractor shall submit an updated
“Privacy Incident Report” containing the information marked with
an asterisk and all other applicable information listed on the form,
to the extent known at that time, to the Department Information
Security Officer,

Complete Report. To provide a complete report of the

investigation 1o the Department Program Contract Manager afd
the Information Protection Unit within ten (10) working days of the
discovery of the breach or unauthorized use or disclosure. The
report shall be submitted on the “Privacy Incident Report” form and
shall include an assessment of all known factors relevant to a
determination of whether a breach occurred. The report shall also
include a full, detailed corrective action plan, including information
on measures that were taken to halt and/or contain the improper
use or disclosure, If the Department requests information in.
addition to that listed on the “Privacy Incident Report” form,
Contractor shall make reasonable efforts to provide the
Department with such information. If, because of the
circumstances of the incident, Contractor needs more than ten {10}
working days from the discovery to submit a complete report, the
Department may grant a reasonable extension of time, in which
case Contractor shall submit periodic updates until the complete .
report is submitted. If necessary, a Supplemental Report may be
used fo submit revised or additional information after the
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complsted report is submitted, by submitting the revised of
additional information on ah Up‘dated “Privacy Incident Report”
form. The Department will review and approve the determination of
whether a breach ocourred and whether individual notifi cailons and
a corrective action plan are requlred

'Respons:brhty for Reporting of Breaches. If the cause of a

breach of Department Pl or Pli Is atfributable fo Contractor or ils
agents, subcontractors or vendors; Contractor is responsible for alf
required reporting of the breach as specified in CIPA, section
1798.29and as may beé required urider the 1EA, Contractor shalil

bear alt costs of required notifications to individuals as well as any
. costs assoclated with the breach. The Privacy Officer shall approve

the time, manner and content of any such notifications and their
review and approval must he obtained before the notifications are
made. The Depaitment will provide.its review and approval -
expeditiously and without unreasonable delay.

If Contractor has reason to befieve that duplicate reporting of the
same breach or incident may occur because its subcontractors,

‘agents or vendors may report the breach or incident fo the

Department in addition o Contractor, Contractor shall notify the

Department, and the Departitient and Contractor may take

appropriate action to prevent duplicate reporting.

‘Department Contact Information. To direct communications to the

above referenced Department staff, the Contractor shall initiate
contact as indicated herein. The Department resérves the right to
make changes to the contact infarmation below by giving written
notice to the Confractor. Said changes shall not require an
amendment to this Addendum or the Agreement to which itis
incorporated.
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Department DHCS Privacy Officer | DHCS Information Security
Program Lo Officer
Contract '
Manager ’
See the Exhibit "Infermaﬂan Protection Unit Information Security Officer
A, Scope of | clo: Office of HIPAA 1 DHCS Information Security Office
Work for Compliance Department of P.O. Box 997413, MS 6400
Program Health Care Services Sacramento, CA 958997413
Comtract . | P-O.Box 997413, MS 4722 ‘
M Sacramento CA 05809-7413 Email: jso@dhcs.ca.gov
anager (515) 44 28.¢8.9
information Email: : Telephone: [TSD Service Desk
privacyofficer@dhcs, ca.gov _ {9186) 440-7000 or
S . (800) 579-0874
Telephonei(916) 445-4646 .
‘ Fax: (D16)440-5537
Fax: (916) 440-7680 (016)44

10)  Designation of Individual Responsible for Security

Contractor shall designate an individual, (e.g., Security Officer), to overses its
data security program who shall be responsible for carrying out the
requirements of this Exhibit G-2 and for communicating on security matters
with the Department.
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EXHIBIT G-3
Miscellangous Terms and Conditions
Applicable to Exhibit G
Confidentialify of Alcohol and Drug Abuse Patient Records. Contractor
agrees to comply with all confidentiality requirements set farth in Title 42 Code of

Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is aware that
criminal penalties may be imposed for a violation of these confidentiality

requirements.

Disclaimer. The Department makes no warranty or representation that compliance

- by Contractor with this Exhibit G, HIPAA or the HIPAA regulations will be adequate

or satrsfactory for Coritractor's own purposes or that any information in Contractor’s
possession or coritrol; or fransmitted or réceived by Contractor, is-or will be secure
from unauthorized use or disclosure. Contractor is solely responsible for alf
decisions made by Contractor regarding the safeguarding of the Department PHI, P

and PlL

Amendment; The partiés aoknowledge that federal and state laws relating to _
electronic data security and privacy are rapidly evolving and that amendment of this
Exhibit G may be required o provide for procedures fo ensure compliance with such
developments. The parties specifically agree to take such action as is necessary to
implement the standards and requirements of HIPAA, the HITECH Act, and the
HIFPAA regulations, and other applicable state and fedéral laws. Upon either party's
request, the other party agrees to promptly enter into negotiations concerning an
amendment fo this Exhibit G embodying written assurances consistent with the
standards and requirements of HIPAA, the HITECH Act, and the HIPAA regulations,

-and other-applicable state and federal laws. The Department may terminate this

Agreement upon thirty (30) days written notice in the event:

a) Contractor does not promiptly enter into negotiations to amend this
Exhibit G when requested by the Departiment pursuant fo this section;
or

b) Contractdr does not enter into an amendment providing assurances
regarding the safeguarding of Department PHI that the Department
deerns is necessary to satisfy the standards and requirements of HIPAA
and the HIPAA regulafions.

Judicial or Administrative Proceedings. Contractor will notify the
Department if it is named as 3 defendant in a criminal proceeding for a
violation of HIPAA or other security or privacy law. The Department may
terminate this Agreement if Contractor is found guiilty of a criminal violation of
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HIPAA. The Department may terminate this Agreement if a finding or
stlpulatlon that the Contractor has violated any standard or requirement of
HIPAA, or other security or privacy laws is made in any administrative'or civil
proceeding in which the Contractor is a party or has been joined. DHCS will
consider the nature and seriousness of the violation in decndmg whether of not
to terminate the Agreement,

Assistance in Litigation or Administrative Proceedings. Contractor shall
make itself and any subcontractors, employees or agents assisting Contractor-

"in the performance of its obligations under this Agreement, available to the

Department at no cost fo the Department to testify as witnesses, or otherwise,
in the event of litigation or administrative proceedings being commenced
against the Department, its directors, officers or employees based upon
claimed violation of HIPAA, ar the HIPAA regulations, which involves inactions
or actions by the Contractor, except where Contractor orits subcontractor
employee or agent is a named adverse party.

No Third-Party Berieficiaries. Nothing express or implied in the terms and
conditions of this Exhibit G is intended to confer, nor shall anything herein
confer, upon any person other than the Department or Confractor and their
respectivé successors or assignees, any fights, remedies, obligations or
liabilities whatsoever.

interpretation. The terms.and conditions In this Exhibit G shall be interpreted
as broadly as necessary to implement and comply with HIPAA, the HITECH .
Act, and the HIPAA regulations. The parties agree that any ambiguity in the
terms and conditions of this Exhibit G shall be resolved in favor of a meaning
that complies and is consistent with HIPAA, the HITECH Actand the HIPAA
regulations, and, if applicable, any other relevant state and federal laws.

Conilict. In case-of & conflict between any applicable privacy of security
rules, laws, regulations or standards the most stringent shall apply. The most
stringent means that safeguard which provides the highest level of protection
to PHI, Pl and PII from unauthorized disclosure. Further, Contractor must
comply within a reasonable period of time with changes to these standards
that occur after the effective date of this Agreement.

Regulatory References, A reference in the terms and condifions of this.
Exhibit G to a section in the HIPAA regulations means the section as in effect
or as amended.

Survival. The réspectivé rights and obligations of Contractor under Section 3,
item D of Exhibit G-1, and Section 3, Item B of Exhibit G-2, Respensibilities of
Contractor, shall survive the termination or expiration of this Agreement. -

No Waiver of Obligations. No change, waiver or discharge of any liability or
obligation hereunder on-any one or more occasions shall be deemed a waiver
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of performance of any continuing or other obligation, or shall prohibit
eriforcement of any obligation, on any cther occasion.

Audits, Inspection and Enforcement. From time to time, and subject fo all
applicable federal and state privacy and security laws and regulations, the
Department may conduct a reasonable inspection of the facilities, systems,
books and records of Contractor to monitor compliance with. this Exhibit G.

Contractor shall prompfly remedy any violation of any pravision of this Exhibit

G. The fact that the Department inspects, or fails to inspect, or has the right to

. inspect, Contractor's facilities, systems and procedures does not relieve

Contractor of its responsibility to. comply with this Exhibit G. The Depariment's
failure to detect a non-comphiant practice, or a failure 0 report a detected non-
compliant practace to Contractor does not constitute acceptance of such
practice or a waiver of the Department's enfarcemenit rights under this
Agreement, including this Exhibit G,

Due Diligence: Contractor shall exercise. dus diligence and shall take
reasonable steps to ensure that it remains in compliance with this Exhibit G and
is in compliance with applicable provisions of HIPAA, the HITECH Actand the
HIPAA regulations, and other applicable state and féderal law, and that its
agents, subcontractors and vendors are in compliance wzth their obligations as
required by this Exhibit G. .

Term. The Term of this Exhibit G-1 shall extend beyond the termination of the
Agreement and shall ferminate when all Department PHI is destroyed or returned
to the Department; in accordance with 45 CFR Section 164.504(e)(2)(ii)(1), and
when all Department Pl and Pll is destroyed in accordance with Attachment A.

Effect of Termination. Upon termination or expiration of this Agreement for any
reason, Contractor shall return or destroy all Department PHI, Pl and Pll that
Contractor still maintains in any form, and shall retain no copies of such PHI, R
or PlL. if return or destruction is not feasible, Contractor shall notify the
Department of the conditions that make the return or destruction infeasible, and
the Department and Contractor shall determine the terms and conditions under
which Contractor may retain the PHI, Pl or Pll, Confractor shall continue to
extend the protections of this Exhibit G to such Department PHI, P} and PHl, and
shall limit further use of such data to those purposes that make the retum or
destruction of such data infeasible. This provision shall apply to Department PHI,
Pl and Pl that is in the possession of subcontractors or agents of Contractor.
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~ Attachment A
Data Security Requirements
1. Personnel Controls
A, Employee Trairing. All workforce members who assist in the performance of

functions or agtivities on behalf of the Depariment; or access or disclose-
Department PHI or PI must compléte information privacy and‘security training, at
least annually, at Contractor's expense. Each workforce member who receives

- information privacy and security fraining must sign a certification, indicating the

member's name and the date on which the trammg was completed. These |
cerfiflcations must be retained for a period of six (6) years following termination of
this Agreement. -

Employee Discipline. Appmpn‘ate sanctions must be applied against workforce
members who fail to comply with privacy policies and procedures or any
provisions of these requxrements including termination of employment where
appropriate.

Confidentiality Statement. All persons that will be working with Department
PHI or Pl must sign a confidentiality statement that includes, &t a minimum,
General Use, Security and Privacy Safeguards, Unacceptable Use, and
Enforcement Policies. ‘The statement must be signed by the workforce member
prior to access to Departmient PHI or Pl. The statement must be renewed
annually. The Contractor shall retain each person’s written confldentiamy
statement for Department inspection for a penod of six (6) years following
termination of this Agreement.

Backgmund Check. Before a member of the workforce may adcess
Department PHI or Pl, a background screening of that worker must be
conducted. The screening should be commensurate with the risk and magnitude
of harm the employee could cause, with more thorough screening being done for
those employees who are authorized to bypass significant technical and
operational security controls. The Contractor shall retain each workforce
member’s background check documentation for a period of three (3) years.

2, Technical ASecurity Controls-

A.

Workstation/Laptop encryption. All workstations and iaptops that stare
Department PHI or Pl either directly or temporarily must be encrypted usinga
FIPS 140-2 certified algorithm which is 128bit or higher, such as Advanced
Encryption Standard (AES). The encryption solution must be full disk unless
approved by the Department Information Security Oifica.
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Server Security. Servers containing unencrypted Department PHI or Pt must have
sufficient administrative, physical, and technical controls in place to protect that
data, based upon a risk assessment/system security review.

Minimum Necessary. Orily the minimum necessary amount of Department PH| or
Pt required to perform necessary business functions may be copled, downloaded,
or exported,

Removable media devices, All electronic files that contain Depaitment PH| or Pi
data must be encrypted when stared on any removable rmedia or portable device
(i.e. USB thumb drives, floppies, CD/DVD, Blackbetry, backup tapes etc.).
Enctyption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such
as AES.

Antivirus software. All workstations, laptaps and other systerris that process and/or
store Department PHI or PI must install and aclively use comprehensive anti-virus
software solution with automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process
and/or store Department PHI or PYmust have critical security patches applied, with
system reboot if necessary. There must be a documented patch management
process which determines installation imeframe based on risk assessment.and
vendor recommendations. At a maximum, all applicable patches must be installied
within 30 days of venidor release. Applications and systems that cannot be
patched within this time frame due to s:gmﬁcant operational reasons must have
compensatory controls implemented to minimize risk until the paiches can be
installed. Applications and systems that cannot be patched must have
comperisatory controls implemented to minimize risk, where possible,

User iDs and Password Controls. All users must be issted a unique user name for
accessing Department PHI or PL. Username must be promptly disabled, deleted, or
the password changed upor the transfer or fermination of an employse with
knowledge of the passward. Passwords-are hot{o-be shared. Passwords must be at
feast elght characters and must be a non-dictionary word, Passwords must not be
stored in readable format on the computer, Passwords must be changed at least
every 90 days, preferably every 60 days, Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at least three of the
following four groups from the standard keyboard:

1) Upper case letiers (A-Z)

2) Lower case letters (a-z)

3) Arabic numerals (0-9)

4)  Non-alphanumeric characters (punctuation symbols)

Data Destruction. When no longer needed, all Department PHI or Pt must be wiped
using the Guimann or US Department of Defense (DoD) 5220.22-M (7 Pass) standard,
or by degaussing. Media may also be physically destroyed in accordance with NIST
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Special Publication 800-88. Other methods require prior written permission of the
Department Information Security Office.

System Timeout. The systeni prowdmg access fo Department PHI or Pl must
provide an automatic timeout, requiring re-authentlcatlon of the user session after
no more than 20 minutes of inactivity.

Warning Banners. All systems providing access to Bepartment PHI or Pl rust
display a warning banner stating that data is confidential, systéms are logged,
and system use is for business purposes only by authorized users. User must be
directed to log off the system if they do not agree with these requirements.

System Logging. The sysfem must maintain an automated audit trail which can
identify the user or system process which initiates a request for Department PHI
or P1, or which alters Department PHI or P, The audit trail must be date and
time stamped, must log both successful and failed accesses, must be read oniy,
and must be restricted to authorized users.. if Department PHI or Pl is stored in a
database, database logging functionality must be enabled, Audit trail data must
be archived for at'least 3 years after occurrence.

Access Controls. The system providing access to Department PHI or Pl must
use role based access controls for all user authentications, enforcmg the
principle of least privilege,

Transmission encryption. All data transmissions of Department PHI or Pl
outside the secure internal network must be encrypted using a FIPS 140-2
certified algorithm which is 128bit or higher, such as AES. Encryption can be
end to end at the network level, or the data files containing Department PHI can
be encrypted. This requirement pertains to any type of Department PHlor Pl in
motion such as website access, file transfer, and E-Mail.

Intrusion Detection. All systems involved in accessing, holdirig, fransporting,
and protecting Department PHI or Pl that are accessible. via the Internef must he
protected by a comprehensive intrusion detection and prevention solution.

Audit Controls

A,

System Security Review: Coritractor must ensure audit control mechanisms
that record and examine system activity are in place. All systems processing
and/or storing Department PHI or Pl must have at least an annual system risk
assessment/security review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing
adequate levels of protection. Reviews should include vulnerability scanning
tools.
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Log Reviews. All systenis processihg.and/cr stoting Department PHI or Pl must
have a routine procedure in place to review system logs for unauthorized access.

Change Control, All systems processing and/or storing Depariment PHI or P}
must have a documented change control procedure that ensures separation of
duties and protects the confidentiality, integrity and availability of data.

Business Continuity / Disaster Recovery Controls

Emergency Mode Operation Plan, Contractor must establish a documented
plan to enable continuation of critical business processes and protection of the
security of Department PH! or Pl held in an electronic format in the event of an
einergency. Emergency means any circumstance or situation that causes
normal computer operations to beconie unavailable for use in performing the
work required under this Agreement for more than 24 hours.

Data Backup Plan. Confractor must have established documented procedures
o backup Department PHI to maintain retrievable exact copies of Depariment
PHl-or Pl. The plan must include a regular schedule for making backups, storing
backups offsite, an inventory of backup media, and an estimate of the amount of
time needed to restore Department PHI or Pl should it be lost. At a minimum, the
schedule must be a weekly full backup and monthly offsite storage of Department
data.

Paper Document Controls

A.

Supervision of Data. Department PHI or Pl in paper form shall not be left
unattended at any time, unless it is locked in a file cabinet, file room, desk or
office. Unattended means that information is not being observed by an employse
authorized to access the information. Department PHI ar Pl in paper form shall
not be left unattended at any time in vehicles or planes and shall not be checked
in baggage on commercial a:rpianes .

Escorting \hsntors. Visitors to areas where Department PHI or P is contained
shall be escorted and Department PH] or Pl shall be kept out of sight while
visitors are in the area,

Confidential Destruction. Department PHI or Pl must be disposed of through
confidential means, such as cross cut shredding and pulverizing.

Removal of Data, Only the minimum necessary Department PHI or Pl may be
removed from the premises of the Contractor except with express written
permission of the Department. Department PHI or P! shall not be considered
"removed froni the premises” if it is only being transported from one of
Contractor's locations to another of Contractors locations.
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E. Faxing. - Faxes containing Department PHI or Pl shall not be left unattended and
: fax machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persons receiving faxes in error to destroy them. Fax
numbers shall be verified with the intended recipient before sending the fax.

F. Mailing. - Mailings contairing Depariment PHI or P1 shall be sealed and secured
from damage or inappropriate viewing of such PHI or Pl {o the extent possible,
Mailings which include. 500 or more individually identifiable records of
Department PHI or Pl in a single package shall be sent using a fracked mailing.
method which includes verification of delivery and receipt, unless the prior written
permission of the Depariment to use another method is obtained.

THE REST OF THIS PAGE IS INTENTIONALLY BLANK
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Attachment |

Information Exchange Agreement between the
Social Security Administration (SSA) and the
California Deparirnent of Health Care Services
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N . Attachinent | - Page 1 0f 66

INFORMATION EXCHANGE AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND -
_THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY)

A PURPGSE' 'I‘he purposé of this Tnformation Exchange:Agresment (“IEA”) iz fo egtablish
terms, conditfons, and safeguards undef which SSA will disclose to the Staté Agency cerfain
information, records, or data (herein “data™) to assist the State Ageney in adrmmstenng
certain federally funded stats-administered benefit prograrhs (incliding $tate-filnded state
supplementary payment programs under Title XVI of the Social Security Act) Idennﬁed in

~ this IBA. By entering into this IBA, the Stale Agency agrees to-cormply with: * .
» the terms and conditions set forth in the C‘omputer Matching and anacy Protection Act
-, Agreement ("CMPPA Agreement”) attached a3 Attachment 1, governing the State
Agency’s use of the data disclosed from SSA’s Privacy Act System of Records'
+ all ofher texms and conditjons set forth in this IBA '

B. PROGRAMS AND DA’I‘A EXCHANGE SYS’IZEMS. (1) The State Agenoy will usethe
data received or accessed from 8SA vinder this TEA for the putpose of administering the' .
federally funded, state-administered programs identified in Table 1 below. In Table 1, the
State Agency has idemtified: (2) each federally finded, state-administeréd program that it
ad:mmsters, and (b) each SSA data exchange system to which the State Agency needs access -
in order-fo administér the idenfificd program The hst of 88A's data exchange systems s

attachcd asAttachment 2:
. _TABLE] : - . o
1 : ' FEDERALLY FUNDED BENEFIT PROGRAMS
o ' Program SSA Data Exchange System(s) -
. . ’ .- BENDE)USDX/E\’SISVESISOLQISV ES !~Citlzenship
XI Medicaid - . : /Quarters of Coverageansuner Query :

[[] Tempotary Assistance to Heedy Famzt‘es -t
(TANF)

{j Supplementai Nutrition Assistan(:e Program ) T . : . ‘
(SNAP~ fonnaliy Food Stamps)* .

[ L!nemployment Compensation (Federal)

[’_‘] Unemployment Campensatian (State}

‘ {’_‘} State Child Support Agency

[l Low-incorne Home Energy Asststance
Program (L-HEAP)

1 Workers Compensation

[ Vocationsi Rehabilitation Services

”
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+

..D

Foster Care (IV-E)

ni

State Heaith Insurance Program (5-CHIP) -

4

Women, infants and Children W.1.C.3

[X] Medicare Savings Programs (M5F) =~ ~- [HLSFile -
[X] Medicare 1144 (Ohu'eadh) )

'Medicare 1144 Outreach File

B

Other Federally Funded, State-Admfmstered Programs (List Belonq}

" Program . | S5A Data Exchange Systeni(s)

s

. {(2) The State Agency will 1se cach 1denﬁﬁad data exchange system o lzfor the purpose of

administering the specific program for which access to the data exchange system is provided,
SSA. data exchange systems ate protected by the Privacy Act and federal law prohibits the -
use of SSA’s data for any purpose other than the purpose of administering the specific .
program for which such data is disclosed, In particular, the State Agency will use: (a) the fax
return data disclosed by SSA only to determine individual eligibility for, or the amount of,
assistance under a state plan pufsuant io Section 1137 programs and child support
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the eitizenship
status data disclosed by SSA under the Children’s Health Tnsurance Program.
Reauthorization Act of 2009, Pub. L, 111-3, only for the purpose of determining entitlement
to Medicaid and CHIP program for new epplicants. The State Agency also acknowledges . .
that SSA’s citizenship data may be less than 50 pércent curfent. Applicants for SSNs feport
their citizenship data at the time they apply for their SSNi; there is no obligation. for an

" individual fo reportto SSA a change inhis or her ermgranon status notil he or she files a

C
W Ko

_ claim for benefits.

PROGRAM QUESTIONNAIRE: Prior to ;tgmng fhiis TBA, the State Agency will
complete and submit to SSA a program questionnaire for each of the federslly fimded, state-
administered programs chécked in Table 1 above. SSA will not disclose any data under this *

©- IBA until it has received and approved the completed progmm questionmaire for each of the

programs identified in Table 1 above,
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-

D. TRANSFER OF DATA: SSA will transfuit the data to thie State Agency niider this IBA
using the data transmission miethod idenﬁﬁed o ‘Table 2 below: ‘

TABLE?2

TRANSFER GF DATA

[:_'l Data will be transmitted directly between SSA and the Stite Agency

[X] Data will be trensmitted directly betwean SSA and the California Office of Technolcgy (State
Transmission/Transfer Component (“STC™M) by the File Transfer Mandgement Syster, 4 secure
mechanism approved by $S4. The STC will serve as the conduit betwean SsA and the State
Agency. pursuant is) ﬂ:e State STC Agreement. ' .

[] Data will be transmitted directly between SSA and the Interstate Corinection Network

(“TCON™). ICON is 2 wide area telecommunications network sonncctmg state agencies.that
administer the state unemployment insurance laws. When receiving data through ICON, the

State Agency will comply with the “Systems Security Requirements for SSA Web Acc:ess to SSA

, Informa‘aon ’I‘hrough the ICON,” attached as Aftnchment 3.

" E SECUBITY FROCE})URES' The State Agency will cornply with hzmtatlons onse,

treatment, and:skfeguarding of data under the Privacy Act-of 1874 (5 U.S.C. 552a), as
-amended by the Computer Matching and Privacy Profection Act of 1988, yelated Office of
Management and Budget giidelines, the Fedéral Tnformation Security Mana gement Act of
2002 (44 U.8.C. § 3541, et seq.), and related National Institute of Standards and Technology
. guidelines. In addition, the State Apency will comply with SSA’s “Information Systen |
Security Guidelines for Federal; State and Local Agenties Receiving Eléotronic Information
from the Social Security Adminisiration,” attached as Attachment 4, For any tax retum
data, the State Agency will also comply with the “Tax Information Security Guidelines for
Federal, State and Local Agencies,” Publication 1075, published by the Secretary of the.
"Treasury and available at the following Internal Revenue Service (IRS) website:
hittp:/frvew.irs.gov/pub/ics-ndf/p 1075 paf, This IRS Publication 1075 is mcorporated by .
rcference into this TEAY” .

F. CONTRACTOR/AGENT RESPOI\SIBEIIIES‘ The State Agency will rcstrict access to

the data chtained from SSA to only those authotized State employces, contractors, and
agents who need such data to perform their official duties in connection with purposes
identified in this IRA. At SSA’S request, the State Agency will obtdin fiom each of ifs
' contractors and agents a current list of the employees of its contractors and agents who have
. accessto SSA data disclosed under this IRA. The State Agency will require its contrastors,

* agents, and all employees of such contractors or agents.with awthorized acoess to the SSA
data disclosed under this TEA, fo comply with the terms and conditions set forth in this JEA,
and not to duplicate, disseminate, or disclose.such data without obtaining SSA’s prior writlen
approval. In addition; the State Agency will comply with the limitations on use, duplication,
and redisclogure of SSA data set forth in Seotion IX. of the CWPA Agreement especially
with respect to its contractors and agents,
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TG SAPEGUARDING AND REPORTIN G RESPONSIZBEITIES FOR PERSONALLY

IDENTIFIABLE INFORMATION (“PII"):

1. ‘I‘h& State Agency will-ensure that its employess, contractors, and agents:
a. properly safeguard PII fumnished by SSA under this IEA from loss, theft or
inadvertent disclosure; ’
" b, understand that they are responsible for safeguardmg this Information at all times,
, regardless of whether ornot the State employe, contractor, or agent is at his orher

 regular duty station;

&. ensuré thatlaptops and other electronic devices/media contammg PH axe. encrypted
and/or password protected;

d, send emails containing PIl-only 1f encrypted or lf to and from addresses that aIe
secure; and .

Page 4 of 66

e. limit disclosure of the information and detsils relatmg toa Pl loss oniy to those with

aneed to lmow

2. Ifan employee of the State Agoncy oran emplo;'ec of the State Agency’s contractor of
agent becomes aware of suspected or actial loss of PLL, he or she must immediately
contact the State Agency official responsible for Systems Security designated below or
his orher delegate. That State Agency official or delegate must then notify the SSA

Regional Office Cohtact and the SSA Systems Securiy Contact identified below. If for

any r¢ason, the responsible State Agency official or delegatc is unable to notify the SSA. .
Reglonal Office or the SSA Systems Security Contact within 1 hoir, the responsible State

Ageney official or delegate must call SSA’s Network Customer Service Center,
(“NCSC™) at 410-965-7777 or toll free.at 1~ 888-772-6661 to report the actual or

suspected loss. The responsible State Agency official or delegate will use the worksheet,
- attached as Attachment 5, to quickly gather and. organize information-about the incident.
The responsxble State Agency official ot delegate nust provide to SSA timely up&ates a8

any addmonal informstion about the loss of PII becomes available.

3.. SSA will malce the necessaxy contact within SSA. to file g formal report i socordanes
’ with' SSA procedures. SSA will notify the Depattmsnt of Homeland Security’s Umted
States Computer Emergency Readiness Team if loss or potenitial loss of PII related toa
data exchange under this IEA ocours,

4, Ifthe State Agency experxcnces a Ioss or breach of daita, will determine whathe:or not

to provide notice to individuals'whose data has been lost of breached and bear any costy
associated wifh the notice or any mbgaﬁom
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H. POINTS OF CONTACT:
FORSSA )
San Francisco Regmual Oifice; .Data Exchange Issues;
Bllery Brown Guy Fortson - '
Diata Exchange Coordinator Office of Electronic Informahon Exchange
Frank Hagel Federal Building GD10 East High Rise
1221 Nevin Avenie . 6401 Security Boulevard
Richmond CA 94801 ~Baltimore, MD 21235
Phone; {510) 970-8243 . Phone: (410) 597-1 103
. Fax: (510) §70-8101 * Fax: (410) 597-0841 . :
Email: Bllery Brown@ssagov =~ Bmeil: guy.forfson@ssa.gov. -
Systems Issues: Systems Security Issnes: |
Pamels Riley - . Michae] G. Johnson.
- Office of Barnings, Enumerahon & - Aoting Director .
Administrative Systems Office of Electronic Infonnatmn Bxch.angs' .
* DIVES/Data Exchange Branch, , Office of Strategic Services
" . 6401 Seciity Boulevard. - 6401 Security Boulevard
Baltimore, MD 21235 . ‘Baltimare; MD 21235
Phone; (410) 965-7993° Phone: (410) 965-0266
Fax: (416) 966-3147 © Fax: (410) 966-0527
Ermnail: ?amela.Riley@ssa gov . Emaili Michdel.G Iohnson@ssa.gov
FDR-STATEAGENGY
Agreement Tssues: Technical Tssues:
Manuel Urbing + Pei Collier
Chief, Security Unit * . Chief, Application Support Branch
Policy Operations Branch " Information Technology Services Division
Medi-Cal Eligibility Division . 1615 Capitol Ave, M&-6100 . :
. 1501 Capitol Averg, MS 4607 * _ Sacramento, CA 95814 -
Sacramento, CA 95814 ' _ Phone: (916) 440-7036
Phone: (916) 650-0160., " Bmail: Fei.Collisr@dhes.ca.goy

Email; Manuel, Urbma@dhcs ca.gov

L. DURATION: The eﬂ‘eéﬁvc date of this JEA is T anuary 1;2010. This IBA will rerain in
effect for as long 4s: (1) s CMPPA Agreément governing this IBA is in effect betiveen SSA
and the State or the State Agency; ad (2) the State Agency submits & certification in-
agoordance with Section J. below at Zeast 30 days before the explratmn and renewal of such

_CMIPA Agrecment

3 iy, v
S e
b/

%*\l,“\]!!u-‘".(

.
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1

J. CERTIFICATION AND PROGRAM CHANGES: At least 30 days before the expiration
and renewal of thie State CMPPA Agreement governing this IBA, the State Agency will

© certify in writing to SSA that: (IJ'it s in Gompliance with'the terris and conditions of this

' IEA; (2) the data exchange processes underthis IHA have been and will be conducted |

‘ thhnut change; and (3) it will, upon SSA’s request, provide audit reporis or other documents
that demonstrate review and aversxght getivities, Jf there ave substantive changes in any of
the programs or dats exchange processes listed in this IEA, the parties will modify the IEA in
accordance with Séction X, below and the State Agency will submit for SSA’s approval new
program questionnaires inder Section C. above describing such changes prier fo usmg S5A's
data to admzmster sush new ar ohanged program

X MO])]FICATION Modxﬁcatons to this IEA must be in writing & aa& agreed o by the, -
+ parties,

4 ; . +

L. TERMINATION: The parties may terminate this TBA at any time upon mutual written
consent, In addition, either party may ynilaterally terminate this IEA upon 90 days advance |
writien nntice to the other party. Such unilateral termination will be effeciive 90 days aftér
the date of the nohce, oraf a later date spccxﬁcd in the notice. . -

SSA may mmedlately and, 'lmﬂatﬁraﬂy mpmd the data flow :mdbr this IEA, or ternnnate '
this IEA, if SSA, in its sole discretion, determines that the State Agency (including its- -
employees, contractors, and agents) has: (1) made an unauthorized use or disclosure of SSA-

. supplied data; or (2) violated or failed to follow the terms and conditions of this IEA arthe
CMPPA Agreement ' .

M. MGRAIION: This EA, including all attachments, constitutes the enfire dgreement of -
the partzcs with respect to its subject matter, There have beenno reprcseutatwns, warranties,
or promises made outside of this TEA. This IRA shall take precédence ovér any other
document that may be in'conflict with it.

AT IfACHMENTS .
1- CMPPA Agreerndnt.
2~ SSAData Exchange Systéms ’ .
3~ *Systems Security Reqmrements for. SSA Web Accessto SSA Information . -
Through ICON - !
4~ Information System Security Gmde]mes for Fede:a] State and Local Agcm:tss
. Receiving Electronic Information from the Social Secunty Admmlsn‘a‘hon
ﬁ ~ PIILoss Reporting Worksheet .
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+

N. SSA AUTHORIZED SIGNATURE: The signatoty below warants and répresents that he

or she has the conipetent authonty on behalf of SSA. to enter into the obligations set forth i in
this IEA. ;

t

SGCMI; SECURITY ADMIN IS'ITRATION

ﬂﬂwug(‘)tﬂf 13 c(*

Michse! &, Gallagher |
Assistant Deputy Co rsszcmer .
“for Budget, Fimance and Manag-:mant

"'7r$/z;r

I}am ‘

+

N \"“’;:' ." . . v7.
il o o .

LY

£

&8
PSS

A "‘
248
v
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0. REGIONAL AND STA’I‘E AGENCY SIGNATURE$ ) -

v

SOCIAL SECURITY ADMQIST‘RATION
REGIONIX, - . .

¢ *

THE CALTE ORNIA DEPARTMENI‘ OF HEALTH CARE SERVICES

The signatory below warrants and represents that e or she lias the competent authonty
. onbehalf of the State Agendy to enter info the obligations set forth in this IEA

- W s—

Toby Dgfiglas {
Chief Deputy Director, Hedlth Care ngrams

/0 [z[w
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2012 IEA CERTIFICATION OF COMPLIANCE
(IEAF)
‘CERTIFICATION OF COMPLIANCE
FOR.
TEE INFORMATION EXCHANGE AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (SSA)
‘ AND
THE C‘ALIFORNA DEPARTMENT OF BZEALTH CARE SERVIC,Eg (BTATE.
. AGENCY],
" (State Agency Levelf

In dceordance with the terms of the Iformation Ex::hange Agremne,n’t (IEAng between S8A.and
“the State Agency, the State Agency, fhrongh ifs authorized representative, E,are“by cerfxﬁss that,

asofthe date of thig certification:
1. ‘The State. Agency is i compliance with the:terms and condifions c"f the IEAIF;

3. ‘The State Agency has conducted the data excHange processes rinder the TRA/R without
change, except 2s modiffed in dotordance with fhe AR, )

3. TheState Agency will continue th conduct thetdata sxchangc processes under the IEA/E
thhoutthange exoept as may be miodified #n accordance with the TRA/F;

4. Upon SSA’s reguest, “the State Aggmoy will provide. andit reports or other doouments that -
demonsfrate aomphan% with the review and oversight activities réqpired under the
TEA/F and thie governig Corimputer Matchmg and Pmmyl’ratectzon Avt Agreement;
and . .

5. Tn compliziee with tﬁe rcqmremenis of the “Blegttonit InfonnaﬁonEXshmﬁe Secutity
Reqiremerifs, Guidelines, and Procedures for State and Lovdl Agericies Fxohar ghig
Eledtronte Tnformation with the Social Securify Admitiistration,” Aftachment 4 to the
IBAJF, as periodically updated by SS4&, the State Agencyhas not made any changes i

fhe fonawmg areas that coyld potenrlaIIy affeot the secunty of 884 data.

General System Szcunty Design aqa. Opera,tsa g Envxromnent '

Systern Acéess Contiol |

‘Ayitotnated Andit Trail

Wropitoring and Anomaly Detecton

Management Oversight C

Dafa ‘and Commmnitafions Saclmly

t@t-..tm-n.

The Statg Agenoy will subrmt an updated Secitity Design Plan at least 30 ddys ;mor o
rhaking atiy changes t the ateds Hsted ghove, ,

825
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The signatory below warrants and represenfs thé_t he orsheis greprezs%ntaﬁve of the State
Agenoy duly authorized to méke this cerfification on behalf of the Stafe Agency.

-
- .

DEFARTMENT OF HEALTH CARE SERVICES OF CALIFORNIA
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Model SMEPA Agreoment

COWUTER MATCHING AND PRIVACY PROTEC'HO\I ACT AGREEMENT
BETWEEN .
THE SOCIAL SECURITY ADMIMSIR&'HON

THE HEALTH AND HOMAN SERVIGES AGENCY
OF CALIFORNIA

Purpose and Legal Authority
A Puspose, |

This Computer Matching and anacy Protection Act (EMPPA) Agresment
between the Social Security Administration (SSA) and the California Health and

* Human Services; Agency (State Agency), sets forth the terms and conditipns
goveming disclogures of records, iformation, or: data (collectively referred 1o.
herein “data™) made by SSA to the State Agency that administers federally
funded benefit programs. under various prowsmns of the Socizl Sedurity Act
(Act), such a5 sotion 1137 (42 U.8.C. § 1320b-7), incinding the state-funded
state supplementary payment programs under title XVI of the Act. The terms and
cenditions of this Agreenrent ensure that SSA makes such disclosures of data, and |
the State Agency uses such disclosed data, in aceordince with the requirements of
the Privacy Act of 1974, ds amended by the Computer Mafchmg and anacy C.
Protection Act of 1988 5US.G, § 5528

Undcr section 1137 of'the Act, the State Agency 18 reguited to 1186 én incqmé and
eligibility verificatioh system to administer specified federally finded bepefit -
programs, including the state-funded state supplementary payment programs

. “undertitle XVI of the Aet, To assist the State Agency in determining entitlément
o and eligibility for benefits under those proprams, as well as othér federally .
funded beiefit prograins, SSA discloses ceftain data about applicants for state o
benefits from SSA Privacy Act Systems of Records (SOR) and verifies the Sodial
Security numbers (8SN) of the apphcants . . o

. B, Legal Authority

SSA’s ax:rthonty to disclgse data arid the State Agency’s authority 1o collegt;
mamtmn, ‘and use datd protected under S§A SORs for specified purpeses is:

.. Sectmns 1137, 453, and 1105(p) of the Act.(42 U.S.C. §§ 1:20}:»7’ 633,
and 130609)) (income aid eligibility verification data);

o 26 U.S.C. 56103007 und (8) (tax return data); |

« . Section 202(x)(3)(B)(iv) of the Agt (42 U.8.C. § 401(3BYEV))
(prisoner data);

»  Section 1611(eJ(L))(HD) of the Act (42 U S.C: § 1382()(1)(Didi) (SSI};

828
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»  Section 205(r)(3) of the Act (42 U.8.C. § 405()(3)) and the Intelligence
Reform and Temrorism Prevention Act of 2004, Pub, L, 108458,
§ 7213(a)(2) (death data);

»  Sections 402, 412, 421, and 435 of Pub. L. 104-193 (3 U.8.C. §§ 1612,
1622, 1631, and 1645) (quaﬂers of coverage data);

e. Childven’s Health Insurance: Prograrm Reauthonzanon Act of 2008,
Pub. L. 111-3 (citjzenship.data); and

« Routineuse exception to the Privacy Att; 5 U.S.C. § 552a(b)(3) (data oo
necessary to administer other p,tograms compatible with SSA program:.)

This Agreement. Further carrles out section, 1106(&) of the Act (42 T, S €. § 1306),
.- the regulations promulgated pursuint to that settion (20 EF.R, Part 447), the
" Privacy Actof 1974 (3 US.C, § 552a), as amended by the CMPPA, related Offie -
of Management and Budget (OMB) guidelines, tHe Federal Information Security
Management Act ef 2002 (FISMA) (44 U.8:C. § 3541, et seq.), and related
National Institote of Standards znd Technology (NIST) gnidelines, whick provide
the requirements that the State Agency must follow with regard to use, treatment,

and safeguarding of data. ©

-

Scope

A. The State Agenty wiill Gomply with theterms and condmcns of ﬂusAgfeement
and the Privacy Act, as amended by the: CMPPRA.

B. The State Agency will execute one Or ore Informatmn Exchange Agreements
(IBA)with S8SA, decuménting additfonal texhis aad conditions appheable to these
specific data.exchanges, including the particular benefit prograrhs administered by

the Stare Agency, the data elements that will be disclosed, and the daia protection
requirements implernented to assist the State: ‘Agency mthe admm:xstxahon of

Thosezpmgrams

' C. The State Agency will use the SSA data govemed by this Agreement to determine

entitlement and eligibility of mdmduais for dne or more of the. f‘oﬁawmg
programs:

1. Temporary Assigtance to Needy Families (TANP) pzégmm under Part A -
of title TV of the Act;

2. . Medicaid provided under an approved State plan, or an.approved waiver under
title XIX of the Act;

3. State Children’s Health Insnraﬁcervram (CHIP) vinder title 3T of the Act,
as amended by the Chddren s Health Tnsutance Program Reauthorizatipn Act
of 2009;

4. Supplemental Nutm:onal Assistanice Program (SNAP) under the F ood Stamp
Actof 1977 (7US C. §2011 etseq.) )
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of 1966 (42 US.C.§ 1771, et seq.);
Medicare Savings Programs (MSP) mder 42 11.5.G. § I:96a(10)€5),

in section 3304 of the Internal Reverme Code of 1554;: .
Low Income Heating and Energy Assistance (LIHEAP ot home enerfgy
grants) program under 42 U.§.C. § 8621; -
9, State-admidistered supplementary payments of the type dasmbed mn
section 1616(a) of the Act;
- 10. Programs under a plan approved under titles I, X, XIV, or XV of the Aat;
11. Foster Care and Adoptien Assistance updéy title IV-of the Act;
12, Child Support Enforcement pmgrams)‘ inder settion 453 of the Act:
(4217.8.C. § 653); .

o -:49\ v

Page 14 of 66
3

Women, Infants and Children Prog;:am (WIC) under the Child Nutsition Act

g Unemployment Corupensation programs-provided under a state lav despribed

13, Other applicable federally fiinded programs admm.xstemd by the Sfate Agénoy
“under titles I, IV, X, XIV, X VI, X VI, XIX, XX and 35U of the Act; and,
14, Any other f&derally funded programs administered by the State Agency that

are compatible with SSA’s programs,

. administéring a particalar federally funded benefit pmgram is used only to
admmster that program. ' .

Justification and Expected Rosults
A; Justification | .

. The State Aepcy will ensure that SSA. data dwelbséd for ﬂae speqxﬁe purpose of

_ This Agreementand related data exchanges with the- S!:;te Agcmy Bre necessary
for SSA to assist the State Agensy-in #ts administeation of federally funded benefit -
programis by providing the data required ta aceurately determine entitlement and
eligibility of individnals fof benefits provided under-these programs. SSA uses .
computer technology to transfer the data because it i mere economical, efficient,

and faster thah nsing manual proéesscs

B. Expected Results’. '

The State Agency will ise the date provided by S5A to improve pulilic servies

and prograim efficiency and integrity, The use of 85A data expedites fhe

application process and ensures thét benefits are awarded only to applicants that

satisfy the State Agéncy”s program criteria. A cost-bemefit analysis for the
exchange made under this Agreement is not required in accordante with the
determination by the SSA Data Integrity Board (DEB) towaive such mal‘ys:s
pursuantto 5 U.S.C. § Sn.a(u)(t(-}(B)

%
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Iv. Reqbré))escripﬁon .

A. Systems of Revords

€.

SSA SORs used for purposes of the subject data exchanges nclude:

« 60-0058 - Master Files of SSN Holders and SSN Applications

(accessible through EVS, SVES, or Quarters of Coverage
~ Query data systems);.
+ 60-0059 -~ Earnings Recordmg and Self-Empléyment Ingome Systemn
< ‘{adeedsiblefhrough BENDEX, SVES, or Quarters-of Coverage
‘Query data systems);
600090 «~ ‘Master Beneficiary Record (accessﬂalc through BENDEX er
, SVES data systemis); |
i 60-0103 - Supplementa) Secunty Income Recerd (SSR)-and Spacxa!
Vererans Benefits (SVB) (acoessible through: SDX op SV BS
, data'systems); ,
600269 - Prisoner Updaté Processing: Bystern (PUPS) (aceessﬂ:le frough
) SVES or Prisorer Query data systems).’
¥ G0-03321 - Medlcare Part D and Part D SubsidyFile

-

The Stam Apenty will only use thotax retinn data re‘an‘tamed in SOR 600059
(Bamings Reo ording. and Self- Bmployment Incomsa System) in aocordancg witl
2608.C.§ 61@3:

Data Blemen‘ts

Data eiemcmts disclosed in computar matc:hmg governed by this Agceement are

Pepsendlly Identifiable Information (PID) fom specxﬁed SSA 8ORs, intluding
names, SSNs, addresses, amousts, and other information related to SSA benefits;

and sammgs informatien. Speeific listings of data slements are avaﬂabia at:

Hp:/ AW, 552.00v/gh

Num"ber of Records Tvolved

The number of recor&s for each program covered un&ar this Agreement is aqual to.
the nurmber of title 0, title XVT, or thile X VI recipients resident in'the State as -

‘recmrded in 88A’s Anmual Stamsnoal Supplement fetund oxd fha Inferngt4t:

htt g‘z’lwwwssa gov/gorcy!dgcs[staicamg /

This number will fluctuate duririg the term of this Agreement, cerresponding to
the number of title II; title XVT, and title XVII recipients added to, or deleted
from, SSA ddtabases during the tarm of this' Agresment.

831
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Notice and Opportunily to Contest Procedures - ) . "

A,

Notice to Applicants

The State Agency will notify.all indiViduals-who dpply for federally fimded,
state-adrainistered benefits under the Act that any data they provide are subject iv
verification through eomputer ratohing with 884, ‘The State Agency and SSA.

" will provide such notice through appropriate language printed on application

forms. or separate handouts:

Notice to Beneficiaries/Reciplents/Anmutants

}
The State Aoem:y wﬂl prowde notice to bepeficiariés, recipients, and anrisitants
under the programs covered by this Agreement informing them of ongoing .
computer matching with 854, SSA will provide such notice through publication
in the' Federal Register and periodic mailings to all beneficiaries, rcc;.pumts, and
annuitants describing SSA’s matchxng activities

Opportunity-to Coni‘est

»

“The State Agency will nettenmnat@ suspend, rcduce dany, dr take other adverse

action dgainst an applicant for or recipient of federally funded, state-administered
benefits based on data diselosed by SSA frem its SORs until the individual is
notified in writing of the potenual adverse action and pmw.ded an oppox:tumty 16
contest the planned action. “Adverse action” means any actibn that results ina
termination, suspension, reductioh, of final denial of eligibility, payment, or
benefit, Such notices will;

1. Infora the mdivxdual ofthe matoh findings an&i:ha appnmmﬁ;y o cortest,
these findings; - )

3, Givethe nidividual notil the expiration of any. tiine period established for the
relevant program by a statute or regulation for the individual fo respond to
the notice. If no such time period is established by a statuie or regulation for
the program, a 30-day penod will be provided. The time period begins on
the date on which notice is mailed or otherwise provided to the individual to -
J:cspond and

3, Clearly state that, unless the individual Iespf.;mds to the notice i the Tequirest
time pediod, the State Agency will conclude that the SSA data are eorect and

will effécuate the threatened action or etherwise make the necessary
. adjustment to the md1v1d1;al‘s benefit or entitlement.

832
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VL Records Accuracy Assessment and Verification Procedures . .

"The State Agency may use SSA’s benefitidata withont independent verification.
SSA has independently assessed the-agcuracy of its benefits data o be more than
99 percent aceurate when they are created.

5

Prisoner and death data; some of which is not indepiendently verified by 884, does
not have the seme degree of acouracy as SSA”s benefit dats, Therefore; the State
Apency must independently verify these data through appliceble State verification

. procedures and the hotice and opportunity to contest procedurss specifiedin

Section V of this Agxecmmt befors taking any adverse action aaamsr.any ndividuzal.

SSA’s citizenship data may be less than 50 peroent cusrent, A:pphcants for SN
report their citizenship status at the timé they apply for theft SSNs. Thereis o
obligation for an-individual o report to SSA a change in hisor Her mumgratzon status

uritil he or she files a clajm for benefis,

Disposition aud Records Reténtion of Matched Items

A. The State Agency will retain ajl data seceived from 88A to aduifnister programs
- governed by this Agréement only-for the reguired proesssing tmes for the
applicable federally funded bgneﬁt programs and will then destroy all such data.

B. The State Agency mayretdin S5A.d4td in hardcopy to meet evidentiary
requirements, provided that they rétire such dafa in a¢cordanse with applicable
state laws goverping the State Agenoy's retention of records, .

C. The State Agency miay use aty accretivns, delétions, or changes to the 854 datd.
- govemed by thiy Agreement to update thelr puaster files of federally funded,
" state-administered benefit program applicants and recxpmnts and retain such
master fles in accordance. with applcablé state Iaws governing the State
Agency’s retenition of rectrds.

D, The State Agency may not-creats separate files or records comprised solely of the

dataprovided by SSA to administér programs govered by this Agreemen.

E. 884 w:l! f’ie:latc: electrenic date. Jinput Hles received from the State Agency afterif
processes the applicable mateh, S8A. will yetire ifs data in accordance with the
Federal Records Retention Schedule (44 U.S.C.:§ 33032). :

Secaurity Procedures

The State Agency will comply with the security andsafeguardmg requirements of the
Privacy Act, a5 amended by the CMPPA, related OMB gmdchncs, FISMIA, related

833
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_ NIST gmdehnes, md 'the currentzevision of IKS Publication 1075, Tax Information
Security Guidelines for Federal, State and Lpcal Agencies and Enfities, availabls at .

httpfwww.irs.gov. In addition, the Staté Agency will have in place administrative, |

technical, and physjcal safeguards for the matched data and results of such matches.
Additional administrative, technical, and physieal security requirements governing alt
data §SA provides electronically to the State Agency, mcludmg speoific guidance on
safegiarding and reporting responsibilities for PH' are set forth in the IBAs.

IX.Records Usage, Duiplication, aud Rediselosure Restrictions.

A, The State Agency will use and acdess $5A data and the redords éreated using that
data only for the purpose of verifying eli gﬂnhty for the specific federally funded
benefit programs 1de:nnﬁed inthe[EA. -

By The State Agency will comply with the foﬂemnglimi’caﬂons on use, duplication;
and redisclosure of SSA datar

1

2.

The State Agency will nt use or rediselose the data distldsed by SSA for any
purpose other than to determine eligibility for, or the ameunt of, benefits
under the state-administered incomne/health maintenance programs 1dentrﬁad
in this A.greemcnt. ]

The State Agency will iot use the data disclosed by SSA to extract
information concerning individuals:who are neither applicants for, nior
recipients of, benefits undek the state-admxmste:ed income/health maintenamce
prograras 1dentxﬂed in this Agreement

. The State Agtacy will use the Federal tax information (:ETI) disolosed by .

SSA dnlyto determine individiial eligibility for, or the amoiuit of, dssistanee

under & state plan pursuant to seotiont 1137 programy and child suppart R
enforcement programs in accordance with 26 U.8,C, § 6103(1)(7) and (8). o
The State Agency receiving FTI will maintain all FTI'fram IRS in accordapee

with 26 U.S.C. § 6103(p)(4) and the IRS Publication. 1075, Confractors and

agents acting on behalf ofthe State Agency will only have access ta tax :emm

. data where specifically authorized by 26 U.8.C. § 6103 and the IRS
. Pyblication 1075,  °

The State Agency will use the 'ciﬁzehshxp status datg dlsQléSsdb}* SSA -
under the Childrer's Health Insirance Program Reauthorization Act of 2008, '
Pub. L. 111-3, only for the purpose of determining entitlement to Medicaid
and CHIP programs for new applicants,

The State Agency will Iestnct access 1o the data.disclosed by SSA to only
those aiithorized State employees, contractors, and agents who need suqh data

834
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. to perform their official duties in connection with the purposes idenfified in
this. Agreement,

6. The Staté Agency will enter into a written agreement with each of its
contracters and agents who nged SSA data to pecform their official duties
whereby such contractor or agent agrees 1o ablde by all relevant Federal laws, .

" restrictions on acoess, use, and disclostre, and sec;mity requirements in thig
Agreemeht, The State Agency will provide its contractors and agents with
copies of this Agreement, velated IEAs, and all related attachments before
initial dis¢losure of SSA data te such contractors and agents. Prior to.signing
this Agreement, and thereafter at SSA”s request, the State Agency. will obtain
feom its contractors and agerits a current list of the etployees of wuch
corbiacters and agents with access to 584, data-and provide sueh lists to SSA.

. The State Agensy’s employees, contractors, and agents who access, ﬁss, or
diselose SSA data in' a manner or purpose 1ot authorized by this Agreement’
may be subject to civil and criminal sanetions pursuant to applicable Federal

stattites

©. The State Agezacy will not duplicatedn a separate. file or dlssammate, without priot
written perviission from. S84, the ddta goverhed by this Agraement for any
purpose other than to determine entitlement to, or-eligibility for, federally finded
benefits. The State Agency proposing the redisclosure must specify-in writing to
SSA what data are being disclosed, to whom, and the reasons that justify the
rédiselosure. SS4.will nat give permission for such redisclosure unless the
redisclosure is required by law or essential w the conduct of the matchmg

< program and autherized under 2 routme use.

Z. Cgmptmlier General Access

The Comptroller General (the Govamnent Accountabﬂtty Office) may have access to.
41 records of the State Agency that the Comptroller General deems necessary 1o .
mioniter and verify compliance with this Agreemént in accordance with r

5 U.S.C. § 552a(0)(H0K):

X Dvaration, Mn.diﬁqaﬁan,;and.‘rermiuaﬁbn of the Agreement =

A. Duration

1. This Agreement is effective from July 1, 2012 (Effective Date) through
Deqember 31, 2013 (Bxpiration Date). .

2, Inaccordence with the CMPRA, SSA vill: (=) publish a Computer
Matching Notice in the Federal Registet at least 30 days prier to the
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Effective Date;. (b) send required notices to the Congressional commltteeﬁ of

jutisdiction under 5U.S.C. § 552a(ﬂ)(2)(A)(1,) at leagt 40 °days prior to the .

3

Effective Date; and (v) send the required repozt tothe OMB at least 40 days ‘

prior o the Effective Date,-

3. Within 3 months pnor the: Ex_mratron Dste, the S5A DIB-may, without
. additiopal review, enew this Agreement for a pm'md notto exceed
<7 ", 12 months, pursuant to'S U.S.C. § 552a(0)(2)D), if: .

«  the applicable data exchange will contimye vnthmzt any change; and
»  SSAund the State Agency certify to the DIB in writing that the
applicable data exchange has been conducted in compliance with this *

- Agreement.

4,  Ifeither SSA orthe State Agem:y dees ot wish o renew thJS*Ag:eemant, it
must notify the other party of its mtent not to renew At least 3 months prior
to the Expiration Datc .

. B. Mod:ﬁcatmu S

Any modifi¢ation to this Agreerfient must bei in wnhng, s:gmd by buith parties,
and approved.by the S5A.DIB.

. Temnatmn

The parties may terminate this ‘Agreement at anytuneupon mutodl written
consent of both parties. Either party may nnilaterally termtinate this Agreement
upon 90 days advance written notiee to the other party; such wilateral formination
will beeffective 30 days after the date of the nétice, or at a later date speeified b

. the notice.

* 8SA muy immediately and unilaterally suspend the-data flow or terminate this
Agreement if SSA deterniines, in its:sole. discretion, that. tha State Agemny has
: vzolated orfailed to.comply with this Apreement.

XX, Rexmburs emenf

In accordance with section 1106(1:) of the Act, the Commrssmner ofSSA.has
determined.not 2o charge the State Agency fhe.costs of fiirfiishing the electmme éat&
from the SSA SORs under this Agregment.-
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X1, Disclaimer ' ’ .
SSA is not liable for any damiages or loss resulting from errors in the data provided - -
to the State Agency under-any TEAs governted by this A gregment, Furthermere, S84
is not Liable for any- damages or Joss résulting from the destruction of any materfals.
. ordata provided By the State Agenty.

XIV. Pohits of Contact
A. SSA Point of Contact

Regional Office: .
Martin White, Direttor
8an Franeisgo Regionat Office, Center for Progeiins Support
1221 Nevin Ave .

- Richrmond CA 94801
Phome: (510) 970-8243/Fax{ (310§ 570-8101
Martin, Wlhite@ssa.goy
© B. State Ageicy Point of Contaet ‘ .

Sonia Herrera T ’
Health and Homan Servicgs Aveﬂcy
1600 Nirith Street,. Room 460

Sacramento, CA. 85814
Phone; (916) 654-3459/Fazs {916) 44-5801

» sherrera@chhs.ea.gov-
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KV. §SAand Data Integrity Bourd Approval of Model CMPPA Agreement -

" The signatories below warrant and teprésent that they have fhe competerit authority
on behalf of SSA to approvethe model of this CMPPA Agttement.

[

sgm SECURITY ABMINISTRATION

Dawn ng —
Deputy Executive Difector .,
' Office of Privacy and Disclosure

Office of the General Counsel

/)7 =20/
« Date .

T eertify that the SSA Data Intcgmy Board appmved the nodel. of ‘this CMPPA. '
Agreement.

M@M,

Daniel F. Callzghan
Chair-

" . 8SA Data Integtity Board .

o A-Qler )5
- Date . -
XVL.  Authorized Signatures .. : o

V ‘The signatories below warrast and represent that they have the competent authority

on behalf of their respective agencxes 1o énter into the obhganans set forth i in this i
Agreemant.
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HEALTH AND HUMAN SERVICER AGENCY

Diana S, Dooley -
Secrétary . U

(ppect —"!7 801
Date
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Page 23 of 66

12

— i 75




e e smemedon § R ————————

Exhibit G-
Attachment |
" ATTACHMENT 2

AUTHORIZED DATA EXCHANGE SYSTEM(S) ‘

| 840

Page 24 of 66



v agrbea———

. . ax . '-. Exhibit chn
Attachment |

. Attachme;;t 2

é_néhorized Data Exchange System(sy = |

BEER (Beneficiary Barnings Excliange Record‘)' Bmployer data for the last calendar year. -

BENDEX (Heneficiary 2nd Ezrnmgs Data Exchange) Primary source for Tifle I elxgibﬂﬁy,
benefit and demographic data,

LIS (Luw-Incame Suﬁsxdy) Data from the Low—Incnme Subsxdy Apphcauon for Medzcare Part
D beneficiaries -- nsed for Medicare Savings Progratis (MSE), - )

Page 25 of 66

Meﬂlcare 1144 (Outreach): Lists of individnals on SSA. roles, who may be ehgﬂ:le formedical

agsistance for: payment of the cost of Medicare cost-sharing under the Medicaid program
pursizant t Sectons 1902(&)(10)03) and 1933 of ths Act; transitional assistance under Section

+ 1860D-31¢0) of the Act; or preminms-and vosi~sharing subsidies for Iow-mgome mdmduais

finder Seotion 186013—14 of the Act, -

PUPS (Prisoner Update Processmg System) Confinement dats recezved from over 2000 state
and local institutions (such as jails, prisons, or other penal iustitutions Or correctional facilities) —

. PUPS matchis the received data with the MBR and 'SSR benefit data and genera*tes alerts for
‘review/action. . . .

* QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned dnd descrtbed

under Title I of the Act - The term "quarters of coverage” is also referred to as "credits” or
“Soczal Security credits” in varions SSA public information documents, a5 well as to refer to
hﬁmg n;uatfers" o deten:ame entlﬂemant to receive Food Stamps,

50X (88¥ Staiel)ata Exehange) ?nmary souree of Tifle XVI ehgiblhty, Beneﬁt and
demographic data as well ay data for Tzﬂe VAT Special Veterans Bcneﬁts (SVB) B

SOLQ/SOLQ-T (Stafe On-line Query/State On-Jine Qnexy-Internet): A real- nme online

system that provides SSN verification, and] MBR and SSR benaﬁt data similar to data provided
through SVES, .
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Attachrment 2

SVES (Staté Verification and Exchange System): A batch system that provides SSN .,

verification, MBR benefit information, atid SSR, information through 2 tiniform deta
response based on authorized user-initiated queries, The S‘VES  types are divided into

five different responses as follnws i . N . .

SVESY: . This baxch pmvids‘s strictly SSN verification.

SVES I/Cltlzenshlp* This baich provides strictly SSN verification and

) ., citizenship data.
SVES I Thig batch provides strictly SSN verification and
. “MBR benefit information - -
SVES m&: This batch provides striotly SSN venﬁcatmn and
Lt -SSR/SVB.
SVES IV:. i This batch provides SSN verification, MBR beneﬁi:
. : mfom:auon, and SSR/SVB information, ‘which

represents alj available SVES data,

* »

* éfff:snship status dafa disclosed by SSA under %?ie Ghildreri’&' Health Insurance .

Program Reauthorization Act of 2008, Pub, L. 111-3 Is only for the purpose of _

 determining entiffement to Medicald and CHIP program for new applicants.

-

-
-

-
.
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES.
FOR .
STATE AND LOCAL AGENCIES

EXCHANGING ELECTRONIC INFORMATION WITH THE
SDCIAL SECURITY. ADMINISTRATION -

[ -

- -

o . ’l‘ablq of Contents _
i. Introduction T ' '
2. Electronic Information Exchange (EIE) Definition . C

8. Roles and Responsibilities : - .

4. Gener, ems Sacuyi ; dare .
5, 8 stems Sec aquire LS ‘
5.1 oygrvigm . - ‘ , Lo
5.2 neral em Security Design and Operati nviron .

‘ 5.2 System Access Coptrol - . o "
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5.5 iy :

5.11, ontra roniic Information nee Partne .

General—-Secur Certification and Compliance Review Progr: s

6 :!. Th g §§cgrig Certiﬁcatlgg Prngram .
' Security Dg_sgtm Plan {ﬁb!’l}

5.2 1 Whgﬂ the SDP apd RA are Raguu;ed S ‘

6.3 The Certification Process . L .

6.4 " TheCompliance Review Prog:am and Process
’ 6.5.1 EI ompliance Review Participatio

| 6,52 Veriflcation of Audit Samples A
6.8 fe ling the Onslte § w . . . ’ .

7, Additional Definitjons w

2. aqulato oferances

9. Frequently Asked Questions

10, Piagrams : . . ' T
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES
FOR .
STATE AND LOCAL AGENGIES :
RECEIVING ELECTRONIC INFORMATION FROM THE
SOCIAL SECURITY ADMINISTRATION -

introduction O

The Soclal Sactrlty Adm Inistration {SSA) Is requ!red by law to malntain oversight and assure the
protection of information it has provided to its ‘electronic infotmation exchange partners” (EIEP)s,

-~ EIEPs are entitles that have established an eiectronlc inforration sharing agreement with the

agency‘

The overall alm of thfs document Is twofold, First, to ensure that EIEPs are property certifled as
compliant by SSA to SSA securlty requirements, standards, and procedures expressed in this
document, prior to belng granted access to SSA Information in a production environment; second,
to ensure that EIEPs adequately safeguard e!actrcnic Information provided to them by SSA.

This document: (whlch Is considered SENSITIVE by SSA and mUst be handled accordlngly),
describes the security reguirements which must be met Including, SSA' standards and.procedures
which must be implémented by outside éntities (state and local agencles) In order to obtain -
infermation from SSA electranically. This document assists outside entities In understanding the B
critera that SSA will use when evaluating and cerilfying the systemn design, and security features ..
used for efectronic access to SSA-provided Information.- It also provides the framework and .
general procedures for BEA’s security compliance Feview program Intended to ensure, ona perlodic |
basls, conformance to SSA's seclirity requirements by ou:side entitles, . N

“The'addition, elimiration, and. modn‘ication of securlty controls, gtc. are predncated upon factors .

which impact the level of securlty and due difigence required for mitigating risks, €.g., the
emergence’ of new threats and attack methods, the availability of new security technotogxes, 1A
System security, requirements (SSR) are, therefore, periodlcaﬂy reviewed and revised, Accordlngly,

- over-time, the SSRs may be subject to change: ‘ )

* The ELEP must comply with SSA’s imbst current SSRs for access to SSA~prcv1ded data. However,

SSA will work with Its partners In the EIEPs' resolution of any deficiencies which accur subsequént

T to pravious approval for access as the result of updated SSRs, Additionally, EIEPs may proactively

ensure thelr ongoing compliance with the SSRs by perfodicaily requesting the most current SSR
package from thelr 55A contact. and making: such adjustments as. may be necessary. -

Electmnic Infarmatmrr Exchange (EIE) pefinition O

Far discussicn purpgses herein, EIE Is any electronlc process in which information under S8A

control is disclosed to any third party for program or non-program purposes, without the specific
consent of the owner of thatinformation. EIE involves individual data transactions and data flles

‘that are processed within the programimatic systems of either or all partles to electronic

inforrmation sharing agresments with SSA, This includes direct terminal access (DTA) to SSA
systems, batch processing, and variations thereof (e.g., online query) regardless of the systematlc
method used to accompﬂsh the actMty or to Interconnect SSA with the EIEP, -

¥
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" “The SSA Office of Information Security (brs)( has agency-wide responsiblfity for interpreting,

deve)opmg, and Implementing security policy; providing secutlty and integrity review requirements

" for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing *

and disseminating securlty training and awareness materlals, and providing consultation and
support for a varlety of agency Initlatives. SSA’s security reviews ensure that external systems

- recelving Information from SSA are secure and operate in a manner that Is consistent with- S6A’s

Informatfon Technology (IT) security policles and In compliance with the terms of eleotronlc
information sharing agreements executed by SSA and the outside entity, Within the context of
SSA's security policles and the terms of electronlc infarmation sharing agreements with SSA’s  ~
EIEPs, OIS exclusively conducts and brings to closure intial security certifications-and petiodic
security compllance reviews of EIEPs that process, maintain, transmit, or store SSA-provided data

" in accordance with pertfnent Federa( requiremenits which include the following (rafer to
. References): .

a. The Federal ,Information Secunty Management Act (FISMA) requlres the prote:tim of“FecieraI
Information In contractor systems, Including those systems operated by state and local
govemments”

b Sooial Secuﬁty Adminlstratton (SSA) poHcles, standards, procedures, angd dlrectNes

Prrvacy Information is Information about an Individual induding, but not limited to, personal "
identifyihg Informatlon including the sodal security number {SSN). "

The data (last 4 digxts of the SSN) provided by SSA to Its EIEPs for purposes of the Help America
Vote Act (HAVA) does not Identify a speclﬂc Individual and, therefore, Is not ‘Frlvacy Informaﬂon
as deﬂned by the Act. .

Howéver, SSA Is dmgent in.discharging Its responslbmty for establlshlng g,g,czmp__gte admfnistratlve, )

* technical, and physical safeguards to ensure the security, confidentiality, and avallabllity of its

records and to protect agalnst any anticipated threats or hazards to thexr security or Integrlty

Ther efore, although the ihformation pro\(ided HAVA Is hot, by deﬁmtlon, ‘Prlvacy Information” and
as such, does not require that SSA conduct tompliance reviews of entities to which it provides:
1nformat!on for purposes of HAVA; SSA does require that those organizations adhere ta the terms

of thelr electronic Information sharing agreements w:th SS5A. -

Y

SSA regional Data Exchange Coora‘inatars (DECs) gre the bridge between SSA arid state EIEPs.
As'such, In the security arena, DECS will assist OIS In coordinating data exchange securlty review
actlvities with state and local EIEPs; e.g., providing points of contact with state agencies, assisting
In setting up secutity reviews, etc, DECs are also the first pomts of contact for states if an
employee of a state agency or an, employee of a state agency’s contractor or agent becomesy aware

- of suspected or actual loss of SSA-pravided. personally identifiable information (PLY).

4

I *

-

General Svstems Security Standards Q

EIEPs that request and recelve information electronlcally from SSA must comply with the’ fo!!owmg
general syskems security stand?rds concemiqg access to and control of SSA-provided infortration,

-«
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NOTE: EIEPs may not treate 56para¥:e files or records compr:sed solely of the information
provided by SEA.

*a, EIEPg must ensure that means, methods, and technology by which-S8A-provided information is
proc:assad, maintalned; transmitted or stored rigfther pravent nar impede the ExEP's ablhty tos

K safeguard thé Information in conformance 16 SSA requlrements,

»  efficlently tnvestigate fraud, breach, or security events that mvolve SSA-provided data, or ’
Instances of misuse of- SSA—pmvlded data

For exarnple, utilization of cloud compuﬂng may have the potential to Jeopardize an EIEP's
compliance with the terms of thelr agreement or SSA’s assoclated system security requirements

and- procedur.es

. b, EIEPs must ensure that SSA-provided data Is not processed, maintained, transm}tted, or stored

. In or by mieans of data communications channels, electronlic devices, computers, computer.
networks, gte, that are jocated In geographlc or virtual areas nat subject to LS. law, -

EIEPs must restnct access to the information to authorized users who need Tt to perform their
official dutfes.

NOTE: Contractors. arzcl agents (hereafter referred to as r:antracfm:s) of the ETEP who
process, maintain, transmii, or store SSA-provided datys are held fo. the same securfty
© requirements as are employees of the EIFP, Refer to the séction ‘Contractors of 2o

Electronic Infopmation Exchange Parli ers’in the ‘Systems Securigg geguiremegts’for

. addttmnaf information,

d,. Informatmn recelved from $SA must be storad:In a manner that, gt all times, is physfcally and
electmnlcaﬂy secure from access by unauthoﬁzed P&rsons, .

¢

B SSA—provlded information must be processed under the immédiate supervision and control of |
authorized personner. . . .

f, EIEPs must erviploy both physical and fechnological safeguards to ensure against unau’chonzed
* retrieval of SSA-pravided fnformatlon by means of computer, remote terminal, or other means,

"@, . EIEPs must have In place formal PII inczdent response procedures, When faced with a security

Incldent whether caused by malware, unauthorlzed aceess, software Issues, or acts of nature, -
ete,, EIEP must be able to respend ina manfer that protects SSA-provided Information affacted,

by the Incident.

h. EIEPs miust have an acfive and robust employee securlty awareness program that is mandatory
for alt. emp}oyees who may have access to SSA-provided Information.

. EIEP emp!oyees with access to SSA provxded information must be advised of the conﬁdentxallty
of the information, the safeguards required to protect the Information, and the civil and Criminal
sanctions for non-compllance cohtained i in the appﬂcab!e Federal and s!:ate laws,

', Atlts drscretton, SSA aorlts designee, must have the option to conduct onsita security reviews

or make other provisions, to ensure that EIEPs malntain adequate security contm!s to
safeguarcf the knformatfon we provide, .
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5*1

5.2

Overview: 0 . . . .

-

Following Ba disc,ussicura of SSA's Security* raquirements that must be met by its EIEPs, SSA .
must cartify that controls to mest the requirements have been Implemented and Working as -
intended, before It will authorize Initiating transactions to and from SSA through batch data
exchange processes or onllne processes such as State On!ine Query (SOLQ) or Internet SOLQ

The Systems Security Requlremenm (S5R)s address management, operatlonat, and technical
aspects of security regarding the confidentlality, Integrity, and avallabllity of Soclal Security
Administration (SSA) provlded information used, mamtained transmitted, or stored by 85As

EIEPs

-

SSRs are representative of the current state-of-the-practice security controfs, safeguards, and

countermeasures required for Federal informatfon systems by Federal regulations and
statutes, congresslonal mandates, etc., Including but rot limited to the Privacy: Act of 1974,
the Federal Information Security Management Act (FISMA), ete. and recommended by -
standards and guldelines estahlished by NIST, etc, .

¢

General System Security Deslgnand Operating Emfirnnmexit (1]

Thé EIEP must provide descriptions and explanations of the!r dveratl system cesign,

configuration, security features, and operational environment and include discussicns of how

they conform to SSA’s requlrements. Discussion must also Include:

» Description of the operatlng envlronment(s) In which SSA-provlded data Is to be us:mzed,

malnteined and transrnltted

[

. Descnptlon of the business pmcess(es) In whlch SSA-prov3ded Information Is to be USed

o Physical safeguards empioyed to ensure that unauthiorized personnel cannot access 88A~ .
provided data and that audit Information pertalning to use of and access to SSA~pmvideti

informaticn and the EIEP's assoclated applications Is réadily available ° A

w Electromc safeguards, methods, ahd procedures for protecting the EIEP's rietwork

5 13‘

Infrastructure and for protecting SSA-provided data while in translt, In use within a

process or application, at rest (stored or not In use); preventing unauthorized retrleval of

SS5A-provided Information by computer, remote terminal, or other means; including

. descriptions of security software other than accéss control software (e.g., secunty patch

rand anti»malware software installation and malntenance, ate.), -

.

System Access Control Q_ X . ‘
EIEPs must utillze and miaintaln technalogtcat {iogk:al) access controls that limit acoess to
SSA-providéd information and assoclated transactions and functions to, only those users,
processes acting on behalf of authorized users, or devices (including other information

systems) authorized for such access based on thelr official duties or purpose(s). EIEPS must
employ arecognized user access security software package {e.g. RAC-F, ACF-2, TOP SECRET)
“or a securty software design which is at mi/nimum equivalent, to such’ products. The access

control soﬁ:Ware must utilize personal identification numbers (PIN) and passwords or
6
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" blometrie identiflers in co.mbtnat}on ‘With thie user's syster Identification code {useriD), ate,
(.., the access control software must employ and-enforce (1) PIN/password, andfor (2}
PIN/biometric identifier, and/or (3) SnjartCard/ blometric identifier, etc., for authent!catson of -

- Users),

. Depandmg upon the computing platform (e g., clfentfserver (PC), 'mainframe) and the access
software Implermentation, the terms “PIN” and “user system identification code (userID)” may
be, for practical purposes, synoriyimots. For exarnple, the PIN/password cdmbination may be
reqitlred for access to af Individual's PC after which, the UserfD/password combination may
be required for access to a mainframe application, (A b}ometﬂc !dentiﬂer may supplant one |,

element in the palr of those combinations),

Imp}ementaﬂon of the control software must be In ccmp!lance wlth racogmzed Industry
standards. For exarple, passward policiés should enforce sufficient construction strength .
(length and complexity) ta defeat or minimize risk-based {deniified vulnerabilities, ensure
limitations for password repetition; technicaf coritrols should enforce peifadic password

" changes based on a risk-based standard (e.g., maximum password age of 30 ~ 45 days,
minimum password age of 3 ~ 7 days), enforce.automatic disabling of user accounts that
‘have been Inactive for a specified perlod of time (e.g., 45 days); ete,

EIEPs must have managerment confrol and oversight of the function of autharlzmg individual
user access to SSA-provided infopmation-apd over the process-of Issuing and managing.
access control PINs; passwords, blometiic menteﬂers, etc, for access to the EIEP's system.

The .EIEPS $ystems access rules must cover such matters as least privilege and mdividua!
accountability regarding access to sensitive information and associated transactions and
functions, control of transactions by permissions modules, the agsignment and limitation of
systemn privileges, disabling accounts of separated employees (e.g., within 24 hours),.
Individual accountability, work at home, dial-up access, and connetting to the Internst,

5.4 Autorated Audit Teail O

EIEPs that recewe information eiectranlcally from SSA are requlred to imp!ement and
maintain & fully autorated audit trail systern (ATS). The systern raust, at 3 minimum, he
capable of creating, storing, protectirig, ahd efficiéntly refrieving and collecting records
idéntifylng the Individual user that Initidtes a request for information from SSA or accesses
SSA-provided data. At a mintmum, indlvidital audit treil records must contain the data =~ -
needed (Indluding date.and time stamps) to assoclate each query transaction or access to
SSA-provided Information with fts Initlator, thelr action; If any, and the relévant business -
purpose/process (e.g., SSN veiification for driver llcense, éte.). Each entry In the audit file
-must be stored as a separate record, not overlaid by sibsequent records. Transaction files

. tust be created to capture all input from interactnve intemet applications which access or

. query SSA-provided data.

. EIEPs whose transactions wlth SSA are mediated AND audited by an STC (e.g., State
‘Transrnission Component) aré responsible for ensuring that the STC's audit capabllities meet
SSA’s requirements for an automated audit trail system. The EIEP must also estabiish a
process by which the EIEP Is able to efficlently obtain audit information from the g1e’
regarding the EIEP's SSA transackions. . .

Access to the audit file must be restricked to authortzed users with a “neecl to know” and audat
file data must be unalterable (read only) and malntained for a minimum ofthree (preferably

seven) years. Inférmation in the audit file must be retrievable by an automated method and
capable of belng made avaflable to SSA upon request. Audlt trail records must be backed up

7

851 .



Exhibit@ T . v
-Attachment | ‘ Page 36 of 66

b
X}

o a egular basis to ensure thelr avallability. Backup audit files must have the same level of
protection as that applied to the onglnal files. ,

i SSA-provfded information Is retalned by the E[EP {e.g., Accéss datahase, Share Point, etc.),”

or if certaln data eleménts within the EIEP's system will Indicate to users that the information

has been verified by SSA, the EIEP's system must also capture an audlt trall record of any

user who views SSA-provlded information stored within the EIEP’s system, “The audit trafl
reguirements for these Inquiry transactions are the same as those outlined above forthe . . -
EIEP's transactions requesting or accessing Infon'nat{on dlractly from SSA.

> . A

' B.5 Personally Identifiable Information (PII) 0.

PII is defined as any information which can be used to distinguish or trace an Individual’s

» *  Ildentity, such as thelr name, sacial security number, blometric records; etc., aiohe or when
* combined with other personal or identifying Information which is linked or llnkable to'a

" . specific individual, such as date and place of birth, mether'’s malden name, et

" PIT loss Is defined as a crcumstance whereln S5SA has reason ta believe that information on
hard copy or in electronic format which contalns PII provided by SSA to an EIEP, has left the
EIEP's custody or has been disclosed by the EIEP to an unauthunzed lndlvldua] or entity. PII
lossis a reportable incldent (referto zm:_:_d_wm_r_tl_rzg)

‘If a PII loss Involving SSA-provIded data occurs or Is suspected; the EIEP must be able ta
quantify the extent of the loss and compile a complete list of the IndiViduals potentially

. affected incldent (refer to ,:n_q__dgn_t_g_gg:&ng)

5.6. Monitoring and Anomaly Detectiou"' 1) S
The EIEP must establish and/or malntain continuous monioring of ts network Infrastructure
and assets tg ensure that: . 3

. 1mpiemented securtty controls centinue to be eﬁectlve over ﬂme o
.« only authorized Individugls, devlces, and processes have access to- SSA»prav?ded . ,
K Information , .

LT3
»

. eﬁorts by external and Internal entiﬁas, devices, or processes to perform unauthorxzed
* actions (l.e., data breaches, malicious attacks, access to network assets,

. R software/hardware Installations, etc.) are detected as soon as they occur

« the necessary partles are lmmed!ately alerted to unauthonzed actions performed by
extemal and' intemal entities, devices, or processes

* upon detectlon of unauthonzed actions; maasures are rmmediateiy initlated to prevent or
‘miltigate assoclated risk . . ‘

.+ In the event of a data breach or securlty incident, tha necessary remedlal actIDns can he
efficlently determined and Inltiated .

-

+ trends, patterns, or anomalous occurrences and béhavior in user or network activity that
may be lndlcatlve of potential sacurity Issues are more readily dnscemable :

‘¢

852



Exhibit G
Attachment | - : . Page 37 of 66

The EIEPT systern inust include the. capabiﬁty o prevent employees from browsing SSA
records (e.g:, utllize a permission module and/or employ a system design which Is
transaction-driven, whereby emiployess are unable to Initiate fransactions). Ifsuch a design’

' I used, the EIEP then heeds ohly: m!nrmal additional monitoring and anomaly detection

{detect and monito} employees’ attempts to gain access to SSA-provided data to which they”
are not authorlzed and attempts to obtain information from SSA for clients not in the EIEPs
client system). However, meastires myst.exist to preverit circumvention of the permission
module (e.g., creation of & bogus case and subsequently deleting It in such a way that it goes

undetected) A

IFthe E):EP’s ‘design does not currently utilize a permisslon module and Is not transaction-
driven, until at least one of these securlty features Is Implemented, the EIEP must develop * *
and implement compensating securlty controls to deter their employees from browsing SSA
records. These controls must include monltoring and anomaly detection featires, elther -

systematic, manual, or & combination theredf. Such festures must include the capability to

detect anomalies in the volume and/or type 6f transactions or queries requested of Injtiated -
by indhviduals and Include systematic or manual procedures for verifying that requests for and
querles of $SA-provided Information are In compllance with valid official husiness purposes,
‘The system must also produce reports providing management and/or supétvisols with the
capahifity to appropriately monitor user activity, such as: .

&

+  User ID Exception Repotis:

‘This type of report captures lnformatmn about users who eriter incorrect user IDs whan
attempting to gain access to the systefn or-to the transaction that, initiates requests for
infermatron from.58A, including falled attempts to. enter a password.

.

' Inquiry Match Exception Reports:

This type of report cap’mres !nformatlc:n about users who may ‘be initiating transactions for
SENs that have no cllent case assoclation within the EIEP's systein (100 percent of
these cases must be’ Feviéwed by the EIEP’s managément).

= Sys’cem Error Exceptlon.Reports:

Th!s type of report captures infarmation about users who may not understand or be .
fallawing proper procedures for access to SSA-provIdect tnformatfcn.

* Inqu by Act!vity Statistical Reports:

' ’Thts type of report captures Information about transacﬂon usage pattertis among
authorized users and Is a tool which would enable the EIEPs management kb monitor
) typlca! usage pattems cnntrast to extraordinary usage

The EIEP must have a process for dlstrlbutmg these rnonxtoring and exceptlon repcrts fo
appropriate focal managers/supervisors or to local secirrity officers to énsufe that the reports
are used by those whose responsibilities Include monitoring anomalous #ctivity of users -

'Inchuding those who have been granted exceptional system rights and privileges,

‘

'

Management Oversxght and Quality Assurance Q’;
The EIEP must estab} xsh and/or maintain ongomg management ‘oversight and quality
assurance capabihtaes to ensure that only authotized employees have access to SSA-provided
{nformatton and to ensure that there is ongoing complrance wtth the terms of the EIEPs

9
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electronic informatian sharing agreement with SSA iind the SSRs established by SSA for
access to and use of SSA-provided data by ElEPs.: The management oversight function rausk
consist of one or mare of the EIEP's managemant officials whose job functions indude . ~ - > ~
responsibillty for assuring that access to and use of $SA-provided lnformatlon is appropriate

, for each employee positmn type for which access is granted, '

', +*The EIEP must assure that empioyees granted access to SSA-provided lnfomatlon receiva’
" adequate tralning on the sensitivity of the information, assoclated safeguards, procedures
that must be followed and the penaltles for m!suse. ' .‘, . .

Although not required, It Is recommended *.'hat EIEPs establlsh the following functlons and
. requlre that they be performed by employges whose job functions are separate from those
who request or use Information from S5SA:

s  Performing pernodic self-reviews to moniter the HIEPS ongoing usage of S5A-provided
informatiori. o . .

‘o Random sampllng af wark activity lnvolving SSA-provided lnformation to determkne '
. whether the access end usage comply with. SSA's mquirements.

I
--
* +

5,8 Data and Communications Security ﬂ

EIEPS must encr‘ypt all PII and SSA~provlded Information when it is trensmxtted across
dedicated communlcatuons circults between its systems, included In intrastate =
communcations among its local office locations; and resident on the EIEP's mobile.
computers/devices and removable media, etc, The encryption method employed mist mest
acceptable standards as designated by the Natlonal Institute of Standards and Techoology .
(NIST). The recommended encryption method for securing SSA-provided data during -
transpart is the Advanced Encryption Standard (AES) or triple DES (Data Encryption Standard
3) If AES s unavailable, Files encrypted for external users (When using tools such as
Microsoft WORD encryption, etc,) require a key length of 9 characters: Although not required,
it Is recormended that the key (also referred to as a password) contain baoth a number arid 7
spedal character. However, It Is required tiat the key be delivered In a manner.wherein the
key does not accompany the medla. Also, the key must be secured when unattended or niof
ln use, .. - . -
It is recammended that the public Internet not be used for transmlsslon of SSA-pmvided
Informatlon,. Ifit is, however, Internet and all other electronlc communications (e.g., emalls

. and FAXes) containing SSA*provided Information must; at minimum, utilize Secure Socket-
Layer (SSL) and 256-bit encryption protocols ar more secure methods such as Virtual Private
getwork technology. Additionaliy, the data must be’ tmnsmltted only to a secure addrass or,

evice, . .

ETEPS may retain SSA-provided data 'for only the business p_u‘rpose(é) én& perlod of time
- . stipulated.in the EIEP's Information Exchange Agreement with SSA. SSA-provided -
- Information is to be déleted, purged, destroyed, or returned to SSA when the purpose for

which the information was obtalned has been completed.-

The EIEP may not save or create separate files comptised sc!ely of lnfonnation provlded by Do
. S5A. The EIEP may, however, apply specific SSA-provided data to the EIEP's matched racord
. (l.e., specified data obtalned from SSA which matches that In the EIEP's preexisting record)

Duplication and redisclosure of SSA-provided mformat;on within or outside the ETEP without
the written appmval of SSA Is prohibited.

.
“ .
. * ~
10 . . -
. ¢
R .
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EIEPS must prevent unauthormad distlasure of 55A~provlded dats after processmg has been
completed and atso after thie data is no longer required by tha EIEP, The EIEP's operational
processes must enstie that no residual SSA—provided data remains on the hard drives of
users’ workstations after the usel has exited the application(s) in which SSA-pravided data

" was utllized, In cases where a PG, hard drive, or other computing or storage device on which
SSA-provided Infarmation resided will be sent offsltefrom the EIEP for repalr @nd jis .
Information must be retrievable, the EIEP's repalr contract must inclide a requirement for
non-disclosure of SSA-provided data by the servieing veridor, SSA~provided Information must
be completely removed from, fendered unrecoverable, or destroyed on any electronic device
or media (e.g., hard drives, removable. storage devices, etc.) prior to the'device or.media
being serviced by an external vendor (when the data need not he recovered), excessed, sold,

" . or placed In the custody of another organtzation,

-

To ‘sariitize media, one of the following methods must be used:
w O’verwriﬁng

Qverwrite utilittes can only be used on worldng devzces The medla to be overwritten
must be designed for multiple reads and writes. This Includes disk drives, magnetic tapes,
flopples, USB flash drives, etc. The overwrite utflity must completely overwrite the media
by the purging type of media sapltization to make the data 1rretnevable by a laboratory,
attack or laberatory forensic procedures (refer to Definitions for more information
regarding waniailqg) ‘Reformatting the media does not overwrite the data,

-

K Dagaussmg

Degauss!ng ls a sahltization-method for magnetic media {e.9., disk drives, tapes, flopples,

' ste.)., Degaussing is not effective for purging nen-magnetic medla (e.g., optical dises), | ’

Degalissing must be performed with a certifled tool designed for the madia being

_ degaussed. Certification of the tool-Is required to ensure that the magnetic flux applied to
the media I5 strorig enough to render the Information Irretrlevable. The degaussing
process must render data on the media irrétrievable by a laboratory attack or !aboratory

. farensic procedures (refer to Pefinitfons for more Information regarding m

Sapitization).

" Physxcal 'destructiun )
Physlcal destruc:tion ls the method which must be used when degaussing or over-writing
cannot be accormiplished (for example, CDs, flopples, DVDs, darnaged tapes, hard drives,
damaged USB flash diives, ete.). Examples of physical destruction include shredding,

pulverizing, and burning.

.State agencies may rétain SSA—provlded data in hardcopy if it Is requnred to fulfill evidentlary |
requiréements, provided the agencles retire stich daty In accordahce with applicabie state laws. -
govemning state agencies’ reteition of records, The EIEP must enstire that print medla -
containlng SSA-provided data is controlied to restrict its access to only authorlzed employees
who need such acecess to perfornt their official duties and must have in place secure processis
by which print medla contalning SSA-provided data Is destroyed when It Is no fonger required,
Paper documents containing SSA-provided data must be destroyed by burning, pulping,
shredding, macerating, or other simliar means that ensures that the Information cannot be

recovered

" NOTE: Hand tearmg er il !‘mng througfr doctuments to obscure information daes not
meet SSA's requzrements far appmprtate destryction of PII).

1
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“The EIEP niust amploy measures to ensure that communications and data furnished to $8A -
contaln no viruses or other malware. , ) .

59 Incident Reporting O . .
The EIEP must develop aind iniplement policies and proced) ures for respondtng 1o the breach
ot loss of PII and explaih how they confotm to SSA’s requlremenw‘ The procedures must
- Include the following lnformatlon L . .
i
 If the EIEP expetlences or suspecis a breach o Joss of PITor a security fncfa'ent which
Includes SSA-provided data, they must notify the United States Computer Emergency
Readiness Team (US-CERT) within one hour of discovering the Incident. .The EIEP must
also notlfy the SSA Systemns Security contact named In the agreement, If.within X hour
the EIEP has been unable to make contact with that person, the EIEP must call S5A%
National Network Service Center (NNSC) toll free at 877-697-4889 (select “Security and -« -,
PII Reporting” from the options Hst). The EIEP will provide updates as they become
avallable to 5S5A contact, as appropriate. Refer to the worksheet, Attachment5;
provided In the agreement to fac]lftate gathenng and organlzfng infonnation about an -
Incident.. . .
. , . "

‘', The EIEP must agred that If SSA determines that the risk presented by the breach o secutity
incident requires the notification of the Individuals whose information is involved and/or
remedial act{on, the EIEP wilf perform those actions without cost to SSR,

x

»
¥ *

'  5.10 Securfty Awareness and ﬁmpioyee Sanctlons Q

The EIEP must establish and/or malntaln an ongolng function. that Is responslble far providing
security awareness tralning for emplayees, granted access to SSA-;amvided mfcrmatian.
* Tralning.must Include dlscusslon afs " .

i ¢

- The sensitlvity of SSA-provided Information and addrass i:he Privacy A‘ct and othér. Faderal
<. and state laws governing its use and ralsuse.

s Rules of behavior congarning use of and security In systems processing, SSM::mv ded data

‘ N Restrictlons on vlewlng and/or copylng SSA-provlded informatlon ' §. ) ,

. The employees’ responsibllity for proper use and protection of SSAwprovlded Informatjon
) including its- proper disposal L.

&

«  Security mcldent reportmg procedurES T o .

«" The posSfbie sanctions anid penéltie’s’ for misuse of SSA-provided information.

The EIEP must provide securlty awareness tralning periodically or. as needed and have in
place administrative procedures for sanctioning employees wha violate laws governlng the use:
and misuse of SSA-provided data through unauthorized or unlawful use or disclosure of SSA~
provided Information, , .

5.11 Contractors of Electronic Ynformation Exchange Partners @

Y
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As previously stated, In The General Systems Security Standsrds, contractors of the EIEP

are'held to the same security requirements as are employees of the EIEP. Assuch, the EIEP
Is responsible for oversight and compllance of their contractors with SSA's security .
requirements. The EIEP must be able to provide proof of the contractual agreement betwaen :
itself and its contractors (e.g., copy of fheir contract, etc,) who are authorized by the EIEP to
perfarm on its behalfand who have access to or are Involved in the processing, handling, -
transmission, ete. of information provided to the EIEP by SSA: The EIEP must a%so explain

. tha role’of those contractors within the EIEP's operations; -

The EIEP must also require §hat thelr contractors who will have access to or be lnvolved in the
procéssing, handling, transmission, ete. of Information provided to the EIEP by SSA, .slgd an
agreement with the EIEP that obligates the contractor-to follow the terms of the EIEP’s data

" exchange agreernent with SSA, The-EIEP rmust provide its contractors a copy 'of the data
exchange agreement between the FIEP and SSA and related attachmerits before any
disclosure by the EIEP of SSA-provided- informatron to the EIEP's contractor/agent.

If the ETEP's contractor w&!f be fnvolved with the processmg, handling, transmission, etc. of
Information provided to the BIEP by SSA offsite from the EIEP, the EIEP must have the -
contractuaf option to perform onstte reviews of that offsite facmty to ensure that the following

meet SSA’s requfrements,

= safeguards for sensitive information o ' .

.
¥ ¢

+ computer system safeguards

. security cantmis and measures to prevent, detect, and rascrve unauthorlzed access fq,
use’ of} and radis:lcosure of SSA-provlded mfomation

[
-
.

B, G‘eneral -~ Secum:y certiﬂcatmn and Comphance Review Pragrams ﬁ

SSA's security certnﬂcatson and comphance review programs are two dtstinct programs with the
same objective. The certification program i$ & one-time process associated exclusively with an
EIEP's Initial request for efettronic access to SSA-provided Information oran initial change to online.
. ‘access, The certification process entalls two rigorous stages intended to ensure that technical,
management, and gperational security measures implemented by EIEPs fully conform to S5A’s
seclrity requlrements and are working as intended, EIEPs must satisfy both stages of the, | |
certiﬂcat;on process before SSA will permt ontine access to its datain a producticn environment,

The compliance review program, hOWever, s Intended to ehsure that the sulte of security measuras
Implemented by an EIEP to safeguard SSA-provided data remains In full compliance with S8A's
sacunty standards and requirements. The compliance review program Is apfiiicable to online
access to SSA-provided data as well as batch processes. Undeér the compliance review program,
BEIEPs are subject to ongolng periodic securlty raviews by SSA that aré regularly scheduied or ad

hoc, | - "

‘61 Tha Security Certification Program ()

The security certification process apphes to EIEPs that seek online electronic access to SSA
information and consists of two general phases:

» Phase One: The Security Design Plan (SDP) phase wherein a ' formal written plan s
. authored by the EIEP to; .comprehensively document its technical and non~technical "

+
- A

‘l
. -
e - 18 .
) .
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security controls to safegua rd SSA~prov1ded Informatior-{refer to Documenting Seceity
Conitro e Securi esi a Je,

NOTE: SSA ma},lr have fegacy EIEPS (EIEPs not ceitified under the current

ptocess) who have not prepared an SDP. OIS sf:rongly recommends that these
* EXIEPs prepare an SpbP. - . , 3
The EIEPs' praparation and ‘maintenarice of a current SOP will aid them in
determining potential compliance issues prior to reviews, assuring continued
compliance with SSA's security requirements, and providing for more efficient
securlty reviews.

» Phase 2: SSA Onsite Certification phase whereln a fc;rmal onsite review Is conducted hy
SSA to examine the full suite of technical and non-technical security controls lmplementecl
. by the EIEP to safeguard data obtalned from SSA electronlcally (refer to The
- -Ce catio 0cess).

6.2 Docdumenting Senurxty Cantrols In the Secunty Deslgn Plan (SDP}

6.2,1 When the SDP and RA are Reguirad 0.

EIEPs rhust submit to SSA ai SDP and a security rsk: assessment {RA) for evaluatnon when~
one or more of the followlng circumstances apply. The RA must be In an electrofiic format -
-and Include discusston of the measures planned or Implemented to mitigate risks Identified by
the RA and (as appllcable) risks assoclated wlth the clrcumstandes below:

.+ to obtaln approval for requested lnltlal atcess 1o SSA-provlded information for &n lnﬁ:lal
agreement - . ) ;

+ fo obtain approval to reestablish pre\neusly t:ermlnated accass to SSA—provlded data .

« when lmplementmg a new operating or secunty platform In which SSA-providad daka will
be involved .

P N

. » significant chahges to the EIEP’s organizational structure, technical’ processes, oparational
environment, data recovery capabliities, or security implementations are planned or have-
baen made since approval of thelr most recent SDP or of thelr most refent succassfully
completed securlty review

»

* Oné or more secunty breaches or Incidents involving SSA-provided data have occurred.
singe approval of the EIEP's most recent SDP or of thelr most recent successfully "
completed secutity review . " _ A

» to dotument descrlptions and e;cplanatwns ef measures lmplemented as'the result of &
data breach or secutity incldent .

+ to document descriptions and explanations of measurés implemented to resolve non~
compllancy lssue(s) , . ‘

» when approval of the SDP has been revoketl

The RA may also be required if changes (other than those listed above) that may impact the
terms of the EIER's data sharing agreement with SSA have occurred.

4.
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The SDP miust be approved by SSA prior to the initiation of transactfoss and/or
access fo SSA-provided infarmation by the ETEP, .

" An SDP must satisfactorlly document the EIEP's comp!iance with all of S5A's SSRs in order to
provide the minimum level of seeurity acceptable to 'SSA for Its EIEPS" acress to SSA—provided

nformation.

. Deﬁclenctes identified through the-evaluation of the SDP must be corrected by the EIEP and & ~

revised SDP which Incorporates descriptions and ‘explanations of the measties Implemented

to eliminate the defitiencles must be submitted, Ungl the deficiendcles have been corrected
and documented In tts SDF, and the SDP is approved, the EIEP will not be granted access to
SsA-provided information or certified for electronic receipt of the Information.- The progress

of corrective implementation(s) must be communicated to SSA oty a regular basls, If, within a
reasonable time as determined by SSA, the EIEP is unable to rectify a deficlency determiried
by SSA to present an untenable risk to SSA-provided information or the.agency, approval of

the SDP will be withheld, . | . .

1f, st-any time subsequent to approval of lts SDP the EIEP Is found to be In non-compliance
with ghe or miorg SSRs, SSA may rdvoke approval of the EIEP'S access to SSA-provided data.
A revised SDP which Incorpérates descriptions and explanations of the measures implemernted |
to resolve the non-compllance issue(s) muyst be submitted. The progress of corrective
implementation(s) must be communicated to SSA'on a regular basls, Uniil resolution of the -
issue(s) has been accomplished and documented In its SDP, and the SDP Is approved, the
EIEP will bé in nan—comp!!ance with SSA’s SSRs. If; within a reasonable Hme as determined
by SSA, the EIEP is unable to rectify a deficiency datermined by SSA to preserit an untenable
tisk to SSA-provided information or to SSA, approval of the SDP will be withheld and the flow

of S5A-providet Inforination to the EIEP may be dlscontmued

NOTE: EIEPs that function only as an STC, transferring SSA-provided data to other
. EIEPs must, per the terms of thelf' agreements with 55A, adhera to SSA’s System -
. Becurity Requiremeérits (SSR) and exercise their responsibilities regarding
protectwn of SSA-provided informatmn. .- ‘ i

+ *

' 6.3, The C‘ert'iﬁc:atian Process €

Onee the BIEP has successfully satisffed Phase 1, SSA will conduct an onstte certification
review.. The objactiva of the ansite review will be to ensura by SSA’s examination and the
ETEP's demonstration that the non-technical and technical controls implemented by the EIEP
to safeguard Social Security-provided data from misuse and improper disclosure are fully

functioning and working as Intended.

At-its discretion, $SA may, request that the EIEP partlcﬁpate in an onsite review and
compliance certification of their securlty Infrastructure and Implemen’catlon of SSA% security, |

regulrements,

' The.onsite review may address any or all of SSA’s securlty requlrements and lnclude, whers
appropriate: .

-

. .z .
L
¢ . »

» & demonstration of the EIEP's Implementation of each requirement
'+ random sampling of audit records and transactions submitted to SSA”

+

15 ..
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» @ walkthrough of the EIEP'S data center to Qbserve and document physical secuﬁty
safeguards . 8
*+ A demonstratlon of the EIEP’ s !mplementat!on of electmnic exchange of data with 5SA

[y

* discussbns thh managers/supervxsors ’ - .

+ examination of managemerit cohtrol procedures and reports (e g., anomaly detacuon
reports, ete.) i - . .

« demonstration of technlcal tools pertélning to user access control and, If appmpﬁate, A
browsing prevention, specifically o . ,

o If the design Is based 6n a permission module or similar deslgn, or Is transaction
* driven, the EIEP wlll demonstrate how the system tnggers requests for informatmn
from SSA.

.. & Ifthe design is based on a permission module, the EIEP will demonstrate the process

' by which requests for SSA-provided information are prevented for SSNs not present In
. the EIEP's system (a.g.; by attempting to obtain Information from SSA using at least
one, randomly: created ﬁct!tlous number niot known to tbe EIEP’s system)

Puring the certification: review, SSA, ora certlﬁer acting on its behalf; may request 8

demonstration of the system’s audit tralf and retrieval capability, The certifier may request a
demonstration of the system's capability for tracking the activity of employees thatare - -
permitted to view SSA-provided information within the EIEP's system. ‘Additionally, the
certifier may request those EIEPs whose transactions with SSA are medliated AND autlited by
an STC to demonstrate the process(es) by which the EIEP obtams audit Information from the -

. 8TC regarding the EIEP's SSA transactions. -

EIEPs whose transactions wlth S5A are medlated AND audited by an STC will be' requtred to.

* demonstrate both their own In-house audit capabiliities AND the process(es) by whigh the EIEP

obtalns audit xnfonnation from the STC regardmg the EIEP's transactxons with SSA.

If the EIEP employs a contractor who wm be invelvet with the processing, handling,
transmission, etc. of the EIEP's SSA-provided information offsite from the EIEP, SSA, at its

" discretion, may Include in.the onsite certification review an onsite Inspection &f the. .

contractor’s facll(ty 'me inspectnon hay- occur with or without & representatlve of the EIEP,

) Upon sur:cessful completion of the onsite certlﬂcatfon exerclse, SSA will authorize electronic

atcess to production data by the EIEP. SSA will provide written not!ﬂcatxon of dts certlﬁcation »
to the EIEP as well as all'appropriate Internal components. .

’
oy
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,

The following Is a high-feve! flow chart of the OIS Certi'ﬂt:a‘tbrx Process: O

S

R IS

6.5 T'he Compliance Review Frag‘ram and Process @ K ‘

. Bimllar to'the certxﬂcatlon process, the compllance review prograim entalls & Hgorous process.

. Intended to ensure that EIEPs currently recelving electronic Inforrnation from SSA are dri full
gompliance with the Agency’s securlty requirerments and standards. As'a practice, SSA
attempts to condugt cémpl!ance reviews following a 3 to 5 year periodic review schedule.
However; as diccumnstances watrant, a review may-take place at anytime. Three pmmment
examples that would trigger an ad hog review are: . .

. a g:agniﬁ'cant change in"the outstde EIEP's computing platform

]

"s. aviolation of an‘y of SSA's éystems secu::ity requirements

.

-

an unauthc.zrized. disclosure of $SA Information by the ETEP

“
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The following s a high-level flow chart of the OIS Compliance Review Processi )

*

SSA may, at its discretion, conduct compliance I"EVlEWS onsnte atfthe EiEFs site, includtng a

~ .“ 4 s
“ - .. N

‘SSA may, also at Its discretaon, request that the EXEP partlclpate Inan uns!te compﬂance .

review of thelr security mfrastructure and imp}ementatlon of SSA’s security requiréments. .

The onstte revlew may address any or all of S5A’s securlty requlremants and Include,, where:-

approprlate. o

x

.

k4 x

+ a demonstration of th,‘e EIEP's Implementation of each requirément

+

.+ random sampubg of audit records and transactions submitted to SSA- - ¢ ’

¥

+ B wa?kmrough of the EIEP's data center to observe and document: physmat security
safeguards ' . .

1
4

« g demonstration of the EIEP's implementation of online g;;éoh“ange of data with SSA .

. dlsc:ussionswith managers/supewisors

-

+  examination of managemen’c control procedures and reports (e . anomaly detectlon
reports, ete.) .. “ .

" - =

.
2 R

«
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N

+ demanstration of teclinical tools pertaining to user access coni:mt and, if appropriate,
browsing prevention, spedfically: ) R

o Ifthe deslgn Is basedon 3 permiss!on module or similar deglgn, orls transact:on
driven, the EIEP will deménstrate how the system tﬁggers requests for Informatlon -

from SSA.

o Ifthe deslgn [sbasedona perm'fsslon module, the EIEP will demonstrate the prccess
by which requests for SSA~provided Informatipn are prevented for SSNs not present in
the EIEP's system (&.9:; by attempting to obtain information from SSA using at least .
one, randomly created, fictitious number not known to the EIER's system),

" SSA may also, at lts discretuon, petform an ad hoc onsite or remote review for reasons .

Including but not limitad to the following:.
+ ‘the EIEP 'hziS"eJ.cpeﬁenceq a security breach of incldent Involving SSA-provided dats

s the EIEP has unresolved non~compﬂancy lssde(s)

« toreview an EIEPs ost:te (re!atlve to the EIER) contractor’s facl I:ﬂes involving SSA-
provided da‘ca - .

N the ’EIEP isa legacy oraanrzatlon that has not yet been through SSA's gecurlty certification

and compliante review programs e

=« the EIEP has requested that anlv & \1 (_‘Inciependent Verlﬁcatxon and Va{ndatian reviaw} be
performed by §5A - ‘ ]

Puring the complience review, SSA, qra cert:lﬁer acting on [ts behaw, may request a

demonstration of the system s atidit trall arid rettjeval capabliity. The certifier may request a
demionstration of the system’s capabmty for fracking the activity of employees that are
‘permmitted to view SSA-provided information within the EIEP's systern, Additionally, the

-certifter may request those FIEPs whose transactions with S5A are mediated AND audited by

an STC to demonstrate the process(es) by which the EIEP obtalns audit information from the
sTC regardtng the EIEP’s S5A transachons. ]

- EIFPs whose transactlnns with SSA are mediated AND audsted by an STC may be requ!red to

dermonstrate both their own in-house audit capabilities AND the process(es) by which the EIEP
obtains atidit information from the STC regarding the EIEP's transactions with SSA. .

If the EIEP employs a contractor who wiil be frivolved with the processing, handllng,
transmission, etc, of the EIEP's SSA-provided Information offsite from the EIEP, SSA, at Its
distretion, may Include In the onsite compllance review an onsité Inspection of the
contractor's facility. The lnspection may oceur with or without a répresentative of the EIEP,
However, manpower limitations or fiscal constraints could drive an alternative approach, such
as teleconferencing. In any event, the format of the review In routine clrcumstances (1.e., the

.compliance review Is not belng conducted to address a special circumstance, stichas a

disclosure-violatioh, ete.) will generally consist of reviewing and updating the EIEP's
compliance with the systems security Fequiréments described above In this document, -At the
conclusion of the review, SSA will issue a formal report to appropriate EIEP personnel.
Findings and recommeridations from SSA'S compﬁance review, if any, will be discussed in Its

. report and momtored for clostire,
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-

NOTE: Documentaiion provided SSA by the EIEP for compliance reviows I
considered sensitive and is, therefore, handled accordingly by SSA. E.g., ifie
information Is accessible to only authorized individuals who have a need for the
information as it relates to camphance of the EIEP with its electronic information’
sharing agreement with SSA and SSA‘s.associated system security requirements
and procedures. Additionally, the EIEP’s documentation Is retained for ‘only as jong
as required and is deleted, purged, or destroyed when the requxrement far wbicx'l
the informatlon was obtalned has expired.

‘

The following isa hlgh -fevel example of the ana!ysis that alds in making preilminary dedisions
as to which review format may be most appropriate. Varlous additional factors may 2lgo be
factored In determining whether SSA- performs an onsite or remote compliance veview, -

- Higthedium Risk Cnterla ’ * .
o undocurnented closing of prior review findlhg{s) !
o Implementation of technical/operational controls that impact security of SSA provided
data (e.g., Implementation of new data access method, etc,)
© reported PiI breach
¥ Low Rigk Crlterla ) ) . d . L
© no prior review finding(s) or prior finding(s) documented as closed
o no implementation of technical/operational controls that tnpact security of SSA pmwded
data (e.g., implementation of new data access method, etc.)
© no reported PII breach )

5,5.1 EIEF Camphanoe Review Pamclpatmn L1

.

Dur!ng the cempllance revlew SSA may request to meet wlth the fo![oWJﬁg*

.« 3 sample. of managers and/or supervisors responslble for enforcing and monltoting ' < ¢
engoing compliance to security requirements and procedures ta assess theirlevel
of tralning to.mohitor thelr employee’s use of SSA-provided Infermatxon, and for '
revnewlng reports and taking necessary actlon

. * . the individuals responsible for security awareness and employee sanchon ﬁmctions
and “request an explanatlon ‘of how these responslbmtres are performed

* B sample of the EIEP's employees to assess thelr level of tra!nlng and |
understanding of the requirements and potential sanctions applicable to the use
and misuse of SSA-provided information .

. thelndtvidual(s) responsible for management oversight and qualﬂ:y assurance
functions. and request a description of fiow these responslbilities’ w:ll be carried but

-

. = additional indlvlduals.as.deemed appmprlate by SSA: Lo

6 5.2 Vermcatnan of Audit Samples: O

Prior to or during the compliance review, SSA will* present tothe EIEP 8 sampling of

transactions previously submitted to SSA for verification. The EIEP Is required ip
. verify whether each transaction was, per the terms of their agreement with SSA, o,

legitimately submitted by a user authorized to do so.

© 20
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The EIEP must provide SSA a written attestation of the results of the EIEP's review of
the transact ons. The document must provrde‘ )

« conf] rmation for each sample transaction located In the EIEP's aucht fite(s) and
defermined to have been submitted by its emptoyee(s) fqr Xegxtimate and
authorized business purposes

« zn explanation for each sample transactlcn located in the EIEP'S audtt file(s)
.datermrned to have baen uriauthorized ) )

" . % o&n explana‘don for each’ sample transaction not found In the EIEP's ATS

When the sample transactions are provided to the EIEP, cleta led instructions will be
included, Only an officlal responsible for the EIEP Is to provlde the attestatwn

6,6 Sc:hed'uling‘the Onsite Review
The SDP must be approved before Its assoclated onsite review s scheduled. Notiflcation of
the approval of a plan will be sent via emall. Although there is no prescribed tiine frame for
arranging the subsequent onsite review (certification revieve for an EIEP requesting initial
access to $5A-provided information for an Initlal agreement or compliance review for other
EIEPs), unless there are compelling dreumnstances precluding It, the onsfte revlew will follow
as so0n &3 reasonably possible. _ )

However, the schedunng of the onsite review. may depend. on addlttonal factots incfudmg. B
« the reason for subm!ss!on of a plan
. the séverlty of security lssues If ans; )
. circums;ances' of the prE.\'!ious‘revIew If any
* SSA workioad cons‘rde{ations .
.Afthough the scheduling of the revtew is confingent upon.approval of the SDP, il} extreme

dircumstances, SSA may, at Its discretion, perform an onhsite réview prior to approval !f
detarmmed necessary by $SA for completion of the evaluation of a plan, :

- . B
* x ot
«

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) -
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7. Additional Definitions ©  °

Back Button: - ' -
Reférs to a button on a web browser’s toolbar, tha ﬁackspace button oh a computer keyboard, &

. programmed keyboard button or mouse button, etc that returns a user to g previously Wsited
web' page or application screen, _ : .

Breach: )
Refers to actual Ioss, loss of control, compromise, unauthorized disclosure, unauthorized

~ acquisition, unauthorized access, or any slmilar term referring to situations wheré persons other
than authorized users and for other than authorized purposes have access or potential access to -
PII or Covered Infom‘xation, whether physlml glectronic, or in spoken word or recording,

-«

Browsing: - - ’
Requests for or gueties oF SSA-provided data for purposes not related to the performance of offictal
job dutles.’ )

Choka Point: .
The firewall betweeh a local network and the Internet Is considered a choke polnt In network .
security, because any attacker wouid have ta come through that channel, which s typlcatiy
protected and monit:ored ’

-

*

Cloud Computmg. - ’
The term refers to Internet-based computing and is derived from the cloud drawing representing
the Internet In computer network dlagrams. Cloud computing providers dellver on-demand online
computing resources (e.g., services, software applicatlans, data storage, and information)

. accesslble to thelr customers-by means of a web service or brows.er.

Cloud Drive. ' ) . :
Acloud drive Isa Web- based service.that pmvldes storage spateon a remota sewer.
CloudAudit. . ' .
CloudAudit is a specification that provides cloud compuﬁng servica providers a standard way to.
present and share detailed, automated stat;stics about performarnce and security‘

v X - IS
l

Commmg[ing. :
The process by which an EIEP adjoins specific SSA-provided data to specxf o preexisting EIEP .
information according to a partlcular data-matchlng schema,

ﬂegausoing. ! ‘

Degaussing Is the method of uslng a degausser {l.e., @ davice that genera'ces a rnagnetic ﬁeld) in
order to dssrupt magentically recorded jnformatjon. Degaussing can be effective for purging
darnaged medla and imedla with exceptionally large storage capacities, Degaussing | 1s not effective
for purging non-magnetic media (e.g. optical dlscs)

. 3

Bial-ugs ' . ‘
Sometimes used synonymously wlth dial-in, refers to digital data transmission over the wires of 2
local telephone network.
Functiﬂﬂ‘ : e *

One or miore persons or organizational components assigned to serve a particular purpose, or
perform a particular role. Also, the purpose, act!vlty, or role assigned to one or more persons or
organ!zatlonai components
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Hub:
As It relates to electronic data exchange with SSA, a hub Is an orgamzatuon which performs as an

. glectronic information distribution and/ot coliectlcn point (and may alse be referred to ds a State
E Transmisaion Component ar STC). ,

: zcom~
Interstate Connection Network (various entltnes use 'Connectivxty’ rather than "Connection”)

IV &V
Independent Verification and Validation

Legacy System: ’ ’

A term usually referring to a corporate or organlzat onal computer system or natwork that utllizes
_outmoded program mmg languages, software, and/or hardware that typlcally no longer recetve
support from the otiginatl vendors or deveIOpars. .

Manual Transaction:
An operation (also referred to as a ‘user-Initiated transaction”) wh1ch s Inltiated at the volition of 2

uger rather than system-generated within an automated process.

Exampie' A user enters a cllent’s Information including the client’s SSN on an Input screen and
presses the "ENTER  key to acknowledge that input of data has been completed. A new screen
. appears with multiple options Which Include ‘VERIFY SSN’ and ‘CONTINUE", The user has the
.option th verify the client’s SSN or perform a!terna’ave actions,

' Mecdia Sanitization ‘
.+ Disposal; Refersto the discarding (&.9', recycl ng) of medfa that contalns no senstﬂve or
confidential data

¢ Clearing: This type of medla sanitlzatxon is consldered tc be adequate for protecting . '

" information from a robust keyhoard attack. Cleating must prevent retrieval of Information by
data, disk; or file recovery utilities, Clearing must be reslstant to keystroke recovery attempts
executed from standard Input devices and from data scavenging tools., For example,
overwriting Is an acceptable method for' clearing media. Deleting :tems, héwever, is not
sufficient for clearing. .

«

. This process may include ovetwriting all addressable locations of the data, as well as Its logical
storage location (e.g., ts file allocation table), The alm of the overwriting process Is to replace:
or obfuscate existing infermation with random data. Most rewriteable medla may be cleared by
a single overwrite. This method of sanltization carmot be utllized on unwriteable or damaged

media,

» Purging: This type of medla sanitlzation s a. pracess that protects mformatlon fram 8

- laboratory attack, The terms. clsarmg and purging are sometimes considered syjonymous.
However, for some media, clearing Is not sufficient for purging (l.e., protecting data from a .
Iaboratory attack): Altheugh maost rewriteable medid may.be clearéd by a single overwrite,
purging may require. multiple rewrites using different characters for each wirite cycle.

This Is because a Iaboratory gttack involves threats with the capability to ‘smploy non-standard
assets (e.g., specialized hardware) to atternpt data recoveéry on medfa outslde of that media’s '

notmal aperating enVIronment .

Degaussing Is-also an example of an acceptable method for purding magnetic media, If purging

media is not a'viable method for sanitization, the media should be destroyed.
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*

* Destruction: Physical destriiction of media is the most effective form of sanitlzation.. Methods
of destruction include burning, pulverizing, and shreddlng Any residual medium. shouid be able
to withstand a laboratory attack.

4
"

Permission modulé: ' ’

A utility or subprogram withii an application which automatncaﬂy enforces the relationship ofa

request for or query of SSA-provided data to an authorlzed process or trangaction legitimately

Initlated; e.g., verification of an SSN for Issuance of a driver license which can be triggered only
automatically from within a state’s driver license application, requests for Informationfrom SSA by - =,
an EIEPs employee which cannot be Initiated unless the EIEP's cllent system has a.rscord.

“contalning the SSN of the Individual for which information Is sought, ete.

Screen Scrapings: .. ) ‘ . L

[

Screen scraping Is normally assodated with the programmatic collection. of visual data from a
source. Originally, screen scraping referred to the practice of reading text data from a computer
display terminal's screen. This was generally done by reading the terminal's memory through lts
auxillary port, or by connecting the terminal output port of one computer system to an input port
on ;nother. “The term screen scraplng Is also commonly-used to refer to the bidirectional exchange
of data.

.

A screen scraper might conpect to a legacy system via Telnet emulate the Keystrokes needed to

. navigate the legacy user interface, progess the resultmg dnsplay output extract the desired data, .
-*and pass it on to & modern system. - ,

More modern screen scrapmg techniques include captuﬁng the bitmap. data froth &'screen and
running It through an-optical character reader engine, .or In the case of graphical user Interface .
applications, querying the graphical controls by programmatlcally obtaining references fo their
underlying programmlng abjects.

* ‘. - * Iy

Securlty Breach' e . : ’ -

An act from outside an organlzatmn that bypasses or contravenes secuﬁty* pc!tcies, praz:ﬁces, or
procedures .

-
* ]

Security Incidents .- '

.« - A fact-or event-which-signifies the possxblllty that a bredch-of security may be taking p!ace, or may .

have taken place, All thream are security Incldénts, but not all securfty Incidents are threats,

- .

Security \ﬁalaﬂon. o ' ‘ e

An act from within an organization that bypasses or contra\fenes security. polic:tes, practtces-, or
procedures, -

«

. Sensitivedatar © Ca
) Information such as PII and Information pmvlded by SSA to an EIEP, the lods; misuse, or "

o

unauthorized access to or medification of which, could adversely affect the national interést or the |,
conduct of Federal programs; or'the privacy to whlch indlviduals are erititled under § U.S,C: Section
552a (the Privacy Act), but that has not been specifically authorized under criteria established by
an Executive Order or an Act of Congress to be kept classified In the Interest of national defense or
forelgn policy but Is to be protected In accordance with ‘che requirements of the. Computer Security

" Act of 1987 (P.L. 100—235)

s
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SMDS (Switched Multimegahit Data Seryice (SMDS):

SMDS'Is a telecommunications service that provides connectionfess, high~ performance, packet-
switched data transport. Although not a protocol, tt.supports standard protocofs and
communications Interfaces using current technology. n

SSA-provided data/Information: .

Synohymous with ‘8SA-supplied dataflnformatlon’ deflries informat{an uncfer the control ox" SSA
provided to an external entity underthe terms of an Informatlon exchange agreement with S5A.
“The following are examples of SSA-provIdad data/lnfomaﬂon informatlon:

s SSAsresponsetoa request from an BIEP for Informatfon fmm SSA (e.g., date of death)

=" SSA’s response to a query from an EIEP for venﬁca’cron of an SSN

SSA data[ informations ' '

This is tern, sometimes used mterchangeably with ‘SSA-provided data}mfarmatien *denotes

*jnformation undér the control of SSA provided to an external entity under the terms of an
Information exchange agreement with 5SA. However, *SSA data/Information’ also’includes .
information provided to the EIEP by a source other than SSA, but which s attested by the EIEP to
have been verifled by SSA, or Is coupled with datd from SSA as to the accuracy of tha information,
The follawing are exampies of SSA informatian: ’

» SSAs respnnse to a request from an EIEP for lnfarmatlon fmm SSA (e oy dafe of death)

», SSA's response to a query from ‘an EIEP for verlf‘catnon of an S5N
« Display by the EIEP of S8A"S respanise to a query for: verrf‘catian ef an SSN and the
assoclated SSN provided by SSA . L

+ Display by the ETEP of SSA's response to a quety for verlﬁcatlon af an S8N andthe -
assoclated SSN provided fo the EIEP by a source dther than SSA L

«  Electronic reccrds that contain only SSA's response to d query for veriﬁcation of an SSN
and the assocla‘ced SSN whetherprovided to the EIEP by SSA ar & source othier-than SSA

SN - :
Social Sequri’cx Number

+

'STC: '
A State Transmission Component Is an organlzatton which performs as an elecronic Information .
dlstrlbutlon and/ar collection point for one or mare other entltles (and may also be referrad to as a ,

- hub)

System*ganerated transaction:
A fransaction automatlcatiy triggered by an automated systein process. .

Exampte‘ A user enters a client’s Information Including the tllent’s SSN on an input screen and
presses the *ENTER' key to acknowledge that Input of data hasbeen completed. .An automated
process then matches the SSN agalnst the user’s organization’s datahase and when no match s
found, automatically sends an electronic request for verification of the SSN to SSA,

Systems process;
Refers ta a softwara program module that rins in tha background wlthin an automated batch,

nhne, or cther process.
25
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Third Party: -
This term pertdlris to an ehtity (person or urganizaﬂon) pro\r!ded actess to’ SSA-provIded

information by an EIEP or other SSA businegs partner for which one or more of the following apply:
« Is not stipulated access to SSA-provlded data by an Infonnat!on—sharmg agreemem: batwaen

an EIEP and SSA
= has no information-sharing agreement with SSA -
» Is not directly authorized by SSA for access to-SSA-provided data

Transaction-driven:

This term. pertains to an automatically Initiated online query of or request for $SA Information b‘,r
an automated transaction process (e.g., driver license issuance, etc.),. The query or request will
anly occur, If prescribed conditions are met wlthIn the automated process.

Uncontrolled fransaction; - ' s

This term pertams to a transaction that is pot controiled by a permission module (i.e., m‘c subject

to a systematically enforced relationship to an: authorized process or app!icatmn or an existing
client record)

x . N
* 0

5
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8. Re'ggsfétory Refarences O
‘rederal Information Processing Standards (FIPS) Publications
Fede’ral Information Security: Management Aét of 2002 (FISMA)
Romeland Securfty Presidential Directive '{HSPQ~12) ‘
Natlonal Institute of Standards and Technology (NIST) Special Pubhcatlons

Office of Management and Budget (OMB) Ctrcular A-Iz;’», Manage:went’s Respans}billty forIntemaI
Control . A

Office of Mafiagement and Budget {OMB) Crcufar A-130Q, Appendxx III, Management of Federal
Infonnatmn Resources

’ Offlce of Management and Budget (OMB) Memo M—06~16, Protectfon of Sens?tlve Agency
Informat!on, June 23, 2006 :

Ofﬂce of Management and Budget (OMBY Memo M—D7~16 Memafandum for the Heads of Exacutive
Pepartments and Agencies, May y 22, 2007

Office of Management and Budget (OMB) Memo M~07 <17, Safeguardlng .Aga{nst and Respandlng o
the Breach of Personally Identzﬁabie Information, May 22, 2007 , L

Privacy Act of 1974
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9, Frequantly Asked Quastions O

—

. {Click links for answats of addiﬁcmai information)

1, @ Whatlsabreach of date?

A! Refer also to §ecurlg¥ mggh, Security JhCi gn;, and gggg ity Yiolation,
2. . Qt Whatis employee browsing?

A: Click hyperlink

Okay, so the SDF was submztted. Can the Onslte Review be sr:haduled now?
Refer to Scheduling the Onsite Revig_\g, .

: What Is a 'Permissi Modu e’? . .
Click hyperlink ) .

3!

zQ

4,

What Is meant by mmg?
Click hyperllnk

E-"
O 2O

. M - 0 . .
When does an SDP have to ba submltted?
" Refer to MQMDLQE_EL&A_E_BEQMLQQ

Does an SDP have to be submitted when the agreement Is renewed? .
The SDP does not have to be submitted because the agreement between the EIEP .
and SSA was renewed, There are, however, clrcumstances that’ require aly SDP to be.

: submltted Refer to When the SDP and RA ara Required.

8. Q 19 it acceptab!e fo save SSA data with a verified Indica’cor on a (EIER) workstatlon s
long as the hard drive Is encrypted? .If not, what optlons does the agepcy have? .

A: There is na problem with an EIEP saving SSA-provided Information to thé encrypted
hard drives.of computers processing the data provided the Informatlon ls retained only
as provided for In the EIEP’s data—shar!ng agreement with SSA. Refer to’Data and
Communicatjons S

N
S
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9. @ Is caching of SSA-provided data on ETEP workstations allowed? .
A: Caching during processing fs not'a problem. However, SSA-provided data must be
cleared from the cache when the user exits the application in which the data was used

.. . oraccessed. Refer fo Data and Commgnicat[gns Security, e -

10, Q:‘ What Is meant by “nterconnections to other systems™ .
.+ A1 As used In SSA’s system security requirements document, the term. “!nterconnectqons”
Is synanymous with connect:ons” .

11, @ Is it acceptable to submit the SDP as a PDF ﬂle?
- : No, it is not.
12. Q¢ Should the SDP be written from the standpoint of my agency’s SVES access itself, or
from the standpolnt of access to all data provided te us by SSA?
A: The SDP is to encompass your agency’s electronic access to SSA-pravided data as per
thé elactronic data sharing agreemant between your agency and S§SA. Refer to

Developlng the SDP,
45.  Q: Does having a “transaction-driven” systern mean that- employees cannot. initlate 3
- - query to SSA and that a permission module is not needed? -

A Not necessarfly “Transacﬂon driven” basically means that querles, etc, are submitted
automatically {and It might depend an the transactton) Dependxng on the system

s
[

" o8
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1mplementatxon, queries might not be automatic or, {if they are, manual transactions
rnight still be permitted (for example, when something needs to be corrected), Also,
aven If a “transaction-driven” system is implemented In such a way that manual |
transactions cannot be performed, If the system does noi require the user to be in a
particular application and/or the query to be for an existing record in the EIEP's
system before the system will aHow a query to go through tc SSA, lt would stili need
a permission module. .

What s an Onsite chmpilancé Review?

: The Onslte Compliance Review Is the processiwherem SSA performs pertodic site visits

to its Electronic Information Exchange Partners (EIEP) to certify whether the EIEF's
technical, managerial, ahd operatlonal securlty measures for protecting data obtained
electronicafly from SSA cantinue to conform to the terms of the FIEPS data sharlng -
agreements with SSA and SSA's associatad system sectirity Fequirements and-

proceduras. Referto the Compliance Review Program and Protess,

What are the criteria for performing an Onsite Compliance Review?
The following are crlterla for parfarmlng the Onslte Compllance Review:

e EIEP Initiating new access OF NeW access method for obtalmng Information ﬁ'om

. SSA )
« EIEPs cyclical review (prewous review was perfcrmed remotely)

) » - EIEP has made srgnrt'“cant change(s) in [t€ operating or security platform involving -

SSA=provided data

. EIEP experlenced a breach of 55A~prov!c¥ed personai \é sdent Ifying information (PII)

Q:
Al

., EIEP has been determined to be hlgh—rlsk

Refer also to the ev{em getgrminatfgg Matgg

What is a Remote Compliance Review? ’

The Remote Compliance Review is the process wherein SSA conducts periodic )
meetings remotely (e.g., via conference calls) with its EIEPs to determine whether the
EIEP's technical, managerial, and operational securlty measures for protecting data
obtalned electronically from SSA continue to conform td the terms of the EIEPS’ data

"~ sharing agreements with SSA and SSA's assodiated system security requiréments and

z

pracedures. Refer to the Compllance Review Program and Process,

What are the criteria for performing a Remote Compllance Review? .
Each of the following criterla must be satisfied for performlng the Remote Compliance

Review:

R EIEP's cychcal review (previous review was performed onsite without ﬁndmgs ar

issues for which findings were clted have been' satisfactorfly resalved).

., + EIEP has made no significant change(s) inits operating or security platform

Involving SSA-provided data.

« EIEP has not experienced 8 breach of SSA—provided personally ldentifylhg
Information (PII) since its previous compliance raview.

s EIEP has been determined to be low-risk

Refer also to the Review Determination Matrix

-

29
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ATTAGHMENT 5

| WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS
OF PERSONALLY IDENTIFABLE INFORMATION
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‘Worksheet for Reparteng Loss or Pntenﬁal Loss of Personally I&ent:ﬂable

Informaﬁon

1. Information ab out the individual makmg the repor% tothe NCSC*

.
LR . * T

Name:

> Rl

Position:

Deputy Commissioner Level Orgamzahon. [

 Phone Numbers: .

Work: | . ICell I | c .lHome/Other:l
"B-inail Addtess: | ° " )
Check one of the following:
Management Official . |Secunty Officer | JNon-Management |

«

Z Informatmn sbout the data that was lost/stulen' e . .
' Descnba what was lost or stolen (e.g., case fils, MBR da:ta}

_ Which almnent(s) of PII did the data contain?

" Estimated volme of records inyolved:  *

Name . ‘Bank Account Info

SSN Medical/Health Information -

Date of Birth Benefit PaymentInfo . | -
Place of Birth Mother’s Maiden Name i
Address QOther (describe):

3, Hov was the data physically stored, packaged andfor cuntaine&?

Paper or Electronic? (cu‘cle one):

i«
*A
- D A - s LY

If Electronic, what type of device? N ‘
Laptop Tablet Backup Tape* | | Blackberry ~ |
‘Workstation - Server - | CD/DVD | . | Blackberry Phone #
Hard Dyve Floppy Disk TISB Drve :
Other (describe): . .

876
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ATTACHMENT 5 o 092706

Additional Questions if Blectronic: , ,
: Yes | No | Not Sure

a._Was the device encrypted? .
b, 'Was the device pagsword protected?- .
¢. If a laptop ortablet, was a VPN SmartCard lost?

Cardholder’s Name:
 Cardholder’s S8A logon PIN:

Hardware Make/Model:

Hardware Seria] Number:

" Additionsl Questions if Paper:

Yes | No | NotSure

a. 'Was the information in 3 focked briefease?
b, ‘Was the information in & Jocked cabinet or drawer?
¢. Was the iformation in a locked vehicle trunk?

d, Was the information redacted? .

e. Othet circymstances:

4, Yithe employee/contractor who was in possession of the data or to whom tfze '
data was assigned is not the person making the report to the NCSC (as hsted in
" #1}, information about thiy empluyeefcenmctar.

Name:
Position:, :
Deputy Commlss:onerLevel Organization: } _
. | PhoneNumbers: , ) e
[ Wotly | o oo o [CoE] - .. .| FomeOfer | . .. .. .
E-mail Address: | - - L .

i
i

5, Circumstances of the loss:
2. ‘When was it lost/stolen? ‘
b, Brief description. of how the loss/theft oocurred: -
¢. When was it reporfed to SSA ména.-gement official {(date and time)?

6, Have any other SSA companeﬁté beexi contacted? If so, who? (Daclude deputy
" commissioner level, agency level, reglonal/associate level component names)
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ATTACHMENT 5 . "9912:?;06‘
7. Which reporis have been ﬁled" (mclude FI’S, local pohce, and SSA reports)
» , ' Report Filed _Y_gg No { Report Number - ‘
: . | Federal Protective Swnce -
. Looal Pohce .. :
, _ _ Yes | No
) S8A-3114 (Ihcident Alert) <
BSA-342 (Report of Survey)
Other (describe)
8. Other pertinent mformaﬁon @nclude actions under way, as WelI as any ¢ contacts . ’
" with other agencies, law enforcement or the press) -
“ < ..
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RECERTIFICATION OF THE COMPUTER MATCHING AGREEMENT
| BETWEEN |
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND
THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA
(STATE AGENCY)

' SSA Match #6003

Under the applicable provisions of the Privacy Act of 1974, amended by the Computer Matching

uand Privacy Protection Act (CMPPA) of 1988, 5 U.S.C. § 552a(0)(2), a computer matchmg ‘

~ agreement will remain in effect for 4 period not to'exceed 18 months. Within 3 months prior to
the expiration of such computar matching agreement, howevet, the Data Integrity Board (DIB)

may, without additional review, rencw the compulter matching agreement for a current, ongoing

matching program for a period not to exceed 12 additional months if;
" 1. such program wilt be condueted without amy changes; and

2. each party lo the agreement certifies o the DIB in writing that the program has beon
condyered in cormpliance withi the agreement.

_ The following match meets the conditions for renewal by this recertification:

I. TITLE OF MATCH:

Cormputer Matching and Privacy Protection Act Agreement Between the Social Security
Administration and the Health and Human Services Agency of California (Match #6003)

I. PARTIES TQ THE MATCH:
Recipient Agency:  The Health and Human Services of California (State Agency)
‘Source Agency: Social Security Administration (SSA)

1. PURPOSE OF THE AGREEMENT:

This CMPPA Agreemitnt between SSA and the State Agency, sets forth the terms and
canditions governing disclosures of records, information, or data (collectively referred to
herein “data’) made by SSA te the State Agency that administers federally funded benefit
programs under various provnsmns of the Social Security Act-(Act), such as section 1137
(42.U,S.C. § 1320b-7), including the state-funded state supplementary payment programs
under (itte XV of the Act, Under section 1137 of the. Act, the State Atrancy is required
to use an income and ehgrlnhty verification system to administer specified federally
fundcd benefit programs, including the state-funded state supplement'lry payment
programs under title XV1of the Act. To assist the Stale Agency in detenmining
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entitlement to and eligibility for benefits under those programs, as well as other federally
funded benefit programs; SSA 'discloses certain data abour applicants for staje benefils
from SSA Frivacy Act Systems of Records and verifies the Social Securily aumbcrs of
the applicants.

ORIGINAL EFFECTIVE AND EXPIRATION DATES OF THE MATCH:

Effective Date: July 1, 2012

Expiration Date: December.31, 2013

RENEWAL AND NEW EXPIRATION DATES:

Renewal Date: January 1, 2014,
New Expiration Date; December 31, 2014

CHANGES:

By this recertifitation, SS8A and the State Agency make the following non-substantive

-changes to the compuler malching agrecement:

In Article XIV, *Points of Coptacit,;‘ fnformation under subsection-A., “SSA Point.of
Contact, Regional Office,” should be deleted in its entirely and replaced with thg
following: ,

Dolores Dunnachie, Director A

San Francisco Regional Office, Center for Programs Support
1221 Nevin Ave

Richmond CA 94801

Phione:- (510) 97&8444/Fax (510) 978101

Dolores. Dunnace ;
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2

Social Securitv Administration

Souree Asency Certification:

As the authorized representative of the sosree agency named above, T Certify thaty (1) the
subject maitching program was conducted in compliance with the existing computer
matching agreement between the parties; and (2) the subject matching program will
continue wzthout any change for an additional 12 months, subject Lo the approval of the
Duta Integrity Board of the. Sactul Seeurity Administration.

¢ s //
R Ce ;>Sz..—/
‘CGirace M. Kim
Regional Commiissioner
San Francised

Date: “‘\ Le “ L

As Chair of the Data Integrity Board of the source agency named sbove, [ certify thit
(1) the subject matching program wus conducted in conipliance with the existing
computer matching agreement between the parties; and (2) the subject matching program
will continue withowt any change for an additional 12 months.

7. )
DG Yo o
Lifsgl Maneégm Q-ULLLL’

Clhrsir
Thag Totegaty Board

ou_ Aol
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Heaith and Human Services Azency of California
' Recipient Ageney Cenification:

As the nuthorized representative of the recipient agency named above, I cortify that:

(1) the subject matching program wis conducted in compliance with the existing
computér matching agreement between the parties; and (2) the subject matching program
will continue without any change for an additional 12 months, subject 10 the tpproval of
the Data Imegmy Board of the Sociul Secunty Administration,

(/QLM/K 0@&&@2‘7(‘

Diana 8. Dooley, Secrefary

oue DA 30,8013
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CCC-307
CERTIFICATION

1, the official riamed below, CERTIFY UNDER PENALTY OF PERJURY that T am duly
authorized to legally bind the prospective Contractor to the clanse(s) listed below. This
certification 1§ made tinder the laws of the State of California.

Contractor/Bidder Firm Name (Printed) Federal ID Number

By (Authorized Signattire)

Printed Name and Title of Person Signing

Dale Executed [ Executed in the County of

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirernents. (Govi Code §12990 (a-fy and CCR, Title 2,
Section §103) (Not applicable to public entities.)

2. DRUG~FREE WORKPLACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a, Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and speclfymg
actions to be taken against employees for violations.

b. Establish a Drug-Free Awateness Proomm to infoim employees a'bout

1) the dangers of diug abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,

4) penalties that miay be imposed upon employees for drug abuse violations.

c. Every employee who works oni the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,

2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result it suspension of payments under
the Agreement or termination of the Agréement ot both and Contractor thay be ineligible

for award of any foture State agreements if the department determines that any of the
following has occurred: the Contractor hias made false certification, or violated the
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certification by failing to carry out the reqmrements as noted above. (Gov. Code §8350 et
58q.)

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Coniractor certifies
that no more than one (1) final unappealable finding of contempt of court by a Federal

- court has been issued against Contractor within the immediately’ precedmg two-year
period because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to comply with an order of the National Labor Relations Board. (Pub.
Contract Code §10296) (Not applicable to public entities.) ,

4. CONTRACTS FOR LEGAL SERVICES $50.000 OR MORE- PRO BONO
REQUIREMENT: Contractor hereby certifies that contractor will comply with the
requirements of Section 6072 of the Business and Professions Code, effective January 1, 1
2003,

Contractor agrees to make a good faith effort to provide a minimum number of hours of*
pro bono legal services during each year of the contract equal to the lessor of 30
multiplied by the number of full time attorneys in the firm’s offices in the State, with the
number of hours prorated on an acfual day basis for any contract period of less than a full
year or'10% of its contract with the State.

Failure to make a good faith effort may be cause for non-renewal of a tate contract for
legal services, and may be taken into account when determining the award of fufiire
contracts with the State for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not-an
expatriate corporation or subsidiary of an expatriate corporation within the meaning of
Public Contract Code Section 10286 and 10286.1, and is eligible to contract w1th the
State of California.

6. SWEATFREFE CODE OF CONDUCT:

a. All Contractors contracting for the procurement or Iaundering of apparel, garments or
corresponding accessories, or the procurement of equipinent, materials, or siipplies, other
than procurement related to a public works contract, declare under penalty of perjury that
no apparel, garments or corresponding accessories, equipment, materials, or supplies
furnished to the state pursuant to the contract have been laundered or produced in whole
or in part by sweatshop labor, forced labor, convict labor, indentured labor under pesial
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, ot
with the benefit of sweatshop labor, forced labor, corivict labor, indentured labor under
penal sanction, abusive forms of child labor or exploitation of children in sweatshop
labor, The contractor further declares under penalty of perjury that they adhere to the
Sweatfree Code of Conduct as set forth on the California Department of Industrial
Relations website located at www.dir.ca.gov, and Public Contract Code.Section 6108,

b. The coniractor agrees to cooperate fully in providing reasonable access to the
contractor’s records, documents, agents or employees, or premises if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,
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or the Department of Justice to determine the contractor’s compliance with the
requirements under paragraph (a).

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after
January 1; 2007, the contractor certifies that contractor is in compliance with Public
Contract Code section 10295.3. ‘ ‘

DOING BUSINESS WITH THE STATE OF CALIFORNIA

The following laws apply to persons or entities doing business with the State of
Califomnia,

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions
regarding current or former state employees: If Contractor has any questions on the
status of any person rendering services or involved with the -Agreement, the awarding
agency must be contacted immediately for clarification,

- Current State Bmployees (Pub. Contract Code §10410);

1). No officer or employee shall engage in any employment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and
which is spansored or funded by any state agency, unless the employment, activity or
enterprise is required as a condition of regular state employment,

2). No officer or employee shall contract on his or her own behalf as an independent
contractor with any state agency to provide goods or services.

Former State Employees (Pub. Contract Code §10411):

1). For the two-year period from the date he or she left state employment, no former state
officer or employee may enter info a contract in. which he or she engaged in any of the
negotiations, transactions, planning, arfangements or any part ¢f the decision-making
process relevant to the contract while employed in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, rio former

state officer or employse may eriter into 4 contract with any state agency ifhe or she was

employed by that state agency in a policy-making position in the same general subject

area as the proposed contract within the 12-month period prior to his or her leaving state
service.

If Contractor violates any provisions of above paragraphs, suchraction by Contractor shall
rendler this Agreement void. (Pub. Contract Code §10420) '

Members of boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or commission, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e))

2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the
provisions which require-every erployer to be insured against liability for Worker's
Compensation of to undertake self-insurance in accordance with the provisions, and
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Conttactor affimms to comply with such provisions before c‘;orm:ﬁenéing the performance
of the work of this Agreement. (Labor Code Section 3700)

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it
complies with the Americans with Disabilities Act (ADA) of 1990, which proh1b1ts
discrimination on the basis of disability, as well as all applicable regulations and.
guidelines issued pursuant to the ADA, (42 U.S.C. 12101 et seq.)

4. CONTRACTOR NAME CHANGE: An amendment is required fo change the
Contractor's narme as listed on this Agreement. Upon receipt of legal documentation of
the name change the State will process the amendment. Payment of invoices presented
with a new name cannot be paid prior to approval of said amendment.

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIPORNIA:

a. When agreéments are to be performed in the state by corporations; the contracting
agencies will be verifying that the contractor is currently qualified to do business in
California in order to ensure that all obligations due to the state are fulfilled. |

b. "Domg business! is defined in R&TC Section 23101 as actively engaging in any
transaction for the purpose of financial or pecumaxy gain or profit. Although there are
some statutory exceptions to taxation, rarely will a corporate. contractor performing
within the state not be subject to the franchise tax. -

¢. Both domestic and foreign coguoranons (thcse incorporated outside of California) rust.
be in good standing in order to be qualified to do business in California. Ageneies will
determine whether a corporation is in good standing by calling the Office of the Secretary
of State, A

6. RESOLUTION: A county, city, district, or other Iocal public body must provide the
State with a copy of a resolution, order, motion, or ordinance of the local goveming body
which by law has authority to enter into an agreement, authorizing execution of: the,
agreement.

7. AIR OR WATER POLLUTION WOLATION Undér thic State laws, the Contractor
shall not be; (1) in violation of any order or resolution not subject to review propmulgated
by the State Air Resources Board or an air pollution control district; (2) subject to cease
and desist order not subject to review issued pursuant to Section 13301 of the Water
Code for violation of waste discharge requirements or discharge prohibitions; or (3)
finally determined to be in violation of provisions of federal law relating to air or water
pollution, '

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by-all
contractors that are not another state agency or other governmental entity.

SNADMINHOMEPAGE\CCC\CCC-307.doc.
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Fisval Management and Accountability Brunch (FMAB)

County Assignment Listing

Effeclive Ocinberi4, 25)14

Branch Chief; Susan King

. (916) 323-6698
{rma Nieves (916) 323-2087
Rosie Porraz {916) 324+3077

County Name Analyst Name ‘County Name -{Analyst Name County Name Analyst Name
|Alameda Susan Munoz Madera Valerie Ludington San Joaguin Shirley Rath
. {Alping Anita Valdivia Marin Brad Watson San Luis Chispo Xerylle Almojuela.
Arnador Shirley Rath’ Mariposa Ely Munoz San Mateo Julie Munoz .
Butte Jeff Trapnell Mendogino Shirley Rath Santa Barbara Ely Munoz
Calaveras Jarrett Davis Merced Scott Oros Santa Clara Tamara Martfeld
Colusa Jeff Trapnell Modoc Bcott Oros Santa Cruz Jarrett Davis
[Contra Costa Shirley Rath Mono Valerie Ludington Shasta Brad Watson
Del Norte irma Nieves Monterey Xerylle Almojuela Sierra Scott Oros
El Dorado Aniiz Valdivia Napa Valerie Ludington 1Siskivoy Tamara Martfeld
Fresho Susan Munoz Nevada irma Nieves. Solano Tamarg Martfeld
Glenn irma Nieves Orange irma Nieves Sonoma Tamara Martfeld
Humboldt Susan Munoz Placer Leslie Fong Stanislaus Shirley Rath
imperial Anita Valdivia Plumas Brad Watson {Sulter-Yuba Julie Munoz
linyo Ely Munoz Riverside Anita Valdivia {Tehama Xerylle Almojuela
Kern Scott Oros Sacramento _ Tamara Mattfeld Trinity Tamara Martfeld
Kings - Anita Valdivia Sah Benito Brad Waison Tulare Susan Munoz
Lake Jeff Trapneli San Bernarding Susan Munoz Tuolumne Julig Munez
Lassen Leslie Fong San Diego Jarretf Davis Veniurg Jarrett Davig
Los Angeles Brad Watson Sah Francisco Valerie Ludington- Yolo Susan Munoz
Superviscor: Susan Heavens Superviser: Mike Reeves “Bupervisor: Francine Manas
{918) 445-0323 {918) 327-4886 (916) 322-4847
Jeff Trapnell {&16) 323-1819 Brad Watson (916) 327-8342 Leslie Fong {916) 323-1815
Susan Munoz ~ {918) 322-8043- Shirley Rath {916} 327-9501 Ely Munoz, {916) 3231810
Tamara Marifeld {916) 445-7438 Julie Munoz (916) 323-1817 Xerylie Almojuela (916) 327-9882
Jarreft Davis - (916) 324-7228 Anita Valdivia {016) 327-4884 Valerie Ludington {916) 3221947
Vacant” " Scott OQros {916) 324-0235 Vagani
. Vacant.
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