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FILE NO. 1304893 _ ' RESOLUTION NO.

[Agreement - State Contract Funds - Community Behavioral Health Services —>$238,581,122]

Resolution retroactively approving an ag.reement between the California Department of
Heaithl Care Services and Community Behavioral Health Services, to provide specialty

mental health services for the period of May 1, 2013, through Apf'il 30, 2018. '

WHEREAS The mission of the San Francisco Department of Public Health isto
protect and promote the heaith of all San Franciscans; and .
WHEREAS, Community Behavioral Health Services pfovides specialty mental health
services t0.San Frenciscans through a eulturally diverse network of providers; and
WHEREAS,.The California Department of Health Care Services has entered into:an
agreement wi'th‘Sah Francisco Community Behavieral Health Services to provide specialty
mental health services to eligible Medi-Cal beneficiaries of Sah Francisco County for a
maximum amount of $238,581, !22 for the perlod May 1, 2013, through Apnl 30, 2018; and
WHEREAS, The Communlty Behavioral Health Servnces agrees to operate the Mental
Health Plan (MHP) for San Francisco County, and; now, be it _
RESOLVED, That the Board of Supervisors hereby retroactively approves thie

llagreement for the period of May 1, 2013, through April 30, 2018; and, be it

FURTHER RESOLVED, That the Board of Supervisors hereby authorizes the Direptor '
of,Community Behavioral Health Services, on behalf of the City and County of San Francisco,
torexecute this agreement with the California Department, of Health Care Services and to
approve future amendments for less than ten percent (10%) of the contracted amount.

I |

//

A

Mayor Lee

Board of Supervisors ) ‘ . Page 1
' : 05/18/2013

2006




RECOMMENDED:
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‘BatbAra X Garcia, MPA
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STATE OF CALIFORNIA . ) . , ’ FAREY B )
STANDARD AGREEMENT
STD 213_DHCS (Rev. 0143} .
’ . REGISTRATION NUMBER . ‘AGREEMENT NUMBER
12-89390
1. This Agreement is entered into between the State Agency and the Contractor named below:
STATE AGENCY'S NAME (Also known as DHCS, CDHS, DHS or the State)
Department of Health Care Services

CONTRACTOR'S NAME . . (Alsa referred to as Contractor)
San Francisco Community Behavioral Health Services ’

'

2. The term of this Agreementis: =~ May 1, 2013
o through Aprit 30, 2018

3.  The maximum amount of this Agreementis: % 238,581,122
Two hundred thirty-eight million, five hundred eighty-one thousand, one hundred fwenty-two

4. The parties agree to comply with the terms and conditions of the followmg exhibits, which are by this reference made a

part of this Agreement.

Exhibit A — Scope of Work 2 pages
Exhibit A Attachmeént | — Service, Administrative and Operational Requirsments 57 pages
Exhibit A Attachment 1l — Definitions ) 2 pages
Exhibit B ~ Budget Detail and Payment Provisions . 8 pages
Exhibit C * - General Terms and Conditions GTIC 610

Exhibit D (F) — Special Terms and Conditions {Attached hersto as part of this agreement)
Notwithstanding Provisions 2, 3, 4, 6 |8, 12, 14, 22, 25, 28, and 30 which do not apply to this agreement X pages

Exhibit £ — Additional Provisions 11 pages-
- -Exhibit F - Privacy and Information Sncnnty Prowsxo*is : ) 28 pages

ltems shown above with an Asterisk (*), are hefeby incorporated by referencé and made part of this agreement as if attached hereto.
These docurnents can be viewed at hitp://fwww.ols. dgs.ca.gov/Standard Language/defaulf, htm,

IN WITNESS WHEREGF, this Agreement has been executed by the parties hersto.

CONTRACTOR ‘ California Department of
CONTRACTOR'S NAME (If other than an individual, stafe whether a corparation, paﬁnershtp, elc.} R General Services Use Only

San Franuscojgommumtyﬁ'ﬁ’aworgl Health Services

BY (A uthorized Sighalufe) DATE SIGNED (Do not type)
V // ﬁ// Atygser] |\ Gl

PRINTE éwxms : AND TITUE OF PERSON SIGN ING
Jo Ro I)On MFT Director
ADDRESS

1380 Howard Street, Fifth Floor
- San Francisco, CA 94103

STATE OF CALIFORNIA

AGENCY NAME
Department of Health Care Services )

BY (Authorized Signature} DATE SIGNED (Do not type)
&5 .
PRINTED NAME AND TITLE OF PERSON SIGNING ] » | X_ | Exemipt per. W& Code § 14703
Andrew Young, Chief, Contract Management Unit :
ADDRESS

1501 Capitol Avenue, Suite 71.5195, MS 1403 P.0. Box 997413,
Sacramento, CA 95898-7413
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CCC-307
CERTIFICATION

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that T am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

.(' ontractor/Bidder Firm Name (Printed) : ' Federal ID Number

~
% b3
e o 22 ‘.ﬂl/l'lgg‘zsy

pra Arss 5 . B ¥ HeR )
Ua;"‘ ;;C SCO Lb“y,w{u{ﬁ(}% 5€h-€b’!% f‘ffd_',,.,'ﬂ,

By (Auﬂzoru(ﬂ’;zgnatui ) /
| 7B 2, ==

Prznted’ﬁ f?jw and Title of Person Signing

obm{m, HFT D;rcc%r ofr CBHS

Date Executed Executed in the County.of

3’//»‘/7 - San Francisco

CONTRACTOR CERTIFICATION CLAUSES -

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirements, (Gov. Code §12990- (a—f) and CCR, Title 2,
Section 8103) (Not applicable to public entities.)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comp]v with the
requirements of the Drug-Free Workplace Act of 1990 and will provide & drug—free
workplace by taking the following actions:

a. Publish 2 statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establish 2 Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violatiofis.

c. Every émployee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,

' 2) agree to abide by the terms of the company's statement as a condition of employment

- on the Agreement. : ' ,
Failure to comply with these requirements may result in suspension of payments under
the Agreement or termiination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Confractor has made false certification, or violated the
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or the Department of Justice to determine the contractor’s comphance with the
requirements under paragraph (a).

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after
January 1, 2007, the contractor certifies that contractor is in compliance with Public
Contract Code section 10295.3.

DOING BUSINESS WITH THE STATE OF CALIFORNIA

The following laws apply to persons or entities doing business \mth the State of
Cahforma

1. CONFLICT OF INTEREST: Contractor needs to be aware of the followmg provisions
regarding current or former state employees If Contractor has any questions on the
status of any person rendering services or involved with the Agreement, the awarding
agency must be contacted immediately for clarification. :

Current State Employees (Pub. Contract Code §10410):

1). No officer or employee shall engage in any employment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and
which is sponsored or funded by any state agency, unless the employment, activity or
enterprise is required as a condition of regular state employment. -

2). No officer or employee shall contract on his or her own behalf as an mdependent
contractor with any state agency to provide goods or services.

Former State Employees (Pub. Contract Code §10411):

1). For the two-year period from the date he or she left state employment, no former state
officer or employee may enter into a contract in which he or she engaged in any of the
negotiations, fransactions, planning, arrangements or any part of the decision-making
process relevant to the contract while employed in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, no former
state officer or employee may enter into a contract with any state agency if he or she was
employed by that state agency in a policy-making position in the same general subject
area as the proposed contract w:thm the 12-month period prior to h15 or her leavmg state
service.

If Contractor violates anyprovisioné of above paragraphs, such action by Contractor shall
render this Agreement void. (Pub. Contract Code §10420)

Members of boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or cemmissicn, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e})
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San Francisco Community Behavioral Health Services
Contract Number: 12-89390
' Page 1 of 2
Exhibit A
Scope of Work

Service Overview

-Contractor agrees to provide to the California Department of Health Care Services
(DHCS) the services described herein.

The Contractor will provide or arrange for the provision of specialty mental health services
to eligible Medi-Cal beneficiaries of San Francisco County within the scope of services
defined in this contract.

Project Represenfatives

A. The project repreéentatives during the term of this Agreement will be:

Department of Health Care Services |San Francisco Community Behavioral
Erika Cristo ' Health Services '
Telephone: (916) 650-0486 Jo Robinson, MFT, Director
Fax: (916) 440-7620 Telephone: (415) 255-3440
Email: Erika.Cristo@dhcs.ca.qov Fax: (415) 255-3567

: Email: jo.robinson@sfdph.org

B. Direct all 'mquiriés to:

Department of Health Care Services [San Francisco Community Behavioral
_ ' Health Services
Mental Health Services Division/Program

Policy Unit Attention: Jo Robinson
Attention: Dee Taylor 1380 Howard Street, Fifth Floor
1500 Capitol Avenue, MS 2702 San Francisco, CA, 94103
P.O. Box Number 997413 :

|Sacramento, CA, 95899-7413 Telephone: (415) 255-3440

" |Telephone: (916) 552-9536 Fax: (415) 255-3567
Fax: (916) 440-7620 Email: jo.robinson@sfdph.org

Email: Dee.Tayior@dhcs.ca.gov

C. Either party may make changes to the information above by giving written notice to the
other party. Said changes shall not require an amendment to this Agreement.

General Authority

This Contract is entered into in accordance with the Welfare and Institutions (Welf. &
Inst.) Code § 14680 through §14726. Welf. & Inst. Code § 14712 directs the California
Department of Health Care Services (Department) to implement and administer Managed
Mental Health Care for Medi-Cal eligible residents of this state through contracts with
mental health plans. The Department and San Francisco Community Behavioral Health
Services agrees to operate the Mental Health Plan (MHP) for San Francisco County. No
provision of this contract is intended to obviate or waive any requirements of applicable
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San Francisco Community Behavioral Health Services
Contract Number: 12-89390
Page 2 of 2
Exhibit A
Scope of Work

law or regulation, in partlcular the provisions noted above. In the event a provision of this
* contract is open to varying interpretations, the contract provision shall be interpreted ina
manner that is consistent with applicable law-and regulation.

See the following péges for a detailed description of the services to be performed.
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San Francisco Community Behavioral Health Services

Contract Number: 12-89390

. Page 1 of 56
Exhibit A Attachment |

Service, Administrative and Operational Requirements

1. Provision of Services

A.

The Contractor shall provide, or arrange and pay for, all medically necessary
covered Specialty Mental Health Services to beneficiaries, as defined for the

purposes of this contract, of San Francisco County.

The Contractor shall ensure that all medically necessary covered Specialty Mental
Health Services are sufficient in amount, duration, or scope to reasonably be
expected to achieve the purpose for which the services are furnished. The
Contractor shall not arbitrarily deny or reduce the amount, duration, or scope of a
medically necessary covered Specialty Mental Health Service solely because of
diagnosis, type of illness, or condition of the beneficiary except as specifically -
provided in the medical necessity criteria applicable to the situation as provided in
the California Code of Regulations (Cal. Code Regs.), title (tit.) 9, §§1820 205,
1830.205, and 1830.210.

The Contractor shall make all medically necessary covered Specialty Mental
Health Services available in accordance with Cal. Code Regs., tit. 9, §§ 1810.345
and 1810.405, and 42 Code of Federal Regulations (C.F.R.) § 438.210 an wd-shall

ensure

1) The availability of services to address beneficiaries’' emergency psychiatric.
conditions 24 hours a day, 7 days a week.

2) The availability of services to address beneficiaries' urgent conditions as
defined in Cal. Code Regs., tit. 9 §1810.253, 24 hours a day,and 7 days a -
week.

3) Timely access to routine services determined by the Contractor to be
required to meet beneficiaries' needs.

- The Contractor shall provide second oplmons in accordance with Cal Code Regs.,

tit. 9, § 1810. 405(e).

The Contractor shall provide out-of-plan services in accordance with Cal. Code
Regs., tit. 9, §§1830.220 and 1810.365. The timeliness standards specified in Cal.
Code Regs., tit. 9, 1810. 405 apply to out-of-plan services, as well as in- -plan
services.

The Contractor shall provide a beneficiary’s choice of the pérson providing

- services to the extent feasible in accordance with Cal. Code Regs., tit. 9,
- §1830.225 and 42 C.F.R. § 438.6(m).

In determining whether a service is covered under this contract based on the
diagnosis of the beneficiary, the Contractor shall not exclude a beneficiary solely
on the ground that the provider making the diagnosis has used the International
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San Francisco Community Behavioral Health Services
Contract Number: 12-89390
‘ Page 2 of 56
Exhibit A Attachment |
Service, Administrative and Operational Requirements

Classification of Diseases (ICD) diagnosis system rather than the system
contained in the Diagnostic and Statistical Manual (DSM) of the American
Psychiatric Association.

For services provided pursuant to Section 3 of this Attachment, entitled
“Emergency Psychiatric Condition Reimbursement”, the Contractor shali consider
the following ICD-9 diagnosis codes as included. For any other service, the

" Contractor may consider these codes as included or may require the provider to
~use DSM IV coding. - ’

Table 1 - Included ICD-9 Diaghoses - All Places of Sérvices except Hospital
Inpatient

295.00 — 298.9 302.8-302.9 311-313.82.
599.1 — 300.89 3071 313.80 — 314.9
301.0 - 301.6 307.3 3321 — 333.99"
301.8 — 301.9 307.5 - 307.89 7876

302.1 —302.6 308.0- 309.9

*Note: Treatment of diagnoses 332.1 - 333.99, Medication Induced Movement
Disorders, is a covered service only when_the-Medication Induced Movement

Disorder is related to one or more included diagnoses.

Table 2 - Included ICD-9 Diagnoses - Hospital Inpatient Place of Service

2. Availability and Accessibility of Service

" Availability of Services

A.

290.12 - 290.21 299.10 - 300.15 308.0 —309.9
290.42 — 290.43 300.2 - 300.89 311 -312.23
291.3 301.0-301.5 312.33 -312.35
291.5-291.89 - 301.59 - 301.9 312.4 - 313.23

1292.1-292.12 3071 313.8 —313.82
292.84 — 292.89 307.20 - 307.3 313.89-314.9
295.00 — 299.00 307.5 - 307.89 787.6

Pursuant to 42 C.F.R. § 438.206(a) and (b), the Contractor shall

ensure the availability and accessibility of adequate numbers and types of
providers of medically necessary services. Ata minimum, the Contractor shall
meet the following requirements:

2016



San Francisco Cominunity Behavioral Health Services
Contract Number: 12-89390

: ' Page 3 of 56
Exhibit A Attachment | :

Service, Administrative and Operational Requirements

1). Maintain and monitor a network of appropriate providers that is supported
- by written agreements for subcontractors and that is sufficient to provide
adequate access to all services covered under this contract. In establishing
and monitoring the network, the Contractor must consider the following:

a)

b)

g)

h)

The anticipated number of Medl Cal ellglble cllents

The expected utlhzatlon of services, taking mto account the

characteristics and mental health needs of beneficiaries.

The expected number and types of providers in terms of training and
experience needed to meet expected utilization.

The numbers of network providers who are not accepting new
benefi CIarles

The geographic Iocatlon of providers and their acceSSIblhty to
beneficiaries, considering distance, travel time, means of
transportation ordinarily used by Medl Cal beneficiaries, and physical
access for disabled beneficiaries.

To the extent required by Cal. Code Regs., tit. 9, §1830 220, for
inpatient services, if the Contractor is unable to provide necessary
medical services covered under the contract to a particular
beneficiary, the Contractor must adequately and timely cover
these services out of network for the beneficiary, for as long as
the Contractor is unable to provide them. :

Pursuant to 42 C.F.R. § 438.206(b)(5) and consistent with Cal. Code
Regs., tit. 9, §1830.220, the Contractor shall require that out-of-
network providers coordmate authorization and payment with the
Contractor. As is consistent with Cal. Code Regs:, tit. 9, §1810.365,
the Contractor must ensure that the cost to the beneﬁmary for
services provided out of network pursuant to an authorization is no
greater than it would be if the services were furnished within the
Contractor’s network.

The Contractor shall demonstrate that its providers are
credentialed as required by 42 C.F.R. § 438.214.

Access to Services

B. Timely Access. In accordance with 42 C.F.R. § 438.206(c)(1), the Contractor shall
comply with the requirements set forth in Cal. Code Cal. Code Regs tit. 9,
§1810.405, mcludmg the followmg
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1)

2)

3)

4)

&)

- 6)

San Francisco Community. Behavioral Health Services
Contract Number: 12-89390
) Page 4 of 56 -

Exhibit A Attachment | v o
Service, Administrative and Operational Requirements

Meet and require its providers to meet Department standards for timely
access to care and services, taklng into account the urgency of need for
services.

Require subcontracted providers to have hours of operation during which
services are provided to Medi-Cal beneficiaries that are no less than the
hours of operation during which the provider offers services to non-Medi-
Cal beneficiaries. If the provider only serves Medi-Cal beneficiaries, the
Contractor shall require that hours of operation are comparable to the hours
the provider makes available for Medi-Cal services that are not covered

by the Contractor, or another Mental Health Plan.

Make services available to benefmarles 24 hours a day, 7. days a week,
when medlcally necessary. :

Establish mechanisms to ensure that network providers comply with the
timely access requirements;

Monitor network providers regularly to determine compliance with timely
access requ_i.reme nts;

Take corrective action if there is a failure to comply with timely access
requirements.

Adequate Capacity and Standards

C. Documentation of adequate capacity and services. Pursuantto 42 C.F.R. §
438.207(b), the Contractor must, when requested by the Department, submit
documentation to the Department, in a format specified by the Department, and

. after receiving reasonable advance notice of its obligation, to demonstrate that the
Contractor

1)

2)

Offers an appropnate range of specialty mental health services that is
adequate for the anticipated number of beneficiaries for the service area.

Maintains a network of providers that is sufficient in number, mix, and
geographic distribution to meet the needs of the antICIpated number of
beneﬂCIarles in the service area.

D. Consistent with 42 C.F.R. § 438.207(c)(2), whenever there is a change in the
‘ Contractor’s operation that would cause a decrease of 25 percent or more in
services or providers available to beneficiaries, the Contractor shall report this to
the Depariment, including details regarding the change and plans to maintain
adequate services and providers available to beneficiaries.

Coordination and'Continuitv of Care
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San Francisco Community Behavioral Health Services
Contract Number: 12-89390
Page 5 of 56
Exhibit A Attachment |
Servnce Administrative and Operational Requirements

Coordination of health care services. The Contractor must implement procedures

fo:

1)

2)

3)

. Coordinate the services that the Contractor either furnishes orv arranges to

be furnished to the beneficiary with services that the beneficiary receives

. from any other Medi-Cal managed care plan or MHP in accordance with

Cal. Code Regs., tit. 9 §1810.425.

Ensure that, in the course of coordinating care, each beneficiary's privacy is
protected in accordance with all federal and state privacy laws, including but
not limited to 45 C.F.R. § 160 and § 164, to the extent that such provisions
are applicable.

Enter into a Memorandum of Understanding (MOU) with any Medi-Cal
managed care plan serving the Contractor’s beneficiaries in accordance
with Cal. Code Regs., tit. 9, § 1810.370. The Contractor shall notify the
Department in writing if the Contractor is unable to enter into an MOU or if
an MOU is terminated, providing a description of the Contractor's good faith
efforts to enter into or maintain the MOU. The MHP shall monitor the
effectiveness of its MOU with Physical Health Care Plans.

Authorization of Services

F.

Pursuant to 42 C.F.R. § 438.210(b), the Contractor shall |mp[ement mechanisms to
assure authorlzatlon decision standards are met. The Contractor shall:

1)

2)

3)

"

5)

Have in place, and follow written policies and procedures for processmg
requests for initial and continuing authorizations of services.

Have mechanisms in effect to ensure consistent appllcatlon of review
criteria for authorization decisions, and shall consult with the requestmg
provider when appropriate.

Have any decision to deny a service authorization request or to authorize a
service in an amount, duration, or scope that is less than requested be :
made by a health care professwnal who has appropriate clinical expertlse in

treating the beneficiary’s condition or disease.

Have decisions made within the timeframes outlined for service
authorizations in 42 C.F.R. § 438.210(d), and notices of action related to

" such decisions provided within the timeframes set forth in 42 C.FR.§

438.404(c).

Provide that compensation to individuals or entities that conduct utilization
management activities must not be structured so as to provide incentives for
the individual or entity to deny, limit, or discontinue medically necessary
services to any beneficiary.
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San Francisco Community Behavioral Health Services -
Contract Number: 12-89390
Page 6 of 56
Exhibit A Attachment |
Serwce Admlnlstratlve and Operational Reqwrements

The Contractor shall act on an authorization request for treatment for urgent
conditions within one hour of the request per Cal. Code Regs., tit. 9, § Cal. Code
Regs., tit. 9, § 1810.405(c).

Pursuant to 42 C.F.R. § 431.201, the Contractor shall define service authorization
request in a manner that at least mcludes a benef"CIarys request for the provision

of a service.

Emergency Psychiatric Condition Reimbursement

A

The Contractor shall pay for services for emergency psychiatric conditions

received by a beneficiary from providers, whether or not the provider has a
subcontract with the Contractor. Such services shall not be subject to prior
authorization.

“Post-stabilization care services” means covered services related to an emergency
medical condition that are provided after a beneficiary is stablllzed in order to
maintain the stabilized condition.

The Contractor shall comply with 42 C.F.R. § 438.114, regarding emergency, post
stabilization services. For purposes of this section, emergency and post
stabilization services includes acute psychiatric inpatient hospital professional
services (as defined in Cal. Code Regs., tit. 9, § Section 1810.237.1) which are
related to an emergency medical condition or post-stabilization care. The
Contractor shall apply the definitions contained in 42 C.F.R. § 438.114. To the
extent that there is a conflict between the definitions in 42 C.F.R. § 438.114, and
the Contractor's obligations as described in this section, the federal regulation shall

-prevail.

1) If an emergency room provider, hospital or fiscal agent of a provider or
hospital does not notify the Contractor of the beneficiary’s screening and
treatment, the Contractor must allow a minimum of ten calendar days after
the beneficiary presents for emergency services or acute psychiatric

~ inpatient hospital professional services before refusing to cover emergency
services or acute psychiatric inpatient hospital professional services for this
reason. '

- 2) A beneficiary who has an emergency medical condition may not be held

liable for payment of subsequent screening and treatment needed to
diagnose the specific condition or stabilize the patient.

3) The Contractor may not limit what constitutes an emergency medical
condition on the basis of lists of diagnoses or symptoms.

4) The attending emergency physician, or the provider actually treating thei
beneficiary, is responsible for determining when the beneficiary is
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A.

San Francisco Community Behavioral Health Services
Contract Number: 12-89390
, Page 7 of 56
Exhibit A Attachment |

Service, Administrative and Operational Requirements

sufficiently stabilized for transfer or discharge, and that determination is
binding on the Contractor.

The Contractor shall comply with 42 C.F.R. § 438.114(d)(ii,) and Cal. Code Regs.,
tit. 9, § Cal. Code Regs., tit. 9, §1820.225, regarding prior payment authorization
for an emergency admission, whether voluntary or involuntary.

The Contractor shall comply with Cal. Code Regs., tit. 9, § 1830.215, regarding
payment authorizations.

. Provider Selection and Ce‘rtification

The Contractor shall comply with Cal. Code Regs., tit. 9, § 1810.435, in the

selection of providers and shall review its ‘providers for continued compliance with

standards at least once every three years.

The Contractor shall comply with the provisions of 42 C.F.R. §§ 455.104, 455.105,
1002.203, 1002.3, which relate to the provision of information about provider
business transactions and provider ownership and control, prior to entering into a
contract and during certification or re-certification of the provider.

“Sateliite site” means a site owned, leased or operated by an organizational

- provider at which specialty mental health services are delivered to beneficiaries

fewer than 20 hours perweek, or, if located at a multiagency site at which specialty
mental health services are delivered by no more than two employees or
contractors of the provider. _ ' : '

Pursuant to 42 C.F.R. § 438.12(a)(1), the Contractor may not discriminate in the

selection, reimbursement, or indemnification of any provider who is acting within
the scope of his or her license or certification under applicable state law, solely on
the basis of that license or certification.

Pursuant to 42 C.F.R. §'438.12(a),(2), in all contracts with providers the Contractor
must comply with the requirements in 42 C.F.R. § 438.214.

The Contractor shall give practitioners or groups of practitioners who apply to be
MHP contract providers and with whom the MHP decides not to contract written
notice of the reason for a decision not to contract;

Contractor shall only use licensed, registered, or waivered providers acting within
their scope of practice for services which require a license, waiver, or registration,
consistent with Welfare and Institutions Code Section 5751.2 and Cal. Code Regs.,
tit. 9, § 1840.314(d). )

Consistent with 42 C.F.R. § 438.214, the contractor shall have written policies and

procedures for selection, retention, credentialing and recredentialing of providers; .
the provider selection policies and procedures must not discriminate against
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San Francisco Community Behavioral Health Services
Contract Number: 12-89390
_ Page 8 of 56

Exhibit A Attachment | :
Service, Administrative and Operational Requirements

particular providers that serve high-risk populations or specialize in conditions that
require costly treatment.

The Contractor shall certify, or use another mental health plan’s certification
documents to certify, the organizational providers that subcontract with the
Contractor to provide covered services in accordance with Cal. Code Regs., tit. 9,
§1810.435, and the requirements specified prior to the date on which the provider
begins to deliver services under the contract, and once every three years after that
date. The on-site review required by Cal. Code Regs., tit. 9, § 1810.435(d), as a
part of the certification process, shall be made of any site owned, leased, or
operated by the provider and used to deliver covered services to beneficiaries,
except that on-site review is not required for public school or satellite sites.

The Contractor may allow an organizational provider to begin delivering covered
services to beneficiaries at a site subject to on-site review prior to the date of the
on-site review, provided the site is operational and has any required fire
clearances. The earliest date the provider may begin delivering covered services
at a site subject to on-site review is the latest of these three (3) dates: 1) the date
the provider's request for certification is received by the Department in accordance
with the Contractor's certification procedures; 2) the date the site was operational;
-or 3) the date a required fire clearance was obtained. The Contractor shalil
complete any required on-site review of a provider's sites within six months of the
date the provider begins delivering covered services to beneficiaries at the site.

The Contractor may allow an organizational provider to continue delivering covered
services to beneficiaries at a site subject to on-site review as part of the
recertification process prior to the date of the on-site review, provided the site is

~ operational and has any required fire clearances. The Contractor shall complete
any required on-site review of a provider's sites within six months of the date the -
recertification of the provider is due.

The Contractor and/or the Department shall each verify through an on-site review
that:

1) The ofganizational provider possesses the necessary license to
operate, if applicable, and any required certification.

2) The space‘ owned, leased or operated by the provider and used for services
or staff meets local fire codes. ‘

3) The physical plant of any site owned, leased, or operated by the provider
and used for services or staff is clean, sanitary, and in good repair. -

4) The organizational provider establishes and implements maintenance

policies for any site owned, leased, or operated by the provider and used for
services or staff to ensure the safety and well-being of beneficiaries and
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staff.

The organizational provider has a current administrative manual which
includes: personnel policies and procedures, general operating procedures,

'service delivery policies, any required state or federal notices (DRA),

and procedures for repomng unusual occurrences relating to health and
safety issues. :

The organizational provider maintains elient records in a manner that meets
the requirements of the Contractor, the requirements of Section 14 of thls
Attachment, and applicable state and federal standards

The organlzatlonal provider has sufficient staff to allow the Contraétor to
claim federal financial participation (FFP) for the services that the
organizational provider delivers to benéficiaries, as described in Cal. Code

- Regs., tit. 9, § 1840.344 through § 1840.358, as appropriate and

applicable.

The orgahizational provider has written procedures for referring
individuals to a psychiatrist when necessary, or to a physician, if a

‘psychiatrist is not available.

The organizational provider's head of service, as defined Cal. Code Regs.,
tit. 9, § 622 through § 630, is alicensed mental health professnonal or
other appropriate individual as described i in these sections.

For organizational‘providers that provide or store medications, the
provider stores and dispenses medications in compliance with all
pertinent state and federal standards. In particular:

a) All drugs obtained by prescription are labeled in compliance with .
federal and state laws. Prescription labels are altered only by
persons legally authorized to do so.

b) Drugs intended for external use only and food stuffs are stored
separately from drugs intended for internal use.

C) All drugs are stored at proper temperatures: room temperature drugs
' at 59-86 degrees Fahrenheit and refrlgerated drugs at 36-46 degrees
Fahrenheit.

d) Drugs are stored in a locked area with access limited to those
 medical personnel authorized to prescribe, dispense or administer
medication.

e) Drugs are not retained after the expiration date. Intramuscular multi-
dose vials are dated and initialed when opened.
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f) A drug log is maintained to ensure the provider disposes of expired,
contaminated, deteriorated and abandoned drugs in a manner
consistent with state and federal laws. '

.9) Policies and procedures are in place for dispensing, admlnlstenng
’ and storing medications..

For organizational providers that provide day treatment intensive or day .
rehabilitation, the provider has a written description of the day treatment intensive
and/or day rehabilitation program that complies with Section 8 of this exhibit.

When an on-site review of an organizational provider would not otherwise be
required and the provider offers day treatment intensive and/or day rehabilitation,
the Contractor or the Department, as applicable, shall, at a minimum, review the
‘prowder s written program description for compliance with the requirements of
Section 8 of this exhibit.

On-site review is not required for hospital cutpatient departmente which are |
operating under the license of the hospital. Services provided by hospital
outpatient departments may be pfﬁ\uded either on the premises or off-SIte

On-site review is not required for primary care and psychological clinics, as defined
in the Health and Safety-{Health-& Saf.) Code section 1204.1 and licensed under
the Health and Saf. Code. Services provided by the clinics may be provided on the
premises in accordance with the conditions.of the clinic’s license.

When on-site review of an organiZational provider is required, the Contractor or the
Department, as applicable, shall conduct an on-site review at least once every
three years. Additional certification reviews of organizational providers may be
conducted by the Contractor or Department, as applicable, at its discretion, if:

1) The provider makes major-staffing changes.

2) The provider makes organizational and/or corporate structure changes
(example: conversion to non-profit status).

3) The provider adds day treatment or medication support services when
medications are administered or dispensed from the provider site.

4) There are significant changes in the physical plant of the provider site (some
physical plant changes could require a new fire clearance).

5) There is a change of ownership or location.

6) There are complaints regarding the provider.
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7) There are unusual events, accidents, or injuries requiring medical treatment
for clients, staff or members of the community. .

The Contractor shall monitor the performance of its subcontractors on an ongomg
basis for compliance with the terms of this contract and shall subject the

- subcontractors' performance to periodic formal review, at a minimum in

accordance with the recertification requirements. If the Contractor identifies
deficiencies or areas for improvement, the Contractor and the subcontractor shall
take corrective action.

Recovery from Other Sources or Providers

A.

The Contractor shall recover the value of covered services rendered to
beneficiaries whenever the beneficiaries are covered for the same services, either
fully or partially, under any other state or federal medical care program or under
other contractual or legal entitlement including, but not limited to, a private groun or
indemnification program, but excluding instances of the tort liability of a third party
or casualty liability insurance.

The monies recovered are retained by the Contractor. However, Contractor’s
claims for FFP for services provided to beneficiaries under this contract shall be
reduced by the amount recovered.

The Contractor shall maintain accurate records of monies recovered from other
sources.

Nothing in this section supersedes the Contractor's obligation to follow f .euerai
requirements for claiming FFP for services provided to beneficiaries with other
coverage under this contract.

Subrogation

In the event a beneficiary is |njured by the act or omission of a third party, or has a
potential or existing claim for a workers’ compensation award, or a claim/recovery through
uninsured motorist coverage, the right to pursue subrogation and the receipt of payments
shall be as follows:

A.

Contractor may submit to the Department claims for Medi-Cal covered services
rendered, but Contractor shall not make claims to or attempt to recoup the value of
these services from the above-referenced entities.

Contractor shall notify the Department within 10 days of dlscovery of all cases that
could reasonably result in recovery by the beneficiary of funds from a third party,

~ third party insurance carrier, workers’ compensation award and/or unlnsured

motorist coverage.
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If the Contractor recéives any requests by subpoena from attorneys, insurers, or
beneficiaries for copies of bills, the Contractor shall provide the Department with a
copy of any document released as a result of such request. Additionally, the-

Contractor shall provide the name, address and telephone number of the
requesting party.

The Contractor also agrees to assist the Department, upon requést, to provide
within thirty (30) days, payment information and copies of paid invoices/claims for
overed services.

The value of the. covered services shall be calculated as the usual, customary and

reasonable charge made to the general public for similar services or the amount to

subcontracted providers or out-of-plan providers for similar services.

The information provided to the Department shall include the following daté:

1) Beneficiary name;

2) 14-digit Medi—Cal number;

3) Social security number or Client Identification Number (CIN);

4) Date of birth; |

5) Contractor name;

6) Providér irame (if different from Contractor);

7) Dates of service;

8) Diagnosis code and/or description of iliness;

9) ‘Procedure code and/or description of ;services rendered;

10) Amount billed by a Subcbntrac_tor or out-of-plan provider to the Contractor (if
applicable);

11)  Amount paid by other health insurance to the Contractor or Subcontractor;

12)  Amount and date paid by the Contractor to subcontractor or out-of-plan
provider (if applicable); and |

13)  Date of denial and reasons (if applicable).
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G.  The Contractor shall also provide the Departmént with the name, address, and
telephone number of the person responsible for receiving and complying with
requests for mandatory and/or optional at-risk service information. .

H. Information sent to the Department, pursuant to this section, shall be sent to: State
Department of Health Care Services, Third Party Liability Branch, 1500 Capitol
Ave., Suite 320», Sacramento, CA 95814.

7. - Beneficiary Brochure and Provider List
A The Contractor shall be responsible for the production and update of its booklet

section(s) and provider list in accordance with 42 C.F.R. § 438.10 and Cal. Code
Regs., tit. 9, §1810.360. The Contractor shall establish criteria to update its
booklet and provider list. :
Pursuant to 42 C.F.R. § 438.10, the Contractor shall:

1) Notify all beneficiaries of their right to change providers;

2) Notify eH beneficiaries of their right to request and obtain the following

-information:

a) Names, locations, telephone numbers of, and non-English languages
spoken by current contracted providers in the beneficiary’s service
area, including identification of providers that are not accepting new
patients.

b) Any restrictions on the beneficiary’s freedom of choice among
‘network providers.

C) Beneficiary rights and protections, as specified in 42 CFR § 438.100.
d) The amount, duration; and scope of benefits available under this
Contract in sufficient detail to ensure that beneficiaries understand

the benefits to wh|ch they are entitled.

e) Procedures for obtaining benefits, including authorization
requirements

f) The extent to WhICh and how, beneficiaries may obtain benefits from
out-of-network providers.

g)  The extent to which, and how, after-hours and emergency coverage
: are provided, including:
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L. What constitutes an emergency medical condition, emergency
services, and post-stabilization services, with reference to the
definitions in 42 C.F.R. § 438.114(a).

ii. The fact that prior authorization is not required for emergency
services. ' '

iil. The process and procedures for obtaining emergency
services, including use of the 911-telephone system or its local
equivalent:

2 The locations of any emergency settings and other locations at
which providers and hospitals furnish emergency services and
post-stabilization services covered under the contract.

v. . The factthat, subject to the provisions of 42 C.F.R. §
438.10(f)(6), the beneficiary has a right to use any hospital or
other setting for emergency care. R dm e

Vi. The post-stabilization care services rules set f“-rfhj in 42
C.F.R. §422.113(c).

h) Cost sharingJ- if any.

)] How and where to access any benefits that are available under the
State Plan but are not covered under this Contract, including any cost
sharing, and how any necessary transportation is provided. Pursuant
to 42 C.F.R. § 438.102(a)(2), for a counseling or referral service that
the Contractor does not cover because of moral or religious
objections, the Contractor. need not furnish information on how and
where to obtain the service. Pursuant to 42 C.F.R. § 438.102(b)(1),
the Contractor must provide information about the services it does
not cover on moral or religious grounds.

The Contractor shall ensure that the general program literature it uses to assist
beneficiaries in accessing services including, but not limited to, the booklet
required by Cal. Code Regs., tit. 9, § 1810.360, materials explaining the
beneficiary problem resolution and fair hearing processes required by Cal. Code
Regs., tit. 9, § 1850.205(c)(1), and mental health education materials used by the
Contractor, are available in the threshold languages of the County in compliance
with 42 C.F.R. § 438.10(c)(3). =

Pursuant to 42 C.F.R. § 438.10(c)(4) and (5) and Cal. Code Regs., tit. 9, §
1810.410, the Contractor must make oral interpretation and sign language services
available free of charge to each beneficiary. This applies to all non-English
languages and not just those identified as prevalent. The Contractor must notify
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beneficiaries that oral interpretation is available for any language and written
information is available in prevalent languages and how to access those services.

Pursuant to 42 C.F.R. § 438.10(g) and Cal. Code Regs., tit. 9, § 1850.205(c)(1),
the booklet shall include grievance, appeal and fair hearing procedures and
timeframes, as provided in 42 C.F.R. §§ 438.400 through 438.424, using a
Department-developed or Department-approved description that must include the
- following: _ , -
1) For State Fair Hearing

~a) The right to hearing;

b) The method for obtaining a hearing; and

C) The rules that govern representation at the hearing.

2) The right to file grievances and appeals.
3) The requirements and timeframes for filing a-grievance or appeal
4) The availability of assistance in the filing process.

5) The toll-free numbers that the beneficiary can use to file a grievance or an
appeal by phone.

6) The fact that, when requested by the beneﬁciary:

a) Benefits will continue if the béneficiary files an appéal or a request for -
- State Fair Hearing within the timeframes specified for filing.

7) The appeal rights that the Department has chosen to make available to

: providers in Cal. Code Regs., tit. 9, § 1850.315, to challenge the
Contractor's failure to cover a service.

8) Advance Directives, as set forth in 42 C.F.R. § 438.6(i)(22).

9) Additional information that is available ‘upon request, includes the following:
a) Information on the structure and operation of the Contractor.
b) Physician incentive plans as set forth in 42 C.F.‘R. § 438.6(h).

The Contractor shall provide beneficiaries with a copy of the booklet and provider

list when the beneficiary first accesses services and thereafter upon request in
accordance with Cal. Code Regs., tit. 9, § 1810.360.
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The Contractor shall not make changes to any of the content in the statewide
- section of the booklet unless directed to do so, in writing, by the Department.

The Contractor shall ensure any changes to the English version of the booklet are
also included in the county’s threshold languages and made available in alternate
formats appropriate to the beneficiary population.

The Contractor shall ensure written materials are produced in a format that is
easily understood and available in alternative formats and in an ‘appropriate
manner that takes into consideration the special needs of those who, for example,
are visually limited or have limited reading proficiency as required by 42CF.R. §
438.10(d)(1). Pursuant to 42 C.F.R. § 438.10(d)(2), the Contractor shall inform
beneficiaries that information is available in alternate formats and how to access

those formats.

The Contractof shall ensure that the booklet above includes the current toll-free
telephone number(s) that provides information in threshold languages and is-
available twenty-four hours a day, seven days a week. :

The Contractor shall ensure that provider directories:

1) Include information on the category or categories oiserwces avallable from
each provider,

2) Contain the names, locations, and telephdne numbers of current contracted
providers by category;

3) “Identify options for services in languages other than English and services
~ that are designed to address cultural differences and;

4) Prowde a means by which a benefi C|ary can ldentlfy which prowders are not
accepting new beneficiaries.

As required by 42 C.FR. § 438.10(f)(4), when there is a change that the State
defines as significant in the scope of specialty mental health services covered by
the Contractor, the update, in the form of a booklet insert, shall be provided to
beneficiaries at least 30 days prior to the change.

Consistent with 42 C.F.R. § 438.10(f)(5), the Contractor must make a good faith
effort to give written notice of termination of a contracted provider, within 15 days
after receipt or issuance of the termination notice, to each beneficiary who was
seen-on a regular basis by the terminated provider. ‘
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8. Requirements for Day Treatment Intensive and Dey Rehabilitation
A. The Contractor shall require providers to request payment authorization for day

treatment intensive and day rehabilitation services:

1) In advance of service delivery when day treatment intensive or day
rehabilitation will be provided for more than flve days per week.

2) At least every three months for continuation of day treatment intensive.
3) At least every six months for continuation of day rehabilitation.

4) Contractor shall also require providers to request authorization for mental
health services, as defined in Cal. Code Regs., tit. 9, § 1810.227, provided
concurrently. with day treatment intensive or day rehabilitation, excludlng
services to treat emergency and urgent conditions as defined in Cal. Code
Regs., tit. 9, §1810.216 and § 1810.253. These services shall be
authorized with the same frequency as the concurrent day treatment

- intensive or day rehabilitation services. :

The Contractor shall not delegate the payment authorization function to providers.
When the Contractor is the day treatment intensive or day rehabilitation provider,
the Contractor shall assure that the payment authorization functien does not
include staff involved in the provision of day treatment intensive, day rehabilitation
services, or mental health services provided concurrent to day treatment intensive
or day rehabilitation services.

The Contractor shall require that providers of day treatment intensive and day
rehabilitation meet the requirements of Cal. Code Regs., tit. 9, §§ 1840.318,
1840.328, 1840. 330 1840 350 and 1840. 352

The Contractor shall requ1re that providers |nclude at a minimum, the following day
treatment intensive and day rehabllltatlon service components:

1) Community meetings. These meetlngs shall occur at least once a day to
address issues pertaining to the continuity and effectiveness of the
therapeutic milieu, and shall actively involve staff and beneficiaries.

Relevant discussion items include, but are not limited to: the day’s
schedule, any current event, individual issues that beneficiaries or staff wish
to dlscuss to elicit support of the group and conflict resolution. Community
-meetings shall: :

a) For day treatment intensive, include a staff person whose scope of
practlce includes psychotherapy.

b) For day rehabilitation, include a staff person who is a physician, a
Iicensed/waivered/registered psychologist, clinical social worker, or
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marriage and family therapist; and a registered nurse, psychiatric
technician, licensed vocational nurse, or mental health rehabilitation

specialist.

2) Therapeutic milieu. This component must include process groups and skill-
building groups. Specific activities shall be performed by identified staff and
take place during the scheduled hours of operation of the program. The
goal of the therapeutic milieu is to teach, model, and reinforce constructive
interactions by involving beneficiaries in the overall program. For example,
beneficiaries are provided with opportunities to lead community meetings
and to provide feedback to peers. The program includes behavior
management interventions that focus on teaching self-management skills
that children, youth, adults and older adults may use to control their own
lives, to deal effectively with present and future problems, and to function
‘well with minimal or no additional therapeutic intervention. Activities
include, but are not limited to, staff feedback to beneficiaries on strategies
for symptom reduction, increasing adaptive behaviors, and reducing
subjective distress. ) T

3) Process groups. These groups, facilitated by staff, shall assist each
beneficiary to develop necessary skilis to deal with his/her problems and
issues. The group process shall utilize peer interaction and feedback in
developing problem-solving strategies to resolve behavioral and emotional
problems. Day rehabilitation may include psychotherapy instead of process
groups, or in addition to process groups. -

4) Skili-building groups. In these groups, staff shall help beneficiaries identify
barriers related to their psychiatric and psychological experiences. Through
" the course of group interaction, beneficiaries identify skills that address
symptorms and increase adaptive behaviors.

5) Adijunctive therapies. These are therapies in which both staff and
beneficiaries participate. These therapies may utilize self-expression, such
as art, recreation, dance, or music as the therapeutic intervention.

- Participants do not need to have any level of skill in the area of self-
expression, but rather be able utilize the modality to develop or enhance
skills directed toward achieving beneficiary plan goals. Adjunctive therapies
assist the beneficiary in attaining or restoring skills which enhance
community functioning including problem solving, organization of thoughts
and materials, and verbalization of ideas and feelings. Adjunctive therapies
provided as a component of day rehabilitation or day treatment intensive are
used in conjunction with other mental health services in order to improve the
outcome of those services consistent with the beneficiary’s needs identified
in the client plan. - ’

E. Day treatment intensive shall additionally include:
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Psychotherapy. Psychotherapy means the use of psychological methods
within a professional relationship to assist the beneficiary or beneficiaries to
achieve a better psychosocial adaptation, to acquire a greater human
realization of psychosocial potential and adaptation, to modify internal and
external conditions that affect individual, groups, or communities in respect
to behavior, emotions and thinking, in respect to their intrapersonal and
interpersonal processes. Psychotherapy shall be provided by licensed,
registered, or waivered staff practicing within their scope of practice.
Psychotherapy does not include physiological interventions, mcludlng
medication intervention.

Mental Health Crisis Protocol. The Contractor shall ensure that there is an
established protocol for responding to beneficiaries experiencing a mental
health crisis. The protocol shall assure the availability of appropriately
trained and qualified staff and include agreed upon procedures for
addressing ctisis situations. The protocol may include referrals for crisis
intervention, crisis stabilization, or other specialty mental health services
necessary to address the beneficiary’s urgent or emergency psychiatric
condition (crisis services). If the protocol includes referrals, the day
treatment intensive or day rehabilitation program staff shall have the
capacity to handle the crisis until the beneficiary is linked to an outside crisis
service.

Written Weekly Scheduie. The Contractor shall ensure that a weekly
detailed schedule is available to beneficiaries and as appropriate to their
families, caregivers or significant support persons and identifies when and
where the service components of the program will be provided and by
whom. The written weekly schedule will specify the program staff, their
qualifications, and the scope of their services.

Staffing Requirements. Staffing ratios shall be consistent with the requirements in
Cal. Code Regs., it. 9, § 1840.350, for day treatment intensive, and Cal. Code
Regs., tit. 9, § 1840.352 for day rehabilitation. For day treatment intensive, staff
shall include at least one staff person whose scope of practice includes
psychotherapy.

1)

2)

3)

Program staff may be required to spend time on day treatment
intensive and day rehabilitation activities outside the hours of
operation and therapeutic program (e.g., time for travel,
documentation, and caregiver contacts).

The Contractor shall require that at least one staff person be present
and available to the group in the therapeutlc milieu for all scheduled
hours of operation.

The Contractor shall require day treatment intensive and day
rehabilitation programs to maintain documentation that enables
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Contractor and the Department to audit the program if it uses day
treatment intensive or day rehabilitation staff who are also staff with
other responsibilities (e.g., as staff of a group home, a school, or another
mental health treatment program). The Contractor shall require that
there is documentation of the scope of responsibilities for these staff

and the specmc times in which day treatment intensive or day
rehabilitation activities are being performed exclusive of other activities.

If a beneficiary is unavoidably absent and does not attend all of the scheduled
hours of the day rehabilitation or day treatment intensive program, the
Contractor shall ensure that the provider receives Medi-Cal reimbursement
only if the beneficiary is present for at least 50 percent of scheduled hours of
operation for that day. The Contractor shall require that a separate entry be
entered in the beneficiary record documenting the reason for the unavoidable
absence and the total time (number of hours and minutes) the beneficiary actually
attended the program that day. In cases where absences are frequent, it is

the responsibility of the Contractor to ensure that the provider re-evaluates the
beneficiary’s need for the day rehabilitation or day treatment-intensive program
and takes apprupnate action.

Documentation Standards. The Contractor shall ensure day treatment intensive
and day rehabilitation documentation meets the documentation standards
described in Section 11 of this exhibit. The documentation shall inciude the date(s)
of service, signature of the person providing the service (or electronicequivaient),
the person’s type of professional degree, licensure or job title, date of signature
and the total number of minutes/hours the beneficiary actually attended the
program. For day treatment intensive these standards include daily progress notes .
on activities and a weekly clinical summary reviewed and signed by a physician, a
licensed/waivered/registered psychologist, clinical social worker, or marriage and
family therapist, or a registered nurse who is either staff to the day treatment
intensive program or the person directing the services.

The Contractor shall ensure that day treatment intensive and day rehabilitation
have at least one contact per month with a family member, caregiver or other
significant support person identified by an adult beneficiary, or one contact per
month with the legally responsible adult for a beneficiary who is a minor. This
contact may be face-to-face, or by an alternative method (e.g., e-mail, telephone,
etc.). Adult beneficiaries may decline this service component. The contacts
should focus on the role of the support person in supporting the beneficiary's
community reintegration. The Contractor shall ensure that this contact occurs
outside hours of operation and outside the therapeutic program for day treatment
intensive and day rehabilitation.

Written Program Description. The Contractor shall ensure there is a written
program description for day treatment intensive and day rehabilitation. The written
program description must describe the specific activities of each service and
reflects each of the required components of the services as described in this
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section. The Contractor shall review the written program description for
compliance with this section with prior to the date the provider begrns delivering
day treatment intensive or day rehabilitation.

K. Additional higher or more specific standards. The Contractor shall retain the

: authority to set additional higher or more specific standards than those set forth in
this contract, provided the Contractor's standards are consistent with applicable
state and federal laws and régulations and do not prevent the delivery of medically
necessary day treatment intensive and day rehabilitation.

L.  Continuous Hours of Qperation. The Contractor shall ensure that the provider
applies the followmg when claiming for day treatment intensive and day
rehabilitation services:

1 A half day shall be billed for each day in which the beneficiary receives
face-to-face services in a program with services available four hours or less
per day. Services must be available a minimum of three hours each day the
program is open.

2) A-full-day shali be billed for each day in which the beneficiary receives face-
- . to-faceservices in a program with services available more than four hours
per day.

3) Aithoughrthe beneticiary'mué,t receive face to face services on any fu*it—day
' or half-day claimed, all service activities during that day are not required to
be face-to-face with the beneficiary.

. 4)  The requirement for continuous hours or operation does not preclude
short breaks (for example, a school recess period) between activities. A
lunch or dinner may also be appropriate depending on the program’s
schedule. The Contractor shall not conduct these breaks toward the total
hours of operation of the day program for purposes of determining minimum
hours of service.

Therapeutic Behavioral Services

* Therapeutic Behavioral Services (TBS) are supplemental specialty mental health services
covered under the Early and Periodic Screening, Diagnosis and Treatment (EPSDT)
benefit as defined in Cal. Code Regs., tit. 9, § 1810.215. TBS are intensive, one-to-one
services designed to help beneficiaries and their parents/caregivers manage specific
behaviors using short-term measurable goals based on the beneficiary’s needs. TBS are

" available to beneficiaries in accordance with the Department of Mental Health Information
Notice 08-38, the TBS Coordination of Care Best Practices Manual, version 2 (October
2010), and the TBS Documentation Manual, version 2 (October 2009).
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10.  Procedures for Serving Child Beneficiaries Placed Out-of-County

A

-residence provides medically necessary specialty mental heaith services to a child

n acbordancé with Cal. Code Regs., tit. 9, § 1830.220, the Contractor in the child’ s

county of origin shall provide or arrange for medically necessary specialty mental
heaith services for children in a foster care aid code residing outside their counties

of origin.

The Contractor shall use the standard forms issued by the Department, or the
electronic equivalent of those forms generated from the Contractor’s Electronic
Health Record System, when a child in a foster care ald code is placed outside of

~ his/her county of origin. The standard forms are:

1)  Client Assessment, o
2) Client Plan,

3) - Service Authorization Request,

4) Client Assessment Update,

5) Progress Notes — Day Treatment Intensive Servicés,

6) Progress Notes — Day Rehabilitation Services, |

7) Organizational Provider Agreement (Standard Contract).

The Contractor may request an exemption from using the standard documents if
the Contractor is subject to an externally placed requirement, such as a federal
integrity agreement, that prevents the use of the standardized forms. The
Contractor shall request this exemption from the Department in writing.

The Contractor shall ensure that the MHP in fhe child’s adoptive parents’ county of
in an Adoption Assistance Program (AAP) aid code residing outside his or her
county of origin in the same way as the MHP would provide services to an in-
county child for whom the MHP is listed as the county of responsibility on the Medi-
Cal Eligibility Data System (MEDS)

The MHP in the child’s legal guardians’ county of residence shall provide medically
necessary specialty mental health services to a child in a Kin-GAP aid code
residing outside his or her county of origin in the same way that it would provide
services to any other child for whom the MHP is listed as the county of
responsibility in MEDS.

The Contractor éhall comply with timelines specified in Cal. Code Regs., tit. 9, §
1830.220(b)(4)(A)(1-3), when processing or submitting authorization requests for
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children in a foster care, AAP, or Kinship Guardian Assistance Péyment (Kin-GAP)
aid code living outside his or her county of origin.

®

The Contractor shall submit changes to its procedures for serving beneficiaries

placed outside their counties of origin pursuant to Welf. & Inst. Code § 14716
when those changes affect 25 percent or more of the Contractor’s beneficiaries
placed out of county. The Contractor's submission shall also include significant
changes in the description of the Contractor's procedures for providing out-of-plan.
services in accordance with Cal. Code Regs., tit. 9, § 1830.220, when a beneficiary
requires services or is placed-in a county not covered by the Contractor’'s normal

procedures.

Documentation Standards

The Contractor shall set standards and implement processes that will support
understanding of, and compliance with, documentation standards set forth in this section
and any standards set by the Contractor. The Contractor may monitor performance so
that the documentation of care provided will satisfy the requirements set forth below. The
documentation standards for beneficiary care are minimum standards to support claims
for the deiivery of specialty mental health services. All standards shall be addressed in
the beneficiary record; however, there is no requirement that the records have a specific
document or section addressing these topics.

A. Assessment

1)

The Contractor shall ensure that the following areas are included, as
appropriate, as part of a comprehensive beneficiary record when an
assessment has been performed. For children or certain other beneficiaries
unable to provide a history, this lnformatlon may be obtained from the
parents/care-givers, etc.

a)

. b)

Presenting Problem. The beneficiary’s chief éomplaint, history of the
presenting problem(s), including current level of functioning, relevant
family history and current family information;

Relevant conditions and psychosocial factors affecting the
beneficiary’s physical health and mental health; including, as
applicable, living situation, daily activities, social support, cultural and
linguistic factors and history of trauma or exposure to trauma;

Mental Health History. Previous treatment, including providers, _
therapeutic modality (e.g., medications, psychosocial treatments) and
response, and inpatient admissions. If possible, include information
from other sources of clinical data, such as previous mental health
records, and relevant psychological testing or consultation reports;
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9

h)

)

K)

Medical History. Relevant physical health conditions reported by the
beneficiary or a significant support person. Include name and
address of current source of medical treatment. For children and
adolescents, the history must include prenatal and perinatal events
and relevant/significant developmental history. If possible, include
other medical information from medical records or relevant '
consultation reports;

Medications. Information about medications the beneficiary has
received, or is receiving, to treat mental health and medical
conditions, including duration of medical treatment. The assessment
shall include documentation of the absence or presence of allergies
or adverse reactions to medications, and documentation of an
informed consent for medications;

Substance Exposure/Substance Use. Past and present use of
tobacco, alcohol, caffeine, CAM (complementary and alternative
medications) and over-the-counter, and illicit drugs; — -

Client Strengths. Documentation of the beneficiary’s strengths in
achieving client plan goals related io the beneficiary’s mental health
needs and functional impairments as a result of the mential health
diagnosis; '

Risks. Situations that present a risk to the beneficiary and/or others,
including past or current trauma;

A mental status examination;

A complete five-axis diagnosis from the most current DSM, or a
diagnosis from the most current ICD-code shall be documented,
consistent with the presenting problems, history, mental status
examination and/or other clinical data; and,

Additional clarifying formulation information, as needed.

Timeliness/Frequency Standard for Assessment. The Contractor shall

establish written standards for timeliness and frequency for the elements
identified in item A of this section.

a)

| The Contractor shall ensure that Client Plans:

‘Have specific observable and/or specific quantifiable goals/treatment

objectives related to the beneficiary’s mental health needs and
functional impairments as a result of the mental health diagnosis;
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b) Identify the proposed type(s) of intervention/modality including a
detailed description of the intervention to be provided; .

¢) - Have a proposed frequency and duration of intervention(s);

~d) Have interventions that focus and address the identified functional

impairments as a result of the mental disorder (from Cal. Code

Regs., tit. 9, § 1830.205(b)); have interventions that are consistent

with the client plan goal;

. e) Be consistent with the qualifying diagnoses;

f) Be signed (or electronic equivalent) by:

i. The person providing the service(s), or,

. A person representing a team or program providing services,
or v

iii. A person representing the Contractor providing se_rvices; or

iv. . Byone ofthe following as a co-signer, if the-client plan is used
to establish that services are provided under the direction of
an approved category of staff, and if the signing staff is not of
the approved category:.
a) A physician,
b) A licensed/waivered psychologist,

c) A licensed/registered/waivered social worker,

d) A licensed/registered/waivered marriage and
family therapist, or

e) A registered nurse, including but not limited to nurse
practitioners, and clinical nurse specialists.

g) Include documentation of the beneficiary’s participation in and
' - agreement with the client plan, as described in Cal. Code Regs., tit.
- 9, § 1810.440(c)(2)(A)(B). '

i. Examples of acceptable documentation include, »but are not _

limited to, reference to the beneficiary’s participation and
agreement in the body of the plan, beneficiary signature on the

2039



San Francisco Community Behavioral Health Services
Contract Number: 12-89390
Page 26 of 56

Exhibit A Attachment |
Service, Administrative and Operational Requirements

plan, or a description of the beneficiary’s participation and
agreement in the client record;

i. The beneficiary’s signature or the signature of the
beneficiary’s legal representative is required on the client plan
when: '

a)  The beneficiary is expected to be in long term treatment
as determined by the MHP and,

b) The client plan provides that the beneficiary will be
receiving more than one type of spec1a|ty mental health
service;

ii. When the beneficiary’s signature or the signature of the
beneficiary’s legal representative is required on the client plan
and the beneficiary refuses or is unavailable for signature, the
client plan shall inciude a written explanation of the refusal or- -
unavailability.

There shall be documentation in the client plan that a copy of the client plan

2)' was offered to the beneficiary.
3) The client plan shall-be updated at .east annually, or when there are
significant changes in the benefIC|ary s condition.
A. Progress Notes
1) The Contractor shall enslure that progress notes describe how services

provided reduced impairment, restored functioning, or prevented significant -
deterioration in an important area of life functioning outlined in the client
plan. Items that shall be contained in the client record related to the
beneficiary’s progress in treatment include:

a) Timely documentation of relevant aspects of beneficiary care,
including documentation of medical necessity;

b)  Documentation of beneficiary encounters, including relevant clinical '
decisions, when decisions are made, alternative approaches for
future interventions;

c) Interventions applied, beneficiary’s response to the interventions and
the location of the interventions;

d) The date the services were provided,;
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e) Documentation of referrals to communrty resources and other
agencies, when appropriate;

) Documentation of follow-up care, or as approprlate a discharge

summary; and

g)‘_' The amount of time taken to provide services; and

h) The signature of the person providing the service (or electronic
equivalent); the person’s type of professional degree licensure, or

jOD title.

Timeliness/Frequency of Progress Notes. Progress notes shall be
documented at the frequency by type of service indicated below:

a) vaery Service Contact:
i. Mental Health Services;
ii. ~ Medication Support Services;
il Crisis Intervention;

iv. Targeted-Case Management;

i. Crisis Residential;
Tl Crisis Stabilization (1x/23hr);
iii. Day Treatment Intensive; and
c) Weekly:

i. Day Treatment Intensive: a clinical summary reviewed and
signed by a physician, a licensed/waivered psychologist,
clinical social worker, or marriage and family therapist; or a

_ registered nurse who is either staff to the day treatment

intensive program or the person directing the service;

i, Day Rehabilitation:

i, Adult Residential.

All entries to the beneficiary record shall be legible.
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2)  All entries in the beneficiary record shall include:
a) The date of service;
b) The signature of the person providing the service (or electronic
equivalent); the person’s type of professional degree, licensure or job
title; and the relevant identification number, if applicable.

c) The date the documentation was entered in the beneficiary record.

3) The Contractor shall have a written definition of what constitutes a long term
“care beneficiary.

4) Contractor shall require providers to obtain and retain a written medication
' consent form signed by the beneficiary agreeing to the administration of
psychiatric medication. This documentation shall include, but not be limited

to, the reasons for taking such medications; reasonable alternative
treatments available, if any; the type, range of frequency and amount,
method (cral or injection), and duration of taking the- medication; probable
side effects; possible additional side effects which may occurto
beneficiaries taking such medication beyond three (3) months; and thatthe
consent, once given, may be withdrawn at any time by the beneficiary.

Cuitural Competence Plan

~ The Contractor shall comply with the prows|ons of the Contractor’'s Cultural Competence

Plan submitted in accordance with Cal. Code Regs., tit. 9, § 1810.410, and approved by
the Department. The Contractor shall update the Cultural Competence Plan and submlt

- these updates to the Department for review and approval annually.

Implementation Plan

The Contractor shall comply with the provisions of the Contractor’s Implementation Plan.
pursuant to Cal. Code Regs., tit. 9, § 1810.310 as approved by the Department, including

"the administration of beneficiary problem resolution processes as required by Cal. Code

Regs., tit. 9, § 1850.205 through § 1850.208. The Contractor shall obtain written approval
by the Department prior to making any changes to the Implementation Plan as approved
by the Department. The Contractor may implement the changes after thirty (30) calendar
days if the Department does not respond in writing within thirty calendar (30) days as
provided in Cal. Code Regs., tit. 9, § 1810.310.

Additional Provisions

A.  Books and Records
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This provision is a supplement to provision number seven (Audit and Record
Retention) in Exhibit D(F) which is attached hereto as part of this agreement.

The Contractor shall maintain such books and records as are necessary to

~ disclose how the Contractor discharged its obligations under this contract. These
books and records shall identify the quantity of covered services provided under
this contract, the quality of those services, the manner and amount of payment
made for those services, the beneficiaries who received covered services, the
manner in which the Contractor administered the provision of specialty mental
health services and the cost thereof.

Such books and records shall include, but are not limited to, all physical records
originated or prepared pursuant to performance under this contract including:
working papers, reports submitted to the Department, financial records, all medical
and treatment records, medical charts and prescription files, and other
documentation pertaining to services rendered to beneficiaries. These books and
records shall be maintained for a minimum of three years after the final payment is
made and all pending matters closed, or, in the event the Contractor has been
notified that the Department, HHS, or the Comptroller General of the United States,
or their duly authorized representatives, have commenced an audit or investigation
of the contract, until such time as the matter under audit or investigation has been
resolved, including the exhaustion of all legal remedies, whichever is later.

The Contractor agrees to include in any subcontract for a sum in excess of
$10,000 which utilizes state funds, a provision that states: “The contracting parties
shall be subject to the examination and audit of the Department or Auditor General
for a period of three years after final payment under contract (Government Code §
8546.7).” The Contractor shall also be subject to the examination and audit of the
Department and the State Auditor General for a period of three years after final
payment under contract (Government Code § 8546.7).

Transfer of Care -

Prior to the termination or expiration of this contract, and upon request by the
Department, the Contractor shall assist the State in the orderly transfer of mental
health care for beneficiaries. in San Francisco County. In doing this, the Contractor
shall make available to the Department copies of medical records, patient files, and
any other pertinent information, including information maintained by any
subcontractor that is necessary for efficient case management of beneficiaries, as
determined by the Department. Costs of reproduction shall be borne by the
Department. In no circumstances shall a beneficiary be billed for this service.”

‘Department Policy Letters

The Contractor shall comply with ‘all policy letters issued by the Department. The
Contractor shall also comply with Department of Mental Health (DMH) Letters and
Information Notices issued to all Mental Health Plans as defined in Cal. Code
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Regs., tit. 9, § 1810.226 as such DMH Letters and Information Notices remain in
effect unless amended, repealed, or readopted by the Department. DMH letters
and Information Notices shall provide specific details of procedures established for
performance of contract terms when procedures not covered in this agreement are
determined to be necessary for performance under this agreement, but are not
intended to change the basis and general terms of the contract.

15. Beneficiary Problem Resolution Processes

A.

General Provisions

The Contractor shall represent the Contractor’s position in fair hearings, as defined
in Cal. Code Regs., tit. 9, § 1810.216.6, dealing with beneficiaries’ appeals of
denials, modifications, deferrals or terminations of covered services. The
Contractor shall carry out the final decisions of the fair hearing process with
respect to issues within the scope of the Contractor’s responsibilities under this
contract. Nothing in this section is intended to prevent the Contractor from
pursuing any options available for appealing a fair hearing decision. = =

1)~ Pursuantto 42 C.F.R. § 438.228 and Cal. Code Regs., tit. 9, § 1850.205,
the Contractor shall develop problem resolution processes that enable
beneficiary to request and receive review of a probiem or concern he or she
has about any issue related to the Contractor's performance of its duties,
including the deiivery of specialty mental health services.

2) The Contractor’s beneficiary ;Sroblem resoIthion processe‘s shall ihclude:
a)» A grievancé process;
b) An appea] process; and,
c) An expedited appeal process.
3) For the grievance, appeal, and expedited appeal processes, described in 42
C.F.R. 438 Subpart F and Cal. Code Regs., tit. 9, §§ 1850.206, 1850.207

and 1850.208 respectively, the Contractor shall comply with all of the
following requirements: :

a) Assure that each beneficiary has adequate information about the
Contractor's problem resolution processes by taking at least the
following actions:

i. Including information describing the grievance, appeal, and
expedited appeal processes in the Contractor's beneficiary
booklet and providing the beneficiary booklet to beneficiaries
as described in Section 7 of this contract,
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. Posting notices explaining grievance, appeal, and expedited
appeal process procedures in locations at all Contractor
provider sites. Notices shall be sufficient to ensure that the
information is readily available to both beneficiaries and
provider staff. The posted notice shall also explain the
availability of fair hearings after the exhaustion of an appeal or
expedited appeal process, including information that a fair
hearing may be requested whether or not the beneficiary has
received a notice of action pursuant to Cal. Code Regs., tit. 9,
§ 1850.210. For the purposes of this Section, a Contractor
provider site means any office or facility owned or operated by
the Contractor or a provider contracting with the Contractor at
which beneficiaries may obtain specialty mental health
services.

iil. Pursuant to Cal. Code Regs., tit. 9, § 1850.205(c)(1)(C),

- making available forms that may be used to file grievances, -
appeals, and expedited appeals and self-addressed envelopes
that beneficiaries can access at all Contractor provider sites
witheut having to make a verbal or written request to anyone.

iv. Pursuant to 42 C.F.R. § 438.406(a)(1), giving beneficiaries
- .any reasonable assistance in completing the forms and other
procedurat steps not limited te providing interpreter services
and toll-free numbers with TTY/TDD and interpreter capability.

Pursuant to 42 C.F.R. § 438.406(a)(2), the Contractor shall
acknowledge receipt of each grievance appeal, and request for
expedited appeal to the beneficiary in writing.

Consistent with 42 C.F.R. § 438.402(b)(1)(ii), a beneficiary may

authorize another person to act on the beneficiary's behalf. The
beneficiary may select a provider as his or her representative in the
appeal or expedited appeal process, if the provider consents.

A beneficiary's legal representative may use the grievance, appeal, or
expedited appeal processes on the beneficiary's behalf.

‘At the beneficiary’s request, the Contractor shall identify staff or another

individual, such as a legal guardian, to be responsible for assisting a
beneficiary with these processes, including providing assistance in
writing the grievance, appeal, or expedited appeal. If the individual
identified by the Contractor is the person providing specialty mental
health services to the beneficiary requesting assistance, the Contractor

~ shall identify another individual to assist that beneficiary.
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g)

h)

)

A beneficiary shall not be subject to discrimination or any other penalty

for filing a grievance, appeal, or expedited appeal.

Procedures for these beneficiary problem resolution processes shall .
maintain the confidentiality of each beneficiary’s information.

A procedure shall be included by which issues identified as a result of
the grievance, appeal or expedited appeal processes are transmitted to
the Contractor's Quality Improvement Committee, the Contractor's -
administration or another appropriate body within the Contractor's
operations. These issues shall be considered in the Contractor's Quality
Improvement Program, as required by Cal. Code Regs., tit. 9, §
1810.440(a)(5). B

Individuals involved in any previous review or decision-making on the
issue(s) presented in a problem resolution process shall not participate
in making the decision on the grievance, appeal, or expedited appeal -
pursuant.to 42 C.F.R. § 438.406(a)(3)(i).

The individual making the decision on the grievance, appeal, or
expedited appeal shall have the appropriate clinical expertise, as
determined by the Contractor, required to treat the beneficiary's
condition, if the grievance concerns the denial of a request for an
expedited appeal or if the grievance, appeal, or expedited appeal
addresses any clinical issue, including a lack of medical necessity
pursuant to Title per 42, C.F.R. § 438.406(a)(3)(i). '

Pursuant to record keeping and review requirements in 42 C.F.R. §
438.416, and to facilitate monitoring consistent with Cal. Code Regs., fit. 9,
§§1810.440(a)(5), 1850.205,1850.206, 1850.207, and 1850.208, the
Contractor shall: : ‘

a)

b)

Maintain a grievance and appeal Iog and record grievances, appeals,
and expedited appeals in the log within one working day of the date
of receipt of the grievance or appeal. The log entry shall include, but
not be limited to, the name of the beneficiary, the date of receipt of
the grievance, appeal, or expedlted appeal, and the nature of the
problem

Record in the grievance and appeal log or another central location
determined by the Contractor, the final dispositions of grievances,
appeals, and expedited appeals, including the date the decision is
sent to the beneficiary. If there has not been final disposition of the
grievance, appeal, or expedlted appeal, the reason(s) shall be
included in the log;
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c) Provide a staff person or other individual with responsibility to provide
information requested by the beneficiary or the beneficiary’s
representative regarding the status of the beneficiary's grievance,
appeal, or expedited appeal;

d) Acknowledge the receipt of each grievance, appeal, and expedited
appeal to the beneficiary in writing;

e) Identify in its grievance, appeal, and expedited appeal
documentation, the roles and responsibilities of the Contractor, the
provider, and the beneficiary;

f) Notify the beneficiary, in writing, of the final disposition of the problem
~ resolution process including the reasoris for the disposition; and

g) Notify, in writing, any provider identified by the beneficiary or involved
in the grievance, appeal, or expedited appeal of the final disposition
of the beneficiary's grievance, appeal, or expedited appeal.

No provision of a Contractor's beneficiary problem resolution processes
shall be construed to replace or conflict with the duties of county patients'
rights advocates as described in Welfare and Institutions Code Section
5520.

Grievance Process

Consistent with 42 C.F.R. §§ 438.400, 438,402, 438.406 and Cal. Code Regs., tit.
9, § 1850.206, the grievance process shall, at a minimum:

1)
2)

3)

- extended by up to 14 calendar days if the beneficiary requests an extension

Allow beneficiaries to present their grievance orally, or in writing;

Provide for a decision on the grievance and notify the affected parties within
60 calendar days of receipt of the grievance. This timeframe niay be

or if the Contractor determines that there is a need for additional information

and that the delay is in the beneficiary's interest. If the Contractor extends

the timeframe, the Contractor shall, for any extension not requested by the
beneficiary, notify the beneficiary of the extension and the reasons for the
extension in writing. The written notice of the extension is not a Notice of
Action as defined in Cal. Code Regs., tit. 9, § 1810.230.5; and

Provide for notification of the beneficiary or the appropriate representative in
writing of the grievance decision and documentation of the notification or
efforts to notify the beneficiary, if he or she could not be contacted.

Appeal Process
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Consistent 42 C.F.R. § 438.408 and Cal. Code Regs., tit. 9, §§ 1850.205
and 1850.207, the appeal process shall, at a minimum:

a)

b)

d)

9)

Allow a beneficiary to file an appeal orally or in writing pursuant to 42

C.F.R. § 438.402(b)(3)(ii);

Pursuant to 42 C.F.R. § 438.402(b)(3)(ii), require a beneficiary who
makes an oral appeal, that is not an expedited appeal, to’
subsequently submit the appeal in writing. The date the Contractor
receives the oral appeal shall be considered the filing date for the
purpose of applying the appeal timeframes;

Pursuant to 42 C.F.R. § 438.408(b) and (c), provide for a decision on

the appeal and notify the affected parties within 45 calendar days of -
receipt of the appeal. This timeframe may be extended by up to 14
calendar days, if the beneficiary requests an extension or the
Contractor determines that there is a need for additional information
and that the delay is in the beneficiary's interest. If the Contractor

" extends the timeframes, the Contractor shall, for any extension not

requested by the beneficiary, notify the beneficiary of the extension

and the reasons for the extensicnin writing. The written notice of the

extensnon is not a Notlce of Action as defined in Cal. Code Regs., tit.
9, §1810.230.5;

Consistent with 42 C.F R. § 438.408(f), inform the beneficiary of his
or her right to request a fair hearing after the appeal process of the

‘Contractor has been exhausted,;

Allow the beneficiary to have a reasonable opportunity to present
evidence and arguments of fact or law, in person and/or in writing, in
accordance with the beneficiary’s election;

Allow the beneficiary and/or his or her representative to examine the
beneficiary's case file, including medical records, and any other
documents or records considered before and during the appeal
process, provided that there is no disclosure of the protected health
information of any individual other than the beneficiary; and

Allow the benefmary and/or his or her representatlve or the legal
representative of a deceased beneficiary's estate to be included as:
parties to the appeal

Pursuant to 42 C.F.R. § 438. 408(e), the Contractor shall notify the |
beneficiary, and/or his or her representative, of the resolutlon of the appeal
in wrltmg The notice shall contain:

a)

The results of the appeal resolution process;
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b) The date that the appeal décision was made;

C) If the appeal is not resolved wholly in favor of the benef10|ary, the
notice shall also contain:

i Information regarding the beneficiary's right to a fair hearing
and the procedure for filing for a fair hearing, if the beneficiary
has not already requested a fair hearing on the issue involved
in the appeal; and

i, Information on the beneficiary’s right to continue to receive
benefits while the fair hearing is pending and how to request .
the continuation of benefits.

If the decision of the appeal resolution process reverses a decision
to deny, limit or delay services, the Contractor shall promptly provide or

- arrange and pay for the services at issue in the appeal.

Expedited Appeal Process

“Expedited Appeal” means an appeal, as defined in Cal. Code Regs., tit. 9, § §§
1810.203.5 and 1810.216.2, to be used when the mental health plan determines or
the beneficiary and/or the beneficiary's provider certifies that following the
timeframe for an appeal as established in Cal. Code Regs., tit.'9, § 1850.207,
would seriously jeopardize the beneficiary's life, health, or ability to attain,
maintain, or regain maximum function. - In addition to meeting the requirements of
42 C.F. R § 438.410(a), and Cal. Code Regs., tit. 9, §§ 1850.205, 1850.207(a),
(d), (e), (9, (9), and (|) and 1850.208, the expedlted appeal process shall at a
minimum:

1)

2)

3)

4)

Be used when the Contractor determines or the beneficiary and/or the
beneficiary's provider certifies that taking the time for a standard appeal -
resolution could seriously jeopardize the beneficiary's life, health or ability to
attain, maintain, or regain maximum function.

Pursuant to 42 C.F.R. § 438.402(b)(3), allow the beneficiary to file the ,
request for an expedited appeal orally without requiring that the request be
followed by a written appeal.

Pursuant to 42 C.F.R. § 438.410(b), ensure that punitive action is not taken
against a beneficiary or a provider because they request an expedited

_appeal or support a beneﬁcnarys request for an expedited appeal.

Pursuant to 42 C.F.R. § 438.408(b)(3),resolve an expedited appeal and

~notify the affected parties in writing, no later than three working days after
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the Contractor receives the appeal. Pursuant to 42 C.F.R. § 438.408(c) this
timeframe may be extended by up to 14 calendar days if the beneficiary
requests an extension, or the Contractor determines that there is need for
additional information and that the delay is in the beneficiary's interest. If the
Contractor extends the timeframes, the Contractor shall, for any extension
hot requested by the beneficiary, notify the beneficiary of the extension and
the reasons for the extension in writing. The written notice of the extension
is not a Notice of Action as defined in Cal. Code Regs., tit. 9, § 1810.230.5.

Pursuant to 42 C.F.R. § 438.408(d)(2), provide a bﬁeneficiary with a written
notice of the expedited appeal disposition and make reasonable efforts to
provide oral notice to the beneficiary and/or his or her representative. The

- written notice shall meet the requirements of Section 1850.207(h).

Pursuant to 42 C.F.R. § 438.410(c), if the Contractor denies a request for
expedited appeal resolution:

a) Transfer the expedited appeal request to the t’imeframe for appeal
resolution as required by Cal. Code Regs., tit. 9, § 1850.207(c).

b)  Make reasonable efforts to give the beneficiary and his or her
representative prompt oral notice of the denial of the request for an
expedited appeal and provide written netice-within two calendar days
of the date of the denial. The written notice of the denial of the
request for an expedited appeal is not a Notice of Action as defined
in Cal. Code Regs., tit. 9, § 1810.230.5.

Beneﬁciafv Problem Resolution Processes Established by Providers

Nothing in the Cal. Code Regs., tit. 9, §§ 1850.205, 1850.2086, 1850.207, 1850.208
and 1850.209 precludes a provider other than the Contractor from establishing.
beneficiary problem resolution processes for beneficiaries receiving services from
that provider. When such processes exist, beneficiaries shall not be required by
the Contractor to use or exhaust the provider's processes prior to using the
Contractor's beneficiary problem resolution process, unless the following
conditions have been met: '

1)

2)

The Contractor delegates the responsibility for the beneficiary problem
resolution process to the provider in writing, specifically outlining the
provider's responsibility under the delegation;

‘The provider's beneficiary problem resolution process fully complies with

this Section of the contract, the relevant provisions of 42 C.F.R. Subpart F,
Cal. Code Regs., tit. 9, §1850.205 and § 1850.209, and depending on
processes delegated, Cal. Code Regs., tit. 9, §§ 1850.206, 1850.207,

and/or 1850.208; and
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3) = No beneficiary is prevented from accessing the grievance, appeal or
expedited appeal processes solely on the grounds that the grievance,
appeal or expedited appeal was incorrectly filed with either the Contractor or
the provider.

Fair Hearing

“Fair Hearing” means the State hearing provided to beneficiaries pursuant to Title
22, CCR, Sections 50951 and 50953 and Cal. Code Regs., tit. 9, § 1810.216.6.
Fair hearings must comply with 42 C.F.R. §§ 431.220(a)(5), 438 408(f), 438. 414
and 438 10(g)(1).

1) If a beneficiary requests a State Fair Hearing, the Department (not the
Contractor) shall grant the request. The right to a State Fair Hearing, how to
obtain a hearing, and representation rules at a hearing must be explained to
the beneficiary and provider by Contractor in its notice of decision or notice
of action. Beneficiaries and providers shall also be informed of the

following:

a)  -A beneficiary may request a State Fair Hearing.

b) The provider may request a State Fair Hearing only if the Department
permits the provider to act as the beneficiary's authorized
representative-

<) The Department must permit the beneficiary to request a State Fair

Hearing within a reasonable time period specified by the Department,
not in excess of 90 days, from whichever of the following dates
applies:

From the date indicated on the Contractor’s notice of action, if
the Department does not require exhaustion of the Contractor-
level appeal procedures and the beneficiary appeals directly to
the Department for a fair hearing.

From the date indicated on the Contractor’s notice of
resolution, if the Department requires exhaustion of
Contractor-level appeals.

2) The Department must reach its decisions within the specified timeframes:

a)

Standard resolution: within 90 days of the date the beneficiary filed
the appeal with the Contractor, if the beneficiary filed initially with the
Contractor (excluding the days the beneficiary took to subsequently
file for a State Fair Hearing), or the date the beneficiary filed for direct
access to a State Fair Hearing. ’
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b) Expedited resolutlon (|f the appeal was heard first through the
Contractor appeal process): within 3 working days from agency
receipt of a hearing request for a denial of a service that:

i. Meets the criteria for an expedited appeal process but was not
resolved using the Contractor’s expedited appeal timeframes,
or '

ii. Was resolved wholly or partially adversely to the beneficiary -
' using the Contractor’s expedited appeal timeframes.

Pursuant to 42 C.F.R. § 438.408(f)(2), the parties to the State Fair Hearing

include the Contractor as well as the beneficiary and his or her -
representative or the representative of a deceased beneficiary's estate. -

' _Expedited Fair Hearing

“Expedited Fair Hearing” means a fair hearing, as described in 42 C.F.R. §
438.410(a), and Cal. Code Regs., tit. 9, §§ 1810.216.4 and 1810.216.6, to be
used when the Contractor determines, or the beneficiary and/or the beneficiary's
provider certifies, that the following the timeframe for a fair hearing as established
in 42 C.F.R. § 431.244{f)(1) would seriously jeopardlze the beneficiary’s life,
health, or ability to attain, maintain, or regain maximum function.

Continuation of Services Pending Fair Hearinq Decision

1)

2)

3)

A beneficiary receiving specialty mental health services shall have a right'to
file for continuation of specialty mental health services pending the outcome
of a fair hearing pursuant to Cal. Code Regs., tit: 22, § 51014.2, and Cal.

'Code Regs., tit. 9, § 1850.215.

The Contractor shall continue to provide specialty mental health services
pending the outcome of a fair hearing in accordance with Cal. Code Regs.,
tit. 22, § 51014.2. If the Contractor allows providers to deliver specialty
mental health services for a set number of visits or a set duration of time
without prior authorization, the Contractor shall continue to provide specialty
mental health services pending the outcome of a fair hearing when the
Contractor denies a payment authorization request from a provider
requesting continuation of services beyond the number or duration
permitted without prior authorization and the beneﬂC|ary files a timely
request for fair hearing.

Before requesting a state fair hearing, the beneficiary must exhaust the
Contractor's problem resolution processes as described in Cal. Code Regs.,
tit. 9, § 1850.208.

Provision of Notice of Action
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Consistent with 42 C.F.R. § 438.400(b) and Cal. Code Regs., tit. 9, §
1810.200 “Action,” in the case of an MHP, means:

a) A denial, modification, reduction or termination of a provider's request
- for MHP payment authorization of a specialty mental health service
covered by the MHP.

b) A determination by the MHP or its providers that the medical
necessity criteria in Cal. Code Regs., tit. 9, §§ 1830.205(b)(1), (b)(2),
(b)(3)(C), or 1830.210(a) have not been met and the beneficiary is
not entitled to any specialty mental health services from the MHP.

c) A failure by the MHP to provide a specialty mental health service
covered by the MHP within the timeframe for delivery of the servnce
established by the MHP; or

d) A failure by the MHP to act within the timeframes for resolution of
grievances, appeals, or the expedited appeals.

Pursuant to 42 C.F.R. § 438.404(a), the Notice of Action (NOA) shall be in
writing and shall meet the language and format requirements of 42 C.F.R. §
438.10(c) and (d) to ensure ease of understanding. The Notice of Action
shall contain the items specified in 42 C.F.R. § 438.404 (b) and Cal. Code
Regs., tit. 9, § 1850.210.

_The Contractor shall provide a beneficiary with an NOA when the Contractor

denies or modifies a Contractor payment authorization request from a
provider for a specialty mental health service to the beneficiary.

When the denial or modification involves a request from a provider for
continued Contractor payment authorization of a specialty mental health
service or when the Contractor reduces or terminates a previously approved
Contractor payment authorization, notice shall be provided in accordance
with Cal. Code. Regs., tit. 22, § 51014.1.

A NOA is not required when a denial is a non- binding verbal description to a
provider of the specialty mental health services that may be approved by the
Contractor.

A NOA is not required when the Contractor modifies the duration of any
approved specialty mental health services as long as the Contractor
provides an opportunity for the provider to request Contractor payment
authorization of additional. speCIalty mental health services before the end of
the approved duration of services.

Except as provided in subsection 6 below, a NOA >is not required when the
denial or modification is a denial or modification of a request for Contractor
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payment authorization for a specialty mental health service that has already
been provided to the beneficiary.

A NOA is required when the Contractor denies or modifies a payment
authorization request from a provider for a specialty mental health service |
that has already been provided to the beneficiary when the denial or
modification is a result of post-service, prepayment determination by the
Contractor that the service was not medically necessary or otherwise was
not a service covered by the Contractor.

The Contractor shall deny the Contractor payment authorization request and
provide the beneficiary with a NOA when the Contractor does not have
sufficient information to approve or modify, or deny on the merits, a
Contractor payment authorization request from a provider within the
timeframes required by Cal. Code Regs tit. 9, §§ 1820.220 or 1830.215.

The Contractor shall provide the beneficiary with a NOA if the Contractor
fails to r1otify the affected parties of a grievance decision within 60 calendar
days, of an appeal decision within 45 days, or of an expedited appeal
decision within three working days. If the timeframe for a grievance, appeal
or expedited appeai decision is extended pursuantto Cal. Code Regs., tit. 9,
§§ 1850.206, 1850.207 or 1850.208 and the Contractor failed to notify the
affected parties of its decision within the extension period, the Cop’fractor
shall provide the beneficiary with a NOA.

The Contractor shall provide a beneficiary with a NOA if the Contractor fails
to provide a specialty mental health service covered by the Contractor within
the timeframe for delivery of the service established by the Contractor.

The Contractor shall comply with the reqwrements of 42 C.F.R. §
438.404(b), and Cal. Code Regs., tit. 9, § 1850.210, regarding the content
of NOAs and with the following tlmeframes for mailing of NOAs:

a) The written NOA issued pursuant to (1) or (6) above shall be
deposited with the United States Postal Service in time for pick-up no
later than the third working day after the action. A Notice of Action
issued pursuant to (2) above shall be provided in accordance with the
applicable timelines set forth in Cal. Code Regs., tit. 22, § 51014.1.

b) The written NOA issued pursuant to (7) or (8) above shall be
deposited with the United States Postal Service in time for pick-up on
the date that the applicable timeframe expires.

C) The written NOA issued pursuant to subsection (9) above shall be
deposited with the United States Postal Service in time for pick up on
the date that the timeframe for delivery of the service established by
the Contractor expires.
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When a NOA would not be required as described in (3)-(5) above, the
Contractor shall provide a beneficiary with an NOA when the Contractor or
its providers determine that the medical necessity criteria in Cal. Code
Regs., tit. 9, §§1830.205(b)(1),(b)(2),(b)(3)(C), or 1830.210(a) have not
been met and that the beneficiary is not entitled to any specialty mental
health services from the Contractor. A NOA is not required when a

- provider, including the Contractor acting as a provider, determines that a

beneficiary does not qualify for a specific service covered by the Contractor,
including but not limited to: crisis intervention, crisis stabilization,. crisis
residential treatment services, psychiatric inpatient hospital services, or any
specialty mental health service to treat a beneficiary's urgent condition,
provided that the determination does not apply to any other specialty mentai
health service covered by the Contractor. The NOA shall, at the election of
the Contractor, be hand-delivered to the beneficiary on the date of the

- action or mailed to the beneficiary in accordance with Cal. Code Regs., tit.

9, § 1850.210(f)(1), and shall specify the information contained in Cal. Code
Regs., tit. 9, § 1850.212(b).

For the purpose of this Section, each reference to a Medi-Cal managed
care planin Cal_. Code Regs., tit. 22, § 51014.1, shall mean the Contractor.

For the purposes of this Section, “medical service”, as used in Cal. Code
Regs., tit. 22, § 51014.1, shall mean specialty mental health services that
are subject to prior authorization by a Contractor pursuant to Cal. Code
Regs., tit. 9, §§ 1820.100 and 1830.100.

- The Contractor shall retain copies of all Notices of Action issued to

beneficiaries under this Section in a centralized file accessible to the
Department. '

Contents of a NOA |

1)

The NOA issuéd pursuant to Section | of this contract and 42 C.F.R. §
438.404(b) and Cal. Code Regs., tit. 9, §§1850.210(a)-(e) and 1850.212,
shall contain the following information: -

~a) The action taken by the Contractor;

b) The reason for the action taken;

c) Citations to the regulations or Contractor payment authorization
procedures supporting the action;

d) The beneficiary's right to file an appeal or expedited appeal with the
Contractor; '

2055



San Francisco Community Behavioral Health Services
Contract Number: 12-89390
Page 42 of 56

Exhibit A Attachment |

Service, Administrative and Operational Requirements

e)

The circumstances under which an expedited resolution is available, -
and how to requestit; and,

Information about the beneficiary's right to request a fair hearing or’
an expedited fair hearing, including:

i. The method by which a hearing may be obtained;

ii. A statement that the beneficiary may be either self-
represented, or represented by an authorized third party such
as legal counsel, a relative, friend or any other person;

iii. An explanation of the circumstances under which a specialty
mental health service will be continued if a fair hearing is
requested; and,

iv. The time limits for requestlng a fair hearing or an expedited
fair hearing -

A-NOA issued pursuant to Cal. Code Regs., tit. 9, §§ 1850.210(g) and

11850.212(b), relating to denials for iack of medical necessity, shall specify

the following:

a)
b)
c)

d)

The reason that the medical necessity criteria were not met, including
a citation to the applicable regulation;

The beneficiary's options for obtaining care from sources other than
the Contractor, if applicable;

The beneficiary's right to request a second opinion on the
determination;

The beneficiary's right to file an appeal or expedited appeal with the
Contractor; and,

The benef|0|arys right to request a fair hearlng oran
expedited fair hearing, including:

The method by which a hearing may be obtained;

The time period in which the request for a .fair’hearing or
expedited fair hearing must be filed; and,

That the_beheficiary may be either seif—represented, or

represented by an authorized third party such as legal
' counsel, a relative, friend or any other person;
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Consistent with 42 C.F.R. § 438. 404(c), the Contractor shall give notice at least 10
days before the effective date of action when the action is a termination,
‘suspension, or reduction of previously authorized Medi-Cal-covered services,

exce.pt:

1) The period' of advanced notice is shortened to 5 days if probable
. beneficiary fraud has been verified;

2) The action shall be effective on the date of the Notice under the
following circumstances: _

a)

b)

g)

The death of a beneficiary;

Receipt of a signed written beneficiary statement requesting
service termination or giving information requiring termination
or reduction of services (provided the beneficiary understands
that this will be the result of supplying that information);

The beneficiary's admission to an institution where he or she
is lnellglble for further services;

The beneﬂcxarys whereabouts are unknown and mail directed
to him or her has no forwarding address; -

Notice that the benreficiary has been accepted for Medicaid
services by another local jurlsdlctlon

A change in the beneficiary's physncnan s prescription for the
level of medlcal care; or

Endangerment of the safety or health of individuals in the
facility; improvement in the resident’s health sufficient to allow
a more immediate transfer or discharge; urgent medical needs
that require a resident’'s immediate transfer or discharge; or
notice that a resident has not resided in the nursing facility for
30 days (but only in adverse actions based on NF transfers).

3) If payment is denied, the Contractor shall give notice to the
beneficiary on the date of the action.

Pursuant to Cal. Code Regs., tit. 9, § 1810.375(a), the Contractor is required to
submit to the Department a report that summarizes beneficiary grievances,

appeals and expedited appeals filed from July 1 of the previous year through June
30 of that year by October 1 of each year. The report shall include the total number
of grievances, appeals and expedited appeals by type, by subject areas
established by the Department, and by disposition.
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Subcontracté

A

This provision is a supplement to provision number five (Subcontract

‘Requirements) in Exhibit D(F) which is attached hereto as part of this agreement.

As allowed by provision five in Exhibit D(F), the Department hereby, and until
further notice, waives its right to prior approval of subcontracts and approval of
existing subcontracts.

No subcontract terminates the legal responsibility of the Contractor to the
Department to assure that all activities under this contract are carried out.

All subcontracts shall be in writing.

All inpatient subcontracts shall require that subcontractors maintain necessary
licensing and certification. S - S

Each subcontract shall contain:'

1) Full disclosure of the method and amount of compensation or-other
consideration to be received by the suteontractor from the Contractor.

2) Specification of the services to be provided.

3) Specification that the subcontract shall be govberned by, and construed in
accordance with, all laws and regulations, and all contractual obligations of
the Contractor under this contract.

4) Specification of the term of the subcontract including the beginning and
ending dates, as well as methods for amendment, termination and, if
applicable, extension of the subcontract. The subcontract must be subject -
to full or partial termination if the subcontractor’s performance is inadequate.

5) The nondiscrimination and compliance provisions of this contract as
described in Exhibit E, Section 3.

6) Subcontractor's agreement to submit reports as required by the Contractor.

7) The subcontractor's agreement to make all of its books and records

pertaining to the goods and services furnished under the terms of the

~ subcontract available for inspection, examination or copying by the
Department, HHS, the Comptroller General of the United States, and other

- authorized federal and state agencies, or their duly authorized -
representatives. The subcontract shall also state that inspection shall occur
at all reasonable times, at the subcontractor's place of business, or at such
other mutually agreeable location in California, in-a form maintained in
accordance with the general standards applicable to such book or record
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keeping, for a term of at least five years from the close of the state fiscal
year in which the subcontract was in effect.

8) Subcontractor’'s agreement that assignment or delegation of the subcontract
shall be void unless prior written approval is obtained from the Contractor.

9):  Subcontractor's agreement to hold harmless both the State and
beneficiaries in the event the Contractor cannot or does not pay for services
performed by the subcontractor pursuant to the subcontract.

10)  The subcontractor's agreement to comply with the Contractor's policies and
o procedures on advance directives and the Contractor's obligations for
Physician Incentive Plans, if applicable based on the services provrded
under the subcontract

1 1) A requrrement that the Contractor monitors the subcontractor and the
subcontractor’s obligation to provide a corrective action plan if
deficiencies are identified.

Delegation

Unless specifically prohibited by this contract or by federal or state law, Contractor may
delegate duties and obligations of Contractor under this contract to subcontracting entities
if Contractor determines that the subcontracting entities selected are able to perform the
delegated duties in an adequate manner in compliance with the requirements of this
contract. In addition, Contractor may accept the certification of a provider by another
Mental Health Plan, or by the Department, in order to meet the Contractor’s obligations
under Section 4. However, regardless of any such delegation to a subcontracting entity
or acceptance of a certification by another MHP, Contractor shall remain ultimately
responsible for adequate performance. of all dutles and obllgatrons under this

contract.

Program Integrity Requirements

A. The Contractor shall comply with the provisions of 42 C.F.R. §§ 438.604, 438.606
and 438.608, regarding the certification of accurate data submitted by the
Contractor to the State and which require the Contractor to have administrative or
management arrangements or procedures designed to guard against fraud and

. abuse. ‘ :

B. The Contractor shall comply with the provisions of 42 C.F.R. § 438.610, which
relate to prohibited affiliations with individuals. or affiliates of individuals debarred,
suspended, or otherwise excluded from participating in procurement activities
under the Federal Acquisition Regulation or from participating in non-procurement
activities under regulations issued under Executive Order No. 12549 or under the
guidelines implementing Executlve Order No. 12549.
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C. 'Pursuant to 42 C.F.R. § 438.214(d), the Contractor shail not employ or contract
with providers or other individuals and entities excluded from participation in
federal health care programs (as defined in section 1128B(f) of the Social Security
- Act) under either Section 1128, 1128A, or 1156 of the Social Security Act. FFPis
not available for amounts expended for providers excluded by Medicare, Medicaid,
or the State Children's Health Insurance Program, except for emergency services.

D. The Contractor shall periodically check the Office of the Inspector General’s List of
Excluded Individuals/Entities and the Medi-Cal Suspended and Ineligible Provider
List (S & | List) to prevent employment of, or payments to, any individuals or
entities on those lists, and per DMH Letter Number 10-05, this must be satisfied
prior to Medi-Cal certification of any individual or organizational provider. If the
provider is listed on either the Office of the Inspector General’s List of Excluded
Individuals/Entities or the Medi-Cal S & I List, the Contractor shall not certify or pay
any provider with Medi-Cal funds, and any such inappropriate payments or
ooverpayments may be subject to recovery and/or be the basis for other sanctions
by the appropriate authority.

~E. Report. Pursuant to 42 C.F.R. § 455.1(a)(1), the Contractor must report fraud and
abuse information to the Department. , :

1) If the Contractor identifies an issue or receives notification of a complaint
concerning an incident of possible potential fraud or abuse, the Contractor
shall conduct an internai investigation to determine the vatidity of the
issue/complaint, regarding potential fraud and/or abuse, and develop and
implement corrective action, if needed. The majority of potential fraud or
abuse issues are expected to be resolved at the Contractor level.

2) If the Contractor’s internal investigation concludes that fraud or abuse has

- occurred or is suspected, the issue is egregious, or beyond the scope of the
Contractor’s ability to pursue, the Contractor shall report the issue to the
Department for review and disposition.

3) The Department is to be notified if the Contractbr discontinues é provider
' contract or disciplines a provider due to a fraud or abuse issue.

F. Service Verification. To assist the Department in meeting its obligation under 42
C.F.R. § 455.1(a)(2), the Contractor shall have a way to verify whether services
were actually furnished to beneficiaries. ’

19. Disclosures
A Disclosure of 5% or More Ownership Interest:
1) Pursuant to 42 C.F.R. § 455.104, Medicaid mahaged care entities must

disclose certain inrformatio'n related to persons who have an ownership or
control interest in the managed care entity, as defined in 42 C.F.R. §
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455.101. The parties hereby acknowledge that because the Contractor is a
political subdivision of the State of California, there are no persons who
meet such definition and therefore there is no information to disclose.

a) In the event that, in the future, any person obtains an interest of 5%
or more of any mortgage, deed of trust, note or other obligation
secured by Contractor, and that interest equals at least 5% of
Contractor's-property or assets, then the Contractor will make the
disclosures set forth in i and subsection 2(a).

i. - The Contractor will disclose the name, address, date of birth,
and Social Security Number of any managing employee, as
that term is defined in 42 C.F.R. § 455.101. For purposes of
this disclosure, Contractor may use the business address for
any member of its Board of Supervisors.

ii. The Contractor shall provide any such disclosure upon
execution of this contract, upon its extension or renewal, and
vithin 35 days after any change in Contractor ownership or
upon request of the Department.

The Centractor shall ensure that its subcontractors/network providers
submit the disclosures below to the Contracterregarding the network
providers’ (disclosing entities’) ownership and centrol. The Contractor's
network providers must be required to submit updated disclosures to the
Contractor upon submitting the provider application, before entering into or
renewing the network providers’ contracts, and within 35 days after any
change in the subcontractor/network provider's ownership or upon request
of the Department.

a) Disclosures to be Provided:

I. The name and address of any person (individual or
corporation) with an ownership or control interest in the
network provider. The address for corporate entities shall
include, as applicable, a primary business address, every
business location, and a P.O. Box address;

ii. Date of birth and Social Security Number (in the case of an
individual); _ ‘

iii. Other tax identification number (in the case:of a corporation
with an ownership or control interest in the managed care
entity or in any subcontractor in which the managed care entity
has a 5 percent or more interest);
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iv.

© Vi

Whether the person (rndlvrdual or corporation) with an
ownership or control interest in the Contractor’s network
provider is related to another person with ownership or control
interest in the same or any other network provider of the
Contractor as a spouse, parent, child, or sibling; or whether
the person (individual or corporation) with an ownership or
control interest in any subcontractor in which the managed
care entity has a 5 percent or more interest is related to
another person with ownership or control interest in the
managed care entity as a spouse parent, child, or srblmg,

The name of any other drsciosrng entity in which the
Contractor or subcontracting network provider has an
ownership or control interest; and

The name, address date of brrth and Social Secunty Number
of any managing employee of the managed care entity.

All disclosures must be provided to the Medicaid agency.

Disclostur
disclosures and updated disclosures to the Department or HHS including
mformatlon regardmg certain business transactions within 35 days, upon request.

1)

2)

es Related to Business Transactions — Contractor must submit

The following information must be disclosed:

a)

b)

The ownership of any subcontractor with whom the Contractor has
had business transactions totaling more than $25,000 during the 12-
month period ending on the date of the request; and,

Any significant business transactions between the Contractor and

any wholly owned supplier, or between the Contractor and any

subcontractor, during the 5-year period ending on the date of the
- request.

Contractor must obligate Network Providers to submit the same disclosures
regarding network providers’ as noted under subsection 1(a) and (b) within

35 days upon request.

Disclosures Related to Persons Convicted of Crimes — Contractor shall submit the
following disclosures to the Department regarding the Contractor's management:

1)

The identity of any person who is a managing employee of the Contractor
who has been convicted of a crime related to federal health care programs

(42 C.F.R. §455.108(a)(1), (2))
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2) The identity of any person who is an agent of the Contractor who has been
.convicted of a crime related to federal health care programs. (42 C.F.R. §
455.106(a)(1), (2).) For this purpose, the word "agent" has the meaning
described in 42 C.F.R. § 455.101.

3) The Contractor shall supply the disclosures before entering into the contract
and at any time upon the Department's request.

4) Network providers should submit the same disclosures to the Contractor
regarding the network providers’ owners, persons with controlling interest,
agents, and managing employees’ criminal convictions. Network providers

- shall supply the disclosures before entering into the contract and at any time
upon the Department’s request.

Medi-Cal Eligibility Data System (MEDS) and MEDS Monthly Eeract File (MMEF)
Access

‘The Contractor shall enter into a Medi-Cal Privacy and Security Agreement (PSA)

with the Department prior to obtaining access to MEDS and the MEDS monthly extract file
(MMEF). The Contractor agrees to comply with the provisions as specified in the PSA. '
The County Mental Health Director or his or her authorized designee shall certify annually
that Contractor is in compliance with the PSA agreement. Failure to comply with the
terms of the agreement will result in the termination of access to MEDS and MMEF.

Additiona! Requirements

A

Advance Directives. The Contractor shall maintain written policies and procedures
on advance directives in compliance with the requirements of 42 C.F.R. §§
422.128 and 438.6(i)(1), (3) and (4). Any written materials prepared by the
Contractor for beneficiaries shall be updated to reflect changes in state laws

‘governing advance directives as soon as possible, but no later than 90 days after

the effective date of the change. For purposes of this contract, advance directives
means a written instruction, such as a living will or durable power of attorney for
health care, recognized under State law, relating to the provision of health care
when the individual is incapacitated as defined in 42 C.F.R. § 489.100.

Physician Incentive Plans. The Contractor shall obtain approval from the
Department prior to implementing a Physician Incentive Plan. A Physician
Incentive Plan is any compensation arrangement to pay a physician or physician
group that may directly or indirectly have the effect of reducing or limiting the
services provided to any beneficiary. For purposes of this definition, the words
shall have the meanings set forth in 42 C.F.R. § 422.208(a). The Department shall
approve the Contractor's request only if the proposed Physician Incentive Plan
complies with all applicable federal and state regulations.

1) - Pursuantto 42 C.F.R. § 438. 6(h) the Contractor shall comply with the

requirements set forth in 42 CFR §§ 422.208 and 422. 210
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The Contractor may operate a Physician Incentive Plan only if no specific
payment can be made directly or indirectly under a Physician Incentive Plan
to a physician or physician group as an inducement to reduce or limit
medically necessary services furnished to-an individual.

When seeking approval from the Department for its Physician Incentive
Plan, the Contractor will disclose the following:

a) Whether services not furnished by physician/group are covered by
incentive plan. No further disclosure required if the Physician
Incentive Plan does not cover services not furnished by
physician/group;

b) The type of incentive arrangement, e.g. withhold, bonué,
capitation;

c)-  The percentage of funds withheld or bonus provided (if ——
applicable);

d) The size of the panel, and, if patients are pooled, the approved
method used for pooling; and, :

~e)  lIfthe physician/group is at substantial financial risk, proof that the

physician/group has adequate stop loss coverage, including amount
and type of stop-loss.

If a physician or physician group is put at substantial financial risk for
services not provided by the physician/group, the Contractor shall ensure
adequate stop-loss protection to individual physicians and conduct annual
beneficiary surveys. '

The Contractor shall provide information on its Physician Incentive Plan to
any Medicaid beneficiary upon request (this includes the right to adequate
and timely information on a Physician Incentive Plan).

If required to conduct beneficiary survey, survey results shall be disclosed
to the Department and, upon request; to beneficiaries, per the Social
Security Act (SSA) 1903(m)(2)(A)(x); 42 C.F.R. §§ 422.208;
422.210;438.6(h); and SSA 1876(i)(8)(A)(ii)(Il).

Sharing of Information with Beneficiaries.. The Contractor shall not prohibit nor

otherwise restrict, a licensed, waivered, or registered professional, as defined in
Cal. Code Regs., tit. 9, §§ 1810.223 and 1810.254, who is acting within the lawful
scope of practice (pursuant to 42 C.F.R. § 438.102(a)(1)), from advising or

. advocating on behalf of a-beneficiary for whom the provider is providing mental

health services for any of the following:
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1)  The beneficiary’s health status, medical care, or treatment optlons including
any alternative treatment that may be self-administered;

2) Information on the beneficiary needs in order to decide among all relevant
treatment options;

3) The risks, benefits, and consequences of treatment not receiving treatment ;
and

4) The beneficiary’s right to participate in decisions regarding his or her health
care, including the right to refuse treatment, and to express preferences
about future treatment decisions.

Limitation on Services for Moral or Religious Grounds. Pursuant to 42 C.F.R. §
438.102(a)(2), the Contractor shall not be required to provide, reimburse for, or
provide coverage of, a counseling or referral service if the Contractor objects to the
service on moral or religious grounds.

If the Contractor elects not to provide, relmburse for, or provide coverage of, a
counseling or referral service because of an objection on moral or religious
grounds, it must furnish information about the services it does not cover as follows:

a) To the Department:
a) _ Prior to executing this contract;
b) Whenever it adopts the 'policy during the term ot the contract;
' b) Consistent with the provisions of 42 C.F.R. § 438.10:
a) To potential beneficiaries before and during enrollment; and

b) To beneficiaries within 90 days after adopting the policy WIth respect
to any particular service.

Beneficiary Liability for Payment. Pursuant to Cal. Code Regs., tit. 9, § 1810.365,
the Contractor or an affiliate, vendor, contractor, or sub-subcontractor of the
Contractor shall not submit a claim to, or demand or otherwise collect
reimbursement from, the beneficiary or persons acting on behalf of the beneficiary
for any specialty mental health or related administrative services provided under
this contract, except to collect other health insurance coverage, share of cost, and
co-payments. Consistent with 42 C.F.R. § 438.106, the Contractor or an affiliate,
vendor, contractor, or sub-subcontractor of the Contractor shall not hold
beneficiaries liable for debts in the event that the Contractor becomes insolvent, for
- costs of covered services for which the State does not pay the Contractor, for costs
of covered services for which the State or the Contractor does not pay the
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Contractor's providers, for costs of covered services provided under a contract,
referral or other arrangement rather than from the Contractor, or for payment of

_ subsequent screening and treatment needed to diagnose the specific condition of

or stabilize a beneficiary with an emergency psychiatric condition.

Health Information System. Pursuant to 42 C.F.R. § 438.242 and consistent with
Cal. Code Regs., tit. 9, § 1810.376, the Contractor shall maintain a health
information system that collects, analyzes, integrates, and reports data. The
system shall provide information on areas including, but not limited to, utilization,
grievances, and appeals.

1) The Contractor’s health information system shall, at a minimum:

a) - Collect data on beneficiary and provider characteristics as specified
by the Department, and on services furnished to beneficiaries as
specified by the Department; ' -

b) " Ensure that data received from providers is accurate and complete
by:
i. Verifying the accuracy-and timeliness of reported data;

il Screening the data for completeness, logic, and consistency;
and '

il Collecting service information in-étandardized formats to the -
extent feasible and appropriate.

c) - Make ali collécted data avéilable to the Department and, upon
request, to CMS.

2) - Consistent with Cal. Code Regs., tit. 9, § 1810.376(c), the Contractor’s
health information system is not required to collect and analyze all elements
in electronic formats. ' o

Cost Sharing. - Pursuant to 42 C.F.R. § 438.108, any cost sharing imposed on
Medicaid beneficiaries shall be in accordance with 42 C.F.R. §§ 447.50 through
447 .60. -

22. Quality Management (QM) Program'

A

The Contractor’s Quality Management (QM) Program shall improve Contractor’s
established outcomes through structural and operational processes and activities
that are consistent with current standards of practice.

~ The Contractor shall have a written description of the QM Program which clearly

defines the QM Program’s structure and elements, assigns responsibility to
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appropriate individuals, and adopts or establishes quantitative measures to assess
performance and to identify and prioritize area(s) for improvement. The QM
Program shall be evaluated annually and updated as necessary per Cal. Code
Regs., tit. 9, § 1810.440(a)(6) and 42 C.F.R. § 438.240(e).

The QM Program shall conduct performance monitoring activities throughout the
Contractor’s operations. These activities shall include, but not be limited to,
beneficiary and system outcomes, utilization management, utilization review,
provider appeals, credentialing and monitoring, and resolution of beneficiary
grievances. . :

The Contractor shall ensure continuity and coordination of care with physical
health care providers. The Contractor shall coordinate with other human services
agencies used by its beneficiaries.  The Contractor shall assess the effectiveness
of any MOU with a physical health care plan:

The Contractor shall have mechanisms to detect both underutilization of services
and overutilization of services, as required by 42 C.F.R. § 438.240(b)(3).

The Contractor shall implement mechanisms to assess beneficiary/family
safisfaction. The Contractor shall assess beneﬁ-ciary/family_satisfaction by:

1) Surveying bemeficiary/family satisfaction with the Contractor’s services at
least annually;

2) Evaluating beneficiary grievances, appeals and fair hearings at least
annually; and

3) Evaluating requests to change persons providing services at least annually.

4) The Contractor shall inform prowders of the results of beneﬁmary/famnly
satisfaction activities.

* The Contractor shall implement mechanisms to monitor the safety and
effectiveness of medication practices. The monitoring mechanism shall be under
the supervision of a person licensed to prescribe or dispense prescrlptlon drugs.
Monitoring shall occur at least annually.

The Contractor shall implement mechanisms to address meaningful clinical issues
affecting beneficiaries system-wide.

The Contractor shall implement mechanisms to monitor appropriate and timely
intervention of occurrences that raise quality of care concerns. The Contractor
shall take appropriate follow-up action when such an occurrence is identified. The
results of the intervention shall be evaluated by the Contractor at least annually.
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The Contractor shall have a QM Work Plan covering the current contract cycle with
documented annual evaluations and documented revisions as needed. The QM

1)

2)

-3)

4)

9)

Work Plan shall include:

Evidence of the monitoring activities including, but not limited to, review of
beneficiary grievances, appeals, expedited appeals, fair hearings, expedited
fair hearings, provider appeals, and clinical records review as required by
Cal. Code Regs., tit. 9, § 1810.440(a)(5) and 42 C.F.R. §438.416;

Evidence that QM activities, including performance improvement 'projects
have contributed to meaningful improvement in clinical care and beneficiary
service; _

A description of completed and in-process QM activities, including
performance improvement projects. The description shall include:

a) Monitoring efforts for previously identified issues, including tracking
issues over time; :

b) Objectives, scope, and planned QM activities for each year; and,

C) Targeted areas of improvement or change in service delivery or
' program design.

A description of mechénlsms the Contractor has implemented to assess the
accessibility of services within its service delivery area. This shall include

- goals for responsiveness for the Contractor’s 24-hour toll-free telephone

number, timeliness for scheduling of routine appointments, timeliness of
services for urgent conditions, and access to after-hours care; and

Evidence of compliance with the requirements for cultural competence and
linguistic competence specified in Cal. Code Regs., tit. 9, § 1810.410.

23.  Quality Improvement (Ql) Program

A.

The Contractor's QI program shall monitor the Contractor’s service delivery'system
with the aim of improving the processes of providing care and better meeting the
needs of its beneficiaries.

The Contractor shall establish a QI Committee to review the quality of specialty
mental health services provided to beneficiaries. The QI Committee shall
recommend policy decisions; review and evaluate the results of Qi activities,
including performance improvement projects; institute needed QI actions; ensure
follow-up of QI processes; and document Ql Committee meeting minutes regarding
decisions and actions taken.

2068



San Francisco Community Behavioral Health Services

Contract Number: 12-89390

: . Page 55 of 56
Exhibit A Attachment | -

Service, Administrative and Operational Requirements

C. The QI Program shall be accountable to the Contractor’s Director as described in
Cal. Code Regs., tit. 9, § 1810.440(a)(1). :

- D. Operation of the QI program shall include substantial involvement by a licensed
mental health staff person, as described in Cal. Code. Regs., tit. 9, §
1810.440(a)(4).

E. The QI Program shall include active participation by the Contractor’s practitioners

- and providers, as well as beneficiaries and family members, in the planning, desigh
and execution of the Ql Program, as described in Cal. Code. Regs., tit. 9, §
1810.440(a)(2)(A-C). :

F. The Contractor shall maintain a minimum of two active Performance Improvement
Projects (PIPs) that meet the criteria in 42 C.F.R. § 438.240(b)(1) and (d).
Performance improvement proiects shall focus on a clinical area, as well as one
non-clinical area.

G. Ql activities shali include:

1) Collecting and analyzing data to-measure against the goals, or
prioritized areas of improvement that have been identified;

2) Identifying opportunities for improvement and deciding which opportunities
to pursue;
3) Identifying relevant committees internat or external to the Contractor to

ensure appropriate exchange of information with the QI Committee:

4) | Obtaining input from providers, beneficiaries and family members in
identifying barriers to delivery of clinical care and administrative services;

5) Designing and implementing interventions for improving performance; -
6) Measuring effectiveness of the interventions;

7) Incorporating successful interventions into the Contractor’s operations as
appropriate; and

8) Reviewing beneficiary grievances, appeals, expedited appeals, fair
hearings, expedited fair hearings, provider appeals, and clinical records
review as required by Cal. Code Regs., tit. 9, § 1810.440(a)(5).

24.  Utilization Management (UM) Program
A. The Utilization Management Program shall be résponsible for assuring that

beneficiaries have appropriate access to specialty mental health services as
- required in Cal. Code Regs., tit. 9, § 1810.440(b)(1)-(3)..
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The Utilization Management (UM) Program shall evaluate medical necessity,
appropriateness and efficiency of services provided to Medi-Cal beneficiaries
prospectively or retrospectively.

The Contractor shall implement mechanisms to assess the capacity of service
delivery for its beneficiaries. This includes monitoring the number, type, and
geographic distribution of mental health services within the Contractor’s delivery
system.

The Contractor shall impléfnént mechanisms to assess the accessibility of services
within its service delivery area. This shall include the assessment of

- responsiveness of the Contractor’s 24 hour toll-free telephone number, timeliness

of scheduling routine appointments, timeliness of services for urgent conditions,
and access to after-hours care.

Practice Guidelines

The Contractor shall comply with 42 C.F.R. § 438.236(b) and Cal. Code Regs., tit. 9, §
1810.326 which requires the adoption of practice guidelines.

A.

- Such guideline shall meet the following requirements:

1) They are based on valid and reliable clinical evidence or a consensus of
health care professionals in the applicable field;

 2) They consider the needs of the beneficiaries;

3) They are adopted in consultation with contracting health -cafe professionals;
and '

4) They are reviewed and updated periodically as appropriate.

Contractor shall disseminate the guidelines to all affected providers and, upon
request, to beneficiaries and potential beneficiaries. -

| Contractor shall take steps to assure that decisions for utilization management,

beneficiary education, coverage of services, and any other areas to which the
guidelines apply shall be consistent with the guidelines.
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The definitions contained in Cal. Code Regs tit. 9, § 1810.100 et. seq. shall apply in this

-contract.

A.

®© m m o

“Beneficiary” means a Medi-Cal recipient who is currently receiving services from

the Contractor. -
"Contractor" means San Francisco Community Behavioral Health Services.

"Covered Specialty Mental Health Services" means mental health services,
medication support services, day treatment intensive, day rehabilitation, crisis
intervention, crisis stabilization, adult residential treatment services, crisis
residential services, psychiatric health facility services, and targeted case
management as described in California’s Medicaid State Plan and as defined in
Cal. Code Regs., tit. 9, § 1810.247, to the extent described in Cal. Code Regs., tit.
9, § 1810.345. Covered Specialty Mental Health Services also include psychiatric
inpatient hospital services as defined in Cal. Code Regs., tit. 9, § 1810.238, and
Early and Periodic Screening, Diagnosis and Treatment (EPSDT) Supplemental
Specialty Mental Health Services as defined in Cal. Code Regs., tit. 9, § 1810.215.
Psychiatric nursing facility services are not included.

"Department" means the California Department of Health Care Serwces (DHCS)
“Director” means the Director of DHCS
"HHS" means the United States Department of Health and Human Service

“PIHP” means Prepaid Inpatient Health Plan as described in 42 C.F.R. § 438.2. A
PIHP is an entity that: ) _

1) Provides medical services to beneﬁcia_ﬁes under contract with the
Department of Health Care Services, and on the basis of prepaid capitation
payments, or other payment arrangement that does not use state plan rates;

2) Provides, arranges for, or otherwise has résponsibility for the provision of
any inpatient hospital or institutional services for its beneficiaries; and

3) Does not have a comprehensive risk contract.

"Subcontract" means an agreement entered into by the Contractor with any of the

following:

1) A provider of specialty mental health services who agrees to furnish covered
- services to beneficiaries.
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Any other organization or person who agrees to perform any administrative
function or service for the Contractor specifically related to securing or
fuffilling the Contractor's obligations to the Department under the terms of
this contract.
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Payment Provisions

This program may be funded using one or more of the following funding sources: funds
distributed to the counties from the Mental Health Subaccount, the Mental Health Equity
Subaccount, and the Vehicle License Collection Account of the Local Revenue Fund,

. funds from the Mental Health Account and the Behavioral Health Subaccount of the Local
Revenue Fund 2011, funds from the Mental Health Services Fund, and any other funds
from which the Controller makes distributions to the counties in compliance with

. applicable statute and regulations including Welf. & Inst. Code §§ 5891, 5892 and
14705(a)(2). These funding sources may be used by the Contractor to pay for services
and then certify as public expenditures in order to be reimbursed federal funds.

Budget Contingency Clause

This provision is a supplement to provision number nine (Federal Contract Funds) in
Exhibit D(F) which is attached hereto as part of this agreement.

A. 7Federa| Budget

If federal funding for FFP reimbursement in relation to this contract is eliminated or
substantially reduced by Congress, the Department and the Contractor each shall
have the option either to cancel this contract or to propose a contract
amendment to address changes to the program required as a-result of the
elimination or reduction of federal funding.

B. D'elayed Federal Funding

Contractor and Department agree to consult with each other on interim measures
for program operation that may be required to maintain adequate services to
beneficiaries in the event that there is likely to be a delay in the availability of
federal funding.

Federal Financial Pafticipation

Nothing in this contract shall fimit the Contractor’s ability to submit claims for appropriate
FFP reimbursement based on actual, total fund expenditures for any covered services or
quality assurance, utilization review, Medi-Cal Administrative Activities and/or
administrative costs. In accordance the Welf. & Inst. Code § 14705(c), the Contractor
shall ensure compliance with all requirements necessary for Medi-Cal reimbursement for
these services and activities. Claims for FFP reimbursement shall be submitted by the
Contractor to the Department for adjudication throughout the fiscal year. Pursuant to the
Welf. & Inst. Code § 14705(d), the Contractor shall certify to the state that it has incurred
public expenditures prior to requesting the reimbursement of federal funds. '

2073



San Francisco Community Behavioral Health Services
Contract Number: 12-89390
Page 2of 6
Exhibit B
Budget Detail and Payment Provisions

4, Cost Reporting

A

The Contractor shall submit a fiscal year-end cost report no later than December
31 following the close of each fiscal year unless that date is extended by the
Department, in accordance with the Welf. & Inst. Code § 14705(c), and/or
guidelines established by the Department. Data submitted shall be full and
complete and the cost report shall be certified by the Contractor's Mental Health
Director and one of the following: (1) the Contractor’s chief financial officer (or
equivalent), (2) an individual who has delegated authority to sign for, and reports
directly to, the Contractor’s chief financial officer, or (3) the Contractor’s auditor-
controller, or equivalent. The cost report shall include both Contractor's costs and

‘the cost of its subcontractors, if any. The cost report shall be completed in

accordance with instructions contained in the Depariment's Cost and Financial
Reporting System Instruction Manual which can be accessed through the
Department’s Information Technology Web Services (ITWS) for the applicable
year, as well as any instructions that are incorporated by reference thereto;
however, to the extent that the Contractor disagrees with such instructions, it may
raise that disagreement in writing with the Department at the time the cost report is
filed, and shall have the right to appeal such disagreement pursuant to procedures
developed under the Welf. & inst. Code § 14171.

In accordance with Welf. & Inst. Code § 5655 , the Department shall provide
technical assistance and consultation to the Contractor regarding the- preparation
and submission of timely cost reports. If the Contractor does not submit the cost
report by the reporting deadline, including any extension period granted by the
Department, the Department, in accordance with Welf.& Inst. Code § 14712(e).
may withhold payments of additional funds untll the cost report that is due has
been submitted.

Upon receipt of an amended cost report, which includes reconciled units of
service, and a certification statement that has been signed by the Contractor's
Mental Health Director and one of the following: 1) the Contractor’s Chief Financial
Officer (or equivalent), (2) an individual who has delegated-authority to sign for,
and reports directly to the Contractor’s Chief Financial Officer, or (3) the county’s
auditor controller, or equivalent, the Department shall preliminarily settle the cost
report. After completing its preliminary settlement, the Department shall so notify
the Contractor if additional FFP is due to the Contractor. The Department shall
submit a claim to the federal government for the related FFP within 30 days
contingent upon sufficient budget authority. If funds are due to the State, the
Department shall invoice the Contractor and the Contractor shall return the
overpayment to the Department.

5. Audits and Recovery of Overpayments

A.

Pursuant to Welf. & Inst. Code § 14707, in the case of federal audit exceptions, the
Department will follow federal audit appeal processes unless the Department, in
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consultation with the California Mental Health Director’s Association, determines
that those appeals are not cost beneficial.

1) Whenever there is a final federal audit exception against the State resulting
from a claim for federal funds for an expenditure by individual counties that

is not federally allowable, the department may offset federal reimbursement
and request the Controller’s office to offset the distribution of funds to the
Contractor from the Mental Health Subaccount, the Mental Health Equity
Subaccount and the Vehicle License Collection Account of the Local
Revenue Fund; funds from the Mental Health Account and the Behavioral
Health Subaccount of the Local Revenue Fund 2011; and any other mental
health realignment funds from which the Controller makes distributions to
the counties by the amount of the exception. The Department shall provide
evidence to the Controller that the county had been notified of the amount of
the audit exception no less than 30 days before the offset is to occur.

2) The Department will involve the Contractor in developing responses to any -
draft federal audit reports that directly impact the county.

Pursuant to Welf. & Inst. Code § 14718(b)(2), the Department may offset the
amount of any federal disaliowarice, audit exception, or overpayment against
subsequent claims from the Contractor. :

1) The Departmen’rmé-y ‘offset the amount of any state disallowance, audit
' exception, or overpayment for fiscal years through and including 2010-11
against subsequent claims from the Contractor.

2) Offsets may be done at any time, after the department has invoiced or .
otherwise notified the Contractor about the audit exception, disallowance, or
overpayment. The Department shall determine the amount that may be
withheld from each payment to the mental health plan. '

3) The maximum withheld amount shall be 25 percent of each payment as
long as the Department is able to comply with the federal requirements for
repayment of FFP pursuant 42 United States Code (U.S.C.) §1396b(d)(2)).
The Department may increase the maximum amount when necessary for
compliance with federal laws and regulations. -

Pursuant to the Welf. & Inst. Code § 14170 , cost reports submitted to the
Department are subject to audit in the manner and form prescribed by the
Department. The year-end cost report shall include both Contractor's costs and -
the costs of its subcontractors, if any. Contractor and its subcontractors shall be
subject to audits and/or reviews, including client record reviews, by the
Department. In accordance with the Welf. & Inst. Code § 14170 , any audit of
Contractor’s cost report shall occur within three years of the date of receipt by the
Department of the final cost report with signed certification by the Contractor's
Mental Health Director and one of the followmg (1) the Contractor's Chlef
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Financial Officer (or equivalent), (2) an individual who has delegated authority to
sign for, and reports directly to the Contractor’s Chief Financial Officer, or (3) the
county auditor controller, or equivalent. Both signatures are required before the
cost report shall be considered final. For purposes of this section, the cost report
shall be considered audited once the Department has informed the Contractor of
its intent to disallow costs on the cost report, or once the Department has informed
the Contractor of its intent to close the audit without disallowances.

If the adjustments result in the Department owing FFP to the Contractor, the
Department shall submit a claim to the federal government for the related FFP
within 30 days contingent upon sufficient budget authority.

6. Claims Adjudication Process

A.

In accordance with the Welf. & Inst. Code §14705(c), claims for federal funds in
reimbursement for services shall comply with ellglblllty and service requirements
under applicable federal and state law. :

The Contractor shall certify each claim submitted to the Department in accordance
with Cal. Code Regs., tit. 9, § 1840.112 and 42 C.F.R. § 433.51, at the time the
claims are submitted to the Department. The Contractor's Chief Financiai Officer -
or his or her equivalent, or an individual with authority delegated by the county
auditor-controller, shail sign the certification, declaring, under penalty of perjury,
that the Contractor has incurred an expenditure to cover the services included in
the claims to satisfy the requirements for FFP. The Contractor's Mental Health
Director or an individual with authority delegated by the Mental Health Director
shall sign the certification, declaring, under penalty of perjury that, to the best of his
or her knowledge and belief; the claim is in all respects true, correct, and in
accordance with the law and meets the requirements of Cal. Code Regs., tit. 9, §
1840.112(b). The Contractor shall have mechanisms that support the Mental
Health Director's certification, including the certification that the services for which -
claims were submitted were actually provided to the beneficiary. [f the Department
requires additional information from the Contractor that will be used to establish
Department payments to the Contractor, the Contractor shall certify that the
additional information provided is in accordance with 42 C.F.R. § 438.604.

Claims not meeting federal and/or state requirements shall be returned to

~ Contractor as not approved for payment, along with a reason for denial. Claims -

meeting all Health Insurance Portability and Accountability Act (HIPAA) transaction
requirements and any other applicable federal or state privacy laws or regulations
and certified by the Contractor in accordance with Cal. Code Regs., fit. 9, §
1840.112, shall be processed for adjudication.

Good cause justification for late claim submission is governed by applicable federal
and state laws and regulations and is subject to approval by the Department.
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In the event that the Department or the Contractor determines that changes
requiring a change-in the Contractor’s or Department’s obligation must be made
relating to either the Department’s or the Contractor’s claims submission and

“adjudication systems due to federal or state law changes or business

requirements, both the Department and the Contractor agree to provide notice to
the other party as soon as practicable prior to implementation. This notice shall
include information and comments regarding the anticipated requirements and
impacts of the projected changes. The Department and the Contractor agree to
meet and discuss the design, development and costs of the anticipated changes -
prior to lmplementatlon

The Contractor shall comply with Cal. Code Regs., tit. 9, § 1840.304, when
submitting claims for FFP for services billed by individual or group providers. The
Contractor shall submit service codes from the Health Care Procedure Coding
System (HCPCS) pubhshed in the mosl current Mental Health Medi-Cal bllllng
manual.

7. Payment Data Certification

Contractor shall certify the data it provides to the Department to be used in determining ‘
- payment of FFP to the Contractor, in accordance with 42 C.F.R. §§ 438.604 and
438.606.

8. System Changes

In the event changes in federal or state law or regulations, including court decisions and
interpretations, necessitate a change in either the fiscal or program obligations or
operations of the Contractor or the Department, or a change in obligation for the cost of
providing covered services the Department and the Contractor agree to negotiate,
pursuant to the Welf. & Inst. Code § 14714(c) regarding (a) changes required to remain
in compliance with the new law or changes in existing obligations, (b) projected
programmatic and fiscal impacts, (c) necessary contract amendments. To the extent
that contract amendments are necessary, the parties agree to act to ensure appropriate
amendments are made to accommodate any changes required by law or regulation.

9. Administraﬁve Reimbursement

A

The Contractor may submit claims for reimbursement of Medical Administrative
Activities (MAA) pursuant to Welf. & Inst. Code § 14132.47. The Contractor shall
not submit claims for MAA unless it has submitted a claiming plan to the
Department which was approved by the Department and is effective during the
quarter in which the costs being claimed were incurred. In addition, the Contractor
shall not submit claims for reimbursements of MAA that are not consistent with the
Contractor’'s approved MAA claiming plan. The Contractor shall not use the relative
value methodology to report its MAA costs on the year-end cost report. Rather,
the Contractor shall calculate and report MAA units on the cost report by
multiplying the amount of time (minutes, hours, etc.) spent on MAA activities by the
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salary plus benefits of the staff performing the activity and then allocating indirect
administrative and other appropriately allocated costs.

B. Pursuant to the Welf. & Inst. Code § 14711(c), administrative costs shall be

' claimed separately in a manner consistent with federal Medicaid requirements and
the approved Medicaid state plans and waivers and shall be limited to 15 percent
of the total actual cost of direct client services. The cost of performing quality
assurance and utilization review activities shall be reimbursed separately and shall
not be included in administrative costs. ’ -

Notification of Request for Contract Amendment
In addition to the provisions in Exhibit E, Additionél Provisions, both parties agree to

notify the other party whenever an amendment to this contract is to be requested so that
informal discussion and consultation can occur prior to a formal amendment process.
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Amendment Process

Should either party, during the term of this Agreement, desire a change or amendmentto
the terms of this Agreement, such changes or amendments shall be proposed in writing to
the other party, who will respond in writing as to whether the proposed
changes/amendments are accepted or rejected. If accepted and after negotiations are
concluded, the agreed upon changes shall be made through the State's official
agreement amendment process. No amendment will be considered binding on either
party until it is formally approved by the both parties and the Department of General
Services (DGS), if DGS approval is required.

Cancellation/Termination _

A.

General Provisions

1)

2)

3)

.4)

As required by Welf. & Inst. Code § 14712, if the Contractor decides not to
contract with the Department, does not renew its contract, or is unable to
meet the standards set by the Department the Contractor agrees to mform
the Department of this decision in writing.

If the Contractor is unwilling to contract for the delivery of specialty mental
health services or if the Department or Contractor determines that the

Contractor is unable to adequately provide specialty mental health services

or that the Contractor does not meet the standards the Department deems
necessary for a mental health plan, the Department shall ensure that
specialty mental health services are provided to Medi-Cal beneficiaries.

The Department may contract with qualifying individual counties, counties
acting jointly, or other qualified entities approved by the Department for the-
delivery of specialty mental health services in any county that is unable or -
unwilling to contract with the Department. The Contractor may not '
subsequently contract to provide specialty mental health services unless the
Department elects to contract with the Contractor.

If the Contractor does not contract wnth the Department to provide specialty
mental health services, the Department will work with the Department of
Finance and the Controller to obtain funds from the Contractor in
accordance with Government (Govt.) Code 30027.10.

Contract Renewal

1)

Pursuant to Welf. & Inst. Code § 14714(b), this contract may be tenewed if

the Contractor continues to meet the statutory and regulatory requirements
governing this contract, as well as the terms and conditions of this contract.
Failure to meet these requirements shall be cause for nonrenewal of the
contract. The Department may base the decision to renew on timely
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completion of a mutually agreed-upon plan of correction of any deficiencies, |
submissions of required information in a timely manner, and/or other
conditions of the contract. ' : :

2) In the event the contract is not renewed based on the reasons specified in
(1), the Department will notify the Department of Finance, the fiscal and
policy committees of the Legislature, and the Controller of the amounts to
be sequestered from the Mental Health Subaccount, the Mental Health
Equity Account, and the Vehicle License Fee Collection Account of the
Local Revenue Fund and the Mental Health Account and the Behavioral
Health Subaccount of the Local Revenue Fund 2011, and the
Controller will sequester those funds in the Behavioral Health
Subaccount pursuant to Govt. Code § 30027.10. Upon this sequestration,
the Department will use the funds in accordance with Govt. Code §
30027.10 ' '

Co‘ntract Amendment Negotiations

Should either party during the life of this contract desire a change in this contract,
such-change shall be proposed in-writing to the other party. The other party shall
acknowledge receipt of the proposal in-writing within 10 days and shall have 60
days (or such different period as the parties mutually may set) after receipt of
such proposal to review and consider the proposal, tc consult and negotiate

with the proposing party, and to-acceptor reject the proposal. Acceptance or
rejection may be made orally within the 60-day period, and shall be confirmed

in writing within five days thereafter. The party proposing any such change shall
have the right to withdraw the proposal at any time prior to acceptance or rejection
by the other party. Any such proposal shall set forth a detailed explanation of
the reason and basis for the proposed change, a complete statement of costs
and benefits of the proposed change and the text of the desired amendment to
this contract that would provide for the change. Ifthe proposal is accepted, this
contract shall be amended to provide for the change mutually agreed to by

the parties on the condition that the amendment is approved by the Department
of General Services, if necessary. '

Contract Termination

The Department or-the Contractor may terminate thié contract in accordance with
Cal. Code Regs., tit. 9, § 1810.323.

1) DHCS reserves the right to cancel or terminate this Agreement immediately
for cause.

2) The term “for cause” shall mean that the Contractor fails to meet the terms,
conditions, and/or responsibilities of this Agreement. '
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Agreement termination or cancellation shall be effective as of the date
indicated in DHCS’ notification to the Contractor. The nofice shall |dent|fy
any final performance, invoicing or payment reqmrements

Upon receipt of a notice of termination or cancellation, the Contractor shall
take immediate steps to stop performance and to cancel, or if cancelation is
not possible reduce, subsequent agreement costs.

In the event of early termination or cancellation, the Contractor shall be
entitled to payment for all allowable costs authorized under this Agreement
and incurred up to the date of termination.or cancellation, including
authorized non-cancelable obligations, provided such expenses do not

exceed the stated maximum amounts payable.

Pursuant to the Welf. & Inst. Code § 14714(d), the Department will
immediately terminate a contract when the director finds that there is an
immediate threat to the health and safety of Medi-Cal beneficiaries.
Termination of the contract for other reasons will be subject to reasonable
notice to the Contractor of the Department's lntent to terminate, as well as
netification to affected beneficiaries.

Termination of Obligations

13\
1]

2)

All obligations to provide covered services under this contract shall
automatically terminate on the effective date of any termination of this
contract. The Contractor shall be responsible for providing covered services
to beneficiaries until the termination or expiration of the contract and shall
remain liable for the processing and payment of invoices and statements for
covered services provided to beneficiaries prior to such expiration or
termination.

When Contractor terminates a subcontract with a provider, Contractor shall
make a good faith effort to provide notice of this termination, within 15 days,
to the persons that Contractor, based on available information, determines
have recently been receiving services from that provider.

Contract Disputes

" Should a dispute arise between the Contractor and the Department relating to
performance under this contract, other than disputes governed by a dispute
resolution process in Chapter 11 of Division 1, Cal. Code Regs., tit. 9, or the
processes governing the audit appeals process in Chapter 9 of Division 1, Cal.
Code Regs., tit. 9 the Contractor shall follow the Dlspute Resolution Process
outlined in provision number 15 of Exhibit D(F) which is attached hereto as part of
this agreement.
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Fulfillment of Obligation

No covenant, condition, duty, obligation, or undertaking continued or made a part of this
contract shall be waived except by written agreement of the parties hereto, and
forbearance or indulgence in any other form or manner by either party in any regard
whatsoever will not constitute a waiver of the covenant, condition, duty, obligation, or
undertaking to be kept, performed or discharged by the party to which the same may
apply. Until performance or satisfaction of all covenants, conditions, duties, obligations,
and undertakings is complete, the other party shall have the right to invoke any remedy
available under this contract, or under law, notwithstanding such forbearance or
“indulgence. o '

Additional Provisions

A Inspection Rights

The Contractor shall allow the Department, DHCS, HHS, the Comptroller General
of the United States, and other authorized federal and state agencies, or their
duly authorized representatives, to inspect or otherwise evaluate the quality,
appropriateness, and timeliness of services performed under this contract, and o
inspect, evaluate, and audit any and all books, records, and facilities ‘maintained
by the Contractor and its subcontractors pertaining to such services at any time
during normal business hours. Books and records include, but are rot limited to,
all physical records originated or prepared pursuant to the performance under this
contract including working papers, reports, financial records and books of account,
beneficiary records, prescription files, subcontracts, and any other documentation
pertaining to covered services and other related services for beneficiaries.

Upon request, at any time during the period of this contract, the Contractor

shall furnish any such record, or copy thereof, to the Department, DHCS, or

HHS. Authorized agencies shall maintain the confidentiality of such books

and records in accordance with applicable laws and regulations.

B. Notices

Unless otherwise specified in this contract, all notices to be given under this
contract shall be in writing and shall be deemed to have been given when mailed,
to the Department or the Contractor at the following addresses, unless the contract
explicitly requires notice to another individual or organizational unit:

Department of Health Care Services San Francisco Community BehaVIoraI

Mental Health Services Division Health Services
~ 1500 Capitol Avenue, MS 2702 1380 Howard Street, Fifth Floor
P.O. Box 997413 San Francisco, CA 94103

Sacramento, CA 95899- 7413

C. Nondiscrimination
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Consistent with the requirements of applicable federal law such as 42
C.F.R. §§ 438.6(d)(3) and (4) or state law, the Contractor shall not engage

* in any unlawful discriminatory practices in the admission of beneficiaries,

assignments of accommodations, treatment, evaluation, employment of
personnel, or in any other respect on the basis of race, color, gender,
religion, marital status, national origin, age, sexual preference or mental or
physical handicap. The Contractor will not discriminate against
beneficiaries on the basis of health status or need for health care services,
pursuant to 42 C.F.R. § 438.6(d)(3).

The Contractor shall comply with the provisions of Section 504 of the
Rehabilitation Act of 1973, as amended, pertaining to the prohibition of
discrimination against qualified handicapped persons in all federally
assisted programs or acfivities, as detailed in regulations signed by the -

" Secretary of Health and Human Services, effective June 2, 1977, and found
“in the Federal Register, Volume 42, No. 86, dated May 4, 1977. .

The Contractor shall include the nondiscrimination and compliance
provisions of this contract in all subcontracts to perform work under this

contract.

Notwithstanding other provisions of this section, the Contractor may require
a determination of medical necessity pursuant to Cal. Code Regs., tit. 9, §§
1820:205, 1830.205 and/or 1830.210, pricr to providing covered services to
a beneficiary. _ -

Patients’ Rights

1)

2)

The parties to this contract shall comply with applicable laws and
regulations relating to patients” rights, inciuding but not limited to Welfare :
and Institutions Code 5325, Cal. Code Regs., tit. 9, §§ 860 through 868, and
42 C.F.R. § 438.100. The Contractor shall ensure that its subcontractors
comply with these provisions.

Pursuant to 42 C.F.R. § 438.100, the Contractor shall have written policies
regarding the beneficiary rights specified in this section and ensure that its
staff and subcontract providers take those rights into account when
providing services, including the right to:

a) Receive information in accordance with 42 C.F.R. § 438.10.

b) Be treated with respect and with due conSIderatlon for his or her
dignity and privacy.

c) Receive information on available treatment options and alternatives,

presented in a manner appropriate to the beneficiary's condition and
ability to understand.
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d) Participaté in decisions regarding his or her health care, including the
right to refuse treatment.

e) Be free from any form of restraint or seclusion used as a means of
coercion, discipline, convenience, or retaliation. '

f) Request and receive a copy of h|s or her medical records, and to
request that they be amended or corrected, as specified in 45 C.F.R.

§§ 164.524 and 164.526.

a) To be furnished services in accordance with 42 C.F.R. §§ 438.206
through 438.210. : _

h) To freely exercise his-or her rights, and the exércise of those rights
will not adversely affect the way the Contractor and its providers or
the Department treat the beneficiary.

Relationship of the Parties

The Department and the Contractor are, and shall at all times be deemed to be,
independent agencies. Each party to this contract shall be wholly responsible for '
‘the manner in which it performs the obligations and services required of it by the
terms of this contract. Nothing herein contained shall be construed as creating the
relationship of employer and employee, or principal and agent, between the parties
or any of their agents or employees. Each party assumes exclusively the
responsibility for the acts of its employees or agents as they relate to the services
to be provided during the course and scope of their employment. The

Department and its agents and employees shall not be entitled to any rights

or privileges of the Contractor’s employees and shall not be considered in.any
manner to be Contractor employees. The Contractor and its agents and
employees, shall not be entitled to any rights or privileges of state employees and
shall not be considered in any manner to be state employees. '

Waiver of Default

Walver of any default shall not be deemed to be a waiver of any subsequent
default. Waiver of breach of any provision of this agreement shall not be deemed
to be a waiver of any other or subsequent breach, and shall not be construed to
be a modification of the terms of this contract.

Duties of the State

In discharging its obligations under this contract; and in addition to the obligations set
forth in other parts of this contract, the Department shall perform the following duties:

Payment for Services
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The Department shall make the appropriate payments set forth in Exhibit B and
take all available steps to secure and pay FFP to the Contractor, once the
Department receives FFP, for claims submitted by the Contractor. The :
Department shall notify Contractor and allow Contractor an opportunity to comment
to the Department when questions are posed by CMS, or when there is a federal
deferral, withholding, or disallowance with respect to claims made by the
Contractor.

Reviews

The Department shall conduct reviews of access to and quality of care in
‘Contractor’s county at least once every three years and issue reports to the
Contractor detailing findings, recommendations, and corrective action, as
appropriate, pursuant to Cal. Code Regs., tit. 9, §§ 1810.380 and 1810.385. The
Department shall also arrange for an annual external quality review of the
Contractor as required by 42 C.F.R. § 438.204(d) and Cal. Code Regs., tit. 9, §
1810.380(a)(7 )

Monitoring for Compliance

The Department shall monitor the Contractor’s operations for compliance with the
provisions of this contract, and applicable federal and state law and regulations.
Such monitoring activities shall include, but not be iimited to, inspection and
auditing of Contractor facilities, management systems and procedures, and books
and records, as the Department deems appropriate, at any time during the
Contractor's or facility's normal business hours. When monitoring activities identify
areas of non-compliance, the Department shall issue reports to the Contractor
detailing findings, recommendations, and corrective action. Failure to comply with
required corrective action could lead to.civil penalties, -as appropriate, pursuant to-
Cal. Code Regs., tit. 9, §§ 1810.380 and 1810.385.

The Department shall review and either approve, disapprove, or request additional
“information for each Implementation Plan as defined in Cal. Code Regs., tit. 9, §§
1810.221 and 1810.310 . Notices of Approval, Notices of Disapproval and

requests for additional information shall be forwarded to the Contractor within 60
days of the receipt of the Implementation Plan. A Contractor shall submit

proposed changes to its approved Implementation Plan in writing to the
Department for review. A Contractor shall submit proposed changes in the

policies, processes or procedures that would modify the Contractor’s current
Implementation Plan prior to implementing the proposed changes (See Cal. Code
Regs., tit. 9, § 1810.310 (b) (c)). '

The Department shall act promptly to review the Contractor's Cultural Competence
Plan submitted pursuant to Cal. Code Regs., tit. 9, § 1810.410. The Department
shall provide a Notice of Approval or a Notice of Disapproval, including the reasons
for the disapproval, to the Contractor within 60 calendar days after receipt of the
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plan from the Contractor. If the Department fails to provide a Notice of Approval or
Disapproval, the Contractor may implement the plan 60 calendar days from its
submission to the Department. :

Certificatibn of Organizational Provider Sites Owned or Operated by the Contractor

1)

2).

3)

4)

The Department shall certify the organizational provider sites that are
owned, leased or operated by the Contractor, in accordance with Cal. Code
Regs., tit. 9, § 1810.435, and the requirements specified in Exhibit B, -
Section 4 of this contract. This certification shall be performed prior to the
date on which the Contractor begins to deliver services under this contract
at these sites and once every three years after that date, unless the ’
Department determines an earlier date is necessary. The on-site review
required by Cal. Code Regs., tit. 9, § 1810.435(e), shall be conducted of any
site owned, leased, or operated by the Contractor and used for to deliver
covered services to beneficiaries, except that on-site review is not required
for public school or satellite sites.

The Department may allow the Contractor to begih delivering covered
services to beneficiaries at a site subject to on-site review by the

Department prior to the date of the on-site review, provided the site is

operational and has any required fire clearances. The earliest date the
Contractor may begin delivering covered services at a site subject to on site
review by the Department is the date the Contractor requested certification
of the site in accordance with procedures established by the Department,
the date the site was operational, or the date a required fire clearance was
obtained, whichever date is latest.

The Department may allow the Contractor to continue delivering covered
services to beneficiaries at a site subject to on-site review by the
Department as part of the recertification process prior to the date of the on-
site review, provided the site is operational and has all required fire
clearances. '

‘Nothing in this section preéludes the Department from establishing

procedures for issuance of separate provider identification numbers for each

~ of the organizational provider sites operated by the Contractor to facilitate

the claiming of FFP by the Contractor and the Department's tracking of that

» information. _

Distribution of Informing Materials -

The Department shall provide annual notice to all beneficiaries in accordance with
42 C.F.R.§ 438.10(f)(2), and Cal. Code Regs., tit. 9, § 1810.360(c).

Sanctions
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The Department shall conduct oversight and impose sanctions on the Contactor for
violations of the terms of this contract, and applicable federal and state law and
regulations, in accordance with Welf. & Inst. Code § 14712(e) and Cal. Code

. Regs., tit. 9, §§ 1810.380 and 1810.385.

Notification

The Department shall notify beneficiaries of their Medi-Cal specialty mental health
benefits and options available upon termination or expiration of this contract.

Performance Measurement

The Department shall measure the Contractor's performance based on Medi-Cal
approved claims and other data available to the Department using standard
measures established by the Department in consultation with stakeholders.

6.  State and Federal Law Governing this Contract

Contractor agrees to comply with all applicable federal and state law, including the
applicable sections of the state plan and waiver, particularly the statutes and
regulations incorporated by reference below, in its provision of services as the

Mental Health Plan. The Department will notify Contractor of any changes to these

statutes and regulations. Contractor agrees to comply with any changes to these

- statutes and regulations that may occur during the contract period and any new °

applicable statutes or regulations, but either the Department or Contractor may
request consultation and discussion of new or changed statutes or regulations,
including whether contract amendments may be necessary.

Pursuant to Welf. & Inst. Code § 14704, a regulation or order concerning Medi-Cal
specialty mental health services adopted by the State Department of Mental Health
pursuant to Division 5 (commencing with Section 5000), as in effect preceding the
effective date of this section, shall remain in effect and shall be fully ehforceable,
unless and until the readoption, amendment, or repeal of the regulation or order by
DHCS, or until it expires by its own terms.

Specifically, the following federal law applies to this contract:

1) Title 42 United States Code to the extent that these requnrements are
applicable

2) 42 C.F.R. to the extent that these requirements are applicable;

3) 42 C.F.R. § 438 —Managed Care limited to those prowsmns that apply to.

Prepaid Inpatient Health Plans (PIHP);

4) 45 C.F.R. §§ 160 and 164to the extent that these requirements are
applicable;
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5) Title VI of the Civil Rights Act of 1964;

6) Tit>le IX of the Education Amendments of 1972;

7) Age Discrimination Act of 1975;

8) Rehabilitation Act of 1973;

9)  Titles Il and Ill of the Americans with Disabilities Act;

10)  Deficit Reduction Act of 2005;

11)  Balanced Budget Act of 1997.

12)  The Contractor shall comply with the provisions of the Copeland Anti-
Kickback Act, which requires that all contracts and subcontracts in excess of
$2000 for construction or repair awarded by the Contractor and its
subcontractors shall include a prov13|on for compliance with the Copeland
Anti-Kickback Act. .

13) The Contréctor shall comply with the provisions of the Davis-Bacon Act, as
amended, which provides that, when required by Federal Medicaid program
legislation, all construction contracts awarded by the Contractor and its
subcontractors of more than $2,000 shall include a provision for compliance
with the Davis-Bacon Act as supplemented by Department of Labor
regulations.

14)  The Contractor shall comply with the provisions of the Contract Work Hours
and Safety Standards Act, as applicable, which requires that all _
subcontracts awarded by the Contractor in excess of $2,000 for construction
and in excess of $2,500 for other subcontracts that involve the employment
of mechanics or laborers shall include a provision for compliance with the
Contract Work Hours and Safety Standards Act.

State Law:

1) Division 5, Welf. &-lnét. Code, to the extent that these requirements are
applicable to the services and functions set forth in this contract

2) Welf. & Inst. Code §§ 5779-5782

3) Welf. & Inst. Code §§ 14680-14685.1

4)  Welf. & Inst. Code §§ 14700-14726
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Chapter 7, Division 9, Welf. & Inst. Code, to the extent that these
requirements are applicable to the services and functions set forth in this
contract

Cal. Code Regs., tit. 9, § 1810.100 et. seq — Medi-Cal Specialty Mental
Health Services

Cal. Code Regs., tit. 22, §§ 50951 and 50953

Cal. Code Regs., tit. 22, §§ 51014.1 and 51014.2
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Privacy and Information Security Provisions =~

Exhibit F is intended to protect the privacy and security of specified Department
information that Contractor may access, receive, or transmit under this Agreement. The
Department information covered under this Exhibit F consists of: (1) Protected Health
Information (PHI) as defined under the Health Insurance Portability and Accountability Act
of 1996, Public Law 104-191 (“HIPAA”)(PHI): and (2) Personal Information (PI) as defined
under the California Information Practices Act (CIPA), at California Civil Code § 1798.3.
Personal Information may include data provided to the Department by the Social Security
‘Administration.

Exhibit F consists of the following parts:

A

Part I, HIPAA Business Associate Addendum, which provides fbr the privacy and
security of PHL. ' : '

Part i, which provides for the privacy and security of Pl in accordance with

specified provisions of the IEA and the Computer Matching and Privacy Protection

Act Agreement between the Social Security Administration and the California -~ -~

Health and Human Services Agency (Computer Agreement) to the extent
Contractor access, receives, or transmits Pl under these Agreements. Exhibit F,
Part I, further provides for the privacy and security of Pl as defined under Civil
Code §§ 1798.3(a) and 1798.29. These terms of the California Information

- Practices Act (CIPA) are included here because they do not apply to counties

directly, and the statute requires the Department to contractually extend these
CIPA terms fo contractors if they use the Department’s Pl to accomplish a function
for the Department. ' '

Part I1l, Miscellaneous Provision, sets forth additional terms ‘and conditions that
extend to the provisions of Exhibit F.in its entirety.
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Part I: HIPAA Business Associate Addendum

1. Recitals

A.

A business associate relationship under the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (*HIPAA”), the Health Informatlon
Technology for Economic and Clinical Health Act, Public Law -

111-005 ('the HITECH Act"), 42 U.S.C. § 17921 et seq., and their

implementing privacy and security regulations at 45 C.F.R. Parts 160 and

164 (“the HIPAA regulations”) between Department and Contractor arises only to
the extent that Contractor performs functions or activities on behalf of the
Department pursuant to this Agreement that are described in the definition of
“business associate”in 45 C.F.R. § 160.103, including but not limited to utilization
review, quality assurance, or benefit management.

The Department wishes to disclose to Contractor certain information pursuant to
the terms of this Agreement, some of which may constitute Protected Health
Information (“PHI”), including protected health information in electronic media
(“ePHI”), under federal law, to be used or disclosed in the course of providing
services and activities as set forth in Section 1.A. of Exhibit F, Part | of this

' Agreement This information is hereafter referred to as “Department PH!”.

To the-exient Contracto.r performs the services, functions and activities on behalf of
Department as set forth in Section 1.A. of Exhibit F, Part | of this Agreement,
Contractor is the Business Associate of the Department acting on the

Department's behalf and provides services, arranges, performs.or assists in the
performance of functions or activities on behalf of the Department and creates,
receives, maintains, transmits, uses or discloses PHI and ePHI in the provision of
such services or in the performance of such functions or activities. The Department
and Contractor are each a party to this Agreement and are collectlvely referred to
as the ' parfres

The purpose of this Part | is to protect the privacy and security of the PHI and ePHI -
that may be created, received, maintained, transmitted, used or disclosed pursuant
to this Agreement, and to comply with certain standards and requirements of
HIPAA, the HITECH Act and the HIPAA regulations, including, but not limited to,

the requirement that the Department must enter into a contract containing specific
requirements with Contractor prior to the disclosure of PHI to Contractor, as set

- forth in 45 C.F.R. Parts 160.and 164 and the HITECH Act.

The terms used in this Part I, but not otherwise defined, shall have the same

“meanings as those terms have in the HIPAA regulations. Any reference to

statutory or regulatory Ianguage shall be to such language as in effect or as
amended.
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Definitions

A.

m

Breach shall have the meaning given to such term under HIPAA, the HITECH Act,
and the HIPAA regulations.

Business Associate shall have the meaning given to such term under
HIPAA, the HITECH Act, and the HIPAA regulations.

Covered Entity shall have the meaning given to such term under HIPAA, the
HITECH Act, and the HIPAA regulations. : ‘ o

Department PHI shall mean Protected Health Information or Electronic Protected
Health Information, as defined below, accessed by Contractor in a database
maintained by the Department, received by Contractor from the Department or
acquired or created by Contractor in connection with performing the functions,
activities and services on behalf of the Department as specified in Section 1.A. of
Exhibit F, Part | of this Agreement. The terms PHI as used in this document shall
mean Department PHI. :

Electronic Health Records hall have the meaning given to such term in the
HITECH Act, including, but not limited to, 42 U.S.C. § 17921 and implementing
regulations. o

Elecfronic Protected Health Information (ePHI) means individually identifiable
health information transmitted by electronic media or maintained in eiectronic
media, including but not limited to electronic media as set forth under 45 C.F.R.
§ 160.103.

Individually ldentifiable Health Information means health information, including
demographic information collected from an individual, that is created or received by
a health care provider, health plan, employer or health care clearinghouse, and '
relates to the past, present or future physical or mental health or condition of an
individual, the provision of health care to an individual, or the past, present, or
future payment for the provision of health care to an individual, that identifies the
individual or where there is a reasonable basis to believe the information can be
used to identify the individual, as set forth under 45 C.F.R. § 160.103.

Privacy Rule shall mean the HIPAA Regulations that are found at'45 C.F.R. Parts

' 160 and 164, Subparts A and E.

Protected Health Information (PHI). means individually identifiable health
information that is transmitted by electronic media, maintained in electronic media,
or is.transmitted or maintained in any other form or

medium, as set forth under 45 C.F.R. § 160.103 and as defined under

HIPAA. :
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Required by law, as set forth under 45 C.F.R. § 164.103, means a mandate
contained in law that compels an entity to make a use or disclosure of PHI that is
enforceable in a court of law. This includes, but is not limited to, court orders and
court-ordered warrants, subpoenas or summorns issued by a court, grand jury, a
governmental or tribal inspector general, or an administrative body authorized to
require the production of information, and a civil or an authorized investigative
demand. It also includes Medicare conditions of participation with respect to heaith
care providers participating in the program, and statutes or regulations that require
the production of information, including statutes or regulations that require such
information if payment is sought under a government program provndlng public
benefits.

Secretary means the Secretary of the U.S. Department of Health and

Human Services ("HHS") or the Secretary's designee.

Security Incident means the attempted or successful unauthorized access, use,

~ disclosure, modification, or destruction of Department PHI, or confidential data

utilized by Contractor to perform the services, functions and activities on behalf of
Department as set forth in Section 1.A. of Exhibit F, Part | of this Agreement; or

~ interference with system operations in an information system that processes,

maintains or stores Department PHI.

Security Rule shall mean the HIPAA regulations Lhat are found at 45 C.F.R. Paris
160 and 164.

Unsecured PHI shall have the meaning given to such term under the HITECH Act,
42 U.S.C. § 17932(h), any guidance issued by the Secretary pursuant to such Act
and the HIPAA regulations.

Terms of Agreement

Permitted Uses and Disclosures of Department PHI by Contractor. Except as
otherwise indicated in this Exhibit F, Part |, Contractor may use or disclose
Department PHI only to perform functions, activities or services specified in
Section 1.A of Exhibit F, Part | of this Agreement, for, or on behalf of the
Department, provided that such use or disclosure would not violate the HIPAA
regulations, if done by the Department. Any such use or disclosure, if not for
purposes of treatment activities of a health care provider as defined by the Privacy
Rule, must, to the extent practicable, be limited to the limited data set, as defined
in 45 C.F.R. § 164.514(e)(2), or, if needed, to the minimum necessary to
accomplish the intended purpose of such use or disclosure, in compliance with the
HITECH Act and any guidance lssued pursuant to such Act, and the HIPAA
regulations.

Specific Use and Disclosure Provisions. Except as otherwise indicated in this
Exhibit F, Part [, Contractor may: -
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Use and disclose for management and administration. Use and disclose
Department PHI for the proper management and administration of the
Contractor’s business, provided that such disclosures are required by law,

or the Contractor obtains reasonable assurances from the person to whom
the information is disclosed that it will remain confidential and will be used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the person, and the person notifies the Contractor of any
instances of which it is aware that the confidentiality of the information has

been breached

Provision of Data Aggregation Services. Use Department PHI to provide
data aggregation services to the Department to the extent requested by the
Department and agreed to by Contractor. Data aggregation means the
combining of PHI created or received by the Contractor, as the Business
Associate, on behalf of the Department with PHI received by the Business
Associate in its capacity as the Business Associate of another covered
entity, to. permit data analyses that relate to the health care operations of the

Department.

Prohibited Uses andDisclosUres

1)

2)

Contractor shall not disclose Department PHI about an individual to a health
plan for payment or health care operations purposes if the Department PHI
pertains solely fo a healthcare item or service for which the health care
provider involved has been paid out of pocket in full and the individual

‘requests such restriction, in accordance with 42 U.S.C. §§ 17935(a) and 45

C.F.R. § 164.522(a).

Contractor shall not directly or indirectly receive remuneratlon in exchange

~ for Department PHI, except with the prior written consent of the

Department and as permitted by 42 U.S.C. § 17935(d)(2).

- Responsibilities of Contractor

Contractor agrees:

1)

2)

Nondisclosure. Not to use or disclose Department PHI other than as
permitted or required by this Agreement or as required by law.

Compliance with the HIPAA Security Rule. To implement administrative,
physical, and technical safeguards that reasonably and appropriately protect
the confidentiality, integrity, and availability of the Department PHI, including
electronic PHI, that it creates, receives, maintains, uses or transmits on
behalf of the Department, in compliance with 45 C.F.R. §§ 164.308, 164.310
and 164.312, and to prevent use or disclosure of Department PHI other than
as provided for by this Agreement. Contractor shall implement reasonable
and appropriate policies and procedures to comply with the standards,
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implementation specifications and other requirements of 45 C.F.R. § 164,
subpart C, in compliance with 45 C.F.R. § 164.316. Contractor shall develop
and maintain a written information privacy and security program that
includes administrative, technical and physical safeguards appropriate to
the size and complexity of the Contractor’s operations and the nature and

scope of its activities, and which incorporates the requirements of section 3,

Security, below. Contractor will provide the Department with lts current and
updated policies upon request.

Security. Contractor shall take any and all steps necessary to ensure the
continuous security of all computerized data systems containing PHI and/or
PI, and to protect paper documents containing PHI and/or PI. These steps
shall include, at a minimum:

a) Complying with all of the data system security precautions Iisfed in
Attachment A, Business Associate Data Security Requirements;

b) Achieving and maintaining compliance with the HIF5AA SecLIrity Rule
(45 C.F.R. Parts 160 and 164), as necessary in conducting '
operations on behalf of DHCS under this Agreement; and

c) Providing a level and scope of security that is at least combarable to

the level and scope of security established by the Office of

Management and Budget in OMB Circuiar No. A-130, Appendix -

Security of Federal Automated Information Systems, which sets forth
- guidelines for automated information systems in Federal agencies. -

Security Officer. Contractor shall designate a Security Cfficer to oversee
its data security program who shall be responsible for carrying out the
requirements of this section and for communlcatmg on security matters with
the Department. :

Mitigation of Harmful Effects. To mitigate, to the extent-practicablé, any

~ harmful effect that is known to Contractor of a use or disclosure of

Department PHI by Contractor or its subcontractors in violation of the
requirements of this Exhibit F, Part I.

Reporting Unauthorized Use or Disclosure. To report to Debartment any
use or disclosure of Department PHI not provided for by this Exhibit F, Part |
of which it becomes aware.

Contractor’s Agents and Subcontractors.
a) To enter into written agreements with any agents, including
subcontractors and vendors to whom Contractor provides-

Department PHI, that impose the same restrictions and conditions on
such agents, subcontractors and vendors that apply to Contractor
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with respect to such Department PHI under this Exhibit F, and that
require compliance with all applicable provisions of HIPAA, the
HITECH Act and the HIPAA regulations, including the requirement
that any agents, subcontractors or vendors implement reasonable
and appropriate administrative, physical, and technical safeguards to
protect such PHI. Contractor shall incorporate, when applicable, the

" relevant provisions of this Exhibit F, Part | into each subcontract or

subaward to such agents, subcontractors and vendors, including the
requirement that any security incidents or breaches of unsecured PHI
be reported to Contractor. : '

In accordance with 45 C.F.R. § 164.504(e)(1)(ii), upon C_ontraétor’s
knowledge of a material breach or violation by its subcontractor of the
agreement between Contractor and the subcontractor, Contractor

‘shall: o

Provide an opportunity for the subcontractor to cure the
breach or end the violation and terminate the agreement if the
subcontractor does not cure the breach or end the violation
within the time specified by the Depariment; or

Immediatély terminate the agreement if the subcontractor has
breached a material term of the agreement and cure is not
possible.

8) Availability of Information to the Department and Individuals to
Provide Access and information: '

a)

To provide access as the Department may require, and in the time
and manner designated by the Department (upon reasonable notice
and during Contractor’s normal business hours) to Department PHI
in a Designated Record Set, to the Department {(or, as directed

by the Department), to an Individual, in accordance with 45 C.F.R.

§ 164.524. Designated Record Set means the group of records
maintained for the Department health plan under this

Agreement that includes medical, dental and bilfing records about
individuals; enrollment, payment, claims adjudication, and case or
medical management systems maintained for the Department health
plan for which Contractor is providing services under this
Agreement; or those records used to make decisions about
individuals on behalf of the Department. Contractor shall use

the forms and processes developed by the Department for this
purpose and shall respond to requests for access to records
transmitted by the Department within fifteen (15) calendar days of
receipt of the request by producing the records or verifying that there
are none.
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b) If Contractor maintains an Electronic Health Record with PHI, and an

individual requests a copy of such information in an electronic format,
Contractor shall provide such information in an electronic format to
enable the Department to fuffill its obligations under the HITECH Act
including but not limited to, 42 U.S.C. §17935(¢e). This section

shall be effective as of the date that 42 U.S.C. § 17935(e) and

its implementing regulations apply to the Department.

Amendment of Department PHI. To make any amendment(s) to
Department PHI that were requested by a patient and that the
Department directs or agrees should be made to assure compliance with
45 C.F.R. § 164.526, in the time and manner designated by the
Department, with the Contractor being given a minimum of twenty (20)
days within which to make the amendment.

Internal Practices. To make Contractor’s internal practices, books and
records relating to the use and disclosure of Department PHI available to
the Department or to the Secretary, for purposes of determining the
Department’s compliance with the HIPAA regulations. If any information
needed for this purpose is in the exclusive possession of any other entity or
person and-the other entity or person fails or refuses to furnish the
information to Contractor, Contractor shall provide written notification to the
Department and shall set forth the efforts itmade to obtain the information.

Documentation of Disclosures. To document and make available to the
Department or (at the direction of the Department)to an Individual such

disclosures of Department PHI, and information related to such disclosures,

necessary to respond to a proper request by the subject Individual for

an accounting of disclosures of such PHI, in accordance with the HITECH
Act and its implementing regulations, including but not limited to 45 C.F.R.
§ 164.528 and 42 U.S.C. § 17935(c). If Contractor maintains

electronic health records for the Department as of January 1, 2009,
Contractor must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with
disclosures on or after January 1, 2014. If Contractor acquires electronic
health records for the Department after January 1, 2009,

Contractor must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with
disclosures on or after the date the electronic health record is acquired, or
on or after January 1, 2011, whichever date is later. The electronic
accounting of disclosures shall be for disclosures during the three years
prior to the request for an accounting. This section shall be effective only as
of the date that 42 U.S.C. § 17935(c) and its implementing regulations
apply to the Department.

Breaches and Security Incidents. During the term of this Agreement,

. Contractor agrees to implement reasonable systems for the discovery and
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prompt reporting of any breach or security incident, and to take the following

steps:

a)

b

d).

Initial Notice to the Department. (1) To notify the Department
immediately by telephone call plus email or fax upon the .
discovery of a breach of unsecured PHI in electronic media or in any
other media if the PHI was, or is reasonably believed to have been,
accessed or acquired by an unauthorized person. (2) To notify the
Department within 24 hours by email or fax of the discovery of any
suspected security incident, intrusion or unauthorized access, use or

.disclosure of PHI in violation of this Agreement or this Exhibit F, Part

I, or potential loss of confidential data affecting this Agreement. A
breach shall be treated as discovered by Business Associate as of
the first day on which the breach is known, or by exercising
reasonable diligence would have been known, to any person (other
than the person committing the breach) who is an employee, officer
or other agent of Business Associate '

Notice shall be prowded to the Department Program Contract
Manager and the Department Information Security Officer. If the
incident occurs after business hours or on a weekend or holiday and
involves electronic PHI, notice shall be provided by calling the
Department Information Security Officer. Notice shail be made using
the DHCS “Privacy Incident Report” form, including all information
known at the time. Contractor shall use the most current version of

this form, which is posted on the DHCS Information Security Officer

website (www.dhcs.ca.gov, then select “Privacy” in the left column
and then “Business Partner” near the middle of the page) or use this
link:

http://www.dhcs.ca.qov/forméandpubs/laws/priv/Paqes/DHCSBusine
ssAssociatesOnly.aspx

Upon discovery of a breach or susbected security incident, intrusion
or unauthorized access, use or dlsclosure of Department PHI ,
Contractor shall take: -

Prompt corrective action to mitigate any risks or damages
involved with the breach and to protect the operating
environment; and

Any action pertaining to such unauthorized disclosure required
by applicable Federal and State laws and regulations.

Investlgatlon and Investigation Report. To immediately mvestlgate

. such suspected security incident, security incident, breach, or

unauthorized access, use or disclosure of PHI . Within 72 hours of
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the discovery, Contractor shall submit an updated “Privacy Incident
Report” containing the information marked with an asterisk and all
other applicable information listed on the form, to the extent known at
that time, to the Department Program Contract Manager and the
Department Information Security Officer.

Complete Report. To provide a complete report of the investigation
to the Department Program Contract Manager and the Department
Information Security Officer within ten (10) working days of the
discovery of the breach or unauthorized use or disclosure. The report
shall be submitted on the “Privacy Incident Report” form and shall
include.an assessment of all known factors relevant to a '
determination of whether a breach occurred under applicable
provisions of HIPAA, the HITECH Act, and the HIPAA regulations.
The report shall also include a full, detailed corrective action plan,
including information on measures that were taken to halt and/or
contain the improper use or disclosure. If the Department requests
information in addition to that listed on the “Privacy Incident Report’
form, Contractor shall make reasonable efforts to provide the
Department with such information. If, because of the circumstances
of the.incident, Coniractor needs more than ten(16) working days
from the discovery to submit a complete report, the Department may
grant a reasonable extension of time, in which case Contractor shall
submit periodic updates until the compiete report is submitted. If
necessary, a Supplemental Report may be used to submit revised or
additional information after the completed report is submitted, by
submitting the revised or additional information on an updated
“Privacy Incident Report” form. The Department will review and
approve the determination of whether a breach occurred and
individual nofifications are required, and the corrective action plan.

Responsrblllty for Reporting of Breaches. If the cause of a breach _

of Department PHI is attributable to Contractor or its agents,
subcontractors or vendors, Contractor is responsible for all required
reporting of the breach as speciﬂed in42 U.S.C. § 17932and its
implementing regulations, including notification to media outlets and
to the Secretary. If a breach of unsecured Department PHI involves
more than 500 residents of the State of California or its jurisdiction,
Contractor shall notify the Secretary of the breach immediately upon
discovery of the breach. If Contractor has reason to believe that
duplicate reporting of the same breach or incident may occur
because its subcontractors, agents or vendors may report the breach
or incident to the Department in addition to Contractor, Contractor
shall notify the Department, and the Department and Contractor may
take appropriate action to prevent duplicate reporting.
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Responsibility for Notification of Affected Individuals. If the
cause of a breach of Department PHI is attributable to Contractor or
its agents, subcontractors or vendors and notification of the affected
individuals is required under state or federal law, Contractor shall
bear all costs of such notifications as well as any costs associated
with the breach. In addition, the Department reserves the right to
require Contractor to notify such affected individuals, which
notifications shall comply with the requirements set forth in 42 U.S.C.
§ 17932 and its implementing regulations, including, but not fimited
to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days. The
Department Program Contract Manager and the Department
Information Security Officer shall approve the time, manner and
content of any such notifications and their review and approval must
be obtained before the notifications are made. The Department will
provide its review and approval expeditiously and without
unreasonable delay.

Department Contact Information. To direct communications to the
above referenced Department staff, the Contractor shall initiate
contact as indicated herein. The Department reserves the right to
make changes to the contact information below by giving written
notice to the Contractor. Said changes shall not require an
amendment to this Addendum or the Agreement to which it is
incorporated.

Department
Program
Contract
Manager

DHCS Privacy Officer

DHCS Information Security
Officer

See the Exhibit A, [Privacy Officer
Scope of Work for|c/o: Office of HIPAA
Program Contract(Compliance Department of

Manager

information

Health Care Services
P.O. Box 997413, MS 4722
Sacramento, CA 95899-7413

Email:
privacyofficer@dhcs.ca.gov

Information Security Officer
DHCS Information Security
Office ‘

P.O. Box 997413, MS 6400
Sacramento, CA 95899-7413

Email: iso@dhcs.ca.gov

Telephone: ITSD Service

Desk (916) 440-7000 or (800)

13) Termination of Agreement. in accordance with § 13404 (b) of the HITECH
Act and to the extent required by the HIPAA regulations, if Contractor knows
of a material breach or violation by the Department of this Exhibit F, Part |, it
‘'shall take the following steps: '
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a) Provide.an opportunity for the Department to cure the breach or end
the violation and terminate the Agreement if the Department does not
cure the breach or end the violation within the time specified by
Contractor; or

b) Immediately terminate the Agreement if the Department has
breached a material term of the Exhibit F, Part | and cure is not
possible.

Sanctions and/or Penalties. Contractor understands that a failure to
comply with the provisions of HIPAA, the HITECH Act and the HIPAA
regulations that are applicable to Contractors may result in the imposition of
sanctions and/or penaliies on Contractor under HIPAA, the HITECH Act
and the HIPAA regulatlons

Obligations of the Department

The Department agrees to:

1)

2)

3)

4)

Permission by Individuals for Use and Disclosure of PHI. Provide the
Contractor with any changes in, or revecation of, permission by an

" Individual to use or disclose Department PHI, if such changes affect the

Contractor’'s permitted or required uses and disclosures.

Notification of Restrictions. Notify the Contractor of any restriction to the
use or disclosure of Department PHI that the Department has agreed to in
accordance with 45 C.F.R. § 164.522, to the extent that such restriction
may affect the Contractor’s use or disclosu_re of PHI.

Requests Conflicting with HIPAA Rules. Not request the Contractor to
use or disclose Department PHI in any manner that would not be
permissible under the HIPAA regulations if done by the Department.

Notice of Privacy Practices. Provide Business Associate with the Notice
of Privacy Practices that DHCS produces in accordance with 45 C.F.R. §
164.520, as well as any changes to such notice. Visit the DHCS Privacy
Office to view the most current Notice of Privacy Practices at:
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/default.aspx or the
DHCS website at www.dhcs.ca.gov (select “Privacy in the right column and
“Notice of Privacy Practices” on the right side of the page). '

Audits, Inspection and Enforcement .

If Contractor is the subject of an audit_,.compliance review, or complaint
investigation by the Secretary or the Office of Civil Rights, U.S. Department of
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Health and Human Services, that is related to the performance of its obligations
pursuant to this HIPAA Business Associate Exhibit F, Part |; Contractor shall notify
the Department. Upon request from the Department, Contractor shall

provide the Department with a copy of any Department PHI that

Contractor, as the Business Associate, provides to the Secretary or

the Office of Civil Rights concurrently with providing such PHI to the .

Secretary. Contractor is responsible for any civil penalties assessed due to an
audit or investigation of Contractor, in accordance with 42U.S.C. § 17934(c).

Termination

1) Term. The Term of this Exhibit F, Part [, shall extend beyond the termination
of the Agreement and shall terminate when all Department PHI is destroyed
or returned to the Department, in accordance with 45 C.F.R. §
164.504(e)(2)(ii)(1). '

2)  Termination for Cause. In accordance with 45 C.F.R. § 164.504(e)(1)(ii),
upon the Department’s knowledge of a material breach
or violation of this Exhibit F, Part |, by Contractor, the Department shall:

a) Provide an opportunity for Contractor to cure the breach or end the
violation and terminate this Agreement if Contractor does not
cure the breach or end the violation within the time specified by
the Department; or

b) lmmediately terminate this Agreement if Contractor has breached a
- material term of this Exhibit F, Part I, and cure is not possible.
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Part |I: Privacy and Security of Personal Information and Personally Identifiable Information Not
Subject to HIPAA

1. Recitals

A.

f‘ .
In""’ddltlon to the Privacy and Security Rules under the Health Insurance Portablllty

and Accountability Act of 1996 (HIPAA) the Department is subject to various
other legal and contractual requirements with respect to the personal

~information (Pl) and personally ldentlflable information (Pll)it maintains. These

inciude:

1) The California Information Practices Act of 1977 (California Civil Code §§
© 1798 et seq.).

2) The Agreement between the Social Security Admmlstratlon (SSA) and the
~ Department, known as the Information Exchange Agreement (IEA), which
incorporates the Computer Matching and Privacy Protection Act Agreement
(CMPPA) between the SSA and the California Health and Human Services
Agency. The IEA, including the CMPPA, is attached to this Exhibit F as
Attachment B and is hereby incorporated in this Agreement.

The purpose cf this Exhibit F, Part Il is to set forth Contractor’s privacy and security
obligations with respect to Pl and PIl that Contractor may create, receive,
maintain, use, or disclose for or on behalf of Department pursuant to this
Agreement. Specifically this Exhibit applies to Pl and PIl which is not Protected
Health Information (PHI) as defined by HIPAA and therefore is not addressed in
Exhibit F, Part | of this Agreement, the HIPAA Business Associate Addendum.

The |EA Agreement referenced in A.2) above requires the Department to extend its
substantive privacy and security terms to subcontractors who receive data
provided to DHCS by the Social Security Administration. If Contractor receives
data from DHCS that includes data provided to DHCS by the Social Security
Administration, Contractor must comply with the following specific sections of the
IEA Agreement: E. Security Procedures, F. Contractor/Agent Responsibilities, and -
G. Safeguarding and Reporting Responsibilities for Personally Identifiable
Information (“PII”), and in Attachment 4 to the IEA, Electronic Information
Exchange Security Requirements, Guidelines and Procedures for Federal, State
and Local Agencies Exchanging Electronic Information with the Social Security
Administration. Contractor must also ensure that any agents, including a
subcontractor, to whom it provides DHCS data that includes data provided by the
Social Security Administration, agree to the same requirements for privacy and
security safeguards for such confidential data that apply to Contractor with respect
to such information.

The terms used in this Exhibit F, Part Il, but not otherwise defined, shall have the
same meanings as those terms have in the above referenced statute and
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Agreement. Any reference to statutory, regulatory, or contractual language shall
be to such language as in effect or as amended.

Definitions

A.

“Breach” shall have the meaning given to such term under the IEA and CMPPA. It
shall include a “Pll loss” as that term is defined in the CMPPA.

“Breach of the security of the system” shall have the meaning given to such term
under the California Information Practices Act, Civil Code §’1798.29(d). '

‘CMPPA Agreement" means the Computer Matchmg and Privacy Protection Act
Agreement between the Social Security Administration and the California Health
and Human Services Agency (CHHS).

“Department PI” shall mean Personal Information, as defined below, accessed in a
database maintained by the Department, received by Contractor from the '

Department or acquired or created by Contractor in connection with performing the .

functions, activities and services specified in this Agreement on behalf of the
Department.

“I[EA” shall mean the Information Exchange Agreement currently in effect between
the Social Security Administration (SSA) and the California Department of Health
Care Services (DHCS).

““Notice-triggering Personal Information” shall mean the personal information

identified in Civil Code section 1798.29(e) whose unauthorized access may trigger
notification requirements under Civil Code § 1709.29. For purposes of this
provision, identity shall include, but not be limited to, name, identifying number,
symboi or other identifying particular assigned to the individual, such as a finger or
voice print, a photograph or a biometric identifier. Notice-triggering Personal
Information includes Pl in electronic, paper or any other medium.

“Personally Identifiable Information” (Pll) shall have the meaning given to such
term in the IEA and CMPPA.

“Personal Information” (Pl) shall have the meaning given to such term in California
Civil Code § 1798.3(a).

“Required by law” means a mandate contained in law that compels an entity to
make a use or disclosure of Pl or Pl that is enforceable in a court of law. This
includes, but is not limited to, court orders and court-ordered warrants, subpoenas '
or summons issued by a court, grand jury, a governmental or tribal inspector
general, or an administrative body authorized to require the production of
information, and a civil or an authorized investigative demand. It also includes
Medicare conditions of participation with respect to health care providers

~ participating in'the program, and statutes or regulations that require the production
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~ of information, including statutes or regulations that req_Uire such information if

payment is sought under a government program providing public benefits.

“Security Incident” means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of Pl, or confidential data utilized in
complying with this Agreement; or interference with system operations in an
information system that processes, maintains or stores PI.

3.  Terms of Agreement

A.

Permitted Uses and Disclosures of Department Pl and Pll by Contractor -

Except as otherwise indicated in this Exhibit F, Part I, Contractor may use or
disclose Department Pl only to perform functions, activities or services for or on
behalf of the Department pursuant to the terms of this Agreement provided that
such use or disclosure would not violate the California Information Practices Act
(CIPA) if done by the Department.

Responsibilities of Contractor
Contractor agrees:

1) Nondisclosure. Not to use or disclose Department PI or Pl other than as
‘permitted or required by this Agreement or as required by applicable state
and federal law. :

2) Safeguards. To implement appropriate and reasonable administrative,
technical, and.physical safeguards to protect the security, confidentiality
and integrity of Department P! and PII, to protect against anticipated threats
or hazards to the security or integrity of Department Pl and PII, and to
prevent use or disclosure of Department Pl or PII other than as provided for
by this Agreement. Contractor shall develop and maintain a written

“information privacy -and security program that include administrative, .
technical and physical safeguards appropriate to the size and complexity of
Contractor’s operations and the nature and scope of its activities, which
incorporate the requirements of Section 3, Security, below. Contractor will
provide DHCS with its current policies upon request.

3) Security. Contractor shall take any and all steps necessary to ensure the
continuous security of all computerized data systems containing PHI and/or
P, and-to protect paper documents containing PHI and/or PI. These steps
shall include, at a minimum: '

a) Complying 'with all of the data system security precautions listed in
Attachment A, Business Associate Data Security Requirements; and
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b) Providing a level and scope of security that is at least comparable to
the level and scope of security established by the Office of
Management and Budget in OMB Circular No. A-130, Appendix llI-
Security of Federal Automated Information Systems, which sets forth
guidelines for automated information systems in Federal agencies.

c) Ifthe data obtained by User(s) from DHCS includes PIl, User(s) shall
‘also comply with the substantive privacy and security requirements in
the Computer Matching and Privacy Protection Act Agreement
between the SSA and the California Health and Human Services
Agency (CHHS) and in the Agreement between the SSA and DHCS;
known as the Information Exchange Agreement (IEA), which are
attached as Attachment B and are incorporated into this Agreement.
The specific sections of the IEA with substantive privacy and security
requirements to be complied with are sections E, F, and G, and in
Attachment 4 to the IEA, Electronic Information Exchange Security
Requirements, Guidelines and Procedures for Federal, State and
Local Agencies Exchanging Electronic Information with the SSA.

The User(s) also agree to ensure that any agents, including a
subcontractor, to whom they provide DHCS Pll agree to the same

~ requirements for privacy and security safeguards for confidential data
that apply to the User(s) with respect to such information.

Mitigation of Harmful Effects.To mitigate, to the extent practicable, any

‘harmful effect that is known to Contractor of a use or disclosure of

Department P! or Pl by Contractor or its subcontractors in violation of this
Exhibit F, Part Il

Contractor’s Agents and Subcontractors. To impose the same
restrictions and conditions set forth in this Exhibit F, Part Il on any
subcontractors or other agents with whom Contractor subcontracts any
activities under this Agreement that involve the disclosure of Department Pl
or Pl to the subcontractor. '

Availability of Information to DHCS.To make Department Pl and PlII
available to the Department for purposes of oversight, inspection,
amendment, and response to requests for records, injunctions,
judgments, and orders for production of Department Pl and PII. If
Contractor receives Department PlI, upon request by DHCS, Contractor
shall provide DHCS with a list of all employees, contractors and agents
who have access to Department PlI, including employees, contractors and
agents of its subcontractors and agents.

Cooperation with DHCS. With respect to Department PI, to cooperate with - |
and assist the Department to the extent necessary to ensure the
Department’s compliance with the applicable terms of the CIPA including,

but not limited to, accounting of disclosures of Department PI, correction of
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errors in Department PI, prod‘uction of Department P, disclosure of-a
security breach involving Department Pl and notice of such breach to the
affected individual(s).

Breaches and Security Incidents. During the term of this Agreement,
Contractor agrees to implement reasonable systems for the discovery
and prompt reporting of any breach or security incident, and to take the
following steps: :

a)

b

Initial Notice to the Department. (1) To notify the Department
immediately by telephone call plus email or fax upon the
discovery of a breach of unsecured Department Pl or Pl in electronic
media or in any other media if the Pl or PIl was, or is reasonably
believed to have been, accessed or acquired by an unauthorized
person, or upon discovery of a suspected security incident involving
Department PIl. (2) To notify the Department within 24 hours by
email or fax of the discovery of any suspected security incident,
intrusion or unauthorized access, use or disclosure of Department Pl
or Pll in violation of this Agreement or this Exhibit F, Part [, or
potential loss of confidential data affecting this Agreement. A breach
shall be treated as discovered by Contractor as of the first day on
which the breach is known, or by exercising reasonable diligence
would have beenknown, to any person (other than the person
committing the breach) who is"an employee, officer or other agent of
Contractor.

Notice shall be provnded to the Department Program Contract
Manager and the Department Information Security Officer. If the
incident occurs after business hours or on a weekend or holiday and
involves electronic Department Pl or PII, notice shall be provided by
calling the Department Information Security Officer. Notice shall be
made using the DHCS “Privacy Incident Report” form, including all
information known at the time. Contractor shall use the most current
version of this form; which is posted on the DHCS Information
Security Officer website (www.dhcs.ca.gov, then select “Privacy” in

‘the left column and then “Business Partner” near the middle of the

page) or use this link:
http://www.dhcs.ca. qov/formsandpubs/laws/prrv/Paqes/DHCSBusme
ssAssociatesOnly.aspx.

Upon discovery of a breach- or suspected security incident, intrusion
or unauthorized access, use or disclosure of Department PHI,
Contractor shall take:

Prompt corrective action to mitigate any risks or dameges :

involved with the breach and to protect the operating
environment; and
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Any action pertaining to such unauthorized disclosure required
by applicable Federal and State laws and regulations.

Investigation and Investigation Report.To immediately investigate
such suspected security incident, security incident, breach, or
unauthorized access, use or disclosure of PHI . Within 72 hours of
the discovery, Contractor shall submit an updated “Privacy Incident
Report” containing the information marked with an asterisk and all
other applicable information listed on the form, to the extent known at
that time, to the Department Program Contract Manager and the

Department Information Security Officer:

Complete Report. To provide a complete report of the investigation
to the Department Program Contract Manager and the Department
Information Security Officer within ten {10) working days of the
discovery of the breach or unauthorized use or disclosure. The report
shall be submitted on the “Privacy Incident Report” form and shall
include an assessment of all known factors relevant to a
determination of whether a breach occurred. The report shall also
include a full, detailed corrective action plan, including information on
measures that were taken to halt and/or contain the improper use or
disclosure. If the Department requests information in addition to that
listed on the “Privacy Incident Report” form, Contractor shall make
reasonable efforts to provide the Department with such information.
If, because of the circumstances of the incident, Contractor needs
more than ten(10) working days from the discovery to submit a
complete report, the Department may grant a reasonable extension
of time, in which case Contractor shall submit periodic updates until
the complete report is submitted. If necessary, a Supplemental

'Report may be used to submit revised or additional information after

the completed report is submitted, by submitting the revised or -
additional information on an updated “Privacy Incident Report” form.
The Department will review and approve the determination of
whether a breach occurred and individual notifications are required,
and the corrective action plan.

'Responsibility for Reporting of Breaches. If the cause of a breach

of Department Pl or Pl is attributable to Contractor or its agents,
subcontractors or vendors, Contractor is responsible for all required
reporting of the breach as specified in CIPA, § 1798.29(a) - (d) and
as may be required under the IEA. Contractor shall bear all costs of
required notifications to individuals as well as any costs associated -
with the breach. The Department Program Contract Manager and the
Department Information Security Officer and Privacy Officer shall -
approve the time, manner and content of any such notifications and

7 their review and approval must be obtained before the notifications
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are made. The Department will provide its review and approval
expeditiously and without unreasonable delay. If Contractor has
reason to believe that duplicate reporting of the same breach or
incident may occur because its subcontractors, agents or vendors
may report the breach or incident to the Department in addition to
Contractor, Contractor shall notify the Department, and the
Department and Contractor may take appropriate action to prevent
duplicate reporting.

Department Contact Information. To direct communications to the

a)

' above referenced Department staff, the Contractor shall initiate
contact as indicated herein. The Department reserves the right to
make changes to the contact information below by giving written
notice to the Contractor. Said changes shall not require an _
amendment to this Addendum or the Agreement to which it is.
incorporated.

Department DHCS Privacy Officer DHCS information Security
Program Gfficer '
Contract I
Manager
See the Exhibit A, |Privacy Officer Information Security Officer
Scope of Work forjc/o: Office of HIPAA DHCS Information Security
Program Contract|Compliance Department of Office _
Manager Health Care Services P.O. Box 997413, MS 6400
information P.O. Box 997413, MS 4722 Sacramento, CA 95899-7413
Sacramento, CA 95899-7413
_ Email: iso@dhcs.ca.gov
Email:
privacyofficer@dhcs.ca.gov Telephone: 1TSD Service
Desk (916) 440-7000 or (800)
9. Designation of Individual Responsible for Security. Contractor shall

designate an individual, (e.g., Security Officer), to oversee its data security
program who shall be responsible for carrying out the requirements

of this Exhibit F, Part Il and for communicating on security matters with the
Department.
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Part Ill: Miscellaneous Terms and Conditions Applicable to Exhibit F

1.

Disclaimer

The Department makes no warranty or representation that'compliance by Contractor with
this Exhibit F, HIPAA or the HIPAA regulations will be adequate or satisfactory for
Contractor’s own purposes or that any information in Contractor’s possession or control,

- or transmitted or received by Contractor, is or will be secure from unauthorized use or

disclosure. Contractor is solely responsible for all decisions made by Contractor regarding
the safeguarding of the Department PHI.

Amendment

A. The parties acknowledge that federal and state laws relating to electronic data
security and privacy are rapidly evolving and that amendment of this Exhibit F may
. be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary
to implement the standards and requirements of HIPAA, the HITECH Act, and the
HIPAA regulations. Upon either party’s request, the other party agrees to promptly
enter into negotiations concemning an amendment to this Exhibit F embodying
written assurances consistent with the standards and requirements of HIPAA, the
HITECH Act, and the HIPAA regulations. The Department may terminate this
Agreement upon thirty (30) days written notice in the event: -

1) Contractor does not promptly enter into negotiations to amend this Exhibit F
when requested by the Department pursuant to this section; or

2) Contractor does not enter into an amendment providing assurances
regarding the safeguarding of Department PHI that the Department deems
is necessary to satisfy the standards and requ1rements of HIPAA and the
HIPAA regulations.

Judicial or Administrative Proceedings

Confractor will notify the Department if it is named as a defendant in a criminal
proceeding for a violation of HIPAA or other security or privacy law. The Department may
terminate this Agreement if Contractor is found guilty of a criminal violation of HIPAA. The
Department may terminate this Agreement if a finding or stipulation that the Contractor
has violated any standard or requirement of HIPAA, or other security or privacy laws is
made in any administrative or civil proceeding in which the Contractor is a party or has
been joined. DHCS will consider the nature and seriousness of the violation in deciding
whether or not to terminate the Agreement.

Assistance in Litigation or Administrative Proceedings

Contractor shall make itself and any subcontractors, employees or agents assisting
Contractor in the performance of its obligations under this Agreement, available to the
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Department at no cost to the Department to testify as witnesses, or otherwise, in the
event of litigation or administrative proceedings being commenced against the
Department, its directors, officers or employees based upon claimed violation of HIPAA,
or the HIPAA regulations, which involves inactions or actions by the Contractor, except
where Contractor or its subcontractor, employee or agent is a named adverse party.

No Third-Party Beneficiaries

| Nothing ekpress or implied in the terms and conditions of this Exhibit F is intended to

confer, nor shall anything herein confer, upon any person other than the Department or
Contractor and their respective successors or assignees, any rights, remedies,
obligations or liabilities whatsoever.

Interpretation |

The terms and conditions in this Exhibit F sh'all be interpreted as broadly as necessary to
implement and comply with HIPAA, the HITECH Act, and the HIPAA regulations. The

~ parties agree that any ambiguity in the terms and conditions of this Exhibit F shall be

resolved in favor of a meaning that complies and is consistent with HIPAA, the. HITECH
Act and the HIPAA regulations.

Conﬂict

In case of a conflict between any applicable privacy or security rules, laws, regulations or
standards the most stringent shall apply. The most stringent means that safeguard which
provides the highest level of protection to PHI from unauthorized disclosure. Further,
Contractor must comply within a réasonable period of time with changes to these
standards that occur after the effective date of this Agreement.

‘ Regulatbry, References

A reference in the terms and conditions of this Exhibit F to a section in the HIPAA
regulations means the section as in effect or as amended.

Survival

The respective rights and obligations of Contractor under Section 3, ltem D of Exhibit F,
Part I, Responsibilities of Contractor, shall survive the termination or expiration of this
Agreement. . '

No Waiver of Obligations

No change, waiver or discharge of any liability or obligation hereunder on any one or

more occasions shall be deemed a waiver of performance of any continuing or other
obligation, or shall prohibit enforcement of any obligation, on any other occasion.

Audits, Inspection and Enforcement
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From time to time, and subject to all applicable federal and state privacy and secunty laws
and regulations, the Department may conduct a reasonable inspection of the facilities,
systems, books and records of Contractor to monitor compliance with this Exhibit F.
Contractor shall promptly remedy any violation of any provision of this Exhibit F. The fact
that the Department inspects, or fails to inspect, or has the right to inspect, Contractor's
facilities, systems and procedures does not relieve Contractor of its responsibility to
comply with this Exhibit F. The Department's failure to detect a non-compliant

practice, or a failure to report a detected non-compliant practice to Contractor does not
constitute acceptance of such practice or a waiver of the Department's enforcement
rights under this Agreement, including this Exhibit F.

Due Diligence

Contractor shall exercise due diligence and shall take reasonable steps to ensure that it
remains in compliance with this Exhibit F and is in compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA regulations, and that'its agents, subcontractors

and vendors are in compliance with their obligations as required by this Exhibit F.

Term

‘The Term of this Exhibit F shall extend beyond the termination of the Agreement and

shall terminate when all Department PHI is destroyed or returned to the Department, in
accordance with 45 C.F.R. § 164.504{e)(2)(ii)(!), and when all Department Pi and Pll is
destroyed in accordance with Attachment A.

Effect of Termination

.Upon termination or expiration of this Agreement for'any reason, Contractor shall return

or destroy all Department PHI, Pl and PII that Contractor still maintains in any form,
and shall retain no copies of such PHI, Pi or Pll. If return or destruction-is not feasible,
Contractor shall notify the Department of the conditions that make the return or
destruction infeasible, and the Department and Contractor shall determine the terms
and conditions under which Contractor may retain the PHI, Pl or PIL. ( Contractor shall
continue to extend the protections of this Exhibit F to such Department PHI, Pl and Pl,
and shall limit further use of such data to those purposes that make the return or
destruction of such data infeasible. This provision shail apply to Department PHI, Pl
and Pll that is in the possession of subcontractors or agents of Contractor.
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Attachment A
Business Associate Data Security Requirements
1. Personnel Controls
A. Employee Training. All workforce members who assist in the performance of

functions or activities on behalf of the Department, or access or disclose
Department PHI or Pl must complete information privacy and security training, at
least annually, at Coniractor's expense. Each workforce member who receives
information privacy and security fraining must sign a certification, indicating the
member’'s name and the date on which the training was completed. These
certifications must be retained for a period of six (6) years following termination of
this Agreement. _

Employee Discipline. Appropriate sanctions must be applied against workforce
members who fail to comply with privacy policies and procedures or any provisions

‘of these requirements, including termination of employment where appropriate.

- Confidentiality Statement. All persons that will be Working with Department PHI

or Pl must sign a confidentiality statement that includes, at a minimum, General
Use, Security and Privacy Safeguards, Unacceptable Use, and Enforcement
Policies. The statement must be signed by the workforce member prior to access
to Department PHI or PI. The statement must be renewed annually. The
Contracter shali retain each person’s written confidentiality statement for
Department inspection for a period of six (6) years following termination of this
Agreement

Background Check. Before a member of the workforce may access Department
PHI or PI, a background screening of that worker must be conducted. The
screening should be commensurate with the risk and magnitude of harm

the employee could cause, with more thorough screening being done for those
employees who are authorized to bypass significant technical and operational
security controls. The Contractor shall retain each workforce member's ’
background check documentation for a period of three (3) years.

2. Technical Security Controls

A

Workstation/Laptop encryption. All workstations and laptops that store
Department PHI or PI either dlrectly or temporarily must be encrypted using a FIPS
140-2 certified algorithm which is 128bit or higher, such as Advanced Encryption
Standard (AES). The encryption solution must be full disk unless approved by the
Department lnformatlon Security Office.

~ Server Security. Servers containing unencrypted Department PHI or Pl must have

sufficient administrative, physical, and technical controls in place to protect that
data, based upon a risk assessment/system security review.
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Minimum Necessary. Only the minimum necessary amount of Department PHI or
Pl required to perform necessary business functions may be copled downloaded,
or exported.

Removable media devices. All electronic files that contain Department PHi-or Pl
data must be encrypted when stored on any removable media or portable device
(i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.).
Encryption must be a FIPS 140-2 certified algonthm which is 128bit or hlgher such
as AES.

Antivirus software. All workstations, laptops and other systems that process
and/or store Department PHI or Pl must install and actively use comprehensive
anti-virus software solution with automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process
and/or store Depariment PHI or Pl must have critical security patches applied, with
system reboot if necessary. There must be a documented patch management
process which determines installation timeframe based on risk assessment and
vendor recommendations. At a maximum, all applicable patches must be installed
within 30 days of vendor release. Applications and systems that cannot be
patched within this time frame due to significant operational reasons must have
compensatory controls implemented to minimize risk until the patches can be
installed. Applications and systems that cannot be patched must have
compensatory controls implemented to minimize risk, where possible.

User IDs and Password Controls. All users must be issued a unique user name
for accessing Department PHI or Pl. Username must be promptly disabled,
deleted, or the password changed upon the transfer or termination of an employee
with knowledge of the password. Passwords are not to be shared. Passwords
must be at least eight characters and must be a non-dictionary word. Passwords
must not be stored in readable format on the computer. Passwords must be
changed at least every 90 days, preferably every 60 days. Passwords must be
changed if revealed or compromised. Passwords must be composed of characters
from at least three of the following four groups from the standard keyboard:

1) Upper case letters (A-Z)

2) Lower case letters (a-z)
3) Arabic numerals (0-9) -
4) Non-alphanumeric characters (punctuation symbols)

Data Destruction. When no longer needed, all Department PHI or Pl must be
wiped using the Gutmann or US Department of Defense (DoD) 5220.22-M (7
Pass) standard, or by degaussing. Media may also be physically destroyed in
accordance with NIST Special Publication 800-88. Other methods require prior
written permission of the Department Information Security Office.
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System Timeout. The system providing access to Department PHI or Pl must
provide an automatic timeout, requiring re-authentication of the user session after
no more than 20 minutes of inactivity.

Warning Banners. All systems providing access to Department PHI or P1 must

- display a warning banner stating that data is confidential, systems are logged, and

system use is for business purposes only by authorized users. User must be
directed to log off the system if they do not agree with these requirements.

System Logging. The system must maintain an automated audit trail which can
identify the user or system process which initiates a request for Department PHI or
PI, or which alters Department PHI or Pl. The audit trail must be date and time
stamped, must log both successful and failed accesses, must be read only, and
must be restricted to authorized users. If Department PHI or-Pl is stored in a
database, database logging functionality must be enabled. Audit trail data must be
archived for at least 3 years after occurrence.

Access Controls. The system providing access to Department PHI or Pl must
use role based access controls for all user authentications, enforcing the principle
of least privilege.

Transmission encryption. All data transmissions of Department PHI or PI

outside the secure internal network must be-encrypted using a FIPS 140-2 certified

algorithm which is 128bit or higher, such as AES. Encryption can be end to end at
the network level, or the data files containing Department PHI can be encrypted.
This requirement pertains to any type of Department PHI or Pl in motion such as
website access, file transfer, and E-Mail.

Intrusion Detection. All systems involved in accessing, holding, transporting, and
protecting Department PHI or Pl that are accessible via the Internet must be
protected by a comprehensive intrusion detection and prevention solution.

- Audit Controls

- System Security Review. Contractor must ensure audit control mechanisms that

record and examine system activity are in place. All systems processing and/or
storing Department PHI or Pl must have at least an annual system risk

_ assessment/security review which provides assurance that administrative,

physical, and technical controls are functioning effectively and providing adequate
levels of protection. Reviews should include vulnerability scanning tools.

" Log Reviews. All systems processing and/or storing Department PHI or Pl must

have a routine procedure in place to revnew system logs for unauthorized access.
Change Control. All systems processing and/or storing Department PHI or PI

must have a documented change control procedure that ensures separation of
duties and protects the confidentiality, integrity and availability of data.

2115



San Francisco Community Behavioral Health Services:
: Contract Number: 12-89390
Page 27 of 28
EXHIBIT F
Privacy and Information Security Provisions

Business Continuity / Disaster' Recovery Controls

A

. Emergency Mode Operation Plan. Contractor must establish a documented plan

to enable continuation of critical business processes and protection of the security
of Department PHI or P! held in an electronic format in the event of an emergency.

- Emergency means any circumstance or situation that causes normal computer

operations to become unavailable for use in performing the work required under
this Agreement for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to

~ .backup Department PHI to maintain retrievable exact copies of Department PH! or

Pl. The plan must include a regular schedule for making backups, storing backups
offsite, an inventory of backup media, and an estimate of the amount of time
needed to restore Department PHI or Pl should it be lost. At a minimum, the
schedule must be a weekly full backup and monthly offsite storage of Department

data.

Paper Document Controls

A.

Supervision of Data. Department PHI or Pl in paper form shall not be left
unattended at any time, unless it is locked in a file cabinet, file room, desk or office.
Unattended means that information is not being observed by an employee
authorized to access the information. Department PHI or Pl in paper-form shali not
be left unattended at any time in vehicles or planes and shall not be checked in
baggage on commercial arrplanes

Escortlng Visitors. Visitors to areas where Department PHI or Pl is contained -
shall be escorted and Department PHI or Pl shall be kept out of sight while visitors
are in the area.

Confidential Destruction. Department PHI or Pl must be disposed of through

~ confidential means, such as cross cut shredding and pulverizing.

Removal of Data. Only the minimum necessary Department PHI or Pl may be
removed from the premises of the Contractor except with express written
permission of the Department. Department PHI or Pl shall not be considered
"removed from the premises" if it is only being transported from one of Contractor's

_ Iocatlons to another of Contractors locations.

Faxing. Faxes containing Department PHI or Pl shall not be left unattended and
fax machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persons receiving faxes in error to destroy them. Fax numbers
shall be verified with the intended recipient before sending the fax.

Mailing. Mailings containing Department PHI or Pl shall be sealed and secured
from damage or inappropriate viewing of such PHI or Pl to the extent possible.
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- Mailings which include 500 or more individually identifiable records of Department
PHI or Pl in a single package shall be sent using a tracked mailing method which
includes verification of delivery and receipt, unless the prior written permission of
the Department to use another method is obtained.

21117



OFFICE OF THE MAYdR EDWIN M. LEE

SAN FRANCISCO MAYOR
TO: Angela Calvillo, Clerk of the Board of Supervisors
FROM: W/Mayor Edwin M. Lee -
RE: State Contract Funds for Specialty Mental Health Services - $238,581, 122
DATE: May 21, 2013

Attached for introduction to the Board of Supervisors is the resolution retroactively
approving an agreement between the California Department of Health Care Services
and Community Behavioral Health Services, to provide specialty mental health services
for the period of May 1, 2013 through April 30, 2018.

| request that this item be calendared in Budget and Finance Committee.

Should you have any questions, please contact Jason Elliott (415) 554-5105.

1 DR. CARLTON B. GOODLETT PLACE, Room 200
SAN FRANCISCO, CALIFORNIA 94102-4681
TELEPHONE2(#18 554-6141




Appeal Filing — Certificate of Appropriateness Appeal
Section 1006.8 Planning Code

Who May File An Appeal: ~ Owners of at least 20 percent of the property affected
property affected within the historic district by the
proposed Certificate of Appropriateness.

Subscribed by the property owner, governmental body
or agency, or by an organization with interest in historical
preservation in the case of a landmark not in a historic district.

Filing Deadline: The notice of appeal must be filed within 30 days of City
Planning Commission decision.

Where to File: ' You can file your appeal with the Clerk of the Board of
Supervisors - 1 Dr. Carlton B. Goodlett Place, #244, San
Francisco, CA 94102.

Fee: $521 payable to San Francisco Planning Department.

'Hearing Date: | Appeal hearings are scheduled within 30 days of the appeal
. filing. ‘ :

Decision: Board of Supervisors may disapprove the action of the Planning
Commission only by a vote of not less than of all members of
the Board. :

Filing Period Within 30 days of City Planning Commission decision
Where to File Clerk of the Board of Supervisors — 1 Dr. Carlton B.

: Goodlett Place, #244, San Francisco, CA 94102
Fee $521 payable to San Francisco Planning Department
What to File Notice of Appeal (letter)

Copy of the City Planning Commission decision

Clerk’s Office/Forms/Certificate of Appropriateness Appeal
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Appeal Filing — Certificate of Appropriateness Appeal

Who May File An Appeal:

Section 1006.8 Planning Code

Owners of at least 20 percent of the property affected

property affected within the historic district by the

proposed Certificate of Appropriateness.

Subscribed by the property owner, governmental body

or agency, or by an organization with interest in historical
preservation in the case of a landmark not in a historic district.

Filing Deadline: The notice of appeal must be filed within 30 days of City
Planning Commission decision.

Where to File: You can file your appeal with the Clerk of the Board of
Supervisors - 1 Dr. Carlton B. Goodlett Place, #244, San
Francisco, CA 94102. ‘ ’

Fee: $521 payable to San Francisco Planning Depaftment.

Hearing Date: Appeal hearings are scheduled within 30 days of the appeal

' : filing. '

Decision: Board of Supervisors may disapprove the action of the Planning
Commission only by a vote of not less than of all members of
the Board. '

Filihg Period : Within 30 days of City Planning Commission decision

Where to File Clerk of the Board of Supervisors — 1 Dr. Carlton B.
Goodlett Place, #244, San Francisco, CA 94102

Fee , $521 payable to San Francisco Planning Department

What to File Notice of Appeal (letter)

Copy of the City Planning Commission decision

Clerk’s Office/Forms/Certificate of Appropriateness Appeal
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