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AND
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City and County of San Francisco
1145 Market Street, Suite 300
San Francisco, California 94103

i

FOURTH AMENDMENT TO THE AGREEMENT
BETWEEN
THE CITY AND COUNTY OF SAN FRANCISCO
AND
P&A ADMINISTRATIVE SERVICES, INC.

THIS FOURTH AMENDMENT (“Amendment”) is made as of October 3, 2018, in San
Francisco, California, by and between P&A Administrative Services, Inc., hereinafter referred to as

“Contractor,” and the City and County of San Francisco, a municipal corporation, hereinafter referred to
as “City” or “CCSF.”

WHEREAS, City and Contractor have entered into the Agreement (as defined below); and

WHEREAS, City and Contractor desire to modify the Agreement on the terms and conditions set
forth herein to exercise the option to extend the term of the Agreement and update the insurance and
privacy requirements between the Parties; ’

WHEREAS, approval for this Amendment was obtained when the Civil Service Commission
approved file No. 0135-16-8 on April 4, 2016, which granted the Health Service System continuing
approval for benefit related contracts;

NOW, THEREFORE, Contractor and the City agree as follows:
1. Definitions. The following definitions shall apply to this Amendment:

la.  Agreement. The term “Agreement” shall mean the Agreement dated March 1, 2015
between Contractor and City, the First Amendment dated July 5, 2015, the Second
, Amendment dated January 1, 2017, and the Third Amendment Dated April 5, 2018.
1b.  Other Terms. Terms used and not defined in this Amendment shall have the meanings
assigned to such terms in the Agreement.
lc. Legal Effect. Except as expressly modified by this Amendment, all of the terms and
conditions of the Agreement shall remain unchanged and in full force and effect.

2. Modifications to the Agreement. The Agreement is hereby modified as follows:

2a.  Section 2. Section 2 (Term of the Agreement) of the Agreement currently reads as
follows:

2. Term of the Agreement. Subject to Section 1, the term of this Agreement shall be
from March 1, 2015 to December 31, 2018 for COBRA/AB528 Services and September
1, 2015 to December 31, 2018 for Flexible Spending Account Services.

a. Option to Extend the Agreement
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2b.

1) The City may extend the term of this Agreement for an additional
one (1) or two (2) year(s).

2) If the City exercises thig option, the charges and services will
remain consistent with what is specified the current Agreement.

3) The total duration of this Agreement, including the exercise of any
options, shall not exceed five (5) years or sixty (60) months.

Section 2 is hereby amended in its entirety to read as follows:

2. Term of the Agreement. Subject to Section 1, the term of this Agreement shall be
from March 1, 2015 to December 31, 2020 for COBRA/ABS528 Services and September
1, 2015 to December 31, 2020 for Flexible Spending Account Services.

a. Option to Extend the Agreement

1) The City may extend the term of this Agreement for an additional
one (1) year.

2) If the City exercises this option, the charges and services will
remain consistent with what is specified the current Agreement.

Section 5. Section 5 (Compensation) of the Agreement currently reads as follows:

5. Compensation

Compensation shall be made in monthly payments on or before the last day of each
month for work, as set forth in Section 4 of this Agreement, that the Health Service
System Director, in his or her sole discretion, concludes has been performed as of the last
day of the immediately preceding month. In no event shall the amount of this Agreement
exceed $1,247,977 (one million twe hundred forty-seven thousand nine hundred
seventy-seven dollars). The breakdown of costs associated with this Agreement appears
in Appendix B, “Calculation of Charges,” and Appendix D, “Performance Guarantees
and Contingent Discounts”, attached hereto and incorporated by reference as though fully
set forth herein. No charges shall be incurred under this Agreement nor shall any
payments become due to Contractor until reports, services, or both, required under this
Agreement are received from Contractor and approved by the Health Service System as
being in accordance with this Agreement. City may withhold payment to Contractor in
any instance in which Contractor has failed or refused to satisfy any material obligation
provided for under this Agreement. In no event shall City be liable for interest or late
charges for any late payments.

The Controller is not authorized to pay invoices submitted by Contractor prior to
Contractor’s submission of CMD Progress Payment Form. If Progress Payment Form is
not submitted with Contractor’s invoice, the Controller will notify the department, the
Director of CMD and Contractor of the omission. If Contractor’s failure to provide CMD
Progress Payment Form is not explained to the Controller’s satisfaction, the Controller
will withhold 20% of the payment due pursuant to that invoice until CMD Progress
Payment Form is provided. Following City’s payment of an invoice, Contractor has ten
days to file an affidavit using CMD Payment Affidavit verifying that all subcontractors
have been paid and specifying the amount.
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2c¢.

Section 5 is hereby amended in its entirety to read as follows:

5. Compensation

Compensation shall be made in monthly payments on or before the last day of each
month for work, as set forth in Section 4 of this Agreement, that the Health Service
System Director, in his or her sole discretion, concludes has been performed as of the last
day of the immediately preceding month. In no event shall the amount of this Agreement
exceed $1,998,737 (One Million Nine Hundred Ninety-Eight thousand Seven
hundred Thirty-Seven dollars). The breakdown of costs associated with this
Agreement appears in Appendix B, “Calculation of Charges,” and Appendix D,
“Performance Guarantees and Contingent Discounts”, attached hereto and incorporated
by reference as though fully set forth herein. No charges shall be incurred under this
Agreement nor shall any payments become due to Contractor until reports, services, or
both, required under this Agreement are received from Contractor and approved by the
Health Service System as being in accordance with this Agreement. City may withhold
payment to Contractor in any instance in which Contractor has failed or refused to satisfy
any material obligation provided for under this Agreement. In no event shall City be
liable for interest or late charges for any late payments.

The Controller is not authorized to pay invoices submitted by Contractor prior to
Contractor’s submission of CMD Progress Payment Form. If Progress Payment Form is
not submitted with Contractor’s invoice, the Controller will notify the department, the
Director of CMD and Contractor of the omission. If Contractor’s failure to provide CMD
Progress Payment Form is not explained to the Controller’s satisfaction, the Controller
will withhold 20% of the payment due pursuant to that invoice until CMD Progress
Payment Form is provided. Following City’s payment of an invoice, Contractor has ten
days to file an affidavit using CMD Payment Affidavit verifying that all subcontractors
have been paid and specifying the amount.

Section 15. Section 15 (Insurance) of the Agreement currently reads as follows:
15. Imsurance

a. Without in any way 1imiting Contractor’s liability pursuant to the
“Indemnification” section of this Agreement, Contractor must maintain in force, during the full
term of the Agreement, insurance in the following amounts and coverages:

1) Workers” Compensation, in statutory amounts, with Employers’ Liability
Limits not less than $1,000,000 each accident, injury, or illness; and

2) Commercial General Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Contractual Liability, Personal Injury, Products and Completed Operations; and

3) Commercial Automobile Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Owned, Non-Owned and Hired auto coverage, as applicable.

4) Professional liability insurance, applicable to Contractor’s
profession, with limits not less than $1,000,000 each claim with respect to negligent acts, errors
or omissions in connection with professional services to be provided under this Agreement.
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b. Commercial General Liability and Commercial Automobile Liability
Insurance policies must be endorsed to provide:

D) Name as Additional Insured the City and County of San Francisco, its
Officers, Agents, and Employees. |

2) That such policies are primary insurance to any other insurance available
to the Additional Insureds, with respect to any claims arising out of this Agreement, and that
insurance applies separately to each insured against whom claim is made or suit is brought.

C. Regarding Workers’ Compensation, Contractor hereby agrees to waive
subrogation which any insurer of Contractor may acquire from Contractor by virtue of the
payment of any loss. Contractor agrees to obtain any endorsement that may be necessary to
effect this waiver of subrogation. The Workers’ Compensation policy shall be endorsed with a
waiver of subrogation in favor of the City for all work performed by the Contractor, its
employees, agents and subcontractors.

d. All policies shall provide thirty days’ advance written notice to the City
of reduction or nonrenewal of coverages or cancellation of coverages for any reason. Notices
shall be sent to the City address in the “Notices to the Parties” section.

e. Should any of the required insurance be provided under a claims-made
form, Contractor shall maintain such coverage continuously throughout the term of this
Agreement and, without lapse, for a period of three years beyond the expiration of this
Agreement, to the effect that, should occurrences during the contract term give rise to claims
made after expiration of the Agreement, such claims shall be covered by such claims-made
policies.

f. Should any of the required insurance be provided under a form of
coverage that includes a general annual aggregate limit or provides that claims investigation or
legal defense costs be included in such general annual aggregate limit, such general annual
aggregate limit shall be double the occurrence or claims limits specified above.

g. Should any required insurance lapse during the term of this Agreement,
requests for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

h. Before commencing any operations under this Agreement, Contractor
shall furnish to City certificates of insurance and additional insured policy endorsements with
insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the
State of California, and that are satisfactory to City, in form evidencing all coverages set forth
above. Failure to maintain insurance shall constitute a material breach of this Agreement.

i. Approval of the insurance by City shall not relieve or decrease the
liability of Contractor hereunder.

If a subcontractor will be used to complete any portion of this agreement,
the Contractor shall ensure that the subcontractor shall provide all necessary insurance and shall
name the City and County of San Francisco, its officers, agents and employees and the Contractor
listed as additional insureds.

Section 15 is hereby amended in its entirety to read as follows:

15. Insurance
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a. Without in any way limiting Contractor’s liability pursuant to the
“Indemnification” section of this Agreement, Contractor must maintain in force, during
the full term of the Agreement, insurance in the following amounts and coverages:

1) Workers’ Corhpensation, in statutory amounts, with Employers’ Liability |
Limits not less than $1,000,000 each accident, injury, or illness; and

2) Commercial General Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Contractual Liability, Personal Injury, Products and Completed Operations; and

3) Commercial Automobile Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Owned, Non-Owned and Hired auto coverage, as applicable.

4) Professional liability insurance, applicable to Contractor’s
profession, with limits not less than $1,000,000 each claim with respect to negligent acts, errors
or omissions in connection with professional services to be provided under this Agreement.

5) Technology Errors and Omissions Liability coverage, with limits of
$1,000,000 each occurrence and each loss, and $2,000,000 general aggregate. The policy shall at
a minimum cover professional misconduct or lack of the requisite skill required for the
performance of services defined in the contract and shall also provide coverage for the following
risks:

(a) Liability arising from theft, dissemination, and/or use of
confidential information, including but not limited to, bank and credit card account
information or personal information, such as name, address, social security numbers,
protected health information or other personally identifying information, stored or
transmitted in electronic form;

(b) Network security liability arising from the unauthorized access
to, use of, or tampering with computers or computer systems, including hacker attacks;
and

() Liability arising from the introduction of any form of malicious

software including computer viruses into, or otherwise causing damage to the City’s or
third person’s computer, computer system, network, or similar computer related property
and the data, software, and programs thereon.

6) Contractor shall maintain in force during the full life of the agreement
Cyber and Privacy Insurance with limits of not less than $1,000,000 per occurrence. Such
insurance shall include coverage for liability arising from theft, dissemination, and/or use of
confidential information, including but not limited to, bank and credit card account information or
personal information, such as name, address, social security numbers, protected health
information or other personally identifying information, stored or transmitted in electronic form.

b. Commercial General Liability and Commercial Automobile Liability Insurance
policies must be endorsed to provide:

D Name as Additional Insured the City and County of San Francisco, its
Officers, Agents, and Employees.

2) That such policies are primary insurance to any other insurance available
to the Additional Insureds, with respect to any claims arising out of this Agreement, and that
insurance applies separately to each insured against whom claim is made or suit is brought.

c. Regarding Workers” Compensation, Contractor hereby agrees to waive
subrogation which any insurer of Contractor may acquire from Contractor by virtue of the
payment of any loss. Contractor agrees to obtain any endorsement that may be necessary to
effect this waiver of subrogation. The Workers’ Compensation policy shall be endorsed with a
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waiver of subrogation in favor of the City for all work performed by the Contractor, its
employees, agents and subcontractors.

d. All polici‘es shall provide thirty days’ advance written notice to the City
of reduction or nonrenewal of coverages or cancellation of coverages for any reason. Notices |
shall be sent to the City address in the “Notices to the Parties” section.

e. Should any of the required insurance be provided under a claims-made
form, Contractor shall maintain such coverage continuously throughout the term of this
Agreement and, without lapse, for a period of three years beyond the expiration of this
Agreement, to the effect that, should occurrences during the contract term give rise to claims
made after expiration of the Agreement, such claims shall be covered by such claims-made
policies.

f. Should any of the required insurance be provided under a form of
coverage that includes a general annual aggregate limit or provides that claims investigation or
legal defense costs be included in such general annual aggregate limit, such general annual
aggregate limit shall be double the occurrence or claims limits specified above.

g Should any required insurance lapse during the term of this Agreement,
requests for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

h. Before commencing any operations under this Agreement, Contractor
shall furnish to City certificates of insurance and additional insured policy endorsements with
insurers with ratings comparable to A-, VIII or higher, that are authorized to do business in the
State of California, and that are satisfactory to City, in form evidencing all coverages set forth
above. Failure to maintain insurance shall constitute a material breach of this Agreement.

1. " Approval of the insurance by City shall not relieve or decrease the
liability of Contractor hereunder.

If a subcontractor will be used to complete any portion of this agreement,
the Contractor shall ensure that the subcontractor shall provide all necessary insurance and shall
name the City and County of San Francisco, its officers, agents and employees and the Contractor
listed as additional insureds.

2d.  Appendix C. Appendix C (HIPAA Requirements-Business Associate Agreement) is
replaced in its entirety by Appendix C1, which is attached and incorporated as fully set
forth herein.

3. Effective Dafe. Each of the modifications set forth in Section 2 shall be effective on and after
October 3, 2018.

4. Legal Effect. Except as expressly modified by this Amendment, all of the terms and conditions
of the Agreement shall remain unchanged and in full force and effect.

The remainder of this page intentionally left blank
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IN WITNESS WHEREQOF, the parties hereto have executed this Amendment effective October

3,2018.
\ |

HEALTH SERVICE SYSTEM CONTRACTOR
W (@/ P&A Administrative Services, Inc.
A d
ABBIE YANT RN\VA - By signing this Agreement, I certify that I
Executive Director, comply with the requirements of the
Health Service System Minimum Compensation Ordinance, which

entitle Covered Employees to certain
minimum hourly wages and compensated and
uncompensated time off.

I have read and understood paragraph 35, the

APPROVED AS TO FORM: City’s statement urging companies doing
business in Northern Ireland to move towards

Dennis J. Herrera resolving employment inequities,

C1ty Attorney encouraging compliance with the MacBride

Principles, and urging
San Francisco companies to do business with
corporations that abide by the MacBride

UIBERT Principles.
puty t Attorney - : :
7 W . /ZJJ

MICHAEL RIZZO, PRESIDENT
P&A Administrative Services, Inc.
17 Court Street, Suite 500
Buffalo, NY 14202

City vendor number: 94982
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Appendix C1
-HIPAA Requirements-Business Associate Agreement
This Business Associate Agreement (“BAA”) supplements and is made a part of the Rider to the
Group by and between the CITY AND COUNTY OF SAN FRANCISCO, the Covered Entity (“CE”),
and P&A Administrative Services, Inc., located at 17 Court Street, Suite 500, Buffalo, NY 14202
(“Contractor”), the Business Associate (“BA”), dated January 1, 2019 (“Agreement”). To the extent that
the terms of the Agreement are inconsistent with the terms of this BAA, the terms of this BAA shall
control.

RECITALS

A. CE, by and through the San Francisco Health Service System (“SFHSS”), wishes to
disclose certain information to BA pursuant to the terms of the Agreement, some of which may
constitute Protected Health Information (“PHI”) (defined below).

B. For purposes of the Agreement and this BAA, CE requires Contractor, even if Contractor
is also a covered entity under HIPAA, to comply with the terms and conditions of this BAA as a BA of
CE.

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to
BA pursuant to the Agreement in compliance with the Health Insurance Portability and Accountability
Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology for Economic and
Clinical Health Act, Public Law 111-005 (“the HITECH Act”), and regulations promulgated there under
by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable
laws, including, but not limited to, California Civil Code §§ 56, et seq., California Health and Safety
Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & Institutions Code §§5328,
et seq., and the regulations promulgated there under (the “California Regulations™).

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined
below) require CE to enter into an agreement containing specific requirements with BA prior to the
disclosure of PHI, as set forth in, but not limited to, Title 45, Sections 164.314(a), 164.502(a) and (¢)
and 164.504(e) of the Code of Federal Regulations (“C.F.R.”) and contained in this BAA.

E. BA enters into agreements with CE that require the CE to disclose certain identifiable
health information to BA. The parties desire to enter into this BAA to permit BA to have access to such
information and comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding
Regulations.

In consideration of the mutual promises below and the exchange of information pursuant to this
BAA, the parties agree as follows:

. Definitions.

a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that
compromises the security or privacy of such information, except where an unauthorized person to whom
such information is disclosed would not reasonably have been able to retain such information, and shall
have the meaning given to such term under the HITECH Act and HIPAA Regulations [42 U.S.C.
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Section 17921 and 45 C.F.R. Section 164.402], as well as California Civil Code Sections 1798.29 and
1798.82. :

b. Breach Notification Rule shall mean the HIPAA Regulatidn that is codified at 45 C.F.R.
Part 164, Subpart D.

c. Business Associate is a person or entity that performs certain functions or activities that
involve the use or disclosure of protected health information received from a covered entity, but other
than in the capacity of a member of the workforce of such covered entity or arrangement, and shall have
the meaning given to such term under the Privacy Rule, the Security Rule, and the HITECH Act,
including, but not limited to, 42 U.S.C. Section 17938 and 45 C.F.R. Section 160.103.

d. Covered Entity means a health plan, a health care clearinghouse, or a health care
provider who transmits any information in electronic form in connection with a transaction covered
under HIPAA Regulations, and shall have the meaning given to such term under the Privacy Rule and
the Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

e. Data Aggregation means the combining of Protected Information by the BA with the
Protected Information received by the BA in its capacity as a BA of another CE, to permit data analyses
that relate to the health care operations of the respective covered entities, and shall have the meaning
given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501.

f. Designated Record Set means a group of records maintained by or for a CE, and shall
have the meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R.
Section 164.501.

g. Electronic Protected Health Information means Protected Health Information that is
maintained in or transmitted by electronic media and shall have the meaning given to such term under
HIPAA and the HIPAA Regulations, including, but not limited to, 45 C.F.R. Section 160.103. For the
purposes of this BAA, Electronic PHI includes all computerized data, as defined in California Civil
Code Sections 1798.29 and 1798.82.

h. Electronic Health Record means an electronic record of health-related information on
an individual that is created, gathered, managed, and consulted by authorized health care clinicians and
staff, and shall have the meaning given to such term under the HITECH Act, including, but not limited
to, 42 U.S.C. Section 17921.

i. Health Care Operations shall have the meaning given to such term under the Privacy
Rule, including, but not limited to, 45 C.F.R. Section 164.501.

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160
and 164, Subparts A and E.

k. Protected Health Information or PHI means any information, including electronic PHI,
whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or
mental condition of an individual; the provision of health care to an individual; or the past, present or
future payment for the provision of health care to an individual; and (ii) that identifies the individual or
with respect to which there is a reasonable basis to believe the information can be used to identify the
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individual, and shall have the meaning given to such term under the Privacy Rule, including, but not
limited to, 45 C.F.R. Sections 160.103 and 164.501. For the purposes of this BAA, PHI includes all
medical inform‘ation and health insurance information as defined in California Civil Code Sections 56.05
and 1798.82.

1. Protected Information shall mean PHI provided by CE to BA or created, maintained,
received or transmitted by BA on CE’s behalf.

m. Security Incident means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with system operations in an
information system, and shall have the meaning given to such term under the Security Rule, including,
but not limited to, 45 C.F.R. Section 164.304.

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160
and 164, Subparts A and C.

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI
unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a
standards developing organization that is accredited by the American National Standards Institute, and
shall have the meaning given to such term under the HITECH Act and any guidance issued pursuant to
such Act including, but not limited to, 42 U.S.C. Section 17932(h) and 45 C.F.R. Section 164.402.

. Obligations of Business Associate.

a. User Training. The BA shall provide, and shall ensure that BA subcontractors provide,
training on PHI privacy and security, including HIPAA and HITECH and its regulations, to each
employee or agent that will access, use or disclose Protected Information, upon hire and/or prior to
accessing, using or disclosing Protected Information for the first time, and at least annually thereafter
during the term of the Agreement. BA shall maintain, and shall ensure that BA subcontractors maintain,
records indicating the name of each employee or agent and date on which the PHI privacy and security
trainings were completed. BA shall retain, and ensure that BA subcontractors retain, such records for a
period of seven years after the Agreement terminates and shall make all such records available to CE
within 15 calendar days of a written request by CE.

b. Permitted Uses. BA may use, access, and/or disclose Protected Information only for the
purpose of performing BA’s obligations for, or on behalf of, the City and as permitted or required under
the Agreement and BAA, or as required by law. Further, BA shall not use Protected Information in any
manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.
However, BA may use Protected Information as necessary (1) for the proper management and
administration of BA; (ii) to carry out the legal responsibilities of BA; (ii1) as required by law; or (iv) for
Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. Sections 164.502,
164.504(e)(2). and 164.504(e)(4)(1)].

c. Permitted Disclosures. BA shall disclose Protected Information only for the purpose of
performing BA’s obligations for, or on behalf of, the City and as permitted or required under the
Agreement and BAA, or as required by law. BA shall not disclose Protected Information in any manner
that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE.
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However, BA may disclose Protected Information as necessary (i) for the proper management and
administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for
Data Aggr?gation purposes relating to the Health Care Operations ?f CE. If BA discloses Protected
Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written
assurances from such third party that such Protected Information will be held confidential as provided
pursuant to this BAA and used or disclosed only as required by law or for the purposes for which it was
disclosed to such third party, and (ii) a written agreement from such third party to immediately notify
BA of any breaches, security incidents, or unauthorized uses or disclosures of the Protected Information
in accordance with paragraph 2 (n) of this BAA, to the extent it has obtained knowledge of such
occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)]. BA may disclose PHI to a BA
that is a subcontractor and may allow the subcontractor to create, receive, maintain, or transmit
Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45
C.F.R. Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45
C.F.R. Section 164.502(e)(1)(i1)].

d. Prohibited Uses and Disclosures. BA shall not use or disclose Protected Information
other than as permitted or required by the Agreement and BAA, or as required by law. BA shall not use
or disclose Protected Information for fundraising or marketing purposes. BA shall not disclose
Protected Information to a health plan for payment or health care operations purposes if the patient has
requested this special restriction, and has paid out of pocket in full for the health care item or service to
which the Protected Information solely relates [42 U.S.C. Section 17935(a) and 45 C.F.R. Section
164.522(a)(1)(vi)]. BA shall not directly or indirectly receive remuneration in exchange for Protected
Information, except with the prior written consent of CE and as permitted by the HITECH Act, 42
U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however,
this prohibition shall not affect payment by CE to BA for services provided pursuant to the Agreement.

e. Appropriate Safeguards. BA shall take the appropriate security measures to protect the
confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on
behalf of the CE, and shall prevent any use or disclosure of PHI other than as permitted by the
Agreement or this BAA, including, but not limited to, administrative, physical and technical safeguards
in accordance with the Security Rule, including, but not limited to, 45 C.F.R. Sections 164.306, 164.308,
164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B). BA shall comply with the policies and
procedures and documentation requirements of the Security Rule, including, but not limited to, 45
C.F.R. Section 164.316, and 42 U.S.C. Section 17931. BA is responsible for any civil penalties assessed
due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c).

f. Business Associate’s Subcontractors and Agents. BA shall ensure that any agents and
subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in
writing to the same restrictions and conditions that apply to BA with respect to such PHI and implement
the safeguards required by paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section
164.504(e)(2) through (e)(5); 45 C.F.R. Section 164.308(b)]. BA shall mitigate the effects of any such
violation.

g. Accounting of Disclosures. Within ten (10) calendar days of a request by CE for an
accounting of disclosures of Protected Information or upon any disclosure of Protected Information for
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which CE is required to account to an individual, BA and its agents and subcontractors shall make
available to CE the information required to provide an accounting of disclosures to enable CE to fulfill
its obligations under the Privacy Rule, including, but not limite‘d to, 45 C.F.R. Section 164.528, and the
HITECH Act, including but not limited to 42 U.S.C. Section 17935 (¢), as determined by CE. BA
agrees to implement a process that allows for an accounting to be collected and maintained by BA and
its agents and subcontractors for at least six (6) years prior to the request. However, accounting of
disclosures from an Electronic Health Record for treatment, payment or health care operations purposes
are required to be collected and maintained for only three (3) years prior to the request, and only to the
extent that BA maintains an Electronic Health Record. At a minimum, the information collected and
maintained shall include: (i) the date of disclosure; (i1) the name of the entity or person who received
Protected Information and, if known, the address of the entity or person; (iii) a brief description of
Protected Information disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably
informs the individual of the basis for the disclosure, or a copy of the individual’s authorization, or a
copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)]. If an individual or an individual’s
representative submits a request for an accounting directly to BA or its agents or subcontractors, BA
shall forward the request to CE in writing within five (5) calendar days.

h. Access to Protected Information. BA shall make Protected Information maintained by
BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying
within (5) days of request by CE to enable CE to fulfill its obligations under state law [Health and Safety
Code Section 123110] and the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45
C.F.R. Section 164.504(e)(2)(11))(E)]. If BA maintains Protected Information in electronic format, BA
shall provide such information in electronic format as necessary to enable CE to fulfill its obligations
under the HITECH Act and HIPAA Regulations, inéluding, but not limited to, 42 U.S.C. Section
17935(e) and 45 C.F.R. 164.524.

i. Amendment of Protected Information. Within ten (10) days of a request by CE for an
amendment of Protected Information or a record about an individual contained in a Designated Record
Set, BA and its agents and subcontractors shall make such Protected Information available to CE for
amendment and incorporate any such amendment or other documentation to enable CE to fulfill its
obligations under the Privacy Rule, including, but not limited to, 45 C.F.R Section 164.526. If an
individual requests an amendment of Protected Information directly from BA or its agents or
subcontractors, BA must notify CE in writing within five (5) days of the request and of any approval or
denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45
C.F.R. Section 164.504(e)(2)(i1)(F)]. |

j. Governmental Access to Records. BA shall make its internal practices, books and
records relating to the use and disclosure of Protected Information available to CE and to the Secretary
of the U.S. Department of Health and Human Services (the “Secretary”) for purposes of determining
BA’s compliance with HIPAA [45 C.F.R. Section 164.504(e)(2)(ii)(I)]. BA shall provide CE a copy of
any Protected Information and other documents and records that BA provides to the Secretary
concurrently with providing such Protected Information to the Secretary.

k. Minimum Necessary. BA, its agents and subcontractors shall request, use and disclose
only the minimum amount of Protected Information necessary to accomplish the intended purpose of
Page 5 of 8



such use, disclosure, or request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)]. BA
understands and agrees that the definition of “minimum necessary” is in flux and shall keep itself
informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary” to
accomphsh the intended purpose in accordance with HIPAA and HIPAA Regulations.

1. Data Ownership. BA acknowledges that BA has no ownership rights with respect to
the Protected Information.

m. Notification of Breach. BA shall notify CE within 5 calendar days of any breach of
Protected Information; any use or disclosure of Protected Information not permitted by the BAA; any
Security Incident (except as otherwise provided below) related to Protected Information, and any use or
disclosure of data in violation of any applicable federal or state laws by BA or its agents or
subcontractors. The notification shall include, to the extent possible, the identification of each
individual whose unsecured Protected Information has been, or is reasonably believed by the BA to have
been, accessed, acquired, used, or disclosed, as well as any other available information that CE is
required to include in notification to the individual, the media, the Secretary, and any other entity under
the Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to
45 C.F.R. Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by
this paragraph or promptly thereafter as information becomes available. BA shall take (i) prompt
corrective action to cure any deficiencies and (ii) any action pertaining to unauthorized uses or
disclosures required by applicable federal and state laws. [42 U.S.C. Section 17921; 42 U.S.C. Section
17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(11)(C); 45 C.F.R. Section 164.308(b)]

n. Notices. All written notices to be given by either party under this BAA shall be sufficient
if in writing and sent by U.S. mail or e-mail to the addresses indicated in Article 13.1 of the Agreement.

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.
Pursuant to 42 U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a
pattern of activity or practice of a subcontractor or agent that constitutes a material breach or violation of
the subcontractor or agent’s obligations under the Agreement or this BAA, the BA must take reasonable
steps to cure the breach or end the violation. If the steps are unsuccessful, the BA must terminate the
contractual arrangement with its subcontractor or agent, if feasible. BA shall provide written notice to
CE of any pattern of activity or practice of a subcontractor or agent that BA believes constitutes a
material breach or violation of the subcontractor or agent’s obligations under the Contract or this BAA
within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the
problem as one of the reasonable steps to cure the breach or end the violation.

3. Termination.

a. Material Breach. A breach by BA of any provision of this BAA, as determined by CE,
shall constitute a material breach of the Agreement and this BAA and shall provide grounds for
immediate termination of the Agreement and this BAA, any provision in the AGREEMENT to the
contrary notwithstanding. [45 C.F.R. Section 164.504(e)(2)(ii1).]

b. Judicial or Administrative Proceedings. CE may terminate the Agreement and this
BAA, effective immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of
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HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws or (ii) a finding or
stipulation that the BA has violated any standard or requirement of HIPAA, the HITECH Act, the
HIPAA Regulations or other security or privacy laws is made in any administrative or civil proceeding
in which the party has been joined. |

c. Effect of Termination. Upon termination of the Agreement and this BAA for any
reason, BA shall, at the option of CE, return or destroy all Protected Information that BA and its agents
and subcontractors still maintain in any form, and shall retain no copies of such Protected Information.
If return or destruction is not feasible, as determined by CE, BA shall continue to extend the protections
and satisfy the obligations of Section 2 of this BAA to such information, and limit further use and
disclosure of such PHI to those purposes that make the return or destruction of the information infeasible
[45 C.F.R. Section 164.504(e)(2)(i1)(J)]. If CE elects destruction of the PHI, BA shall certify in writing
to CE that such PHI has been destroyed in accordance with the Secretary’s guidance regarding proper
destruction of PHI.

d. Civil and Criminal Penalties. BA understands and agrees that it is subject to civil or
criminal penalties applicable to BA for unauthorized use, access or disclosure or Protected Information
in accordance with the HIPAA Regulations and the HITECH Act including, but not limited to, 42
U.S.C. 17934 (c).

e. Disclaimer. CE makes no warranty or representation that compliance by BA with this
BAA, HIPAA, the HITECH Act, or the HIPAA Regulations or corresponding California law provisions
will be adequate or satisfactory for BA’s own purposes. BA is solely responsible for all decisions made
by BA regarding the safeguarding of PHI.

4. Amendment to Comply with Law.

The parties acknowledge that state and federal laws relating to data security and privacy are
rapidly evolving and that amendment of the Agreement or this BAA may be required to provide for
procedures to ensure compliance with such developments. The parties specifically agree to take such
action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the
HIPAA regulations and other applicable state or federal laws relating to the security or confidentiality of
PHI. The parties understand and agree that CE must receive satisfactory written assurance from BA that
BA will adequately safeguard all Protected Information. Upon the request of either party, the other
party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA
embodying written assurances consistent with the updated standards and requirements of HIPAA, the
HITECH Act, the HIPAA regulations or other applicable state or federal laws. CE may terminate the
Agreement upon thirty (30) days written notice in the event (i) BA does not promptly enter into
negotiations to amend the Agreement or this BAA when requested by CE pursuant to this section or (ii)
BA does not enter into an amendment to the Agreement or this BAA providing assurances regarding the
safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy the standards and
requirements of applicable laws.

5. Reimbursement for Fines or Penalties.
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In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties
or damages through private rights of action, based on an impermissible use or disclosure of PHI by BA
or its subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or

damages within thirty (30) calendar days from City’s written notice to BA of such fines, penalties or
damages.
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