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FILE NO. 161227 RESOLUTION NO.

[Agreement Amendment - En Pointe Technologies Sales, LLC - Microsoft Online 365
Subscription Services - Not to Exceed $13,909,873]

Resolution authorizing the Depaftment of Technology and the Office of Contract
Administration to enter into Amendment No. 1 to the Agreement between the City and-
County of San Francisco and En Pointe Téchnologies Sales, LLC, for Microsoft

Online 3865, to increase the agreement amount by $4,335,418 for an amount not to

exceed $13,909,873 over the agreement term of June 25, 2014, through May 31, 2017.

WHEREAS, In 2014, the City sought to procure certain products and software services
reléted to the City’'s needs for information'technology; and

WHEREAS, The County of Riverside (‘Riverside”) solicited bids for a Microsoft
Enterprise progfam that was focused on government information technology needs; and

WHEREAS, Microsoft's response included a customized Enterprise Agreement that
was designed to work for all government agencies within the state of California: and

WHEREAS, The objective of Riverside’s bid process was to select Microsoft authorized
and responsible large account resellers in the State of California: and

WHEREAS, The evaluation of responses was conducted by Information Technology
Professionals from throughout the State of California; and

WHEREAS, The result of that competitive bidding process was a list of large account
resellers that could offer the products and pricing required in the County of Riverside’s
Enterprise Program; and |

WHEREAS, The City wanted to piggyback on the County of Riverside’s competitive
process and enter into an agreement with a large account reseller who was selected as a
resellér under the Riverside Microsoft Enterprise Program with the intent to enter into a three-

year contract for core Microsoft Office 365 subscription services and server licenses; and
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WHEREAS, The Department of Technology (DT) sought and received approval'from |
the Office of Contract Administration to use the County of Riverside’s competitive
procurement process under Administrative Code § 21.16(b); and

WHEREAS, The 0365 subscription services consist ‘of secure email and administrative
tools, server and SQL licenses required to operate the email system, the Microsoft Office
Suite, Skype for Business and trial or development-scale access to new products and features
otherwise not attainable on the open market at prices affordable to The City; and

WHEREAS, After the City requested quotes from the previously approved vendors, the
City selected En Pointe as the 0365 reseller and entered into an agreement with En Pointe
which terminates on May 31, 2017, and limits the total cost of the agreement to $9,574,455;
and | ‘ v

WHEREAS,.When the City ente'red into the Agreement in 2014, it tried to estimate the
amount that would be necessary to roll out the services and deploy the Microsoft products
over the next three years, but the popularity of the products and the growth in demand for the
services were much greater than the estimates made by the City when the agreement
became effective; and _ |

WHEREAS, The City estimates that the money projected to be spent with En Pointe
could ‘reach the contract’s not-to-exceed amount in the'reasonably near future; and

WHEREAS, There is only $329,000 in spending authority left in the En Pointe 0365
agreemént and the City expects it will need additional services for a cost of $4,335,418 the
City wishes to execute an amendment to the agreement increasing the maximum amount to
$13,909,873 a copy of the amendment is on file with the Clerk of the Board of 'Supervisors in
File No. 161227; and

Department of Technology
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WHEREAS, Charter, Section 9.118, “Contract and Lease Limitations,” subsection (b),
requires Board of Supervisors approval of any contract estimated to exceed $10 million in
expenditures; now, therefore, be it

RESOLVED, That the Board of Supervisors authorizes the Department of Technology
and the Office of Contract Administration to execute the First Amendment to the En Pointe
0365 Agreement increasing the maximum guaranteed amount to $13,909,873 substantially in
the form of the agreement on file with the Clerk of the Board of Supervisors in File
No. 161227, with such changes or modifications, as may be acceptable to the Director of the
Department of Technology and the City Attorney and which do not materially increase the
obligations and liabilities of the City; and, be it

FURTHER RESOLVED, That ubon execution of the Amendment, the Director of the
Department of Technology shall transmit to the Clerk of the Board of Supervisors a copy of
the Amendments, for inclusion in File No. 161227; and, be it

FURTHER RESOLVED, That this resolution shall take effect immediately upon its

adoption.

Department of Technology
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BUDGET AND FINANCE COMMITTEE MEETING NOVEMBER 30, 2016

Items 10 and 11 Department:
Files 16-1227 and 16-1228 Department of Technology (DT)

Legislative Objectives

e The proposed resolutions would approve an amendment to two existing agreements
between the Department of Technology (DT) En Pointe Technologies Sales, LLC, to (i)
increase the total not-to-exceed amount by $4,335,418 from $9,574,455 to $13,909,873
for the Microsoft Office 365 Agreement (File 16-1227), and (ii) to increase the total not-to-
exceed amount by $4,850,304 from $9,869,293 to $14,719,597 for the Microsoft
Enterprise Software Products Agreement (File 16-1228).

Key Points

e DT entered into two agreements with En Pointe Technologies Sales, LLC in 2014 to provide
(i) core Microsoft Office 365 subscription services and servers for DT, and (ii) Microsoft
enterprise software products at discounted rates for all City Departments.

e The total not-to-exceed amount for the agreement between the City and En Pointe
Technologies to provide Microsoft Office 365 subscription services and servers was
$9,574,455 for a term of three years from June 1, 2014 through May 31, 2017. The total
not-to-exceed amount of the agreement between the City and En Pointe Technologies to
provide Microsoft enterprise software products at discounted rates for all City
Departments was $9,869,293 for a term of three years from June 1, 2014 through May 31,
2017.

e According to Mr. Hao Xie, Strategic Sourcing Manager at DT, City departments were
permitted and encouraged to implement the overall Microsoft Office 365 system,
including the subscription services and server licenses, at their own pace in 2011 when
the City first decided to upgrade and consolidate its multiple citywide email systems. DT
originally anticipated 26,500 end users to use services. However, the popularity of the
products and the growth in demand for the Microsoft products and services has been
much greater than expected in the past two years.

Fiscal Impact

e The total Microsoft Office 365 agreement not-to-exceed amount under the proposed first
amendment will increase through May 31, 2017 by $4,335,418, from $9,574,455 to
$13,909,873. The total Microsoft enterprise software products agreement not-to-exceed
amount under the proposed amendment will increase through May 31, 2017 by
$4,850,304, from $9,869,293 to $14,719,597.

Recommendation

e Approve the proposed resolutions.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE COMMITTEE MEETING NOVEMBER 30, 2016

MANDATE STATEMENT

City Charter Section 9.118(b) states that any contract entered into by a department, board or
commission that (1) has a term of more than ten years, (2) requires expenditures of $10 million
or more, or (3) requires a modification of more than $500,000 is subject to Board of Supervisors
approval.

BACKGROUND

The Department of Technology (DT) entered into two agreements with En Pointe Technologies
Sales, LLC in 2014 to provide (i) core Microsoft Office 365 subscription services and servers for
DT, and (ii) Microsoft enterprise software products at discounted rates for all City Departments.
DT sought and received approval from the Office of Contract Administration to use the County
of Riverside’s competitive procurement process for an existing online Microsoft services
contract under Section 21.16(b) of the Administrative Code.

Under the existing Microsoft Office 365 Agreement, subscription services consist of secure
email and administrative tools, server and licenses required to operate the email system, the
Microsoft Office Suite, Skype for Business, and trial or development-scale access to new
products and features. The total not-to-exceed amount for the agreement between the City
and En Pointe Technologies to provide Microsoft Office 365 subscription services and servers
was $9,574,455 for a term of three years from June 1, 2014 through May 31, 2017.

Under the existing Microsoft Enterprise Software Products Agreement, products consist of
Windows server licenses required to operate various software applications, Azure, Intune,
Microsoft Customer Relationship Management (CRM), Virtual Desktop Access (VDA),
SharePoint Online, Access Pro, Visio Pro, Project Pro and training credit and technical support
credits usable during the agreement term. The total not-to-exceed amount of the agreement
between the City and En Pointe Technologies to provide Microsoft enterprise software
products at discounted rates for all City Departments was $9,869,293 for a term of three years
from June 1, 2014 through May 31, 2017.

The City in its sole discretion may extend the agreements for two additional years through May
2019.

DETAILS OF PROPOSED LEGISLATION

The proposed resolutions would authorize the Department of Technology to amend two
agreements between the City and En Pointe Technologies Sales, LLC, to (i) increase the total
not-to-exceed amount by $4,335,418 from $9,574,455 to $13,909,873 for the Microsoft Office
365 Agreement (File 16-1227), and (ii) to increase the total not-to-exceed amount by
$4,850,304 from $9,869,293 to $14,719,597 for the Microsoft Enterprise Software Products
Agreement (File 16-1228). The end date of the agreements of May 31, 2017 is not changed.

According to Mr. Hao Xie, Strategic Sourcing Manager at DT, City departments were permitted
and encouraged to implement the overall Microsoft Office 365 system, including the
subscription services and server licenses, at their own pace in 2011 when the City first decided

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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to upgrade and consolidate its multiple citywide email systems. DT originally anticipated 26,500
end users to use services. However, the popularity of the products and the growth in demand
for the Microsoft products and services has been much greater than expected in the past two
years. Consequently, DT is seeking authorization to amend the two agreements with En Pointe
Technologies Sales, LLC to cover projected departmental spending through May 31, 2017 when
the current agreements expire. The requested amendment would cover the projected costs for
the remaining seven months of the term of the two agreements.

FISCAL IMPACT

According to Ms. Kathy Lu, Principal Administrative Analyst at DT, the number of City staff
currently using Microsoft subscription services is difficult to gauge. She estimates that
approximately 30,000 end users are currently using Microsoft Office 365 services, but this
includes a small percentage of former employees or contractors whose email inboxes must be
maintained for archival reasons.

Additionally, the usage estimates for Microsoft enterprise software products are not readily
known because this is not centralized through DT. Over 80,000 licenses have been issued to
date. In October 2016, DT sent a survey to 27 departments across the City to forecast the
potential procurement needs for Microsoft Office 365 subscription services and enterprise
software products from October 2016 to May 31, 2017. When a department could not provide
a reliable estimate, DT projected a 10% increase in usage based on their FY 2016-17 use rate.
These figures were then used to estimate the additional contract value required for the
remaining seven months of the contract term. According to Ms. Lu, DT estimates that there
should be an increase of approximately 2,100 end users by the end of the contract term.
However, this does not include the possible migration of additional City departments to DT’s
overall Microsoft Office 365 system.

Based on the estimated departmental usage, according to the budget submitted by DT, the
total Microsoft Office 365 agreement not-to-exceed amount under the proposed first
amendment will increase through May 31, 2017 by $4,335,418, from $9,574,455 to
$13,909,873, as shown in Table 1 below.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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Table 1: Increase in the Microsoft Office 365 Agreement’s Not-to-Exceed Amount from June 1,
2014 to May 31, 2017 (File 16-1227)

Original Actual Remaining Projected Amended

i i Contract
’I;/h:;::no::‘:)fflce 365 Contract Spent Value Additional Total Contract
& Amount FY14-16 Need Amount

Core 0365 Products
(Microsoft Office apps, such $9,566,018 $7,223,613  $2,342,405 $859,781 $10,425,799
as Email and Office Suite)

Other Products® (Additional

purchases, including step-ups 8,437 2,021,300 -2,012,863 3,475,637 3,484,074
to higher level of products)
Total $9,574,455 $9,244,913 $329,542 $4,335,418 $13,909,873

Based on the estimated departmental usage, according to the budget submitted by DT, the
total Microsoft enterprise software products agreement not-to-exceed amount under the
proposed amendment will increase through May 31, 2017 by $4,850,304, from $9,869,293 to
$14,719,597, as shown in Table 2 below.

Table 2: Increase in the Microsoft Enterprise Software Agreement’s Not-to-Exceed Amount
from June 1, 2014 to May 31, 2017 (File 16-1228)

Microsoft Enterorise Original Actual Remaining Projected Amended
Software Pro du(r:ts Contract Spent  Contract Additional Total Contract
Amount FY14-16 Value Need Amount

Enterprise Products
(Windows server license
to operate various
Microsoft applications)

$9,246,855 $6,472,449 $2,774,406 $729,448 $9,976,303

True-Up Cost on

' , 43,914 2,451,685 -2,207,771 3,399,382 3,643,296
Enterprise Products
Step-Up Coston 111,623 294202  -182,579 239,055 350,678
Enterprise Products
CZD“Are' CRM, Intune and 266,901 588,405  -321,504 482,419 749,320
Total $9,869,293 $9,806,741 $62,552 $4,850,304  $14,719,597

! This includes server and bridge licenses that are required to operate the email system. When an enterprise email
system is established, these licenses permit access between the email central control system and the internet.

? This reflects the quantity difference between what the City departments reserved in advance in May 31, 2014
compared to City departments’ actual purchases. The “true up cost” is the payment due if the number of licenses
used is higher than what was reserved.

® This reflects Microsoft’s annual increases in unit cost for the latest version of any given product or license. For
example, the cost to license Project Pro 2016 versus Project Pro 2013 will be shown as the “step-up cost” to
operate a similar but updated program.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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The requested increased costs were based on estimated departmental usage. DT has submitted
budgets to reflect the increased costs. The Budget and Legislative Analyst finds the requested
increased amounts to be reasonable. Funds to pay the increased agreements’ costs are
included in the FY 2016-17 budgets of the respective City departments, as previously
appropriated by the Board of Supervisors.

RECOMMENDATION

Approve the proposed resolutions.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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City and County of San Francisco - , \
Office of Contract Administration '
Purchasing Division

First Amendment to En Pointe Online 365 Agreemeht

THIS AMENDMENT (this “Amendment”) is made as of November 15, 2016, in San
Francisco, California, by and between En Pointe Technologies Sales, LLC (“Contractor”), and
the City and County of San Francisco, a municipal corporation (“City”), acting by and through
its Director of the Office of Contract Administration.

RECITALS
WHEREAS Clty and Contractor have entered mto the Agreement (as defined below);
and
WHEREAS, City and Contractor desire to modify the En Pointe Microsoft Onlme 365
Agreement on the terms and conditions set forth herein to increase the contract amount and
update standard contractual clauses”;

NOW, THEREFORE, Contractor and the City agree as foliows:
1. Definitions. The following definitions shall apply to this Amendment:

la. Agreement. The term “Agreement” shall mean the Agreement dated June 25, 2014
between Contractor and City.

1b. Contract Monitoring Division. Effective July 28, 2012, with the exception of
Sections 14B.9(D) and 14B.17(F), all of the duties and functions of the Human Rights
Commission under Chapter 14B of the Administrative Code (LBE Ordinance) were transferred
to the City Administrator, Contract Monitoring Division (“CMD”). Wherever “Human Rights
Commission” or “HRC” appears in the Agreement in reference to Chapter 14B of the
Administrative Code or its implementing Rules and Regulations, it shall be construed to mean
“Contract Momtormg Division” or “CMD” respectively.

1c. . Other Terms. Terms used and not defined in this Amendment shall have the
meanings assigned to such terms in the Agreement.

2. Modifications to the Agreement. The Agreement is hereby modified as follows:

2a. Section 12. Section 12 -Payment of the Agreement currently reads as follows:

12. Payment. Compensation shall be due and payable within 45 days of the date of invoice.

In no event shall the amount of this Agreement exceed Nine Million, Five-Hundred and Seventy-
Four Thousand, Four Hundred and Fifty-Five Dollars and no cents [$9,574,455]. The
breakdown of costs associated with this Agreement is provided for in Appendix B. No charges
shall be incurred under this Agreement nor shall any payments become due to Contractor until

P-550 (8-15) 1ofé6 : November 15, 2016



Licensed Software and services required under this Agreement are received from Contractor and
approved by DT as being in accordance with this Agreement.

In no event shall City be liable for interest or late charges for any late payments.

Such section is hereby amended in its entirety to read as follows:

12. Payment. Compensation shall be due and payable within 45 days of the date of invoice.

In no event shall the amount of this Agreement exceed Thirteen Million, Nine-Hundred and Nine
Thousand, Eight Hundred and Seventy-Two Dollars and Seventy-Three cents [$13,909,872.73].

- The breakdown of costs associated with this Agreement is provided for in Attachment B. No
charges shall be incurred under this Agreement nor shall any payments become due to Contractor
until Licensed Software and services required under this Agreement are received from
Contractor and approved by DT as being in accordance with this Agreement.

In no event shall City be liable for interest or late charges for any late payments.

2b. Appendix B — Calculation of Charges. Appendix B is hereby replaced in its
entirety by Attachment B aftached. ‘

, 2c. Sugar-Sweetened Beverage Prohibition. Section 47 is hereby added to the
Agreement, as follows:

47. Sugar-Sweetened Beverage Prohibition. Contractor agrees that it will not sell, provide,
or otherwise distribute Sugar-Sweetened Beverages, as defined by San Francisco Administrative
Code Chapter 101, as part of its performance of this Agreement.

2d. Insurance. Section 21 is hereby replaced in its entirety to read as follows:

21. Insurance.

a. ‘Without in any way limiting Contractor’s liability pursuant to the
“Indemnification” section of this Agreement, Contractor must maintain in force, during the full
term of the Agreement, insurance in the following amounts and coverages:

1 Workers” Compensation, in statutory amounts, with Employers’ Liability
Limits not less than $1,000,000 each accident, injury, or illness; and

2) Commetcial General Liability Insurance with limits not less than
$1,000,000 each occurrence and $2,000,000 general aggregate for Bodily Injury and Property
Damage, including Contractual Liability, Personal Injury, Products and Completed Operations;
and ' :

3) Technology Errors and Omissions Liability coverage, with limits of
$1,000,000 each occurrence and each loss, and $2,000,000 general aggregate. The policy shall at
a minimum cover professional misconduct or lack of the requisite skill required for the
‘ peg{formance of services defined in the contract and shall also provide coverage for the following
risks: ‘ : : A
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: (a)  Liability arising from theft, dissemination, and/or use of
confidential information, including but not limited to, bank and credit card account information
or personal information, such as name, address, social security numbers, protected health
information or other personally identifying information, stored or transmitted in electronic form;

, (b)  Network security liability arising from the unauthorized access to,
use of, or tampering with computers or computer systems, including hacker attacks; and

(¢)  Liability arising from the introduction of any form of malicious
software including computer viruses into, or otherwise causing damage to the City’s or third
_person’s computer, computer system, network, or similar computer related property and the data,
software, and programs thereon. ' '

b. Commercial General Liability and Commercial Automobile Liability Insurance
policies must be endorsed to provide: ~

1) Name as Additional Insured the City and County of San Francisco, its
Officers, Agents, and Employees. - '

2) That such policies are pfimary insurance to any other insurance available
to the Additional Insureds, with respect to any claims arising out of this Agreement, and that
insurance applies separately to each insured against whom claim is made or suit is brought.

c. All policies shall be endorsed to provide thirty (30) days’ advance written notice
to the City of cancellation for any reason, intended non-renewal, or reduction in coverages.
Notices shall be sent to the City address set forth in the Section entitled “Notices to the Parties.”

d. Should any of the required insurance be provided under a claims-made form,
Contractor shall maintain such coverage continuously throughout the term of this Agreement
and, without lapse, for a period of three years beyond the expiration of this Agreement, to the
effect that, should occurrences during the contract term give rise to claims made after expiration
of the Agreement, such claims shall be covered by such claims-made policies.

e. °Should any required insurance lapse during the term of this Agreement, requests
for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

f. Before commencing any Services, Contractor shall furnish to City certificates of
insurance and additional insured policy endorsements with insurers with ratings comparable to
A-, VIII or higher, that are authorized to do business in the State of California, and that are
satisfactory to City, in form evidencing all coverages set forth above. Approval of the insurance
by City shall not relieve or decrease Contractor's liability hereunder.

2e. Adding “Earned Income Credit (EIC) Forms” Section with “Consideration of
Criminal History in Hiring and Employment Decisions” Section. Section 48 “Earned
Income Credit (BIC) Forms” is hereby added to read as follows:

48, Consideration of Cfiminal' History in Hiring and Employment Decisions.
a.  Contractor agrees to comply fully with and be bound by all of the provisions of

Chapter 12T “City Contractor/Subcontractor Consideration of Criminal History in Hiring and -
Employment Decisions,” of the San Francisco Administrative Code (Chapter 12T), including the
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remedies provided, and implementing regulations, as may be amended from time to time. The
provisions of Chapter 12T are incorporated by reference and made a part of this Agreement as
though fully set forth herein. The text of the Chapter 12T is available on the web at

www.sfgov.org/olse/fco. A partial listing of some of Contractor’s obligations under Chapter 12T
is set forth in this Section. Contractor is required to comply with all of the applicable provisions
of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this
Section and not defined in this Agreement shall have the meanings a551g11ed to such terms in
Chapter 12T.

b. The requirements of Chapter 12T shall only apply to a Contractor’s or
Subcontractor’s operations to the extent those operations are in furtherance of the performance of
this Agreement, shall apply only to applicants and employees who would be or are performing
work in furtherance of this Agreement, shall apply only when the physical location of the
employment or prospective employment of an individual is wholly or substantially within the
City of San Francisco, and shall not apply when the application in a particular context would
conflict with federal or state law or with a requlrement ofa govemment agency implementing
federal or state law.

c. Contractor shall incorporate by reference in all subcontracts the provisions of
Chapter 12T, and shall require all subcontractors to comply with such provisions. Contractor’s
failure to comply with the obligations in this subsection shall constitute a material breach of this
Agreement.

d. Contractor or Subcontractor shall not inquire about, require disclosure of, or if
such information is received, base an Adverse Action on an applicant’s or potential applicant for
employment’s, or employee’s: (1) Arrest not leading to a Conviction, unless the Arrest is
undergoing an active pending criminal investigation or trial that has not yet been resolved; 2) .
participation in or completion of a diversion or a deferral of judgment program; (3) a Conviction
that has been judicially dismissed, expunged, voided, invalidated, or otherwise rendered
inoperative; (4) a Conviction or any other adjudication in the juvenile justice system; (5) a
Conviction that is more than seven years old, from the date of sentencing; or (6) information
pertaining to an offense other than a felony or mlsdemeanor such as an mﬁactlon

e. Contractor or Subcontractor shall not inquire about or require applicants,
potential applicants for employment, or employees to disclose on any employment application
the facts or details of any conviction histoty, unresolved arrest, or any matter identified in
subsection 48(d), above. Contractor or Subcontractor shall not require such disclosure or make
such inquiry until either after the first live interview with the person, or after a conditional offer
of employment.

f. Contractor or Subcontractor shall state in all solicitations or advertisements for
employees that are reasonably likely to reach persons who are reasonably likely to seek
employment to be performed under this Agreement, that the Contractor or Subcontractor will
consider for employment qualified applicants with criminal histories in a manner consistent with
the requlrements of Chapter 12T. ~
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g. Contractor and Subcontractors shall post the notice prepared by the Office of
Labor Standards Enforcement (OLSE), available on OLSE’s website, in a conspicuous place at
every workplace, job site, or other location under the Contractor or Subcontractot’s control at
which work is being done or will be done in furtherance of the performance of this Agreement. ’
The notice shall be posted in English, Spanish, Chinese, and any language spoken by at least 5%
of the employees at the workplace, job site, or other location at which it is posted.

h. Contractor understands and agrees that if it fails to comply with the
requirements of Chapter 12T, the City shall have the right to pursue any rights or remedies
available under Chapter 12T, including but not limited to, a penalty of $50 for a second violation
and $100 for a subsequent violation for each employee, applicant or other person as to whom a
violation occurred or continued, termination or suspension in whole or in part of this Agreement.

3.  Effective Date. Each of the modifications set forth in Section 2 shall be effective on and
after the date of this Amendment.
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4. Legal Effect. Except as expressly modified by this Amendment, all of the terms and
conditions of the Agreement shall remain unchanged and in full foroe and effect.

IN WITNESS WHEREOF, Contractor and City have executed this Amendment as of the date

first referenced above.
CITY

Recommended by:

P
Migtel A= Gamifio Jr., €A
City Chief Information Officer
Department of Technology

Approved as to Form:

Dennis J. Herrera
City Attorney

By: m M/@VVb@j

Margarite_Gutierrez
Deputy City Attorney

Approved:

Jaci Fong
Director of the Office of Contract
Administration, and Purchaser

Attachments:
Attachment B - Office 365 Price Sheet
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CONTRACTOR

.En Pointe Technglogies Sales, LLC

Dr. Shahzad Munawwar (COO & SVP)
En Pointe Technologies Sales, LLC
1940 E. Mariposa Avenue

El Segundo, CA 90245

City vendor numbér: 99606
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Attachment B - Office 365 Price Sheet

Attachment B - Office 365 Price Sheet

Part1- Original Estimate in 2014

Office365PlanG1 ShrdSvr ALNG SubsVL MVL Perlsr U45-00002 | Adjustable Monthly 12{$ 4.15 1200}United States "59,760.00
ExchOninArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr AES-00001 | Adjustable Monthly - 1215 1.38 1200}United States 19,872,00
Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U75-00008 | Adjustable Monthly 12} § 11,78 20131|United States 2,838,471,00
Office365PlanG4 SharSvr ALNG SubsVE MVL PerUsr 195-00008 | Adjustable ' Monthly 12] § 13,13 300{United States 47,268,00

Monthly United States

OfﬂceZSASPlanlavG ShrdSvr ALNG SubsVL MVL PerUsr 3K5-00001

4000! ~._108,000.00

ExchOninArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 | Adjustabl Monthly 4000jUnited States 66,240.00
ExchgOninPin2G ShrdSvr ALNG SubsVL MVL PerUsr 3NS-00003 | Adjustable |- Monthly “100{United States 6,324.00
ProjProforOff365G ShrdSve ALNG SubsVL MVL PerUsr 4ST-00001 | Adjustabl Monthly 12} $ 16.13 50]United States 9,678.00
VisloProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr ) P3U-00001 Adjustabl Monthly 12{$ 838 60|United States 6,033.60

CorEiproduEreTotal Veara YL

Offlce365PlanG1 ShrdSvr ALNG SubsVL MVL PerUsr . 145-00002 Adj Monthly " 1218 420 1200{United States | $ 60,480.00 1
ExchOnInArchExchOnlInG ShrdSvr ALNG SubsVL MVL PerUst 4ES-00001 | Adjustabl - Monthly 1218 140 1200}Unlted States | $ 20,160,00
Offica365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U75-00008 | Adjustable Monthly 12| $ 11.90 20131}United States | $  2,874,706.80
Office365PlanG4 SharSvr ALNG SubsVL MVL PerUsr U9S-00008 | Adjustable Menthly 12| $ 13,30 300|United States | § 47,880.00
IndditonalProdnct:

2L
Monthly 12|$ 228 4000|United States

Office265PlanK1G ShrdSvr ALNG SubsVL MVL PerUsr 3KS-00001 Ad [ 109,440.00
ExchOninArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 | Adjustable Monthly - 12/ 8 1.40 4000{United States | 3 67,200.00
ExchgOnInPin2G ShrdSvr ALNG SubsVL MVL PerUsr 3N5-00003 | Adjustable Monthly T 1218 5340 . 100{United States | $ 6,408.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 4ST-00001 { Adjustabl Monthly 12{$ 16,33 50|United States | $ ° 9,798.00
VisioProforOff365G ShrdSvr ALNG SubsVL MVL. Pert)sr P3U-00001 | Adjustabl Monthly 12| $ 849 60]Unlted States | $ 6,112.80
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Off ce365PianG1 ShrdSvr ALNG SubsVL MVL PerUsr

Attachment B - Office 365 Price Sheet

U4S-00002 Ad]ustable

United States

60,480.00

ExchOninArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr

4ES-00001 | Adjustable

United States

20,160.00

Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr

U75-00008 | Adjustable

2,874,706.80

off'ceSGSPIanG4 sharSvr ALNG subsVL MVL PerUsr

OfﬁceZéSPlaﬁKlG ShrdSvr ALNG SubsVL MVL PerUsr

UQ&ODODB Adjustable

TSR
e

EIKS-00001 Adjustable

United States

$
$
United States | $
$

Unlted States

108,440.00

47,880.00

ExchOnlnArchExchOninG ShrdSvr ALNG SubsVL MVL PerUst

4ES-00001 | Adjustable

67,200.00

ExchgOnInPin2G ShrdSvr ALNG SubsVL MVL PerUsr

3NS-00003 | Adjustable

Unlted States

6,408.00

ProjProforOff365G Shrdsvr ALNG SubsVL MVL PerUsr

' 4ST-00001 | Adjustable

$
United States | $
v
-

United States

9,798.00

VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr

P3U-00001 | Adjustable

United States | $

5,112.80

S : % =z e
DfﬂceBGSPlanGs ShrdSvr ALNG SU MVL OfﬁceBSSPlanGi Perljsr U75-00016 | Ad] bi United States | $ 92.40
Office365PlanG4 ShrdSvr ALNG SU MVL Office365P]anG1 PerUsr U8s-00017 | Adjustable United States | $ 1098.20

OfﬁceBGSPla nG4 shrdsvr ALNG SU MVL OfﬂceSGSPlanGS PerUsr

OfﬂceSGSPIanGl Shrdsvr ALNG Subva MVL PerUsr

U95-00019

U4S-00002 Adjustable

Adjustable

United States

United States | §

Office365F|anG3 SharSvr ALNG SubsVL MVL PerUsr

U7s-00008 | Adjustable

Unlted States | §

0fﬂce355PlanG4 SharSvr ALNG SubsVL MVL PerUsr
oY AR e RETbcan

ExcthnInPanG Shrdsvr ALNG 5ubsVL MVL PerUsr

U9s-00008 Adjustable

[ BNS-DDOOS Ad}usta b!ev

Unlted States

Unlted States

ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr

45T-00001 | Adjustable

VisloProfarOff365G ShrdSvr ALNG SubsVi MVL PerUst

P3U-00001 | Adjustable

United States

Offlce265PlanK1G Shrdsvr ALNG SubsVL MVL PerUsr

3KS-00001 | Adjustable

United States

ExchOnlnArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr

4ES-00001 | Adjustable

United States

it

$

Unlted States | $
$

$

$
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Attachment B - Office 365 Price Sheet

ToBe
Determined

1] United States|' $

1,116.00

= s e
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Attachiment B - Office 365 Price Sheet

Part Il - Additional Usage Estimated in Oct 2016

4ES-00001 Adjustable Monthly
| U7S-00008 Ad}ustable Monthiv

72{United States | $ 7,335.36 |

i s SRR @ 3 : S e i’_ﬁn}lnﬁ%g
Office265P]anK16 ShrdSvr ALNG SubsVL MVL PerUsr 3KS- 00001 Ad]usta ble Monthly 12[ $ 2.28 1550{United States | $ 42,408,00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 4ST-00001 | Adjustable Monthly 12[$ 1633 18{United States | § 3,527.28
VisloProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 | Adjustable Monthly 12| $ 849 72|United States | $ 7,335.36
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SR Y SO e (VLA IS ]

4 e K :
Office365PlanG3 ShrdSvr ALNG SU MVL Office365PlanG1 PerUsr U7s-00016 | Adjustable Monthly 24|$ 7.70 11898|United States

RS
2
B
0
0
Ny
a1
o
'Y
o

17

3 RN Sl 5 ¢ A 5 ¥ 1
WinSvrDataCtr ALNG SASU MVL WinSvrstd 2Proc P71-07281 Adjustable |$  456.61] Monthly 24 7.00% 60| United States| $ 611,493,33
SQLSvrEntCore ALNG LicSAPk MVL 2Lic Corelic 71Q-00341 | Adjustable |$  427.28] Monthly 24] 7.00% 20| United States{ $  190,739.97
0365GovE3 ShrdSvr ALNG SU MVL 0365GovE1 PerUsr AAA-11919 | Adjustable |$ 4.01| Monthly 12 7.00% 1000] United States} $ 44,769.55
AzureMonetaryCommit ShrdSvr ALNG SubsVL MVL Commit 6QK-00001 | Adjustable |$ 1,284.00| Monthly 12|  7.00% 30| United States| $§  429,883.20

[ ’ '_ : ] _ Jsage of Core 0365 Products.plus Other Praducts in Years 1 through 3 - Estimated in Oct 2016 §  4,335,417.73 |

| ] ) . i . . ) Tofal New Esti ed Spend for Years 1 through 3 under the Existing 0365 Agreement $ 13_,909',’8'72;73]
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Summary - Calculation of New Contract Limit for the 0365 Agreement

Column A Colume B Column C Colume D Column E Column F Colume G
Original Contract Actual Spend in the . R Additional Contract | New Total Contract
: [ Remaining Value in . o
Product Category Descriptions Limit for 3 Years Past 2 Years the Contract Value Required Limit
{Estimated in 2014) (FY14-16) (Estimated in 2016) {Column C+F)
Core 0365 Products  |Microsoft Office apps, such as Email and Office Suite S 9,566,018| $ 7,223,613 $ 859,781] $§ 10,425,799.08
Qther Products Additional Purchases, including Step-Ups to higher level of products $ 8,437| S 2,021,300 g S 3,475,636| $ 3,484,073.65
Total : . “JAll Products under the 0365 Agreement. = ; i ; $ 9,574,455 § 9,244,913 | $ 329,542.1 ¢ 4,335,418 $ - 13,909,873

Note: the City has been adopting 0365 faster than expected, including purchase Step-Ups to higher level of products to improve productivity.




Attachment B - Office 365 Price Sheet

“Attachment B - Office 365 Price m_.m_ma

Part | - Original Estimate in 2014

Pricing m, mmn_:_mﬂmn cmmnm for Year 1 .m<=\um. Core 0365 13._:."3

- . PR : § : . e vZnnC:#
e e s ST LR :mmnm cmmnm Start | ;c:#.o* S ‘c==,,«,, o _._nm_..um
e e ?ou:nn ,Ummn:vn_o:.,_, : _.m:"z:.:_.mn _:n_nmwo_. 'Date Measure | D:.m:,a_,n{ | Pprice i ,,o.:m:n#<
: ; : S : Sl e (USDER S

Office365PlanG1 ShrdSvr ALNG SubsVL MVL PérUsr U45-00002 >&=m~mw_m Monthly 12]$ 4.5 1200 c:#mu States | $ 59,760.00
ExchOninArchExchOnInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12§ 138 1200|United States | $ 19,872.00
Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U7S-00008 | Adjustable Monthly 12| $ 11.75] 20131|United States | $ 2,838,471.00
Office365PlanG4 m:m..mﬁ >_.zm m:vm<_. MVL PerUsr 1J95-00008 Adjustable Monthly 12| $ 13.13 300|United States | $ 47,268.00
‘Additional Product .~ = -7 3 S e ; ) S - NI s L
Office265PlankK1G m:_.nms‘ >_.zm SubsVL _<_<_. vmacma 3KS-00001 Adjustable Monthly 12| $ 2.25 4000|United States | $ 108,000.00
ExchOninArchExchOninG ShrdSvr ALNG SubsVL MVL Pertsr 4ES-00001 Adjustable Monthly 12| $ 1.38 4000|United States | $ 66,240.00
ExchgOnInPin2G ShrdSvr ALNG SubsVI. MVL PerUsr 3NS-00003 Adjustable Monthly 12{$ 5.27 100|United States | $ 6,324.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 4ST-00001 Adjustable Monthly 12( $ 16.13 50|United States | $ 9,678.00
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 | Adjustable Monthly 12| $ 8.38 60|United States | $ 6,033.60

Core Praducts - Total Year 1 (FY14-15) $ 3,161,646.60 |

i e Co NetUnit | S R }
Part z.._ir_m_. cmmnn o ,cm,mnm w.mm.n R c:_n of : c:# ﬁ 7 Price’ | License . cmmnm Country| ' Extended

D - _:n_nmﬁoq |7 Date: : _Smmm:..m ~Quantity |- . D:m.._n&‘ - B R

E i : 558 EA T (1) B B SR L
Office365PlanG1 ShrdSvr ALNG SubsVL MVL PerUsr U45-00002 >&:m~mu_m 2_03:_< 12| s 4.20 1200 c=#mn States | $ 60,480.00
ExchOnInArchExchOnInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12| $ 1.40 1200|United States | $ 20,160.00
Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U7s-00008 Adjustable Monthly 12| § 11.90 20131|United States | $ 2,874,706.80
Office365PlanG4 SharSvr ALNG SubsVL MVL PerUsr U9S-00008 | Adjustable Monthly 12{ $ 13.30 300|United States | $ 47,880.00
‘Additional Product " . T . PSRN S
Office265PlanK1G ShrdSvr ALNG m:wm<_. _<_<r vmﬁcm« 3KS-00001 Adjustable Monthly 12| 2.28 4000{United States | $ 109,440.00
ExchOnInArchExchOnInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12]$ 140 4000|United States | $ 67,200.00
ExchgOnInPin2G ShrdSvr ALNG SubsVL MVL PerUsr 3NS-00003 Adjustable Monthly 12| $ 5.34 100|United States | $ 6,408.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 45T-00001 Adjustable Monthly 12| $ 16.33 50{United States | $ 9,798.00
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 Adjustable Monthly 12| $ 8.49 60|United States | § 6,112.80

Cora Products - Total Year 2 (FY15-16) - § - 3,202,185.60 |
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Attachment B - Office 365 Price Sheet

Pricing & Estimated Usage for Year 3 (FY16-17) - Core 0365 Products

; e oo o Usage | Usage'Start|  Unitof | Unit N mn,._.,_,_,__,n, Y License -
: Part Number|: o . T S e T Price |- T
= oy . Indicator - Date - “Measure | Quantity - :|- Quantity
o ; . , , : . ‘ | wsop T :
Office365PlanG1 ShrdSvr ALNG SubsVL MVL PerUsr 145-00002 Adjustable Monthly 12§ 4.20 .1200|United States | $ 60,480.00
ExchOninArchExchOnInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12| $ 1.40 1200{United States | $ 20,160.00
Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U75-00008 | Adjustable Monthly 12| $ 11.90 20131 United States | $ 2,874,706.80
Office365PlanG4 SharSvr ALNG SubsVL MVL PerUsr U9S-00008 | Adjustable Monthly 12| $ 13.30 300|United States | $§ 47,880.00
e - . . < i
Om_nmnmm_u_wzxpm m:_dms >rzm m:vm<_. _<_<_. _um_‘cm_‘ 3KS-00001 Adjustable Monthly 12|$ 2.28 4000|United States | $ 109,440.00
ExchOnInArchExchOniInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12| $ 1.40 4000]United States | $ 67,200.00
ExchgOnInPin2G ShrdSvr ALNG SubsVL MVL PerUsr 3NS-00003 | Adjustable Monthly 12| S 5.34 100} United States | $ 6,408.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 4ST-00001 Adjustable Monthly 12| $ 16.33 50| United States | $ 9,798.00
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 | Adjustable Monthly 12{$ 8.49 60|United States | $ 6,112.80
i . ... Core Products - Total Year.3 (FY16-17) .§ - w~No~.nmm.mo_

mznm::._mm Online mmE_nmm

_":Eqm v-._n_:n of Other Defined Products - Usage Estimated in 2014

e SR c.mmnm : cumwm mﬁ.; s Unitof: |7 Unit T ot
- Prodluct Description; | PartNumber - ndicator | Date - | Measure | Quantity- ‘Quantity | 528¢ Country
mum_u-ctm m:.wm_.vamm Oa__:m mmgnmm } > 5 e S
Office365PlanG3 ShrdSvr ALNG SU MVL Om_nmwmmv_m:mu PerUsr J75-00016 Adjustable Monthly 12| $ 7.70 1lUnited States | $
Office365PlanG4 ShrdSvr ALNG SU MVL Office365PlanG1 PerUsr U95-00017 | Adjustable Monthly 12| $ 9.10 1{United States | $
Office365PlanG4 ShrdSvr ALNG SU MVL Office365PlanG3 vm_‘cmq U9s-00019 | Adjustable Monthly 12| $ 1.40 1|United States | $
Future'Monthly - Enterprise Online Services - S T e e Lo e T
Office365PlanG1 ShrdSvr ALNG SubsVL MVL PerUsr U45-00002 Adjustable Monthly 12| $ 4.20 1|United States | $
Office365PIanG3 SharSvr ALNG SubsVi. MVL. PerUsr U75-00008 Adjustable Monthly 12{ $ 11.90 1|United States | $
Om_nmwmmv_m:m» SharSvr ALNG m:me. §<_. PerUsr U9S-00008 | Adjustable Monthly 12| $ 13.30 1|United States | $
. : . -+ ».Additional Online Products - . _ . : o L
o:__sm,;um_d_nmm . : E - Sl s . i . A
ExchgOnInPin2G m:ams‘ >rzm m:cm<r _<_<_. vm_‘cm« 3NS-00003 | Adjustable Monthly 12| $ 5.34 100|United States | $
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 45T-00001 Adjustable Monthly 12| $ 16.33 1|United States | S
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 | Adjustable Monthly 12| $ 8.49 1|United States | $
Office265PlanK1G ShrdSvr ALNG SubsVL MVL PerUsr 3KS-00001 Adjustable Monthly 12| 8 2.28 1lUnited States | $
ExchOnInArchExchOninG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12($ 140 1lUnited States | $
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-Future Pricing-of Other Undefined Products - Usage Estimated in 2014:

 Usage .
+" Indicator. -

: ,cava.q

11....,m rm<m_c R
EEET R ,.Z_mmm:..m,

Ui
- Quantity::

<~ Price 7}
Level D
“ Minus |
?_.a..m.up.m.
ed |
‘| Percenta .
i ge)

s
ﬂ..._.u..._m.i

Other Products not included in Attachment B - Office 365 Price Sheet

To Be
Determined

Adjustable

$ 100.00| Monthly

12 7.00%

[y

United States

$

Total Estimated Cost of Future Purch

of Other Defined or Undefined Products - Estimated in' 2014 $

8,437.20 |

Total Estimated Spend for Years 1 through Year 3 {Estimated in 2014} §  9,574,455.00 |
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Part Il - Additional Usage Estimated in Oct 2016

Additional Usage in Year 2 (FY15-16) - Core 0365 Products

. L Cenos s : zﬁc,,:: S

o Usage-.- ~|.Usage-Start | .. Uit of U n, oo Licens SRS

Part Number . : - Price Usage Country

- Indicator: ‘Date . - Measure:- O,:m:n_g L D:m::? T g

: - Gt Y (uso) T |

ExchOnInArchExchOnInG ShrdSvr ALNG SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 121 $. 1.40 18300 United States | $ 307,440.00
Office365PlanG3 SharSvr ALNG SubsVL MVL PerUsr U7S-00008 >&:mﬁmu_m Monthly 12| $ 11.90 424]United States | $ 60,547.20
Additional Product . S - e - e
ProjProforOff365G ShrdSvr ALNG w:cm<_, MVL PerUsr 4ST-00001 Adjustable Monthly 12 $ 16.33 18|United States | $ 3,527.28
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 Adjustable Maonthly 12§ 8.49 72|United States | $ 7,335.36

_Total Additional Usage of Core 0365 Products.in Year 2. -§°

378,849.84

‘Additional Usage in Year3 (FY16-17) - Core 0365 Products

A : : o o R By A Netonit| o L
Product Description Part Number | - cmmm,m . cmm,mm Start é:.ﬁo,?. . W hp License.: Usage .no,:_,,_,‘ni,
i . T : B ‘indicator Date ‘Measure | “Quantity - D:mnzq L hE

mxnros_:>3:mxnro:_:m ShrdSvr >rzm SubsVL MVL vm_‘cmﬂ 4E5-00001 Adjustable Monthly 12 Nmamm c:wﬂma States

Additional Product . Lol L ; e T .
Office265PlanK1G ShrdSvr ALNG Su vm<r MVL PerUsr 3KS-00001 Adjustable Monthly 12 Hmmo c::ma States | $ 42,408.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr 4ST-00001 Adjustable Monthly 12 18| United States | $ 3,527.28
VisioProforOff365G ShrdSvr ALNG SubsVL MVL PerUsr P3U-00001 | Adjustable Monthly 12 72|United States | $ 7,335.36

~Total Additional Usage of Core 0365 Products in Year 3 - $

. 480,931.44
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>an__»_o:m_ Cmmmm_=<mm_‘mu. .n?.ocw:w?,ap Hd - mnm_u Cv noﬂ”
: m:nm_‘u:mm Online Services Lt

ST TR ) L R cmmmm ,,, : .cmm‘mm_mnm; zmnc..:n R
,vsmn:mn.ﬂ.nmm_‘.‘w,ro:, - e vm,l‘zciam., : _:a_nmno_‘ e U,mﬁm . .\_c_;mmmc_‘ma D,,_._.m:ﬁ:(,, ,r.mmmm nw:,anl
Step-Ups - m_.:m_.v:mm O:_Sm Services T - s . s e oo T e A Y i e . )
Officea65PlanG3 ShrdSvr ALNG SU MVL Office365PlanG1 PerUsr | U7s-00016 | Adjustable | - | monthy | 24] 5 770  11898[United States | $  2,198,750.40
, - Additional cmmmm for Years 1 through 3 :u:.b-pd Other Products not <mn Defined on the o:m_:m_ Price Sheet R
e R : " . e . - : i L | Price q - . :
- — : .‘ _.m<m_ D ,
R T P SR ’ . . Usage: - |0 15 s
Product Description - S Part Number |~ 7 Price Level D LA {Prospos-
S L sl e b Indicator ] . |:"Measure.- O
o B L P ed
: . Percenta
- R N R R B S L N S ege) : T
WinSvrDataCtr ALNG SASU MVL WinSvrStd 2Proc vﬁ. owwmp Adjustable | $ .= 456.61| Monthly 24 7.00% 60| United States| $ 611,493.33
SQLSvrEntCore ALNG LicSAPk MVL 2Lic Corelic 7]Q-00341 Adjustable | $ 427.28 | Monthly 24 7.00% 20| United States} $ 190,739.97
0365GaovE3 ShrdSvr ALNG SU MVL 0365GovE1 PerUsr AAA-11919 Adjustable | $ 4.01{ Monthly 12 7.00% 1000} United States| $ 44,769.55
AzureMonetaryCommit ShrdSvr ALNG SubsVL MVL Commit 6QK-00001 Adjustable | $ 1,284.00| Monthly 12 7.00% 30| United States| $ 429,883.20

B . R e Total Additional Usage of Other 1_‘o.ncn.nw.5,.<mmnmHnr«o:w?u S wqu.mwm.hm_

. s " Jsage of Core 0365 Products plus Other Products in Years 1 through 3 Estimated in Oct 2016 § 4,335417.73 |

Total New Estimated Spend for Years 1 through 3 under the Existing 0365 Agreement § 13,909,872.73 _
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ASSIGNMENT AND NOVATION AGREEMENT

THIS ASSIGNMENT AND NOVATION AGREEMENT (this “Assignment™) is made as
of April 18, 2016, in San Francisco, California, by and between En Pointe Technologies Sales,
Inc. (“Assignor”) and En Pointe Technologies Sales, LLC (“Assignee”), and the City and County
of San Francisco, a municipal corporation (the "City").

RECITALS
.WHEREAS, Assignor is a party to the Agreement (as defined below); and

WHEREAS, Assignor desires to assign the Agreement, and Assignee desires to assume
the Agreement, each on the terms and conditions set forth herein; )

NOW, THEREFORE, in consideration of the promises and the mutual covenants
contained in this Assignment, and for other good and valuable consideration, the receipt and
adequacy of which are hereby acknowledged, Assignor and Assignee agree as follows:

1. Definitions. The following definitions shall apply to this Assignment:

(a) Agreement. The term “Agreement” shall mean the June 235, 2014, Microsoft
Online 365 Agreement between En Pointe Technologies Sales, Inc. and City and County of San
Francisco, a municipal corporation (“City”). The term “Agreement” shall include any
amendments or modifications set forth in Appendix A, attached hereto and made a part hereof.

_(b)  Effective Date. “Effective Date” shall mean the date of this Assignment

(¢)  Other Terms. Terms used and not defined in this Assignment shall have the
meanings assigned to such terms in the Agreement.

2. The parties agree to the following facts:

(a) The City, by and through the Office of Contract Administration, has entered into the
Agreement with Assignor as defined above and attached as Appendix A and incorporated in this
Assignment by reference.

: (b) As of April 1, 2015, the Assignor has transferred to the Assignee substantially all the
assets of the Assignor by virtue of an Asset Purchase Agreement between the Assignor and
Assignee.

(c) The Assignee has acquired substantially all the assets of the Assignor by virtue of the
above transfer, which includes the Agreement.

~ (d) The Assignee has assumed all obligations and liabilities of the Assignor under the
Agreement by virtue of the above transfer.

(e) The Assignee is in a position to fully perform all obligations that may exist under the
Agreement.

() It is consistent with the City's interest to recognize the Assignee as the successor
party to the Agreement.

Assignment and Novation -
P-560 (4-15) Page 1 of 5 4/18/16




(g) Evidence of the above transfer has been filed with the City. They are included in
Appendix B.

3.  In consideration of these facts, the parties agree that by this Assignment:

(a) The Assignor confirms the transfer to the Assignee, and waives any claims and rights
against the City that it now has or may have in the future in connection with the Agreement.

(b) The Assignee agrees to be bound by and to perform the Agreement in accordance
with the conditions contained in the Agreement. The Assignee also assumes all obligations and
liabilities of, and all claims against, the Assignor under the Agreement as if the Assignee were
the original party to the Agreement.

(c) The Assignee ratifies all previous actions taken by the Assignor with reépect to the
Agreement, with the same force and effect as if the action has been taken by the Assignee.

(d) The City recognizes the Assignee as the Assignor's successor in interest in and to the
Agreement. The Assignee by this Assignment becomes entitled to all rights, titles, and interests
of the Assignor in and to the Agreement as if the Assignee were the original party to the
Agreement. Following the Effective Date of this Assignment, the term "Contractor," as used in
the Agreement, shall refer to the Assignee.

(e) Except as expressly provided in this Assignment, nothing in it shall be construed as a
waiver of any rights of the City against the Assignor.

() All payments and reimbursements previously made by City to the Assignor, and all
other previous actions taken by City under the Agreement, shall be considered to have
discharged those parts of City's obligations under the Agreement. All payments and
reimbursements made by City after the date of this Assignment in the name of or to the Assignor
shall have the same force and effect as if made to the Assignee, and shall constitute a complete
discharge of City's obligations under the Agreement to the extent of the amounts paid or
relmbursed

(g) The Assignor and the Assignee agree that City is not obligated to pay or reimburse
either of them for, or otherwise give effect to, any costs, taxes, or other expenses, or any related
increases, directly or indirectly arising out of or resulting from the transfer of this Assignment,
other than those that City in the absence of this transfer or Assignment would have been
obligated to pay or reimburse under the terms of the Agreement.

(h) The Assignor guarantees payment of all liabilities and the performance of all
obligations that the Assignee:

T T T (1) Assumes under this Assignment; or
(2) May undertake in the future should this Agreement be modified under their

terms and conditions. The Assignor waives notice of, and consents to, any such future
modifications.

(i) The Agreement shall remain in full force and effect, except as modified by this
Assignment. Each party has executed this Assignment as of the day and year first above written.

Assignment and Novation )
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4, Governing Law. This Assignment shall be governed by the laws of the State of
California, without regard to its conflict of laws principles.

5. Headings. All section headings and captions contained in this Assignment are for
reference only and shall not be considered in construing this Assignment.

6. Entire Agreement. This Assignment sets forth the entire agreement between Assignor
and Assignee relating to the Agreement and supersedes all other oral or written provisions.

7. Further Assurances. From and after the date of this Assignment, Assignor and
Assignee agree to do such things, perform such acts, and make, execute, acknowledge and
deliver such documents as may be reasonably necessary or proper and usual to complete the
conveyance contemplated by this Assignment or as may be required by City.

8. Insurance Certificates. For this Assignment and Novation to be effective, Assignee
shall provide to City insurance certificates and endorsements for the identical type and amount of
coverage currently required under the Agreement.

9. Severability. Should the application of any provision of this Assignment to any
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or
unenforceable, then (a) the validity of other provisions of this Assignment shall not be affected
or impaired thereby and (b) such provision shall be enforced to the maximum extent possible so
as to effect the intent of Assignor, Assignee and City.

10.  Successors; Third-Party Beneficiaries. Subject to the terms of the Agreement, this
Assignment shall be binding upon, and inure to the benefit of, the parties hereto and their }
successors and assigns. Nothing in this Assignment, whether express or implied, shall be

- construed to give any person or entity (other than City and the parties hereto and their respective
successors and assigns) any legal or equitable right, remedy or claim under or in respect of this
Assignment or any covenants, conditions or provisions contained herein.

11. Notices. All notices, consents, directions, approvals, instructions, requests and other
communications regarding this Assignment or the Agreement shall be in writing, shall be
addressed to the person and address set forth below and shall be (a) deposited in the U.S. mail,
first class, certified with return receipt requested and with appropriate postage, (b) hand
delivered or (c) sent via facsimile (if a facsimile number is provided below). All
communications sent in accordance with this Section shall become effective on the date of
receipt. From time to time Assignor, Assignee or City may designate a new address for purposes
of this Section by notice to the other signatories to this Assignment.

If to Assignor:
En Pointe Technologies Sales, Inc,

18701 S. Figueroa Street, Suite 300
Gardena, CA 90248-4506
424-331-1200

Jlatif:clinclotid.com
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If to Assignee: : _ 58 )
En Pointe Technologies Sales, LLC 5 G k7
ATTN: Dr. Shahzad Munawwar (COO & SVP) ‘ 7“.3.\ A
1940 E. Mariposa Avenue o D o
El Segundo, CA 90245 e )
310-337-5252 Z % %
SMunawwar(aenpointe.com) I —%
If to City: ‘@ £

Contracting Administrator
Department of Technology

One South Van Ness, Second Floor
San Francisco, CA 94103

12,  Consent of City. Each of Ass1gnor and Assignee acknowledges that the prior written .
consent of City to this Assignment is required under the terms of the Agreement. City shall be a
third party beneficiary of this Assignment and shall have the right to enforce this Assignment.

IN WITNESS WHEREOF, Assignor and Assignee have each duly executed this Assignment as
of the date first referenced above.

ASSIGNOR ~ ASSIGNEE
En Pointe Technologies Sales, Inc. En Pointe Technologies Sales, LLC.
City Vendor Number: 58893 City Vend ber: 99 b0p

By /g /;/ZW« By

7 — , -
Tit_Contrélier Title %ﬂ% %ﬂmfw;/ﬁ- %wa

Subject to Section 12 of this Assignment, City hereby consents to the assignment and
novation described in Sections 2 and 3 of this Assignment.

CITY

Recommend?ilby: Approved

Migud] A, > ehA JaﬁFong

City Chief Informatlon Officer Director of the Office of Contract
Executive Director , Office of Contract Administration
Department of Technology

oved as toibrm:
[

Mak I\Jz’ta \Gdtierrez, Deputy City Attorney
Assignme¥nt and Novation
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Dennis J. Herrera
City Attorney

By

Margarita Gutierrez
Deputy City Attorney

Appendix A:  Microsoft Online 365 Agreement
Appendix B:  Sale Documents
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APPENDIX A

Agreement

Agreement, dated July 25, 2014
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APPENDIX B

Merger Documents

Certificate of Formation PCM Sales Acquisition LLC, March 6, 2015
State of Delaware Waiver of Requirement, March 6, 2015
Asset Purchase Agreement, March 12, 2015
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City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
San Francisco, California 94102-4685

MICROSOFT ONLINE 365 AGREEMENT"
BETWEEN THE CITY AND COUNTY OF SAN FRANCISCO AND EN POINTE
TECHNOLOGIES SALES, INC.

This agreement (the “Agreement”) is made this 25th day of June, 2014, in the City and County
of San Francisco, State of California, by and between: En Pointe Technologies Sales, Inc; 1
California Street, Ste. 2800, San Francisco, CA 94111, hereinafter referred to as “Contractor,”
and the City and County of San Francisco, a municipal corporation, hereinafter referred to as
“City,” acting by and through its. Director of the Office of Contract Administration, heremaﬂer
referred to as “Purchasing.”

) Recitals

WHEREAS, the Department of Technology acting by and through the Department of
Technology wishes to procure Microsoft Enterprise Products from Contractor; and,

WHEREAS, Contractor represents and warrants that it is qualiﬁed to provide such online
“services as required by City as set forth under this Agreement.

Now, THEREFORE, the parties agree as follows:

1. Definitions.. Where any word or phrase defined below, or a pronoun used in place thereof
is used in any part of this Agreement, it shall have the meaning herein set forth.

Acceptance . Notice from the City to Contractor that the Llcensed Software
meets the specifications contained in the Documentation. City’s
Acceptance of the Licensed Software shall be governed by the
procedures set forth in Section 6.

Agreement This document and any attached appendices and exhibits,
‘ T T T incliding any future writfen and executed amendments,

Authorization; This Agreement and all appendices, a Blanket Purchase Order,

Authorization document  Contract Order, or Purchase Order of the City, properly executed
by the Department of Technology and Purchasing, and certified
by the Controller for the specific funding of this Agreement or
any modification thereof.
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Deliverable Means (a) the output from, or the results of, the Hosting
Application based upon input from City and/or End Users, and -
(b) any enhancements, configuration, work product or other
deliverable produced by Contractor pursuant to the Services
provided hereunder as further described in Appendix A

Documentation The technical publications relating to the.use of the Licensed
Software, such as reference, installation, administrative and
programmer manuals, provided by Contractor to City attached
hereto as AppendixA. . .

Licensed software One or more of the proprietary computer software programs
identified in the Authorization Document, all related materials,
Documentation, all corrections, patches or updates thereto, and
other written information received by City from Contractor,
whether in machine-readable or printed form. The Authorization
Document may identify more than one software product or more
than one copy of any product. '

SaaS Application The computer program resident on Contractor's servers located
at Contractor’s Host Provider Facilities that provides the
Services described in Appendices A and C, and that may be
accessed by End Users through the Internet. '

Specifications . The functional and operational characteristics of the Licensed
Software as described in Contractor’s current published product
descriptions and technical manuals attached hereto or referenced
in Appendix A. . : :

Whenever the words “as directed,” “as required,” “as permitted,” or words of like effect are
used, it shall be understood as the direction, requirement, or permission of the Department of
Technology [DT]. The words “sufficient,” “necessary,” or “proper,” and the like, mean
sufficient, necessary or proper in the judgment of the DT, unless otherwise indicated by the
context.

2. Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of
Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of the City’s
Charter. Charges will accrue only after prior written authorization certified by the Controller,
" and the amount of City’s obligation hereunder shall nof at any time exceed the amount certified
for the purpose and period stated in such advance authorization. This Agreement will terminate
without penalty, liability or expense of any kind to City at the end of any fiscal year if funds are
not appropriated for the next succeeding fiscal year. If funds are appropriated for a portion of the
fiscal year, this Agreement will terminate, without penalty, liability or expense of any kind at the
end of the term for which funds are appropriated. City has no obligation to make appropriations
for this Agreement in lieu of appropriations for new or other agreements. City budget decisions
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are subject to the discretion of the Mayor and the Board of Supervisors. Contractor’s assumption
of risk of possible non-appropriation is part of the consideration of this Agreement.

- THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF
THIS AGREEMENT. -

3. Term of the Agreement. Subject to Section 1, the license granted under this Agreement
shall be from June 1, 2014 to May 31, 2017, except that the Clty in its sole discretion may
extend the agreement for two additional years.

4.  Effective Date of the Agreement. This Agreement shall become effective when the
Controller has certified to the availability of funds and Contractor has been notified in writing.

5. License

a.  Grant of License. Subject to the terms and conditions of this Agreement, Contractor

- grants City an Enterprise License in accordance with Appendix A. City acknowledges and

agrees that the Licensed Software is the proprietary information of Contractor and that this
Agreement grants City no title or right of ownership in the Licensed Software.

b. License Grant. Subject to the payment of the fees described herein, Contractor
herby grants to City and End Users, a non-exclusive, worldwide license to use, display, and
execute the SaaS Application and City Software during the Term and any renewals thereof, if
any. :

c¢.  Click-Wrap Disclaimer. No 'click to accepf' agreement that may be required for the
End Users access to the SaaS Apphcatron or Contractor's Website and no 'terms of use' or

1
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Website shall apply. Only the provisions of this Agreement shall apply to End Users for access
thereto and use thereof. The Parties acknowledge that each End User may be required to click
"Accept” as a condition of access to the City's Website, but the provisions of such ‘click to
accept' agreement and other terms (including Terms of Use and Privacy Policy) referenced
therein shall be null and void for each such End User.

d. SaaS Application Title. City acknowledges that title to each Saa$ Application shall

* atall times remain with Contractor, and that City has ne rights in the SaaS Application except

those expressly granted by this Agreement. City agrees not to remove or destroy any proprietary
markings or proprietary legends placed upon or contained within any SaaS Application or any
related materials or Documentation by Contractor.

e.  Source Code. Provided City is current on its payments, Contractor agrees to provide
City with a current copy of the Contractor’s most recent source code version for the Licensed
Application (Support Source Code), in the event that (a) Contractor is liquidated or dissolved,

-provided-such liquidation or dissolution-is-not in-connection-with-the sale of all-orsubstantially =~~~ - ~

all of the related software assets or stock of Contactor to a successor entity in 4 merger or -
acquisition, or (b) Contractor generally discontinues support for a particular Licensed
Application product currently supported and licensed to City under this SaaS Agreement, and
City is paid current on applicable annual fees, provided such SaaS Product is not continued by
another entity or a replacement product which substantially performs the same function is not
available from Contractor.
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, f.  Authorized APIs. City shall also be permitted to access and use Contractor’s
Application Program Interfaces (API’s) and develop and modify macros and user interfaces. For

- purposes of this Agreement, such development shall be deemed an authorized modification. Any
such macros or user interfaces developed by the City shall become the propérty of the City.

6.  Acceptance Testing. After Contractor has installed the Licensed Software, the City shall
have a period of 30 days (“Acceptance Testing Period”) from the date of installation to verify
that the Licensed software substantially performs to the specifications contained in the
Documentation. In the event that the City determines that the Licensed Software does not meet
such specifications, the City shall notify the Contractor in writing, and Contractor shall modify
or correct the Licensed Software so that it satisfies the Acceptance criteria. The date of
Acceptance will be that date upon which City provides Contractor with written notice of
satisfactory completion of Acceptance testing, If City notifies Contractor after the Acceptance
Testing Period that the Licensed Software does not meet the Acceptance criteria of this section,
then City shall be entitled to terminate this License in accordance with the procedures specified
in Section 30(b) herein, and shall be entitled to'a full refund of the license fee.

7. 'Omitted by agreement of the parties.

8. Contractor’s Default. Failure or refusal of Contractor to perform or do any act herein
required shall constitute a default. In the event of any default, in addition to any other remedy
available to City, this Contract may be terminated by City upon ten days written notice. Such
termination does not waive any other legal remedies available to City.

9. Maintenance and Support

a-— Viaintemarnce-and-Support Services.—Afier Acceptance of the Licensed Soltware
and subject to the terms, conditions, and charges set forth in this Section, Contractor will provide
City with maintenance and support services for the Licensed Software as follows: (i) Contractor
will provide such assistance as necessary to cause the Licensed Software to performin =
accordance with the Specifications as set forth in the Documentation; (ii) Contractor will ‘

~ provide, for City’s use, whatever improvements, enhancements, extensions and other changes to
the Licensed Software Contractor may develop, and (iii) Contractor will update the Licensed
Software, as required, to cause it to operate under new versions or releases of the operating
system specified in the Authorization Document so long as such updates are made generally
available to Contractor’s other Licensees. . ‘

b.  Changes in Operating System. If City desires to obtain a version of the Licensed
Software that operates under an operating system not specified in the Authorization Document,
Contractor will provide City with the appropriate version of the Licensed Software, if available,
on a 90-day trial basis without additional charge, provided City has paid all maintenance and

... Support charges then due. At the end of the 90-day trial period, City must elect.one.ofthe .. ...... ...~ .

following three options: (i) City may retain and continue the old version of the Licensed
Software, return the new version to Contractor and continue to pay the applicable rental or
license fee and maintenance charges for the old version; (ii) City may retain and use the new
version of the Licensed Software and return the old version to Contractor, provided City pays
Contractor the applicable rental or license fee and maintenance charges for the new version of
the Licensed Software; or (iii) City may retain and use both versions of the Products, provided
City pays Contractor the applicable rental or license fee and maintenance charges for both
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versions of the Licensed Software, City will promptly issue the necessary Authorization
Document(s) to accomplish the above.

¢.  Charges-Limited Term License. All charges for maintenance and support are
included in the fees referenced in Appendlx B.

d. Charges for Subsequent Years. Clty written notice of such increase at least thirty
(30) days prior to the expiration of the applicable maintenance period. Annual maintenance and
support charges may increase dependent on the number of users subject to the provisions in
Section 13. An increase in the Guaranteed Maximum Amount of the Agreement will require an
amendment executed and approved in the same manner as this Agreement. Contractor will make
maintenance and support services avallable to City for a minimum of 3 years.

e Warrantles nght to Grant License. Contractor hereby warrants that it has title to
and/or the authority to grant a license of the Licensed Software to the City.

10. Warranties: Conformity to Specifications. Contractor warrants that when the Licensed
Software specified in the Authorization Document and all updates and improvements to the
Licensed Software are delivered to City, they will be free from defects as to design, material, and
workmanship and will perform on the Designated CPU in accordance with the Contractor’s
published specifications for the Licensed Software for a penod of [insert number] days from
City’s Acceptance of such Licensed Software.

11. Infringement Indemnification. If notified promptly in writing of any judicial actibn :
brought against City based on an allegation that City’s use of the Licensed Software infringes a
patent, copyright, or any right of a third party or constitutes misuse or misappropriation of a trade

e

seeretor-any-otherrightin-intellectual-property(Infringementy;-"Contractor wilt iold City

harmless and defend such action at its own expense. Contractor will pay the costs and damages
awarded in any such action or the cost of settling such action, provided that Contractor shall have
sole control of the defense of any such action and all negotiations or its settlement or
compromise. If notified promptly in writing of any informal claim (other than a judicial action)
brought against City based on an allegation that City’s use of the Licensed Software constitutes
Infringement, Contractor will pay the costs associated with resolving such claim and will pay the
settlement amount (if any), provided that Contractor shall have sole control of the resolution of
any such claim and all negotiations for its settlement.

In the event a final injunction is obtained against City’s use of the Licensed Software by
reason of Infringement, or in Contractor’s opinion City’s use of the Licensed Sofiware is likely
to become the subject of Infringement, Contractor may at its option and expense: (a) procure for
City the right to continue to use the Licensed Software as contemplated hereunder, (b) replace
the Licensed Software with a non-infringing, functionally equivalent substitute Licensed
Software, or (c) suitably modify the Licensed Software to make its use hereunder non-infringing .

while retaining functional equivalency to the unmodified version of the Licensed Software. If
none of these options is reasonably available to Contractor, then the applicable Authorization
Document or relevant part of such Authorization Document may be terminated at the option of
either party hereto and Contractor shall refund to City all amounts paid under this Agreement for
- the license of such infringing Licensed Software. Any unauthorized modification or attempted
. modification of the Licensed Software by City or any failure by City to implement any
improvements or updates to the Licensed Software, as supplied by Contractor, shall void this
indemnity unless City has obtained prior written authorization from Contractor permitting such
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modification, attempted modification or faﬂure to implement. Contractor shall have no llab111ty
for any claim of Infringement based on City’s use or combination of the Licensed Software with
products or data of the type for which the Licensed Software was neither designed nor intended
to be used.

12. Payment. Compensation shall be due and payable within 45 days of the date of invoice.

In no event shall the amount of this Agreement exceed Nine Million, Five-Hundred and Seventy
Four Thousand, Four Hundred and Fifty-Five Dollars and no cents [$9,574,455]. The
breakdown of costs associated with this Agreement is provided for in Appendix B. No charges
shall be incurred under this Agreement nor shall any payments become due to Contractor until
Licensed Software and services required under this Agreement are received from Contractor and
approved by DT as being in accordance with this Agreement ~

In no event shall City be liable for interest or late charges for any late payments

13. Guaranteed Maximum Costs. The City’s obligation hereunder shall not at any time
exceed the amount certified by the Controller for the purpose and period stated in such
certification. Except as may be provided by City ordinances governing emergency conditions,
the City and its employees and officers are not authorized to request Contractor to perform
services or to provide materials, equipment and supplies that would result in Contractor
performing services or providing materials, equipment and supphes that are beyond the scope of
the services, materials, equipment and supplies agreed upon in the contract unless the agreement
is amended in writing and approved as required by law to authorize additional services,
materials, equipment or supplies. The City is not required to reimburse Contractor for services,
matenals equ1pment or supphes that are provided by Contractor which are beyond the scope of
Upon 11 the contract and WhHich were not
approved by a written amendment to the agreement having been lawfully executed by the City.
The City and its employees and officers are not authorized to offer or promise to Contractor
additional funding for the contract which would exceed the maximum amount of funding -
provided for in the contract for Contractor’s performance under the contract. Additional funding
for the contract in excess of the maximum provided in the contract shall require lawful approval
and certification by the Controller of the City and County of San Francisco. The City is not
required to honor any offered or promised additional funding for a contract which exceeds the
maximum provided in the contract which requires lawful approval and certification of the
Controller when the lawful approval and certification by the Controller has not been obtained.
The Controller is not authorized to make payments on any contract for which funds have not
been certified as available in the budget or by supplemental appropriation.

14. TInvoice Format. Invoices furnished by Contractor under this Agreement must be in a
form acceptable to the Controller, and must include a unique identifying number. All amounts

.. paid by City to Contractor shall be subject to audit by City. Payment shall.be made. by-City-to. - S
Contractor at the address specified in the section entitled “Notices to the Parties.”

15. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco
Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false
claim shall be liable to the City for the statutory penalties set forth in that section. The text of
Section 21.35, along with the entire San Francisco Administrative Code is available on the web
at http://www.municode.com/Library/clientCodePage.aspx?clientID=4201. A contractor,
subcontractor or consultant will be deemed to have submitted a false claim to the City if the
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contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an
officer or employee of the City a false claim or request for payment or approval; (b) knowingly
makes, uses, or causes to be made or used a false record or statement to get a false claim paid or

-approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid .
by the City; (d) knowingly makes, uses, or causes'to be made or used a false record or statement
to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or
(e) isa beneﬁmary of an inadvertent submission of a false claim to the City, subsequently
discovers the falsity of the claim, and fails to disclose the false claim to the City- Wwithin a
reasonable time after discovery of the false claim.’ f

16. Taxes. Payment of any taxes, including possessory interest taxes, and California sales and
use taxes, levied upon this Agreement, the transaction, or the services delivered pursuant hereto,
shall be the obligation of Contractor.

17. Payment Does Not Imply Acceptance of Work. The granting of any payment by City, or
the receipt thereof by Contractor, shall in no way lessen the liability of Contractor to replace
unsatisfactory work, the Licensed Software, although the unsatisfactory character of such work,
or Licensed Software may not have-been apparent or detected at the time such payment was
made. Software, components, or workmanship that do not conform to the requirements of this

" Agreement may be rejected by City and in such case must be replaced by Contractor without
delay. :

18. Qualified Personnel Work under th1s Agreement shall be performed only by competent
personnel under the supervision of and in the employment of Contractor. Contractor will comply
with City's reasonable requests regarding assignment of personnel, but all personnel, including

those-assignedatCity S Tequest; must be supervised by CONiractor.

19. Responsibility for Equipment. City shall not be responsible for any damage to persons or
property as a result of the use, misuse or failure of any equipment used by Contractor, or by any
of its employees, even though such equipment be furnished, rented or loaned to Contractor by
City. The acceptance or use of such equipment by Contractor or any of its employees means that
Contractor accepts full respons1b111ty for and agrees to exonerate, 1ndemn1fy, defend and save
harmless City from and against any and all claims for any damage or injury of any type arising
from the use, misuse or failure of such equipment, whether such damage be to Contractor, its
‘employees, City employees or third parties, or to property belonging to any of the above.

20. Independent Contractor; Payment of Taxes and Other Expenses

a. Independent Contractor Contractor or any agent or employee of Contractor shall
be deemed at all times to be an independent contractor and is wholly responsible for the manner
in which it performs the services and work requested by City under this Agreement. Contractor

_or any agent or employee of Contractor shall not have employee status with City, nor be entitled . ... .. ...

'~ to participate in any plans, arrangements, or distributions by City pertaining to or in connection
with any retirement, health or other benefits that City may offer its employees. Contractor or any
agent or employee of Contractor is liable for the acts and omissions of itself, its employees and
its agents. Contractor shall be responsible for all obligations and payments, whether imposed by
federal, state or local law, including, but not limited to, FICA, income tax withholdings,
unemployment compensation, insurance, and other similar responsibilities related to Contractor's
performing services and work, or any agent or employee of Contractor providing same. Nothing

" in this Agreement shall be construed as creating an employment or agency relationship between
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City and Contractor or any agent or employee of Contractor. Any terms in this’ Agreement
referring to direction from City shall be construed as providing for direction as to policy and the
result of Contractor’s work only, and not as to the means by which such a result is obtained.
City does not retain the right to control the means or the method by which Contractor performs
work under this Agreement. '

b.  Payment of Taxes and Other Expenses. Should City, in its discretion, or a relevant
taxing authority such as the Internal Revenue Service or the State Employment Development
Division, or both, determine that Contractor is an employee for purposes of collection of any
‘employment taxes, the amounts payable under this Agreement shall be reduced by amounts equal

- to both the employee and employer portions of the tax due (and offsetting any credits for
amounts already paid by Contractor which can be applied against this liability). City shall then
forward those amounts to the relevant taxing authority. Should a relevant taxing authority -
determine a liability for past services performed by Contractor for City, upon notification of such
fact by City, Contractor shall promptly remit such amount due or arrange with City to have the
amount due withheld from future payments to Contractor under this Agreement (again, offsetting
any amounts already paid by Contractor which can be applied as a credit against such liability).
A determination of employment status pursuant to the preceding two paragraphs shall be solely

. for the purposes of the particular tax in question, and for all other purposes of this Agreement,
Contractor shall not be considered an employee of City. Notwithstanding the foregoing, should

‘any court, arbitrator, or administrative authority determine that Contractor is an employee for
any other purpose, then Contractor agrees to a reduction in City’s financial liability so that City’s
total expenses under this Agreement are not greater than they would have been had the court,
arbitrator, or administrative authority determined that Contractor was not an employee.

21. Insurance

a.  Without in any way limiting Contractor’s liability pursuant to the “Indemnification”
section of this Agreement, Contractor must maintain in force, during the full term of the
Agreement, insurance in the following amounts and coverages: - :

1)Workers” Compensation, in statutory amounts, with Employers’ Liability
Limits not less than $1,000,000 each accident, injury, or illness; and

2)Commercial General Liability Insurance with limits not less than $1,000,000
each occurrence Combined Single Limit for Bodily Injury and Property Damage, including
Contractual Liability, Personal Injury, Products and Completed Operations; and

‘ 3)Commercial Automobile Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Owned, Non-Owned and Hired auto coverage, as applicable. '

ER— ‘bi-—Commercial General Liability and-€ommercial Automobile Eiability Insurance "~ ~ = =~ -

policies must be endorsed to provide:

1) Name as Additional Insured the City and County of San Francisco, its Officers,
Agents, and Employees.

_ 2)  That such policies are primary insurance to any other insurance available to the
Additional Insureds, with respect to any claims arising out of this Agreement, and that insurance
applies separately to each insured against whom claim is made or suit is brought.
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c.  Regarding Workers’ Compensation, Contractor hereby agrees to waive subrogation
which any insurer of Contractor may acquire from Contractor by virtue of the payment of any
loss. Contractor agrees to obtain any endorsement that may be necessary to effect this waiver of
subrogation. The Workers” Compensation policy shall be endorsed with a waiver of subrogation
in favor of the City for all work performed by the Contractor, its employees, agents and
subcontractors.

d. Al pohcles shall provide thirty days’ advance written notice to the Clty of reduction
or nonrenewal of coverages or cancellation of coverages for any reason. Notices shall be sent to
the City address in the “Notices to the Parties” section.

e.  Should any of the required insurance be provided under a claims-made form,
Contractor shall maintain such coverage continuously throughout the term of this Agreement
and, without lapse, for a period of three years beyond the expiration of this Agreement, to the
effect that, should occurrences during the contract term give rise to claims made after expiration

~ of the Agreement, such claims shall be covered by such claims-made policies.

~ f. Should any of the required insurance be provided under a form of coverage that
includes a general annual aggregate limit or provides that claims investigation or legal defense
costs be included in such general annual aggregate limit, such general annual aggregate limit
shall be double the occurrence or claims limits specified above.

g.  Should any required insurance lapse during the term of this Agreement, requests for
payments originating after such lapse shall not be processed until the City receives satisfactory
evidence of reinstated coverage as required by this Agreement effect1ve as of the lapse date. If
insirrance is not reinstated, the City may. at its sole optio : oreement effective-on

the date of such lapse of insurance.

» h.‘ Before commencing any operations under this Agreement Contractor shall furnish to-
City certificates of insurance and additional insured policy endorsements with insurers with
ratings comparable to A-, VIII or higher, that are authorized to do business in the State of
California, and that are satisfactory to City, in form evidencing all coverages set forth above.
Failure to maintain insurance shall constitute a material breach of this Agreement.

i.  Approval of the insurance by City shall not relieve or decrease the liability of
Contractor hereunder. : :

e (Reserved) - ) ' -

22. Indemnification and General Llablllty Contractor shall mdemmfy and save harmless
City and its officers, agents and employees from, and, if requested, shall defend them against any
and all loss, cost, damage, injury, liability, and claims thereof for i 1nJury to or death of a person,
including employees of Contractor or loss of or damage to property, arising directly or indirectly
from Contractor’s performance of this Agreement, except to the extent that such indemnity is
void or otherwise unenforceable under applicable law in effect on or validly retroactive to the
date of this Agreement and except where such loss, damage, injury, liability or claim is the result
of active negligence or willful misconduct of City and in not contributed to by any act of, or by
any omission to perform some duty imposed by law or agreement on Contractor, its
subcontractors or either’s agent or employee. The foregoing indemnity shall include, without
limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs
of investigating any claims against the City. In addition to Contractor’s obligation to indemnify
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* City, Contractor specifically acknowledges and agrees that it has an immediate and independent
obligation to defend City from ariy claim which actually or potentially falls within this
indemnification provision, even if the allegations are or may be groundless, false.or fraudulent,
which obligation arises at the time such claim is tendered to Contractor by City and continues at
all times thereafter. ‘ ‘

23. Incidental and Consequential Damages. Contractor shall be responsible for incidental
and consequential damages resulting in whole or in part from Contractor’s acts or omissjons.
Nothing in this Agreement shall constitute a waiver of limitation of any rights which City may
have under applicable law. : : ‘

' 24. Liability of City. CITY’S PAYMENT OBLIGATIONS UNDER THIS AGREEMENT
SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED FOR IN
SECTION 14 OF THIS AGREEMENT. NOTWITHSTANDING ANY OTHER PROVISION
OF THIS AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF
WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL,
CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT
LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS
AGREEMENT OR THE SERVICES PERFORMED IN CONNECTION WITH THIS
AGREEMENT. :

25. Nondisclosure. City agrees that it shall treat the Licensed Software with the same degree
of care as it treats like information of its own, which it does not wish to disclose to the public,
from the date the Licensed Software is Accepted by the City until the license is terminated as
provided herein. The obligations of the City set forth above, however, shall not apply to the

Eicensed Software, or any porton thereot, Which:
a.  is now or hereafter becomes publicly known;

b. is disclosed to the City by a third party which the City has no reason to believe is not
legally entitled to disclose such information;

c¢.  is known to the City prior to its receipt of the Licensed Software:

d. is subsequently developed by the City independently of any disclosures made
hereunder by Contractor;

e.  isdisclosed with Contractor’s prior written consent;
f. isdisclosed by Contractor to a third party without similar restrictions.

26. Proprietary or Confidential Information of City. Contractor understands and agrees
that, in the performance of the work or services under this Agreement or in contemplation

thereof, Contractor may have access to private or confidential information which may be owned

- or controlled by City and that such information may contain proprietary or confidential details,
the disclosure of which to third parties may be damaging to City. Contractor agrees that all
information disclosed by City to Contractor shall be held in confidence and used only in the
performance of the Agreement. Contractor shall exercise the same standard of care to protect
such information as a reasonably prudent Contractor would use to protect its own proprietary
data. ~

27. Protection of Private Information. Contractor has read and agrees to the terms set forth
in San Francisco Administrative Code Sections 12M.2, “Nondisclosure of Private Information,”
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and 12M.3, “Enforcement” of Administrative Code Chapter 12M, “Protection of Private
Information,” which are incorporated herein as if fully set forth. Contractor agrees that any
failure of Contactor to comply with the requlrements of Section 12M.2 of this Chapter shall be a -
material breach of the Contract. In such an event, in addition to any other remedies available to

it under equ1ty or law, the City may terminate the Contract, bring a false claim acfion against the
Contractor pursuant to Chapter 6 or Chapter 21 of the Admlmstratwe Code or debar the
Contractor. - : : :

28 Termmatmn

a. Basis for Termmatlon by Contractor Contractor shall have the nght to terminate
this Agreement if City is delinquent in makmg payments of any sum due under this Agreement
and continues to be delinquent for a penod of ninety days after the last day payment is due;
provided, however, that written notice is given to C1ty by Contractor of the expiration date of the

ninety-day delinquency period.at least ten days prior to the expiration date or, to terminate this
Agreement if City commits any other breach of this Agreement and fails to remedy such breach
within thirty days after receipt of written notice by Contractor of such breach.

b.  Basis for Termination by City. City shall have the right, without further obligation
or liability to Contractor (except as specified in Sections 29 (Protection of Private Information)
and 30(c) (Disposition of Licensed Software on Termination) hereof): (i) to immediately
terminate this Agreement or the applicable Authorization Document if Contractor commits any
breach of this Agreement and fails to remedy such breach within thirty (30) days after written
notice by City of such breach, in which event, Contractor shall reimburse City in the same
manner as for the removal of the Licensed Software due to infringement under Section 13; or (ii)

toterTmate This AAgTeeTient or the applicable AUthoriZation Document upon ninety (90) days,
prior written notice for any reason if the license granted hereunder is for any term other than
perpetual. In the event the license granted is perpetual, termination of this Agreement or the
applicable Authorization Document by City shall be effective upon recelpt by Contractor of
written notice of said termination.

c.  Disposition of Licensed Software on Termination. Upon the expiration or
termination of this Agreement or an applicable Authorization Document for any reason other
than as provided for in Section 5(a) (Grant of License), City shall immediately: (i) return the
Licensed Software to Contractor together with all Documentation; (ii) purge all copies of the
Licensed Software or any portion thereof from all CPU’s and from any computer storage
medium or device on which City has placed or permitted others to place the Licensed Software;

_ and (iii) give Contractor written certification that through its best efforts and to the best of its
knowledge, City has complied with all of its obligations under Section 30(c).

d. Survival. This section and the followmg sections of this Agreement shall surv1ve
B ~—term1nat10n -of expiration of thJS‘Agreement

11. Infnngernent Indemnification. 25  Nondisclosure. .

15  Submitting False Claims; Monetary 26 Proprietary or Confidential
Penalties. . Information of City

16  Taxes "~ 27 Protection of Private Information.

17  Payment Does Not Imply Acceptance of 37 Non-Waiver of Rights.
Work. ‘

19  Responsibility for Equipment 38  Modification of Agreement
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20  Independent Contractor; Payment of 39  Administrative Remedy for

Taxes and Other Expenses . Agreement Interpretation
21  Insurance - 40  Agreement Made in California;
' . ‘ : . Venue. :
22 Indemnification and General Liability. 41  Construction

23 Incidental and Consequential Damages. ' 42 Entire Agreement
24 Liability of City. : ’

29. Notice to the Parties. Unless otherwise ixidicated elsewhere in this Agreement, all written
communications sent by the parties may be by U.S. mail, and e-mail, and shall be addressed as

follows: ‘

To City: Kendall Warrington
Contract Administration
Department of Technology
One South Van Ness Ave.; 2nd Floor
San Francisco, CA 94103

Email: Kendall. Warrington @sfgov.org

To Contractor: En Pointe Technologies
1 California Street, Ste. 2800
San Francisco, CA 94111

Either party may change the address to which notice is to be sent by giving written notice thereof
to the other party. If e-mail notification is used, the sender must specify a Receipt notice. Any
notice of default must be sent by registered mail. ‘

30. Bankruptcy. In the event that either party shall cease conducting business in the normal
course, become insolvent, make a general assignment for the benefit of creditors, suffer or permit
the appointment of a receiver for its business or assets or shall avail itself of, or become subject

* to, any proceeding under the Federal Bankruptcy Act or any other statute of any state relating to
insolvency or the protection of rights of creditors, then at the option of the other party this -
Agreement shall terminate and be of no further force and effect. -

31. Subcontracting. Contractor is prohibited from subcontracting this Agreement or any part
of it unless such subcontracting is first approved by City in writing. Neither party shall, on the
basis of this Agreement, contract on behalf of or in the name of the other party. An agreement
made in violation of this provision shall confer no rights on any party and shall be null and void.

e -5~—;327-—‘Assignment.—The—sérvi~ceswto*be*performe*d‘by,(“lontract‘o’r;are'pe‘fS‘o“nai in character and

neither this Agreement nor any duties or obligations hereunder may be assigned or delegated by
the Contractor unless first approved by City by written instrument executed and approved in the
same manner as this Agreement.

33. Compliance with Americans with Disabilities Act. Contractor acknowledges that,
pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities
provided by a public entity to the public, whether directly or through a contractor, must be
accessible to the disabled public. Contractor shall provide the services specified in this
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Agreement in a manner that complies with the ADA and any and all other applicable federal,
state and local disability rights leglslatlon Contractor agrees not to discriminate against disabled .
persons in the provision of services, benefits or activities provided under this Agreement and
further agrees that any violation of this proh1b1t10n on the part of Contractor, its employees
agents or assigns will constitute a material breach of this Agreement. .

34. Sunshine Ordinance. In accordance with San Francisco Admlmstratlve Code Sectlon ,
67.24(e), contracts, contractors' bids, responses to requests for proposals and all other records of
communications between City and persons or firms seeking contracts, shall be open to inspection
1mmed1ate1y after a contract has been awarded. Nothing in this provision requires the disclosure
~of a private person or organization's net worth or pther proprietary financial data submitted for
qualification for a contract or other benefit until and unless that person or organization is

awarded the contract or benefit. Information provided which is covered by this paragraph will be
made available to the public upon request.

35, leltatlons on Contributions. Through execution of this Agreement, Contractor
acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental
Conduct Code, which prohibits any person who contracts with the City for the rendition of
personal services, for the furnishing of any material, supplies or equipment, for the sale or lease
of any land or building, or for a grant, loan or loan guarantee, from making any campaign
contribution to (1) an individual holding a City elective office if the contract must be approved
by the individual, a board on which that individual serves, or the board of a state agency on
which an appointee of that individual serves, (2) a candidate for the office held by such
individual, or (3) a committee controlled by such individual, at any time from the
commencement of negotiations for the contract until the later of either the termination of

negotiations for such contract or six months after the date the contract is approved. Contractor
acknowledges that the foregoing restriction applies only if the contract or a combination or series
of contracts approved by the same individual or board in a fiscal year have a total anticipated or
actual value of $50,000 or more. Contractor further acknowledges that the prohibition on
contributions applies to each prospective party to the contract; each member of Contractor’s
board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and
chief operating officer; any person with an ownership interest of more than 20 percent in
Contractor; any subcontractor listéd in the bid or contract; and any committee that is sponsored
or controlled by Contractor. Additionally, Contractor acknowledges that Contractor must inform
each of the persons described in the preceding sentence of the prohibitions contained in Section
1.126. Contractor further agrees to provide to City the names of each person, ent1ty or
committee described above, -

36. Conflict of Interest. Through its execution of this Agreement, Contractor acknowledges

that it is familiar with the provision of Section 15.103 of the City's Charter, Article III, Chapter 2 ,
~of the City's Campaign and Goveriimental Code, and Section 87100 ef séq. and Section 1090 et~
seq. of the Government Code of the State of California, and certifies that it does not know of any

facts which constitutes a violation of said provisions and agrees that it will immediately notlfy

the City if it becomes aware of any such fact during the term of this Agreement.

37. Non-Waiver of Rights. The omission by either party at any time to enforce any default or
Tright reserved to it, or to require performance of any of the terms, covenants, or provisions hereof
by the other party at the time designated, shall not be a waiver of any such default or right to
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which the party is entitled, nor shall it in any way affect the right of the party to enforce such
provisions thereafter. : :

38. Modification of Agreement. This Agreement may not be modified, nor may compliance
with any of its terms be waived, except by written instrument executed and approved in the same .
manner as this Agreement. ' '

39. Administrative Remedy for Agreement Interpretation. Should any question arise as to
the meaning and intent of this Agreement, the question shall, prior to any other action or resort to
any other legal remedy, be referred to Purchasing who shall decide the true meaning and intent
of the Agreement. i .

40. Agreement Made in California; Venue. The formation, interpretation and performance

- of this Agreement shall be governed by the laws of the State of California. Venue forall =
litigation relative to the formation, interpretation and performance of this Agreement shall be in
San Francisco. ‘

41. Construction. All paragraph captions are for reference only and shall not be considered in
construing this Agreement. '

42. Entire Agreement. This contract sets forth the entire Agreement between the parties, and
supersedes all other oral or written provisions. If any provision of this Agreement is held to be
unenforceable, this Agreement shall be construed without such provision.

43. Compliance with Laws. Contractor shall keep itself fully informed of the City’s Charter,
codes, ordinances and regulations of the City and of all state, and federal laws in any manner
affecting the performance of this Agreement, and must at all times comply with such local codes. .

ordinances, and regulations and all applicable laws.

44. Graffiti Removal. Graffiti is detrimental to the health, safety and welfare of the
community in that it promotes a perception in the community that the laws protecting public and
private property can be disregarded with impunity. This perception fosters a sense of disrespect
of the law that results in an increase in crime; degrades the community and leads to urban blight; .
 is detrimental to property values, business opportunities and the enjoyment of life; is inconsistent -
with the City's property maintenance goals and aesthetic standards; and results in additional -
graffiti and in other properties becoming the target of graffiti unless it is quickly removed from
public and private property. Graffiti results in visual pollution and is a public nuisance. Graffiti
must be abated as quickly as possible to avoid detrimental impacts on the City and County and
its residents, and to prevent the further spread of graffiti. Contractor shall remove all graffiti

~ from any real property owned or leased by Contractor in the City and County of San Francisco
within forty eight (48) hours of the earlier of Contractor's (a) discovery or notification of the
graffiti or (b) receipt of notification of the graffiti from the Department of Public Works. This

- section-is-not-intended-to-require-a Contractor to-breach-any lease-orother-agreement thatitmay "

have concerning its use of the real property. The term "graffiti" means any inscription, word,
figure, marking or design that is affixed, marked, etched, scratched, drawn or painted on any
building, structure, fixture or other improvement, whether permanent or temporary, including by
way of example only and without limitation, signs, banners, billboards and fencing surrounding
construction sites, whether public or private, without the consent of the owner of the property or
the owner's authorized agent, and which is visible from the public right-of-way. "Graffiti" shall
not include: (1) any sign or banner that is authorized by, and in compliance with, the applicable
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- requirements of the San Francisco Public Works Code, the San Francisco Planning Code or the
San Francisco Building Code; or (2) any mural or other painting or marking on the property that
is protected as a work of fine art under the California Art Preservation Act (California Civil Code
Sections 987 et seq.) or as a work of visual art under the Federal Visual Artists Rights Act of
1990 (17 U.S.C. §§ 101 et seq.).

Any failure of Contractor to comply w1th thlS section of this Agreement shall constitute a
" material breach of this Agreement.

45. Food Service Waste Reduction Requirements. Contractor agrees to comply fully with

- and be bound by all of the provisions of the Food Service Waste Reduction Ordinance, as set
forth in San Francisco Environment Code Chapter 16, including the remedies provided, and
implementing guidelines and rules. The provisions of Chapter 16 are incorporated herein by
reference and made a part of this Agreement as though fully set forth. This provisionis a |
material term of this Agreement. By entering into this Agreement, Contractor agrees that if it
breaches this provision, City will suffer actual damages that will be impractical or extremely ‘
difficult to.determine; further, Contractor agrees that the sum of $100 liquidated damages for the

first breach, $200 liquidated damages for the second breach in the same year, and
$500)liquidated damages for subsequent breaches in the same year is reasonable estimate of the
damage that City will incur based on the violation, established in light of the circumstances
existing at the time this Agreement was made. Such amount shall not be considered a penalty,
but rather agreed monetary damages sustained by City because of Contractor’s failure to comply
with this provision. :

46. Cooperatlve Draftmg. ThlS Agreement has been drafted through a cooperative effort of

§ Z e Agreement reviewed and
rev1sed by legal counsel. No party shall be considered the drafter of this Agreement, and no
presumption or rule that an ambiguity shall be construed against the party drafting the clause
shall apply to the interpretation or enforcement of this Agreement. »
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the day first
mentioned above. :

CITY CONTRACTOR

Recommended by: 4 : En Pointe

Migutt-A- Gamifiedr., CPA  ACIse Ci1d> Q@V\ \ Q
COO, Deputy CIO/Dlrector and Chief of - ML —

Staff

Charles J. McConneII

Sales Manager — Northern California, Sales
En Pointe Technologies Sales, Inc.

1 California Street, Ste. 2800, San

Approved as to Form: .
. Francisco, CA 94111

Dennis J. Herrera
City Attorney:

o bt

City vendor number: 58893

Mar aﬁg\ Gutierrez
Deplity City Attorney

Approved:

Jaci Fong

Director of the Office of Contract
Administration, and

Purchaser -

Appendices
-~ Az~ Custom- EnterpnseEnrollment CTX ~City-and County-of San Francisco Master -
Enrollment
Microsoft Volume Licensing State and Local Enterprise Agreement
Volume Licensing Product List June 1, 2014
Microsoft Online Services Use Rights Worldwide English Apnl 2014
B:  Online Services Products Price List
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Custom Enterprise Enrollment CTX
City and County of San Francisco Master Enrollment

Enroliment number ) - T RPN
Microsoftto | - - Amendment ID CTX- , 4_';: Pl’.OprallD Dl
- complete |1 v, N
" . ID Number

- Microsoft to complete

)

This “Master Enterprise Enrollment » (which is a customtzed form of Microsoft Enterprlse Enrollment
as defined and used below) is entered into between the entities as identified on the signature page as
of the effective date. Enrolled Affiliate represents and warrants it is .an Affiliate of the Customer that
entered into Enterprise Agreement number o1 E73134 L .

Introductlon i

With its initial order hereunder, Enrolled Afftllate intends to purchase both (a) Office 365 Services for
use by multiple City and County of San Francisco entities (“Agenmes " as defined below) and (b).
other products for Enrolled Affiliate’s own use. .

‘Additionally, in order to establish an agreement framework for the benefit of the entire City and

County of San Francisco, Enrolled Affiliate and Microsoft have negotiated certain terms and
conditions herein that will apply separately to Agencies that submit their own Enroliments (“Agency
Enroliments,” as defined below), each of which will be coterminous with this Master Enrollment in

accordance with the terms and conditions of this Master Enrollment.

This Master Enrollment contains:

(a) Introduction (page 1)
(b) Master Enrollment Terms and Conditions (pages 1- 26) which contains its own table of

-\ terms used but not defined in the documents  are located at

CoMtents. - This section mciudes defned terms. AS set jorth below, these are in some cases
applicable separately to this Master Enroliment or Agency Enroliments, and in other cases
applicable fo both Master and Agency Enroliments. .

(c) The Signature Form (pages 27-28) . '

(d) Appendix A (pages 29-45), which contains its own Table of Contents and amends the terms
and conditions of the Enterprise Enroliment solely for purposes of (i) this Master Enrollment,
and (ii) each Agency Enroliment (subject to the Enrollment Terms and Conditions).

(e) Appendix B (pages 46-47), which is the Product Selection Form applicable solely to this
Master Enroliment. Note that'Agency Enroliments have their own Product Selection Form. -

(f)- Appendix C (pages 48-55), which is the Service Level Agreement applicable to Office 365 .
Services, Dynamics CRM Online Services, and certain other Online Sewtces {but not
Microsoft Azure branded Online Servuces) during the initial term.

(9) Appendix D (pages 56-60), which is the Service Level Agreement applicable to Windows
Azure Cloud Services, Virtual Machines, and Virtual Network during the initial term.

(h) Appendix E (page 61-74), which is the form of the Agency Enroliment.

{iy Appendix F (page 75-77), which is an explanation of thé structure of the Agreement, not
intended to establish or modify terms and conditions.

Master Enrollment Terms and Conditions

This Master Enrollment consists of: (1) these terms and conditions, including but not fimited to all
Appendices below (except Appendix F), such as the Product Selection Form shown in Appendix B, (4)
any supplemental contact information” form ‘or Previous Agreement/Enrollment form that may be
required, (5) any order submitted under this Master Enroliment. This Master Enroliment is hereby
entered into under Enterprise Agreement 01E73134 (hereafter, the “Enterprise Agreement”).

hitp://www.microsoft.comflicensing/contracts, or a successor site. Also at the foregoing site, Enrolled
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Affiliate may find the Product Use Rights, Product List, updated Service Level Agreements, and other

documents which Microsoft may, from time to time, add to the site.
These Master Enrollment Terms and Conditions contain:

(a) Incorporation of Enterprrse Agreement (page 1)
(b) Order of Precedence (page 2)
(c) Effective Date (page 2)
(d) Term (page.3)..-
(e) Section 1, Defmrtlons (pages 3-6)
(f) Section 2, Order Requirements (pages 6- -9)
a. Section 2a, Product order (page 6)
b.. Section 2b, Minimum order requirements (page 6)
G Section 2¢, Additional products (page 6)°

Iz

'aectron‘?d*ProdUeFUse—rFtrghts=for-Enterprrse-Praducts:(pag\----:~r coazloc venn g
Section 2e, Country of usage (page 6)° : : :
Section 2f, Adding products (page 6):
Section 2g, True-up requirements (page 7)
Section 2h, Step-up Licenses {page 8)
Section 2i, Clerical errors (page 8) .
. Section 2], Publlcrty (Page 8) .
(9) Sectlon 3, Pricing (page 8)" '
a. Section 3a, Price levels (page 8) , _ )
b. Sectlon 3b, Settlng prices (page 8) Ty
c. Sectron 3c, Master Trip-Up price lrst (page 9) '
(h) Section 4, Payment terms (page 9) o i -
(i) Section 5, Profiles, and scope of Enterprrse for Lead Enrollment ‘and Agency Enrollments
(pages 9-11)- o :
(i) Section 6, Transrtrons (pages 11 12) ‘
a. Section 6a, Applicability of Section 6 to Master Enrollment vs. Agency Enrollments
(page 11) :
'b. Section 6b, Transition requrrements (pages 11-12) _
: c. Séction 6¢, Effect of Transition on Licenses (page 12). -
(k) Section 7, 'End of Master Enrollment tefm and termmatron (pages 12-13) -
a. Section 7a, General (page 12) * :

“P?@ﬂee

b. Section 7b, Renewal option (page 12) ‘
- G Sectron 7¢, lf Enrolled Affiliate elects not to renew (pages 12-13)
d. Sectlon 7d, Termlnatlon for’ cause (page 13) ‘
4 - e. " Saction 7e, Early termination (page 13)-- :
] Sectlon 8, Business Associate Agreement for HIPAA (BAA) (pages 13-17) :
(m) Section g9, Mrcrosoft Onlrne Crlmrnal Justlce mformatlon Servrces (CJIS) terms and conditions
(page 17-21)
(n) Section 10, ‘Office 365 Govemment Communrty Cloud (GCC) Terms and Condrtlons (pages
21-22). :
(0) "Section 11, Involce to Reseller for quoted pnce  (page 22)
(p) Section 12, Additional rights to Yammier Enterprise (pages 23-24)
(a) Sectron 13, Initial Order for Offrce 365 Servrces (page 24)
() Master. Enoliment Details:" . "
a. Section 1, Contact rnformatlon (pages 25 -26)-
b. Section 2, Flnancmg elections (page 26)

Order of Precedence Inthe case of a confllct between any documents referenced in this agreement
that'i i$ not expressly fesolved in the documents their terms will control in the following order: (1) these
terms and conditions, includirig but riot limited to all Appendlces except Appendix F; (2) the Enterprise
Agreement; (3) the Product List; (4) the Product Use RrghtS‘ (5) any other documents; and (6) all
orders . submrtted under both this Master Enroliment and 'Agency Enrollments (if any) for which
Enrolled Affllrate is the Responsrble Affiliate’ pursuant to the terms and conditions of Section 5, below.

Effectrve date The effectlve date of this Master Enrollment shall be June 1; 2014, notwrthstandrng
" the date it Is executed by the parties. Any reference to “anniversary date” refers to the anniversary of
the effective date each year this Master Enrollment is in eflect If not executed by Enrolled Affiliate
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and received by Microsoft with the reseller's initial

this Master Enroliment shall become null and void. ., L o
Term. The initial term of this Master(Enrollmer\lt will expire on the last day of the month, 36 full

. calendar months from the effective date of the initial term. I this Master Enroliment is renewed by the

City, the renewal term will expire 36 full calendar months after the effective date of the renewal term.
Any reference.in this Master Enrollment to "day" will be a calendar day. S

1.. Definitions.

* Terms. used but not defined inthis Master. Enrollment will have the definition in the Enterprise

‘Agreement. “Additionally, all capitalized terms used in Section 8. (“Business Associate Agreement for

- HIPAA?) but not defined in.the Enterprise Agresment o this. Master 'Enroliment shall“have th

‘definitions set forth in HIPAA." The following definitions are used in this Master Enroliment:.- -
“Additional Product’ mearis any Product identified as such in the Product List and chosen by Enrolled

Affiliate urider this Master Enrolinient. : LG R
“Agency” means a government entity, that is an agency, department, office, bureau, instrumentality,
division, unit or other entity of the City _agg_ngnty of San Francisco. L .

“Agency Enroliment(s)” means the separate Microsoft Enterprise Enroliment(s), the customized form
of which is shown in Appendix E, under which individual Enrolled Agencies will purchase Products.
Certain section of this Master Enrollment (including but not limited to Section 5, below) establish terms
and conditions applicable to Agency Enrollments. A o

“BAA-Covered’ Services” (as used in Section 8 of this. Master Enroliment, “Business Associate

" Agreement for HIPAA”), means the following Microsoft Online Services, exclusively: Microsoft

Dynamics CRM Online Seivices, Office 365 Sewiceg, Windows Azure Core Services, and/or

"~ Windows Intune. ‘ =

“Breachz Notification Rule” means the Breach Notification for Unsecured Protected Health Information
Final Rule (HIPAA). ’ Cn -

purchasé qrd.eer'n or before Junc_a 26, 2014, then

160.103 of HIPAA.

“City” means the City and County of San Francisco, whiéh is the Enrolled Affiliate. - '

e im 49 UFRTY

I
i

“CJlS-Covéred Services” (as used in Section 9 of this Master Enroliment; “Microsoft Online Services .

Criminal Justice Information Services' (CJIS) Terms and Conditions”) means Exchange Online,
SharePoint Online, Exchange Online 'Archiving, Exchange Online Protection, and Office Web Apps,
only when purchased as part of Office 365 Government Plans (G1, G2, G3, G4, K1, K2) or as
standalone Government Community Cloud plans.” Without limitation, CJIS-Covered Services do not

include Office 365 Professional Plus, Lync Online or other Office 365-branded or separately branded

Online Services.

“Core’ Platform Services” means only the followiiig featurés of Microsoft Azure branded Online

Services: Cloud Services (web and worker roles), Virtual Machines, Storage (Blobs, Tables, Queues),

" and Networking (Traffic Manager and Virtual Network).

“Covered Eniity” shall have the same meaning as the term "covered entity” in 45 CFR § 160103 of
HIPAA. o ' o

“CSA” (as used in Section 9 of this Master Enrollment, “Microsoft Online Services Criminal Justice _

Information Services (CJIS) Terms and Conditions”) mieans the State of California, Department of
Justice, or a successor agency as determined by the State of California, acting in its capacity as the
CJIS Systems Agency for the State of California. : : :

“Customer Data,” means all data, including all text, sound, or image files that are provided to Microsoft
by, or on behalf of, Enrolled Entity through Enrolled Entity's use of the Online Services. As between
the parties, Enrolled Affiliate and applicable Enrolled Agencies retain all right, title and interest in and
to their Customer Data. Microsoft acquires no rights in Customer Data, other than the rights Enrolled
Affiliate and Enrolled Agencies grant to Microsoft to provide you the applicable Online Service. This
does not apply to software or services Microsoft licenses to Enrolled Affiliate or Enrolled Agencies.

CCSF Master Enrollment BD
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“Dynamics CRM Online Services” means Dynamics CRM Online services made available through this
Master Enroliment or an Agency Enroliment, excluding Dynamics CRM for -supported devices, which
_ includes but it is not limited to Dynamics CRM Online services for tablets and/or smartphones and any
separately branded service made available with or connected to Dynamics CRM Online... . - - .-

“End User* means an individual that accesses the Online Services. Note that when used in‘a Section
or provision applicable to a specific subset of Online Services (e.g. to Office 365 Services or to CJIS-
Covered Services), End User shall be interpreted .to apply. solely to an individual that access the
subset to which the Section or provision refers. : : A

“Efrolled Affiliate™ means (collectively, and solely with regard to this Mgsten..Enrdllmént) the two
Agencies (Department: of - Telecommunication and' Information Services. and Department of Public
Health) that have executed this Master Enroliment and are, o the extent permitted by applicable law,

_Jointly. and: severally liable_and resporisible for performing the obligations of. Enrolled Affilate

described herein. ~

“Enrolled Agency” means, solely as it pertains to an Agency Enroliment, the_Agency that signs such
Adency Enrollment and thereby becomes liable and responsible for performing the customer
obligations” set forth in the” Agency Enrollment. Note that the Agency Enroliment will refer to the
enrolled Agency as “Enrolled Affiliate,” notwithstanding the'definition of that term above: ‘

“Enrolled Entity” means the Enrolled Afiiliate’ or Enirolled Agency into whose Master Enrollment or

Agency Enrollrient thé terms’ and conditions of Appendix A (which includes terms defined in this -

i

Section 1) are incorporated: R R , LT
,“Enterprisaﬂ}Oﬁliﬁr}e‘ S"er_(tic@_aff means any Online Service dESigna‘iéd'éé an 'E'riterp,risé Onlihe Sew{ce in
the Product List and chosen by Enrolled. Affiliate under this Master Enrollment. ‘Entetprise Online
Services are treated as Online Services, exceptasnoted. " : L

“Enterprise Product’ means any Desktop Platform Product that Microsoft designates as an Enterprise
Product in the Product List and chosen by Enrolled Affiliate under this Master Enrollment. Enterprise
Products rmust be licenised for all Qualified Dévices and Qualified Users on an Enterprise-widé basis
under this program. - 3 A ' R
“Expitation Date” means the date upon which this Master Enrolliment expires. S
“HIPAA” collectively. means the administrative simplification provision of the Health Insurance
Portability and Accountability Act enacted by the’ United® States Congress, and its' implementing
regulations, including. the Privacy Rule,- the Breach Notification. Rule, and the Security Rule, as
amended from time to:time,.including by the Health Information Technology for Econemic.and Clinical
Health: (‘HITECH") Act and by the Modifications to: the. HIPAA. Privacy; Security, Enforcement, and
Breach Notification Rules:-under the Health Information, Technology for Economic and Clinical Health
~ Actand the Genetic Information Nondiscrimination Act; Other Modifications to the HIPAA Rules; Final
RUIGE 3.0 e oL e e i T e
“Industry Device” (also known as line of business, device) means any device that: (1) is niot useable. in
its: deployed configuration as: a general- purpose personal computing device (such  as a personal
compiter); a multi-function server, or'a commercially. viable substitute for orie of these systems; and
(2) only employs an industry or task-specific Software program (e.g. 4 computer-aided-design program
used. by an architect of a:point of sale’ program). (“Industry Program”).  The device may include
features and functions derived from’ Microsoft software or third-party software. If the devicé performs
- desktop fungtions (such ‘as email, word processing, spreadsheets, database, netivork or Internet

brdwsing,'orf'scheduling, or personal finance), then the desktop functions:: (1) may only be used for -

the purpose’ of ‘supporting the Industry: Program functionality; and (2) must-be technically- integrated
with the Industry Program or-employ technically enforced policies or architecture to operate only. when
used with the Industry Program functionality.” IS L P w ] '

“L&SA” means a License with Softivare Assurance for any Product ordered: ‘

“Managed OLS Environment” means the collection of Customer Data which s bath (i) logically
isolated from. other Microsoft customers’ (including but not limited to other Enrolléd Entities’) Customer
Data in Microsoft's data centers; and (iiy associated with,a unique MODRD:’ In the specific case of
Office 365 Services, this is commonly referred to as’a“T‘enantﬁf' S ' '

i
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“Master Enrollment" means this customrzed Microsoft Enterpnse Enroliment, from which Enrolled
Affiliate will purchase Products used by itself and other Agencres to which it sublicenses and for ‘which
it is responsrbte . , :

_“Mlcrosoft Azure branded Onlrne Serwces” means any Onhne Servrce rdentrfled in the Product List as

Wlndows Azure (or Mlcrosoft Azure)

"Mrcrosoft Azure Core Servrces" means soIer as it pertams to Sectron 8 (Busmess Associate
Agreement for HIPAA") the following features of Microsoft Azure branded Online Services: Cloud
Services - (web and worker roles), Virtual Machines :(including with -SQL Server), Storage (Blobs,
Tables, Queues), Virtual Network, Traffic Manager, Web Sites, BizTalk Services, Media Services,
Mobile Services,* Servrce Bus, Multi-Factor ‘Authentication, ‘Active Dirsctory, Rights Management
Servrce, SQL Database ‘and any other features rdentlfled as mcluded on the Mrcrosoft Azure Trust.
Center " . Co

“MODRD” means a‘ Mlcrosoft Onlme Drrect Routrng Domarn name endlng in the sufflx
onmlcrcsoftcom O P )

*Office 365 Servrces” means Office 365 Plans El, G1, E2 G2, E3, G3, E4 G4 K1 K1- G, K2and K2-
G; Exchange’ Online Plans 1 and 1-G, Plans 2 and 2-G, Kiosk and Kiosk-G; SharePoint Online Plans
1, 1-G, 2 and 2-G; Office Web Apps Plans 1, 1-G, 2 and 2-G; and Lync Online branded services.
Offlce 365 Services do not include Office, 365 Professional Plus or any separately branded service

" made available with an Office 365 branded plan. or surte

“Office 365 for Government" means Microsoft's famlly of Office 365 Services that are offered as part
of Office 365 Government Plans as described in this Amendment. When delivered as part of Office
365 for Government, Exchiange Online, Lync Online, SharePoint Online, Exchange Online Archiving,

‘and ‘Office WebApps -are provisioned- in Microsoft's multi-tenant data centers for exclusive use by

eligible US Federal, State, Local, and Tribal Government Customers only and offered in accordéance
with the “community cloud” definition as defined in the National Institute of Standards and Technology

- (NIST) Special Publication 800-145. Microsoft refers to this community cloud as the “Govérnment
‘Community Cloud.” Other Online Services.may bé added to the. Government Commumty Cloud as

communicated by Microsoft. Other Offrce 365-branded or separatety branded Onlme Services that

Fy Fa¥:d Qe £

delition-to-Office=365-for uuvcuundm‘alu ot |uu09l.. nine

Govemnment Communlty Cloud

“Online Services” means the Mrcrosoft-hosted services identified in the Online Services section of the
Product List.

“Privacy Rule” means the Standards for anacy of Indwrdually Ident|f|able Health Informatron
(HIPAA). :

“Product” means all software, Online Services and other web-based services, including pre-release or
beta versions, identifled on the Product List.

“Product List” means the statement published by Microsoft from time tc time on the World Wide Web
at http://www.microsoft.com/licensing/contracts or at a successor site that Microsoft identifies, which
identifies the Products that are or may be made available under a program (which availability may .

_vary by region) and any Product-specrtrc condmons or limitations on the acquisition of licenses for, or

use of, those Products.

“Product Use Rights” means; wrth respect to any Ircensmg program, the use rights or terms of service
for each Product and version . published for that licensing program  at

http://www.microsoft.com/licensing/contracts or at a successor site, The Product Use Rights for .. - ..

Oriling"Services are posted in a separate document, as of the Effective Date titled the “Online
Services Use Rights,” and all references herein to “Product Use Rights” shall, when applicable to
Online Services, include such separate document.

“Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR § 160.103 of HIPAA, provided that it is limited to such protected health
information that is received by Microsoft from, or created, received, maintained, or transmitted by
Microsoft on behalf of, Customer.

“Quatified Device” means any device that is used by or for the benefit of Enrolled Affiliate’s Enterprise
and is: (1) a personal desktop computer, portable computer, workstation, or similar device capable of
running Windows Professional locally (in a physical or virtual operating system environment), OR (2) a

EA Enr (SLG){(ENG){(May2014) ' CCSF Master Enroliment BD
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device used to access a virtual desktop infrastructure (“VDI"). Qualified Devices. do not include any
device that is: (1) designated as a server and not'used as a personal computer, OR (2) an Industry

Device, OR (3) not managed (as defined in the Product List at the start of the applicable initial or -

renewal term of the Master Enrollment) as part of Enrolled Affiliate’s Enterprise.” At its option, -the
Enrolied Affiliate may designate any device excluded above (e.g., Industry Device) that is used by or
for the benefit of the Enrolled Affiliate’s Enterprlse as a Qualified Dewce for all or a subset of
Enterpnse Products or Onllne Serwces the Enrolled Afflllate has selected C

A “Quallfled User" means a person (e g employee consultant contlngent staff) who (1) lS a user of a

Qualified Devics, or (2) accesses any server: software requmng an Enterpnse Product Client Access

License or any. Enterprise Online Service. It does not include a person.wha accesses server software
or an.Online Servuce solely under a Llcense |dent|fled in the Quallfled User exemptlons in the Product
List. ’ - . .

"“Reserved Llcense" means for“”an‘Onllne Serwce"ldent' flﬁ?‘éltgrbIe#oFtruevupssm“-%theﬁPreductal:rst" i

the License reserved by Enrolled Afflllate prror to use and for which Mlcrosoft wull make the Online
‘Serwce available for activation. - . . ;

“Secunty Rule” means the Secunty Standards for the Protectlon of Electronlc Protected Health
Information. (HIPAA) - : NI

“Serwce Level Agreement” means the document specn‘ylng the standards Mlcrosoft agrees to adhere
to and by which it measures the level of service for an Onllne Service.

“Transition” means the converSIon of ‘one or more Llcense to or from another Llcense(s) Products
eligible for Transntron and permltted Transmons are ldentlfred in’ the Product Llst

“Transition Penod“ means the time between the Transrtlon and the next Master Enrollment or Agency
Enroliment annlversary date for whrch the Transition is reported..

‘Wlndows Intune Onllne Servrces” means the cloud service (Onllne Servrce) portlon of Wlndows
intune such as the Windows lntune Add-on Product (Volume Licensing SKU number U7U-00007). It
does not include’ any on- premlses software made avallable W|th a Wrndows lntune subscnptlon

“Yammer Enterprise” means: thé multl-tenant serwce offenng, Yammer Enterpnse (Mlcrosoft part
number 7LU- 00002) as descnbed in the Product Use Fllghts , :

2. Order reqmrements

a. Product’ order. The Fleseller will provtde Enrolled Affllrate wuth Enrolled. Affllrates ‘Product
pricing. and order. Prices and billing terms for all Products ordered will be determined by

agreement between Enrolled Affiliate and.the Reseller. The Reseller will prov1de Mlcrosoft
with the order separately from this Master Em'ollment. :

b. Mmlmum Order requnrements. Enrolled Afflllate s Enterpnse must have a mmlmum of 250

Qualified Users or Qualified Devices. . The initial order must lnclude at least 250 Llcenses for

Enterprise Products or Enterpnse Onllne Serwces

(i Enterprlse Ccmmltment If ordermg any Enterpnse Products Enrolled Aﬁlhates
order must include coverage for all Qualified Users or Qualified Devices, depending
on the License Type, of one. or more Enterprise Products or a le of Enterprise
Products and the correspondmg Enterpnse Onllne Services. .

(ii) Entefprise Onlme Services. If orderrng Enterprlse Onllne Services onlz then
Enrolled Afflllate must mamtam at Ieast 250 Subscrlptlon Llcenses o

c. Additional Products. Upon satlsfylng the mlnlmum order reqmrements above, Enrolled
. Affllrate may order Addttlonal Products and Services' .

S d Product Use nghts for Enterprlse Products For Enterpnse Products, if a riew Product

~ version has more restrictive use rights than: the version that is current at the start of the

applicable initial or renewal term of the Master Enroliment, those more restrictive use
rlghts will not apply to Enrolied Aﬁlllate S use of that Product durlng that term

e. Country cf usage. Enrolled Aftlllate must specrfy the countries: where Llcenses will be
used on its initial order and on any additional orders:- ~
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f.

g- . L . _ :
: ,(i) True-up order. Enrolled Aﬁllrate must submrt an annual true up order that accounts

Addlng Products.. Ce T |

(i) Adding new Products not prevnously ordered Enrolled Affiliate may add new
Enterprise Products by entering into a new Enroliment (including a new Agency
Enrollment, if desired) or as part of a renewal. New Enterprise Online Services may
be added by contacting a Microsoft Account Manager or. Reseller. 'New Additional

. Products other than Online Services, may be used if an order is placed in the month -

the Product is first used For Additional Products that are Onlme Servrces, an |nrtra|
order for the Onllne Servrce is requrred prror to. use

(i) Addmg Llcenses for prewously ordered Products Addltlonal chenses for
‘ ,prevrously ordéred Products must be included. in the.next true-up order. Enrolled

‘Affiliate must purchase Servrces and Licenses for Online Servrces prior o use, unless

the Onlme Services are, (1) |dent|f|ed as eligible for true- up in the Product List or (2)
mcluded as part of other chenses (e g Enterprlse CAL) -

K 3 .

True-up requrrements

for changes ‘since the initial order or last true-up order, rncludrng (1) any increase in
‘Licenses," rncludlng any increase in Qualified Devices or- ‘Qualified Users and
Reserved Licenses; (2) Transitions (if permitted); or{3) Subscription License quantity
reductions (if permitted). Microsoft, at its discretion, may validate the customer true-
_up data submitted through a formal product deployment -assessment usmg an
approved Mrcrosoft partner. _ .

(ii) Enterprlse Products. Enrolled Affiliate must determme the number of Quahfred
~ Devices and Qualified Users (if ordering user-based Licenses) at the time the true-up
order is placed and must order additional Licenses for all Qualified Devices and
Qualified Users that are not already covered by exrstmg Licenses, rnctudrng any
Enterpnse OnIrne Services.

(m) Addrtlonal Products ‘For Products that have. been prevrously -ordered, Enrolled
___Afiiliate _must determm_e_the_AddenaL_Emdunts_used_and_order_tbe_Lmense

- --—Subseription-License reductions:

difference (if any).

(iv) Onllne Servrces For Online Services identified as ellglble for true-up orders in the
Product List, Enrolled Affiliate may first reserve the additional Licenses prior to use.
Microsoft will provide a report of Reserved Licenses in excess of existing orders to

Enrolled Affiliate and its Reseller. Reserved Licenses will be invoiced retroactively for

the prior year based upon the month in which they were reserved.

(v) Transitions. Enrolied Affiliate must report all Transitions. Transitions may result in
an increase in Licenses to be included on the frue-up order and a reduction of
Licenses for prior orders. Reductions in Licenses will be effective at end of the
Transition Period. Associated invoices will also reflect this change. For Licenses paid
upfront, Microsoft will issue a credit for the remaining months of Software Assurance
or Subscription Licenses that were reduced as part of the Transition. C

(vi) True-up due date. The true-up order must be ret:eived by Microsoft between 60 and
30 days prior to the Master Enrollment anniversary date. The third-year anniversary
true-up order is due within 30 days prior to the Expiration Date. Enrolled Affiliate may

true-up more often than ‘at each Master Enroliment annrversary date except for

(vii) Late true-up order. If the true-up order is not received when due:
1) Microsoft will invoice Reseller for all Reserved Licenses not previously ordered.

~2) Transitions and Subscription License reductions cannot be reported until the
following Master Enroliment anniversary date (or at Master Enrollment renewal,
- as applicable).

(viii) Subscription License reductions. Enrolled Affiliate may reduce the quantity of

Subscription chenses on a prospective basis if perm|tted in the Product List as
follows
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1) For Subscription Licenses part of an Enterprise-wide purchase, Licenses may be
reduced if the total quantity of Licenses and Software Assurance for an applicable
group meets or exceeds the quantity of Qualified Devices identified on the
Product Selectron Form. Step-up Licenses do not count towards thrs total count.

2) For Enterprrse Online Servrces not-a part of an Enterprrse-wrde purchase,
Licenses. can be reduced as long as the rnrtral order mrnrmum requirements are
mamtarned R .

. 3) For Addrtronal Products avarlable as Subscrrptron chenses Enrolled Affiliate may
o reduce the Licerises. If the. License count is reduced to zerd; then Enrolled
Affiliate’s use of the' applrcable Subscrrptlon License will be cancelled.
Invorces will be adjusted to reflect any reductions in Subscription Licenses at the true-
up aorder Master Enrollment anmversary date, and effective as of such date.

1k

o Product ordered

3. Pricing. .
a.

(ix) Update statement An update statement must be submrtted rnstead of a true -up

order if, as of the initial order or last trug-up order, Enrolled ‘Affiliaté’s Enterprise has

“not:: (1) changed the number of Qualrfred Devices and- Qualrfred Users licensed with

: Enterprrse Products or Enterprrse Online Servicss;. and (2) increased its usage of

- Additional Products.:- This’ update; statement must be- srgned by Enrolled Afiiliate’s

authorized representatrve _The- update - statement. must, be received by Microsoft

-~ betwéen; 60.and:30 days. prior {o the Master: Enroliment anniversary date. The last
update statement is. due wrthrn 30 days pnor to the Exprratlon Date. -

' Step-up Llcenses For chenses ellglble for a step-up under this Master Enrollment

Enrolled Affrlrate may step up to:a hrgher edrtron or suite as follows

(i) 'For step-up L| rises’ rncluded on’ an rnmal order, Enrolled Aﬁllrate may order
‘ accordrng to the true‘up process. o o

(u) if step up chenses are not rncluded on an lnrtlal order Enrolled Affllrate may step-up
initially by following the process ‘described in the Section titled “Adding new Products
not prevrously ord ed "’ then for addrtronal step up Llcenses, by followrng the true-up
order process .

(m) if Enrolled Atfrlrate has prevrously ordered an Onlrne Servrce as an Addltronal Product

and wants to step up to"an Enterprrse Onlrne Servrce elrgrble for a Transrtron the
) step up may be reported as a Transrtlon o

(iv) If Enrolled Afflllate Transrtrons a Llcense rt may be able to. further step-up the
Transitioned License:. If Enrolled Affiliate chooses to’ step-up and the step-up License
is. separately elrgrble 1o, ‘be Transitioned, such’ _step-up Licenses may result in a
chense reduotron at the Master Enrollment annlversary date followrng the step-up

Clerrcal errors Mrcrosoft and Clty may correct clerrcal érrors in this Master Enrollment
and any documents. submitted:with or under this Master Enrollment by providing notice
by email and a reasonables opportunity for the other party: to' object to the correction.
Clerical .errors include. minor mistakes; “unintentional “additions and omissions. This
provision does not apply to materral terms such as the |dent|ty, quantrty or pnce of a

lv:.

Publrcrty Nerther Party shall rssue any press release or other publrc announcement
related to this Agreement, written of oral, without the prror wrrtten consent of the other

' party, except as requrred by law or a court-order.

Price l;evels Except as otherwrse establrshed by the terms and conditions of this
Master Enroliment, Enrolled Affiliate’s and Enrolled Agencres Price Level for all Products

. ordered under this Master Enfollient will be’ determined by the Enterprise Agreement

identified above. As of the Effective Date of this Master Enroliment, the Price Level (in

accordance with the terms and conditions of Amendment # CTX-CA-Fsilver-CORIV14 to

the” Enterprise Agreement) was Level D minus 7.5%, -except for (i) Microsoft Azure

.-branded Online . Services which are Level D, and (i) MCS and Premier professional
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services (although such professronal services shall. not be purchased pursuant to this
Master Enroliment). : ,

As an exception to the foregoing, specral reference pnces “have beem provrded to
- Enrolled Affiliate for Office 365 Services under this Enroliment which includes unique
discounts’ from Level D (each greater than or equal to Level D mlnus 7 5%, as of the
Effectlve Date). . :

b. Settmg Prices. Enrolled Affiliate’s prices for each Product wrll be establrshed by rts
Reseller. .. As long as Enrolled Affiliate continues to qualify for the same price level,
Mlcrosoft’s pnces for Reseliers for'each Product or Servrce will be fixed throughout the
applrcable initial or renewal Master Enrollment term. Howaver, if Enrolled Affiliate qualifies
for a different price level, Microsoft will establish a new price level for future néew orders
erther upon. Enrolled Affiliate’s request or on its own rnrtratrve Any changes wrll be based
upon pnce Ievel rules in the Product Selectlon Form : .

c. Master True Up price hst Micrasoft will provide the Reseller confldentral net True Up
" prices applrcable solely-to those  Products (collectively, “Initially-Ordered Products®) for
which Enroliéd’ Affiliate ‘arid various Enrolled Agencies issued initial purchase orders -
under (i) this Master Enrollment and (i) each applrcable Agency Enroliments that was
executed concurrent with this Master Enrollment in June, 2014. The Reseller's True-Up
cost will in all cases be based upon the annual contract period during which the order was
placed (or required to be placed, based upon date of usage). In 4ll cases, an Enrolled
Agency's actual prices and payment terms will be determmed by separate agreement
between Enrolled Agency and its Reseller. . . A

The parties acknowledge that, dunng the. term of this Master Enrollment Microsoft may
programmatically discontinue one or more Initially-Ordered Products. If thrs happens, it
may be impossible to include the SKU for such discontinued product as an orderable
SKU on any new Agency Enroliments submitted for execution after such discontinuation.
In such case, to the extent that Microsoft may allow additional quantities of .such
discontinued product to be ordered by customers for. the duration of the term(s) of
Enrollments under which such product had been previously ordered, the Enrolled Affiliate

may order such Tnitially-Ordered Products under this Master Enrollment on behalf of the
Enrolled Agency that was unable to order the apphcable SKU under its own Agency
’Enrollment A

4, Payment terms.

For the initial or renewal order, Enrolled Affiliate may pay upfront or elect to spread its payments over
the applicable Master Enroliment term. If spread payments are elected, unless indicated otherwise,
Microsoft will invoice Enrolled Affiliate’s Reseller in three equal annual installments. The first
installment will be invoiced upon Microsoft's acceptance of this Master Enrollment and on each
Master Enroliment anniversary date. Subsequent orders are invoiced upon acceptance of the order
and Enrolled Affiliate may elect to pay annually or upfront for Online Servrces and upfront for all other
Licenses.

5. Profiles, and scope of Enterprise for Lead Enroliment and Agency Enrollments. )

For the purpose of both thrs Master Enroliment and all Agency Enroliments, only Agencies (and not

- other“Affiliates;”as-defined-in-the-Enterprise-Agreement) shall-be-entitled to- use-kicenses-purchased —-—— -~ - - -

under either of the forgoing types of Enrollments.

Solely as it pertains to this Master Enrollment, Enrolled Affiliate’s “Enterprise” (as defined in the
Enterprise Agreement) shall be divided into two groups (“Profiles”), as follows:

“Profile 1, for which the Enterprise shall consist solely of the Department of
Telecommunication and Information Services (“DT"); and

“Profile 2, for which the Enterprise shall include any Agencies except DT to which Enrolled
Affiliate sublicenses and for which Enrolled Affiliate is responsible.
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Licenses for Profiles 1 and 2 will be ordered and invoiced under the Enroliment Number(s) assigned
to the Master Enrollment. Notwithstanding anything to the contrary in the Enterprise Agreement or
this Master Enroliment, Enrolled Affiliate shall purchase only Online Services (and.no other Products)
under Profile 2. Additional Profiles may be added later by amendment, if mutually agreed between

~ Enrolled Affillate and Microsoft. Enrolled Affiliate will maintain a list of all Agencies to which it -
sublicenses under Profile 2 and any subsequently—added Profiles, and will make such list available to
Mtcrosoft upon request

Enrolled Afiiliate is the llcensee and as'such is solely responsuble and llable for all Licenses
purchased under thls Master Enrollment including Llcenses that Enrolled Afflltate sublicenses to other
Agenmes ' . . s

Notwrthstandlng an hlng to the contrary in the Enterpnse Agreement nelther Enrolied Afflllate nor

Enrolled‘”A_ge’“n te*s’maTs“ﬁl|cerrse'tb‘*a?ﬁy**Aﬁrlrat“e“s?otlfeﬁhanaAgencres—‘-*asg’defmedwabuve

For each Agency Enrollment the appllcable Enrolled Agency wrll (1) establtsh lts own Enterpnse and
(2) be_coterminous with this Master Enroliment. For clanty, all such Agency Enroliments shall expire
on the same date and have the same June 1 payment annlversary each year dunng thelr terms.

As a condltlon of Mtcrosoft’s executton of thlS Master Enrollment each of the followmg Agencnes (the
“Initial Enrofling. Agenctes”) will separately execute an Agency Enrollment on or before June 26, 2014,
and each such Agericy Enrollment shall continue Software Assurance -coverage from prior
Enrollments which.were originally scheduled to expire on the dates shown below. As an exception to
the foregoing sentence, Software Assurance from the Enrollments shown below in the name of “City
and County of San Francisco Department of Telecommunlcatrons and Informatron Services” shall be
renewed by DT under Prof|le 1, hereunder : T :

tnitial Enrollmg Agencres

Original S . ) , )
Enfollment | -0 o T L e o Expiration
Number’’ AgencyName e o ST ' Date
5775823 | |CA CCSF Offlce ofthe Controller/EMERGE o ) . 9/30/2014/
6035318 |City & County of San Francisca Public Health ' . 6/30/2018
5301733 City and County of San Francisco Department of Telecommunications and Information Services 6/30/2014]
4694729 City and County of San Francisco Depat‘tmentof Telecommunlcathns and information Services 4/§0}'2014
8379226  |City arid County of San Francisco Dept of Human Resources : 9/30/2014
7515@8 City of San Francusco |ntemattona(Atrport lnformatton Technology and Telecommumcattoas B 6/30/2014f
5733073 |Housing Authority of CCSE, T s o T 11/30/2016
-[s961930  |office of Community Investment and Infrastructure - : B 6/30/2016
6361475  |PortofSanfFrancisco. 0 . . o . - S : | spajaoua
8445251 San Franctsco Mumctpal Transportation Agency (SFMTA) . 12/31/2014
8744960  |San Francisco Public Utilities Commission . . B . 6/30/2015

For each Enrollmg Agency, Mlcrosoft has prowded initial order prtcrng which takes into account prior .
payments for Software Assurance

For any other Agenmes wrshlng to subm|t Agency Enrollments after June 201 4, the Reseller s
confidential net costs for the initial order will be determlned as follows.

e For Online Services (if-any), Microsoft will prorate the Reseller's costs based upon the
number of full calendar months remaining in the term as of the effective date of the
applicable Agency Enroliment.

o For products included in the Master True Up Prices establlshed pursuant to Section 3c, the
Master True Up prices wiil apply. - :

e For other products, Microsoft will calculate the Reseller’s L&SA costs based upon the then-
current standard True Up price applicable based upon the number of years remaining in the
term

EA Enr (SLG)(ENG)(May2014) - CCSF Master Enroliment : BD
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The total reseller cost for the initial orders referenced above will be spread across remaining
anniversary payment dates (if any) remaining in the term. In all cases, an Enrolled Agency's actual
prices and payment terms will be determlned by separate agreement between Enrolled Agency and
its Reseller. = "+ - .

Each Agency En'rollment shall be executed between Microsoft and a single Enrolled Agency, which
such Enrolled Agency will be responsible for the acts and omissions of other Agencies to which it
sublicenses under its Agency Enroliment, except as otherwise provided below in this Section. For
clarity, DT may choose to execute an Agency Enroliment (in addition to:this Master Enroliment), in
which case DT will become the Enrolled Agency responsrble for complrance with such Agency
Enrollment . g

Agency Enrollments shall each incorporate the terms and conditlons of both (i) the Enterprise
Agreement identified above; and (ii) Appendix A to this Master Enroliment. Enrolled Affiliate (or
Reseller on its behalf) shall-provide a copy of this Master Enrollment to'any Agency upon request. In

_ the event of a conflict between the terms and conditions of Appendrx A and an Agency Enroliment

that is not expressly resolved in the document(s), the terms and conditions of Appendix A shall control
the Agency Enroliment unless an Enrolled Agency and Microsoft chooses to amend the terms and
conditions of an Agency Enroliment in a way which expressly acknowledges and resolves a conflict
between the Agency Enroliment and Appendix A. In such case the Agency Enroliment will be
governed by those amended Agency Enrollment terms and condrtrons

For an mdtvndual Managed OLS Enwronment only Enrolled Afftllate or one Enrolled Agency (but not
two or more stich entities) may uitimately be responSIble for compliance with the terms and conditions
of the Enterprise Agreement and applicable Enroliment(s) which apply to the Online'Services

" provided in such Managed OLS Environment, including but not limited to the obligation to comply with

the Product Use Rights, Acceptable Use Policy and to pay for Online Services Licenses (hereafter,
the “OLS Terms”), For clarity, itis technically possible for more than one Enroliment to be associated
with the same Managed oLs EnVIronment provided that the administrative log-in credentrals for the
Managed OLS, Enwronment are shared between Enrolled Affiliate and/or one or more Enrolled
Agencies.

Accordmgly, in the event that more than one Enrollment (each executed by a different Agency)
becomes associated with the same Managed OLS Environment, the Agency ultimately responsible for
OLS Terms applicablé to ali Enroliments associated with such Managed OLS Environment (the
“Responsible Agency") shall be determined as follows:

» [f one of the Enroliments associated with the Managed OLS Environment is this Master
Enroliment, then the Enrolled Affiliate hereunder shall be the Responsible Agency; and
 If only two or more Agency Enroliments (and not this Master Enroliment) are associated with
. the Managed OLS Environment, then the Responsible Agency shall be the Enrolled Agency
which first “signed in” to the Microsoft Online Administrator Console in order {6 create the
administrative account associated with the Managed OLS Environment.

In accordance with the terms and conditions of Section 7(d) of the Enterprise Agreement (“termination
for cause”), in the event that an Enrolléd Agency other than the responsible Agency with respect to
the applicable Managed OLS Environment (hereafter, the “Breaching Agency”) is determined to have
breached OLS Terms for Licenses purchased under its Agency Enroliment, Microsoft will first allow

. the Breaching Agency at least 30 days to cure the breach, unless the breach is, by its nature, not

curablé within 30 days. In'the eventthata curable breach by the Breaching Agency is not cured
within 30 days, the Responsible Agency must cure the breach within 15 additional days. In the event
that the breach is either (i) not cured pursuant to the foregoing terms and conditions; or (ii) is, by its
nature, not curable, then Microsoft may terminate the Enroliments of both the Breaching Agency and
the Responsible Agency (including this Master Enroliment, if applicable).

Except as provided above, both Enrolled Affiliate (for this Master Enrollment) and each Enrolled
Agency (for its own Agency Enroliment) shall be solely responsible for compliance (and the
compliance of Agencies to which it sublicenses) with the terms and conditions of the applicable party’s
Enroliment, including but not limited to the terms and conditions of the Enterprise Agreement and this
Master Enroliment incorporated therein.

EA Enr (SLG)ENG)(May2014) CCSF Master Enrollment BD
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6. - Transitions.

a. Applicability of Section 6 to Master Enrollment vs. Agency Enroliments

This Section 6, in conjunction with applicable sections of the Product List, governs
Transition (as defined above) for qualifying Enroliments with Enterprise -wide coverage.

. in the case of TranSition for Enterprise Product iicenses for DT’s users
purchased under Profile 1 (as defined in Section 5, above), will Transition to both
Enterprise Online Services Licenses and Bridge CALs also included under Profile

: 1.
e As an exception:to Microsoft's standard operational- procedures, each Agency

= "~"ErsirsIlmeritnmay~Tisansitirsnn(faiaeiii_.gibies;Enteriar:lset,Er&ld.usls)-"=l~'*‘4=.f-QUQwe

.o Enterprise Online Services may be purchased under Profiie 2 pursuant
to this Master Enrollment; and £
o - All-on-premises Products; including but not Iimited to Bridge CALs, will be
' be purchased on the appiicable Agency Enroiiment .

b. TranSition reqwrements. .

(i) Licenses with ‘active Software Assurance or Subscription Licenses may be
Transitioned at any time if permitted in the Product List. Enrolled Affiliate may not,
however reduce the quantity of Licenses or assomated Software Assurance prior to

' the end of the Transmon Period :

(if) Enrolled Affiliate must order the Licenses to which it' is tranSitioning for the year( )
foIIowmg the Transition Period.:- G e L : i

(ii) If a TranSition is made back to a, License that had active Software Assurance as of’
the date of TranSition, ‘then Softwaré Assurance ‘must be re- ordered for all’ such
Licenses on a prospective basis following the Transition Period: "Software, Assurance
coverage may not exceed the quantity of perpetual Licenses for which Software
Assurance was current at the time of any prior Transition. Software Assurance may
Anot be appiied to Licenses transferred by Enrolled Afiiliate

, (iv) If a device-based License is TranSitioned toa user-based License aii users of the
device must be licensed as pait of the TranSition :

(v) If a user-based License is Transitioned to a deVice-based License, all devices
accessed by the user must be iicensed as part of the TranSition

c. Effect of TranSition on Licenses ' o
(i) Transmon WiII not aifect Enroiled Affiliate s rights in perpetual Licenses paid in full.

(ii) New- version rights will be granted' for' perpetual Licenses coverad by Software
Assurance up to the end of the TranSition Period

(iii) For L&SA not paid in full at the end of the TranSition Period Enrolled Affiliate will
have perpetuai Licenses for a proportional amount equal to. the amounts paid for the
Transitioned Product as of the end of the TranSition Period.;

(iv) For L&SA not paid in full or granted a perpetuai License in accordance With the above
or Subscription Licenses, aiI rights to TranSitioned Licenses cease at the end of the
TranSition Periodi R : -

7. End of Master Enroliment term and termination. '[-' : : ) - e

a. General. At the Expiration Date, Enrolled Affiliate: must immediateiy order and pay for
Licenses for Products it has used but has not prewousiy submitted an order except as
otherWise prowded in this Master Enroliment

b. Renewai Option. At the Expiration Date of the initial term Enroiled Affiiiate can rensw
Products by renewing the Master Enroliment for one additional 36 full calendar month
term or signing a new Enroliment. Microsoft must receive a Product Selection Form and
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renewal order prlor to or at the Exprratlon Date. The renewal term wrll start on the day
following the Expiration Date. Microsoft will not. unreasonably reject any renewal.
Microsoft may make changes to this program that will make it necessary for Customer
and its Enrolled Affrllates to enter info new agreements and Enrollments ‘at renewal.

c. [f Eniolled Affrlrate elects not to renew.

(i)

(i)

Software Assurance if Enrolled Affiliate elects not to renew Software Assurance for

any Product under this Master Enrollment, then Enrolled Affliate will not be permltted ,

to order Software Assurance |ater without first. acqumng L&SA

Online Servrces ellglble for an Extended Term. For Onllne Servrces |dent|fred as

eligible for an Extended Term in the Product List, the following options are avallable
at the end of the master Enrollment initial or renewal term.

‘ 1)‘*'Extended Term. Llcenses for Onlme Serwces wrll automatrcally expire in

accordance with the terms of this Master Enroliment. .An extended term feature
_that allows Online Services to continue month-to- month (“Extended Term”) is
available. During the Extended Term, Online Services will be invoiced monthly at
the then-current published price for Enrolled Affiliate’s price level as of the
Expiration Date plus a 3% administrative fee for up ‘to one- year. If Enrolled
Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must recelve the request not less than 30 days prior to the
Exprratlon Date.

2) Cancellatlon durmg Extended Term lf Enrolled Afflllate has opted for the

(iii) Subséription chenses ‘and Online Servrces not eligible ‘for an Extended Term. -

Extended Term and later determines not to .continue with the Extended Term,
Resellermust submit a notice of cancellation for each Online Service.
Cancellation will be effective at the end of the month followmg 30 days after
Microsoft.has recerved the notice. .

If Enrolled Affiliate .elects not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated media must be uninstalled and

~destroyed and Enrolled Affiliate’s Enterprise must discontinue use. Microsoft may

request written certification to verify, compliance

(iv) Customer Data. Upon expiration or’ ‘fetmiination of a License for Online- Services,

Microsoft will keep Customer's Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse. Microsoft if there are any
associated costs. After 90 days Microsoit will disable Enrolled Affiliate’s account and

will delete its Customer Data. Enrolled Affiliate agrees that, other than as described -

above, Microsoft has no obligation to continue to hold, export or return Enrofled
Affiliate’s Customer Data and that Microsoft has no liability whatsoever for deletion of
Enrolled Affiliate’s Customer Data pursuant to these terms.

d. Termination for cause. Any termination for cause of this Master Enrollment will be
subject to the “Termlnatlon for cause” section of the Enterprise Agreement.

.e. Early termination. Any Early termination of this Master Enroliment will be subject to the
“Early Termination” Section .of the Enterprise Agreement. In the event this Master
_Entollment is terminated earlier than any Agency Enroliments into which the Master
Enroliment terms and conditions have been incorporated, the Master Enrollment terms

- eememm— e - —and-conditions-shall -continue-to-apply- to-such- Ageney—Enrollments -as—f-the-Master—- -~ - -+ - v

Enroliment had not been terminated.

For Subscription Licenses, in the event of a breach by Microsoft, Microsoft will issue
Reseller a credit for any amount paid in advance that would apply after the date of

termination. -
8. Business Associate Agreement for HIPAA (standard form of Microsoft's amendment #
: M176)
EA Enr (SLGYENG)(May2014) CCSF Master Enroliment BD
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The terms and conditions of this Section 8 apply solely to Enrolled Affllrate pursuant to this
Master Enrollment and any Agency Enroliment for which Enrolled Affiliate becomes a
Responsible Affiliate pursuant to the terms and conditions of Section 5, above. Enrolled
. Agencies which establish their own Managed OLS Environment for BAA-Covered Services
- may execute separate Business Associate Agreements wrth Microsoft for purposes of their
separate Agency Enrollments

The terms and condltlons in this Sectlon 8 supersede any conflrctlng terms and conditions in
" the Master Enroliment and Eriterprise Agreement; and supersede and replace any previous -
Enrollment amendments related to the subject matter of this Section 8. ’

Axs=-Permiittedst f"eseand@rsclesure&ef Proteeted#ealth
Informatron.

a. Performance of the Master Enrollment for BAA-Covered Services. Exceptas
- otherwise limited in this Section 8, Microsoft may Use and Disclose Protected
Health lnformatron for, or on behalf of, Enrolled Affrllate as specified in the Master

: 'Enrollment : . ‘

b. Management Admmrstratlon, and. Legal Responsrbllltres Except as
otherwise- limited in this Section 8, Microsoft may Use and Disclose Protected
Health Information for the proper management and administration of Microsoft
and/or to' carfy out the legal responsibiliies of Microsoft, provided that any
Disclosure~ may- occur only if: (1) Required by Law; or (2) Microsoft obtains
written reasonable assurances from the person to whom the Protected Health
Information is Disclosed that it will be -held confrdentrally and Used or further
Dlsclosed only as Required by Law or for thé purpose for which it was Disclosed
to- the, person and the person’ "notifies Microsoft of any instances of which it

, 4becomes aware in which the confrdentralrty of the Protected Health Information
has been breached : RN .

B. Hesponsrbllltles of the Partres wrth Hespect to Protected
Health lnformatron. - : .

a.. M|orosoft’s Responsrbrlltles To the extent Mrcrosoft is acting as a Business
Assocrate, Mlcrosoft agrees to the followrng

[ 'leltatlons on Use and Dlsclosure Mrcrosoft shall not Use and/or
Disclosg: the’ Protected” Health" Information other than as permitted or
réquired by the Master Eniollient and/or this Séction 8 or as otherwise
Required by Law;.provided that any such Use.or Disclosure would not

_violate HIPAA if dorie by Enroiled Affrlrate ‘unless expressly permitted for
Business Assocrates under HIPAA. Mrcrosoft shall not disclose, capture,
maintain, scary, -index, transmit, share “or-“Use Protected Health
Information for any activity not authorized under the Master Enroliment
and/or this Section 8. BAA-Covered Services shail not use Protected

,Health Information for any advertising, Marketing. or other commercial
purpose of Microsoft or any third party: Microsoft shall not violate the
HIPAA prohibition on the sale of Protected Health Information. Microsoft
shall make reasonable efforts to Use, Disclose, and/or request the
minimur necessary Protected Health Information to accomplish the
rntended purpose of such Use, Disciosure, or request

(ii) Safeguards . Microsoft shall: (1) use reasonable and’ approprlate
safeguards, to prevent inappropriate Use and Disclosure of Protected Health
Information other than as provided for in this Section 8; and (2) comply with
the appllcable requirements of 45 CFR Part 164 Subpart G of the Security
Rule.

)
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- (iif) Reporting. Microsoft shall report to Enrolled Affiliate: (1) any Use and/or
Disclosure of Protected Health Information that is not permitted or required by
this Section 8 of which Mlcrosoft becomes aware; (2) any Security Incident of
which it becomes aware,” provided that notlce is hereby deemed given for

- Unsuccessful Security Incidents and no further notice of. such Unsuccessful
Security Incidents shall be given; andlor (3) any Breach of Enrolled Affiliate’s
Unsecured " Protected Health Informatlon that Mlcrosoft may: discover (in
accordance with 45.CFR § 164 410 of the Breach Notification Rule).

) Notlflcatlon of a Breach will ‘be made wrthout unreasonable delay, but in no,
eVent more than thirty (30)-calendar days-after dlscovery ofa Bréach. Taking

" Vinto account the leve! of risk reasonably likely 1o be presented by the Use,

. Disclosure, Secunty Incident, or Breach the timing of other reporting will be

** made ‘consistent with Microsoft’s-and Enrolled Affiliate’s legal obligations.

;-,For purposes of thrs Subsectron (B), “Unsuccessful Securlty Incidents” mean,

' Without limitation, pings ‘and other broadcast attacks on Microsoft's firewall,
“port s¢ans, unsuccessful log on attempts ‘deriial of service attacks, and any

combrnatlon of the abeve as long as no such incident results in unauthorized

’ ‘access, acqursmon Use, or Disclosure of -Protected Health Information.
Notrfrcatlon(s) Linder this Subsection, if any, will be delivered to contacts
tdentlfled by Enrolled Affiliate pursuant to-Subsection 8(B)b(ii) (Contact
information for Notices) of this Section 8 by any means,.Microsoft selects,

. including through é-mail, Microsoft’s obltgatron to report under this
Subsection is not and will not be construed as an acknowledgement by
Microsoft of any fault or llabtlrty with respect to any Use, Disclosure, Security .

lncrdent or Breach \

(|v) Subcontractors In accordance with 45 CFR §§ 164. 502( )(1)(u)' and

164. 308(b)(2) of HIPAA, Microsoft shall require its Subcontractors -who
.create receive, marntam or fransmit Protected Health Information on behalf
of Microsoft to agree in writing to: (1) the same or more stringent restrictions
-and conditions that apply to Mlcrosoft wrth respect to such Protected Health

irrornauon, \L’ appropra AT uuuuuauuu,
and (3) comply with the appllcable requrrements of 45 CFR Part 164
:Subpart C of the Secunty Rule '

(v) Dtsclosure to the Secretary Mlcrosoft shall make available its lnternal
practices, records, and books relating to the Use and/or Disclosure of

_ Protected Health Information received from Enrolled Affiliate to the Secretary
of the Department of Health and Human Services. for purposes of determining

. Enrolled, Affiliate’s compliance with HIPAA, subject to attorney-cllent and |
other applicable legal privileges.

(vi) Access If Microsoft maintains Protected Health lnformatlon ina Desrgnated
Record Set for Enrolled Affiliate, then Microsoft, at the request of Enrolled .-
Affiliate, shall make access to such Protected Health Information available to

: Enrolled Affrllate in accordance with 45 CFR § 164 524 of the Privacy Rule.

(vu)Amendment If Microsoft “maintains Protected Health ‘Information in a
Designated Record. Set for Enrolled Affiliate, then Microsoft, at the request of
Enrolled Affiliate, shall make available such Protected Health Information to

- Enrolled Affiliate for amendment and incorporate any reasonably requested

amendment in the Protected Health Information in accordarice with 45 CFR
§ 164.526 of the Privacy Rule.

(viii) Accounting of Disclosure. "Microsoft, at the request of Enrolled
Afiiliate, shall make available to Enrolled Affiliate such information relating to
Disclosures made by Microsoft as required for Enrolled Affiliate to make any
requested accounting of Disclosures in accordance wrth 45 CFR § 164.528 of
the Privacy Rule.

(ix) Performance of a Covered Entity’s Oblrgatlons To the extent Microsoft is
to carry out a Covered Entity obligation under the Privacy Rule, Microsoft
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shall comply with the requrrements of the Privacy Rule that apply to Enrolied
Affllrate in the performance of such obllgatron

. b. Enrolled Affrllate Responsrbllrtres

(i) No Impermlssrble Flequests. Enrolled Afflllate shall not request Microsoft to
Use or Disclose Protécted Health Information in any manner that would not
be permrssrble {inder HIPAA if done by a Covered Entlty (unless permltted by
HIPAA for a Busrness Assocrate) :

(i) Contact lnformatlon for: Notlces Enrolled Atfrllate hereby agrees that any
reports, ‘notificationi; or other notice by Mlcrosott pursuant to this Section 8
may. be . made... electronrcally Enrolled, Affllrate shall provide contact
information to MSO-HIPAA @microsoft.com or such other location or method

2 "ef;updatmg;- § ,ntact_rnfermatraneasaMlcrosommaygsp,ecrjyﬁfggmamnmmp-. N

and. shall ensure that Enrolled Affiliate’s .contact information remains up to
- date: dunng:; e. term of this. Section 8.. Contact information must include
name of mdrvrdual(s) to be contacted title of |nd|vrduals(s) to be contacted, e-
mail. address_ of. individual(s)’ to’ be. _confacted,. name of Enrolled Affiliate
' .organlzatron and, if- avallable erther contract number or subscnber
rdentrfrcatron number e RNRE .

(m) Safeguards and Approprlate Use of Protected Health Information.
" Enrolled Affrlrate is responsrble for lmplementrng appropriate privacy and
secunty safeguards to protect its Protected Health Information in compllance

- with HlPAA Wrthout Irmltatron it rs Enrolled Affrllate s obllgatlon for. :

1) Not mclude Protected Health lnformatlon in: (1) mformatlon Enrolled
Affiliate ‘submits to technical support personnel or to community. support
'forums, ‘and (2) Enrolled’ Affrlrate s addfess book or directory information.
In’ addmon Microsoft ‘does:” ‘not act’ as; or have the obligations of;, a
' Busrness Associate” under HlPAA with’ respéct to Enolled Affiliate Data

- once itis’sent to or from Enrolled Affrllate outsude BAA-Covered Servrces
T ‘overthe publlc lnte et S :

' 2) lmplement pnvacy and'secunty safeguards in the systems, appllcatlons
" and software Enrolled Affrllate controls confrgures and uploads into the
' BAA-Covered Servrces‘ e ,

C. Appllcabllliy of Section 8 PR :
o As of the effective date of this Master Enrollment this’ Sectlon 8is apphcable to BAA-
Covered Servicés. At such time as Microsoft is wrlllng to enter into the terms of this
Sectron 8 with-respect to.other current or future BAA-Covered Servrces Microsoft will
notify Enrolled Affiliate of the effective date that this Section 8 will be appllcable to
such other BAA-Covered Servrces Subsequent to the etfectrve date identified in
Microsoft's, notice; and prov1ded Enrolled Affiliate has by that date entered into an-
agreement for suich other BAA—Covered Servrces, this Section 8 will apply to Enrolled
Affiliate's other BAA-Coverad Services without additional action by Enrolled Affiliate.
" Enolled Affiliate acknowledges that this Section 8 is not effective as to an appllcable
Microsoft onlrne service untif Microsoft’ notifies Enrolled Afiliate this Section 8 is
' effectlve as specrfled in this Subséction (C). It is Enrolled Affiliate’s oblrgatron tonot -
store or process Protected. Health Information in‘a Microsoft online service until on or
after the date thls Se,c,tron,a is effectrve as to the applrcable service.

D.. Term and Termmatlon. i

a: Term: ThlS Section 8 shall contlnue in etfect untll the earller of (1) termination by
a Party for breach as set forth in Subsectlon ( )b, below, or (2) expiration of the
A Master Enrollment : o

b. Termlnatron for Breach Elther Party lmmedlately may terminate the Master
Enroliment if the other Party is in material breach or default of any obligation in
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this Section 8 that is not cured within thlrty (30) calendar days written notice of
such breach or default. . .

Return, Destruction, or Retention of Protecte_d Health lnformation Upon
Termination. Upon expiration or termination of this Section 8, Microsoft shall
réturn or destroy all Protected Health Information in its possession, if it is feasible

"to*do’ 50, and as set forth in the appllcable termination.provisions of the Product
" Use Rights " and/or Master Enroliment. -:If Microsoft determrnes that it is not

feasible to return’or destroy" any portlons of the Protected Health Information )
"upon termination of this Section 8, then Microsoft shall extend the protections of

this Section 8, without limitatiori, to such Protected Health Information and limit
any further Use or Disclosure of the Protected Health Information to those
purposés that make the return or destruction mfeasrble for the duratlon of the
retentlon of the Protected Health lnformat|on :

E. Mlscellaneous._ S !

' Interpretatron The Partles mtend that ﬂ’llS Sectlcn 8 be mterpreted consustently

with their intent to comply with HIPAA and other applicable federal and state law.

" Except where this Section 8 conflicts with the Master Enroliment, all other terms

and conditions of the Master. Enrollment remain unchanged. The Parties agree

that, in the event an inconsistency exists between any other provision of the

Enterprise Agreement or Master Enroliment and this Section 8, the provisions of

this Section 8 will control to the extent of such inconsistency. Any captions or

headlngs in this Section 8 are for the convenience of the Parties and shall not
affect the lnterpretatron of thls Sectlon 8.

. Amendments; Waiver. ThlS Section 8 may not be modified or amended except

~ in a writing duly signed by.authorized representatives of the Parties. A waiver
“with respect to one event shall not be construed as continuing, as a bar to, or as

a waiver of any right or remedy as to subsequent events.

No Third Parly Beneficiaries. Nothing express or implied in this Section 8 is

intended to confer, nor shall anything in this Section § confer, upon any person

other than the Parties, and the respective successors or assigns of the Parties,
any rights, remedles, obllgatlons or Ilabmtres whatsoever. .

Counterparts The Master Enrollment (mcludmg but not limited to this Sectron 8)
may be executed in counterparts each .of which shall be deemed an original.

Severability. "In the event that any provision of this Section 8 is found to be
invalid or unenforceable, the remainder of this Section 8 shall not be affected
thereby, but rather the remainder of this Section 8 shall be enforced to the
greatest extent permitted by law. .

Bl

Except for changes made by this Section 8, the Master Enrollment and Enterprise Agreement
identified above remains unchanged and in full force and effect. If there is any conflict ,
between any provision in this Section 8 and any provision in the Enrollment or Agreement
identified above, this Section 8 shall control. '

. ~M|croseft—0nlme~Servrces-Cr|mmaI Justlce—lnformatlon~Serwces (CJIS) Terms—~and*w-~~—'-‘-~~

Condltlons

The terms and conditions of this Section 9 apply solely to Enrolled Affiliate pursuant to this
Master Enrollment and any Agency Enroliment for which Enrolled Affiliate becomes a
Responsible Affiliate pursuant to the terms and conditions of Section 5, above. Enrolled

- Agencies which establish their own Managed OLS Environment for CJIS-Covered Services
may each execute a separate CJIS Amendment (with terms and conditions consistent with
these) with Microsoft for purposes of their separate Agency Enrollments.

The terms and conditions in this Section 9 supersede any conflicting terms and conditions in
the Master Enroliment and Enterprise Agreement
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Terms and conditions:
. A. CJIS Security Addendum :

The CJIS-Covered Services- are multl-tenant cloud services provisioned in
Microsoft’s data centers for use by eligible US Federal, State, Local, and Tribal

" Government Customers only, and offered as a. “community cloud” as defined in
the National Institute of Standards and Technology (NIST). Special Publication
800-145. Subject to the Agreement, this Amendment, and agreement reached
with the CSA, Microsoft will deliver the CJIS-Covered Services subject to the
cJis Secunty Addendum as set forth in, the CJIs Pollcy. version 5.2, dated
August 9, 2013 : e : ,

B Role of CSA"

e *he;QSA&requestaMcwsommlLenteLu;tto.,an,agraeme towith-the CSA,.

including the CJIS Security Addendum, to facilitate use of CJIS-Covered Servrces
by public entities in the State of California that are subject to the Criminal Justice
information Services (CJIS) Security Policy. Enrolled Affiliate will rely on the

CSA, acting iri its capacity as the CJIS Systems Officer (CSO) for the State of
California; to perform pefsoninel screening of Microsoft pérsonnel engaged in the.’
delivery of the CJIS- Covered Services and to exercise certain other functions

under the CJlS Polrcy as descnbed in thls Amendment i

i

C. Enrolled Afflllate Hesponsrbllltles .

- Cd Enrolled Affllrate acknowledges that the CJIS Covered Services enable
End Users optronally to'access and use a vanety of additional resources,
applications; or services that are (a) provided by third partles or (b)
provided by Microsoft subject to their own terrms of use or pnvacy policies
(collectively, for convenience, “add- ons”), as described in services
documentatqon and/or in the portal through which Enrolled Affiliate’s

: admrnrstrator(s) W|Il manage and conflgure the CJIS- Covered Services.

. C2 Enrolled Afflllate is responsrble to revrew Offlce 365 services.
~documentat|on and CJis rmplementatlon guidance. Enrolied Affiliate is
responsrble fo establlsh adopt and implement such policies and
practices for its End Users’ use of CJIS- Covered Services, together with.
any, add-ons, as Enrolled Affiliate determines are appropnate to ensure
Enrolled Affiliate’ s complrance with the CJIS Policy or otfier legal or
'regulatory requrrements applrcable to Enrolled Affllrate and not generally
appllcable to Microsoft ag an IT service provrder. Enrolled Affiliates’
complrance with the CJIS Policy will be dependent in part, upon Enrolled
Affiliate’s configuration of the services and Enrolled Affiliate’s complrance
with authoritative gurdance from: sources otfier than Microsoft (e. g., NCIC
2000 Operating Manual). Enrolled Affiliate is responsrble to confirm the
CJIS-Covered Services environment is prepared and appropriate for GJI
prror to its processmg or stonng such data In- the CJIS Covered Services.

c.3 Enrolled Aﬁrlrate acknowledges that only CJIS Covered Sennces will be
delivered subject to the terms of this Ameridment, Microsoft does not
recommend processing and storage of Criminal Justice Information
{(“CJI;” as such term-is defined in Appendrx Ato the CJIS Policy <for .
clarity, not Appendlx A to this Master Enrollment>) in other services.
Without lrmmng the foregoing, data that Enrolled Affiliate elects to provide
to. the Mictosoft technical support organization, if any, or data provided by

-oron behalf of Enrolled. Afflllate to Microsoft’s billing.or commerce

: systems in connection w1th purchasrng/ordenng CJIS-Covered Services,
if any, is not subject to the provrsrons of thlS Amendment or the CJIS

i Addendum .‘ . .

D. Approach to Comphance wrth CJIS Securrty Pollcy

This Subsectlon D contains addmonal information about how certain
requirements of the CJIS Pol;cy wrll be fulfrlled For convenrent reference,
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provisions refer to section numbers in the CJIS Policy (ver. 5.2, dated August 9,
2013). Microsoft and Enrolled Affiliate will each rely on the CSA to perform certain
functions as described below, and Enrolled Affiliate is responsible to confirm the
approach with the CSA to the extent Enrolled Affiliate deems appropriate. .

D.1___CJiS Sectlon 5. 2 Pollcv Area 2: Securlty Awareness Trammg

’ ~M|crosoft W|ll supplement lts exnstlng secunty tramlng program as
) requrred to meet the requirements of Section 5.2 of the-CJIS Policy.
Required training will be delivered to personnel identified as in scope for
CJIS Personneél Screenlng within six (6) months of the later of (1) the
. date the first customer in the State of California who is a purchaser of
CJis- Covered Services subject to this Amendment (or a similar
amendment executed by the appllcable Enrolled Affiliate) notifies
Microsoft it is mtroducmg CJl into the CJIS-Covered Services, or (2) the
date the CSA notifies Microsoft that personnel have passed required
) personnel screemng Microsoft. will refresh training for in scope,
. personnel on at least a blenmal basis thereafter.

‘Microsoft will malntaln training records, which wil be available to the CSA
upon written request. .

D.2 CJIS Sectron 5, 3 Policy Area 3 Incldent Response

In the event of an information security incident affecting the CJIS-
Covered Services, Microsoft will address such incident with Enrolled
Affiliate as follows:

(a) If Microsoft becomes aware of any unlawful access to any Customer
Data stored on Microsoft's equipment or in Microsoft's facilities, -or
unauthorized access to such facilities or equipment resulting in loss,
disclosure or alteration of Customer Data (each a “Security
Incident"), Microsoft will promptly: (i) notify Enrolled Affiliate of the
Security Incident; (ii) investigate the Security Incident and provide

Enrolled Affiliate with detailed information about the Security Incident;
.and (jii) take reasonable steps to mitigate the effects and to minimize
any damage resulting from the Security Incident.

(b) An unsuccessful Security incident will not be subject to this
Subsection 9D. An “Unsuccessful Security Incident’ is one that
results in no unauthorized accéss to Customer Data or to any
Microsoft equipment or facilities storing Customer Data, and may
include, without limitation, pings and other broadcast attacks on
flrewalls or edge servers, port scans, unsuccessful log-on attempts,
denial of service attacks, packet sniffing (or other unauthorized
access to traffic data that does not result in access beyond IP
addresses or headers) or similar incidents.

(c) Microsoft's obligation to report or respond to a Security Incident is not
and will not be construed as an acknowledgement by Microsoft of
any fault or liability with respect to the Security Incident.

(d) Notification of Security Incidents, if any; will be delivered to one or

e ' : -more-of-Enrolled-Affiliate’s-administrators-by-any-means-Microsoft——

selects, including via email. It is Enrolled Affiliate’s sole responsibility
to ensure Enrolled Affiliate’s administrators maintain accurate contact
information on the Online Services portal at all times.

(e) Effective investigation or mitigation of a Security Incident may be
dependent upon information or services configurations within
Enrolled Affiliate’s control. Accordingly, compliance with CJIS Policy
Incident Response requirements will be a joint obligation of Microsoft
and Enrolled Affiliate.

EA Enr (SLGYENG)(May2014) CCSF Master Enrollment BD '
: CTX . Page 19 of 80



D3

(f)

(a)

in the event Microsoft reasonably anticipates that a Security Incident
may require legal action against involved individual(s), or where the
Security Incident involves either civil or criminal action, Microsoft will
conduct its mvestrgatlve activities under gurdance of legal stalff and in
accordance with: general: evidentiary principles, to the extent
conS|stent with both (i) CJIS POlle, and (ii) the primary incident
response objectrves of contalnlng, resolvrng, and mitigating the
lmpact ofa Secunty lnctdent to customers including Enrolled Affllrate

CJIS Sectlon 5 11 Poltcv Area 11z Formal Audlts

Audits by FBI CJIS thsm In the event the FBI CJIS Division

desires to perform an audit of the Office 365 Services, Microsoft will -
__ cooperate with such audit in’ good faith. The FBI may be permitted to L

EA Enr (SLG)(ENG)(May2014)

ACcass Customer Data belorging to Enrolled-Affiliatenreonmection=
with such’ audtt but not data belonging to other customers in the

multi-tenant environment ffom whlch the CJIS-Covered Services arg -

delivered. If the FBI identifies ‘what it believés to be deficiencies in

- the CJIS-Covered Services as aresult of an audit, Microsoft is

(b)

committed.to worklng in good faith to resolve the FBI's concerns
through dis¢ussion and interaction between Microsoft, the CSA, and
the FBI. Enrolled Affiliate- will assist in this process if and as
requested, but will otherwise rely on the CSA to act on behalf of all
similarfy srtuated entmes that have purchased the CJiS-Covered
Services..

Augdits by Enrolled Affllrate In the event that Enrolled Affiliate desires
to audit the CJIS-Covered Services pursuant to the. CJIS Palicy,
Enrolled Afiliate appomts the CSA to act on Enrolled Affiliate’s behalf
to conduct such audit activities, and Enrolled Affiliate agrees to rely
on the CSA’s audit in fuII satlsfactlon of any rlght to audtt the CJIS-
Covered Servrces E

Enrolled Afflllate acknowledges the CSA will exercise thls right by
attemptlng to satisfy its requ1rements for information via reference to
Microsoft’s ¢ services documsnfation, including audit reports prepared

by Microsoft’s quallfled third party-auditors. . Along with other

customers for the CJIS- Covered Services, the CSA will be provided
quarterly access to information generated by Microsoit's regular
monitoring of secunty, privacy, and operatronal controls in place to
afford applicable customers an ongoing view into effectiveness of
such controls, and the CSA'may communicate with Microsoft subject

. matter expefts. In the event the CSA reasonably determines this.

- information is not sufficient for tfie CSA's or Enrolled Affiliate’s audit

objectives, then, upon the CSA's written request, Microsoft will
provide the CSA or its quallfted third party auditor the opportunity to
communicate wnth Microsoft’s auditor at the CSA’s or Enrolled

- Affiliate’s expense and; if requrred a direct right to examine the CJIS-

(©)

Covered Services; lncludrng exarnination on premises. The CSA or
its auditor may only access data belonging to Enrolled Affiliate or
other entities in.the State of California that have purchased the CJIS-
Covered-Setvices and rely on the. CSA for purposes of audit.
Enrolled Afflllate will be respbnsible for Microsoft's reasonable
additional costs assomated with any examination it requests or
appoints the CSA fo perform unless the CSA agrees to pay for such
costs on Enrolled Afhlrate s ehalf

Conftdentlallty of Audrt Materlals Information prowded by Mtcrosoft

~ to the FBI CJIS Division or CSA in connection with audit activities will

consist of hlg‘hly‘ confidential proprietary or trade secret information of
Microsoft. It is hot expected that Enrolled Affiliate will require access

" to such information, and Microsoft may request reasonablé ..

assurances wrltten or otherwise, that mformatlon will be mairitained
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as confidential and/or trade secret prior to providing such information
to Enrolled Affiliate. If provided, Enrolled Affiliate will ensure
Microsoft's audit materials, or repori(s) created by Enrolled Affiliate
based on a CSA audit of the CJIS-Covered Services, are afforded
the hlghest IeveI of confidentiality avallable under applicable law.

D.4  CJIS Section 5 12 Pollcv Area 12: Personnel Secunty

* (a) Enrolled Affiliate appoints the CSA to perform and will rely upon
CSA'S completion of; personnel screeninig (i.e., background checks)
for personnel in scope pursuant to Section 5. 12 of the CJIS Policy.
Enrolled Affiliate is responsnble to conf:rm directly with the CSA that

“such personnel screening as the:CSA or Enrolled Affiliate determines

~is required has been completed prior to initial processing of CJI Data
in the CJIS-Covered Sérvices. Screening will be performed by the -
CSA on behalf of all entities in.the State of California that onboard to
the CJIS-Covéred Services. -Adjudication by Enrolled Affiliate or other
counties, cities, or other subdivisions or agencles of state
government will not be permltted To facnlltate efﬂment and effective
personnel screening: -

s The CSA will deﬂne adjudlcatlon cntena for personnel screening.

+  Microsoft and the CSA will jomtly deflne the process by which

"~ Microsoft will dehver to the CSA relevant information regarding
personnel who may in the antlmpated scope of their duties have
logical or physical access'to CJl in the CJIS-Covered Services.

e ltis not anticipated that the CSA will deliver to Enrolied Affiliate
confidential personal information pertaining to Microsoft
personnel. However, if Enrolled Afiiliate receives such
confidential personal information it wiil be afforded the highest
level of copfidentiality. avallable under apphcab!e law, -

s [f Enrolled Affiliate elects to obtain services from Mlcrosoft in
addition to the CJIS-Covered Services (e.g. consulting services
in connection with Enrolled Affiliates’ migration and onboarding to
the CJIS-Covered Serwces), such personnel.will not be included
in scope for personnel screening by the CSA unless separately
agreed by-Enrolled Affiliate, the CSA, and Microsoft.

(b) In the event the CSA approves a process under which a federal law
enforcement agency or other suitable body cohducts screening of
personnel who have access to Customer Data in the CJIS-Covered
Services compliant with requirements of the CJIS Policy in lieu of
CSA-conducted screening, Enrolled Affiliate will abide by the CSA’s
approval of personnel screening being conducted in this manner.

D.5 NCIC 2000 Operating Manual

Enrolled Affiliate acknowledges that the current NCIC 2000 Operating
Manual consists of guidance and/or requirements for Enrolled Affiliate’s
use of the CJIS-Covered Services. In the event Enrolled Affiliate

respect to the CJIS-Covered Services that’ can, in Enrolled Affiliate’s
opinion, only be satisfied via changes in the manner in which the CJIS-
Covered Services are operated or delivered to Enrolled Affiliate, Enrolled
Affiliate may request that the CSA provide Microsoft with written
notification of the specific changes it believes are required of Microsoft in
order to enable Enrolled Affiliate’s compliance with the NCIC 2000
Operating Manual, and Microsoft agrees to consider any such request(s)
relayed to Microsoft by the CSA in good faith.

D.6 Notices
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Any notices in connection with the CJIS-Covered Services will be
delivered to Enrolled Affiliate by Microsoft. Enrolled Affiliate will determine
whether these or any other notices regarding the CJiS-Covered Services
are required to be delivered to the FBI, CJIS Division, as contemplated in

" Section 6.05 of the Secunty Addendum and if required, deliver such
notlces 5 ; :

~

10. Onlme 365 Government Communlty Cloud (GCC) Terms and Conditions

The terms and condltlons of thls Sectlon 10 apply solely to Enrolled Affiliate’s purchase of
Office 365 for Governmeént (as defined in Section 1) pursuant to this Master Enrollment and
: any Agency Enroliment for which Enrolled Affiliate becomes a Responsible Affiliate pursuant
s=dogthetermszand:conditions:of Section:5;.above: Enrolled: Agencies-which purchase Office...

. 365 for Government for themselves may execute separate Amendments for thrs purpose wrth
Mlcrosoft for thelr separate Agency Enrollments

Tables 4 and b below contam mapplngs for Ofﬂce 365 for Government and their

. corresponding Office 365 for Enterprise Online Services (“Corresponding Online Services.”
‘Each Office 365 for Government Online Plan shown below is subject to the same terms and
conditionis as its Corresponding Onlifie’ Service Plan; except as otherwise provided in the
appli¢able Product List and this Section 10. Notwithstanding contrary language in the
Enroliment; Reserved Licenses are not avallable for Office 365 for Government through the
Volume Licensing Service Center but. may be available through a manual request process
using a Llcense Reservation Form avallable from Mlcrosoft upon request

a. Office 365 for Govarnment component Onllne Serwces— Corresponding Onllne Services
Map |ng ) . : : :

Offlce 365 for Government OnlmeSerwces & | Office 365 Equivalent Online Services i
-~ : Exchange.Online Plan 1.G. » Exchange Oniline Plan 1

P Exchange Online Plan2 G = .| Exchange Online Plan 2

~ Exchange Online Kiosk.G. . Exchange Online Kiosk

P Exchange Onlirie Archlvmg Add On for on- Exchange Online Archiving Add On for on-
pre |ses servers Gl. o S premlses servers .

. Lync Onllne Plan 1 G .. ', . ', . Lync Onllne Plan 1

LyncOnling Plan2G ... . Lync Online Plan 2

. LyncOnlinePlan3G . . Lync Online Plan3 .
SharePointOnline Plan1 G . .. SharePoint Online Plan 1
SharePoint Online Plan2G-.. . __" { SharePoint Onlirie Plan 2

- Office Web. Apps w/ SharePoint Plan 1 G Office Web Apps w/ SharePoint Plan 1

Office Web Apps w/ SharePoint Plan 2 G Office Web Apps w/ SharePgint Plan 2

Offlce Professmnal Plus for Offlce 365 G Oﬁ" ice Professronal Plus for Ofﬂce 365

b Offlce 365 for Govemment Suutes Correspondmg Enterpnse Onllne Serwces Mappmg

Offlce 365 for Government Equlv

“Enterprlse Online: Serwces” Suit

- Office:365 Plan G1:: fiiieas, oo | Office 365 Plan.Et.. -
- Office’ 365 Plan G3“ e e o | Office 865 Plan ES -
Office 365 Plan-e4vztx~ — ‘- T Office-365 Plan E4
_ Office365PlanK1G .. - | Office 365 Plan K1

Offlce 365 Plan K2 G- . . |Office 365 Plan K2

T Office 365 for Government “Correspondlng Onllne Serwces" Suite Orders (G1-G4) will be
captured on a separate Product Selection Form.
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Enrolled Affiliate both (1) acknowledges that only United States Federal, State, Local or
Tribal government entities qualify to purchase Office 365 for Government, and (2)
certifies that it qualifies as such. In the event that Enrolled Affiliate (or Agencies to
which it sublicenses) is found not to qualify as such, Microsoft may terminate its Office
365 for Government service. - ) . L - .

11. Invoice to Reseller for quoted price.

The confidential price quoted by Microsoft {o Enrolled Affiliate’s Reseller is a fixed price based
on an estimated.order submission date, and calculated in part based upon renewal of.
previous Online Services subscriptions. Microsoft will invoice Enrolled Affiliate’s Reseller
based on this fixed price quote. If this order is submitted later than the estimated order
submission date, Enrolied Affiliate’s Reseller will be charged for net new Online Services
subscriptions for the period during which these services were not provided. Pricing to
Enrolled Affiliate is agreed between Enrolled Affiliate and Enrolled Affiliate’s Reseller.

I
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12. Additional rights to Yammer Enterprise

With its lnltlal order undar the Master Enroliment, Enrolled Affiliate has purchased user
subscnptron licenses (“USLs”) for at least one of the following Offlce 365 for Government
offerings (“Quallfylng Offlce 365-G Suites”).

Offlce 365 for Government G1;

Office 365 for Government G2;

Office 365 for Government G3; and/or .
Offlce 365 for Government G4 e

Pursuant to the terms and condltlons of thlS Sectlon 12 each of Enrolled Aﬁlllate s users
__assigned to.a USL for a Qualifying, Ofﬂce 365-G. Surte (collectively, “G Suite 2 Users”) is entitled

to use Yammer. Enterprise for the duration forT of the U'SLSubseription terr,-at-ro- additional cost:
To receive this benefit; Enrolled Affiliate must place with its Reseller (and its Reseller must
place with Microsoft) a $0 purchase order for the applicable quantity of G Suite Users.
Enrolled Afflllate is not requrred to use Yammer Enterpnse

Enrolled Aﬁrlrate may also purchase Yammer Enterpnse USLs from its Reseller, for its other
users who are not G Suite Users (“Paid Yammer Users”), by ordering additional Yammer
Enterprise USLs at the then-current price for such USLs. Enrolled Affiliate may not assign
any Yammer Enterprise USLs provided at no addmonal cost under this Section 12 to any
users that are not G Suite Users. :

Mrcrosoft’s provrsuon of Yammer Enterpnse under the Enrollment amended herby will be
subject solely to the terms of the Master Enroliment, Enterprise Agreement, Product Use
Rights and Product List that are applicable to Yammer Enterpnse except as otherwrse
provnded in this Sectron 12:

Yammer Enterprlse is provided in a “publlc cloud r not ina “communlty cloud,” as such terms
are defined in NIST Special Publication 800-145. It is neither part of, nor a component of,
Office 365 Services or Office 365 for Government, as such terms are defined in Section 1.
Enrolled Affiliate’s use of Yammer Enterprise shall not be subject to any product-specific
terms and conditions of this Master Enrollment applicable solely to Office 365 Services
(mcludrng but not limited to Office 365 for Government) or other Online Services for which
product-specific terms and conditions may be inciuded in the Enroliment or Agreement
(including Amendments thereto; the Product Use. Rights, or the Product List), except to
whatever extent such product—specmc terms expressly refer to Yammer Enterprise. Yammer
Enterprise is fiot a covered service under the Office 365 Trust Center at this time. For -
information about Yammer Enterprise privacy and secunty practices, please consult the
Yammer Privacy Statement and Security Overview referenced in the Yammer Enterprise
section of the Product Use Fllghts ' ,

In the future, Mrcrosoft may or may not mtegrate Yammer Enterprrse features or functionality
into Office 365 for Enterprise or one or more of its component services. In the event that
Microsoft integrates such features or functionality into Office 365 for Enterprise, it may or may
not aisq integrate such features or functionality into: Office 365 for Government or one or more
of its component servrces Microsoft makes no representation or warranty that any such
integration will occur. Additionally, in the event that Microsoft integrates Yammer Enterprise
features or functionality info any Office 365 for Government SKU that Enrolled Affiliate has
purchased, Microsoft makes no representation or warranty that Enrolled Affiliate will be able
to migrate its data from Yammer Enterprise to Office 365 for Government, nor that such
migration (if possible) will be performed by Microsoft at no cost.

In.order for Enrolled Affiliate to use Yammer Enterprise at no cost pursuant to this Section,
Enrolled Affiliate must place $0 purchase orders for Yammer Enterprise with its reseller under
this Master Enroliment. The aggregate quantity of such $0 purchase orders shall not exceed
the aggregate total number of G Suite Users hereunder.
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In the event that one or more Paid Yammer Users become G Suite Users during the term of
* the Master Enrollment (thereafter becoming “Converted G Suite Users”), Enrolled Affiliate
may. reduce its number of paid licenses by the number of newly-Converted G Suite Users,
concurrent with its issuance of a $0 purchase order in equal quantity, provided that (1) it does
this no more than once per anniversary of the Effective Date of this Master Enroliment, and
(2) provides Microsoft with no less than 45 days advance notice prior to such anniversary.
Such advance notice must include the precise number of Converted G Suite Users added
* “since the last such reduction was made; Enrolled Affiliate will notbe entitled to any credit or
'refund for amotints paid for Yammier Enterprise USLs for any such users before the - ‘
_anniversary upon which each such reduction is made. Each such addition will require "
Enrolled Affiliate to exectite an-Amendmient, which will be consistent with the terms and
~ ' conditions of this Section 12. - o o B :

. Itis the intent of Microsoft that the terms of this Section 12, and the provision,of Yammer
Enterprise at $0 (for the.limited purpose set forth above), be in.compliance with all applicable
federal, state and local laws and regulations. - All Products are provided under this Section 12
for the sole use and benefit of Enrolled Affiliate for its government functions only, and are not
provided for use by or personal benefit of any government employees. . .

13. Initial order for Office 365 Services

The initial order for Office 365 Services hereunder tenews coverage for Users whose paid
subscriptions for Exchange Oniine Plan 2 lapsed as of April 30, 2014. Notwithstanding both
(i) the June 1, 2014 effective date of this Master Enrollment and (ii) the date it is executed by
the parties, the parties acknowledge and agree that the initial payment for Office 365 Services
hereunder shall include both (a) the quantities of Office 365 Services SKUs included on such
initial order, for the coverage period beginning June 1, 2014; and (b) an additional amount
(applied retroactively as an uplift to the price of those SKUs) to cover the use of exchange
Online Plan 2 between May 1 and May 30, 2014. ' : '
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_‘Maste'r Enrollmeht Details

1. .. Contact mformatlon

Each party w1ll notrfy the other in writing |f any of the information in the followmg contact information
page(s) changes. The asterisks (*) indicate required fields. By providing contact information, Enrolled
Affiliate ‘consents to its use for purposes of administering this Maste Enrollment by Microsoft, its
Affiliates, and other-parties that Help’ administer this Master Enroliment. The personal information
prov;ded in corinection with this Master Enrollment will be used and protected in accordance with the

privacy statement avallable at https: //www microsoft. com/lrcensmg[serwcecente

a Prlmary contact ThlS contact is the pnmary contact for the Master Enrollment from-

sz withinsEntelledeAffiliatels.Enterprises«This.contactds:also:an:Online-Administrator.forthe- e oo

Volume Licensing Service Center and may. grant online access to. others. The primary
contact will be the default contact for all purposes unless separate contacts are identified
-for specmo purposes : . .

Name of entrty (must be legal entlty name)* '

" Contact name* First Last

Contact email address*

" Street address* -

City*:. 1.
StateIProvmce* !

Postal code* R * '

(For u.s. addresses please prowde the le + 4 e. g xxxxx-xxxx)
. Country RS L .

Phone* : - . S

TaxID. .- - .| IR

* indicatés requ:red fle/ds .

b. Notlces contact and. Onllne Admlmstrator Thrs contact (1) receives the contractual
riotices, (2) is tHe Online Administrator for the Volume Licensing Service Center and may
grant online access to others, and (3) is authorized for applicable Online Services to add
or reassrgn Llcenses step up, and initiate Transmons prior to a true-up order.

O Same as pnmary contact (default if no lnformatlon is provided below, even if the box
is not checked). o .

Contact name* Flrst Last
Contact email address* ‘
Street address :
City* A
StateIProvmce*
Postal. code* - :
(For u.s. addresses please prowde the zip + 4 e. g xxxxx-xxxx)
Country*:
Phone*- ‘
Language preference Choose the language for notices. Engllsh .
I:I ,This contact is a third party (not the Enrolled Affiliats). Warning: This contact receives
personally identifiable information of the Customer and its Affiliates.
lndlcates requ:red f/elds ,
c. Onlme Servnces Manager This' contact is authorrzed to manage the Online Services
ordered under the Master Enrollment and (for applicable Online Services) to add or
reassrgn Licenses, step- up, and initiate Transitions prior to a true-up order.

I:I Same as notices contact and Online Administrator (default if no mformatlon is
.prowded below, even if box is not checked)

- Contact name*: First Last
Contact éemail address*
Phone*
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1 This contact is from a third party organiza_tion (not the entity). Warning: This contact

receives personally identifiable information of the entity.
* indicates required fields : ‘

Reseller information. Reseller contact for this Master Enroliment is:

Reseller cqﬁpéhy name* . '
Street address (PO boxes will not be accepted)*
City* ' T o

- State/Province*

Postal code* -
Country* - -

~ .Contactname* . . .

Contact email address® - -
* indicates, required fields . e .

By signing below,.the Reselier identified above confirms that all information providéd in
this Master Enroliment is correct.

Signature”,

Printed name*
Printed title*
Date*

* indicates required fields

Changing a Reseller. If Microsoft or the Reseller chooses to discontinue doing business
with each other, Enrolled Affiliate must choose a replacement Reseller. If Enrolled
Affiliate or the Reseller intends to terminate their relationship, the initiating ‘party must
notify Microsaft and the other party using a form provided by Microsoft at least-90 days

nrior.to the i

2.

If Enrolled Affiliate requires a separate contact for any of the following, attach the
Supplemental Contact Information form. Otherwise, the notices contact and Online
Administrator rémains the default.

(i) Additional notices contact
(i) Software Assurance manager

(iif) Subscriptions manager

(iv) Customer Support Manager (CSM) contact

Financing elections.

Is a purchase under this Master Enroliment being financed through MS Finanéing? -No

If a purchase under this Master Enroliment is financed through MS Financing, and Enrolied Affiliate
chooses not to finance any associated taxes, it must pay these taxes direqtly to Microsoft Licensing,

GP.
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Signature Form

For the purposes of this form, the City and County of San Franmsco acting through the Department of
Technology (“DT"), shall comprise “Enrolled Affiliate.” By affixing its signature on this signature
form, Enrolled Affiliate agrees to be bound by the terms and conditions of the Master
Enrollment and all Amendments thereto. This S|gnature form and the Master Enrollment are
entered into between the Enrolled Affiliate and the Microsoft Afflllate s:gnmg, as of the June 1,2014
effectlve date identified in the Master Enrollment Terms and Condmons ' T

1

By S|gn|ng below, Enrolled Affiliate and the Microsoft Afhhate agree that all partles (1) have recelved
read and understand this Master Enroﬂment including any websites or documents incorporated by .
reference and any amendments a ree to be bound by the terms of all such, documents

Name of Entlty (must be Iegal lentlty name)* City and County of San Franclsbo,
through the Department of Technology L

Slgnature*

Printed First and Last Name
Prmted Tltle '
Slgnature Date* ’

*indicates requ:red field
* indicates required field

.

. Mtoi‘o’éoft Ltoeneing, GP .

1

Signatnref, :
Print_'ed First and Last Name
Printed Title

Signature Date:
(date Microsoft Affiliate countersigns)

Agreement Effective Date
{may be different than Mi_crosoft’s signature date)
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After this Master Enroliment is signed in duplicate by DT on behalf of the City and County of San

‘Francisco, serid all copies to Reseller, which must stibmit them to the following address. When the

Master Enroliment is fully executed by Microsoft, DT will receive a confirmation copy.

Microsoft Licensing, GP

Dept. 551, Volume Licensing

6100 Neil Road, Suite 210 - .~ -~ . - e e o .
Reno, Nevada 89511-1137 v e o

USA

Remainder of page intentionally left blank
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Appendix A - Amendment to Enterprl;se,Agreement Terms .

~ Introduction. S

This Appendix A (hereafter, the “Amendment” establishes terms and conditions applicable solely to (i)
the Master Enroliment and (ii) Agency Enrollments which incorporate these terms and conditions. For
the Master Enroliment, this Appendix A supersedes Enrolled Affiliate’s previous Amendment number
CTM-000-dmills-0974, solely for the period between the Effective Date arid expiration of the Master
Enrollment term, with no retroactive etfeot for Online Servrces delrvered prior to such period.

. As used below in thlS Appendlx A

e ;"“-" == ‘Eﬁrollment~‘=shall=mean~the=applrcable*En rollrnentwhreh‘meorperatesr,theseatermSaandL .
conditions (the Master Enroflment and each applicable Agency Enrollment). As an exceptlon
to the foregoing, if one Agency becomes the Responsible Agency for another Agency’s
Agency Enroliment, then “Enroliment* shall mean, collectively, all Agency Enroliments (and-
the Master Enroliment, if applicable) assdciated with the Responsible Agency.; and

e “Enrolled Entity” shall mean, (a) the Enroiled Affrlrate as -applicable to the Master Enroliment;
and (b) the Enrolled Agency, as applicable to any Agency. Enroliment. As an exception to the
foregoing, if one Agency becomes the Responsible Agency for another Agency’s Agency
Enroliment, as set forth in Section 5 of the Master Enroliment Terms and Condltlons such
Responsrble Agency shall be the Enrolled Entlty

NolWIthstandlng anythlng to the contrary in the Enterprlse Agreement or Enroliment-or Agency
Enrollment each appllcable Enrollment is hereby amended as follows:

» This Amendment rncorporates defmltrons from Sectlon 1 of the Master Enrollment Terms and
'Condltlons (se8 page 3) and contalns the followmg Sectrons

(a) This Introduction (page 29) .

(b) Section 1 - Naming Conventiorn Change (page 29) ) -

(c) Section 2 - Appllcablllty of this Amendment (i.e. this Appendrx A) (page 29 -30).

(d) Section 3 - Limited Warranty for Onlinie Services (page 30), which references the Service
Level Agreements in Appendix C (pages 48-55) and Appendix D (pages 56-60)

(e) Sectlon 4 - Enrolled Entity's Agreement to defend clalms allegmg infringement of third party
rights (pages 30-31).

() Section 5 - Limitation on Llablllty (pages 31-32)

(9) Section 6 - Open Source License Restrictions (page 32)

(h) Sectlon 7 Data Locatlon for Office 365 Services and Dynamics CRM Onllne Services (page
33y :

()] Section 8 - Termlnatlon of Onlme Servrces Subsorrpnon for Convenrence (page 33)

{i). Section 9 - Privacy, Secunty, and Securlty Incrdent Notification Terms for Applicable Services
(page 33-42), .

(k) Section 10 - Suspensnon of Servrce (page 42y

() - Section 11 - - Compliance with Applicable Law (page 43)

(m) Section 12 - Microsoft's Hespon3|b|l|ty for Subcontractors (page 43)

(n) Section 13 - Confidentiality (pages 43-45)

(o) Section 14 - Public Records Laws (page 45)

{p) Section 15 - Background Checks (page 45y

(q) Sectlon 16 - lnltlal Servrce Level Agreements for Online Services (page 45)

1. Namlng ConVentiori Change.r For purposes of clarity, (1) Microsoft has renamed Business
Productivity Online Services (BPOS) BPOS in Enrolled Affiliate’s previous Amendment number
CTM-000-dmilis-s-0974, the. “BPOS-S Service” titled “Exchange Online Standard” has been
renamed Exchange Online. Plan 1, and the BPOS-S Service titled the Business Productivity
Online Services Standard Suite has been renamed Office 365 Plan Et.
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2.

e

Appllcablllty of this Amendment. The térms and conditions of this Amendment apply only to
Enrolled Affiliate’s purchase and use of Online. Services. .Services (e.g., consulting or’
professional services) will be contracted pursuant to a separate Microsoft Services Agreement,

and Products other than Online Services remain subject to the terms of the EA, and any terms
referenced therein. Where. specific Online Service product families (e.g.. Office. 365 Services,
Dynamlcs CRM Online Services, Microsoft Azure branded Online services in general and/or Core

‘ Platform Services specifically) are referenced in specific clauses and statements the Amendment,

such clauses and statements shall be ‘construed to apply solely to the Product families expressly
referenced in such clauses or statements. In the case of any conflict between the terms and
conditions of this Amendment and the terms and conditions of the EA that are not expressly

resolved by therr terms the terms and condmons of thls Amendment shall control '

erlted Warranty for Onlme Servrces

Thls sectlon supersedes sectlon 11 of the Enterpnse Agreement solely wrth regard to
Online Servrces purchased hereunder R -

Mrcrosoft warrants that the Onllne Servrces wrll perform in accordance Wlth the applicable
Service Level Agreement. This limited warranty is for-the duration ‘of Enrolled Entity’s use of
the Online Service, subject to the notice requirements in the applicable Service Level
Agreement. In the event of any conflict between this Limited Warranty and any statement to
the contrary in the Product Use Rights, this Limited Warranty shall control.

If Microsoft fails to meet thls limited warranty and Enrolled Entrty notifies Mlcrosott \ithin the
warranty period, then Microsoft provide the remedies- identified in the Service Level
Agreement for the affected Online Service. These are Enrolled Entity's only remedies for
breach of the limited warranty, unless other remedles are requrred to be prowded under
appllcable law. : .

This limited warranty is subject to the followrng limitations:

4,

a-_r-\uy llquhEu Wil .lles—suu.umuuu OGOt u.:u. TSR

law last for one year from the start of the Ilmlted warranty;

b. the limited warranty does not cover problems caused by accident, abuse or use in a
manner inconsistent with this agreement or the Product Use Rights, or resulting from
_events beyond Microsoft's reasonable control;

c. the limited warranty does not apply to components of Products that Enrolled Entity is
permitted to redistribute; . .

d. the limited warranty does not apply to free trial, pre-release, or beta products- and

the fimited warranty does not apply to problems caused by the fallure to meet minimum
system requirements.

Mlcrosoft has implemented, and shall at all times dunng Enrolled Entity’s use of the Online
Services, maintain, industry standard systems and procedures set forth in this Agreement,
which are designed to ensure the.security of Customer Data, comply with all applicable laws,
protect against anticipated threats or hazards to the security or integrity of Customer Data and -
protect agamst unauthonzed access to or use of Customer Data

OTHER THAN THIS LIMITED WARRANTY MICHOSOFT PROVIDES NO OTHER
EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS. MICROSOFT DISCLAIMS ANY
IMPLIED: REPRESENTATIONS, WARRANTIES OR CONDITIONS, INCLUDING
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY, TITLE OR NON-INFRINGEMENT. THESE DISCLAIMERS
WILL APPLY UNLESS APPLICABLE LAW DOES NOT PERMIT THEM.

Enrolled Entity’s agreement to defend claims alleging infringement of third party rights.
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This sectlon ‘supersedes section 12(d) of the Enterprlse Agreement solely wrth regard
to Onlme Servrces purchased hereunder

To the extent permitted by appllcable law Enrolled Entrty pay for costs and damages
pertalnlng to any clalms made by an unafflllated thlrd party that are caused solely by o

a. any Customer Data of non- Mlcrosoft software Mlcrosoft hosts on Enrolled Entltys behalf
that infringes the third party’s patent, copyrlght or trademark or makes intentional
_ unlawful use of its: Trade Secret;’ or: “ - - .

b. anse from Enrolled Entlty s or lts end user s vrolatlon of the terms of thls agreement

Enrolled Entlty shall pay the amount of any resultmg adverse fmal Judgment (or
settlement to Wthh Enrolled Entity consents) resulting from the circumstances described
s N SUDsections.fal and Sbt above._Mrcrosoft shall have.no other remed .Aforthese claims...

Mlcrosoft must nottfy Enrolled Entlty promptly |n wntmg of a claim subject to this section.
Microsoft must (1) give Enrolled Entity sole control over the defense. or séttlement of such
claim; and (2) provide reasonable assistance in defendlng the claim. Enrolled Entity shall pay
for all reasonable out of pocket expenses that Mlcrosoft incurs in prowdlng such assistance.,

5. leltatlon on Llablllty

Thrs sect|on supersedes sectlon 13 of the Enterpnse Agreement solely with regard to
Online Servrces purchased hereunder .

To the extent permltted by appllcable law the llablllty of each party, |ts Afflllates and its
Contractors arising under this. agreement is limited to direct damages up to twenty-four (24)
times the Monthly Contract Valiie for the Online Service(s) giving rise. to that llablllty In the
preceding ‘sentence, “Monthly Contract Value” means the monthly per-unit price. for each
Online Servrce multiplied. by the then-current ordered quantlty of such Onllne Servrce as of
the termmatlon effectlve date R -

For purposes of th|s Sectlon 5 the followmg costs related to a dlsclosure of Customer Data as
a result of a Security Incident, as defined in Section 9(E) of Appendix A (hereafter, a “Covered
Disclosure®) shall be deemed to be “dlrect damages” not subject to the exclusmn of indirect or
consequential damages set forth herem 8 t '

. i Enro|led Aﬂlllate s or-Enrolled Agency s reasonable costs in notlfylng affected
SV individuals of Covered Disclosure in whlch the mdlvrduals Personal
Information has been disclosed;

ii. Credit monitoring for up to twelve (12) months for affected lndlwduals

iii. Damages assessed against an Enrolled Affiliate or Enrolled Agency by a .
court of competent jurisdiction and awarded to individuals whose Personally
Identifiable Information is subject to a Covered Disclosure.

iv. Any additional reasonableé and. documented costs of any mmgatlon remedies
or plans to the extent that such mltlgatlon remedles orplans are customary,
reasonable and would otherwise have been expected to be paid by California
government entities in the event: such eritities were to experience a Covered
Disclosure while hosting and processing their own Customer Data, given the
nature and scope of the Covered Disclosure, as validated by an independent
mternattonally recognlzed thlrd party lndustry expert chosen by both parties.

" The follownng formula |llustrates how such llmltatlon of llabllrty wrll be calculated
Dm = 24 X N X P where

Dm = maximum amount of dlrect damages to be paid (l e. the liability cap)
N quantity of the Online Service giving rise to the claim, and :

= the. monthly per-unit price (as set by the Reseller) of the Online Service giving
rise to the claim. : \ 4 :
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In the case of Online Services provided free of charge, or code that Enrolled Entity is
authorized to redistribute to third parties without separate payment to Microsoft, Microsoft's
liability is limited to U.S. $5,000. These limitations apply regardless of whether the liability is
based on breach of contract, tort (including negligence), strict liability, breach of warranties, or
any other legal theory. . However, these monetary limitations will not apply to:

a. Microsoit's obligations under the section of the EA titled (a) ‘Defense of infringement,

g ,A,mrsappropnatlon, and third party claims” and (b) Enrolled Entity’s oblrgattons under the

~ section of this Amendment titled “Enrolled, Entttys agreement to protect" and (c) Publlc
Records Laws (Sect|on 14 of this Appendlx A) : . :

b. liabiiity for damages caused by either party's gross neghgence or erIfuI mlsconduct or

that of its employees or its agents, and. awarded by a court of final adjudication (provided

“that;"in jurisdictions that’ dc not recognize a legal distinction between “gross negligence”

~and “negligence,” : “gross- negligence” -as - ‘used in - this~ ‘subsection shall . mean

2 “recklessness "\. For purposes of clarity, this section’ applres to fines and penaltres

that may be assessed by govemment authorrtres due to Mrcrosofts gross
negligence or willful misconduct, " :

c. liabilities arising out of any breach by either party of its oblrgatlons under the section of
the EA entitled “Confidentiality”, or any Non-Disclosure Agreement between the partles
except that Microsoft’s liability arising out of or in relation to Customer Data shall in all
cases be limited to the amount Enrolled Entity paid for the Onllne Serwce giving rise to
that liability during the prior 24 months ) .

d. liability for personal injury or death caused by etther partys neghgence or that of its
employees or agents or for fraudulent misrepresentation; and :

e. vrolatlon by elther party of the other party s lntellectual property rights.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, WHATEVER THE LEGAL BASIS |

"FOR-THE CLAIM, NEITHER PARTY, NOR ANY OF ITS AFFILIATES OR CONTRACTORS,
WILL BE LIABLE FOR ANY INDIRECT, CONSEQUENTIAL, SPECIAL, OR INCIDENTAL
DAMAGES, OR DAMAGES FOR LOST PROFITS, REVENUES, ' BUSINESS

INTERRUPTION,-OR LGSS OF BUSINESS INFORMATION ARISING IN CONNECTION
WITH THIS AGREEMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES OR. IF SUCH POSSIBILITY WAS REASONABLY- FORESEEABLE.
HOWEVER, THIS EXCLUSION DOES NOT APPLY TO EITHER PARTY’S LIABILITY TO
THE OTHER FOR VIOLATION OF ITS CONFIDENTIALITY OBLIGATIONS (EXCEPT TO
THE EXTENT THAT SUCH VIOLATION RELATES TO CUSTOMER DATA), THE OTHER
PARTY’S INTELLECTUAL PROPERTY RIGHTS, OR MICROSOFT'S OBLIGATIONS IN
THE SECTION OF THE ENTERPRISE AGREEMENT TITLED “DEFENSE OF
INFRINGEMENT, MISAPPROPRIATION, AND THIRD PARTY CLAIMS” OR ENROLLED
ENTITY’S OBLIGATIONS IN THE SECTION OF THIS AMENDMENT TITLED “ENROLLED
ENTITY'S AGREEMENT TO PROTECT »

6. Open Source License Restrictions

This section supersedes section 9 of the Enterprise Agreement solely with regard to
Online Services purchased hereunder.

Certain third party license terms require that computer code be generally (1) disclosed in
source code form to third parties; (2) licensed to third parties for the purpose of making
derivative works; or (3) redistributable to third parties at no charge (collectively, “Open Source
License Terms”). Neither party may use, incorporate, modify, distribute, provide access to, or
combine the computer code of the other with any other computer code or intellectual property
(collectively, “Provide”) in a manner that would subject the other's computer code to Open
Source License Terms. Microsoft is not responsible for Enrolled Entity’s upload, use or -
distribution of Enrolled Entity’s code from the Online Services. Enrolled Entity may upload
code to an Online Service and allow third parties access to use or download Enrolled Entity’s
code on the Online Service, provided that (a) such use is not restricted by a license
agreement or the Product Use Rights and (b) any Open Source License Terms apply solely to
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Enrolled Entity and their uploaded code, and not to any code or Products provided by
Microsoft. Each party warrants that it will not provide the other party with, or give third parties
access through the Online Services to, computer code that is governed by Open Source
License Terms except as descnbed above

7. Data Locatron for Offlce 365 Servrces and Dynamlcs CRM Online Servrces 'Provided that
Enrolled Entity provisions its Tenant in the United States, Microsoft will provrde the Office 365
Services and CRM Online Services from data centers in the United States. In connectron with the
Office 365 Services, storage of the following customér data at rest will be located ini data centers
only.in the United States: (i) Exchange Online mailbox content (e-mail body, calendar entries, and
the content of email attachments), and (ii) SharePoint Online site content (not URL) and the files
stored within that site.. In connection with the Dynamlcs CFlM Onlrne Sérvices, storage of

<=ByR; amms;CEle@nlme.S,emces;contenLaLr : ;

‘States: Except for customer data. necessary. to' authentrcate access to the Microsoft Online
Services (i.e. user names), Dynamics CRM Online Services content includes customer data
limited to entities managed by the Dynamlcs CFlM Onllne Service.

8. A new sectlon entltled “Termmatlon of Onlme Servrces Subscrrpﬂon for Convenlence is
hereby added to the Enrollment as follows S .

Except as otherwrse provrded in this amendment and notwrthstandlng anythlng to the
contrary in the Agreement, Enrolled Entity may terminate its subscription(s) hereundér for
online services for any feason by providing Microsoft with prior written notice, which notice
must be received by Microsoft no fewer than 60 days prior to the scheduled payment date of
the Enroliment which |mmed|ately follows such riotice. If Enrolled Entity has purchased two or

. more online services as part of a sifigle purchase (e. g,asa. “suite”), then any cancellation
under this Section must be of the entire online services subscription rather-than the individual
Onling-Service components: Termlnatlon of onliné services subscriptions pursuant to this
Section will become effective as of the'payrient date of this enrollment which lmmedlately

- follows Microsoft's receipt of Enrolled Entity's hotice, and will be’ subject to the terms and
conditions of the Product Use Rights: applicable to online services expiration or termination.
No credit will be rssued for any prepald amounts as of the annlversary upon whrch termlnatron
takesplace ce PR e e

‘ Upon such termlnatlon of a Llcense for Onlrne Serwces Mlcrosoft wrll keep Customer’s Data
ina limited functlon account for 90 days so, that C_ustomer may extract it. Enrolled Afflllate witl ..
Enrolled Af'frllate s account and wrll delete its Customer Data Enrolled Afflllate agrees that,
other than as described above, Microsoft has no obllgatron to contlnue to ‘hold, export or
return Enrolled Affiliate’s Customer Data and that Microsoft has nd liability whatsoever for
deletion of Enrolled Afflllate s Customer Data pursuant to these terms

9. Privacy, Security, and Se_curity.lnc.ident Notification Terms for Applicable Services.

Solely for purposes of this Section 9, "Applicable Services” shall mean Office 365 Services, Dynamics
CRM Online Services, Microsoft Azure branded Onllne Services (including Core Platform Services),
and no other Mrcrosoft Onllne Servrces

. Where‘ a spe‘diflc Onllne_ Se'rvices product family (e.g. Office 365 Services, Dynamics CRM
Onlirie Services, and/or Microsoft Azure brainded Online Services) or a subset thereof (e.g.
Core Platform Services, which is a subset of Microsoft Azure branded Online Services) is
specified in a statement or provision, the applicable statement or provision shall be deemed to
apply only fo that specrflc Online Service product family or subset thereof.

» Otherwise, except as provided by the preceding sentence, this Sectlon 9 shall apply to all
Appllcable Servrces (but no other Onllne Servrces)
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Online Services not mcluded in the above definition of “Applicable Services" shall not be
subject to the terms and conditions of this Section 9, but will be subject to the standard terms
and conditions of the Enterpnse Agreement {including but not limited to the Product Use

Fllghts)

(A) anacy

R

a. anacy pract|ces Mlcrosoft complles wnth alI data protectlon and privacy

faws and regulations’ generally appllcable to Microsoft's provision of the
Applicable Services.. However, Microsoft is not responsible for compliance

_ with any data protection or pnvaoy law or regulation applicable to Enrolled

“Entity or its ‘industry or government function and not génerally applicable to
information-technology seivice providers. This section shall not be construed

" to.waive Microsoft's . respon5|brl|t|es as . Business - Associate pursuant to
- Section -8 of the Master Enrollment Terms (“Busmess Associate Agreement

- for HIPAR?). -

Customer Data, “Microsoft ‘Wl'll'xoroee‘ss 'Cdstomer Data in accordance with
the prOVlSlonS of this Amendment and; except as stated in the Enrollment and

~ this Amendment, Microsoft (a) will acquire no nghts in Customer Data and (b)
. will hot use or disclose Customer Data for any purpose other than stated

below. Microsoit's use of Customer Data is as follows:

" (i) Customer Data will be used-only to provide Enrolled Entity the Applicable

() Mlcrosoft will not drsclose Customer Data toa 3rd party (lncludlng law

Services. This may include. troubleshooting aimed at preventing,

- detecting and repairing problems affecting the operation of the Applicable
Services and the rmp'rovement of features that involve the detection of,
and protection against, emerglng and evolvmg threats to the user (such
as malware or spam). - .

Mlcrosoft’s subcontractors) except (1) as: needed to provrde the'

Applicable: Services, and (2) to comply with law, subject to the following
paragraphs.  Provision of the Applicable Services may include
troubleshooting aimed at preventing, detecting and repairing problems
affecting the operation of the Applicable Services and the improvement’ of
features that involve the detection of, and protection against, emerging
and evolving threats to the user (such as malware or spam).

in the event that a 3rd party, pursuant to the public records laws of
California, demands all or part of Customer Data directly from Microsoft,
Microsoft will redirect ther government entity or 3rd party to the Enrolled
Entity so that the Enrolled Entity may determlne how to proceed.

Upon recelpt of valid legal process, Mlcrosoft ‘will attemipt to redirect the
requesting party (e.g.; law enforcement, other government entity or civil
litigant) to the Customer to acquire the Customer Data when not
prohibited by law from doing so. If Microsoft's redirecting efforts are

——-unsuccessful-and-provided. Microsoft is- not-prohibited-by-law- from-doing

s0, Microsoft will provide commercially reasonable notice to Enrolled
Entity of the legal request. Microsoft will theteafter respond to the legal
request in the time permitted unless Customer has taken appropriate
legal steps (i.e., Motion to Quash or Motion for a Protective Order) to stop
or limit Mlcrosoft’s responss.

Solely for Office 365 Services and Dynamics CRM Online Services, all
notices and redirection attempts made pursuant to this Section will be
provided to the Enrolled Entity via e-mail, to all individuals listed as the
“Tenant Administrators” in the Microsoft Online Administrative Console.
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The specifics of the subpoena wculd not be mcluded in the initial e-mail
notice, however, details would be provrded upon request, to the Enrolled
Entity's designated representative in follow up communications.

c. Customer Data deletion or return. Upon expiration or termination of
Enrolled Entity's use of the Applicable Services, Enrolled Entity may extract
Customer Data and Microsoft will delete Customer Data, each in accordance
with the Product Use Rights. The Product Use Rights or other Product
documentation may specify: the procedure and time frames appllcable to the
extraction and deletlon of Customer Data T

d. End User requests. Mlcrosoft will not mdependently respond to requests
- from Enrolled Entity’s End. Users without Enrolled Entity's prior written’
- _consent, except where reqmred by appllcable law :

e.. Microsoft personnel. “Microsoft personnet wrll not process Customer Data
: without authorization, - Microsoft personnel aré_obligated to maintain the
confidentiality of any Custorner Data and thrs obllgat|on continues even after

thelr engagement ends

f.— Subcontractor- transfer Mlcrosoft may hlre other compames to prowde
limited services on its behalf such as provrdrng customer support. Any such
subcontractors will be permltted to obtain Customer Data only to deliver the.
services Microsoft has retainied them to provrde and they are prohlbrted from
using. Customer Data for any other purpose. Microsoft remains respon3|ble
for its subcontractors’ compliance™with the obligations of this Amendment.
Any: subcontractors: to whom ‘Microsoft transfers Customer Data will- have
entered ' into written agreements:. with " Microsoft requiring.  that the
subcontractor provrde at least the same lével of pnvacy protection with
‘respect topersonal data. received from: Microsoft as is required by the
relevant Safe Harbor" principles. (and no. less protective than: _this

. ‘Amendment).. Customer consents to Microsoft's transfer of Customer Data to

: subcontractors- as’ descnbed in this Amendment Except as set forth above,

~or as Customer mayl otherwrse authorize, Microsoft. will ‘not transfer to any

third party personal data Customer provrdes to Mlcrosoft through the use of

-the Applrcable Servrces, S ; . :

g. Transfer of customer data, appomtment Subject to the addltlonal
4provrsrons and restrictions for Microsoft Azure branded Online Services set
forth' in Subsection h below, Enrolled Entrty appoints’ Microsoft to store and
process Customer Datd” in' order to-provide the Applicable Services.
Microsoft (1) abides by the EU Safe Harbor and ‘the. Swiss. Safe Harbor
frameworks-as set forth by the U.S: Department of Commerce regarding the

* collection; use, and retention of data from- the European Union, the European
Economlc Area; ‘and Swrtzerland and (2) will, during the term designated
under the Enrollment; remain certified under the EU and Swiss Safe Harbor
programs so long as they are malntalned by the Unrted States government. -

h.. Addltronal provrsrons and restnctrons for Mrcrosoft Azure branded
Online Services. Tha terms and conditions of this Subsection h apply solely
to Microsoft Azure branded Online Services (and not to Office 365 Servrces
or Dynamics CRM Serwces) :

Customer Data that Mlcrosoft processes on Enrolled Entltys behalf may be
transferred to, and stored"and’ processed in, the United States or any other

country in which Migrosoft or its Afflllates or subcontractors maintain facilities,
subject to'the followmg restnctlons T

(l)- Microsoft may transfer Customer Data within ‘a major geographlc
region (for example, within the United States or within Europe) for data
redundancy or. other purposes. Microsoft will not transfer Customer Data
outside..the major geographic region Enrolled Entity specifies (for example,
from the United States to Asja or from Europe to the United States) except:

. EA Enr (SLG)YENG)(May2014) - . CCSF Master Enroliment . - BD
. o 3 CTX Page 36 of 80




i

' 1) where Enrolled Entity configures the account to enable this, including
“through use of features.that. may not enable regional selection or may use
multiple regions, as specn‘led in the Microsoft Azure Trust Center (which
Mlcrosoft may update from time to time but Mlcrosoft will not add exceptions
,for exrstlng features in general release) or.

2) where necessary to- prowde customer support to troubleshoot the
» serwce orto comply W|th legal reqwrements

. »Mlcrosoft does not control or lrmlt the regrons ‘from which Enrolled Entrty or
L End Users ‘may, access ‘ormove Customer Data.,..

i. Ava|Iab|l|ty of Customer -Data. Dunng the term of a subscrlptlon for
»,:Appllcable Servuces Enrolled Entity may access and extract Customer Data
usrng standard processes descnbed in the service documentatlon

(B)  Customer responsibilities.

-Enrolled Entity must comply with applicable legal requirements for ptivacy, data

protection, and confidentiality of communications related to its use of Applicable Services.
Enrolled Entity is, wholly responsible for implementing and maintaining privacy protections
and security measures within any applications, configuration settings, or virtual machlnes
that Customer uses with Mrcrosoft Azure branded Onllne Services.

t

(C). Addrtranal European terms.

if Enrofled Entlty has End Users in the European Economlc Area or SWItzerland the
additional terms in this. Section (C) will apply. Terms uséd in this Section that are not
specifically defined will _have the meaning in Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with

regard to the processing of personal data and on the free movement of such data (“EU

Data Protection Directive’).

'

_a. Intent of the partles For the Appllcable Servnces Enrolled Ent|ty is the data

" controller and Microsoft is a data processor {or sub-processor in the case of
Microsoft Azure branded Online Services) acting on Enrolled Entity's behalf.
As data processor (or sub-processor, as applicable), Microsoft will only act
upon Enrolled Entity’s instructions. This Amendment and the Enrollment
(including the terms and conditions lncorporated by reference therein) are
Enrolled Entity's complete and final instructions to Microsoft for the
processing. of Customer ‘Data. Any additional or alternate instructions must
be agreed to according to the process for amendlng Enrolled Entity’'s
Enroflment. ‘

. b. Duration and object of data processing. The duration of data processing
shall be for the term designated under the Enroliment. The objective of the
data processing is the performance-of the-Applicable Services.

c. Scope and purpose of data processing. The scope and purpose of
processing of Customer Data, including any personal data included in the

d. Customer Data access. For the term designated under the Enroliment
‘Microsoft will, at its election and as necessary under applicable law
implementing Article 12(b) of the EU Data Protection Directive, either: (1)
provide Enrolled Entity with the ability to correct, delete, or block Customer
Data, or (2) make such corrections, deletions, or blockages on Enrolled
Entity’s behalf.

e. Adding new Subcontractors. For each individual Applicable Servlce,
Microsoft will provide a website that lists subcontractors which are authorized
to access Customer Data. At least 14 days before authorizing any new
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‘ subcontractor to' access Customer Data, Microsoft will update the apphcable

website and provrde Enrolled Entity with a mechanlsm to obtain notice of
such updates. If Enrolled Entity doés not approve of a new subcontractor,
then Enrolled Entity may terminate the rndlwdual Applicable Service without

- -penalty by providing, before the end "of the notice period, written notice of

termination that includes an explanatron of the grounds for non-approval. If
the affécted. Appllcab|e Service is: part of a- Suite. of Office 365 Service or
DynamlcsCRM Online Services, then any termlnatlon will apply to the entire

Suite. " After termlnatlon, Microsoft will remove ‘payment obligations for the -

terminated Appllcable Service from subsequent mvorces to the Reseller.

. Prrvacy offrcer Mrcrosoft’s data’ prlvacy representatlve for the European
Economlc Area nd Swrt erland can be reached at the followmg address:

Mrcr tt‘lre : p
Attn; Prlvacy Officer
Carmenhall Road-
Sandyford Dublin 18, Ireland

D) - Securlty

Customer respon5|brllty for Mrcrosoft Azure branded Online Services.
Customer is. 'wholly: responS|ble for lmplementlng and malntalnlng secutity
within™ any’ appllcatrons “configuration settings, or virtual machmes that
Customer uses with Windows Azure branded Online Services. .

General prachces .
Except as further dellneated below thls subsectron b applles solely to Office

© 365 Services, Dynamrcs CRM Online. Services, and Core Platform Services

) .alteratron*

(and not to other Mlcrosoft Azure branded Onllne Serwces)

_Mrcrosqft has |mplemented and erI mamtam appropnate technical and

organizational measures, internal controls and Informatlon security routines
intended to: protect Customer Data’ _against accrdental loss, destruction, or
unauthonzed d|sclosure or access, or unlawful destruction as

,follows

(i):- Domam orgamzatlon of mformatlon securrty

‘!)f ’ Securlty ownershlp Mlcrosoft has appomted orie or more securlty,

officers reSponSIble for coordmatrng and monltorlng the secunty rules
and procedures '

2) -Securrty roles and responsrbllmes Mlcrosoft personnel with access
to Customer Data are subject to confldentralrty oblrgatrons

3) Risk- management program. Mrcrosoft performed a risk assessment

before processing the Customer Data or launching the Office 365

~ Services,. Dynamlcs CHM Onhne Servrces and Core Platform
Servrces X

4y Mrcrosoft retams its. secunty documents pursuant to its retention
requirements after they are no Ionger in effect.

. (ii) Domain: asset management " [

1)~ Asset rnventory Mrcrosoft marntalns an rnventory of all-media on

" which Customer Data is stored. Access to the inventories of such

media is’ restrlcted to Mlcrosoft personnel authorlzed in writing to
have such access: - .

2) Asset handlrng

A. Specrfrcally for Ofﬁce 365 Servrces and Dynamrcs CRM Online
Services, Microsoft classifies Customer Data to help identify it
~ and to allow for access to it to be approprrately restricted (e.g.,
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through encryption).  Specifically for Core Platform Services,

_ Microsoft restricts access to Customer Data, and Enrolled Entity
may implement encryptxon of Customer Data -within Enrolled
Ent:ty ] appllcatlon

B. Mrcrosoft imposes restnctlons on prlntrng Customer Data and
“has procedures for dlsposmg of pnnted matenals that contain
- Customer Data . :

C. Mlorosoft personnel must obtain Microsoft authorization prior to

storing Customer Data on portable devices, remotely accessing .

Customer Data, or processing Customer Data outside Microsoft's

. facilities.- This includes removing media (e.g., USB sticks and
" CD ROMs) and, documents contalnmg Customer Data from.
K Mlcrosoft’s facmtres

(m) Domam human resources securlty

1)

Securlty trarnrng

A. Mrcrosoft mforms its "~ pérsonnel- about relevant . security
procedures and their respective roles. Microsoft also informs its
personnel of possible consequences of breaching the secunty
rules and procedures

B. Mlcrosoft will only use anonymous data in tralmng

(iv) Domain: physmal and environmental security

1)

2)

tncommg and outgomg medla contamlng Customer Data mcludmg

Physical access to facmtles Mlcrosoft limits access to facilities
where information systems that process Customer Data are Iocated.

'to identified authorized mdrwduals

Phystcal access to components. Microsoft malntalns records of the

4)

oLt UI Tt

the number of medla and the types of Customer Data they contaln

Protection from disrupticns. = Microsoft uses a variety of industry
standard systems to protect agalnst loss of data due to power supply
failure or line 1nterference ‘

‘

Component disposal. Microsoft uses mdustry standard processes to

: delete Customer Data when'it is no longer needed.

(v) Domam communications and operatlons management

1)

. 2)

Operational policy. Microsoft has lmplemented and will maintain for
the Applicable Services, security documents describing its security

- measures and the relevant procedures and responsibilities of its

personnel  who =~ have access to Customer  Data.

Data recovery procedures specific to.Microsoft Azure branded Online
Services.  Microsoft Azure branded Online Services include

replication features that facilitate recovery of Customer Data in the - ..

3)
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event a particular machine or cluster within a Microsoft data center
fails. Enrolled Entity is responsible for taking additional steps to
provide added fault tolerance, such as creating historical backups of
Customer Data, storing backups of Customer Data off the platform,
deploying redundant compute instances within and across data
centers, or backing up state and data within a virtual machine,

Data recovery procedures applicabte to all Applicable Services.

A. On an ongoing basis, but in no case less frequently than once a
week (unless no Customer Data has been updated during that
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period), Microsoft maintains multiple copies of Customer Data
from whrch Customer Data can be recovered.

B. 'Mrcrosoft stores copies of Customer Data and data recovery
procedures in a different place from where the primary computer
equrpment processmg the Customer Data is located.

c. Mrcrosoft has specrflc procedures in place governing access {o
coples of Customer Data

D. Mrcrosoft revtews data recovery procedures at least every six
months ;.:- R T

-,f‘responslble the descrlptlon of the restored data, and. where |

(vi)

(vii)

A Enr (SLG)(ENG)(May2014)

be rnput manually in the data recovery process
4) Malicious softwars. Microsoft has anti-malware controls to help avoid

malicious software gaining unauthorized access to Customer Data,

lncludrng mallcrous software orrglnatrng from public networks
5) Data beyond boundarres '

A Specn‘rcally as it pertalns o Office 365 Servrces and CRM Online
- Services, Mrcrosoft encrypts Customer Data that is transmitted
. oner publrc networks .

B. Specrtrcally as it pertarns to Core Platform Services, Microsoft
' provrdes Enrolled Entity the option of encrypting Customer Data
that.is, ‘transmitted to and from Microsoft data centers over public

) networks Microsoft Lises encryption for replication of non-public

Customer Data between Mrcrosoft data centers

 fac _rtres (e g through enoryptron)

Event Iogg in

1)-. Specnfrcally as- lt pertarns to Oftlce 365 Services and CRM Online
* Services, Microsoft (i) logs the use of Mlcrosoft's data procéssing

systems;. and (if), logs access and use of information systems"

contalnrng Customer. Data, regrsterlng the access ID;, time,
authorrzatron granted or denred and relevant actlvrty

.2) Specrflcally as |t pertarns to Core Platform Servrces Mrcrosoft logs or

. ehables: Enrolled -Affiliate to log access and use of information

: systems contalnlng Customer Data, registering the access ID, time,

'au honzatron granted or denred and relevant activity.

Domam access control

1) Access polrcy Microsoft marntarns a record of security privileges of
rndrvrduals havrng access to.Customer Data.

2) Access authonzatlon

A Mrcrosoft marntalns ‘and updates a record of personnel
authonzed to access Mlcrosoft systems that contain Customer
Data o

B.f' Mrcrosoft deactrvates authentlcatron credent|als that have not
been used for a penod of time not to exceed six months.

6. Mrcrosoft identifies those personnel who may grant, alter or
+ cancel authorized access to data and resources.
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3)

4)

*115) .

. 6)‘

Microsoit ensures that where more than one individual has access to
systems containing’ ‘Customer Data, the individuals have separate
|dent|fters/Iog ins.

PN

Least prlwlege

A Techmcal support personnel are only permttted to have access to

Customer Data when needed

B. Mlcrosoft restricts access to Customer Data to only those
mdtvsduals who requnre such access to perform *helr job functlon

Integnty and confldentrallty

A. Microsoﬂ nstructs Mlcrosoft personnel to disable admlmstrattve
. seéssions. when leaving premises Microsoft controls. or when
computers are otherwise- left unattended

Mlcrosoft stores passwords tn a way that makes them unmtelhglble

o whlle they are. in force

7

. C. Whers authenttcatton mechantsms are based on passwords, - ’

Authentlcatton

A 'Mrcrosoft uses tndustry standard practtces to identify and
. _authentlcate users who attempt to access information systems.

B. Where authentlcatton mechamsms are based on passwords
Microsoft requires that the passwords are renewed regularly. .

Microsoft requires. the password to be at least- eight characters
|ong

D Mtcrosoft ensures that de-actrvated or explred identifiers are not
granted to other individuals.

E Specmcally as it pertalns to Office 365 Services and Dynamics

8)

CRBM Online Services, Microsoft monitors repeated attempts to
gain access to the information system using an invalid password.

F. Specrflcalty as it pertains to Core Platform Services, Microsoft -
monitors or enables Enrolled Entity to monitor repeated attempts
- to gain access to the .Customer Data using an invalid password.

G. Microsoft maintains industry standard procedures to"deactivate
passwords that have been corrupted or inadvertently disclosed.

H. Microsoft.uses mdustry standard password protectlon practlces
lncludlng practices designed to maintain the confidentiality and
integrity of passwords when they are asmgned and distributed,
and dunng storage. .

Network design.  Microsoft has controls to avoid individuals

~assuming access rights they have not beén assigned to gain access

to Customer Data they are not authorized to access.

(vm) Domain: mformatlon securlty incident management

e — )

.

2)

3)

EAEnr (SLG)(ENG)(MayZOM)

Incident response process Microsoft maintains a record of secunty T
-breaches with a description of the breach, the time period, the

consequences of the breach, the name of the reporter, and to whom
the breach was reporied, and the procedure for recoverlng data.

Specifically as it pertains to Office 365 Services and Dynamics CEM
Online Services, Microsoft tracks disclosures of Customer Data,
including what data has been disclosed, to whom, and at what time.

Specifically as it pertains to Core Platform services, Microsoft tracks,
or enables Enrolled Entity to track, disclosures of Customer Data,

including what data has been disclosed, to whom, and at what time.
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(ix)

3) Specrfrcally a's _lt pertal

4) Service Monltormg Mrcrosoft security personnel verify logs at least
’ every six months to propose remediation efforts if necessary.

Domain: Business Contmurty Management

1) Mlcrosoft mamtams emergency and contingency plans for the

facilities: "in ~'which Mlcrosoft mformatlon systems that process
Customer Data are Iocated S

2) 'Specrflcally as |t pertalns to Offlce 365 Servrces and Dynamlcs CFlM
Online Services, Microsoft's redundant storage and its procedures for
recovenng data are designed, to attempt to reconstruct Customer’
Data in its ongmal state from before the time it was lost or destroyed

to Core Platform Servrces, Microsoft's

(x)

@

-2 Certlflcatlons and audlts

desrgned to attempt to reconstruct Custorner Data: to its last
"repllcated state from: beéfore’ the time it was lost or destroyed.
Recovery of vrrtual machlnes may be to their ongmal |mage

The’ secunty measures " descnbed rn this” Maister Enrollment ‘are
Microsoft's only. responSIblllty with respect to the security of Customer

- Data.. For Gustomer. Data, these measures replace any confidentiality

obllgatlons contained: in . the: Enrollment or any other non- dlsclosure‘

'agreement between Mlcrosoft and Enrolled Entity. "

Mrcrosoft has: estabhshed and agrees to maintain the followmg data
secunty polrcres (collectlvely, the “Microsoft Security Policies”) that (a)
governs Microsoft’s handling of Customer Data, and (b) complies with the

" 1S0 27001 standards for the establishment, implementation,.control, and

improvement: of the Information’ Security Management System and the
lSO/lEC .27002: code of est practlces for lnformatlon securlty

e '”For Offlce 365 Servrces and Dynamlcs ‘CRM Online Servrces this

il .'document Is the “Mrcrosoft Online Informatlon Securlty Pollcy
and; ‘ ke

f_o_;i. For Core Platform Servrces thrs document is the “Wmdows Azure

: ‘Informatron Securlty Polrcy .
On a confldentral need-to know basrs and sub]ect to. Enrolled Entrtys

_ .agreement to non- ~disclosure obllgatrons Microsoft specifies, Microsoft will

" make each of the above-referenced Microsoft Security Policies available

0]
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to Enrolled Entlty, along wrth ther information reasonably. requested by
Enrolled” Entrty regardrng Microsoft security practices "and policies.
Enrolled Entity is solely responsrble for reviewing the Microsoft- Security
Policies;: makmg an: mdependent determination as to whether the
Mlcrosoft Security -Policies mest Enrolled Entltys requrrements, and for
ensuring that' Enrolled. Entity’s: personnel and consultants follow the’
gurdelmes they are prowded regardmg data secunty

Mlcrosoft will audrt the secunty of (A) the computers and computmg
env1ronment that it' uses iri processrng Customer Data (including personal
data) on the Office 365: Servrces, ‘Dyriamics CRM: Online Services; and
Core Platform. Servrces and (B) the physical data centers from which
Micfosoft” provrdes the Office 365 Services, Dynamics CRM Online
Servrces,\ and: Mlcrosoft Azure. branded Onllne Sérvices ‘except for the
Content: Dellvery Network. . This- audit: (a) 'will be performed at least

‘annually, (b) will be performed. -according- to 1ISO 27001 standards or
~ other industry’ standards {c) wrll be performed by third party secunty

professronals at M|crosoft’s selectlon and expense; (d) will result in the
generation of dn audit report (“Microsoft Audit Report’), which will be
Mlcrosoft’s confldentlal mformatlon, and {e) may be performed for other
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purposes in addition to satisfying this Section (e.g., as part of Microsoft's
regular internal security procedures or to satisfy other contractual
obligations).

(iiiy If Enrolled Entity requests in writing, Mrcrosoft will provide Enrolled Entlty
with a confidential copy of the Microsoft Audit Report or at Microsoft's
option a summary thereof (“Summary Report’) so that Enrolled Entity
can reasonably verify Microsoft's compliance with the security obligations
under this Amendment The Summary Report |s Mrcrosoﬂ confrdentlal
information. L

(iv) Specifically as it pertains to Mrcrosoft Azure branded Onhne Servrces

"+ 1) Enrolled Entity agrees to exercise its audit right by instructing
Microsoft to execute the audit as described in Subsections 9(D)(c)(if)
— (iv). If Enrolled Entity desires to change this instruction regarding
. exercising this audit right, then Enrolled Ent|ty has the right to change .
, < this instruction, which shall be requested in writing; and
2) Microsoft Corporatron is an mtended thrrd-party beneﬂcrary of thrs
Subsectlon 9(D)(c). , L

(v) Microsoft wrll ‘make good faith, commermally reasonable efforts to
. remediate (a) any errors identified in a Microsoft Audit Report that could

" reasonably be expected to have an adverse jmpact on Enrolled Entity's
use of the Applicable Services and.(b) material control defrcrenmes A
identified in the Microsoft Audlt Report.’ :

(E) Secunty Incident Natrfrca tion for Applrcable Servrces

a. Upon becoming aware of any unlawful access to .any Customer Data stored on
Microsoft's equipment or in Microsoft's facilities used to provide Office 365

" Services, or unauthorized access to such equipment or facilities reasonably
expected to result in loss,. disclosure, or alteration of Customer Data (each a
“Security Incident”), Microsoft will: (1) promptly notify Enrolled Entity of the

Security Tncident; (2) Mvestigate the Security Incident and provide Enrolied Enfity

~with detailed information. about the Secunty Incident; and (3) take reasonable
steps to mitigate the effects and {o mmrmlze any. damage resultlng from the
Security lncxdent :

b.. Enrolled Entity agrees that

(i)Y An unsuccessful Security Incident will not be subject to the terms and conditions
- of this Section 9(E) “Security Incident Notification for Applicable.Services”. An
unsuccessful Security Incident is one that results in no unauthorized access to
Customer Data or to any of Microsoft's equrpment or facilities storing Customer
Data, and may include, without fimitation, pings and other broadcast attacks on
firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of
servige attacks, packet sniffing (or other unauthorized access to traffic data that
does not result-in access beyond IP addresses or headers) or srmrlar mcrdents

and -

(i) Mlcrosoft's obllgatron o report or respond to a Security Incident under this
Section 9(E) is not and will not be construed as an acknowledgement by

R - .. Microsoft of any fault or liability.y wrttu:espectto the._ Security Incident. —— o - e '

c. Notification(s) of Security Incidents, if any, will be delivered to one or more of
Enrolled Entrty’s administrators by any means Microsoft selects, including via
email. It is Enrolled Entity's "sole responsibility to ensture Customer's
administrators maintain ‘accurate contact information on the Online Services
portal (for Office 365 Services and Dynamics CRM Online Services) and the
Windows Azure portal (for Microsoft Azure branded Online Services at all times.

10. A new section entitled “Suspension of Service” is hereby added to the Enroliment as follows:

Microsoft may suspend the online service in whole or in part and without notice:
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(1) I Microsoft belleves that Enrolled Entity's use of the online service represents a direct or

indirect threat to Microsoft's network function or integrity or anyone else’s use of the Online
Service;

2y It reasonably necessary to prevent unauthorlzed access to Customer Data; or

(3) To the extent necessary to comply with Iegal requtrementst

If Mrcrosoft suspend the services wrthout notlce we W|ll provude the reason for such suspension if
Enrolled Entlty requests. iy ;

o

if Mrcrosoft belleves Enrolled Entlty V|olated the Agreement including the Product Use Rights,

.Microsoft may suspend the Online Services, in whole or in part, after provndlng Enrolled Entlty

i not“ce‘ "v‘ ia emall‘= 'tﬁ‘*thT‘*e oorrrmercranrreason‘able“rﬁ”‘ hamsm = . : stk

Any suspensmn of servrces shall apply to the mlmmum necessary portlon of the Online Serwces
and only be |n effect for as long as reasonably necessary to address the issues giving rise.to the

) suspensuon

11.

12.

13

Compllance wrth Appllcable Law Mlcrosoft w1l| comply wuth all laws that are generally
applicable to (i) corporations; and (ii) Microsoft's provision of the Online Services as an IT service
provider, including but not limited to 42 CFR Part 2 (Confidentiality of Alcohol & Drug Abuse
Patient Records) to the extent that Microsoft, or any other-email or cloud service provider who is
commercially offering a cloud service that is the same or substantially similar to the shared tenant
Office 365 service, is feld by a judlcral ‘determination or regulatory agency tobe a Qualified
Servrce Organtzatlon within the meaning of 42 C.F.R. section 2.11, notwithstanding any other
provision of the Enrollment, Entérpiise Agreement or this Amendment (including this Section 16).
Microsoft acknowledges that pursuant to 42 C.F.R. section 2.11(b) Qualified Service - :
Organrzatlons are fully bound by the prOVlSIonS of42 C.F.R. Part2 (Confldentlallty of Alcohol &
Druig Abuse F’atlent Records) and if necessary, ‘will resist in judicial proceedings any efforts to
obtain access to patient records ‘except as permitted by the: regulattons and in accordance with
Sectlon 9 (A)(b)(ii) of this Appendlx A. For clariy; Microsoft is.not responsible for complrance with
any law (including but not limited to data protectlon or privacy law) unlquely applicable to Enrolled
Entity or Enrolled Entity’s government function, and not generally appltcable to corporations or iT
service provrders Microsoft wilt be’ responsible for the actual payment of any fines, penalties,

- sanctions; or fees imposed by a judicial body or regulatory agency based on such judicial body or

regulatory agency’s final determination that. Microsoft is a Qualified Service Organization and
violated 42 CFR Part 2. ‘Any such aforementloned fines, penaltiés, sanctions or fees shall be
deemed direct damages pursuant to Sectlon 13 (erltatlon of Llab|l|ty) of the Enterprise

Agreement : . ; - .

) Pt i '
erosoft’s Hesponsmlllty for Subcontractors To the extent that Mlcrosoft employs

subcontractors in the delivery of Online Services ordered pursuant to the Enrollment amended
hereby, Mlcrosoft accepts respons1b|||ty for those subcontractors

Conﬂdentlahty
. a What is rncluded “Confldentral lnformatlon” is non- publlc lnformatlon know-how and
Trade Secrets in any formthat: . ‘ 4
(r) are deSIgnated as “confldentlal”
: (u) a reasonable person knows or reasonably should understand tc be confldentlal or

(m) lnclude non- publlc lnformatlon regarding . either partys products or customers
marketrng and promotions, or the negotlated terms of Microsoft agreements.

b. What is not included. The followmg types of information, however marked, are not
'Ccnfrdentlal Informatron lnformatlon that .

0] is, or becomes publlcly avallable wnthout a breach of th|s agreement
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C.

(ii) was lawfully known to the receiver of the information without an oblrgatron to keep it
- confidential;

(iii) is received from another source who can disclose it lawfully and without an obligation
to keep it confidential; .

(iv) is mdependently developed or

(v) isa comment or suggestlon one party volunteers about the other 8 busrness products
or servrces . . .

Treatment of Confldentral lnformatlon :
(i) Ingeneral. Subjecttio the other terms of this agreement each party agrees:’
« it will not disclose the other’s Confidential Information to thrrd partles and

o it will use and disclose the other’s Confidential lnformat|on only for purposes of
the partres busrness relatlonshrp with each other

(u) Securtty precautrons. Subject to the other terms of this agreement each party
agrees: - . - :

e to take reasonable steps to protect the other's Confldentral lnformatlon -- these
~ steps must be at least as protectrve as those the party takes to protect its own
Confldenttal Information;

« fo notlfy the other promptly upon discovery of any unauthonzed use or disclosure
of Confidential lnformatton, and

s to cooperate with the other to help regain control of the Confidential Information
and prevent further unauthorized use or disclosure of it.

(iii) Sharing Confidential Information with Affiliates and representatives.

» A “Representative” is an employee, contractor, advisor, or consultant of one of
the parties or of one of the partles Affiliates.

s Each party may disclose the other's confrdenﬂal information to its
Representatives (who may then disclose that Confidential information to other of
that party’s Representatives) only if those Representatives have a need to know
about it for purposes of the parties’ business relationship with each other. Before
doing so, each party must:

1) ensure that Affiliates and Representatives are required to proteot the
Confidential Information on terms consistent with this agreement; and

2) accept responsibility for each Ftepresentatrves use of Confidential
Information. .

o Neither party is requlred to restnct work assignments of Representatives who
have had access to Confidential Information. Neither party can control the
incoming information the other will disclose to it in the course of working together,
or what that party's Representatives will remember, even without notes or other
aids. Each party agrees that use of information in Representatives’ unaided
memories in the development or deployment of the parties’ respective products or

services does not create liability under this agreement or trade secret law, and

éach party agrees to limit what it discloses fo the othier accordingly.

(iv) Disclosing Confidential lnformatron if required to by law. Each party may
disclose the other's Confidential Information if required to comply with a court order or
other government demand that has the_force of.law.. Before doing so, each party
must seek the highest level of protection available and, when possible, give the other
enough prior notice to provide a reasonable chance to seek a protective order.

Length of Confidential Information obligations. Except as permitted above, neither
party will use or disclose the other's Confidential Information for five years after it is
received. The five-year time period does not apply if applicable law requires a longer
period or the Product Use Rights provide a more specific requirement.
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For the avoidance doubt; the parties acknowledge that this Confidentiality provision
recognizes that when there is a business need to do so, Microsoft and Customer may need to
share/exchange their respective Confidential Information with each other to develop a more
meaningful business relationship. This section provides Microsoft and Customer with a well-
balanced, commercially reasonable and comprehensrve set of confidentiality terms that
enable both parties to share/exchange a wide range’ ‘of Confidential Information with each
other knowing. with confidence that significant confidentiality protections are in place. The
confidentiality terms denoted above do not govern Microsoft's handling of Customer Data. In
all instances under this Agreement, Microsoft's handling of Customer Data shall be governed
as described under various other provisions of this Agreement and’ by Microsoft's data
securrty polrcy as described | in Sectlon 12(D)( )(r) above. .

= -@“;P“bhc*Rec‘ords-Laws,‘ EEE

Enrolled Entityisa publlc agency sub]ect to the drsclosure requrrements of the California
Public Records Act (‘CPRA") and San Francisco Administrative Code Section 67 (the
“Sunshine Law”). If Microsoft's proprietary information is contained in documents or
information submitted to Enrolled Entity and Microsoft claims that such information falls within
one.or more GPRA or Sunshine Law exemptions, Microsoft must clearly mark such
information “CONFIDENTIAL AND PROPRIETARY,” and tdentlfy the specific lines containing
the information.. In the event of a request for such rnformatron Enrolled Entity will make best
efforts to provide notice to Microsoft prior to such disclosure. If Microsoft contends that any
documents are exempt from the CPRA or Sunshine Law and wishes to prevent disclosure, it
is required to obtain a protéctive order, injunctive relief or other appropriate remedy from a
court of law in the County of San Francisco before Enrolled Entity's deadline for responding to
the.CPRA or Sunshine Law request If Microsoft fails to obtain such' remedy within Enrolled
Entity's deadline for responding to the CPRA or. Sunshrne Law request, Enrolled Entrty may
dlsclose the requested mformatlon ' : .

Mrcrosoft further agrees that rt shall defend lndemnrty and. hold Enrolled Entlty harmless
against any claim, action or litigation (including only the expenses incurred by Enrolled Entity
rélated to.~ judgments for costs; fees, and attorney’s fees) that may result from denial by
Entolled Entlty of a CPRA or Sunshine Law request for information arising from any
representation, or-any action (or mactron) by Microsoft. ‘Microsoft's indemnification obligation
under this section dogs not apply toany llablllty that may arlse due solely to Enrolled Entrty S
acts or omrssrons . N . ‘

15. A new sectlon entltled “Background Checks" is hereby added to the Enrollment as follows:

' Mlcrosoft performs the foIlowrng background checks on all US personnel who have potential

to access Customer Data. Adherence to this policy is one of the control procedures
- addressed by the Microsoft Audit Fleport per Section 9 (D)(c) of this Appendix A. Such

i Background Checks will be performed in accordance with the Fair Credit Reporting Act and
will consist of Social Secunty Nimber trace seven (7) year felony and misdemearior criminal
records check of ‘federal, state ‘or local records (as applicable) for job related crimes, Office of
Foreigri Assets Control List (OFAC) check, Bureau of Industry‘and Security List (BIS) check
and Offlce of Defense Trade Contrcls Debarred Persons Lrst (DDTC) check. ‘

16. lmtral Servrce Level Agreement for Onllne Servrces

The Servrce Level Agreements for the Offlce 365 Servrces and Dynamrcs CRM
Onllne and cértain’ other Online: Services. (but not Mrcrosoft Azure branded
. Onlire services) are shown in Appendix C, ’
e The:Service Level Agreément for Windows Azure Cloud Servrces Virtual
Machlnes, and Virtual Network is shown in Appendrx D.
e The Servrce Level Agreement for any renewal term will be determined at the
onset of each such renewal term

EA Enr (SLG)(ENG)(May2014) "~ CCSF Master Enroliment 7 BD
: . : CcTxX . Page 46 of 80




Remainder of page intentionally Igft blank.

Page 47 of 80

1
-
EA Enr (SLG)(ENG)(May2014) CCSF Master Enroliment BD



Appendix B - Product Selection Form

Step 1. Enter all fields in the table below (Requir

"."Choose Ofn'e:'» e Qﬁo’ose One-

Step 2 Select the Products and Quantltles Enrolled Afflllate is ordermg on lts |n|t|al Master

-

= ~—Enrellmentwerder::@uantltwmay net..slncludewan,y.-Llcensesﬂwhlch.,EmnelledeAﬂﬂlatemhas st

selected for optlonal future: use or to whlch |t lS transmonlng or steppmg up W|th|n Master

“Office. 365 (Plan G1).-
Office 365 (Plan G3)
foic'e 365 (Plan G4)

. Core CAL or Enterprise CAL
Bridge for Office 365
" Bridge for Windows Intune -
Bridge for Office 365 and Windows lntune

~ Windows OS Upgrade
Windows VDA - '
Wlndows Companion Subscnptlon License”

ChooseNCore CAL or Enterprise CAL: <Choose One> Ik

Step 3. Establlsh the Enrolled Afﬂllate s prnce level Unless otherwise mdlcated in the associated
contract documents the pnce level for each Product offerlng/pool is set based upon the

1 2 3 4
Office Professional ‘ ' : o ‘

: Plus + Offica Client Access Client Access UWl?:g‘ev i %ilc(ltgv‘\)rs
Ente pnse Professional Plus | License + Office License 1 \;’g PR el
Prod for Office 365 + 365 (Plans . Windows Intune Subseri gon

s Office 365 (Plans G1/G3/G4) lLiCengé

’ G3-G4) . '
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Enterprise Products and Enterprise Online Services: Uniess otherwise

| indicated in assotiated’ ‘contract- documents, Pnce Level is set usrng the: hlghest

quantity from Groups 1 through 4.

Additional Product Application Pool. Unless othenlvlse |nd|cated in

associated contract documents, Price Level is set using quantity from Group 1. '

Additional Product Server Pool: Unless otherwise indicated in associated
contract documents, Prlce Level is set usmg the hlghest quantlty from Group 2
ord. .

_Addltlonal ‘Product Systems Poot Unless otherwrse mdicated in assocrated

All Products
are Level D-
minus 7. 5%,
except (1)
Azure Services
(Level D) and
Offlce 365.
Services
(Custom

contract documents Price Level i is set usmg quant|ty from Group 4.

Notes ’

PriCéd) '

1. The operatmg system L|censes granted under this program are- upgrade Llcenses onty If the
Windows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
qualifying Windows OS installed to support the upgrade. For a complete list of qualrfylng

Windows OS please refer to the Product List.

2. Enrolled Affiliate acknowledges that in order to use a third party to re|mage the Wmdows
Operating System Upgrade, Enrolled Affiliate must certify that it has acquired qualrfylng operating
system licenses. This requirement applies to Windows Companion Subscrlptron License,

Windows 0S Upgrade, or Windows VDA. See the Product List for details.
3. MDOP requires purchase of Windows OS Upgrade or Windows VDA.
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Zi\a’h{:rcns;c;ft L Volume Llcensmg

Appendrx Cc :Serwce Level Agreement for Offlce 365 Sen//ces Dynamlcs CRM
Onllne Sen//ces and certain.other Online Services appllcable fo ln/tlal Term

D B LastupdatedApn12014 e
1. Introductlon 3

This Servnce Level Agreement for Mlcrosoft Onhne Servuces (thls "SLA”) is made by Mlcrosoft in

connection w:th ‘andis a part of, your Microsoft volume licensing agreement (the “Agreement”). This

SLA applies to the followmg Mlcrosoft Servnces, but does not apply to separately branded services made
avan!able WIth or connected to these Mlcrosoft Serv;ces -

Azure nghts Management

* Bing Maps Enterprlse Platform :

' Bmg Maps Moblle Asset Management
Duet Enterpnse Onhne v
Dynamlcs CRM Onlme
Exchange Onhne Archlvmg
Exchange Online:-.
Exchange Online Protection-
Lync Online: o
Office Online
OneDrive for Business
Power Bl for Of‘flce 365
Project Onhne
SharePoint Onlme ‘
Translator API
Windows Azure Active Directory
Premium :
Windows Intune

e Yammer Enterprise
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We pravide financial backing to our commitment to achieve and maintain the Service Levels for our
Services. If we do not achieve and maintain the Sérvi;e Levels for each Service as described in this
SLA, then you may be eligible for a credit towards a portion of your monthly service fees. We will
not modify the terms of your SLA during the initial term of your subscription; however, if you renew
your subscription, then the versnon of this SLA. that is current at the time of renewal will apply for

your renewal term.

2. Deflmtlons

P

”Agghcable Monthly Serwce Fees” means the total fees actually paid by you for a Service that

are applled to the month in which

a ‘Service Credit Is owed

”Downtlme" means a perlod during which the aspects of a Service specified in the followmg

table are unavailable, excluding (i)

Scheduled Downtlme, and (ii) unavailability of a Service due

to limitations described in Section 5(a) below Downtlme is measured in the units set forth in
Section 3. . : 3

Azure Rights Management

Any-period of time when end users cannot create or consume
IRM documents and email.

Bing Maps Enterprise Platform -
and Bing Maps Mobile Asset
Management

- | Any period of time when the Service is not available as
| measured in Microsoft’s data centers, provided that you access

the Service using the methods of access, authentication and

- | tracking methods documented in the Bing Maps Platform SDKs.

Duet Enterprise Online

Any period of time when users are unable to read or write any
portion of a SharePoint site collection for which they have

appropiiate

Dynamics CRM Online

Any period of time when end users are unable to read or write

any Service data for which they have appropriate permission
but this does not include non- avallablhty of Service add-on
features

Exchange Online Archiving

Any perlod of time when end users are unable to access the e-
mail messages stored in their archive.

Exchange Online

Any period of time when end users are unable to send or
receive email with Outlook Web Access.

Exchange Online Protection

Any period of time when the network is not able to receive and
_process email messages. '

Any period of time when end users are unable to see presence

Lync Online status, conduct mstant messagmg conversations, or mmate
______ _online.meetings® -
v Any period of time when users are unable to use the Web
Office Online Applications to view and edit any Office document stored on a

.SharePoint site for which they have appropriate permissions.

OneDrive for Business

Any period of time when users are unable to view or edit files
stared on their personal OneDrive for Business storage.
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_ Any period of time when users are unable to read or write any
Power Bl for Office 365 portion of Power Bl data to which they have appropriate '
per_mlsslons_ - .

' o Any perlod of time when users are unable to read or write any
Project Online portion of a SharePoint site collection with Praject Web App
' for WhICh they have appropnate permissions: *

Any penod of time when users are unable to read orwrite any
SharePoint Online - - portion of a SharePoint site collection for which they have
approprlate permrssrons '

{.Any. penod of time when users are not able to perform L

3

' ':fr:a"'s.,l'éfdr"&ﬁ'th: * translatlons PR

Any perlod of time when users are not able to log in to the
service, log in to the Access Panel, access appllcatlons on the
Windows Azure Active Directory Access Panel and reset passwords; or any period of time.IT
Premium. } . admlmstrators are not able to create, read, write and delete
entries in the drrectory and/or provnsmn/de provrsmn users to
appllcatlons inthe dlrectory ) -

, Any-period of t|me when the Customer s IT administrator or
Windows intune’ - users authorized by Customer are unable to Iog on wrth proper
Ce T . credentlals ) : L

+

Any penod of tlme greater than ten minutes when more than
-five percent of end users are unable to post or read messages
oon any portion of the Yammer network for which they have
approprlate permlssrons

Yammer Ente_rprise _

Onllne meetlng functlonallty apphcable only to Lync Onlme Plan 2 Service

”lncrdent” means (l) any smgle event or (n) any set of events that resultin Downtrme
] ”Mrcrosoft” means the Mlcrosoft entlty that entered mto the Agreement

”Scheduled Downtrme means penods of Downtlme related to network, hardware, or Serwce
maintenance or upgrades We will publlsh notlce or notlfy you at least five (5) days prior to the
commencement of such Downtlme S s »

v

,zserwce or aserwces refers to the onlrne servtce(s) lndlcated at the beglnnmg of thls SLA and
purchased by you pursuant to the Agreement. ‘ o .

"Servrce Credit” is the percentage of the Appllcable Monthly Service Fees credrted toyou
followmg Mlcrosoft’s cla|m approval ’

“Service Level" means the performance metnc(s) set forth in this SLA that Microsoft agrees to
meet |n the delrvery of the Servrces, e.g., monthly avallabullty

' ”User Mmutes” means the total number of mmutes m a month, less all Scheduled Downtime,
multrphed by the total number of users
3. Service Level Commltment

a. The ”Monthly Uptlme Percentage for a Servrce is calculated by the followmg formula:

User Minutes — Downtime

User Minutes x 100-
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where Downtime is measured in user-minutes; that is, for each month, Downtime is the sum
of the length (in minutes) of each Incident that occurs durmg that month multrphed by the
number of users impacted by that Inmdent :

b. For Bing Maps Enterpnse Platform, Bmg Maps ‘Mobile Asset Management and Translator -
‘ AP|, the Monthly Uptlme Percentage is calculated using the following formula instead of the
formula in section (a): : . :

otal number 0 f minutes in a month Downtlme

0
Total number of minutes in a month * 100

where Downtlme is measured as the total number of mlnutes durmg the month when the
aspects of the Serwce set forth |n the table in Sect|on 2 are unavallable ’ '

c. If the Monthly Uptlme Percentage fa||s below 99, 9% for any glven month you may be
ehglble for the foIIowmg Service Credlt

Monthly Uptire Percentage’

<99,9%
<99% -
< 95%

4. Service Credit Claim. If we fail to meet the minimum Monthly Uptime Percentage described
above for a Service, you may submiit a claim for a Service Credit.

You must submit a claim to customer support at Microsoft Corporatlon that includes: (i) a

rin-l-mlg“d_d_ésrrmhnn of the Incident; (i) mfnrm:mnzwmmm i

the number and location(s) of affected users (if apphcable), and {iv) descnptlons of your
attempts to resolve the Incident at the time of occurrenice. We must receive the ¢laim and all
required information by the end of the calendar month following the month in which the
Incident occurred, For example if the Incident occurred on February 15':h we must receive the
claim and all required information by March 31%,

We will evaluate all information reasonably available to us and make a good falth judgment on
whether a Service Credit is owed. We will use commercially reasonable efforts to process claims .
during the subsequent month and within forty five (45) days-of receipt. 'You must be in
compliance with the Agreement in order to be eligible for a Service Credit. If we determine that

a Service Credit is owed to you, we wrll apply the Service Credit to your Appllcable Monthly
Service Fees.

If you purchased a Service from a reseller, you will receive a service credit directly from your
reseller and the reséller will receive a Service Credit directly from us. '

e e B, _Limitations.

~ (a) This SLA and any applicable Service Levels do not apply to any performance or availability
issues: ‘ '

1. Due to factors outside our control (for example, natural disaster, war, acts of terrorism,
riots, or government action);

2. That result from your or third party services, hardware, or software; .

3. Caused by your use of a Service after we advised you to modlfy your use of a Service, |f
you did not madify your use as advised; :

4. During pre-release, beta and trial Services (as determined by us);
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5. That result from your unauthorized action or lack of action when requrred or from your
em ployees, agents, contractors, or vendors, or anyone galmng access to our network by
means of your passwords or equipment; or

6. That result from your failure to adhere to any requrred confrguratrons use supported
platforms, and follow any pollcres for acceptable use.

7. For lrcenses reserved but not pard for at the tlme of the lnmdent

(b) Servu:e Credlts are your sole and excluswe remedy for any performance or avallabllrty issues
for any Service.under the Agreement and this SLA. You may not unilaterally offset your
Appllcable Monthly Servrce Fees for any performance or avallabllrty issues,

V(c) ThlS SLA W|Il not apply to any on premrse lrcensed software that lS part of any Serwce

6.

7.

8.

Purchase of Multlple Services. If' you purchased more than one Serwce llsted in Sectron 1 above

(notasa suite), then you may submlt claims pursuant to the process descnbed above in Section
4 as lf each Servrce was covered by an individual SLA. For example, if you purchased both

xchange Online and SharePomt Online (not as part of a surte), and durmg the term of the
subscrlptron an Incident caused Downtime for both Servrces, then you could be’ ellgrble for two
separate Serwce Credlts (one for each Servrce), by submlttmg two clalms under this SLA.

urchase of Multlgle S rvices togethe Af you purchased Servrces as part of a suite or other
single offer, the Applrcable Monthly Service Fees and Servrce Credlt for each Service will be pro-
rated." = ~

Excegtlons and Addltlonal Terms for Partlcular Serwces and Programs -

(a) For Azure nghts Management'

A There rs no Scheduled DoWntlme for thrs Servnce

{b) For Bmg Maps Enterprlse Platform and Bmg Maps Moblle Asset Management

_ Th|s SLA does not apply to Blng Maps Enterprlse Platform and Blng Maps Mobrle Asset
Management purchased through Open Value and Open VaIUe Subscrlptlon llcensmg
’ agreements a u :
: Servrce Credlts wrll not apply lf (|) you fall to |mplement any Servrces updates W|th|n the
time specrf‘ed in the Bing Maps Platform API's Terms of Use; and (i) you do not provrde ,
Mlcrosoft W|th at least ninety (90) days advance notice of any known significant usage
volume mcrease, -with' srgnlfrcant usage volume increase defmed as 50% or more of the
prevrous month’s usage -

{c) "For Duet Enterpnse Onlme' o

You will be elrglble fora Serwce Credit for Duet Enterprlse Onllne only when you are eligible
for a Service Credit for the SharePaint Online Plan 2 User SLs that you have purchased as a
prereqmsute for your Duet Enterprlse Online User Sis. This SLA ‘does not apply when the
inability to read.or write any portion of a SharePoint site is ‘caused by any failure of third
party software, equipment, or services that are not controlled by Mrcrosoft or Mlcrosoft :
software that is not bemg run by Microsoft itself as part of the Servrce
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(d) For Exchange Online, Exchange Onlme Archlvmg (EOA), and Exchange Online Protection

(EOP):

There is no Scheduled Downtime for these Services.

-{e) For Exchange Online and Exchange Online Protection (EOP):

Wlth respect to Exchange Onllne and EOP Ilcensed as a standalone Serwce or via ECAL suite,
or Exchange Enterprise CAL with Services, you miay be ellglble for Service Credits if we do not
meet the Service Level described below for: (1) Virus Detection and Blocking; {2) Spam
Effectiveness, or (3) False Positive. If any one of these individual Service Levels is not met,
you may submit a claim for a Service Credit. If one Incident causes us to fail more than one
SLA metric for’ Exchange Onlme or EOP you may only make one Serwce Credlt claim for that
mmdent per Servnce :

1. Virus Detection and Blocklng Service Level _ ‘
’ “Virus Detection and Blocking” is defined as the detection and blockmg of Viruses

a.

which mcludes viruses, worms, and Trojan horses.

" by the filters to prevent infection. “Viruses” is broadly defmed as kriown: malware

A Virus is considered known when a EOP virus scanning engine can detect the
virus and the detection capability is available throughout the EOP network.

* Must result from a non-purposeful infection.
“The Virus must have been scanned by the EOP virus ﬂlter

If EOP delivers an email that is infected with a known virus to you, EOP will notify
you and work with you to identify and remove the virus. If this results in the
prevention of an infection, you will not be eligible for a Service Credit under the

Virus Detection and Blacking Service Level

The Virus Detection and Blocking Service Level shall not apply to: .
1. Forms of email abuse not classified as malware, such as spam, phishing and
other scams, adware, and forms of spyware, which due to its targeted nature
" or limited use is not known to the anti-virus community and thus not tracked

by anti-virus products as a virus.

2. Corrupt, defective, truncated, or inactive viruses contained in NDRs,

notifications, or bounced emails.

The Service Credit available for the Virus Detection and Blocking Service is: 25%
Service Credit of Applicable Monthly Service Fee if an infection occursina -
calendar month, with a maximum of one claim allowed per calendar month.

2. Spam Effectiveness Service Level

a. “Spam Effectiveness” is defined as the percentage of inbound spam detected by
the filtering system, measured on a daily basis.

b. Spam effectiveness estimates exclude false negatives to invalid mailboxes.

» _._C.._ The spam message must be processed by our service and not be corrupt, . o

malformed, or truncated. -

d. The Spam Effectiveness Service Level does not apply to email containing a majority

" of non-English content. ‘

e. You acknowledge that classification of spam is subjective and accept that we will
make a good faith estimation of the spam capture rate based on evidence tlmely
supplied by you. - :

f. The Service Credit available for the Spam Effectiveness Service is:

[ . 9%of Calendar Month thatSpam [ ... - Service Credjt.
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i Effectiveness is befowe 9% 7 47 ©e bt ek P
>25% : 25%
> 50% 50%
100%. . 100%

3. False Positive Service Level .' SN
a. “False Positive” is defined as the ratio of legitimate busmess email mcorrectly
‘ |dent|f|ed as spam by the frltenng system to all emarl processed by the service ina.
] calendar month
b. Complete, orlglnal messages, lncludmg all headers, must be reported to the abuse
team.. '

==E=Appliestoenmairse éntto vaud‘marlboxes Onil—=—
d. You acknowledge that classification of false posmves is subjectlve and understand
that we will make a good fajth estimation of the false positive ratio based on
evidence timely supplied by you , :
e. . This False Positive Service Level shall not apply to
' 1. bulk, personal or pornographlc email -
2. email containing a majorlty of non- Engllsh content
3. email blocked by a pollcy rule reputatlon frltermg, or SMTP connectron
filttering = "~ :
4. email dellvered to the junk folder
f. - The Servrce Credit avallable for the False Posrtlve Serwce is:-

> 1:250,000 o - 25%
>1:10, 000' L -k . © . '50%
> 1 100 v R 100%.

(f) For Exchange Onlme Archwmg (EOA) and Exchange Onlme Protectlon (EOP):

Thrs SLA does not apply to the Enterpnse CAL surte purchased through Open value and Open
Value Subscrlptlon lrcensmg agreements.

\

(g) For Exchange Onlme Protectlon (EOP)

With respect to EOP llcensed asa standalone Servrce, ECAL suite, or Exchange Enterprise CAL
with Services, you may be eligible for Service Credits if we do not meet the Service Level
descrlbed below for (1) Uptime and (2) Email Delivery,

1. Monthly Uptlme Percentage
If the Monthly Uptlme Percentage for EOP falls below 99. 999% for any given month you
may be eligible for the following Service Credrt

Manthly Uptime Pereent
<99.999% . . . C 25%
<99.0% 50%
<98.0% ) © 100%
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2. Email Delivery Service Level: :

a.  “Email Delivery Time” is defined as ‘the average of email delivery times, measured in
minutes over a calendar month, where email delivery is defined as the elapsed time
from when a business ema|| enters the EOP network to when the flrst delivery
attempt is made. - - : -

b. Email Delivery Time is measured and recorded every 5 mlnutes, then sorted by
elapsed time. The fastest 95% of measurements are used to create the average for
the calendar month.

c. Weuse srmulated or test emails to measure delivery time.

d. The Email Delivery Service Level applies only to legitimate business emall (non -bulk

" email) delivered to valid email accounts.

e. This Email Delivery Service Level does not apply to:
1. Delivery of email to quarantine or archlve
2. Email in deferral queues
3. Denial of service attacks (DoS)
4, Email loops

f.  The Service Credit available for the Email Delivery Service is:

(:., DIV QOWS-HItU

1. Scheduled Downtime will not exceed 10 hours per calendar year
2. This Service Level does not apply to any:
a. On-premises software licensed as part of the Service subscription..
b. Internet-based services (excluding the Windows Intune Service) that provide
updates to any on—premise software licensed as part of the Service subscription.

(i) . This section (i) applies to the following:

e FEach of the Services purchased through Open, Open Value and Open Value
Subscription licensing agreements, and

e Each of the Services in Office 365 Small Business Premium suite purchased in the
form of a product key

~ These Services are not eligible far Service Credits based on service fees. Any Service Credit
that you may be eligible for will be credited in the form of service time (i.e., days) as
opposed to service fees.

‘For these Services,

1. the definition of “Applicable Monthly Service Fees” shall be deleted and replaced by:
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”Applicvable Monthly Period” means, for a calendar month in which a Service Credit is
owed, the number of days that you are a subscriber for a Service.

2. Any refe:rerices, to ”Appliéable Maonthly Service Fegs” shall be deleted and replaced by
“Applicable Monthly Period.”
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" Appendix D — Service Level Agreement for Windows Azure Cloud
~ Services, Vln‘ual Machines, and Virtual Network applicable to initial Term -

' Last updated ApnI 2014

'1. Standard terms 'appticable to_alt Sewtce Le\/_ets'outtined herein: | ‘

a. Definitions - ' ‘
i. “Availability Set" refers to two or more Vrrtual Machines deployed across

. different Fault Domains to avoid a smgle point of failure."
* il “Claim™means a claim submitted by Customer to Microsoft pursuant to thrs
© SLA that a Serwce Level has not been met and that a Service Credit may be
" due'to Customer

i, “Cloud Services” reférs to a set of compute resources utrllzed for Web and
Worker Roles -

iv. “Customer" refers to the organlzatron that has srgned an agreement
(“Agreement”) under which it has purchased Wlndows Azure Services from
Microsoft. ‘ :

v. “Customer Support’ means the services by WhICh Microsoft may provide
assistance to Customer to resolve issues with the Services.

vi. “External Connectivity” is bi-directional network traffic over supported

" ‘protocols such as UDP and TCP that can be sent and received from a public
IP address. : :

vii. “Fault Domain” is a collection of servers that share common resources such-

as power and network connectivity.

viii. _“Incident” means any set of circumstances resulting in a failure to meet a
: Service Level. C
ix. “Microsoft’ means the Microsoft entity that signed your custonier agreement.
X. "Service” or “Services” refers to the Windows Azure Cloud Services, Virtual
Machines, and Virtual Network provrded to Customer pursuant to the
Agreement.
xi. “Service Credit” is the percentage of the monthly service fees for the affected
Service that is credited to Customer for a validated Claim.
xii. “Service Level’ means standards Microsoft chooses to adhere to and by
which it measures the level of service it provides for each feature as
. specifically set forth below. :
xiil. “Tenant’ represents one or more roles each consisting of one or more role
instances that are deployed in a single package.
xiv. “Update Domain” refers to a set of Windows Azure instances to which
- platform updates are concurrently applied. © :
xv. “Virtual Machine” refers to persistent instance types that can be deptoyed ,

oo e - Individually-or-as part.of-an.Availability-Set.— - -
' xvi. “Virtual Network” is a service supported by Windows Azure that enables

customers to extend their corporate network to the cloud. The Virtual
Network service consrsts of two parts a VNet and a Virtual Network
Gateway.

xvii. “Virtual Network Gateway” refers to a Windows Azure service that facilitates
cross-premises connectivity between one Virtual Network and one customer
on-premises network over iPsec VPN, '
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- xviii.

XiX.

“WNet” refers to a virtual private network consisting of a collection of user-
defined IP addresses and subnets that form a network boundary within
Windows Azure. VNets support IP addresses as defined in RFC 1918.
“Web Role” is a Cloud Services component run in the Windows Azure
execution environment that is customized for web applrcatron programmmg
as supported by IIS and ASP. NET.

“Worker Role” is a Cloud Services component runin the Wlndows Azure
execuﬂon envrronment that is Useful for generaltzed development and may

: perform background processmg for a Web Roleé: -

b. Servrce Credlt Clarms

peam v oy

vii.

..Microsoft. prowdes this. SLA subject to the followrng terms. These, termswill

be fixed for the duration of the initial term of the subscnptlon fa-

subscnptron is renewed the version. of this. SLA that is current at the time the
renewal term commences will appty throughout the renéwal term. Customers
can review the most current versuon of the SLA and related terms at any time

by visiting hitp://go. microsoft. com/fwlmk/?Llnkld_1 59704

In order ta be eligible to submit a Claim with respect to any Incident, the

Customer must first have notified Customer Support of the Incident, using the

’ procedures set forth by Mlcrosoﬂ W|th|n flve busrness days followmg the

Incident.

To submtt a Clarm Customer must contact Customer Support and provrde
notice of- |ts intentiori to submlt a Clarm Customer must provrde to Customer
Support all reasonable details regardmg the Clarm including but not limited
to, detalled (descriptions of the Incrdent(s) the duratlon of the Incident,
network frace routes, the URL(s) affected and any attempts made by

’ Customer to resolve the. lncldent

In order for Microsoft to consider a Clalm ‘Customer must submtt the Claim,

“including sufftcrent ewdence to support the Claim, by the end of the billing

month foItowrng the bllhng month in whrch the lnctdent WhICh is the subject of -

the Claim occurs;;

Mrcrosoft erI use aII |nforrnat|on reasonably avarlable to it to valldate Claims
and make a good falth ]udgment on whether the SLA and Servxce Levels
apply’ to the Ctarm, : :

' In the event that more than one Serwce Level is not met because of the

same tnctdent Customer must choose only one Service Level under which a
Claim may be made based on that Incident, and no other Claim under any
other Servrce Level will be accepted for that Incrdent :
Credits. are, catculated only against the partrcular servrce for each subscription . -
that did not meet |ts associated uptrme percentage for that subscnptlon as
detlned in the Serwce Level sectlon of this document '

c. SLA Exctusrons

This SLA and any apptlcable Servxce Levels do not apply to any pen‘ormance
or avallablltty issues:,.

1. Dueto factors outS|de Mlcrosoft’s reasonable control (for example, a
network or device failure at the Customer site or betwaen the
Customer and our data center)

2. That resutted fromi Customer sor thtl‘d party hardware or software.
This. rnctudes VPN dewces that have not been tested and found to be
compatrble by Microsoft. The list of compatible VPN dewces is
available at http/msdn.microsoft.com/en-

_ s/lrbrary/wrndowsazure/u156075 aspX.
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3. When Customer uses versions of operatrng systems in either Virtual
Machmes or Cloud Servrces that have not been tested and found to
be compatible by Mrcrosoft The Virtual Machines list of compatible

- .. Microsoft software and Wrndows versions is available at
‘http //support microsoft. com/kb/2721 672. -The Virtual Machines lrst of

) _'compatrble Lrnux soﬁware and versrons is available at

. hitp: //support mrcrosoft com/kb/2805216 The Cloud Services ||st of
- ,'_' compatlble operahng systems is ‘available at

" http://msdn.microsoft.com/en- us/lrbrary/ee924680 asg
4. That resulted from actlons or inactions of Customer or third parties;
5. Caused by Customer s use of the Service after Microsoft advised

' Customer to modlfy its use of the Servrce, if Customer did not modrfy

" itsuse.as advised;- - . - '

T 6. - Dunng Previews (e.g... techmcal prevrews betas as determrned by
'M|crosoft) ’ :

Or ; ‘

7. Attnbutable fo the acts or omlssmns of Customer or Customer s
employees, agents, contractors, or vendors, or anyone gaining
access to Microsoft's Servnce by means of Customer’s passwords or
equrpment '

d. - Service Credits
' " i. The amount and method of calculatron of Servrce Credits is described below
in connection with each Service Level description.
ii. Service Credits are Customer’s sole and exclusive remedy for any violation of
this SLA." -
iii. The Service Credits awarded i in any bllhng month shall not, under any

iv. For Servrces purohased as part ofa sunte, the Servrce Credrt will be based on
the pro-rata portion of the cost of the Service, as determined by Microsoft in
its reasoniable discretion. In cases where Customer has purchased Services
from a reseller the Service Credit will be based on the estimated retail price
for the applicable Service, as determrned by Mrcrosoft in its reasonable
discretion. :

v. Service Credits for this SLA will only be calculated against monthly fees

associated with the particular Service for each subscription that did not meet

the uptime percentage defined in the Service Level section below. For
example, if Virtual Machines do not meet the Service Level, the credit will be
based on charges for Virtual Machines only and will not include charges
associated with Virtual Network, data transfers, etc.

2. Service Levels
a. Cloud Services: Monthly Connectivity Uptlme Service Level

T e i-—Definitions e s S s

1. “Maximum Connectivity Minutes” is the total accumulated minutes
during a billing month for all Internet facing roles that have two or
more instances deployed in different Update Domains. Maximum
Connectivity Minutes is measured from when the Tenant has been
deployed and its associated roles have been started resultant from
action initiated by Gustomer to the time Customer has initiated an
action that would result in stopping or deleting the Tenant.
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2.

1

“Connectivify Downtime” is the total accumulated minutes that are
part of the Maxumum Connectlvrty Minutes that have no External
Connectlvrty .

"Monthly Connectrvrty Uptlme Percentage" for a specific Customer is
the total number of Maximum Connectlwty Minutes less Connectivity
Downtlme lelded by Maxrmum Connectrwty Minutes for a billing
month for a glven subscrlpﬂon of Wlndows Azure. Monthly

3 ‘Connectrvrty Uptrme Percentage lS reﬂected by the followmg formula:

Monthly
Connectmty
~ Uptime %’

il.

Monthly Connectlvrty Upt|me Serwce Levels

Mﬁ’”m rrﬁ@oﬁﬁ'é“&hthMmutes*—“CenneequﬁE’u Wiitirges=

Ma)nmum Connectmty Minutes

g
<99.95% _

_10%

<99%.

25%

*Service credit applies only to monthly usage charges for Windows Azure Cloud Services (i.e.,

does not apply to charges for other features such as Windows Azure Storage).

b. f Virtual Machines: Monthly Connectrvrty Uptlme Servrce Level

i Deflnltlons

“Maxrmum Connectwrty Mlnutes” is the total accumulated minutes -
during a b:lllng month for all Internet facmg Virtual Machines-that

. . have two or more instances deployed in the same Availability Set.

i Monthly Connectlwty Uptlme Servrce Lev Is

Maxrmum Ccnnectlwty Mmutes is measured from when at least two
Vlrtual Machmes in the same Avarlablhty Set have both been started
resultant frcm actron lnltlated by Customer to the time Customer has
lnmated an actron that would result in stopplng or deletlng the Virtual
Machlnes 3

“Connectrvrty Downtrme" ls the total accumulated mlnutes that are
part of the Maximum Connectlvrty Mrnutes that have no External
Connectlwty . L

“Monthly Connectrvrty Uptlme Percentage" for a specific Customer is
the total number of Maxrmum Connectlwty Minutes less Connectivity:
Downtlme dwrded by Maxrmum Connectrvrty Minutes for a billing.
month for a given subscnpt|on of Windows Azure. Monthly
Connectlvrty Uptime Percentage is reflected by the following formula:

Monthly
Connectrvrty
Uptime %.
- Maximum Connectrvxty Mmutes - Connectlvxty Downtime

= Maxrmum Connectivity Minutes

i Pe g
_ <99.95%- 10%

<99%: . 25%

*Servrce credit applies only to usage charges lor Windows Azure Virtual Machines (i.e., does not

apply to charges for other features such as Windows Azure Storage).
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C.

V|rtual Network Monthly Connectrvrty Uptrme Service Level
" Definitions :

1. "Gateway Runtime" is the total accumulated minutes during a billing
month for the Virtual Network Gateway measured from when the
associated Virtual Network Gateway has been started resultant from
actren initiated by Customer to the time Customer has initiated an
action that would result in stopprng or deleting the gateway.

2, "Gateway Downtime" is the total accumulated Virtual Network
-Gateway minutes during a brlhng month that had been deployed and
started by action initiated by Customer where the Virtual Network
Gateway was unreachable for longer than thirty seconds wrthout
detection and correctrve action being initiated.

3. “Monthly Gateway Uptime Percentage” for a specific. Customer is the
Gateway Runtime less Gateway Downtime divided by Gateway
Runtime for a billing month for a given subscription of Windows
Azure. Monthly Gateway Uptrme Percentage is reflected by the
followmg formula:

Gateway Runtime — Gateway Downtime
Gateway Runtime

Monthly Gateway Uptime % =

ii. Monthly Connectivity Uptime Service Levéls

Monthly Gateway Uptime Percentage- | - -~ Sarvice Greditt -~

<99.9% . 10%

<99% ‘ ‘ 25%

*Sewice credit applies only to monthly usage charges for Windows Azure Virtual Network (i.e.,
does not apply to charges for other features such as Windows Azure Storage).

CCSF_EAEnrAmend{(WW)(ENG)(May2014) CCSF Citywide Agreement 8D
i CTX

Page 63 of 80



= Microsoft _— Volume Licensing

Appendix E — Form of Agency Enroliment
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- Custom Enterprise Enrollment | State and Local

CTM for City ~ and County of San Francrsco Agency
Enroliment

8

Enterprise Enrollment number

- (Microsoft to complete) ‘ Proposal lD/Frameyvorle 1

Previous Enrollment number
. (Reseller ta complets)

Expiration Date . .- : May 31, <2017/2019>

Master Enroliment Number

Thrs Mlcrosoft Enterpnse Enrollment (the “Agency Enrollment”) is entered mto between the entttles as
identified in the signature form as of the effective date. Enrolled Affiliate hereunider represents and
warrants it is a. government entrty that is an agency, department offlce, lnstrumentallty,
division, unit or other entlty of the City and County of San Francisco. .

This Agency Enrollment consists of: (1) these ferms and conditions (including the terms and
conditions of the Master Enrollment which are incorporated hersin),.(2) the terms of the Enterprtse
Agreement 01E71734 (which must identified on the signature form), (3) the Product Selection Form
(Exhibit A), (4) any supplemental contact information form or Previous Agreement/Enrollment form
that may be requrred (5) any order submitted under this Enroliment.

Master Enrollment. The parties acknowledge that Microsoft executed an Enterprise Enrollment
(hereafter, the “Master Enroliment, identified by number above) with the City and County of San
Francisco, acting throuoh the Department of Technology (DT”). Such Mester Enrollment:

A lncludes, terms ‘and conditions which govern how Microsoft establishes the- Reseller's
confidential net pricing hereunder. Notwithstanding the precéeding sentence, Enrolled
Affiliate’s actual pricing and payment terms will be governed by separate ‘agreement by
Enrolled Affifiate and Reseller; and

B. Include terms and conditions in its Appendix A whlch amend the Enterpnse Agreement w1th
respect to certain Online Services products. .

It is anticipated that most if not all Online Services will be purchased by DT under the Master
Enroliment on behalf of the Enrolled Affiliate hereunder. However, in the event that the Enrolled
Afiiliate hereunder both (1) purchases its own' Licenses, under this Agency Enroliment, for Online
Services that are governed by Appendix A to the Master Enroliment; and (2) establishes its own
unique Managéed OLS Environment, then the terms and conditions of the Enterprise Agreement and
this Enroliment which pertain to such Applicable Services shall be deemed to be amended by
Appendix A to the Master Enroliment. Section 5 of the Master Enrollment Terms and Conditions
govern -the circumstanees pursuant to which. Appendix A will apply to thrs Agency Enrollment.
Enrolled Affiliate may obtain a copy of the Master Enroliment from DT.

All terms used but not  defined in the documents are located at
hitp:#www:microsoft:com/licensing/contracts:-In-the- -event-of any-conflict-the terms-of this-Agreement—- -~~~ ===~
control. Also at the foregoing site, Enrolled Affiliate may find the Product Use Rights, Product List,
updated Service Level Agreements and other documents which Microsoft may, from time to trme, add
to the site.’

Order of Precedence. In the case of a confiict between any documents referenced in this Agency
Enrollment that is not expressly resolved in the documents, their terms will control in the following
order: (1) The Terms of Appendix A to the Master Enroliment, if applicable pursuant to the section
above titled “Master Enroliment”: (2) these terms and conditions; (2) the Enterprise Agreement; (3) the
Produict List; (4) the Product Use Rights; (5) any other documents; and (6) all orders submitted under
both this Agency Enroliment. :

CCSF_EAEnrAmend(WW)(ENG)(May2014) - CCSF Citywide Agreement BD
. CTX . Page 650f 80




“Enrolled Agency.” In. the Master Enrollment (between Microsoft and the City- and County of San
Francisco, acting through DT), the Enrolled Affiliate to this Agency ‘Enrollment is referred to as an
“Enrolled Agency.” Because most of Microsoft's standard documents refer to “Enrclled Affiliate,” the
" parties hereby agree that: : .

a. Al references to “Enrolled Affrllate“ in thrs Agency Enrollment {and any amendments hereto)
. shall equate to- the deflned term “Enrolled Agency, as such term is used |n the Master
Enrofiment;
b. Alf reference to “Enrolled Affrlrate“ in the Master Enroliment shall refer solely to The Crty and
"County of San Francisco, acting through DT; and
c. .Any reference to “Enrolled Agency” in, the Master Enrollment shall apply to the. Enrolled
: Affrllate to this Agency Enroliment. A

Effectlve date. If Enrolled Affiliate is renewing Software Assurance or Subscnptron Licenses from

=0l |e*or‘-‘more‘prevroussEnrcllments—ermagreementsm—thenatheaeffeotrve;dates/vrllsbeasetzb,yal\/llcmsnﬁ via
and Ameridment, and will be relevant to calculations pertarnrng to the renewal of Software Assurance
Otherwrse, the effectrve date wrll be the date this Enrollment IS ‘accepted by Mrcrosoft‘

Term. . The rnrtral term of this Agency Enrofiment wili ‘expire on the last day of May 2017,
notwrthstandlng the effective date. If the Agency Enroliment is renewed, the renewal term will expire
36 full calendar months ‘after the effective date of the renewal term Any reference rn thrs Agency
Enrollment to "day" will be a calendar day

Anmversary date. Any reference to “annrversary date” refers to June 1 of each calendar year which
falls dunng the term v : .

Product order. The Reseller wrll provrde Enrolled Affrlrate wrth Enrolled Affrllate S Product prrcrng and
order. Prices and billing. terms for all Products ordered will be determined by agreement between
Enrolled Affiliate and the Reseller The Reseller will provrde Microsoft with the order separately from
this Agency Enroliment. :

Term's _a'hd Conditions-
1 Deflmtlons. ‘ _
Terms used ‘but not defmed in thrs Agency Enrollment will have the deflnrtron ‘in the Enterpnse
Agreement The followmg deflnrtrons are used | in thrs Agency Enrollment ' .

“Additional Product" means any Product rdentlfred as such if the Product List and chosen by Enrolled
Affllate underthrs Agency Enrollment Loeon T G —_— .

“Agency means a government entrty that is'an agency, department ofhce rnstrumentalrty, division,
unrt or other entrty of the Crty and County ‘of San Francrsco B o

“Enterpnse Onlrne Servrce” fieans any Onllne Servrce desngnated as an Enterpnse Onlrne Servrce in
the Product List and chiosen by Enrolled Affrlrate under this Agency Enrollment Enterpnse Online
Servrces are treated as Onlme Servrces except as noted SR PO

“Enterpnse Product” means any Desktop Platform Product that Mlcrosoft desrgnates ds an Enterprlse
Product in the Product List and chosén by Enfrolled Affiliate under this Agency Enrollment. Enterprise
- Products must be llcensed for all Quallfred Devxces and Qualmed Users on an. Enterpnse-Wrde basis
under thls program RRAREH A S . "

“Explratron Date" means the date upon WhICh the Agency Enrollment exprres

“lndustry Devrce" (also known as line of busrness devrce) means any device that (1) is not useable in
its deployed configuration as a general purpose personal computing device (such as a personal
) computer) a multi-function server, or a commercrally viable substitute for one of. these systems* and
(2) only employs an industry or task-specmc software program (e.g: a computer-alded design program
used. by. an. architéct or a point of salg program) (“lndustry Program”) The device may include
features and functions derlved from Microsoft software or third-party software. If the device performs
desktop functions. (such as emarl “word processing, spreadsheets database network or Internet
browsing, or scheduling, or personal finance), then the desktop functions: (1) may only'be used for
the purpose of supporting the lndustry Program functronalrty, and ( ) must be technlcally mtegrated
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with the Industry Program or employ technically enforced polrcres or archrtecture to operate only when
used with the Industry Program functionality. ,

“L&SA” means a License with Software Assurance for any Product ordered.

“Qualified Device” means any device that is used by or for the benefit of Enrolled Affiliate’s Enterpnse
and is: (1) a personal desktop computer, portable computer, workstation, or similar device capable of
running Windows Professional locally (in a physical or virtual operating system environment), OR (2) a
device used fo. access -a virtual desktop infrastructure (“VDI").. Qualified Devices do not include any
device that is: (1) deS|gnated as a server and not used as a personal ‘compliter, ‘OR.(2) an Industry
Device, OR (3) riot managed (as defined in the Product List at the start of .the appllcable initial or
renewal term of the Agency Enroliment) as part of Enrolled Affiliate’s Enterprise. At its option, the
Enrolled Affiliate may designate any device excluded above (e.9., Industry Device) that is used by or
for -the benefit of the Enrolled Affiliste’s Enterprise as a 'Qualified Device for all or a subset of
Enterprrse Products or Onlrne Servrces the Enrolled Affiliate has selected

"'Quallfred User" 'rneans a person (e g- employee, consultant contmgent staff) who (1) isauserofa
Qualrfred Device, or (2) accesses any server software requrnng an Enterprise Product Client Access
chense or any. Enterprise Online Service. .It does not include a person who accesses server software
or an Online Service solely under a Llcense |dentrf|ed in the Quallfred User exemptlons in the Product
List. 4

"Fleserved L|cense” means for an Onlrne Servrce ldentlfred as ellgrble for true—ups in the Product List,
the License reserved by Enrolled Affiliate pl’lOl‘ to use and for whrch Microsoft will make the Online
Service available for activation. .

“Managed OLS Environment’ means the collectron of Customer Data whrch is both (i) logically
isolated from other Microsoft customers’ (including but not limited to other Enrolled Entities’) Customer
Data in Microsoft's data centers; and (ii) associated with a unique MODRD. In the specific case of
Office 365 Services, this is commonly referred to as a “Tenant.”

“Transition” means the conversion of one or more License to or from-another chense(s) Products
elrgrble for Transrtlon and permitted Transrtrons are identified in the Product List.

nrollmant

anniversary date for whrch the Transrtron is reported

2. Order requrrements.

a.  :Minimum Order requirements. Enrolled Affiliate’s Enterpnse must have a minimum of -
.25 Qualified Users or Qualified Devices. The initial order must include at least 25
Licenses for Enterprise Products or Enterprise Online Services.

()} Enterprtse Commitment. I ordenng any Enterprise Products, Enrolled Affiliate’s
‘ order must include coverage for all Qualified Users or Qualified Devices, depending
on the License Type, of one or more Enterprise Products or a mix of Enterprise

- Products and the corresponding Enterprise Online Services.

(ii) Enterprlse Online Services. If ordering Enterprise Online Services only, then
Enrolled Affiliate must maintain at least 250 Subscription Licenses.

b. Addrtlonal Products. Upon satisfying the minimum order requrrements above, Enrolled
- Affiliate may order Additional Products and Services. .

e —*‘--—*c~Product Use-Rights-for-Enterprise Products:For Enterpnse Products; if-anew Product—— -~~~ -~ e

_version has more restrictive use rights than the version that is current at the start of the
applicable initial or renewal term of the Agency Enrollment, those more restrictive use
rights will not apply to Enrolled Affiliate’s use of that Product durlng that term.

d.. Country of usage. Enrolled Affiliate must specify the countries where Licenses wrll be
used on its initial order and on any additional orders.

e. Adding Products.

(i) Adding new Products not prevrously ordered. Enrolled Affiiate may add new -
Enterprise Products by- entering into a new Agency Enrollment or as part of a
renewal. New Enterprise Online Services may be added by contacting a Mlcrosoft
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Account Manager or-Reseller. New Additional Products, other than Online-Services,
may be used if an order is placed in the month the Product is first used. For
Additional Products that are Onllne Services, an initial order for.the Online Service is
requured prior to use.

(ii) Addrng chenses for prevrously ordered Products Addmonal Licenses for
previously, ordered Products’ must be. included in the next true-up order. Enrolled
Affiliate- must purchase Services and Licenses for Onllne Serviges prior to use, unless
the Online Services are (1) identified as. ehgrble for true-up in the Product List or (2)

. mclucled as part of other Llcenses (e g, Enterpnse CAL)

f.. True-up requlrements ' .,J '

(r) True-up order Enrolled Atfllrate must submlt an annual true-up order that accounts
_for.changes since the initial order. or last true-up order,. _including: (1) any.increase jn_

Licenses, mcludlng any . increase in Quahfre'd' Devrces or ﬁuahfred‘ Users and
Resefved chenses 2, Transitions (i permltted) or (3) Subscription Lidense quantlty
reductions (if permrtted) Microsoft, at its discretion, may validate the customer true-
up ‘data submitted through a formal product deployment assessment usrng an
approved Mlcrosoft partner : ;

(i) Enterprrse Products. Enrolled Affllrate must determlne the nismber of Qualrfred
Devices and Qualified Usérs: (if ordenng user-based Licenses) at the time the’ true-up
order'i$ placed and 'must order additional Licenses for alf Qualified Devices and
Qualified Usérs. that are not already covered by exustlng L|censes mcludmg any
Enterpnse Onllne Servrces : :

(m) Addrtlonal Products For Products that have been prewously ordered Enrolled
Affiliate”‘must. determine the Addrttonal Products used and order the chense
difference (if any). . ,

(|v) Online Services: For Onlme Servrces ldentlfred as ellglble for true -up orders in the
Product List, Enrolled Affiliate ‘may first reserve the additional Llcenses ‘prior to use.
Microsoft will provide a report of Reserved Licenses in excess: of: existing. orders to
Enrolled Affiliate and its Reseller. Reserved Licenises will be mvotced retroactrvely for
the prlor year based upon the month in Wthh they weré reserved

) Transrtlons. Enrolled Affiliate must report all Transntlons Transmons may result in
an increase in chenses to be ificludéd on the. trué-up ‘ordet ‘and a reduction of
Licenses for prior orders.:- Reductlons in' Licenses will be efféctive at end of the

" Transition Period.. Associated. invoices will also reflect this change. For Licerises paid
upfront, Microsoft. will issue a credit for the remarnmg fnonths of Software Assurance
_or Subscrlptlon chenses that were reduced as part of the Transrtlonr. -

(vi) True-up due date The true up order must be recelved by Mrcrosott between 60 and
30 days prior fo the Agency Enrollment anniversary date.- The third-year anniversary
" true-up order is dué within-30 days prior to the Expiration Date.: Enrolled Affiliate may
true-up more often- than- at each Agency Enrollment anmversary date except for
Subscnptlon Llcense reductlons ’ !

(vii) Late true-up order If the true up order IS not recewed when due » ,
1) Mlcrosoft will i mvorce Reseller for all Reserved Llcenses not prevrously ofdered.

2) Transitions and Subscription. Llcense reductrons cannot be reported until the
following Agency Enrcllment anmversary date (or at Agency Enroliment renewal,
as appllcable) S ,

(vm) Subscrrptron Llcense reductlons Enrolled Affllrate may reduce the quantity of
Subscription Licenses on a’ prospectlve baS|s if permltted in: the Product List as
follows: . _ .

1) For Subscrlptlon Licenses part of an Enterpnse-wude purchase, Licenses may be
reduced if the total quantity of Licenses and Software Assurance for an applicable
group meets or exceeds the quantity of Qualified Devices identified on the
Product Selectlon Form Step up chenses do not count towards this total count
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2) For Enterprise Onllne Services. not a part of an Enterprise-wide purchase,
Licenses can be reduced as long as the initial order minimum requrrements are
mamtamed .

3) For Addltlonal Products available as Subscnptlon Llcenses Enrolled Affiliate may
reduce the Licenses. If the Licerise count is reduced to ‘zero, then Enrolled
Affiliate’s use of the applicable Subscnptlon Llcense W|l| be cancelled

Invoices will be adjusted to reflect any reductlons in Subscnptlon Llcenses at the true-
up order Agency Enrollment annlversary date and effectlve as of, uch date

(ix) Update statement. ‘An update statement must be submltted rnstead of a true-up
order if, as of the initial order or last true-up order, Enrolied Affiliate’s Enterprise has
not: (1) changed the number of Qualified Devices.and Qualified Users licensed with
Enterprise Products or Enterprise Onfine Services; and (2) increased its, .usage of
Additional Products. This update statement must be’ srgned by Enrolled Affiliate's
authonzed representative. The. update .statement. must be rece|ved by Microsoft
between 60 and 30 days prior fo the Agency Enrollment anniversary date. The last
update statement is due within 30 days prior to the Exprratlon Date. .

g. Step-up Licenses. For Llcenses eligible for a step up urider’ this Agency Enrollment
Enrolled Afflllate may step-up toa higher edrtlon or surte as. follows ’

(i) For. step-up ‘Licenses mcluded on an initial order Enrolled Affiliate may “order
according to the true-up process.

(i) If step-up Licenses are not included on an initial order, Enrolied Affiliate may step-up
initially by following the process described in the Section titled “Adding new Products
not previously ordered,” then for additional step-up Licenses, by followmg the true-up
order process.

(iii) If Enrolled Affiliate has previously ordered an Onlme Service as'an Addltlonal Product
and wants to step-up to an Enterprise Onlme Serwce ellglble for a Transition, the
step-up may be reported as a Transition.

(iv) If Enrolled Affiliate Transitions a Llcense it may be able to further step-up the
Transitioned License. If Enrolled Affiliate chooses to step-up and the step-up License
is separately eligible to be Transitioned, such step-up Licenses may result in a
License reduction at the Agency Enrollment anniversary date following the step-up.

h. Clerical errors. Microsoft and Enrolled Affiliate may correct clerical errors in this Agency
Enrollment, and any documents submitted with or under this Agency Enroliment, by
providing notice by email and a reasonable opportunity for either party to object to the
correction. Clerical errors include minor mistakes, unintentional additions and omissions.
This provision does not apply to material terms, such as the |dent|ty, quantity or price of a
Product ordered.

3. Pricing.

a. Price Levels. Except as otherwise established by the terms and conditions of this
Agency Enroliment, Enrolled Affiliate’s and Enrolled Agencies' Price Level for all Products
.ordered under this Agency Enrollment will be determined by the Enterprise Agreement
_identified above. As of the Effective Date of the Master Enroliment identified above, the
Price Level (ln “accordance with the terms and conditions of Amendment # CTX-CA-
Fsilver-CORIV14 to the Enterprise Agreement) was Level D minus 7.5%, except for (i)
Microsoft Azure branded Online Services which are Level D, and (i) MCS and Premier
professional services (although such professional services shall not be purchased

" pursuant to this Master Enrollment)

As an exception to the foregoing, special reference prices have been provided to Enrolled
Affiliate for Office 365 Services under this. Enroliment which include unique discounts
from Level D (each greater than or equal to Level D minus 7.5%, as of the Effective
Date). Notwithstanding the preceeding statement, it is anticipated that DT will purchase
all Office 365 Services for Enrolled Affiliate under its separate Master Enroliment.
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b. Setting Prices. Enrolled Affiliate’s prices for each Product will be established by its
Reseller. ‘As long as Enrolled Affiliate continues to qualify for the same price level,
Microsoft's prices for Resellers for each Product or Service will be fixed throughout the
applicable initial or renewal Enroliment term. However, if Enrolled Affiliate qualifies for a
different price level, Microsoft will establish a new price level for future new orders either
upon Enrolled Affiliate’s. request or on its own initiative. Any, changes will be based upon
price level rules in the Product Selection Form.

c. Master True Up Prrce The partles acknowledge that in accordance with the terms and
condrtlons of the Master Enroliment, special True Up pricing has been éstablished for
certain Products ordered hereunder Enrolled Affrhate may request such True Up pricing
from |ts Reseller P . . .

e Payment"terms.

For the initial or rénewal order Enrolled Affllrate may pay upfront or elect to spread its payments over
the applicable Agency Enroliment term. If spread payments ate elected; unless indicated otherwise,
Microsoft will invoice Enrolled Affiliate’s Reseller in three equal:annual installments. The first
instaliment will be invoiced- upon Microsoft's. acceptance of this Agency Enroliment and on each
Agency Enroliment anniversary date. Subsequent orders are invoiced upon acceptarice of the order
and Enrolied Affrllate may elect to pay annually or upfront for Onllne Ser\nces and upfront for all other
Licensés: ‘ . : .

5. Transmons. E

a. Transrtron in conjunctlon wrth Master Enrollment

As an exception to Microsoft's standard operational procedures each Agency Enrollment
may Transition (for ellgrble Enterpnse Products) as follows: - °
. Enterpnse Online Services may be purchased by DT under Profile 2, pursuant to
. the Master Enrollment; and
e All on- premlses Products. including but not llmrted to Brldge CALs will be be
purchased by Enrolled Affrllate on this Agency Enrollment '

" This Sectlon 5 only applles in those cases’ where the Product Selectron Form for this
Agency includes.both Enterprise Online Services and on-premises Products between
WhICh Transrtlon is allowed as set forth below inin thls Sectron 5. -~

In order to effectuate' Transrtlon between thrs Agency Enrollment and the Master
Enroliment;. as descnbed above, Enrolled Affiliate must coordinate with DT and Reseller
and ensure that Reseller submits lts orders and'related order forms to Microsoft for both
Enrollments srmultaneously

b. Transrtlon reqmrements

(i) Licenses- with* active. . Software Assurance or Subscnptron chenses may be
Transitioned at any. time i’ permitted in the Product List. Enrolled Affiliate may not,
however, reduce the: quantrty of Licenses or associated Software Assurance prior to
the end of the Transrtlon Period: . : .

(ii). Enrolled Afflllate must order the chenses to Wthh lt is transrtlonmg for the year(s)
followrng the Transmon Penod -

(m) If a Transrtlon is made back to a chense that had actrve Software Assurance as of
the daté of Transition, then Software Assurance must. be re-ordered for all such
Licenses on a prospectlve basrs following the, Transition Period. Software Assurance
. covérage may not exceed the quantity of perpetual Licensés for which Software
Assurance was currént at the time of any prior Transition. Software Assurance may
_ not be applled to chenses fransferred by Enrolled Affrllate

(rv) lf a: devrce based Llcense is Transrtloned to a user—based Llcense all users of the
dévice must be licensed as part of the Transition..”
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(v) If a user—baséd License is Transitioned. to a device-based License, all devices
.. accessed by the user must be licensed as part of the 4Tre‘}nsitvio‘n.

c. Effect of Transition on Licenses. -
(i) Tfahsition,will not affect Enrolled Affiliate’s rights in perpetual Lipenses paid in full.

(i) New version rights will be granted for perpetual Licenses covered by s'oﬁwa,e
Assurance up to the end of the 'ljran_sit_icn Period. | SR .

(i) For L&SA ot paid in-full at the end of the Transition Period, Enrolied Affiliate will
..’ have perpetual Licenses for a proportional amount equal to.the amounts paid for the
-+ Transitioned Product as of the end of the Transition'Period. - - »

" :(iv) For'L&SA not paid in full or granted a perpetual License in accordance with the above
" or Subscription Licenses, ali rights to Transitioned Licenses cease at the end of the
" - Transition Period. _ o T e
6. - End of Agency Enroliment term and termination. .
' a. General. At the Expiration Date, Enrolled Affiliate “must immediately order and pay for
Licenses for Products it has used but has not previously submitted an order, except as
otherwise provided in this Agency Enrollment. ‘

. b. Renewal Option. At the Expiration Date of the initial term, Enrolled Affiliate can renew
Products by renewing the Agency Enroliment for one additional 36 full. calendar month
term or signing a new Agency Enroliment. Microsoft must receive a Product Selection
Form and renewal order prior to or at the Expiration Date. The renewal term will start on
the day following the Expiration Date. Microsoft will not unreasonably reject any renewal.

. Microsoft may make changes to this program that will make it necessary for Customer
and its Enrolled Affiliates to enter into new agreements and Agency Enrollments at
renewal. - . : ‘ A

¢. If Enrolled Affiliate elects not to renew. '
(i) Software Assurance. If Enrolled Affiliate elects not to renew Software Assurance for

any Productunder its Agency enroliment, thenmEnrolled Affiliate will ot be permitted
to order Software Assurance later without first acquiring L&SA.

(i) Online Services eligible for an Extended Term. For Online Services identified as
eligible for an Extended Term in the Product List, the following options are available
at the end of the Agency Enrollment initial or renewal term. ' o

1) Extended Term. Licenses for Online Services will automatically expire in
accordance with the terms of the Agency Enroliment. An extended term feature
that allows Online Services to continue month-to-month (“Extended Term") is
available. During the Extended Term, Online Services will be irivoiced monthly at
the then-current published price for Enrolled Affiliate’s price level as of the
Expiration Date plus a.3% administrative fee for up to one year. If Enrolled
- Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must receive the request not less than 30 days prior to the
Expiration Date. . : . . .

2) Cancellation during Extended Term. If Enrolled Affiliate has opted fdr the
Extended Term and fater determines not to continue. with the Extended Term,
Resellermust submit_a_notice’ of cancellation for each Online Service. ..

Cancellation will be effective at the end of the month following 30 days after
Microsoft has received the notice.

(iii) Subscription Licenses and Online Services not eligible for an Extended Term.
If Enrolled Affiliate -elects not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated media must be uninstalied and
destroyed and Enrolled Affiliate’s Enterprise'must discontinue use. Microsoft may
request written certification to verify compliance. '

(iv) Customer Data. Upon expiration or termination of a Licensé for Online Services,
Microsoft will keep Customer's Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse Microsoft if there are any
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assomated costs. After 90 days Microsoft will drsable Enrolled Affiliate’s account and
will delete its Customer Data. Enrolled Affiliate agrees that, other than as described
above, Microsoft has no obligation to-continue to hold, export or return Enrolled

- Affiliate’s Customer Data and that Microsoft has no liability whatsoever for deletlon of
Enrolled Atfllrate s Customer Data pursuant to these terms. :

d. Termmatlon for cause. Any termlnatlon for cause of this Agency Enrollment will be
subject to the “Termlnatlon for cause” sectton of the Agreement

e. Early termlnatlon Any Early termlnatlon of thls Agency Enrollment wrll be: subject to the
“Early Términation” Section. of the Enterprise Agreement. In the event the Master
Enrollment is terminated earlier than this Agency Enrollment intd which the Master
Enrollment terms. and. conditions have been incorporated, the Master Enroliment terms

_,and conditions shall” continue to apply to thrs Agency Enrollme t
En ollhrent'ﬁaiﬁot-beemtermu yated=——= & =

lf.the Master .

For Subscnptlon Licénses, in the event of a breach by Mlcrosoft Mlorosoft ‘will issue
Reseller a credit for any amount pald in advance that would apply after the date of
termlnatlon , S -

Remainder of page intentionally left blank.
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Agency Enrollrnent Details

1. Enrolled Affiliate’s Enterprrse.

ldentlfy which Agenctes (as defined above) are included in the Enterprlse (Required)
Enrolled’ Affiliate’s Enterprise must consist of entire agencies, departments, offices, bureaus,
instrumentalities, divisions or other units of the City ¢ and County of San Francisco, not partial

T agenmes departments, offlces, bureaus, mstrumentalmes lelSIOnS units oror other partial
entltles R } : .

Check only one box in thls sectron

e If no boxes are checked or the first box is checked Mlcrosoft w.ll deem the

- Enterprise to include the entire Enrolled Affiliate, as Ilsted on the Program Slgnature
Form (and no other Agency). ;

» |f only the second box is checked Enrolled Affllrate w1|| subllcense to Agenmes listed

. below, taking responsibility for each such Agency, but will not acqwre Llcenses for

Enrolled Affiliate’s own use hereunder.

- If both boxed are checked, Enrolled Affiliate both (i) purchase Llcenses for itself and
(ii) will subllcense to Agencies listed below, taking responSIblllty for each such
Agency.- . .

Enrolled Affrhate ] Enterprlse mcludes

il Enrolled Afflllate, as hsted on the Slgnature Form.

[] Enrolled Affiliate and the following Agencies (Only |dent1fy specmc Agenmes to be included
if fewer than all Agencies are to be included in_the Enterpnse attach a separate sheet if
necessary) . ,

Enrolled Affiliate’s Enterprise will not include any other Agencies or other Affiliates.

Each party will notify the other in writing if any of the information in the following contact information
page(s) changes. The asterisks (*) indicate required fields: By providing contact information, Enrolied
Affiliate consents to its-use for purposes of administering this Agency Enroliment by Microsoft, its
Affiliates, and other parties that help administer this Agency. Enrollment. The personal information
provided in connection with this Agency Enroliment will be used and protected in accordance with the

privacy statement avanlable at https://www.microsoft. com/llcen3|ng/servrcecente

a. anary contact. This contact is the primary contact for the Agency Enrollment from within

- ———Enrolled-Affiliate’s Enterprise:—This contact-is-alsoan~Online"Administrator-for-the Volume— """ -

Licensing Service Center and may grant online access to others. The primary contact will be
the default contact for all purposes unless separate contacts are identified for specific
purposes

Name of entity (must be legal entity name)*
Contact name* First Last

Contact email address*

Street address”

City*

State/Province*
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Postal code* -
(For U.S. addresses, please provide the zip + 4, e.g. xxxxx-xxxx)
Country* .
Phone*
TaxID. . . -
lnd/cates requrred f/elds

Notrces contact and Onlme Admmrstrator Thrs contact (1) recerves the contractual
notices, (2) is the-Online Administrator for the Volume Licensing Service Center and may
grant online access to others, and (3) is authorized for applrcable Online Services to add
or reassrgn chenses step up, and initiate Transitions prlor to a true-up order

O Same as pnmary contact (default fno mformatron is provrded below, even |f the box

8.6 noLcheckedt D R RN N ST SR IO

ty

Contact hame* Frrst 'Last .
Contact email address* .
Street address* R
State/Provmce*
- Postal code* ~ - : o
(For U:S. addresses please provrde the Zp +. 4 e. g. xxxxx-xxxx)
Country*
Phone* - - ‘ :
Language preference Choose the language for notices. Englrsh o
[ This contact is'a third party (not the Enrolled Affiliate). Warning: This contact receives
personally identifiable information of the Customer and its Affrhates :
/ndrcates requrred flelds S S .

. <0nlme Servrces Manager ThIS contact is authonzed to manage the Onllne Servrces
“ordered under the Agency Enroliment and (for applicable Online Services) to ‘add or
reassrgn L|censes step-up, and initiate Transrtlons prior fo a true-up order.

|:] Same as notices contact and Online Administrator (default if no rnformatlon is
provrded bélow, éven if box is not checked) - :

Contact name*: Flrst  Last
Contact email address* ‘
Phone* . . ’ i
[] This contact is from a third party organrzatlon (not the entlty) Warning: This contact
receives personally rdentrfrable information ot the entity. .
lndrcates requrred fields ' .

Reseller i

:formatron Reseller contact for this Agency Enrollment is::

Reseller company name* - :
Street address (PO boxes W|II not be accepted)* ’
City* - SRR . ,
State/Provmce* ) '
Postal code
Country* - ,
Contact name* . o
Phone* @ - . .
Contact email address A
* indicates required f/elds
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By srgnlng below the Reseller identified above confrrms that all information provided in

 this Agency Enroliment is correct

Signature*

Prm ed name*

* indicates requ:red f/elds '

'Changlng a Reselier. If Mlcrosoft or the Reseller chooses to drscontmue doing business’

" with each other, Enrolled Affiliate must choose ‘a replacement Reseller. If Enrolled

' Affiliate or thé’Reseller intends to terminate their relationship, the initiating party must
.'notify Microsoft and the other party usmg a form provrded by Mrcrosoft at Ieast 90 days
‘prior te the date on Wthh the change is to take effect : :

i Enrolled Affrlrate requires a separate contact for any of the followmg, attach the

B ‘;Supplemental Contact Information: form Othem/rse the notrces contact and On/lne

Admlnlstrator remams the default.

{v) Additional notrces contact

"(vi) Software Assurance manager -
(vii)Subscriptions manager

(viii) Customer Support Manager (CSM) contact

"2. Financing elections.

Is a purchase under thls Agency Enrollment being financed through MS Fmancrng'7 No

Ifa purchase under this Agency Enroliment is financed through MS Financing, and Enrolled Affiliate
~ chooses not to finance any associated taxes, it must pay these taxes directly to Microsoft Licensing,
‘GP.
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Exhibit A - Product Selection Férm for Agency Enroliment |

e ls ordermg on its ;utlal Agency

= which: »Enrolledf. Affiliate -has:.. .. _

ir the Agency

- A thce. Pro Plus for Office 365

_Office:365.Plan
- . . Qffice 365 (Plan G1)
Office 365 (Plan G3)-
) Qifice 365 (Plan G4).
Cllent ‘Access License (€
" Choose Core CAL or Enterprise CAL: ..

. . Core CAL or. Enterpnse CAL,

. Bridge for Office 365 " ‘
Bridge for Windows lntune . . )

Bridge for Office 365 and Windows Intune

.-<Choose Ohe;

pgra

>W|ndows
‘Windows VDA”
-'Windows Compamon Subscnptlon License”

Mfcrosoft Desktop Optxmlzatlon Pack (MDOP) ) |

s ‘tabllsh the Enrolled Afflllate s prlce level.. Unless otherWIse lndlcated in the associated
ract. documents, the price level for each Product offerlng/pool |s ‘set based upon the

g quanvtlty to price Ievel mappmg DO NOTINCLUDE BRIDGE CALS

1 2 3 4
Ofﬁée Professional - ) S
. Plus + Office Client Access Client Access UW'?:(?;V‘:_ I‘Z/)\;a.slétop
" Professional Plus License + Office . - ~Pg indows
8 ; License + VDA + Companion
for Offico 365 + 365 (Plans Windows Intune Subscription
~ Office 365 (Plans G1/G3/G4) ol Lic eng o
G3-G4), o '
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,Enterprrse Products and Enterprise Online Services: Unless otherwise
indicated in associated contract documents Prlce Level is set usmg the hrghest
quantity from Groups 1 through 4.

Additional Product Application Pooli.Unless otherwise rndrcated in.

|- associated contract documents, Price Level is set using quantity from Group 1.

. except (1)

“Additional Product Server Pool: Unless otherwise indicated in associated”
. ,contract documents Prrce Level is set usmg the hrghest quantrty from Group 2
or3.

Addrtronal Product Systems Pool Unless otherwrse mdrcated in assocrated

_All Products
are Level D
minus 7.5%,

Azure: Services
(Level D)’ and
Office 365
. Services

: (Custom

Notss: o

3.

contract documents Pnce Level is set uLg quantrty frcm Group 4.

Priced)

"The operatlng system Llcenses granted under this program are upgrade chenses only if the
Wihdows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
quallfyrng Windows OS installed t6 support the upgrade Fcr a complete list of qualrfyrng

erndows OS please refer to the Product Lrst

Enrolled Affiliate acknowledges that rn crder to use a thrrd party to rermage the Windows

Operatrng System Upgrade, Enrolled Affiliate must certify that it has acquired qualifying operating
system licenses. This requarement applies to Windows Companion Subscription License,

Windows OS Upgrade, or Windows VDA See the Product List for detarls _
MDOP requires purchase of Windows OS Upgrade or Windows VDA
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“"*Micremft. . o “ Volume Llcensmg

Appendrx F - Exp/anatron of Agreement Elements

Th|s Sectlon as added 'to the. Master Enrollment by thts Appendlx F is- provrded pursuant to
Enrolled Afftllate s request, solely as a guide to &id in finding and- understandmg key applicable
-prowsrons of the Master Enroliment and Enterprise. Agreement’ which' relate to “Applicable
‘Servicés” (Office 365 Services, Dynamics CRM Online: Services,. ‘and Windows Azure branded
Services, each as defined in Section 1 of the Master Enroliment Terms and Condltlons) It is not
intended, and’ shall not be: deemed; to constitute’ .a madification to the ‘terms-"and conditions
currently established in other Sections: of the- Master Enrollment or Enterpnse Agreement
References to “current™ and “currently” in this Appendix F, when descnbmg a document refer to

[

3

Under thls Master Enrollment the Clty s purchase of Appllcable Serwces (and thelr successor
Onltne Servxces) is subject to the terms and condnttons of both (a) the Enterprise Agreement
(“EA”) identified on Page - 1; and’ (b) the Master, Enrollment (WhICh comprlses all Sections of
this docurment except this Appendtx F). The EA was negotlated on behalf of the Callforma County
lnformatlon Serwces Dtrectors Assomatton (CCISDA) A ,

" THe Master Enrollment was negotlated by DT on behalf of the entlre C|ty and County of San
Francisco (CCSF) asa type of “Citywide Agreement” under whtch Products may be ordered by
both (i) DT, on Behialf of itself and other CCSF entities (see definition of “Agency” in Section'1 of

. the Master Enrollment Terms and Condttlons) and (i) 'other. CCSF entities; which may purchase
on their own behalf and (optlonally) on behalf of other CCSF entities. Other CCSF Entities must
execute Agency Enrollments in order to ‘make thelr own purchases The form of Agency .
Enroliment | is shown in Appendlx E L .

Each Enrollment (both Master Enrollment and Agency Enrollment) lncorporates by reference
two additional documents, (i) the Product List .and (ii) Product Use Rights (“PUR"),

- both of which are currently located at URL http:/Avww.microsoft.com/contracts but may be moved

to another URL (i which case Mlcrosoft will notify each enrolled entity of the new URL)..  The

Product Use Rights for Online Services are posted in a separate document; as of the Effective

Date titled the “Online Services Use Rights.” All references to “Product Use Rights” in the-

Enterpnse Agreement and Master Enrollment shall, when’ appltcable to Online Services, include

such separatedocument The current PUR and PL are dated Apnl 2014, as of the date this

Appendlx F was wntten o .

The PUR and Product Ilst mav also lnclude URLs which dlrect Enrolled Afflllate to -

additional documents incorporated by reference into the Agreement. Examples of such
llnks whlch pertam to Office 365 Services currently mclude but are not Ilmlted tor

> Servrce Level Agreements (“SLA”) When any Onhne Servnce is ftrst ordered and

through the end-of the then-currerit term of the appllcable Enrollment (the “Initial -
Enroliment Term”), the SLA applicable to it will be the SLA in effect on the day of the
applicable initial order. If Microsoft make charges to the SLAs posted to the above URL
during the Initial Enrollment Term, such changes will not apply} until the day following that

" term, unless the partres otherwise agree in writing to'a change. When the term of the
enrollment is renewed or extended for any period (the “Extension Period”), the appllcable
SLA(s) posted at the URL as of the day following the Initial Enrolimenit Term will take
effgct on that day and will remain fixed for the remainider of the Extension Term. In the '
current PUR, SLAs for each appllcable component of Offlce 365 services are listed under
dlfferent URLs . : .

See Appendlces C and D for the SLAs appllcable durmg the |mt|al Master Enrollment
Term -

> Privacy Statements;

'*“‘headatesthe_appltcableqdasumentwasad.ded.,_ttd./mo r.executed.: St i




§ 4t it

The Order of Precedence between the above- referenced documents is determined in Section 2

o "These may change dunng any term of the Enroliment. Mrcrosoft will notify
Enrolled Affiliate of material changes.
o Inthe current PUR, the followmg URLs are appllcable to key Online Servnces:

' Azure Fllghts Management http: //www mlcrosoft com/onl|ne/legal/’7langld-en—us&domd—
' .Bmg Maps htip://go.microsoft. com/fwllnk/’7L|nle-248686

Forefront Online Protectlon for Exchange http: . mrcrosoft com/onhne/legal/v2/7lang|d..en-
usé&docid=18

Microsoft Social Listening: hitp://go. mlcrosoft com/fwlmkl'?Llnkld =389041
Microsoft Dynamics CRM Oniine: http://go. mlcrosoft com/lwlmk/?Lmle—sl0140&clc|d_0x409
Office 365 OneDrlve http://go. mlcrosoft com/fwllnk/’7Lmle-212058&clc;d_0x409

Offlce 365 Pro Plus Pro]ect Online, Prolect Pro for Office 3685, and VlSIO Pro:
http://r. offlce mrcrosoft com/r/rlrdOOanacvStatel SHighLight?clid= 1033 '

“Power Blfor Offlce 365 httg [hww, mlcrosoft com/gnvacystatement/en- .
_us/PowerBlforQffice385/Default.aspx -

'System Center: http:/go. mlcrosoft com/fwlink/?LinkID=329765

. System Center Endpomt Protection: http://go. mlcrosott com/fwllnk/'?Llnle-32976

Wlndows Azure: httQ //go. microsoft. com/fwlink/p/?LinkiD=131 004&clctd-0x40

Windows Azure Active Directory Premium:
http://go.microsoft.com/fwlink/p/7LinkiD=131004&clcid=0x409

Windows Intune: http://go.microsoft.com/fwlink/?Linkld=240296
Yammer Enterprise: hitps://www.yammer.com/about/privacy

of the Master Enrollment._That Section allow:

tatha-Orderof Precedenceto-be

established in the body of the documents themselves (and by Amendment) provided that the -

conflict is expressly resolved in the documents. For example, a statement in the current Online

Services Use Rights (included in the PUR, as stated above) establishes a Product-specific

exception for Office 365 ProPlus (which is included in the G3 Suite) to allow installation onup to &

Operating System Environments plus 5 tablets plus 5 mobile devices.

" The PL_and PUR may be summarlzed generally as follows

>

CCSF_EAEnrAmend(WW)(ENG)(May2014)

The PL generally contains terms and conditions pertaining to ordering Products
(including Online Services), including information about product availability and

occasional promotional offers. Each Product in the current PL is listed separately, and in

addition to other Microsoft Online Services there are listings for each available “Plan“ for

Office 365 branded services.

Microsoft frequently releases new edutlons of the PL. Microsoft Products that are not

identified in the most recent PL, as of the date of sale are generally not available for sale

under the license agreement type(s) to which the PL applies, unless the partles have
otherwise aqreed in writing to an exception.

The PUR generally contains terms and conditions pertamlng to li censmg and using

Products (including Online Services, in the Online Services Use Rights, which includes a

table of contents). Sections in the current Online Services Use Rights applicable to Office

365 branded Online Services include:

o ‘“General Terms” (beginning on page 5);
o ‘“Office 365 Applications” (beginning on page 15); and
o “Office 365 Related Services: (beginning on page 17).
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Microsoft frequently releases new editions of PUR. The paragraph tltled “Terms
Updates” in the current Online Services Use Rights governs the frequency by which
Microsoft may apply changes to the current terms specifically applicable to the Office 365
branded Onllne Servrces (and to all other Mrcrosoft Onlme Servsces)

In addrtlon to provrslons regardrng SLA and Prlvacy Statements mentloned above, other-
examples of prov:srons in the current PUR related to Office 365 Servnces include (but are
not limited to): SRR

> Information about which license types are needed for each Onllne Servrce and how/when
. Ilcenses may be reaSS|gned between users; and " o »

R Sectlons on the followrng

B

o]

e ?
-1:@‘!

Enroliment by Section 10 of the Master Enrollent Terms and Conditions);

Onlrne Services Explratron ‘and Termination, and what happens to Customer Data
at that time. (Wthh is superseded by Sectlon 7C4 of the Master Enrollment Terms
and Conditions);: R

Responsibility for Your Accounts; .

Acceptable Use pollcy (restrlctlons on use, such as prohrbrtlon agalnst illegal use,

- spam, eté.);:

Regulatory (MICl‘OVSOﬁ'S nght to termlnate the service in the unllkely event of a

-. materially negative change in law, such as Microsoft becomlng regulated asa

telecommunications provrder) and”-
Statement about provision of electronic notices. -
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Volume Licensing

Custom Enterprise Enrollment ~ State and Local
CTM for City and County of San Francisco Agency Enroliment

Enterprise Enroliment number

(Microsoft to complete) | Proposal ID/Framework 1D

Previous Enroliment number o S ' -
(Reseller to complete) - ° - Expiration Date . ] May 31, 2017

Master Enrollment Number _

Thrs Mlcrosoft Enterpnse Enrollment (the “Agency Enrollment’) is entered into between the entmes as
identified in the signature form as of the effective date. Enrolled Affiliate hereunder represents and -
warrants it is a government entity that is an agency, department office, mstrumentaltty,
d|V|$|on, unit or other entity of the City and County of San Franclsco

This Agency Enrollment consists of: (1) these terms and conditions- (including the terms and ’

conditions of the Master Enroliment which are incorporated herein), (2) the terms of the Enterprise
Agreement 01E71734 (which must identified on the signature form), ( od’uctSSelectron Form
(Exhibit A), (4) any supplemental contact informatiory form or .Préviou ment/Enroliment form
that may be required, (5) any-order submitted under this Enrollmen,;

confidential net pncmg hereunder

Affiliate's actual pricing and payment teri
‘Enrolled Affillate and Reseller; and .

B. Include terms. and conditions in its Appendix A whrch amend the Enterpnse Agréement w1th
res ect to certam Onllne Servrces products .

vill be governed'. by separate agreement by

that most if not all Onllne Services wrlt be purchased by DT under the Master
Enroliment on behalf of the Enrdlled Affiliate hereunder. However, in the event that the Enrolled
Affiliate hereunder both (1) purchases its own Licenses, under this Agency Enroliment, for Online
Services that are governed by Appendix A to the Master Enroliment; and (2) establishes its own
unique Managed OLS Environment, then the terms and conditions of the Entefprise Agreement and
this Enroliment which pertain to such Applicable Services shall be deemed to be amended by
Appendix A to the Master Enrollment. Section 5 of the Master Enrollment Terms and Conditions
govern the circumstances pursuant to which Appendix A will apply to this Agency - Enroltment
Enrolled Affiliate may obtain a copy of the Master Enroliment from DT.

All terms used but not defined in the documents are located at .

. hnttp://www.microsoft.com/licensing/contracts. In_the_event.of any_cenflict the terms of this Agreement_. ... ... . ... ...

control..Also at the foregoing site, Enrolled Affiliate may find the Product Use Rights, Product List,
updated Service Level Agreements and other documents which Microsoft may, from time to time, add
to the site.

- Order of Precedence. In the case of a conflict ‘between any documents referenced in this Agency
Enrollment that is not expressly resolved in the documents, their terms will control in the following
order: (1) The Terms of Appendix A to the Master Enrollment, if applicable pursuant to the section
above titled “Master Enroliment”; (2) these terms and conditions; (2) the Enterprise Agreement; (3) the
Product List; (4) the Product Use Rights; (5) any other documents and (6) all orders submitted under
both this Agency Enrollment.



“Enrolled Agency ” In the Master Enroliment (between Microsoft and the City'and County of San
Francisco, acting through DT), the Enrolled Affiliate to this Agency Enroliment is referred to as an
“Enrolled Agency.” Because most of Microsoft's standard documents refer to "Enrolled Affiliate,” the
parties hereby agree that: . .

a. All references to “Enrolled Afflllate“ in this Agency Enroliment (and any amendments hereto)
shall equate to the deflned term “Enrolled Agency,* as such term is used in the Master
Enroliment; _ .

b. All reference to “Enrolled Afflllate“ in the Master Enrollment shall refer solely to the City and

- County of San Francisco, acting through DT; and

c. Any reference to “Enrolled Agency" in the Master Enroliment shall apply to the Enrolied

Affiliate to this Agency Enrollment. ; .

Effective date. If Enrolled Affiliate is renewing Software Assurance oF Subscnptlon Licenses from

= 'onmere-previeusssEnfellmentser-fagreementsﬁthemtheseﬁeottvesdmwlmbeaseLQLMcLeanﬁ Vige.

and Amendment and will be relevant to calculations pertalmng to the renewal of Software Assurance
Otherwuse ‘the effectlve date wnll be the date this Enrollment is accepted by Microsoft; °

Term. The initial term of thls Agency Enrollment wull expire on the last day of May, 2017,
notwithstanding the effective date. If the Agency Enroliment is renewed, the renewal term will expire
36 full calendar months. after the effective date of the renewal term Any reference |n th|s Agency
Enrollment to “day" will be-a calendar day . .

Anmversary date. Any reference o “annlversary date" refers to June 1 of each calendar year which
falls during the term. . . . <l

'S Product pricing and
A greement between
' parately from

Product order. The Reseller W||l prov1de Enrolled Afflllate w:th Enrolle
order. Prices: and billing terms for all Products ordered’ wrll be: determ

Enrolled Affiliate and the Reseller. The Reseller w i
. this Agency Enrollment.

lat‘

Terms and Col ditions:

1. Defmltlons. s '.

Agreement ‘The followmg ‘definitions are used in th|s Agency Enrollmen,,_ -
“Addltlonal Product" means any Product identified as such ln the Product Llst and chosen by Enrolied

uhit or other entlty of the C|ty and County of San Franmsco

i

“Enterprlse Onlirie Servrce” means any Onllne Service deSIgnated asan Enterpnse Onllne Service in
the Product List and"chdsen by Enrolled Affiliate tinder this Agency Enroliment. Enterpnse Online .
Servrces are treated as Online Serwces except as noted :

“Enterpnse Product" means any Desktop Platform Product that Mlcrosoft desrgnates as an Enterpnse
Product in the Product List and chosen by Enrolied Affiliate under this Agency Enroliment. Enterprise
Products must be llcensed for. all Quallfled Devrces and Quallfled Users on an Enterpnse—wnde basls
under this program oo : - b -

“Explratlon Date” rneans the date upon Wthh the Agency Enrollment explres .

“lndustry Devme” (also known as line of business device) means any device that (1) is not useable in
its deployed.configuration as a general purpose personal computing device (such.as a personal
computer), a multi-function: server, or a commercially viable substitute.for ore of these systems; and
(2) only employs an'industry. or task-specific software program (e.g. a computer-aided design program
used- by ‘an architect or a point of sale program) (“Industry Program”). The device may include
features and functions derived from Microsoft software or third-party software. If the devrce performs
desktop functions (such as email, word processing, spreadsheets, database, network or Internet
browsing, or scheduling, or personal finance), then the desktop functions: (1) may only be used for
the purpose of supporting. the Industry Program functionality; and (2) must be technically integrated
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with the.Industry Program or employ techntcally enforced pol|c|es or archrtecture to operate only when
used wnth the Industry Program functlonallty . .

“L&SA” means a License with Software Assurance for any Product ordered

“Qualified Dev1ce" means any devrce that is used by-or for the beneflt of Enrolled Afflltate s Enterprise
andis: (1) a personal ‘desktop computer portable computer, workstation,. or similar device capable of .
runnlng Windows: Professional locally(in a physical or virtual operatmg ‘system environment), OR (2) a

~‘device used to access a virtual- desktop mfrastructure (“VDl”) ‘Qualified Devices do not include any
device that is: (1) designated as‘a server and not used as a personal computer, OR (2) an Industry
Device, OR (3) not managed (as defined in ‘the Product List at;the start of the- appllcable initial or
renewal term of the Agency Enrollment) as part of Enrolled Aftlllates Enterprlse At its option, the -
Enrolled Affiliate may designate any device excluded above (e.g., Industry Dewce) that is used by or
for thie benefit of the Enroiled Affiliate’s Enterprise as 'a Qualified Devrce for all or a subset of
‘Enterpnse Products or Onlme Servrces the Enrolled Affllrate has selected

"Quallfled User” means a person (e g employee consultant contmgent staft) who (1)isauserofa
Quallfled Devrce or (2) accesses any ‘server software requmng an Enterpnse Product Client Access
License or any Enterprise Online Service. It does hot include a person who accesses server software
or an Online Servrce solely under a License’ tdentrtred in the Qualified User exemptlons in the Product
L|st ; -

“Reserved L|cense means for an Onlme Servrce identified as ellglble for true -ups in the Product List,
the Ltcense reserved by Enrolled Afﬂllate pnor to use and for whlch Mlcrosott wsll make the Onllne
Service available for actrvatlon ’ . }

.“IS both (i) logically
ed Enttttes ¥ Customer

“Managed OLS Environment’ means the collectlon of Customer Data:wh
isolated from other Microsoft customers’, (inciuding but.net limited: to. othar.Ej
Data in Microsoft's data cent’ . and, (u) assocrated with-a unig MO
OfflCB 365 Services, this | i nly referred to as &"Tenant.”

“Transition” means
eligible for Trangition'z

“T rgﬂghnn Pgrmd”

. anmversary date for whrch the Transmon isré orted

2 Order requrrements.

a. Mmlmum Order reqmrements Enrolled Afftllate s Enterprlse must have a mlntmum of
25. Qualified Users or Qualified Devices." The: initial order. must include at least 25
. Licenses for Enterpnse Products or Enterprise Onllne Serwces

(i) Enterprise Commitment. If ordering any Enterprise Products Enrolled Aff|l|ates
-order must include coverage for all Qualified Users or Qualified Devices; depending
on the License Type, of one or more Enterprise Products or a mix.of Enterprise
Products and the corresponding Enterprise Online Services.

'(u) Enterprise Onlme Services. |f ordering Enterprise Online Services only, then
. Enrolled Affiliate must maintain at:least 250 Subscnptton L|censes

b. Additional Products. Upon satlsfymg the minimum order reqwrements above, Enrolled
- Affiliate may order Additional Products and Services.

T e cMProduct Use Rights-for- Enterprise Products: For Enterprlse Products-rf "anew Product“ e

version has more restrictive use rights than the version that is current at the start of the
applicable initial or renewal term of the Agency Enroliment, those more restrictive use
rights will not apply to Enrolled Affiliate’s use of that Product during that term.

d. Country of usage. Enrolled Affiliate must specify the countries where Licenses will be
used onits inltial order and on any additional orders.

e. Adding Products.

(i) Adding. new Products not previously ordered. Enrolled Affiliate may add new
Enterprise Products by entering into a new Agency Enroliment or as part of a
_ renewal. New Enterprise Online Services may be added by contacting a Microsoft
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Account Manager or Reseller. New Addrtronal Products, other than Online Services,
may be used if an order is placed in the month the Product is- first used. For
Additional Products. that are Online Servrces an |n|t|al order for the Online Service is
requrred prlor tc use

(ii) Addmg L|censes for prevrously ordered Products Addltlonal Llcenses for

- previously ordéred Products must be included in the next true-up order Enrolled Affiliate must

purchase Services and Licenses for Onlifie Services prior to Use; unless the Online

- Services are’(1) identified as. eligible for- true-up in the Product Llst or 2) rncluded as
part of other chenses (e g Enterprlse CAL) aooe N P

f. True-up regwreme" .s ‘ , , .
(i) True-up order. Enrolled Affrlrate must submlt an. annual true-up order that accounts

,vmfor_channes sinice: the:initial.order or. last. true- trug-up:order;.including:. (1). any icrease in. .. .. .

Lroenses ncludmg any. lncrease in Qualified Devices or Qualified Users and
Resérved Llcenses 2) Transrtlons (lfpermrtted) or (3) Subscnptron Llcense quantlty
re permltted) Mlcrosoft at its dlscretron, may validate the customer true-
up ‘data ‘Submitted:” through a’ formal product deployment assessment usmg an
approved Mrcrosoft partner . .

(ii) Enterpnse Produots Enrolled Affiliate must determlne the number of Quallfled
. Devices and. Quallfred Users (if ordering user—based Llcenses) at the time the true-up
" order. is placed 'and must ordér- additional Llcenses-' for all Qualified Devices and
Qualrfled Users that are not already covered by exig ing- chenses mcludlng any
Enterprrse Onlrne Serwces : i . . o

(iii) Addrtronal Products For Produc' : :
Affiliate. miisi determlne the Ad tronal Product
dlfference (if L

an rnorease ln chenses to be mcly [
Llcenses for prior ordersi~ Reductions-ir-Licenses: w be: effectlve at end of the
Trafisition Period: Assoorated lnvorces wif also reflect thlf hange. For Licenses paid
upfront Microsoft will issue a. ‘Gredit for the refmaining: months of Software Assurance
’ rSubscrlptron Licenses that were, reduced as part of the Transrtro :

(vi) True-up due date: ‘Thé true-up order must be: recelved by Mlcrosoft between 60 and
30°days prior o' the Agency Enrollment anmversary date. - The third- -year anniversary
true-up, ordet is due within 30 days prior t6 the Expiration Date. ‘Enrolled Affiliate may
true-up. more often than at each Agency Enrollment annrversary date except for
Subscrrptlon Llcense reductlons / . . ’

(vu)Late true-up order If the true up order is not recerved when duer. N
' 1) Mlcrosoft will i mvorce Fteseller for all Reserved chenses’not prevrously ordered.

2) Transmons and. Subscrlptlon License reductlons canniot be reported until the
followrng Agency Enrollment annlversary date (or at Agency Enrollment renewal,
as appllcable) - . : :

J

(viii) Subscrlptron Llcense/ reductlons Enrolled Afflllate may reduce the quantlty of
Stibseription Llcenses onh a- prospectlve basrs |f permltted in the Product List as
follows ’ . R

1) For Subscnptlon chenses part of an Enterpnse-wrde purchase chenses may be
redueed if:the, total quantity of Licenses and Software Assurance for an applicable
group: tests o exceeds the quantity of Quallfled Devices identified on the
Product Selectlon Form Step- up chenses do not count towards this total count.

4
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2) For, Enterpnse Online Services hot a part of an Enterprise-wide purchass,
Licenses can be reduced as long as the initial order mlnrmum requnrements are
maintained. .

3) For Addrtlonal Products avarlable as: Subscnptlon Licenses, Enrolled Affiliate may
reduce the Licenses. If the License count is reduced to zero, then Enrolled
Affiliate’s use of the appllcable Subscnptlon License will be cancelied.
, lnvouces will be adjusted to reflect any reductions in Subscnptlon Llcenses at the true-
/ up order Agency Enrollment anmversary date and effective as of such date. '

(ix) Update statement. An. update statement must be submitted mstead of a true-up
order if, as of the initial order or last true-up order, Enrolled Afflllate s Enterprise has
not: (1) changed the number of Qualified Devices and ‘Qualified Users licensed with
Enterprise Products or Enterprise: Online, Servtces “and (2) increased its usage of
‘Additional Products "This update statement must be Slgned by Enrolled Affiliate’s

N authorlzed representatlve The update statement must be received by Microsoft
. between. 60 and 30 days prior. to the: Agency Enroliment anniversary date. The Jast
update statement is due Wwithin 30 days prlor fo the Exprratron Date. .

g. Step-up chenses 'For Licenses eligible for a step-up under this Agency Enroliment,
Enrolled Affiliate may step-up to a higher edition or suite as follows:

(i) For step-up Licenses included on an |n|t|al order Enrolled Afftlrate may - order
_according to the true-up process. iy ,

(i) If step-up Licenses are not included on an. lnltlal order, Enrolled Affrlrate may step-up
initially by following the process described in the Sectio ed “Addlng new Products
not previously ordered " then for addltlonal step=up. che ¢

_step-up may be reported

' :"'-u\ If_Enrollod AffliateTrans ; odnse,—it-Fay :

- ¢ Transitioried License. I En ‘ jliate chdp 5-10: step=Uip and the step—up chense
is separately eligible to be Trangitio ed;ﬁ.ssuc ste Licensés may result in a
License reduction at the Agency Enr ok ment anmversary date following the step-up.

h. Clerical errors. Microsoft and Enrolled Affiliate. may correct clerical errors in this Agency

Enrollment and’ any documents submitted with or under this Agency Enrollment, by
;provndmg notice by email and a reasonable opportunity for either party to object to the
- correction. Clerical errors include minor mistakes, unintentional additions and omissions.
This provision does not apply to material terms, such as the |dent|ty, quantlty orprice of a -
. Product ordered..

3.  Pricing.

‘a. Price Levels. Except as otherwise establrshed by the terms and conditions of thrs Agency
Enroliment, Enrolled Affiliate’s and Enrolled Agencies' Price Level for all Products ordered under
this Agency Enroliment will be determined by the Enterprise Agreement identified above. As of
the Effective Date of the Master Enroliment identified above, the Price Level (in accordance with

the terms and conditions of Amendment # CTX-CA-Fsilver-CORIV14 to the Enterprise ...

Agreement) was Level D minus 7.5%, except for (i) Microsoft Azure branded Online Services
which are Level D, and (i) MCS and Premier professional services (although such professional
services shall not be purchased pursuant to this Master Enrollment).

As an exception to the foregoing, special reference prices have been prowded to Enrolled
Affiliate for Office 365 Services under this Enroliment which includes unique discounts from
Level D (each greater than or equal to Level D minus 7.5%, as of the Effective Date).
Notwithstanding the preceeding statement, it is anticipated that DT will purchase all Oftlce 365
Services for Enrolled Affiliate under its separate Master Enroliment.

b. Setting Prices. Enrolled Affiliate’s prices for each Product will be established by its Reseller.
As long as Enrolled Aﬁ‘rllate continues to qualify for the. same price level, Mlcrosoft’s prices for
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Resellers for each Product or Service wiil be fixed throughout the appllcable initial or renewal
Enrollment term. However, if Enrolled Affiliate qualifies for a different price level, Microsoft will
establish a new price level for future new orders either upon Enrolled Affiliate’s request or on its
own initiative. Any changes will be based upon price level rules in the Product Selection Form.

c. Master True Up Price. The part|es acknowledge that, in accordance with the terms and -
_conditions of the’ Master Enroliment, special True Up pricing has been established for certain
Products ordered hereunder‘ Enrolled Affrllate may request stich True Up pricing from its
Reseller : R

4. Payment terms. U |
For the initial or renewal order Enrolled Afflllate may pay upfront or elect to spread its payments over

=tHig apiplicab

-yﬂEnrollm“entatermﬁlfvs'"readmpayments;are»eleetedrunlesselndlcatedsothenmM i

ger
Microsoft “will" invoice Enrolled. _Affiliate’s Reseller ih three equal annual installments. The first
installment - will be rnv0|ced upon Microsoft’s’ acceptance ‘of this Agency Enrollment and on each
Agency Enroliment’ anniversary date. Subsequent orders are invoiced upon acceptance of the order
and Enrolled Affrlrate may elect to pay annually or upfront for Onlme Serwces and upfront for all other
Licenses.’ . ,

5. . Transitions.' ‘

a. Transmon in conjunctlon with Master Enrollment

As an exceptlon to Microsoft's standard operatlonal proc
may Transition (for;ehglble Enterpnse Products) as follows

in orderL to effectuate Transntlon betw, : thrs Agency Enrollment and the Master
Enrollment ‘as, descnbed above, .Enrolled Afflllate must coordinate with DT and Reseller
ahd ensure that Reseller submlts its orders and related order forms to Mrcrosoft for both
Enrollments s1multaneously : . A

b., Transrtlon reqmrements

(i) Licenses with acfive Software Assurance or Subscnptron Licenses may be
Transitioned at any time if permitted in the Product List. Enrolléd Affiliate may not,
however, reduce the quantity of Licenses or assocrated Software Assurance prior to

- the end of the Transmon Périod:, : o

'A(u) Enrolled Afflllate ‘must order the Llcenses to whlch |t Is transrtronmg for the year(s)
' followrng the Transition Penod :

(m) If a. Transmon is made back to a License that had actlve Software Assurance as of
the daté of Transition, then Software Assurance must be re-ordered for all such
Llcenses on.a prospectlve basis following the Transition Period. Software Assurance
coverage may not exceed the quantity of perpetual Licenses for which Software
Assurance was.current at the time of any prior Transition. Software Assurance may

'not be applled to Llcenses transferred by Enrolled Afflllate

(iv)If.a dewce-based Lloense is Transrtroned fo a user—based chense all users of the
device must be llcensed as part of the Transition. :

(v) If a user-b_ased Llcense is Transitioned to a device-based Llcense, all devices
- accessed by the user must be licensed as part of the Transition.
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c. Effect of Transition on Liéenses. )
(i) Transitibn i{\(ill not affect En_rolled Affiliate’s rights in perpetual Licenses paid in full.

(i) New version rights will be, granted for perpetual ‘Licenses covered by Software .

Assurance up to the end of the Transition Period.

(iff) For L&SA not paid in full at the.end of the Traﬁéitiqn:Peﬁ'Od', Enrolled Affiliate will
have perpetual Licenses for a proportional amount equal to the a;’nounts paid for the

Transitioned Product as of the end of the Transition Period. .
(iv) For L&SA not baid in full or granied a pe,,rpetu:al License.in aécordance with the above
- or Subscription Licenses, all rights to Transitioned Licenses cease at the end of the
Transition Period. - .~ e T 4

¥

6.  End of Agency Enrollment term and termination. - .
"a. General. At the Expiration Date, Enrolied Affiliate must immediately order and pay for
Licenses for Products. it has used but has not previously submitted an order, except as
~otherwise provided in this Agency Enroliment. ’ . .

b. Renewal Option. At the Expiration Date of the initial term, Enrolled Affiliate can renew
. Products by renewing the Agency Enrollment for one additional 36 full calendar month

_ term or signing a new Agency Enroliment. Microsoft must receive a Product Selection
Form and renewal order prior to or at the Expiration Date, The renewal term.will start on

the day following the Expiration Date. Microsoft will not unreasonably reject any renewal.
Microsoft may make changes to this program that will make:it necessary for Customer
and its Enrolled Affiliates to enter into:new agreements’,and: Agency. Enroliments at

renewal. T
c. If Enrolled: Af éctsnottorenew, . .
(i) Software ssurance, If Enrolled, Affiilaté elgcts not to Fenew: Software: Assurances for

any Product under its;Agency-Enroliment, then Enrolled Affiliate will not be pérmitted
to-order Soltware Assurance iater withou A. e
. 5 3 B .

(ii) Online Services eligible for an Exten ed Term:: F

nded Term: For Online Services identified as
 eligible for an Extended Term in the Prodiict List, the-following options are available
at the end of the Agency Enrollment initial or renewal term. :

1) Extended Term. Licenses for Online Services will automatically expire in
... accordance with the terms of the Agency Enrollment: An extended term feature
that allows Online Services to continue month-to-month (“Extended Term") is
available. During the Extended Term, Online Services will be invoiced monthly at

the then-current published price for Enrolled Affiliate’s. price level as of the

Expiration Date plus a 3% administrative fee for up to. one year. If Enrolled
Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must receive the request not less than 30 days prior fo the
Expiration Date. ' '

2) Cancellation during Extended Term. If Enrolled Affiliate has opted for the
Extended Term and later determines not to continue with the Extended Term,
Resellermust submit a notice of cancellation for each Online Service.

Cancellation will be effective_at the end of the month following 30_days aiter

Microsoft has received the notice.

(iii) Subscription Licenses and Online Services not eligible for an Extended Term.
If Enrolled Affiliate elects, not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated media must be uninstalled and
destroyed and Enrolled Affiliate’s Enterprise must discontinue use. Microsoft may
request written certification to verify compliance.

(iv) Customer Data. Upon expiration or termination of a License for Online Services,
Microsoft will keep Customer's Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse Microsoft if there are any
associated costs. After 90 days Microsoft will disable Enrolled Affiliate’s account and
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will delete its Customer Data. Enrolled Affiliate agrees that, other than as described
above, Microsoft has no obligation to cantinue to hold, export or return Enrolled
Affiliate's Customer Data and that Microsoft has no liability whatsoever for deletion of
Enrolled Afflllate s Customer Data pursuant to these terms

d Termmatlon for cause. Any termlnatlon for cause of this Agency Enrollment will be
subject to the “Termlnatlon for cause” sectlon of the Agreement

e. Early termmatmn Any Early termlnatlon of this Agency Enrollment will be subject to the
“Early Termination” Section of the Enterpnse Agreement. In the event the Master
Enrollment is terminated earlier than this Agency Enroliment into which the Master
Enroliment terms and conditions have been incorporated; the Master Enroliment terms
and” conditions shall continue to apply to this Agency Enrollment as if the Master
Enrollment had not been termlnated

For Subscnp’uon Ticenses, in the event of & breacﬁ By Microsoft, Microsort Wi W|ll"is°su; e

Reseller a credxt for any amount pald in advance that would apply after the date of
' termmatlon . L
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Agency Enrollment Details

1.  Enrolled Affiliate’s Enterprise.

Identify which Agencies (as defined above) are included in the Enterprise. (Required)
Enrolled Affiliate’s Enterprise must consist of entire agencies, departments, offices, bureaus,
instrumentalities, divisions or other units of the City and County of San Francisco, not partial,
agencies, departments, offices, bureaus, instrumentalities, divisions, units or or other partial
entities. - o C o - ' .

Check only one box in this section.

. e If no boxes aré checkéd, or the first box is checked, Microsoft will deem the
* Enterprise to jnclude the entire Enrolled Affiliate, as listed on the Program Signature

. Form (and no other Agency). =~ N
e If only the second box is checked, Enrolled Affiliate will sublicense to Agencies listed
below, taking responsibility for each such Agency, but will not acquire Licenses for

Enrolled Affiliate’s own use hereunder. : : B

« If both boxed are checked, Enrolled Affiliate both (i) purchase Licenses for itself and
(i) will sublicense to Agencies listed below, taking responsibility for each such

Agency. ’

Enrolled Affiliate’s Enterprise inciudes: L
[ Enrolled Affiliate, as listed on the Signature Form. ™"

[ Enrolled Affiliate and the following Agencies (Only identlfy. spacific Agaficies 16 be included
. if fewer than are to be included in the Enterprisef attach | parate:sheet if
- necessary); Tt Y SR

mpe i : L

e Enrolled Affiliate’s Enterprise will not include any other Agéncies or other Affiliates.

Each party will notify the other in writing if any of the information in the following contact informatiofi
page(s) changes. The asterisks (*) indicate required fields. By providing contact information, Enrolled
Affiliate consents to its use for purposes of administering this Agency Enroliment.by Microsoft, its
Affiliates, and other parties that help administer this Agency Enroliment. The personal information
provided in connection with this Agency Enroliment will be used and protected in accordance with the
privacy statement available at https://www.microsoft.com/licensing/servicecenter.

a. Primary contact. This contact is the primary contact for the Agency Enroliment from
within Enrolled Affiliate’s Enterprise. This contact is also an Onling Administrator for the " 77"

Volume Licensing Service Center and may grant online access to others. The primary

contact will be the default contact for ail purposes unless separate contacts are identified

for specific purposes -

Name of entity (must be legal entity name)*
Contact name* First Last
Contact email address*
- Street address*
City*
State/Province* .
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)

Postal code* =

(For U.S. addresses, please provrde the zip + 4, e.g. xxxxx-xxxx)
Country*

Phone*

Tax 1D

: lnd/cates requrred f/elds

b. Notrces contact and Onlme Admlmstrator. This contact (1) receives the contractual
notices; (2) is the Online Administrator for the Volume Licensing. Service Center and may
grant onfine access to others, and (3) is authorized for applicable Online Services to add
or [reassrgn Licenses, step-up, and initiate Transitions prlor to a true-up order.

] Same as pnmary contact (default if no mformatlon is provrded below even |f the box
.is.not checked). e et i

Contact name* First Last,
Contact email address*

Street address*

- City* . .

State/Provrnce*

Postal code* - -

(For'U.S. addresses, please provrde the zip + 4 e. g. xxxxx-x>o<x)
Country*

Phone* :
Language preference Choose the language for notlc‘ <
l:l This contact |s a thlrd party (not the Enrolled Affiliate): Wi

This contact receives

provided below, even if box is not ¢h
_ Contact name*: First Last,
Contact email address

Ed Thrs‘contact is:from a thlrd party organlzatron (not the entrty) Warning: This contact
-réceives personally identifiable information of the entity. . .
lndlcates requrred fields

d. Fleseller mformatlon Reseller contact for thls Agency Enrollment |s

Reseller company name* -
Street address (PO boxes will not be accepted)*'
City?- _ .
StateIProvmce
Postal code*
Country* .
Contact name*. .
Phone* -. © .
Contact email address*

* indicates required fields
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By signing below, the Reseller identified above confirms that all information provided in
this Agency Enroliment is correct.

Signature*

*Indicates redUIred f/elds

" Changing a Reseller. If Microsoft or the Reseller chooses to discontinue doing business
with each other, Enrolled Affiliate must choose a replacement Reseller. If Enrolled
Afiiliate ‘or the Reseller intends to terminate their relationship, the initiating party must

‘ notrfy Microsoft and the other party usrng a form provided by Mlcrosoft at least 90 days
- -priof to the date on which the change is to take effect. : .

e. If Enrolled Affrlrate requires -a separate contact for any of. the followrng, attach_the
Supplemental Contact Infori atton form Othen/wse the not/ce contact and Onllne
-Administrator remains the defaulf. A o :

(i) Additional notices contact

(ii) Software Assurance manager
(iii) Subscriptions manager

(iv) Customer Support Manager (CSM) contact:.

2. Financing electi

Isa purchase under this, Ags

ons.

Ifa purchase under: 1

chooses not to finance any assocrated taxes, i
GpP
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Microsoft Volume Licensing

Exhlblt A- Product Selectlon Form for Agency Enrollment

Step 1. Enter all fields inf the talale b'e‘lo'w'(Fleqqired). o

' c'nqoée“ One’

Step 2 Select the Products and Quantltles Enrolled Afflllate-, lsvordermg on lts |n|t|al Agency
suszie e Enrollment=Qrder:=Quantity.may.pot: ANy os:which:. nel 3 Aﬁlhate has.....

" selected for optlonal future: use, or to: Wthhl is
Enrollment term :

Oﬂlce Professional Pl
Ofﬂce Pro Plus -

“Office 365 (Plan G1) -
Office 365 (Plan G3).
Offxce 365 (P_lan G4

.<CHoose One>

or Enterprlse CAL
r Offlce 365

" Windows OS Upgrade™
Windows VDA’

Subscription Lic

: Winhdows.Intune
Other Enterprlse Produc
R Mlcrosoft Desktop Optlmlzatlon Pack (MDOP)".

X Step 3. Establish the Enrolled Afflllate s price level. Unless otherwise mdlcated in the associated
. contract documents, the price level for each Product offering/pool is set based upon the
. " quantity to price level mapping. DO NOT INCLUDE BRIDGE CALS. ,

1 2 3 4
Office Professional . .
Eeee s -+ Office Client Access Client Access Windows Desktop
Enterprise . License + Office . . Upgrade + Windows
» . Professional Plus for License + Windows .
Office 365 + Office 365 (Plans Intune VDA + Companion
Gl1/G3/G4) Subscription Licernise

365 (Plans G3-G4)




Enterprise Products and Enterprise Online Services: Unless otherwise All Products
indicated in associated contract documents, Prlce Level is set usmg the hlghest .are Level D
quantity from Groups 1 through 4. : minus 7.5%,
Additional Product Application Pool: Unless otherW|se indicated in . except (1)

, | associated contract documents, Price Level is set using quantity from Group 1. | Azure Services
Additional Product Server Pool: Unless otherwise indicated in associated (Level D) and
contract documents, Price Level is set using the hrghest quantrty from Group 2 Office 365
ord. ' - Services
Additional Product Systems Pool Unless otherwise Indicated in associated (Custom
contract documents, Price Level is set using quantity from Group 4. " Priced)

Notes . ) .

1. The operatmg system L|censes granted under this program are upgrade Licenses only If the
Windows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
qualifying Windows OS installed to support the upgrade. For. a complete list of qualifying
Windows OS please refer to the Product List.

2. Enrolled Affiliate acknowledges that in order to use a third party to reimage the Windows
Operating System Upgrade, Enrolled Affiliate must certify that it ‘has acquired qualifying operating
system licenses. This requirement applies to Windows 'Companion Subscription L|cense
Windows OS Upgrade, oerdows VDA. See the Product List for détalls,,

‘3. MDOP requires purchase of Windows OS Upgrade or Wmdows VD

EA2013EnrGov(US)SLG(ENG)(Oct2013) . Page 13 of 13
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Introduction

How To DETERMINE WHICH TERMS APPLY TO AN ONLINE §|

=RVICE

The terms that apply to your use of a given Hcensed Online Service Ir
an alphabetical list of all Online Services, see the Index. .

NoTICES

i ude the General Terms and any Service-Specific Terms. For

Appendix 1 includes notices relevant to various Online Services as no|

* ULARIFICATIONS AND SUMMARY OF CHANGES

ad in the Service-Specific terms.

We dasigned these Online Services Use Rights to help you license m_.
recent additions, deletions and other changes to the Online Services,
of Microsoft licensing policy in response to common customer quasti

uamzmum your use of Microsoft Online Services. Below are

se Rights. Also listed below, as necessary, are clarifications

Additions

-Azure Rights Management .

Microsoft Dynamics CRM Online Enterprise

Aync online Plan 3

Microsoft Dynaivics Marketing | i3

Microsoft Social Listening Professiohal :

OneDrive for Business .

Project Lite

Windows Azure Active Directory Premium ki

Changes
General Terms:

Added video 1o the definition of Customer Data.
Added a definition for man_m_ Content. Soclal Content Is no<mad in'the No Liability ‘o_, Um_maos of Customer Data or Soclal
Content section.

Clarified in the Use of Software s:: the Online Service mmn__o: J.E the right to use software with an Online Service begins
when the Online Service Is activated. 4

Clarified in the Educational institutions section that it is Micro!
Added privacy statements for Azure m_uam Management, Sof
privacy statement. .

Added to the Benchmark Testing section that If you o:mq onlt rvices and you access Microsoft Oriline Services, you walve
any restrictions in the terms of service of your online services i :._m extent that they are mors restrictive than the terms in the

Banchmark Testing section. .

not you, that is designated as a “school official.”

Istening and OneDrive and corrected link to Windows Intune

Office mmm ProPlus and Office 365 Small Business Premium: Added rigljt to activate Microsoft Office Mobile sofiware on five tablsts In

addition to five smartphones. o -
- Windows Azure Services: : .
Clarified in definition of Windows Azure Services, whatls sold ¢ mvm,.ma?
your data.

Clarified Storage Media is defined as physical media no:E:E.

Microsoft Volume Licensing Online Services Use Rights (Worldwide English, April 2014) 4

«  Added ferms to the Store subssction related to general avallabiilty of nm:m_z Virtua! Machines sold through the >N_.=m gallery
and clarified that usage and spend amounts a_mu_m<ma anywhere but in final Invoice are estimates.

Appendix 1, Noticas: eliminated existing, dplicated Product- wumn_zn content muv__umu_m to usz Microsoft Dynamics CRM and Azure by
no:mo_aw»_:m itina new Customer m:u_uo: notice.

zu:.m Change

033 <<mu >uu=nm=o:m is now hamed Office Qnline. R

O:-m.. O_..m:mwm,, 4
Corrected refsrences throughout o &m.»_:mc_mz petween the generic use of the term‘oniine service(s) and the defined term 'Oriline
Service(s)'.

Deleted Micosbft Désktop Optimization Pack (MDOP), which was-discontinued along with Windows Intune {per device) In January
2013. If you are currently licensed for MDOP, please see the October 2012 Product Use Rights for the license terms goveming your

continued use of i

Updated list of Réquired SL options for various Online Services. .

. : Tabia of Contents 7 General Temms

" index i

iceTerma | —, . Appendices

mmzma_ Tesmg i
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-~

General ._h.m.:.:m : o :

Before you access-and use an Online Service, you must acquire and assign the User, Device, Services or Add-on SLs that
correspond to that Online Service. The appropriate SLs for each Onlirie Service are listed in the Service-Specific Terms section. If
bothUser and Device SLs are listed for an Online mmz_nm you can mnn_.__a m_.:m_‘. Not all Online Services or qualifying SLs are
avallable under all volume licensing’ n_‘om..mam. : . . -

Definitions - - . -

Terms used In these Online Services. .c.mm,m_n:ﬁ but not defined will have the definition provided.in the mn_.mmami under which the
Onling Service was purchased (your “volume licensing agreement’))., ._.o the extent the qo,_oi_._u terms m_.m not defined in your
volume licensing agreement, the following nm::Eo:m apply:

CAL means client access license. . .

Customer Data means all data, including all text; sound, video, or image files and software that are provided to us by, or on behaif
*f, you through your use of the Online Service.

o=m.o=._m_‘ Support means all support or advice u_.o<._nmn_ toyou ::nmn. your <oE..A_._m __mmsm_zm agreement.

External cMmB means users that are’ :9 elthar <o:_, or <o=_. mn___m_mm m:_u_o<mmm_ or your or your affiliates’ onsite no:ﬂmﬂoﬂm or
onsite agents.

Fixes means Product fixes, Bonaomzo:m or ant or. Sm_q that Microsoft elther _.m_mwmmm generally (such as
service packs), or that Microsoft provides to you when nmnoz.:_:u Customner. Support to address a spacific Issue.

Instance means an Image of software that is creatad by mxmn:::m the software's satup or Install procedure or by n:u:nm._:m an -
existing Instance.

Licensed Device means the single physical hardware system to which a __om:mm is mmm_mzmn For purposes of this definition, a
hardware partition or blade Is considered to be a separate nm<_om.

Management License means a license that permits Embmmmama of one or Bo_.m Ommm. There are two categories of Management
Licenses: Server Management License and Client Management License. There are thres types of Client Management Licenses:
User, OSE'and device. A User Management License permits management of any OSE accessed by one user; an OSE
Management Licanse permits management of one OSE accessed by any user; a device Management License (Core CAL or
Enterprise CAL Suite) uma._:m management of any OSE on, one device. .

Non-Microsoft Product means any software, data, service, website or osm_‘ uanca _.nm:mma sold or otherwise provided to you by
an entity other than us, whether you obtained it via our Onfine Services or slsswhare. - it also includes any third-party branded
software, data, service, website or other product made available by Microsoft through the Windows Azure Store, Gallery, or other
featura of.our Online Services. -For any stich third-party:branded product, the termis goveming your use of the. Non-Microsoft
Product will be as set forth In the Windows >~:a Stors, Gallery or otfier Online Service feature, as applicable.

o_um_.m._:m System Environment (OSE) means afl or part of an operating: system _=m~m=nm_ or all or part of a virtual {or otherwise
emulated) operating system Instance which enables separate machine identity- (primary computsr name or similar unique Identlfier)
or separate administrative sights,-and Instances of apf ons, if any, cor to run.on the operating system instance or parts
identified ahove. There are two types of OSEs, u:ﬁ_nm_ and virtual. A E_<m_nw_ :maim_.m system can have one Physical OSE
and/or one or more Virtual OSEs.

Shysical OSE means an OSE thatis nosmm:Ba to E: directly on a physical :masmB m<$m3. ‘The operating system Instance
sed to run hardware virualization software (e.q. Microsoft Hyper-V Server or similar tectinologies) or to provide hardware
<_::m__~m=o= services'(s.g. Microsoft virtualization tachnology or-similar technologies).Is considsred part of the Physical OSE.

) v:-:mi User means the user who uses the device more than 50% oq the timea in any 90 day umaoa

Qualifying Third Party Device means'a device that Is not nozzo__mn n_an=< or indirectly, c< you or your affillates Am g., a third
party's public kiosk).

Running Instance means an [nstance cn softwars that is loaded Into memory and for which orie or more instructions have been
executed. (You “Run an Instance” of softwars by loading it into memory and exscufing one or more of its instructions.) Once
running, an instance Js considered.to be E::.:m {whether or not _.m instructions no::::m to exscute) unil! it s removed from
memoary.

SL means subscription __nmzmm. s .

Social Content means publicly avallable content collected from the social media :mz‘o_‘_ﬁ such as ._.E_zm.‘. Facebock, YouTube,
and data indexing or data aggregation services. Social Contant may contain personally identifiable information in response to your
sear queries. Social Content Is not Customer Data. :

Server means a physical hardware system capable of running server software.
Virtual OSE means an OSE that is configured to run on a virtual hardware system. :

‘. _=ch=n=c=

_Service Temma, Appendiges Index

! i
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Your Use Rights
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If you comply with your volume licensing agreement, you may use the software and Online Services as expressly permitted in these

Oniine Services Use Rights. You have no right to continue to use the
om:nm__mzo: of your SL.

Ownmership o* Customer Uu»m

As betwsen the parties, you retain m__,amE tile and interest in and to.
than tha rights you grant to us to provide you the applicable Oa_zm S
you.

Our Use of Customer Data; Third Party Réquests

Customer data will be used only to provids you the Online Service. T
and repalring problems affecting the operation of the Online Service

and protection agalnst, emerging and evalving threats to tha user (sul
or derive Information from it for any advertising or other commercial p

We will not disclose Customer Data to a third party (including law enf

Oniine Services after the expiration, termination or

Customer Data. We acquira no rights in Customer Data, other
ervice. This doss not apply to software or sarvices we license

his may include troubleshooting aimed at prevanting, detecting
and the improvement of features that involve the detection of,
ch-as malware or spam). <<m will not use your Customer Data
urposes.

orcement, other government entity, or civil litigant; excluding

Terms Updates

Online Service Updates

O:..:m Service mx_u:.mn_e: or Terminatiorn.

Availability of Online Service

our subgantractors) except as you direct or unless required by faw. Should a third party contact us with a demand for Customer
Data, we will attempt to redirect the third party to request it directly fram you. As part of that, we may provide your basic contact
‘Information to the third party. If compslled to disclose Customer _umB to a third party, we will promiptly notify you and provide a copy
of the demand, unless legally prohibited. You are responsible for amﬂo:a_su to requests by a third party regarding your use of the
Online Service, such as a requsst to take down content undsr the Digital Mitlennlum Copyright Act.

We may update these.terms from time to time. Changes to these nmz_:m that we introduce with updates or supplements to the

Online Service or related softwars, are required by law, or do not 3m.m=m=< affect your use of the Online Services will apply
immediately. For any other changss, your use of the Online Service linder any existing license will be govemed by these terms
without thase updates during the lesser of elther: 12 months from Sm_nim you first use it or the length of your committed term. We
will endeavor to notify you of updatss at least 30 days bsfore they m.‘m generally effective. You agree to the-terms updatss by using
the Online Service after we publish them in an updated version of Smmm Online Services Use Rights or send <o: an email :onnm

i

about the updates. !
1

We may modify the features or update the Online Service and softwara at any time. After a modification or update, some previously
availabis functionality or features may change or may'no longer ba avallabie.

Upon explration or »m:.:_:mmoa of your Oa__:m Service subscription, you may contact Microsoft and tell us whether to:

1. disable your account and then am.mnm the Customer Data; or
. 2. retain your Customer Data stored In the Online Service In a limited function account for at least 80 nm<m after expiration or
termination of your subscription (the “retentlon period”) so that you may extract the data.

If you indicate (1), you will not be able to extract the Customer Data from your account. If you do not indicate (1) or (2), we will
retain the Customer Data in accordance with (2). . .

Following the expiration of the retention period, we will disable your account and delete your Customer Data. Cached or back-up
copies will be u:.ﬁm,n within 30 days of the end of the retention period

The Online Service may not support retention or extraction of software provided by wo: to run in the Online Service.

No LiaBILITY FOR DELETION OF CUSTOMER DATA OR SOCIAL CONTENT
You agree that, other than as described In‘these terms, we have no obligation to continue to hold, export or return Customer Data or
Social Content. You agree that we have no liability whatsoever for deletion of the Customer Data or Social Content pursuant to -

these terms. .

Availability of the Onfine Service, some of Its functionality, and Janguage versions varles by country. End users may only use the
Oniline Service or certain functionality of the Online Service, as is made.avallable In the primary location of the end user.

Information on avallability Is located at http:/fwww.. mierosoft.com/onling/intemational-availabifity. aspx or-at an altemate site Microsoft
Identifies. .

Responsibility for Your Accounts ’ i

You are responsible for all activities with your Online Service mnnocam Including acts of users you provision and third parties that

take place through your accounts or assoclated accounts. -You must E__ us right away about any possible misuse of your accounts
or authentication credentials, or m:< mmnc;é _=o_am=~ ..m_m,mn to the Oz__.._m Service.
Appendices |~
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Use of Software with the Online Service i 3

You may nied to install certain’ Micrasoft software in order to sign'into ‘Hd use thie Online Sarvice. If so, the following terms apply:

MICROSOFT SOFTWARE LICENSE TERMS - . w

You may.Instalt and use the:softwsire on your devices only for use withillis Online Sefvice.- In-somi cases, he number of coples of
the softwara you will be permitted to use or the number of dévlees on Which you will be permitted to use the software will be limited
as described In the service specific terms for the Online Service. <o:.,__= ght to use the software begins when the Online Service is
adtivated and ends when your right to use the Online Service terminateS or expires, or when-we update the Online Service and it no
longer supports thé software, whichevar comes first. You must uninst: _ | the software when your night to use It ends. We may also

disable it at that time. . . . 4

AUTOMATIC UPDATES FOR MICROSOFT SOFTWARE : .

A K - .
From tima to time, we may check your version 6f the software and récommend or download to your devices updates or supplements
lbject to additional terms-that accompany them. You may not

fo the software you license. Use of updates-or supplements may be sl
receive notice when we downioad the updsate. E

=@ of Other Web Sites, Applications and Services .| SR .
_bu may need to use certain Micigsoft web sités of services th Access 3nd usé tha Ofline Servicés. You'may also cheose to use

Gértain Microsoft applications that you obtain from the Microsoft Olfice|Store.of othier Microsoft or fion-Microsoft marketplaces. If so,
the terms of uss assoclated with those web sites, applications or serviges, as applicable, apply to your use of them.

Third Party Content and Services - - M
A

We are not responsible for any third-party content or serviéas you acceSs-diractly of Indiractly via the Online Service. -You'ate -
responsible for your dealings with-ay third péry {including advartisers) refated t6 the Online Service:(including the dalivery of and
payment for goods and servicas). When you Submit cusomer. data foriuse with any Online Service that snables communication or
collaboration with third parties, you acknowledge that those thiird parties.may then bs able to use; copy, distribute, display, publish, -

and modify the Gustomer Data. .
Third Party Scripts and Code ! ) ) . .
An Online Sarvice may reference third parly seripts or code. Those'trid patty scripts o code are fizérised to you by the third parties
that own the code, not by Microsoft. ) K
Referenced Third Party Software : ! ]
The software 32\/ contain third party proprietary programs thét m.i..__n.m ised inder separats terms that drs [presented to you. The
.. software may also contaln third party open source programs that _s_n_.,, oft, notthe third party, licenses to you under Microsoft's
* licenss terms. Notices, if any, for the third party open source programs/are Inctuded for your information only.
No High Risk Use ’ _

. | .
The Online Servica Is not fault-tdlsrant and is riot guarariteid to be &

tror freé-of to operate uninterrupted. - Neither you fior your end
users have the right to.use the Online Service in-any application or si ilation where the Online Service's fallure could lead to death or
sarlous bodily injury-of any pérson,-or to severe physical or-ervironméfital. damage {*High-Risk Use"). "High Risk Use does not
inciude utilization of the Online Service for administrative purposes, tostora configuration data, engineering and/or configuration
tools, or other non-coritrol applications, the fallure of which would :oﬁmmcz in death, personal injury, or severe physical or
snvironmental damage.. These non-cortrolling applications may commifiicate with the applications that perform the control, it
must not be directly or indirectly responisible for the contro! function. &o: agres to.indemnify and hold harmless Mictosoft from any
hird-party claim arising out of the use of the Online Service in connactjon-with any High Risk Use.

acquired Rights -

You will defend us against any claim that arises from (1} any aspact
and any of your current or former personnel or contractofs or under iny collective agreements, including, without iimitation, clalms
for wrongful ination, breach of exptess or impliad employment caritracts,-or payment of benefits or wages, unfalr dismissal
casts, or redundancy costs, or (2) any obligations or'liabilities whatsaeVer arising under the Acquired Rights Directive.(Gouncil
Directive 2001/23/EC, formerly Councll Diractive 77/487/EC as amerided by Gountil Directiver98/50/EC) or.any national laws or
regulations implementing the same; or similar laws or regulations, (ingjuding the Transfer of Undertakings (Protection of
Employment) Regulations 2006 In the United Kingdom) including a clgim from your current or former personnet or contractors
{including a claim in connection with the termination of their employniént by us following any transfer of their employment to us.
pursuant to such laws or regulations). E .

You must pay the amount of any resulting adverse n:m.__.?maam.sic [ ’ i
exclusive remedy for these claims. We must Rotify you promptly in wilting of 4 clalm subject to this section. ' We must (1) give you
sole control over tha defense or settfement of such claim; and (2) proy de reasonable assistance in defending the claim. You wil

reimburse us for reasonable out of pocket expenses that we incur in providing assistance.

dfithe current or formar employment relationship between you

e ARPEDICES
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Non:Microsoft. Products .

Microsoft fay aka Non-Microsoft Products avallable to you E:Em..: your use of Oniine mm.E_wmm ‘or via other means: The use of
his Non-Microsoft Product will be govemed by separate.terms between you and the thisd-party providing that Non-Microsoft
Product.’Fot your convenisnce, Microsoft may include charges for the Non-Microsoft Product as part of your bill for Microsoft's
Onling Services. Microsoft, however, Bssumes no responsibility or llabllity whatsoevar for the Non-Microsoft Product.
You ar-Solely résperisiblé-for.&ny Non-Microsoft Prodiiet that-you Trstall or use with the Ohling Sérvice.- We-are not a party to and

r2 not ound by any terms gaveming your'use of any ZO:.Z_anoP Product. . . . ;
If you install o use any Non-Microsoft Product with the Onfine Servics, then you, hot MicroSoft, direct and contrdl the installation and , .+~
usd of IfIn the-Onlihe Servicas through your use of application programming interfaces and othet technical means that are part of
the Online Service. We will not run or make any copies of such Non-Microsoft Product outside of our relationship with you., .

i you Install or usé dny Noh-Microsbft Product §5..,5m.,0:==m Service, you may not do 50 In any way that would subject our, ’ .
“intellectual properly or tachnology to obligations beyond thoss included-in your volume-licensing agresment. .

Educational Institutions R )
Th the-extent that you are an edticatiénal agency of Institufion to which FERPA fegulations apply, Microsoft acknowledges that for .
the purposesof this Ofline Services Use Terms document; It will be-designated as a “school official” with “légitimate educational .
Interests” In the Customer Data, as those terms héve beén defined under FERPA. and its implementing regulations, .and Microsoft
.- agrees to abide by the [imitations and requiremants imposed by 34 CFA 99.33(a) 6n schoo! officials. FERPA Is the Family
Educational Rights and. Privacy Act, 20 U.8.C: § 1232g. - . ’

"+ Tfyou ate an éducational Instiition;.you Understanid that Microsolt may Have no or limited contact information for your students and,
* students® parents in ,nm‘ummmmmm_oz. ‘Consequently, you will be responsible for any perental consent for any end users’ use of the .
Online'Service as may be required by dpplicable law and convay notification .on behalf of Microsott to students.{or, with respectto a -

- student (inder 18 years of age ‘and riot in attendarice at a postsecondary institution, to the student's parent) of a judiclal order or
lawfully Issued subpoena requiring the disclosure of Customer Data In Microsoft's possession as may be required under applicable

law.

Privacy B

Personal data collectoti thidugh the Oniine’ Seviés may 55 thankfeirsd, Stofed and processed in the United States o ariy other -
country in which Microsoft or its service providers maintain facliitied, This includes any parsonal-data you collect using the Oniine
. Service. By usirig thié Onliné Service, you consent to transfer of personal data outslde of your country. You also agrée to obtain

-sufficient authorization from persons providing personal data to you, to:

T transfer thét data to-Microsoft and lts agents, and
-« - permit.ts transfer, storage and processing.. - X .
Fo fofe Informattion aboit how we may célléct and use yaur Information, see.the following privacy statements,.each of whicti ~
govems for the applicable Onling Sarvice in the event of any confiict with these General Terms,: -

. = Azure Rights Mariagsment: htt iwww miicrosoft:com/ontine/leaalrlangid=sn-us&docldss

-« . Forsfront Griline Protection for Exchange:
Microsoft Sosial a_h_m.mﬂm_én hittp:/fgo.microsoft.com/fwiink/7Linkid=a89041 - . A
"+ “Microsoft Dynairic CRM Onfine:. hitps/ap, microsoft com/miALinkID=3101408cIcid=0x409 :

e Office 365, OneDrive: hetpc/lao. o , : .

-  Office 365 Pro Plus, Project Online; Project Pro for Office 365, and Visle Pro: . ",
- htto://r.office. microsoft.com/r/ilidOOP ivacyState1 SHight ight 7clid=1033 , - L

« . ‘Power Bl for Office 365: hitp/Nww.microsoft. com/privatystatement/en-us/PowerBHorOfice365/Dataitasix

-« System Center. h
» - System Center m:n_..uoi _u_dnmnmm:" hith:/igo.microsoft,com/flink/?LInkiD=329765
.. "Windows Azure: hitp://go.microseft comifwlink/p/2LinklD=1310048clcid=0%408: . .
e Windows Azure Active _u__.mo,SQ Premium: httnz//go.microsoft.com/fwlink/p/?L inkID=1 310048clold=0x409
« “Windows Intune: ittp://qo. microsoft.conifwlinky/?Linkld=240206

s - Yammer mam.azmmn hitps:/Awww yamimer.comiabout/priva

.....Service Tenns
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Security of Customer Data

We will Imptement reasonabie and appropriate technical and organizational Emm.mc_‘mm. as described In the security overview
applicabie to the Online Service to help secure.your Customer Data processed or accessed by the Onfine Service against accidental
or unlawful loss, access, or disclosura. You agree that these measures are: !

« our only responsibility with respect to the security and handling of Customer Data; and
.. in place of any confidentiality obligation contained in your volume licensing agresment or any other non-disclosure or
confidentiality agreement. . ’

For mars Information, see the following, as applicable:

« Exchange Hosted Services: htip://go.micro o:.nca\?__:xh::x_aﬂ 37325
s Microsoft Dynamics CAM Oz__.z.m“ http://go.microsoft com/fwlink/?LinkiD=251057 -
«  Windows Azure services: See Windows Azure Trust Center for current information on security u-mnm_‘mmm

« Windows intune: htl -Jfdownload.microsoft.corivdownload/C/C/B/CCR0ESCA-829F 4635-A731-
1D3g287444C0Windows Intune Privacy and Data Protection_Overview.pdt
« ‘Yammer: https:iwew yammer.comfit/securi

Service Level Agreement

A Service Level Agreement (SLA) m_m_u__mm..no Online Services (except where specifically noted’ln the Service-specific terms fora

service). For more information regarding the Onfine Services SLA, see hitp://microsoft.com/licensing/contracts. o
Acceptable Use Policy
Neither you nor those that access the Online Service through you may use the Online Service:

«» ina way prohibited uw law, regulation, govemmental order or decree;

« to violate the rights of others; . {
« totry to gain unauthorized access to or disrupt any service, data, account or network;

« o spam or distribute malware;

+ In a way that could ham the Online Service or impalr anyone else’s use of it; or

« for.any High Risk Usa.

Violation of the Acceptable Use Policy may result in suspension of the Onliné Servics.
Regulatory -
We may modify or terminate the Online Service in-any country where there Is any current or future government requiremant or
obligation that subjects Microsoft to any regulation or req not g lly applicable to.businesses operating thers, presents &
matertal hardship for Microsoft to continue opérating the Online Service without modification, and/or causes Migrosoft to believe
these terms or the Online Sarvice may be in confllct with any such requirement or obligation. *For example, we may modify or
rerminate the Online Service in connection with a govemmant requirement that causes Microsoft to be regutated as a
telecommunications provider. . . . e .

-a for Evaluation Purposes

_:xcept as permitted in the Exceptions and Additiona! Terms for particular Onfine Services, you must mnn&a licenses to use the
Online Service for evaluation purposes. This appiies despite anything to the contrary In your volume license agreement.

Electronic Notices . -

We may provide you with Information about the Online Service n electronic form. it may be via email to the address you provide
when you sign up for the Online Service, or through & web site that we identify. Notice via emall is given as of the transmission
date. . )

Technical Limitations

<o:E:mgoa_uzszzm:ﬁmnzaom_,__a:mmo:mm: Em.an.cam _:m~c=_<m=oi<o5o.:mmBma_:nmnm_:smﬁ.<o=3u<:o;a_.w
around them. : . - . '

Li R ig t . Co .
Most, but not all, licenses may be reassigned from one devica oruserto another. The general rules goveming license reassignment
are described below, along with some special rules for certain products.and license types. .

LIMITATIONS ON LIGENSE FEASSIGNNENT .

Except as permitted below, <u.: may not reassign licenses on a short-term basls (within 90 days of the last assignment).

Iniroduction _
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!
| i
CONDITION ON LICENSE REASSIGNMENT m
When you reassign a license from one device or user to another, you must remove the software or block access from the former
!

device or from the former user’s device.
SPECIAL CONSIDERATIONS FOR CERTAIN PRODUCTS AND LICENSE TYPES .

. User/Dévice Subscription License’s (SLs). You may reassign & user or device SL on a short-term basis, to cover a user's
absence or the unavaliability of a device that Is out of servica. Reassignment of these-ficenses for any other purpose o’

1e must be p This right does not apply to Winddws Intune with Windows Desktop Operating System Sts.

« Windows Intune with Wind b Oop i Y sils. Subject to the general rule against short-temm reassignment
of licenses, you may reassign your license to a qualifying _.mu_mnm_._ﬁma device. A qualifying replacement device is a device to
which you Have assigned a license for and upon which you have instatled the latest verdion of the Windows desktop operating
system. You may reassign your license sooner if you retire the licensed device due to permanent hardware failure. :

+» Wind Intune with D p Operati y m%.o:.. Despite anything to the contrary In the valume

licensing agreement, you may not qmwmmmm:AumamEm_ Windows nm_,m_acn operating system licenses you acquire under the

Windows Intune with Windows Desktop Operating System u:<.o:“~ option to replacement devices.

Reassignment of Add-on Licenses. Licenses that are granted @—, acqulred in connection with other qualifying licenses {e.g.,

MDOP) generally must be reassigned as and when the qualifying ficense Is reassigned. See the Service-specific use rights for

such offerings for detalls. X |
Product Activation

Some Products are protacted by technological measures and require| activation and a volume ficensing key to install or access
them. Activation associates the use of the software with a specific device. For information about when activation or a product key is
required, see the Product Activation section on http://www.micrasoft. com/licensing. You are responsible for both the use of product
keys assigned to you and activation of products using your Key Mandgement Service {(KMS) machines. Volume licensing product
keys are confidential and subject to the confidentiality provision in yoirr volume licensing agreement. You may not disclose product
keys to third parties at any time, even after your volume licensing agreement tarminates or explres and notwithstanding any time
limitation'to the contrary. | .

KMS AND MULTIPLE ACTIVATION KEY {MAK) ACTIVATION _
During Multipte Activation Key (MAK) lon, the software will send information about the software and the davice to Microsoft.
During Key Management Service (KMS) host activation, the softwarawill send information about the KMS host software and the
host device to Microsoft. KMS cfient devices activated using KMS do' not send information to Microsoft. However, they require
periodic reactivation with your KMS host.’ The Information sent to Microsoft during MAK or KMS host activation includes:

. the version, language and product key of the software H
. the Internet protocol address of the device : #
. information derived from the hardware configuration of the davice.

For more Information, $ea htto://www,microsoft.convlicensin lexistind-customersiproduct-activation.aspx. By using the software,
you consent to the transmission of this information. Before you mn=<mwm. you have the right to use the version of the software
installed during the Instaliation process. Your right to use the software after the time specified in the installation process Is limited
_unless it is activated. This is to prevent its unlicensed use. You are not ticansed to continue using the software after that time i you
do not activate It. If the device Is connected to the Intemet, the software may automatically connect to Microsoft for activation. You
can also activate the software manually by [nternst or telephona. I <@: do 50, Intemet and telephane service charges may apply.
Some changes to your computer componsnts or the software may require you to reactivate the software. The software will remind
you to activate It until yous do.

PROPER USE 0F KMS .
You may not provide unsecured access to your KMS machines over an uncontrolled network such as the Intemet.

- i

UNALTHORIZED Use OF MAK OR KMS KEYS i

Microsoft may take any of these actions related to unauthorized use dr disclosure of MAK or KMS keys: prevent further activations,
deactivate, or otherwiss block the product key from activation or validation.
11

Key deactivation may require the customer to acquire a new product key from Microsoft. : .
t

Font Components i

-
While you use an online service provided by Microsoft, you may use the fonts installed by that online service to display and print
content. You may only embed fonts in content as permitted by the embedding restrictions in the fonts; and temporarily downioad
them to a printer or ather output device to print content.  ° ! ’

i
1

Windows Software Components

The software Includes one or more of the following Windows monsmi Components: Microsoft .NET Framework, Microsoft Data
Access Components, Powershell software and certain _dlis related to Microsoft Build, Windows tdentity Foundation, Windows

-_Appendices — Index
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Library for JAVAScript, Debghelp.dil, and Weh Deploy Hnszo_om_mm. ._

|l these are part of Windows software. Except as u_dsamn in

Benchmark Testing bslow, the license terms for Microsoft Windows mnmz to your use of Emmm componants: -

mm:a_..:_mq_a Testing

SOFTWARE . :

You must obtain Microsoft's prior written muu_,o<m_ to disclose to a third um& the results of any benchmark test of tHie software. This
does not apply to Windows Server or .NET Framework (see below). Ifiyou offer online services, then by accessing or using the:
Online Services, you agree to walve (currently and prospectively) any|Eompetitive uss, access and benchmark testing restrictions in
the terms of usa that govem your online services 1o the extent they are mora restrictive than this paragraph.

MICROSOFT :NET FRAMEWORK .

The software may include one or more components of the NET _u_‘wa work (“.NET Components®). You may conduct Intemal '

benchmark testing of those componsnts. You may disclosa the resuls

you nchE with the conditions set forth at http://qo.microsoft.corviwii

hay have with Microsoft, if you disclose such benchmark test results

y of any benchmark test of those components, provided that
3=86406. Notwithstanding any other agresment you
Microsolt shall havé the right to di$closs the results of

with the applicable .NET Compenent, provided it complies with the same

benchmark tests It conducts of your products that p
conditions set forth at hitp://go.microsoft. no:irz::r\q_.ix_olmmaom. !

R ww_ém-. Technology

1f your edition of the software includes a SQL Server database mozim? product (*SQL mmZma Database”), you may run, at m:< one

time, ane Instance of SQL Server Database in one Physicai or <_::m:
software. You may also use that Instance of SQL Server Database 8

um.ﬁ.:m@ﬂmgm:<__.o:amao:o=mmmzm:om:uuoasm
upport other Eon:nﬁ that include any version of SQL

Server Database. You do not need SQL Server CAlLsfor all such :mm; 3
You may not share that Instance to support any prodict that Is’ :2 licensed with SQL Server Uamvmmw.

If your edition of the software Includes-SQL Server- _....qm_._nmn .compone!
licensed to you under the terms of their respective licenses. m:nz lice

i

mﬁ o:_m_.:._m: m.mor mmzmq Dm"mummm.mcnz no:..uc:m:ﬁ ma
ses may be found:

s in the “legal”, “llcenses” or similarly named folder In the _=mL ation directory of the software, and may he contained in

standalone license agreements or appended to the softwarg

» through the software's unifled installer.

If you do not agree to a SQL Server-branded no..:uc:m%.m terms, youimay not use the component.

Creating and Storing Instances

You may create and store any number of Instances of the software o
right to run Instances of the software.

SQL Server Reporting Services Map Report Item

Thé softwars may includs features that retrieve contant such as Emm

license agreemsnt; or

¥ m:<,2 your servers or storage media solely to exercise your

. Images and other data throughthe Bing Maps (or successor

branded) application programming interface (the “Bing Maps API") to L creats. reports displaying data on top of maps, aerial and

hybrid imagery. If these features are includad, you may use these fa}
conjunction with and through methods énd means of access _:.mn..w»
or create a database of the content available through the Bing Maps:
based guidance/routing, nor use any Road Traffic Data or Bird's Eye
Bing Maps AP for any purpose. Your use of the Bing Maps API m_._n
conditions at ittn:/go.microsoft.conyiwlink/7Linkid=21969,

You may not:

remove, minimize, block or madify any logos, trademarks, ¢
suppliers that are included in the software, including any cont
publish the software, Including any application programming i
share or otherwise distribute documents, text or _Smnwm createf

Multiplexing

ures to croate and view dynamic or static documents only In
in the software. You may not.otherwise copy, store, archive,
'APY. You ‘may not use the Bing Maps AP to provide sensor
magery (or associated metadata) even if avallable through the
issoclated content Is aiSo subject to the additional terms and

ﬁm:ﬁ n_m_nm_SmS:.:m:G.E.o,:m..zon_nmmoﬁz__n_,cmo:o_‘_m
madé avallable to you through ttie software; or

griaces included In the software, for others to copy; or

& using the software Data Mapping Services features.

Hardware or software you usse to pool conngctions, reroute, _333._&” n, reduce the number of dsvices or users that directly access
or use the product, or reduce the number. of operating system envirdfiments (or OSEs), devices or users the product directly
manages, (sometimes referred to as B:Eu_mx_:u or “pooling™, nom% not reduce the number of licenses of any type that <o: need.

System Center Packs

The license terms for tha applicable System Center products muu_f

Process Packs and Integration Packs included with the softwars.

... Jntrgdugtion

Servios Tefmli =

<9.=..,=mm of Management Packs, Configuration Packs,
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Distributable Code
The _u_dn_._n” may include code that you are permitted'to distributa ih programs you develop if you comply with the terms below.

RiaHT T0 USE AND DISTRIBUTE

The code and text files-listed below are “Distributable Code.” These Onlinese Services Use Rights may: provide rights to other
Distributable Code. -

3

.

REDIST.TXT Files: You a&.. copy and distribute the dbject code form of cods listed.in REDIST.TXT files.
Sample Code: You may modlfy, copy, and distribute the source and object cods form of code marked as “sample.”
OTHER-DIST.TXT Files: You may copy and distiibuts the object code form of code listed in N

OTHER-DIST.TXT files.

Third Party u_ma._uc__o._. You may permit distributors of <o_.=. programs to copy m:n distribiite z._m Distributable Code as part

of those programs._
Sitverlight Libraries: Copy and distributs the cbject code form of code marked as “Siiverlight r_uazmm Sitverlight “Clisnt

Uibraries” and Sliverlight “Server Libraries”

DisTRIBUTION REQUIRENENTS

For any Distributable Cods you distribute, you must:

add w_us_znmagaamé functionality to it in your programs;

for any Distributable Code :m<_:m afilsname mﬁmnm_o: of .lib, distributs only the results of E::.:m -such Distributable Code
through a linker with your program; ..

distribuite Distributable Cods included In & mmEu program only as um: of that setup program without modiification;

require distributors and-externdl end users.to agree to terms that protect it at least as much as your volume licensing

agreement, Including these'Onling Services Use Rights and the Product List; .

. display your valid copyright:notice on yéur programs; and,

Indemnify, defend, and hold harmless Microsoft from any n_mram including attorneys’ fees, a_m»mn to the distribution or usé of
your programs.

DISTRIBUTION LIMITATIONS . .

You may not: | .

rodlly or distribtits the Source codé 6F any / Distr

- glter any copyright, trademark or u.mam:. notice In the Distributablée Code;

use Microsoft's trademarks in your programs’ names or in a way that suggests your _uamE.:._m come from or are endorsed by

Microsoft;
distribtite Distributabie Cods, to run on a platform other than Microsoft operating m<m~m5m. run-time technologles, or application
Em:o::w except that Lm<mmn_._up G55 arid HTML files included for usé In websites and web appfications (as opposed to

. Windows' Library for JavaScript files) may be distributed to fun any u.%o::

Jinclude Distributable Code in malicious, amnmu?m or unlawful programs; or . .
abls Code so that any part of It becomes m:_u_ma to an Excluded Enm:mm, An

Excluded License is one that requires; as a condition of use, modification or distribution, that the code be disclosed or distribtited in
- - source.code form, or that others have the right to modify it.

Software Plus Services

Microsoft may provide seivices 53_6: software features EE connect with Miciosoft of sesvice provider comiputer.systemis over-the

Intemét. - It may change or cancel the servicss at any time.” You may niot use the services in any way. that could harm them or impair

anyone else's use of them. - You'may not use the sarvices to try to gain unauthorized access to any service, data, account or

network by any means. .

Table of Contants / Gerarl Toms
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Service-Specific License Terms

Microsoft Dynamics CRM Online

Microsoft Dynamics Om_s O:__:m mmmm::m_

USER SLs . )

Required for each of your: ) mmnE._.mw SL:
« Users who require Essential use access to the Online « Microsoft Dynamics CRM Onfine Essential User SL., or
Service or related softwars. However, extemal users do « Microsoft Dynamics CRM Online Essential User SL for

not need the required SLs to access the Oniine Servics Software Assurance
unless using Microsoft Dynamics CRM clients.
Jable of Conlents ! General Tanms
Microsoft Dynamics CRM Online Basic
USER SLs '
- Required for each of your: Required SL:
« Users who require Basic use access to Em Online Service « Microsoft Dynamics CAM Onling Basic User SL, or
or related software. Iosm<m_‘. extemalusersdonotneed ~ « Microsoft Dynamics CRM Online Basic User SL for
the required SLs to access the Oriline Service uniess - Softwars Assurance
using Microsoft Dynamics CRM clients.
. Jable of Contents / Ganeral Tenms
Microsoft Dynamics CRM Online Professional .
USER SLs ’
Required for each of your: . ’ -Required SL:
» Users who require Professional use access to the Online. . | + Microsoft Dynamics Om_s Online Professional User SL, or
. Service or related software. However, External users'do " Microsoft Dynamics CAM Online Professional User SL. for

not need the required SLs to access the Online Service Software Assurance

unless using Microsoft Dynamics CRM clients.

ADD-ON SLs for all Microsoft Dynamles CRM O:::m Services .-

When Required: ) Required SL:
« For each gigabyte. of storage _= excess of mﬁoqmum » Microsoft Dynamics CRM Online Add on Extra Storage
-provided with the Onilne Service

When required: . - Required SL:
« ‘Mlcrosoft o<=w3_nm CHM Online Add on Extra Production
« For each production Instance of Micrasoft Dyriamics CAM Instance

Online in excess of the production Instance provided with
the Essential editioh of the Online Service or the-Instance
provided with the Basic and Professionat editions.

When required: Required SL:
’ s Microsoft Dynamics CRM Online Add on mx:.m Non-~
production Instance

« For each non-production Instance of Microsoft Dynamics
CRM Online provided with the Online Service

... Intraduction__
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Takle ef Contenls / Genemi Tems

Microsoft Dynamics Om_s Online mzﬁmﬁzmm
USER SLs

Required for each of your: Required SL:

« Users who require Enterprise use access to the Online + Microsoft Dynamics CRM Online Enterprise User SL
Service or related software. Howsver, Extemal users do )
not nead the required SLs to access the Online Service
unless using Microsoft Dynamics CAM clients. ' ¢

.ADD-ON SLs 3_. all Microsoft Dynamics CRM Online Services

« For sach gigabyte of storage in mxammw of storage Microsoft Dynamics CRM Online Add on Extra Storage

w
!
When mmnEBn. mm uired SL:
I~
provided with the Online Service !

When required: Relyuired SL:
= For sach production !nstance of Microsoft Dynamics CRM l« Microsoft Dynamics CRM Online Add on Extra Production
Online In excess of the production Instance provided with w Instance

-the Essential edition of the Online Service or the Instance
provided with the Basic and Professional editions.

When required: : Required SL:
« For sach non-production instance of Microsoft Dynamics Microsoft Dynamics CRM Online Add on Extra Zo:.
CRM Online provided with the Online Service production instance

Table of Sontents / General Tems

Microsoft Dynamics Marketing Enterprise

USER SLs

Required for each of your: Required SL:
« Ussrs who require Enterprise use access to the Online Microsoft Dynamics Marketing Enterprise User SL, or
Service or related software. Microsoft Dynamics CRM Online Enterprise User SL

Table of Contents ! General Tems

Microsoft moo_m_ Listening Professional

USER Sts

Required for each of your: Required SL:
« Users who require Professional use access to the Online » Microsoft Social Listening Professtonal User SL, or
Service or refated software. Microsoft Dynamics CAM Onling Professional User SL, ar
Microsoft Dynamics CRM Online Enterprise User SL, or
-~ ’ . - Microsoft Dynamics CAM Online Professional User SL for

Software Assurance
.>UU.oz SLs for all Micrasoft Social Listening Services .
When Required: ’ ‘Required SL: .
« For Additiona! 10,000 impressions or documents um_. W. Microsoft Social Listening Add on Extra Storage
month in excess of 10,000 impressions or
documents/month,
When required: HRequired SL:

« For Additional 100, ooc Impressions or non_._am:m psr
month In excess of 10,000 impressions or .

. Microsoft Sociat Listening Add on Extra Storage

i intoduction i
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docurnents/month : mﬁ ArpucasLe NoTices: the Bing Maps Notice In Appendix 1 applies.
3 .
When required: . Reduired SL: SMARTPHONE AND TABLET DEVICES ) .
. For Additional 1,000,000 documents per month inexcess s Microsaft Social Listening Add on Extra Storage 1. Each user to whom you assign a User SL may also activate Microsoft Office Moblle software to creats, ed't, or save documents
of 10,000 impressiens or documents/month i ki1 . . onupto five of their smdrtphonés-and five of their tablets. . '

2. The terms of use included with your Microsoft Office Mobile software controls to the extent of any conflict with these Oriline
Services Use Rigfits.* Co ’ . ’

i ) 3. Your.right to Install and use Microsoft Dffice Mobile Software on your devices does not creite or extend any warranty or-support
w_:.ﬂ Marketing and Microsoft Sociaf Listening: abligation for the hardware or other software running on your devices. :

Terms that apply to Microsoft Dynamics CRM Online, Microsoft Dyne .
+Plaasa also s8e “Use of Other Web Sites, Applications and Services” for Online Services under this Online Services Use Rights
aoo_._ama. .

ITATIONS g ’ : ;
LIMITATIONS OFFice HOME & STUDENT 2013 RT COMMERCIAL USE . ]

Apeucaste Nomices: The Bing Maps and Customer Support Noticss |y Appendix 1 apply.

We may establisti limits on your use of the Onfine Services. . . . i . .
i 1..Your user SL modifies your right to use the software under a separataly acquired Office Home &Student 2013 AT license, by
Social CONTENT . . walving the prohibition against commercial use of the software. . . ) S
“oclal content may be sublact to Intellectual property rights of third péies. You have limited rights to répraducs; display and 2. Yot thay permit the user to wham you assign the user SL to use OfficeHome &Student 2013 RT as providad here during the
stribute Soial Content collected through Micrasott Dynamics CRM Qnline and Micrasoft Social Listening for your intemal businass - term of your Subscription: .

purposes only. ’ 3. Except for the allowance for commerciat use of the-software, all use remains subject to the terms and use rights provided with the
. . axin . i - . .- . Office Home &Student 2013 RT License. . : .
Additional Terms that apply only to Microsoft Social Listening and _s i Y M g 4: Acquilsition of the sarvice does not create or extend any warranty or support obligation under the Office Home& Student 2013 RT

’ licenss.

SeRVICE LEVEL AGREEMENT. NO

NO GUARANTEE. . : LicensE TerMs FOR OFFicE WEB Apps SERVER 2013 . .

Daspite anything to the contrary in the terms and conditions of your va urnee licensing agreement, all information, content, services, i Officd Web Apps Server 2013 softwaré Is included with your Office 365 ProPlus subscription licensed under a volums license

results from the Online Service.and related graphics are provided without wasranty of any kind. ‘We hereby disclaim all warranties agreemient, your use of It s sbject to the terms that comis the Office Web Apps Server 2013.$oftware. You must accept those o
and conditions with regard to information, content, services, resuilts from the Online Service, and related graphics, including ail license terms in ‘order 10 use the sofiware. This does not apply if you licenss under the Microsoft Online Subscription Agreement or 1

implled warranties and conditions of merchantability, fitness for a partigular purpose, workmanlike efféit, title and non-infringement. - theMicrosoft ‘Agresment for Online Services.
Microsoft assumes no responsibility, lability or obligation to Samis_a?_._wﬁ.omﬁ_. for your use of Soclal Content. . ’ *
q . . . Table of Contents  General Teims

Additional Terms that apply.only to Microsoft Social Listening: . .
SocL CONTENT : : . Project Pro for Office 365
Woe raserve the right to: K USER SlLs ' . . E

« store Soclal Content in a database commingled with content mu.m ww&ma from other sources by other licensees; ;

Required-for each of your: . Required SL:

« access, edit or delets Social Content In amuoz.mm to a requast frdm a soclal media network, data _ramx_au or data aggregation - "
service, Social Content owner or a take down request under the) Digital Millennium Copyright Act; if you export Social Content, Co- .
« Project Pro for Office 365 User SL, ar

wa may instruct you to edit or delete Social Content; and | I
. B . . « Project Oniine with Project Pro for Office 365 User Sl
o delete or restrict further access to Social Content after the Onlin! .‘mmz_nm has been terminated or expires. .-

« Users who access the Online Service or rélated software

. Tabls of Contents - Geneal Temm:
Table of Conlents : Gapera! Terms . . m. neial Tems

‘ - ) . . Visio Pro for Office 365 .
: , . USER SLs : ]

Office 365 Applications -

fice 365 ProPlus B i . Required foreach of your: . . Required SL: .
OFFICE 365 APPLICATIONS USER SLs : . :

« Users who access the Online Service or related software

. . » « Visio Pro far Office 365 User SL
Required for each of your: . Required SL:
Office 365 ProPlus User SL, or

Office 365 Enterprise E3-E4 User SL, or . ) ) ) D
. Office 365 ProPlus A User SL, or Additional Terms that' apply o all Office 365 Apjilications: N

« Office 365 Education A3-A4 User SL, ar

Tabte of Sentents F Genasal Tems

« Users who access the Online Service of related software

SERVICE LEVEL AGREEMENT: N@ -

« Office 365 ProPlus G User SL, or - INSTALLATION AND USE RIGHTS .
« -Offics 365 Govemment G3-G4 User SL., or 1. Each user to whom you assign a User Sl-may activats the software for local or rémote use on up tofive concurrent OSEs.
+ Office 365 Midsize Business User SL 2." The licansed user may also use the software activated by another user under a different User SL. . -

3. Each user may also use one-of the five activatiohs on-a network server with the Remote Desktop. Sérvices (ADS) role enabled:
See the Product List for deployment options when using RDS. This does nct -apply if you license under the Microsoft Onlina

al terms below apply to-all Office 365 Applications):
. : Subscription Agreement or the Microsoft Agreement for Online Services.

Gengral Terms
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4. You may allow other users to remotely access the software solely to provide support services.

ONLUINE SERVICE AND SOFTWARE UPSRADE

If we provide a major upgrade to software licensed under <oE User m_.m for the Online wm_&_nm you must instali the upgradse on all
devices using the Online Service to prevent an interruption of the Online Service.

ReaUIRED CONNECTION

Each user to whom you assign a User SL must connect sach device upon which they _..m<m installed the software to the Intemet at
least once every 30 days. If a user does not comply with this requirement, the functionallty of the sofiware may be affected.

SUBSCRIPTION VALIDATION

Microsoit may automatically check the version of any verslon of software Installed by your users on any device. Devices on which
the softwars is installed may pericdically provide Information to verify that the software is properly licensed and that the Term has
not expired. This Information includes the software version, the user's Windows Live ID, product ID information, a machine ID, and
the intemat protocol address of the device, if the software is not properly licensed, its functionality will be affected. You may only
obtain updates or upgrades for the software from Microsoft or authorized sources. . For more Information on obtaining updates from
‘uthorized sources, see hitp/windows.microsoft.com/en-US/windows/help/ m_._:sm\_m using the software, you consent to the

af n of the ir tion described in this section. - .

MEDiA ELEMENTS AND TEMPLATES

Microsoft grants you a license to copy, distribute, parform and display media elements (images, clip art, animations, sounds, music,
video clips, temptlates and other forms of content) inciuded with the software and the Office web &pps in projects and documents,
excapt that you may. not: (I} sell, license or distribute copies of any media elements by themselves or as a produict if the primary
value of the product is'the-media elements; (it} grant your customers rights to further license or distribute the media elements; (ili)
license or distribute for commercial purposes madia elemants that include the representation of identifiable individuals,

go logos, tra rks, or amblems or use these typss of images in ways that could Imply an endorsement or association
with your product, entity or activity; or (iv) create obscene or scandalous - works using the media slements. Other media elements,
which are accessible on Offica.com or on other websites through Office featurss, are govemed by the terms on those websites.

Table of Conlenls : Genaral Tams

Office 365 Services , .

Data Loss Prevention

USER SLs .
Required for each of your: Required SL:
« Users whose Customer Data is processed by the Online « Enterprise CAL Suits (User or Device)?, or

Service or related software.

Enterprise CAL Bridgs for Office 365 (User or DmSomv or
Enterprise CAL Bridge for Windows Intune {User or
Device)', or

Enterprise CAL Bridge for Office 365 and Windows intune
(User or Device)',or

Exchange Server 2013 Enterprise CAL (Usar or Davice)'

* with active Software Assurance coverage. For customers who
are licansed for the Online Service by Device, all users of the
Licensed Device are licensed for the Online Service.

Teblo of Contents : Gener Tems

Duet Enterprise Online *.oq Microsoft SharePoint and SAP

USER SLs
Required for each of your: Required SL:
- Users who access the service or related software « Duet Enterprise Online User St.
Additional Terms: '
DeFINITIONS

-“Duet Enterprise Online for Microsoft SharePaint and SAP” means. the provislon by Microsoft of the Operating System Environmant
and physical hardware and equipment needed to host the Dust Entarprise product that you have licensed from a third party. Duet
Enterprise Online does not include the Dust Enterprise product itself which you have licensed from a third party.

Jntmduction | -t GeneraiTems — , ‘ServiceTemma, . Appendicey — _Index

Microsoft Volume Licensing Online Services Use Rights (Worldwide English, April 2014) 18

Non-MIGROSOFT PRODUCTS

Dust Enterprise Online for Microsoft SharePoint and SAP s nmmﬁzmm to allow you to connect to and use data from certain third
party products. Such data and third party products are subjsct to the Zoz.g_nSmow Products terms in the General License Terms.

Ttz of Contents * Gensml Tems

Exchange Hosted Encryption
USER SLs

Regquired for each of your:
» Users whose Customer Data Is processed and stored by
the Online Service or related software

Required SL:
« ‘Exchange Hosted Encryption User SL

Additional Terms: ' k

LicEMSE TERMS UPDATES

Except as follows, during the current term of your applicable enrollment or volume licensing agreement, the license terms in affect
on the date on which you first acquira the Online Service apply to <a:_, use of the Online Service. We may updats the scope of use
terms any time. You agres to the new scope of use terms by using Em Online Service after we publish them in these Online
Services Use Rights or send you an email about the updates.

Table of Gontents - General Tems

g P :,_.A..,A._.

Exchange Online Archiving for Exchange O:_
USER SLs
Regquired for each of your: Required SL:
» Users whose Customer Data Is processed and stored by {e Exchange Onllne Archiving User SL {for Exchange Online),
the Online Seivice or refated software ioor

« Exchange Online Archiving A User SL (for mxn:m:um
Cnline), or

Exchange Onlina Archiving G User SL {for Exchangs
Online)

Table of Centants / Genaral Temns

mxo:m:mm Online Archiving for Exchange Servi
USER SLs

Required for each of your: Required SL:

- « Users whose Customer Data is processed and stored by Exchange Online Archiving User SL, or

the Onfine Sewice or related mazsma Exchange Online Archiving A User 5L, or
Exchange Online Archiving G User SL, or

j» Enterprise CAL Suite {User or Device)', or

. w. m:»mﬂnmmo>_.m.‘_nmm3q03nmmmmEmm_.o_‘ Uminmu_.o..
.
4
.

i
i»
|
i

Enterprise CAL Bridge for Windows Intune {User or
Device)', or
Enterprise CAL Bridge for Office 365 and Windows Intune
' » (User or Device)'
w. T with active Software Assurance coverage. Customers
i who ars licensed for the Online Service by Device and
- have more than one mailbox per Licensed Device, must
acquire separate User SLs (1:1) to cover those mailboxes.

Additional Terms:

Appendies '~ Index

mﬁ&nn._.n_,:_w

i, Introduction - GeneralTerms
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Use wiTH EXCHANGE SERVER 2013 STANDARD CAL

~ Usars licensed for Exchange Server 2013 Standard CAL may mnommm.
to support use of Exchange Online Archiving for Exchange Server.

mxo:m:@m Online Kiosk

e Exchange Server 2013 Enterprise CAL fsatures necessary

Table of Coments s General Tems

USER SLs

Required for each of your:

« Users who access the Online Service or related software il

Exchange Online Plan 1

Rei n&ﬂn SL:

.+ Exchange Online Klosk User 5L, or

« Office 365 Enterprise K1 User SL, or
» Exchange Online Kiosk G User SL. or
+ Office 365 Govemment K1G User SL

Table ol Conlents : General Tarms

Microsoft Volume Licensing Online Services Use Rights (Woridwide English, Aprit 2014) : 20

Exchange Online Protection

Tatle of Contents £ Genaral Tems

USER SLs
Required for each of your: o
« Users who access the Online Service or relatad software.
Archiving may be used for messaging storage only.

Relquired SL:

« Exchénge Online Plan 1 User S, or

Exchange Online Plan 2 User 5L, or

Office 365 Enterprise E1, E3, or E4 User SL, or

Office 365 Enterprise E3-E4 without ProPlus User SL, or

f+ Exchangs Ohline Plan 1A-2A User 5L, or

-tke Office 365 Education A2-A4 User SL, or Exchange Onfine

Exchange Online Plan2 =~ . :

Plan 1G-2G User 5L, or
Office 365 Government G1, G3, or G4 User 5L, or
. Office 365 Government G3-G4 without ProPlus User SL,

or
Office 365 Midslze Business User SL

Table of Contents * Geperal Terms

USER SLs -
Required for each of your:

+ Users who access the Online Service or relatad software. *
Archiving may ba used for messaging storage only.

Additional Terms:

Exchange Online Plan 2 is a successor Online Service to Exchange _..o.m

If you renew from Exchange Hosted Archive into Exchange Online _u_m:
licensed usars may continue to use the Exchange Hosted Archive senvith

uired SL:

Exchange Online Plan 2 User SL, or

Office 365 Enterprise E3-E4 User SL, or

Office 365 Entetptise E3-E4 without ProPius User SL, or
Exchange Online Plan 2A User SL, or

Otfice 365 Education A3-A4 User SL, or

Exchange Online Plan 2G User SL, or

Office 365 Government G3-G4 User SLyor . -

Office 365 Government G3-G4 without ProPlus User SL

ed Archive.

and have not yet migrated to Exchange Online Plan 2, your
subject to the terms of the March 2011 Product Use Rights

untlf your migration to Exchange Online Plan 2 and the expiration of <o:a Exchange Online Plan 2 User SLs (whichever Is earlier).

Introduction

Index

USER SLs
Required for each of your:

« Users whose Customer Data Is processed by the Online
Service or related software

Forefront Online Protection for Exchange

Required SL:
» Exchange Online Klosk User SL, or

« Exchange Online Plan 1 User SL, or

» Exchange Online Plan 2 User SL, or

« Exchange Online Protection User SL, or
Exchange Online Protection A User SL, or
« Exchange Online Protection G User SL, or
Enterprise CAL Suite' (User or _um<_nmv_. or
Enterprise CAL-Bridgs for Office 365 (User or cm<_nm%. or
Enterprise CAL Bridge for Windows Intune (User or
Device)', or
Enterprise CAL Bridge for Office 365 and Windows Intune
{User or Device)', or
. mxn:mﬂnm Server 2013 Enterprise CAL. {User or Devics)',
or
Office 365 Enterprise K1 User SL, or
Office 365 Enterprise E1 User SL, or
Office 365 Enterprise E3 User SL, or
OEnmm 365 Enterprise £4 User SL

i
* with active Software Assurancs coverage.

Shared, Emo.Enm. and application-based mallboxes do not
require a license for Exchange Online Protection.

Tablg of Contenls 7 Geneml Tems

USER SLs
Required for each of your:

« Users whose Customer Data is processed by the Onling
Service or related software

DEVICE SLs

Required for each of your:

+ - Devices whose Customer Data Is u_dnmm,mmn_ by the Online

Service or related softwara

ntroduction

Required SL:

- Forefront Online Protection for Exchange User SL, or

« Enterprise CAL Suite (User}', or.

« Enterprise CAL Bridge for Office 385 (User)’, or

« Enterprise CAL Bridge for Windows _:E:m.Emm.‘v‘. or

« Enterprise CAL Bridge for Office 365 and Windows Intune
{Usen)', or
Exchange Server 2013 Enterprise CAL (Usen)', or
Forefront Protection Suite (User)

s:: active Software Assurance coverage and pertaining to
service subscriptions initiated prior to March 1, 2013. Licenses
and Software. Assurance acquired by customers who have not
been provisionad for the service prior to March 1, 2013 do not
permit use of the service; however, those licenses and Software
Assurance will permnit use of the successor service, Exchange
Online Protection.

Required SL:
« Forefrant Onilne Protection for mxnzm:mm Device SL, or
. Enterprise CAL Suite (Device) ', or
« Enterprise CAL Bridge for Office 365 (Davice) or

Lndex
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Entemprise CAL Bridge for Windows Intune (Device) ' or
« Enterprise CAL Bridge for Office 365 and Windows Intune
: . (Device) ', or
R . « Exchange Server 2013 Enterprise CAL (Device) lor
. « Forefront Protaction Suite (Device) i .
with active Software Assurance coverage and pertaining to
service subscriptions inftiated prior to March 1, 2013. Licenses
and Software Assurance acquired by customers who have nat
been. provisloned for the service prior to March 1, 2013, do not
permit use of the sstvice; however, those licenses and Software'
Assuranca will permit use of the-successor service; Exchange
Oniine Protection. .

1

Additional Terms:

LIcENSE TeRMS URDATES

ixcept as follows, during the cument term of your applicabte enroliment or volume licensing agreement, the licensa terms in effect
an the date on which you first acquire the Online Service apply to your use of the Online Service. We may update the scope of use
terms any time. You agres to the new scope of use terms by using the Online Service after we publish them In these Online
Services Usa Rights or send you an emall about the updates. .
Use FOR EVALUATION PURPOSES : . .
You may use the Online Sarvice for a 30 day evaluation period.

Table of Conlents - Genaral Terms

Lync Online Plan 1 , .
USER SLs :

Required for each of your: . Required SL:
« Users who access the Online Service.or related software. + Lync Online Plan 1-2 User SL., or
! Office 365 Enterprisa E1, E3, or E4 User SL, or
Office 365 Enterprise E3-E4 without ProPlus User SL, or
Lync Ontine Plan 1A-2A User SL, or
Office 365 Education A2-A4 User SL, or
Lyne Online Plan 1G-2G User SL, or
« Office 365 Government G1, G3, or G4 User SL, or
« Office 365 Govemment G3-G4 without ProPlus User SL,
or
« Office 365 Midsize Business User SL, or
Live Mesting Professtonal User SL, or
Live Mesting Standard User SL

- Aditional Terms:

[PPLICABLE NOTICES . . v .
The Recording and the .:.mmta_vmm.a AVC and/or VC-1 Notices In Appendix 1 apply.
MIGROSOFT SILVERLIGHT SOFTWARE .
Lync 2010 includes Silverlight. Silverlight may include H.264/MPEG-4 AVC and/or VC-1 decoding technology.

Lync Online Plan 2

|
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1
:
i

'

« Users licensed for Lync Server Enterprise CAL
do not need the required SLs to access the Online Service for
purposes other than scheduling or conducting a web conference.

i
i
|
1
i
!

Additional Terms:

APPLICABLE NOTICES ’ |

« Office 365 Enterprise E1, E3 or E4 User SL, or
« Office 365 Enterprise E3-E4 without ProPlus User SL, ar

« Office 365 Govemnment G1, G3, or G4 User SL, or
+ Office 365 Govemmenit G3-G4 without ProPlus User SL,

ar
« Office 365 Midsize Business User SL, or
« Live Meeting Professional User SL., or

« Live Meeting Standard User SL

1 As a limited time offer, customers licensed for Office 365
Education A2, A3, or A4 will receive one licensed copy of Lync
2013 (or Lync for Mat 2011) at no cost with each user
subscription license to Office 365 Education A2, A3, and A4.
‘The software may only be used with Office 365 Education A2,
A3, A4 (which Includes Lync Onling), and all rights to use the
software will terminate upon expiration of the underlying
subscription license or migration to the next major new
version of Office 365 Education A2, A3, A4 and Lync Online,
whichever comes first.

|
i
!

B 1
The Recording, H.264/AVC, MPEG-4 AVC, and/or VC-1 Notices in Appendix 1 apply.

Office 365 Developer

Table of Contents s General Tems

i
'
i
)

USER SLs

Required for each of your:

!

Réquired SL:

« Users who access the Online Setvice or related software.

« Your end users do not need required S to access the
Online Services to perform acceptance tests or provide
faedback on your programs.

Additional Terms:

SERVICE LEVEL AGHEEMENT. no

Each user to whom you-assign a User SL may use the Online Service to

T

. Office 365 Developer User SL

design, develop, and test your applications to make them

avallable for your Office 365 online services, on-premises deployments of for the Microsoft Office Store. The Online Service is not

licensed for production use. N

Office 365 Small Business

' Tabiz of Contanls - Genzml Tsms

Table of Contents * Ganerat Tems

USER SLs
Required for each of your: Required SL: i
_ Authenticated users who access the Online Service or related « Lync Oniine Plan 2 User SL, or

software. However, . « Lync Online Plan 2A User SL, or
« Users licensed for Lync Online Plan 1 *  « Lync Onling Plan 2G User SL, ar
« Users licensed for Lync Server Standard CAL « Office 365:Education A2-A4 User SL2, or

..... Introduction | — Appendices |  Index

USER SLs

Required for each of your:

Required SL:

» Users who access the Online Service orrelated software.

+ External Users invited to site collections via Share-by-Mali
functionality, up to a maximum of 500 extemal users per
tenant, do not need User SLs for that purpose.

i_.intodugtion - GenemalTerms

| Office 365 Small Business User SL

Appendices Ir . Index




Microsoft Volume Licensing Ontine Services Use Rights (Worldwide mznz.m

Office 365 Small Business .ua_.:.EB Bi!

1, April 2014) . 23

Table of Conlents : Geperal Terms

USER SLs :

Regquired for each of your: . .

uired SL:

+ Users who access the Online Service ar related software.

« Extemnal Users invited to site coliections via Share-by-Mail
functionality, up to a maximum of 500 external users per
tenant, do not need User SLs for that purpose. B

Additionat Terms:

TERAMS FOR YOUR USE OF OFFICE APPLICATIONS:
'STALLATION AND USE RIGHTS .

Office 365 Small Business Premium User SL

... Each user ta whom you assign a User SL may activats the mozs.w@ for local or remote use on up to five concurrent OSEs.
2, The licensed user may also use the software aclivated by m:o-:m_..‘ﬁm_, under a different User SL. )

3. You may allow other users to remotely ‘access the software solely &

SMARTPHONE AND TABLET DEVICES

Feemy

0 provide support servicss.

1. Each user to whom you assign a User SL may also activate Microsoft Office Mobtle software to create, m%.. or save aon_.__.sm:.m R

on up to five of thelr smartphones and five of thelr tablets. k
2. The terms of use Included with your Microsoft Office Moblte softwa

Services Use Rights.” !
3. Your right to install and use Microsoft Offics Mobile software on yd

or support obligation for the hardware or other software running ori}

ONLINE SERVIGE AND SOFTWARE UPERADE

i controls to the extent of any conflict with these Online

F smartphone devices does not create or extend any warranty
our smartphone devices. .

. I .
if we provide a major upgrade to software licensed under your User m___.m for the Online Service, you must install the upgrade on all
devices using the Online Service to prevent an interruption of the Onlipe Service.

HEOUIRED CONNECTION :
Each user to whom you assign a User SL must connect each davice L

pon which they have Installed the software to the Intemet at
the functionality of the software may be affected.

least once svery 30 days. If a user doss not comply with this requi

- SUBSCRIPTION VALIDATICN

Micrasoft may automatically check the version of any version-of softwi
the software is installed may periodically provide Information to verify,

expired. This Information includes the software version, the user's Wi
internet protocol address of the device. If the software Is not properly |
updates or upgrades for the softwars from Microsoft or authorized 50!
authorized sources, ses hitn://windows.microsoft.comen-US/windows]

transmission of the Information described in this section. B

JEDIA ELEMENTS AND TEMPLATES 4
Microsoft grants you a license to copy, distribute, perform and display;

ra installed by your usars on any device. Devices on which
hat the software is properly licensed and that the term has not
rdows Live ID, product ID information, a machine ID, and the
cansed, its functionality wili be affacted. You may only obtain
rees. For mora information on obtalning updates from
help/genuine/faq _using the softwars, you consent to the

media elements (Images, clip art, animations, sounds, }:m_n.

, video clips, templatss and other forms of content) included with the m.m:ima and the Office web apps in projects and documents,

except that you may not: (i) sefl, license -or distribute coples of any Bm,

dia slements by themselves or as a product if the primary

value of the product is the media elements; (if) grant your customers:fights to further license or distribute the media elemants; (iii)
license or distribute for commercial pumposes media elements that indlude the representation of identifiable individuals,

govemments, logos, trademarks, or embiemns or use these types of
with your product, entity or activity; or (Iv) create obscene or-standalo
which are accessible on Office.com or on other websites through Offl

OFFIcE HoMe & STupENT 2013 AT COMMERGIAL USE
1. Your user SL modifies your right to use the software under a sepal

2. You may permit the user to whom you assign the User 5L to use |

term of your Subscription. ;m
3. Except for the allowance for commerclal use of the sofiware, all use remains subject to the terms and use rights provided with the

Office Homa & Student 2013 AT License. ]

fotroduction | —i

SeneralTemmg ©  — - : Servine Terma.

ges In ways that could imply an endorsement or assoclafion
works using the media elements. Other media slements,
o features, are govemed by the terms on those websites.

.i_m_< acquired Office Home & Student 2013 RT license, by
waiving the prohibition against commercial use of tha software. nﬁ

fice Home & Student 2013 RT 'as provided here during the
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4. Acquisltion of the service does not create or extend any warranty or support obligation under the Office Home & Student 2013 RT

licensa.
. ' Tatdle of Contents ¢ mm:m.a_ Tems
Office Online )
USER SLs ] ] <
Required for eath of your: . Required SL: .
« Users who access the Online Service or related software » Office Online User SL, or

Office 365 Enterprise K1 User SL., or
Office 365 Education A2-A4 User SL, or
Office 365 Enterprise E1, E3 or E4 User SL, or
Office 365 Enterprise E3-E4 without ProPlus User SL, or .
Office' 365 Government K1G User SL, or
Office 365 Governmsnt G1, G3, or G4 User StL, or
Office 365 Government G3-G4 without ProPlus User SL,
. : or
R Office 365 Midsize Business User SL
Office 365 ProPlus User SL., or
Office Professional Plus®, or
Office Standard’, or
' Office for Mac Standard’
‘with active Software Assurance coverage

External users invited ta site collactions via Share-by-Mall
functionality do not need User SLs.

Table ot Centants - General Tems

Power Bl for Office 365
USER Sks

Required SL}
* « Power Bl for Office 365 User SL, or
« Power Bl for Office 365°A User SL Lo

Required for each of your:
« Usars who access the Online Service or related software.

Additional Terms:

AepLicasLE NOTICE: Bing Maps Notice in Appendix 1 applies.

- . Tabla ot Contents + General Tenns

Project Lite , _ : -

USER SLs
Required SL: ' ’ )

Required for each of your:
. Project Lite User SL

» Users who access the service or related software

Tabte cf Contants / General Tems

~ Project Online

USER SLs . ’ )
Required for each of your:
» Usars who access the service or related software

Required SL:
- Project Online User SL

Jniroduction {1

e Appendices

Index

... General Terms L Index

3
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Additional Terms: S L
SHAREPCINT ONLINE -

Your Project Online service requires the use of SharePolnt Online Plan 2, which will bs provisioned for you as part of the Project

. Online service. You may use such SharePoint Online Plan 2 service only In conjunction with your pemmitted use of Project Online,
and only for the purpose of supparting the functionality for s_.__ns you use. na_mn» Online. You have no.other rights to use
SharePoint Online _u_m: ‘2 under thess license terms.

Table of Coptents - Geners) Tems

SharePoint Online Kiosk - -

USEHR SLs
Required for each of your: Required SL: ’
« Authenticated users' who access the Online Service or - o Office 365 Enterprise K1 User SL, or

_.m_m-mamczima*o_.amnc:_<monmmm6<_mim=maa=~m=»..,Oz_nmmmmmo<m33m=~§mcmm_.m_.
- . and “edit privileges" for browser based or InfoPath forms, ~- © . -’ .
and Office 365 Enterprise K1 Users who accass the Onling - * . .
Service to create and:edit Office documents. No other e
. access and uss of the service Is permitted. External Users
Invited to site collections via Sharé-by Mall functionality do
not need User SLs.' -

Table of Conlents : Genaral Tamms

SharePoint Online Plan 1
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|

« Office 365 Education A3-A4 User SL, or

« Office 365 Enterprise E3-E4 User SL, or

Table of Gentents : General Temns

OneDrive for Business

_‘
i
“ « Dffice 365 m:mm.ﬂ:mm E3-E4 without ProPlus User SL, or
|+ Office 365 Government G3-G4 User SL, or
j « Offica 365 Government G3-G4 without ProPlus User SL
m A .

ADD-ON SLs i

M i
When required: Required SL;
- For sach one gigabyte of mﬁoﬁmm _: excess of storage ﬂ Office 365 Extra File Storage Add-on SL
provided with User SLs | .

i
i
!

\USER SLs

mmaE..mn for each on .<.u:1 n . Required SL:. .
* Authenticated users who access the O==_._m Seviceor - . '« SharsPoint Online Plan 1 User SL, n_.
related software. However, you may not access _=Eum5 - SharePoint Online Plan 2 User SL, or
Excel Services, Visio Sarvices, Enterprise Search, E- Office 365 Education A2-A4 User SL, or .
discovery, or Business Ce y Servlces: . _ Office 365 Enterprise E1, E3-E4 User SL, or
Users invited to site collections via Share-by-Mail . Office 365 Enterprise E3-E4 without ProPlus User SL, or
functionality do not-need User.SLs. SharePaoint Online Plan 2A User SL, or

SharsPoint Online Plan 1G User SL, or

SharePoint Online Plan 2G User SL, or

Office 365 Govermment G1, G3, or G4 User SL, or

- . - - « Office 365 Govemment G3-G4 without-ProPlus User SL, or

. . ' « " Office 365 Midsize Business User SL

.

‘e e e e

ADD-ON SLs
When Required: Required SL:

» For each one gigabyte of m_oﬂmm in excess of storage « Office 365 Extra File Storage Add-on SL
provided with User SLs T

Table of Contents < General Terms

SharePoint Online Plan 2

USER SLs - ] ]
. i
: {
Required for each of your:. Required SL:
« Users who access the Online Service o related software. s OneDrive for Business User SL.
’ w. OneDrive for Business' (G User SL

>uc.oz SLs
_\S.n: required: Required SL: i
» For each ons gigabyte of storage in mxnmmm of storage Officaé 365 Extra File Storage Add-on SL
provided with User SLs

Table of Centents : Genaal Tems

Windows Azure Services

.-H_‘.N,._,._A___-..-Q-_,.‘.,

Windows Azure mmE_omm !

. USER SLs
' Required for each of your: ’ mmnEEn SL:
« Authenticated users who access the Online Service or  ~ « SharePoint Online.Plan 2 Cmmn 8L, or
refated software. Extemnal Users invited to site collections « SharePoint Onlina Plan 2A User SL, or

via Share-by-Malt functionality do not need User SLs. « SharePaint Online Plan 2G User SL, or

i .. Appendices

_ dex

...Benerai Terms.

ADD-ON SLs
When Required: . Required m,h.. .
« By electing to be provisioned for the Online Sarvice, you are « By elscting to be provisionad for the Online Service, you

ficensed to use It. Your right to use the Online Service Is ‘are licensed to use it.
conditionsd on the requirsment that you pay us or your
reseller, If applicable, usage fees as described 5 the v_.ca_._n-

tist.
Additional Terms:

APPLICABLE NoTices: The Customer Support, Data Transfer, H.264/AVC Visual Standard, the VC-1 Video Standard, the MPEG-4
Visua! Standard and the MPEG-2 Samo. and Potentially Unwanted Software Notice [ {relevant to Windows Server softwars) Notices
in Appendix 1 muu_< '
SERVICE LEVEL AGREEMENT: See hitn://www.windowsazuré comven-us/stl pportslal).
DEFIMITIONS
“Customer Solution" means an application ar any set oq applications that manm u;BmQ and m_m:snma functionality to the Windows
Azure Services. _

“End User" means any user of a Customer Solution, or any person you permit to access data stored an Micrasoft systems.

“Windows Azurs mminmm= maans one or more of the Windows Azure services and features ficensed by Microsoft and identified at
hitp:/fwww windowsazure comfen-usthome/features/overviews, except Windows Azure Marketplace and Windows Azure Acite
Dlrectory-Premium (which are sold ssparately).

|
i
i
1

.., Index_

|
_
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. Limitations on Use. You may not use the followlng functionality in 5 | softwars:

“License RigHTS : E.
We grant you the right to access and usa the Windows Azure Services,
Subscription, as further describéd In your Volume Licensing agreemen
you may permit third partles to access and use provided the Custorrier
Services and is not primarily a substitute for the Windows Azure Servi
ADDITIONAL LIMITATIONS :

You shall not:
« _resell or redistribute the Windows Azure Services, or - , L
« allow multiple users to directly or indirectly access any WindowssAzure Service feature that is mads avallable on a per user
basis other than through & user account that is-exclusively assigned to a sirigle user. Spacific terms ‘governing reassignment
applicable to the Windows Azura Service feature may be providedin supplemental documeritation for the, feature.
ADDITIONAL WNDOWS AZURE SERVICES ’ u. .

« From time to time, Microsoft may make avaltabls new.Windows J:E.mm,z_nmm and featurss. You wilt be notified of the price
for such new sarvice and features and you wilt only bé charged talthe extent you elect to use them.

nd-to Instélf and use Scftware included with your
You may create and maintain a Customer Solution, which
Glution adds material functionality to the Windows Azure

ITIREMENT OF FEATURES | :
.crosoft will provide you with 12 months prior notice before removing
systern performancs considerations require an expedited retirement. ©

release features.
DATA RETENTION AFTER EXPIRATION OF TERMINATION - M

The expiration or termination of your Online Service subscription will ngt
Data during any retention period.

riy matarial feature or unctionality, unless sacurity, legal or
his does riot apply to beta, technical preview, or other pre-

change your obligation to pay for hosting of your Customer

HOSTING EXCEFTION : b .

Despite anything to the conttary in your volume licensing agreement, You'iay combing'the Online Service with Customer Data,
owned or licensed by you or a third party, to créate-a solution using 5.@ Online Service and the Customer Data together. That
solution must add material functionality to.the Windows Azure servicesisuch thatthat solution is not primarily a substitute for the
Windows Azure services:’ You may permit third parties to access and:ijse the Online Seivice in connaction with use of that solution.
' Howsver, you are responsible for that use and-for snsuring that these:{srms and the terms and conditions of your volume licensing
-agreement are met. . m .

VIRTUAL MAGHINES .
The Virtual Machine feature provides yous with the abllity to run a virtual server with one of several operatirig systems of your choice.

You may upload your own Virtual Machins image or chooss from preconfigured Virtual Machine images avallable from Microsoft or
third parties. _ .

. You agree to secure thé rights necessary to run all software e_._n__.a_zo_w:m opsrating system} within your Virtual Machine. You are

“rasponsible for patching, configuring and maintaining the operating m&mﬁs and othar software within your Virtual Machine. You
may not disable, tamper with or atherwise attempt to circumvent any biliing mechanism that tracks your hourly usé of the Virtual
Machine and the software contained therein. 4
Windows Azure may provide you with the aption of funning Window: Seérver and other Microsoft software in a Virtual Machine. You
may use such software only within the Windows Aziire.online. serviced@nd only In conjuriction with your permitted use of any
applicable Windows Azure role. . You have no other rights under thesé license téms to-run the software (e.g., you may not run
~oples on your on-premises servers unless you separately obtain the:license-to do so).-

Aindows Server.
Use of any Virtual Machine cantaining any version of Windows Server

5 m:gmmu to the following additional terms:

-« Rights Management Services . :
Remote Desktop Services. Remote Deskiop Services (RDS) mccmnw. ber Access Licenses {SALs) and RDS User CALs with
Extended Rights through Softwsre Assurance may be used to deliver graphical user interface functionality on Windows Azure virtual
machines subject to the license terms:under which théy are licensed:q{Hosting Windows desktop operating systems with Virtual
Desktop Infrastructure (VDI) through Operating System virtualization:|s not um_._..:_.zmn on Windows Azure virtual machines.

Hosting. [f you use the software to host a solution to be d of lisad by Ea, pariies, then that soltion imust cansist of an
application or service that is owned o licensed by you or a third partyii-

Data Storage Technology. The server software (ncludes data stor age tectinology called Windows ntemal Database or Microsoft
SQL Server Desktop Engine for Windows. -Components of the serverisoftware use these technologies to store data. You may not
otherwise use or access these technologias under thess ficense term: .

T

. Introduction i Appendices | — | Index
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Icons, images, sounds. Whila the software Is running, you may use !.: not share Its icons, Imdges, sounds, and medla. The N

sample images, sounds and media provided with the software are for your non-commercial use only.
_'Data Transfer Notices. The notices applicable to Windows Servar, as identifiedIn the Data Transfer Notices document at
hitp//microsoft.comficensing/cbntracts apply to the tse-of Windows Server software under your Windows: Azure licenses.

SQLServer .

Use of SQL Server in a Virtual Zmns_nm, Is subject to ..<<_:ao$m mn.nsm_.‘m Oo_auo:mam... “Berichmark Testing” and *30L Server
Reporting Services Map Report ltem” provisions In the General Terms. : .

WINDOWS AZURE IMPORT/EXPORT SERVICES .

Your use of the Import/Export Service-ls conditionéd upon your compliance with all instructions provided by Microsoft with respectta’-,
the preparation,-freatment afid shipment of the physical méadia contalning your data (storage madia),.which will be provided to you .
via emalf or at htip:#/go.microsolt.com/twlink/?LinkID=301900&clcld=0x408. You are solely responsible for ensuring the storage -
medla and data dre provided in.compliance with all laws and.regulations._All incorning storage media.will be shipped DDP data. ...
center (INCOTERMS 2010}, and you are responsible for all costs of stilpping and cafriage, including without limitation insurance,
‘customs declarations, Import and export declaratlons, taxes, duties and fees. ' c :

- - Exported storage media will ba shipped EX Works data cénter (INCOTERMS 2010) and you are responsible for all costs of shippingand .
carriage, including without limitation Insurancs, customs declarations; import and export declarations, taxes, duties and fees. You are .
responsible for ensuring that the data exported on stordge media Is permitted to be shipped to the location you provide.

Youi agres that Micrasoft has nb duty:with réspect 16 the storage medla and the data contained thereln and no Tiabitity for lost, tamaged or
. destroyed storage-media. You ara solely responsible for taking any precautions to protect the storsge media arid data contained therein,
including without limitation: encrypting data, tamper-proof packaging, shipping Insurance, data backup, and data redundancy. -

STORE: X . ,
. Windows Azure enables you to access or purchase Non-Micrasoft Products under a unfied provisioning and biling framework
- through features such as Windows Azure Stors and the Virtual Machine gallery {*Store”). .

. - 1. Financlal Data. Non-Microsoft Products made available via the Store may contain financial data.-Microsoft Is not-a
broker/dealer or registersd investment advisor under U.S. federal securities law or sscurities laws of other jurisdictions and

does hot advise individuals as.to the advisahility of investing In, purchasing, or selling securities-or other financlal products or -,
services. Nothing containgd in thé Stora Is an offer or solicitation to buy or sell any security. Neither. Microsoft nor its licensors

of stock quotes or index data endorse’ or recommend any particular financial products or services. Nothing in the Store, ..
Including any ¢ orfinanclaf applications, are intended to be professional advice, including but not limited to, investment .

. or tax advice. . .

with the Stord.. If you use any Store-APIs to-purchase or access Non-MicroSoft Products, you (a) agree.to do sé only on your
_ own behalf, and (b) are responsible for reviewing and complying with the applicable publisher terms of use, which may change |
from time to time. ~ ~ .

“Throttling. Microsoft may limit the number of requésts that you can make to the Store to protect our systemn or to enforce .
reasonable limits on your use of the Store. Additionally, publishers may place restrictions on the number of requiests that you
.can make to their respective content, which wilt ba-enforced by Microsoft (“Specific Throttling”). Specific Throttling limits may
be displayed on the publisher's content detall page for which they apply. The Spetliic “Throttling fimits may be changed at any
time, with or.without notice. -

4. Purchasing Non-Microsoft Products, When you purchase Non-Microsoft Products that we make avallable through the

Stora, you agres to the following terms: . .

- (1) - You agraa to pay Microsoft or; I, applicable, your reseller, the-dpplicablé fées end amounts related to the
-purchase of Non-Microsoft Products. If you have provided a payment method to Microsoft, you authorize
Microsoft to tharge the payment method that you provided to us.

: E.v _You will be billed for Non-Microsoft Products purchased from the Store -

- (8) mnnoa_:u to the invoice terms, if any, of <o_._._‘¢o_:_.:m licensing agreement, or.

v ) (b) amum_._m_zm on the umv.am:,_ :.,_m.:on you have provided f6 Microsoft, (1) in advancs; (2) at the time of
- purchase; or (3) after your purchase.

-t - You will be billed on.a racurring basls for subscription-type products and.may be charged up to the @mountyou
fave approved. You will be nofified In advance of any change In-the amourit to be charged for recurring .
. subscription-type products. We may bill you for purchases within previous billing periods If such purchases were
not previously processed. . ) B
(lii) The price stated for the Non-Microsoft Products exclides all, applicable .taxes "and currency exchange '
settlements, unless stated otherwise. You are solgly fasponsible for paying such taxes or other charges. .

i1 Introduction -

i...General Terbs

Application Programming Interfaces. We may-make avallable application Eom.__m,aa_:m m:a:mmm,m (“Store APIS") foruse - -
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{iv) We may suspend or cancel your access to the Non-Microsoft Products purchased through us if an on-time, ful
payment from you Is not received. Suspension or cancellation of access for non-payment could restlt in a loss of
your use of your account and content. T

(v) I you purchase-a subscription to Windows Azure Services via the portal at www.windowsazure.com (*Portal”),
you can actess and change your.bllling account information and payment method through the Portal. You aiso
agres to.pemit Microsoft to use any updated account’information regarding your payment method provided by
your issuing bank or the applicabla payment.network (if paying with a card or another online payment method).
You agree to keep your hilling account information current at alt imes. Changes made to your billing account
won't affect charges we submit to your billing account befora we could reasonably &act on your changes to your

__ bliling account..” if the. primary method you have designated for a particular servics s unavailable or invalid for
any reason, you authorize us to charge any other payment method you may have on file with us. We will provide
you with a list of chargss through https:/account.windowsazure.com, where you can view and print your
charges. This is the.only billing statement that we provide. It is your respensiblity to print or save a copy and
retain such copy for yaurrecords. Any usage orspend.amounts displayed anywhers other than In a final invoice
are only estimates and may not ificiude recent activity: or may comprise projections based on previous usage
pattems. . -

{vi) If you take umw in any free triat period offer relating to ..Zo:-z__a_.amca vara:np you must cancel any subscription
. by the and of the tral period to avoid incurring charges, unless you are notified otherwise. If you don't cancal

your subseription to the Non-Microsoft Products at-the and of the free trial period, you may be charged for the

Non-Microsoft Products at the than-current prices.

. (vii)}f the Non-Microsoft Product you purchased Is no- longer going to be offered at the same price, the parly
- providing that product may choose to elther continue to provide you with the product at the same price, or
discontinue the appiicable offering for that Non-Microsoft Product. You will be provided advance notice of such

wind-down of a Non-Microsoft Product offering. ' .

(viii) If the Non-Microsoft Product you purchased Is a subscription with an automatic renewal option, upon notice,
' your subscription(s) we may automatically renew and you may be charged for any renewal term, inless you
cancel prior to the renewa! dats. .

- (ix) If you discover an error on your bill In connection with a Non-Microsolt Product purchased through the Store, you
must-tell us (or your reseller, If any) within 120:days-after the: error first appsars on your bill. We will then
promptly Investigate the charge. If you do not provide notlce-within that time, you release us (and your reseller, if
any) from all liability and claims of loss resulting from the error and we won't be required to corract the error or
provide a refund. If we have identified a billing error, we will correct that error within 90 days. i

x) Unless otherwise provided by law, al ‘tharges are non-refundable unless stated otherwise and the costs of any
retums will be at your expense. .- ‘

(xi) Canceliation of any subscription to a Non-Microsoft Product is subject to the terms between you and the party
providing the product. If cancellation is allowed, you may continue-to access any cancelled subscription until the
. end of your then-current billing period, but you wilt not be charged again for that subscription. Cancellation of the .
subscription by you will not aiter your obligation to pay all charges or any amounts otherwise due.

{xii) You must pay for all reasonable costs incurred to collect any past due amounts. These include reasonable
attomeys' fees and other legal fees and costs.

{xiii) If you are owed a payment, then you agree to timely and accurately provide any information necassary to get
that payment to you. You are responsible for any taxes.and charges you may incur as a result of this payment to
you. You must also comply with any other conditions placed on your right ko any payment. If you receive a
payment In error, we may reverse or require return of the payment. You agres to cocperate in any efforts to do
this. We may also reduce the payment to you without notice to adjust for any previous overpayment. -

Table of Conlents : General Terms

‘Windows __._E:m.m..:n_ ‘Related Online Services

TYable of Conlenls : Gzneral Terms

Windows Azure Active Directory Premium -

USER SLs .
Required for each of your: Required SL:
« Users who access the service or related software « Windows Azure Active Directory Premium User

= Users whose Customer Data Is processed by the SL, or

. Intraduction -

I s
Micrasoft Volume Llgensing Online Services Use Rights (Worldwide English, Aprit 2014) 30

|
« Enterprise Mobility Sulte User SL

Online Service or related software

FOREFHONT IDENTITY MANAGER SOFTWARE i -
‘These additional terms apply to the Forefront Identity Manager monEJE included with a User SL..
1. Youmay not copy or distribute any data set {or any portion of a data set) Included in the software.

2. To the extent permitted by law, Microsoft may monitor your use. rq Forefront identity z_m.:mmm_‘ and remove or disclose your
Information or materials in ordar to ensure your compllance withyour volume ficensing agreement, satisfy any.legal -

raquirements or process, or protect Microsoft's rights or the rights of others. .

3. The Forsfront Identity Manager software may include additional ro?zma which Is identified by an accompanying notice. You
may run or otherwise use any number of Instances of mnu_zo:m.;monimam in Physical or Virtual OSEs on any number of
devices. *You may use those Instances only with the softwara. Use of any Instance with the software may be indirect, through
other additional software, or direct. | :

Temmns of License: Your right to use the software under a User SL. @m:mm is non-perpetual; you may not access or use the
software after. your Windows Azure Active Directory Premium subscription ends. )

Table of Contents  General Teans

Windows _:EJm,Gm_. user)

USER SLs )
Required for each of your: Required SL: -
« Usars that access the Online Service or related software W. Windows Intune User SL
ADD-ON SLs ! )
i
H
When Required:. mmEE._.mQ SL:

« For each one gigabyte of storage In excess of storage
provided with the base subscription

Additional Terms:

H. Windows [ntune Extra Storage Add-on SL
i

|

A i

APPLICABLE NoTicE: the Data Transfer Notics in Appendix 1 applies.

INCLUDED TECHNOLOGIES: Windows Scoftware Components, SQL Server Reporting Services Map Report Item, SQL Server Technology
(See General License Terms) (relevant to System Center ogzm_.:wzoﬂ._ Manager software)

Each user to whom you assign a User SL may access and use the Online Service and related software (including System Center
softwars) to manage up to five devices at a time. _
i
SYSTEM CENTER SOFTWARE * .
These additionat terms apply to the System Centar'software Included with a User SL.

4. You may not copy or distribute-any data set (or any portion of a Lm»m sef) Included in the software. o

5. To prevent its unficensed use, certain features of the System Om?g Endpoint Protection component of the Online Service
may be disabled upon the expiration or termination of your subscription. If you renew your right to use the Online Service, we
will provide you with the means to extend that date. M .

6. We may substitute comparable softwars and files for System Ceniter Endpoint Protection’s anti-virus and anti-spam software
and signature and content flitering data files. _ .

7. To the extent.permitted by jaw, Microsoft may monitor your use % System Center Endpoint Protection and remove or disclose
your information or materials in order to ensure your compliance EB your volume licensing agreement, satisfy any lagal
raquirements or process, or protect Microsoft's rights or the rights of others.

8. The System Center software may include additional software which is Identified by an accompanying notice. You may run or
otherwise use any number of instances of additional software in Physical or Virtual OSEs on any number of devices. You may
use those Instances only with the software. Use of any Instance with the software may be indirect, through other additional
software, or direct. . . |

ﬂ
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Terus oF License: Your right to use the software under a User SL. licensé is non-perpetual; you may not access or use the software
after your Windows Intune subscription ends. A . R

able of Cantents / Genaral Tems

Windows: Intune with Windows Desktop Operating System (per usér)

USER SLs -
mm,%..an st:
Windows {ntune with Windows Daskiop Operating System
1 (peruser) User SL

ADD-ON SLs :

Required for each of your: )
‘o Usars that access the Online Service or related softwars I

L

.. Required SL: .
] Windows intune Exira Storage Add-on SL

When Required: . A
« For each one gigabyte of storage in excess of storage
provided with the base subscription

Additional Terms: o e P+ .

APPLICABLE NOTICE . - .
The Data Transfer Notice; H.264/AVT Visual Standard, MPEG-2 Video/Siaridard; MPEG-4 Visual Standard, VG-1 Visual Standard,
Potentially Unwanted Software (Notices ! & 1I) and Windows 8.1 {relevent to Windows Desktop Operating Systerr software) Notices.
in Appendix 1 apply. 2

INGLUDED TECHNOLOGIES :

Windows Software Components (See General License ._.m::m.v Aa_m<m...= to System Center ooa_.n:_,mz.o:.zm:mnmq and Windows
software), SQL Server Techhology and SQL. Setver Reporting Services Map Report ltem (See Generat License Temms) {relevant to

System Center Configuration Manager software) - .
AGCCESS TG ONLINE m.mm<_nm ’

Each user to whom you assign a User sk may .mnnmmw and use'the O
Center software) to manage the user's Windows Device and up to fouy,
ASSIGNING THELIGENSE ' . .
The user who has been assigned the User SL rriay usé the Windows ‘spftwre (as described in the "Windows Desktop Operating
Systern® section below).on a single device and that device must :B@ :.wwm_usmm and installed qualifying operating system licensa.
The user to whom you assign the User SL's the Primary User of the Snm on which the Windows softwars Is installed. .

That device is the Primary Usef's "Windows Dévice” for puiposes onm.ﬁmw Windows Inting with Windows Desktop Operating

System (per user) license terms and the Microsoft Dasktop Onzénm.w_m: Pack (MDOP) licenss terms.

Qualifying operating system licenses Includs the following: ;.

«  Windows B and B.1 m=~mﬁ__.mm,oau_,o“ {disKless, N, K and KN .
» Windows 7 Enterprise or Professional. (diskless) c:n__._m_:m 5  N,K and KN editions), or Ultimaté
«  Windows Vista Enterprise (N, K, KN mn_noam?mcm,:mmm,ﬁz. K KN, Blade editions) or Ultimate

»  Windows XP Professional or Tablet Editions (including the N3, KN- and Blade editions), Windows XP Pro N or Windows
XP Pro Blade PC e ) aF . .

+  Windows 2000 Professional

«  Windows NT Workstation 40

« Windows 98 (includirig 2hd Edition)
»  Apple Macintosh i
Windows qualifying operating mu“.ﬂm,am,__nm,:.mmm iriclids both i 64-it: :

" You may replace a Windows Device with ‘anottisr-dsvice, but ribtion a short-term basis (30-days or less) and only if that .
replacement device is licansed for the latest version of the Windolws desktop operating system. You must remove the software
from the initial device. :

o Sarvice and other related mogm.a {including System
additional devices.

editions)

Index
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TERM OF LICENSE .
Your right to use the software in this section under a User SL is non-perpetual; you may not access or use the software after your
Windows Intune with Windows Desktop Operating System subscrption ends. h

SYSTEM omzamn‘m.oﬂsim
Thiese additional terms apply to the System Center software included with a User SL.

. You may not copy or distribute any data set {or any portion of a data sef) included in the software.

. To prevent It unlicensed use, certain features of the System Center Endpoint Protection component of the Online Service
fnay be disableéd upon the expiration or termination of your subscription. If you renew your right to use the Online Service, we
will provide you with the means to extend that date. )

3. We may substitte ‘comparable sof ind files for ystem Center Endpoint Protaction's anti-virus and anti-spam software
and signature and content flltering data files. .

4. To the extent-permitted by law, Microsoft may manitor your use of System Center Endpoint Protection and remove or disclose
: your information or matérials-In order to ensure your compliance with this agreement, satisfy any legal requirements or
process, or protect Microsoft's rights or the rights of others.
The Systern Catiter software may include additional software which is identified by an accompanying notice. You may run or
otherwisa use any number of Instances of additional software In Physical or Virtual OSEs on any number of devices. You may
* use those Instances only with the software. Use of any Instance with‘the software may be indirect, through other additional
‘softwars, ordirect. )

[

WINDOWS DESKTOP OPERATING SYSTEM

These license terms apply to the Windows déskiop operating system software included withi the'Windows Intune with Windows
_Dasktop Operating System (par user) User SL. “Software,” as used here, refers to Windows Entermprise.. See Generaf License
Terms, Definltions for meanings of Instanca, OSE, Physical OSE, Primary User, Qualifylng Third-Party Device, Funning Instance,
Server, and Virtual OSE.

Installation and Use -
1. You may install ohe-copy of the softwars o the Windows Device.
2. You may pse the software on up to two processors.
"3, Local use on the Windows. Device is permitted for the Primary User.
4, Pemots use on the Windows Davice is permitted for the Primary User from another device.
5. Another user can access the software, using Remote Assistance or similar technologies, solely to provide technical

.. support. . .
' 6. You may runWindows B.1 Pro, or any earlier version of the software or of Windows 8.1 Pro, in place of any permitted
. instance. ’ . .
. 7. You may cohriect up 1o 20 devices to the Windows Device for file sharing, printing, Internet Information Services, Intemet
Connection Sharing or telephony services.
8. An unlimitéd number of connections are allowed for Key Managemient Services activation or similar technoiogy. -
. 9. While the-software Is running, you may use but not share its icons, images, sounds, and media. The sample images,

sounds and media provided with the software are for your non-commercial use only. .

Virtualization Rights L ’

The license terms in this section govem use under Virtualization Rights in the case of any conflict with the terms in the

Instaliation and Use section. - v

1.. Using the Windows Device,, the Primary {User may remotely access up to four Instances of the software running in Virtual
OSEs or one instancs of the soffware running in one physical OSE on (a) device(s) in your datacanter. |

2. The Primary User may-also Run up to four Instances in Virtual OSEs and one Instance in the Physical OSE lecally on the
Windows Device.

43, {fall of the Instances permitted to rurvin Virtial OSEs locally are used, you'may use the Instance in the Physical OSE only
to host and manags the Virtual OSEs.

4. The Primary User may rui two Instances of the software in the Physical OSE as an altemative to running the software
remotely in your datacenter or locally in Virtual OSEs.

5. You do not nesd a license to access your Instances only to administer the software. ’

introducioh i~ :
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6. You may create any number of Instances of the software, and store them on any of your servers or sforage media solely
to exercise your right to run Instances-of the softwars under any of your Windows Intune with Windows Desktop Operating
System (per user) licenses (you may net distribute Instances to third parties). T

Roaming Use Rights

._.zm__nm:mmnm.‘:._m_:E_mmmozo:mo<m:._:mm::nm_‘mom3m:m5mmm_mEm_:Emommmoqm:«.nc::mﬁi_nzzm8_.:._m__._=._m
Installation and Use secticn. . '

1. The Prmary User may remotely access the permitted Instances running on servers in your datacenter from a Qualifying
Third Party Device from anywhere off your or your affillates. premises.

2. The Primary User may also run ons Instance of the software in a Virtual OSE on a Qualifying Third Party Device while off
your and your affiliates’ premises.

3. Al moms_zm Rights use must be for work-related purposes.

4. No other user may uss the software under the same license except for purposes of tachnical support, using Remote
Assistance or similar techniology, or administering the softwara.

Windows To Go Rights

The license terms In this section govem use under Windows To Go Hights In the casa of any conflict with the terms in the
installation and Use sectior. .

1. You may create and store an Instance of the software on up to two USB drives.
2. The Primary User may run the Instance stored on the USB drive on any Windows Device.
3. The Primary User of the Windows Device may also run the instance on the USB drive on & Qualifying Third Party Device

from anywhere off your or your affiliates' premises. . .
4. Al Windows To Go use must be for work-related purposes.

5. No other user may use the software under the same license except for purposes of technical support, using Remote
Assistance or similar technology, or adminlstering the software.

Companion Devices
For the purposes of this section:

“Window AT Companion Device” means any additional device that is used by the Primary User and properly licensed by you
(not a third party) for Windows AT or Windows RT 8.1. :

The license terms in this section w.o<m3 use on Windows RT Companlon Devices in the case of any conflict with the terms In
the Installation and Use saction. .

1. The Primary User may remotely mnnm.mm any permitted Instance of the software Running on servers in your datacenter as
provided in the Virtualization Rights section.from a Windows RT Companion Device.

2. No othar user may use the-software under the same license at the same time except for purposes of technical support,
using Remote Assistance or similar technology, or maia.ﬂm::m the software. !

3. Your right to use the software on a Windows RT Companioh Device Is non-perpatual; you may not access or use the
software, as permitted here, after your Windows Intune with Windows Desktop Operating System license expires.

Validation

Validation verifies that the software has been activated and is properly licensed. it also verifies that no unauthorized changes
have been made to the validation, licensing, or activation functions of the software. Validation may also check for certain
malicious or unauthorized software related to such unauthorized changes. A validation check canfirming that you are propery
licensed permits you to continus to use the software, certain features of the software or to abtain additionat benefits. You are
not permitted to circumvent validation. This is to prevent unlicensed use of the softwara. For more information, see
http://go.microsoft.com/fwlink/?Linkid=104610. . )

The software will from time to time perform a valldation chack of the software. The check may be Initlated by the software or
Microsoft. Ta enable the activation function and validation checks, the software may from time to time require updates or
additionat downloads of the validation, licensing or activation functions of the software. The updates or downloads are required
for the proper functioning of the software and may be downloaded and installed without further notice to you. During or after a
validation chéck, the software may send Information about the software, the computer and the results of the validation check to
Microsoft. This information’includes, for example, the version and product key of the software, any unauthorized changes .
made to the validation, licensing or activation functions of the softwars, any related malicious or unatitharized software found
and the Intemet protocol of the Microsoft does not use the information to Identify or contact you, except that
Microsoft may use and share the information fo pravent unl use of the softy By using the software, you consent to
the transmission of this Information. For more Information about validation and what is sent during or after a validation check,
sae http:/go.microsoft.comAwlink/?LInkid=104611. -

.. Introduction, Gepera| Tenms,
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!
If, after a validation check, the software Is found to be nc_._amqmw_r improperly ficensed, a non-genuine Windows product, or
Include unauthorized changes, the functionality and mxum;m:nm_on using the software will be affected, for example: Microsoft
may repair the software, ramove, quarantine or disable any unauthorized changes that may Interfere with the proper use of the
software, including clrcumvention of the activation or validation functions of the software, or check and remove malicious or
unauthorzed softwars known to be related to such unauthorized changes, or provide notices that'the software Is improperly
licensed or a hon-genuine Windows product, and you may recelve reminders to obtain a propery licensed.copy of the -
software, or need to follow Microsoft's instructions to be __nmammw 1o use the software and reactivate, and you may not be able .

to obtain certain updates or upgrades from Microsoft. { .

You may only obtain updates or upgrades for the software from Sn:umcm» or authorized sources. For miore Information on
obtaining updates from authorized sources, see :nu”\\mo.BHBm“oFoo_.:?\__:xsE:Enn“ 04612.

Windows Apps .

. i

Windows apps are apps that are developad by Microsoft, included with Windows, and __nmsmmn to you under the Windows
licensa terms. You can access each Windows app from its no:.m_m_uo:a_:u tile In Start. Some of the Windows apps provide an
access polint to Online Services, and the use of those services __m sometimes govemed by separate terms and privacy policles.

. You can view these terms and policles by looking at the app's settings. Unless other terms are displayed to you or presented

In the app's settings, you agree the services that you access fram the Windows apps are governed by the Microsoft Services

. Agreement at http://go.microsoft.com/fwlink/7linkid=248238, or for Windows apps that access Xbox services, the
http://xbox.com/legalivetou. We continuously work to improve .z_w services and we may we change the services at any time.
The services may nat be avallable in certain cotintries. You may choose to uninstall any Windows app at any time, and you
may also cheose to reinstall any Windows app by downloading it from the Windows Store. Some Windows apps include

advertising. You may choosea to opt out of personalized advarlising by visiting http=//choice.live.com.

X i
Adobe Flash Player m
The softwara may Include a version of Adoba Flash Player. You|agree that your use of the Adobe Flash Player is govemed by
the license terms for Adobe Systems Incorporated, at hitp://go.microsoft.com/flink/?linkid=248532. Adobs and Flash are
aither registered trademarks or trademarks of Adoba Systems Incorporated in the United States and/or other countries.

{

Windows Operating System Buy-out option. A buy-out optior} Is-available to abtain parpetual Licenses for the latest version

N of Windows Enterprise that s madse avallable to you under yourWindows Intune with Windows Desktop Operating System
subscription on or before the date you exercise the buy-out option (the “Windows Enterprise Software”). A buy-out order may
be submitted during or any time after the 12th calendar month of an active Windows Intune with Windows Desktop Operating
System subscription or up to 90 days after your subscription explres or Is cancelled. You will be required to pay any
outstanding subscription and/or canceliation faes upon or In m%rznm of exercising the buy-out option. Your buy-out order for
Windows Enterprise Software may Include a number of Licenses up to but not exceeding the number of active subscription
Licenses you curently have (or had up to S0 days prior to buy-gut) for Windows' Intune with Windows Deskdop Operating
Systei . For pricing, payment terms, and Information about _._oi to 'exarcise the buy-out option please contact your local
slipport center: hitp://www.microsoft.com/online/help/en-us/helphowto/0dBebdc2-77c5-4dd8-bB6e-9t1de7451 @24.htrm.

Perpetual Licenses

Upon our acceptance of your buy-out ordsr and our recelpt of u%S:wE in full, you will have perpetual Licenses for the
Windows Enterprise Softwara for the number of Licenses specified in the buy-out order.

1
Perpetua! Licanses recsived under the buy-out option remaln sublect to the terms of your volume licansing agreement
(including thesa Online Services Use Rights, as further'specified below, and all license limitations), and supersede and replace
your underlying perpetual Licenses for a quallfying Microsoft desktop operating system. The terms goveming your ongoing use
of the Windows Enterprise Software survive expiration or termination of your volurne licensing agreement.

Limitation of Liability. Despite anything to the contrary In <o:_‘w volums licensing agreement, to the extent permitted by
applicabla law, our and our Affiliates’ and contractors’ liability mnviu under that agresment in connection with the Windows
Entarprise Software-is limited to direct damages up to the mao:_m__ you were required fo pay under the buy-out option.

>wm_,m=m=u Licenses. You must assign the perpetual Licenses you acquire under the buy-out option to Windows Devices on

which you used the software under your corresponding Windows Intune with Windows Desktop Operating System {per user)
subscription Licenses; ' f .

Product Use Rights. The Genaeral License Terms, and the Installation and Use, Notices, and the Validation, Windows Apps
and Adobe Flash Playsr sactions of the Windows Intune with Wihdows Desktop Operating System license terms apply to your
use of Windows Enterprise Software under the perpetual Enmzmwm you acquire under the buy-out option. The Virtualization
Rights, Roaming Use Rights, Windows to Go Rights and Companion Devices sections do not apply.

~ Tabte of Contents : Genesal Tems
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Required for each of your: Required Licenses: )
« Users that access the Online mmE_om orrelated software . 3§ Windows Intune Add-on for System Center Configuration
.4} Manager and System Center Endpoint Protection User SL
. . - plus, foreach device from.which the user s permitted to
. I’ access the Online mmz_nm or related software, one of the
) following:
Core CAL Suite', or
Core CAL Bridge for Offics 365", or
Enterprise CAL Suite’, or -
* “} Enterprise CAL Bridgs for Office: wm% or
"% System Csnter 2012 R2 Configuration z_mzmmmq (Useror
« OSE Cllsnt ML}
v : mn~_<m Software Assurance coverage:

ADD-ON SLs

‘Required SL:
Windows Intune Extra Storage Add-on SL.

Yhen Required:
« For each one u_om_uﬁm of ﬂo.ﬂum in mxnmmm of storage
provided with the base subscription

Additional Terms:

ArpLicABLE NoTICE: The Data Transfer Notice in Appendix 1 applies.

Each user to whom you assign a User SL may access and use the O: :m Servicé m:a related softwarg e:o._._n_sm m<m~m5 Centsr
software) to manage up 1o five appropriately licensed nm<_nmm {sen ..mma::ma Licefises™ above}. . .

Table o) Contents? General Tenms

Other Online Services

Azure Rights Management

USER SLs

Required for each of your: Required §f:
« Users who access the semvice or related-software . >N=_. Rights Mariagement User SL, or
1o apply rights management to content >N=_.m Rights Management A User SL, or
. Entergrise Mobility Suite User SL, or
Oan 365 Enterprise E3-E4 User SL, or,
oaom 365 Enterprise E3-E4 without ProPlus User
&L, &
Osnm 365 Education A3-A4 User SL, or
Oanm_ 365 Govemment G3-G4 User SL, or
Osnmmmm Governmant G3-G4 without ProPlus
.UserjBL

.

Tabla of Contents : Gental Temns

Bing Maps Enterprise Platform and Birg _smnm Mobile Asset Management Platform
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)  Must be purchased with at least onie of the following: Bing

Management
. Waps Public Website Usage Add-on SL, Bing Maps intemal .

Website Usage Add-on, Bing Maps Uniimited Add-on, Bing Maps *

Known User 5L, or Bing Maps Light Known User SL.

2 Must be purchased with at least one of the additional Bing _smum
Mobile Asset Management Add-on SL SKUs.

‘ADD:ON SLs

Required SL:
. m_zm Maps Public <<mu e Usage >aa.o_._ m_._
« Bing Maps Infeinal Website Usage-Add-on sL2*
! dﬁmm Add-on SLs are for a specified number of billable
transactions for use on a website that is available publicly
- . - without restriction.

- through your programs, based on-the number of biilable
transactions'per month

. ‘ ’ 2These Add-on SLs ars for a specified number of billable
transactions for uss on an intemal website (e.g. Intranet) on a
_ua<m8 network.
-Additional Bing Mdps Enterprise Platform Service SL
EQEF.Q
When Required: Required SL:
+ For each tfacked Asset® whose m_um of other mm:mo- based « Bing Maps Mobife Assét _sm_._mumz._ma Platform Add-on
position can be monitored, displayed; reverse mmooonma or’ w814
used to perform calculations using Bing Maps Mobile >mm2 .._.:mmm Add-on m_.m are aq a spacified number of tracked
Managament Platform Assets.
9 Asset Is defined as any vehicle, device of other mobile object. - Additional Bing Maps Mobile Asset Management Platform
- Service SL required
_ Additional Terms:  ° o . . X .
BING MaPs APIS

You may use all Bing Maps API's in mnnoamnam 2_5 45 Microsoft m_su Maps Em:o:: API's Terms-of Use and m_zu z_mvm !w:o::
SDKs, including any successors there to, located here: htip://go.microsoft.com/Awlink/p/7LinkiD=68121 and
http:/go.microsoft.comdwlink/n/2L-InkiD=223436.

We may _._vnmvm the Bing Maps Platféim API's Tarms of Gmm from time to time. -Changes to these __nm:mm terms that we either

introduce E:: updates 1o the Birig Maps Platform, are required by law to make, or do not materially affect your use of thé Bing Maps

Platform will apply | immediately. For any othér changes; your use of thie Bing Maps.Platiorm under any existing licénse duing the
first 12 inbinths of your subscription license term will- be governed by these license terms without those updates. . We will'endeavor to
notify you of updates at least-30 days before they are generally effective. You.agres to the new terms by using the Bing Maps
Platiorm APY's after we publish them here: htip://go.microsoft.com/wiink/p/7LinkiD=66121 or we send you an email notice about the
updates.

. Tabiz of Contents ! Genars! Tems

Microsoft Learning E-Reférence Library.

USER SLs

w&s.an SL:
#if. Bing Maps Known User SL

Required for each of your:
« Users authenticated by your u_‘ou_,mam that accass the

Oniine Service 1+ Bing Maps Light Known User SL
SERVICESLs - . o ) .
Number Imai.d.n.. mmaEBn SL:
+ One per enroliment or volumie licensing agreémeitto ~ .#° Blng Maps Enterprisé Platform Sarvice SL'
provide access to all SKUs except Moblle Asset . m . m_:% Maps Mobile Asset Menagernent Platform mm_snm

Genersl Temms__ 1}

Lndex

USER SLs .
Requiréd for wm&_ of your: mmnEBn SL: .
« Users who access the Onfina Service or related software .° ‘Microsoft Leaming m.mm,m-m:nm Library Cmma St
Additional Terms:
DOCUMENTATION'

Any person that has valid access to your computer or Interhal nétwork'may copy and use Sm documentation for your intemal
reference u_.__.uOmmm. Documentation does :Q Include electronic books.

_s_o_,omo: rmmﬂzim IT Academy

Tabla of Contents * General Tenns

SERVICE SLs
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Required for each: Required SL.:
{ ocation that accesses or uses any Microsoft Leaming IT . .» Microsoft Leaming IT Academy Services SL.
Acadermny service or benefit. Location Is defined as a physical m_”m B

whose staff is under the same admir , such as a principal,
In a single building or group of aEE_:mm focated on the same
campus.

If the institution serves both in person and online only mEnm_._ﬁ
an IT Academy subscription needs to be purchased tor each
physical site location. - .
Your right to access and use the Online Services is conditional

on the requirement that you purchase the required number of -

Sts. .
Program benefits may only be used by licensed institution’s

fagulty, staff and students currently enroiled In the licensed

Institution.

litional Terms: .

The General License Terms, the 3=o§=m terms and conditions and Em It >nmnm3< program guldetines, located at
http;/Microsch.comftacademy, muu_< to your use of the _,\__nqomoz _.mm_,a:m IT Academy and its benefits.

You cannot be enralled concurrently in the Microsoft Partner Learning Comp y Program and the Microsoft Learning IT
Academy.

Benefits are solely for use at lacations with a current Microsoft Leaming IT Academy SL. Institutions with additional locations (L.e.
departments, extension programs, Individual mn_._oo_m and geographically disperse facilities) must purchase a Microsoft _.mm:__:n T
Academy SL for each location. .

TERM OF LICENSE
Rights to use any of the benefits and content available under the Microsoft IT Acadsmy ends when your SL has ended.

ProcRAM BENEFITS PROVIDED 8 THIRG-ParTy - .

Some benefits may be provided by a third-party. You understand and-agrae that your relationship with respect to those benefits are
with that third-party directly and not with Microsoft. Microsoit is not responsible for any benefit provided by a E_a.um@ and
Microsoft does not spansor or endorse the ' third- -party vendors orits mmz_nmm or praducts.

able of Confents / Genarsl Tarms
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. i
!
Required for each of your: ' Required SL:

+ Devices that access the Online Service or related ~ « Systsm Center Endpoint Protection Device SL or
software. « Core CAL Suite (Device)?, or

* require the appropriate MLs (see Server MLs abeve). Enterprise CAL Suite (Device)?, or
Enterprise CAL Bridge for Office 365 (Device)?, or
. Forefront Protection Suite (Device)
- ! _...2 purposes of this requirement, *Servers® are devices on
which you run server operating systems.
. m<,:5 active Software Assurance coverage.
: ‘ -
{
t
|
The Data Transfer Notlce and Potentlally Unwanted Software (Notice; ll) in Appendix 1 apply.
: i

Servers' that access the Online Service or related software’ * + Core CAL Bridge for Office 365 (Device)?, or
i
”

Additional Terms:"

APPLICABLE NOTICES

UsE IN A DEDICATED TRAINING FaCLITY . _

You must acquire User SLs and Device SLs as nmmn_._umn above to use the Oniine Service and software that comes with the Online
Service in a dedicated training facility, despite anything to the no::wé in your volume licensing agreement.

i .

UsE UNDER RENEWALS m .

To prevent its unlicensed uss, certaln features of the Ontins Servica may be disabled upon the expiration of your,SLs or Software
>mm:ﬁ:nmno<m_.mmm._:B:3:mi<o:3mz§ocmm5m0===mmm§nm.imSEu3<am<o:SE.::m3mm=m8mx~m:a5m3m~m.

SUBSTITUTION OF SCAN ENGINES -
We may substituts comparable software and files for the Online Service's:
= antl-virus and anti-spam .mcnsm,‘m“ and M
N

= signaturs files and content filtering data files.

Table of Cenlents : Genetal Temms

Translator API

System Center Endpoint Protection . - -
SERVER MANAGEMENT LICENSES . L

Required for each of your: Required Server Management Licenses:
« Servers' that access the Online. Service or related "« System Center 2012 A2 Datacenter™*, or
software : ' A ) « System Csnter 2012 A2 Standard™*
’ ' - -+ TFor purposés of this requirement, "Servers” are devices on
. . which you riin server operating systems.
L N<<_5 active Softwara Assurance coverage.
! e 2 In the number specified in the’ System Center 2012 A2
. Datacenter and Standard license tgrms In the Management
- ’ .~ Servers.section of the Product Use.Rights. For purposas of this
. . .. statemnent, OSEs nunning server operating systems that access
. . EmO:__:mmmz._nmov_nm_mﬁamonsmqmma.._.:mzmnmnOmmm...

USERSLs . o . .- -

Required for each of your: Required SL:
« Users who access the Online Service or related software ©  « System Center Endpoint Protection User. SL, or

. . .« Core CAL Suite (User)', or

- . + = Core CAL Bridge for Office 365 (User)', or
- m:.maamm CAL Suite (User)', or |
« Enterprise CAL Bridge for Office 365 (User)', or
« Forefront Protection Suite {User)

* with active Software >mm=_.m=nm coverage

DEVICE SLs . : -

. .. ntoduction ., i __GeneralTems

- Servize Terms -

.hppendices |~ - Index.

SERVICE SLs .

Number Required: . Required SL:
« Translator AP! Services SL

« One or more for sach enroliment
Additional Terms: :

DEFNITIONS
“Application” means your software applications, im,_um:mm or other interfacas that interact with the Online Service. )
*Microsoft Translator APY” means the Microsoft Transiator application programming Interface which delivers automatic transtations
Into a specified language, and other language-related functionality. -
Licenses RiGHTS
You may:

= smbéd the Microsoft Translator AP and mmmon_m.ma ocam-; _:3 ths Application so that the >uu=nw=o= can interface directly

with the Online Service; and ~
* use the Microsoft Translator AP to access :5 Online Service E present results from the Online Service on the Application.

>_u_u:._oz>_. LIMITATIONS .
You may :a».
» use the Microsoft Translator AP} or sz,imm make the Oniine Service availabte directly or through an Application, which
emulates the functionality of the' Microsoft Translator APl oris mcmmﬁaam_e similar to the Microsoft Translator API;

!

» access or link ta the service from any location or source other .:m: the Application (or In any manner except directly to users
through the Application); or ~

» create from use of the Online Service or the Microsoft d.m:m_mi AP for patentable or patented material, any _Eu_.o<m3m3
and for material which is protected by trade secrat, any new material derived from such existing trade secrst material, including
new matenal which may be protected by copyright, patent and/or trade secret.

Appendizes
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MIGROSOFT TRANSLATOR ATTRIBUTION N

During the term of your Online Service subscription, you will display ow_ ) of the Mictoseft marks In & location proximate to the
displayed translations and easily accessible to'the user, or in the ..>ao_,.w.. box-{If any). - Your use of the Microsoft marks will be in

Appendix 1: Notices - .

accordance with Microsoft's then current trademark usage guidelines m,m provided in hitp:/fwww.microsoftiransiator.com/attribution. -] . BINGMaPs < L

No GuARANTEE A o e F . The sttware Includss use of Bing Maps. Any-coritant provided through Bing Maps, Incliiding geocodes, cari only be used within the
Desplte anything to the contrary In-the terms and conditions of your véllime licensing agresment, all information, content, services, product through which the content is provided. Youruse of Bing Maps is goveémed by the-Bing Maps End User Terms of Use
results from the Onilne Service and related graphics are provided withgut warranty of any kind. We heraby disclaim ail warranties . avallable at hitp:/qo. microsoft.com/?linkid=9710B37 and the Bing Maps Privacy Statement avaliable at

the-Online Service, and related graphics, Including all
lar puipose, workmaniike effort, title and nen-infringemant. . .-

and conditions with regard to information, content, services, results f icrosoft.comyiwlink/?Link|D=248686.

implied warranties and conditions of merchantability, finess for a pa

Wa may also disabls the Microsoft Transiator AP at any tims. ) . CUSTOMER SUPPORT ]
SuemIsSIONS PROVIDED To MICRGSOFT - ‘ . - - ] - R
We may keep a copy of and use {is content you or your customers.submit to the Online Service, for the exclusive purpése of Fixes.. If we provida.Fixes to you In the course of performing Customer Support, those Fixes are licensed according to the flcense - ]
improving the Online Service. We will not otherwiss disclose the contafjt to a nonaffiliated third party, éxcept in presenting the terms spplicable to the Product to which thosa Fixés relaté unless the Fikes include separate. terms, in which case those tarms will

results from the Online Service on the Application and where required . Improving the Online_Service will Include us using - ’ govem. If Fixes are provided for Windows Azure Seivices, Microsdft Dynamics CRM Oniifie, Microsoft Dynarnics Marketing or

your and your customer’s sut 15 to derive ical and quantitative infarmation about the text being translated, In order to : Microsoft Soclal Listening, any other use térms Microsoft provides with the Fixes will-apply, and If no use tems are provided, you

shall have a non-exclusive, temporary, fully paid-up license to use and reproduce the Fixes solely for your intemal use. You may
not modify, change the fils name of, or combine any Fixes with-any non-Microsoft computer code.

‘elp buitd and apply appropriate medels to optimize the translation. :as . P . .
« Content submitied using the AddTraristation() or AddTr B:m_mno.._ ray() mettiods f the Microsoft Translator AP, or when

using any of the feedback and colrections functions mads avallghls-by the:Online-Seivice, is conéidered “shared content”, Pre-Existirig Work. Al righis in'any comptitef 65da-of non-cod based written matsitals devéloped or otherwise obtained by o for
and the submission or correction may be visibls to other users:df the Onling Serilte'as a match of the same source (“from”) . . the parties or thialr Affifisites indspandent of your volime licensing agraement (*Pre-Existing Wotk) shall remalrr tHe solé property of
-santencs or text segment, using the GetT! ons() and Gt Array() methods. The shdred content does not the party providing the Pre-Existing Work. .During the performance of Customer Support, each party grants fo the other:parly (and

- . - our contractors-as necessary) a temporary, non-exciusive license to use, reproduce and mriodify any of its Pre-Existing Work
. . provided to the other party, solely as needed to perform Its obligations in connection with the Customer Support. Except as may be
+ Yable of Contents ; Universal Terms - otherwise expressly agreed by the parties in writing, upon payment'in full we grant you a non-exclusive, perpetual, fully pald-up

. - licensa to use, raproduce and modify (if applicable): any Microsoft Pre-Existing Work provided-as part of a Customer Support
deliverablg, solely in the form délivered to you, and solely for your intemmal business purposes. The license to Microsoit's Pre-

contain information that indicates Its origin.

Yammer Enterprise di : ) . .. Existing Work Is conditionsit upon your compliance with the terms of your voluimia licensing agreemenit._If you are located in the -
USER SLs K B : Czech Republic, you'represent that the author has granted relevant approvals to.modify. your pre-existing work: Any viclation of
L X R - . conditions of your volume licensing-agreement, or any other statements regarding customer support under that agreement, by you " b
Required for each of your: Required 8f- B will u‘,m,m,_nczn_zoa.mcummn:ma for obtaining the perpetual license to Microsoft's Pre-existing Work that Microsoft leaves to you at the 4
+ Users who access the Online Service. Extemnal « Yamiier Enterprise User SL, o . 1 end df Microsoits pérformance of Customer m:vuo;. : . . 3
" Users invited t6 Yammer via external network - » Ofiicaiass Enterpriss A2-A4 User-SL : . Materials. All rights In any materials developed by us' (other than' software code) and provided to'you In connéction with Customner 1
functionality do not need User SLs. . "« Offic8i365 Enterprise E1, E3 or E4 User SL : Stipport ("Materials”) shall ba"owned by us exceptto the éxtent such Matsrials constitute your Pre-Existing Work. Wé grant you a
“ . Officelass Midsize Business User SL non-exclusive, perpetual, fully pald-up license to use, reproduce and modify the Materials solely. for your internal business
Addl T operations and without any obligation of accounting or payment of royalties.
ditional Terms: - . . . L s . : .
ona s N . : . ) - Sample Code. We grant you-a nonexclusive, perpetudl, royalty-free right to use and modify any software code provided by us for :
Qur UsE OF CUSTOMER DATA E ) . oL .. .the purposes of llustration (“Sample Code") and to reproducs and distribute the object cods form of the Sample Code, provided
Despite anything to the contrary In your valume ficensing m.ua,m.i.m:ﬁ the Geheral ._‘,m,::m. Microgoft's use of Customer Datainthe . Lo M:hw_m\mmwnmqwm..mv_hw_”mw:mm w%ﬂ Mw%mwﬁm%mnﬂwwm wﬂhﬂwwﬁwﬁwwwm%. ~wwiwﬂwwm%mommmh_m<mﬂmwﬁmm%ﬂﬂm%m%o%%nﬁ i) to o
‘Yammer Enterprise online service; both-before and after your o=_._=m”. arvjce subscription terminates, will be governed by the ) . indemnify, holdharmless, and defend us.and our sappliers from and against any claims or lawsults, inclu ding attomeys' faes, that

Yammer Piivacy Statement at hitns:/fwww.yammer.convahout/orivacy drise o result from the use or distribution of the' Sample Code.

- . . ] Afiilistes’ Righits. You may sublicense the rights contained in Yl saction to your Affiliates, but your Affiiates may not sublicense
rr. résult In a transfer or assignment of intelléctual property . these rights and your Afflliates’ use must be consistent with the license terms contained in your volume licensing agreement.
rs-shall be owned by Microsoft and when provided to you will | PSS S P . . -

wihrsuant to these terms. - J i - Warrantles n:mcu_mo_m_q_a_‘m., R ) o . . )
Warranty for Customer Support. We warrant that-all Customer Support wiil be performed with professional care and skill.

Table of Contents Gzners Toms : . NO OTHER WARRANTIES, TO THE EXTENT PERMITTED BY APPLICABLE LAW, WE DISCLAIM AND EXGLUDE ALL ~ + "
; REPRESENTATIONS, WARRANTIES, AND CONDITIONS WHETHER EXPRESS, IMPLIED OR STATUTORY OTHER o
, . THAN THOSE IDENTIFIED EXPRESSLY IN YOUR VOLUME LICENSING AGREEMENT. THIS DISCLAIMER INCLUDES ]
: . _ ANY AND ALL WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, SATISFACTORY QUALITY OR
RESULTS, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH RESPECT TO ANY ADVICE,
) : RECOMMENDATIONS, FIXES, GUSTOMER SUPPORT DELIVERABLES, AND RELATED MATERIALS PROVIDED BY US
. OUR SUPPLIERS AND CONTRACTORS IN PERFORMING THE GUSTOMER SUPPORT. .

GUSTOMER SUCCESS MANAGERS .
Any services provided to you by a customer success manager shal
rights between the parties. Work product of customer success man
be deemed a part of the Online Services, which may be used by yo!

. . NoTIce oF AUTOMATIC UPDATES TO PREVIOUS VERSIONS OF SQL SERVER

Ifthe software is Installed on servers or devices running any supported editions of SQL Server prior to SQL Server 2012 (or
components of any of ther) this software will aufomatically update aid replace certain files or features within those editions with

- : flles from-this software. This feature cannot be switched off. Removal of these files‘may cause errors in thé softwate and the .
7 : . . urigina! flles may not be-tecoverable. Byinstalling this softwars on a server or tevice that is running such editions you consent to

- - 1 : ) _ these updates in all such sditions and coples of SQL Server (including components of any of them) running on that server or device.

Generai Terma__"-i _ServiceTerms

¥
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NOTICE OF DATA TRANSFER

ReCORDING NOTICE
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i
1
i

The product contalns one or more softwars features that connect to Microsoft or service provider computer systems over the
Intemet. These features are identified in the Data Transfer Notices document at http:/microsaft.com/licensina/contracts. Microsoft
provides ssrvices with products through these features. You will not always receive a separate notice when a feature connects. In
some cases, you may switch off a featurs or not use it.

Computer Information

The fsatures uss Internet protocols, which send to the appropriate systems computer information, such as your intemet protocol
address, the typs of operating system, browser and name and version of the software you are using, and the language cods of the
device whers you installed the softwars.

Use of Information

Microsoft does not use the Information to identify or contact you. Microsoft uses this Information to make services available to you
when you use the software. Microsoft may use the computer information, accelerator Information, search suggestions infornation,
Jrror reports, Malware reports and URL filtering reports to improve our software and services. We may also share it with others,
such as hardware and software vendors. They may use the information to improve how their products run with Microsoft software.

Consent for Data Transfer

By using these software features, you consent to the transmission of computer Information, such as your intemst protocol address,
the type of operating system, browser and name and version of the software you are using, and the language code of the nms.um
- where you run the softwars.

NOTICE ABOUT THE H.264/AVC VISUAL STANDARD, THE VC-1 VIDEO STANDARD, AND THE MPEG-4 PART 2
VISUAL STANDARD

{
The'laws of some jurisdictions require notice to or the consent of m:a_se._m_m prior to intercepting, monitoring and/or recording their
communications andfor restrict collection, storage, and use of umqmo:m Identifiable information. You agree to comply with alt
applicable laws and to obtain all necessary consents and make all :mnmwmmé disclosures before using the Online Service and/or the
recording feature(s). i

|

This software may Includs H.264/AVC, VC-1, and MPEG-4 Part 2 visual compression technology. MPEG LA, L.L.C. requires this
notice:

TH!S PRODUCT 1S LICENSED UNDER THE AVC, THE VC-1, THE MPEG-4 PART 2 VISUAL PATENT PORTFOLIO LICENSES
FOR THE PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO (i) ENCODE VIDEO IN COMPLIANCE WITH THE
ABOVE (“VIDEO STANDARDS"} AND/OR (i) DECODE AVC, VC-1, MPEG-4 PART 2 VIDEO THAT WAS ENCODED 8Y A
CONSUMER ENGAGED N A PERSONAL AND NON-COMMERCIAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE SUCH VIDEQ. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER
USE. ADDITIONAL INFOAMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE hilp://www.mpegla.com/indexi.cfm

For clarification purposes, this notice does not limit or inhibit the use of the software for normal business uses that are persanal to
that business which do not includa (I) redistribution of the software to third parties, or (if} creation of content with the VIDEO
STANDARDS compliant technologies for distribution to third parties.

POTENTIALLY UNWANTED SOFTWARE (NOTICE 1)

If tumed on, Windows Dsfendar will search your computer for many types of malicious software (*malwars®), including viruses,
warms, bols, rootkits, “spyware," “adware” and other potentially unwanted software. If you choose the recommended mmn_.ia
- settings when you first start.using the softwars, such malware and other potantially unwanted software rated “high” or “severe™ wil
Jstomatically be removed. This removal may resuit in other software on your computer ceasing to work or your breaching a license
J use that softwars.

1t Is possibte that software that is not unwanted may be removed or disabled. If you use Windows Defender and Windows Update,
Windows Defender is regularly updated through Windows Update.

POTENTIALLY UNWANTED SOFTWARE (NOTICE 1)

WiNDows 8.1, WiNpows 8.1 K, Winbows 8.1 KN, Winpows 8.1 N NoTIcES

Windows 8.1 and Windows 8.1 K include Windows Media Playsr and|related technologies identified by the Korean Fair Trade
Commisslon (KFTC) and k to the Windows Live Messenger Download. Windows 8. d KN does not inctude Windows Media
Player or related technologies identified by the KFTC. “

Windows 8.1 K

The'KFTC requires that the software contain links to a Media Player Om:.ma Waeh site and a Messenger Center Web site which has
links to third party sites to enable you to download and install third pafty media players and Instant messaging software. The third
party sites are not undsr the controi of Microsoft, and Micrasoft is notiresponsible for the software or content of any third party sites,
any links contalned in third party sites, or any changes or updates to Em third party software or sites. The Inclusion of any link on
the Media Player Center Wab site or Messenger Center Web site nomm not imply an endorsement by Microsoft of the third party
software, tha site or its contents. i

Windows 8.1 KN |

Inapplicable Windows Media Player Use Rights. The Windows Media Digital Rights Management and Windows Media Player
terms do not apply when running this software. _

"Notice regarding the absence of Windows Media Player. The monsm_,m does not Include Windows Media Player (as defined by

the Korean Fair Trade Commission) or Windows Media Player _.m_mnmn technologles such as Windows Media Center. As a result;
you will need software from Microsoft or a third party in order to play o_‘ create audio CDs, media files and video DVDs, organize
contant in a media library, create playlists, convert audio CDs to Sm&m files, view artist and title inforrnation of media files, visw
album art of music files, transfer muslc to personat music players, or Bnca and playback TV broadcasts.

Additional Disclaimer of Warranties. Microsoft provides no sm:N:Q whatsosvar with respect to Windows media functionality,
desplte anything to the contrary in your volume licensing agreement. |
!

Windows 8.1 N m

Inapplicable Windows Media Player Use Rights. The Windows a_gﬁ_ rights Bmzmumama technology and Windows Media
Player tarms do not apply when running this software.

Notice regarding the absence of Windows Media m::»:o:m:? ._.:m software does not include Windows Media Player (as
defined by the European Commission) or Windows Media Player _.w_mﬁn tachnologles such as Windows Medla Center. As a result,
you will need software from Microsoft or a third party in order to play or create audio CDs, media files and video DVDs, organize
contant In a media library, create playlists, convert audio CDs to :._ma_m files, view artist and title information of media files, view
album art of music {lles, transfer music te personal music players, or Bnoa and playback TV broadcasts.

Additional Disclaimer of Warranties. Microsoft provides no sm_._.msnk whatsoaver with respect to functionality associated with
Windows Media Player, despite anything to the contrary in your <c_:jm ficensing agreement.

YAMMER - ;

The software will search your computer for low to mediumn severity Malware, including but not limited to, spywars, and other

potentially unwanted software (*Potentiatly Unwanted Software"). The software will only remove or disable low to medium severity
Potentially Unwanted Software if you agree. Removing or disabling this Potentiaily Unwanted Softwars may cause other software
on your computer to stop working, and It may cause you to breach & license to use other software on your computer, if the other
software installed this Potentially Unwanted Software-on your computer as a condition of your use of the other software. You should
read the license agreements for other software before authorizing the removal of this Potentially Unwanted Software.

By using the software, it is possible that you or the system will also remove or disable softwars that is not Potentially Unwanted
Software.

GeneralTems  —

. ntroduction __ —!

|
The software connecting Microsoft Dynamics CRM with Yammer will enable cartain data to be shared betwaen the two services. At
the direction of you or your end users, the following data will be _E:mq__sma to Yammer through Microsoft Dynamics CAM: {i) posts;
(it} links to CRM records; (iff) information contained In the description field of the CAM records; and (vi) any cther activity or content
you or your end users share with Yammer. Yammer's Terms of Use are avallable at https//Awww.yammer.com/about/terms . lts
Privacy Statement is m<m__mu_m at hittps://www.yammer. noimuo:<n=<mn<\ apply to Customer Data sent to Yammer.

A

i
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Appendix B
Pricing Document
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Request for Quotes: Microsoft Enterprise License
Attachment B - Office

.mﬂmm:_m:ﬁ - Office 365 Subscription Services

365 Price Sheet

Né ﬁ:_#_u_,._wm -

Office365PlanG1 ShrdSvr ALNG SubsVL MVL

PerlUsr U4S-00002 - Adjustable| Monthly 12 $4.15 1,200 United States $59,760.00

ExchOninArchExchOninG ShrdSvr ALNG i .

SubsVL MVL PerUsr 4ES-00001 Adjustable Monthly 12 $1.38} ;1,200 United States $19,872.00

Office365P1anG3 ShrdSvr ALNG SubsVL MVL ’ : . . K :

PerUsr U7s-00008 Adjustable Monthly 12] $11.75 20,131 United States $2,838,471.00

O.aommmm_u_mzma ShrdSvr ALNG SubsVE MVL . t . :

PerUsr : ‘ ‘U9S-00008 Adjustable| Monthly 12| $13.13 300 United States $47,268.00

~AadimiGnal Produc A . e = N

Office365PlanK1G ShrdSvr ALNG SubsVI. MVL '

PerUsr . 3KS5-00001 Adjustable Monthly 12 $2.25 4,000 United States; $108,000.00

ExchOnlnArchExchOninG w:imﬁ ALNG ; -

SubsVL MVL PerUsr . - 4ES-00001 Adjustable Monthly 12] $1.38 , 4,000 United States $66,240.00

ExchgOninPin2G ShrdSvr >rzm SubsVL _<_<_. Co . . ; .

PerUsr . - 3NS-00003 Adjustable Monthly 12 $5.27 ] 100 United States $6,324.00

ProjProforOff365G w_._ams. .>_..ZO SubsVi. MVL .

PerUsr ’ '4ST-00001 . ‘Adjustable Monthly 12 16.13] 50 United States $9,678.00

Smwo_uﬂoﬂoaomwmmm m:;._mﬁ ALNG SubsVIL. MVL . . :

PerUsr P3U-00001 Adjustable Monthly. 12] 8.38 60 United States $6,033.60
{ I ,mw.‘_ 61,646.60
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Reguest for Quotes: Microsoft Enterprise Licens¢ Agreement - Office 365 Subscription Services

Attachment B - Offi

e 365 Price Sheet

- Enterprise .

Office365PlanG1 ShrdSvr ALNG m_._um<_.._s<_.

PerUsr o

Monthly

PerUsr " U4s-00002 Adjustable Monthly 12 $4.20) ' 4,200 United States $60,480.00( -
|

ExchOniInArchExchOnInG ShrdSvr ALNG e | j
SubsVL MVL PerUsr 4ES-00001 Adjustable Monithly 12 $1.40) 1 1,200 United States $20,160.00
OfficeaB5PIanG3 ShrdSvr ALNG SubsvL MVL- _ : -
PerUsr U7s-00008 Adjustable Mosthly 12 $11.90 20131  United States| ~ $2,874,706.80
Ocea65PianG4 Shrasvr ALNG SubsVL MVL = ‘ , —

U9S-00008 Adjustable 12 $13.30 300  United States $47,880.00

T AGTHenal Produei;

Office365PlanK1G ShrdSvr ALNG SubsVL MVL

" 3KS-00001

Perlsr . Adjustable ~ Monthly 12 $2.28 4,000 United States $109,440.00
ExchOninArchExchOninG ShrdSvrALNG . j .
SubsVL MVL Perlsr 4ES-00001 Adjustable Monthly 12 $1.40 i 4,000 United States $67,200.00
. _ >
ExchgOninPin2G ShrdSvr ALNG SubsVL MVL |- : . . i ) ]
PerUsr . 3NS-00003 Adjustable Monthly 12 $5.34 ; 100 United States). $6,408.00
ProjProforOff365G ShrdSvr ALNG SubsVL MVL . R i
. Perusr 4ST-00001 Adjustable Monthly 12 16.33 50 United States $9,798.00
. VisioProforOff365G ShrdSvr ALNG SubsVi MVL : .
‘PerUsr P3U-00001 Adjustable Monthly 12| 8.49 60 United States $6,112.80

" $3,202,185.60

$9,566,017.80
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SAN FRANCISCO One South Van Ness Ave., 2nd Floor
DEPARTMENT OF San Francisco, CA 94103-0948

TECHNOLOGY Office: 415-581-4000

31 October 2016

Angela Calvillo, Clerk of the Board

Board of Supervisors ' ' CoE
1 Dr. Carlton B. Goodlett Place, Room 244 =
San Francisco, CA 94102-4689 : o

@

Dear Ms. Calvillo:
]

Attached please find an original and two black and white copies of the proposed resolution for u
- Board of Supervisors approval to amend two Agreements between the City and En Pointe
Technologies Sales, LLC, increasing the maximum contract amounts: one for Microsoft Online

365 (0365) Agreement up to an amount not to exceed $13 ,909,873, and the other for Microsoft
EA Products up to an amount not to exceed $14,719,597.

" The following is a list of accompanying documents (one set):

. Proposed Resolution authorizing the Department of Technology (DT) to amend two
Agreements between the City and En Pointe Technologies Sales, LLC

. Proposed First Amendment to the 0365 Agreement and proposed First Amendment to the
Microsoft EA Products Agreement

. Existing Agreements: 0365 Agreement and Microsoft EA Products Agreement
. Summary - Calculation of New Contract Limits for each Agreement

The timeline for this resolution is urgent, as the existing Agreements executed in FY2014 are
almost exhausted. The 0365 Agreement requires an additional $4,335,418 for a new not to exceed
of $13,909,873. The Microsoft EA Products Agreement requires an additional $4,850,304 for a

new not to exceed of $14,719,597. The requested replenishment covers the remaining seven

months of the contract term.
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When the City first decided to adopt a more uniform email system, more than five years ago,
departments were permitted and encouraged to adopt the Microsoft Outlook (now 0365) system
at their own pace. The additional contract authority is necessary because the popularity of the
products and the growth in demand for the Microsoft products and services has been much greater

than what was expected in 2014.

DT is seeking approval from the Board of Supervisors because Charter section 9.118, “Contract
and Lease Limitations,” subsection (b), requires Board of Supervisors approval of any contract

estimated to exceed $10 million in expenditures.
The following person may be contacted regarding this matter:

Leo Levenson

Deputy Director, Finance & Administration, CFO/CAQO
Department of Technology

Leo.Levenson@sfgov.org

415-760-0579

Thank you very much for your attention to this request for legislation.

Best regards,

N BO B,
B 9 Atrechsn
Miguel A. Gamifio
City Chief Information Officer (City CIO) | Office of Mayor Edwin M. Lee

Executive Director | Department of Technology
City and County of San Francisco
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