File No. \ 26 2L Committee ltem No. A,
BoardltemNo. =~ $

COMMITTEE/BOARD OF SUPERVISORS
AGENDA PACKET CONTENTS .LIST

Committee PUBLIC SAFETY - Date____ 4/19/12

- Board of Supervisors Meeting ‘ Date | ‘3)1] {2
Cmte Board

Motion
Resolution
Ordinance :

. Legislative Digest
Budget Analyst Report
Legislative Analyst Report
Introduction Form (for hearings)
DepartmentIAgency Cover Letter andlor Report
MOU

- @Grant lnformatlon Form

. Grant Budget
Subcontract Budget
Contract/Agreement
Award Letter '
Application
Public Correspondence

(D
0 0 0 24 <O

(Use back side if additional space is needed)

OTHER

O O

O

I

o

O

Completed by:__~ Gail Johnson ~ Date 4/13/12
Completed by: . M ’ - Date I«H')"? 12

Z \‘0 : 7 e

An asterisked ltem represents the cover sheet to a document that exceeds 25
pages The complete document is in the file.

Packet Contents Checklist 5/16/01

147



148



-

I\)II\Ji\Ji\)i\Ji\)—\—‘-\_—-\-—\——‘-.~_—A_\'_A
a A W N 2 O © ©® N OO o A 0 N -

O © o ~N O g b~ O w N

FILE NO. 120224 » ‘ - RESOLUTION NO.

" I[Accept and Expend Grant - FY2011 Federal Emergency Management Agenoy Port Security
||Grant Program $1 016,000]

| Resoiution authorizing the San Francisco Police Department to retroacti\rely accept

and expend $‘.1,016,000 of FY2011 Port Security Grant Program funds from the Federal

Emergency Management'Agency.

. WHEREAS, The Federal Emergency Management Administration (FEMA), under the
U.S. Department of Homeland Security, appropnates annual funding for the Port Secunty
Grant Program (PSGP); and

WHEREAS The purpose of the Port Security Grant Program is to promote sustarnable
rlsk—based efforts tfo protect critical port infrastructure from terrorism; and

| WHEREAS, FEMA appointed the Marine Exchange of the San Francisco Bay Region
(SFMX) as the direct representative and Fiduciary Agent (FA) to manage disbursement of
PSGP grant funds going to the Port of San Francisco, the San Francisco Police Depariment,
and the San Prancisco Fire Department, in separate sub-grantee awards; and N

: WHERPAS, The San Francisco Police Department coordinated'with the SFMX to apply
for PSGP tunding anld was awarded $1,016,000 from the FY 2011 PSGP appropriation to
purchase seouri.ty equipment, including a maritime preventive radio.logical nuclear detection
system, : a vessel mounted SeaFLIR system, and a vessel-mounted camera system' and

‘ WHEREAS The award period began when the sub-grantee agreement was signed on
January 31 2012, and continues through June 30, 2014 for the FY 2011 Award; and

' WHEREAS This grant does not include any provrsrons for indirect Costs and

WHEREAS, The San Francisco Police Department is seekrng retroactive approval

" ibecause the sub-grantee agreements were received on January 17, 2012; and

Supervisor Chiu i - )
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WHEREAS, This grant does not create any new positions, and will not require an

amendment to the Annual Salary Ordinance; now therefore be it

RESOLVED The San Francrsco Police Department is authorized to retroactlvely aocept

and expend $1, 016 OOO in grant funds from the FY 2011 PSGP appropnatlon from the Federal

Emergency Managemem Agency, Ihrough the Marine Exchange of the San Francisco Bay

Region as Fiduciary Agent; antbe i

FURTHER RESOLVED, That the Board of Supervrsors hereby waives rnclusron of

lndlrect costs inthe grant budget; and be it

- FURTHER RESOLVED That the Chief of Police, or his desrgnee is authorized to

enter ,lnto these sub-grantee agreements.

RECOMMENDED:
o
| GREGE - SUAR, ChisT of Police
APPROVED:

EDWINM LEE, Mayor

440?/\——/:’ R

BEN ROSENFIELD, Controller

Police Department

=~ BOARBOF SUPERVISCRS
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TO: - - | . Angela Cal\}il_lo, Clerk of the Boaf'd of Supervisors

FROM: | San Francisco Police Department
DATE: - February 7, 2012
SUBJEC'II‘:‘ ~Accept and Expend Resolution for Subject Grant

GRANT TITLE: Port'Se'curi:l_t__y Grant Prlqgram _FY 2011 Funds

' Atta.ched please find the original and- 4 copies of each of the following:
X Proposéd grént rééolutfon; o.r.ig‘iné.l signed by Department, M.ayor, Controller
_-X_ Grant information form, including disébility chlecklist |
_X_Grant bugget
L Gralnt application®
____ Grant award letters from funding agency”
‘_ Other (Explain):

E Homeland Security grant applications contain sensitive security
information (SSI) that funder prohibits being shared publicly.

Special Timeline Require'mentsﬁ -

Departrhental i'epresentative to receive a cbpy vof.the adopted resolution:
N;ame:"' Dana Lang " 'Phone: 415-553-1120 |

Interoffice Mail Address: SFPD Fiscal, 850 Bryant Stregt, Rm 555
‘Certified copy required Yes [] | ” " No

(Note: certified copies have the seal of the City/_Cdunty affixed and are occasicnally required by
funding agencies. In most cases ordinary copies without the seal are sufficient). .
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File Number:
(Provxded by Clerk of Board of Superwsors)

Grant Information Form
(Effective March 2005)

Purpose: Accompanies proposed Board of Superwsors resolutions authorizing a Depar’tment to accept and
expend grant funds.

The followlngdescrlbes the grant referred to in the accompanying resolution:
1. Grant Title: FEMA Port Security Grant Program - FY 2011
2. Department: San Frao'cisco'P‘olice Department
3. Contact Personi: Dana’lang R ” 7 Tél‘e’"ﬁﬁbne: 415-553-1120
4. -, Grant Approval Status (check one):
| [x ] Approved by fundlng’agency [1 Not yet approved

5. (Amount of Grant Funding Approved or Applied for: $1,016,000 | |
6a. Matching Funds Required: N/A

b. So-urce(.s) of ma‘tching fdnds (lf appllcable): N/A
7a. (.Bran.t Source Agency:”""F‘dde“r‘éa’l Emergency Mahagemeni Agency (F EMA)

b. Grant Pass-Thfough Agency (n appllcable) Marine Exchange of the San Francisco Bay Region

8. - Propesed Grant PrOJeot Summary: Funds will be used to purchase security equipment, lncludmg a
maritime preventive radiological nuclear detectlon system a vessel-mounted SeaFLIR system, and

a vessel-mounted camera system
9. Grant Project Schedule, as allowed in approval documents, or as proposed:
S'tart—Dalte: January 31, 2012~ - | End-Date: June 3.0, 2014
10a. Amount budgeted vfor contractual services: 0 |
. b. Will contractual services be put out to bid? No

c. If so, will contract services help to further the goals of the department’'s MBE/WBE
requirements? N/A

d. Is this likely to be a one-time or ongoing-request for contracting out? N/A
11a. Does the budget include indirect costs?- | ~[]Yes ~ [x]No

b‘l'. If yes, how much? $
b2. How was the amount caloulated’?
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c. If no, why are indirect costs not included? : - A
[ x] Not allowed by granting agency [ 1 To maximize use of grant funds on direct services
[ ] Other (please explain): - :

c2. 'if no indirect costs are included, what would have been the in'direct costs? $4,000

12, Ahy_o'ther significant grant requirements or commehts:‘ No

**Dis'abil'ity Access Checklist**
13. This Grant is intended for activities at:(check all that aooly)

[X] Existing Site(s) X Ex;stmg Structure(s) ' [x] Existing Program(s) or Service(s)

" [ ] Rehabilitated Site(s) [ ] Rehabilitated Structure(s) [ ] New Program(s) or Service(s)

"~ [ ] New Site(s) - [ 1 New Structure(s)

14. The Departmental ADA Coordinator and/or the Mayor’s Office on Disability have reviewed the proposal
and concluded that the project as proposed will be in compliance with the Americans with Disabilities Act and
all other Federal, State and local access laws and regulations and will allow the full-inclusion of persons with
drsablhtles or. wﬂl Jequire.unreasonable. hardship, ,exceptmns as described:in the comments 'section:

Comments:
| - -f'“) ) 7
e ,f‘ ) " _
Departmental or Mayor’s Office of Disability Reviewer: £ Vﬁ / £t oy :-45'/12’7"?;( ;’
_ e T (Name)"' / Y
: : p S b .
, > . p )
- Date Reviewed!: o2 - / 2 //Z' _ e : -L : e
Department Approval: Gregory P. Suhr : Chief of Police
(Name) : " (Title)

ﬁ@ﬁ’_@
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PORT SECURITY GRANT PROGRAM - FY 2011 Project List- SFPD

CFDA No. 97.056

~ ltem #FY 2011 Grants o ' Budget
1 Vessel Mountl'—:fd"'SeaF'[:IR"Syste'm SRR : S $320,000
2 Maritime Preventive Radiological/Nuclear Detection Systr $675,000
) 3 MDA Vessel Mounted Camera Systems | $21,000 ’
SFPD - Total PSGP Funds ' S . $1,016,000 -
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" FOUNDED 849

MARINE EXCHANGE or e SAN FRANGISCO BAY REGION

E ‘ ) 505 Beach Streel, Suite 300 © . phone: (415) 441-6600 website: www.slmx.org
— —  San Frgncisco, CA 94133-1131 fax: (415) 441-1025 email: info@sfmx.org

January 17, 2012

Ms. Dana Lang

Grant Unit Manager

San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103

RE:. PSGP FY 201 1 — Grant Award #EMW- 201 1-PU-K00351 _
SF Bay Region I Project #26 — San Francisco Police Department — MDA Vessel
Mounted Camera System _ _
(Federal Match Value: $21,000.00 USD)

Dear Dana'

I am-pleased to inform you that your project subnutted under the FEMA 2011 Port Securi 1ty
Grant Proglam has received pwhmmaly apploval .

Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization. Please sign both
documents and return one of the original documents to the Marine Exchange of the San
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco; CA 94133, The Sub- Grantee
agreement must be signed and 1eturned to the Marine Exchange of the San Francisco Bay
Region.

Onbe we receive your signed Sub-Gr antee Agreement and final approval has been received from
FEMA, you will recelve a confirmation letter allowmg you to proceed with- yom plO_]CCt

The performance peuod for this grant ends June 30, 2014 If you have any concerns about your
ability to complete your p103 ect befme this date, please contact me.

Again, congratulations. If you have any questions or 'concerns, please contact me v1a emall at
grants@sfinx.org or by phone at 415.254.2213,

I look forward to working with yOu.

" ‘Marine Exchange of the San Francisco Bay Regmn
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FOUNDED 1849

MARINE EXCHANGE or 1= SaN FRANGISCO BAY REGION

508 Beacl Strest, Suite 300 phone: (415} 441-6600 websife: www.sfmx.org
San Francisco, CA 94133-1131 o ) fax: (415) 441-1026 .. email: info@sfmx.org’

January 17, 2012

Chief Gregofy P. Suhr -
Chief of Police
San Francisco Police Department

850 Bryant Street _
San Francisco,_CA 94103

RE:  Port Security Grant Program (PSGP)
. SFMX PSGP Procurement and Purchasing Policies and Procedures Requirement

Déar Chief Suhr:

. All-Sub-Grantee Agreements requ:re that any I‘EClplent of PSGP funds must follow the

~ guidelines established in the SFMX PSGP Procurement and Purchasing Policies and Procedures
document. - As stated in Section 3 of the Sub Grantee Agreement, waiver of this requirement

can be made if the Sub Grantee can demonstrate that federal procurement gundelmes are

\ satnsﬁed by an exnstmg mterna! document,

I have reviewed the procurement and purchasing policies and procedures guidelines

established by the City and County of San Francisco and have determined that such a waiver
exists for all monies funded to the San Francisco Police Department. All references in the Sub- .
Grantee Agreement to SFMX PSGP Procurement and Purchasing Policies and Procedures are

'waived.

Sincerely,

%@&J\aﬁ

Rob B. Strahan _
Chief Financial Officer
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'SUB-GRANTEE AGREEMENT
B.etweel.n - | |

~ THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and
- ~ DIRECT GRANTEE (DG) -

And
SAN FRANCISCO POLICE DEPARTMENT

As SUB-GRANTEE (SG) .

This SUB-GRANTEE AGREEMENT is made and entered into by and between the
- Marine Exchange of the San Francisco Bay Region (SFMX) -and San Francisco
“Police Department (Sub-Grantee organization). .

. WHEREAS, the SFMX has been appointed by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as
the Fiduciary Agent for the administration and management of the Port Security -
Grant Program for FY2007Sup, 2008, 2009 and 2010, and x 2

WHEREAS appointment as_FA requires the SFMX - to validate and monitor the -
progress and compliance of projects funded by FEMA under the Port Security
Grants Program. The FA is to submit supporting documentation to FEMA for
execution and completion of said projects, and -

WHEREAS, the Sub- Grantee will be planning, developing and executing their
Project as defined by their Investment Justification (IJ) package as described in
Attachment “A” of this Agreement. The IJ's have been submitted to the FA:
validated by USCG Sector San Francisco and approved by FEMA for a sub-grant
which is not to exceed USD $21,000.00; and . ' '

'WHEREAS,'the SFMX aé FA, will act as the direct-represéntative"fok FEMA in
managing disbursement of grant funds expended by Sub-Grantee in implementing
their Project(s): and : ' '

'WHEREAS, the purpose of this Agreement is to define the relationship between the

FA and Sub-Grantee with respect to Sub-Grantee’s activities implementing the

~ Project and the FA administering and managing reimbursement of expenditures for
same, . :
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" ACCORDINGLY, the parties agree as follows:

1. Sub- Grantee agrees to tmp!ement this project w1thm sixty (60) days followmg the
_effectwe date of the grant award or this Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of
the Fiduciary Agent. Evidence of project lmplementatlon is to be reported within the
first sixty (60) days, and may include, but is not limited fo, schedule of values or

- project time line, notices to governing boards or agencies of project award, advice
memorandum, written and/or electronic project communications, development and

- issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as ewdence of comphance

2. Sub Grantee shall comply with an federal statutes regulatlons and guidance
applicable to administration of the Port Secunty Grant Program including but not
limited to ,
¢ 2 C.F.R. subtitle A
44 CF.R. Part13
Office of Management and Budget (OMB) Circulars, as applicable
A-21 Cost Principles for Educational Institutions '
A-87 Cost Principles for State, Local and Indian Tribal Governments
A-122 Cost Principles for Non-Profit Organizations :
A-102 Uniform Administrative Requirements for Grants and Agreements with
State and Local Governments -

« A-110 Uniform Administrative Requirements for Grants and ‘Agreements with
Institutions of Higher Education, Hospitals, and Other Non-Profit
Organizations

. e 48 C.F.R. Part 31 et. seq. Contract Cost Principles and Procedures.
Sub-Grantee shall assure that these conditions apply to all recipients of funds.

3. The Sub-Grantee has demonstrated that the Federal procurement guidelines can be
satisfied by the procurement and purchasing policies and procedures guidelines
established by the City and County of San Francisco. Therefore, the San Francisco
_Marme Exchange waives all requirements set forth in the "SFMX PSGP Procurement
and Purchasmg Policies and Procedures Manual. ,

4. Upon recelvmg the invoices, the FA shall be authonzed to review Sub-Grantee’s
request for reimbursement. The FA will also be authorized to request additional
information or clarification from Sub-Grantee. Such a response shall not be
unreasonably withheld by Sub-Grantee, but in no case shall the FA be compelled to
pay said invoices until the requested clarifications are made or addntlonal information
is recerved accepted and approved by the FA.

‘5, For the purposes of meeting federal audit requirements, Sub-Grantee agrees to

comply with requirements of OMB Clrcular A-133 for States, Local Governments and
Non-Profits. . ,
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6.

Sub-Grantee‘agrees.to submit, at such times and in such form asthe FA may

_ request, activity reports on the Sub-Award. and the Project. Sub-Grantee shall

submit quarterly operational summaries and financial reports no later than the 15"
day of January, April, July and October; and the Semi-Annual Progress Reports by
the 15" of January and July during each year this' Agreement. The final progress
report must be filed with the FA within thirty (30) days after the termination of the last
year of the Federal Award. The FA must receive the final progress report prior to the
final cost report being paid. a S '

. No contract or agreement may be entered into by Sub-Grantee for ekedution of

Project activities or provision of services fo the Project that are not incorporated in the

- approved application other than purchase of supplies or standard commercial or

maintenance services. -All contracts and agreements. shall provide that Sub-Grantee

. shall retain ultimate control and responsibility for the proper execution of the Project

~ provided for in Attachment "A”.

and that these Contract conditions as detailed herein will also fully apply and bind the
contractor, consultant or vendor. In any case, where Sub-Grantee enters into a
contract with third parties, the SFMX is not a party to such a contract and shall not be
obligated or liable for any breach of contract or other action in law to any party other
than the original Sub-Grantee under the specific terms of this Agreement.

. Upon approval of acceptable invoices for services, equipment and work validated. and

performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made
related to the Project, which in no case may exceed the federal funds amount
awarded to Sub-Grantee at the time of approval of Sub-Grantee’s 1J by FEMA as .

. In entering into this Agreement, it is implicitly agreed between both signatories that‘

the FA is not under any obligation to reimburse the Sub-Recipient for any amounts

- not received by the FA from FEMA, for what so ever reason.

10. Sub-Grantee shall indemnify, defend and hold harmless the FA and its officers,

1.

directors, employees and agents, from and against all liability, loss, cost or expense
(including attorney's fees) by reason of liability imposed upon the FA, arising out of or
related to Sub-Grantee ’s performance under this Agreement, whether caused by or

contributed to by the FA or any other party indemnified herein, including but not.

limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,

-agents .or employees or its subcontractors or their agents and employees, unless

such a loss.is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents. - ' \

It is understood by both signatories to this Agreement, that this Agreement shall
remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory provision of 5 years or less as may be -
determined by the grant performance period following the execution by both parties.
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12. All notices, requests, demands and other communications required or permiited to be

made under this Agreement shall be in writing and shall be given by personal
delivery, by certified mail, return receipt requested, first class postage prepaid, or by
nationally recognized overnight delivery service, in each case addressed to the
-signed party below at the address specified. Either party may change the address to
which communications are to be sent by giving notice of such change of address in
“conformity with the provisions of this Section. Notice shall be deemed to be effective,
if personally delivered, when delivered; if mailed, at midnight on the third business
“day after being sent by certified mail; and if sent by nationaﬂy recognlzed overnight -
delivery service, on the next busmess day ,

 If to the Marine Exchange: |
Marine Exchange of the San Francisco Bay Region
Captain Lynn Korwatch, Executive Director
505 Beach Street, Suite 300
San Francisco, CA 94133-1131
If to Sub-Grantee:
San Francisco Police Department
. 850 Bryant Street, Room 511
San Francisco CA 84103

"IN WITN ESS WHEREOF, the partles hereto have executed thts Agreement onthe
date below their 31gnatures

fine Exchange of the .~ Chief Gregory P. Suhr

The M
San Fr ncisco Bay Region San Francisco Police Department
Dated: / /(’7 /9-0/} - Dated: ‘/3'/?L |

Approved as to Form
~ Dennis J. Herrera
City At_to,mey

A UOK 1o

Kathenne Porte” Deputy Clty Attorney
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ATTACHMENT “A”

. FINAL APPROVED .
PROJECT INVESTMENT JUSTIFICATION AND BUDGET
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'PSGP FY 2011 Investment Justification Template

As part of the FY 2011 PSGP apphcanon process, applicants must develop a formal Investment Jusfification that
addresses each initiative being proposed for funding. A separate Investment Justification should be submitted for each
proposed project. Each entily within a Group Il or All Other Port Area may apply for up to three projects. Due to the
nature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investment Justifications must
demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Investment
Justification must demonstrate the abifity to provide enhancements consistent with the purpose of the program and -
guidance provided by FEMA. Applicants must ensure that the Investment Justmcataon is consistent with all applicable
requirements outlmed in the application kit.

INVESTMENT HEADiNG S G
i San Francisco Bay
California _
San Francisco Police Department

2| MDA Vessel Mounted Camera Systems
$ 21,000

I. BACKGROUND

Notle: This section only needs to be cornpleied once per application, regerdless of the number of Investments proposed. Tﬁe information in this sectlon
provides background and context for the Inves{ment(s) requested, but does not represent the evalualion criteria used by DHS for rating individual
Investment proposals.

Narrative

0 ot to exceed | page
+ Area of Operations: San Francisco Bay Region
o COTP Zone: San Francisco Bay - 11
o Eligible port area: Port of San Francisco
o Location of project site: Ali waterways and land areas immediately adjacent fo the San Franolsco Bay,
& attached waterways, and the Port of San Francisco; mobile project
o Infrastructure ownership: The Port of San Francisco is owned by all relevant private entities and the
5 City and County of San Francisco :

&1 e Point(s) of contact for organlzatron:
- o Authorizing Official: .
Chief of Police Greg Suhr, 415-553-1651 greg.suhr@sfgov.org
- o Primary point of contact for management of this project: '
Sgt Keith Matthews, 415-409-1020, keith.matthews@sfgov.org

. Ownershlp or Operatton
o Applicant is: Local Agency, San Francisco Po!rce Depariment, Home!and Securlty Unit-Marine Unlt

. Role in providing !ayered protection of regulated entities:

o The SEPD Marine Unit responsibilities include securing The Port of San Francisco ferry and cruise ship
terminals and facilities, as well as workmg in conjunction with all Regional Ports, the United States
Coast Guard and other allied agencies for a multi-layered security approach to protection of transiting
and dock side vessels including: Cargo ships; tanker ships; barges; ferries; and cruise ships within the
San Francisco Bay. The Marine Unit responds to CBRNE/MWMBD threats or attacks of these entities
through Rad/Nuc survey and detection, lethal force capable response, threat containment, entity

= ~security zone enforcement, EOD surface and subsurface threat mitigation, and general security
oversight via waterborne assets. .
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SectorSF_SFO_SFPD_ 2011_lJ#5.doc SSi ‘ = (PSGP FY 11)
MDA Vessel Mounted Camera Systems : : : ’

I Provide an overview of the port system in which this Investment will take place

i 2 Namative ,

Not 1o exceed 1 page
* Roles, Responsibilities and Important features: , .

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and is a
key agency in the “Northern California ' AMSP”, as well as the “San Francisco Bay and River Deita
Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency Plans,” due _
to its assets. The Unit patrols 64 square miles of City and County of San Francisco waterways,
including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated facilities and
movement of 6200 regulated vessels annually. 61 command officers have completed ICS 100-400;
156 supervising officers, ICS 100, 200, 700, 800; and 1206 officers, ICS 100 and 700. ‘ :
San Francisco Bay is the largest harbor on the West Coast of the United States and has the largest| .

. number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy|
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
departures to numerous piers. The fargest western states commercial fishing fleet is based at Hyde
‘Street Commercial -Harbor. The Golden Gate Bridge is the gateway to International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regufation of
boating activities; daily patrols of nationally identified Critical Infrastructure located con our waterfront to
prevent and: deter terrorist activity, including CBRNE threats to critical ferry and cruise terminals,
‘bridges, mass transit sub-Bay ‘ventilation and large public gathering venues; providing safety and
security to the Bay region and its numerous transiting Port traffic vessels; the ‘enforcement of on-the-|.
water recreational boating activities: inspection of vessels; supervision/security of organized water
events; Search and Rescue operations; and recovery and preliminary investigation of deaths on the
. water due fo homicide, suicide and accident. - Additionally, Marine Unit officers provide: Maritime
radiation detection; surface and subsurface respohse capabilities in event of a CRBNE/WMD threat or
attack; Tactical response platforms for EOD and SWAT teams; and dedicated waterborne assets in the
event of a natural disaster, ‘ o . -
¢ Ferry System Data; '~
o Passenger ferry system including Alameda, San Francisco, Marin and Solano counties; service

provided by numerous providers; 66,290 annual transits.

WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NG PART OF THIS RECORD MAY BE DISCLOSED YO PERSONS WITHOUT A . Page 20of9
. NEEQ TO KNOW" AS DEFINED IN 48 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECU@ HISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER AGTION. FOR U.$, GO AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S,C. §52 AND 49 CFR PART 1520.” .



‘SectorSF_SFO_SFPD_ 2011_IJ#5.doc 88t : (PSGP FY 11)
. MDA Vesse] Mounted Camera Systems : ‘ . . .

I!. STRATEGIC AND PROGRAM PRIORITIES

Narrative : ‘ : )
Not to excead ¥ page '

WProvide a suceinet statement sunwnanizing this vestiment

MDA vessel mounted camera system

This system would include four solid maunted, night-vision vidéo cameras mounted on vessels at
various directions, with a digital recording storage device and wireless transmissicn capability. These
cameras would collect the various viewpoints from the vessel during Critical Infrastructure patrols, or at
the scene of a CBRNE/WMD incident, and allow on-board digital recording of the water level activity. [t
would also allow connectivity to an existing on-board wireless system for transmission of the live video
to both command/control and follow on resources, either fand or water based.

Stored video could be downloaded to portable media or transmitted to a remote location of anaIySIs
against baseline inspections for anomalies, thereby mcreasmg marine domain awareness.

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 42 CFR 1520. NO PART OF THIS RECORD MAY BE OISCLOSED TO PERSONS WITHOUT A Page 3of9
NEED TO KNOW™ AS DEFINED IN49 CFR PA;% gMEXCEPTWITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECU! INISTRATION, UMAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENGIES, PUBLIC DISCLOSURE IS GOVERNED BY &
T US.0.552 AND 49 CFR PART 1520 -




- SectorSF_SFO_SFPD_2011_lJ#5.doc SSl , . (PSGP FY 11)
MDA Vessel Mounted Camera Systems ' ' '

IL.B. Describe how the Ihvestment will address one or more of the PSGP priorities and Area  Maritime Security Plan or
_COTP Priorities (how it corresponds with PRMP for Group 1 and i)

Narrative

Not to exceed % page

s [Descibe how, and the oxtont to wduch, the mvestment addresses

Cnnancoment of Maritine Goma Awnenens o
Cnhancement of 11 ang WHD provenion, profection, response and recovery capabilitios
- Training and eleroises o o '
o Efforts supporting the implementation of TWIC

e Area Maritime Seourity Plan and/or Caplain of the Port Priorities

| This project increases Maritime Domain Awareness and security surveillance by providing four-
| directional viewing and video recording of maritime  patroi and incident activities from vessel
platforms. This system is a force multiplier by allowing passing of on-scene video surveillance and
operations from a vessel perspective, which can be transmitted real-time to. additional response
assets, as well'as command and control centers. _ : '

| This investment directly addresses AMSP and Regional Stfategic Risk Mitigation Plan initiatives by:

« Increasing interoperability of allied agencies through by allowing rapid sharing of videographic
- information gathered from on-scene assets and provided to responding assets; '

¢ Increasing preparedneés, deterrence and response to iED and WMD threats through constant
inspection and oversight of Critical Infrastructure from a moving waterborne platform, which can-
be compared to prior baseline inspections for anomaly detection; ‘

« Increasing visual detection and subsequent mitigation of CBRNE threats;

» Enhancing regional maritime surveillance capabilities with equipment capable of inspection and
oversight of Critical Infrastructure; ¥ ' ; '

WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSIIWE SECURITY INFORMATION THAT 15 CONTROLLED

UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TQ PERSONS WITHOUT A P age 40f9
"NEED TO KROW" AS DEFINED IN €9 CFR PART EXCEPT WATH THE WRITTEN PERMISSION OF THE .
ADMINISTRATOR OF THE TRANSPORTATION SECU! INISTRATION, UNAUTHORIZED RELEASE MAY RESULY IN
CIML PENALTY OR OTHER ACTION. FOR US. GO AGENCIES, PUBLIC DISCLOSURE IS GOVERNER BY §

U.S.C. $52 AND 48 CFR PART 1520.”



SectorSF_SFO_SFPD_ 2011_IJ#5. doc ' SSi . (PSGP FY 11)
MDA Vessel Mounted Camera Systems . i .

. IMPACT

LA, Describe how the project offers the highest risk reduction potential at the least cos

Narrative

Not to exceed % page

& !',)ism.::-‘ss; how the project will reduca risk 1 a cost effective manner _
> Discuss how this investmen{ will reducs sk (2 . teduce vainerabifities o miligate the
consequences of an cvent) by addrensaing e noeds and prorities identified v earlier (malym and
taview. -

Risk Is reduced to the identified critical regional infrastructure through four-directional video capiure
4 from a-moving waterside patrol platform, which can be compared and analyzed for anomalies. It can
also capture and transmit real-time video feeds from CBRNEAWWMD threat incidents back to land based
command and control centers for analysis, in order to better deploy necessary follow on resources.
Additionally, properly equipped responding assets can view changing conditions in order to effectively
alter their response if- necessary. This allows increased efficiency of limited assets, and ensures
domain ‘awareness in real-time from any connected location. . The night vision ‘capabilities of the
.cameras reduce oversight due fo low light.
The expansive Bay region contains numerous vulnerable targets that support comrnerce, transportatson
-and communication structures along and over the water. This dictates the need for their protection
through regular waterfront patrols and inspections of these structures, Anomaly detection through real
time to baseline video-comparison ensures a higher fevel of security. of these critical port features.

This vessel based system allows video detection/inspection. of threats from any water accessible
location, thereby covering gaps of waterfront locations where stationary cameras are not feasible.

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
URDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE BISCLOSED TQ PERSONS WITHOUT A . Page 50f9
. NEED TO KNOW® AS DEFINED [N 49 CFR P/ CEPT VATH THE WRITTEN PERMISSION OF THE '
AOMINISTRATOR OF THE TRANSPORTATION SECUR| IRISTRATION. UNAUTHORIZED RELEASE MAY RESULY IN
GVt PENALTY OR omER ACTION. FOR U.S. GOVERNIAENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
. U.5.C. 552 AND 49 CFR PART 1520." .




SectorSF_SFO_SFPD_ 2011 IJ#5 doc . SSI - ' (PSGP FY 11)
MDA Vessel Mounted ‘Camera Systems ' : - .

IH.B. Describe ;:urrént c:apabilities’,si'mila,r to this Investment. -~ -

¢ Describe how many agencies within the port have exisling r\qlupmnnt that are the sanwe m have
sirnilar (,apau(y as the proposed pmjctt

¢ Indude the number of exi ,unc; capabilities within the poil that are identcal or equivalent {o the
proposed project

There are no other known agencies w:thln the port that have any . mult! directional vessef mounted
I video recording and transmitting capabilities.

There are numerous stationary mounted video surveillance cameras which do not allow for
repositioning of water-level wewpomts to another regional !ocatlon

“WARNING: THIS REGORE WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED
UNDER THE PROVISIONS OF 43 CFR 1620. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A P age 6of9
‘NEED TO XHOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WAITH THE WRITTEN PERMISSION OF THE v R
ADMUNISTRATOR OF THE TRANSPORTATION SECLﬁEBI MINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PERALTY OR OTHER ACTION. FOR U.S. GO! NT AGENCIES, PUBLIC DISCLOSURE 1S GOVERREDBY &
U.S.C. 562 AND {9 CFR PART 1820."



SectorSF_SFO_SFPD_2011_IM#5.doc . SSi o (PSGP FY 11)
MDA Vessel Mounted Camera Systems ' '

IV. - FUNDING & IMPLEMENTATION PLAN

" Complete the IV.A. to identify the amount of fundmg you are requesting for this investment onlv
*  Funds should be requested by allowable cost categories as identified below

= Applicants must make funding requests that are reasonable and Justmed by direct linkages to activities outlined in
this par’ucu!ar Investment

_Note: Invesiments will be evaluated on the expected impact on security relative fo the amount of the investment (i.e., cost effectiveness).. An itemized
Budget Detail Worksheet and Budget Narrative must also be compleled for this investment. See folfowing section for a sample format.

The template below illustrates how the applicants should indicate the amount of FY 2011 PSGP funding required for the
investment, how these funds will be allocated across the cost elements, and the required cash or in-kind match:

'. i.-.-
A B R g - 3 Gptiona RAND TOTA

$21,000

WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT [S CONTROLLED ‘
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THiS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 7of @
"NEED TO KNOW AS DEFINED IN 49 CFR wacsm WITH THE WRITTEN PERMISSION OF THE . -
ADMINISTRATOR OF THE TRANSPORTATION SECURI INISTRATION. UNAUTHORIZED RELEASE MAY RESULT iN
CIVIL PERALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U3.6. 552 AND 42 CFR PART 1520



SectorSF_SFO_SFPD_ 2011_lJ#5.doc SSI : (PSGP FY 11)
MDA Vessel Mounted Camera Systems : )

IV.B. Provide a high-level timeline, milestones and dates, for the implementation of this Investment suchas =
stakeholder engagement, planning, major acquisitions or purchases, tiaining, exercises, and process/policy updates
Up to 10 milestones may be provided. -~ -~ -~ e e Ed T e
Z e S " .
Nagrative .
Not fe exceed 1 page L
- 1. Begin procurement process (March 2012y
2. Bid process per City of San Francisco law begins (April 2012)
3. Bid awarded and equipment procurement begins, (May 2012)
4. Receive compieted project equipment {August 2012) '
5. Project Completion (August 2012) '

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 8ofQ
. ‘VEED TO KNOW" AS DEFINED IN 48 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SEGU%WSTRATION, UNAUTHORIZED RELEASE MAY RESULT IN
CIVIt PENALTY OR OTHER ACTION. FOR U.S. GO AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
. U.S.C. 552 AND 49 CFR PART £520,"



SectorSF_SFO_SFPD_ 2011_IJ#6.doc - SSi - _ " (PSGPEY11)
MDA Vessel Mounted Camera Systems . . : :

V. CONTACT INFORMATION

Mobile Project , = v
Vessel to be docked at San Francisco Police Department facility .
Marine Unit, 2951 Hyde Street, San Francisco

Sergeant Keith Matthews

San Francisce Police Department Marine Unlt HSU
850 Bryant Street

San Francisco, CA 94103

415-408-1020 o

415-378-5402 ¢

Keith.Matthews@sfgov.org

Dana Lang ,

San Franc;sco Police Department : ‘ _

850 Bryant Street . o _ | ; .
San Francisco, CA 94103 ‘ ' |
415-553-1120

Dana.Lang@sfgov.org

Sergeant Keith Matthews
-San Francisco Police Department, Marine Unit - HSU ' ' -
850 Bryant Street : : '
San Francisco, CA 94103
-415-409-1020 o
415-378-5402 ¢ v
- Keith.Matthews@sfgov.org

"WARNING: THIS REGORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION TRAT 1S CONTROLLED
UNDER THE PROVISIONS OF 48 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 9 of 9
'HEED TO KNOW- AS DEFINEC |N 49 CFR PAI EXCEPT WITH THE WRITTEN PERMISSION OF TRE .
ADMINISTRATOR OF THE TRANSPORTATION SEGURI INSTRATION, UNAUTHORIZED RELEASE MAY RESULT IN
GIVIL PENALTY OR OTHER AGTION. FOR US, covenunsuraeenc;zs PUBLIC DISCLOSURE IS GOVERNED BY §
U.5.C. 552 AND 40 CFR PART 1520."



'MARINE EXCHANGE éF THE SAN FRANCISCO BAY REG[ONV'

- 505 Beach Sireef, Suite 300 " phone: (415) 441-6600 websile: www.sfmx.org
San Francisco, CA 94133-1131 fax: (415) 441-1025 emaif: Info@sfmx.org

M FQUNDED 184%

January 17,2012

Ms. Dana Lang

General Unit Manager

San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103

RE: . PSGP FY 2011 — Grant Award #EMW-2011-PU-K00351 o
~ SF Bay Region IJ Project #13 — San Francisco Police Department — Vessel Mounted -
SeaFLIR System _
(Federal Match Value: $320,000.00 USD)

Dear Danaf

| Tam pleased to inform you that your project submitted under the FEMA 201 1 Port Security
Granf Program has received preliminary approval. o o

Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization, Please sign both
documents and return one of the original documents to the Marine Exchange of the San ,
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco, CA 94133. The Sub-Grantee .
agreement must be signed and returned to the Marine Exchange of the San Francisco Bay

Region. I ' :

Once we receive your signed Sub-Grantee Agreelneni and final approval has been received from
FEMA, you will receive a confirmation letter allowing you to proceed with your project.

~ The performance period for this grant ends June 30, 2014, If you have any concerns about your
 ability to complete your project before this date, please contact me. - ' '

. Again, congratulations. If you have any questions or concerns, please contact me via email at '
- . grants(@sfimx.org or by phone at 415.254.2213, : :

I look forward to working with you.

Sipcerely,

LG Lynnr Korwatch .
Exegtitive Director o
Marine Exchange of the San Francisco Bay Region -

171



FOURDED 1849

MARINE EXxc HANGE OF THE SAN FRANCISCO BAY REGION

- Rob B. Strahan

505 Boach Streef, Suite 300 phone: (415) 441-6600 website: www.sfmx. org
San Francisco, CA 94133-1131 ~ . - fax: (415) 441-1025 emall: info@sfmx.org
;
January 17, 2012

Chief Gregory P. Suhr

_ Chief of Police

San Francisco Police Department

850 Bryant Street - ' : o
San Francnsco, CA 94103 . . o -

RE: Port Securrty Grant Program (PSGP) : :
SFMX PSGP Procurement and Purchasing Pohcres and Procedures Reqwrement

' Dear Chief Suhr:»

" All Sub- Grantee Agreements requrre that any recnpient of PSGP funds must follow the o
guldehnes established in the SEMX PSGP Procurement and Purchasing Policies and Procedures .
document. As stated in Section 3 of the Sub Grantee Agreement, walver of this requirement .
can be made if the Sub Grantee can demonstrate that federal procurement guidelines are
satisfied by an existing internal document. '

| have reviewed the procurement and purchasing policies and procedures guidelines

. established by the City and County of San Francisco and have determined that such a waiver
exists for all monies funded to the San Francisco Police Department.- All references in the Sub-

Grantee Agreement to SFMX PSGP Procurement and Purchasmg Policies and Procedures are .
' walved ' S

Smcerely, '

Chief Financial Officer ' |
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SUB-GRANTEE AGREEMENT
} ~ Between | o

" THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and -
| | - DIRECT GRANTEE (DG) |

And
SAN FRANCISCO POLICE DEPARTMENT
. As SUB-GRANTEE (SG)

/

This SUB-GRANTEE AGREEMENT is made and entered into by and between the
Marine Exchange of the San Francisco Bay Region- (SFMX) and San Francisco
'Police Department (Sub-Gljantee_-organizaﬁoq)-. ' '

WHEREAS, the SFMX has been appointed by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as

“the Fiduciary Agent for the administration and management of the -Port Security
Grant Program for FY2007Sup, 2008, 2009 and 2010, and .

WHEREAS appointment as FA requires the SFMX to validate and monitor the
_progress and compliance of projects funded by FEMA under the Port Security
Grants Program. The FA is to submit supporting documentation to FEMA for
execution and completion of said projects, and L B '

WHEREAS, the Sub- Grantee will be planning, developing and executing their
Project as defined by their Investment Justification (1J) package as described in
Aftachment “A” of this Agreement. The l's have been submitted to the FA:
validated by USCG Sector San Francisco and approved by FEMA for a sub-grant
- which is not to exceed USD $320,000.00; and- ‘ ' . '

" WHEREAS, the SFMX as FA, will act as the direct representative for FEMA in
managing disbursement of grant funds expended by Sub-Grantee in implementing
their Project(s): and : . - :

WHEREAS, the purpose of this Agreément is to define the relationship between the
FA and Sub-Grantee with respect to Sub-Grantee's activities implementing the
Project and the FA administering and managing reimbursement of expenditures for -
same; o o :
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ACCORDINGLY, the parties-agree as follows:

1. Sub-Grantee agrees to implement thls pro;ect within snx’ry (60)- days followmg the
effective date of the grant award or this- Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of

the Fiduciary Agent. Evidence of project implementation is to be reported within the =~

first sixty (60) days, and may include, but is not limited to, schedule of values or
project time line, notices to governing boards or agencies of project award, advice
memorandum, written and/or electfonic project communications, development and
issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as evidence of compliance.

2. Sub-Grantee shall comply with all federal statutes, regulations and guidance
applicable to administration of the Port Security Grant Program lncludmg but not
limited to . -

¢« 2CFR. subtltte A

44 CF.R, Part 13 .

Office of Management and Budgst (OMB) Circulars, as applicable

A-21 Cost Principles for Educational Institutions
. A-87 Cost Principles for State, Local and Indian Tribal Governments

'A-122 Cost Principles for Non-Profit Organizations .

A-102 Uniform Administrative Requirements for Grants and Agreements wrth .
- State and Local Governments

e ¢ & » & o

"¢ A-110 Uniform Administrative Requrrements for Grants and Agreements with -

Institutions  of Higher Education, Hospitals, and Other Non-Profit -
Organizations = ' ' '
e 48 C.F.R. Part 31 et. seq. Contract Cost Principles and Procedures.
Sub-Grantee shatl assure that these conditions apply to all recipients of funds

3. The Sub-Grantee has demonstrated that the Federal procurement guidelines can be
- satisfied by the procurement and purchasing policies and procedures guidelines
established by the Clty and County of San Francisco. Therefore, the San Francisco
Marine Exchange waives all requirements set forth in.the "SFMX PSGP Procurement -
and Purchasrng Policies and Procedures Manual.

4, Upon receiving the mvonces the FA shall be authonzed to review Sub Grantees
‘request for reimbursement. The FA will also be authorized to request additional
information or clarification from. Sub-Grantee. Such a response shall not be
unreasonably withheld by Sub-Grantee, but in no case shall the FA be compelled to -
pay said invoices until the requested clarifications are made or additional mformatlon
is recelved accepted and approved by the FA.

- B, For the purposes of meetmg federal aud|t requnrements Sub-Grantee agrees to
- comply with requirements of OMB Circular A-133 for States, Local Governments and
Non-Profits. : _
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6. Sub-Grantee agrees to submit, at such times. and in such form as the FA may
request, activity reports on the Sub-Award and the Project. Sub-Grantee shall
submit quarterly operational summaries and financial repoits no later than the 15"
day of January, April, July and October: and the Semi-Annual Progress Reports by
the 15“‘ of January and July during each year this Agreement. The final progress

. report must be filed with the FA within thirty (30) days after the termination of the last
~ year of the Federal Award. The FA must receive the final progress report prior to the

final cost report being paid.

7. No contract or agreement- may be entered into by Sub-Grantee for execution of
Project activities or provision of services to the Project that are not incorporated in the
-approved application other than purchase of supplies or standard ‘commercial or

. maintenance services. All confracts and agreements shall provide that Sub-Grantee
shall retain ultimate control and responsibility for the proper execution of the Project

- and that these Contract conditions as detailed herein will also fully apply and bind the
contractor, consultant or vendor. i In any case, where Sub-Grantee enters into a
contract with third parties, the SFMX is not a party to such a contract and shall not be
obligated or liable for any breach of contract or other action in law to any party other

than the original Sub-Grantee under the specific terms of this Agreement.

8. Upon approval of acceptable invoices for services, equipment and work validated and
performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made-
related to the Project; which in no case may exceed the federal funds amount
awarded to Sub-Grantee at the time of approval of Sub-Grantee’s.|J by FEMA as

- provided for in Attachment “A”. L ' :

-9 ‘In entering into this Agreement, it is implicitly. agreed between both signatories that -
- the FA is not under any obligation to reimburse the Sub-Recipient for any amounts
not received by the FA from FEMA, for what so ever reason, :

- 10. Sub-Grantee shall indemnify, defend and hold harmless the FA and its officers,

-directors, employees and agents, from and against all liability, loss, cost or expense
(including attorney’s fees) by reason of liability imposed upon the FA, arising out of or
related to Sub-Grantee 's performance under this Agreement, whether caused by or
contributed to by the FA or any other party indemnified herein, including but not
limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,
agents or employees or its” subcontractors or their agents and employees, unless
such a loss is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents. ‘

1. It is understood by both signatories to this Agreement, that this Agreement shall
_remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory- provision of 5 years or less as may be
determined by the grant performance period following the execution by both parties. -
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12. All notices, requests, demands and other communications required-or permitted to be
made under this Agreement shall be in writing and shall be given by personal
delivery, by certified mail, return receipt requested, first class postage prepaid, or by

. nationally recognized overnight delivery service, in each case addressed fo the
signed party below at the address specified. Either party may change the address to
" which communications are to be sent by giving notice of such change of address in
conformity with the provisions of this Section. Notice shall be deemed to be effective,
if personally delivered, when delivered; if mailed, at m:dnlght on the third business
~ day after being sent by certified mail; and if sent by nationally recognized overnlght
~ delivery servuce on the next business day

If to the Marine Exchange.

Marine Exchange of the San Francisco Bay Region
Captain Lynn Korwatch, Executive Director

505 Beach Sireet, Suite 300 :

San Francisco, CA 94133-1131

If fo Sub-Grantee:
San Francisco Police Department
~ 850 Bryant Street, Room 511
San Francisco CA 94103

IN WITNESS WHEREOF the parties hereto have executed ’[hlS Agreement on the
date below their signatures. .

The Mafina Exchange of the Chief Gregory P. Suhr -
San Franci &co Bay Reglon ' ~ San Francisco Police Department
| Dated:._| II7/QOI¢’ Dated: 1/81/he

Approved as to Form
- Dennis J. Herrera -

City/At/torney

..»-i
Kathenne Porter, Deputy City Attorney

- W16
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- FINAL APPROVED S
PROJECT INVESTMENT JUSTIFICATION AND BUDGET
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DY+

" PSGP FY 2011 Investment Justification Template

As part of the FY 2011 PSGP application process, applicants must develop a formal Investment Justification that
addresses each initiative being proposed for funding. A separate Investment Justification should be submilted for each
proposed project. Each entity within a Group Il or All Other Port Area may apply for up to three projects. Due to the
~ pature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investrnent Justifications must
~ demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Invastment
Justification must demonstrate the ability to provide enhancements consistent with the purpose of the program and
guidance provided by FEMA. Applicants must ensure that the Investment Justification is consistent with all applicable

requirements outlined in the appiication kit.

_INVESTMENT HEADING
" San Francisco Bay

' California . |

San Francisco Police Department

Vessel Mounted SeaFLIR System '

/ e | $ 320,000 ’ '

I. BACKGROUND S

Note: This section only needs fo be completed once per application, regardiess of the number of Investments proposed. The information in this section
provides background and conlext for the Investment(s) requested, but does not represent the evaluation criteria used by DHS for rafing individual

fnvesiment p(oposafs. '

Narrative:

iﬂ;*__ Nol to excead 1 page
Thqicel o Area of Operations: San Francisco Bay Region
-~ | o COTP Zone: San Francisco Bay - 11
== o Eligible port area: Port of San Francisco
| "o Location of project site: All waterways and land areas immediately adjacent to the San Francisco Bay,
Z = attached waterways, and the Port of San Francisco; mobile project
= ' o Infrastructure ownership: The Port of San Francisco is owned by all relevant private entities and the

City and County of San Francisco- _ S

« Point(s) of contact for organization:
o Authorizing Official: ’ '
Chief of Police Greg Suhr, 415-553-1551 greg.suhi@sfgov.org
o Primary point of contact for management of this project:
Sgt Keith Matthews, 415-409-1020, keith.matthews@sfgov.org

= | » ‘Ownership or Operation: : _ ' , . .
| o Applicant is: Local Agency, San Francisco Police Department, Homeland Security Unit-Marine Unit

« Role in providing layered protection of regulated entities: ’ ~ , _
= o The SFPD Marine Unit responsibilities include securing The Port of San Francisco ferry and cruise ship
terminals and facilities, as well as working in conjunction with all Regional Ports, the United States
Coast Guard and other allied agencies for a multi-layered security approach to protection of transiting
and dock side vessels including: Cargo ships; tanker ships; barges; ferries; and cruise ships within the
San Francisco Bay, The Marine Unit responds to CBRNE/MWMD threats or attacks of these entities
- through Rad/Nuc survey and detection, lethal force capable response, threat containment, entity
e security zone enforcement, EOD surface and subsurface threat mitigation, and general security

oversight via waterborne assets.
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‘SectorSF_SFO_SFPD_ 2011_J#2.doc - sst- (PSGP FY 11)

Vessel mounted FLIR system

I. Provide an overview of the port system in which this Investment will take place

Narrafive

Not to exceed 1 page .
* Roles, Responsibilities and Important features: . .

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and isa
kKey agency in the "Northern California AMSP”, as well as the “San Francisco Bay and River Delta
Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency Plans,” due
to its .assets. The Unit patrols 64 square miles of City and County of San Francisco waterways,
including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated facilities and
movement of 6200 regulated vessels annually. 61 command officers have completed. ICS 100-400:
166 supervising officers, ICS 100, 200, 700, 800; and 1206 officers, 1CS 100 and 700.

San Francisco Bay is the largest harbor on the West Coast of the United States and has the largest
number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
departures to numerous piers. The largest western states commercial fishing fleet is based at Hyde
Street Commercial Harbor. The Golden Gate Bridge is.the gateway fo International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regulation of
boating activities; daily patrols of nationally identified Critical Infrastructure located on our waterfront to
prevent and deter terrorist activity, including CBRNE threats- to critical ferry and cruise terminals,
bridges, mass transit sub-Bay ventilation and large public gathering venues; providing safety and
security to the Bay region and its numerous transiting Port traffic vessels; the enforcement of on-the-
. water recreational boating activities; inspection of vessels; supervision/security. of organized water
- events; Search and Rescue operations; .and recovery and preliminary investigation of deaths on the
water due to homicide, suicide and accident. Additionally, Marine Unit officers provide: Maritime
radiation detection; surface and subsurface response capabilities in event of a CRBNEMWMD threat or
“altack; Tactical response platforms for EOD and SWAT teams; and dedicated waterborne assets in the
event of a natural disaster. : :
» Ferry System Data: . - . : - B
o Passenger ferry system including Alameda, San Francisco, Marin and' Solano counties; service
provided by numerous providers; 66,290 annual transits. ‘ . :

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED

UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 2 of 9
"NEED TO KNOW® AS DEFINED IN 49 CER PART f CEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECU| NISTRATION. UNAUTHORIZED RELEASE MAY RESULT N

CMIL PENALTY OR OTHER ACTION. FOR U.§, GO AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.$.C. $52 AND 49 CFR PART 1520." ’



P

SectorSF_SFO_SFPD_ 2011_lJ#2.doc - - SSI. ' . (PSGP FY 11)
Vessel mounted FLIR system ' ' o ' : :

Il. STRATEGIC AND PROGRAM PRIORITIES

IL.A. Provide a brief abstract of the Investment (List just ONE Investment

Narrative

Mot to exceed % page

Provide a succinat stalement sumrmarizing this lnvestiment

Vessel mounfed SeafFLIR 1l system

This project is for purchase and installation of one ali weather, gyro-stabilized, forward looking infrared
and visual camera system. Mounted tfo a vessel, this system will interface with existing navigation
systems and computer transmissions equipment to provide a farget identification and automatic
tracking system picture, which can be viewed or transmitted wirelessly to other assets and
command/control personnel. The system includes distance to target information for the operator, and
refational navigation information for better acquisition of victims, suspects, or confirmed threats.

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY IRFORMATION THAT IS CONTROLLED :
UNDER THE PROVISIONS OF 48 CFR 1520, NO PARY, OF, TS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A : Page 3 of &
"NEED TO KNOW™ AS DEFINED JN 48 CFR PAé'll?_s@ EXCEPT WITH THE WRFTTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULTIN
CIVIL. PENALTY OR OTHER AGTION. FOR U.S, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
U.5.C. 552 AND 49 CFR PART 1520.*




SectorSF_SFO_SFPD_2011_IJ#2.doc .. 88l o _ (PSGP FY 11)

"Viessel mounted FLIR system

11.B. Descrrbe how the Investment will address one or more of the PSGP priorities and Area - Maritime Secunty Plan or
) COTP Priorities {how it corresponds wrth PRMP for Group | and )

Na r'r.';itr.\fe

Mot fr exceed 7 page

= Describe how, ond e axtond @ wiich he imvestment addressos
im.lm(omz*m -\fmul[lmn Drormam Acvaraness _
Enhancoment of 20 and Wi provention. nmtoc tion, respunse and recovery eapabilities
Training and exercises v . :
oo [ziforts supporting thu nnplerm‘znlaiion of TWIC ' \ ‘

o Area Marcitime Securily Pan and/or Captain of the Port Prioritics

This investment increases Maritime Domain Awareness by both the increased frequency of securrty
checks and inspections of sensitive infrastruciure from moving vessels, as well as the ability to share
detalled threat information with altied agencies in order to forma strateglc unified response.

ThlS prorect allows waterborne officers the visual capabrhtles necessary to inspect Critical
infrastructure, open- waters and vessels during conditions of weather and darkness that would
otherwise conceal suspects or CBRNE/IED devices. The design features provide high resolution
video that can either clearly identify risks, or verify the lack thereof. This information can then be|
transmitted wirelessly to allied assets. This system's automatic tracking. of an identified target
ensures that the object is not lost from view due to operational conditrons or movement. This
increases the IED/WMD prevention and protectron capabilities of the operators even from Iong range
posrtlons

: This investment directiy addresses AMSP and Regional Strategic Risk Mitigation Plan initiatives by: |

* Increasing interoperability of allied agencres through by allowing rapid sharing of detailed
information gathered at a safe distance in-all light/weather conditions;

¢ [ncreasing preparedness deterrence and response fo IED and WMD threats through mspectlon :
and oversight in all light and weather conditions from a waterborne platform;

+ Increasing visual detection and subsequent mitigation of CBRNE threats from safer and more
covert location/distance;

« Oultfitting marine assets with personal and equipment protectlon needed for hostile S|tuat|ons
(safety through distance),

+ Enhancing regional maritime surveillance capabilities with equipment capable of mspectron and
oversrght of Critical Infrastructure in all light and weather conditions.

WARNING:; THIS RECORD WHEN FILLED OUT CONFAINS SENSITIVE SECURITY [NFORMATION THAT 1S GONTROLLED o
UNOER THE PROVISIONS OF 4% GFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSGNS WITHOUT A Page 4 of 8
"NEED TO KNOW" AS DEFINED IN 45 CFR P, EXCEPT WITH THE WRITTEN PERMISSION OF THE :
ADMINISTRATOR OF THE TRANSPORTATION secamgamﬂ-smmn UNAUTHORIZED RELEASE MAY RESULT IN
CIVit. PENALTY OR OTHER AGTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
US.C. 652 AND 45 CFR PART 1520.°
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Vesset mounted FLIR system S ‘ ' :

. IMPACT

Narrative

Not to exceed ¥ page

» Discuss how the project will reduce risk in o cost effective manner,
= Diseuss how this investment will reduce risk (e.g. reduce vulncrabiliies or mitigate the
consequances of an event) by addiessineg the neads and vriorities dentified i eérlier analysis and

renicny

Risk is reduced through increased oversight of the identified critical regional infrastructure, by use of a
gyro-stabilized, all weather/sea state system that is operated from a stabile, command and control
| waterborne platform, anywhere in the region.- This allows on-scene assets to safely gather information \
on suspicious targets or suspects among Critical Infrastructure at safe distances, and then pass this
information to water or land-based assets for mitigation as necessary, via wireless digital transmission.

The expansive Bay region contains numerous vulnerable targets that support commerce, transportation
and communication siructures along and over the water. This dictates the need for their protection
through regular waterfront patrols and inspections of these structures with all-sea-state capable
"equipment which can visually observe and identify threats from a distance, regardiess of lighting and
weather conditions. The ability to verbally or electronically transmit the actual inspection resuits, via
“high resolution video, back to leadership for mitigation planning also increases the cost effectiveness.

Enhancing regional matitime surveillance capabilities, during all conditions, directly fulfits AMSP and
RSRMP initiatives. .. S

"WARNING; THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART QF RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 5of9
'NEED TO KNOW AS DEFINED N 49 CFR PART]1 (CEPT WITH THE WRITTEN FERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, UNAUTHORIZED RELEASE MAY RESULT IN
CHVIL PENALTY OR QTHER ACTION. FOR U.S. GOVERNMENT AGENGIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
. £18.C. 552 AND 49 CFR PART $528.° . -
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Vessel mounted FLIR system

Narrative = - -

(PSGP FY 11)

Not to exceed % page
2

similar capacity as the propoesed project

proposed project

» Describe how many agencies within the port have existing equipiment that are the same or have

o Include the number of exsting' capabilities within the poil that are identical or equivalent {o the

One other agency will be de_ploying this identical project system shortly.
systems on various vessel platforms, none with the same functionality.

them in the same locations that this system will be deployed.

The San Francisco Police Department Marine Unit curréntiy operates three vessel mounted IR camera

Numerous other agencies in the port have IR cameras, with some fu,nctioﬁali@y, but do not operate |

"WARNING: THIS RECORD WHEN FILLED QUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 42 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TQ FERSONS WITHOUT A
NEED TO KNOW" AS DEFINED IN 49 CFR PA| 20 EXCEPT WITH THE WRITTEN PERMISSION OF THE
¢ ADMISTRATOR OF THE TRANSPORTATION SECU! Q_F‘NSTRAT!ON. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S, GO AGENCIES, PUBLIC DISCLOSURE IS GOVERNED 8Y 5
! . U.S.C. 552 AND 49 CFR PART 1520."

Page6of ¢
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Vessel mounted FLIR system ‘ »

IV. FUNDING & IMPLEMENTATION PLAN

" Cdmplete the_‘!V.A. to identify the amount of funding you are requesting for this fnvestmént only
* . Funds should be requested by allowable cost categories as identified below

* Applicants must make funding requests that are reasonable and justified by direct Iihk‘ages to activities outlined in
this particular Investment '

" . Note: Investments will be evalualed on the expected impact on security relative lo the amount of the investment {i.e., cost effecliveness). An itemized
Budget Defell Worksheet and Budget Narative must also be completed for ihis investment. See following seclion for a sample format, - :

The teﬁmp!ate below ilustrates how the applicants should indicate the amount of FY 2011 PSGP-funding required. for the
investment, how these funds will be allocated across the cost elements, and the required cash or in-kind match:

' D )l" a

i B : N0 P18 a Dptiona RAND TOTA
DLld

320,000

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSTTIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 4 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 7 of 2
'NEED TO KNOW" AS DEFINED IN 49 CFR ?mr;fmcepr WITH THE WRITTEN PERMISSION OF THE : :
gl

ADMINISTRATOR OF THE TRANSPORTATION SECURI ISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CiVIL PENALTY OR OTHER ACTION. FOR U.$, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE iS GOVERNED BY 5
. U.$.C. 552 AND 40 CFR PART 1520." -
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-IV.B. Prowde a ingh -level tlmehne m:iestones and dates for the lmpiementatlon of thls lnvestment such as e
stakeholder engagement, planning, major acqwsmons or purchases,- tra:mng, exerc:ses, and process/ pohcy update -
Up to 10 mllestones may be provided. . . : ‘ , ,

Narrative

\‘ot to excecd 1 page

1. -Begin procurement process (March 2012) : .
2. Bid process per City of San Francisco law begins (Aprll 2012) _ ‘
3. Bid awarded and equipment procurement begins (May 2012)
4. Receive completed project equipment (August 2012) o
5. Project Completion (August2012) N , .

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SERSITIVE SECURITY INFORMATION THAT |5 CONTROLLED -
UNDER THE PROVISIONS OF 43 CFR 1520. NO PART OF TS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 8of9
REED TO KNOW™ AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE . -
ADMINISTRATOR OF THE TRANSPORTATION SEC INISTRATION. UNAUTHORIZED RELEASE MAY RESULY IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GO AGENCIES, PUBLIC DISCLOSURE 15 GOVERNED 8Y 5
U.S.C. 552 AND 48 CFR PART 1520."
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V. CONTACT INFORMATION

| PROVIDE PROJECT CONTACT INFORMATION.

Mobile Project :
Vessel to be docked at San Francisco Police Department facility
Marine Unit, 2951 Hyde Street, San Francisco

‘Sergeant Kelth Matthews

San Francisco Police Department, Marine Unlt HSU
850 Bryant Strest -

San Francisco, CA 94103

415-409-1020 o

415-378-5402 ¢

Keith._MattheWs@sfgov.org

Dana Lang

San Francisco Police Department
850 Bryant Street

San Francisco, CA 94103
415-5563-1120°
Dana.L.ang@sfgov.org

Sergeant Keith Matthews

San Francisco Police Department Marine Unit - HSU
850 Bryant Street

San Francisco, CA 94103

415-409-1020 o

415-378-5402 ¢

Keith.Matthews@sfgov.org

'WARNING THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SEGURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 48 CFR $520. NO PART OF THIS RECORD MAY BE OISGLOSED TO PERSONS WITHOUTA - Page 9of 8
'NEED TO KNOW" AS DEFINED IN 48 CFR PAl CEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURI INISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
GHIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED aYs
U.5.C. 552 AND 49 CFR PART 1520 .



M MARINE_ EXCHANGE or i san FRANCISCO BAY REGION

E 505 Beach Straet, Suite 300 - phone: (415) 441-6600 . wabsite: www.sfmx.org
,' San Francisco, CA 94133-1131 fax: (415) 441-1025 email: info@sfmx.org

~ January 17, 2012

Ms. Dana Lang
Grant Unit Manager .,
San Francisco Police Depattment

- . 850 Bryant Street, Room 511

San Francisco CA» 94103

RE: PSGPFY 2011 - Graﬁt Award #EMW-201 1-PU-K00351 - - - o
SF Bay Region IJ Project #1 — San Francisco Police Department — Maritime Preventive
Radiological / Nuclear Detection System '

(Federal Match Value: $675,000,00 USD)

Dear Dana:

- Grant Program has received preliminary approval, -

I am pleased to inform you that youl' project subrriiﬁed under the FEMA 2011 Port Security

“Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization. Please sign both
documents and return one of the original documents to the Marine Exchange of the San
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco, CA 94133,

Once we receive your signed Sub-Grantee Agreement and final approval has been received from
FEMA, you will receive a confirmation letter allowing you to proceed with your project.

The performahce period for this grant ends June 30, 2014. If you have any concerns"about'your |
ability to complete your project before this date, please contact me.

Again, congratulations. If you have any questions or concerns, please contact me via email at
grants@sfimx.org or by phone at 415,254.2213. : -

I look forward to working with you. -

- Executive Director _
- Marine Exchange of the San Francisco Bay Region
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-FOUNDED 1849

- MARINE EXC HANGE o 111 SAN FRANGISCO BAY REGION

505 Beach Streef, Suile 300 phone: (415} 441-8600 websifle: www.sfmx.org
San Francisco, CA 94133-1131 ‘ fax: (415) 441-1025 _ email: info@sfmx.org

January 17, 2012

~ Chief Gregory P. Suhr

-Chief of Police

San Francisco Police Department
850 Bryant Street Y
San Francisco, CA 94103

RE: Port Security Grant Program (PSGP) :
SFMX PSGP Procurement and Purchasing Polrcres and Procedures Requrrement '

!

Dear Chief Suhr:

All Sub-Grantee Agreements require that any recipient of PSGP funds-must follow the
guidelines established in the SFMX P5GP Procurement and Purchasing Policies and Procedures
document. As stated in Section 3 of the Sub Grantee Agreement; waiver of this requirement
can be made if the Sub Grantee can demonstrate that federai procurement guidelines are

satisfied by an existing mternal document.

[ have reviewed the procurement and purchasing policies and procedures guidelines

established by the City and County of San Francisco and have determined that such a waiver
exists for all monies funded to the San Francisco Police Department. All references in the Sub- -
Grantee Agreement to SFMX PSGP Procurement and Purchasing Pohcres and Procedures are

“waived.,

Sincer'ely,

Rob B. Strahan

'Chief Financial Officer
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SUB GRANTEE AGREEMENT

‘ Between .
. THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as |
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and
. DIRECT GRANTEE (DG)
And
SAN FRANCISCO POLICE 'DEPARTMENT ;

As SUB-GRANTEE (SG)

This SUB- GRANTEE AGREEMENT is made and entered mto by and between the

Marine Exchange of the San Francisco Bay Region (SFMX) and San Francisco
Police Department (Sub- Grantee orgamzatlon)

WHEREAS the SFMX has been appomted by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as
the Fiduciary Agent for the adminisfration and management of the Port Secunty
Grant Program for FY2007Sup, 2008, 2009 and 2010 ‘and

WHEREAS appointment as' FA requires the SFMX to vaIidate -and monitor the
progress and -compliance of projects funded by  FEMA under the Port Security
" Grants Program. The FA is to submit supportlng documentation to FEMA for
execution and completion of said projects, and :

" 'WHEREAS, the Sub- Grantee WI|| be planning, developing and executtng their

Project as defined by their Investment Justification (IJ) package as described in

~ Aftachment "A” of this Agreement. The 1J's have been submitted fo the FA:
~ validated by USCG Sector San Francisco and approved by FEMA for a sub- grant
‘WhICh is not to exceed USD $675, 000 00;and -

WHEREAS the SFMX as FA, will act as the direct representatlve for FEMA in
managing disbursement of grant funds expended by Sub-Grantee. in tmpIementlng
thelr Pro;ect(s) and .

WHEREAS the purpose of this Agreement is to define the relationship between the

FA and Sub-Grantee with respect to Sub-Grantee’s activities implementing the

Project and the FA admmlstenng and managing relmbursement of expendttures for
same; . ‘
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ACCORDINGLY, the parties agree as follows:

1. Sub-Grantee agrees to implement this project within sixty (60) days following the
effective date of the grant award or this Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of -
the Fiduciary Agent. Evidence of project Jmplementatlon is to be reported within the
first sixty (60) days, and may include, but is not limited to, schedule of values or
project time line, notices to governing boards or agencies of project award, advice
memorandum, written and/or electronic project communications,. development and
issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as evidence of compliance. -

2. Sub-Grantee shall comply with all federal statutes, regulations and guidance
applicable to administration of the Port Securrty Grant Program including but not
limited to

o 2 C.F.R. subtitle A
- 44 CF.R. Part 13"
Office of Management and Budget (OMB) Crrculars as applicable
A-21 Cost Principles for Educational Institutions
A-87 Cost Principles for State, Local and Indian Tribal Governments
A-122 Cost Principles for Non-Profit Organizations
A-102 Uniform Administrative Requirements for Grants and Agreements with
State and Local Governments :
¢ A-110 Uniform Administrative Requirements for Grants and Agreements with
Institutions of Higher Education, Hosprtals and Other Non-Profit
Organizations ‘
e 48 C.F.R. Part 31 et. seq. Contract Cost Principles and Procedures.
Sub-Grantee shall assure that these conditions appiy to all recipients of funds.

3. The Sub Grantee has demonstrated that the Federal procurement guidelines can be
satisfied by the procurement and purchasing policies and procedures guidelines
established by the Crty and County of San Francisco. Therefore, the San Francisco
Marine Exchange waives all requirements set forth in the "SFMX PSGP Procurement
and Purchasmg Pohcres and Procedures Manual, .

4, Upon recervmg the invoices, the FA shall be authorized to review Sub- Grantees
request for reimbursement, - The FA will also be authorized to request additional
information or clarification from Sub-Grantee. Such a response shall not be
unreasonab!y withheld by Sub-Grantee, but in no case shall the FA be compelled to
pay said invoices until the requested clarifications are made or additional information .
rs rece!ved accepted and approved by the FA.

5. For the purposes of meeting federal audit requ;rements Sub-Grantee agrees to

comply with requirements of OMB Circular A—133 for States; Local Governments and
Non Profits. . S
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6.

i

Sub-Grantee agrees to submit, at such times and in such form as the FA may
request, activity reports on the Sub-Award and the Project. Sub-Grantee shall
submit quarterly -operational summaries and financial reports no later than the 15%
day of January, April, July and October: and the Semi-Anriual Progress Reports by
the 15" of January and July during each year this Agreement. The final progress

report must be filed with the FA within thirty (30) days after the termination of the last

year of the Federal Award. The FA must receive the final progress report prior to the
final cost report being paid. ,

. No ‘c'ontr‘act_or agreement .may. be entered into by Sub-Grantee for execution of

Project activities or provision of services to the Project that are not incorporated in the
approved application other than purchase of supplies or standard commercial or .

- maintenance services. All contracts and agreements shall provide that Sub-Grantee

shall retain ultimate control and responsibility for the proper execution of the Project -
and that these Contract conditions as detailed herein will also fully apply and bind the

contractor, consultant or vendor. ' In any case, where Sub-Grantee enters into a.

- contract with third parties, the SFMX is not a party to such a contract and shall not be

- obligated or liable for any breach of contract or other action in law to any party other

than the original Sub-Grantee under the specific terms of this Agreement.

. Upon approval_ of acceptable invoices for services, equipment and work validated and

performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made
related to the Project, which in no case may. exceed the federal funds amount

~ awarded to Sub-Grantee at the time of approval of Sub-Grantee’s IJ by FEMA as

provided forin Attachment “A”. . '

. In entérihg into this Agreement, it is implicitly agreed between both signatories that
the FA is not under any obligation to reimburse the Sub-Recipient for any amounts
_not received by the FA from FEMA, for what so ever reason. '

'10. Sub-Grantee shall 'indemnify,b defend and hold harmless the FA and' its offi‘cers',

directors, employees and agents, from and against all liability, loss, cost or expense

- (including attorney’s fees) by reason of liability imposed upon the FA, arising out of or

1

related to Sub-Grantee 's performance under this Agreement, whether caused by or
contributed to by the FA or any other party indemnified “herein, including but not
limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,
agents or employees or its subcontractors or their agents and employees, unless
such a loss is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents. | , ' . -

It is understood by both signatories to this Agreement, that this Agreement shall
remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory provision of 5 years or less as may be
determined by the grant performance period following the execution by both parties.
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12, Al notices, requests demands and other communlcatlons requnred or permitted to be
made under this Agreement shall be in writing and shall be given by personal
delivery, by ceitified mail, return receipt requested, first class postage prepaid, or by
nationally recognized overnight delivery service, in each case addressed to the .
signed party below at the address specified. Either party may change the address to
which communications are to be sent by giving notice of such change of address in

" conformity with the provisions of this Section. Notice shall be deemed to be effective, -
if personally delivered, when delivered; if mailed, at midnight on the third business
day after being sent by certified mail; and if sent by nationally recognized overnight -
delivery service, on the next business day. ‘ :

If to the Marine Exchange
‘Marine Exchange of the San Francnsco Bay Reglon
‘Captain Lynn Korwatch, Executive Director
- 505 Beach Street, Suite 300
San Francisco, CA 941 33-1131
Ifto Sub-Granfee: |
San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103

~IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the
date below their signatures. _

The Marine Exchange of the ~ Chief Gregory P. Suhr

SanF aano Bay Region ~ San Francisco Police Depanment
By: E/ L\f )”‘ZZ:/A By: @AD CQ\

Dated: | / ;Zo;z Dated: »\/s./n_'-..

Approved as to Form-
Dennis J. Herrera
City Atto, ey

' Katherme‘ﬁorter Depuly City Attorney
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ATTACHMENT “A”

FINAL APPROVED '
PROJECT INVESTMENT JUSTIFICATION AND BUDGET
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PSGP FY. 2011 Investment Justification Template

As part of the FY 2011 PSGP application process, applicants must develop a formal Investment Justification that
addresses each initiative being proposed for funding. A separate Investment Justification should be submitted for each
proposed project. Each entity within a Group 1l or Alf Other Port Area may apply for up to three projects. Due to the
nature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investment Justifications must
demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Investment
Justification must demonstrate the ability to provide enhancements consistent with thé purpose of the program and

guidance provided by FEMA. Applicants must ensure that the Investment Justification is consistent with all applicable
requitements outfined in the application kit. ’ ' : o '

San Francisco Bay
| California

San Francisco Police Department .

Maritime Preventive Radiological / Nuclear Detection System

$ 675,00.00

. BACKGROUND
Note: This section only needs to be completed once per application,
provides background and conlext for the investment{s} requesied, b

Inveslment proposals,

regardless of the number of lnves!nients proposed. The information In this section
ut doss nof represent the evalualion criteria used by DHS for rating individual

Narrative

Not lo excead 1 page
¢ Area of Opérations; San Francisco Bay Region
- o COTP Zone: San Francisco Bay - 11
o Eligible port area: Port of San Francisco , . _
o Location of project site: All waterways and land areas immediately adjacent to the San Francisco
- Bay, attached waterways, and the Port of San Francisco; mobile project : :
o Infrastructure ownership: The Port of San Francisco is owned by all relevant private enfities and the

City and County of San Francisco

] o Point(s) of contact for organization: . _
" o Authorizing Official: :
Chief of Police Greg Suhr, 415-553-15561 areg.suhr@sfgov.org

o Primary point of contact for management of this project:
Officer Mark Laherty, 415-409-1020, mark.laherty@sfgov.org

« Ownership or Operation: ‘ '
o Applicant is: Local Agency, San Francisco Police Department, Homeland Security Unit-Marine Unit

¢+ Role in providing iéyered protection of regulated entiﬁes: -
o The SFPD Marine Unit responsibilities include securing The Port of San Francisco ferry and cruise

ship terminals and facilities, as well as working in conjunction with all Regional Ports, the United

~ States Coast Guard and other allied agencies for a multi-layered security approach to protection of

. transiting and dock side vessels including: Cargo ships; tanker ships; barges; ferrles; and cruise
ships within the San Francisco Bay. The Marine Unit responds to CBRNEMWMD threats or attacks
of these entities through Rad/Nuc survey and detection, lethal force capable response, threat
containment, entity security zone enforcement, EOD surface and subsurface threat mitigation, and

general security oversight via waterborne assets.
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SectorSF_SFO_SFPD_ 2011_1J#4 (3).doc ssl ‘ . (PSGP FY 11)
Maritime PRND Sysiem e .

Narrative

Not to exceed 1 page .
* Roles, Responsibilities and Important features: S o :

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and
is @ key agency in the “Northern California AMSP”, as well as the "San Francisco Bay and River
Delta Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency
Plans,” due to its assets. The Unit patrols 64 square miles of City and County of San Francisco
waterways, including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated
facilities and movement of 6200 regulated vessels annually. 61 command officers have completed
ICS 100-400; 156 supervising officers, ICS 100, 200, 700, 800; and 1208 officers, ICS 100 and 700.
San Francisco Bay is the largest harbor on the West Coast of the United States and has the iargest
number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy |
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
. departures to numerous piers. The largest western states commercia fishing fleet is based at Hyde
:Street Commercial Harbor. The Golden Gate Bridge is the gateway fo International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regulation of:
“boating activities; daily patrols of nationally identified Critical Infrastructure located on our waterfront
to prevent and deter terrorist activity, including CBRNE threats to critical ferry and cruise terminals,
bridges, mass transit sub-Bay ventilation and large public gathering venues; providing safety and
security to the Bay region and its numerous transiting. Port traffic vessels, the enforcement of on-
‘the-water recreational boating activities; inspection of vessels; supervision/security of organized
water events; Search and Rescue operations; and recovery ang preliminary investigation of deaths
~on the water due to homicide, suicide and accident. Additionally, Marine Unit officers provide:
Maritime radiation detection; surface and subsurface response capabilities in event of a
CRBNEMMD threat or attack; Tactical response platforms for EOD and SWAT teams; and

dedicated waterborne assets in the event of a natural disaster.

¢ Ferry System Data; '

| Passenger ferry system including Alameda, San Francisco, Marin and Solano counties; service provided
by numerous providers; 66,290 annual transits. ‘ e

"WARNING; THIS RECORD WHEN FILLED OUT CONTAINS SEHSITIVE SECURITY INFORMATION THAT IS CONTROLLED

UNDER THE PROVISIONS OF 48 GFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A . Page 2 of 9
"REED TO KNOW" AS DEFINED IN 49 CFR PART 1 CEPT WITH THE WRITTEN PERWISSION OF THE . A
ADHMINISTRATOR OF THE TRANSPORTATION SECUR iNISTRATION. UNAUTHORIZED RELEASE MAY RESULT I
CIVIL PENALTY OR OTHER ACTION. FOR 4.5, GO AGENCJES, PUBLIC DISCLOSURE IS GOVERNED BY 5

U.$.C. 552 AND 49 CFR PART 15207
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Maritime PRND System

SectorSF_SFO_SFPD_2011_IJ#4 (3).doc - SSi - : (PSGP FY 11)

' ll. STRATEGIC AND PROGRAM PRIORITIES

: II,A. ;Prpylde a brlef abstrac_t,;of the Invgstment { st just ONE investment)

Narrative

Mot to oy *(‘(l ‘/: p

Provide a succinet statement sumimarizing this investment

The Maritime Preventive Radioiogical !/ Nuctear Detection System (MPRNDS) will be used to detect
and interdict illicit radiological and nuclear matenals transiting the waterways of San Francisco Bay, its
tributaries and approaches. : .

The use of the MPRNDS will provide the ability for all SFPD Marine Unit vessels and those of our
regional partners the ability to search for and identify radiological and nuclear threat materials, and to
instantly and securely transmit threat and situational data to command entities. The system will allow
this functionality- in any weather condition, sea state or waterway in our area of responsibility and can
be used on any type of vessel in questton-

The syStem will improve sensitivity to currently operated gamma detection equipment and will allow for |
neutron detection, the hallmark of special nuclear materials (SNM). it will altow our regional partners
that have already trained on this system to partxclpate in search operatlons

\
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 11.B. Describe how the Investment will address one or more of the PSGP priorities and Area_ Maritime Security Plan or
COTP Priorities (how it corresponds with PRMP for Group Fand It) '

Marrative

Not to excoed % page

¢ Describe how, and the extent 1o which. tho mvestmen! addresses:
Enhancement of Maritins Hinmoin Avearoness : .
Enhancement of H:0 and WHAD prevenlion. motection, tespolise and recovery capabilitics
Training and exercises : oo ,
o Efforts supporting the implemantation of TWICG

o Area Maritime Security Plan-and/or Captain of the Port Priorities
Enhancement of MDA, and WMD. prevention and protection;

This project allows for the rapid and unobtrusive screening of vessels in the port area without|
stopping commerce -or- inconveniencing the maritime community. We will be able to screen large
numbers of vessels in any conditions. In any detection incident, the investigation will be quickly
resolved and command informed of all developments in real-time through use of a dedicated, high
capacity and secure network. With on-board isotope identification capabilities and instant access to
reach-back expertise, we can quickly characterize and classify radioactive materials as to their threat
potential. : : . ‘ »

The system will increase the number of vessels carrying gamma detectors as well as the sensitivity
of alt units. It will add neutron detection capability and secure network communications to all vessels.
This increase in numbers of vessels with such capabilities will reduce the time for operations and any
disruption of vessel traffic on the Bay thus allowing normal Port operations to resume quickly after a
 threat caused stoppage. With our regional parthers, this capability could extend to as many as ten or
more screening vessels to field a robust and efficient preventive detection team. :

AMSP and / or COPT Priorities

= This project will address priorities outlined in the AMSP, including prevention of and protection from
i| devices using radiological and nuclear materials 'on small vessels, commercial vessels and container
shipping (as required). This project will greatly increase maritime domain awareness and
communication of that information to command entities. ' '

This project will enhance detection equipment interoperébility for the region; and also addresses the
AMSC's PRND sub-committee initiatives on developing regional PRND concept of operations
(CONOPS). - ' : ‘
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n. IMPACT

Describe how the project offers the highest risk reduction potential at the least cost

Narrative

Mot o exceed ¥ page

e Discuss how the project will reduce risk in & cost effective manner - :
¢ Discuss how this investment will reduce sk (o.g.. reduce vulnerabililies or mitigate the

consequences of an cvent) by addressmg the neads and prorities identified i carlier analysis and

QVIGW.

The Port, through its risk analysis and MSRAM, has identified radiological and ‘nuclear threats as
having a high potential for disruption of port-services. Any credible threat of a radiological or nuclear
device in San Francisco Bay would mandate a closure of the waterways and the institution of a
thorough search for the materials, The commercial and overall economic impact of such a shutdown
would be catastrophic. '

The MPRNDS will allow for a rapid and effective search capability where only a basic capability exists
now. During a rad/nuc threat to the port, the rate of resumption of economic activity will be proportional
to the number of screening vessels and their sensitivity. This project will increase the number and
sensitivity of screening vessels, as well as enhancing their ability to communicate with comfmand and
technical experts. All of this will increase both the rapidity with which the screening can be performed
and the effectiveness of that operation. This investment is many orders of magnitude lower than having
the port closed, or having an actual device detonated, due to a fack of screening capability.

' \
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‘ILB. Describe current capabilities éjmiiar to this Investment - T IR R

Not o exceed Y page o . . :
g | . )

o Describe how many agencies within the port haver existing cgoipmant that are the same or have
similar capaeity as the proposed project

o Tnclude the number of exis sting capubilities within the’ porl that are ide ntlc al or equivalent to the.
proposed project '

No other agency in the Bay Area has an identical capability.

Two agencies have extremely limited capability in the PRND ﬂetd and they do not field their equipment
on a daily basis, as this system will be utilized.

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
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V. FUNDING & IMPLEMENTATION PLAN

L] Complete the IV.A, to identify the amount of funding you are requesting for thls investment onix
x  Funds should be requested by allowable cost categories as identifi ed below

= Applicants must make funding requests that are reasonable and justified by direct linkages to actwmes outhned in
this partlcutar Investment :

Note: Investments will be evaluated on the expected irhpacl on securty refative fov the amount of the invesiment (i.., cosf effectiveniess). An itemized
Budget Detai{ Worksheet and Budgst Narrative raust also be completed for this investment. See folfowing section for a sample format.

. The temptate below illustrates how the apphcants should indicate the amount of FY 2011 PSGP funding required for the

investment, how these funds will be allocated across the cost elements and the required cash or in-kind match

$ 90,000
$ 585000

> &tﬁ%’?@,,ﬁf
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Maritime PRND System -
5. Provide a hish-leve eline estones and dates, fo 2 Implementation o e & &
aienolder engageme D1d {7 d 101 aCQ ONRS or p ASe d g, exe 25, dlid 1rocess/po PpAate
D to 10 estone ay De provided
s Narralive
Not to exceed 1 page .
' e | o Onlyinclude major milestones that afe criticat to the success of the Investaient
z ’ s o Miteslones are for this discrete hvestmont - those that are ri()\f«?.n'_:ar.l by the requested FY 2011
= PSGE funds and will e completed over Hie 36-month arant pasiod stadding from he award date.
’ giving consideration for review and approval process i o 12 monihs (eslimate 24 month project
period) . '
Milestones shoukl he kept o high lovet, fayor tdsks that will noed o ocour (j.e. Design and
development. begm procuement process, sile preparations wstalkation, project completion, etc.)
-List.any relevant infermation that will be critical to (he successful cornpletion of the milestone
{such as those examples listed in the question text above) '
A Note: Investinents vl be evaltiated o the é,\'/.ra-::ted impact on seeurity ralglive 10 mb amowt of the mvesiment fie., cost
| effeclivennss). An iternized Budgst Dotall Workshee! and Budget Narrative must aisa hi compleied for this investment,
- 3] 1. Begin prosurement process (March 2012)
= = 2. Bid process per City of San Francisco law begins (April 2012)
| 3. Bidawarded and equipment procurement begins (May 2012). -
= 4. Receive completed project equipment (August 2012)
-t 5. Project Completion (August 2012) ' :
- o
-
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. CONTACT INFORMATION

PROVIDE PROJECT CONTACT INFORMATION.

{PSGP EY 11)

Mobile Project, housed at harbor at:
12951 Hyde St. _
San Francisco, CA 94109

Officer Mark Laherty

San Francisco Police Department
850 Bryant Street. ‘

|- San Francisco, CA 94103

415 409 1020
mark.laherty@sfgov.org

Sgt. Keith Matthews

San Francisco Police Department
850 Bryant Street

San Francisco, CA 84103

415 378 5402 |
keith.matthews@sfgov.org

Officer Mark Laherty

San Francisco Police Depariment -
850 Bryant Street

San Francisco, CA 943 03
4154091020
mark.laherty@sfgov.org
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