DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

Agreement between the City and County of San Francisco
and Motorola Solutions Inc. for Computer Aided Dispatch
and Mobile Computing System



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

TABLE OF CONTENTS
Article 1 Definitions c...cceeeieeiniiniiniennineniinnieeniecnsnecneinsensecssessssssscsssessssessssssssssssassssssssasssssssss 1
Article 2 Term of the AGreement..........iccicveeicciissnnicsscsnniessssnsecsssssssessssssssssssssssssssssssssssssssssssssnsss 7
Article 3 Financial MAaters .....ueieeineeciiniseniecnsencseisssessecsssessssssssssssessssesssssssassssasssssssssssssssse 8
Article 3 Financial MAaters ......ieieeeniecneniseisecnsiecsnnsssesssessssecssnssssssssessssesssssssssssssssssassssssssssse 8
3.1 Certification of Funds; Budget and Fiscal Provisions; Termination in the Event
OFf NOD-APPIOPTIALION .......ooiiiiiiiiiiii et et e s e e e e eene 8
3.2 Services Contractor Agrees to Perform...................ccccooiiiiiiiinniiiiiieeeee e 8
3.3 Guaranteed Maximum CoOSES.............cooeriiiiiiriiiiie e eeieee e eeee e eree e e e aeeeeeeeees 8
3.4 Calculation of Charges .............cccccooiiiiiiiiiiiiee e 8
3.5 Payment Limited to Satisfactory Services and Delivery of Goods......................... 9
3.6 Freight, Title, and RisK 0f LLOSS..........c..occoviiiiiiiiiiee e 9
3.7 Withhold Payments..............cocoiiiiiiiiiiiiiieeeee ettt 9
3.8INV0Ice FOrMAL ..........oooiiiiiiiiii et e et ee e e e aaee e e 9
3.9 LBE Payment and Utilization Tracking System.................cccoecoiiiiniiieeinniiieeee, 9
3.10 Getting paid by the City for Goods and/or Services...............ccccoceveriiieniieenieennne 9
3.12 Payment Terms, Payment Due Date ..................occcoiiiiiiiiiiniiiieee e 10
3.13 Audit and Inspection of Records ...............cocoviiiiiiiiiiiinii e 10
3.14 Submitting False Claims..............ccoooiiiiiiiiiiiiiiieeeeeceeee e 10
3.15 Payment of Prevailing Wage..............cocooiiiiiiiiiiieeeeeee e 10
Article 4 On Premise Software License and EqUipment.........ceiicenivniicssssnnrecscsnneccssnssecsans 12
4.1 Services Contractor Agrees to Perform...................cccoooiiiiiiiiiiiiniiineee, 12
4.2 Grant Of LICEMSE ......c.oooiiiiiiiiiiiiiiiic ettt 12
4.3 Open Source SOEWATE ..........cc.eiiiiiiiiieeeeee et e e s ee e e eeees 12
4.4 ReStrictions 0N USE..........cocoiiiiiiiiiiiiiiiiiiiciteeeee ettt 13
4.5 AUthOrized USEIS.........cccooiiiiiiiiiiiiiiiceeteee ettt 13
4.6 Ownership and Title ..o e e 14
4.7 Disaster ReCOVEIY COPY .....ccoouiiiiiiiiiiiieiieeiteetee ettt ettt see e e saee s 14
4.8 Transfer of Products............coccoooiiiiiiiiiiiiiceetce et 14
4.9 DOCUMENEATION ........ooeiiiiiiiiiiiiiiee et eeeeeeee et e e ettt e e e satae e e e esbaeeesnnsaeeessnnsaeeesnnnsees 14
4.10 Proprietary Markings.............ccocoiiiiiiiiiiiiiiiieeiieeeteeeee et 14
4.11 Authorized Modification ................ccccooiiiiiiiiiinceeeeee e 14
4.12 CAD System Functionality..............ccoooiiiiiiiiiiiiiie e 15
T IR ) T 1) o) SRS 15



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

4.14 Acceptance TeSting ...........coooiiiiiiiiiiiiiiiie e e 15
BAS TIAIMINE ....oooniiiiiiiiee e ettt et e ettt e st e e sabbeesabteesabeeesabeeesabeees 15
4.16 Warranties: Right to Grant License .................cccccooiiiiiiiiiniiiinieceeeen 15
4.17 Warranties: Conformity to Specifications.................ccccceeviiiiiiiniiie e, 15
418 NONAISCIOSUIE ...ttt ettt eas 15
4.19 Software System Warranty .............c.coociiiiiieiniiieeiiie e 16
4.20 Prohibited USe.........cccoooiiiiiiiiiiii ettt 16
4.21 Equipment Warranty ............ccoooiiiiiiiiiiiieeiie ettt ettt e sveeesaee s 16
4.22 Installation of EQUIPmMENt................cooiiiiiiiiiiiiiieeeeeeeeee e 16
4.23 Program MANAGEIS ...........cocouuiieeiiiiieeeeiiieeeeitteeeeesttteeessstaeeesssssaeeesssseeessnnsseeesassees 16
Article 5 SaaS Services and ReESOUICES .....cuueereeiieiisnenssennsnenssnnisnenssnnsssessessssecssessssesssessssecssases 17
5.1 Services Contractor Agrees to Perform...................ccocccooiiiiiniiiniiiiniicee 17
5.2 SaaS Application Services and Resources ................ccooeevieieniiiiieennieee e 17
5.3 Acceptance Testing; Document Delivery; Training..................ccocceeviiiinieininenns 20
5.4 CAD Application Services and Resources ...............ccoocceeviieiviiiniieeniieenieeeieeee 20
Article 6 Software Maintenance and SUPPOIt SEIVICES....cueiierirrrrrecsssnricssssasrecssssssesssssssssssans 21
6.1 Maintenance and SUPPOIt SEIrVICEeS............cceeviiiiiriiiiiniiieeiieeieeeeeeee e 21
0.2 STATE DATE......ooiiiiiii e e e 21
6.3 Auto Renewal ..o 21
6.4 Additional Hardware..............coooiiiiiiiiieee e 21
6.5 MAINTEIANCE ......o.eiiiiiiiiiiiiiiccttee ettt sttt e e 22
6.6 Equipment Condition ...............ooooiiiiiiiiiiiieece e e e 22
6.7 Equipment Failure................ccoiiiiiiii e 22
6.8 EXcluded ServiCes...........cocooiiiiiiiiiiiiiieee e 22
6.10 Time and Place ..............ooiiiiiiiii e 24
6.11 City will provide to Contractor, at no charge, a non-hazardous work environmen.. 24
6.12 City COMACE.........coooiiiiiiiieiiiie ettt et e et e et e e st e e st eesabeeesnbeeesabeeenes 24
6.13 Priority CategOries............cccviiiiiiiiiiiieiiiiie ettt e et e e e e e e e aree e e ennees 24
6.14 Error, Defect, or Malfunction correction .................................... 24
Article 7 Professional Services and ReSOUICES .......coueiveenruensercseenssennsnensessssecsesssaesssncsseesaenes 24
7.1 Services Contractor Agrees to Perform.................ccccoooiiiiiiiiiiiiiiniiee e 24
T2 PerSOMNEL..........ooiiiiiiiiii e 24
7.3 Independent Contractor; Payment of Employment Taxes and Other Expenses 25
A 3 T £ 11 11T 1 1 SRS 26

1



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

TS WATANTY ..oooiiiiiieeeee et e et e e et e e e st e e e e asbaeeeentaeeeeansaeeeennneees 26
7.6 Liquidated Damages ...............coooeiiiiiiiiiiiiniieeiie ettt 26
Article 8 Insurance; and Indemnity and Warranties ...........ccoeeeevcercsssercssnrcssnnrcssssscssnsecssnseens 27
8.1 Required COVEIAZEeS..........ccccuiiiiiiiiiiie ettt et e e e e e e e aaeeeeennees 27
8.2 IndemmifiCation .............ooiiiiiiiiiiii e 29
8.3 Infringement INdemmity ..............ccoooiiiiiiiiniiii e 30
8ed LIMIAtIONS.......oooiiiiiiiiiiie e et e e e e e enneees 30
8.5 Warranties of CONtractor................occooiiiiiiiiiiiiiccec e 31
Article 9 Liability of the Parties ........cciieivveiciiviicssnicssnicssnicssnissssncssssnssssncssssscssssscsssssssssssses 31
9.1 LIABILITY OF CITY ettt ettt ettt et e 31
9.2 Liability for Use of Equipment ................c.cccooiiiiiiiiiiceceeee e 32
9.3 Limitation of Liability ................cccooiiiiii e 32
Article 10 PAayment 0f TAXES .cccccceeecrivsnrrccsssnnrecssssnnnecsssnnsncsssssssessssssssssssssssssssssssessssssssssssssssssssss 32
10.1 Contractor to Pay Al TaXes..........ccccceiiiiiiiiiiiiiieeieeceeeeee e 32
10.2 Possessory Interest TaXeS..........ccceeeiiiiiiiiiiiiieiiieeiee et 32
10.3 Withholding ........c..ooiiiii e 33
Article 11 Termination; Disposition of Content; SUrvival..........cceevvicscrercssercssnnrcssnsecsnneens 33
11.1 Termination for Cause and/or Convenience .................ccoceeveeniennienieeneenneenen. 33
11.2 Termination for Default; Remedies ..............coooooeeiiiiiiiiiiiiiiiieeceeeeeeeceeeeeeeeeeeeeen, 34
T1.3 BANKIUPLCY ...ttt e e et e e e sttt e e e st e e e esnsbaeesensaeeeennneeeens 36
11.4 Transition Services and Disposition of City Data.......................ccocoeiniiiininne 36
11.5 Disposition of Licensed Software on Termination...................cccccevvviiieeennnnen.n. 37
T1.60 REMEAIES .....oooneiiiieeiiiiee et e e et e et e e e sttt e e e eanbeeesensaeeeeannneeens 37
11.7 Notice of Default.............oooiiiiiiiii e 37
11.8 Non-Waiver of RIGhtS .............cccooiiiiiiii e 37
11.9 Rights and Duties upon Termination or Expiration..................ccccccooovievnnnnne.n. 37
11.10 Data RIGRES ......ooooiiiiiii ettt 38
Article 12 Rights In Deliverables..........iiiieeiiciisnniicssssnnicssssnnrecsssnsssssssssssssssssssesssssssssssssssssssans 38
12.1 Ownership of ReSUILS ... e 38
12.2 WOrKS fOr HIe ......oooiiiiiiiiii e 39
Article 13 Additional Requirements Incorporated by Reference .........cccoeeveereccccnneeccscnnnecnns 39
13.1 Laws Incorporated by Reference ................ccooooiiiiiiiiiiiiie e 39
13.2 Conflict Of INTETeSt ..........ooviiiiiiiiiiiiieeeeeee e 39
13.3 Prohibition on Use of Public Funds for Political Activity..................c..ccoecnee. 39

i1



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

13.4 Consideration of Salary History ............cocoiiiieiiiii i 39
13.5 Nondiscrimination Requirements...................ccooceiiiiiiiiiiiniiinnieeneeeee e 40
13.6 Local Business Enterprise and Non-Discrimination in Contracting Ordinance
.................................................................................................................................................. 40
13.7 Minimum Compensation Ordinance...............c.ccccooviiiiiiiiniiieniieenieeeee e 40
13.8 Health Care Accountability Ordinance..................coccceeiiriiiiienniiie e 40
13.9 First Source Hiring Pro@ram ...............ccooooiiiiieiiiiiie it eeee e 41
13.10 Alcohol and Drug-Free Workplace...............ccooccooiiiiiiiiiiiiiiieeceeeeeee 41
13.11 Limitations on Contributions.............c..cccooiiiiiiiiiiiiiieeeceeeee e 41
13.12 Slavery Era DISClOSUTe ............oooiiiiiiiiiiiieeeee et 41
13.13 Working with MINOTS ............oooiiiiiiiiiiiiee e 41
13.14 Consideration of Criminal History in Hiring and Employment Decisions ..... 41
13.15 Public Access to Nonprofit Records and Meetings ................cccceeevvviiieeennnnennn. 42
13.16 Food Service Waste Reduction Requirements ....................cocceeeviiiiniiennneenne. 42
13.17 Distribution of Beverages and Water..................ccocoiiiiniiiiieiniiiee e 42
13.18 Tropical Hardwood and Virgin Redwood Ban ...................ccoocoiiiiniinninnenn. 42
13.19 Preservative Treated Wood Products..............c...ccoceiiiiniiiniiininiiiccecceeen 42
Article 14 General ProviSiOns .....eeeeeeiieiecieicnieicnsnicssnecsseesssseessssessssesssssssssssssssssssssssscssas 42
14.1 Data Breach ..o 43
14.2 Compliance with Americans with Disabilities Act.................ccoccoiiiniiiniinnnnen. 43
14.2 Incorporation of Recitals................ccocooiiiiiiiiiii e 43
14.3 Sunshine Ordinance.................cooiiiiiiiiiiii e 43
14.4 Modification of this Agreement ....................cccooiiiiiiiiiiiiiiiieeeeee e 43
14.5 Dispute Resolution Procedure. Negotiation; Alternative Dispute Resolution.. 44
14.6 Government Code Claim Requirement ....................cccccoveiiiiiiiniiiie e, 44
14.7 Agreement Made in California; Venue................ccccccooiiiiiiiiiniiiiniiinie e, 44
14.8 CONSTIUCTION ......ooviiiiiiiiiiicei ettt e 44
14.9 Entire AGreemMeNt .........ccccouviiiiiiiiiieiiiiiieeeeiieeeeeteeeeeitee e e st eeeesanteeesennsaeeeesnneeeens 44
14.10 Compliance with Laws ...........cccccoiiiiiiiiiiiiceeee e 44
14,11 SeVerability ...........cooiiiiiiiiieie et 44
14.12 Cooperative Drafting..............ccccoooviiiiiiiee e 44
14.13 Order of Precedence ..............cccooviiiiiiiiiiiiiiiciiececeeeeece e 45
Article 15 Department SPecific Terms......cueiciviicisricssricssnnicsssnissssncssssnesssnessssscsssssossssssssseses 45
15.1 Chan@e OFAers ...........ooooeiiiiiiieiiee ettt e et ee e e s e e e esntaeesennsaeeeesnnneeeens 45
Article 16 Data and SeCUIILY ....ccuuiievvieiisrcsssnicsssnncssnicssanisssssesssssessssssssssosssssosssssssssssssssssssssssses 45

v



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

16.1 Protection of Private Information ....................cccccooiiiiiiiiiniiiin e 45
16.2 Confidential Information ....................cooiiiiiiiiiiiieee e 46
16.3 Remedies for Breach of Obligation of Confidentiality. ....................................... 46
16.4 Surrender of Confidential Information upon Termination................................ 46
16.5 DAta SECUTILY .....cocviiiiiiiiii ettt ettt e e e e 46
16.6 Data Privacy and Information Security Program ...................c.cccocoeiniinnninnnnne. 47
16.7 Data TranSmUuSSION ..........ccc.oeiiiiiiiiiiiiiie ettt e e et e e e e raeeeesnnaeeees 48
16.8 American Institute of Certified Public Accounts (AICPA) Audit Reports....... 48
16.9 Audit of Contractor's PoLicies.............ccccoeiiiiiiiiiiiiiieiieceeeeeeeeee e 48
16.10 Audit FINAInGs...........oooviiiiiiii e 48
16.11 (Payment Card Industry ("PCI") Requirements). .............cccccceevvveiniiennnennnne. 49
16.12 Protected Health Information..................cccccooiiiiiiiiiiiiiiicee e 49
16.13 Business Associate AGreement.............cccccuveeeeriiieeiiiiiiieeeeiieeeenieeeeeseeeeeesnnneeeens 49
ATticle 17 FOrce MAJEUIE ..cccueeeesvericssnrcsssrncssanncssssncssssssssssssssssesssssesssssssssssosssssossssssssssssssssssssssssss 49
170 LEADIIEY ..ottt e 49
T7. 2 DUFALION .....ooiiniiiiiieeicee et e e et e e e st eeeesabeeeeesanbaeesennsaeeeeansneeens 49
TTBELTECE ...ttt ettt ettt et 49
17.4 DISASter RECOVETY .....c...oiiiiiiiiiiiiiie ettt et 50
ATLICle 18 APPENUICES..cccrnnuriiiiiirnniiisissnnisssssarrecsssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssss 51
18.1 Additional APPendiCes.............ccoeviiiiiiiiiiiiiiieeeeee e e 51
Article 19 MacBride And Si@nature.........cceeieiseicssnicssnnicsssnicsssnessssnssssnssssssosssssssssssssssssssssssses 53



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
San Francisco, California 94102-4685

Agreement between the City and County of San Francisco and

Motorola Solutions Inc.
1000031673

This Agreement is made this 22nd day of December 2023, in the City and County of San
Francisco (“City”), State of California, by and between Motorola Solutions Inc., 500 West
Monroe, Chicago, IL 60661 (“Contractor’’) and City.

Recitals

WHEREAS, the Department of Emergency Management (“Department”) acting on behalf of the
City wishes to procure a Computer Aided Dispatch (CAD) and Mobile Computing (Mobile)
System, associated interfaces and implementation, project management, and maintenance
services; and

WHEREAS, Contractor represents and warrants that it is qualified to provide the CAD System
equipment and perform the Services required by City as set forth under this Agreement; and

WHEREAS, the Department wishes to procure hardware, software, installation services and if and
when the Department chooses to do so add maintenance, support services and systems and service
options subject to the approval of the Board of Supervisors; and

WHEREAS, Contractor was competitively selected pursuant to Sourcing Event ID 0000006285;
and

WHEREAS, this is a contract for Services and there is a Local Business Entity (“LBE”)
subcontracting participation requirement with respect to the Services, as defined further herein;
and

WHEREAS, approval for the Agreement was obtained on November 20, 2023, from the Civil
Service Commission under PSC number 40708-23/24 in the amount of $45 Million Dollars for
the period of December 1, 2023, to November 30, 2038; and

Now, THEREFORE, the parties agree as follows:

Article 1 Definitions
The following definitions apply to this Agreement:

1.1 “Acceptance” means notice from the City to Contractor that the CAD System
comprised of equipment, licensed software and CAD Application meets the specifications and

December 22, 2023 1 0f 53 December 22, 2023
P-600, 645, 648, 649 (1-22) PeopleSoft ID#: 1000031673



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

requirements contained in the Documentation and Appendices. City’s Acceptance shall be
governed by the procedures set forth in Section 5.3 and Appendix AS.

1.2 “Acceptance Period” means the period allocated by City to test the CAD System
to determine whether it conforms to the applicable specifications and, if appropriate, properly
operates in the defined operating environment, is capable of running on a repetitive basis, and is
otherwise in compliance with the service level obligations without failure in accordance with
Appendix AS.

1.3 “Agreement” means this contract document, including all attached appendices,
and all applicable City Ordinances and Mandatory City Requirements which are specifically
incorporated into this Agreement by reference as provided herein.

1.4 “Authorized Users” means a person authorized by City to access the City’s Portal
and use the CAD Application, including any City employee, contractor, or agent, or any other
individual or entity authorized by City.

1.5 “CAD System” means Computer Aided Dispatch (CAD) and Mobile Computing
(Mobile) System, associated interfaces and implementation, project management, and
maintenance services and consists of equipment, licensed software, SAAS software and
maintenance services as described in Appendix A.

1.6 “City” or “the City” means the City and County of San Francisco, a municipal
corporation, acting by and through both its Director of the Office of Contract Administration or
the Director’s designated agent, hereinafter referred to as “Purchasing” and Department of
Emergency Management.

1.7 City Data. means that data as described in Article 16 of this Agreement which
means data, includes, without limitation, information, and content, including images, text, videos,
documents, audio, telemetry, location and structured data base records, provided by, through, or
on behalf of City, its users, any end users through the use of the Services. City Data does not
include information from publicly available sources or other third-party data or Contractor Data;
all data collected, used, maintained, processed, stored, or generated by or on behalf of the City in
connection with this Agreement. City Data includes, without limitation, Confidential Information.

1.8 “City Portal” means an electronic gateway to a secure entry point via Contractor’s
Website that allows City and its Authorized Users to log in to an area where they can view and
download information or request assistance regarding the SaaS Application and Services.

1.9 “City’s Project Manager” means the individual specified by the City pursuant to
Section 4.21 hereof, as the Project Manager authorized to administer this Agreement on the City’s
behalf.

1.10  “CMD” means the Contract Monitoring Division of the City

1.11  “City Confidential Information” means confidential City information including,
but not limited to, (“PII”’), protected health information (“PHI”), or individual financial
information (collectively, “Proprietary or Confidential Information™) that is subject to local, state
or federal laws restricting the use and disclosure of such information, but not limited to, Article 1,
Section 1 of the California Constitution; the California Information Practices Act (Civil Code §
1798 et seq.); the California Confidentiality of Medical Information Act (Civil Code § 56 et seq.);
the federal Gramm-Leach-Bliley Act (15 U.S.C. §§ 6801(b) and 6805(b)(2)); the privacy and
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information security aspects of the Administrative Simplification provisions of the federal Health
Insurance Portability and Accountability Act (45 CFR Part 160 and Subparts A, C, and E of part
164); and San Francisco Administrative Code Chapter 12M (Chapter 12M).

1.12 “Contractor” means Motorola Solutions, Inc
1.13 “Contractor Data” means data owned or licensed by Contractor

1.14 “Contractor Project Manager” means the individual specified by Contractor
pursuant to Section 4.21 hereof, as the Project Manager authorized to administer this Agreement
on Contractor’s behalf.

1.15  “Contractor’s Website” means the Website that provides Authorized User access
to the SaaS Application Services.

1.16  “Data Breach” means any access, destruction, loss, theft, use, modification or
disclosure of City Data by an unauthorized party or that is in violation of the Agreement terms
and/or applicable local, state or federal law.

1.17  “Data Center(s)” means a physical location within the United States where
Contractor (or its subcontractor) houses and operates the hardware (including computer servers,
routers, and other related equipment) on which Contractor hosts on the Internet the SaaS
Application and City Data pursuant to this Agreement.

1.18  “Deliverables” means the Equipment, Software, installation materials,
Documentation and work product resulting from the Services that Contractor provides to the City.
Contractor’s work product resulting from the Services provided by Contractor to City during the
course of Contractor’s performance of the Agreement, including without limitation, the work
product described in Appendix A.

1.19 “Deliverable Data” means Project Data that is identified in Appendix A, and
required to be delivered to the City.

1.20  “Disabling Code” means computer instructions or programs, subroutines, code,
instructions, data or functions (including but not limited to viruses, worms, date bombs or time
bombs), including but not limited to other programs, data storage, computer libraries and
programs that self-replicate without manual intervention, instructions programmed to activate at a
predetermined time or upon a specified event, and/or programs purporting to do a meaningful
function but designed for a different function, that alter, destroy, inhibit, damage, interrupt,
interfere with or hinder the operation of the City’s access to the SaaS Services through
Contractor’s Website and/or Authorized User’s processing environment, the system in which it
resides, or any other software or data on such system or any other system with which it is capable
of communicating.

1.21 “Documentation” means documents relating to the Software, Equipment, and as
built System that Contractor will deliver under this Agreement, which specifies technical,
configuration settings, and performance features and capabilities, and the user, operation and
training manuals and documentation for the System, technical publications provided by
Contractor to City relating to use of the CAD Application/Licensed Software, such as reference,
administrative, maintenance, and programmer manuals, including all appendices attached to this
agreement.
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1.22  “End Users” means any Authorized User who accesses Contractor’s Website and
uses the CAD Application and Services.

1.23 “Errors, Defects and Malfunctions” means either a deviation between the
function of the Software and the Documentation furnished by Contractor for the Software, or a
failure of the Software which degrades the use of the Software.

1.24  “Equipment” means the equipment that the City purchases from Contractor under
this Agreement.

1.25 “Fix” means repair or replacement of source, object or executable code in the
Software to remedy an Error, Defect or Malfunction.

1.26  Implementation and Training Services” means the services by which Contractor
will implement all necessary Software configurations and modules necessary to make the CAD
System available and accessible to City.

1.27  “Internet” means that certain global network of computers and devices commonly
referred to as the “internet,” including, without limitation, the World Wide Web.

1.28  “Licensed Software” “CAD Software” or “Software” means one or more of the
proprietary computer software programs identified in Appendix A, all related materials,
Documentation, all corrections, patches or updates thereto, and other written information received
by City from Contractor, whether in machine-readable or printed form.

1.29  “Maintenance Services” means the activities to investigate, resolve Software
Application and Services issues and correct product bugs arising from the use of the Application
and Services in a manner consistent with the published specifications and functional requirements
defined during implementation in accordance with Article 6 and Appendix D.

1.30  “Mandatory City Requirements” means those City laws set forth in the San
Francisco Municipal Code, including the duly authorized rules, regulations, and guidelines
implementing such laws that impose specific duties and obligations upon Contractor.

1.31  “Motorola Confidential Information” means any and all non-public information
provided by Motorola to the City that is disclosed under this Agreement in oral, written, graphic,
machine recognizable, or sample form, being clearly designated, labeled or marked as
confidential or its equivalent or that a reasonable businessperson would consider non-public and
confidential by its nature. Motorola Confidential Information will also include software and
Services, and documentation, as well as any other information relating to the software and
Services. In order to be considered Motorola Confidential Information, information that is
disclosed orally must be identified as confidential at the time of disclosure and confirmed by
Motorola by submitting a written document to City within thirty (30) days after such disclosure.
The written document must contain a summary of the Motorola Confidential Information
disclosed with enough specificity for identification purpose and must be labeled or marked as
confidential or its equivalent. Except in response to an open/public records request, disclosure of
Motorola Confidential Information may be made only to those employees who have a need to
know to perform their duties and have an obligation of confidentiality. To the extent any
disclosure may be required by law, City shall inform Motorola of the requested disclosure, with a
reasonable description of the requested disclosure and identification of the requestor, in sufficient
time for Motorola to assert any objection it may have to such disclosure with the appropriate
administrative or judicial body.
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1.32  “Object Code” means the machine-readable form of the Licensed Software
provided by Contractor

1.33  “Open Source Software” means software with either freely obtainable source
code, a license for modification, or permission for free distribution.

1.34  “Party” or “Parties” means, respectively, the City and Contractor either
individually or collectively.

1.35  “Patch” means a temporary repair or replacement of code in the Software to
remedy an Error, Defect or Malfunction. Patches may be made permanent and released in
Subsequent Releases of the Software.

1.36  “Performance Credit” means credit due to City by Contractor with regard to
Contractor’s service level obligations in Appendix E.

1.37  “Personal Identifiable Information (PII)” means any information about an
individual, including information that can be used to distinguish or trace an individual’s identity,
such as name, social security number, date and place of birth, mother’s maiden name, or
biometric records; and any other information that can reasonably be linked to an individual, such
as medical, educational, financial, and employment information.

1.38  “Precedence” means that, notwithstanding the terms of any other document
executed by the Parties as a part of this Agreement, the terms of this Agreement shall control over
any discrepancy, inconsistency, gap, ambiguity, or conflicting terms set forth in any other
Contractor pre-printed document.

1.39  “Priority Category” means a priority assigned to an Error, Defect or Malfunction,
designating the urgency of correcting an Error, Defect or Malfunction. Assignment of a Priority
Category to an Error, Defect or Malfunction is based on City’s determination of the severity of
the Error, Defect or Malfunction and Contractor’s reasonable analysis of the priority of the Error,
Defect or Malfunction.

1.40  “Priority Protocol” means a priority based on the Priority Category, rules
specifying the turnaround time for correcting Errors, Malfunctions and Defects; escalation
procedures, and personnel assignment.

1.41  “Project Data” means data that is first produced in the performance of this
Agreement.

1.42  “SAAS Application/SaaS Software/Software or CAD Software” means the
licensed and hosted computer program and associated documentation, as listed in this Agreement
and Appendices, and any modification or Upgrades or modifications to the program(s), residing in
Contractor’s servers that provides the SaaS Services that may be accessed by Authorized Users
through the Internet. The SaaS Application may include Contractor provided Third-Party
Software. All Software, revisions and versions provided by Contractor shall be subject to the
terms and conditions of this Agreement, including any amendments thereto.

1.43  “SaaS Application Patch” means an update to the SaaS Application comprised of
code inserted (or patched) into the code of the SaaS Application, and which may be installed as a
temporary fix between full releases of a SaaS Application Revision or SaaS Application Version.
Such a patch may address a variety of issues including without limitation fixing a Software bug,
installing new drivers, addressing new security vulnerabilities, addressing software stability
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issues, and upgrading the Software. SaaS Application Patches are included in the annual
payments made by City to Contractor for the SaaS Services under this Agreement.

1.44  ““SaaS Maintenance Services” means the activities to investigate, resolve SaaS
Application and Services issues and correct product bugs arising from the use of the SaaS
Application and Services in a manner consistent with the published specifications and functional
requirements defined during implementation.

1.45  “SaaS Services” means the Services performed by Contractor to host the SaaS
Application to provide the functionality listed in the Documentation.

1.46  “SaaS Severity Level” means a designation of the effect of a SaaS Issue on the
City. The severity of a SaaS Issue is initially defined by the City and confirmed by Contractor.
Until the SaaS Issue has been resolved, the Severity Level may be raised or lowered based on
Contractor’s analysis of impact to business.

1.47  “SaaS Software Error” means any failure of SaaS Software to conform in all
material respects to the requirements of this Agreement or Contractor’s published specifications.

1.48  “SaaS Software Error Correction” means either a modification or addition that,
when made or added to the SaaS Software, brings the SaaS Software into material conformity
with the published specifications, or a procedure or routine that, when observed in the regular
operation of the SaaS Software, avoids the practical adverse effect of such nonconformity.

1.49  “SaaS Software Revision” means an update to the current SaaS Software Version
of the SaaS Software code that consists of minor enhancements to existing features and code
corrections. SaaS Software Revisions are provided and included with the annual service payments
made by City to Contractor for the SaaS Service.

1.50  “SaaS Software Version” means the base or core version of the SaaS Software
that contains significant new features and significant fixes and is available to the City. SaaS
Software Versions may occur as the SaaS Software architecture changes or as new technologies
are developed. The nomenclature used for updates and upgrades consists of major, minor, build,
and fix and these correspond to the following digit locations of a release, a,b,c,d, an example of
which would be NCC 7.4.1.3, where the 7 refers to the major release, the 4 refers to the minor
release, the 1 refers to the build, and the 4 refers to a fix. All SaaS Software Versions are provided
and included as part of this Agreement upon request or approval from City for the upgrade.

1.51  “Scheduled SaaS Maintenance” means the time (in minutes) during the month, as
measured by Contractor, in which access to the SaaS Services is scheduled to be unavailable for
use by the City due to planned system maintenance and major version upgrades

1.52  “Services” means the work performed by Contractor under this Agreement as
specifically described in the Statement of Work attached as Appendix A2 and Appendix D
including all services, labor, supervision, materials, equipment, actions and other requirements to
be performed and furnished by Contractor under this Agreement.

1.53  “Software” means the Contractor owned software and third-party software, in
object code format that is furnished with the Services provided, as described on Appendix A.

1.54  “Source Code” means the human readable compliable form of the Licensed
Software to be provided by Contractor
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1.55  “Specifications” means the functional and operational characteristics of the
Licensed Software as described in Contractor’s current published product descriptions,
technical manuals, Appendix A and the RFP response dated March 16, 2022.

1.56  “Subsequent Release” means a release of the Software for use in a particular
operating environment which supersedes the Software. A Subsequent Release is offered and
expressly designated by Contractor as a replacement to a specified Software product. A
Subsequent Release will be supported by Contractor in accordance with the terms of this
Agreement. Multiple Subsequent Releases may be supported by Contractor at any given time

1.57 “Successor Service Provider” means a new service provider, if any, selected by
City in the event the SaaS Services are terminated under this Agreement.

1.58  “Support Services” means the Software support service required under this
Agreement. Support Services include correcting an Error, Defect or Malfunction; providing
telephone and/or online support concerning the installation and use of the Software; training in
the installation and use of the Software; on-site consulting and application development services;
detection, warning and correction of viruses; and disabled/disabling code.

1.59  System” or “System Description” means the Equipment, Software, and incidental
hardware and materials that are combined together into an integrated system as described in
Appendix A.

1.60 “Transition Services” means that assistance reasonably requested by City to
effect the orderly transition of the SaaS Services, in whole or in part, to City or to Successor
Service Provider.

1.61  “Upgrade” means either an enhancement to the Software code to add new features
or functions to the system or software programming revisions containing corrections to Errors,
Defects and Malfunctions that have been reported by users or discovered by the Contractor.

1.62  “Warranty Period” means a period commencing with the final system acceptance
of the Software product during which reported Errors, Defects and Malfunctions for Software
products are corrected without charge in accordance with the provisions below.

1.63  “Workaround” means a change in the procedures followed or end user operation
of the software to avoid an Error, Defect or Malfunction without significantly impairing
functionality or degrading the use of the Software.

Article 2 Term of the Agreement

2.1 The term of this Agreement shall commence on December 22, 2023 and expire on
November 23, 2027, unless earlier terminated as otherwise provided herein.

2.2 Subject to Section 4.1 (“Grant of License”), the licenses specified in Appendix A
as perpetual granted under this Agreement shall commence upon acceptance of the Licensed
Software and shall continue in perpetuity unless sooner terminated in accordance with the
provisions of this Agreement.

2.3 The City has the option to amend the Agreement to add maintenance and support
services and to add services and products for the CAD system. These options may be exercised at
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the City’s sole and absolute discretion and by modifying this Agreement as provided in Section
14.4, “Modification of this Agreement” and subject to the approval of the Board of Supervisors.

Article 3 Financial Matters

3.1 Certification of Funds; Budget and Fiscal Provisions; Termination in the
Event of Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of
the City’s Charter. Charges will accrue only after prior written authorization certified by the
Controller, and the amount of City’s obligation hereunder shall not at any time exceed the amount
certified for the purpose and period stated in such advance authorization. This Agreement will
terminate without penalty, liability or expense of any kind to City at the end of any fiscal year if
funds are not appropriated for the next succeeding fiscal year. If funds are appropriated for a
portion of the fiscal year, this Agreement will terminate, without penalty, liability or expense of
any kind at the end of the term for which funds are appropriated. City has no obligation to make
appropriations for this Agreement in lieu of appropriations for new or other agreements. City
budget decisions are subject to the discretion of the Mayor and the Board of Supervisors.
Contractor’s assumption of risk of possible non-appropriation is part of the consideration for this
Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF
THIS AGREEMENT.

3.2 Services Contractor Agrees to Perform. Contractor agrees to perform the
Services and deliver the Equipment and Software for the installation and implementation of the
CAD system as per the Appendices in this Agreement. Officers and employees of the City are not
authorized to request, and the City is not required to reimburse the Contractor for Services beyond
the Scope of Services under this Agreement.

33 Guaranteed Maximum Costs. The City’s payment obligation to Contractor
cannot at any time exceed the amount certified by City’s Controller for the purpose and period
stated in such certification. Absent an authorized Emergency per the City Charter or applicable
Code, no City representative is authorized to offer or promise, nor is the City required to honor,
any offered or promised payments to Contractor under this Agreement in excess of the certified
maximum amount without the Controller having first certified the additional promised amount
and the Parties having modified this Agreement as provided in Section 14.4, “Modification of this
Agreement.”

34 Calculation of Charges. Contractor shall provide an invoice to the City on a
monthly basis for goods delivered and/or Services completed in the immediately preceding
month, unless a different schedule is set out in Appendix B, “Calculation of Charges.”
Compensation shall be made for goods and/or Services identified in the invoice that the City, in
his or her sole discretion, concludes has been satisfactorily performed. In no event shall the
amount of this Agreement exceed Nine Million Six Hundred and Eighty-Five Thousand and
Seven Hundred and Sixteen Dollars [$9,685,716]. The breakdown of charges associated with this
Agreement appears in Appendix B, “Calculation of Charges.” Payment will be made in
accordance with the payment schedule described in Appendix B. In no event shall City be liable
for interest or late charges for any late payments. City will not honor minimum service order
charges for any services covered by this Agreement.
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3.5 Payment Limited to Satisfactory Services and Delivery of Goods. Contractor
is not entitled to any payments from City until City approves the goods and/or Services delivered
pursuant to this Agreement. Payments to Contractor by City shall not excuse Contractor from its
obligation to replace unsatisfactory delivery and/or defective goods and/or Services even if the
unsatisfactory delivery and/or defective and/or unsatisfactory character may not have been
apparent or detected at the time such payment was made. Goods and/or Services delivered
pursuant to this Agreement that do not conform to the requirements of this Agreement may be
rejected by City and in such case must be replaced by Contractor without delay at no cost to the
City. Goods and Services delivered pursuant to this Agreement are subject to the Warranty
provisions in Appendix D.

3.6 Freight, Title, and Risk of Loss. Freight charges are included in the CAD
System Purchase Price. Motorola will pack and ship all Equipment in accordance with good
commercial practices. Contractor is responsible for local warehousing of the Equipment, where
Contractor will inspect and inventory the Equipment. City representatives may participate in
these activities. Title and risk of loss to the Equipment will pass to City upon delivery to the
City’s destination point. City will promptly inspect the delivered Equipment, and City has no
duty to accept, and may rightfully reject, Equipment that has been damaged in transit or that fails
to conform to the order. Title to Software does not pass at any time but is governed by the
applicable Software License Agreement.

3.7 Withhold Payments. If Contractor fails to provide goods and/or Services in
accordance with Contractor’s obligations under this Agreement, the City may withhold any and
all payments due Contractor until such failure to perform is cured, and Contractor shall not stop
work as a result of City’s withholding of payments as provided herein

3.8 Invoice Format. Invoices furnished by Contractor under this Agreement must be
in a form acceptable to the Controller and City and include a unique invoice number and a
specific invoice date. Payment shall be made by City as specified in Section 3.10, or in such
alternate manner as the Parties have mutually agreed upon in writing. All invoices must show the
PeopleSoft Purchase Order ID Number, PeopleSoft Supplier Name and ID, Item numbers (if
applicable), complete description of goods delivered or Services performed, sales/use tax (if
applicable), contract payment terms and contract price. City shall provide the PeopleSoft
Purchase Order ID Number and PeopleSoft Supplier Name and ID at time of contract execution,
and no further ordering documents are required for performance of the contract value in section
3.4. Invoices that do not include all required information or contain inaccurate information will
not be processed for payment.

3.9 LBE Payment and Utilization Tracking System. If LBE Subcontracting
Participation Requirements apply to a Contract awarded pursuant to this Solicitation, the Awarded
Contractor shall: (a) Within three (3) business days of City’s payment of any invoice to
Contractor, pay LBE subcontractors as provided under Chapter 14B.7(H)(9); and (b) Within ten
(10) business days of City’s payment of any invoice to Contractor, confirm its payment to
subcontractors using the City’s Supplier Portal Payment Module, unless instructed otherwise by
CMD. Failure to submit all required payment information to the City’s Supplier Portal Payment
Module with each payment request may result in the withholding of 20% of subsequent payments
due. Self-Service Training is located at this link: https://sfcitypartnersfgov.org/pages/training.aspx

3.10  Getting paid by the City for Goods and/or Services.
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3.10.1 The City and County of San Francisco utilizes the Paymode-X® service
offered by Bank of America Merrill Lynch to pay City contractors. Contractor must sign up to
receive electronic payments to be paid under this Agreement. To sign up for electronic payments,
visit http://portal.paymode.com/city_countyofsanfrancisco.

3.10.2 At the option of the City, Contractor may be required to submit invoices
directly in the City’s financial and procurement system (PeopleSoft) via eSettlement. Refer to
https://sfcitypartner.sfgov.org/pages/training.aspx for more information on eSettlement. For
access to PeopleSoft eSettlement, submit a request through sfemployeeportalsupport@sfgov.org.

3.11  Reserved. (Grant Funded Contracts)

3.12 Payment Terms, Payment Due Date. Unless City notifies the Contractor that a
dispute exists, Payment shall be made within 30 calendar days, measured from (1) the delivery of
goods and/or the rendering of services or (2) the date of receipt of the invoice, whichever is later.
Payment is deemed to be made on the date on which City has issued a check to Contractor or, if
Contractor has agreed to electronic payment, the date on which City has posted electronic
payment to Contractor.

3.13  Audit and Inspection of Records. Contractor agrees to maintain and make
available to the City, during regular business hours, accurate books and accounting records
relating to its Services. Contractor will permit City to audit, examine and make excerpts and
transcripts from such books and records, and to make audits of all invoices, materials, payrolls,
records or personnel and other data related to all other matters covered by this Agreement,
whether funded in whole or in part under this Agreement. Contractor shall maintain such data
and records in an accessible location and condition for a period of not less than five years after
final payment under this Agreement or until after final audit has been resolved, whichever is later.
The State of California or any Federal agency having an interest in the subject matter of this
Agreement shall have the same rights as conferred upon City by this Section. Contractor shall
include the same audit and inspection rights and record retention requirements in all subcontracts

3.14  Submitting False Claims. The full text of San Francisco Administrative Code
Chapter 21, Section 21.35, including the enforcement and penalty provisions, is incorporated into
this Agreement. Pursuant to San Francisco Administrative Code §21.35, any contractor or
subcontractor who submits a false claim shall be liable to the City for the statutory penalties set
forth in that section. A contractor or subcontractor will be deemed to have submitted a false claim
to the City if the contractor or subcontractor: (a) knowingly presents or causes to be presented to
an officer or employee of the City a false claim or request for payment or approval; (b) knowingly
makes, uses, or causes to be made or used a false record or statement to get a false claim paid or
approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid by
the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement to
conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or (e)
is a beneficiary of an inadvertent submission of a false claim to the City, subsequently discovers
the falsity of the claim, and fails to disclose the false claim to the City within a reasonable time
after discovery of the false claim.

3.15 Payment of Prevailing Wage

3.15.1  Covered Services. Services to be performed by Contractor under this
Agreement may involve the performance of trade work covered by the provisions of Section
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6.22(e) [Prevailing Wages] of the Administrative Code or Section 21C [Miscellaneous Prevailing
Wage Requirements] (collectively, “Covered Services”). The provisions of Section 6.22(e) and
21C of the Administrative Code are incorporated as provisions of this Agreement as if fully set
forth herein and will apply to any Covered Services performed by Contractor and its
subcontractors.

3.15.2  Wage Rates. The latest prevailing wage rates for private employment
on public contracts as determined by the San Francisco Board of Supervisors and the Director of
the California Department of Industrial Relations, as such prevailing wage rates may be changed
during the term of this Agreement, are hereby incorporated as provisions of this Agreement.
Copies of the prevailing wage rates as fixed and determined by the Board of Supervisors are
available from the Office of Labor Standards and Enforcement (“OLSE”) and on the Internet at
http://www.dir.ca.gov/DLSR/PWD and http://sfgov.org/olse/prevailing-wage. Contractor agrees
that it shall pay not less than the prevailing wage rates, as fixed and determined by the Board, to
all workers employed by Contractor who perform Covered Services under this Agreement.

3.15.3  Subcontract Requirements. As required by Section 6.22(¢e)(5) of the
Administrative Code, Contractor shall insert in every subcontract or other arrangement, which it
may make for the performance of Covered Services under this Agreement, a provision that said
subcontractor shall pay to all persons performing labor in connection with Covered Services
under said subcontract or other arrangement not less than the highest general prevailing rate of
wages as fixed and determined by the Board of Supervisors for such labor or services.

3.15.4  Posted Notices. As required by Section 1771.4 of the California Labor
Code, Contractor shall post job site notices prescribed by the California Department of Industrial
Relations (“DIR™) at all job sites where services covered by Chapter 6.22 are to be performed.

3.15.5  Payroll Records. As required by Section 6.22(¢e)(6) of the
Administrative Code and Section 1776 of the California Labor Code, Contractor shall keep or
cause to be kept complete and accurate payroll records for all trade workers performing Covered
Services. Such records shall include the name, address and social security number of each
worker who provided Covered Services on the project, including apprentices, his or her
classification, a general description of the services each worker performed each day, the rate of
pay (including rates of contributions for, or costs assumed to provide fringe benefits), daily and
weekly number of hours worked, deductions made, and actual wages paid. Every subcontractor
who shall undertake the performance of any part of Covered Services shall keep a like record of
each person engaged in the execution of Covered Services under the subcontract. All such
records shall at all times be available for inspection of and examination by the City and its
authorized representatives and the DIR.

3.15.6  Certified Payrolls. Certified payrolls shall be prepared pursuant to
Administrative Code Section 6.22(e)(6) and California Labor Code Section 1776 for the period
involved for all employees, including those of subcontractors, who performed labor in
connection with Covered Services. Contractor and each subcontractor performing Covered
Services shall submit certified payrolls to the City and to the DIR electronically. Contractor
shall submit payrolls to the City via the reporting system selected by the City. The DIR will
specify how to submit certified payrolls to it. The City will provide basic training in the use of
the reporting system at a scheduled training session. Contractor and all subcontractors that will
perform Covered Services must attend the training session. Contractor and applicable
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subcontractors shall comply with electronic certified payroll requirements (including training) at
no additional cost to the City.

3.15.7  Compliance Monitoring. Covered Services to be performed under this
Agreement are subject to compliance monitoring and enforcement of prevailing wage
requirements by the DIR and /or the OLSE. Contractor and any subcontractors performing
Covered Services will cooperate fully with the DIR and/or the OLSE and other City employees
and agents authorized to assist in the administration and enforcement of the prevailing wage
requirements, and agrees to take the specific steps and actions as required by Section 6.22(e)(7)
of the Administrative Code. Steps and actions include but are not limited to requirements that: (1)
the Contractor will cooperate fully with the Labor Standards Enforcement Officer and other City
employees and agents authorized to assist in the administration and enforcement of the
Prevailing Wage requirements and other labor standards imposed on Public Works Contractor by
the Charter and Chapter 6 of the San Francisco Administrative Code; (i1) the Contractor agrees
that the Labor Standards Enforcement Officer and his or her designees, in the performance of
their duties, shall have the right to engage in random inspections of job sites and to have access
to the employees of the Contractor, employee time sheets, inspection logs, payroll records and
employee paychecks; (iii) the contractor shall maintain a sign-in and sign-out sheet showing
which employees are present on the job site; (iv) the Contractor shall prominently post at each
job-site a sign informing employees that the project is subject to the City’s Prevailing Wage
requirements and that these requirements are enforced by the Labor Standards Enforcement
Officer; and (v) that the Labor Standards Enforcement Officer may audit such records of the
Contractor as he or she reasonably deems necessary to determine compliance with the Prevailing
Wage and other labor standards imposed by the Charter and this Chapter on Public Works
Contractors. Failure to comply with these requirements may result in penalties and forfeitures
consistent with analogous provisions of the California Labor Code, including Section 1776(g), as
amended from time to time.

Article 4 On Premise Software License and Equipment

4.1 Services Contractor Agrees to Perform. During the Term of this Agreement,
Contractor will provide the hardware, software, and installation and implementation services as
set forth in Appendices.

4.2 Grant of License. Subject to the terms and conditions of this Agreement,
Contractor grants City a personal, limited, perpetual, non-transferable, and non-exclusive
license under Contractor’s copyrights and confidential information embodied in the Software to
use the Software, in object code form, and the Documentation solely in connection with the City’s
and any Authorized Users use of the Licensed Software. City acknowledges and agrees that the
Licensed Software is the proprietary information of Contractor and that this Agreement grants
City no title or right of ownership in the Licensed Software.

4.3 Open Source Software If the Software licensed under this Agreement contains or
is derived from Open Source Software, the terms and conditions governing the use of such Open
Source Software are in the Open Source Software Licenses of the copyright owner and not this
Agreement. Ifthere is a conflict between the terms and conditions of this Agreement and the
terms and conditions of the Open Source Software Licenses governing the City’s use of the Open
Source Software, the terms and conditions of the license grant of the applicable Open Source
Software Licenses will take precedence over the license grants in this Agreement. If requested by
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the City, Contractor will use commercially reasonable efforts to: (i) determine whether any Open
source Software is provided under this End User License Agreement; and (ii) identify the Open
Source Software and provide the City a copy of the applicable Open Source Software License (or
specify where that license may be found. To the extent, Motorola has incorporated any Open
Source Software into the CAD System, the terms and conditions governing CAD system
performance will apply.

TO THE EXTENT, IF ANY, THAT THERE IS A SEPARATE LICENSE
AGREEMENT PACKAGED WITH, OR PROVIDED ELECTRONICALLY WITH, A
PARTICULAR PRODUCT THAT BECOMES EFFECTIVE ON AN ACT OF
ACCEPTANCE BY THE END USER, THEN THAT AGREEMENT SUPERSEDES
THE SOFTWARE LICENSE AGREEMENT AS TO THE END USER OF EACH
SUCH PRODUCT.

4.4 Restrictions on Use. City is authorized to use the Licensed Software only for
City’s municipal purposes. City agrees that it will, through its best efforts, not use or permit the
Licensed Software to be used in any manner, whether directly or indirectly, that would enable any
other person or entity not authorized by this Agreement, to use the Licensed Software. The City
may use the Software only for the City’s internal business purposes and only in accordance with
the Documentation. Any other use of the Software is strictly prohibited and will be deemed a
breach of this Agreement. Without limiting the general nature of these restrictions, the City will
not make the Software available for use by third parties on a “time sharing,” “application service
provider,” or “service bureau” basis or for any other similar commercial rental or sharing
arrangement. The City will not, and will not allow or enable any third party to: (i) reverse
engineer, disassemble, peel components, decompile, reprogram or otherwise reduce the Software
or any portion to a human perceptible form or otherwise attempt to recreate the source code; (ii)
modify, adapt, create derivative works of, or merge the Software with other software; (iii) copy,
reproduce, distribute, lend, or lease the Software or Documentation to any third party, grant any
sublicense or other rights in the Software or Documentation to any third party, or take any action
that would cause the Software or Documentation to be placed in the public domain; (iv) remove,
or in any way alter or obscure, any copyright notice or other notice of Contractor’s proprietary
rights; (v) provide, copy, transmit, disclose, divulge or make the Software or Documentation
available to, or permit the use of the Software by any third party or on any machine except as
expressly authorized by this Agreement; or (vi) use, or permit the use of, the Software in a
manner that would result in the production of a copy of the Software solely by activating a
machine containing the Software. The City may make one copy of Software to be used solely for
archival, back-up, or disaster recovery purposes; provided that City may not operate that copy of
the Software at the same time as the original Software is being operated. City may make as many
copies of the Documentation as it may reasonably require for the internal use of the Software.
Unless otherwise authorized by Contractor in writing, City will not, and will not enable or allow
any third party to: (i) install a licensed copy of the Software on more than one unit of a Product;
or (i) copy onto or transfer Software installed in one unit of a Product onto another device.

4.5 Authorized Users. Authorized non-City personnel may use the City’s CAD and
Mobile system under any of the following circumstances:

(a) When working with the City’s Public Safety units on or during joint operations;

(b) During disaster and extreme emergency operations for mutual aid and interagency;
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(c) During emergency or urgent operations involving imminent safety of life or protection
of property.

(e) With the prior approval of DEM, Authorized Users may also use the City’s CAD and
Mobile system for training purposes on joint trainings with the City's public safety
agencies and DEM.

(f) As otherwise provided for in this Agreement.

4.6 Ownership and Title. Contractor, its licensors, and its suppliers retain all of
their proprietary rights in any form in and to the Software and Documentation, including, but not
limited to, all rights in patents, patent applications, inventions, copyrights, trademarks, trade
secrets, trade names, and other proprietary rights in or relating to the Software and
Documentation. No ownership rights are granted to End User City under this Agreement by
implication, estoppel or otherwise, except for those rights which are expressly granted to City in
this Agreement. All intellectual property developed, originated, or prepared by Contractor in
connection with providing the Software, Products, Documentation or related services remains
vested exclusively in Contractor, and End User City will not have any shared development or
other intellectual property rights.

4.7 Disaster Recovery Copy. For the purpose of any bona fide City disaster
recovery plan or with respect to the use of computer software in its municipal operations, City
may make one copy of the Licensed Software for archival purposes and use such archival copy to
restore use of the Licensed Software on a site owned or controlled by City. The use of such
archival copy shall be limited to (1) the purpose of conducting limited testing of the disaster
recovery plan’s procedures and effectiveness and (2) during any period subsequent to the
occurrence of an actual disaster during which the City cannot operate the Licensed Software on
the existing site.

4.8 Transfer of Products. City may move the Licensed Software and supporting
materials to another City site.

4.9 Documentation. Contractor shall provide City with the Licensed Software
specified in this Agreement, and a minimum of two copies of the Documentation per installation.
Contractor grants to City permission to duplicate all printed Documentation for City’s municipal
use.

4.10  Proprietary Markings. City agrees not to remove or destroy any proprietary
markings or proprietary legends placed upon or contained within the Licensed Software or any
related materials or Documentation.

4.11  Authorized Modification. City shall also be permitted to develop, use and
modify Application Program Interfaces (“APIs”), macros and user interfaces. For purposes of
this Agreement, such development shall be deemed an authorized modification. Contractor shall
make no claim under this Agreement to ownership of any APIs, macros or other interfaces
developed by or at the direction of the City.

Contractor has no general objection to the City’s use of third-party programs in
conjunction with the Software licensed under this Agreement. Contractor recognizes that City
has and will license third party programs that City will use with Contractor’s products. Based on
information provided to Contractor as to the execution of the Agreement, Contractor agrees that
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such use does not constitute an unauthorized modification or violate the licenses granted under
this Agreement.

4.12  CAD System Functionality. Contractor will use reasonable efforts to continue
supporting any version of the Software for 6 months after a new version is introduced, but if
Contractor determines, in its sole discretion, to discontinue support of a Software function for any
reason, Contractor will provide reasonable advance notification to City and will offer an equally
functional substitute solution.

4.13  Delivery.

4.13.1 Delivery. One copy of each of the Licensed Software products in
computer readable form shall be provided to the City as specified in Appendix A.

4.13.2 Installation. Contractor shall install the programs in accordance with
Appendix A.

4.14  Acceptance Testing. After Contractor has installed and configured the Licensed
Software pursuant to this Agreement, the City shall have a period of time as referenced in
Appendix AS (“Acceptance Test Plan”) from the date of installation to verify that the Licensed
Software substantially performs to the specifications contained in the Documentation. In the
event that the City determines that the Licensed Software does not meet such specifications, the
City shall notify the Contractor in writing, and Contractor shall modify or correct the Licensed
Software so that it satisfies the Acceptance criteria. The date of Acceptance will be that date upon
which City provides Contractor with written notice of satisfactory completion of final system
acceptance. If City notifies Contractor after the Acceptance Testing Period that the Licensed
Software does not meet the Acceptance criteria of this section, then City shall be entitled to
terminate this License in accordance with the procedures specified in Section 11.2 (“Termination
for Default; Remedies”) herein.

4.15  Training. Contractor will provide training in accordance with Appendix A.

4.16  Warranties: Right to Grant License. Contractor hereby warrants that it has
title to and/or the authority to grant a license of the Licensed Software to the City.

4.17  Warranties: Conformity to Specifications. Contractor warrants that when the
Licensed Software specified in the Agreement and all updates and improvements to the Licensed
Software are delivered to City, they will be free from defects as to design, material, and
workmanship and will perform in accordance with the Contractor’s published specifications for
the Licensed Software and in accordance with this agreement and all applicable appendices for a
period of one year from City’s Final System Acceptance of such Licensed Software.

4.18  Nondisclosure. City agrees that it shall treat the Licensed Software with the
same degree of care as it treats like information of its own, which it does not wish to disclose to
the public, from the date the Licensed Software is Accepted by the City until the license is
terminated as provided herein. The obligations of the City set forth above, however, shall not
apply to the Licensed Software, or any portion thereof, which:

4.18.1 is now or hereafter becomes publicly known;

4.18.2 is disclosed to the City by a third party which the City has no reason to
believe is not legally entitled to disclose such information;
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4.18.3 is known to the City prior to its receipt of the Licensed Software;

4.18.4 is subsequently developed by the City independently of any disclosures
made hereunder by Contractor;

4.18.5 is disclosed with Contractor’s prior written consent;
4.18.6 1is disclosed by Contractor to a third party without similar restrictions.

4.19 Software System Warranty. Subject to the disclaimers in the Agreement,
Contractor represents and warrants that upon Acceptance by the City the Software will perform
in accordance with the descriptions in the Appendix A, Appendix D and Appendix E in all
material respects.

4.20 Prohibited Use. City will not integrate or use or permit a third party or an
Authorized User to integrate or use, any Third-Party Software with or in connection with a
Software System provided by Contractor under this Agreement, without Contractor’s express
written permission which shall not be unreasonably withheld. Contractor grants permission for
City to use third party cybersecurity monitoring software.

4.21 Equipment Warranty. During the Warranty Period, Contractor warrants that
the Equipment under normal use and service will be free from material defects in materials and
workmanship in accordance with Appendix A.

4.22  Installation of Equipment. Contractor will obtain all permits and licenses, if any,
necessary for the installation and operation of the equipment, furnish, assemble and install the
Equipment as necessary at the location as designated by the City. Manufacturer and/or vendor
must comply with all State laws and local Ordinances in installing the Equipment.

4.23  Program Managers. Contractor and City shall each designate a Program
Manager, who shall be accessible by telephone throughout the duration of the Agreement and
shall be available 9 a.m. to 5 p.m. (Pacific Standard Time), Monday through Friday, excluding
City-designated holidays. These hours may be adjusted by mutual agreement of City and
Contractor. Contractor shall use its best efforts to maintain the same Program Manager
throughout the duration of the Agreement. However, if Contractor needs to replace its Program
Manager, Contractor shall provide City with written notice thereof at least forty-five (45) days
prior to the date the Program Manager shall be replaced. Notwithstanding the foregoing,
Contractor will have the right to appoint temporary Program Managers in connection with short
term unavailability, sick leave or reasonable vacations. Contractor shall notify City in advance of
any such temporary appointments. City may require Contractor to replace its Program Manager,
by giving Contractor notification thereof and City’s objective and reasonable reasons therefor.

Contractor’s Program Manager: Justin Scott
Motorola Solutions
725 South Figueroa Street, Suite 1855
Los Angeles, CA 90017
justin.scott@motorolasolutions.com
Phone 1 903-931-3664
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City’s Program Manager: Mike Dougherty
CAD Program Manager
San Francisco Department of Emergency
Management
1011 Turk Street
San Francisco, CA 94102
E-mail: mike.dougherty@sfgov.org
Phone: 415-509-9619

Article 5 SaaS Services and Resources

5.1 Services Contractor Agrees to Perform. During the Term of this Agreement,
Contractor will perform all of the services set forth in Appendix A, Appendix B and Appendix D
and the following:

5.1.1 Maintenance and Support. Contractor shall provide
Maintenance/Support Services in accordance with Article 6 and Appendix D. Maintenance and
Support Services include the provision of upgrades and a service desk, during the term of this
Agreement for the SaaS Application(s).

5.1.2 Hosting. Contractor shall provide hosting in accordance with
Hosting Services in accordance with Article 6 and Appendix D, including the following:

(i) Hosting Infrastructure. Contractor shall provide all hosting
infrastructure, including, but not limited to, hardware, software and other equipment, at
Contractor’s hosting site as required to provide hosting and deliver the SaaS Application and
Services.

(i) Access. Contractor shall provide Authorized Users 24/7 access to
the SaaS Application(s).

(iii) Disaster Recovery and Business Continuity. Contractor shall
offer Disaster Recovery Services and assist with Business Continuity as described in Article 17.4
General Provisions and Appendices E and F.

5.1.3 Service Level Obligations. Contractor shall comply with the support
(24/7 service desk) and Service Level Obligations described in Appendix E.

5.2 SaaS Application Services and Resources.

5.2.1 Licensed Software and Restrictions. Subject to the City’s and its
Authorized Users’ compliance with the terms and conditions of the Agreement, Contractor
hereby grants City and Authorized Users a limited, non-transferable, non-sublicensable, and non-
exclusive license to use the SaaS Software identified herein solely for the City’s internal business
purposes. The foregoing license grant will be limited to use in the territory and to the number of
licenses set forth herein(if applicable) and will continue for the applicable Subscription Term.
The City may access and use the SaaS Software only in the City’s owned or controlled facilities,
including any authorized mobile sites; provided, however, that Authorized Users using
authorized mobile or handheld devices may also log into and access the SaaS Software remotely

December 22, 2023 17 of 53 December 22, 2023
P-600, 645, 648, 649 (1-22) PeopleSoft ID#: 1000031673



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

from any location. No software custom development work will be performed under this
Agreement.

5.2.2 City Restrictions. The City and Authorized Users will comply with
the applicable Documentation and the copyright laws of the United States and all other relevant
jurisdictions (including the copyright laws where the City uses the SaaS Application) in
connection with their use of the SaaS Software. City will not, and will not allow others including
the Authorized Users, to make the SaaS Software available for use by unauthorized third parties,
including via a commercial rental or sharing arrangement; reverse engineer, disassemble, or
reprogram software used to provide the SaaS Software or any portion thereof to a human-
readable form; modify, create derivative works of, or merge the SaaS Software or software used
to provide the SaaS Application with other software; copy, reproduce, distribute, lend, or lease
the SaaS Software or Documentation for or to any third party; take any action that would cause
the SaaS Application, software used to provide the SaaS Software, or Documentation to be
placed in the public domain; use the SaaS Software to compete with Contractor; remove, alter, or
obscure, any copyright or other notice; share user credentials (including among Authorized
Users); use the SaaS Software to store or transmit malicious code; or attempt to gain
unauthorized access to the SaaS Software or its related systems or networks.

523 Applicable End-User Terms. Additional license terms apply to third-
party software included in certain software Products which are available online at
www.motorolasolutions.com/legal-flow-downs and will be added as exhibits and incorporated
into the Agreement. City will comply, and ensure its Authorized Users comply, with all such
additional license terms.

5.2.4 SaaS Application Title. City acknowledges that title to each SaaS
Application and SaaS Services shall at all times remain with Contractor, and that City has no
rights in the SaaS Application or SaaS Services except those expressly granted by this
Agreement.

5.2.5 City Modifications to Motorola’s APIs. To the extent applicable to
City’s purchase City shall be permitted to access and use Contractor’s SaaS Application Program
Interfaces (APIs) when commercially available to develop and modify, as necessary, macros and
user interfaces for use with any existing or future City systems and infrastructure. For purposes
of this Agreement, such development shall be deemed an authorized modification but will not be
supported by Contractor unless provided for in this Agreement. Functionality and compatibility
of City developed macros will be sole responsibility of City. Any such macros or user interfaces
developed by City shall become the property of City. All flat-file exchanges will be over an
encrypted file transport service (ftps/vsftpd/scp/sftp) to a secure private ftp site.

5.2.6 Based on information provided to Contractor as of the execution of the
Agreement, Contractor agrees that such use does not constitute an unauthorized modification or
violate the licenses granted under this Agreement.

5.2.7 Motorola APIs. The City may be permitted to access and use
Contractor’s SAAS Application Program Interfaces (APIs) when commercially available which
may come with additional cost to develop and modify, as necessary, macros and user interfaces
for use with any existing or future City systems and infrastructure. Contractor will use
commercially reasonable efforts to maintain its API offered or sold in connection with any
Software System. APIs will evolve and mature over time, requiring changes and updates.
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Contractor will use reasonable efforts to continue supporting any version of an API for 6 months
after such version is introduced, but if Contractor determines, in its sole discretion, to
discontinue support of an API for any reason, Contractor will provide reasonable advance
notification to City and will offer an equally functional substitute solution.

5.2.8 Proprietary Markings. City agrees not to remove or destroy any
proprietary markings or proprietary legends placed upon or contained within the SaaS
Application or any related materials or Documentation.’

529 Delivery of Subscription Software. During the applicable
Subscription Term (as defined below), Contractor will provide the City with the SaaS Software
in accordance with the terms of the Agreement. Delivery will occur upon the City’s receipt of
credentials required for access to the SaaS Software or upon Contractor otherwise providing
access to the SaaS Software. If agreed upon in the Agreement Contractor will also provide
Services related to such SaaS Software.

5.2.10  User Credentials. If applicable, Contractor will provide City with
administrative user credentials for the SaaS Software, and the City will ensure such
administrative user credentials are accessed and used only by City's employees with training on
their proper use. City will protect, and will cause its Authorized Users to protect, the
confidentiality and security of all user credentials, including any administrative user credentials,
and maintain user credential validity, including by updating passwords. City will be liable for
any misuse or misconfiguration of the SaaS Software through such user credential (including
through any administrative user credentials), including any changes made to the SaaS Software
or issues or user impact arising therefrom. To the extent Contractor provides Services to City in
order to help resolve issues resulting from changes made to the SaaS Software through user
credentials, including through any administrative user credentials, or issues otherwise created by
Authorized Users, such Services will be procured by the City in accordance with the terms in
Article 15 of this Agreement.

5.2.11 Subscription Terms. The duration of the City’s subscription to the first
SaaS Software and any associated recurring Services will commence upon final acceptance of
such SaaS Software (and recurring Services, if applicable) and will continue for a twelve (12)
month period or such longer period identified herein(the “Initial Subscription Period”).
Following the Initial Subscription Period, City’s subscription to the SaaS Software and any
recurring Services will automatically renew for additional twelve (12) month periods (each, a
“Renewal Subscription Year”) for the term of the agreement, unless the City notifies the other
Party of its intent not to renew at least thirty (30) days before the conclusion of the then-current
Subscription Term. (The Initial Subscription Period and each Renewal Subscription Year will
each be referred to herein as a “Subscription Term”.) Unless otherwise stated herein, if City
orders any additional SaaS Software or recurring Services during an in-process Subscription
Term, the subscription for each new SaaS Software or recurring Service will (a) commence upon
delivery of such SaaS Software or recurring Service, and continue until the conclusion of City’s
then- current Subscription Term (a “Partial Subscription Year”), and (b) automatically renew for
Renewal Subscription Years thereafter for the term of the agreement, unless the City notifies the
other Party of its intent not to renew at least thirty (30) days before the conclusion of the then-
current Subscription Term. Thus, unless otherwise specified herein the Subscription Terms for
all SaaS Software and recurring Services hereunder will be synchronized.
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5.2.12  License True-Up. With reasonable notice, Contractor will have the
right to conduct an audit of total user licenses credentialed by City for any SaaS Software during
a Subscription Term, and the City will cooperate with such audit. Such audit will not interfere
with the City’s normal operation of the CAD system that is the subject of this agreement, shall
occur no more than once per year and all costs and expenses for the audit will be the
responsibility of the Contractor. If Contractor determines that City’s usage of the SaaS Software
during the applicable Subscription Term exceeded the total number of licenses purchased by
City, Contractor may invoice the City for the additional licenses used by the City, pro-rated for
each additional license from the date such license was activated, and City will pay such invoice
in accordance with the payment terms in the Agreement.

53 Acceptance Testing; Document Delivery; Training.

5.3.1 After City has obtained access to the SaaS Application and Services,
and subsequent to each SaaS Software version upgrade if applicable, revision and patch as
further outlined in Appendix D, City and Contractor shall conduct user acceptance testing as
outlined in Appendices A, as the case may be, to verify that the SaaS Application and Services
substantially conform to the specifications and City’s requirements contained therein. In the
event that the City determines that the SaaS Services do not meet such specifications, the City
shall notify Contractor in writing, and Contractor shall modify or correct the SaaS Services so
that it satisfies the Acceptance criteria. The date of Acceptance will be that date upon which City
provides Contractor with written notice of satisfactory completion of Acceptance testing. If City
notifies Contractor after the Acceptance Testing Period that the SaaS Services do not meet the
Acceptance criteria outlined in Appendices A and B, as the case may be, then City shall be
entitled to terminate this Agreement in accordance with the procedures specified in Article 11.

532 Document Delivery. Contractor will deliver completed
Documentation in both hard copy and electronic format for the SaaS Application and Services at
the time it gives City access to the SaaS Application and Services. The Documentation will
accurately and completely describe the functions and features of the SaaS Application and
Services, including all subsequent revisions thereto. The Documentation shall be understandable
by a typical end user and shall provide Authorized Users with sufficient instruction such that an
Authorized User can become self-reliant with respect to access and use of the SaaS Application
and Services. City shall have the right to make any number of additional copies of the
Documentation at no additional charge. The City may withhold its issuance of the notice of final
Acceptance until City receives the completed Documentation.

5.33 Contractor, or any subcontractor who shall undertake the performance
of any Covered Services, fail or neglect to pay to the persons who perform Covered Services
under this Contract, subcontract or other arrangement for the Covered Services, the general
prevailing rate of wages as herein specified, Contractor shall forfeit, and in the case of any
subcontractor so failing or neglecting to pay said wage, Contractor and the subcontractor shall
jointly and severally forfeit, back wages due plus the penalties set forth in Administrative Code
Section 6.22 (e) and/or California Labor Code Section 1775. The City, when certifying any
payment which may become due under the terms of this Agreement, shall deduct from the
amount that would otherwise be due on such payment the amount of said forfeiture.

5.4 CAD Application Services and Resources. Unless otherwise stated herein, the
terms set forth below apply to CAD Viewer.
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5.4.1 Data Storage. Unless otherwise stated herein, Contractor will determine,
in its sole discretion, the location of the stored content for cloud hosted software Products. All
data, replications, and backups will be stored at a location in the United States for Customers in
the United States.

5.4.2 Availability. Contractor will comply with the relevant performance
standards in Appendix E.

5.4.3 Maintenance. Scheduled maintenance of cloud-hosted software products
will be performed periodically in accordance with Appendix D.

5.4.4 Click-Wrap Disclaimer. No “click to accept” agreement that may be
required for the City and/or Authorized Users’ access to the SaaS Services or Contractor’s
Website and no “terms of use” or “privacy policy” referenced therein or conditioned for use of
the SaaS Services or Contractor’s Website shall apply. Only the provisions of this Agreement as
amended from time to time shall apply to City and/or Authorized Users for access thereto and
use thereof. The Parties acknowledge that City and/or each Authorized User may be required to
click “Accept” as a condition of access to the SaaS Services through Contractor’s Website, but
the provisions of such “click to accept” agreement and other terms (including Terms of Use and
Privacy Policy) referenced therein shall be null and void for City and/or each such Authorized
User. The foregoing does not apply to the City’s own click-wrap agreements in the event the
City chooses to have Contractor include terms of use, terms or service, privacy policies, or
similar requirements drafted and approved by the City.

Article 6 Software Maintenance and Support Services

6.1 Maintenance and Support Services. After Acceptance of the Licensed Software
and subject to the terms, conditions, and charges set forth in this Article 6, Contractor will provide
City with Maintenance and Support Services for the Licensed Software as follows in accordance
with this Article and Appendix D. Contractor will provide such assistance as necessary to cause
the Licensed Software to perform in accordance with the Specifications as set forth in the
Documentation. Contractor will provide, for City’s use, applicable improvements, enhancements,
and Upgrades in accordance with Appendix D, extensions and other changes to the Licensed
Software Contractor may develop.

6.2 Start Date. The “Start Date” for Maintenance and Support Services will be
indicated in the applicable Ordering Documents and in accordance with Section 2.3 of the
Agreement.

6.3 Auto Renewal. Unless the Agreement specifically states a termination date or
one Party notifies the other in writing of its intention to discontinue the Maintenance and Support
Services, this Agreement will renew for an additional one (1) year term on every anniversary of
the Start Date. At the anniversary date, Contractor may adjust the price of the Services in
accordance with Appendix B.

6.4 Additional Hardware. If City purchases additional hardware from Contractor
that becomes part of the Computer Aided Dispatch (CAD) and Mobile Computing (Mobile)
System, the additional hardware may be added to this Article and will be billed at the applicable
rates after the warranty period for that additional equipment expires. Such hardware will be
included in the definition of Equipment.
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6.5 Maintenance. Equipment will be maintained at levels set forth in the
manufacturer’s product manuals and routine procedures that are prescribed by Contractor will be
followed in accordance with Appendix D. In performing repairs under this Agreement,
Contractor may use parts that are not newly manufactured, but which are warranted to be
equivalent to new in performance. Parts replaced by Contractor will become Contractors’
property. Contractor parts or parts of equal quality will be used for Equipment maintenance.

6.6 Equipment Condition. All Equipment must be in good working order on the
Start Date or when additional equipment is added to the Maintenance & Support Agreement in
accordance with Appendix D.

6.7 Equipment Failure. City must promptly notify Contractor of any Equipment
failure. Contractor will respond to City's notification in a manner consistent with the level of
Service purchased as indicated in Appendix D.

6.8 Excluded Services. The maintenance and support Services described in Appendix
D are the only covered services. Unless optional or a la carte Technical Support Services are
purchased, these Services specifically excluded, and Contractor will not be responsible for:

(a) Any service work required due to incorrect or faulty operational
conditions, including but not limited to Equipment not connected directly to an electric surge
protector, or not properly maintained in accordance with the manufacturer’s guidelines.

(b) The repair or replacement of Products or parts resulting from failure of the
City’s facilities, City’s personal property and/or devices connected to the System (or
interconnected to devices) whether or not installed by Contractor’s representatives.

(c) The repair or replacement of Equipment that has become defective or
damaged due to physical or chemical misuse or abuse, City’s negligence, or from causes such as
lightning, power surges, or liquids.

(d) Any transmission medium, such as telephone lines, computer networks, or
the ISP, or for Equipment malfunction caused by such transmission medium.

(e) Accessories, custom or Special Products; modified units; or modified
Software unless the modification was at the request and control of the Contractor.

® The repair or replacement of parts resulting from the tampering by persons
unauthorized by Contractor.

(2) Operation and/or functionality of City’s personal property, equipment,
and/or peripherals and any application software not provided by Contractor unless devices and
accessories that adhere to commercial standards such as ISO/IEC 9995 — ISO/IEC keyboards.
Contractor will provide troubleshooting, root cause analysis and recommendations as part of the
covered maintenance services if the operation and functionality of the CAD system is
substantially impaired after devices and accessories that adhere to adhere to commercial
standards such as ISO/IEC 9995 — ISO/IEC keyboards are connected to the CAD system.

(h) Services for any replacement of Products or parts directly related to the
removal, relocation, or reinstallation of the System or any System component.
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(1) Services to diagnose technical issues caused by the installation of
unauthorized components or using it outside the permissible uses of the services as stated in
Appendix D

() Services to diagnose malfunctions or inoperability of the Software caused

by changes, additions, enhancements, or modifications in the City’s platform or customer
provided software unless the changes, additions, enhancements or modification were at the
request and control of the Contractor.

(k) Services to correct errors found to be caused by City-supplied machines.

) Operational supplies, including but not limited to, printer paper, printer
ribbons, toner, photographic paper, magnetic tapes and any supplies in addition to that delivered
with the System; battery replacement for uninterruptible power supply (UPS); office furniture
including chairs or workstations.

(m)  Third-party software unless specifically listed in Appendix A or otherwise
authorized by the Contractor.

(n) Support of any interface(s) beyond Contractor-provided port or cable, or
any services beyond the demarcation points that are necessary because third party hardware,
software or supplies fail to conform to the specifications concerning the Products.

(0) Services related to City’s failure to use a UPS system to protect against
power interruptions as related to their on-premise equipment.

(p) Service excludes the repair or replacement of Equipment that has become
defective or damaged from, acts of God or other force majeure events outside of parties’
reasonable control.

6.9 The City hereby agrees to:

(a) Maintain any and all electrical and physical environments in accordance
with the System manufacturer’s specifications.

(b) Provide standard industry precautions (e.g., back-up files) ensuring
database security, per Contractor’s recommended backup procedures.

(c) Ensure System accessibility, which includes physical access to buildings
as well as remote electronic access. Remote access can be stipulated and scheduled with the City;
however, remote access is required and will not be substituted with on-site visits or proxies if
access is not allowed or available.

(d)  Appoint one or more qualified employees to perform System
Administration duties, including acting as a primary point of contact to Contractor’s Technical
Support organization for reporting and verifying problems. At least one member of the System
Administrators group must have completed Contractor’s End-User training and System
Administrator training (if available). The combined skills of this System Administrators group
include proficiency with: the Products, the system platform upon which the Products operate, the
operating system, database administration, network capabilities such as backing up, updating,
adding, and deleting System and user information, and the client, server and stand-alone personal
computer hardware. The System Administrator will follow the Error reporting process described
herein and make all reasonable efforts to duplicate and verify problems and assign a Severity
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Level according to definitions provided herein. City agrees to use reasonable efforts to ensure
that all problems are reported and verified by the System Administrator before reporting them to
Contractor. City will assist Contractor to confirm that Errors are not the product of the operation
of an external system, data links between system, or network administration issues. If a Priority
Level 1 or 2 Error occurs, any City representative may contact Contractor’s City Support by
telephone, but the System Administrator must follow up with Contractor’s City Support as soon
as practical thereafter in accordance with Appendix D. A full list of customer system
management responsibilities is provided in accordance with Appendix D.

6.10  Time and Place. Service will be provided at the location specified in Appendix
A and/or Appendix D. When Contractor performs maintenance, support, or installation at City’s
location, City will provide to the extent the site access is under the control of the City and County
of San Francisco.

6.11  City will provide to Contractor, at no charge, a non-hazardous work environment
with adequate shelter, heat, light, and power and with full and free access to the Equipment.
Waivers of liability from Contractor or its subcontractors will not be imposed as a site access
requirement to the extent the site access is under the control of the City and County of San
Francisco.” City will provide all information within the City’s access and control pertaining to
the hardware and software elements of any system with which the CAD Application is interfacing
so that Contractor may perform its Services. The hours of Service are as stated in Appendix D.

6.12  City Contact. City will provide Contractor with designated points of contact (list
of names and phone numbers) that will be available twenty-four (24) hours per day, seven (7)
days per week, and an escalation procedure to enable City’s personnel to maintain contact, as
needed, with Contractor in accordance with Appendix D.

6.13  Priority Categories. Refer to Appendix D

6.14  Error, Defect, or Malfunction correction. Refer to Appendix D.

Article 7 Professional Services and Resources

7.1 Services Contractor Agrees to Perform. In addition to the Software License
maintenance and Support Services described in Article 6, Contractor agrees to perform the
Services stated in Appendix A2.2, “Scope of Services.” Officers and employees of the City are
not authorized to request, and the City is not required to reimburse the Contractor for Services
beyond the Scope of Services listed in Appendix A, unless Appendix A is modified as provided in
Section 14.4, “Modification of this Agreement.

7.2 Personnel.

7.2.1 Qualified Personnel. Contractor shall utilize only competent personnel
under the supervision of, and in the employment of, Contractor (or Contractor’s authorized
subcontractors) to perform the Services. Contractor will comply with City’s reasonable
requests regarding assignment and/or removal of personnel, but all personnel, including those
assigned at City’s request, must be supervised by Contractor. Contractor shall commit
adequate resources to allow timely completion within the project schedule specified in this
Agreement.
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7.2.2 Contractor may subcontract portions of the Services only upon prior
written approval of City. Contractor is responsible for its subcontractors throughout the course of
the work required to perform the Services. All Subcontracts must incorporate the terms of Article
13 “Additional Requirements Incorporated by Reference” of this Agreement, unless inapplicable.
Neither Party shall, on the basis of this Agreement, contract on behalf of, or in the name of, the
other Party. Any agreement made in violation of this provision shall be null and void.

7.2.3 City’s execution of this Agreement constitutes its approval of the
subcontractors listed below.

Two Rivers Corp, Fidato Technology Builders, The Healthy Dispatcher, CommSys.

7.3 Independent Contractor; Payment of Employment Taxes and Other
Expenses.
7.3.1 Independent Contractor. For the purposes of this Section 7,

“Contractor” shall be deemed to include not only Contractor, but also any agent or employee of
Contractor. Contractor acknowledges and agrees that at all times, Contractor or any agent or
employee of Contractor shall be deemed at all times to be an independent contractor and is
wholly responsible for the manner in which it performs the services and work requested by City
under this Agreement. Contractor, its agents, and employees will not represent or hold
themselves out to be employees of the City at any time. Contractor or any agent or employee of
Contractor shall not have employee status with City, nor be entitled to participate in any plans,
arrangements, or distributions by City pertaining to or in connection with any retirement, health
or other benefits that City may offer its employees. Contractor or any agent or employee of
Contractor is liable for the acts and omissions of itself, its employees and its agents. Contractor
shall be responsible for all obligations and payments, whether imposed by federal, state or local
law, including, but not limited to, FICA, income tax withholdings, unemployment compensation,
insurance, and other similar responsibilities related to Contractor’s performing services and
work, or any agent or employee of Contractor providing same. Nothing in this Agreement shall
be construed as creating an employment or agency relationship between City and Contractor or
any agent or employee of Contractor. Any terms in this Agreement referring to direction from
City shall be construed as providing for direction as to policy and the result of Contractor’s work
only, and not as to the means by which such a result is obtained. City does not retain the right to
control the means or the method by which Contractor performs work under this Agreement.
Contractor agrees to maintain and make available to City, upon request and during regular
business hours, accurate books and accounting records demonstrating Contractor’s compliance
with this Section. Should City determine that Contractor, or any agent or employee of
Contractor, is not performing in accordance with the requirements of this Agreement, City shall
provide Contractor with written notice of such failure. Within five (5) business days of
Contractor’s receipt of such notice, and in accordance with Contractor policy and procedure,
Contractor shall remedy the deficiency. Notwithstanding, if City believes that an action of
Contractor, or any agent or employee of Contractor, warrants immediate remedial action by
Contractor, City shall contact Contractor and provide Contractor in writing with the reason for
requesting such immediate action.

7.3.2 Payment of Employment Taxes and Other Expenses. Should City, in
its discretion, or a relevant taxing authority such as the Internal Revenue Service or the State
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Employment Development Division, or both, determine that Contractor is an employee for
purposes of collection of any employment taxes, the amounts payable under this Agreement shall
be reduced by amounts equal to both the employee and employer portions of the tax due (and
offsetting any credits for amounts already paid by Contractor which can be applied against this
liability). City shall then forward those amounts to the relevant taxing authority. Should a
relevant taxing authority determine a liability for past services performed by Contractor for City,
upon notification of such fact by City, Contractor shall promptly remit such amount due or
arrange with City to have the amount due withheld from future payments to Contractor under
this Agreement (again, offsetting any amounts already paid by Contractor which can be applied
as a credit against such liability). A determination of employment status pursuant to this Section
4.4 shall be solely limited to the purposes of the particular tax in question, and for all other
purposes of this Agreement, Contractor shall not be considered an employee of City.
Notwithstanding the foregoing, Contractor agrees to indemnify and save harmless City and its
officers, agents and employees from, and, if requested, shall defend them against any and all
claims, losses, costs, damages, and expenses, including attorneys’ fees, arising from this Section.

7.4 Assignment. The Services to be performed by Contractor are personal in
character. Neither this Agreement, nor any duties or obligations hereunder, may be directly or
indirectly assigned, novated, hypothecated, transferred, or delegated by Contractor, or, where the
Contractor is a joint venture, a joint venture partner, (collectively referred to as an “Assignment”)
unless first approved by City by written instrument executed and approved in the same manner as
this Agreement in accordance with the Administrative Code. The City’s approval of any such
Assignment is subject to the Contractor demonstrating to City’s reasonable satisfaction that the
proposed transferee is: (i) reputable and capable, financially and otherwise, of performing each of
Contractor’s obligations under this Agreement and any other documents to be assigned, (ii) not
forbidden by applicable law from transacting business or entering into contracts with City; and
(ii1) subject to the jurisdiction of the courts of the State of California. A change of ownership or
control of Contractor or a sale or transfer of substantially all of the assets of Contractor shall be
deemed an Assignment for purposes of this Agreement. Contractor shall immediately notify City
about any Assignment. Any purported Assignment made in violation of this provision shall be
null and void

7.5 Warranty. Contractor warrants to City that the Services will be performed with
the degree of skill and care that is required by current, good and sound professional procedures
and practices, and in conformance with generally accepted professional standards prevailing at the
time the Services are performed so as to ensure that all Services performed are correct and
appropriate for the purposes contemplated in this Agreement.

7.6 Liquidated Damages. By entering into this Agreement, Contractor agrees that in
the event the Services are delayed, due to Contractor's breach as described in the Agreement,
beyond the following scheduled milestones and timelines as provided in Appendix A, 1)
Successful delivery of Priority 1 and Priority 2 features/functions, in accordance with Appendix
A-1, ii) Successful testing of Priority 1 and Priority 2 features/functions, in accordance with
Appendix A-2.4 and Appendix A-5, and iii) Project Cutover in accordance with Appendix A-2.4,
City will suffer actual damages that will be impractical or extremely difficult to determine.
Contractor agrees that the sum of Two Thousand Dollars [$2000] per working day for each
working day of delay attributable to Contractor’s breach , beyond scheduled milestones and
timelines is not a penalty, but is a reasonable estimate of the loss that City will incur based on the
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delay, established in light of the circumstances existing at the time this Agreement was awarded.
The Liquidated Damages are capped as its sole and exclusive remedy at Two Hundred Thousand
Dollars ($200,000). Liquidated Damages are not subject to taxes, bonds or freight charges. City
may deduct a sum representing the Liquidated Damages from any money due to Contractor under
this Agreement. Such deductions shall not be considered a penalty, but rather agreed upon
monetary damages sustained by City because of Contractor’s failure to furnish deliverables to
City within the time fixed or such extensions of time permitted in writing by City. For City to
assert a claim for Liquidated Damages, it must first provide formal written notice to Contractor. If
the project schedule is being delayed such that Contractor will, or is likely to, owe Liquidated
Damages to customer, both Contractor and City shall take such actions as may be reasonable to
mitigate in good faith the amount of Liquidated Damages that Contractor will owe City. These
actions will be discussed during project status meetings.

Article 8 Insurance; and Indemnity and Warranties

8.1 Required Coverages. Without in any way limiting Contractor’s liability pursuant
to the “Indemnification” section of this Agreement, Contractor must maintain in force, during the
full term of the Agreement, insurance in the following amounts and coverages:

(a) Commercial General Liability Insurance with limits not less than
$5,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual
Liability, Personal Injury, Products and Completed Operations.

(b) Commercial Automobile Liability Insurance with limits not less
than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property
Damage, including Owned, Non-Owned and Hired auto coverage, as applicable.

(c) Workers’ Compensation, in statutory amounts, with Employers’
Liability Limits not less than $1,000,000 each accident, injury, or illness.

(d) Professional Liability Insurance, applicable to Contractor’s
profession, with limits of $1,000,000 for each claim with respect to negligent acts, errors or
omissions in connection with the Services.

(e) Technology Errors and Omissions Liability coverage, with limits
of $10,000,000 for each claim and each loss. The policy shall at a minimum cover professional
misconduct or lack of the requisite skill required for the performance of services defined in the
Agreement and shall also provide coverage for the following risks: Technology Errors and
Omissions Liability coverage, with limits of $10,000,000 for each claim and each loss. The policy
shall at a minimum cover professional misconduct or lack of the requisite skill required for the
performance of services defined in the Agreement and shall also provide coverage for the

following risks:

(1) Network security liability arising from the unauthorized
access to, use of, or tampering with computers or computer systems, including hacker attacks;
and

(if) Liability arising from the introduction of any form of
malicious software including computer viruses into, or otherwise causing damage to the City’s or
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third person’s computer, computer system, network, or similar computer related property and the
data, software, and programs thereon.

® Cyber and Privacy Insurance with limits of not less than
$20,000,000 per claim and in the aggregate. Such insurance shall include coverage for liability
arising from theft, dissemination, and/or use of confidential information, including but not
limited to, bank and credit card account information or personal information, such as name,
address, social security numbers, protected health information or other personally identifying
information, stored or transmitted in electronic form.

8.1.1 Additional Insured Endorsement

(a) The Commercial General Liability policy shall include as
Additional Insured the City and County of San Francisco, its Officers, Agents, and Employees.

(b) The Commercial Automobile Liability Insurance policy shall
include as Additional Insured the City and County of San Francisco, its Officers, Agents, and
Employees.

(c) Reserved. (Pollution Auto Liability Insurance Additional Insured
Endorsement).

8.1.2  Waiver of Subrogation Endorsements

(a) The Workers” Compensation policy(ies) shall provide a waiver of
subrogation in favor of the City for all work performed by the Contractor, its employees, agents
and subcontractors.

8.1.3  Primary Insurance Endorsement

(a) The Commercial General Liability policy shall provide that such policies are
primary insurance to any other insurance available to the Additional Insureds, with respect to any
claims arising out of this Agreement, and that the insurance applies separately to each insured
against whom claim is made or suit is brought.

(b) The Commercial Automobile Liability Insurance policy shall provide that
such policies are primary insurance to any other insurance available to the Additional Insureds,
with respect to any claims arising out of this Agreement, and that the insurance applies
separately to each insured against whom claim is made or suit is brought.

(c) Reserved. (Pollution Liability Insurance Primary Insurance Endorsement).
8.1.4  Other Insurance Requirement

(a)  Thirty (30) days’ advance written notice shall be provided to the City of
cancellation in coverages on the General Liability, Auto Liability and Workers Compensation
policies.  Notices shall be sent to the City address set forth in Section 11.1 entitled “Notices to
the Parties.”

(b)  Should any of the required insurance be provided under a claims-made
form, Contractor shall maintain such coverage continuously throughout the term of this
Agreement and, without lapse, for a period of three years beyond the expiration of this
Agreement, to the effect that, should occurrences during the Agreement term give rise to claims
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made after expiration of the Agreement, such claims shall be covered by such claims-made
policies.

(c)  Should any of the required insurance be provided under a form of coverage
that includes a general annual aggregate limit or provides that claims investigation or legal
defense costs be included in such general annual aggregate limit, such general annual aggregate
limit shall be double the occurrence or claims limits specified above.

(d)  Should any required insurance lapse during the term of this Agreement,
requests for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

(e)  Before commencing any Services, Contractor shall furnish to City
certificates of insurance and additional insured policy endorsements with insurers with ratings
comparable to A-, VIII or higher, that are authorized to do business in the State of California,
and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of
the insurance by City shall not relieve or decrease Contractor’s liability hereunder.

(f)  If Contractor will use any subcontractor(s) to provide Services, Contractor
shall require the subcontractor(s) to provide all necessary insurance and to include the City and
County of San Francisco, its officers, agents and employees and the Contractor as additional
insureds.

8.2 Indemnification. Contractor shall indemnify and hold harmless City and its
officers, agents and employees from, and, if requested, shall defend them from and against any
actual and all third-party claims, demands, losses, damages, costs, expenses, and liability (legal,
contractual, or otherwise) (“Claims”). The Parties agree that Claims could result from any of the
following arising from or in any way connected with any: (i) injury to or death of a person,
including employees of City or Contractor; (ii) loss of or damage to property; (iii) violation of
local, state, or federal common law, statute or regulation, including but not limited to privacy or
personally identifiable information, health information, disability and labor laws or regulations;
(iv) strict liability imposed by any law or regulation; or (v) losses arising from Contractor’s
execution of subcontracts not in accordance with the requirements of this Agreement applicable to
subcontractors; so long as such injury, violation, loss, or strict liability (as set forth in subsections
(1) — (v) above) arises directly or indirectly from Contractor’s negligence, gross negligence or
willful misconduct in its performance of this Agreement, including, but not limited to,
Contractor’s use of facilities or equipment provided by City or others, regardless of the
negligence of, and regardless of whether liability without fault is imposed or sought to be
imposed on City, except to the extent that such indemnity is void or otherwise unenforceable
under applicable law, and except where such loss, damage, injury, liability or claim is the result of
the active negligence or willful misconduct of City and is not contributed to by any act of, or by
any omission to perform some duty imposed by law or agreement on Contractor, its
subcontractors, or either’s agent or employee. The foregoing indemnity shall include, without
limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs
of investigating any claims against the City.

In addition to Contractor’s obligation to indemnify City, Contractor specifically
acknowledges and agrees that it has an immediate and independent obligation to defend City
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from any claim which actually or potentially falls within this indemnification provision, even if
the allegations are or may be groundless, false or fraudulent, which obligation arises at the time
such claim is tendered to Contractor by City and continues at all times thereafter.

8.3 Infringement Indemnity. Contractor shall indemnify and hold City harmless
from all loss and liability, including attorneys’ fees, court costs and all other litigation expenses
for any third-party claim alleging a Contractor-developed or manufactured product (“Infringing
Product”) or service directly infringes a United States patent or copyright (“Infringement
Claim”)of infringement of the patent rights or copyright, trade secret or any other proprietary
right or trademark, and all other intellectual property claims of any person or persons arising
directly or indirectly from the receipt by City, or any of its officers or agents, of Contractor’s
Services. Contractor will pay all damages finally awarded against City by a court of competent
jurisdiction for an Infringement Claim or agreed to in writing by Contractor in settlement of an
Infringement Claim. Contractor’s duties under this provision are conditioned upon: (a) City
promptly notifying Contractor in writing of the Infringement Claim; (b) Contractor having sole
control of the defense of the suit and all negotiations for its settlement or compromise only if
Contractor accepts the defense and hold harmless requirements without reservation, and provided,
however, that Contractor shall not agree to any injunctive relief or settlement that obligates the
City to perform any obligation, make an admission of guilt, fault or culpability or incur any
expense, without City’s prior written consent, which shall not be unreasonably withheld or
delayed and (c) City cooperating with Contractor and, if requested by Contractor, providing
reasonable assistance in the defense of the Infringement Claim.

If an Infringement Claim occurs, or in Contractor’s opinion is likely to occur, Contractor
may at its option and expense: (a) procure for City the right to continue using the Infringing
Product; (b) replace or modify the Infringing Product so that it becomes non-infringing; or (c)
grant City (i) a pro-rated refund of any amounts pre-paid for the Infringing Product (if the
Infringing Product is a software Product, i.e. licensed software or subscription software) or (ii) a
credit for the Infringing Product, less a reasonable charge for depreciation (if the Infringing
Product is equipment, including equipment with embedded software).

In addition to the other damages disclaimed under this Agreement, Contractor will have
no duty to defend or indemnify City for any Infringement Claim that arises from or is based
upon: (a) City Data, City-provided equipment, non-Contractor content, or third-party equipment,
hardware, software, data, or other third-party materials; (b) the combination of the product or
service with any products or materials not provided by Contractor; (c) a product or service
designed, modified, or manufactured in accordance with City’s designs, specifications,
guidelines or instructions; (d) a modification of the product or service by a party other than
Contractor; (e) use of the product or service in a manner for which the product or service was not
designed or that is inconsistent with the terms of this Agreement; or (f) the failure by City to use
or install an update to the product or service that is intended to correct the claimed infringement.
In no event will Contractor’s liability resulting from an Infringement Claim extend in any way to
any payments due on a royalty basis, other than a reasonable royalty based upon revenue derived
by Contractor from Customer from sales or license of the Infringing Product. This Section
provides the City's sole and exclusive remedies and Contractor’s entire liability in the event of an
Infringement Claim.

8.4 Limitations. No insurance policy covering the Contractor's performance under
this Agreement shall operate to limit the Contractor's Liabilities under this provision. Nor shall
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the amount of insurance coverage operate to limit the extent of such Liabilities. The Contractor
assumes no liability whatsoever for the sole negligence, active negligence, or willful misconduct
of any Indemnitee or the contractors of any Indemnitee.

8.5 Warranties of Contractor

8.5.1 Warranty of Authority; No Conflict. Each Party warrants to the other
that it is authorized to enter into this Agreement and that its performance of the Agreement will
not conflict with any other agreement.

8.5.2 Warranty of Performance. Contractor warrants that when fully
implemented, the CAD System to be configured and provided under this Agreement shall
perform in accordance with the specifications applicable thereto. With respect to all Services to
be performed by Contractor under this Agreement, including CAD System Implementation and
Training Services outlined in Appendix A. Contractor warrants that it will use reasonable care
and skill. All services shall be performed in a professional, competent and timely manner by
Contractor personnel appropriately qualified and trained to perform such services. In the event
of a breach of the foregoing warranty relating to any service under this Agreement within twelve
(12) months from the date of Final System Acceptance, Contractor shall, at its sole cost and
expense, re-perform such services.

8.5.3 Compliance with Description of Services. Contractor represents and
warrants that the CAD System specified in this Agreement and all updates and improvements to
the CAD System will comply in all material respects with the specifications and representations
specified in the Documentation (including performance, capabilities, accuracy, completeness,
characteristics, specifications, configurations, standards, functions and requirements) as set forth
(1) herein or in any amendment hereto, and (i1) the updates thereto.

8.5.4 Title. Contractor represents and warrants to City that it is the lawful
owner or license holder of all Software, materials and property identified by Contractor as
Contractor-owned and used by it in the performance of the CAD System contemplated hereunder
and has the right to permit City access to or use of the CAD System and each component thereof.
To the extent that Contractor has used Open Source Software (“OSS”) in the development of the
CAD System, Contractor represents and warrants that it is in compliance with any applicable
OSS license(s) and is not infringing.

8.5.5 Disabling Code. Contractor represents and warrants that the CAD
System, and any information, reports or other materials provided to Authorized Users as a result
of the operation of the CAD System, including future enhancements and modifications thereto,
shall be free of any Disabling Code.

8.5.6 Warranty of Suitability for Intended Purpose. Contractor warrants that
the CAD System and Services will be suitable for the intended purpose of this Agreement.

Article 9 Liability of the Parties

9.1 LIABILITY OF CITY. CITY’S PAYMENT OBLIGATIONS UNDER THIS
AGREEMENT SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION
PROVIDED FOR IN SECTION 3.3.1, “PAYMENT,” OF THIS AGREEMENT.
NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, IN NO EVENT
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SHALL CITY BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM IS BASED ON
CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR
INCIDENTAL DAMAGES, ARISING OUT OF OR IN CONNECTION WITH THIS
AGREEMENT OR THE SERVICES PERFORMED IN CONNECTION WITH THIS
AGREEMENT

9.2 Liability for Use of Equipment. Except for City’s active negligence or
intentional misconduct, City shall not be liable to Contractor for any damage to persons or
property as a result of the use, misuse or failure of any City-owned equipment used by Contractor,
or any of its subcontractors, or by any of their employees, even though such equipment is
furnished, rented or loaned by City.

9.3 Limitation of Liability. Except for personal injury or death, damage to tangible
property, damage caused by Contractor’s intentional misconduct or gross negligence, or
infringement under Article 8 above, Contractor’s total liability to the City regardless of the cause
of action or theory of liability will be limited to the total value of the contract as referenced in
Section 3.4.

NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, IN NO
EVENT SHALL CONTRACTOR BE LIABLE, REGARDLESS OF WHETHER ANY CLAIM
IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL,
INDIRECT OR INCIDENTAL DAMAGES, ARISING OUT OF OR IN CONNECTION WITH
THIS AGREEMENT OR THE SERVICES PERFORMED IN CONNECTION WITH THIS
AGREEMENT. This limitation of liability provision survives the expiration or termination of
the Agreement.

Article 10 Payment of Taxes

10.1  Contractor to Pay All Taxes. Except for any applicable California sales and use
taxes charged by Contractor to City, Contractor shall pay all taxes, including possessory interest
taxes levied upon or as a result of this Agreement, or the Services delivered pursuant hereto.
Contractor shall remit to the State of California any sales or use taxes paid by City to Contractor
under this Agreement. Contractor agrees to promptly provide information requested by the City to
verify Contractor’s compliance with any State requirements for reporting sales and use tax paid
by City under this Agreement

10.2  Possessory Interest Taxes. Contractor acknowledges that this Agreement may
create a “possessory interest” for property tax purposes. Generally, such a possessory interest is
not created unless the Agreement entitles Contractor to possession, occupancy, or use of City
property for private gain. If such a possessory interest is created, then the following shall apply

10.2.1 Contractor, on behalf of itself and any permitted successors and
assigns, recognizes and understands that Contractor, and any permitted successors and assigns,
may be subject to real property tax assessments on the possessory interest.

10.2.2 Contractor, on behalf of itself and any permitted successors and
assigns, recognizes and understands that the creation, extension, renewal, or assignment of this
Agreement may result in a “change in ownership” for purposes of real property taxes, and
therefore may result in a revaluation of any possessory interest created by this Agreement.
Contractor accordingly agrees on behalf of itself and its permitted successors and assigns to
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report on behalf of the City to the County Assessor the information required by Revenue and
Taxation Code Section 480.5, as amended from time to time, and any successor provision.

10.2.3 Contractor, on behalf of itself and any permitted successors and
assigns, recognizes and understands that other events also may cause a change of ownership of
the possessory interest and result in the revaluation of the possessory interest. (see, e.g., Rev. &
Tax. Code Section 64, as amended from time to time). Contractor accordingly agrees on behalf
of itself and its permitted successors and assigns to report any change in ownership to the County
Assessor, the State Board of Equalization or other public agency as required by law.

10.2.4 Contractor further agrees to provide such other information as may be
requested by the City to enable the City to comply with any reporting requirements for
possessory interests that are imposed by applicable law.

10.3  Withholding. Contractor agrees that it is obligated to pay all amounts due to the
City under the San Francisco Business and Tax Regulations Code during the term of this
Agreement. Pursuant to Section 6.10-2 of the San Francisco Business and Tax Regulations Code,
Contractor further acknowledges and agrees that City may withhold any payments due to
Contractor under this Agreement if Contractor is delinquent in the payment of any amount
required to be paid to the City under the San Francisco Business and Tax Regulations Code. Any
payments withheld under this paragraph shall be made to Contractor, without interest, upon
Contractor coming back into compliance with its obligations

Article 11 Termination; Disposition of Content; Survival

11.1 Termination for Cause and/or Convenience. City shall have the right,
without further obligation or liability to Contractor:

11.1.1 To immediately terminate this Agreement if Contractor commits any
breach of this Agreement or default (see Section 11.2 below) and fails to remedy such breach or
default within thirty (30) days after written notice by City of such breach (30-day cure period), in
which event, Contractor shall refund the pro rata portion of an annual payment the City has made
to Motorola for the time period after the date of termination. At the City’s sole election, the 30-
day cure period will not apply to termination for data breach and/or breach of confidentiality; or

11.1.2 To terminate this Agreement upon thirty (30) days prior written notice
for City’s convenience and without cause, provided that except for termination due to an uncured
breach as set forth in this Section and in the event of Infringement, City shall not be entitled to a
refund of any amounts previously paid under this Agreement. City agrees to pay Contractor for
all unpaid Licensed Software and/or Services provided up to the date of Termination. Contractor
shall refund the pro rata portion of an annual payment the City has made to Motorola for the time
period after the date of termination. In the event of non-appropriation, the City shall notify
Contractor as soon as is feasible.

11.1.3 Upon receipt of the notice of termination, Contractor shall commence
and perform, with diligence, all actions necessary on the part of Contractor to effect the
termination of this Agreement on the date specified by City and to minimize the liability of
Contractor and City to third parties as a result of termination. All such actions shall be subject to
the prior approval of City. Such actions may include any or all of the following, without
limitation:
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(a) Halting the performance of all Services under this Agreement on
the date(s) and in the manner specified by City.

(b) Terminating all existing orders and subcontracts, and not placing
any further orders or subcontracts for materials, Services, equipment or other items.

(©) At City’s direction, assigning to City any or all of Contractor’s
right, title, and interest under the orders and subcontracts terminated, to the extent permissible.
Upon such assignment, City shall have the right, in its sole discretion, to settle or pay any or all
claims arising out of the termination of such orders and subcontracts.

(d) Settling all outstanding liabilities and all claims arising out of the
termination of orders and subcontracts.

(e) Completing performance of any Services that City designates to be
completed prior to the date of termination specified by City.

® Taking such action as may be necessary, or as the City may direct,
for the protection and preservation of any property related to this Agreement which is in the
possession of Contractor and in which City has or may acquire an interest.

11.1.4 Within 30 days after the specified termination date, Contractor shall
submit to City an invoice, which shall set forth each of the following as a separate line item:

(a) The reasonable unpaid portion of the purchase price for all
Services performed and all Equipment and Software delivered prior to the specified termination
date, for which Services or Equipment and Software City has not already tendered payment.

(b) Reasonable direct costs caused by the early termination including
the early termination of subcontracts.

11.1.5 In no event shall City be liable for costs incurred by Contractor or any of
its subcontractors after the termination date specified by City, except for those costs specifically
listed in Section 11.1.2. Such non-recoverable costs include, but are not limited to, anticipated
profits on the Services under this Agreement, post-termination employee salaries, post-
termination administrative expenses, post-termination overhead or unabsorbed overhead,
attorneys’ fees or other costs relating to the prosecution of a claim or lawsuit, prejudgment
interest, or any other expense which is not reasonable or authorized under Section 8.1.3.

11.1.6 In arriving at the amount due to Contractor under this Section, City may
deduct: (i) any claim which City may have against Contractor in connection with this
Agreement; (ii) any invoiced costs or expenses excluded pursuant to the immediately preceding
subsection 11.1.5.

11.1.7 City’s payment obligation under this Section shall survive termination of
this Agreement.

11.2  Termination for Default; Remedies

11.2.1 City shall have the right, without further obligation or liability to Contractor
(except as specified in Section 11.5 “Disposition of Licensed Software on Termination,” hereof),
to immediately terminate this Agreement if Contractor defaults on this Agreement and fails to
remedy such default within thirty (30) days after written notice by City of such default, in which
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event, Contractor shall reimburse City in the same manner as for the removal of the Licensed
Software due to infringement under Section 8.4;

11.2.2 Each of the following shall constitute an immediate event of default (“Event of
Default”) under this Agreement:

11.2.3 Contractor fails or refuses to perform or observe any term, covenant or condition
contained in any of the following Sections of this Agreement:

3.14 Submitting False Claims. 13.10 Alcohol and Drug-Free Workplace
7.4 Assignment 14.10 Compliance with Laws
Article 8 | Insurance; Indemnity and Article 13 | Data and Security
Warranties
Article 10 | Payment of Taxes

(a)  Contractor fails or refuses to perform or observe any other term, covenant
or condition contained in this Agreement, including any obligation imposed by ordinance or
statute and incorporated by reference herein, and such default is not cured within thirty (30) days
after written notice thereof from City to Contractor. If Contractor defaults a second time in the
same manner as a prior default cured by Contractor, City may in its sole discretion immediately
terminate the Agreement for default or grant an additional period not to exceed five days for
Contractor to cure the default.

(b)  Contractor (i) is generally not paying its debts as they become due; (ii)
files, or consents by answer or otherwise to the filing against it of a petition for relief or
reorganization or arrangement or any other petition in bankruptcy or for liquidation or to take
advantage of any bankruptcy, insolvency or other debtors’ relief law of any jurisdiction; (ii1)
makes an assignment for the benefit of its creditors; (iv) consents to the appointment of a
custodian, receiver, trustee or other officer with similar powers of Contractor or of any
substantial part of Contractor’s property; or (v) takes action for the purpose of any of the
foregoing.

11.24 A court or government authority enters an order (i) appointing a
custodian, receiver, trustee or other officer with similar powers with respect to Contractor or with
respect to any substantial part of Contractor’s property, (ii) constituting an order for relief or
approving a petition for relief or reorganization or arrangement or any other petition in
bankruptcy or for liquidation or to take advantage of any bankruptcy, insolvency or other
debtors’ relief law of any jurisdiction or (iii) ordering the dissolution, winding-up or liquidation
of Contractor. On and after any Event of Default, City shall have the right to exercise its legal
and equitable remedies, including, without limitation, the right to terminate this Agreement or to
seek specific performance of all or any part of this Agreement subject to the limitation of liability
in Section 9.3. In addition, where applicable, City shall have the right (but no obligation) to cure
(or cause to be cured) on behalf of Contractor any Event of Default; Contractor shall pay to City
on demand all costs and expenses incurred by City in effecting such cure, with interest thereon
from the date of incurrence at the reasonable rate then permitted by law. City shall have the right
to offset from any amounts due to Contractor under this Agreement or any other agreement
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between City and Contractor: (i) all damages, losses, costs or expenses incurred by City as a
result of an Event of Default; and (ii) any damages imposed by any ordinance or statute that is
incorporated into this Agreement by reference, or into any other agreement with the City subject
to the limitation of liability in Section 9.3. This Section shall survive termination of this
Agreement.

11.3  Bankruptcy. In the event that Contractor shall cease conducting business in the
normal course, become insolvent, make a general assignment for the benefit of creditors, suffer or
permit the appointment of a receiver for its business or assets or shall avail itself of, or become
subject to, any proceeding under the Federal Bankruptcy Act or any other statute of any state
relating to insolvency or the protection of rights of creditors, then at City’s option this Agreement
shall terminate and be of no further force and effect. Upon termination of this Agreement
pursuant to this Section, Contractor shall within forty-eight (48) hours return City’s Data in an
agreed-upon machine readable format. Once Contractor has received written confirmation from
City that City’s Data has been successfully transferred to City, Contractor shall within thirty (30)
calendar days clear, purge or physically destroy all City Data from its hosted servers or files and
provide City with written certification within five (5) calendar days that such clear, purge and/or
physical destruction has occurred. Secure disposal shall be accomplished by “clearing,”
“purging” or “physical destruction,” in accordance with National Institute of Standards and
Technology (NIST) Special Publication 800-88 or most current industry standard

11.4  Transition Services and Disposition of City Data. Upon expiration or
termination of this Agreement, Contractor may immediately discontinue the SaaS
Application/SaaS Software/Software Services and City shall immediately cease accessing the
same. To the extent it is able, Contractor shall delete all Contractor Hosted City Data following
termination or expiration of this Agreement, with such deletion to occur no later than ninety (90)
days following the termination or expiration, unless otherwise required to comply with applicable
law. Any requests for the exportation or download of City Data must be made by City in writing
before expiration or termination. within forty-five (45) calendar days of the expiration or
termination of the SaaS Services to return City’s data in an agreed-upon machine readable format.
This provision shall also apply to all City Data that is in the possession of subcontractors, agents
or auditors of Contractor. Such data transfer shall be done at no cost to the City. Once Contractor
has received written confirmation from City that City’s Data has been successfully transferred to
City, Contractor shall within thirty (30) calendar days clear, purge or physically destroy all City
Data from its hosted servers or files and provide City with written certification within five (5)
calendar days that such clear or purge and/or physical destruction has occurred. Contractor shall
provide to City and/or Successor Service Provider assistance requested by City to effect the
orderly transition of the SaaS Services, in whole or in part, to City or to Successor Service
Provider. During the transition period, SaaS and City Data access shall continue to be made
available to City without alteration. Such Transition Services shall be provided on a time and
materials basis if the City opts to return to its own servers or City chooses a Successor Service
Provider. Transition costs may include: (a) developing a plan for the orderly transition of the
terminated SaaS Services from Contractor to Successor Service Provider; (b) if required,
transferring the City Data to Successor Service Provider; (c) using commercially reasonable
efforts to assist City in acquiring any necessary rights to legally and physically access and use any
third-party technologies and documentation then being used by Contractor in connection with the
Services; (d) using commercially reasonable efforts to make available to City, pursuant to
mutually agreeable terms and conditions, any third-party services then being used by Contractor
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in connection with the SaaS Services; and, (e) such other activities upon which the Parties may
agree. Notwithstanding the foregoing, should City terminate this Agreement due to Contractor’s
material breach, City may elect to use the Services for a period of no greater than six (6) months
from the date of termination at a reduced rate of twenty (20%) percent off of the then-current
Services Fees for the terminated Services. All applicable terms and conditions of this Agreement
shall apply to the Transition Services. This Section 8.4.2 shall survive the termination of this
Agreement.

11.5  Disposition of Licensed Software on Termination. Upon termination of this
Agreement for any reason other than as provided for in Section 4.1 (“Grant of License”), if the
term of the Software License City has paid for is other than perpetual, City shall immediately: (i)
return the Licensed Software to Contractor together with all Documentation; (i1) purge all copies
of the Licensed Software or any portion thereof from all CPU’s and from any computer storage
medium or device on which City has placed or permitted others to place the Licensed Software;
and (ii1) give Contractor written certification that through its best efforts and to the best of its
knowledge, City has complied with all of its obligations under Section 11.5.

11.6  Remedies. All remedies provided for in this Agreement may be exercised
individually or in combination with any other remedy available hereunder or under applicable
laws, rules and regulations. The exercise of any remedy shall not preclude or in any way be
deemed to waive any other remedy. Nothing in this Agreement shall constitute a waiver or
limitation of any rights that City may have under applicable law.

11.7  Notice of Default. Any notice of default must be sent by registered mail to the
address set forth in Article 14, “Notices to the Parties.”

11.8  Non-Waiver of Rights. The omission by either Party at any time to enforce any
default or right reserved to it, or to require performance of any of the terms, covenants, or
provisions hereof by the other Party at the time designated, shall not be a waiver of any such
default or right to which the Party is entitled, nor shall it in any way affect the right of the Party to
enforce such provisions thereafter.

11.9  Rights and Duties upon Termination or Expiration.

11.9.1 This Section and the following Sections of this Agreement listed below,
shall survive termination or expiration of this Agreement:

3.5 Payment Limited to Satisfactory Article 16 | Data Rights
Services
12.1 Ownership of Results
3.13 Audit and Inspection of Records 14.5 Dispute Resolution Procedure
Works for Hire
3.14 Submitting False Claims 14.7 Agreement Made in California;
Venue
7.3 Independent Contractor; Payment 14.8 Construction
of Employment Taxes and Other
Expenses Submitting False Claims
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Article | Insurance; and Indemnity and 11.9 Entire Agreement
8 Warranties
9.1 Liability of City 14.9 Compliance with Laws
Article | Liability for Incidental and 14.11 Severability
9 Consequential Damages
Article | Payment of Taxes Article 16 | Proprietary or Confidential
10 Information of City Data and
Security
11.4 Transition Services and Article 14 | Notification of Legal Requests
Disposition of Content
Payment Obligation

11.10 Data Rights

11.10.1 Preexisting Data of each Party that will be included as a Deliverable
under this Agreement will be identified in Appendix A. Preexisting Data of the City may only
be used by Contractor for purposes of the Scope of Work of this Agreement, unless such data is
otherwise publicly available.

11.10.2 Except as otherwise provided herein, the City shall have the
unrestricted right to use the Deliverable Data and delivered Project Data, including all
Preexisting Data provided as a Deliverable under this Agreement.

11.10.3 Subject to the survival of the Sections identified in Section 11.9.1,
above, if this Agreement is terminated prior to expiration of the term specified in Article 2, this
Agreement shall be of no further force or effect. Contractor shall deliver in the manner, at the
times, and to the extent, if any, directed by City, any work in progress, completed work, supplies,
equipment, and other materials produced as a part of, or acquired in connection with the
performance of this Agreement, and any completed or partially completed work which, if this
Agreement had been completed, would have been required to be furnished to City.

Article 12 Rights In Deliverables

12.1  Ownership of Results. City acknowledges that Contractor may use or provide
City with access to software, tools, data, and other materials, including designs, utilities, models,
methodologies, systems, and specifications, which Contractor has developed or licensed from
third parties (including any corrections, bug fixes, enhancements, updates, modifications,
adaptations, translations, de-compilations, disassemblies, or derivative works of the foregoing,
whether made by Contractor or another party) (collectively, “Contractor Materials”). The
products and services, Contractor Data, Third-Party Data, and Documentation, are considered
Contractor Materials. Except when Contractor has expressly transferred title or other interest to
City by way of an addendum or ordering document, the Contractor Materials are the property of
Contractor or its licensors, and Contractor or its licensors retain all right, title and interest in and
to the Contractor Materials (including, all rights in patents, copyrights, trademarks, trade names,
trade secrets, know-how, other intellectual property and proprietary rights, and all associated
goodwill and moral rights). For clarity, this Agreement does not grant to City any shared
development rights in or to any Contractor Materials or other intellectual property. Contractor
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and its licensors reserve all rights not expressly granted to City, and no rights, other than those
expressly granted herein, are granted to City by implication, estoppel or otherwise. City will not
modify, disassemble, reverse engineer, derive source code or create derivative works from,
merge with other software, distribute, sublicense, sell, or export the products and services or
other Contractor Materials, or permit any third party to do so.

12.2 Works for Hire. Ifapplicable, if, in connection with Services, Contractor
or its subcontractor(s) creates Deliverables including, without limitation, artwork, copy, posters,
billboards, photographs, videotapes, audiotapes, systems designs, software, reports, diagrams,
surveys, blueprints, source codes, or any other original works of authorship, whether in digital or
any other format, such works of authorship shall be works for hire as defined under Title 17 of
the United States Code, and all copyrights in such works shall be the property of the City. If any
Deliverables created by Contractor or its subcontractor(s) under this Agreement are ever
determined not to be works for hire under U.S. law, Contractor hereby assigns all Contractor’s
copyrights to such Deliverables to the City, agrees to provide any material and execute any
documents necessary to effectuate such assignment, and agrees to include a clause in every
subcontract imposing the same duties upon subcontractor(s). With City’s prior written approval,
Contractor and its subcontractor(s) may retain and use copies of such works for reference and as
documentation of their respective experience and capabilities.

Article 13 Additional Requirements Incorporated by Reference.

13.1  Laws Incorporated by Reference. The full text of the laws listed in this Article,
including enforcement and penalty provisions, are incorporated by reference into this Agreement.
The full text of the San Francisco Municipal Code provisions incorporated by reference in this
Article and elsewhere in the Agreement (“Mandatory City Requirements”) are available at
http://www.amlegal.com/codes/client/san-francisco ca/ .

13.2  Conflict of Interest. By executing this Agreement, Contractor certifies that it
does not know of any fact which constitutes a violation of Section 15.103 of the City’s Charter;
Article III, Chapter 2 of City’s Campaign and Governmental Conduct Code; Title 9, Chapter 7 of
the California Government Code (Section 87100 et seq.), or Title 1, Division 4, Chapter 1, Article
4 of the California Government Code (Section 1090 ef seq.), and Contractor further agrees
promptly to notify the City if it becomes aware of any such fact during the term of this Agreement

13.3  Prohibition on Use of Public Funds for Political Activity. In performing the
Services, Contractor shall comply with San Francisco Administrative Code Chapter 12G, which
prohibits funds appropriated by the City for this Agreement from being expended to participate in,
support, or attempt to influence any political campaign for a candidate or for a ballot measure.
Contractor is subject to the enforcement and penalty provisions in Chapter 12G.

13.4  Consideration of Salary History. Contractor shall comply with San Francisco
Administrative Code Chapter 12K, the Consideration of Salary History Ordinance or “Pay Parity
Act.” Contractor is prohibited from considering current or past salary of an applicant in
determining whether to hire the applicant or what salary to offer the applicant to the extent that
such applicant is applying for employment to be performed on this Agreement or in furtherance of
this Agreement, and whose application, in whole or part, will be solicited, received, processed or
considered, whether or not through an interview, in the City or on City property. The ordinance
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also prohibits employers from (1) asking such applicants about their current or past salary or (2)
disclosing a current or former employee’s salary history without that employee’s authorization
unless the salary history is publicly available. Contractor is subject to the enforcement and penalty
provisions in Chapter 12K. Information about and the text of Chapter 12K is available on the web
at https://sfgov.org/olse/consideration-salary-history. Contractor is required to comply with all of
the applicable provisions of 12K, irrespective of the listing of obligations in this Section.

13.5 Nondiscrimination Requirements

13.5.1 Nondiscrimination in Contracts. Contractor shall comply with the
provisions of Chapters 12B and 12C of the San Francisco Administrative Code. Contractor shall
incorporate by reference in all subcontracts the provisions of Sections 12B.2(a), 12B.2(c)-(k),
and 12C.3 of the San Francisco Administrative Code and shall require all subcontractors to
comply with such provisions. Contractor is subject to the enforcement and penalty provisions in
Chapters 12B and 12C.

13.5.2 Nondiscrimination in the Provision of Employee Benefits. San Francisco
Administrative Code 12B.2. Contractor does not as of the date of this Agreement, and will not
during the term of this Agreement, in any of its operations in San Francisco, on real property
owned by San Francisco, or where work is being performed for the City elsewhere in the United
States, discriminate in the provision of employee benefits between employees with domestic
partners and employees with spouses and/or between the domestic partners and spouses of such
employees, subject to the conditions set forth in San Francisco Administrative Code Section
12B.2.

13.6  Local Business Enterprise and Non-Discrimination in Contracting
Ordinance. Contractor shall comply with all applicable provisions of Chapter 14B (“LBE
Ordinance”). Contractor is subject to the enforcement and penalty provisions in Chapter 14B.
Contractor shall utilize LBE Subcontractors for at least 9% of the Services except as otherwise
authorized in writing by the Director of CMD. Contractor shall incorporate the requirements of
the LBE Ordinance in each subcontract made in the fulfillment of Contractor’s LBE
subcontracting commitments.

13.7  Minimum Compensation Ordinance. If Administrative Code Chapter 12P
applies to this contract, Contractor shall pay covered employees no less than the minimum
compensation required by San Francisco Administrative Code Chapter 12P, including a minimum
hourly gross compensation, compensated time off, and uncompensated time off. Contractor is
subject to the enforcement and penalty provisions in Chapter 12P. Information about and the text
of the Chapter 12P is available on the web at http://sfgov.org/olse/mco. Contractor is required to
comply with all of the applicable provisions of 12P, irrespective of the listing of obligations in
this Section. By signing and executing this Agreement, Contractor certifies that it is in
compliance with Chapter 12P.

13.8  Health Care Accountability Ordinance. If Administrative Code Chapter 12Q
applies to this contract, Contractor shall comply with the requirements of Chapter 12Q. For each
Covered Employee, Contractor shall provide the appropriate health benefit set forth in Section
12Q.3 of the HCAO. If Contractor chooses to offer the health plan option, such health plan shall
meet the minimum standards set forth by the San Francisco Health Commission. Information
about and the text of the Chapter 12Q, as well as the Health Commission’s minimum standards, is
available on the web at http://sfgov.org/olse/hcao. Contractor is subject to the enforcement and
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penalty provisions in Chapter 12Q. Any Subcontract entered into by Contractor shall require any
Subcontractor with 20 or more employees to comply with the requirements of the HCAO and
shall contain contractual obligations substantially the same as those set forth in this Section.

13.9  First Source Hiring Program. Contractor must comply with all of the provisions
of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that
apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in
Chapter 83

13.10 Alcohol and Drug-Free Workplace. City reserves the right to deny access to, or
require Contractor to remove from, City facilities personnel of any Contractor or subcontractor
who City has reasonable grounds to believe has engaged in alcohol abuse or illegal drug activity
which in any way impairs City’s ability to maintain safe work facilities or to protect the health
and well-being of City employees and the general public. City shall have the right of final
approval for the entry or re-entry of any such person previously denied access to, or removed
from, City facilities. Illegal drug activity means possessing, furnishing, selling, offering,
purchasing, using or being under the influence of illegal drugs or other controlled substances for
which the individual lacks a valid prescription. Alcohol abuse means possessing, furnishing,
selling, offering, or using alcoholic beverages, or being under the influence of alcohol.

13.11 Limitations on Contributions. By executing this Agreement, Contractor
acknowledges its obligations under Section 1.126 of the City’s Campaign and Governmental
Conduct Code, which prohibits any person who contracts with, or is seeking a contract with, any
department of the City for the rendition of personal services, for the furnishing of any material,
supplies or equipment, for the sale or lease of any land or building, for a grant, loan or loan
guarantee, or for a development agreement, from making any campaign contribution to (i) a City
elected official if the contract must be approved by that official, a board on which that official
serves, or the board of a state agency on which an appointee of that official serves, (ii) a candidate
for that City elective office, or (iii) a committee controlled by such elected official or a candidate
for that office, at any time from the submission of a proposal for the contract until the later of
either the termination of negotiations for such contract or twelve months after the date the City
approves the contract. The prohibition on contributions applies to each prospective party to the
contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief
executive officer, chief financial officer and chief operating officer; any person with an ownership
interest of more than 10% in Contractor; any subcontractor listed in the bid or contract; and any
committee that is sponsored or controlled by Contractor. Contractor certifies that it has informed
each such person of the limitation on contributions imposed by Section 1.126 by the time it
submitted a proposal for the contract and has provided the names of the persons required to be
informed to the City department with whom it is contracting.

13.12 Reserved. (Slavery Era Disclosure).
13.13 Reserved. (Working with Minors).
13.14 Consideration of Criminal History in Hiring and Employment Decisions.

13.14.1 Contractor agrees to comply fully with and be bound by all of the
provisions of Chapter 12T, “City Contractor/Subcontractor Consideration of Criminal History in
Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”),
including the remedies provided, and implementing regulations, as may be amended from time to
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time. The provisions of Chapter 12T are incorporated by reference and made a part of this
Agreement as though fully set forth herein. The text of the Chapter 12T is available on the web
at http://sfgov.org/olse/fco. Contractor is required to comply with all of the applicable provisions
of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used in this
Section and not defined in this Agreement shall have the meanings assigned to such terms in
Chapter 12T.

13.14.2 The requirements of Chapter 12T shall only apply to a Contractor’s or
Subcontractor’s operations to the extent those operations are in furtherance of the performance of
this Agreement, shall apply only to applicants and employees who would be or are performing
work in furtherance of this Agreement, and shall apply when the physical location of the
employment or prospective employment of an individual is wholly or substantially within the
City of San Francisco. Chapter 12T shall not apply when the application in a particular context
would conflict with federal or state law or with a requirement of a government agency
implementing federal or state law.

13.15 Reserved. (Public Access to Nonprofit Records and Meetings).

13.16 Food Service Waste Reduction Requirements. Contractor shall comply with the
Food Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code
Chapter 16, including but not limited to the remedies for noncompliance provided therein.

13.17 Reserved. (Distribution of Beverages and Water).
13.18 Reserved. (Tropical Hardwood and Virgin Redwood Ban).
13.19 Reserved. (Preservative Treated Wood Products)

Article 14 General Provisions

Notices to the Parties. Unless otherwise indicated in this Agreement, all written
communications sent by the Parties may be by U.S. mail or e-mail, and shall be addressed as
follows

To City: Mary Ellen Carroll
Executive Director
Department of Emergency Management
1011 Turk Street
San Francisco, CA 94102
MaryEllen.Carroll@sfgov.org

To Contractor: Robin Ginther
Area Sales Manager
Motorola Solutions
725 South Figueroa Street, Suite 1855
Los Angeles, CA 90017
robin@motorolasolutions.com,
785-822-2237
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Any notice of default must be sent by registered mail or other trackable overnight mail.
Either Party may change the address to which notice is to be sent by giving written notice thereof
to the other Party. If email notification is used, the sender must specify a receipt notice.

14.1  Data Breach. Any notice of data breach must be sent by certified mail, or other
trackable hard-copy written communication, and also by e-mail, with the sender using the receipt
notice feature.

To City: Michelle Geddes
Department of Emergency Management
1011 Turk Street

San Francisco, CA 94102
Michelle.Geddes@sfeov.org

14.2  Compliance with Americans with Disabilities Act. Contractor acknowledges
that, pursuant to the Americans with Disabilities Act (ADA), programs, services and other
activities provided by a public entity to the public, whether directly or through a contractor, must
be accessible to the disabled public. Contractor shall provide the services specified in this
Agreement in a manner that complies with the ADA and any and all other applicable federal, state
and local disability rights legislation. Contractor agrees not to discriminate against disabled
persons in the provision of services, benefits or activities provided under this Agreement and
further agrees that any violation of this prohibition on the part of Contractor, its employees,
agents or assigns will constitute a material breach of this Agreement. Contractor shall adhere to
the requirements of the Americans with Disabilities Act of 1990 (ADA), as amended (42 U.S.C.
Sec. 1201 et seq.) and Section 508 of the Rehabilitation Act of 1973, as amended (29 U.S.C. Sec.
794d), Web Content Accessibility Guidelines (WCAG) 2.0 Levels A and AA; and WCAG 1.0
Level AA, to the extent these guidelines include additional requirements that are not included in
and are not inconsistent with WCAG 2.0 Levels A and AA and WCAG 2.1, as updated from time
to time.

14.3  Incorporation of Recitals. The matters recited above are hereby incorporated
into and made part of this Agreement.

144  Sunshine Ordinance. Contractor acknowledges that this Agreement and all
records related to its formation, Contractor’s performance of Services, and City’s payment are
subject to the California Public Records Act, (California Government Code §6250 et. seq.), and
the San Francisco Sunshine Ordinance, (San Francisco Administrative Code Chapter 67). Such
records are subject to public inspection and copying unless exempt from disclosure under federal,
state or local law.

14.5  Modification of this Agreement. This Agreement may not be modified, nor may
compliance with any of its terms be waived, except as noted in Section 14 (“Notices to Parties”),
regarding change in personnel or place, and except by written instrument executed and approved
in the same manner as this Agreement and in accordance with the Change Order provisions in
Article 15. Contractor shall cooperate with Department to submit to the Director of CMD any

December 22, 2023 43 of 53 December 22, 2023
P-600, 645, 648, 649 (1-22) PeopleSoft ID#: 1000031673


https://sfgov1.sharepoint.com/sites/DEM-CADReplacementContracts/Shared%20Documents/7.0%20Final%20Contract%20Docs/Final%20Contract%20Word-Excel%20Docs/Michelle.Geddes@sfgov.org

DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

amendment, modification, supplement or change order that would result in a cumulative increase
of the original amount of this Agreement by more than 20% (CMD Contract Modification Form).

14.6  Dispute Resolution Procedure. Negotiation; Alternative Dispute Resolution.
The Parties will attempt in good faith to resolve any dispute or controversy arising out of or
relating to the performance of services under this Agreement. If the Parties are unable to resolve
the dispute, then, if agreed by both Parties in writing, disputes may be resolved by a mutually
agreed-upon alternative dispute resolution process. If the Parties do not mutually agree to an
alternative dispute resolution process or such efforts do not resolve the dispute, then either Party
may pursue any remedy available under California law. The status of any dispute or controversy
notwithstanding, Contractor shall proceed diligently with the performance of its obligations under
this Agreement in accordance with the Agreement and the written directions of the City. Neither
Party will be entitled to legal fees or costs for matters resolved under this Section.

14.7  Government Code Claim Requirement. No suit for money or damages may be
brought against the City until a written claim therefor has been presented to and rejected by the
City in conformity with the provisions of San Francisco Administrative Code Chapter 10 and
California Government Code Section 900, et seq. Nothing set forth in this Agreement shall
operate to toll, waive or excuse Contractor’s compliance with the California Government Code
Claim requirements set forth in San Francisco Administrative Code Chapter 10 and California
Government Code Section 900, et seq.

14.8  Agreement Made in California; Venue. The formation, interpretation and
performance of this Agreement shall be governed by the laws of the State of California. Venue for
all litigation relative to the formation, interpretation and performance of this Agreement shall be
in San Francisco.

14.9  Construction. All paragraph captions are for reference only and shall not be
considered in construing this Agreement.

14.10 Entire Agreement. This Agreement sets forth the entire Agreement between the
Parties and supersedes all other oral or written provisions. This Agreement may be modified only
as provided in Section 14.4 (“Modification of this Agreement”).

14.11 Compliance with Laws. Contractor shall keep itself fully informed of the City’s
Charter, applicable codes, ordinances and duly adopted rules and regulations of the City and of all
state, and federal laws in any manner affecting the performance of this Agreement, and must at all
times comply with such local codes, ordinances, and regulations and all applicable laws as they
may be amended from time to time.

14.12 Severability. Should the application of any provision of this Agreement to any
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or
unenforceable, then (i) the validity of other provisions of this Agreement shall not be affected or
impaired thereby, and (ii) such provision shall be enforced to the maximum extent possible so as
to effect the intent of the Parties and shall be reformed without further action by the Parties to the
extent necessary to make such provision valid and enforceable.

14.13  Cooperative Drafting. This Agreement has been drafted through a cooperative
effort of City and Contractor, and both Parties have had an opportunity to have the Agreement
reviewed and revised by legal counsel. No Party shall be considered the drafter of this Agreement,
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and no presumption or rule that an ambiguity shall be construed against the Party drafting the
clause shall apply to the interpretation or enforcement of this Agreement.

14.14 Order of Precedence. Contractor agrees to perform the services described below
in accordance with the terms and conditions of this Agreement, implementing task orders, the
RFP, and Contractor’s proposal dated March 16, 2022. The RFP and Contractor’s proposal are
incorporated by reference as though fully set forth herein. Should there be a conflict of terms or
conditions, this Agreement and any implementing task orders shall control over the RFP and the
Contractor’s proposal. If the Appendices to this Agreement include any standard printed terms
from the Contractor, Contractor agrees that in the event of discrepancy, inconsistency, gap,
ambiguity, or conflicting language between the City’s terms and Contractor’s printed terms
attached, the City’s terms shall take precedence, followed by the procurement issued by the
department, Contractor’s proposal, and Contractor’s printed terms, respectively.

Article 15 Department Specific Terms

15.1  Change Orders. For the duration of this Agreement, the City may at any time by
written order request a Change Order to Contractor. Within ten (10) business days, unless
otherwise agreed by the Parties, of receiving a proposed Change Order, Contractor shall submit to
City a written response, which shall include any adjustments to the System Purchase Price, the
Project Schedule, the Statement of Work, the System Requirements Document (SRD),
Preliminary Design Document (PDD), Interface Control Documents (ICDs), the Equipment List,
as referenced in the Appendices attached hereto or any other obligations of Contractor, as
applicable.

15.2  Any Change Order requiring a System Purchase Price adjustment that results in
an overall increase to the not to exceed compensation described in Section 3.4 shall be agreed to
in writing by the Parties and executed in the same manner as this Agreement pursuant to Section
14.4 (Modification of Agreement).

15.3  All Change Orders must be approved, in writing, by the Parties’ Project
Managers. Contractor shall not proceed with any work contemplated in any Change Order until it
receives written notification to commence such work from City's Project Manager; or, if
Contractor does proceed with such work, it does so at its own risk.

15.4  The City shall have authority to request minor changes in the work not involving
an adjustment in the not to exceed compensation. The City's Project Manager may waive a
variation in the work if, in his or her reasonable opinion, such variation does not materially
change the work or the System's performance.

15.5  The price for Change Orders must be offered at the same discount levels,
including system discount incentive pricing, that the Equipment and Services are offered, as
described in the Calculation of Charges and reflected in the System Purchase Price, for the
duration of this Agreement. If a Change Order decreases the Equipment or Services, any
corresponding price reduction will take into consideration discounts.

Article 16 Data and Security

16.1 Protection of Private Information. If this Agreement requires City to
disclose "Private Information" to Contractor within the meaning of San Francisco Administrative
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Code Chapter 12M, Contractor and subcontractor shall use its best efforts to assist the City in
identifying and preventing any unauthorized use or disclosure of any such information only in
accordance with the restrictions stated in Chapter 12M and in this Agreement and only as
necessary in performing the Services. Contractor is subject to the enforcement and penalty
provisions in Chapter 12M.

16.2 Confidential Information. Without limiting the foregoing, Contractor
shall advise the City without undue delay in the event Contractor learns that any person employed
or engaged to preform services on its behalf who has had access to, or collect on City's behalf,
City's proprietary or Confidential Information has violated or intends to violate the terms of this
Agreement. In such event Contractor will cooperate with the City in seeking injunctive or other
equitable relief, if appropriate in Contractor's judgment against any such person. If City discloses
proprietary or Confidential Information to Contractor, or Contractor collects such information on
City's behalf, such information must be held by Contractor in confidence and used only in
performing the Agreement. Contractor shall exercise the same standard of care to protect such
information as a reasonably prudent contractor would use to protect its own proprietary or
Confidential Information.

16.3 Remedies for Breach of Obligation of Confidentiality. Contractor
acknowledges that breach of its obligation of confidentiality may give rise to irreparable injury to
the City, which damage may be inadequately compensable in the form of monetary damages.
Accordingly, City may seek and obtain injunctive relief against the breach or threatened breach of
the foregoing undertakings, in addition to any other legal remedies that may be available.

16.4 Surrender of Confidential Information upon Termination. Upon
termination of this Agreement, including but not limited to expiration of the term, early
termination or termination for convenience, Contractor shall, to the extent it is possible, within
Sixty (60) calendar days from the date of termination, return to City any and all Confidential
Information received from the City, or created or received by Contractor on behalf of the City,
which are in Contractor's possession, custody, or control. The return of Confidential Information
to City shall follow the timeframe and procedure described further in this Agreement (Article 8).

16.5 Data Security. To prevent unauthorized access of City Data,

16.5.1 Contractor shall at all times during the Term provide and maintain up-to-
date security with respect to (a) the Services, (b) Contractor's Website, (c) Contractor's physical
facilities, (d) Contractor's infrastructure, and (e) Contractor's networks.

16.5.2 Contractor shall provide security for its networks and all Internet
connections consistent with industry best practices, and will promptly install all patches, fixes,
upgrades, updates and new versions of any security software it employs.

16.5.3 Contractor will maintain appropriate safeguards to restrict access to City's
Data to those employees, agents or service providers of Contractor who need the information to
carry out the purposes for which it was disclosed to Contractor.

16.5.4 For information disclosed in electronic form, Contractor agrees that
appropriate safeguards include electronic barriers (e.g., most current industry standard
encryption for transport and storage, such as the National Institute of Standards and
Technology's Internal Report 7977 or Federal Information Processing Standards [FIPS] 140-2
[Security Requirements for Cryptographic Modules] or FIPS-197 or successors, intrusion
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prevention/detection or similar barriers) and secure authentication (e.g., password protected)
access to the City's Confidential Information and hosted City Data.

16.5.5 For information disclosed in written form, Contractor agrees that
appropriate safeguards include secured storage of City Data.

16.5.6 City Data shall be encrypted at rest and in transit with controlled access.

16.5.7 Contractor will establish and maintain any additional physical, electronic,
administrative, technical and procedural controls and safeguards to protect City Data that are no
less rigorous than accepted industry practices (generally aligned to standards such as the
International Organization for Standardization's standards: ISO/IEC 27001:2005 - Information
Security Management Systems - Requirements and ISO-IEC 27002:2005 - Code of Practice for
International Security Management, applicable controls selected by Contractor contained within
NIST Special Publication 800-53 Revision 4 or its successor, applicable guidance as selected by
Contractor within NIST Special Publication 800-18 or its successor, the Information Technology
Library (ITIL) standards, or the applicable controls selected by Contractor from the Control
Objectives for Information and related Technology (COBIT) standards), and shall ensure that all
such controls and safeguards, including the manner in which Confidential Information is
collected, accessed, used, stored, processed, disposed of and disclosed, comply with applicable
data protection and privacy laws, as well as the terms and conditions of this Agreement.

16.5.8 Contractor agrees to the City compliance, in performing its obligations
hereunder, with the following (as periodically amended or updated) as applicable:

(1) The California Information Practices Act/California Consumer Privacy Act
(Civil Code §§ 1798 et seq);

(i1) The European General Data Protection Regulation ("GDPR");

(ii1) Relevant security provisions of the Internal Revenue Service (IRS)
Publication 1075, including the requirements that Data not traverse networks
located outside of the United States;

(iv) Relevant security provisions of the Payment Card Industry (PCI) Data
Security Standard (PCI DSS) including the PCI DSS Cloud Computing
Guidelines;

(v) Relevant security provisions of the Social Security Administration (SSA)
Document Electronic Information Exchange Security Requirement and
Procedures for State and Local Agencies Exchanging Electronic Information with
the Social Security Administration;

(vi) Relevant security provisions of the Criminal Justice Services (CJIS) Security
policy;
(vii) Relevant security provisions of the Medi-Cal Privacy and Security

Agreement between the California Department of Health Care Services and the
County of San Francisco.

16.6 Data Privacy and Information Security Program. Without limiting
Contractor's obligation of confidentiality as further described herein, Contractor shall establish
and maintain a data privacy and information security program, including physical, technical,
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administrative, and organizational safeguards, that is designed to: (i) ensure the security and
confidentiality of the City Data; (ii) protect against any anticipated threats or hazards to the
security or integrity of the City Data; (ii1) protect against unauthorized disclosure, access to, or
use of the City Data; (iv) ensure the proper disposal of City Data; and, (v) ensure that all of
Contractor's employees, agents, and subcontractors, if any, comply with all of the foregoing.
Hosting Security. Contractor shall ensure that all electronic transmission or exchange of City
Data will be encrypted using current industry standards and in accordance with the requirements
in Article 16 - Data and Security. Contractor shall also ensure that all data exchanged shall be
used expressly and solely for the purposes stated in the Agreement. City Data shall not be
distributed, repurposed, or shared across other applications, environments, or business units of
Contractor not involved in administration of this Agreement, unless otherwise permitted in this
Agreement. Contractor will determine, in its sole discretion, the location of the stored content for
cloud hosted software Products. All data, replications, and backups will be stored at a location in
the United States for Customers in the United States.

16.7 Data Transmission. Contractor shall ensure that all electronic
transmission or exchange of system and application data with City and/or any other parties
expressly designated by City shall take place via encrypted secure means (e.g., HTTPS or SFTP
or most current industry standard established by NIST). Contractor shall also ensure that all data
exchanged shall be used expressly and solely for the purposes enumerated in the Agreement.
Data shall not be distributed, repurposed or shared across other applications, environments, or
business units of Contractor except as necessary to perform its obligations under this Agreement.
Contractor shall ensure that no City Data of any kind shall be copied, modified, destroyed,
deleted, transmitted, exchanged or otherwise passed to other vendors or interested parties except
on a case-by-case basis as specifically agreed to in writing by City or who are sub-processors of
the City Data as identified in Contractor’s list of sub-processors found at
https://www.motorolasolutions.com/en_us/about/trust-center/privacy/data-sub-processors.html .
Contractor is prohibited from accessing City Data from outside the continental United States.

16.8 American Institute of Certified Public Accounts (AICPA) Audit
Reports. Contractor shall provide to City, on an annual basis upon City's written request, an
SSAE 18, SOC 2, Type 2 Report, to be conducted by an independent third party ("Audit
Reports") (if Contractor is using a hosting service provider, Contractor shall provide such Audit
Reports it receives from its service provider or providers) as follows: (a) the Audit Reports shall
include a 180 day (6-month) testing period; and (b) the Audit Reports shall be available to City no
later than thirty (30) days after receipt of a written request from City. If Contractor receives a so-
called "negative assurance opinion," or the annual Audit Report finds a material data privacy or
information security issue, Contractor shall implement reasonably required safeguards as it deems
Any failure by Contractor to comply with this Section shall be a material breach of this
Agreement.

16.9 Audit of Contractor's Policies. Contractor agrees to make its policies,
procedures and practices regarding Data Security available to City under agreed upon
confidentiality provisions, if needed, and agrees that City reserves the rights, including, but not
limited to, making a site visit.

16.10 Audit Findings. Contractor shall implement reasonably required
safeguards in its discretion as identified by City or by any audit of Contractor's data privacy and
information security program.
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16.11 Reserved. (Payment Card Industry (""PCI') Requirements).

16.12 Protected Health Information. Contractor, all subcontractors, all agents
and employees of Contractor, and any subcontractor shall comply with all federal and state laws
regarding the transmission, storage and protection of all private health information disclosed to
Contractor by City in the performance of this Agreement. Contractor agrees that any failure of
Contactor to comply with the requirements of federal and/or state and/or local privacy laws shall
be a material breach of the Contract. In the event that the City pays a regulatory fine, and/or is
assessed civil penalties or damages through private rights of action, based on an impermissible
use or disclosure of protected health information given to Contractor or its subcontractors or
agents by City, Contractor shall indemnify City for the amount of such fine or penalties or
damages, including costs of notification, subject to, and limited by, the restrictions set forth in
Article 9 - Liability of the Parties. In such an event, in addition to any other remedies available to
it under equity or law, the City may terminate the Agreement subject to Article 11.

16.13 Business Associate Agreement. The Parties acknowledge that City is a
Covered Entity as defined in the Healthcare Insurance Portability and Accountability Act of 1996
("HIPAA") and is required to comply with the HIPAA Privacy Rule governing the access, use,
disclosure, transmission, and storage of protected health information (PHI) and the Security Rule
under the Health Information Technology for Economic and Clinical Health Act, Public Law 111-
005 ("the HITECH Act"). Contractor shall comply with the Health Insurance Portability and
Accountability Act (HIPAA) Business Associate Addendum ("Addendum") terms and conditions,
attached and incorporated as though fully set forth herein as Appendix C. To the extent that the
terms of the Agreement are inconsistent with the terms of this Addendum, the terms of the
Addendum shall control.

Article 17 Force Majeure.

17.1  Liability. No Party shall be liable for delay in the performance of its obligations
under this Agreement if and to the extent such delay is caused, directly or indirectly, by: fire,
flood, earthquake, elements of nature or acts of God, riots, civil disorders, or any other cause
beyond the reasonable control of such Party (a “Force Majeure Event”). In the case of a Force
Majeure Event, Contractor shall immediately commence disaster recovery services as described in
Section 17.4.

17.2  Duration. In a Force Majeure Event, the non-performing Party shall be excused
from further performance or observance of the obligation(s) so affected for as long as such
circumstances prevail and such Party continues to use its best efforts to recommence performance
or observance whenever and to whatever extent possible without delay. Any Party so delayed in
its performance shall immediately notify the Party to whom performance is due by telephone (to
be confirmed in writing within two (2) days of the inception of such delay) and describe at a
reasonable level of detail the circumstances causing such delay.

17.3  Effect. If a Force Majeure Event substantially prevents, hinders, or delays
performance of the Services as critical for more than forty-five (45) consecutive days, (i) City
may terminate any portion of this Agreement so affected and the charges payable hereunder shall
be equitably adjusted to reflect those terminated Services; or (ii) City may terminate this
Agreement without liability to City or Contractor as of a date specified by City in a written notice
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of termination to Contractor. Contractor shall not have the right to any additional payments from
City for costs or expenses incurred by Contractor as a result of any force majeure condition that
lasts longer than (10) days.

17.4  Disaster Recovery. In the event of a disaster, as defined below, Contractor shall
provide disaster recovery services in accordance with the provisions of the disaster recovery plan
attached as Appendix F, or as otherwise set forth in this Agreement or any Statement of Work.
Notwithstanding Section 17.1, a Force Majeure Event shall not excuse Contractor of its
obligations for performing disaster recovery services as provided in this Section. In the event that
a disaster occurs and Contractor fails to restore the hosting services within 24 hours of the initial
disruption to Services, City may, in its discretion, deem such actions to be a material default by
Contractor incapable of cure, and City may immediately terminate this Agreement. For purposes
of this Agreement, a “disaster” shall mean an interruption in the hosting services or the inability
of Contractor to provide City with the SaaS Application and hosting services for any reason that
could not be remedied by relocating the SaaS Application and hosting services to a different
physical location outside the proximity of its primary Data Center.
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Article 18 Appendices

18.1  Additional Appendices. The following appendices are hereby attached and
incorporated into this Agreement as though fully set forth herein and together form the complete
Agreement between the Parties:

Appendix A — Project Implementation documents

Al. Systems Requirements Document
A2. Statement of Work

1. Implementation Plan

2. Scope of Services

3. Training Plan

4. Project Schedule

A3. Preliminary Design Document
1. PDD
2. Departmental CAD access needs
3. Bill of Materials

A4. Interface Control Document(s)

December 22, 2023
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1. 3-1-1 Service Hub

. ARIES (Autoreturn)

. ASAP-to-PSAP

. Axon

. Central Square RMS

. Fire Station Printing

. HRMS — Personnel

. HRMS - Schedule/Roster

. Level II

10. LiveMUM

11. LOGIS CAD-to-CAD

12. MachFSA (Fire Station Alerting)
13. Mass Notifications (Everbridge)
14. Private EMS Positional Data

15. Structured Call Taking Protocol
16. Tablet Command
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17. Unified Login
18. Viper E9-1-1 (ANI/ALI)
19. Zoll CAD-to-CAD

AS. Acceptance Test Plan
1. ATP
2. ATP Test table

Appendix B — Calculation of Charges
B1. Project cost itemization
B2. Payment Milestones
Appendix C — Business Associate Agreement (HIPAA protections)
Appendix D — Maintenance and Support Services
Appendix E — Service Level Obligations
Appendix F —Disaster Recovery Plan
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Article 19 MacBride And Signature

MacBride And Signature MacBride Principles - Northern Ireland. The provisions of
San Francisco Administrative Code §12F are incorporated herein by this reference and
made part of this Agreement. By signing this Agreement, Contractor confirms that
Contractor has read and understood that the City urges companies doing business in
Northern Ireland to resolve employment inequities and to abide by the MacBride
Principles, and urges San Francisco companies to do business with corporations that abide

by the MacBride Principles.

IN WITNESS WHEREOF, the Parties hereto have executed this Agreement on the day first

mentioned above.
CITY

Recommended by:

DocuSigned by:

WL (e for Mary Ellew. Carvell

7F6818D4149D44A...

Mary Ellen Carroll  12/14/2023
Executive Director
Department of Emergency Management

Approved as to Form:

David Chiu
City Attorney
DocuSigned by:
Marparta Cutirres
By. 3AA5640935284BE ...
Margarita' Gutierrez /1472023
Deputy City Attorney

Approved:
Sailaja Kurella
Director of t fige.af. Contract Administration,

and Purchas r»hw , ( Ms N’ll’ A
OAEA44694D514E7 ...
By:
Sailaja Kurella
J 12/20/2023
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CONTRACTOR

Motorola Solutions Inc,

DocuSigned by:

Trawis Bocttclr

970050FB3ADCA4FS...

Travis Boettcher 12/14/2023
Vice President of Software
City Supplier Number: 14572
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City and County of San Francisco

Motorola PremierOne CAD Contract
APPENDIX A1

System Requirements Document

(SRD)

PeopleSoft ID #1000031673
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Compliance:
*y"=Compliant/Validation
Rean
equired P1/P2
‘Component D Category Requirement User Story 'MOTOROLA Clarifying Comments “N"=Not Compliant/No Negotiation Comments n F"I'Il'!:"l:‘y -
Validatation Required sl
N/A = Not Applicable
“A"=Alternative NC = Non-compliant
Method/Validati
Use Case: Multiple CAD environments support training, reporting
Global 1 le Environments and testing activities without impacting the performance of live v P
operations.
Global 2 |Multiple Environments Ability to support multiple environments, including: PremierOne supports multiple environments. v P
PremierOne’s production environment s fully redundant and is where
Global 3 | Multiple Environments Production ; 14 : v ! v 3
interfaces are connected to.
Global 4 [mutiple Test/Staging Premierne supports multiple environments. v P
Global 5 [Multiple Environments Training PremierOne supports a dedicated training environment. v P
PremierOne includes a Microsoft SQL Server-based Reporting Data
Global 6 Multiple Er ts Reporti Y P
fobal ultiple Environments eporting Warehouse with SQL Server Reporting Services enabled.
PremierOne supports a disaster recovery site. Best practices dictate
Global 7 Multiple Environments Disaster Recovery that this site be either geo-diverse from primary or cloud-based. M °
Ability to simulate the li e -producti
Global 8 |Multiple Environments 1lity to simulate the five environment in 2 non-production Non-production environments would not include all interfaces. v P
Abilty to stage and test an upgrade before going live with the
Global 9 | Multiple Environments e Pe gone PremierOne supports a test/training environment for this function. v 3
Proposed SRD Language:
Abilty for operations to failover to the backup/disaster recovery environment with
minimal interaction and downtime, in the event of a failure in the production
environment. This includes full eplication of equipment, applications, and
Ability for operations to failover to the backup/disaster recovery interfaces at the DR site, as well as a fully defined and mutually agreed upon
environment with minimal interaction and downtime, in the event of| failover process.
Global 10 [Multiple Environments afailure in the production environment. This includes full replication Y P1 R
of equipment, applications, and interfaces at the DR site, as well as a Status:
fully defined and mutually agreed upon failover process. Language has been added to the Preliminary Design Document (PDD) to outline
agreement on all of these requirements. See section 1.4.5. Additionally, a "Disaster
Recovery Playbook" will be developed specific to CCSF, which will outline the steps
of a failover as well as what to expect. A sample of that document has been
provided.
Abilty for the disaster recovery/failover process to not result in an PremierOne’s failover process is designed to not incur data loss or
Global 11 [Multiple Environments v ‘ /falover p nany process s desie ! v R
loss or corruption of data. corruption of data.
Proposed SRD Language:
The maintenance of multiple environments requires frequent updates due to
continuous configuration changes. Motorola shall provide the necessary tools,
documentation and validated process to create and maintain multiple
The maintenance of multiple environments requires frequent environments such as, but not limited to production, test and training.
updates due to continuous configuration changes. Motorola shall
Global 12 |Multiple Environments provide the necessary tools, documentation and validated process v Status: P1 P
to create and maintain multiple environments such as, but not Language has been added to the Preliminary Design Document (PDD) to provide
limited to production, test and training. detail on eSync as well as other tools involved in maintaining the multiple
environments. The Motorola ESync too (short for Environment Sync) performs
database-level copy of information with row-level restrictions to reduce the
amount of data and kinds of data (such as historical calls) being copied. This is
discussed in section 1.4.4 of the PDD..
Moving selected individual configuration elements between an! Provisioning pages can be exported to Microsoft Excel and then can
Global 13| Multiple Environments ne niv guratt v visloning pae P A 3
be imported into the target
Custc Id l Il Motorol: It te lish this fr
Global 14 |Multiple Environments Moving compl between any ustomers would simply call Motorola support to accomplish this free) A P
service.
Reporting on configuration elements that are different between an Provisioning pages can be exported to Microsoft Excel and can then
Global 15 | Multiple Environments poring e v sloning pag s A 3
two. be compared.
Proposed SRD Language:
Motorola would need to be open to integration with CCSF's cyber tools such as
InTune and Trendmicro as a replacement for ActiveEye.
Global 16  |Cybersecurity Use Case: N/A N/A NC
Y A i/ i/ Status:
Motorola Cybersecurity team met with CCSF on 5/11. Motorola is updating the
cybersecurity offer based on those conversations and will submit to CCSF for
further i
Slobal 17 |cypersecurity ‘Ability for CAD to share activity log to a central log monitoring The customer would be required to supply any third-party agents (not Y R
svstem such as Splunk. included by default) required to accomplish this.
Proposed SRD Language:
Ability to provide IDS/IPS protection for the CAD systems and terminals.
Ability to provide IDS/IPS protection for the CAD systems and status:
Global 18 [cybersecurity mm:‘als" : protectl % N PremierOne uses proprietary connectivitiy over TCP so certain IDS/IPS solutions P1 NC
g would need to be "trained". HPE's Lights Out is supported and discussed in section
1.7.7 of the PDD. Motorola Cybersecurity team met with CCSF on 5/11. Motorola is
updating the cybersecurity offer based on those conversations and will submit to
CCSF for further
Abilty for CAD og export to conform with industry standards for lo The PremierOne solution conforms with industry standards for o
Global 19 [cybersecurity v & exp v e e v e v 3
monitoring systems t
ciobal 20 |cypersecurity ‘Ability for CAD to provide information regarding processes activity, The PremierOne solution conforms with industry standards for log Y A
including tori
Global 21 [cybersecurity File 1/0 This logging item is provided. v P
Global 22 |Cybersecurity Process start This logging item is provided. Y P
Global 23 |Cybersecurity Process state This logging item is provided. Y P
Global 24 [cybersecurity Process end This logging item is provided. v P
Ability to alert system administrators to unusual increase or PremierOne uses Esri System Center Operations Manager (SCOM) to
Global 25 | cybersecurity v o ' el peratt ger (SCOM) v 3
decrease in CAD activity. manage alerts.
Global 26 |System Performance Use Case: N/A N/A
ciobal 27 |system performance ‘Ability to provide 99.999% availability, including during upgrades to Motorola complies if "system software” is defined as Motorola . R
the system software. application software, except during scheduled upgrades.
PremierOne’s performance at the workstation is dependent on the
Slobal 28 |system performance Ability for transactional processing time(s) to not exceed the customer's network performance. If the recommended workstation v A
following levels of performance at least 90% of the time: and network specifications are met, then these requirements can be
met.
PremierOne's performance at the workstation is dependent on the
customer's network performance. If the recommended workstation
Global 29 [system Performance Operator log on - 500ms kPl " v 3
and network specifications are met, then these requirements can be
met.
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PremierOne’s performance at the workstation is dependent on the
Validate address (last character entered to display of address - customer's network performance. If the recommended workstation
Global 30 |System Performance v 3
oms and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
customer's network performance. If the recommended workstation
Global 31 [system Performance Create event and enter in the pending quee - 1000ms s ' v 3
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
tomer's network perf ifth ded woristati
Global 32 |system Performance Select and display an event for dispatch - 500ms customer's network performance. If the recommended workstation v P
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
customer's network performance. If the recommended workstation
Global 33 [system Performance Recommend units based on static recommendations - 500ms P ! v 3
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
tomer's network perf ifth ded woristati
Global 34 |system Performance Recommend units based on dynamic recommendations - 500ms customer's network performance. If the recommended workstation v P
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
Upgrade event (e.g. alarm level, change event type) and customer's network performance. If the recommended workstation
Global 35 [system Performance PE fe8 & voe) P " v 3
recommend additional u and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
tomer's network perf ifth ded worlstati
Global 36 |System Performance Change unit status - 500ms customer's network performance. If the recommended workstation v P
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
customer's network performance. If the recommended workstation
Global 37 [system Performance Display premise or hazard file data for event - 1000ms P ! v 3
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
tomer's network perf ifth ded woristati
Global 38 |System Performance Display an event history record (keyed search) - 2000ms customer's network performance. If the recommended workstation v P
and network specifications are met, then these requirements can be
met.
PremierOne’s performance at the workstation is dependent on the
customer's network performance. If the recommended workstation
Global 39 [system Performance Al other transactions - 500ms P ! v 3
and network specifications are met, then these requirements can be
met.
Searches, queries, and reports available within PremierOne CAD have
— been designed to not have an impact on system performance.
Abilty hes, d reports timpact
Global 40 |system Performance Mlity to run searches, queries and reports without impacting Customer-created searches, queries, dashboards, and reports would Y P
production system performance. ;
be run against PremierOne’s Reporting Data Warehouse database so
that the production system is not affected
ont 41 |system Performance Abilty for system performance to not be negatively impacted by PremierOne is designed to not be negatively impacted by either p .
antivirus and or backup software. antivirus or backup software.
il 0 provide am alert i real-tme when the system s ot PremierOne uses Microsoft's System Center Operations Manager
Global 22 |system Performance y to provi ’ ystem I (SCOM) to provide this capability. Alerts can be generated within the. v P
meeting Department-specified performance thresholds.
parameters of what SCOM can monitor.
PremierOne uses Microsoft's System Center Operations Manager
Global 43 |System Performance Ability to collect and report on system performance metrics. (SCOM) to provide this capabilty. Alerts can be generated within the v 3
parameters of what SCOM can monitor.
oty to mantam the requred system performance metrics durin PremierOne uses Microsoft's System Center Operations Manager
Global 44 |system Performance Em;so' . quired system pe ing (SCOM) to provide this capability. Alerts can be generated within the. v P
s parameters of what SCOM can monitor.
PremierOne uses Microsoft's System Center Operations Manager
Global 45 |System Performance Interface outage (SCOM) to provide this capabilty. Alerts can be generated within the v 3
parameters of what SCOM can monitor.
Unreachable or unresponsive external nformation ystems (. PremierOne uses Microsoft's System Center Operations Manager
Global 46 |System Performance ponsi i lon syst B (SCOM) to provide this capability. Alerts can be generated within the. v P
Rave, Waze, RapidSOS, paging, internet-based applications)
parameters of what SCOM can monitor.
PremierOne uses Microsoft's System Center Operations Manager to
ide th for LAN ted CAD workstations. Mobil
Global 47 | system Performance Unresponsive or hung CAD or mobile client provide this capability for LAN connecte Workstations. Mobile v P
devices, due to the nature of wireless networks, may have extended
periods of no connectivity (dead spots).
Excessive network traff ted by malfunctioning CAD
Global 48 |system Performance xcessive network trafiic generated by malfunctioning CAD or PremierOne uses SolarWinds to monitor CAD network parameters. v P
mobile client
During a disruption of connectivity between the dispatch center and
any off premise CAD Application and Services, all CAD positions shall PremierOne requires network connectivity to ts server infrastructure.
Global 49 |System Performance be operational and the following CAD functions shall be operational Al CAD workstations that remain connected to the server v N/A
within the Dispatch Center and Backup PSAP for at least 72 hours infrastructure will be operational.
(assuming connectivity to interfaces, locations, units and terminals):
PremierOne requires network connectivity to ts server infrastructure.
Global 50 [system Performance Remain logged into CAD and functional without disruption Al CAD workstations that remain connected to the server v 3
i will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Abilty for all CAD positions t tional d a0
Global 51 |System Performance ity for all CAD positions to remain operational during any Al CAD workstations that remain connected to the server v 3
system interface disruptions. : :
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
H to active and historical Unit and Call hist o
Global 52 |System Performance ave access to active and historical Unit and Call history records Al CAD workstations that remain connected to the server v 3
updated in real-time :
will be operational.
9-1-1 Call taking: entering calls into CAD without the need for non- PremierOne requires network connectivity to ts server infrastructure.
Global 53 [system Performance computer methods such as paper incident & run cards, or tools that Al CAD workstations that remain connected to the server v 3
would need manual entry upon system recovery i will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Police, Fire, Sheriff, SFMTA dispatchi ding calls to dispatch
Global 54 |System Performance olice, Fre, Sherl ispatching: sending calls to dispatc Al CAD workstations that remain connected to the server v 3
positions and dispatching units : :
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 55 [system Performance Tracking and updating Unit Status Al CAD workstations that remain connected to the server v 3
i will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 56 [system Performance Logging on/off units Al CAD workstations that remain connected to the server v 3
i will be operational.
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PremierOne requires network connectivity to its server infrastructure.
Global 57 [system performance Messaging to other CAD terminals Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 58 [system performance Maintaining the speed of CAD transactions (no additional latency) Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 59 [system performance Mapping functions Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 60 [System performance IS system queries & returns Al CAD workstations that remain connected to the server v 3
will be operational.
Communication to MDTs dispatching,status updates messaging, PremierOne requires network connectivity to ts server infrastructure.
Global 61 [system performance Al CAD workstations that remain connected to the server v 3
sign on/off
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 62 [system performance AvL Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 63 [system performance Paging Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 64 [system performance Fire Station automated alerting Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 65 [system performance Support backup PSAP operations Al CAD workstations that remain connected to the server v 3
will be operational.
PremierOne requires network connectivity to ts server infrastructure.
Global 66 [System performance Unit Radio Status Al CAD workstations that remain connected to the server v 3
will be operational.
Abilty to recover from an extended intermet outage of up 0 72 PremierOne CAD does not require internet connectivity for normal
Global 67 [system performance operations unless the customer uses the Internet for its data v N/A
hours to include the following;
transport mechanism.
PremierOne CAD does not require internet connectivity for normal
Global 68 |System Performance Noloss of data between CAD Application and Services and on- operations unless the cuslomqer ees the ntemet for e dotn N 3
premise usage.
transport mechanism.
Ability to reconnect with all CAD field clients including MDT's, PremierOne CAD does not require internet connectivity for normal
Global 69 [system performance remote workstations and handheld devices without 3 degraded operations unless the customer uses the Intenet for its data v 3
svstem during recovery. transport mechanism.
Abilty o provide audt reportsfor ystem avtage operations hat PremierOne CAD does notrequire intermet connectiuy for normal
Global 70 [system performance ¢ operations unless the customer uses the Intenet for its data v 3
provide logs, and note any conflicts, or issues upon recovery.
transport mechanism.
Ability to provide catch up of records during outage into product PremierOne CAD does not require internet connectivity for normal
Global 71 [system performance records with the actual interaction timestamp retained and indicator operations unless the customer uses the Intenet for its data v 3
of catch up. transport mechanism.
Switching between 3 PremierOne primary data center to a Disaster
Recovery data center and back is accomplished by the customer
clobal 72 |System performance Abllityto test and use the backup environment to restore the working with Motorola Support. Motorola support handles all ; .
production environment using relatively easy procedures. PremierOne system issues when the customer needs only to attend
to tems Motorola supplies lie data center Environment and their
network,
Global 73 |User Experience and User Interface | Use Case: N/A /A
Ability to provide a user experience that is consistent without regard FremlerOne Ul s designed for the environment ft operates in. Call
Global 7 [uxur takers and dispatchers have different workflows than patrol officers v 3
to clent type.
or firefighters when in the feld.
Proposed SRD Langusge:
remierOne CAD for call takersand dspatchers has been successully Abilty for the client applications to run in a Virtual Desktop Infrastructure to
include: Virtual Desktop
Abilty for the clent appicationstorun in  Virtal Desktop deployed in a Virtual Desktop Infrastructure (VDI) environment. While
Global 7 (ol PremierOne Mobile can be deployed via VO, the best practice is to v p1 N/A
Infrastructure to include: Status:
deploy the mobile client in a mobile environment in order to take
avamiage o he fature svalable whem ofine. PremierOne has  standard VDI soluton powered by Citrx technologies available,
however customer s able to reuse existing solutions provdied network pre-
requistes are met.
PremierOne CAD for call takers and dispatchers has been successfully
deployed in a Virtual Desktop Infrastructure (VDI) environment. While
Global 7% [uxul Virtual Desktop PremierOne Mobile can be deployed via VO, the best practice is to v 3
deploy the mobile client in a mobile environment in order to take
advantage of the feature available when offine.
PremierOne CAD for call takers and dispatchers has been successfully
deployed n 3 Virtual Desktop Infrastructure (VD) environment. While
Global 7 |uxun Virtual Application PremierOne Mobile can be deploed via VD, the best practice is to ¥ 3
deploy the mobile client in a mobile environment in order to take
advantage of the feature available when offine.
Global 75 |uxul Abilityto support multiple form factors, including v /A
Global 7 |uxul Small and medium phones v »
Global 80 |uxul Tablets of al sizes v »
Global a1 [uxul Mobile and laptop computers v 3
Global 8 |uul Single and multi-monitor desktop computers v »
Global 8 |uxul Abilit for users to enter data using any com v
Global s |uxul Command line v »
Global s [uxul Mouse or Touch Screen v »
Global 8 |uxul Keyboard v »
Speech-to-text has been tested in the past. However, the use of this
Global 87 [uxul Speech to text technology in 3 call center, patrol car, or fire engine has been sub- N Ne
optimal,
Ability for commands triggered by use of mouse or hot key to appear] PremierOne complies with the functionality as described in the
Global s [uxul : ¥ 3
and auto populate command line.
PremierOne uses a web browser for provisioning, and report and
Global 8 [uxul Ability to support common web browser, including v N/A
dashboard viewing.
Global %0 |uxul Microsoft Internet Explorer This functionality is available through EOS June 15, 2022. v »
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Requirements

Global

ux/ul

Microsoft Edge

This browser is supported.

Global

ux/ul

Google Chrome

This browser will work for reports and dashboards only.

Global

ux/ul

Safari

This browser will work for reports and dashboards only.

NC

Global

ux/ul

Firefox

This browser will work for reports and dashboards only.

NC

Global

Xl

Ability to customize the user interface at the following levels:

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
stalled. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

N/A

Global

uxul

System

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

Global

Xl

Department

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

Global

Xl

Role

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

NC

Global

Xl

Workstation

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
stalled. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

NC

Global

uxul

User

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

Global

uxul

Ability to customize any screen to include: (Note: if certain features
are customizable at only the user or Department level, indicate as
such as in the "Comments” field to the right):

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

N/A

Global

10;

ux/ul

Font size

CAD client status only monitors. For PremierOne Mobile, this is an
administrator setting.

Motorola is developing a new CAD Ul that will allow for the resizing of fonts. These
font settings will follow the specific user based on login. Currently the new Ul does
not account for the abiity to change font colors.

The new Ul is committed on the Roadmap and will be available for training for a go
live date of November 2025.

Global

103

ux/ur

Font type

CAD client status only monitors. For PremierOne Mobile, this is an
i setting.

P1 NC

Global

uxul

Font color

CAD client status only monitors. For PremierOne Mobile, this is an
setting.

Global

105

ux/ul

Window background color

CAD client status only monitors. For PremierOne Mobile, this is an
i setting.

NC

Global

106

ux/ul

Day/night mode

These modes can be user invoked on all CAD Uls.

Global

107

ux/ur

Window sizes

The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the fields within
PremierOne to be very satisfactory. However, there is significant
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.

Motorola is developing a new CAD Ul that will minimize the need for a scroll bar.
While there is no current commitment to completely eliminate scroll bars from
PremierOne CAD, product development has prioritized limiting the use of  scroll
bar when possible.

The new Ul is committed on the Roadmap and will be available for training for a go
live date of November 2025.
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The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
is installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the felds within
Global 108 |ux/Ul Window locations PremierOne to be very satisfactory. However, there is significant v P
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.
The PremierOne CAD Ul can be tailored by rearranging fields. The
tailoring is specific to the workstation in which the tailored CAD client
installed. Field rearrangement has become very uncommon as
customers find the logical placement and order of the felds within
Global 109 |ux/ul Required, optional or not required fields PremierOne to be very satisfactory. However, there is significant v P
freedom to tailor or fix window layout and status monitor layout and
colors. These settings can follow the CAD client user as they log in to
different CAD positions. PremierOne Mobile clients can be tailored
down to agency level.
This functionality is available for the CAD client only by engagin
Global 10 [Ux/ul Location of fields on the screen v lent only by eneaging v 3
Motorola support.
iobat 1 |oow Fold 1abe! “This functionality is available for the CAD client only by engaging \ .
Motorola support.
Ability for Department to define fields that are mandatory to display
Global 12 |kl ppTity for Dep v o display v 3
in status windows.
iobat P ‘Ability for user to enlarge and shrink columns in their status \ .
windows.
Ability to save windows configurations based on user ID (g, not
Global 14 [ux/ul v e fes v 3
workstation-specific).
P 5 |oowr A 050 map Tayers turned on] based o User p ;
This functi lity ilable if the CAD client t tailored
Global 116 |Ux/Ul Ability to maintain configuration settings during upgrades. s functionality 1s available If the CAD client screen was not tatlores v P
by rearranging felds.
Global 17 |uxul Ability to display one or more status windows at the same time. v P
Global 118 |UX/ul Ability to save multiple profiles for individual users. Y P
Global 119 |ux/ul Ability to restore the user client configuration to the system default. v P
Global 120 |ux/ul Ability to support MS Windows look and feel for: Y P
Global 121 |uxul Editing (e.g., cut, paste, <CTL-C>, <CTL-V>, INS, DEL) v 3
Global 122 {ux/ul Navigation (e.g., Page Up, End, Home, Page Down) Y P
Global 123 |uxul Real-time spell checking (e.g., underline errors) Spell check is not supported. N NC
PremierOne provides dynamic help in command line syntax. This is done b
Ability to enter commands in any order on the CAD o mobile PremierOne prompts the next value required for a command when terone provides d P in command fine s ' v
Global 124 |uxul ? A prompting the user for the next value required for a command when the P1 P
command line. the commands are entered in the expected order.
commands are entered i the expected order.
Ability o bring the command line to focus or open a command line PremierOne complies with the functionality as described in the
Global 125 |ux/ul Vo bine " P v ! v 3
window using a hot key.
While PremierOne CAD can allow an operator to manage up to six
Ability to view multiple events simultaneously (e.g., in different concurrent incidents, only one at a time i fully visible. Customers
Global 126 |Ux/ul . N . A P
windows). usually modify a status monitor to contain the information they wish
to view when lookin at multiple incidents at a time.
ol 1 configure the maximum umber of windows a dispatcher System administrators can configure a calltaker's or dispatcher's work]
Global 127 |uyul Y e N P area at login or they can fix the work area so that the operator cannot N 3
can have open at any one time.
change it.
Pr O rts a hi hical h fz dd it
Use Case: A geospatial driven CAD system will need to support a remierdne supports a hierarchical approach favoring address point
data and cascading to street centerline matching as needed. Upon
hierarchical approach to street address matching. Address matching ‘ e !
a i address validation, a point-in-polygon query determines the
will need to be supported against both point (address point) and line|
appropriate response zone(s) and beat(s). The location s used to
(street centerline] feature classes. The geospatial data s used by .
Global 128 | Geospatial data y search the surrounding area for duplicate events and premise and v s
CAD and Mobile to support: resource recommendations, assignment
hazard information based on multiple agency-configurable criteria
of geographic boundaries, identification of duplicate events, routing alorma . .
N - and radii. Routing and AVL-based recommendations use Esri's
directions, location identification and validation and polygon
Network Analyst extension.
searches to dentify information of nterest close to a acation.
The PremierOne solution currently uses ArcGIS for Server 10.6.1 to
Abilty to create and maintain @ native geaspatial datarstore that process server-side fouting and optionally to publish map services,
ArcGIS Runtime 10.6.1 to display client maps, as well as ArcGIS for
meets 3 standards and functions to comply with NG91-
Global 129 |Geospatial data . Workstation 10.6.1 and ArcGIS Pro for data and map editing. Server Y P
requirements as defined in the most recent revision of the NENA . N
and runtime components are included in the PremierOne solution. It
Standard for NG9-1-1 GIS Data Model.
is assumed that the Customer-supplied Esri map will contain the
structure and data elements and that meet i3 standards.
Ability to adhere to NENA addressing convention and standards as Motorola has been and will remain active in the NENA i3 standard as
Global 130 [Geospatial data defined in the most recent and any future revision of applicable it has developed. Motorola is committed to adhering to appropriate ¥ 3
NENA standards. standards as they are published.
PremierOne is a downstream system from the City's authoritative GIS
Source. Spatial data s created and maintained in the source system.
Ability to use native ESRI tools to create and maintain the system's Matorola Data Import Tools, presented as a toolbox in Esti ArcGlS for
Global 131 | Geospatial data i Desktop, are used to transition data from the City's system to v P
P . PremierOne.
Visual map creation for CAD clients is performed in ArcGIS for Desktop|
(ArcMap) and in ArcGIS Pro for Mobile clients.
PremierOne Mobile supports the use of internet-based map services
for visualization purposes. City data can be layered above these
basemaps. Esri Online OpenStreet Vector, Esri Imagery, Esri Day
Streets, and Esri Night Streets are currently supported. Additionally, Committed on the Roadmap and will be available for training for a go live date of
the mobile user can select any location on the map and launch November 2025.
Slobal 132 | ceospatia data Ability to integrate with internet map service programs (e.g., Google Google maps. The CAD client may support these capabilities in a v . ,
Earth, Bing maps). future release. The CAD Client can consume mapping services Note: The Google EULA forbids the use of Google services for emergency response.
published to the ArcGIS servers within the solution environment. See https://cloud.google.com/maps-platform/terms and search for “High Risk
Note: The Google EULA forbids the use of Google services for Activities.”
emergency response. See https://cloud.google.com/maps-
and search for “High Risk Activities.”
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Component

D

Requirement

User Story

MOTOROLA Clarifying Comments

Compliance:

"Y"=Compliant/Validation
Required

“N"=Not Compliant/No
Validatation Required

"A"=Alternative
i

Method/Validation Required

Negotiation Comments

Requirements

N/A = Not Applicable
NC = Non-compliant

Global

13;

Geospatial data

The CAD system shall provide for the geocoding of incident locations
based upon the following reference sets:

The PremierOne GIS Requirements Guide, attached to this proposal
response, includes the specific data requirements for the system. In
general, PremierOne requires customer-supplied geospatial layers
used to validate addresses, determine response areas, calculate
routing and ETA, and display visual maps. Streets, address points, and
common places are commonly used for address validation.
Beat(s)/zone(s) polygon layers are used for response boundaries. A
network dataset is used for routing. Layer data must exist on the
client machine or within the PremierOne server environment.

N/A

Global

13

H

Geospatial data

Address points.

PremierOne supports address point validation, which takes priority
over street centerline matches. Response boundary information is not|
required on address points as the system performs a point-in-polygon
auery to determine the appropriate

Global

13

Geospatial data

Street-centerlines

Street-centerlines are used when no address point for the given user
entry is found or when the system has been configured to display
both point and centerline matches. Like address points, response
boundary information is not required on this layer.

Global

131

Geospatial data

Landmarks

Landmarks are included in what PremierOne calls Common Places.
These are any point locations that may or may not have associated
addresses. Some examples include mile markers, parks, and
businesses.

Global

13

Geospatial data

Ability for the system to provide native support for the following
geometries:

The PremierOne GIS Configuration Guide, included in this proposal
response, includes the specific data requirements for the system. In
general, PremierOne requires customer-supplied geospatial layers
used to validate addresses, determine response areas, calculate
routing and ETA, and display visual maps.

N/A

Global

131

8

Geospatial data

Point

‘Address points and common place points can be used for address
validation and displayed on the map.

Global

139

Geospatial data

Line

Lines are used for address validation (street-centerlines), routing
using Esri's Network Analyst, and map display.

Global

Geospatial data

Polygon

Polygons are used for response boundaries (beats/zones), tow.
boundaries, and reporting districts. Point-in-polygon calculations are
used to determine the appropriate polygon(s) for a given verified
location. Polygon layers can also be displayed on the map.

Global

Geospatial data

Multiline

Multipart lines are supported in the map display but not for address
validation purposes.

NC

Global

14:

Geospatial data

Multipolygon

Motorola assumes that the requirement is in reference to multipart
features. Multipart polygons are supported for address validation and
map display.

Global

14:

Geospatial data

Ability to create geographic boundary information in the geofile.

PremierOne uses boundary polygon layers imported from the City's
authoritative GIS source. Changes to these layers are performed at
the source and then transitioned to PremierOne. Additionally,
PremierOne supports the addition of temporary geographic
information such as street closures or geofences.

Global

1

H

Geospatial data

Ability to import geographic boundary information from

PTOCESS 10 INCOFPOTAte tE LITY S IS SOUCE IS SUMMAZea as
follows:

Astaging file geodatabase (.gdb) is created to consolidate the needed
data from one or more sources. PremierOne Data Import Tools are
used to map the appropriate layers from the source schema to the
staging/production schema. These Motorola provided tools are
installed as a Toolbox within Esri's ArcGIS for Desktop. ArcGIS Models
and/or Python scripting is used to simplify the process and create
easy repeatability for future updates. Once the data has been
imported to the staging geodatabase, it can be uploaded to the
inactive GIS services on the servers. Address validation data,
consisting of both spatial and locator/lookup data is inserted into the
system’s SQU Server GIS databases. Routing data is published to the
ArcGIS servers. Map display data for CAD clients is either published to
the ArcGIS servers as map services or copied to file geodatabases for
istribution to client machines. Initial implementation includes the
creation of map display documents (.mxd) that reference locally
stored data in file geodatabases and/or map services published to the
systems’ ArcGIS servers. Map display for mobile clients is based on
either map display documents (.mxd) or mobile map packages
(:mmpk). There are functional differences between the two
approaches that are discussed during deployment. Built-in
deployment utilities can be used to push map configuration and data

N/A

Global

14

Geospatial data

Database tables

Geospatial data stored as Esri layers in the database tables of a file
geodatabase (.gdb) or Esri Spatial Database Engine (SDE) can be
imported into the staging geodatabase (.gdb) using the PremierOne
Data Import Tools. This data is then uploaded to the server

Global

14

Geospatial data

Web Service

Web services can be used as a data source, provided that the data is
brought in as a shapefile or a feature class.

Global

14

Geospatial data

Shapefile

Shapefiles can be used as the source layers for boundary information.
The data will be transitioned using the PremierOne Data Import Tools
to a staging file geodatabase (.gdb) and then uploaded to the
PremierOne server

Global

149

&

Geospatial data

Ability to support all the Mandatory and Conditional location fields
defined within the NENA NG9-1-1 Data Model and the following
Optional and CCSF specific location fields, including, but not limited
to:

The PremierOne GIs Configuration Guide, attached to this proposal
response, includes the specific data requirements for the system.

N/A

Global

149

Geospatial data

Apartment building name

Apartment building names are included in common places in
PremierOne. These are point locations identified with a name. If an
address is also included, it will be cross-referenced.

Global

150

Geospatial data

Apartment number (e.g., %, #5, 20, D2)

Apartment numbers can be included in address points. If the system
does not have the supporting GIS data, users can still enter apartment
numbers information to a given validated address.

Global

15,

Geospatial data

Alleys

Alley locations are supported and can be validated in the same
manner as other streets.

Global

15;

Geospatial data

Block range

PremierOne supports block range validation. The City determines,
through configuration, where the point is placed on the map: at the
beginning, in the middle, or at the end of the given segment.
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Compliance:
*y"=Compliant/Validation
Rean
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Component D Category Requirement User Story MOTOROLA Clarifying Comments TR Negotiation Comments . T::y »
Validatation Required sl
N/A = Not Applicable
NC = Non-compliant
Occupancy type for common places can be included as the common
lace type. Additionally, th h ts for |
Global 153 | Geospatial data Building occupancy type (e.g., school, mixed-use, residential) place type. nally, there are no schema requirements for layers A P
included in map visualization so this information can be included
there.
Business names are included in common places in PremierOne. These
Global 154 | Geospatial data Business name are point locations identified with a name. If an address is also v 3
included, it wil be cross-referenced.
on 155 |ceompatialdota iy The City is used for address validation and can be displayed on the p .
map.
PremierOne supports a subdivision field that can be renamed and is
tied to address validation. Additionally, polygon layers supporting
Global 156 | Geospatial data Civic associations (e.g., areas, neighborhoods, commu neighborhood or community areas can be imported using the A 3
Reporting District Import Tool. Any polygon layers can be displayed
on the CAD and Mobile maps.
< I PremierO: int locations with names.
Global 157 | Geospatial data Common place name (e.g., University building number) ommon places In PremierOne are point locations with names. v P
Addresses are not required but can be included.
Polygon layers supporting county areas can be imported using the
Global 158 | Geospatial data County Reporting District Import Tool. Any polygon layers can be displayed A 3
on the CAD and Mobille maps.
Motorola assumes that district refers to a combination of lower level
response areas (beats/zones). In PremierOne, beats are combined
Global 159 | Geospatial data District into sectors, sectors are combined into areas, and areas are combined v 3
into agencies. What PremierOne calls areas, many customer refer to
as districts.
ont 160 |ceompatialdota ddress Address points and street-centerline layers can be used to validate \ .
address-centric locations.
Grade of a given segment, stored as an attribute on the routing
network, can be used to restrict the travel of specified vehicle types
Global 161 | Geospatial data Grade changes (e.g., steep inclines/declines) across the given segment. Grade information can also be displayed on v 3
the map using labels and/or symbology as determined in Esri ArcMap
(CAD) and ArcGIS Pro (Mobile).
The Street Centerline Import Tool builds the intersections used for
Global 162 | Geospatial data Intersections location validation. Intersecting segments with a vertex will generate v 3
an intersection record. Separate intersection points are not required.
Motorola assumes that district refers to a combination of lower level
response areas (beats/zones). In PremierOne, beats are combined
Global 163 | Geospatial data Law enforcement district into sectors, sectors are combined into areas, and areas are combined v 3
into agencies. What PremierOne calls areas, many customer refer to
as districts.
Mile markers can be used for location validation as part of a common
Gtobal 164 |Geospatil data Mite markers place layer and displayed on the CAD and Mobile maps. M ’
Ramps, as part of the street-centerline, and exit numbers, as part of a
Global 165 | Geospatial data On ramps, off ramps, exit numbers (including direction) common place layer, can be used for location validation. They can be v 3
isplayed on the CAD and Mobile maps.
Height limitations can be use to restrict the routing of specific vehicle
Global 166 | Geospatial data Overpass height limitations types. These limitations can be configured as specific symbology on v 3
the CAD and Mobile maps.
) ier locations can be validated as common places and displayed on
Global 167 | Geospatial dat: P v 3
fobal eospatial data ers the CAD and Mobile maps.
‘Address prefix type and prefix irection can be used for location
Global 168 |Geospatial data Prefix > prefixtype and prefixl v 3
validation.
In addition to the Response Boundary Import Tool, the Reporting
Global 169 | Geospatial data Reporting area District Import Tool allows the City to include additional polygon v 3
layers for reporting purpose
be included in the CAD and Mobil
Global 170 |Geospatial data Stairs can be included n the CAD and Moblle v 3
PremierOne mapping supports floor diagrams, including the
Global 171 |Geospatial data Stairwells iy pPne o PP grams including v 3
visualization of stairwells.
Global 172 | Geospatial data Street abbreviation Street abbreviations are implemented using street aliases. v P
ont 173 |ceospatialdeta R Any number of aliases can be applied to a given address range on a \ .
given street in a given city. Common place aliases are also supported.
Global 174 | Geospatial data Street name Street names are used as part of location validation. v 3
Global 175 | Geospatial data Street type. Street types are used as part of location validation. v 3
Astreet suffix (typically a suffix direction] is used as part of location
Global 176 |Geospatial data Suffix t suffix yplcally rection) i P : v 3
validation.
Trails can be displayed on the CAD and Mobile maps. Trail markers or
Global 177 | Geospatial data Trails other points can be used as common place points for location v 3
validation.
For location validation, latitude and longitude can be entered directl
Global 178 | Geospatial data X/Y coordinates or location validation, latitude and longitude can be entered directly v 3
a5 a decimal, decimal minutes, degrees, minutes, and seconds.
Global 179 | Geospatial data 2 coordinates AZcoordinate is not supported at this time. N N
The visual map has no schema requirements. Department-defined
Global 180 | Geospatial data Department-defined i a P ! v 3
layers and attributes can be displayed.
on 161 |ceompatialdota Abilty to prioritize the order of street names presented to the user PremierOne complies with the functionality as described in the p n
in the CAD and mobile aplication based using any of
Global 182 | Geospatial data Alphanumerical order This is the default sort order for potential address matches. v F
Global 183 | Geospatial data Neighborhood or City Division The City column can be sorted by clicking the column header. v F
User Story: A caller reports an incident on Lincoln Street in San Francisco. There are
two Lincoln Streets in the city, one in the Presidio (US National Park Territory), and
Global 184 | Geospatial data Other Jurisdiction (with CCSF presented first/on top) one in the City of San Francisco. When choosing a matching location, CAD should N NC
provide the dispatcher the San Francisco option first, even though alphabetically
Presidio comes first.
The PremierOne CAD and Mobile maps do not require a specific
schema, giving the City the ability to include any additional data fields
in these visual layers. This data can be displayed on the map and/or
iobal 185 | Geospatial data Abilty to associate CCSF defined data elements to CAD maintained accessed by the user using the Information Tool button. ; Wa
geospatial data to any: Premises/hazard records can be associated to specific locations to
highlight important information to users. These records can also be
associated to premises/hazard areas, surfacing the data when any
location is validated within the area.
Premises/hazard records can be associated with addresses. Additional
Global 186 | Geospatial data Address fields can be added to an address point, parcel, building footprint v s
and/or other address-specific layers on the CAD and Mobile maps.
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bl 187 | Geospatial dota Public safety geographical boundaries (.., sectors, districts, ‘Additional data can be added to these layers and visualized on the p S
battalions) CAD and Mobile maps.
Global 188 | Geospatial data Census block A census block layer can be visualized on the CAD and Mobile maps. v s
Global 189 | Geospatial data Census tract A census tract ayer can be visualized on the CAD and Mobile maps. v s
Premises/hazard records can be associated with intersections (cross
Global 190 | Geospatial data Cross street streets). Additional fields can be added to the street-centerline layer v s
and visualized on the CAD and Mobile maps.
Premises/hazard records can be associated with common places.
Global 191 | Geospatial data Entire common place or business name and aliases Additional ields can be added to the common place layer and v s
visualized on the CAD and Mobile maps.
Global 192 | Geospatial data Jurisdiction Ajurisdiction layer can be visualized on the CAD and Mobile maps. v s
Aneighborhood or City division | be visualized on the CAD
Global 193 | Geospatial data Neighborhood or City Division neighborhood or City division layer can be visualized on the v s
and Mobile maps.
Areporting district ayer can be visualized on the CAD and Mobile
. PremierOne al t: rting district import tool that
Global 194 | Geospatial data Reporting district maps: Premierone also supports a reporting district import tool tha v s
results in the association of the appropriate reporting district(s) with
CAD incidents.
Global 195 | Geospatial data Response area Response area layers can be visualized on the CAD and Mobile maps. v s
Add hazard record directly to a latitude or longitud
Global 196 | Geospatial data X/Y coordinates ing 2 premises/nazard record directy o a ltitude orlongitude is N NC
Department-defined polygons can be visualized on the CAD and
Global 197 | Geospatial data Department-defined polygon pa polve vt v s
Mobile maps.
Abilty for the CAD system to always reflect the latest spatial data PremierOne’s GIS updates are not automatic. The updates are based
Global 198 | Geospatial data that is available by triggering updates the CAD system's geospatial ona mutually agreed upon schedule between the Customer's GIS v N/A
data: ind CAD system admi
PremierOne’s GIS updates are not automatic. The updates are based
Global 199 | Geospatial data Automatically ona mutually agreed upon schedule between the Customer's GIS N NC
nd CAD system
PremierOne’s GIS updates are not automatic. The updates are based
Global 200 | Geospatial data At system defined time periods ona mutually agreed upon schedule between the Customer's GIS A 3
nd CAD system
) ) ) PremierOne’s GIS updates are not automatic. The updates are based
Aty to disable automatic updates to the CAD system’ tial
Global 201 | Geospatial data Y to dsable automatic updates o the CAD systemt’s geospatia ona mutually agreed upon schedule between the Customer's GIS A 3
- ind CAD system admi
The PremierOne solution currently uses ArcGIS for Server 10.6.1 to
process server-side routing and optionally to publish map services,
. ArCGIS Runtime 10.6.1 to display client maps, and AcGIS for
Abilty to maintain the CAD system" data by
Global 202 | Geospatial data Mlity to maintain the CAD system's geospatial data by any Workstation 10.6.1 and ArcGIS Pro for data and map editing. Server v N/A
combination of:
and runtime components are included in the PremierOne solution. It
is assumed that the Customer-supplied Esri map will contain a the
data elements and structure that meet i3 standards.
PremierOne supports the addition of temporary geographic
Using tools within the CAD application for those spatial data for i ion such as street closures or geofences. Any permanent
Global 203 | Geospatial dat: N NC
oba cospatial data which the geospatial CAD system is the system of record. geographic features need to be added to the basis map by the
customer's GIS department who maintains the GIS system of record.
The PremierOne solution currently uses ArcGIS for Server 10.6.1 to
process server-side routing and optionally to publish map services,
; . ArCGIS Runtime 10.6.1 to display client maps, and AcGIS for
Uploading and rting a GIS-maintained set of geospatial
Global 204 | Geospatial data ploading and/or converting a GIS-maintained set of geospatia Workstation 10.6.1 and ArcGIS Pro for data and map editing. Server v P
datasets into the CAD system's internal geospatial data store
and runtime components are included in the PremierOne solution. It
is assumed that the Customer-supplied Esri map will contain al the
data elements and structure that meet i3 standards.
The PremierOne solution currently uses ArcGiS for Server 10.6.1to
process serverside routing and optionally to publish map services,
ArcGlS Runtime 10.6.1 to display client maps, and ArcGIS for
Uploading and/or converting the i3-compatible geospatial dataset
Global 205 | Geospatial data ploading anc/or e patlole gedbalt Workstation 10.6.1 and ArcGIS Pro for data and map editing. Server v 3
from the appropriate Spatial Information Function (SIF) “ °
and runtime components are included in the PremierOne solution. It
is assumed that the Customer-supplied Esri map will contain all the
data elements and structure that meet i3 standards.
ont 206 |ceompatialdata Ability to update the CAD system's geospatial data store while the p .
svstem s live and operational.
Ability to notify a CAD user (dispatcher and/or mobile CAD user) that
Global 207 | Geospatial data an address being requested is outside the CCSF boundary with a v 3
visual notification (ex. pop-up, highlight with text, etc.)
bt 208 |ceospatial dota ‘Ability to maintain and use historical common place names (e.6., v R
when a business name changes).
Abilty to provide tools for validating the structure and completeness| Data validation and schema import tools are combined into
of the geospatial data according to configuration rules, as well as repeatable models i Esri's ArcCatalog. Motorola's GIS Specialists are
Global 209 |Geospatial data tools to allow updates to the geospatial data to reflect changing engaged at the start of the project and assist with the customer- Y N/A
conditions in the field, including f of this process.
Global 210 | Geospatial data New street constructions v 3
Global 211 | Geospatial data Response Department boundary realignments v 3
Global 212 | Geospatial data New site/structure construction v 3
Global 213 | Geospatial data New and changing landmarks v 3
Global 214 | Geospatial data New street names, geographic boundaries and address ranges v 3
bl s |ane Use Case: AVLsupports routing directions, nitrecommendations, . s
situational awareness and post-event analysi
on 6 |ane Abilty to track and utiize the location of any GPS-equipped mobile p n
device including:
Global 217 [avt MDTs v s
Global 218 [avt Mobile phones v s
Global 219 [avt Tablets v s
Global 220 [avt ASTRO25 subscriber units v s
Abilty for routing directions to take into consideration the current
lobal 2 v location of the unit to which directions are being provided. v s
Global 222 |avi Abilty to replay AVL for v N/A
Global 223 |avi Activity assaciated with an event v s
Global 224 |avi Aspecific unit v s
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Global 225 |AVL Atime frame Y S
Global 226 |AvL Any GPS-equipped device Y s
fi
bt 2 | Abilty for AVL playback to nclude an audit ral that ndicates the p wa
following:
Global 228 |AVL Time Y S
Global 229 |AVL Unit Y S
Global 230 |AVL Status Y S
Global 231 |AVL Position Y S
Slobal 232 |avt Ability to accept AVL inputs from units not equipped with CAD- Y s
connected mobile clent.
bt 5 |an Ability to playback unit locations at the time of unit p S
Global 234 |avL Abilty to display route taken from time of dispatch to time of arrival.| v s

Abilty to use AVL data to validate unit status change times (e.g., unit|
arrives at scene according to the AVL but the time stamp in the CAD
Global 235 A system for the unit status change falls outside of a Department- Y N
defined time frame).

Ability to create a report that identifies discrepancies between the
Global 236 |AvL CAD system's time stamp for the unit status change and the AVL
data based on any of

PremierOne complies with the functionality as described in the
requirement via a customer-written custom report.

PremierOne complies with the functionality as described in the

Global 237 |avL Distance from the event g . v v 3
via a customer-written custom report.

PremierOne complies with the functionality as des

via a customer-written custom report.

PremierOne complies with the functionality as described in the

Global 239 |AvL Unit type g . v v 3
via a customer-written custom report.

PremierOne complies with the functionality as described in the

Global 238 |AVL Time delta ed in the

Global 20 |AvL Other Department-defined criteria v 3
via a customer-witten custom report.
Unit status change times are times at the PremierOne CAD servers.
Since the PremierOne CAD ing similar, if not the same,
Global 21 AL Ability to correct the unit status change times using AVL data. ince the PremierOne CAD servers are using similar, f not the same, A F

time sources as the GPS units, any difference should be i seconds.
However, unt status can be updated based on AVL location.
] Unit status change times are times at the PremierOne CAD servers.
Ability to automatically correct the time stamp of the unit status

Since the PremierOne CAD servers are using similar,if not the same,
Global 22 [av changes using AVL data based on Department-defined parameters to| ‘ A F

¢ ‘ time sources as the GPS units, any difference should be in seconds.

include a combination of:

However, unit status can be updated based on AVL location.
Unit status change times are times at the PremierOne CAD servers.
Since the PremierOne CAD servers are using similar,if not the same,
time sources as the GPS units, any difference should be i seconds.
However, unt status can be updated based on AVL location.
Unit status change times are times at the PremierOne CAD servers.
Global 24 [avL Time delta Since the PremierOne CAD servers are using similar, if not the same, N Ne
time sources as the GPS units, any difference should be in seconds.
Unit status change times are times at the PremierOne CAD servers.
Since the PremierOne CAD servers are using similar,if not the same,
Global 25 |AL Unit type time sources as the GPS units, any difference should be in seconds. A F
However, unit status can be updated based on AVL location.
Unit status change times are times at the PremierOne CAD servers.
Global 26 [avL Other Department-defined criteria Since the PremierOne CAD servers are using similar,if not the same, N Ne
time sources as the GPS units, any difference should be in seconds.

Global 23 |AvL Distance from the event

Ability to flag the time stamp for a unit status change that was.
Global 247 [avt v o flag i semp " & This information is contained i the unit status audit trail v F
‘manually or corrected based on AVL data.

Motorola has explored this scenario and determined that the latency

induced by receiving a GPS location from a third party rather th
Ability to support the use of an external real-time AVL system via an fnduced by receiving a 55 focation from a third party rather than

Global 28 [avL / directly from the vehicle induces enough delay to make certain N NC
interface (e.g., FleetEyes). °
functions like turn by turn directions or traffic light controls
inoperable.
Global 209 [avt Abilty to prevent individual units from turning off AVL. v F
Abilty to generate an alert to the controlling dispatcher when a unit ‘Astatus monitor can include an icon to indicate that a GPS-equipped
Global 250 (AL - . ! e v F
that is AVL equipped is not functioning. vehicle i not reporting its location.
on ot | Abilty to activate AVL on a GPS equipped unit upon activation of an p n
emergency alarm on:
Global 252 [avt CAD mobile client v F
Global 253 [avt Mobile or portable radio v F
Global 254 |avt Abilty for system administrator to turn AVL on/off by: v N/A
Global 255 |avt Department v F
Global 256 |avL Unit v F
Global 257 |av Device v F
Ability to default to Department-defined static response plans for
lobal 8 [ dispatching when the unit's AVL i turned off. M f
on W Abilty to display the location of a vehicle or unit on the CAD map p .
using AVL.
bt 0 |ane Abilty to display average speed of vehicle between two points when p .
data s polled.
on o1 |an Ability to capture, save and report on the average vehicle speed p .
between two points.
Global 262 |avL Abilty to generate reports from AVL data, including v N/A
Global 263 |avi Vehicle route v F
Global 264 |avi Speeds along the route v F
Global 265 |avL Abilty to provide AVL playback utiity. v F
bt O Abilty for AVL playback to display the movements of all unts p .
on 267 |ane Abilty for AVL playback to display the movements of al units p .

by selected Department.
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Required -
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Validatation Required (g eED
N/A = Not Applicable
“A"=Alternative NC = Non-compliant
Method/Validation Required
Use Case: In order to meet post-event analysis and legal
requirements, all CAD transactions are required to be logged in the
system's audit o transactions database to include events; resource
status, location assignments and changes; system administration
functions; code table changes; geofile updates and changes; system
alerts, notices and user actions related to alerts and notices; user
Global 268 | Audit Trails and Timestamps actions including printing, viewing, editing, deleting, modifying and v s
adding information to events or unit histories; queries and searches;
report generation; user logons and logoffs; security violations,
unauthorized access attempts, failed log on attempts, attempt
breeches; system error messages and user actions taken in response
to error messages; and any other transactions that occur in the
system.
CAD's audit feature records al transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 269 | Audit Trails and Timestamps Abilty to date and time stamp al: Viewing from Mobile is not supported. Per CIIS V5.3 security policy, v N/A
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.
CAD's audit feature records al transactions associated with an
dent. Viewing an incident's audit hstory displays these
transactions for that incident only. When an incident has been
Global 270 | Audit Trails and Timestamps System transactions viewed by a CAD user, an audit record is written to the incident v s
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Viewing from Mobile is not supported.
CAD's audit feature records al transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
Global 271 | Audit Trails and Timestamps User transactions viewed by a CAD user, an audit record is written to the incident v s
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Viewing from Mobile is not supported.
CAD's audit feature records al transactions associated with an
dent. Viewing an incident’s audit history displays these
: transactions for that incident only. When an incident has been
Global 272 | Audit Trails and Timestamps Ability to differentiate between a system transaction and a user viewed by a CAD user, an audit record is written to the incident v s
transaction.
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Viewing from Mobile is not supported.
Global 273 | Audit Trails and Timestamps Abilty to augment audit tral with comments. N N
bt 274 | At Trats and Timestorps Abilty for the system administrator to configure the tems that are N "
from the audit trai.
CAD's audit feature records al transactions associated with an
dent. Viewing an incident’s audit history displays these
. transactions for that incident only. When an incident has been
Global 275 | Audit Trails and Timestamps Abilit for the system administrator to configure the visib viewed by a CAD user, an audit record is written to the incident v s
audit trail based on security rights/roles/privileges.
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Viewing from Mobile is not supported
CAD's audit feature records al transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 276 | Audit Trails and Timestamps Ability to prevent the modification or deletion of audit trailrecords. Viewing from Mobile is not supported. Per CIIS V5.3 security policy, v s
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.
Abilty to synchronize timestamps across all components of the,
Global 277 | Audit Trails and Timestamps proposed solution (e.g., server and client applications, services, v s
devices, interfaces).
Global 278 | Audit Trails and Timestamps Abilty to view all pending calls during a specified timeframe. PremierOne can comply via a customer written custom report. v s
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Method/Validation Required

CAD’s audit feature records all transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident

istory. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 279 |Audit Trails and Timestamps Ability to maintain an audit trail at the following levels: Viewing from Mobile is not supported. Per CJIS V5.3 security policy, Y N/A
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.

CAD’s audit feature records all transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 280 |Audit Trails and Timestamps User Viewing from Mobile is not supported. Per CJIS V5.3 security policy, Y s
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.

CAD’s audit feature records all transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Audit Trails and Timestamps Field Viewing from Mobile is not supported. Per CIIS V5.3 security policy, Y s
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.

Global 2

CAD’s audit feature records all transactions associated with an
incident. Viewing an incident’s audit history displays these
transactions for that incident only. When an incident has been
viewed by a CAD user, an audit record is written to the incident
history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 282 |Audit Trails and Timestamps Record Viewing from Mobile is not supported. Per CJIS V5.3 security policy, Y s
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.

Not Applicable. CAD's audit feature records all transactions
associated with an incident. Viewing an incident’'s audit history
displays these transactions for that incident only. When an incident
has been viewed by a CAD user, an audit record is written to the
incident history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Audit Trails and Timestamps Module Viewing from Mobile is not supported. Per CJIS V5.3 security policy, N NC
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.

Global 2
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Not Applicable. CAD's audit feature records alltransactions
associated with an incident. Viewing an incident’s audit history
plays these transactions for that incident only. When an incident
has been viewed by a CAD user, an audit record is written to the.
incident history. This audit is based on viewing/accessing the Incident
Management form and means it can be viewed within CAD only.
Global 284 | Audit Trails and Timestamps Viewing from Mobile is not supported. Per CIIS V5.3 security policy, N NC
PremierOne supports the following audit requirements: access
permission on a user account, create permission on a user account,
write permission on a user account, delete permission on a user
account, and change permission on a user account, as well as
successful and unsuccessful actions to access the audit log file,
modify the audit log file, and destroy the audit log file.
Global 285 | Audit Trails and Timestamps Abilty to store audit trai data including, but not limited to: v NA
Global 285 | Audit Trails and Timestamps User D v s
Global 287 | Audit Trails and Timestamps User name v s
Global 288 | Audit Trails and Timestamps 1P address v s
Global 289 | Audit Trails and Timestamps Computer name (domain name of the workstation) v s
Global 290 | Audit Trails and Timestamps Date and time stamp v s
Global 291 | Audit Trails and Timestamps Action taken (e.g., print, edit, deletion) v s
Global 292 | Audit Trails and Timestamps Abilty to log all system actions including, but not limited to: v NA
Global 293 | Audit Trails and Timestamps Security violations and attempted breeches v s
Global 294 | Audit Trails and Timestamps Successful logons and logoffs v s
Global 295 | Audit Trails and Timestamps Unsuccessful sign-on attempts v s
Global 296 | Audit Trails and Timestamps System and sub-system shutdowns and starts v s
Global 297 | Audit Trails and Timestamps Ability to log and timestamp the following user actions: v N/A
Global 298 | Audit Trails and Timestamps printing v s
Global 299 | Audit Trails and Timestamps Viewing v s
Global 300 | Audit Trails and Timestamps Editing v s
Global 301 | Audit Trails and Timestamps Deletions v s
Global 302 | Audit Trails and Timestamps Adding new information v s
Global 303 | Audit Trails and Timestamps Inquiries to allinternal and external systems v s
Global 304 | Audit Trails and Timestamps Reports v s
Global 305 |Audit Trails and Timestamps Taking or releasing control of a dispatch group v s
Global 306 | Audit Trails and Timestamps Ability to log and time stamp transactions associated with events: v N/A
Global 307 | Audit Trails and Timestamps Event creation v s
Global 308 | Audit Trails and Timestamps Event updates v s
Global 309 | Audit Trails and Timestamps Unit recommendations v s
Global 310 | Audit Trails and Timestamps Unit dispatches v s
Global 311 | Audit Trails and Timestamps Event clearances v s
Global 312 | Audit Trails and Timestamps Event comments and notes v s
Global 313 | Audit Trails and Timestamps Ability o log and time stamp transactions associated with units: v N/A
Global 314 | Audit Trails and Timestamps Unit status changes v F
Global 315 | Audit Trails and Timestamps Unit ocations v F
Global 316 | Audit Trails and Timestamps Abilty to log and timestamp system administrative functions v N/A
Global 317 | Audit Trails and Timestamps Code table changes v s
Global 318 | Audit Trails and Timestamps Security and permissions changes v s
Global 319 | Audit Trails and Timestamps Configuration changes v s
Global 320 | Audit Trails and Timestamps Geofile changes N NC
Global 321 | Audit Trails and Timestamps Audit trail access v s
Global 322 | Audit Trails and Timestamps Abilit to log and timestamp all changes to the CAD roster. v F
ont 125 | rudit Tals and Trmestamps Abilty to log and timestamp system alerts and notices and user p .
actions related to the alerts and notices.
Global 324 | Audit Trails and Timestamps Abilty to log before and after values when users modify information| v F
bl 125 | Audit Trats and Timestorps Ability to log and timestamp system error messages and user actions . .
related to the error messages.
on 126 | rudit Tats and Trmestamps Abilty to review all system activity performed by a specified user PremierOne complies with the functionality as described in the p .
during a period of time. via a customer written custom report.
Global 327 | Audit Trails and Timestamps Abilty to log all vendor access to system. v F
bl 128 | Audit Trats and Timestorps Abilty to maintain historical audit trai data based o a Department- . .
defined length of time.
Abilty to maintain fie history so that field value ch b
Global 329 | Audit Trails and Timestamps Hlity to maintain file history so that field value changes can be v F
viewed both before and after change occurred.
Global 330 | Audit Trails and Timestamps Abilty to archive deleted records. v F
Ability to delete archived records in conjunction with Department-
Global 331 | Audit Trails and Timestamps " ¢ in conj ith Dep v F
defined records retention schedule.

Page 12 of 78



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

City and County of San Francisco Motorola PremierOne CAD Contract
APPENDIX A1

System Requirements Document

(sRD)

PeopleSoft ID #1000031673
December 2023

Compliance:
“Y"=Compliant/Validation
P
equired .
Component D Category Requirement User Story MOTOROLA Clarifying Comments “N*=Not Compant/No Negotiation Comments . :ri]::ym e
Validatation Required S R =Resiliency
N/A = Not Applicable
'A"=Alternative NC = Non-compliant
Method/Validation Required
Incident and unit audit trails are sent to the Reporting Data
Ability to automatically archive information based upon Department Warehouse (RDW). Once the incident reaches the system
Global 332 | Audit Trails and Timestamps specified parameters. In "Comments" field, describe what criteria administrator defined expiry age, it is purged from the production v F
may be set (e.g.,time, date, il size). databases. Once an incident ages to the point of expiry in the RDW, it
is purged from the ROW. Most customers never purge from the RDW.|
iobat 333 | Audit Tratts and Timestarmps ‘Ability to retrieve deleted records from the archive (e.g., if PremierOne complies with the functionality as described in the \ .
delete a record).
Per CJIS V5.3 security policy, PremierOne supports the following audit
requirements: access permission on a user account, create permission|
Ability to comply with National Crime Information Center (NCIC) on a user account, write permission on a user account, delete
Global 334 | Audit Trails and Timestamps v to comply Wit ! " (nao ° permisst v 3
Interstate Identification Index (Il logging requirements. permission on a user account, and change permission on a user
account, as well as successful and unsuccessful actions to access the
audit log file, modify the audit log file, and destroy the audit log file.
Use Case: System administrators use security provisions within the
Global 335 [security Administration systems to define the roles, users and other groups permitted to v s
perform specific functions within the systems.
Ability tc ly with CJIS softy licatic ity
Global 336 |Security Administration Mty to comply wi software application security v P
Global 337 |Security Administration Ability to enforce passwords per CIIS security requirements. v P
Proposed SRD Language:
CCSF needs the CAD to support IAM by supporting Federated AD, o other industry
Abilityfor the CAD to support IAM by supporting Federated AD, or PremierOne complies with the functionality as described in the standard ways such as SAML or OpenlD Connect to provide support for SSO and
iobal & |security Administration other industry standard ways such as SAML, or OpenlD Connect to requirement if Active Directory (AD) integration s provisioned. Active ; MEFA for all users including workstation and mobile applications. - ,
provide support for SSO and MFA for all sers including workstation Directory integration extends only to Windows user code/password
and mobile applications. authentication via LDAP. Status:
Active Directory integration has been agreed upon and is detailed in 1.4.6 of the
Global 339 |Security Administration Ability to support SAML for authentication. Y
Proposed SRD Language:
Abilty to support MFA at the application level.
This requirement would be fulfiled f the MFA was required at user status:
Global 340 |Security Administration Ability to support MFA at the application level. o l:\hllmdnws & 1 v This will be addressed by Ml ahead of CJIS requirement deadlines at the end of P1 P
. . 2024 that necessitate similar funcitonality. This applies ONLY to subsystems - we
cannot trigger outside third-party logins. Currently supported via LDAP, looking to
migrate to a method as described prior to the same deadline. Further details will be
discussed in the PDD section 1.6.7.
PremierOne complies with the functionality as described in the
it if Active Directc (AD) it ti d. Acti
Global 341 [security Administration Ability to configure minimum standards for passwords to include: requirement if Active Directory (AD) ntegration is provisioned. Active v /A
Directory integration extends only to Windows user code/password
authentication via LDAP.
PremierOne complies with the functionality as described in the
requirement if Active Directory (AD) integration is provisioned. Active
Global 342 |Security Administration Number of characters auirement If At "y (AD) Integ provil v s
Directory integration extends only to Windows user code/password
via LDAP.
PremierOne complies with the functionality as described in the
) ) requirement if Active Directory (AD) integration s provisioned. Active
Global 343 |Se ity Ad trati C lexity (e.g., I ) bers, boll Y S
foba! ecurity Administration omplexity (e.g, upperflower case, numbers, symbols) Directory integration extends only to Windows user code/password
via LDAP.
PremierOne complies with the functionality as described in the
requirement f Active Directory (AD) integration s provisioned. Active
Global 304 [security Administration Life time (e.g., number of days) rectony mtagration extends oty 1 Wincows weercodepastord v s
via LDAP.
PremierOne complies with the functionality as described in the
it if Active Directc (AD) it ti d. Acti
Global 345 | Security Administration Reusability requirement if Active Directory (AD) integration is provisioned. Active v s
Directory integration extends only to Windows user code/password
via LDAP.
PremierOne complies with the functionality as described in the
Ability to set a threshold for unsuccessful log-on attempts that will requirement f Active Directory (AD) integration is provisioned. Active
Global 346 |Security Administration v e ® cauirement I At "y (AD) Integ provil v s
lock-out a user account. ctory integration extends only to Windows user code/password
via LDAP.
PremierOne complies with the functionality as described in the
iobal 347 |security Adminisration Ability to lock-out a dispatch or mobile data terminal after a CCSF- requirement if Active Directory (AD) integration s provisioned. Active ; s
defined number of failed log-on attempts without regard to user ID. Directory integration extends only to Windows user code/password
via LDAP.
Global 348 _|[security Administration Ability for System Administrator to disable an account ¥ s
Global 349 | Security Administration Temporarily \ S
Global 350 |Security Administration Permanently \ S
Per CJIS V5.3 security policy, PremierOne supports the following audit
requirements: access permission on a user account, create permission|
on a user account, write permission on a user account, delete
. permission on a user account, and change permission on a user
Ability tc lude it/ he ki h 1
Global 351 [security Administration Abllty toinclude a comment/reason when making changes o 2 user account, as well as successful and unsuccessful actions to access the N Ne
- audit log file, modify the audit log file, and destroy the audit log file.
Comments or justifications for provisioning changes need to be
maintained by system administrators in their system provisioning
change log.
Global 352 | Security Administration Ability to encrypt data transmissions. Y P
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Whereas the assignment of unique IDs for each user is a best practice,|
the actual assignment s usually done by either Acti tory (if AD)
Global 353 |Security Administration Ability to assign a unique ID to each user. e actual assignment is usually done by either Active Directory (f A F
integration is provisioned) or a personnel system. Either of those
systems are system of record for this data element.
Global 354 | security Administration Abilty to include Pl for each user to include: v N/A
Global 355 | security Administration Name v s
Global 356 | security Administration Title v s
Global 357 | security Administration Department v s
Global 358 | security Administration Emal Address v s
Global 359 | security Administration Security Rights/Role v s
Global 360 |security defined criteria v s
Global 361 | security Administration Ability to maintain a history of de-activated user IDs. v s
Global 362 | security Administration Ability to support role-based security permissions. v s
Global 363 | security Administration Abilty to assign personnel to roles. v s
Global 364 | security Administration Abilty to assign personnel to multiple roles. v s
ont 265 |Secortty Administration Abilty to support role-based access control (RBAC), such as for \ s
supervisors, data custodians, etc.
Global 366 |Security Administration Dispatch v s
Global 367 |Security Administration Search v s
Global 368 |Security Administration Query v s
Global 369 |Security Administration Update Hazard/Premise Information v s
Global 370 [Security Administration Create event and enter in the pending queue - 1000ms v s
Global 371 [Security Administration Code table modification v s
P 372 [securty Administration DT o ew, 30, Mody 3 ke Ve ser raies based Y A
Global 373 [Security Administration Role v s
Global 374 |Security Administration User D v s
Global 375 |Security Administration User name v s
Global 376 |security Any ion of the above v s
Global 377 |security Administration Abilty to designate a user as a System Administrator. v F
Ability to restrict access based on both user and workstation
Global 378 |Security Administration v ; ! v F
(desktop or mobile).
PremierOne’s role based security sets a user's capabilities within
PremierOne based on their role memberships. This encompasses the
Global 379 |security Administration Abilityto provide security at the following levels: mcation ereans, trancactions, and the underlying dstatse. Al v N/A
these are set in the provisioning console.
PremierOne’s role based security sets a user's capabiltes within
PremierOne based on their role memberships. Thi th
iobal 380 |Secority dminitration rpplication remierOne based on their role memberships. This encompasses the ; s
application, screens, transactions, and the underlying database. All
these are set n the provisioning console.
PremierOne’s role based security sets a user's capabilities within
PremierOne based on their role memberships. This encompasses the
Global 381 [Security Administration Database " > P v s
application, screens, transactions, and the underlying database. All
these are set in the provisioning console.
PremierOne’s role based security sets a user's capabiltes within
PremierOne based on their role memberships. Thi th
Global 382 |Security Administration Screen remierone based on their role memberships. This encompasses the v s
application, screens, transactions, and the underlying database. All
these are set in the provisioning console.
PremierOne’s role based security sets a user's capabilities within
PremierOne based on their role memberships. This encompasses the
Global 383 [Security Administration Transaction " > P v s
application, screens, transactions, and the underlying database. All
these are set in the provisioning console.
User Story: Fire users have the ability to view a Law Enforcement (LE) CAD log from a
Ability to restrict the visibilty of information  user can view in an Ity o vie (16) CAD log .
N " | elated LE call, but the system will automatically block any CIIS, Pll, or other These behaviors are defined in PremierOne's agency trust
Global 384 |Security Administration active or past CAD event (e.g., Fire users can not see CIIS queries or v 3
ety department-defined sensitive data. Conversely, LE users will see medical related calls, |provisioning.
but HIPAA and Il data will be blocked.
Global 385 | security Administration Abilit to create temporary security profiles. v F
Global 386 | security Administration Ability to restrict logon by workstation or MDT ID. v F
ont 387 |Secortty Administration Ability to support alternate authentication technologies (i¢., 1D card,| Alternative authentication technologies would be used during R .
security token, biometrics, etc.). Windows login, not with PremierOne.
Use Case: End users use the messaging functionality to share less
Global 388 |Messaging than mission critical information with other end users and to avoid v s
Over-The-Air radio Push-To-Talk
The PremierOne CAD solution does have a robust messaging and
Abilty for users to create, send and receive messages to other CAD | User Story: Units frequently respond to calls for service originally assigned to another |notification capability. However,in the scenario described, with an
Global 389 |Messaging and Mobile workstation users, including the ability to send messages| agency. The ability to send messages to users of other agencies would increase incident that would require a multi-agency response, the incident v Motorola demonstrated capability and was accepted. P1 F
between various responding agencies. interoperability. would automatically be routed to the appropriate dispatchers in the
appropriate agencies.
The PremierOne CAD solution does have a robust messaging and
tificati bility. However, in th described, with
Ablty to extend the CAD messaging capabilities to non-CAD. notification capabiliy. However, in the scenario descrived, with an
Global 390 |Messaging oactes donces wam incident that would require a multi-agency response, the incident v N/A
ices using: would automatically be routed to the appropriate dispatchers in the
appropriate agencies.
Global 391 |Messaging Email v s
Global 392 |Messaging Commercial carrier-based SMS text messaging v s
Ability to send messages to a specific device(s) by and in
Global 393 [Messaging e P shby v s
Global 394 | Messaging Al devices v s
Global 395 | Messaging Terminal ID v s
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Global 396 |Messaging Dispatch position (e.g., CH6-Service) Y s
Global 397 |Messaging Unit ID Y S
Global 398 |Messaging User ID Y S
Global 399 |Messaging Event number Y S
Global 400 |Messaging Dispatch group Y s
Global 401 | Messaging Department ¥ s
Global 402 | Messaging Unit type Y s
Global 403 | Messaging User-defined message group Y s
Pr One's fencing featt tify PremierOne Mobils
Global 404 | Messaging User-defined location polygon remierOne's geofencing feature can notify PremierOne Mobile A s
clients that they are entering or exiting a geofenced area.
obal w05 | messaging Ability to send a message to all terminals regardless of terminal p .
status.
Slobal 106 | Messaging Ability to send messages to a user who is not logged into CAD and Y .
store that message for retrieval when the user logs onto CAD.
Global 407 |Messaging Ability to view messages upon logon if received while logged off. Y 3
Global 408 | Messaging Ability for user to retrieve stored messages upon logon. Y 3
bl 205 | messaging Ability to assign a priority to a message (e.8., routine, urgent, Y .
Slobal 410 | Messaging Ability for users to receive audible, visible or no alerts, depending on Y .
the priority of the message received.
Global 411 | Messaging Ability to store messages for 50 a user can view them later. Y 3
Global 412 |Messaging Ability to append messages to an event record. ¥ 3
Global 413 | Messaging Ability for messages to be sorted by most recent or first received. Y 3
Global 414 | Messaging Ability to attach files to messages. Y 3

PremierOne messaging does have a word wrap display capability.
Global 415 | Messaging Ability to enter unlimited narrative with wrap-around feature. However, because message size i controlled by the system A F
administrator, there will be alimit to the message size.

Global 416 | Messaging Ability to send a message to all units handling a specific event. v 3

Global 417 |Messaging Ability to create and save message groups. Y F
Ability to utiize contact information from the CAD roster when

Global 418 |Messaging Vo il ton of 2 mesiane v F

iobat 215 | messaging ‘Ability for users to select any number of people as part of a message \ .
aroup with no limitation on the number of people in a group.
Ability to transmit a reply message to the originator of a currently

Global 420 |Messaging displayed message without having to re-enter the originator's v F
address.

oo 21 |wessaging Ability to select a recipient by a single command to create a message| . .
(e.g., double click on a logged on user and message screen pops up).

iobat w22 | messaging Aoty to transmit 2 "reply oIl message to multple reciients that \ .
were part of the originator's message group.

Global 423 |Messaging Ability to forward a message including one that has an attachment. Y F
Ability to prevent incoming messages from interfering with current

Global 424 |Messaging e & messa nterterine v F

iobat 425 | messaging ::\I\ty to override the user's incoming message delivery preferences \ VA

Global 426 | Messaging Message priority v 3

Global 227 | Messaging Authorized privileged users Access to Messaging is part of setting roles and permissions. v F

Global 228 | Messaging Ability to notify receiver of total number of unread messages. v 3

Ability to create messages that are retained in the system and sent
Global 429 [Messaging at pre-specified times. M f

Global 430 | Messaging Abilityto maintain an audit tai of all messages sent and received. v F
‘Ability to query message logs by Department-defined criteria (e.g.,

Global 431 | Messaging date/time range, sender, recipient, device) by an authorized ¥ F
individual.

iobat 32 | messaging ‘Ability to clear all messages for a user or terminal with a single \ .
command.
Ability to send a message to valid message recipients f the recipient

Global 433 |Messaging v e o val e recipl ® v F

list contains invalid addresses or recipients.

Global 434 |Messaging Ability for authorized users to expire a message. Y F

Use Case: CAD, Mobile and Web Browser users can run standard
queries to find information on units and events based on security

Global 435 [Unit and Event Queries authorizations. The query should generate a st of events matching Y Motorola demonstrated capability and was accepted. P1 s
criteria where the events can be opened from the list.
Global 436 _|Unit and Event Queries Ability to query and view units by any combination of Y Motorola demonstrated capability and was accepted. P1 N/A
Global 437 _|Unit and Event Queries Department Y P1 s
Global 438 _|Unit and Event Queries Geographic area (e.g., beat, sector, battalion, division) Y P1 s
Global 439 | Unit and Event Queries Unit ID Y P1 s
Global 440 _|Unit and Event Queries Vehicle number Y P1 s
Global 441 |Unit and Event Queries Radio alias Y P1 s
Global 442 _|Unit and Event Queries Radio ID Y P1 s
Global 443 _|Unit and Event Queries skill Y P1 s
Global 444 | Unit and Event Queries Capability Y P1 s
Global 445 | Unit and Event Queries User ID Y P1 s
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Global 446 | Unit and Event Queries Dispatch group Y P1 s
Global 447 | Unit and Event Queries Unit type. P1 s
Global 448 | Unit and Event Queries Event assigned to Y P1 S
Global 449 | Unit and Event Queries Unit status. Y P1 S
Global 450 | Unit and Event Queries Log on status (e.g., on, off) Y P1 s
Global 451 |Unit and Event Queries Personnel assigned Y P1 S
Global 452 | Unit and Event Queries Ability to query and view events by any combin: v P1 N/A
Global 453 | Unit and Event Queries Department Y P1 S
Global 454 | Unit and Event Queries Geographic area Y P1 S
Global 455 | Unit and Event Queries Event ID Y P1 S
Global 456 | Unit and Event Queries Date and time range Y P1 S
Global 457 | Unit and Event Queries Address Y P1 S
Global 458 |Unit and Event Queries Address ranges Y P1 S
Global 459 |Unit and Event Queries Latitude/Longitude Y P1 S
Global 460 |Unit and Event Queries Dispositions Y P1 S
Global 461 | Unit and Event Queries Event type Y P1 s
Global 462 |Unit and Event Queries RMS Case number by Department Y P1 S
Global 463 |Unit and Event Queries Units assigned Y P1 S
Global 464 |Unit and Event Queries Primary Unit Y P1 S
Global 465 |Unit and Event Queries Dispatch terminal Y P1 S
Global 466 |Unit and Event Queries User ID of the operator who created the event Y P1 S
Global 467 |Unit and Event Queries User ID of the operator who dispatched the event Y P1 S
Global 468 | Unit and Event Queries User ID of any operator who modified or supplemented an event v 1 s
Global 469 |Unit and Event Queries Involved parties Y P1 S
Global 470 |Unit and Event Queries Involved vehicles Y P1 S
Global 471 |Unit and Event Queries Phone number associated with a physical location Y P1 S
Global 472 |Unit and Event Queries Phone number of caller Y P1 S
Global 473 | Unit and Event Queries Narrative text Y P1 S
Global 474 | Unit and Event Queries Event status (e.g., active, closed, pending, dispatched, arrived) v P1 s
v " :
bl 476 | Unit and Event Queries ::\:t:ul:r:lsp\ay ‘the number of matching events that are returned \ " s
Global 477 | Unit and Event Queries Ability to limit the searchable time period by: Y P1 N/A
Global 478 |Unit and Event Queries System Y P1 S
Global 479 | Unit and Event Queries Department Y P1 S
Global 480 |Unit and Event Queries Role Y P1 S
Global 481 |Unit and Event Queries User ID Y P1 S
o w2 | ot ond event ueres AR 1005y SVt o iew dsptch s o v . o s
Global 483 | Unit and Event Queries :Sb;:;yal‘z:\:‘wh ::de:een“ ve premise information for an address not M b1 s
Global 484 | Unit and Event Queries Ability to query a location to access pre-plans. v 1 s
Global 485 | Unit and Event Queries Ability to query a location to access premise information. v 1 s
Global 486 | Unit and Event Queries Ability to provide a numbered list of query results (e.g., #1, #2). v 1 s
Use Case: Users research CAD data for specific information from all
system components (e.g., desktop, web client, mobile, handheld
Global 287 |searches device). Information may be used for investigatory purposes, to v 1 s
provide information in response to a public request, to create
reports or for any other purpose for which information is needed.
Global 488 [searches Ability to conduct searches based on: v N/A
Global 489 [Searches Soundex Y S
Global 490 |[Searches "Wild cards" Y S
Global 491 [Searches Exact match Y S
bl 102 |searches sartial information ;:::‘;uqnuc::::hty is available when supported by the target system \ s
Global 493 [searches Boolean operators ("and,” "or,” and "not’) ;::z;”::::::"“ is avallable when supported by the target system ¥ s
Global 494 [Searches Ranges (Date, Location, Time) Y S
Global 495 [searches Abilityto search any operational data element. t':"g‘:l“;‘;‘t‘:"ma!g“é;"f"ab‘e only In"operational cate felds” that the v s
Global 496 |Searches Ability to search on multiple operational data fields. Y S
Global 497 |Searches Ability to filter searches by: Y N/A
Global 498 |Searches Date Y S
Global 499 |Searches Time Y S
Global 500 |Searches Location (e.g., Block ranges) v s
o w0 |searenes Ability to se\(e::zanr:/v;e:ru“\:‘:;om 2 search and drlldown for detailed . s
Global 502 |Searches Ability to search narrative fields. v s
e : :
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bl soa |searches Ability to exclude specified text when conducting narrative text . S
searches.
Global 505 |searches Ability to export search results into standard formats, including: v N/A
Global 506 |Searches Ms Excel v s
Global 507 |searches Ms Word v s
Global 508 |Searches Ms Access v s
Global 509 |searches Text files v s
Global 510 |searches POF v s
Global 511 |searches XML v s
Global 512 |searches HTML v s
Global 513 |searches csv v s
ont Y Ability to configure the maximum window of time on which a search \ .
can be initiated.
Use Case: CAD provides tool allowing users to create standard and
ad hoc reports using a variety of flexible parameters and filters.
Reports can be saved, scheduled and distributed. Raw data can be
iobal 515 exported or use in third-party reporting tools. The export of data or ; s
the use of any reporting tools must not impact the transactional
performance of the production system at any time regardless of the
complexity of the reporting parameters and the time period of the
report.
PremierOne’s Reporting Data Warehouse (RDW) is hosted on a
Microsoft SQL (currently 2017) database. This SQL instance is
deployed with SQL Server Reporting Services (SSRS) enabled.
Global 516 |Reporting Ability to provide a reporting tool that can: Customers can use any Microsoft SSRS compatible report writing tool v N/A
to create custom reports, parameter driven reports, and dashboards
to be published on SSRS and made available to authorized users. SSRS
supports report printing and saving to a fle or email report directly.
bt 517 |Reportng Create reports based on any operational data field in any system . S
database
on 515 |Reporting Create reports based on multiple operational data fields in any PremierOne’s ROW with SSRS can support customer-created reports p s
svstem database with this
obat 519 |Reportng Create reports suitable for public records release IAW California PremierOne’s RDW with SSRS can support customer-created reports . S
Public Records laws with this
on 520 |Reporting Abilty to anonymize Department-defined fields, including but not PremierOne’s ROW with SSRS can support customer-created reports \ n
limited to: with this
bt 521 |reportng street number PremierOne’s ROW with SSRS can support customer-created reports . S
with this
PremierOne’s ROW with SSRS t customer-created reports
Global 522 |Reporting X/Y coordinates remierone’s ROW wi €3N SUpROTt customer-created repo; v s
with this
bt 523 |Reportng Ability o classify and protect certan types of call/event PremierOne’s RDW with SSRS can support customer-created reports . .
Juvenile and Domestic Violence). with this
on 524 | Reporting Abilty to automatically redact the following from free form text PremierOne’s ROW with SSRS can support customer-created reports p n
fields (e.. non-structured field, narrative) without user interaction with this
PremierOne’s ROW with SSRS can support customer-created reports
Global 525 |Reporting Employee/User ID of CCSF personnel s PP P v s
PremierOne’s ROW with SSRS t customer-created reports
on 526 |Reporting Reportingparty information remierOne's ROW wif can support customer-created repor \ s
with this
PremierOne’s ROW with SSRS can support customer-created reports
Global 527 |Reporting Subject/witness information s PP i v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 528 |Reporting s queries with this functionality. The customer would have to confirm that their v s
IS rules would allow this.
PremierOne’s ROW with SSRS can support customer-created reports
Global 529 |Reporting s returns with this functionality. The customer would have to confirm that their v s
IS rules would allow this.
PremierOne’s ROW with SSRS t cust ted reports
ont 520 | Reporting systom messages remierOne's ROW wif can support customer created repo p s
with this
PremierOne’s ROW with SSRS can support customer-created reports
Global 531 |Reporting Structured call taking protocol scripts s PP P v s
on 532 |eporting Wedicat history PremierOne’s ROW with SSRS can support customer-created reports \ s
with this
bt 533 |Reporting Security sensitive tems (e, door codes,lock combinations,key PremierOne’s ROW with SSRS can support customer-created reports . S
locations) with this
PremierOne’s ROW with SSRS 1t customer-created reports
Global 534 |Reporting Other Department-defined information W':;‘"“:"s ne's ROW wi can support customer-created repo! v s
bt 535 |Reporting Abilty to manually redact department defined felds from a CAD PremierOne’s RDW with SSRS can support customer-created reports . S
record for reporting purpose: with this
PremierOne’s ROW with SSRS t customer-created reports
Global 536 |Reporting Ability to exclude any operational field from a report. W':;‘"“:"s ne's ROW wil can support customer-created repo; v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 537 |Reporting Ability for the report generating tool to handle: s PP P v N/A
PremierOne’s ROW with SSRS 1t customer-created reports
Global 538 [Reporting Arithmetic operations, including fractals and percentiles it s fomettonatit. €an support customer-created repo v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 539 |Reporting Afull suite of statistical operations. s PP P v s
PremierOne’s ROW with SSRS 1t customer-created reports
Global 540 [Reporting Logic operations (e.g., greater than, equal to) it s fomettonatit. €an support customer-created repo v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 541 |Reporting Time operations PP P v s
with this
PremierOne’s ROW with SSRS 1t customer-created reports
Global 542 [Reporting Ability for the reporting tool to provide filters, including it s fomettonati. €an support customer-created repo v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 543 |Reporting Date and time ranges PP P v s
with this
PremierOne’s ROW with SSRS t customer-created reports
Global 544 |Reporting Location (e.g., Block ranges or geographical boundaries) W':;‘"“:"s ne’s ROW wil can support customer-created repo! v s
PremierOne’s ROW with SSRS can support customer-created reports
Global 545 [Reporting Discipline (e.g., Fire v. EMS within SFFD) el PP i v s
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PremierOne's RDW with SSRS can support customer-created reports
Global 546 |Reporting Ability to maintain a general ibrary of user-created reports. s PP P v F
ciobal 547 |Reporting ‘Ability to provide separate "folders” for user-created reports by PremierOne's ROW with SSRS can support customer-created reports Y .
Departmi with this
bt w48 |Reportng Ability to preserve all user-created reports during updates and PremierOne’s RDW with SSRS can support customer-created reports . .
with this
ciobal 545 |Reporting d users to access the general library of user- PremierOne's ROW with SSRS can support customer-created reports Y .
with this
obat 550 |Reportng Abilty o assgn rights 0 a eport within th lbray of reports (e.8, PremierOne’s ROW with SSRS can support customer-created reports . .
who may view report, modify report). with this
ciobal 551 |Reporting ‘Ability for users to put their own reports in a "dashboard” for later PremierOne's ROW with SSRS can support customer-created reports Y .
use. with this
PremierOne's RDW with SSRS can support customer-created reports
Global 552 |Reporting Ability to generate reports on a pre-determined schedule. s PP P v F
ciobal 553 |Reporting ‘Ability to automatically send scheduled reports to distribution PremierOne's ROW with SSRS can support customer-created reports Y .
aroups via email. with this
PremierOne's RDW with SSRS can support customer-created reports
Global 554 |Reporting Ability to save reports for subsequent viewing and/or printing. s PP P v F
ciobal 555 | Reporting ‘Ability for reports to display header information, including, but not PremierOne's ROW with SSRS can support customer-created reports Y WA
limited to all auery parameters such as: with this
PremierOne's RDW with SSRS can support customer-created reports
Global 556 |Reporting Name of individual generating the report s PP P v s
Pr One's ROW with SSRS rt custe - ted rts
Global 557 |Reporting Time report was generated remierone’s ROW wi can support customer-created repo! v s
with this
PremierOne's RDW with SSRS can support customer-created reports
Global 558 |Reporting Date range PP P v s
with this
Pr One's ROW with SSRS rt custe - ted rts
Global 559 |Reporting Ability to define the layout of a report, including but not limited to: it s o ttonati. €an support customer-created repo Y N/A
PremierOne's RDW with SSRS can support customer-created reports
Global 560 |Reporting Field arrangement PP P v s
with this
ciobal 561 |Reporting Column width PremierOne's ROW with SSRS can support customer-created reports Y s
with this
Global 562 |Reporting Font PremierOne's RDW with SSRS can support customer-created reports v s
with this
ciobal 563 |Reporting ront size PremierOne's ROW with SSRS can support customer-created reports, Y s
with this
PremierOne's RDW with SSRS can support customer-created reports
Global 564 [Reporting Spacing PP P v s
with this
Siobal 565 |Reporting ‘Ability to support access to CAD reporting database using Open PremierOne's ROW with SSRS can support customer-created reports Y R
Database Connectivity (ODBC) standard. with this
PremierOne's RDW with SSRS can support customer-created reports
Global 566 |Reporting Ability to export reports into standard formats, including: s PP P v N/A
ciobal 567 |Reporting s Excel PremierOne's ROW with SSRS can support customer-created reports Y s
with this
Global 568 |Reporting Ms Word PremierOne's RDW with SSRS can support customer-created reports v s
with this
ciobal 569 |Reporting S Access PremierOne's ROW with SSRS can support customer-created reports Y s
with this
Global 570 |Reporting Text files PremierOne's RDW with SSRS can support customer-created reports v s
with this
ciobal 571 |Reporting oo PremierOne's ROW with SSRS can support customer-created reports Y s
with this
Global 572 |Reporting XML PremierOne's RDW with SSRS can support customer-created reports v s
with this
ciobal 573 |Reporting L PremierOne's ROW with SSRS can support customer-created reports Y s
with this
Global 574 |Reporting osv PremierOne's RDW with SSRS can support customer-created reports v s
with this
ciobal 575 |Reporting ‘Ability to integrate with third party reporting systems (e.g., GOvQA, PremierOne’s RDW with SSRS can support customer-created reports Y R
ete) with this
bt 576 |Reportng Abllity to associate an event record with any captured audio for that PremierOne’s ROW with SSRS can support customer-created reports . .
event. with this
ciobal 577 |Reporting ‘Ability to exclude all vendor proprietary formatting from exports PremierOne's ROW with SSRS can support customer-created reports Y .
(e, 0 proprietary headers). with this
PremierOne's RDW with SSRS can support customer-created reports
Global 578 |Reporting Ability to embed pictures in reports. s PP P v F
Global 579 [Reporting Ability to associate an event record any captured screen activity| PremierOne's RDW with SSRS can support customer-created reports M £
for that event. with this
PremierOne system administrators define the contents to code/list
Use Case: System administrators are seeking the abilty to define and FremierOne system aominitrators define the contents to codellist
Global 580 | Code Table Administration configure code tables within the system. The code tables should be per-agency basts. They v s
code/list tables that would be used s drop-down selectors for
able to be configured globally or by department. veres
Global 581 | Code Table Administration Abilty to include, at a minimum, the following data tables: v N/A
Global 582 | Code Table Administration Call source (e.g,, officer-initiated, 911, 10-digit) type and sub-types v s
Global 583 | Code Table Administration Event types, subtypes and priorities Y S
Global 584 | Code Table Administration Commands Y S
Global 585 | Code Table Administration Destinations. Y S
Global 586 | Code Table Administration Dispositions Y S
Global 587 | Code Table Administration Equipment Y S
Global 588 | Code Table Administration Geographical divisions v s
ciobal 589 | Code Table Administration Personnel, including emergency contact information and current Y s
assignment
Global 590 |Code Table Administration Timers Y S
Global 591 |Code Table Administration Unit status types (i.e., assigned, unassigned, assigned but available) v s
Global 592 | Code Table Administration Units Y S
PremierOne system administrators define the contents to code/list
iobal 593 |Code Table vep e tables for defined fields on a per agency basis. They can also create N s
code/list tables that would be used as drop-down selectors for
queries.
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PremierOne code tables have the following system administrator
editable attributes: Name, Description (this field could be used for
Ability to add information to code table entries to describe such any supplementary information for which there is no direct fild),
Global 504 | Code Table Administration things as: creation, modification or deletion date; requestor; reason related lists, Qualifiers to Collect, Code Short Name, Code Long name, v F
for creation, modification or deletion; and how these code table. Start Date, End Date, and the Code itself. PremierOne system
entries are expected to be used. administrators define the contents to code/list tables for defined
fields. They can also create code/list tables that would be used as
drop-down selectors for queries.
PremierOne complies with the functionality as described in the
Global 595 | Code Table Administration Abilityto allow individual Departments to define the following: P v ! v N/A
Pr O i ith the functi lity de d in the
Global 506 | Code Table Administration Dispatch groups remierone complies with the functionality as described in the v s
PremierOne Code tables have the following system administrator
editable attributes: Name, Description (this field could be used for
any supplementary information for which there is no direct fild),
related lists, Qualifiers to Collect, Code Short Name, Code Long name,
Global 597 | Code Table Administratic Cate des f 11-d lists Y S
tobal -ode Table Administration tegory codes for pull-down fists Start Date, End Date, and the Code itself. PremierOne system
administrators define the contents to code/list tables for defined
fields. They can also create code/list tables that would be used as
drop-down selectors for queries.
Global 598 | Code Table Administration Codes for each valid disposition used when clearing an event v s
Global 599 | Code Table Administration Codes for the methods the Department receives calls (e.g., 911, cell M s
phone)
Global 600 |Code Table Administration Codes used to identify areas for statistical reporting reasons Y S
Global 601 |Code Table Administration Event type and subtype codes. Y s
Global 602 |Code Table Administration Priorities assigned to event type and subtype codes Y s
Global 603 | Code Table Administration Priorities assigned to locations Y S
Global 604 | Code Table Administration Response procedures Y S
Global 605 | Code Table defined fields PremierOne CAD does not support department-defined fields. N N
Global 606 | Code Table Administration Abilty to update code tables without taking the system offline. v F
Global 607 | Code Table Administration Abilty to save previous configuration states. Code lists can be exported to Excel files. v F
Global 608 | Code Table Administration Abilty to restore a previous configuration state. Code lists can be imported from Excel files. v F
clobal 605 | Code Table Administration ‘Ability for Department to maintain code tables (add/change/delete) PremierOne complies with the functionality as described in the Y R
without vendor intervention.
bt 510 | code Table Admmstration Ability to create a new code and merge/link historical records to a New codes can be created, personnel wil have to update the incident p .
new code. to reflect the new code.
ciobal 611 | Code Table Administration ‘Ability to configure type codes to accommodate the range of events Y .
handled by each Department.
Global 612 |Code Table Administration Ability to configure a type code that spans multiple Departments. Y F
Global 613 | Code Table Administration :::I:rv to create type codes for one Department without impacting M F
Siobal 614 | Code Table Administration ‘Ability to edit type codes for one Department without impacting Y .
other
Global 615 |Code Table Administration Ability to import tables created in other applications (e.g., Excel). Y F
bl 516 | code Table Admstration Ability to handle error conditions resulting from the import of data p .
from other sources.
ciobal 617 | Code Table Administration Abily o be promped to accept the import of data based on an This functionality is available if the "import report” is in Excel with the . .
import report format expected by PremierOne.
obal 518 | code Table Admmstration Abity to export code tables into ther applications (e, Excel for p .
the purpose of updating and editing the tables.
Ability to designate code table values as obsolete and unavailable for|
Global 619 | Code Table Administration current use, preventing further entry of that value, yet retain the v F
value in the table for inquiries on historical data.
Global 620 | Code Table Administration Ability to store the date a code table value becomes obsolete. v F
Global 621 | Code Table Administration Abilty to store the date a code table value becomes effective. v F
ciobal 622 | Code Table Administration ‘Ability to prevent display of obsolete code table values on drop. Y .
down lists.
- Aoty torestrit sers rom one department from changing th type | LS2F SEOPV The ystem should prevent a user from one department fom accidentally |\ /oy
Global 623 | Code Table Administration changing the type code for an event that belongs to another department. v F
code on a run that is for another department. Management system, where code tables are created and maintained.
Departments should only be able to access type codes that are assigned to them.
Use Case: Configuration parameters allow CAD to be tailored to meet|
the requirements of DEC and partner agencies, rather than requiring
to meet those PremierOne CAD is a multiagency, multidiscipline CAD. Agencies'
Global 624 | CAD Configuration parameters used to tailor the system are accessible only by configurations can be as similar or different as the customer business v s
specifically authorized CAD system administrators. GUI-based tools process requires.
should be available to authorized system administrators to easily
update the CAD system’s parameters.
Pr O i ith the functi lity de ibed in the
Global 625 | CAD Configuration Abilty for to configure commands (e.g., V = vehicle stop) at the remierone complies with the functionality as described in the v N/A
requirement.
This is not applicable due to design. This
Global 626 | CAD Configuration System level configuration option is defined at the agency (department) level. All A s
agencies can have the same configuration or different ones.
Global 627 |CAD Configuration Department level Y s
Ability to configure complex commands using underlyin
Global 628 | CAD Configuration v 10 con'le iy using underlying v s
functionality and/or commands (e.g., scripts, macros).
ciobal 625 | cAD Configuration ‘Ability to create complex commands using underlying functionality Y s
and/or commands (¢ pts, macros).
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Global 630 | CAD Configuration Ability for CAD configuration options to include: Y N/A
Global 631 | CAD Configuration Screen displays and layouts s
Global 632 | CAD Configuration Entering and modifying the resources Y s
Global 633 | CAD Configuration Defining the statuses that can be assigned to resources Y S
Global 634 | CAD Configuration Colors Y S
Global 635 | CAD Configuration Iconography v s
Global 636 | CAD Configuration Alerts (visual and audible) v Motorola demonstrated capability and was accepted. P1 s
Global 637 | CAD Configuration Turning timers on and off and setting timing parameters. % s
Establishing the type of events, priorities, and disposition codes
Global 638 | CAD Configuration Shlenine the P priort fspost v s
available to different types of units
ciobal 639 | cAD Coniguration Establishing dispatch policies for each event type and Department in Y s
the system
onal 540 |caD Confguraton Determining the formats of Department case report numbers issued P s
by the CAD system
Global 641_|caD Configuration Establishing deployment and response plans v s
Global 642 |caD configuration Ability to modify the default screen displays and layouts by: v N/A
Global 643 | CAD Configuration Department Y S
Global 644 | CAD Configuration Individual user Y S
Global 645 | CAD Configuration Role Y S
Global 646 | cAD Configuration Ability to tailor CAD differently for each Department. v F
ciobal 647 | caD Coniguration ‘Ability to create and maintain an event type classification that is Y .
based upon the time of day.
onal a5 |caD Confguraton Ability to generate deployment plans based on pre-defined P .
conditions..
Global 649 | CAD Configuration Ability to generate temporary deployment plans. Y F
ciobal 650 | cAD Configuration ‘Ability for user to override a temporary deployment plan Y .
Ability to load a new deployment plan without stopping or pausin
Global 651 | CAD Configuration v o deployment ! PRI or pausing v F
application operations.
ciobal 652 | cAD Coniguration Ability to update the deployment plans (e.g., without assistance Y .
from technical support or vendor).
Ability to support multi-modal deployment plans (e.8., AVL and fixed
Global 653 [CAD Configuration v to Supps ' ployment plans { § v F
response).
Pr One's Pr H: rd syste tail des that define the
Use Case: Premise and Hazard files are used by many roles to remierOne's Premises/Hazard system contains codes that define the
e hretons of evene and ther oot location b data premises/hazard types and details for known individual premises and
. N Intain a history P ) User Story: SFSO and SFPD should both have access to all law enforcement related | hazard records. These records are displayed when the location falls
Global 654 | Premise and Hazard Files for locations within CCSF. The files are referenced by users en route Y S
premises and hazard warnings. within the proximity (distance) ranges set by the agency. These
to responding to an event and provide critical stuational awareness ;
© records are logged to the incident and appear in the incident audit
for first responders and context for Call Takers and Dispatchers. trail
Global 655 | Premise and Hazard Files Ability to update/create CAD premise history files. Y S
Global 656 | Premise and Hazard Files Ability to authorize or restrict the viewing of premise and Y N/A
Global 657 |Premise and Hazard Files Department Y S
Global 658 | Premise and Hazard Files User ID Y S
Global 659 | Premise and Hazard Files Role Y S
Global 660 |Premise and Hazard Files Location N NC
Global 661 |Premise and Hazard Files Event type N NC
Global 662 |Premise and Hazard Files Any combination of the above N NC
iobal 663 | premise and Hasard Files Ability for system to automatically update premise history when an The history of prior events at the location s kept but not in the N .
event s created. premises/hazard subsystem.
Ability to purge premise information from a location (€.g., f itis
Global 664 _|Premise and Hazard Files known that the generating the event(s) has moved). M F
Siobal 65 | premise and Hazard Files ‘Ability to update the location of a premise history record without Y .
having to re-enter all of the information.
Ability to attach files to a premise record (e.g., floor plans, bulding
Global 666 | Premise and Hazard Files diagrams, special instructions, photo/picture, department created v F
imagel.
onal 567 | premise an Hagard Fles Ability to Include a hyperlink to an external resource n the premise P .
record.
Global 668 |Premise and Hazard Files Ability for premise information to apply to multiple addresses. v F
Global 669 | Premise and Hazard Files Ability for premise information to apply to a geographic area. v F
ciobal 670 | premise and Hazard Files ‘Ability to configure the granularity of the premise history return Y .
(.8, building, apartment number, loor).
onal 571 | premise an Hagard Fles Abity to provide data entry screens for entering premise P .
ciobal 672 | premise and Hazard Files ‘Ability to maintain format of collected entry screen information on Y .
all displays.
Ability to capture and maintain (classity) specific premise
Global 673 [Premise and Hazard Files Aty to capture and maintaln (clssify) spacfic premi v N/A
including but not lii d to the following:
Global 674 |Premise and Hazard Files Alarm/access information (e.g., door entry code, Knox Box location) v s
Global 675 |Premise and Hazard Files Emergency contact information Y S
Global 676 |Premise and Hazard Files Hazardous conditions Y S
Global 677 |Premise and Hazard Files Medical information Y S
ciobal 678 | premise and Hazard Files Previous events (e.g., domestic violence, animal control) based on at Y s
least the following
Global 679 |Premise and Hazard Files Address/Location Y S
Global 680 |Premise and Hazard Files Y S
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Compliance:
“Y"=Compliant/Validation
Required - F = Functional
Component D Category. Requirement User Story MOTOROLA Clarifying Comments TR Negotiation Comments . ;:‘rilun"t‘ym S— Sconaris
Validatation Required BELE R =Resiliency
N/A = Not Applicable
‘A"=Alternative NC = Non-compliant
Method/Validation Required
Global 681 |premise and Hazard Files Date and time v s
Global 682 |Premise and Hazard Files Event number v s
Global 683 |Premise and Hazard Files Event type v s
Global 684 Department-defined criteria Dependent on criteria N N
Ability to capture and maintain specific premise information by
Global 685 | Premise and Hazard Files groups of addresses (e.g.,all apartments in an apartment complex, v 3
all houses in a subdivi
bt <86 | premise and ragard Fies Ability to tore premise information for a Departmen-defined length . .
of time.
ont 587 | promise and Hosard Fies Abilty to store premise information for a specific apartment \ .
unit/suite number.
Ability to configure the system with thresholds (e.g., number of
‘ ) times a Department-defined type of event such as domestic violence) remierOne's Work Assst area s where adispatcher would be
Global 688 | Premise and Hazard Files or animal control has occurred) that willvisibly and/or audibly notify oo of rior meidents andt premises/matard revorts A 3
CAD and Mobile user that an address has had a Department- P P :
defined number of events for this type of data.
Apremises/hazard record in PremierOne is active when it is entered.
Ability to define valid date ranges for time-limited premise It can be marked temporary or permanent and can be flagged for
Global 689 |Premise and Hazard Files information at a given location (e.g., information valid between review. Premises/hazard records can be purged. This purging can be A 3
<start date> and <end date>). set to: do not purge, automatically, and manualy. Both automatic and
manual allow the setting of a purge date.
PremierOne’s P Hazard syste s can be exported t
Global 690 | Premise and Hazard Files Ability to archive expired premise file information. E::'e'l”” ne's Premises/Hazard system records can be exported to v F
Ability to include in a premise record the following information when|
Global 691 [Premise and Hazard Files Vo e e v N/A
premise information s added or changed:
Global 692 |Premise and Hazard Files Expiration date v s
Global 693 | Premise and Hazard Files Unit D of person entering information v s
Global 694 | Premise and Hazard Files Abilty to access files attached to a premise record v s
Global 695 | Premise and Hazard Files In CAD environment v s
Global 69 | Premise and Hazard Files In Mobile environment v s
Global 697 |Premise and Hazard Files Abilty to enter hazards associated with v s
Global 698 | Premise and Hazard Files Persons v s
Global 699 |Premise and Hazard Files Specific locations v s
Global 700 |premise and Hazard Files Address ranges v s
Global 701 |premise and Hazard Files Phone Number v s
Global 702 |Premise and Hazard Files Vehicles v s
Global 703 |Premise and Hazard Files Ability to record with an entered hazard: v N/A
Global 704 | Premise and Hazard Files Expiration date v s
Global 705 | premise and Hazard Files Time and date stamp at time of entry v s
Global 706 | Premise and Hazard Files 1D of person entering information v s
Global 707 | premise and Hazard Files Abilty to attach a fil to a hazard. v F
Global 708 | Premise and Hazard Files Abilty to assign expiration dates to hazards. v F
Global 709 |Premise and Hazard Files Abilty to create lists of hazards by category. v F
Global 710 |premise and Hazard Files Abilty to print hazards and hazard lists. v F
ont 11 | premise and Hosard Fies Abilty to apply hazard files to multiple addresses (e.g.,for all PremierOne complies with the functionality as described in the \ .
addresses within an apartment building). using the proximity settings.
bt 12 | premise and ragard Fies Ability to generate a report of hazards based upon age (€.£., older . .
than 1 year)
Global 713 | Premise and Hazard Files Abilty to assign an "expiration date” to hazard information. v 3
Abilty for expiration date to trigger a notification for an
Global 714 |Premise and Hazard Files administrator to review and confirm whether the entry should be v F
deleted or extended.
Premier0; des the ability to tie alarms to a locati
Global 715 | Premise and Hazard Files Ability to support and maintain a catalogued alarm file. remierOne provides the ability to e alarms to a location as a N NC
premise hazard.
bl 716 | premise and Hagard Fies Abilty o query externalsystems for adtional premise information PremierOne supports automatic queries to external systems based on . .
(e.5. building department, inspectional services) incident location.
Premise hazards can be imported fi dsheet during system setup or at
Global 717 | Premise and Hazard Files Ability to import Premise File text updates. A remise hazards can be imported from a spreadsheet during system setup or at any| F
time thereafter using a manual provisioning process.
bt 18 | premise and ragard Fies Abilty to maintain data clasificaton fo security and retention . .
attributes.
Use Case: No Available Medics for Dispatch: situations need Report
and Automatic Pages to go out
+ The current system sends a page anytime there is an unmet
requirement where a Paramedic unit response s needed but cannot
be fulflled at dispatch die to low ambulance staffing.
+ This data needs to be available in an on-demand report, daily
Global 719 |m v Motorola demonstrated capabilty and ted. P1/P2 s
fobal lessages report, or shift report so that CCSF can see aist of the calls that lotorola demonstrated capablity and was accepte 4
were dispatched when the system has run out of ambulances
(including time, location, radio code, priority, what time an
ambulance was finally sent, and what time they finally got on scene}.
+ Query/report should be available for Dispatch Supervisors
during the shift.
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“Y"=Compliant/Validation
Required
e G2 1= Interface
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Method/Validation Required
Use Case Dispatch personnel use the CAD map for the display of
the events, units, and feature classes overlayed on a base map of
CAD 1 CAD M: Y S
aPPIng CCSF and surrounding areas. The CAD map uses the data contained
in the CAD system geofile to display static and dynamic data.
The CAD map GIS in integrated with CAD to provide a geography-
CAD 2 CAD M: Ability tc ide inte ted CAD . Y P
pping 1ty to provide ntegrated CAD mapping based operational picture.
cAD 3 |cAD Mapping Ability for integrated CAD map to support: v N/A
The display of Esri-based maps is an integrated component of the
CAD 4 CAD Mapping Primary base map based on CCSF -provided geospatial data PremierOne CAD system. Y S
CAD 5 CAD Mapping Street view Y S
Motorola s currently developing a new CAD map. As a part of that development
real time traffic is being considered.
. 6 |caomapping real-time taffc conditions This functionalty i currently available in CommandCentral Aware N ) ! ‘ pz e
(not proposed). This is a future road map item for PremierOne CAD. The new CAD map is committed on the Roadmap and will be available for training
for a golive date of November 2025, but there is no committment that real time:
traffic will be available for that same date.
This functionality is currently available in CommandCentral Aware
CAD 7 CAD M: Weath d: N NC
2PPing eather radar (not proposed). This is a future road map item for PremierOne CAD.
cAD 8 |CAD Mapping Overhead and oblique imagery v s
PremierOne complies with the functionality as described in the
cAD 9 |CAD Mapping CCSF defined feature classes (e.g., hydrants, police stations) requirement. The information must be maintained in the CCSF GIS v s
database and provided, for display purposes only, on the CAD map.
PremierOne supports the use of interet-based map services for
cap 10 | CAD Mapping Commercial mapping services (e.g., Google, Bing, OpenStreetMap) PP " P v s
visualization purposes.
CAD 11 |CAD Mapping Ability to distinguish one-way streets on CAD map. Y S
o 12 |cAD Mapping ‘Ability to display the locations of real-time data feeds (e.g., traffic Y s
cameras).
cAD 13 |CAD Mapping Ability for CAD map to automatically zoom to a location based on: N/A
cAD 14 |CAD Mapping Location being entered in the event entry screen v s
cAD 15 | CAD Mapping Aselected event v s
cAD 16 |CAD Mapping Selected unit v s
cAD 17 | CAD Mapping Incoming 911 call v s
cAD 18 |CAD Mapping Being dispatched to an event v s
Item s not currently on the committed roadmap for PremierOne but will be
Abilty for CAD map to receive data feeds from third-party sources
cap 19 [CAD Mapping " P torecels ireparty N considered for a future enhancement. This i currently only available in P2 Ne
(e.g., Google, Waze).
CommandCentral Aware.
Motorola is currently developing a new CAD map. As the new CAD map is being
developed these features will be considered. These features will be prioritized with
other requested features on the map. Feature parity is being considered during
o 20 |cap Mapping Ability to indicate the source of information when map data comes M map development. - e
from third-party sources.
The new CAD map (as well as the current CAD map) is committed on the Roadmap
and will be available for training for a go live date of November 2025. There is not a
committment to full feature parity.
Ability to ingest different types of GIS files for areas outside the CCSF|
cAD 21 [cAD Mapping boundary area (e.g., web services, shape files, ESRI feature services, v F
KMZ, geo-database format, geo-ison, etc.)
cAD 22 [cAD Mapping Ability to navigate the CAD map: v N/A
cAD 23 [cAD Mapping Command line v s
cAD 24 [cAD Mapping Touch screen v s
cAD 25 [cAD Mapping Mouse v s
cAD 26 |cAD Mapping Keyboard shortcuts (e.g., arrow keys) v s
cAD 27 | cAD Mapping Ability to navigate to a point on the map by entering: v s
cAD 28 [cAD Mapping Address v s
cAD 29 [cAD Mapping Address using street alias. Y s
cAD 30 [cAD Mapping Common place name Y s
cAD 31 [cAD Mapping Business name. Y s
cAD 32 [cAD Mapping Intersection v s
cAD 33 [CAD Mapping X/Y v s
cAD 34 [cAD Mapping Longitude/Latitude v s
cAD 35 [CAD Mapping Ability to enable and disable the display of map layers. v s
cAD 36 [CAD Mapping Ability to control zoom levels for map layer and label displays. v s
cAD 37 [cAD Mapping Ability to control the hierarchy of label displays. v s
Committed on the Roadmap and will be available for training for a go live date of
November 2025.
Ability to select an alternate map display (e.g., google maps) while
CAD 38 | CAD Mapping still using geofile coordinates for navigation. Y Note: The Google EULA forbids the use of Google services for emergency response. P2 N
See https://cloud.google.com/maps-platform/terms and search for “High Risk
Activities.”
o 39 |cap Mapeing ::\I\ty to distinguish units with color, shapes, text and iconography A
cAD 40 |cAD Mapping Department v s
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Testing Method:
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Required P1/P2
Component D Category Requirement User Story IMOTOROLA Clarifying Comments. “N*=Not Compant/No Negotiation Comments . F::'Il’!:"l't‘y . o
Validatation Required sl R=Resiliency
Not Applicable
‘A"=Alternative NC = Non-compliant
Method/Validation Required
Type (e.g., engine, truck, one-person car, two-person car, ALS unit,
CAD 41| CAD Mapping BLS unit, private ambulance) M °
CAD 42 | CAD Mapping Status (e.g. available, en route, arrived) View status by hovering the mouse over the icon. Y S
cap 43 |CAD Mapping Elapsed time (e.g, time on scene) View elapsed time by hovering the mouse over the icon. v s
CAD 44 | CAD Mapping Call priority View call priority by hovering the mouse over the icon. Y S
CAD 45 | CAD Mapping AVL status (e.g., AVL equipped, AVL data valid) View AVL status by hovering the mouse over the icon. Y S
CAD 46 | CAD Mapping MDC status (e.g., equipped, connected) View MDC status by hovering the mouse over the icon. Y S
CAD 47 | CAD Mapping Department-defined criteria Dependent on criteria N NC
cap 48 |CAD Mapping Ability for users to filter the display of units by: v s
CAD 49 | CAD Mapping Department Y S
CAD 50 | CAD Mapping Dispatch group Y S
CAD 51 | CAD Mapping Unit status Unit status is available via the status monitor but not in the map. N S
cap 52 |CAD Mapping Unit type Unit type is available via the status monitor but not in the map. N s
CAD 53 | CAD Mapping Event Y S
CAD 54 | CAD Mapping Geographical boundary (e.g., sector, division, battalion) \ s
CAD 55 | CAD Mapping User defined polygon Y S
CAD 56 | CAD Mapping Time to end-of-shift N NC
o 57 | cap Mapeing ::\I\ty to distinguish events with color, shapes, text and iconography Y A
cAD 58 [CAD Mapping Department Y s
cAD 59 [cAD Mapping Status (e.g., pending, active, past) Y s
cAD 60 [CAD Mapping Type of event (e.g., fire, law, EMS, parking) Y s
Dispatch status (e.g., entry in progress, entered, pending dispatch,
CAD 61 | CAD Mapping held dispatched) Y S
Vi I d ti il last status ch: by he ing th
cAD 62 |cAD Mapping Elapsed time since last status change tew elapsed time since last status change by hovering the mouse v s
over the icon.
cAD 63 |CAD Mapping Ability for users to filter the display of events by: Y N/A
cAD 64 |CAD Mapping Department Y s
cAD 65 |CAD Mapping Dispatch group Y s
cAD 66 |CAD Mapping Event status Y s
cAD 67 | CAD Mapping Dispatch status Y s
cAD 68 |CAD Mapping Geographical boundary (e.g., sector, division, battalion) Y s
cAD 69 [CAD Mapping User-defined polygon Y s
Ability to display in real time the location of a caller using the
cAD 70 |cAD Mapping location provided by third-party enhanced location service providers PremierOne complies with the functionality as described in the N 3
requirement.
and have a filter to see the previous locations.
User Story: Units are assigned to specific patrol beat areas within government
o 21 | ca mappin Ability to create "zones” within the same address for dispatch buildings. Some have the same physical address but separate building numbers and v .
PPing depending on the location of the call within the building. occasionally different floors within those buildings. Examples are patrol units assigned|
to ZSFG, LHH, City Hall, and SF Superior Courts.
o 72 | cap Mapeing ::\I\ty to toggle the display of other dynamic graphical information Y WA
cAD 73 | cAD Mapping Department Y s
cAD 74 | cAD Mapping Type of event Y s
cAD 75 | cAD Mapping Unit type. Y s
cAD 76 | cAD Mapping Geographical boundary (e.g., sector, division, battalion) Y s
cAD 77 | cAD Mapping Department-defined map layer groupings Y s
o 28 |cap Mapring Abilty to display additional nformation (e, hazard, owner, Y A
incident) by:
CAD 79 | CAD Mapping Point and Click Y F
CAD 80 | CAD Mapping Hover Y F
- - - ‘An emergency situation can be triggered either by the Radio
User Story: An SFSO trolling the h ital and the di t to SOA A16.
Ability to display on a map the location of a unit that has activated | - SSTStOLY: AR 870 unit s patrolling the hospiial and thelr raco 1s set to Emergency button or the Emergency icon on the PremierOne Mobile
cap 81 |CAD Mapping | The hospital is located in the Mission District. When the sheriff presses the emergency| . Ny v F
its emergency notification button. client. In addition to dispatchers getting an emergency notification,
button, the alert goes off on both SOA 16 and PD A4.
agency designated field units also receive the emergency notification.
Ability to display and visually distinguish between primary and
cAD 82 [cAD Mapping alternate locations (e.g., staging area, triage area, helispot) Alternate locations may be set up using PremierOne geofences. v F
associated with an event on the CAD map.
Ability for static map data layers to contain hyperlinks to external
cAD 83 [CAD Mapping resources (e.g., hyperlink to traffic camera, website with building v F
plans).
Use Case: Users log on and off of the CAD system. The login process
cAD 84 [CAD Logon/Logoff can be integrated with identity management systems or by the entry v s
of a username and password.
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Compliance:
*y"=Compliant/Validation
Rean
equired .
Component D Category Requirement User Story MOTOROLA Clarifying Comments TR Negotiation Comments G
Validatation Required sl
N/A = Not Applicable
NC = Non-compliant
) Proposed SRD Language:
User Story: C d t log into posit
se Stor are required to 108 Into positions 5o 3 CCSF needs integration with the City 1AM solution to support single sign-on and
to not affect call statistics and provide fast service to the public. S5O allows for them e opo
, multi-factor authentication. Single signon includes logging into the workstation,
Abilty to integrate with the CCSF IAM solution to support single sign{ to seamlessly o so, especially from a reliever standpoint where the reliever has to
phone system, IS system and the CAD application. In addition, those credentials
on and multi-factor authentication that includes logging into the | sign in to different roles every 15 minutes. An ability to sign in that includes .
! ! ‘ are used to access secure API's for access to those systems.
cap 85 | CAD Logon/Logoff workstation, phone system, CS system and the CAD Application. In |credentials for the Microsoft Directory is beneficial, especially for CTO's, because v P1 3
addition, those credentials are used to access secure API's for access| resources are on SharePoint (training bulletins, line-up announcements, etc.) and are status:
to those systems. t via email. Having to log i tely and having a different set off o :
© those systems sent via emall Having 0 10g in separately and having a different set off passwords can 1AM has been agreed upon and is detailed in 1.4.6 of the PDD. Single sign-on with
be cumbersome which can result in people failing to use the system as a tool to assist .
e the phone system (Unified Logon) has been proposed as an interface and an ICD i
& being developed to support.
. 55 |caD Logon/Logoft Abilty to sign on to the CAD system using credentials supplied by \ .
Microsoft Active Directory.
This functionality is available when implemented on the operatin
cap 87 | cAD Logon/Logoff Ability to support third-party Identity Management Solutions. et i perating v 3
This functionalit lable when implemented on the operat
cAD 88 | CAD Logon/Logoff Ability to support Multi-Factor Authentication. s functionality Is available when implemented on the operating v P
svstem level.
If Active Directory integration is implemented, this would have to be
cap 89| CAD Logon/Logoff Ablity to enforce passwords per State defined securlty enabled in Active Directory. If AD integration is not used, then v 3
requirements. )
PremierOne’s local can comply also.
If Active Directory integration is implemented, this would have to be
cap 90 | CAD Logon/Logoff Abilty for individual system users to change their own passwords. enabled in Active Directory. If AD integration is not used, then v 3
PremierOne’s local can comply also.
Ability to limit the number of dispatch clients that a user ID can be
cap 91 |CAD Logon/Logoff v to limit the P v F
logged in at one time.
. 52 |caD Logon/togoft Abilty to automatically Iog off a user on one workstation when they p o .
log onto another.
‘Abilty to log on a new user at a workstation, Iog off the previous,
. o3 |ca togon/togoft user and maintain the current workstation configuration (e.g., swap ; .
dispatchers and keep current dispatch groups and screen
cap 94 _|caD Logon/Logoff Abilty to take control of a dispatch group from another dispatcher. v Motorola demonstrated capability and was accepted. P1 F
cap 95 _|caD Logon/Logoff Abilty to automatically logoff a user after a period of inactivity. v F
Abilty to deny logoff whi is the st controlling dispatcher of
cAD 96 | CAD Logon/Logoff Mlity to deny logoff when a user s the fast controlling dispatcher of v Motorola demonstrated capability and was accepted. P1 F
a dispatch group.
cap 97| ca Logon/Logoff Abilty to disable automatic logoff for secured workstations. v F
cap 98| cAD Logon/Logoff Abilty to remotely log out a workstation (mobile or desktop). v F
Ability to provide system-generated message via emal to system
cap 99| cAD Logon/Logoff administrator or supervisor when a Department-defined number of v P2 3
sign-on attempts have occurred.
B . If Active Directory integration is implemented, this would have to be
cap 100 | CAD Logon/Logoff Ablity to automatically “lock out” a user after a specified number of enabled in Active Directory. If AD integration is not used, then v 3
attempted logons. )
PremierOne’s local can comply also.
Ability to automatically reset a "locked-out” user after a Department If Active Directory integration is implemented, this would have to be
caD 101 |CAD Logon/Logoff y fo automatically P ive Directory integ ol i p :
specified period of time. enabled in Active Directory.
User Story: A dispatcher logs in for their new shift and gets a message that updates
cap 102 {cAD Logon/Logoff Abilty to display a pre-defined message or banner upon log-on. | them on an important incident that occurred on the previous shift, along with some v F
additional updates for the day.
cap 103 | cAD Logon/Logoff Abilty to define the content of the log-on message or banner at the: v N/A
cap 104 | cAD Logon/Logoff System level This is set at the agency level. N N
cap 105 | cAD Logon/Logoff Department level v F
Ability to require the user to acknowledge the log-on message or
cap 106 [CAD Logon/Logoff v torea & & & v F
banner.
cap 107 | call Handling N/A
Use Case: Call takers answer a phone call and, if the call does not
require transfer to another agency or CCSF Department, creates a
cap 108 |Retrieve Incoming Calls new call. Upon creating a new call, CAD fields are populated with v s
any location, name and phone information from external Functional
Elements.
Abilty for call takers to create @ new event and populate fields with
cap 109 |Retrieving Incoming Calls any location, name and phone information from external Functional v N/A
Elements
cap 110 [Retrieving Incoming Calls Automatically v s
cap 111 [Retrieving Incoming Calls Using command line v s
cap 112 [Retrieving Incoming Calls Using a hot key v s
Ability to receive call data from the following, assuming appropriate
cap 113 [Retrieving Incoming Calls Aoy & e appropri v s
interfaces are in place:
cap 114 |Retrieving Incoming Calls Esinet v s
cap 115 _|Retrieving Incoming Calls Text to9-1-1 v s
cap 116 | Retrieving Incoming Calls 3-1-1 System v s
cap 117_|Retrieving Incoming Calls v v s
cap 118 |Retrieving Incoming Calls Real Time Text v s
cap 119 |Retrieving Incoming Calls Municipal fire alarm monitoring system v s
cap 120 |Retrieving Incoming Calls ASAP-TO-PSAP v s
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Method/Validation Required
Ability to record the source of the call (e.g., phone classification such|
cap 121 |Retrieving Incoming Calls e BUS, CAT). v s
o 122 | Retreving Incoming Cll Abilty to record the timestamp of when a call comes into a specific \ s
dispatch position in the CAD record.
o 123 | Retreving ncoming Cll Abilty forextra spaces, when using the command fine, tonot result . .
inan error.
) - PremierOne provides dynamic help in command line syntax. This is done by
Aty d s to be entered rticul
cap 124 |Retrieving Incoming Calls Ay orcommandine arguments to be entered n no perticuiar PremierOne can provide dynamic help in command line syntax. A prompting the user for the next value required for a command when the P1 F
- entered in the expected order.
PremierOne uses the Windows native viewer for the attachment. This
cap 125 |Retrieving| call Abilty for system to display attachments. v 3
fetrieving Incoming Calls ity for system to display attachment viewer would need to be installed on the CAD workstation.
o 126 | Retrieving ncoming Call Abilty for picture/videos to be embedded in the CAD record (as . .
opposed to displayed as links).
cap 127_|Retrieving Incoming Calls Ability to accept and process IP-based incident data. v F
Abilty to import updated location information from rebidding
cap 128 |Retrieving Incoming Calls wireless 9-1-1 caller's from the telephone system into an appropriatel v F
area of the CAD event data entry screen.
cap 129 |Retrieving Incoming Calls Abilty to view location of incoming calls on CAD map. v F
cap 130 | Retrieving Incoming Calls Abilty to filter CAD map to view: v N/A
cap 131 |Retrieving Incoming Calls 9-1-1 calls answered at current workstation v s
Premier0; rts this functionality only with Motorola call
cAD 132 |Retrieving Incoming Calls Allincoming 9-1-1 calls remierOne supports this functionality only with Motorola cal A s
handling products.
Ability to conduct TTY/TDD and RTT conversation from within CAD o remierOne supports ths fanctionality onty with Motorofa cal
cAD 133 |Retrieving Incoming Calls application (rather than conducting the conversation from the PP onality only A s
handling products.
phone system and retyping into the CAD record).
Ability to activate TTY/TDD conversation from within the CAD PremierOne supports this functionality only with Motorola call
cap 134 [Retrieving Incoming Calls v m : PP fonallty only A s
application using handling products.
Premier0; rts this functionality only with Motorola call
o 125 | Retreving Incoming Cll Hotkey remierOne supports this functionality only with Motorola cal R s
handling products.
PremierOne supports this functionality only with Motorola call
cap 136 |Retrieving Incoming Calls Command on command line PP fonallty only A s
handling products.
Abilty to alert call takers when a call is from a number or reporting
cap 137 |Retrieving Incoming Calls party who has called more than a Department-defined number of v F
times within a Department-defined period of time.
Use Case: Calltakers collect information from the reporting party vl
the phone, text message or TTY/TDD. They can use the command
line or preformatted screens to enter the information. Information
cap 138 | Collect Incident Information entered via the command line populates the appropriate fields. Ifa A s
field does not exist for the information gathered, the information
lates a feld designed to capt and narrative
Abilty for a new event entry screen to open when the call taker PremierOne supports this functionality only with Motorola call
cap 139 | Collect Incident Information v i P PP fonallty only A s
answers the phone. handling products.
cap 140 | Collect Incident Information Ability to enter incident information using preformatted screens. v s
cap 141 | Collect Incident Information Abilty to enter incident information using command lines. v Motorola demonstrated capability and was accepted. P1 s
cap 142 | Collect Incident Information Ability to populate location from a catalogued alarm file. The alarm catalog would need to be a common place in the GIS data. v s
PremierOne only requires a location and incident type to create a CAD
cap 143 | Collect Incident Information Ability to visually identify mandatory fields on the call entry screen. incident. All other mandatory incident entry would be enforced via v s
cap 144 | Collect Incident Information Abilty for narrative fields to have the following attributes v
cap 145 | Collect Incident Information Unlimited number of characters v s
o 146 | oot meidont formation Unlimited types of characters, including special characters like \ s
delimiters
cap 147 | collect Incident Information Word wrap v s
cap 148 | Collect Incident Information Full comment field display v s
cap 149 | collect Incident Information Abilty to use keyboard shortcuts to navigate narrative fields. v s
‘Ability to support basic editing functions in the narrative fields to
cap 150 [Collect Incident Information Aoty to suppe ng functions el v N/A
include
cap 151 | Collect Incident Information cut v s
cap 152 | Collect Incident Information Copy ¥ s
cap 153 | Collect Incident Information paste v s
cap 154 | Collect Incident Information Overwrite v s
cap 155 | Collect Incident Information Insert v s
cap 156 | Collect Incident Information Real-time spell check N NC
cap 157 | Collect Incident Information Real-time spelling correction for commonly misspelled words. N NC
cap 158 | Collect Incident Information Abilty to disable real-time spell check. N NC
cap 159 | Collect Incident Information Abilty to disable real-time spelling correction. N NC
Abilty to add words t Il check dictionary by
cAD 160 [Collect Incident Information Doy to 2 word o 2 unique spefl check dictionany By N NC
cap 161 | Collect Incident Information Abilty to utilize drop down options for spell check. N N
PremierOne’s Query Common Service supports automatic query
tion (when CLETS or other system-required field:
cAD 162 | Collect Incident Information Ability to provide fields to capture information to run CLETS queries: generation (when or other system-required fields are v N/A
populated) along with cascading queries where follow-on ueries are
spawned based on the returns of the prior query.
PremierOne's Query Common Service supports automatic query
eneration (when CLETS or other system-required fields are
cap 163 | Collect Incident Information Person information & { Vetemeduired f . v s
populated) along with cascading queries where follow-on queries are
spawned based on the returns of the prior auery.
PremierOne’s Query Common Service supports automatic query
tion (when CLETS or other system-required field:
cAp 164 [Collect Incident Information Vehicle information generation (when or ofher systemequired fields are v s
populated) along with cascading queries where follow-on ueries are
spawned based on the returns of the prior query.
PremierOne’s Query Common Service supports automatic query
. 165 |Collect ncident Information Artcle information generation (when CLETS or other system-required fields are Y s
populated) along with cascading queries where follow-on queries are
spawned based on the returns of the prior auery.
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PremierOne’s Query Common Service supports automatic query
tion (when CLETS or other system-required field:
cAD 166 | Collect Incident Information Department-defined field generation (when or other system-required fields are v s
populated) along with cascading queries where follow-on queries are
spawned based on the returns of the prior query.
ide fields to capture loc ormation (Address,
cap 167 | Collect Incident Information This functionality is available for X and ¥ but not for Z. A s
cap 168 | Collect Incident Information Abilty to use the command line to enter information about: v Motorola demonstrated capability and was accepted. P1 N/A
cap 169 | Collect Incident Information Persons v P1 s
cap 170 | collect Incident Information Vehicles v P1 s
cap 171 | collect Incident Information Locations v P1 s
cap 172 | collect Incident Information Articles Aticle information is populated into the related RMS case report. v P1 s
Ability to populate appropriate fields upon entry in the command
cap 173 | Collect Incident Information Y € populate approp pon entry i 1 Motorola demonstrated capability and was accepted. P1 N/A
cap 174 | Collect Incident Information Person information v P1 s
cap 175 | Collect Incident Information Vehicle information v P1 s
cap 176 | Collect Incident Information Location information (Address, XY,2) This functionality is available for X and Y but not for Z. A P1 s
cap 177 | Collect Incident Information Aticle information Article information is populated into the related RMS case report. N NC
cap 178 | Collect Incident Information Department-defined field N NC
cap 179 | Collect Incident Information Abilty to provide fields to capture: v P1 N/A
cap 180 | Collect Incident Information Race/ethnicity of caller v P1 s
cap 181 | Collect Incident Information Race/ethnicity of suspect v P1 s
cap 182 | Collect Incident Information Race/ethnicity of victim v P1 s
cap 183 | Collect Incident Information Gender v P1 s
cap 184 | Collect Incident Information Height Range N NC
cap 185 | Collect Incident Information Weight Range PremierOne provides a Build field where this information can be kept. N NC
cap 186 | Collect Incident Information Age range N NC
cap 187 | Collect Incident Information Residential status (housed v. unhoused) v P1 s
cap 188 | Collect Incident Information Involvement v P1 s
cap 189 | Collect Incident Information Department-defined field N NC
cap 190 | Collect Incident Information Abilty to automatically run a CLETS query upon entry of: v N/A
cap 191 | Collect Incident Information Name, date of birth and race v s
cap 192 | Collect Incident Information Vehicle license plate v s
cap 193 | Collect Incident Information Department-defined field N NC
cap 194 | Collect Incident Information Abilty for TTY conversations to transfer automatically into CAD. v F
The CAD system is to provide CAD data to RMS for population into
cAp 195 |Collect Incident Information the RMS Incident report or allow an RMS software application to N This requirement will be satisfied with an interface to Axon. Interface added to P1 3
the ¥ scope. Motorola demonstrated capability and was accepted
‘grab! the required data for reuse in RMS.
o 196 | Coect mcidont formation Abilty for DEC to configure “canned TTY messages that can be sent PremierOne supports this functionality only with Motorola call R .
to the caller. handling products.
PremierOne supports this functionality only with Motorola call
cap 197 | Collect Incident Information Abilty for users to edit canned messages before sending. pports this functionallty only A F
handling products.
o 18 | Coect meidont formation Abilty to use shorteuts such as symbols to run subjects or vehicles N "
from the free form text field.
cap 199 | collect Incident Information Abilty to translate text conversations. N N
Abilty to display any speech converted into text from the phone. )
cAp 200 |Collect Incident Information system and display that information to the call taker to use as Motorola's Emergency Call Handling product can provide this N NC
functionality (not proposed).
needed during a phone call.
Abilty to import and data from third party systems and
cap 201 |Collect Incident Information 11y to import and process data from third party systems an v N/A
databases (e.g., functional needs registries) to include:
cap 202 | collect Incident Information Rave 911 Suite (Smart911) N N
cap 203 | collect Incident Information Rapids0S v F
cap 204 | collect Incident Information PulsePoint v F
o 205 | Cotlect ncident Information Rapidbeptoy This functionality is available if supplied by the RapidDeploy NG911 ; .
solution.
This item was broken into 2 requests for more clarity. This is the first request, the
Ability for a call taker to link in CAD to a picture, video, or other second is below already added to the SRD as CAD 1220.
multimedia received via the phone CPE or other system using a URL
User Story: A caller reports a shooting that they witnessed. They are either too afraid
to access the media. The call taker should have the abilty to transfer| o201 P e v v are el . This would be dependent on the CPE system. If it is Vesta, Motorola would commit|
| taker sho ’ to talk to an officer, or do not want to for other reasons. Instead of having to talk to would |
cap 206 | Collect Incident Information the URL address to the CAD incident without having to manually v to doing this as a product enhancement. If it s another CPE, Motorola would P2 3
someone in person, they can send a video or picture of the shooting to which
type the URL using the EIDO interface or APl between the CAD and ! commit to scoping out the functionality as a separate interface. Additionally,
- responding officers will then have access. !
phone CPE or other external system. The media should be accessible| Motorola is com  EIDO standards as they are finalized in
to calltakers, dispatchers, and field units. regards to both call handling as well as other external systems, as long as Interfaces
are available.
Ability to view, capture and attach to an event record (not b User Story: A calltaker received a call where the caller is reporting that their friend
V10 vies, Eap! ord [not by ser Stor: s reporing ‘i This functionality s available via screenshot. Any required native
cap 207 | Collect Incident Information reference or link) social media posts from any social media posted pictures on Twitter of cutting themselves. Officers that are responding to the A 3
application would have to exist on the CAD workstation.
application to include: incident want to view these photos, as well as include them in the CAD record.
o 108 | Coect mcidont formation rocebon This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
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This functionality is available via screenshot. Any required native,
cap 209 | CollectIncident Information Twitter application would have to exist on the CAD workstation. A f
. 10 | Cotect meidont formation . This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 211 | CollectIncident Information Instagram application would have to exist on the CAD workstation. A f
. 1> | Cotect mcidont formation ouTube This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 213 | CollectIncident Information Flicker application would have to exist on the CAD workstation. A f
. 1t | Cotect mcidont formation soanchat This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 215 | CollectIncident Information WhatsApp application would have to exist on the CAD workstation. A f
. 16 | Cotect mcidont formation @ This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 217 CollectIncident Information Wechat application would have to exist on the CAD workstation. A f
. 18 | Cotect mcidont formation wtone This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 219 | CollectIncident Information Tumble application would have to exist on the CAD workstation. A f
. 20 | Coect mcidont formation oor This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 221 | CollectIncident Information HINE application would have to exist on the CAD workstation. A f
. 22 | Cotect mcidont formation Tetogram This functionality s available via screenshot. Any required native R .
application would have to exist on the CAD workstation.
This functionality is available via screenshot. Any required native,
cap 223 | CollectIncident Information Citizen application would have to exist on the CAD workstation. A f
This functionalit lable vi hot. A d nati
cAD 224 | Collect Incident Information Other deprecated or emerging platform s functionality 1s available via screenshot. Any required native A F
application would have to exist on the CAD workstation.
SMS messages can be sent using the SMTP-based notification system.
Ifth t s focused on the call handling function only, th
cAD 225 | Collect Incident Information Ability to send SMS-based messages. ‘@ requirement is focused on the call handling function only, then A F
PremierOne can provide this functionality but only with Motorola
emergency call handling products.
SMS messages can be sent using the SMTP-based notification system.
If the requirement i focused on the call handling function only, then
cap 226 |Collect Incident Information Abilty to receive SMs-based messages. o caon the cal & fune v A F
PremierOne can provide this functionality but only with Motorola
emergency call handling product:
PremierOne supports this functionality only with Motorola
cap 227 |Collect Incident Information Abilty to record SMS-based messages in CAD. pports this functionallty only A F
emergency call handling products.
User Story: CCSF hosts a many tourists who are unfamiliar with the freeway systems.
The abiliy to access live traffic cameras, when reports of traffic accidents are made,
cap 228 | Collect Incident Information Abilty to receive and process standards-based information from: | reduces fire/paramedic response times by helping locate victims faster. This is more N NC
efficient than having a fire engine search for the accident along the freeway withi
CCSF's jurisdictional boundaries.
Item is not currently on the committed roadmap for PremierOne but wil be
cAD 229 | Collect Incident Information ccrv CCTVis currently available in CommandCentral Aware (not proposed). N considered for a future enhancement. This is currently only available in 2 NC
This is a future road map item for PremierOne CAD.
CommandCentral Aware.
Item is not currently on the committed roadmap for PremierOne but wil be
Steetlevel cameras are currently available in CommandCentral Aware
cap 230 | Collect Incident Information Street-level cameras : . N considered for a future enhancement. This is currently only available in P2 NC
(not proposed). This is a future road map item for PremierOne CAD.
CommandCentral Aware.
Availablilty of this information would depend on use case
cap 231 |Collect Incident Information IoT sensor data (e.g., seismic, weather, traffic) oy ofthie ! " dep A F
d interface capabilities.
. 12 | Cotect mcidont formation Abilty to initiate a two-way text messaging conversation through the| PremierOne supports this functionality only with Motorola R .
CAD system without fist receiving a text message. emergency call handling product
Ability to initiate a two-way video chat conversation through the
cap 233 |Collect Incident Information Vo Ini v e N NC
CAD system.
o 21 | Cotect mcidont formation Abilty to provide real-time translation between English and other N "
languages during a two-way text messaging session.
PremierOne supports this functionality only with Motorola
cap 235 | Collect Incident Information Ability to close out an interactive session (e.g., TTY, RTT). pPorts this functionallty only A F
emergency call handling products.
cap 236 | Collect Incident Information Abilty to add attachments to the event to include: v N/A
cap 237 | Collect Incident Information Emalls v s
cap 238 | Collect Incident Information Pictures v s
cap 239 | Collect Incident Information Videos v s
cap 240 | Collect Incident Information Audio Recordings v s
cap 241 | Collect Incident Information Files v s
cap 242 Collect Incident Information Other N NC
) ) ) Ciickable hyperlinks work in premises/hazard records and can be
Ability to click on Department.- d links to external websit
cAD 243 | Collect Incident Information ity to click on Department-approved finks to external websites included with an incident. Otherwise, hyperlinks can be displayed but A F
that may be included in an event. .
would need to be copied and pasted to a browser.
. 1 | Cotect mcidont formation Abilty to enter multiple reporting parties associated with a single p .
event.
Use Case: After a minimum amount of information is collected, call PremierOne CAD only requires an incident type and location to create
. 245 | Create ca Events takers create events for dispatch. Call takers can also create events anincident,allowing 2 calfaker to uicky create an incident. The ; s
that are not dispatched (logged calls). Each event has a unique incident appears in a dispatcher's pending lst with the additional
event number. i ion following.
Abilty for users to generate events at any time after the minimum
cap 246 | Create CAD Events mandatory amount of information required to create an event is v s
entered.
PremierOne will offer an SOP function in a future release that will
Abilty to bring up a window with a prompts for questions to ask trigger from the incident type. The SOP requirements will then appear|
CAD 247 |Create CAD Events based on the entered type code (not formal Q&A protocols). in the incident comments allowing the operator to enter the Y Motorola demonstrated capability and was accepted. P2 N
responses.
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PremierOne will offer an SOP function in a future release that will
trigger from the incident type. The SOP s will th
cAD 248 | Create CAD Events Ability for Department to configure the question prompts. rigger from the incident type. The SOP requirements will then appear| v Motorola demonstrated capability and was accepted. [ s
in the incident comments allowing the operator to enter the
responses.
bty o enter primary and secondary incident lacations (. Atincident creation, PremierOne captures the location of the incident
cap 249 [Create CAD Events v primary v & and the caller's location. Staging locations or secondary response Y F
location of incident, location of caller,staging areas) . : Ve
locations are defined by geography in the system
Abilty to utilze a single command to assign case numbers without
cap 250 |Create CAD Events having to manually create a new event, assign a case number, and v Motorola demonstrated capability and was accepted. P2 F
close the event.
. 251 | Croate CAD Everts Abilty for system to automatically assign an event to a dispatch p n
aroup based on:
Alternatively, an incident type that requires a particular agency could
cap 252 |Create CAD Events Incident type code v.an! VP uires aparticular agency A s
be sent to that dispatch group.
. 253 | Create CAD Everts idont Location Adispatcher can log in to a coverage group. A coverage group i a pre-| \ s
defined list of agencies and areas.
Adispatcher can log in to a coverage group. A coverage group is  pre-|
cap 254 |Create CAD Events Department epate e 8 £roup. e ErOUP 152 v s
defined list of d areas.
cap 255 | Create CAD Events Abilty to override default dispatch group. v F
. 256 | Create CAD Events Rbilty for events to appear in the queue for the appropriate. \ .
dispatch area,
c
o 157 | create caD Events Ability for call takers to continue updating the event after creating . .
the event.
cap 258 | Create CAD Events Abilty for calltakers to create events that do not require dispatch. v F
. 259 | Create CAD Events Abilty to request and assign a case number to an event that does \ .
not reauire dispatch.
cap 260 | create CAD Events Abilty for call takers to create recurring events. v F
cap 261 | Create CAD Events Abilty for call takers to create scheduled events. v F
cap 262 | Create CAD Events Abilty to create an event by clicking on a location on the CAD map. v F
cap 263 | Create CAD Events Abilty to clone events. v F
Ability to automatically make an event available for dispatch after a oremierOme CAD oy requires an cident type and focation to create
cAD 264 | Create CAD Events Department-defined minimum criteria has been entered by a call D only requl Incident typ : A F
the incident, This cannot be changed.
taker (e.2., validated location and event type).
Use Case: Incidents are assigned Department-defined incident type
codes. Priorities are associated with incident types and can vary by
Department. Entry of an incident type determines dispatch and
cap 265 | Classifying and Prioritizing Events response needs. Incident classification can be upgraded or v s
downgraded based on additional information gathered by calltakers
or frst responders. CCSF can define priority and response criteria by
rtment, based upon individual Department policy.
cap 266 | Classifying and Prioritizing Events Abilty for CCSF to define incident type codes. v P
. 267 | Clasiying and Priortizng Events ::::y to define priority and response criteria by Department, based \ n
cap 268 | Classifying and Prioritizing Events Department v s
cap 269 | Classifying and Prioritizing Events Geographical response area v s
cap 270 | Classifying and Prioritizing Events Response plans v s
cap 271 | Classifying and Priritizing Events Box Numbers v s
Abilty to display a drop-down lst containing incident type codes
cap 272 |Classifying and Prioritizing Events v o dlsplay a drop : ing incident typ v s
and sub-type codes.
. 273 | Clasiying and Priortizing Events Aty for type code drop down list to include the description of the p s
tvpe code.
cap 274 | Classifying and Prioritizing Events Abilty to enter a type code by: v N/A
cap 275 | Classifying and Prioritizing Events Selecting from a drop down list within the incident type field v s
cap 276 | Classifying and Prioritizing Events Typing the code in the appropriate field v s
cap 277 | Classifying and Prioritizing Events A command in the command line v Motorola demonstrated capability and was accepted. P1 s
cap 278 | Classifying and Prioritizing Events Ability to prevent entry of a type code not in the type code st v F
Abilty to auto populate the incident priority field based on th
cAD 279 | Classifying and Prioritizing Events Hlity to auto populate the Incident priority field based on the v F
incident type.
cap 280 | Classifying and Priritizing Events Abilty for user to override incident priority. v F
cap 281 | Classifying and Prioritizing Events Abilty to log the following when a user overrides incident priority: v N/A
cap 282 g and Prioritizing Events inal priority v s
cap 283 g and Prioritizing Events Overridden priority v s
cap 284 | Classifying and Priritizing Events Terminal ID number v s
cap 285 | Classifying and Priritizing Events User ID number v s
‘Ability to upgrade or downgrade the incident classification durin
cap 286 |Classifying and Prioritizing Events Vo upe & e e v F
the course of managing the event.
. 267 | Clastying and Priontizing Events Abilty to capture original and new incident classifications and p .
priorities.
Ability to capture multiple incident types and priorities for
cap 288 |Classifying and Prioritizing Events v o cap pleincident types and prioril v F
incidents.
. 289 | Clasying and Priortzng Events Abilty to determine the responding Department and service area p .
from the incident type code and incident location.
cap 290 | Classifying and Prioritizing Events Abilty for call takers to manually assign service areas if: v N/A
cap 291 | Classifying and Prioritizing Events An address cannot be validated v s
Service areas are not captured by the geofile service area shape files
cap 292 | Classifying and Prioritizing Events (e.8., CCSF-wide HSOC service area or parking enforcement calls v s
from 11 p.m. through 6 a.m.)
Use Case: CAD provides tools to assist users i validating entered
. 295 |Location verifcation locations. Location verification tools include prompts and ordered ; s
fists that present the user with suggested addresses/locations when
the exact address cannot be immediately validated.
Abilty to verify locations for any address entered into the system
cap 294 |Location Verification (e.8., CAD incident address, field-entered, manual entry to research a v s
location).
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o 195 | Location verfication Ability to support Phase | wireless location validation from cellular . ,
callers.
o 296 | Location verfication Ability to support Phase Il wireless location validation from cellular \ .
callers.
o 197 | rocation verfication Ability to use the ALI reported location address for address . s
verification.
Ability to require confirmation of the location of an event when the N .
PremierOne can distinguish between incident location and caller
cap 298 [Location Verification caller location is different from the event location by a Department- N NC
location. No distance check s performed.
defined distance.
Request is to bring over location from RapidSOS and display on the PremierOne
map. This would have a completely separate rebid from the phone and would
rebid. The locations would record as it moves so that the ability to
breadcrumb is there, either in real time or for analytics later. The RapidSOS location
willdisplay on the map with a radius circle and label along with the ALI location.
Commitment would be to do the auto rebid and display on the PremierOne map as
well as the ability to show the breadcrumbing. On PremierOne mobile, an
Ability to query and utilize external enhanced location data from
executable hyperlink will be provided in CAD and CAD Mobile. Because this feature
cap 299 [Location Verification third party providers to obtain an more accurate location of a PremierOne supports RapidSOS integration. v P1 F
e is in product development, the exact location and representation has not been
: completed. Currently, the comments field is under consideration as a place to
provide the link. Working with customers, Motorola will continue to refine the best
location in the future, including consideration for the location field. Selecting the
hyperlink in the mobile application wil display the location in the Mobile Map with
a clear icon identifying the location as being generated from Rapids0S.
Committed on the Roadmap and will be available for training for a go live date of
November 2025.
Ability for CAD to automatically query exteral enhanced location
cap 300 [Location Verification data services at Department-defined intervals and auto-update the PremierOne supports RapidSOS manual requery. A £
location of the caller throughout the life-cycle of the event.
Commitment would be to do the auto rebid and display on the PremierOne map as
well as the ability to show the breadcrumbing. On the mobile map, a hyperlink will
cap 301 [Location Verification Ability to display closest address matches based on; v be provided from CAD, selecting the hyperlink in the mobile application will display N/A
the location in the Mobile Map with a clear icon identifying the location as being
generated from RapidSOS.
cap 302 [Location Verification Block ranges v s
o 203 | tocation verfication sulding name Y Committed on the Roadmap and will be available for training for a go live date of s
November 2025.
cap 304 |Location Verification Business name v s
cap 305 |Location Verification Common place names v s
cap 306 |Location Verification Landmarks v s
cap 307 |Location Verification Intersections v s
cap 308 |Location Verification Phonetic spelling v s
cap 309 |Location Verification Soundex v s
cap 310 |Location Verification Street name v s
cap 311 [Location Verification Ability to enter a street name and be presented with; v N/A
cap 312 [Location Verification Aliases v s
cap 313 [Location Verification Associated address ranges v s
cap 314 [Location Verification List of cross streets v s
cap 315 |Location Verification City division (San Francisco, Presidio or Treasure Island) v s
‘Ability to sort potential address matches to show Department -
cap 316 |Location Verification v to sort potentt P Addresses are matched against customer-supplied GIS. N Ne
addresses first.
cap 317_|Location Verification Ability to translate common place names into valid addresses. v F
Ability to automatically generate a query to Department-defined
CAD 318 |Location Verification external search engine(s) (e.g., Google, Bing, AltaVista) when a N NC
i place name is entered.
Ability to present to the dispatcher with potential addresses
cap 319 [Location Verification matching the query based on the results of the external search N NC
engine name search.
o 20 | tocation verfication Ability to uniquely identify any address returned by an external N N
search engine.
o 221 | rocation verfication Abilty to translate call ocation to appropriate publc safety Y .
boundary (e.g.,district, beat, sector).
cap 322 [Location Verification Ability to translate alias names to actual street names or addresses. v F
o 23 | tocation verfication Ability to notify user through a visual and/or audible flag if multiple \ .
street found in geofile.
o 124 | Location verfication Abilty to offer st of address options if multiple similar . .
are found in geofile.
o 25 | tocation verfication Ability for call taker to click a location on the map and have the geo- \ .
coordinates translate into a verifiable address.
Ability for CAD map to use icons, colors or shapes to distinguish
cap 326 |Location Verification v P pes to distingt v N/A
between
cap 327 [Location Verification Verified and unverified locations N NC
cap 328 [Location Verification Exact and approximated locations N NC
o 25 | tocation verfication Ability to enable or disable the manual override of an unverifiable \ .
address.
cap 330 |Location Verification Ability to flag events with unverified addresses. v F
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o 231 | cocation vernfication Ability to require operator confirmation to use an overridden . .
unverifiable address prior to event acceptan
. 32 |touation verteation Ability to correct an unverified location at any point prior to event \ .
closure.
cap 333 |Location Verification Abilty to log alllocations that fail geofile validation. v F
cap 334 |Location Verification Abilty to manualy verify an address without creating an event. v F
o 235 | cocation venfication Abilty to manually verify an address without creating an event and . .
have it display on the CAD map.
. 36 | tocation vereation Abilty to use the command line to manually verify an address \ .
without creating an event.
Ability to dispatch to an unvalidated address, including to addresses
cap 337 | Location Verification outside of the limits of the available geospatial data configured in v 3
the system.
Abilty to search the location where a new CAD event is entered,
along with neighboring locations in a Department-defined radius, to
cap 338 |Location Verification determine f previous events occurred there and whether any hazard| v 3
or tactical information is available in CAD about the new event's
location.
Use Case: Upon manual requests or automatically upon the entry of
alocation or reporting party's phone number, CAD searches the
o 339 |premise Information and History premise information flesand retreves any premise history or hazard ; s
information associated with the location. The system may also
query external systems for information that may be available for the
address of phone numb .
T G SOy WO, Sy T ST VT
cap 340 | premise Information and History address inquiry to search for associated premise/hazard information v s
Ability to automatically initiate, upon the entry of the reportin
e oy oo " PremierOne does maintain a log of phone numbers used to report
cAD 341 | Premise Information and History partys pl an inquiry | incidents. Premises/hazard checks are against locations instead of N NC
premise/hazard information associated with the reporting party's
. phone numbers.
phone number in CAD.
cap 342_|Premise Information and History Ability to search for premise information based on: v Motorola demonstrated capability and was accepted. P1 N/A
cap 343 | Premise Information and History Location v P1 s
cap 34| Premise Information and History Block ranges v P1 s
cap 345 | Premise Information and History Business name v P1 s
cap 346 | Premise Information and History Complex (e.g., apartment building) ¥ P1 s
cap 347 | Premise Information and History Common place names v P1 s
cap 348 | Premise Information and History Intersections v P1 s
User Story: A dispatcher tres to search for a call with a phone number. The dispatcher
finds the appropriate call, even though the caller was the seventh person to call for
cap 349 |Premise Information and Histor Phone number v P1 s
: : story this particular CAD incident. Phone numbers should be searchable regardess if the
number i the first or tenth call for a CAD incident.
cap 350 | Premise Information and History Radius v P1 s
. 151 | remise mformation and History Ability to search for premise information on locations not associated \ .
with incidents.
o 152 |premise Iformation and History Ability to draw an area on the map and see all the prior incidents in . .
that defined area.
. 153 | remise nformation and History Abilty for Department to prioritize the display of premise \ .
by discipline.
o 354 |premise Iformation and History Abilty to automaticaly show premise history related to a current . .
incident.
cap 355 | Premise Information and History Ability to indicate the number of past incidents at a location by: v N/A
cap 356 | Premise Information and History Building or address v s
cap 357 | Premise Information and History Apartment or unit v s
cap 358 | Premise Information and History Floor v s
cap 359 | Premise Information and History Proximity v s
Abilty to retrieve and attach to a CAD event any information
cap 360 | Premise Information and History associated with the premise (e.g., pre-plan information, Knox Box, v F
access codes, previous calls for service).
o 361 |premise Iformation and History Ability to support the periodic and autonomous import of premise or N "
hazard information from remote sources.
o 362 | remise nformation and History r:t:::sy for map to display all known hazards within a user-defined \ .
Abilty for Department to configure the type of premise histo
cap 363 | Premise Information and History v for bep & Vpe of P istory v F
written to the
. 364 | remise mformation and History Abilty for Department to configure the amount of premise history p .
written to the event record.
‘Ability to query external supplemental data services to determine if
cap 365 | Premise Information and History additionalinformation is available for the validated address to v N/A
include
cap 366 | Premise Information and History Rave 911 Suite (Smart911) N N
cap 367 | remise Information and History RapidsOs v F
This functionality is available when supplied by the RapidDeploy
cap 368 | Premise Information and History RapidDeploy NGo11 saletion. v F
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Use Case: Upon verification of an incident location and entry of an
incident type, the CAD system checks for other active events for the
same incident type and location or different incident types at the
cap 369 [Duplicate Incidents oent b § Lincdent tpes : v s
same location. The system presents potential duplicate incidents to
the call taker who can then opt to append the new event to an
existing event.
o 370 |ouplcate inidents Abilty for system to identify potential duplicate events based on \ .
geographic and temporal parameters.
Abilty for Department to configure the geographic parameters for
cap 371 | Duplicate Incidents Py or Dep & BeoBraphic P v F
identifying potential duplicate incidents.
o 172 |ouplcate incidents Abilty for Department to configure the temporal parameters for p .
identifving potential duplicate incidents.
Ability to display, on a map, the incident location in relation to other
cap 373 [Duplicate Incidents v o dplay. P the Inc v F
o 174 |ouplcate incidents Abilty to include pending calls in the potential duplicate call \ .
process.
Abilty to include calls in the process of being created in the. The call has to be created before this can be evaluated in a duplicate.
cap 375 [Duplicate Incidents Vol o e P v Motorola demonstrated capability and was accepted. P1 F
potential duplicate call process. call search.
o 176 |ouplcate incidents Abilty to display recently (as defined by Department) closed calls in \ .
the potential duplicate call process.
Ability to include field-nitiated calls in the potential duplicate call
cap 377 |Duplicate Incidents Aoty to ! e potential duplt v F
process.
o 178 |ouplcate incidents Abilty for the user to do any of the following if a CAD incident is \ n
determined to be a duplicate call:
'Add additional reporting parties to the original incident record with
cap 379 | Duplicate Incidents complete complainant information and additional incident v s
comments
Close a duplicate incident and cross-reference/link it o the original
cap 380 [Duplicate Incidents ot ik el v s
cap 381 | Duplicate Incidents Create an entirely new incident using existing address data v s
Ability to transfer any information entered into the new event into
cap 382 [Duplicate Incidents v v . N " v F
the original event upon cross-referencing the events.
cap 383 | Duplicate Incidents Abilty to link or cross-reference an unlimited number of events. v F
Abilty for any information entered into a callthat is subsequently
cap 384 | Duplicate Incidents identified as a duplicate call is automatically transferred to the call v Motorola demonstrated capability and was accepted. P1 F
that remains active.
cap 385 | Duplicate Incidents Abilty to unlink mistakenly linked calls. v F
cap 386 | Duplicate Incidents Abilty to relink calls to the correct original call v F
cap 387 | Duplicate Incidents Abilty to unlink and relink calls multiple times. v F
Abilty for call takers to add new information to a closed event
cap 388 | Duplicate Incidents record if the original event record associated with a duplicate CAD. v F
event s closed.
Abilty for users to re-open a closed event, add the new information,
cap 389 | Duplicate Incidents and route the event back through the dispatch process if the new v F
i requires a dispatch of public safety resources.
o 390 |Duplicte Incidents Ability to transfer the reporting party's information to the linked ; .
event as a supplemental reporting party.
Use Case: Call Takers can enter one type code to generate a
cap 391 | Multidiscipline Events multidiscipline event. The appropriate type code and priority for v s
each discipline wil be assigned to the event.
cap 392 | Multidiscipline Events Ability to enter one type code to generate a multidiscipline event. v Motorola demonstrated capability and was accepted. P1 F
Abilty to assign different incident d priorities to each
cAD 393 Events ity to assign different incident types and priorities to eac! Y Motorola demonstrated capability and was accepted. P1 E
discipline based on entry of a single type code.
cap 394 | Multidiscipline Events Abilty to assign different priorities for the event for each discipline. v F
cap 395 | Multidiscipline Events Abilty to separately modify priorities for multidiscipline events. v F
Abilty for call takers or dispatchers to create additional copies of an
cap 39 Events et to et the dispeteh of sdctionsl diciplies This functionality is automatically accomplished in PremierOne. A F
o 357 | Multdiscpine Events Abilty to assign each copy of the event a unique event number \ .
for the respective discipline.
cap 398 |Multidiscipline Events Abilty to cross reference related multidiscipline events. v F
Abilty for call takers to supplement information to one or multiple.
cap 399 [Multidiscipline Events oy for <2t to suppl " : " v F
Use Case: Calltakers launch an application to guide the calltaker
through a series of structured questions to gather information.
Information s used for a variety of purposes, including determining
cap 400 [Structured Call Taking Protocol Support [the incident type code and subtype code, providing medical pre- v s
arrival instructions to callers, providing critical information to first
responders and to assist with following response and resource
deployment policies.
This functionality s supported if the CCSF elects to purchase this
cap 401 [structured Call Taking Protocol Support | Ability to launch the protocol application from within CAD. optionally priced interface. See interfaces lsted as optional in v s
This functionalit rted if the CCSF elects to purchase th
The ability to create a CAD event for dispatch from within the s functionality Is supported If the CCSF elects to purchase this
cap 402 [Structured Call Taking Protocol Support optionally priced interface. See interfaces lsted as optional in v s
structured calltaking protocol.
) - This functionality s supported if the CCSF elects to purchase this
Abilty to automatically (e.g., based on inital de) launch th
cAD 403 [structured Call Taking Protocol Support | A21tY to automatically (e.g. based on initial type code) launch the optionally priced interface. See interfaces listed as optional in Y s
required protocol session. "
This functionality s supported if the CCSF elects to purchase this
Abilty 1ly (.., press of a button) launch th
cAD 404 [structured Call Taking Protocol support | A21tY to manually (e.g., press of a button) launch the req optionally priced interface. See interfaces listed as optional in Y s
protocol session. P
Rbilty for users to easily exit the application and launch the correct This functionality s supported if the CCSF elects to purchase this
cap 405 [Structured Call Taking Protocol Support [application f the user accidently initiates the wrong type of protocol optionally priced interface. See interfaces lsted as optional in v s
session.
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This functionality is supported if the CCSF elects to purchase this
cap 406 [Structured Call Taking Protocol support | A2/t t0 enter information into CAD withou terminating the optionally priced nterface. See interfaces lsted as optional in v s
structured protocol session.
Attachment 18.
This functionality is supported if the CCSF elects to purchase this
o 407 Structured Call Taking Protocol Support | A 10 POPIA® the eventtype code field with a determinate optionally priced interface. See interfaces listed s optional in v s
. Attachment 18.
This functionality is supported if the CCSF elects to purchase this
cAD 408 |Structured Call Taking Protocol Support | A2 10 update the event type code with an updated determinate optionally priced interface. See interfaces listed as optional in N s
code as required during the session.
Attachment 18.
This functionality is supported if the CCSF elects to purchase this
c
cap 409 [Structured Call Taking Protocol support | A2/t for the system to notify dispatchers and responders that the optionally priced nterface. See interfaces lsted as optional in v s
event type code has changed.
Attachment 18.
This functionality is supported if the CCSF elects to purchase this
cap 410 [Structured Call Taking Protocol Support [Ability to import protocol sessions into the event record. optionally priced nterface. See interfaces lsted as optional in v s
Attachment 18.
oty 0 configure the elements that are Imported mto the event This functionality is supported if the CCSF elects to purchase this
cAD 411 [Structured Call Taking Protocol Support ’Em’z g ported | optionally priced interface. See interfaces listed as optional in v s
: Attachment 18.
Use Case: San Francisco Police is considered a County Control
Agency, and therefore serves as the CLETS host agency and
establishes the requirements for access through the SFPD message
cap 412 [cap s v s
Queries switching computer (MSC) which s provided by LEVEL I, Inc. Users
initiate queries to the LEVEL Il Message Switch from within the CAD
application and receive information in response to the query.
. a3 | a0 s ueries Abilty to initiate queries from within CAD to LEVEL Il Message \ s
Switch.
cap 414 |cap Ci1s Queries From a command line v Motorola demonstrated capability and was accepted. P1 s
cap 415 |cap Clts Queries From an event entry screen v s
cap 416 |cAD CIIS Queries From a mask v s
cap 417 |cap Cuis Queries From a free text/narrative field v s
cap 418 |cAD CIIS Queries From a CAD record hyperlink v s
ueries can automatically run on persons and vehicles. Ad hoc quef
cap 419 | CAD CIIS Queries Ability to click on a hotkey to open up a mask to nitiate a query. a eally P auery A F
forms are only a few mouse clicks away.
. 420 | a0 oo ueries Ability to configure alerts for returns containing Department- \ .
identified key words.
Abilty to automatically set up a command to run a query based on | User Story: A dispatcher runs a driver license (DL) query. The officer then asks the
the return received from a previous query (.., run a RQ, the system| dispatcher to run a query on the driver's name that matches the driver's license.
CAD 421 | CAD CIIS Queries will automatically generate a DNQ using the name and DOB returned | Instead of typing the name and DOB, the system is able to pull that information from Y Motorola demonstrated capability and was accepted. P F
for the registered owner in the RQ return). the DL query to use for the next query.
. w22 | a0 s Queries Abilty for Department-identified key words to be highiighted in MSC \ .
returns.
cap 423 |cap Cats Queries Abilty to prevent storage of MSC returns in the CAD system. v F
Abilty to automatically set up a subsequent query command based
on the information received from a previous query (e.g., run a RQ,
cap 424 |CAD CIIS Queries the system will automatically populate the required files for a DNQ v 3
using the name and DOB returned for the registered owner n the RQ|
retumn).
Ability to generate a query based on the information returned from a
CAD 425 | CAD CJIS Queries previous query (e.g., run a RQ, then click on registered owner name Al F
to runa DNQ).
Ability control the order in which CIIS returns are presented to the
cap 426 [CAD CIIS Queries user without regard to the order in which the returns are sent from v F
the MSC.
. w27 | a0 s ueries Abilty to configure the format the data returned from the MSC prior p .
to presenting the return to the user.
o 28 |cap cos Queries Ad the abity to backfil information from queriesinto P .
. 429 | a0 O ueries Abilty to use a specific ORI assigned to a department when \ .
enerating a CIIS auery by:
cap 430 |cap Ciis Queries calltype N N
cap 431 |cap Cuts Queries Unit 1D v s
cap 432 |cap ClIs Queries User D v s
cap 433 |caD ClIs Queries Terminal ID v s
cap 434 |cap Cl1s Queries Device ID v s
cap 435 |cap ClIs Queries Other identifiable attribute ORIs can be assigned to agencies, devices, roles, and units. A s
cap 436 |Event Management N/A
o w37 | event Dot Dispay Use Case: CAD provides configurable windows to display events. P s
Users can filter event windows to view information
cap 438 _|Event Data Display Ability to provide configurable windows to display events. v s
cap 439 |Event Data Display Abilty to display: v N/A
cap 440 _|Event Data Display Event number v s
cap 441 |Event Data Display Event type v s
cap 442_|Event Data Display priority v s
cap 443_|Event Data Display Location v s
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oo CapaTT AT e SCCeptE-
Mobile does currently display incident related information, aithough not as
CAD. During th of the new CAD UI,
Motorola willinvestigate how to more prominently display incident information.
cap 444 [Event Data Displ Geographical v P1 s
vent ata Display eographical response area Motorola will also commit to moving the map book field to the top of the screen
for easier use on both CAD and mobile, as well as being added to the status
monitors.
Committed on the Roadmap and will be available for training for a go live date of
cap 445 |Event Data Display Event status (active, pending) ¥ s
cap 446 _|Event Data Display Assigned unit(s) v s
cap 447 _|Event Data Display Alternate locations (e.g., staging, triage) v s
cap 448_|Event Data Display Abilty to filter the event windows by any combination of: v N/A
cap 449 |Event Data Display Discipline v s
cap 450 |Event Data Display Dispatch group v s
cap 451 |Event Data Display Event status (active, pending) ¥ s
cap 452_|Event Data Display Abilty to split windows by event status. v s
o 453 |Event Data Disply Rbilty o providealets (visusl or audble per use preference when \ s
anew event appears n the aueue for a user’ area.
cap 454 |Event Data Display Abilty to provide alerts to distinguish high priority events. v s
cap 455 |Event Data Display Ability to color code events by priority. v s
cap 456 |Event Data Display Abilty to visually distinguish between events by: v s
cap 457 |Event Data Display Department v s
cap 458 |Event Data Display Discipline v s
o 259 | event Dot Dispay Abilty o display a timer o ndicate the length of ime an event has p .
been pending.
. 460 |Event oata Disply Abilty to alert a user after a call has been pending for an \ .
Department-defined length of time.
o 261 | event Dot Dispay Abilty to display allinformation entered for an event upon selection p .
of the event.
User Story: Calls can have one or more reporting parties which makes the call notes
Ability to configure the information displayed when an event history |longer. Location information (ANI/ALI), while helpful, can get in the way of pertinent
cap 462 |Event Data Display is viewed (e.g., hide system messages, ANI/ALI data, structured call | information that needs to be relayed to the units during times when immediate v 3
taking scripts). response is needed. Additional information such as ANI/ALI, protocol information, and
similar information should be formatted in a manner that is easily distinguishable.
Abilty for the user to configure the order of the display of most
cap 463 |Event Data Display current event history data (e.g. newest-to-oldest, oldest-to-newest, v 3
alphanumeric)
P PPV F— DI to i Fey event mformation a e op of e scrol p ;
Ability to configure the display to automatically refresh and scroll to
cap 465 |Event Data Display the area containing new or updated information regardless of v 3
window set by user.
Ability to automaticall refresh displayed event as new information
cap 466 _|Event Data Display is entered by a calltaker, another dispatcher or field units. M f
Ablity to alert users working on an event when new information is
cap 467 |Event Data Display e v Motorola demonstrated capability and was accepted. P1 3
cap 468 |Event Data Display Abilty to have multiple events open at one time. v F
Ability to automatically remove a CFS event from the display when it
cap 469 [Event Data Display g ety Py v F
is closed.
cap 470 _|Event Data Display Ability to show events on the CAD mapping display. v F
cap 471 |Event Data Display Ability to load balance responses among available units. This functionality is not currently on the product road map. N NC
. 472 |Event oata Disply Abilty to view an event during the event entry process before the PremierOne only requires a location and incident type to create an N "
event s created. event.
Clarification - th to display/alert ding incidents i hicalh
Abilty to display and alert the dispatcher to an event in a o oty o diep ay/alert user regarding incidents in geographically
geographically adjacent dispatch group based on Department- This requirement can potentially be met by CommandCentral Aware i -
cap 473 |Event Data Display N P1 NC
defined parameters including distance from border, call type and (not proposed).
ooy, Item is not currently on the committed roadmap but wil be considered for a future
Use Case:  Different agencies have different policies regarding how
to assign units to events and the system should be flexible enough
v those policies. hould be able to
access the logs of recommendations and overrides to analyze the
impact of the different policies on response times. The system
hould automatically create and present unit
cAD 474 |Unit Recommendations should automatically create and present unit response v Motorola demonstrated capability and was accepted. 1 s
recommendations to the dispatcher based on the location and type
of incident when the event is opened for dispatch. A dispatcher
should also be able to manually request recommendations for
additional resources based on the resource type requested. The
dispatcher can modify the presented recommendations or accept
the recommendations as is.
Abilty for system to automatically recommend units for assignment
cap 475 |Unit Recommendations o eally € v F
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Motorola demonstrated capability and was accepted.
Ability to automatically pre-populate the command line with the Command line pre-population is unnecessary. The dispatch form
dispatch command and recommended units when opening a call for would be populated with the recommended units. The dispatcher can Command line pre-population is unnecessary in PremierOne because the dispatch
cap 476 |Unit Recommendations v P1 F
dispatch based on Department-defined unit recommendation add, remove, and show fixed or preferred recommendations then form willalready be populated with the recommended units. The dispatcher can
methodology (e.g., static vs. dynamic). press F12 to submit the form. add, remove, and show fixed or preferred recommendations then press F12 to
submit the form.
‘Abilty for CCSF to configure the algorithm for unit assignment so
cap 477 | Unit Recommendations v & & & v N/A
that unit are based on any of:
cap 478 _|Unit Recommendations Department This functionality is accomplished in the provisioning console. v s
cap 479 |Unit Recommendations Discipline This functionality is accomplished in the provisioning console. v s
cap 480 _|Unit Recommendations Incident type This functionality is accomplished in the provisioning console. v s
cap 481 |Unit Recommendations Unit location This functionality is accomplished in the provisioning console. v s
cap 482 |unit Unit t (sector or station) This functionality is accomplished in the provisioning console. v s
cap 483 |Unit Recommendations Established response plans for incident type and/or location This functionality s accomplished in the provisioning console. v s
cap 484_|Unit Recommendations Unit status This functionality is accomplished in the provisioning console. v s
cap 485 _|Unit Recommendations Unit staffing characterisics This functionality is accomplished in the provisioning console. v s
cap 486 _|Unit Recommendations Special circumstances (e.g,, large events) This functionality is accomplished in the provisioning console. v s
cap 487 _|Unit Recommendations Incident location/point address This functionality is accomplished in the provisioning console. v s
cap 488 _|Unit Recommendations Location type (e.g., school, high-rise) This functionality is accomplished in the provisioning console. v s
cap 489 |Unit Recommendations Box Numbers This functionality is accomplished in the provisioning console. v s
cap 490 _|Unit Recommendations Resource avalabilty (e.g. staffing levels) This functionality is accomplished in the provisioning console. v s
Pre-defined hical 5., box polygon, station, . .
cAD 291 |Unit Recommendations re-defined geographical response area (e.g., box polygon, station, This functionality is accomplished in the provisioning console. v s
beat, sector, battalion, special event venue, complex)
cap 492 |Unit Recommendations User-defined ad hoc geographical area This functionality s accomplished in the provisioning console. v s
Abilty to define the algorithm based on responding unit's time to | User Story: For a C3 medical call, the BLS unit i close by but the ALS medic is coming
cap 493 [Unit Recommendations arrival, as defined by a combination of unit type, call type and from a far distance. CAD will recommend an ALS unit (such as an ALS engine) that will v F
department-defined response timeframe. respond to the call as well and provide ALS support until the medic arrives on scene.
Ability to present dispatcher multiple unit recommendations using
cap 494 [Unit Recommendations different criteria for each recommended unit or unit type (e.g., AVL v Motorola demonstrated capability and was accepted. P1 F
versus sector-based).
o s recommendations Abilty to show dispatcher the logic sed to calculate the The ispatcher i presented with the choice of seeing fixed or'show p o .
(e.8., AVL, sector-based, etc.).
User Story: Vicinity b id rt. Alarge fire breaks out on the 1300 block of
Ability for CAD to identify a duplicate call as being related to an ser Stor ity boxes provide support. A large fire breaks out on the ock of
Market. During the working fire, a street box is pulled a block away. The dispatcher is
cap 496 [Unit Recommendations existing call within a certain geographical area and present an option : v F
¢ alerted and presented an option to dispatch the normal response or a pre-defined
for the dispatcher to alter the response before dispatching.
vicinity response.
cap 497 N/A
o 108 | Unit ecommendations Rbilty o isplay the estimted response tme o the even ocation This functionality s available when the customer supplied-GIS \ .
based on the unit's current location. contains the appropriate information
Ability to notify dispatcher when there are not enough units to fulfill
cap 499 | Unit Recommendations W to notty disp: hun ! v F
the dispatch
o 500 | nit Recommendations Abilty to flag a call when it has been dispatched without all the, p .
required units.
Ability to recommend units based on the cross-staffing assignment
cap 501 [Unit Recommendations v " & 2ssle v F
location.
o 0 recommendations Abilty to generate static unit recommendations based upon the. \ .
established response plans.
Ability to generate dynamic based unit recommendations using AVL
cap 503 | Unit Recommendations Vo e ynami fons using v N/A
to include:
cap 504 | Unit Recommendations The closest, most appropriate unit. v s
The closest, most te based on enhanced travel ti
'@ closest, most appropriate based on enhanced travel time Item is not currently on the committed roadmap but will be considered for a future
cap 505 | Unit Recommendations estimates using integrations with real-time traffic information N P2 NC
enhancement.
sources (e.5., Waze).
Hybrid recommendations that combine the positional data with
cap 506 | Unit Recommendations business rules for each incident/event type that modify the order in v s
which units are considered for dispatch (e.g., first due area).
o 507 | Unit Recommendations Incorporation of temporary restrictions (e.g., temporarily closed p s
streets, perimeters, ongoing incidents)
cap 508 | Unit Recommendations Other Department-defined criteria Dependent on criteria N N
User Story: Medic 57 is dispatched to a Code 3 call. They are estimated to be five
Ability to recommend a closer unit to a dispatched callif the closer | —— o depatchec Y are estimated
' ¢ ¢ minutes away. After dispatch, Medic 20 is cleared from a hospital and is now only two
cap 509 | Unit Recommendations medic could arrive on-scene faster within a department-specified v 3
e o of o minutes away from the same call. CAD automatically recommends that the channel
pending priority - dispatcher switch to the second medic.
o 510 | nit Recommendations Ability to manually generate recommendations based upon p .
requested unit tyels).
Ability to support temporary designated unit resource types (€.g.,
cap 511 [Unit Recommendations V0 suppe porary desie ree types (e.5 v F
paramedic engine) when developing
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Abilty to automatically alert the dispatcher that updated unit
cap 512 |unit available to reduce response times based on v N/A
any combination o
cap 513 | Unit Recommendations Real-time unit status updates v s
cap 514 | Unit Recommendations Change of incident location v s
cap 515 | Unit Recommendations Change of event type v s
Department-defined minimurm response time reduction (e.g., only
cap 516 | Unit Recommendations alert the dispatcher if the response time will be reduced by n v s
seconds).
o 517 | ot Recommendations Event prioriy (.5, 2 higher proriy event comes in whileunits are p S
responding to a lower priority event)
User Story: Medic 57 just cleared the hospital and was assigned a post. Medic 61 has
been near that post for almost an hour without any runs. A new medical call s issued
and Medic 61 is assigned to that call because they had fewer calls for the day and
Ability to consider recent unit response history to allow for load | have had a longer period of time between calls and a similar response time.
. 518 |Unit Recommendations balancing across units of similar type in recommendation providing N Item is not currently on the committed roadmap but will be considered for a future o "
that all other response considerations are equal and their ETAs are
both within a department-defined timeframe.
Ability to consider unit shift end-time when developi
cAD 519 | Unit Recommendations Mlity to consider unit shift end-time when developing v Motorola demonstrated capability and was accepted. [ F
Ability to define a geographic area to use a special response plan for
cap 520 | Unit Recommendations v to define a geograp! pecial response pl v F
aspecial event.
. 21 | Unit Recommendations Abilty for dispatchers to accept or override system generated p .
o 522 | unit Recommendations Abilty for system to log recommendations and associated manual p .
overrides.
. 523 |unitAssgnment Use Case: U ned to events. If units are signed onto a \ s
mobile device, events are sent to the assigned units.
cap 524 | unit Assignment Abilty to assign units to events by: v
cap 525 | Unit Assignment Accepting the proposed application recommended units v s
o 526 | unit pssigmment Selecting and dispatching units other than those recommended by . s
the application
cap 527 | Unit Assignment Selecting some, but not all, of the recommended units v s
cap 528 | Unit Assignment Drag-and-Drop from unit status monitors v s
cap 529 | Unit Assignment Abilty to disable Drag-and-Drop for unit assignments. N P2 NC
. 520 |unit Assgnment Abilty for CAD application to do the following upon assignment of p n
units to events:
cap 531 | Unit Assignment Remove the incident from the pending queue v s
cap 532 | Unit Assignment Send the incident to the assigned unit's mobile computer v s
cap 533 | Unit Assignment Start the status timers v s
cap 534 | Unit Assignment Update the status display v s
cap 535 | Unit Assignment Initiate paging, f applicable v s
Abilty to log a unit onto CAD temporarily and place the unit on an
cap 536 | Unit Assignment vio 8 porarily and p PremierOne places a unit on duty and on an Incident. v F
event with one command.
Abilty to automatically log out a unit that s t Iy logged
cAD 537 | Unit Assignment 1ty to automatically log out a unit that s temporarily logged on Units are cleared from the incident at closure, if not before. Y F
to an event when the event s closed.
Abilty for unit histories to reflect the dispatch and any further action|
cap 538 [Unit Assignment v ort P v v F
taken by units while assigned to the incident.
. 529 |unitAssgnment Abilty to update events with al unit IDs assigned to the incident and| \ .
any changes in their statuses during the incident.
o 540 | unit pssigmment Abilty o preempt a unit fom an event and reassign the unit to p .
new event closing the event.
cap 541 | Unit Assignment Ability to preempt some, but not all, units from an event. v F
. sa2 | unit Assgnment Ability to return CAD incident to the pending event queue if al units \ .
are removed from an active incident that has not been closed.
o sa3 | unit pssigmment ;:t:wtl:z to assign units to events regardless of logon and rostering A cspatcher an change 3 nis stats o make  avallable for other p .
cap 54| Unit Assignment Abilty to assign temporary unit IDs for temporary assignments. v Motorola demonstrated capability and was accepted. P1 s
cap 545 | Unit Assignment Off-duty officers encountering an incident v P1 s
cap 546 | Unit Assignment Extra-duty assignments v P1 s
cap 547 | Unit Assignment Units providing mutual aid v P1 s
User Story: Units such as transportation and community programs frequently conduct
operations outside the City and County of San Francisco. The SFSO Emergency
Services Unit regularly provides mutual ide to other Bay Area jurisdictions. For
example, the SFSO provides mutual aid to Santa Clara Police Department for San
Ability to dispatch or assign units to secondary locations (e.g., Francisco 49ers home games.
cap 548 | Unit Assignment staging area, cross staffing assignment, next or previous exit on v 3
limited access highways).
User Story: A mental health crisis call might call for a unit that is comprised of a
mental health worker, an EMS worker, and a law enforcement officer.
. 549 |unit Assgnment Abilty to allow the creation of a unit that is cross-staffed from ; .
multiple departments.
cap 550 | Unit Assignment Abilty to designate a unit and the primary unit. v F
cap 551 | Unit Assignment Ability to change a primary unit. v F
. 552 |collstacking :J:e‘ Case: Dispatchers assign multiple low-priority events to a single p s
it
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o 553 |calstacking Abilit for dispatcher to assign multiple events to a given unit or . S
resource.
cap 554 | call Stacking Ability to hold an event: v
CAD 555 | Call Stacking For a specified unit \ S
CAD 556 | Call Stacking For an unspecified unit \ S
CAD 557 |Call Stacking For a specific time in the future \ S
CAD 558 | Call Stacking For a predetermined period of time This is set in provisioning. \ S
CAD 559 | Call Stacking For a manually entered period of time N NC

o 60 | call stackin Ability for units to pick from the assigned batch of events upon Y .
€ closing the current incident.

Ability for units to automatically receive information for the next

cap 561 | call Stacking - Units can see incidents stacked in their queues. v F
incident upon closing the current incident.
Abilty to automaticall tacked call t fied unit

cAD 562 | Call Stacking Mlity to automatically assign a stacked call to 2 specified unit upon Call are stacked in a unit's queue. v F
clearing the current call.

cap 563 | call stacking Abilty to limit the types of cals that can be stacked. N N
Abilty for dispatchers to re-allocate stacked calls to other available

cap 564 [Call Stacking o v F
Use Case: Call takers, dispatchers and field units can add additional

. 565 |Event Updates information to a pending o actve event. Additonal information s Y s
immediately available for viewing by all personnel working on the

cap 566 [Event Updates Abilty to track initial and final call type in the CAD incident. v F

cap 567 |Event Updates Abilty to track initial and final call location in the CAD v F

cap 568 |Event Updates Abilty to update an event from the command line by: v Motorola demonstrated capability and was accepted. P1 N/A

cap 569 |Event Updates Unit 1D v P1 s

cap 570 |Event Updates Event number v P1 s

cap 571 |Event Updates Currently selected event v P1 s

cap 572 |Event Updates Abilty for any authorized user to add information to a CAD incident. v F
Ability to add information to an existing CAD incident record from

cap 573 [Event Updates v e AP Incl v F

the command line without retrieving the CAD inciden
o 574 | Event Updates Ability for one or more users to simultaneously add incident Y .
to an incident.

Ability for open event screens to refresh upon addition of new

t.

cap 575 |Event Updates v Motorola demonstrated capability and was accepted. P1 F
cap 576 | Event Updates Abilty for new information to be highlighted. This functionality i available through the Priority Comments feature. v Motorola demonstrated capability and was accepted. P1 F
Abilty indicat t windows that
cAD 577 |Event Updates 1lity to provide an indication in event windows that new This functionality is available through the Priority Comments feature. v Motorola demonstrated capability and was accepted. 1 F
is available for an event.
Ability to provide an indication in unit status windows that new
cAp 578 |Event Updates information is available for a unit assigned to the event for which PremierOne Mobile receives these updates automatically and has A 3
indicators that new information is available.
new information is available.
ap 579 |Event Updates Abilty to automatically identiy (e.g., ID stamp) the operator adding M F
toacall
cap 580 |Event Updates Abilty to display a timestamp for all updates to the CAD event. v F
Rbilty for call taker comments added after a call has been
cap 581 |Event Updates dispatched to automatically update the dispatcher screen (without v F
. 562 |Event Updates Abilty for call takers and dispatchers to work on the same event p .
o 583 |Event Updates Abilty for additonal detals to be immediately available fo viewing B .
by personnel working on the event.
Abilty to alert dispatchers working an event to additional
cap 584 |Event Updates information as it i entered by call takers, other dispatchers or field v F
units.
Abilty to configure the system to display the most current
cap 585 | Event Updates information either at the top of the display or at the bottom of the v Motorola demonstrated capability and was accepted. P1 F
display.
Abilty to configure display by Department so that information
important to that department is always displayed at the top of the The information described is displayed in a different format than
CAD 586 [Event Updates call comments (e.g., suspect information for SFPD and SFSO described. It does not interfere with comment display. A F
The information described is displayed in a different format than
cap 587 |Event Updates Ability to vary the order of the information displayed by: i, 1t docs not interere st commant disply, A N/A
cap 588 | Event Updates User type (e.g, field unit, dispatcher, call taker). v Motorola demonstrated capability and was accepted. P1 F
cap 589 |Event Updates Discipline (.. fire/medical or police). v P1 F
cap 590 |Event Updates Role v P1 F
cap 591 |Event Updates Individual user v P1 F
cap 592 |Event Updates Abilty for dispatchers to add disciplines to an existing incident. v F
. 553 |Event Updates Abilty to support a fully functional ASAP-to-PSAP interface that \ .

all the functionality of APCO/CSAA ANS 2.101.2-2014.
Use Case: The current system has the ability to redirect events from
one department to another using a single command. There are two
states, Aand B. In state A, all events entered into the system are
routed to department A for dispatch (based on the call type). In
state B, the events are routed to an alternate department. When
transitioning between states, all pending events are moved from one|
. S04 | Event Control department to the other and assigned to the appropriate dispatch . s

group based on the location of the event. Active events are not

redirected during the transition. If an event is entered using an
alternate dispatch group, that alternate dispatch group is maintained
during the transition (e.g., if the call was entered during state A and
the dispatch group was overridden, if the call transitions from state B|
to state A, the alternate dispatch group would be used when
redirecting the event back to state A).
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User Story: Relievers move positions every 15 minutes. They need to be able to take
cap 595 [Event Control Abilityfor a user to take control of a dispatch group. : pesitions every 5 ! v v F
control of a dispatch group with a simple command.
. w6 | event Contror Abilty to redirect open CAD events to different dispatch groups n
based on
cap 597 |Event control Department v s
cap 598 |Event Control Incident type v s
cap 599 |Event control Location v s
cap 600 |Event Control Current dispatch group v s
cap 601 |Event Control Event status v s
o 502 | Event Comtror BT o redrectal CAD eV rom e Apatch group 1o Y ;
Abilty to redirect all CAD events from one department's dispatch
cap 603 [Event Control v o P P v F
#roups) to another department's dispatch groupls).
User Story: PremierOne provides the abilty for a dispatcher of a PD sector to view
o s0a | event control Abiityto assign secondary sectors. SFSO units available for dispatch within the sector when there are o PD units PremierOne can provide the functionality described in the User Story M e
available. Based on the circumstances, the call could be redirected to the SFSO but has no capability described as secondary sectors.
dispatcher and then dispatched to the available SFSO unit.
Rbilty for only the controlling dispatcher to select a run for dispatch |
cap 605 |Event Control Others can view or recall the run, but only the controlling dispatcher N NC
can select it for dispatch.
a0 606 | Closed Event Mansgement Use Case: Closed events are reopened for reprocessing or to add ; s
information.
o0 507 |Closed Event Management Abilty to reopen closed events within Department-defined time. \ s
parameter.
Ability to reopen a closed events without losing previously recorded
cap 608 | Closed Event Management Vo reop : & previously v s
date and timestamps.
cap 609 | Closed Event Management Abilty to assign units to reopened events. v s
Abilty for dispatchers to add ts to a CAD call record aft
cAD 610 | Closed Event Management ity for dispatchers to add comments to a CAD call record after The event must be reopened. v Motorola demonstrated capability and was accepted. 1 F
the callis closed without reopening the incident.
Ability to add case numbers to closed events without reopening the
cap 611 | Closed Event Management oy pening The event must be reopened. v Motorola demonstrated capability and was accepted. P1 F
Abilty to change disposition for closed events without
cAD 612 | Closed Event Management ity to change disposition for closed events without reopening The event must be reopened. N NC
the event.
cap 613 |Closed Event Management Abilty to cross-reference a closed event to a pending or new event. v F
Use Case: CAD provides predefined timers to alert dispatchers to
situations requiring their attention. Certain types of law
enforcement incidents, such as traffic stops or domestic violence
. ot |rimers incidents trigger timers for check-ins. The CAD application also ; s
provides timers to support checks during fire operations as well as
timers to alert dispatchers to situations that can result in extended
response times (e.., event in pending status longer than desired,
unit taking a long time to arrive at event destination).
User Story 1: Repeating a status change should not reset the timer.
An ambulance is at the hospital. Upon arrival, the unit pushes the ‘At Hospital’status
change button, which begins a timer that will alert the dispatcher when the
ambulance has been in this status for 20 minutes. 18 minutes into the ‘At Hospital’
Abilty to provide predefined timers to alert dispatchers to situati
cAD 615 |Timers ity to provide predefined timers to alert dispatchers to sIUaLIONS | 1.tus, the unit pushes the 'At Hospital’ button again. The timer should continue from v F
requiring their attention.
18 minutes, triggering the dispatcher alert in two minutes, not reset to zero to begin
counting toward 20 minutes again.
User Story 2: Units are on scene of a structure fire and a mayday comes in. They need
to be able to timestamp the mayday and set status alerts every ten minutes.
cap 616 |Timers Abilty for status timers to maintain current status times. v F
Ability to create a mayday timer with a predetermined countdown
cap 617 |Timers time with alerts at a programmed interval that will continue unti v 3
cleared.
Ability to configure alert as audible or visual and occur after a
cap 618 |Timers Department.defined period of inactivity. M f
Abilty to configure timers and alerts based on Department-defined
cap 619 |Timers parameters (e.g., type of event, event status, unit status, priority v F
status, time-of day) and duration.
cap 620 |Timers Abilty to associate timers with any combination o v N/A
cap 621 |Timers Unit status v s
cap 622 |Timers Event type v s
cap 623 |Timers Event status v s
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cap 624 [Timers Event priority v s
cap 625 |Timers Abilty to alert user to the expiration of the timer via: N/A
cap 626 |Timers Audible alert v s
cap 627 [Timers Visual alert v s
o w28 |rmers Abilty o configure the alerts o repeat at Department-defined . .
intervals until the timer has been reset.
cap 629 |Timers Ability to manually set incident timers and alerts. v Motorola demonstrated capability and was accepted. P2 F
cap 630 |Timers Abilty for users to manually turn off automatic timers. v Motorola demonstrated capability and was accepted. P2 F
cap 631 |Timers Ability to prevent turning off automatic timers by: N NC
cap 632 |Timers Timer type N NC
cap 633 |Timers Event type N NC
cap 634 |Timers Ability to record acknowledgement of timer alert. N NC
cap 635 |Timers Ability to provide the following options when a status timer expires: v N/A
cap 636 |Timers Modify to new time value v s
cap 637 |Timers Reset to default value v s
cap 638 |Timers Stop timer Adispatcher cannot stop atimer but they can ignore t. N NC
cap 639 |Timers Abilty to provide timers to track: v N/A
. 10 |rimers Time a law enforcement call stays in pending queue (no units p s
assigned)
cap 641 [Timers Time until first fire unit dispatched responds v s
cap 642 [Timers Time an EMS unit is at a scene or a hospital v s
o 3 |rmers Abilty to trigger timers for check ins based on call types (traffic stop| . .
or domestic violence incidents).
. an |rimers Abilty for Department to determine the duration of timers for any p .
timer.
Ability to provide timers to support checks during fire operations.
cap 645 |Timers (e.8., personnel accountability report checks, time in environment v 3
checks and patient contact timel.
o w6 |rmers Abilty for Department to configure additional tmers to Motorola would ke t discuss this. PremierOne is extremely N "
unique business practices. 50 this may be feasible.
Use Case: Each event create in the system must be associated with
some type of disposition. Disposition codes are used by down-
CAD 647 | Event Disposition stream systems and reporting. The system must provide the abi Y N
to create disposition codes that are uniaue to each department.
o o158 | event Dispostion Abiliy for Dispatchers and assigned units o assign  dsposition to . S
an incident when the incident is completed.
. 649 |Event Dispostion Abilty to define business rules for who can assign a disposition N "
under certain
User Story: Currently runs get closed out without being handled because the units, in
bilty 0 provide alerts when the only unit on an event assigns a | 04T 0 Preemt themselves from receiving a call o respond to another,enter a no
_— bility to provi ° nly i disposition (ND) instead of asking to be preempted. The call then gets closed out and | The issue described would not happen due to how PremierOne
cap 650 |Event Disposition disposition (to prevent a unit from inadvertently closing an event A 3
e the event shoutd be ettt the pencing sty there is no way for the dispatcher to keep track of what happened. The closed call | processes preemptions.
pending queue). only gets attention when the reporting party calls back asking what the status of their
request for service is.
. 651 |Event Dispostion Abilty for Department-defined disposition codes to trigger p .
tions (e.g., transfer of data to a data warehouse).
cap 652 |Event Disposition Abilty for users to input comments along with a disposition code. v F
cap 653 |Event Disposition Abilty to assign a case number specific to the Department. v F
Ability to provide tables of case numbers maintained in the CAD Case numbers for downstream RMS systems are not handled in this
cAD 654 |Event Disposition v to provide tak B v e Y F
systemin with each RWS. manner. Tables are not needed.
User Story: The first unit clears the call with a ARR (arrest) disposition. Later another
Abilty to prioritize dispositions if multiple units enter different | unit clears it with a HAN (handled) disposition. Even though the last disposition was
cap 655 | Event Disposition The primary unit would provide the disposition. A F
posit disposition codes for the same event. HAN, CAD should leave the call disposition as ARR as that is a higher ranking of primary provi post
dispositions.
cap 656 |Unit Management N/A
Use Case: The system needs to maintain a lst of personnel (roster)
who can be scheduled to work and assigned to units. Personnel
attributes (e.g. rank, name, employee ID, sill) can be entered
manually by an authorized individual or automatically
loaded/updated through the interface to the departmental.
CAD 657 |Rostering/Logon Scheduling information is regularly transferred in bulk from the Y N
HRMS or time and system.
Updates to schedules can also be sent at anytime prior to or during a
shift and the system wil automatically adjust the personnel assigned
to the indicated unit(s).
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Proposed SRD Language:
All Rostering and login supports HRMS integration that will be pre-populated for all
. 658 |Rostering/Logon Abilty for the system to maintain a roster of personnel to include ; users. S WA
the following minimum data elements:
status:
HRMS ICD has been developed by Motorola and delivered to CCSF for review.
cap 659 | Rostering/Logon Department v P1 s
cap 660 | Rostering/Logon Unit ID or Call Sign v P1 s
cap 661 | Rostering/Logon Employee 1D v P1 s
cap 662 | Rostering/Logon Radio ID v P1 s
cap 663 Special Skills) (e.g., Hostage Negotiator, Spanish speaker) v P1 s
o o641 | Rosterng/Logon Special equipment based on individual qualfications (¢.g., shotgun, Y o1 s
long gun)
. 565 | Rostering/Logon Riding Position o Role (e.g., nozzle, pipe, hydrant, paramedic, \ o s
officer, chauffer
cap 666 | Rostering/Logon Vehicle ID. v Motorola demonstrated capability and was accepted. P1 s
cap 667 | Rostering/Logon Department-defined criteria N This requirement is agreed to be too general. N
cap 668 | Rostering/Logon Abilty to maintain schedule rosters by: v N/A
cap 669 Department (e.g. fire, police, sheriff) v s
The provision of this roster is a function of the HRMS system of that
cap 670 [Rostering/Logon Division/Department (e.g., patrol, investigations) provit : ! v v s
Proposed SRD Language:
Shift (4,8,C)/Watch/Group
. 671 |Rostering/Logon Shift (A8,C)/Watch/Group as a roling submission of advanced ; S s
sheduling/rostering
status:
HRMS ICD has been developed by Motorola and delivered to CCSF for review.
cap 672 |Rostering/Logon Department-defined criteria Dependent on criteria N N
cap 673 |Rostering/Logon Abilty to update information maintained in the personnel roster: v N/A
cap 674 | Rostering/Logon Manually through the user interface v s
cap 675 | Rostering/Logon Automatically through the HRMS interface v s
o 676 |Rosterng/Logon Rbilty o have multiple employees assigned to a singl unit (e.&, v .
two person car, engine company members).
Abilty for changes in the HRMS records to automatically trigger an
cap 677 | Rostering/L v 3
ostering/Logon update to the CAD personnel and scheduling records in real-time.
Ability to assign multiple units to a single unit vehicle (e.g., AL01 has
cap 678 | Rostering/Logon the ALD%a ant ALOLE), v F
Abilty to reassign units to different vehicles (e.g., AL01a is now
cap 679 | Rostering/L v 3
ostering/Logon riding with B101b in the C101).
Abilty to automatically place all units in a previously defined
cap 680 | Rostering/Logon schedule on or off-duty at the scheduled time. v F
. 661 | Rostering/Logon Abilty to place all units in a previously defined schedule on or off- p .
duty with a single command.
Ability to require a confirmation prior to placing all units in a
0 682 |Rostering/Logon previously defined schedule on or off-duty with a single command. v F
. 563 | Rostering/Logon Ablity to place all scheduled units on-duty but unavailable for calls \ .
until they notify the dispatcher that they are in service.
cap 684 | Rostering/Logon Abilty to automatically log on a mobile unit based on the schedule. v P1 F
Abilty to allow for single unit exceptions when placing a group of
cap 685 | Rostering/Logon scheduled units on or off duty. v F
Units can be placed in service in CAD. The officers wil still need to |
cAD 686 | Rostering/Logon Ability to log on a unit without assigned employees. nits can be placed in service in '@ officers will stil need to log v 1 F
in to their laptops.
Units can be placed in service in CAD. The officers will til need to o
cap 687 [Rostering/Logon Ability to log on and place units in service that are not scheduled. h nbep et et o v P1 F
in to their laptops.
. 568 | Rostering/Logon Abilty to log personnel off one unit and log the same personnel Units can be placed in service in CAD. The officers wil stil need to log \ o .
onto another unit with a single command. in to their laptops.
o o Abilty to prevent a it from being automatically logaed off i the p .
unit i assigned to an event.
. o Ablty to keep fire apparatus logged into CAD while swapping out p .
scheduled crews.
If the PremierOne to HRMS interface is correctly designed, this event
cap 691 [Rostering/Logon Ability to flag an undefined unit (e.g., new vehicle in HRMS). k ! v destened, it v P1 F
will not happen.
User Story: The SFSO currently does not have callsign designations that define units
Use Case: CAD provides configurable windows to display units. [ capable of being assigned a call for service or assigned by sector. CAD should have the
. 652 |Unit sotus Dispay Users can filter event windows to view relevant information. Unit  ability to ilter SFSO units assigned by a patrol function. For example, victor units are ; s
status windows indicate unit status and time i status, among other | assigned both DPH patrol and FTO. Yellow units are assigned to patrol, courts,
summary unit information. transportation civi,etc. It would be helpful for dispatchers to know what units are
available for dispatch.
cap 693 | Unit Status Display Abilty to provide configurable windows to display units. v s
cap 694 | Unit Status Display Abilty to filter the unit status windows by: v N/A
cap 695 | Unit Status Display Discipline v s
cap 696 | Unit Status Display Dispatch group v s
CAD 697 | Unit Status Display Geographically defined boundary (e.g., sector or battalion) \ s
cap 698 | Unit Status Display Unit status v s
cap 699 | Unit Status Display Abilty to split windows by: v N/A
cap 700 | unit status Display Discipline v s
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cap 701 |unit status Display Dispatch area v s
cap 702 | unit status Display Unit status v s
cap 703 | unit status Display Type code category (administrative versus non-administrative) v s
cap 704 | unit status Display Abilty to display the following unit information: v N/A
cap 705 | unit status Display calltype v s
cap 706 | unit status Display Current event number v s
cap 707 | unit status Display Location v s
cap 708 | unit status Display Status v s
cap 709 |unit status Display Elapsed time in status v s
cap 710 |unit status Display Radio ID v s
cap 711 |unit status Display Unit ID/call sign v s
cap 712 |unit status Display Vehicle number v s
cap 713 |unit status Display Terminal number v s
cap 714 |unit status Display Specalty or skill v Motorola demonstrated capability and was accepted. P2 s
cap 715 | unit status Display Status Comment N N
Abilty for a user to configure the information that is displayed on
cap 716 |Unit Status Display v gure thel ! play v Motorola demonstrated capability and was accepted. P1 F
the unit status screen.
T ble if business rules allow for the identification of
cAD 717 | Unit Status Display Ability for system to indicate a unit that is temporarily logged on. s 1s possible if business rules allow for the identification of a A F
temporary unit.
o 718 | unitstotus sty Abilty o indicate units that are not equipped with a mobiledevice p .
(on air only).
. 715 | onit StatusDisplay Abilty to associate a default availability with each status (.. uni \ .
available when in particular status).
o 720 | unit stots Dispay Abilty to sort displayed data by any unit information (.2, station, . .
shift, supervisory status, incident, unit,location, status).
. 721 | onit statusDisplay Abilty to visually differentiate, through color, text and/or symbol, \ .
units in varying status or conditions.
cap 722 |unit status Display Abilty to display unit locations on the CAD map. v F
Ability to provide a scrolling lst of the last several push-to-talk and
cap 723 |Unit Status Display Vo prov el P Push-to-talk and emergency times are displayed. v F
emergency call messages.
: Abilty to display the CAD Unit ID associated with the Radio Alias or
cap 724 | Unit Status Displ: v 3
atus Display Radio ID (in the absence of a Radio Alias)
cap 725 | unit status Display Abilty o filter the display of PTT IDs by: v N/A
cap 726 | unit status Display Department v s
cap 727 | unit status Display Dispatch Group. v s
cap 728 | unit status Display Abilty to distinguish a Group Call PTT from an Emergency Call by v N/A
cap 729 | unit status Display Color v F
cap 730 | unit status Display Symbol or iconography N N
Use Case: CAD supports and records standard and Department-
cap 731 Unit Activity Tracking defined unit statuses, tracking the time that units are in each status. M °
cap 732 Unit Activity Tracking Abilty to record unit assignments. v F
cap 733 | Unit Activity Tracking Abilty to record unit locations. v F
cap 734 Unit Activity Tracking Abilty to record unit status changes. v F
cap 735 | Unit Activity Tracking Abilty to retroactively enter a unit status change. v F
Abilty to update a unit status timestamp to refiect the actual time of|
cap 736 | Unit Activity Tracking the status change (e.g. if a unit forgot to update status upon arriving| v F
on scene).
cap 737 | Unit Activity Tracking Ability to flag an updated timestamp. v F
cap 738 | Unit Activity Tracking Abilty to track the amount of time that units are in each status. v F
cap 739 | Unit Activity Tracking Ability to record and timestamp any change in unit location. v F
Abilty to record different locations for each unit within the same
cap 740 | Unit Activity Tracking event when two or more personnel are assigned to the same vehicle v F
or apparatus.
Abilty to capture, validate and track units that are assigned to the
cap 741 | Unit Activity Tracking same incident but operating at different locations from the primary v F
or nitial location.
cap 742 Unit Activity Tracking Ability to capture multiple transport destinations. v F
Odometer readi be captured at unit status ch 1
cAD 743 | Unit Activity Tracking Ability to record beginning and ending mileage. ometer readings can be captured at unit status changes as well as v F
any agency configured statuses.
cap 744 | Unit Activity Tracking Ability to capture the following for an interrupted transport v N/A
‘An odometer reading can be captured at unit status changes as well
as any agency configured statuses. For this example, a status change
o s Actvity Tracking times fo each g of the transport on begin ransport gets  imestamp and mlage and ‘end ransport N .
Ieg' gets a timestamp and mileage. Then a custom total time and
milage report can be written by the customer to harvest that
‘An odometer reading can be captured at unit status changes as well
as any agency configured statuses. For this example, a status change
cAD 746 Activity Tracking Beginning and ending mileages for each leg of the transport on 'begin transport’ gets a timestamp and milage and ‘end transport A 3
Ieg' gets a timestamp and mileage. Then a custom total time and
milage report can be written by the customer to harvest that
Automatically populate the beginning mileage for the next leg from
cap 747 |Unit Activity Tracking v pop & nning mileag e N NC
ending mileage of the previous leg
cap 748 | Unit Activity Tracking Free form comment field to provide the reason for the interruption Aunit status change can include comments. v 3
. . Actity racking Ability to record multiple arrival times associated with different p .
statuses (e.g., arival at a staging area, arrval at the scene).
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o 750 | unit iy Tracking Ability to record multiple units arriving on scene with a single . .
command.
Abilty to automatically mark a unit on-scene when it comes within a
cap 751 [Unit Activity Tracking certain number of feet of the incident location (with AVL v F
o 752 |unit Activiy Tracking Abilty to dispatch and arrive a unit on scene (skipping the en route. \ .
status).
User Story: This functionality requires the ability to verify the status change before
enacting it but should not ban the status change.
Scenario 1: A unit s responding on a call and the dispatcher states that RP has called
back requesting cancellation. Using the MDT, the unit needs to change their status
Ability to prevent or display a verification box for a user updating | from en route to AOR (Available On Radio) without arriving on scene. This change is
cap 753 | Unit Activity Tracking their unit status illogically (e.g., user must be "en route” prior to "on | only allowed after a verification box pops up on the MDT and the officer accepts the v 3
scene"). status change.
Scenario 2: A unit is responding to a call and the offcer is viewing callinformation on
the MDT. While attempting to scroll through the information, the officer accidentally
hits the AOR button. An illogical status change should require a pop up verification
box, not located near the status change button, to confirm the status change.
cap 754 |Unit Activity Tracking Abilty for department to define ilogical status changes. Due to PremierOne's workflow, this is not needed. A F
o 755 |Unit Activiy Tracking Abilty to change the status workflow for exceptions (or logical) p .
witha of the exception required by the user.
cap 756 | Unit Activity Tracking Abilty to update unit status via: v N/A
cap 757 | unit Activity Tracking Command line v s
cap 758 | Unit Activity Tracking Drop down menu v s
cap 759 | unit Activity Tracking AVL based on radius from specified locations. v s
cap 760 | Unit Activity Tracking Pre-defined status buttons v s
cap 761 | Unit Activity Tracking Ciicking on unit on map v s
o 762 | unit Actiy Tracking Ability 0 add a ree-form *Status Comment” when updating the N "
status of a unit.
Use Case: CAD tracks the entry of a unit disposition separately from
cap 763 | Unit Clearance the disposition of an event, so that a unit can clear from an event v s
without closing the event.
o 261 |onit omrance Abilty to clear one unit from an event while allowing the other p .
assigned units to remain on the call.
cap 765 | unit Clearance Abilty to clear multiple units from an event. v F
cap 766 | Unit Clearance Abilty to clear all units except for specified units from an event. v F
o 767 | ot clearance Ability to request user confirmation prior to clearing the last unit . .
from an event.
o 268 | ot Comrance Abilty to alert responding units when additional units are cleared or p .
added to a call
o 769 | ot clearance Ability to require  disposiion to be entered prior to clearng the s . .
unit from a CAD incident.
cap 770 | Law Enforcement Dispatching N/A
Use Case: Users can create a “Be on the Lookout” (BOLO) per
cap 771 |BoLos Department policy and security permissions. The BOLO is accessible v s
in the CAD and mobile workstation
cap 772 |OLOs Abilty for each Department to: v N/A
cap 773 |OL0s Create, update, and maintain its own BOLOS v s
cap 774 |BOLOs Designate which other Departments can view a BOLO v s
cap 775 |BOLOS Abilit to provide an audit tral for BOLOs. v s
cap 776 |BOLOS Ability for field personnel to create BOLOS. v s
cap 777 |oLos Abilty to provide the following fields for a BOLO record: v N/A
cap 778 |BOLOS Date issued v s
cap 779 |BOL0s BOLO expiration date v s
cap 780 |BOLOS Nature of the BOLO v s
cap 781 |BOLOS 8OLO priority v s
cap 782 BOLOS Subject information v s
cap 783 |BOLOS Vehicle information v s
cap 784 |BOLOS Narrative v s
This functionality is not needed with PremierOne. BOLOS are
cap 785 |BOLOS Other Department-defined informational fields messages similar to emails but with special properties. There is a large| v s
text area and attachments can be added.
cap 786 |BOLOS Ability to search for BOLOS v s
cap 787 |BOLOs Open v s
cap 788 |BOLOS Expired v s
cap 789 |BOLOS Abilty to pin a BOLO for quick reference. v F
Informati Itiple subjects and vehicles can be typed in th
cAD 790 |BOLOs Ability to accommodate multiple subjects in a BOLO. information on multiple subjects and vehicles can be typed in the v F
message text area. Attachments can also be added.
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Information on multiple subjects and vehicles can be typed in the
cap 791 |BOLOS Ability to accommodate multiple vehicles in a BOLO. ple sub pedi v F
message text area. can also be added.
CAD 792 |BOLOs Ability to attach a file to a BOLO. Y F
CAD 793 |BOLOs Ability to embed a photo in a BOLO. Y F
CAD 794 |BOLOs Ability to update a BOLO. Y F
CAD 795 |BOLOs Ability to set time limits for BOLO retention. Y F
o [ Ability to designate agencies, groups or individuals to whom BOLOs Y .
should be sent.
User Story: BOLOs (especially those involving officer safety) should be visible to all
Abilty to link BOLOS to an address such that the BOLO s retrieved | agencies upon address query. Officers responding to calls for service should be aware_|PremierOne’s premises/hazard system will accommodate this
CAD 797 |BOLOs B . A F
when that address is referenced. of factors such as addresses where EM participants are located and upcoming function.
evictions. SFSO deputies should be aware of any existing SFPD BOLOs.
CAD 798 |BOLOs Ability to link BOLOs to a CAD incident.. An incident number can be included in the the message text. A F
CAD 799 |BOLOs Ability to view history of recently created BOLOs. Y F
CAD 800 [BOLOs Ability to archive expired BOLO records. Y F
cAp 801 |oLos Ability to access the BOLO in the mot and CAD workstation M £
User Story: Perimett t by either Law Enfc 't (LE) hould be visible ¢
Use Case: Dispatchers can assign units assigned to an incident to ser Story: Perimeters set by either Law Enforcement (LE) agency should be visible to
cap 802 [Perimeters the other in real time and an alert should be generated on the corresponding v s
perimeter posts. Locations are viewable on the CAD map. " » S
dispatchers workstation to notify the other LE agency when appropriate.
CAD 803 |Perimeters Ability for user to define a perimeter. Y S
CAD 804 |Perimeters Ability for dispatchers to assign units to perimeter posts. Y S
CAD 805 |Perimeters Ability to support multiple unit locations within the same event. Y S
‘Ability for dispatchers to drag and drop units assigned to an event
cap 806 [Perimeters onto map locations and have their location within the event update v Motorola demonstrated capability and was accepted. P2 s
to the perimeter assignment.
CAD 807 |Fire and Medical Dispatching Not a requirement N/A
Use Case: SFFD currently uses a static run card/response plan for fire
suppression resources using pre-defined geographical areas and
point addresses. Dynamic response plans (AVL) are used for a
cAD 808 |Run Cards and Response Plans medical transport resources. The static run cards identify the units v Motorola demonstrated capability and was accepted. P1 s
by unit type designated for the Initial response as well as the units
that are designated for response upon the upgrade of the alarm
level.
Ability to support static response plans that identify the number,
cAD 809 |Run Cards and Response Plans type or specific units that respond to an incident of a specified type, v Motorola demonstrated capability and was accepted. P1 s
and the order in which they respond.
Ability to support dynamic response plans that identify the number,
cAD 810 |Run Cards and Response Plans type or specific units that respond to an incident of a specified type, v P1 s
and the order in which they respond.
Ability to support business logic in the response plans (e.£., only
cAD 811 |Run Cards and Response Plans send fire suppression equipment to an EMS run if the estimated v P1 s
EMS response time exceeds n minutes).
Abilty for response plans to include rules to swap or add units
CAD 812_|Run Cards and Response Plans needed based on time or distance to the incident. M 7 s
User Story: Fire is dispatched to a report of a fire that requires three engines. Two
engines are dispatched from a run card while the third s dispatched as the closest by
. 813 |Run Cards and Response Plans Ability o support hybrid response plans where some urits are Y o .
identified as static and the remainder are dynamic.
cAD 814 |Run Cards and Response Plans Ability to support a minimum of 5 alarm levels. PremierOne can support up to 99 alarm levels. Y P1 s
cAD 815 |Run Cards and Response Plans Ability to schedule the use of alternate response plans by: Y P1 N/A
CAD 816 |Run Cards and Response Plans Time-of-day Y P1 S
CAD 817 |Run Cards and Response Plans Day-of-week Y P1 S
‘Alternative pracess demonstrated and accepted. Process in PremierOne is satisfied
cap 818 |Run Cards and Response Plans Date range A e p P " P1 s
by Response Modes that can be enabled maunually.
‘Alternative process demonstrated and accepted. This can be accomplished in
cap 819 [Run Cards and Response Plans Abilty to designate a default Incident Commander. v PremierOne by adding another unit status of, for example, "On Scene - Incident P1 F
Co ". That would be used to show who is in command.
o 520 | Run Cords and Response plans ‘Ability to include designated cover or move-up assignments in the Y o .
response plans for each alarm level.
cAD 821 |Run Cards and Response Plans Ability to include mutual aid units in the response plan. Y P1 F
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User Story: 1) Afire is reported at the Powell St. Bart Station. The fire is n the tunnel
between Powell and Montgomery BART stations. After entering the BART2 call type
and the location entered as between Powell and Montgomery, the recommendation
o from the CAD to the dispatcher s to dispatch a full box to the Powel St. station. CAD
Abilty to create response plans that support multiple dispatch
should also immediately recommend the second reduced box (no Division Chief) to
locations for a single incident (e.g, fire in tunnel at Between the |37 #2580 IMMeCiEE o
cap 822 [Run Cards and Response Plans Powell ST and Civic Center BART Stations. Response location A s the gomery St - v P1 3
g;:z':T BART station, response location B1is Civic Center BART |y o\ g40v: 5) a fie is reported in the TransBay Tube. After entering the BARTL call
- type and the location as TransBay Tube, the recommendation from CAD to the
dispatcher is to dispatch a full box to the Embarcadero St. Station. The system also
immediately recommends the second reduced box (no AC) to the ventilation structure,
at the Ferry Building Pier.
Ability to show a subterranean, elevated or building map layer and
cap 823 [Run Cards and Response Plans automate response plans for multiple dispatch positions (e.g., two v P1 F
connected stations).
. 520 |Run Cords and Respanse Plans Abilty to create a temporary response plan for special events or \ o .
cap 825 |Run Cards and Response Plans Abilty to validate target hazards. v P1 F
cap 826 |Run Cards and Response Plans Abilty to define response plans based on: v P1 N/A
cap 827 |Run Cards and Response Plans Unit type v P1 s
cap 828 |Run Cards and Response Plans Primary unit capabilities v P1 s
cap 829 |Run Cards and Response Plans Secondary unit capabilties v P1 s
cap 830 |Run Cards and Response Plans Personnel capabilities v P1 s
cap 831 |Run Cards and Response Plans Resource group v P1 s
cap 832 |Run Cards and Response Plans Required Role (e.g.,RIT) v P1 s
cap 833 |Run Cards and Response Plans Business logic v P1 s
User Story: The Hall of Justice at 850 Bryant s in box 2255. Due to the split standpipes
and high rescue potential, the location requires a full Working Fire (WF) compliment
of units on the initial bo, as well as Mobile Air1 (not usually due unti the second
alarm). Because the location is encompassed in box 2255, all addresses in this box
receive this augmented response. By defining 850 Bryant as a target hazard, the ability
to define response plans based on target hazards and/or other criteria, only 850
Bryant within box 2255 should receive the augmented response.
cap 834 [Run Cards and Response Plans Target hazards v P1 s
cap 835 |Run Cards and Response Plans Premise requirements v P1 s
cap 836 [Run Cards and Response Plans Time-of-day v P1 s
cap 837 _|Run Cards and Response Plans Day-of-week v P1 s
cap 838 _|Run Cards and Response Plans Geographical Boundary v P1 s
cap 839 [Run Cards and Response Plans Department-defined criteria Dependent on criteria N This requirement is agreed to be too general. P1 s
Use Case: The system should support satic and dynamic attributes
for units that can be used in the unit recommendation process as
well as for situational awareness. In the current system, SFFD engine|
companies may operate as paramedic engines and respond as an
. 810 | Adaitionat Attrbutes ALS resource when the engine company is staffed with FF/EMT-P. ; s
When an engine is staffed as a paramedic unit, the dispatcher
modifies the unit designator in CAD to include the suffix "M" (e.g.,
E01M) to indicate that that company is staffed at the paramedic
level. The modifier can be used by the system for generating Unit
Recommendations.
o w1 | ndditonal Atbates Abilty to track and display Department-defined attributes of units . wa
and personnel in include:
cap 842 |Additional Attributes Paramedic staffed engine v s
cap 843 |Additional Attributes Special skills (.. Hi-angle rescue) v s
cap 844 |Additional Attributes Special equipment v s
cap 845 |Additional Attributes Language skills v s
cap 846 |Additional Attributes Temporary assignments v s
cap 847 | Additional Attributes Abilty to assign default modifiers to units in the system code tables.| v F
cap 848 _|Additional Attributes Ability to define unit modifiers in the system code tables. v F
cap 849 |Additional Attributes Ability to dynamically define a unit modifier. v Motorola demonstrated capability and was accepted. P1 F
Rbilty to assiy it modifier based on the skills of th ]
cAD 850 |Additional Attributes Mlity to assign a unit modifier based on the siills of the personnel v Motorola demonstrated capability and was accepted. 1 F
assigned to the unit.
cap 851 |Additional Attributes Abilty to restrict the ability to add a modifier to a unit. v F
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o 52 | Additional Atrbutes Ability to use Department-defined attributes In the unit . .
process.
Use Case: Fire and EMS agencies have unique requirements for
tracking unit assignments on the fire ground, specific fire ground
assignments and activities, and times for specific events related to
fire and medical responses. SFFD currently utilizes Tablet Command
Enterprise Pro deployed on Apple iPads for incident command Fullintegration with Tablet Command that meet al the requirements in the RFP.
CAD 853 |Fire Incident Management support in the field. It is expected that the replacement CAD system| Y Motorola demonstrated capability and was accepted. P N
will have a bi-directional interface to Table Command Enterprise Pro
Two Way (See interfaces). It i expected that the CAD system's fire
incident management capabilities will be tightly coupled and
integrated with Tablet Command.
cap 854 |Fire Incident Management Abilty to designate a unit as the Incident Commander. v s
o 255 |rre mcident Management Ability to track the Transfer of Command from one Incident . S
Commander to Another.
Ty €0 33T S ST T T O e W e
cap 856 [Fire Incident Management CAD system and Mobile (e.g., different color unit designator, unit v s
cap 857 |Fire Incident Management Abilty to track Fire/EMS Specific times and conditions to include: v
cap 858 |Fire Incident Management Fire Condition on Arrival v s
cap 859 |Fire Incident Management Attack Strategy v s
cap 860 |Fire Incident Management Occupation Status v s
cap 861 |Fire Incident Management Patient Contact (Y/N) v s
cap 862 |Fire Incident Management Time of Patient Contact v s
cap 863 |Fire Incident Management CPR in Progress v s
cap 864 |Fire Incident Other Dep: defined criteria Dependent on criteria N N
o 265 |rire mcident Management Abilty o capture in defined fields Fire Ground Operations fimes to . wa
include:
cap 866 _|Fire Incident Management Command Established v s
cap 867 _|Fire Incident Management Water Supply Established v s
cap 868 _|Fire Incident Management RIC/RIT established v s
cap 869 _|Fire Incident Management Water on Fire v s
cap 870 _|Fire Incident Management Primary Search Completed v s
cap 871 |Fire Incident Management Secondary Search Completed v s
cap 872 |Fire Incident Other defined criteria Dependent on criteria N NC
cap 873_|Fire Incident Management Abilty to assign units to Incident Command Roles to include: v N/A
cap 874_|Fire Incident Management Incident Commander v s
cap 875 _|Fire Incident Management Operations v s
cap 876 _|Fire Incident Management Safety Officer v s
cap 877_|Fire Incident Management staging Officer v s
cap 878 _|Fire Incident Management Transportation Officer v s
cap 879 _|Fire Incident Management Strike Team Leader v s
cap 880 |Fire Incident Other defined criteria Dependent on criteria N NC
cap 881_|Fire Incident Management Abilty to designate staging areals). v s
cap 882 |Fire Incident Management Abilty to temporarily locate a dispatched resource to a staging area. v s
cap 883 _|Fire Incident Management Abilty to group resources into ICS functional groupings to include: v N/A
cap 884_|Fire Incident Management Section v s
cap 885 _|Fire Incident Management Branch v s
cap 886 _|Fire Incident Management Division v s
cap 887 _|Fire Incident Management Group v s
cap 888 _|Fire Incident Management Strike Team v s
cap 889 |Fire Incident Management Task Force v s
CAD 890 | Fire Incident Management Department-defined group(s) \ s
o o1 | et aid Explain the need to utiize mutual aid for units within and outside of - "
CCSF iurisdiction.
cap 892 |Mutual Aid Ability to support automatic mutual aid within response plans. v F
cap 893 | Mutual Aid Abilty to support requested mutual aid within response plans. v F
o oa | mutaal g Ability to maintain resource availabilty for mutual aid partners by B .
cap 895 [Mutual Aid Ability to uniquely identify mutual aid resources in the CAD system. v F
o 96 | uteat aid Ability to generate unit recommendations for mutual aid requests by| p .
requesting Department.
cap 897 | Mutual Aig Abilty to track resource usage for mutual aid units. v F
Ability to restrict the response of mutual aid units (e.g, a unit giving
cap 898 [Mutual Aid aid to SFFD will not be automatically recommended for a mutual aid v 3
request from a different mutual aid partner.)
o w95 | mutaal g Abilty for the system to create an multi-jurisdictional mutual aid . .
event (e.g., Task Force).
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Use Case: Each fire and EMS response is assigned one or more
channels or talk groups that are used for on-scene and scene-to-
dispatch communications. The system should automatically
recommend the assignment of Contol, Command, Tactical and
other types of channels/talk groups as part of the dispatch process
based on pre-defined parameters. The assignment of the channels
may be based on incident type, incident location, or as a requested
CAD 900 |Incident Channel Assignments resource. The dispatcher should be able to view the status of all Y N
available and assigned channels to request a channel assignment by
channel type (e.g., Command, Tactical). The system should
automatically recommend the next available and appropriate
channel(s), dispatchers can accept or modify the channel
recommendation, and the channel i assigned to the incident.
Dispatchers should also be able to assign any channel to an incident.
Ablity to recommend radio system talk groups and include the.

a0 901 |Incident Channel Assignments v s
accepted in the dispatch information.
Ability to recommend multiple talk groups by usage type (¢.8.,

cap 902 [Incident Channel Assignments v " ol talk groups by usage type (e.8 v s
command, tactical) based on the event type.

oo 903 |incident Channel Assgnments Ability to recommend an unlimited number of channels or talk ; s

aroups for an event.

Ability to modify the recommendation provided by the system prior

cap 904 [Incident Channel Assignments v w fon provided by the system pri v s
to acceptance.

Ability to automatically recommend talk groups at the discretion of

cAD 905 |Incident Channel Assignments the dispatcher (e.g., dispatcher can assign additional talk groups as Y s
required to incident needs).
cAD 906 |Incident Channel Assignments Ability to designated a talk group or channel as unavailable. Y s

Ability to temporarily change a default talk group or channel
cAD 907 |Incident Channel Assignments assignment (e.g., all responses in Battalion 24 are going to use talk Y s
group 28 instead of talk group 24).

cap 908 [Incident Channel Assignments Abilty to assign any talk group or channel o an incident. ¥ s

o 900 |Incident Channel Assgnments ‘Ability to display the current status and assignments of all talk Y WA
aroups from

CAD 910 |Incident Channel Assignments. CAD dispatch client Y S

CAD 911 |Incident Channel Assignments. Mobile client Y S
Ability to automatically recommend and or assign the appropriate

cap 912 [Incident Channel Assignments v eally & the approp: v N/A
number of talk groups based on:

CAD 913 |Incident Channel Assignments. Type of incident Y S

CAD 914 |Incident Channel Assignments. Location of incident Y S

cap 915 [incident Channel Assignments Type of talk group or channel required v s

CAD 916 |Incident Channel Assignments. Assigned unit(s) Y S

cap 917 [incident Channel Assignments Department-defined criteria Dependent on criteria N Ne

o 918 |Incident Channel Assgnments ‘Ability to assign a function to a talk group (e.g., water supply, Y .

staging, transport).
Ability to release any talk groups assigned to an incident when an

cAD 919 |Incident Channel Assignments . Y F
incident is closed.

Ability to utilize the ASTRO25 Dynamic Regrouping capability to steer|

cap 920 t Channel As ts v 3
ent Channel Assignmen a radio subscriber unit to a designated talk group.
Ability to automatically steer the radio subscribers of units assigned
cap 921 fent Channel Assignments to an event to the assigned incident channel using Dynamic v 3
Regrouping.
Ability for a dispatcher to manualy steer a radio subscriber unit to a
cap 922 fent Channel Assignments designated talk group using Dynamic Regrouping from within the v 3
CAD application.
Use Case: When fire units are assigned to a call, the system shall
automatically send alerts to system and devices to alert units and
cAD 923 |Fire Resource Alerting responders that they are being assigned to a response. The alert N Motorola demonstrated capability and was accepted. P1 s
should include al the information that is pertinent to the response
to include location, call type, command and tactical talk group
assignments, other responding units, etc.
cap 924 |Fire Resource Alerting Abilty to notify units assigned to a response via v N/A
cap 925 |Fire Resource Alerting Fire Station Alerting system v Motorola demonstrated capability and was accepted. P1 s
cap 926 |Fire Resource Alerting Fire station printers v Motorola demonstrated capability and was accepted. P1 s
cap 927 |Fire Resource Alerting Station desktop clients v Motorola demonstrated capability and was accepted. P1 s
cap 928 |Fire Resource Alerting Native CAD connect mobile devices (e.g., MDT, Tablet, Smartphone) v Motorola demonstrated capability and was accepted. P1 s
Non CAD connected mobile devices via Everbridge (e.6., email,
CAD 929 |Fire Resource Alerting ices vi idge (e.g. i Y s
pager,
cap 930 |Fire Resource Alerting ASTRO25 subscriber unit v s

Page 45 of 78



DocuSign Envelope ID: 03CAD99D-E3A9-4EC2-8FB2-07B9A1D3B2AA

City and County of San Francisco

Motorola PremierOne CAD Contract

APPENDIX AL
System Requirements Document
(SRD)
PeopleSoft ID #1000031673
December 2023
Compliance:
“Y"=Compliant/Validation
Required
o Pu/P2 1= Interface
Component n Category Requirement User story MOTOROLA Clarifying Comments TR Negotiation Comments | oo aeree
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User Story: 1) A system that does not alert the fire station if the unit is out of the
station must not use unitstatus as the method to determine if the unit is out of the
station. 2) Additionally, if AVL is used, in station’ must constitute several blocks
around the fire station.
1) After a call, the Engine 11 officer presses the AOR button. When arriving at the
station, the Engine 11 officer neglects to press the AIQ button. Members are no longer|
in the engine monitoring the radio. Ifthe station is not alerted the unit will miss the.
fun.
Ability to know the status of a unit and only alert using the
cap 931 |Fire Resource Alerting v v N 2) During morning check out, only the Truck 12 driver and tiler pull the truck out of ¥ F
appropriate delivery vector. : " ‘ !
the station. The standard position/location for the truck in the morning during check
out requires the crew to drive one block to Parassus, one block to Shrader, four
blocks to 17¢h, one block to Stanyan, and three blocks back down to the front of
Station 12 to park and check the truck. During this time, the rest of the crew is stilin
the station and not monitoring the radio. If the station is not alerted, they will not
know to meet the truck outside.
The SCRT team is moved to fire station 36's area. Based on the unit type, it should not
be alerted at the fire station, only on the radio, even when inside the multi-block area
that constitutes Station 36.
oo 532 |Fre Resource Alerting Ability to override unit status based on AVL proximity and time near ; .
station.
Abilityfor the system administrator to configure the activation of the|
cap 933 [Fire Resource Alerting v i § & v F
fire station alerting system on a per command basis.
oo 534 |Fire Resource Alering Ability to customize the format the output that prints on the fire ; n
station printer to include:
o 935 [Fire Resource Alerting Dispatch elements (e.g., ocation, comments, responders) v s
o 936 | Fire Resource Alerting Location of elements on the page v s
o 937 [Fire Resource Alerting Font style and size v s
o 938 [ Fire Resource Alerting Map PremierOne Mobile accomplishes this functionality. A s
o 939 [Fire Resource Alerting Suggested route to incident location PremierOne Mobile accomplishes this functionality. A s
o 940 [Fire Resource Alerting Premise and hazard information v s
o 941 [Fire Resource Alerting Past Incidents v s
o 942 [Fire Resource Alerting Occupancy Information This functionality is available when included in premises/hazard. v s
o 943 [Fire Resource Alerting Department-defined criteria This functionality is available when the fields are in PremierOne CAD. A s
Ability to send a alert to a unit when the unit is recommended for
a0 944 |Fire Resource Alerting dispatch (prior to the acceptance of the recommendation by the N Ne
dispatcher).
Ability to generate an alert to a station when a unit s recommended
cap 945 [Fire Resource Alerting Vo : v F
for dispatch.
oo 945 |Fire Resource Alering Ability to manually activate the FSA system from within CAD without ; n
an associated dispatch for alerting and voice by:
o 947 [Fire Resource Alerting Al stations v s
o 948 [Fire Resource Alerting Multiple operator selected stations v s
o 949 [Fire Resource Alerting Single operator selected station v s
o 950 [ Fire Resource Alerting Predefined groups of stations (e.g., division, battalion) v F
Ablity to support ransmitting and receiving acknowledgments
cap 951 |Fire Resource Alerting between the FSA and CAD systems for inclusion in the CAD record. M f
Ability to temporarily relocate a unit to an alternate station and alert
that unit at that station without effecting unit recommendations
cap 952 |Fire Resource Alerting (e.8., Battalion 1's default station is Station 2 but is attending a ¥ F
meeting at Station 5. Battalion 1 willstill respond to allcalls in
Battalion 1's response area but the alert should be sent to Station 5).
Use Case: Water supply i crtical to fre suppression activites. The
o 953 | Hydrant/Cistern Location and Status | system should present dispatchers and responders with critical v s
about water supply resources for each response.
o 954 [Hydrant/Cistern Location and Status | Ability of the system to support: v /A
o 955 [Hydrant/Cistern Location and Status | Municipal fire hydrants v s
o 956 |Hydrant/Cistern Location and Status | Private fire hydrants v s
o 957 [Hydrant/Cistern Location and Status | Cisterns v s
o 958 |Hydrant/Cistern Location and Status | Dry hydrants v s
o 959 [Hydrant/Cistern Location and Status | Dratt points v s
o 960 |Hydrant/Cistern Location and Status | Department-defined water source type v s
Ability o display the locations of a water supply resources on the
cap 961 | Hydrant/Cistern Location and Status v o display PR v s
dispatch and mol
Ability to visually distinguish the water supp! type on th
o 962 [Hydrant/Cistern Location and Status ity o visually distingush the water supply resource type on the v s
dispatch and mobile map by color or symbol.
Ability o include as text within the incident dispatch information thel
a0 963 |Hydrant/Cistern Location and Status | location of water supply resources (e.g., Closest Hydrant(s) are v s
located at the intersection of X and Y Streets and A and B Avenues).
Ability to temporarily designate a resources as unavalable or out-of-
cap 964 | Hydrant/Cistern Location and Status v to temporarlly desig v s
service.
Ablity to maintain displ ters and features including but not|
o 965 [Hydrant/Cistern Location and Status ity to maintain display parameters and features including but not v /A
limited to:
o 966 |Hydrant/Cistern Location and Status | Service status v s
o 967 |Hydrant/Cistern Location and Status | Flow rate v s
o 968 |Hydrant/Cistern Location and Status | Rated pressure v s
o 969 [Hydrant/Cistern Location and Status | Type (e.g. single, double, high pressure, low pressure) v s
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Method/Validation Required
cap 970 |Hydrant/Cistern Location and Status | Water main size v s
cap 971 |Hydrant/Cistern Location and Status _|Shutoff location(s) and distance s
cap 972 |Hydrant/Cistern Location and Status | capacity v s
cap 973 |Hydrant/Cistern Location and Status | Last test date v s
cap 974 |Hydrant/Cistern Location and Status | Water source v s
cap 975 |Hydrant/Cistern Location and Status | Owner v s
cap 976 |Hydrant/Cistern Location and Status | Department-defined parameter(s) v s
cap 77 |Fire Resource Management N/A
Use Case: The Dispatch system shall provide the ability for
designated users and dispatchers to be alerted by the system to
move units to other locations for coverage during periods when
resources are below Department-defined coverage requirement
thresholds. The system should continually monitor CCSF-wide
coverage and suggest move-ups and cover assignments to optimize
the response time across CCSF. The automated move-up algorithm
should take into consideration real-time and historical data, unit
cap 978 |c ps/System Status type, bilities, the skils o the personnel assigned to the v s
unit, previous work load, and station depth. Cover assignments are
currently manual made and are the responsibility of one of the two
on-duty Division Chiefs. The system should support both manual
and automatic cover assignments and “cover-and-die” and "cover-
and-move-up" algorithms. SFFD currently uses the DECCAN
LiveMUM product to provide similar functionality to these
requirements. If proposing a thirc-party system, SFFD desires to
leverage the existing investment in LiveMUM.
Abilty to temporariy reallocate or reassign one or more units in
cap 979 |Covers/Move-Ups/ System Status order to appropriately cover predetermined geographical response v s
areas.
Abilty defined plans identify the most ikel that
cap 980 |Covers/Move-Ups/ System Status ity to use predefined plans identify the most ikely areas(s) tha v N/A
the incident willlikely occur based on past history to include:
cap 981 | Covers/Move-Ups/ System Status Environmental factors v s
cap 982 | Covers/Move-Ups/ System Status Historical data v s
cap 983 | Covers/Move-Ups/ System Status Season v s
cap 984 | Covers/Move-Ups/ System Status Time-of-day v s
cap 985 | Covers/Move-Ups/ System Status Day-of-week v s
Abilty to continually analyze the coverage levels, determine gaps in
coverage, and recommend move-up, cover or posting assignments . .
Th tis met by using Deccan’s Live Move Up M:
cAD 986 | Covers/Move-Ups/ System Status to provide optimal coverage based on a Department-defined s requirement is met by using Deccan's Live Move Up Manager v s
(MUM) product and the optionally proposed LiveMUM interface.
response time target parameter (e.g., 4 minutes) by any combination
of:
Pre-determined geographical area (e.g., itywide, Division, Sector, This requirement is met by using Deccan's Live Move Up Manager
cap 987 |Covers/Move-Ups/ System Stat v s
overs/Move-Ups/ System Status Battalion) (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
cap 988 |Covers/Move-Ups/ System Status User-defined ad hoc geographical area (VUMD roduct and the cotianly araposce MM mterfacs v s
This requirement is met by using Deccan's Live Move Up Manager
cap 989 [Covers/Move-Ups/ System Stat Department v s
overs/Move-Ups/ System Status epartmen (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
0 9%0_|Covers/Move-Ups/ System Status Discpline (MUM) product and the optionally proposed LiveMUM interface. M °
This requirement is met by using Deccan's Live Move Up Manager
cap 991 [Covers/Move-Ups/ System Stat Unit v s
overs/Move-Ups/ System Status nittype (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
0 992 |Covers/Move-Ups/ System Status Tmeof-day (MUM) product and the optionally proposed LiveMUM interface. M °
This requirement is met by using Deccan's Live Move Up Manager
cap 993 [ Covers/Move-Ups/ System Stat Day-of-week v s
overs/Move-Ups/ System Status 2y-ofwee (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
cap 994 |Covers/Move-Ups/ System Status Other Department-defined criteria (VUMD roduct and the cotianly araposce MM mterfacs v s
Abilty to automatically adjust the response time target parameter
based upon unit availability (e.g., when the number of available This requirement is met by using Deccan’s Live Move Up Manager
CAD 995 | Covers/Move-Ups/ System Status units of a given type drops below a Department-defined threshold, (MUM) product and the optionally proposed LiveMUM interface. Y N
the response time target moves from 4 to 6 minutes).
Abilty for coverage requirements to be configurable by unit type to This requirement is met by using Deccan's Live Move Up Manager
cap 996 _|Covers/Move-Ups/ System Status include (MUM) product and the optionally proposed LiveMUM interface. M /A
This requirement is met by using Deccan's Live Move Up Manager
cap 997 |Covers/Move-Ups/ System Stat & v s
overs/Move-Ups/ System Status neines (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
0 998 | Covers/Move-Ups/ System Status Trucks (MUM) product and the optionally proposed LiveMUM interface. M °
) This requirement is met by using Deccan's Live Move Up Manager
cap 999 [Covers/Move-Ups/ System Stat Chief Off v s
overs/Move-Ups/ System Status lef Officers (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
0 1000 | Covers/Move-Ups/ System Status Transport ambulances (MUM) product and the optionally proposed LiveMUM interface. M °
This requirement is met by using Deccan's Live Move Up Manager
cap 1001 | Covers/Move-Ups/ System Stat Non-transport EMS v s
overs/Move-Ups/ System Status fon-transport EMS resources (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
cap 1002 [Covers/Move-Ups/ System Status Department-defined resource typels) (VUMD roduct and the ontianly araposc MM mterfacs v s
) This requirement is met by using Deccan's Live Move Up Manager
cap 1003 | Covers/Move-Ups/ System Stat Abilty for Dispatcher to accept t dation. v s
overs/Move-Ups/ System Status ity or Dispatcher to accept or reject any recommendation. (MUM) product and the optionally proposed LiveMUM interface.
Abilty for system to rescind the recommendation as resource This requirement is met by using Deccan's Live Move Up Manager
cap 1004 | overs/Move-Ups/ System Status availability changes when coverage reduced. (MUM) product and the optionally proposed LiveMUM interface. M °
This requirement is met by using Deccan's Live Move Up Manager
cap 1005 | Covers/Move-Ups/ System Stat Abilty lly ents -ups into the system. v s
overs/Move-Ups/ System Status 1ty to manually enter move-ups into the system, (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
cap 1006 | Covers/Move-Ups/ System Status Abilty to take into consideration mutual aid resources that are: (VUMD roduct and the ontianly araposc MM mterfacs v N/A
) This requirement is met by using Deccan's Live Move Up Manager
cap 1007 | Covers/Move-Ups/ System Stat Currently deployed within CCSF v s
overs/Move-Ups/ System Status urrently deployed within (MUM) product and the optionally proposed LiveMUM interface.
This requirement is met by using Deccan's Live Move Up Manager
cap 1008 | Covers/Move-Ups/ System Status Not currently deployed but potentially available (VUMD roduct and the ootianly araposc LeMUM terfacs v s
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cap 1009 | Covers/Move-Ups/ System Status Abilty to generate automatic notifications when the evels of The new release of LiveMUM 2.0 allows compliance with this item. v The new release of LiveMUM 2.0 allows compliance with this item. P2 N/A
available units drop below certain thresholds to designated:
CAD 1010 | Covers/Move-Ups/ System Status Dispatch workstations The new release of LiveMUM 2.0 allows compliance with this item. Y The new release of LiveMUM 2.0 allows compliance with this item. P2 S
o 1011 | Covers/Move-Ups/ System Status | Controlling dispatcher The new release of LiveMUM 2.0 allows compliance with this item. ¥ The new release of LiveMUM 2.0 allows compliance with this item. P2 s
o 1012 [Covers/Move-Ups/ System Status | individuals The new release of LiveMUM 2.0 allows compliance with this item. ¥ The new release of LiveMUM 2.0 allows compliance with this item. P2 s
CAD 1013 | Covers/Move-Ups/ System Status Groups The new release of LiveMUM 2.0 allows compliance with this item. Y The new release of LiveMUM 2.0 allows compliance with this item. P2 S
This would need to be displayed on a separate map. Displaying it on the
cAD 1014 | Covers/Move-Ups/ System Status The ability to overlay the current coverage as a heatmap on the CAD No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 NC
map by resaurce type:
for a futy
This would need to be displayed on a separate map. Displaying it on the
CAD 1015 | Covers/Move-Ups/ System Status All resources No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered| P2 NC
for a futy
This would need to be displayed on a separate map. Displaying it on the
cap 1016 | Covers/Move-Ups/ System Status | All ire suppression resources No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 NC
for a futy
This would need to be displayed on a separate map. Displaying it on the
CAD 1017 | Covers/Move-Ups/ System Status All EMS resources No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered| P2 NC
for a futy
This would need to be displayed on a separate map. Displaying it on the
CAD 1018 | Covers/Move-Ups/ System Status Engines only No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered| P2 NC
for a futy
This would need to be displayed on a separate map. Displaying it on the
cap 1019 | Covers/Move-Ups/ System Status | Trucks only No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 NC
for a futl
This would need to be displayed on a separate map. Displaying it on the
cap 1020 | Covers/Move-Ups/ System Status | Chief Officers only No.; Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 NC
for a futl
This would need to be displayed on a separate map. Displaying it on the
cap 1021 | Covers/Move-Ups/ System Status | Transport ambulances only No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 Ne
for a futl
This would need to be displayed on a separate map. Displaying it on the
CAD 1022 | Covers/Move-Ups/ System Status Non-transport EMS resources only No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered| P2 NC
for a futl
This would need to be displayed on a separate map. Displaying it on the
cap 1023 | Covers/Move-Ups/ System Status | Any available identified personnel characteristics No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 Ne
for a futl
) - ) - This would need to be displayed on a separate map. Displaying it on the
cap 1024 | Covers/Move-Ups/ System Status Ay valabye dentifed unt (e, capabiliies and skils) No. Deccan's LiveMUM is displayed in a separate map. N PremierOne map is not currently on the committed roadmap but will be considered P2 Ne
for a futy
User Story #1: Fire Boat Cross-Staffing
The fire boats are cross-staffed by specific units in a predefined order (e.g., 35, E08,
£13,£29). If those engines are unavailable, then the next available engine is sent, The
location of the ident will also affect which engine will respond to cross-staff the fire
boat and which will respond to the incident. CAD will allow for multiple cross-staffing
options based on the department's policy decisions, which may include cross-staffing
based on the box card system, AVL, skil, incident location, pre-defined order, or any
combination of these options.
Use Case: SFFD makes use of unstaffed, cross-staffed and multi
function units. The CAD system should be able to recommend User Story #2: A pier fire response is sent, which includes a fire boat cross-staffed with
unstaffed units (e.g, surfrescue, special units,fire boats) that may | an engine. E35is out for service on another call. CAD will send the fire boat that s
cAD 1025 | Cross Staffing not be staffed with rostered personnel but are staffed by personnel | cross-staffed with the appropriate engine, while all other units are sent to the incident A F
assigned to other units or by members that have been recalled as location based on run card order or AVL. CAD wilallow for multiple cross-staffing
well as units that provide multiple functions (e.g., fire suppression | options based on the department's policy decisions, which may include cross-staffing
and EMS). based on the box card system, AVL, skil, incident location, pre-defined order, or any
combination of these options.
User Story #3: The fire boat is cross-staffed with an engine. The rescue water craft are
cross-staffed with specific units, while all other units are sent to the incident location
based on run card order or AVL. CAD wil allow for multiple cross-staffing options
based on the department's policy decisions, which may include cross-staffing based
on the box card system, AVL, skill, incident location, pre-defined order, or any
combination of these options.
Unstaffed units can be configured as reserved. Reserved units are
Abiliy for system to recommend unstaffed units (e.g, surf rescue, ! ) o
special units, fire boats) that may not be staffed with rostered unstaffed units that can be recommended for dispatch. This is
cap 1026 | cross Staffing typically used for unts that need personnel from a recall or another v s
personnel but are staffed by personnel assigned to other units or by o company that s responeibe for picking up the pioce of
‘members that have been recalled.
equipment.
Cross staffing is configured by naming the the cross staffing group and|
listing al units that need to be cross staffed. For example, name the
cap 1027 | cross staffing Ability to cross staff units to include station and unit based cross group Station2, listing ENO2, R02, and BT02. When RO2 is dispatched M s
staffing. or in an unrecommendable status, then ENO2 and BT02 are placed in
a cross-staffing status and typically the agency chooses the cross-
staffing status to be unrecommendable but dispatchable.
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PremierOne CAD SUpports crew counting. F o be an engine you must
have four crew members, then an engine will be dispatched with a ful
crew. If there are only two crew members, then that engine plus
another engine will be dispatched in order to meet the minimum
number of crew.
In addition, PremierOne CAD supports station staffing. Station staffing
supports full crew, partialcrew, and reserved. This is not related to
the counting of crew.
Full Crew
This level represents station-staffed units that require 3 staffing of
four or more personnel. When a full crew unit is dispatched, a full
cap 1028 | Cross Staffing Ability to cross staff units to include support for crew counting. crew unit leaves the station depleted of any additional personnel. ¥ s
Therefore, no other ful or partial crew unit can be dispatched along
with a ull crew unit.
Partial Crew
This level represents station-staffed units that require a staffing of
two personnel. When  partial crew unit is the only unit dispatched,
sufficient personnel remain in the station to handle one additional
station-staffed unit. Therefore, when one partial crew unitis
dispatched, one additional full crew or partial crew unit can be
patched as well.
Reserved
Unstaffed units can be configured as reserved. Reserved units are
Abilty for crews to jointly staff more than one available unit. When unstaffed units that can be recommended for dispatch. This s
a0 1029 | cross Staffing typically used for units that need personnel from a recall or another v s
one unit responds, the other unit(s) s placed out of service.
station company that i responsible for picking up the piece of
equipment.
Ablity o cross-staff units using a skills based algorithm (e.g., Dive
cap 1030 | cross Staffing boat needs a diver, send the closest company regardless of type that v s
has a diver on duty)
Abilty for system to recognize that if the units required to cross-staff| User Story: Rescue boat 1 is cross-staffed by engine 16 and/or truck 16. If neither unit| The unavailable cross-staffed unit is skipped over for
a0 1031 | cross Staffing a unit are not avalable, then that unit is removed and the dispatcher| s available then REL is not sent on the call. CAD will remove the unstaffed unit and | recommendations but dispatch is not notified. The only notification A F
is notified. alert the dispatcher. to the dispatch is if somethingis missing from the recommendation.
Unstaffed units can be configured as reserved. Reserved units are
Ability to maintain a pooled list of units that can cross-staff a unit unstaffed units that can be recommended for dispatch. This is
a0 1032 | cross Staffing (e.g.,only E1, E2, L3 can be used to staff FB1) and recommend the typically used for units that need personnel from a recall or another v s
closest available unit. station company that i responsible for picking up the piece of
equipment.
User Story: The multi-casualty unit is cross staffed by E04, E25, or £29 (in that order).
If those engines are unavailable then the nearest engine to fire station 4 s sent. In this )
instance, after the fist three engines are not available, CAD will ecommend the | This is handled according to how the incident response is configured.
Abilityto maintain an ordered list of units and unit types that can | josest engine to station 4. The response configuration defines the capabilties and skills needed
cross-staff a unit (e.g.,only E1, RL, R can cross-staff HAZMATL, for the response. Units, vehicles, and crew assigned to a unit
cap 1033 | cross Staffing recommend them in the order specified based on availability. f 1, determine which unit is recommended. If that unit is a cross-staffed ¥ F
R1, and R2 are not available, then send the next due unit type that is unit and it i not available, the system will continue to search for the
elgible to cross staffthe unit). next closest or by run card (system configuration). This requirement i
a combination of the response configuration and cross saffing.
PremierOne Cross Staffing Group configuration is related to grouping units such
that if one unit is dispatched to an incident, the other unit or units may be placed
into a status that is not This is the
basis for the original response of "No to this item. After further discussion, Cross
Staffing Groups are not related to the functionality desired in this tem.
Ability to prioritize the order in which a cross-staffing assignment is
cap 1034 | cross Staffing made (e.g.,fill the response plan, then fill the cross-staff assignment v Instead, the desire is to recommend and dispatch two units that require the same P1 F
or vice versa) by individual units within the pool or ordered list. crew. For example, sending the appropriate engine and ts crew to pick up and man
the fire boat.
In PremierOne, this configuration i related to the configuration of Run Cards and
Response Cards and can draw unit recommendations based on an ordered list of
individual units or stations where those units have the appropriate capabilites.
Ability to alert the dispatcher that the resources required to cross-
staffa unit are not avalable and they must manually assign a unit
a0 1035 | cross Staffi v Motorola demonstrated capability and ted. p1
foss Stating (e.8. only E1, R1, R2 can cross-staff HAZMAT1 and they are all fotorola demonstrated capability and was accepte
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PremierOne offers two methodologies to support additional dispatchable locations:
1) Secondary Response Locations can be associated with specific locations, like
addresses, or with Beats. PremierOne Beats are Response Districts (RDs) in the
City's GIS. When an incident s created in  given Beat that has a Secondary
Response Location, units can be recommended and dispatched to the Primary
(incident) location while a separate unit(s) are recommended and dispatched to the|
Secondary (dock) location. The limitations with this approach are:
a) that the Secondary Response Location will show in the incident history for all
Abilty to dispatch the unit(s) providing the cross staffing to the 