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BOARD of SUPERVISORS

MEMORANDUM

TO: Mary Ellen Carroll, Executive Director, Dept. of Emergency Management
FROM: Victor Young, Assistant Clerk V> Y
DATE: April 8, 2024

SUBJECT: LEGISLATION INTRODUCED

The Board of Supervisors’ Rules Committee received the following proposed
Ordinance:

File No. 240330

Ordinance approving Surveillance Technology Policy for the Department of
Emergency Management’s use of ShotSpotter, a gunfire detection technology.

If you have comments or reports to be included with the file, please forward them to
Victor Young at the Board of Supervisors, City Hall, Room 244, 1 Dr. Carlton B.
Goodlett Place, San Francisco, CA 94102 or by email at: victor.young@sfgov.org.

c: Oliva Scanlon, Dept. of Emergency Management
Michelle Busse, Dept. of Emergency Management
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FILE NO. 240330 ORDINANCE NO.

[Administrative Code - Surveillance Technology Policy - Department of Emergency
Management - Gunfire Detection]

Ordinance approving Surveillance Technology Policy for the Department of Emergency

Management’s use of ShotSpotter, a gunfire detection technology.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.
Additions to Codes are in smqle underllne |taI|cs Times New Roman font.
Deletions to Codes are in
Board amendment additions are in double underllned Arial font.
Board amendment deletions are in
Asterisks (* * * *)indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. Background.

(&) Terms used in this ordinance have the meaning set forth in Administrative Code
Chapter 19B (“Chapter 19B”).

(b) Chapter 19B establishes requirements that City departments must follow before
they may use or acquire new Surveillance Technology. Under Administrative Code Section
19B.2(a), a City department must obtain Board of Supervisors (“Board”) approval by
ordinance of a Surveillance Technology Policy before: (1) seeking funds for Surveillance
Technology; (2) acquiring or borrowing new Surveillance Technology; (3) using new or
existing Surveillance Technology for a purpose, in a manner, or in a location not specified in a
Board-approved Surveillance Technology Policy; (4) entering into an agreement with a non-
City entity to acquire, share, or otherwise use Surveillance Technology; or (5) entering into an
oral or written agreement under which a non-City entity or individual regularly provides the
department with data or information acquired through the entity’s use of Surveillance

Technology.

Mayor Breed; Supervisor Peskin
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(c) Under Administrative Code Section 19B.2(b), the Board may approve a
Surveillance Technology Policy if: (1) the department seeking Board approval first submits to
the Committee on Information Technology (“COIT”) a Surveillance Impact Report for the
Surveillance Technology to be acquired or used; (2) based on the Surveillance Impact Report,
COIT develops a Surveillance Technology Policy for the Surveillance Technology to be
acquired or used; and (3) at a public meeting at which COIT considers the Surveillance
Technology Policy, COIT recommends that the Board adopt, adopt with modification, or
decline to adopt the Surveillance Technology Policy for the Surveillance Technology to be
acquired or used.

(d) Under Administrative Code Section 19B.4, it is City policy that the Board will
approve a Surveillance Technology Policy only if it determines that the benefits that the
Surveillance Technology Policy authorizes outweigh its costs, that the Surveillance
Technology Policy will safeguard civil liberties and civil rights, and that the uses and
deployments of the Surveillance Technology under the Policy will not be based upon
discriminatory or viewpoint-based factors or have a disparate impact on any community or

Protected Class.

Section 2. Surveillance Technology Policy Ordinance for the Department of
Emergency Management’s Use of Gunfire Detection Technology.

(a) Purpose. The Department of Emergency Management seeks Board authorization
under Section 19B.2(a) to use the gunfire detection hardware, ShotSpotter, managed and
operated by the City at specified locations, to respond to daily emergencies by reporting
potential incidents involving gunfire. The Department of Emergency Management’s dispatch
center will receive notifications of gunshots through the ShotSpotter application and then

Department of Emergency Management dispatchers will create calls for service for police

Mayor Breed; Supervisor Peskin
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officers to respond to the location where the gunshot(s) were detected. Under the proposed
Surveillance Technology Policy (the “Policy”), the Department of Emergency Management
may use information collected from gunfire detection technology only for legally authorized
purposes, and may not use that information to unlawfully discriminate against people based
on race, ethnicity, political opinions, religious or philosophical beliefs, trade union
membership, gender, gender identity, disability status, sexual orientation or activity, or genetic
and/or biometric data.

(b) Surveillance Impact Report. The Department of Emergency Management
submitted a Surveillance Impact Report to COIT for the department’s use of ShotSpotter, a
gunfire detection technology. A copy of the Surveillance Impact Report is in Board File No.

(c) Public Hearings and COIT Recommendation. On July 8, 2022, COIT'’s Privacy and
Surveillance Advisory Board held a public hearing to consider the proposed Policy, and on
September 15, 2022, COIT held a public hearing to consider and approve the proposed
Policy, and voted to recommend the Policy to the Board for approval. A copy of the proposed
Policy is in Board File No. __, and is incorporated herein by reference.

(d) Findings. The Board hereby finds that the stated benefits of the Department of
Emergency Management’s use of gunfire detection technology outweigh the costs and risks of
use of such Surveillance Technology; that the Policy will safeguard civil liberties and civil
rights; and that the uses and deployments of the gunfire detection technology, as set forth in
the Policy, will not be based upon discriminatory or viewpoint-based factors or have a

disparate impact on any community or a protected class.

Mayor Breed; Supervisor Peskin
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Section 3. Approval of Policy.
The Board of Supervisors hereby approves the Department of Emergency
Management’s Surveillance Technology Policy for use of ShotSpotter, the gunfire detection

technology, described in Section 2 of this ordinance and referenced in Section 2(c).

Section 4. Effective Date. This ordinance shall become effective 30 days after
enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor returns the
ordinance unsigned or does not sign the ordinance within ten days of receiving it, or the Board

of Supervisors overrides the Mayor’s veto of the ordinance.

APPROVED AS TO FORM:
DAVID CHIU, City Attorney

By:  /s/Christina Fletes-Romo
CHRISTINA FLETES-ROMO
Deputy City Attorney

n:\legana\as2024\2400332\01745986.docx

Mayor Breed; Supervisor Peskin
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FILE NO. 240330

LEGISLATIVE DIGEST

[Administrative Code - Surveillance Technology Policy - Department of Emergency
Management - Gunfire Detection]

Ordinance approving Surveillance Technology Policy for the Department of Emergency
Management’s use of ShotSpotter, a gunfire detection technology.

Background Information and Proposed Law

Administrative Code Chapter 19B establishes requirements that City departments must follow
before they may use or acquire new surveillance technology. A City department must obtain
Board of Supervisors approval by ordinance of a surveillance technology policy before: (1)
seeking funds for surveillance technology; (2) acquiring or borrowing new surveillance
technology; (3) using new or existing surveillance technology for a purpose, in a manner, or in
a location not specified in a Board-approved surveillance technology policy; (4) entering into
an agreement with a non-City entity to acquire, share, or otherwise use surveillance
technology; or (5) entering into an oral or written agreement under which a non-City entity or
individual regularly provides the department with data or information acquired through the
entity’s use of surveillance technology.

The proposed ordinance would approve a policy allowing the Department of Emergency
Management (“DEM”) to use the gunfire detection hardware, ShotSpotter, managed and
operated by the San Francisco Police Department at specified locations, to respond to daily
emergencies by reporting potential incidents involving gunfire. DEM'’s dispatch center will
receive notifications of gunshots through the ShotSpotter application and then DEM
dispatchers will create calls for service for police officers to respond to the location where the
gunshot(s) were detected.

n:\legana\as2024\2400332\01746005.docx
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From: Trejo, Sara (MYR)

To: BOS Legislation, (BOS)

Cc: Paulino, Tom (MYR); FLETES, CHRISTINA (CAT); Scanlon, Olivia (DEM); Geddes. Michelle (DEM); Emanuel
Rachel (DEM); Lee, William (DEM); ZAREFSKY, PAUL (CAT); PEARSON, ANNE (CAT); CHEESEBOROUGH, PAMELA
(CAT)

Subject: Mayor -- Ordinance -- Gunfire Detection Surveillance Technology

Date: Tuesday, April 2, 2024 2:44:27 PM

Attachments: ORD - Gunfire Detection Surveillance Technology.docx

Leg Digest - Gunfire Detection Surveillance Technology.DOCX
RE Ordinance for introduction - Gunfire Detection Surveillance Technology.msg

Hello Clerks,

Attached is an Ordinance approving Surveillance Technology Policy for the Department of
Emergency Management’s use of ShotSpotter, a gunfire detection technology.

Best regards,

Sara Trejo

Legislative Aide

Office of the Mayor

City and County of San Francisco
415.554.6141 | sara.trejo@sfgov.org



To: FLETES, CHRISTINA (CAT)
Subject: RE: Ordinance for introduction - Gunfire Detection Surveillance Technology

From: Fletes, Christina (CAT) <Christina.Fletes@sfcityatty.org>

Sent: Thursday, March 28, 2024 3:36 PM

To: Paulino, Tom (MYR) <tom.paulino@sfgov.org>; Trejo, Sara (MYR) <Sara.Trejo@sfgov.org>; Scanlon, Olivia (DEM)
<olivia.scanlon@sfgov.org>; Geddes, Michelle (DEM) <michelle.geddes@sfgov.org>; Emanuel, Rachel (DEM)
<rachel.emanuel@sfgov.org>; Lee, William (DEM) <william.lee @sfgov.org>

Cc: ZAREFSKY, PAUL (CAT) <Paul.Zarefsky@sfcityatty.org>; PEARSON, ANNE (CAT) <Anne.Pearson@sfcityatty.org>;
CHEESEBOROUGH, PAMELA (CAT) <Pamela.Cheeseborough@sfcityatty.org>

Subject: Ordinance for introduction - Gunfire Detection Surveillance Technology

Privileged and Confidential Information — Do Not Disclose
Hello,
I’'m attaching the following ordinance and accompanying legislative digest for introduction:

Ordinance approving Surveillance Technology Policy for the Department of Emergency Management’s use of
ShotSpotter, a gunfire detection technology.

For the clerk of the board, please note that my electronic signature reflects that | have approved the
ordinance as to form.

Thank you,

Christina Fletes-Romo

Deputy City Attorney

Office of City Attorney David Chiu

(415) 554-4637 Direct (e-mail preferred)
Pronouns: she/her/ella
www.sfcityattorney.org

The information in this email is confidential and may be protected by the attorney/client privilege and/or the
attorney work product doctrine. If you are not the intended recipient of this email or received this email
inadvertently, please notify the sender and delete it.
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FILE NO._240330 ORDINANCE NO.

[Administrative Code - Surveillance Technology Policy - Department of Emergency
Management - Gunfire Detection]

Ordinance approving Surveillance Technology Policy for the Department of Emergency
Management’s use of ShotSpotter, a gunfire detection technology.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.
Additions to Codes are in single-underline italics Times New Roman font.
Deletions to Codes are in strikethrough-italies Fimes-NewReman-font.
Board amendment additions are in double-underlined Arial font.
Board amendment deletions are in stri i .
Asterisks (* * * *)indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. Background.

(a) Terms used in this ordinance have the meaning set forth in Administrative Code
Chapter 19B (“Chapter 19B").

(b) Chapter 19B establishes requirements that City departments must follow before
they may use or acquire new Surveillance Technology. Under Administrative Code Section
19B.2(a), a City department must obtain Board of Supervisors (“Board”) approval by
ordinance of a Surveillance Technology Policy before: (1) seeking funds for Surveillance
Technology; (2) acquiring or borrowing new Surveillance Technology; (3) using new or
existing Surveillance Technology for a purpose, in a manner, or in a location not specified in a
Board-approved Surveillance Technology Policy; (4) entering into an agreement with a non-
City entity to acquire, share, or otherwise use Surveillance Technology; or (5) entering into an
oral or written agreement under which a non-City entity or individual regularly provides the
department with data or information acquired through the entity’s use of Surveillance

Technology.

Mayor Breed; Supervisor Peskin
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(c) Under Administrative Code Section 19B.2(b), the Board may approve a
Surveillance Technology Policy if: (1) the department seeking Board approval first submits to
the Committee on Information Technology (“COIT”) a Surveillance Impact Report for the
Surveillance Technology to be acquired or used; (2) based on the Surveillance Impact Report,
COIT develops a Surveillance Technology Policy for the Surveillance Technology to be
acquired or used; and (3) at a public meeting at which COIT considers the Surveillance
Technology Policy, COIT recommends that the Board adopt, adopt with modification, or
decline to adopt the Surveillance Technology Policy for the Surveillance Technology to be
acquired or used.

(d) Under Administrative Code Section 19B.4, it is City policy that the Board will
approve a Surveillance Technology Policy only if it determines that the benefits that the
Surveillance Technology Policy authorizes outweigh its costs, that the Surveillance
Technology Policy will safeguard civil liberties and civil rights, and that the uses and
deployments of the Surveillance Technology under the Policy will not be based upon
discriminatory or viewpoint-based factors or have a disparate impact on any community or

Protected Class.

Section 2. Surveillance Technology Policy Ordinance for the Department of
Emergency Management's Use of Gunfire Detection Technology.

(@) Purpose. The Department of Emergency Management seeks Board authorization
under Section 19B.2(a) to use the gunfire detection hardware, ShotSpotter, managed and
operated by the City at specified locations, to respond to daily emergencies by reporting
potential incidents involving gunfire. The Department of Emergency Management'’s dispatch
center will receive notifications of gunshots through the ShotSpotter application and then

Department of Emergency Management dispatchers will create calls for service for police

Mayor Breed; Supervisor Peskin
BOARD OF SUPERVISORS Page 2
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officers to respond to the location where the gunshot(s) were detected. Under the proposed
Surveillance Technology Policy (the “Policy”), the Department of Emergency Management
may use information collected from gunfire detection technology only for legally authorized
purposes, and may not use that information to unlawfully discriminate against people based
on race, ethnicity, political opinions, religious or philosophical beliefs, trade union
membership, gender, gender identity, disability status, sexual orientation or activity, or genetic
and/or biometric data.

(b) Surveillance Impact Report. The Department of Emergency Management
submitted a Surveillance Impact Report to COIT for the department’s use of ShotSpotter, a
gunfire detection technology. A copy of the Surveillance Impact Report is in Board File No.

(c) Public Hearings and COIT Recommendation. On July 8, 2022, COIT’s Privacy and
Surveillance Advisory Board held a public hearing to consider the proposed Policy, and on
September 15, 2022, COIT held a public hearing to consider and approve the proposed
Policy, and voted to recommend the Policy to the Board for approval. A copy of the proposed
Policy is in Board File No. __, and is incorporated herein by reference.

(d) Findings. The Board hereby finds that the stated benefits of the Department of
Emergency Management'’s use of gunfire detection technology outweigh the costs and risks of
use of such Surveillance Technology; that the Policy will safeguard civil liberties and civil
rights; and that the uses and deployments of the gunfire detection technology, as set forth in
the Policy, will not be based upon discriminatory or viewpoint-based factors or have a

disparate impact on any community or a protected class.

Mayor Breed; Supervisor Peskin
BOARD OF SUPERVISORS Page 3
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Section 3. Approval of Policy.
The Board of Supervisors hereby approves the Department of Emergency
Management’s Surveillance Technology Policy for use of ShotSpotter, the gunfire detection

technology, described in Section 2 of this ordinance and referenced in Section 2(c).

Section 4. Effective Date. This ordinance shall become effective 30 days after
enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor returns the
ordinance unsigned or does not sign the ordinance within ten days of receiving it, or the Board

of Supervisors overrides the Mayor’s veto of the ordinance.

APPROVED AS TO FORM:
DAVID CHIU, City Attorney

By:  /s/Christina Fletes-Romo _——{ Formatted: Underline

CHRISTINA FLETES-ROMO
Deputy City Attorney

n:\legana\as2024\2400332\01745986.docx

Mayor Breed; Supervisor Peskin
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