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AMENDED IN COMMITTEE
10/3/2022
FILE NO. 221043 ORDINANCE NO.

[Administrative Code - Approval of Surveillance Technology Policies for Multiple City
Departments]

Ordinance approving Surveillance Technology Policies governing the use of 4}

Cameras by the Fire-Departmentand-Recreation and Park Department, 4)}Peeople-
Counting-Camera-by-the-Library;-52) Security Cameras by the Department of Elections,
63) Third-Party Security Cameras by the Airport, and MunicipalFransportation-Ageney;
Police-Departmentand-War-Memeoriah—+74) Location Management Systems by the Juvenile
Probation-Department-and-the-Recreation and Park Department;; 8)}-Coemputer

and making required findings in support of said approvals.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.
Additions to Codes are in single-underline italics Times New Roman font.
Deletions to Codes are in
Board amendment additions are in double-underlined Arial font.
Board amendment deletions are in strikethrough-Arial-font.
Asterisks (* * * *)indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. Background.

(a) Terms used in this ordinance shall have the meaning set forth in Administrative
Code Chapter 19B (“Chapter 19B”).

(b) Chapter 19B regulates City Departments’ acquisition and use of Surveillance
Technology. Under Section 19B.5, City Departments that possessed or were using

Surveillance Technology before Chapter 19B took effect in July 2019, must obtain Board of
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Supervisors approval by ordinance of a Surveillance Policy for each type of existing
Surveillance Technology. Under Section 19B.2, a Department must obtain Board of
Supervisors approval by ordinance of a Surveillance Technology Policy before: (1) seeking
funds for Surveillance Technology; (2) acquiring or borrowing new Surveillance Technology;
(3) using new or existing Surveillance Technology for a purpose, in a manner, or in a location
not specified in a Surveillance Technology Policy ordinance approved by the Board in
accordance with Chapter 19B; (4) entering into agreement with a non-City entity to acquire,
share, or otherwise use Surveillance Technology; or (5) entering into an oral or written
agreement under which a non-City entity or individual regularly provides the Department with
data or information acquired through the entity’s use of Surveillance Technology.

(c) Beginning in August 2019, Departments submitted to the Committee on Information
Technology (“COIT”) inventories of their existing Surveillance Technology and submitted
Surveillance Impact Reports for each type of Surveillance Technology on their inventory.

(d) After receiving the inventories and Surveillance Impact Reports, COIT and its
Privacy and Surveillance Advisory Board (“PSAB”) subcommittee, conducted multiple public
hearings, at which COIT and PSAB considered both the inventories and Surveillance Impact
Reports for existing Surveillance Technology. Following those hearings, COIT developed
Surveillance Technology Policies for multiple Departments covering eightfour categories of
Surveillance Technology:

1 o I ers { ;
2By : : :

(31) Body-Worn Cameras

(4) People-Counting Cameras

(52) Security Cameras

(63) Third-Party Security Cameras
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(#4) Location Management System

8y ComputerManagement-System

(e) Additionally. the Library submitted-a Surveillance impact Report for Social Media
Menitoring-Seftware-and-the Recreation and Park Department submitted a Surveillance

Impact Report for a Location Management System. Based on the Surveillance Impact

Reports, COIT developed a Surveillance Technology Policy for Secial-Media-Menitoring

Management System used by the Recreation and Park Department.

() The Surveillance Technology Policies that COIT developed for each Department
are detailed in Sections 2 through 105 of this ordinance. The Surveillance Technology
Policies are available in Board File No. 220843, and are incorporated herein by reference.
COIT recommends that the Board of Supervisors approve each Surveillance Technology
Policy.

(g) This ordinance sets forth the Board’s findings in support of each Surveillance

Technology Policy and its approval of each policy.
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Section 42. Body-Worn Cameras: Fire-Bepartment-and-Recreation and Park

Department.

(a) Current Status. The following Departments currently possesses and uses Body-

Worn Cameras: the-Fire-Department;-and-the Recreation and Park Department.
{b)Fire-Department:
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(eb) Recreation and Park Department.
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(1) Purpose. The Recreation and Park Department uses Body-Worn Cameras
to record video and audio footage in the event of an incident, including actual or potential
criminal conduct; in situations where a Park Ranger reasonably believes recordings of
evidentiary value may be requested; and calls for service involving a crime where the
recording may aid in the apprehension/prosecution of a suspect. The Recreation and Park
Department also provides Body-Worn Camera recordings to law enforcement or other
authorized persons upon request.

(2) Surveillance Impact Report. The Recreation and Park Department submitted
a Surveillance Impact Report for Body-Worn Cameras to COIT. A copy of the Surveillance
Impact Report is in Board File No. 220843, and is incorporated herein by reference.

(3) Public Hearings. On September 24, 2021 and October 21, 2021, COIT and
PSAB conducted a total of two public hearings at which they considered the Surveillance
Impact Report and developed a Surveillance Technology Policy for Recreation and Park
Department Body-Worn Cameras (“Recreation and Parks Department Body-Worn Cameras
Policy”). A copy of the Recreation and Parks Department’s Body-Worn Cameras Policy is in
Board File No. 220843, and is incorporated herein by reference.

(4) COIT Recommendation. On October 21, 2021, COIT voted to recommend
the Recreation and Parks Department Body-Worn Cameras Policy to the Board of
Supervisors for approval.

(5) Findings. The Board of Supervisors hereby finds that the benefits that the
Recreation and Parks Department’s Body-Worn Cameras Policy authorizes outweighs its
costs and risks; that the Recreation and Parks Department Body-Worn Cameras Policy will
safeguard civil liberties and civil rights; and that the uses and deployments of the Body-Worn

Cameras, as set forth in the Recreation and Parks Department Body-Worn Cameras Policy,
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will not be based upon discriminatory or viewpoint-based factors or have a disparate impact
on any community or Protected Class.
(6) Approval of Policy. The Board of Supervisors hereby approves the

Recreation and Parks Department Body-Worn Cameras Policy under which the Recreation

and Park Department may continue to possess and use the Body-Worn Cameras.
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Section 63. Security Cameras: Department of Elections.

(a) Current Status. The Department of Elections currently possesses and uses Security
Cameras.

(b) Purpose. The Department of Elections uses the Security Cameras to: (A) conduct
live monitoring of voting center lines; (B) conduct live monitoring of Department staff during
elections operations; (C) record video and images of Department staff during elections
operations; (D) review camera footage of Department staff in the event of an incident; and (E)
share camera footage of Department staff with the public to promote transparency into
elections operations.

(c) Surveillance Impact Report. The Department of Elections submitted a Surveillance
Impact Report for the Security Cameras. A copy of the Surveillance Impact Report is in Board

File No. 220843, and is incorporated herein by reference.

(d) Public Hearings. On January 22, 2021, October 21, 2021, and November 18, 2021,
COIT and PSAB conducted a total of three public hearings at which they considered the

Surveillance Impact Report and developed a Surveillance Technology Policy for the Security
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Cameras. A copy of the Department of Elections Cameras Policy is in Board File No. 220843,
and is incorporated herein by reference.

(e) COIT Recommendation. On November 18, 2021, COIT voted to recommend the
Department of Elections Cameras Policy to the Board of Supervisors for approval.

(f) Findings. The Board of Supervisors hereby finds that: the benefits authorized by the
Department of Elections Cameras Policy outweigh the costs and risks; that the Department of
Elections Cameras Policy will safeguard civil liberties and civil rights, and that the uses and
deployments of Cameras, as set forth in the Department of Elections Cameras Policy, will not
be based upon discriminatory or viewpoint-based factors or have a disparate impact on any
community or Protected Class.

(9) Approval of Policy. The Board of Supervisors hereby approves the Department of
Elections Cameras Policy under which the Department of Elections may continue to possess

and use the Security Cameras.

Section #4. Third-Party Security Cameras: San Francisco International Airport (“SFO”);

(a) Current Status. The following Departments currently possesses and uses data from
Third-Party Security Cameras: SFO-MFA;anrd-WarMemorial.
(b) SFO.
(1) Purpose. SFO uses data from security cameras owned and operated by
SFO tenants, including airlines, concessionaries, food and beverage operators, and rental car
agencies (“Tenant Security Cameras”), to (A) review camera footage in the event of an
incident; and (B) approve Airport tenants’ disclosure of digital recordings and other data from

its security camera.
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(2) Surveillance Impact Report. SFO submitted a Surveillance Impact Report for
Tenant Security Cameras. A copy of the Surveillance Impact Report is in Board File No.
220843, and is incorporated herein by reference.

(3) Public Hearings. Between January 14, 2022 and February 17, 2022, COIT
and PSAB conducted a total of three public hearings at which they considered the
Surveillance Impact Report and developed a Surveillance Technology Policy for SFO Tenant
Security Cameras (“SFO Tenant Security Cameras Policy”). A copy of the SFO Tenant
Security Cameras Policy is in Board File No. 220843, and is incorporated herein by
reference.

(4) COIT Recommendation. On February 17, 2022, COIT voted to recommend
the SFO Tenant Security Cameras Policy to the Board of Supervisors for approval.

(5) Findings. The Board of Supervisors hereby finds that the benefits authorized
by the SFO Tenant Security Cameras Policy outweigh the costs and risks; that the SFO
Tenant Security Cameras Policy will safeguard civil liberties and civil rights; and that the uses
and deployments of Tenant Security Cameras, as set forth in the SFO Tenant Security
Cameras Policy, will not be based upon discriminatory or viewpoint-based factors or have a
disparate impact on any community or Protected Class.

(6) Approval of Policy. The Board of Supervisors hereby approves the SFO

Tenant Security Cameras Policy under which SFO may continue to possess and use the

Tenant Security Cameras.

City Administrator
BOARD OF SUPERVISORS Page 11



© 00 N o o -~ w N kP

N NN N NN B B R R R R R R R
O B W N P O © © N o O M W N B O

City Administrator
BOARD OF SUPERVISORS

Page 12



© 00 N o o -~ w N kP

N NN N NN B B R R R R R R R
O B W N P O © © N o O M W N B O

City Administrator
BOARD OF SUPERVISORS

Page 13



© 00 N o o -~ w N kP

N NN N NN B B R R R R R R R
O B W N P O © © N o O M W N B O

Section 85. Location Management System: Juvenile-Prebation-and-Recreation and

Park Department.

(a) Current Status. Juvenile-Probation-currently possesses-and-uses-alocation
Management-System—The Recreation and Park Department seeks to acquire and use a

Location Management System.
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(eb) Recreation and Park Department

(1) Purpose. The Recreation and Park Department would like to use a Location
Management System to manage reservations for tennis facilities and determine if reservation
holders are present at the tennis facility at the time of their reservation.

(2) Surveillance Impact Report. The Recreation and Park Department submitted
a Surveillance Impact Report for a Location Management System to COIT. A copy of the
Surveillance Impact Report is in Board File No. 220843, and is incorporated herein by
reference.

(3) Public Hearings. On March 11, 2022, May 27, 2022, and June 16, 2022,
COIT and PSAB conducted a total of three public hearings at which they considered the
Surveillance Impact Report and developed a Surveillance Technology Policy for Location
Management System (“Tennis Reservations Application Policy”). A copy of the Recreation
and Park Department Tennis Reservations Application Policy is in Board File No. 220843, and

is incorporated herein by reference.
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(4) COIT Recommendation. On June 16, 2021, COIT voted to recommend the
Recreation and Park Department Tennis Reservations Application Policy to the Board of
Supervisors for approval.

(5) Findings. The Board of Supervisors hereby finds that the benefits authorized
by the Recreation and Park Department Tennis Reservations Application Policy outweigh the
costs and risks; that the Location Management System will safeguard civil liberties and civil
rights; and that the uses and deployments of the Location Management System, as set forth
in the Recreation and Park Department Tennis Reservations Application Policy, will not be
based upon discriminatory or viewpoint-based factors or have a disparate impact on any
community or Protected Class.

(6) Approval of Policy. The Board of Supervisors hereby approves the

Recreation and Park Department Tennis Reservations Application Policy under which the

Recreation and Park Department may acquire and use the Location Management System.
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Section £16. Effective Date. This ordinance shall become effective 30 days after

enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor returns the
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ordinance unsigned or does not sign the ordinance within ten days of receiving it, or the Board

of Supervisors overrides the Mayor’s veto of the ordinance.

APPROVED AS TO FORM:
DAVID CHIU, City Attorney

By: /sl Zachary Porianda
ZACHARY PORIANDA
Deputy City Attorney
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