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FILE NO. 110255 . | - RESOLUTION NO.
[Endersing Cemmuhity Concerns of Surveillance, Racial, and Religious Profiling]

Resolution endorsmg “Community Concerns of Surveillance, Racial, and Rellglous

il Profiling of Arab, Middle Eastern Muslim, and South Asian Communities (AMEMSA)

and Potentlal Reactivation of Police Department’s Intelligence Gathering,” a report

published by the San Francisco Human Rrghts Commission.

WHEREAS, San Francisco is home to various immigrant commtmities that contribute
to the socral political, economlc and cultural richness of the City; and
WHEREAS The AMEMSA communities in the Bay Area are comprlsed of diverse

religious, economic, ethnic and national communities that represent a substantial portion of

: the world and

WHEREAS, There are an estlmated one-quarter of a.million mdrvrduals in the Bay

| Area identifying as Muslim, which does not include individuals who may. be percerved as

Muslim, but who do hot tdentify as Muslim, or others from the Mtddle East or South Asia; and
WHEREAS, Sinee September 11, 2001 there has been a»steady rise.in Islamophobia;
and . | | '
WHEREAS, AMEMSA.community members are cohcerned.about the eriminalization of
their identity anrj guilt—by-aséociation becoming the 'standard for policing and national securityﬂ
strategies; and | kr |
WHEREAS In the Sprlng of 2010, the Chief of Police, in a public gathermg stated the

Hall of Justice may be susceptible not only to an earthquake, but also to members of the

City’s Middle Eastern’community parking a van in front of it and blowing it up; and
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WHEREAS; Members of the AMEMSA community immediately responded by
dema:nding an apology and forming the Coalition for a Safe San Francisco (;‘Coalition”); and .

'WHEREAS, The Coalition was formed to respond to the.community’s concerns
surrounding racial and religious profiling and surveillance of AMEMSA comrnunities by the -

San FranoiSco Police Department and to safeguard the civil liberties and civil rights'of San

Franciscans from overboard national security policies; and

WHEREAS, On September 23, 2010 the Human Rights Commission held a'hearing in

{{order to provrde a forum to document the communlty s concerns and to make

recommendatlons to address them; and

WHEREAS On February 24 2011 the San Francisco Human Rights Commission

| voted unanlmously to adopt and publish “Communrty Concerns of Surveillance, Ramal and

Religious Profllrng of Arab, Middle Eastern, Muslim, and South Asian Communltles and
Potential Reactivation of SFPD Intelligence Gathering,” a report detailing key testimony from
various commun'ity members, community organizers,} members_.of theclergy, attorneys, and
scholars who testified at the hearing; and: B - |

WHEREAS', “C‘ommUnity Concerns of Surveillance, Racial and Religious Profiling of
Arab, Middle Eastern, Muslim, and South Asian Communities vand Potential Reactivation of
SFPD lntelligence Gathering,”. cOncIudes Wrth 31 findings and recommendations to address
the concerns of AMEMSA community members; now, therefore be it | |

RESOLVED, That the San Fran'c.isco Board of Supervisors recognizes and endorses

“Communify Concerns of Surveillance, Racial and Religious Proﬁling of Arab, Middle Eastern,

Muslim, and South Asian Communities and Pote’ntial Reactivation of SFPD Intelligence

| Gathering;” and beit

FURTHER RESOLVED,’ That the San Francisco Board of Supervisors encourages the

relevant 'agencies to consider implementing the recommendations_ and findings detailed in

Supervisors' Mirkarimi, Mar; Avalos, Campos , , .
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Il “Community Concerns of Surveillance, Racial and Religious Prof ling of Arab, Middle Eastern,

Muslim, and South ASIan Communltles and Potential Reactlvatlon of SFPD lntelllgence _
Gathenng, and be it |

FURTHER RESOLVED, That the San Francisco Board of Supervusors commends the
members of the AMEMSA community and the San Francisco Human Rights Commission for
their work in publishing “Community Concerns of Su'rveiliance,- ‘Ra-cia‘l and Religious Profiling

of Arab, Middle'Eastérn, Muslim, and South Asian Communities and Potential Reactivation ofu '

| SFPD Intelligence Gathering.”

Supervisors Mirkarimi, Mar, Avalos, Cafnpos
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Human Rights Commission _ ‘Racial and Religious Profiling, Surveillance, |
' & Intelligence Gathering

Community Concerns of Surveillance,
“Racial and Religious Profiling of
Arab, Middle Eastern, Muslim, and
South Asian Communities and
Potential Reactivation of
SFPD Intelligence Gathering

| Septémber 23,2010 Hearing
Adopted_ February 24,_2011

B CITY AND COUNTY OF SAN FRANCISCO
HUMAN RIGHTS COMMISSION
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L ABOUT THE HUMAN RIGHTS COMMISSION

In 1963, the modern civil rights movement was brought to life in San Francisco, as
demonstrations against hotels, supermarkets, drive-in restaurants, automobile :
showrooms and automobile repair shops with discriminatory practices aimed at African -
Americans took place. Inresponse, in early 1964, Mayor John F. Shelley appointed an
Interim Committee on Human Relations, which recommended to the Board of
Supervisors that a permanent Human Rights Commission (HRC) be established. In July
1964, the Board of Supervisors passed the recommendation and Mayor Shelley signed
an ordinance formally establishing the Human Rights Commission and Department.

The HRC works to provide leadership and advocacy to'secure, protect and promote
human rights for all people. Since 1964, the Department has not only grown
significantly in response to City government’s mandates, but has also championed the
. City’s fight to address root causes and problems resulting from prejudice, mtolerance
bigotry and dlscrlmlnatlon

The work of the HRC has been increasingly recognlzed and today the Department fulflls
a number of responSIbllltles including but not limited to:

1. Investlgatlng dlscrlmlnatlon complalnts in employment, housing, and public
accommodations

2. Monltormg Clty contracts to ensure nondlscrlmmatlon in employment as well as

equitable participation of local businesses ‘

Certifying and promoting locally-owned businesses for Clty contracts

Resolving community dlsputes involving individual or systemic illegal

discrimination’

Enforcing the City’s Equal Benefits Ordinance

Providing diversity training to prevent discrimination

Working to combat human trafficking

Providing technical assistance; information, and referrals to mdwnduals and

constituent groups related to human rights

»ow

% N o W»

In addition to the Department, today the Commission consists of 11 members,
appointed by the Mayor. They are informed by 3 advisory committees whose members
- represent San Francisco’s diverse communities and who are charged with in-depth
exploration and study of issues within the jurisdiction of the Commission. Periodically,
either HRC staff or the committees'plan public hearings to alert and make timely
recommendations to the Commission about issues affecting the citizens of San

Francnsco
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Il BACKGROUND

In the spring of 2010 San Francisco Police Chief George Gascén was reported as publicly -

stating that the Hall of Justice may be susceptible not only to-an earthquake, but also to

members of the city’s Middle Eastern community parking a van in front of it and blowing
‘itup. He later remarked that he was not referring to all Middle Easterners, but to

Yemenis and Afghans. The community responded by demandmg an apology and

formlng the Coalition for a Safe San Francisco (”Coalltlon”) ‘ -

The Coalition is comprised of individuals from various Arab, Middle Eastern Muslim, and
South Asian American (“AMEMSA”) communities, as well as civil rights and civil liberties
organizations. The Coalition was formed specifically to respond to the community’s
concerns surrounding racial and religious proﬁling‘and surveillance of AMEMSA
communities by the San Francisco Police‘Department (“SFPD") and to safeguard the civil
Ilbertles and civil rights of all San FranCIscans from overbroad national securlty polrcres

HRC Commissioner, Jamal Dajani, and HRC Executive Dlrector Theresa Sparks met wrth
Chief Gascén several times to discuss the community’s concerns about the Chief’s
remarks and were subsequently instrumental in encouraging him to apologize. The
Coalition sent a letter thanking the Chief for his apology, but remained concerned about’
his plans to increase SFPD’s intelligence gatherlng efforts. These concerns prompted the
HRC to hold a public hearlng in order to provide a forum to document the community’s
concerns and to make recommendatlons to address them.

1. OBJECTIVES
| The objectives of the September 23, 2010 hearing were:

A. To solicit testimonies regardmg concerns of undue survelllance and racial and
refigious profiling experienced by AMEMSA communities;
~B. To create a record documenting those concerns; -
C. To prepare findings derived from the testimonies;
D. To propose appropriate recommendations and solutlons to address
community concerns; and
E. To assist in the implementation of the proposed recommendatlons

IV. PLANNING AND LOGISTICS
Sta'rting in May of 2010, HRC Co_mmissioner, Jamal Dajani, and HRC staff member, Nadia

Babella, met with.community members to plan the hearing. Meetings were held in
locations throughout the City, including the Arab Community and Cultural Center, Arab
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Resource and Organizing Center, and the Asian Law-Caucus. Community leaders,
impacted community members, public officials, and experts on racial and religious
profiling, civil rights and surveillance issUes were contacted to provide testimony.

Prior to the hearlng, extensive outreach was conducted urging AMEMSA commumty
members and civil rights and civil llberty organizations to attend the hearing and testify.
Two separate press releases were issued, one by the HRC and the other by the Coalition.
The Coalition initiated an outreach poster.campaign to encourage impacted community.
members to come forward. The hearing was held in City Hall, in the usual Commission
meeting room. In addition, two overflow rooms were reserved. The hearmg was
videotaped by a private professional VIdeographer who will produce an edited version
of the hearlng S

Sample of dutreach Posters (Front Images)

DhiscrininaTion,
AIRPORT CHECKS,
FBI arrroactes,
RACIAL PROFILING,

POLICE QIUESTIONING

END HERE.

SAFESF.ORG

Fre TELEING MY STORY.
WILL yOU TELL YOURS?

DiscraMINATION,

AIRPORT CIH{ECKS,

FB1 arrroACIIES,

RACIAL PROFILING,

POLICE QUESTIONING

END HERE.

I'M TELLING MY STORY.
WiLL youU TELL YOURS?
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DiscrivivaTiON,

ALRPURT CHEL

FBl arproaciEs,

RACIAL PHROFILING,

POLICE QUESTIONING

END HERE.

I'M TELLING MY STORY.
WiLL You TELL YOURS?

Dise misinasion,

AIRFOAT CHHECKS,

FBI arproacties,

RACLAL PROZILING,

POLIVE QUESTIOINING

END HERE.

I'M TELLING MY STORY.
VWILL you TELL YOURS?

\
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Sample of Back Image

& Intelligence Gathering

- Palice dicrimination
~ Bring stopped ar demined

- BB questioning ar approache
~ Adrport; border, or tavel hamassment
- Intrusive questioming & scarchey

Vit winw.saferfang for sere infi
smony i confidential e

Summes Harash  415.848.77 14
Notr Chamnras 413861 7444
sumserhigaisolacaucu.ongy

V.  ATTENDANCE

TELL CITY HALL e

Mermbers of the lneal San Francisco Bay Axes Arsb, Masdim, Central
and South Asian.communiry are needed 1o, core testify befors the SF
Euman Righo Comemission abour any expericnces of heing profifed ar
discrimisyared 2guina by PBY, Palice and L3S Afrporo/Border cusoms
agents because of dheir race, religion or pational origin. ¥y have

i ios lissed to the left, pleie

" d such. orthe
<contact us wday 10 sigh up w restify or ger free legal help.

DOCLAMENT your wsory & CHALLENGE biated paicier

Approximately 150 people attended, including community members, community
‘organizers, members of the clergy, attorneys, and scholars. City officials in attendance
included Supervisors David Chiu, John Avalos, David Campos, Carmen Chu, Eric Mar and
Ross Mirkarimi. Supervisors Chiu and Mirkarimi spoke about the importance of the
issue. [n addition, Commissioner Petra de Jesus and Commissioner Angela Chan (Police
Commission), Commission Chair Angus McCarthy, Commissioner Samer Danfoura, and
Commissioner Vera Haile (Immigrant Rights Commissioners), Mike Farrah (Mayor’s
Office), Charles Gallman (Office of Citizens Complaints), and Adrienne Pon (Office of
Civic Engagement and Immigrant Affairs) also attended the hearing.
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VI.  EXCERPTS FROM PUBLIC TESTIMONY

Opening Reﬁ*zarkg

Commissioner Chung opened the hearing with a remlnder of the importance of the HRC
holding hearings like this one to address the needs of groups whose civil and human
‘rights are in jeopardy. She cautioned:

in times of hysteria and panic, bistory has shown that it is simost

poturol far'govemmeﬁts and thase in power to use the feor created by rend or
Imagined threats to abuse their power and infringe on the rights of those whe are
politically or of therwise vulnerable. This can lead to intrusion on the lives bf the
targeted group, curtzx!!mg of their freedomis, end in the worst cases widespread
persecution éf the torgeted group. This hysteria con be used by governments or

. people in power for their own purposes: to curtail dissent, however unrelated io

- the panic. I can also be used to target minority groups as scapegouts for other
ifts, or in extreme cases, to torget and control the entive saclety, This is not u
rationaf process, as governments and those in power use hysteria and feor to take
actions that would be illogical in a rationdl climate. It is the job of olf péopié,
public or private, in a hearing such as this to infect rotionality and common sense
in these times, and to actas ¢ check fo safeguord and maoke sure thot actions
taken by government and people in power huve o ratfonaf nexus to preblems, so
that o widesprend abuse of targeted groups, whether they be poiitical groups,

- ethnic groups, or religious ‘ groups, does not take pface.

Post g/lﬁ Atmesphere Islamophobia aﬁd Guilt by Associa
Current Backdrop: Risein lslamophobia '

Commissioner Dajani provided the backdrop for the hearing as he spoke about the
alarming increase in Islamophobia since 9/11: “Forty-seven percent of Americans said

- they had a fair attitude towards Islam according to an ABC- Washihgton Post poll
released October 9, 2001, less than a month after the attacks of 9/11. Nine years later,
the number is lower by ten points. Since 9/11 there has been a steady rise in
Islamophobia in this country; however, recent months have seen the exponential rise of
anti-Islamic and anti-Muslim bigotry. Anti-Islam rhetoric has reached a fever pitch as
talks around the supposed ‘Ground Zero Mosque’ have been punctuated by threats of
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Qur'an burning, and as Obama's alleged allegiance to
“Islam continues to be a central topic of debate.” The

L . N i . fstamophobiza can be defined as
. rise in Islamophobia is no surprise since, “Americans are :

the aggregating of members of

hit with a barrage of anti-Islamic rhetoric on an almost - the AMEMSA community into o
daily basis.” _ o threstening, homogeneous and
‘ . _ - unitfferenticted community.
Dr. Hatem Bazian, Senior Lecturer at the University -  Islemophohiy ore words, deeds
California, Berkeley Department of Near Eastern Studies ond actions that malign the -~

and Professor of Islamic Law and Arabic at Zaytuna entire faith.  Dr. Hatem Bazian

College of California, defined Islamophobia as,

“aggregating members of the AMEMSA community into
a threatening, homogeneous and undifferentiated community. Islamophobia are words,
deeds and actions that malign the entire faith.” He contextualized the March 2010
statement by Police Chief Gascén as a symptom of unbridled Islémophobia in public
discourse. He explained that, “Today it is undisputed that the AMEMSA communities
have been cast as a threat, enemies of the state . . . and guilt-by-association [has]
become the effective standard policing and national security strategy.”

Dr. Bazian testified, “Our mosques are monitored, community members are visited by
the FBI, either late at night or early in the morning, {and their] financial transactions are
subject to monitoring. Demonstrations are recorded, community monitoring is

~ undertaken, entrapment is deployed, pressure of recruitment in exchange for green
cards [is used] and student organizations are [also] criminalized.”

10
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Summer Hararah, Program Coordinator of the National Security & Civil Rights Program
at the Asian Law Caucus, testified on the dehumanizing impact of Islamophobia, “I was
in high school when 9/11 occurred and even then | immediately felt the criminalization
of myself, my identity, and my community. Now that | do civil rights work on a daily
basis, and have been for the past three years in the Bay Area, 1 am too famlllar with the
_severe undermining and the destruction of humanity
and dignity of the AMEMSA community by law
enforcement and government_targeﬁng.”

This here is notimaginary, and |
advise sur Cornmissioners and the
public to familiarize themselves
wit b what has recently happened -
in Pennsylvania, where
information about antl-BP [British
Petroleum] candie-fight vigll, an
LGBT festival and other peaceful
gatherings became the focus of
antiterrorist pamphiets being
distributed by Pennsylvania's
homeland security office,

] . prompting its governor to publicly
Conflating National Origin and Political Dissent with apologize

Terrorlsm , » _ Commissioner Jamal Dian!

Michel Shehadeh, a member of the infamous “Los
Angeles 8” and Director of the Arab Film Festival of
San Francisco, testified that he was targeted by the
government because of his political opinion and national origin. ‘He |mm|grated to the
US in 1975 to begin his higher education. He became politically active and spoke out on
issues including the US intervention in Central America, apartheid in South Africa, and

_ gay rlghts He also spoke tirelessly-about the Middle East and Palestinian issues. “But in
1987 someone didn’t want me to speak about these issues; someone somewhere didn’t
want my voice to be heard,” Mr. Shahedah relayed. He along with six other Palestinians
and one Nigerian national were arrested. The case became known as the Los Angeles 8
and was dubbed by the American Civil Liberties Union (”ACLU”) as the civil rights case of
the 80s and 90s.

Mr. Shehadeh recalled that during his arrest, twelve civilian agents from different
y'agencies and three police cars aimed guns at his house, while helicopters hovered over
top. He was arrested in front of his three-year-old son, and charged with belonging to a
terrorist organization, under the McCarran-Walter Act, a 1952 McCarthy-era Iaw
designed to target activist immigrants.

11
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His ordeal lasted for 20 years (1987-2007). In 2007 the government flnally concluded
that he and the other seven politically active immigrants did nothing wrong. The
evidence the government had gathered was that they wore terrorist clothes (traditional
Palestinian clothes), sang terrorist songs (Palestinian songs), performed terrorist dances
(Palestinian dances). Their expressions of political thought and national identity was ‘
viewed as subversive, criminalized, and conflated with terrorism.. Their conversa’uons

~ had been recorded, their garbage searched, and they and their families had been

followed for years to build the case. In the end, the
government concluded the eight defendants had done
nothing wrong and apologized for their ordeal. Mr.
Shehadeh urged that we should not repeat the same
mistake and target people because of their
-associations and beliefs.

Similar to Mr. Shehadeh, many political dissent groups
have been under surveillance and branded as .
terrorists. . Andrea Meyer, Legislative Director of

ACLU of Oregon, presented written testimony of such

instances. [n Denver, the following groups appeared
in “Denver Intelligence Unit - Joint Terrorist Task Force
Active List” files:

- Denver Cop Watch

P

- "You can make an easy kind of a fink

that i you have a protesi group

protesting & war where the cause
that's being fought against is
international terrorism you might
have terrorism at the [protest]., You
can almost argue that a protest
rorist act.”

against thatl is & ter

- Spokesperson for California Anti-

Terrarism information Center

- American Friends Service Commlttee (founded by the Quakers)

- Chiapas Coalltlon
- End the Politics of Cruelty
- The Human Bean Company
- American Indian Movement of Colorado
- Dandelion Center
- Rocky Mountain Peace and Justice Center?

Referring to similar such surveillance in Pennsylvania, Commissioner Dajani stated that
the fears of the AMEMSA community of unwarranted surveillance are not unfounded.
Citing news articles published just one week before the Hearing, Commissioner Dajani
warned, “This here is not imaginary, and | advise our Commissioners and the public to
familiarize themselves with what has recently happened in Pennsylvania, where
information about anti-BP [British Petroleum] candle-light vigil, an LGBT festival and
other peaceful gatherings became the focus of anti-terrorist pamphlets being
distributed by Pennsylvania's Homeland Security Office, prompting its governor to
publicly apologize.” The list also included anarchists and Black Power radicals,
deportation protesters, mountaintop removal mining protestors, and animal rights

368
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protestors. On September 15, 2010, Pennsylvania Governor Ed Rendell stated that he
was “appalled” by how his Office of Homeland Security had monitored activists and
offered the following apology: “l am deeply embarrassed and I-apologize to any of the
groups who had this information disseminated on their right to peacefully protest.”?

Here in California, the spokesperson for the California Anti-Terrorism information’
Center (CATIC) equated anti-war protests with terrorism: "You can make an easy kind of
a link that if you have a protest group protesting a war where the cause that's being
fought against is international terrorism you might have terrorism at the [protest]...You
“can almost argue that a protest against that is a terrorist act."*

Cerﬁunity members testified that San Francisco is not immune from monitoring and -
arresting AMEMSA anti-war activists. Lily Haskell, an organizer for the Arab Resource.
and Organizing Center who was arrested in San Francisco in an anti-war rally testified, “1 -
really believe that we were arrested, myself and youth who are leaders in the
community, . . . and targeted [by the SFPD] because of our political activity. These were
the same ofﬁcers that had seen us at a number of protests, they'd seen us in meetings,
and they picked us out of the crowd based on our activities, at which point they charged
us with felonies that were all dropped but the repercussions of which were thousands
of dollars lost and nights spent in jail and turning over our DNA to the state.” A 16-year-
old Arab youth arrested at the same anti-war protest testified that SFPD officers

referred to him as “you people” and “you terrorists” and that they needed to “go back
to our country and stop protesting.” He testified that all of the charges were dropped
~against them, but that he and other Arab youth are now-too scared to protest. -

13
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San Franasseo Police Depar“sment hrsf'm\g am% Safeguards

The Gerard Scandal

* On October 21, 1993, twelve civil rights and social justice organizations and seven
individuals filed a lawsuit against several defendants, including the City and County of
San Francisco and Tom Gerard, a former Inspector of the San Francisco Police
Department. The complainants alleged that Former SFPD Inspector Gerard, who had
been assigned as a “liaison” to the Arab-American community infiltrated and collected
. information on Arab-American and anti-apartheid organizations and sold it to
intelligence agents of foreign governments. Gerard malntamed computer files on
approximately 7,011 individuals and organlzatlons

The plaintiffs charged the SFPD with the dissemination and disclosure of confidential,
privileged and other information in violation of the plaintiffs’ First and Fourteenth
‘Amendment rights to freedom of speech and assembly and right to be free from race-
based and invidious discrimination. The plaintiffs included: American-Arab Anti- .
Discrimination Committee, American Indian Movement Association of Arab-American
University Graduates, Inc., Bay Area Anti-Apartheid Network, Coalition against Police
Abuse, Committee in Solidarity with the People of El Salvador, Global Exchange,
International Jewish Peace Union, National Association of Arab Americans, National
Conference of Black Lawyers, National Lawyers Guild, and Palestine Solidarity

Commlttee

Plaintiffs also alleged that Gerard acted under color of law and that the SFPD acted with
deliberate indifference and/or intent to interfere with the effectiveness of the plaintiffs’
and the plaintiffs’ members constitutionally protected activities, expression;,-and
association. Plaintiffs argued that defendants’ actions caused distrust among the

- organizational plaintiffs’ members and leaders, and made less effective the work and
recruitment efforts the plaintiff organizations were established to undertake.’

Supervisor Mirkarimi was an aide to Supervisor Terence Hallinan who at the time led the
effort to expose the activities of the then SFPD’s intelligence unit. Supervisor Hallinan’s
office worked with the DA’s office to prosecute the wrongdoing. Supervisor Mirkarimi
warned against the resurrection of activities that San FranC|sco citizenry worked S0 hard

to dismantle.

14
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San Francisco Police Department General Order (DGO) 8.10 — Strengthening Audits

The Gerard Scandal brought to light the need to strengthen DGO 8.10, which protected
SF citizens from unwarranted police intrusions in areas of political and religious activity.8

Julla Mass Staff Attorney at the ACLU of Northern California, gave an overview of the
- history of DGO 8.10. “General order 8.10 was adopted in 1990 and it places restrictions
on the Police Department's investigation of constitutionally protected activity such as
picketing, marches, etc. It limits the opening of criminal investigations to situations
where the police can articulate actual facts that give a reasonable suspicion that there is -
criminal activity afoot; it can't be a mere hunch, it can't be a mere sense that 'this group
is dangerous,' it has to be actual fact that gives rise to suspicion, so when first
amendment activity is involved, that's what's required.” s

As a result of the Gerard Scandal, DGO 8.10 was amended in 1994 to require audits to
ensure compliance with the General Order. “Under the current General Order,” Ms.
Mass explained, “the SFPD has to request general authority to investigate any actlwty
that comes under First Amendment protections and specify in the request what the
facts are that give rise to this suspicion of criminal activity, Those requests are reviewed
monthly by someone on the Police Commission and there are also annual audits of the
SFPD files to monitor compliance with the General Order.” '

Ms. Mass raised concerns about the low number of such written requests. “After a
review of the audits from the past ten or so years, it reveals that authorization for -
“investigations has been pretty rarely requested. While the public cannot know forsure,
the really low number of requests for authorized investigations raises some questions
about whether those requests are being made in compI/ance w:th the general order.”

She concluded by recommending that the Human Rights Commission and the Police

- Commission look carefully at the audits and relevant police files to make sure the
requests are being' made as required. “It's important that the Police Commission
expands its audit. The ACLU wants to urge the Police Commission to affirm the City's -
commitment to protecting civil liberties, and General Order 8.10 is exactly the kind of
policy we should have, the kind that prevents law enforcement from engaging in
surveillance, racial proﬁling and just a dragnet approach that undermines civil liberties,
instead we want to have smart law enforcement that's focused on actual crlmmal
activities.” ‘
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iemm‘uﬁ‘étﬁ; Concerns of | m;zmper Surveillance, Profiling, and
infiltration by Federal Authorities

Lack of Ar:c.ountability to Local and State Law

Ms. Mass expressed concerns that General Order 8.10 may also be compromised when
SFPD works with the federal government in Joint Terr_orisnﬁ Task Forces (JTTF).
“[P]ressure from SFPD’s federal partners may make it difficult to comply with DGO 8.10
“and [place] limits on involvement with Joint Terrorist Task Forces. Because San
Francisco's federal partners are so heavily involved in surveillance there is going to be
pressure on SFPD to do the same; but General Order 8.10 should limit San Francisco's
involvement in the Joint Terrorism Task Force, as well.”

Andrea Meyer, Legislative Director of ACLU of Oregon, testified regarding the Portland
. City Council’s withdrawal from the FBI JTTF because Portland required greater oversight
than the FBI would agree to. She explained : o

3

The reality is that by agreeing to participate in the JTTF, the (ity ebdicates both
civilion and police bureau responsibifity over the individual polive officers
participeting in the JTTFE. To do 5o those local low enforcement officers ore
deputized as specio! law enforcement officers and given FEI security cleorance.
B&y—?d-&’ﬂy operations of the JTTF are the responsibility of the F8 and
i'wesf“gai'aﬂ?c are subject only to the federal low. As representotives to the FBI
they have o very high level of dearance, no one else in Portlond has the same

- fevel of dlearonce. Everyone in the chain of command should hove ¢ higher level
and it didn't happen In Portland. The resuit is to create g system entirely
inconsistent with the way thot law enforcement agencies ore structured, Thisis .
not just o guestion of appearances, but it undermines the chain of command and
proper oversight in complignee with Oregon laws. '

Oregon law forbids law enforcement frem,cbllecting and maintaining information about

political or religious beliefs unless there is suspicion of criminal activity. Furthermore, to

‘safeguard compliance with this law, Oregon police officers consult with the City

Attorney who reviews the files that officers create to make sure they do not violate the

law. Ms. Meyer explained, “But what happens is that when we turn over these officers,

they not only cannot seek the City Attorney's advice but they do not have to comply
with Oregon law. Oregon law prohibits the collection of this information unless it is
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- criminal activity and requires the purging of that information if there is no criminal
activity. Brannan Mayfield is an example of someone whose data was collected, he was
exonerated, but because it was a federal case his files remain today. If Portland had

_joined the JTTF, Portland pollce ofﬁcers would create FBI files, which would not be
subject to review or to purging.”

Ms. Meyer quoted Portland’s Mayor, Tom Potter, who was a former Chief of Police,
stating, “I realize that we have terrorists in our country and that it would be foolish to
not take steps necessary to protect us. But | also want to take steps to make sure that
our civil rights are protected, particularly for those of the Muslim-American community.
{tis apparent in light of the Patrlot Act that rlghts are in need of protecting.”

Lack of Federal Safeguards

Veena Dubal, Staff Attorney in the National Security and Civil Rights Program at Asian
Law Caucus, testified at the hearing to share her concerns about the harrowing accounts
of McCarthyite tactics used by the FBl-and JTTF against political activists and the Muslim
community at large. She spoke of the lack of oversight in federal government and asked
for greater transparency of local government’s involvement with the federal
government.

“This week the Inspector General, not some external watchdog agency, our very own
federal government made public a report that stated that since 9/11 the FBI has made
some troubling decisions, and in fact some of their probes have been i improper,”

' explamed Ms. Dubal.” The Inspector General s report concluded that in some cases

" agents began mvestlgatlons of people afﬁllated wrth activist groups for factually-weak
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reasons and in others it extended probes without adequate basis and kept information
on activist groups in its files. Former FBI agent, Michael German was quoted stating -
that, “the FBI was improperly spying on people's First Amendment protected activity
and that the FBI did not have enough internal controls to prevent abuse.” '

Ms. Dubal testified that the findings of this report came as no surprise to national
security and human rights attorneys who had watched as the situation worsened since
December 2008 when FBI Director Mukasey introduced new guidelines which

' significantly expanded the FBI's investigative techniques. These new guidelines:

- allow agents to initiate assessments without a factual basis,

- recruit informants without a preliminary investigation,

- profile individuals on the basis of race and religion, :

- conduct investigations at the request of forelgn agenues on U S. Cltlzens
forelgn agencies, and :

- data-mine personal information, all without oversight.

Ms. Dubal was especially concerned about federal agents’ ability to initiate assessments
without any factual basis, opening the door to religious and racial profiling. She
explained, “[blecause individual agents no longer have to report opening or closing -
assessments to the FBI headquarters or the Department of Justice, there is no oversight
and there is incredible room for abuse.”

San Francisco has felt the repercussions of these new guidelines. According to Dubal,
the National Security and Civil Rights Program at the Asian Law Caucus has seen dozens
of clients, ”norma’l_ everyday Americans, who live in the Bay Area, who are regularly
visited by the FBL.” She illustrated, “l have clients who are small business owners,
American citizens who are regularly visited by the FBI at their place of work, in San
Francisco. | have clients who are university students who are visited by FBI right outside
of campus; | know an educator who is regularly visited by FBI agents. What do all these
people have in common? Nothing, except that they are all innocent Americans who pay
taxes, contribute to their community and the economy and who have immaculate
criminlal_records, no criminal records --- they just happen to be Muslims.”

Surveillance and Infiltration of Mosques: Chilling Effect on Practice of Religion

“Imagine going to a place of worship, thinking you are in a sanctuary, where you just
want to focus on your spirituality but not knowing if you're in danger from the person
next to you, if the leadership of that mosque is in collaboration with the FBI,” appealed
Zahra Billoo, a civil rights attorney and the Director of the San Francnsco Bay Area office
of the Council on American Islamic Relations (CAIR). '
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The result is a chilling effect on the practlce of religion. Ms Billoo testified, “I've been
with CAIR a full year now and [ want to share the stories of a few individuals I've come
across who as a result of this targeting of organizations are afraid to get involved, who .
_are afraid to go to the mosques. One of the things we hear most often is that people are
afraid that federal and local law enforcement are collaborating to infiltrate mosques. So
they're less willing to exercise their rellglous duty to go to the mosque to participate in

~ group prayers because they don't know if they can trust the people they are praying
with. A lot of the times in'the course of working with individuals to make sure that they
know their rights are protected and that they really feel at home in this country, we're
also [hearing], ‘Well that person looks suspicious. They're targetmg our mosque, they've
made threats.”” ‘

Communlty member Adel Samaha testified, “The FBl agent | spoke with informs me that
his department spies on my mosque on a regular basis. | told him and his department
that our mosques are places of worship, not spy stations. | conducted a survey in
multiple mosques around the Bay-Area to understand the level of surveillance.
conducted;.the majority of people | asked told me their stories verbally but were too
afraid to write them down.”

Under DGO 8.10, SFPD surveillance of mosque and other places of worship without

~ criminal suspicion would be prohibited. ACLU attorney Julia Mass stressed that,

“[GJiven the current law enforcement climate, it's important that SFPD understands that
this general order [General Order 8.10] applles to rehglous activity, religious gathermg,

- and rellglous organizations and groups.”

Surveillanée and Infiltration of Organizations: Chilling Effect on Political Association

In addition to mosques, the federal government is targeting AMEMSA political and civic
organizations. Ms. Billoo recounted, “The first to be targeted in this way was the Holy
Land Foundation; they were at that time the largest Muslim charity in North America.
Many Muslims consider giving charlty a part or a tenet of their faith, and so were giving
to this organization. Their offices were raided, their assets were frozen, everything was
~ seized and it took at least six to seven years for them to even make it to trial, and the
first trial resulted in-a hung jury, but the impact had already happened The negative
ramifications on the community and our ability to engage and to give in philanthropy ~
had already been damaged.” . - :
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Ms. Billoo continued, “Following the Holy Land Foundation case another Muslim charity,
Kind Hearts, was targeted and through this process the government issued a list of
unindicted co-conspirators. It was a technical process to bring in testimony from
individuals and organizations that they didn't have-[evidence] to indict, and this list was
over 300 organizations. Itincluded organizations like CAIR, like the Islamic Society of
North_America; an umbrella organization which hosts a convention that brings 40,000
Muslims to Chicago every year, and has been in the U.S. for 40 years. It included
individuals like Imams from across the country, high ranking religious scholars, and
really had a chilling effect.” : '

Stephen Downs, attorney with Project SALAM explained through written téstimOny read
at the hearing, “By expansive interpretation of the material support for terrorism
statutes the government has also created ideological or thought crimes. Ghassan Elashi,
the director of the Holy Land Foundation, one of the largest charities in America, was
sentenced to 65 years in jail for giving money to build schools and hospitals in Palestine.
The US government argued that although none‘of Holy Land’s money went to support
terrorism, the schools and hospitals enhanced the prestige of Hamas, the de facto
government in Palestine, and so constituted ‘material support of terrorism.’” Using such
‘twisted logic numerous Muslims have been sentenced to long prison terms for '
essentially charitable or hospitable acts that weré not intended to support terror in any

»

way.

Ms. Billoo further testified, “We come across individuals on a regular basis and get -
complaints from individuals who donate money one week and then are visited the next
week and asked about their donation and they don't know where the leak is. That

-
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makes them suspicious and less likely to get mvolved We come across individuals who
want to maké donations but they don't want to write a check because they are scared of
creating a paper trail, which is funny because from a financial perspective my advice is
to always create a paper trail. But | can't tell these people that because they are scared
that if they glve anything other than cash they'll be traced.” :

Julia Mass echoed, .”Communities feel under siege because of the law enforcement
surveillance they're experiencing from the FBI. This inhibits how they express their
religious beliefs and how they engage civically.”

FBI Coercion and Denial of Immigration

Attorney and civil rights activist, Wazhma Mojaddidi, testified that her Muslim clients
face coercion and intimidation that her other clients do not. She reported that the
system had failed her clients and that their lives had been forever affected by their very
own government. Her clients were too afraid to come forward for fear that telling their
stories would make it worse for them. In their stead, she provided their stories:

[Client 1] I am a legal permanent resident . . . I've lived in the U.S. with my
wife and children for over 20 years. My adult son had a green card
application pending when | was contacted by the FBI. . . .The agents told
me if | wanted my son to get the green card then | needed to become an
informant for the FBI. | told them | would think about it. They arranged
another meeting. . . | told them at that time that | didn't want to become
an informant. They then told me that if | did not agree to becoming an

- informant that they would prevent my son from receiving his green card.
Now, years later, my son is still waiting for his green card. He should have
received it; but the reason he has not received it is his case is-caught up in.
'security clearances.’ There's no reason why my son's case should be
delayed. | believe that the FBI is punishing my son because | refused to
’become an informant _for the FBI. :

[Client 2] I am a legal permanent resident and | am also Muslim. My wife
and | applied for naturalization so that we could become citizens . . five
years ago. The process typically takes only six months. . . [JJust months
[after we applied], my wife and | went in for the interview; we answered all
of their questions and gave them dll the documents they requested. My
wife received her naturalization certificate soon after. My case was.
delayed. | was told it was caught up in “security clearances.” | had to hire
an attorney and pay thousands of dollars to file a complaint in federal
court about the delay. The U.S. Citizen and Immigration Office then agreed
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to proceed with adjudication of my case and called me in for another
interview... two years after I'd first applied. . .While | was waiting for a
decision to be made two FBI agents visited me. They told me that they
could arrange for my application to be quickly processed if | became an.

" informant. | told them | was not interested. Soon after their visit | received
notice that my application was denied because the government claimed |
did not have 'good moral character’ because of a small tax error in one of
my tax filings that | had already cleared with the IRS. My attorney filed
another lawsuit in federal court; after | testified in a deposition about my
experience with the five year delay, the visit from the FBI agents and my

- impeccable moral character, the U.S. Attorney agreed to grant my
naturalization and my case was dismissed in court.

Ms. Mojaddidi testified that the FBI continues to offer immigration or similar benefits to
‘Muslims if they become FBI informants and threaten negative consequences to deny
those benefits if they do not agree to become informants. The requirement of “good
moral character” for certain benefits has become a vehicle of abuse, harassment, and
racial profiling against Muslim-applicants. Ms. Mojaddidi reported that a recent
- discussion forum of immigration attorneys across the country revealed that it is only
Muslims who are sufferlng from this level of scrutlny

Profiling and Surveillance at Borders and Airports.

~ Shirin Sinnar, Law Fellow at Stanford University focusing on First Amendment and
national security scholarship, testified that US border officials interrogate AMEMSA
community members regarding their religious practices and political views and

- repeatedly ask questions which few Americans expect to hear from armed, uniformed
federal officers. Such questions include: “Where do you worship? What groups do you
support? Why did you donate money to your mosque? Do you hate the US?” She spoke -
about how unwarranted surveillance and interrogation are not mere inconveniences,

but rather they breed anxiety, fear, and insecurity in the community. This, in turn,
makes the community much less likely to cooperate with law enforcement.
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“There's no beeping sound whin §
walk through the special door but
every ime the cops stop me and
put me in a glass cage. . . They do
‘not even tell me why t am the only
. : kid put inthe glass cage. Why aren't

A report by the Asian Law Caucus and the Stanford the other kids put in the glags
Immigrant Rights Clinic entitled “Returning Home: " cage?” Eight-year-old Sikh boy
How U.S. Government Practices Undermine Civil

Rights at Our Nation's Doorstep” |dent|f|ed three
particular concerns:

1) Theintrusive questioning and searches of individuals, particularly those based on
their exercise of First Amendment rights, stigmatize mdrvrduals and communities

~and chill entirely lawful political and religious protection.

2) Customs and borders protection has explicitly profiled travelers, mcludmg uU. S
citizens, on the basis of their national origin and has insufficient policies to
prevent profiling on the basis of race and religion.

3) The agencies' use of a mismanaged and bloated “terrorist watch llst” subjects
entirely innocent individuals to humiliation and stigma, while diverting law
enforcement attentlon from others who mlght present an actual threat.™

Ms. Sinnar testified that, “In oornpiling the report we were struck by how so many of the
“individuals who came forward with stories of [being] mistreated were respected
communlty leaders who had devoted their lives to bwldmg bridges. “

Imam Zaid Shakir conveyed his story, “l knew mewtably, when | came back to my

' country, after easily, without any stops or checks going into Britain or Canada or -
wherever, that | would be stopped and | would miss a flight and | would be asked a
 series of meaningless questions. One time | became so frustrated that | took out this
card. This is a Department of Veteran Affairs card that U.S. military veterans get. |
earned this by serving four and a half years in the Air Force. | was on the verge of just
throwing this to the officer saying ‘Take this, because it doesn't mean anything as far as
I'm concerned.’ It doesn't mean anything to not have a criminal record, to have served
your country, to sacrifice, to struggle both with yourself and others, to make yourself a
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more responsible citizen, IfJUSt because you're a Mushm you re exposed to this
humlllatlon

“So, why is this Imporiant? s it
st a wminor inonvenience for '
Sikchs and Musiims whe waar
headwear? No. it breeds 2
cutture of suspicion and hate o
the broader public, Every time
wealk by and I'm subjected to
groaier seruliny, people ook,
and wonder, ‘What did he do¥

Fi‘a?ﬁ*ﬂj{)t Singh, Chalrman of the
Board of the Sikh Coalivion

Eight-year-old Sikh boy Josh Singh also testified
about his harrowing experiences while traveling,
“There's no beeping saund when | walk through
the special door but every time the cops stop me and put me in a glass cage...Theydo
not even tell me why | am the only kid put in the glass cage. Why aren't the other kids
put in the glass cage?” Josh’s father, J.J. Singh, provided the story of his other son: “My
teenage son who's 17 travelled around the country last year as part of his high school
debate team. He [was] pulled out every time [the group went through airport security].
There was a specific incident at the airport which | want to relate to you, as relayed by
Jenny Savage, the high school debate coach of Palo Alto High School. She says, and |

~ quote: ‘l watched as he was taken to the bullpen again, and subjected to the lengthy,
humiliating process of being interrogated. The rest of our team watched. Through the
plexiglass | tried to make eye contact to reassure him. Trying to lift his spirits | lifted my
camera and said, ‘Smile!’ Three TSA agents took my camera away and erased the '

photographs.”

Mr. Singh ended his testimony'/declaking that he did not want his kids to “grow ljp ina
country where they are pulled aside for the way they Iook Th|s is not the American
way. | think we can make it better.”
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Prabhjot Singh, Chairman of the Board of the Sikh Coalition, testified that San Francisco
Airport is one of the worst offenders. “The Sikh Coalition’s national report cards have
judged SFO International Airport as one of the worst airports in the country in.terms of
the percentage of Sikhs profiled. | myself fly frequently and have flown thirteen times in
SFO in'the last year and have been pulled aside for secondary screening all thirteen
times. While the TSA is busy checking my turban, others can walk by with just about
anythmg under thelr sweatshirts, shirts, skirts.”

Mr. Singh asked, -”So, why is this important? Is it just a minor inconvenience for Sikhs
and Muslims who wear headwear? No. It breeds a culture of suspicion and hate to the
broader public. Every time | walk by and I'm subjected to greater scrutiny, people look,
and wonder, ‘What did he do?’ ... .The City of San Francisco must tell the TSA that we
will not tolerate such discriminatory practices, not in our backyard, not now.”.

Entraprhent and Preemptive Prosecution

Stephen Downs, attorney and one the founders of Project SALAM, a group formed to

~ document and protest against the entrapment and preemptive prosecution of Muslims
urged the Commission to listen carefully to the stories and statement of members of the
Muslim community.and to ask how such intolerant, hostile, and illegal acts by our own
‘government can occur in America when the rule of law is supposed to protect everyone
equally. He also urged the Commission to ask Congress to implement the
recommendations of the Inspector General and appoint a special prosecutor to review -
all of the terrorism cases to determine the prosecution is valid and fair.
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- Preemption Doctrine

Mr. Downs testified that the US government prosecutes innocent people to prevent
them from possibly supporting crime in the future. He explained that this approach to
law enforcement was adopted by the FBI and the Justice Department after 9/11 as the

“new paradigm” of law enforcement that would focus on preventing terrorism rather
than merely pumshlng it.

“Project SALAM grew out of the 2006 prosecution of an Imam in Albany, New York,
Yassin Aref, on terrorism-related charges.” Mr. Downs was a member of the defense
team and recalled that, “The evidence at the trial indicated that Mr. Aref was a peaceful
man who never said anything to show he was aware of a terrorist plot or wanted to be
part of it. He was essentially framed in a sting operation by the government for acrime
he had not committed and was convicted by a jury and sentenced to 15 years.”

Mr. Downs testified that the prosecution held a press conference on March 8, 2008 to
try to convince the media, which had been eritical of the lack of evidence in the Aref
case, that the government had a basis to proceed against Mr. Aref. “Wheh a reporter
asked if the government believed Mr. Aref was actually a terrorist, the prosecutor. made
this response: ‘Did he actually himself engage in terrorist acts? Well'we didn’t have the
evidence of that, but he had the ideology... Our investigation was concerned with what
- he was going to do here and in order to preempt anything else we decided to take the
steps that we did.”

Mr. Downs testified that this startling statement confirmed what they had come to
belief, that “[bly profiling Muslim ‘ideology’, the U.S. government targets Muslims who
might be security risks to be prosecuted for faked or contrived crimes in order to

- preempt them from possibly supporting criminal activity in the future. Project SALAM
was formed to document this abuse of law, and on the Project SALAM web site we have
compiled a database of hundreds of such preemptive prosecution cases.”

- Agent Provocateur Cases

‘Mr. Downs gave the example of the Newburgh Four Case in which, “an agent
provocateur hung out in a mosque parking lot in Newburgh, New York, offering
thousands of dollars, cars and other inducements to anyone who would join him in
jihad. With his offers he eventually induced three down-and-out men to join, including
one with serious mental problems, a homeless man, and a drug addict. None of them
had any ability to engage in jihad without the agent providing all the money, materlals
~and initiative — none of them even had a car or a driver’s license. The recruits were
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recent prison converts to Islam, knew little about the religion and were interested in
money not jihad. For what he was offering, the agent provocateur could have easily
entrapped a similar selection of people in any part of the City, but he chose to focus on
the mosque where his money could create ‘Muslim terrorists.”

Mr. Down testified that there are dozens of similar eh‘trapment cases all across the
~ country as detailed on the Project SALAM website.

Mappihg/Tracking of AMEMSA Communities

Shakeel Syed, Executive Director of the Islamic Shura Council of Southern California, -
prowded written testimony regarding the Los Angeles Police Department’s practice of

“mapping” geographic areas in which large percentages of Muslims live. He opposes the
LAPD's counterterrorism program that called for mapping (tracklng) of Musllm
communities for the following five reasons:

1. The mapping and surveillance of Muslim commuinities is premised on the faulty
notion that Muslims are more llkely to commit violent acts than people of other
faiths. : -

2. Singling out individuals and gathering data on them based on their religion
constitutes religious profiling, which is unlawful. v

- 3. Religious profiling engenders fear and distrust in the community and hampers
legitimate law enforcement efforts in the future. :

‘4. Mapping any faith community would also violate equal protection and burden
the free exercise of religion. '

5. Exclusive mapping of Muslims to gather mtelhgence based on their identity and
ethnicity advances the idea in the larger community that Muslims are near- -
perpetual suspects that cannot be trusted.

Mr. Syed also opposed the Los Angeles Police Department’s mapping program because
it resulted in the belief that “unemployed Muslims, those who read religious literature,
and those who watch non-mainstream media [were] considered “risk factors and [are
.susceptlble to] extremist ideology and inclination.”

Mr. Syed concluded by stating that, “While preventing violence and terrorism is a goal
that we all share, it is somethlng that must be pursued in a manner respectful of the
~ rights of the hundreds of thousands of Amencan Muslims living in the greater San
Francisco Area, just as in the Los Angeles area.” He urged the Commission to advise the
SFPD “not to emulate the ill-conceived programs of mapping Muslims or any other
communlty based on ethnicity or rellglon
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Tracking techniques were also used by the FBl on Japanese-Americans. Andrea Meyer,

of ACLU Oregon, provided a copy of the testimony of Henry Sakamoto, survivor of the
internment camps. In his testimony Mr. Sakamoto referred to the FBI's accumulation of -
a list of all the Japanese and Japanese-Americans living in Hood River, Oregon from
1937-1942. ' '

P

History Repeating Itseif: COINTELPRO and the Church Cammission

A number of speakers placed current concerns in a historical context. Speakers drew
parallels to the repression of Japanese Americans and the history of FBI attacks on the
civil rights movement and other social justice movements through the counter '
intelligence program, referred to as COINTELPRO. COINTELPRO, an acronym for Counter
Intelligence Program, referred to FBI infamous campaigns from 1957 — 1971, in which
FBI Director J. Edgar Hoover issued directives ordering FBI agents to "expose, disrupt,
misdirect, discredit, or otherwise neutralize" the activities of domestic political
movements and their leaders, including the civil rights movements.™ One of the FBlI's
stated motivations at the time was protecting national security.”” * COINTELPRO tactics
ranged from planting false reports in the media to assassinations of movement leaders,
including Fred Hampton, national spokesperson for the Black Panther Party.'* °

~ Sanyika Bryant, a civil engagement organizer with Malcolm X Grassroots Movement
testified at the HRC Hearing, “Our South-Asian, Muslim, and Arab communities are
being subjected to interrogation, surveillance and infiltration of their social and political
organizations by federal law enforcement agencies in ways that are reminiscent and
recall the historic and current repression of black communities. These repressive tactics
come out of the history of the U.S. government's repression of mass movements ‘
~ fighting for social and political justice. This was the infamous COINTEL[PRO] program,
the illegal program was spearheaded by J. Edgar Hoover, with the backing of military
- and police agencies nationwide. The goal of this program was to destroy leaders and
organizations and to plant the seeds of division and mistrust in the community.” .
i
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In response to community outrage and leaked reports documenting the abuses, the
“Church Committee” was created to lnvestlgate the abuses. The Final Report of the
Select Committee concluded:

Many of the techniques used would be intolerable in a democratic society even if
all of the targets had been involved in violent activity, but COINTELPRO went far
beyond that...the Bureau conducted a sophisticated vigilante operation aimed
squarely at preventing the exercise of First Amendment rights of speech and
association, on the theory that preventing the growth of dangerous groups and

- the propagatlon of dangerous ideas would protect the national security and deter
violence.*®

According to the Church Committee:

While the declared purposes of these programs were to protect the ' 'national
secunty or prevent violence, Bureau witnesses admit that many of the targets
were nonviolent and most had no connections with a foreign power. Indeed,
nonviolent organizations and individuals were targeted because the Bureau -
believed they represented a "potential” for violence -- and nonviolent citizens
who were against the war in Vietnam were targeted because ‘they gave "aid and
comfort" to violent demonstrators by lending respectablllty to their cause.”

Wltnessmg alarmlng parallels, Japanese American communlty members have spoken
out against the collective criminalization of the AMEMSA community. “On a personal
note, I'm honored to be part of this conversation. | came to the ACLU in part because
~ what was happening after 9/11 and the way that AMEMSA communities were
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scapegoated. My own mother was in the Japanese internment camps during World War
Il and these communities are the Japanese-Americans of today, and so it's very
‘meaningful for me to be here today,” testified Julia Mass, ACLU Northern California

attorney.

Karen Korematsu, daughter of Fred Korematsu, recalled her father's commitment to
speaking on behalf of the AMEMSA community to ensure that the fundamental
‘freedoms of an ethnic group are not compromised. “He [Fred Korematsu] received the
nation's highest civilian honor in 1988, the Presidential Medal of Freedom. After 9/11
my father was one of the first to speak' up against the dangers of targeting the AMEMSA
community, as it was alarming and too similar to the institutional racism that had '
happened to the Japanese-American community in 1942. It took courage for my father

* to fight against this government twice, and when they agreed to reopen his case in 1983
one of his main reasons was that so that the violation of civil and human rights will not
happen again to another ethnic group, here, in America. It took almost forty years for
my father to receive justice and almost forty-six years for the government to formally
apologize to Japanese-Americans that were incarcerated in World War Two. We should
not allow the violation of civil and human rights to happen under our watch.” '
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Social and Political Impact of Profiling and Surveillance

Mistrust of Law Enforcement

Supervisor Davnd Chiu spoke to the lmportance of law enforcement and community
cooperatlon “In San Francisco we pride ourselves on our diversity, on the amazing

international community that we are and we also
pride ourselves on doing everything we can to foster
cooperation between our diverse communities and
law enfdrceme_nt. I can tell you as a former criminal
prosecutor that without that level of cooperation,
that level of trust, everything falls apart. But
unfortunately, we also know that surveillance only

_ serves to continue to drive wedges when

- cooperation is what is needed most.”

Shakeel Syed expressed the following concern
regarding Joint Terrorist Task Forces. “The mandates
of local and federal law enforcement organizations -

are different and hence call for different approaches.
" For example, traditional local enforcement attempts
to foster an environment of community involvement,
like neighborhood watch. Such an approach

engenders a common goal to keep communities safe.

The FBI's traditional goal is to conduct covert
surveillance which is dramatically different from

At such a Hime government
policies that sanction
discriminatory treatment,
whether at the border or in the
L5, legitimize private bias and
discrimination and conlributz to.
the sﬁgmai‘s_zanan of whaole
communites. Nor is San Francisen
imrnune to such violence, orto
aggressive surveillance of
minor’;ty immigrant communities;
some Individuals who shéred their
experience with us noted that
they experiencad thelr worst

treatment at SFD,

- engendering trust among the community and working with the community as partners.
The federal ah_d local partnership in the context of counter-terrorism [turns] the
community from partners into suspects; treating Muslims as inherent suspects by
advocating for policies and programs such as mapping, is exactly the opposite; |t

undermines and lmpedes the safety of all citizens.”

Undermining of Democratic Values and Fundamental Freedoms

Veena Dubal posed, “If peace activists feel unsafe, if Muslim-Americans feel unsafe in
their homes, their places of worship, at work, then all our fundamental freedoms are at.
risk. The freedom of each of us to live in a society where we can thin k, say and do as we
please is under attack.” The culture of our city is affected, she explained. “Unchecked
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- power begets abuse; we as citizens stand in protest of these abuses, demand local
government accountability and a shift in the divisive culture of profiling, biased policing
surveillance that undermines and dissolves the democratic glue that holds us together

‘as a democratic state and city.”

_ Anxiety, Fear, and Sense of Not Belonging

Profiling and unwarranted surveillance instill a sense of anxiety and fear in the AMEMSA
community. Shirin Sinnar gave the éxa‘mp’le of Nabila Mango, a mental health therapist
who counsels low-income residents in the Tenderloin. Ms. Mango is the founder of an
‘Arabic-language choir, a teacher, and a champion of the arts. “After 40 years in the U.S.
[Ms. Mango] first questioned her place in this country when border officials in San
Francisco interrogated her about her travels to the Middle East—asking her to tell them
where she stayed every night of her travels, what degrees she has, what her background
was, the name and occupations of family members, and so forth. That was only the first
of several detentions. Like many other community members she described tHe‘se
experiences as much more than a source of delay or inconvenience. Rather they cause
her deep anxiety, fear, and insecurity, causing her to question her very place in-the U.S.
as an Arab and a Muslim.”

Dr. less Ghannam, Professor of Psychiatry and Global Health Science in the School of
Medicine at the University of California San Francisco, testified that “People are fearful,
anxious and deeply concerned about their safety and do not have the confidence that
local officials, including the police, are taking these concerns seriouSIy and as a result,

" people in the community have retreated, become isolated, and are exhibiting the classic

symptoms of stress disorders.”

A specific trend he has seen among many women, even some who are prominent
community leaders, is an increasing fear to continue wearing their hijab (religious scarf)
in public due to fear that they might be targeted and attacked. In an alarming note, Dr.
Ghannam testified that the level of fear and anxiety he is seeing and treating “far )
exceeds the levels that [he] witnessed after 9/11” and that it is “affecting [the
‘community] at all levels — from community leaders to children who have to be subject to

this climate in schools. “
Fueling Hostility towards AMEMSA Communities, Increase in Hate Violence

Ms. Sinnar relayed, “When even the most civically-engaged, undeniably mainstream,
respected members of a community are singled out at-will, it sends the message that
the government views the Muslim community as a whole, as a threat. We live in a time
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of sharply rising hostility to Muslim-Americans. Many prominent politicians have fueled
such hostility, while others have stayed silent and only a brave few have condemned it.
~ We know that such hostility has already led to resurgent hate violence, employment
discrimination, and renewed efforts to exclude Muslims from worshipping and living in -
‘their communities. At such a time government: pohcues that sanction dlscrlmlnatory
treatment, whether at the border or in the U.S., legitimize private bias and -
discrimination and contribute to the stigmatization of whole communities. Nor is San
Francisco immune to such violence, or to aggressive surveillance of minority immigrant
communities; some individuals who shared their experience with us noted that they
e'xperienced their worst treatment at SFO.”

'A mother of three Sikh boys, Dr. Sharan Singh related her family expenence when
traveling, “I see people whisper and stare as though they [her sons] have done

- something wrong. | see that my little one is not smiling, my older ones are stoic and

heroic, even though they are humiliated, obviously. They also know that people are

~ staring and pointing at them.” The virtually guaranteed secondary inspection which her

.sons and husband experience feeds mistrust and suspicion by fellow passengers. Dr.
Singh asked, “Why are we creating suspicion in the minds of everyday citizens about
people who look different? I am tired of seeing my family harassed 100%. of the tlme |

_ would like to stop thIS racial profiling.”

Disinteg’raﬁon of Community

Stephen Downs pled, “The actions of the government in profiling and targeting the

Muslim community for preemptive prosecutions are devastating. Hundreds of innocent
Muslim men who used to provide support for their families have been locked up for
“decades or longer, leaving immigrant wives with no means ofsupport with which to

raise their children. Community life is shattered as the government often forces Muslim
Immigrants to spy on their own communities or give false testimony with-the threat that
the Muslim'’s |mm|grat|on status will be “revised” if the Muslims do not cooperate. Such -
practices generate fear and alienation in the Muslim community and diminish our

security rather than enhance it.”

Commumty member, Adel Samaha testified regarding the effect of surveillance. “The .
fear of investigation impacts the communities by causing them fear, stress, hampering
development and growth. These acts of discrimination are attackmg our |dent|ty, our

’dlgnlty, and they deny our existence in the U.S. community.”
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The Need for Transparency and ﬁcc@&rﬁzabxfz*g* Unanswered

szesi:fem

Supervisor Mirkarimi underscored the importance of operating in the open and with
accountability and that the current situation, “requires us to be that much more
sensitive and clear as to exactly what our law enforcement is intending to do, and
should they do it, to do it with a mindfulness and respect that reflects the values and
the outlooks of the people of San Francisco.” -

In order to protect polltlcally scapegoated communities, questlons must be answered.

The pmbienﬁ here is not
merely surveillance of a
particular community, it is
- the derogation of the
Fourth Amendment's
reguirement that

individualized suspicion be

established hefore any
serson, of any race, color,
ar creed, be investigated,
stopped,' searchad or
monitored.

Dr. Hatem Bazian asked: “What role does the SFPD play in all
of the above? What resources, budgetary, or otherwise,
provide for this dragnet approach? In the Joint Terrorism
Task Force are the SFDP offering hands to the above
strategies? To whom do they answer in case of violations or

- when they witness violations by federal officers? Who is
“providing training and what are the archetypal images for

such training, video, or otherwise, or photographs? Do we
have private agencies that contribute to the collection of
data.on the impacted communities, and if we do what are '
the conflicts of interest in relations to the communities they
target systematically? Last question, do we have any federal
resources, government or otherwise that are engaged in \
training or offering a model for policing the targeted

‘communities?”

Veena Dubal asked, “While we khow the FBI has free range

to investigate anyone and while we know of these troubling abuses, San Francisco, a
City-which prides itself on its progressive values, just hired 60 new terrorist liaisons,
according to Chief Gascén' s 1-year report. And none of us really know what that means..
. We have a memorandum of understanding with the FBI and few of us know what that
“looks like. There is little to no transparency of our local government's complicity with

the federal government.”

Lily Haskell added, “We need disclosure of information related to the funding or
establishment of national security or anti-terrorism initiatives that are begun by the
SFPD or the city of SF, as well as disclosure and documentation related to any and all
SFPD collaborations with outside agencies, this is included but not limited to the FBI,
Immigration and Border Control, Customs Enforcement and any other agencies that
we've heard about tonight. Really what we're asking for you to do is help us malntam
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transparency of the SFPD so that we can aII feel safer and more comfortable exercising
our rlghts as a community.” : ‘

Sammar? and Closing Testimony

Shahid Buttar a civil rlghts attorney and the Executive Director of the Bill of nghts
Defense Commlttee prowded the following closing testimony:

You heard from Khurshid Khoja earlier tonight about the existing policy thot is not
being enforced, that screams out for intervention and correction by this body.

You heard just now obout the public safety imperative to end profiling and ensure
accountability, the need to restore community trust that is eroded by profiiing.

You heard from i!eena Dubal of the Asian Low Caucus obout the FBI's wfa'fe'spéeaé
ahiuse of rights documented this very week in a report by the Office of the
inspector General of the f&sb’c‘e Department. I'l just note very briefly ebout that
repart, it included findings that the FBI was lying both to Congress and the press
about. specific instances of political profiling. The court excused those parbculor
viviations and found they were not systemic; they were merely the result of
bureaucratic incompetence. This City need not submit itself to the ‘incompetence’
of federal officiols wf;a abuse and prey upon the r:ghfs of Iow-abi iding peogile.

You also heard from Summer Hararch of Asian Low Caucus who noted that
madels are available. i'l jusf note that there's a bili pending in the Hortford,
Connecticut City Council which might be o suitable remeefy it includes
demogrophic data collection requirements, and }ust to note a couple demands of
the Coalition for a Safe San Francisco, one is that this body require comprehensive
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demogrophic dita coflection during any fow enforcement activity, And P would
just brogden this to include ony community, | would urge you fo consider not fust
@ carve-out for a particuior community but to constder and protect the civil rights
of aill San Franciscans, the African-American community, the Lotino community,
are equally if not even more at risk. ' :

The problem here is not me;"ei‘y surveiflonee of a parficular community, it is the
derogation of the Fourth Amendment's reguirerent thet individuclized suspicion
be established before any person, of any roce, color, or creed, be investigated,
stopped, searched or menitored, Thunks agaln for your feadership. .

Saqib Keval - a Muslim American and member of the activist organization the Alliance of
South Asians Taking Action - vividly encapsulated community concerns: “We face
harassment, surveillance and live in fear of being targeted not only by our neighbors,
but by elected officials and policing units of the FBI and SFPD. We cannot thrive, we
cannot peacefully gather, cannot practice our faith without being hatefully targeted.
Even our Holy Book is being publicly burned and left on the doorstep of our mosques,
here, in our City. And now Police Chief Gascén wants to increase this overt profiling and
hate that we experience by restarting the SFPD's spying program, targeting AMEMSA
members of SF's community. We've already seen what can happen—what has
ha;ppened—when SFPD has this type of spying program . . . We are a city.that sets a
national tone. If this spying program gets your support and does get started there's no
telling what other police departments across the nation will roll out, especially during ’
this climate of hate and intolerance.” '
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FINDINGS

Based on the September 23, 2010 public hearing the San Francisco Human nghts
Commission hereby concludes:

1

San Francisco is home to various immigrant communities that contribute to the
social, political, economic and cultural richness of the City.

AMEMSA communities in the Bay Area are comprised of diverse religious,
economic, ethnic and national communities and represent a substantial portion
of the world.

There are an estimated one-quarter of a million individuals in the Bay Area
identifying as Muslims, and that does not include individuals who may be
perceived as Muslim, but not identify as Muslim, or others from the Middle East
or South Asia.

Since 9/11 there has been a steady rise in Islamophobia. Recentuexamples'
include the hostile public discourse arising from the “ground zero” mosque
debate and Quran burning threats. In San Francisco, a Quran was burned and left
at the mosque door. :

AMEMSA community members are concerned about the criminalization of their
identity and guilt-by-association becomlng the standard for pohcmg and nat|onal
security strategies. . ‘

. ‘Muslim women are afraid to wear thelr hijab- (rehglous scarf) for fear of

harassment or attack.
School children are subjected to anti-AMEMSA harassment in schools.

Federal and State terrorist task forces and homeland security offices have spied

on peaceful political dissent groups and placed them wrongfully on “terrorist

watch” lists.

The SFPD “Gerard Scandal” and history of spying on activists continues to loom in

- the mind of AMEMSA community members and organizations, as well as other

diverse multi-racial organizations, and creates concern that. renewed SFPD efforts
to gather intelligence will result in future abuses.

10.DGO 8.10 was designed to protect communities from undue surveillance and

infiltration of First Amendment activity and limits surveillance and infiltration to
instances where there is reasonable suspicion of criminal activity.
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11.Civil rights attorneys and community members are concerned about the accuracy
- of the low number of requests for authorized investigations and the lack of detail
in DGO 8.10 annual audits.

12.Civil rights attorneys and community members are concerned that working with -
federal partners in Joint Terrorism Task Forces can compromise SFPD’s
compliance with DGO 8.10.

13. Civil rights attorneys routinely hear from AMEMSA community members who are
regularly visited by the FBI and who are intimidated and coerced by them.

14. Muslim community members are afraid'thatktheir mosques are infiltrated by the
FBI. This infiltration creates a sense of mistrust in the community of fellow
_practitioners, particularly of new comers.

15. Community members are afraid of being unjustly targeted by law enforcement
for giving money to AMEMSA charitable organizations. Many are afraid to voice
their political opinions and even to attend their mosque.

16.Immigration attorneys find that the requirement of “good moral character” is
disparately applied to Muslim applicants trying to immigrate or naturalize.

17.Immigration and civil rights attorneys are visited by Muslim clients who allege
‘they were coerced by the FBI to become informants and their immigration
applications were denied if they refuse to become informants.

18. At airports and borders, a disparate number of AMEMSA community members
- undergo intrusive searches and questioning, in particular questions about their
First Amendment activity, including their religious and political beliefs and
practices. This results in the stigmatization of AMEMSA individuals and
communities and has a chilling effect on the practice of political and religious
beliefs. - s

19. At airports, Sikh community members of all ages are routinely singled out and
subjected to secondary inspection.

20.The Sikh Coalition's national repbrt cards have judged San Francisco International
Airport as one of the worst airports in the country in terms of the percentage of
' Sikhs profiled in other airports. :

21.Community organizations and community members are concerned that the FBI
encourages and entraps AMEMSA individuals to engage in terrorist plots. These
- “individuals would otherwise be incapable or unwilling to engage in such plots.
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22. Mapping or tracking of Muslims communities in the US creates fear and mistrust
in the community and is based on the faulty premise that Muslim people are
- more likely to commit violent acts than people of other faiths.

23.Profiling and/or perception of profiling creates mistrust of local law enforcement
and impedes the safety of all citizens.

24.Unwarranted and/or the perception of unwarranted surveillance of non-violent
iindividuals and groups creates mistrust of law enforcement and impedes the
safety of all citizens.

25.Concerns of proflllng and unwarranted searches and surveillance create anxrety
and fear among AMEMSA community members and a sense of not belongmg

26. AMEMSA community members and civil rights organlzatlons are concerned that
government policies, such as airport profiling, fuel public suspicion and mistrust
‘of the community and lead to an increase in hate vrolence towards AMEMSA -
community members, :

_27. AMEMSA communlty members are concerned that: overbroad and mrsgurded
national security government policies attack the identity and dignity of the
community and hamper the community’s-development and growth.

28. Communities previously and/or currently targeted by surveillance and profiling —
e.g., Japahese American and African American communities — draw parallels
between their experiences and the experience of the AMEMSA community.

29. Post 9/11 intelligence gatherlng laws have undercut the protections provided by
the Church Committee in response to FBI abuses in the COINTELPRO era.

30. Communlty members and civil rights advocates seek greater transparency from -
- local and federal government to avoid law enforcement abuses.

31. San Francisco is a City of Refuge and is looked to nationwide for settmg the tone
on developmg legislation to protect civil rights and crwl liberties.
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RECOMMENDATIONS

The HRC recommends that

1.

.The Board of Supervisors (”BOS") the Immigrant Rights Commission, and the HRC

work to enhance community relations with the Arab, Middle Eastern, Musllm,
and South Asian communities in San Francisco and to advocate for policies that . -
protect, promote, and secure human rights for AMEMSA communities in San
Francisco. : o

The BOS urge Cohgress to establish a Commission, similar to the historic Church
Commission, to review potential abuses of government survelllance and First and
Fourth Amendment rights.

The BOS urge Congress to implement the recommendations of the Inspector
General and appoint a special prosecutor to review all of the terrorlsm cases to
determlne if these prosecutlons were valld and fair.

The BOS evaluate the need to establish a series of legal safeguards that enforce
the rights enumerated in the California Constitution.

The HRC, BOS and Police Commission devélop greater mechanisms that ensure
transparency and oversight of the San Francisco Police Department.

The BOS evaluate the need to pass more comprehensive protective ordinances
that would ensure the SFPD’s compliance with the California Constitution and
other state privacy protections and that would protect San Francisco
communities from undue search, surveillance, profiling, detention, or arrest at )
the hands of local law enforcement. :

The BOS install a permanent ombudsperson at San Francisco éirport to provide
oversight for arriving travelers. This ombudsperson would monitor
mterrogatlons and secondary inspections.

The Human Rights Commlssmn reaffirm the lmportance of the Sanctuary
Ordlnance

The San Francisco Police Commission amend General Order 5.17 to include all
categories listed in Federal, California State, and City and County of San Francisco
nondiscrimination laws as categories protected from biased policing.

10.The San Francisco Police Commission require that in addition to a monthly review

by a rotating designated Police Commissioner, the review of written requests and
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- authorizations for initiation and continuance of an investigation pursuant to
Section VI of the DGO 8.10 be conducted by the entire Commlssmn on a quarterly -
basis.

11.The Office of Citizens complamts conduct more detailed yearly audits of non-
criminal investigations in conducting their DGO 8.10 audits.

12.The HRC, BOS, and Police Commission ensure that all SFPD officers, mcludmg
those deputized to the Joint Terrorism Task Force, follow and comply with local
and state prlvacy laws, including DGO 8.10.

13.The HRC and BOS reqwre the SFPD to provide transparency regardlng SFPD’s .
.involvement and collaborations with outside agencies, such as the Federal
Bureau of Investigation, the Department of Homeland Security, Customs and
Border Patrol, Immigration and Customs Enforcement. '

14.The HRC and BOS require the SFPD to provide transparency regarding SFPD’s
involvement and collaborations with private agencies involved in surveillance and
infiltration of political and religious organizations.

15.The HRC, BOS, and/or the Police Commission hold a hearing to require the SFPD
to disclose information concerning their own or joint national security or anti-
terrorism programs and activities and the funding sources used for those
_programs and activities.

16.The City support efforts to oversee and advocate agamst federal government
proﬁllng and targetmg of our communities.
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