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FILENO. 120224 | RESOLUTION NO.

[Accept and Expend Grant - FY2011 Federal Emergency Management Agency Port Security
Grant Program -$1,016,000]

- Resolution authorizing the San Francisco Police Department to retroactively accept

and expend $1,016,000 of FY2011 Port Security Grant Program funds from the Federal

Emergency Management Agency.

- WHEREAS, The Federal Emergency Management Administration (FEMA), under the
U.S. Department of Homeland Security, appropriafes a‘nnual funding -for tha Port Security
Grant Program (PSGP); and ;
WHEREAS The purpose of the Port Security Grant Program is to promote sustalnable‘
nsk-based efforts to protect critical port infrastructure from terrorism; and

| WHEREAS, FEMA appointed the Marine Exchange of the San Francisco Bay Region
(SFMX) as the direct representative and Fiduciary Agent (FA) to manage disbursement of
PSGP g'rant funds going to the Port of San Francisco, the San Francisco Police Department,
and the San Francisco Fire Department, in separate sub-grantee awards; and |
WHEREAS The San Francisco Police Department coardinated‘with the SFMX to apply
for | PSGP fundlng and was awarded $1 016,000 from the FY 2011 PSGP appropriation to
purchase secunty equment lncludlng a maritime preventive radiological nuclear detection
system, a vessel—moUnted SeaFLIR system, and a vessel-mounted camera system; and
WHEREAS, The award period bégan when the sub-grantee agréement was signed on
January 31, 2012, and continues through June 30, 2014 for the FY 2011 Award; and |
WHEREAS, This grant does not include any provisions for indirect costs; and
WHEREAS, The San Francisco Police Départment is seelking retroactive approval

pecause the sub-grantee agréements were received on January 17, 2012; and

Supervisor Chiu . _
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RECOMMENDED:

amendment to the Annual Salary Ordinance; now therefore be it

indirect costs in the grant budget; and be it

- FURTHER RESOLVED, That the Chief of Police, or hisb designeé, is authorized to

enter into these sub-grantee agreements.

<f2,§§;2 Q-
1 GR . SUHR, Chief of Police

APPROVED:

oy

e

| 4ﬁ§}§%1»;—~4:3 'ﬁﬁé;u

BEN ROSENFIELD, Controller

Police Department

- oI BOARBOF SUPERVISORS

WHEREAS, This grant does not create any new positions, and will not require an
RESOLVED The San Francisco Police Department is authorized to retroactively accept
.and expend $1,016,000 in grant funds from the FY 2011 PSGP appropriation from the Federal

Enﬁe_rgency Managemen’t Agency, through the Marine Exchange of the Sari Francisco Bay

FURTHER RESOLVED, That the Board of Supervisors hereyby' waives inclusion of

2/10/12




T0: - | . Angela CalViIlo, Clerk of the Board of Supervisors

FROM: | | San Francisco Police Department
DATE: February 7, 2012
SUBJECT: Accept and' Expend Resolution for Subject Grant

GRANTTITLE:  Port Security Grant Program — FY 2011 Funds

. Attached please find the original and 4 copies of each of the following:

-_ X _Proposed grant rééoluﬁon; ovrrigviné.l sighed by Department, Mayor, Controller
_-X_Grant information form, including disability checklist |
_X___ Grant ,bgg;qét

__ Grant application*

o Grant award letters from funding agency*

____ Other (Explain):

*

Homeland Security grant applications contain sensitive security
information (SSI) that funder prohibits being shared publicly.

Special Timeline Require'ments:

Depaﬁmental i'epresentative to receive a cépy'of the adopted resolution:
Name:". Dana Lang " Phone: 415-553-1120 |

Interoffice MailvAdd.ress:r SFPD Fiscal, 850‘ Bryant Street, Rm 555
Certified copy required Yes [] | No[X

(Note: certified copies have the seal of the City/Cdunty affixed and are occasionally required by
funding agencies. In most cases ordinary copies without the seal are sufficient). -



'File Number; :
(Provrded by Clerk of Board of Supervrsors)

Grant Information Form
(Effective March 2005)

Purpose: Accompanies proposed Board of Supervrsors resolutions authorizing a Department to accept and
" expend grant funds.

The following describes the grant referred to in the accompanying resolution:
1. Grant Title: FEMA Port Security Grant Program - FY 2011
2. Department: San Franvcisco'Police Department

3. Contact Person: DanaLang = =~ R ’Te’i.'e“:phbne: 4155531120
4, '_ Grant Approval Status (check one):

| [x]Approyed by funding agency [T Not yet approved

5. Amount of Grant Funding Approved or Applied for: $1,016,000
6a. Matching Funds Requrred N/A |

b. Source(s) of matchlng funds (if appllcable) N/A
7a. Grant Source Agency "Feteral Emergency Management Agency (FEMA)

b. Grant Pass- Through Agency (rr appllcable) Marine Exchange of the San Francisco Bay Region

8. Proposed Grant F’rOJect Summary Funds will be used to purchase securlty equipment, including a "
maritime preventive radiological nuclear detect:on system, a vessel-mounted SeaFLIR system, and

a vessel—mounted camera system
9. Grant Project Schedule, as allowed in approval documents, or as proposed:
Start-Date: Janu’ary 31,2012 | End-Date: June 30, 2014
10a. Amount budgeted for contractual services: 0
~ b. Will contractual serVices be put out to bid? No

. If so, will contract services help to further the goals of the department's MBE/WBE
requrrements’7 N/A _

d. Is this likely to be a one-time or ongoing -request for contracting out? N/A
11a. Does the budget include indirect costs?- [1Yes [x ] No

b1; If yes, how much? $
b2. How was the amount caloulated?



_¢. If no, why are indirect costs not included? - - _
[ x] Not allowed by granting agency [ ] To maximize use-of grant funds on direct services
[ ] Other (please explain): : ' :
c2. 'if no indirect costs are included, what would have been the indirect costs? $4,000

12, A'ny other significant grant requirements or commehts: No

**Disability Access Checklist***
13. This Grant is intended for activities at (check all that apply):

[X] Existing Site(s) " [X] Existing Structu}'e(s) | [x] Existing Program(s) or Service(s)

" [ ] Rehabilitated Site(s) [ ] Rehabilitated Structure(s) [ ] New Program(s) or Service(s)

[ ] New Site(s) [ 1 New Structure(s)

14. The Departmental ADA Coordinator and/or the Mayor’s Office on Disability have reviewed the proposal
and concluded that the project as proposed will be in compliance with the Americans with Disabilities Act and
all other Federal, State and local access laws and regulations and will allow the full inclusion of persons with
disabillities, or W|II Jequire. unreasonable hardship. exceptlons As.described.in the comments section:

Comments:

ey
i

2

‘ i /'T/l/;?‘ .
Departmental or Mayor's Office of Disability Reviewer: C/ (e _"/45/5 ‘5"!‘?7 ?/ﬁ el
| | - R 7 (Name)” / N
_— 2 . : {‘ / , ,};"”
- Date Reviewed: 2 /35 Z. , o | { s
. Department Approval: Gregory P. Suhr . Chief of Police.
| (Name) : (Title)

%DQ_Q



PORT SECURITY GRANT PROGRAM - FY 2011 Project List - SFPD

CFDA No. 97.056

‘ item #FY 2011 Grants ; ‘ ' Mge_t

1 Vessel Mounted"SreaFI:IR“Syste?m" e ‘ | . | $320,QOO

2 Maritime Preventive RadiologicaI/Nuclear Detection Syst 3 $675,000
3 MDA Veésel Mounted Camera System-s | $21 ,0004 .

SFPD - Total PSGP Funds ‘ S » $1,016,000



M ‘ MARINE EXCHANGE o 1+ SAN FRANGISCO BAY REGION

E 505 Beach Street, Suile 300 phone: (415} 441-6600 website: www.sfmx.org
—____ San Francisco, CA 94133-1131 fax: (415) 441-1025 email: info@sfmx.org

January 17, 2012

Ms. Dana Lang

Grant Unit Manager

San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103

RE:. PSGP FY 2011 — Grant Award #EMW-2011-PU-K00351
SF Bay Region I Project #26 — San Francisco Police Department — MDA Vessel
Mounted Camera System , .
(Federal Match Value: $21,000.00 USD)

Dear Dana:

[ am pleased to inform you that your project submitted under the FEMA 2011 Port Security
Grant Program has received preliminary approval. :

Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization. Please sign both
documents and return one of the original documents to the Marine Exchange of the San
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco, CA 94133, The Sub-Grantee
agreement must be signed and returned to the Marine Exchange of the San Francisco Bay
Region.

Once we receive your signed Sub-Grantec Agreement and final approval has been received from
FEMA, you will receive a confirmation letter allowing you to proceed with your project,

The performance period for this grant ends June 30, 2014. If you have any concerns about your
ability to complete your project before this date, please contact me,

Again, congratulations. If you have any questions or concerns, please contact me v1a email at
grants@sfimx.org or by phone at 415.254.2213.

I look forward to working with you,

| 60)( ey Ut
Captaiq Lynn Korwatc
Execut y,é Director

Marine Exchange of the San Flancrsco Bay Reglon




| FOUNDED 1849

- MARINE EXCHANGE oF 11 SAN FRANGISCO BAY REGION

505 Beach Street, Suite 300 phone; (415) 441-6600 website: www.sfmx.org
San Francisco, CA 94133-1131 7 fax: (415) 441-1025 email: info@sfmx.org’
January 17, 2012

Chief Gregory P. Suhr

Chief of Police: ,

San Francisco Police Department o . ,
850 Bryant Street ‘ \ :

San Francisco, CA 94103

RE:  Port Security Grant Program (PSGP)
. SFMX PSGP Procurement and Purchasing Policies and Procedures Requirement

Dear Chief Suhr:

. All Sub-Grantee Agreements require that any recipient of PSGP funds -must follow the
guidelines established in the SFMX PSGP Procurement and Purchasing Policies and Procedures
document. - As stated in Section 3 of the Sub Grantee Agreement, waiver of this requirement
can be made if the Sub Grantee can demonstrate that federal procurement guadelmes are

satlsfled by an existing internal document,

| have reviewed the procurement and purchasing policies and brocedures guidelines
established by the City and County of San Francisco and have determined that such a waiver
exists for all monies funded to the San Francisco Police Department. All references in the Sub-
Grantee Agreement to SFMX PSGP Procurement and Purchasing Policies and Procedures are .
Sincerely,

waived.
@%T\a)\@f‘

Rob B. Strahan
Chief Financial Officer



SUB-GRANTEE AGREEMENT
Between |

THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and
DIRECT GRANTEE (DG)

_ And
SAN FRANCISCO POLICE DEPARTMENT
As SUB-GRANTEE (SG) -

This SUB- GRANTEE AGREEMENT is made and entered into by and between the
Marine Exchange of the San Francisco Bay Reglon (SFMX) and San Francisco
Pohce Department (Sub Grantee organlzatlon) :

WHEREAS the SFMX has been appointed by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as
the Fiduciary Agent for the administration and management of the Port Security
Grant Program for FY20078up, 2008, 2009 and 2010, and

WHEREAS appomtment as FA requires the SFMX to validate and monitor the
progress and compliance of projects funded by FEMA under the Port Security
Grants Program. The FA is to submit supporting documentation to FEMA for
executlon and completion of said projects, and

WHEREAS, the Sub- Grantee will be plannlng, developlng and executing their
Project as defined by their Investment Justification (IJ) package as described in
- Attachment “A" of this Agreement. The IJ's have been submitted to the FA:
validated by USCG Sector San Francisco and approved by FEMA for a sub-grant
which is not to exceed USD $21,000.00; and

'WHEREAS, the SFMX as FA, will act as the direct representatlve for FEMA in
managing disbursement of grant funds expended by Sub-Grantee |n implementing
their Project(s): and

WHEREAS, the purpose of this Agreement is to define the relattonshlp between the
'FA and Sub-Grantee with respect to Sub-Grantee’s activities implementing the
Project and the FA administering and managing reimbursement of expenditures for
same;




ACCORDINGLY, the parties agree as follows:

1. Sub- Grantee agrees to lmplement this project W|thm s:xty (60) days followmg the
effective date of the grant award or this Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of -
the Fiduciary Agent. Evidence of project |mp|ementat|on is to be reported within the
first sixty (60) days, and may include, but is not limited to, schedule of values or
project time line, notices to governing boards or agencies of project award, advice -
memorandum, written and/or electronic project. communications, development and
issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as evidence of compliance.

2. Sub-Grantee shall comply with all federal statutes, regulations and guidance
applicable to administration of the Port Securlty Grant Program including but not
limited to _ .

' ¢ 2 C.F.R. subtite A

44 CF.R. Part 13

Office of Management and Budget (OMB) Circulars, as applicable

A-21 Cost Principles for Educational Institutions

A-87 Cost Principles for State, Local and Indian Tribal Governments

A-122 Cost Principles for Non-Profit Organizations

A-102 Uniform Administrative Requirements for Grants and Agreements with

State and Local Governments -

¢ A-110 Uniform Administrative Requirements for Grants and Agreements with
Institutions of Higher Education, Hospitals, and Other Non-Profit
Organizations ‘

. e 48 C.F.R. Part 31 et. seq. Contract Cost Principles and Procedures.

Sub-Grantee shall assure that these conditions apply to all recipients of funds.

3. The Sub-Grantee has demonstrated that the Federal procurement guidelines can be
satisfied by the procurement and purchasing policies and procedures guidelines
established by the City and County of San Francisco. Therefore, the San Francisco
Marine Exchange waives all requirements set forth in the "SFMX PSGP Procurement
and Purchasing Policies and Procedures Manual.

4. Upon receiving the invoices, the FA shall be authorized to review Sub-Grantee's
request for reimbursement. The FA will also be authorized to request additional
information or clarification from Sub-Grantee. Such a response shall not be
unreasonably withheld by Sub-Grantee, but in no case shall the FA be compelled to
pay said invoices until the requested clarifications are made or additional information
is received accepted and approved by the FA.

‘5. For the purposes of meeting federal audit requirements, Sub-Grantee agrees to
comply with requirements of OMB Circular A-133 for States Local Governments and
Non-Profits. .



6.

~ provided for in Attachment “A”.

Sub-Grantee agrees to submit, at such times and in such form as the FA may
request, activity reports on the Sub-Award and the Project. Sub-Grantee shall
submit quarterly operational summaries and financial reports no later than the 15"
day of January, April, July and October; and the Semi-Annual Progress Reports by
the 15™ of January and July during each year this Agreement. The final progress
report must be filed with the FA within thirty (30) days after the termination of the last
year of the Federal Award. The FA must receive the final progress report prior to the
final cost report being paid. - ‘ ,

. No contract or agreement may be entered into by Sub-Grantee for execution of

Project activities or provision of services to the Project that are not incorporated in the
approved application other than purchase of supplies or standard commercial or
maintenance services. 'All contracts and agreements shall provide that Sub-Grantee
shall retain ultimate control and responsibility for the proper execution of the Project
and that these Contract conditions as detailed herein will also fully apply and bind the
contractor, consultant or vendor. In any case, where Sub-Grantee enters into a
contract with third parties, the SFMX is not a party to such a contract and shall not be
obligated or liable for any breach of contract or other action in law to any party other
than the original Sub-Grantee under the specific terms of this Agreement.

. Upon approval of acceptable invoices for services, equipment and work validated‘ and

performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made
related to the Project, which in no case may exceed the federal funds amount
awarded to Sub-Grantee at the time of approval of Sub-Grantee’s IJ by FEMA as

. In entering into this Agreement, it is implicitly agieed between both signatories that

the FA is not under any obligation to reimburse the Sub-Recipient for any amounts

* not received by the FA from FEMA, for what so ever reason.

10. Sub-Grantee shall indemnify, defend and hold harmless the FA and its officers,

11.

directors, employees and agents, from and against all liability, loss, cost or expense
(including attorney's fees) by reason of liability imposed upon the FA, arising out of or
related to Sub-Grantee ’s performance under this Agreement, whether caused by or
contributed to by the FA or any other party indemnified herein, including but not.
limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,
agents or employees or its subcontractors or their agents and employees, unless
such a loss is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents. .

It is understood by both signatories to this Agreement, that this Agreement shall
remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory provision of 5 years or less as may be
determined by the grant performance period following the execution by both parties.



12. All notices, requests, demands and other communications required or permitted to be

made under this Agreement shall be in writing and shall be given by personal
delivery, by certified mail, return receipt requested, first class postage prepaid, or by
nationally recognized overnight delivery service, in each case addressed to the
sighed party below at the address specified. Either party may change the address to
which communications are to be sent by giving notice of such change of address in
“conformity with the provisions of this Section. Notice shall be deemed to be effective,
if personally delivered, when delivered; if mailed, at midnight on the third business
~day after being sent by certified mail, and if sent by nationally recognized overnight
delivery service, on the next business day.

~ If to the Marine Exchange:
Marine Exchange of the San Francisco Bay Region
Captain Lynn Korwatch, Executive Director
505 Beach Street, Suite 300
San Francisco, CA 94133-1131
If to Sub-Grantee:
San Francisco Police Department
. 850 Bryant Street, Room 511
San Francisco CA 94103
"IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the
date below their sugnatures

arine Exchange of the Chief Gregory P. Suhr

The

San Francisco Bay Region San Francisco Police Department

By: m&}lfﬂ“/ e By: _%%E_QQ,_? ' |
Dated: / /(/) /510/2/ » Dated: ‘/3'/”-

Approved as to Form
~ Dennis J, Herrera
City Attorney

2 UON e
Katherme Portéf, Deputy Clty Attorney



ATTACHMENT “A”

| FINAL APPROVED ;
PROJECT INVESTMENT JUSTIFICATION AND BUDGET




PSGP FY 2011 Investment Justification Template

As part of the FY 2011 PSGP application process, applicants must develop a formal Investment Justification that
addresses each Initiative being proposed for funding. A separate Investment Jusiification should be submitted for each
proposed project. Each entily within a Group lll or All Other Port Area may apply for up to three projects. Due to the
nature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investment Justifications must
demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Investment
Justification must demonstrate the ability to provide enhancements consistent with the purpose of the program and
guidance provided by FEMA. Applicants must ensure that the [nvestment Justtftcatton is consistent with all applicable
requirements outlined in the appllcatton kit.

INVESTMENT HEADING

L _ :
I. BACKGROUND

| san Francisco Bay
California ,
| San Francisco Police Department

| MDA Vessel Mounted Camera Systems
1 $21,000

Note: This section only needs to he completed once per application, regardiess of the ntimber of investments proposed. The information in this section
provides background and context for the Inves{ment(s) requested, but does not represent the evaluation criteria used by DHS for rating individual
Investment proposals. v

Provide an overview of the port system in which this Investment will take place

MNarrative

1 Not to exceed 1 page

o Area of Operations: San Francisco Bay Region

o COTP Zone: San Francisco Bay - 11

o Eligible port area: Port of San Francisco

o Location of project site: Ali waterways and land areas immediately adjacent to the San Francusco Bay,
attached waterways, and the Port of San Francisco; mobile project ~

o Infrastructure ownership: The Port of San Francisco is owned by all relevant private entities and the
City and County of San Francisco

Point(s) of contact for organization:
o Authorizing Official:
Chief of Police Greg Subr, 415-56563-1551 greg suhr@sfgov.org
o Primary point of contact for management of this project: '
Sgt Keith Matthews, 415 409- 1020 keith. matthews@sfgov.org

« Ownership or Operatton

o Applicant is: Local Agency, San Francisco Pollce Department, Homeland Securlty Umt-Manne Unit

¢ Role in providing layered protection of regulated entities:

o The SFPD Marine Unit responsibilities include securing The Port of San Francisco ferry and cruise ship
terminals and facilities, as well as working in conjunction with all Regional Ports, the United States
Coast Guard and other allied agencies for a multi-tayered security approach to protection of transiting
and dock side vessels including: Cargo ships; tanker ships; barges; ferries; and cruise ships within the
San Francisco Bay., The Marine Unit responds to CBRNE/WMD threats or attacks of these entities
through Rad/Nuc survey and detection, lethal force capable response, threat containment, entity

‘security zone enforcement, EOD surface and subsurface threat mitigation, and general security
oversight via waterborne assets.




SectorSF_SFO_SFPD_ 2011_|J#5.doc SSI (PSGP FY 11)
‘MDA Vessel Mounted Camera Systems : ' ' :

I Provide an overview of the port system in which this Investment will take place

Narrative

Not to exceed 1 page
* Roles, Responsibilities and Important features: :

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and is a
key agency in the "Northern California AMSP”, as well as the "San Francisco Bay and River Delta
Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency Plans,” due ,
to its assets. The Unit patrols 64 square miles of City and County of San Francisco waterways,
including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated facilities and
movement of 6200 regulated vessels annually. 61 command officers have completed ICS 100-400;
1566 supervising officers, ICS 100, 200, 700, 800; and 1206 officers, ICS 100 and 700, :
San Francisco Bay is the targest harbor on the West Coast of the United States and has the largest
number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
departures to numerous piers. The largest western states commercial fishing fleet is based at Hyde
Street Commercial Harbor. The Golden Gate Bridge is the gateway to International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regulation of
boating activities; daily patrols of nationally identified Critical Infrastructure located on our waterfront to
prevent and deter terrorist activily, including CBRNE threats o critical ferry and cruise terminals,
bridges, mass transit sub-Bay ventilation and large public gathering venues; providing safety and
security to the Bay region and its numerous transiting Port traffic vessels; the enforcement of on-the-
water recreational boating activities; inspection of vessels; supervision/security of organized water
events; Search and Rescue operations; and recovery and preliminary investigation of deaths on the

~ water due to homicide, suicide and accident. Additionally, Marine Unit officers provide: Maritime
radiation detection; surface and subsurface response capabilities in event of a CRBNEMWMD threat or
attack; Tactical response platforms for EOD and SWAT teams; and dedicated waterborne assets in the
event of a natural disaster. ' :
o Ferry System Data: - '

o Passenger ferry system including Alameda, San Frangisco, Marin and Solano counties; service

provided by numerous providers; 66,290 annual transits.

"WARNING: THIS RECORD WHEN FILLED OUY CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF TH!S RECORD MAY BE DISCLOSED YO PERSONS WITHOUT A Page 20f9
‘NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER AGTION. FOR V.S, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S.C. $52 AND 49 CFR PART 1520."




SectorSF_SFO_SFPD_ 2011_lJ#5.doc . SSi | (PSGP FY 11)
MDA Vessel Mounted Camera Systems : .

1. STRATEGIC AND PROGRAM PRIORITIES

LA, Provide a brief abstract of the Investment (List just ONE Investment)

Narrative

Not to exceed ¥ page

Provide a succinet statement sunwnarizing His Invastment

MDA vessel mounted camera system

This system would include four solid mounted, night-vision video cameras mounted on vessels at
various directions, with a digital recording storage device and wireless transmission capability. These
cameras would collect the various viewpoints from the vessel during Critical Infrastructure patrols, or at
the scene of a CBRNE/WMD incident, and allow on-board digital recording of the water level activity. [t
would also allow connectivity to an existing on-board wireless system for transmission of the live video
to both command/control and follow on resources, either land or water based.

Stored video could be downloaded to portable media or transmitted to a remote location of analysis
against baseline inspections for anomalies, thereby increasing marine domain awareness.

WARNING: THIS RECORD WHEN FILLED QUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS GONTROLLED
. UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THiS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A . Page 30of 9
. "NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE :
ADMINISTRATOR OF THE TRANSPORTATION SECURITY AOMINISTRATION, UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 1S GOVERNED 8Y §
U.5,C. 552 AND 49 CFR PART 1520



SectorSF_SFO_SFPD_ 2011_IJ#5.doc , SSi (PSGP FY 11)
MDA Vessel Mounted Camera Systems

I.B. Describe how the Investment will address one or more of the PSGP priorities and Area  Maritime Security Plan or
COTP Priorities (how it corresponds with PRMP for Group | and 1)

Narrative

Nol to exceed ¥ pago

&

Describe how, and the extont 1o wiuch the nvestiment addresses

Enhancemaent of Maritinge Doman Swaronass
Cobiancemoent of 11 and WD picvenion moteclion. responss and I'l.f-:(.:l)\l(»'!l"y capabilitios
Fraining and exercises ' :

o Efforts supporting the implementation of TWIC

e Area Maritime Security Plan and/or Caplain of the Paort Priorities

This project increases Maritime Domain Awareness and security surveillance by providing four-
| directional viewing and video recording of maritime patrol and incident activities from vessel
platforms. This system is a force multiplier by allowing passing of on-scene video surveillance and
operations from a vessel perspective, which can be transmitted real-time to additional response
assets, as well as command and control centers.

| This investment directly addresses AMSP and Regional St’fategic Risk Mitigation Plan initiatives by:

¢ Increasing interoperability of allied agencies through by allowing rapid sharing of videographic
information gathered from on-scene assets and provided to responding assets; '

* Increasing preparedness, deterrence and response to IED and WMD threats through constant
inspection and oversight of Critical Infrastructure from a moving waterborne platform, which can
be compared to prior baseline inspections for anomaly detection;

¢ Increasing visual detection and subsequent mitigation of CBRNE threats;

» Enhancing regional maritime surveillance capabilities with equipment capable of inspection and
oversight of Critical Infrastructure;

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAY IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSEG TO PERSONS WITHOUT A Page 4 of 9
"NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT VATH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIViL, PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 1S GOVERNED BY §
U.S.C, 552 AND 49 GFR PART 1520."
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MDA Vessel Mounted Camera Systems

in. IMPACT

HEL.A. Describe how the project offers the highest risk reduction pdtential at the teast cost.

MNarrative

Not to exceed ¥ page

& Discuss how the project will educe risk i a cost affective manner
»seuss how  this investment will reduce risk (@ g, reduce vulnerabiblies or mitigate  the
(,onv“qunn( og of an event) by addrenssing fho needs and gmnnihn idenbtied 0 earlier analysis and
\\/“v\”

| Risk is reduced to the identified critical regional infrastructure through four-directional video capture
{ from a moving waterside patrol platform, which can be compared and analyzed for anomalies. It can
also capture and transmit real-time video feeds from CBRNE/MWMD threat incidents back to land based
command and control centers for analysis, in order to better deploy necessary follow on resources.
Additionally, properly equipped responding assets can view changing conditions in order to effectively
alter their response if necessary. This allows increased efficiency of limited assets, and ensures
domain awareness in real-time from any connected location. The night vision capabilities of the
| cameras reduce oversight due to low light.

The expansive Bay region contains numerous vulnerable targets that support commerce, transportatton
| .and communication structures along and over the water. This dictates the need for their protection
through regular waterfront patrols and inspections of these structures. Anomaly detection through real
time to baseline video-comparison ensures a higher level of security of these critical port features.

| This vessel based system allows video detectionfinspection of threats from any water accessible
location, thereby covering gaps of waterfront locations where stationary cameras are not feasible.

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED .
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE LISCLOSED TO PERSONS WITHOUT A . Page 50t9
: NEED TO KNOW' AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE '
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S.C. 552 AND 49 CFR PART 1520,
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MDA Vessel Mounted Camera Systems ’

.B. Describe curent capabilities similar to this Investment

Narrative

Not to exceed ¥ page

Describe how many agencies within the port have exisling equipment that are the same or have
sirmilar capacity as the proposed project

o Inchide the number of existing capabiliies within the port that wre identical or equivalent to the
proposed project

There are no other known agencies within the port that have any . multi- directional vesse} mounted'
video recording and transmitting capabililies.

There are numerous stationary mounted video surveillance cameras which do not allow for
repositioning of water-level viewpoints to another regional locatlon

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 6of9
‘NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCERY WATH THE WRITTEN PERMISSION OF THE N
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
U.S.C. 552 AND 49 CFR PART 1520."
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MDA Vessel Mounted Camera Systems

IV. FUNDING & IMPLEMENTATION PLAN

»  Complete the IV.A. to identify the amount of funding you are requesting for this investment qnlv
= Funds should be requested by allowable cost categories as identified below .

»  Applicants must make funding requests that are reasonable and justified by dlrect linkages to activities outlined in

this particular Investment

_Note: Investments will be evalualed on the expected impact on securily refative to the amount of the investment {i.e., cost effectiveness).. An itemized

Budget Detail Worksheel and Budget Narrative must also be completed for this investment. See following section for a sample format.

The template below illustrates how the applicants should indicate the amount of FY 2011 PSGP funding required for the
investment, how these funds will be allocated across the cost elements, and the required cash or in-kind match:

' [> D l.‘ a
A psSiine oindg Pia q A Optiona RAND

aiitime $21,000

E0 ann

oot oS ».J

(eLyele,

'IU ; “

TG

oparallo

W&

"WARNING: THIS RECORD WHEN FILLED QUT CONTAINS SENSITWE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A
'NEED TO KNOW' AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRAYOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
civiL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S.C. 552 AND 49 CFR PART 1520.°
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MDA Vessel Mounted Camera Systems ‘ :

IV.B. Provide a high-level tinieline, miléstohes énd dates,ﬂfoﬂr' fﬁe Vilﬁbrle'mentatid'r'i i thié Investmeht such as
stakeholder engagement, planning, major acquisitions or purchases, training, exercises, and process/policy updates.
Up to 10 milestones may be provided.

AEENDETUENT e Narrative

2| Notto exceed 1 page
1. Begin procurement process (March 2012)
2, Bid process per City of San Francisco law begins (April 2012)
3. Bid awarded and equipment procurement begins (May 2012)
4. Receive compieted project equipment {August 2012)
5. Project Completion {August 2012) ' ‘

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 40 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 8 of 9
. "HEED TO KNOW" AS DEFINED IN 49 CFR PARY 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S.C. 652 AND 49 CFR PART 1520
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V. CONTACT INFORMATION

PROVIDE PROJECT CONTACT INFORMATI

(PSGP FY 11)

Mobile Pro;ect

Vessel to be docked at San Francisco Police Department facmty ‘

Marine Unit, 2951 Hyde Street, San Francisco

Sergeant Keith Matthews
San Francisco Police Department Marine Unlt HSU
850 Bryant Street

San Francisco, CA 94103
415-408-1020 o
415-378-5402 ¢
Keith.Mafthews@sfgov.org

Dana Lang’

San Francnsco Police Depaﬂment

850 Bryant Street

San Francisco, CA 94103 :
415-553-1120 '
Dana.Lang@sfgov.org

Sergeant Keith Matthews

San Francisco Police Department Marlne Unit - HSU
850 Bryant Street

San Francisco, CA 94103

415-409-1020 o

415-378-5402 ¢

Keith.Matthews@sfgov.org

!

"WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITWWE SECURITY INFORMATION TRAT IS CONTROLLED
UNDER THE PROVISIONS OF 48 CFR 1520, NO PART OF THi$ RECORD MAY BE DISCLOSED TO PERSONS WATHOUT A
'NEED TO KNOW" AS DEFINED IN 49 CFR PARY 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULY IN
CiVIL PENALYTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
U.3.C. §52 AND 49 CFR PART 1520."
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'MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION

- 505 Boach Sireet, Suite 300 phone: {415) 441-6600 websile; www.sfmx.org
San Francisco, CA 94133-1131 fax: (415) 441- 1025 email: Inffo@sfmx.org

M FOUNDED 1849

e

January 17, 2012

Ms. Dana Lang

General Unit Manager o
San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103

RE: = PSGP FY 2011 — Grant Award #EMW-2011-PU-K00351
SF Bay Region 1J Project #13 — San Francisco Police Department — Vessel Mounted
SeaFLIR System ,
(Federal Match Value: $320,000.00 USD)

Dear Dana:

Tam pleased to inform you that your project submitted under the FEMA 2011 Port Secuuty
Grant Program has 1ece1ved preliminary approval.

Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization, Please sign both
documents and return one of the original documents to the Marine Exchange of the San
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco, CA 94133. The Sub-Grantee -
agreement must be signed and returned to the Marine Exchange of the San Francisco Bay
Region.

Once we receive your signed Sub-Grantee Agreement and final approval has been received from
FEMA, you will receive a confirmation letter allowing you to proceed with your project.

The performance period for this grant ends June 30, 2014. If you have any concerns about your
ability to complete your project before this date, please contact me.

Again, congratulations. If you have any questions or concerns, please contact me via ema11 at
grants@sfinx, mg or by phone at 415.254, 221 3. :

I lopk forward to working with you.

n Lynn Korwatch
Execlitive Director _
Marine Exchange of the San Francisco Bay Region




FOUNDED 849

MARINE EXCHANGE or 1 SAN FRANGISCO BAY REGION

505 Beach Street, Suile 300 : phone: (415} 441-6600 websile: www.slmx.org
San Francisco, CA 94133-1131 - . fax: (415) 441-1026 email: info@sfmx.org
|
t
January 17, 2012

Chief Gregory P. Suhr

~ Chief of Police '

San Francisco Police Department

850 Bryant Street o . ;
San Francisco, CA 94103 = - L e

RE:  Port Securrty Grant Program (PSGP)
‘ SFMX PSGP Procurement and Purchasing PoHcres and Procedures Reqwrement

' Dear Chief Suhr:

- All Sub-Grantee Agréements require that any recipient of PSGP funds must follow the ,

guidelines established in the SFMX PSGP Procurement and Purchasing Policles and Procedures

document. As stated in Section 3 of the Sub Grantee Agreement, walver of this requirement

can be made if the Sub Grantee can demonstrate that federal procurement guidelines are
satisfied by an existing internal document

| have reviewed the procurement and purchasing policies and procedures guidelines
- established by the City and County of San Francisco and have determined that such a waiver -
exists for all monies funded to the San Francisco Police Department. All references in the Sub-
- Grantee Agreement to SFMX PSGP Procurement and Purchasrng Policies and Procedures are
waived. ' ‘-

Rob B. Strahan
Chief Financial Officer




SUB-GRANTEE AGREEMENT

| Between

~ THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and -
DIRECT GRANTEE (DG) |

And
SAN FRANCISCO POLICE DEPARTMENT
As SUB-GRANTEE (SG)

/

This SUB-GRANTEE AGREEMENT is made and entered into by and between the
Marine Exchange of the San Francisco Bay Region (SFMX) and San Francisco
Police Department (Sub-Grantee organization).

WHEREAS, the SFMX has been appointed by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as

“the Fiduciary Agent for the administration and management of the Port Security
Grant Program for FY2007Sup, 2008, 2009 and 2010, and

WHEREAS appointment as FA requires the SFMX to validate and monitor the
progress and compliance of projects funded by FEMA under the Port Security
Grants Program. The FA is to submit supporting documentation to FEMA for
execution and completion of said projects, and :

WHEREAS, the Sub- Grantee will be planning, developing and executing their
Project as defined by their Investment Justification (1J) package as described in
Attachment “A” of this Agreement. The W’'s have been submitted to the FA:
validated by USCG Sector San Francisco and approved by FEMA for a sub-grant
which is not to exceed USD $320,000.00; and .

WHEREAS, the SFMX as FA, will act as the direct representative for FEMA in
managing disbursement of grant funds expended by Sub-Grantee in implementing
their Project(s): and : B

WHEREAS, the purpose of this Agreement is to define the relationship between the
FA and Sub-Grantee with respect to Sub-Grantee's activities implementing the
Project and the FA administering and managing reimbursement of expenditures for -
same, ‘ S .




ACCORDINGLY, the parties agree as follows:

1. Sub-Grantee agrees to implement this project within sixty (60). days following the
effective date of the grant award or this Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of
the Fiduciary Agent. Evidence of project implementation is to be reported within the
first sixty (60) days, and may include, but is not limited to, schedule of values or
project time line, notices to governing boards or agencies of project award, advice
memorandum, written and/or electronic project communications, development and
issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as evidence of compliance.

2. Sub-Grantee . shall comply with all federal statutes, regulations and guidance
“applicable to admlmstratlon of the Port Security Grant Program mcludlng but not
limited to

o 2C.F.R. subtltle A

44 CF.R. Part 13 ‘

Office of Management and Budget (OMB) Circulars, as applicable
A-21 Cost Principles for Educational Institutions

A-87 Cost Principles for State, Local and Indian Tribal Governments
A-122 Cost Principles for Non-Profit Organizations : :
A-102 Uniform Administrative Requirements for Grants and Agreements wrth .
State and Local Governments
e A-110 Uniform Administrative Requirements for Grants and Agreements with -

Institutions - of Higher Education, Hospitals, and Other Non-Profit

Organizations

s 48 C.F.R. Part 31 et. seq. Contract Cost Principles and Procedures.
Sub- Grantee shall assure that these conditions apply to all recipients of funds.

3. The Sub-Grantee has demonstrated that the Federal procurement guidelines can be
satisfied by the procurement and purchasing policies and procedures guidelines
established by the C|ty and County of San Francisco. Therefore, the San Francisco
Marine Exchange waives all requirements set forth in the "SFMX PSGP Procurement k
and Purchasing Polrc1es and Procedures Manual.

4, Upon receiving the |nv0|ces the FA shall be authorized to revrew Sub- Grantees
request for reimbursement. The FA will also be authorized to request additional
information or clarification from Sub-Grantee. Such a response shall not be
unreasonably withheld by Sub-Grantee, but in.no case shall the FA be compelled to
pay said invoices until the requested clarifications are made or additional mformatron
is received, accepted and approved by the FA.

- 8, For the purposes of meeting federal ‘audit- requirements, Sub-Grantee agrees to
comply with requirements of OMB Circular A-133 for States, Local Governments and
Non-Profits.



6. Sub-Grantee agrees to submit, at such times and in such form as the FA may
request, activity reports on the Sub-Award and the Project. Sub-Grantee shall
submit quarterly operational summaries and financial reports no later than the 15"
day of January, April, July and October: and the Semi-Annual Progress Reports by
the 15% of January and July during each year this Agreement. The final progress
report must be filed with the FA within thirty (30) days after the termination of the last
year of the Federal Award. The FA must receive the final progress report prior fo the
final cost report being paid. . .

7. No contract or agreement may be entered into by Sub-Grantee for execution of
Project activities or provision of services to the Project that are not incorporated in the
approved application other than purchase of supplies or standard commercial or

. maintenance services. All contracts and agreements shall provide that Sub-Grantee
shall retain uitimate control and responsibility for the proper execution of the Project

- and that these Contract conditions as detailed herein will also fully apply and bind the -
contractor, consultant or vendor. - In any case, where Sub-Grantee enters into a
contract with third parties, the SFMX is not a party to such a contract and shall not be
obligated or liable for any breach of contract or other action in law to any party other
than the original Sub-Grantee under the specific terms of this Agreement.

8. Upon approval of acceptable invoices for services, equipment and work validated and
performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made
related to the Project, which in no case may exceed the federal funds amount
awarded to Sub-Grantee at the time of approval of Sub-Grantee’s 1J by FEMA as
provided for in Attachment “A”. _ :

9. In entering into this Agreement, it is implicitly agreed between both signatories that -
the FA is not under any obligation to reimburse the Sub-Recipient for any amounts
not received by the FA from FEMA, for what so ever reason.

10. Sub-Grantee shall indemnify, defend and hold harmless the FA and its officers,
-directors, employees and agents, from and against all liability, loss, cost or expense
(including attorney’s fees) by reason of liability imposed upon the FA, arising out of or
related to Sub-Grantee 's performance under this Agreement, whether caused by or
contributed to by the FA or any other party indemnified herein, including but not
limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,
agents or employees or its subcontractors or their agents and employees, unless
such a loss is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents, :

11. It is understood by both signatories to this Agreement, that this Agreement shall
_remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory' provision of 5 years or less as may be
determined by the grant performance period following the execution by both parties.




12. All notices, requests, demands and other communications required-or permitted to be
made under this Agreement shall be in writing and shall be given by personal
delivery, by certified mall, return receipt requested, first class postage prepaid, or by

- nationally recognized overnight delivery service, in each case addressed to the
signed party below at the address specified. Either party may change the address to

~ which communications are to be sent by giving notice of such change of address in
conformity with the provisions of this Section. Notice shall be deemed to be effective,
if personally delivered, when delivered; if mailed, at midnight on the third business
day after being sent by certified malil; and if sent by nationally recogmzed overnlght
delivery service, on the next business day

If to the Marine Exchange:

Marine Exchange of the San Francisco Bay Region
Captain Lynn Korwatch, Executive Director

505 Beach Street, Suite 300

San Francisco, CA 94133-1131

If to Sub-Grantee:;
San Francisco 'Police Department
- 850 Bryant Street, Room 511
San Francisco CA 94103

IN WITNESS WHEREOF the parties hereto have executed this Agreement on the
date below their signatures. .

The Mafina Exchange of the Chief Gregory P. Suhr
San Franci co Bay Region San Francisco Police Department
Dated: _| 117/97{'2/ Dated: ‘/3'/i¢~

Approved as to Form
: DennisJ Herrera

V3

Katherme Porter, Deputy Clty Attorney




ATTACHMENT “A”

FINAL APPROVED ;
PROJECT INVESTMENT JUSTIFICATION AND BUDGET



PSGP FY 2011 Investment Justification Template

As part of the FY 2011 PSGP application process, applicants must develop a formal Investment Justification that
addresses each initiative being proposed for funding. A separate Investment Justification should be submitted for each
proposed project. Each entily within a Group I or All Other Port Area may apply for up to three projects. Due to the
nature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investment Justifications must
demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Investment
Justification must demonstrate the ability to provide enhancements consistent with the purpose of the program and
guidance provided by FEMA. Applicants must ensure that the Investment Justification is consistent with all applicable
requirements outlined in the application kit.

INVESTMENT HEADING

San Francisco Bay

California

San Francisco Police Department

Vessel Mounted SeaFLIR System
T - 4 $ 320,000 '

l. BACKGROUND

Note; This section only needs to be completed once per apphcaffon, regardless of the number of Investments proposed. The information in thls section

provides background and conlext !or the Investment(s) reqitesled, but does not represent the evalualion crilaria used by DHS for rating individual
fnvestment proposals. ‘

. Provide an overview of the port system in which this Investment will take place

A Narrative

Mol to excoed 1 page
21« Area of Operations: San Francisco Bay Region

o COTP Zone: San Francisco Bay - 11

‘o Eligible port area: Port of San Francisco

o Location of project site: All waterways and land areas immediately adjacent to the San Francisco Bay,
attached waterways, and the Port of San Francisco; mobile project

o Infrastructure ownership: The Port of San Francisco is owned by all relevant pnvate entities and the
City and County of San Francisco: v

« Point(s) of contact for organization:
o Authorizing Official:
Chief of Police Greg Suhr, 415-553-1551 greg.suhr@sfgov.org
o Primary point of contact for management of this project:
Sgt Keith Matthews, 415-409-1020, keith.matthews@sfgov.org

. Ownershlp or Opeération: :
o Applicant is: Local Agency, San Franc:sco Police Department, Homeland Secunty Unit-Marine Umt

* Role in providing layered protection of regulated entities: : ‘
o The SFPD Marine Unit responsibilities include securing The Port of San Francisco ferry and cruise ship
terminals and facilities, as well as working in conjunction with all Regional Ports, the United States

Coast Guard and other allied agencies for a multi-layered security approach to protection of transiting
and dock side vessels including: Cargo ships, tanker ships; barges; ferries; and cruise ships within the

San Francisco Bay. The Marine Unit responds to CBRNE/WMD threats or attacks of these entities
through Rad/Nuc survey and detection, lethal force capable response, threat containment, entity -
security zone enforcement, EOD surface and subsurface threat mitigation, and general security
oversight via waterborne assets.




SectorSF_SFO_SFPD_2011_IJ#2.doc SSI | (PSGP FY 11)
Vessel mounted FLIR system

I. Provide an overview of the port system in which this Investment will take place

Narrative

7| Not to exceed 1 page
| * Roles, Responsibilities and Important features: '

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and is a
key agency in the “Northern California AMSP”, as well as the “San Francisco Bay and River Delta
Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency Plans,” due
to its assets. The Unit patrols 64 square miles of City and County of San Francisco waterways,
including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated facilities and
movement of 6200 regulated vessels annually. 61 command officers have completed ICS 100-400;
156 supervising officers, ICS 100, 200, 700, 800; and 1206 officers, 1ICS 100 and 700.

San Francisco Bay is the largest harbor on the West Coast of the United States and has the largest
number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
departures to numerous piers. The largest western states commercial fishing fleet is based at Hyde
Street Commercial Harbor. The Golden Gate Bridge is the gateway to International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regulation of
boating activities; daily patrols of nationally identified Critical Infrastructure located on our waterfront to
prevent and deter terrorist activily, including CBRNE threats to critical ferry and cruise terminals,
bridges, mass transit sub-Bay ventilation and large public gathering venues; providing safety and
security to the Bay region and its numerous transiting Port traffic vessels; the enforcement of on-the-
water recreational boating activities; inspection of vessels; supervision/security of organized water
events; Search and Rescue operations; -and recovery and prefiminary investigation of deaths on the
water due to homicide, suicide and accident. Additionally, Marine Unit officers provide: Maritime
radiation detection; surface and subsurface response capabilities in event of a CRBNEMMD threat or
attack; Tactical response platforms for EOD and SWAT teams; and dedicated waterborne assets in the
event of a natural disaster. :

¢ Ferry System Data: , _ : |

o Passenger ferry system including Alameda, San Francisco, Marin and Solano counties; service

provided by numerous providers; 66,290 annual transits. '

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 2 of 9
"NEED TO KNOWW® AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR QTHER AGTION. FOR U.S, GOYERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U$.C. 552 AND 45 CFR PART 1520."



SectorSF_SFO_SFPD_2011_lJ#2.doc SSI (PSGP FY 11)
Vessel mounted FLIR system C .

1. STRATEGIC AND PROGRAM PRIORITIES

» =
A vVide a el ab d O c c O c &

|
y Narrative

Notto exceed ¥ page

4 Provide a succingt steriement summarizing this lnvestiment

.| Vessel mounted SeaFLIR Il system

= This project is for purchase and installation of one alt weather, gyro-stabilized, forward looking infrared
| and visual camera system. Mounted to a vessel, this system will interface with existing navigation
systems and computer fransmissions -equipment to provide a farget identification and automatic
tracking system picture, which can be viewed or transmitted wirelessly to other assets and
command/control personnel. The system inciudes distance to target information for the operator, and
relational navigation information for better acquisition of victims, suspects, or confirmed threats.

T

"WARNING: THIS RECORD WHEN FILLED QUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 3 of 9
'NEED TO KNOW™ AS DEFINED |N 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE )
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
i U:S.C. 552 AND 48 CFR PART 1520."



‘SectorSF_SFO_SFPD_2011_lJ#2.doc . SSi o _ (PSGP FY 11)
‘Vessel mounted FLIR system

I.B. Describe how the Investment will address one or more of the PSGP priorities and Area  Maritime Security Plan or
COTP Priorities (how it corresponds with PRMP for Group | and I1)

Narrative

Not fo exceod ¥ page

&

- eseribe how, and e extent b which thoe mvestment addrossos:

Enhancement of faine Domam Assaraness

Enfrancemont of 1D aind AL proveation. protoction, response and recovery capabilities
- Training and exercises :
o [zHforts supporting the Boplementation of TWIC ' ‘

o Area Maritime Security Pran andfor Captain of the Port Priorities

This investment increases Maritime Domain Awareness by both the increased frequency of security
checks and inspections of sensitive infrastructure from moving vessels, as well as the ability to share
detailed threat information with allied agencies in order to form a strategic, unified response.

This project allows waterborne officers the visual capabilities necessary to inspect Critical
Infrastructure, open waters and vessels during conditions of weather and darkness that would
| otherwise conceal suspects or CBRNE/IED devices. The design features provide high resolution
| video that can either clearly identify risks, or verify the lack thereof. This information can then bel|
| transmitted wirelessly to allied assets. This system's automatic tracking of an identified target
ensures that the object is not lost from view due to operational conditions or movement. This
increases the IED/WMD prevention and protection capabilities of the operators, even from long range
positions. )

| This investment directly addresses AMSP and Regional Strategic Risk Mitigation Plan initiatives by:

* Increasing interoperability of allied agencies through by allowing rapid sharing of detailed
information gathered at a safe distance in all light/weather conditions; ' »

¢ Increasing preparédhess, deterrence and response to IED and WMD threats through inspection
and oversight in all light and weather conditions from a waterborne platform:;

¢ Increasing visual detection and subsequent mitigation of CBRNE threats from safer and more
covert location/distance; : '

» Outfitting marine assets with personal and equipment protection needed for nostile situations
(safety through distance); ,

o Enhancing regional maritime surveillance capabilities with equipment capable of inspection and
oversight of Critical Infrastructure in all light and weather conditions.

WARNING; THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED :
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSGNS WITHOUT A Page 4 of 9
"NEED TO KNOW" AS DEFINED IN 49 CFR PART 1620, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER AGTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.S.C. 552 AND 49 CFR PART 1520."
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Vessel mounted FLIR system :

m. IMPACT

ilLA, Describe how the project offers the highest risk reduction potential at the least cost.

Narcative

Not to exceed ¥ page

« Discuss how the project will reduce sk in o cost offective manner,
S iseuss how ihis investmant will icduce sk (2.9, reduce vulnerabitiies or mitigate  the
consequences of an avent) by addressmg the needs and vriorities denified in earlior analysis and

TCVICY

Risk is reduced through increased oversight of the identified critical regional infrastructure, by use of a
gyro-stabilized, all weather/sea state system that is operated from a stabile, command and control
waterborne platform, anywhere in the region. This allows on-scene assets to safely gather information
on suspicious targets or suspects among Critical Infrastructure at safe distances, and then pass this
information to water or land-based assets for mitigation as necessary, via wireless digital transmission.

- The expansive Bay region contains numerous vulnerable targets that support commerce, transportation
and communication structures along and over the water. This dictates the need for their protection
through regular waterfront patrols and inspections of these structures with all-sea-state capabie
equipment which can visually observe and identify threats from a distance, regardless of lighting and
weather conditions. The ability to verbally or electronically transmit the actual inspection results, via

“high resolution video, back to feadership for mitigation planning also increases the cost effectiveness.

Enhancing regional maritime surveillance capabilities, during all conditions, directly fulfills AMSP and
RSRMP initiatives. .

"WARNING; THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNOER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A : Page 5 of 9
‘NEED TO KNOW" AS DEFINED IN 49 CFR PARY 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.8, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 1S GOVERNED BY 5
U.8.C. 652 AND 49 CFR PART 1520
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Vessel mounted FLIR system '

H.B. Describe current capabilities similar to this Investment

Narrative

Not to exceed % page

» Describe how many agencies within the port have existing equipment thid aire the same or have
similar capacity as the proposed projact

¢ lnclude the number of casting capabilities within the port that are identical or equivalent to the
proposed projact

One other agency will be deploying this identical project system shortly.

The San Francisco Police Department Marine Unit currently operates three vessel mounted IR camera
systems on various vessel platforms, none with the same functionality. ’

Numerous other agencies in the port have IR cameras, with some functionality, but do not operate
them in the same locations that this system will be deployed.

"WARNING; THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORO MAY BE DISCLOSED TO PERSONS WITHOUT A Page 6 of &
‘NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITFEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY &
) U.S.C. 552 AND 4§ CFR PART 1520.*
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IV. FUNDING & IMPLEMENTATION PLAN |

* Complete the IV.A. to identify the amount of funding you are requesting for this investment only
*  Funds should be requested by allowable cost categories as identified below '

* Applicants must make funding requests that are reasonable and justified by direct linkages to activities outlined in
this particular Investment '

- Note: Investments will be evaluated on the expected impact on securily relative lo the amount of the investment (l.e., cost effectiveness). An itemized
Budget Detail Worksheel and Budget Narrative must also be completed for this invesiment. Sge following section for a sample formal. -

The teinpiate below illustrates how the applicants should indicate the amount of FY 2011 PSGP funding required.for the
investment, how these funds will be allocated across the c_ost elements, and the required cash or in-kind match:

FY 2011 PSGP Request
Totat |

Match (Optional) -~ GRAND TOTAL

320,000

"WARNING: THIS RECORD WHEN FILLED QUT CONTAINS SENSITIVE SECURITY INFORMATION THAT (S CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY 8E DISCLOSED TO PERSONS WATHOUT A F'age 7 of 9
‘NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CiVIL PENALTY OR OTHER ACTION. FOR U §. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE iS GOVERNED BY 5
- U.$.C, 552 AND 49 CFR PART 1520.
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Vessel mounted FLIR system -

IV.B. Provide a high-level timeline, milestones and dates, for the implementation of this Investment such as
stakeholder engagement, planning, major acquisitions or purchases, training, exercises, and process/policy updates.

Up to 10 milestones may be provided.

e

1. Begin procurement process (March 2012) -

2, Bid process per City of San Francisco law begins (April 2012) ‘
3. Bid awarded and equipment procurement begins (May 2012)

4. Receive completed project equipment (August 2012)

5. Project Completion (August 2012)

UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A
‘NEED TO KNOW" AS DEFINEO IN 49 CFR PART 1520, EXCEPT WATH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, UNAUTHORIZED RELEASE MAY RESULY IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY §
U.8.C. 552 AND 49 CFR PART 1520.

“WARNING: THIS RECORD WHEN FiLLED QUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLEG Page 80f9
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V. CONTACT INFORMATION

PROVIDE PROJECT CONTACT INFORMATION

(PSGP FY 11)

Mobile Project

Sergeant Keith Matthews

850 Bryant Street

San Francisco, CA 94103
415-409-1020 0
415-378-5402 ¢
Keith.Matthews@sfgov.org

Dana Lang

San Francisco Police Department
850 Bryant Street .

San Francisco, CA 94103
415-553-1120
Dana.Lang@sfgov.org

Sergeant Keith Matthews

850 Bryant Street

San Francisco, CA 94103
415-409-1020 o
415-378-5402 ¢
Keith.Matthews@sfgov.org

Vessel to be docked at San Francisco Police Department facility
Marine Unit, 2951 Hyde Street, San Francisco

San Francisco Police Department, Marine Unit - HSU

San Francisco Police Department, Marine Unit - HSU ‘

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECCRD MAY BE DISCLOSED TO PERSONS WITHOUT A
NEED TO KNOW™ AS DEFINED N 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE I$ GOVERNED 8Y 5
U.S.C. $52 AND 49 CFR PART 152¢."

Page 9 of 9



M- MARINE_ EXCHANGE OF THE SAN FRANCISCO BAY REGION

—————
E 505 Beach Streel, Suite 300 phone: (415) 441-6600 . website: www.sfinx.org
San Francisco, CA 94133-1131 fax: (415) 441-1025 email: info@sfmx.org

January 17, 2012

Ms. Dana Lang

Grant Unit Manager

San Francisco Police Depaitment
- 850 Bryant Street, Room 511
San Francisco CA 94103

RE: PSGPFY 2011 — Grant Award #EMW-2011-PU-K00351 .
SF Bay Region IJ Project #1 — San Francisco Police Department — Maritime Preventive
Radiological / Nuclear Detection System
(Federal Match Value: $675,000.00 USD)

Dear Dana:

I am pleased to inform you that yout* project submitted under the FEMA 2011 Port Security
Grant Program has received preliminary approval, - '

Enclosed please find two copies of the Sub-Grantee Agreement between the Marine Exchange of
the San Francisco Bay Region acting as Fiduciary Agent and your organization. Please sign both
documents and return one of the original documents to the Marine Exchange of the San
Francisco Bay Region, 505 Beach Street, Suite 300, San Francisco, CA 94133.

Once we receive your signed Sub-Grantee Agreement and final approval has been received from
FEMA, you will receive a confirmation letter allowing you to proceed with your project.

The performance period for this grant ends June 30, 2014. If you have any concerns about your
ability to complete your project before this date, please contact me.

Again, congratulations. If you have any questions or concerns, please contact me via email at
grants(@sfinx.org or by phone at 415,254.2213. : : ‘

I look forward to working with you.

S‘in
- / / ép I/\/a\,,z’A/
Capfaif L.ynn Korwatch .

Executive Director _
Marine Exchange of the San Francisco Bay Region




‘FOUNDED 1549

MARINE EXCHANGE or 1 SAN FRANGISCO BAY REGION

505 Beach Street, Suite 300 phone: (415) 441-6600 website: www,sfmx.org
San Francisco, CA 94133-1131 fax: (415) 4411025 . email: info@sfmx.org

January 17, 2012

Chief Gregory P. Suhr

_ Chief of Police .
San Francisco Police Department
850 Bryant Street

San Francisco, CA 94103

RE: Port Security Grant Program (PSGP)
SFMX PSGP Procurement and Purchasing Policies and Procedures Requwement

Dear Chief Suhr:

All Sub-Grantee Agreements require that any.recipient of PSGP funds-must follow the
‘guidelines established in the SFMX PSGP Procurement and Purchasing Policies and Procedures
document. As stated in Section 3 of the Sub Grantee Agreement;, waiver of this requirement
can be made if the Sub Grantee can demonstrate that federai procurement guidelines are
satisfied by an existing mternal document,

| have reviewed the procurement and purchasing policies and procedures guidelines

established by the City and County of San Francisco and have determined that such a waiver
exists for all monies funded to the San Francisco Police Department. All references in the Sub- -
Grantee Agreement to SFMX PSGP Procurement and Purchasing Pohcnes and Procedures are

waived.
Slncerely,

%@Eﬁ\a)\a/m

Rob B. Strahan _
Chief Financial Officer



SUB-GRANTEE AGREEMENT
Between

- THE MARINE EXCHANGE OF THE SAN FRANCISCO BAY REGION (SFMX) as
PORT SECURITY GRANT PROGRAM (PSGP) FIDUCIARY AGENT (FA) and
DIRECT GRANTEE (DG)

And
SAN FRANCISCO POLICE DEPARTMENT -
As SUB-GRANTEE (SG)

This SUB- GRANTEE AGREEMENT is made and entered into by and between the
‘Marine Exchange of the San Francisco Bay Region (SFMX) and San Francisco
Police Department (Sub-Grantee orgamzatlon)

WHEREAS, the SFMX has been appointed by the Federal Emergency Management
Agency (FEMA) on behalf of the Department of Homeland Security (DHS), to act as
the Fiduciary Agent for the administration and management of the Port Security
Grant Program for FY2007Sup, 2008, 2009 and 2010, and

WHEREAS appointment as FA requires the SFMX to validate and monitor the
progress and compliance of projects funded by FEMA under the Port' Security
- Grants Program. The FA is to submit supporting documentation to FEMA for
“execution and completion of said projects, and

WHEREAS, the Sub- Grantee will be planning, developing and executing their
Project as defined by their Investment Justification (1J) package as described in
Attachment “A” of this Agreement. The |J's have been submitted to the FA;
- validated by USCG Sector San Francisco and approved by FEMA for a sub-grant

Wthh is not to exceed USD $675,000.00; and -

WHEREAS, the SFMX as FA, will act as the direct representatlve for FEMA in
managing disbursement of grant funds expended by Sub-Grantee in lmplementlng
thelr Project(s): and ;

WHEREAS, the purpose of this Agreernent is to define the relationship between the

FA and Sub-Grantee with respect to Sub-Grantee’s activities implementing the

Project and the FA admlnlstermg and managing reimbursement of expenditures for
same;



ACCORDINGLY, the parties agree as follbws:

1. Sub-Grantee agrees to implement this project within sixty (60) days following the
effective date of the grant award or this Agreement may be subject to cancellation.
Notice of grant award may be by electronic or other written means at the discretion of -
the Fiduciary Agent. Evidence of project lmplementatlon is to be reported within the
first sixty (60) days, and may include, but is not limited to, schedule of values or
project time line, notices to governing boards or agencies of project award, advice
memorandum, written and/or electronic project communications, development and
issue of solicitation announcements, contracting documents, and purchase orders or
similar documents acceptable to the Fiduciary Agent as evidence of compliance.

2. Sub-Grantee shall comply with all federal statutes, regulations and guidance
applicable to administration of the Port Security Grant Program including but not
limited to

o 2 C.F.R. subtitle A

44 CF.R. Part 13 |

Office of Management and Budget (OMB) Circulars, as applicable

A-21 Cost Principles for Educational Institutions

A-87 Cost Principles for State, Local and Indian Tribal Governments

A-122 Cost Principles for Non-Profit Organizations

A-102 Uniform Administrative Requirements for Grants and Agreements with

State and Local Governments
¢ A-110 Uniform Administrative Requirements for Grants and Agreements with

Institutions of Higher Education, Hospitals, and Other Non-Profit
Organizations ’ '
* 48 C.F.R, Part 31 et. seq. Contract Cost Principles and Procedures.
Sub-Grantee shall assure that these conditions apply to all recipients of funds.

3. The Sub-Grantee has demonstrated that the Federal procurement guidelines can be
satisfied by the procurement and purchasing policies and procedures guidelines
established by the Clty and County of San Francisco. Therefore, the San Francisco
Marine Exchange waives all requirements set forth in the "SFMX PSGP Procurement
and Purchasmg Pohcnes and Procedures Manual.

4. Upon receiving the invoices, the FA shall be authorized to review Sub-Grantee’s
request for reimbursement. The FA will also be authorized to request additional
information or clarification from Sub-Grantee. Such a response shall not be
unreasonably withheld by Sub-Grantee, but in no case shall the FA be compelled to
pay said invoices until the requested clarifications are made or additional information

- is received, accepted and approved by the FA.

5. For the purposes of meeting federal audit requnrements Sub-Grantee agrees to
comply with requirements of OMB Circular A-133 for States; Local Governments and
Non-Profits. - :



8.

Sub-Grantee agrees to submit, at such times and in such form as the FA may
request, activity reports on the Sub-Award and the Project. Sub-Grantee shall
submit quarterly -operational summaries and financial reports no later than the 15"
day of January, April, July and October; and the Semi-Annual Progress Reports by
the 15" of January and July during each year this Agreement. The final progress
report must be filed with the FA within thirty (30) days after the termination of the last
year of the Federal Award, The FA must receive the final progress report prior to the
final cost report being paid.

. No contract or agreement may be entered into by Sub-Grantee for exécution of

Project activities or provision of services to the Project that are not incorporated in the
approved application other than purchase of supplies or standard commercial or

- maintenance services. All contracts and agreements shall provide that Sub-Grantee

shall retain ultimate control and responsibility for the proper execution of the Project
and that these Contract conditions as detailed herein will also fully apply and bind the
contractor, consultant or vendor. In any case, where Sub-Grantee enters into a
contract with third parties, the SFMX is not a party to such a contract and shall not be-
obligated or liable for any breach of contract or other action in law to any party other
than the original Sub-Grantee under the specific terms of this Agreement.

. Upon approval of acceptable invoices for services, equipment and work validated and

performed, the FA agrees to reimburse Sub-Grantee for actual expenditures made
related to the Project, which in no case may exceed the federal funds amount
awarded to Sub-Grantee at the time of approval of Sub-Grantee’s |J by FEMA as
provided for in Attachment "A”, ' ‘ .

. In entering into this Agreement, it is implicitly agreed between both signatories that

the FA is not under any obligation to reimburse the Sub-Recipient for any amounts
not received by the FA from FEMA, for what so ever reason. '

10. Sub-Grantee shall indemnify, defend and hold harmless the FA and its officers,

directors, employees and agents, from and against all liability, loss, cost or expense

~ (including attorney’s fees) by reason of liability imposed upon the FA, arising out of or

11.

related to Sub-Grantee 's performance under this Agreement, whether caused by or
contributed to by the FA or any other party indemnified herein, including but not
limited to any malfeasance, negligent or intentional acts of Sub-Grantee , its officers,
agents or employees or its subcontractors or their agents and employees, unless
such a loss is caused solely by the malfeasance or negligence of the FA, its officers,
directors, employees or agents. ’ ' ,

It is understood by both signatories to this Agreement, that this Agreement shall
remain in effect in accordance with the terms and conditions of the Grant Award, but
in no event longer than the statutory provision of 5 years or less as may be
determined by the grant performance period following the execution by both parties.



12. All notices, requests demands and other commumcatlons requwed or permitted to be
made under this Agreement shall be in writing and shall be given by personal
delivery, by certified mail, return receipt requested, first class postage prepaid, or by
nationally recognized overnight delivery service, in each case addressed to the
signed party below at the address specnfled Either party may change the address fo
which communications are to be sent by giving notice of such change of address in
conformity with the provisions of this Section. Notice shall be deemed to be effective,
if personally delivered, when delivered; if mailed, at midnight on the third business
day after belng sent by certified mail; and if sent by nationally recognized overmght
delivery service, on the next business day.

If to the Marine Exchange'
Marine Exchange of the San Francisco Bay Reglon
Captain Lynn Korwatch, Executive Director
505 Beach Street, Sunte 300
San Francisco, CA 94133-1131
If to Sub-Grantee;
San Francisco Police Department
850 Bryant Street, Room 511
San Francisco CA 94103
IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the
date below their signatures.

The Marine Exchange of the - Chief Gregory P. Suhr

‘San Ftancjsco Bay Region San Francisco Police Department
By - LW )/Y‘T/M By: %_@&Q«
Dated: l//)/élolz " Dated: - v/81 /1

Approved as to Form
Dennis J. Herrera
City Attg;» ey

| Kathenne‘ﬁorter Deputy City Attorney



ATTACHMENT “A”

FINAL APPROVED ,
PROJECT INVESTMENT JUSTIFICATION AND BUDGET



MARINE ENCHANGE o

PR T RIER I

PSGP FY 2011 Investment Jus-tificati‘on Template

As part of the FY 2011 PSGP application process, applicants must develop a formal Investment Justification that
addresses each initiative being proposed for funding. A separate Investment Justification should be submilted for each
proposed project. Each entity within a Group Il or Al Other Port Area may apply for up to three projects. Due to the
nature of the Fiduciary Agent (FA) process, FA's are not limited to three projects. Investment Justifications must
demonstrate how proposed projects address gaps and deficiencies in current programs and capabilities. The Investment
Justification must demonstrate the ability to provide enhancements consistent with the purpose of the program and
guidance provided by FEMA. Applicants must ensure that the Investment Justification- is consistent with all applicable
requirements outlined in the application kit,

(INVESTMENT HEADING

| San Francisco Bay
California
| San Francisco Police Department

I » Maritime Preventive Radiological / Nuclear Detection System
Ao | $675,00.00

I. BACKGROUND .

Note: This section on!y needs lo be complaled once per application, regardiless of the number of Investments proposed. The information in this seclion
provides background and context for lhe Invesimeni(s) requested, but does nol represent the ovaiuation criteria used by DHS for ralmg individual
Investment proposals.

I. Provide an overview of the port system in which this nvestment will take place

Narrative

Not o excead 1 page

 Area of Operations: San Francisco Bay Region
o COTP Zone: San Francisco Bay - 11
o Eligible port area: Port of San Francisco
o Location of project site: All waterways and land areas immedlately adjacent to the San Francisco
- Bay, attached waterways, and the Port of San Francisco; mobile project
o Infrastructure ownership: The Port of San Francisco is owned by all relevant private entities and the
City and County of San Francisco

~» Point(s) of contact for organization:
o Authorizing Official:
Chief of Police Greg Suhr, 415-553-1651 greg.suhr@sfgov.org
o Primary point of contact for management of this project;
Officer Mark Laherty, 415-409-1020, mark.laherty@sfgov.org

o Ownership or Operation;
o Applicant is: Local Agency, San Francisco Pohce Department Hormeland Secur;ty Unit-Marine Unlt

¢ Role in providing layered protection of regulated entities:

o The SFPD Marine Unit responsibilities include securing The Port of San Francrsco ferry and cruise
ship terminals and facilities, as well as working in conjunction with all Regional Ports, the United
States Coast Guard and other allied agencies for a muiti-layered security approach to protection of

. transiting and dock side vessels including: Cargo ships; tanker ships; barges; ferries; and cruise
ships within the San Francisco Bay. The Marine Unit responds to CBRNE/MWMD threats or attacks
of these entities through Rad/Nuc survey and detection, lethal force capable response, threat
containment, entity security zone enforcement, EQD surface and subsurface threat mitigation, and
general security oversight via waterborne assets. , '




SectorSF_SFO_SFPD_ 2011_lJ#4 (3).doc SSi , (PSGP FY 11)
Maritime PRND System -

1. Provide an overview of the port system in which this Investment will take place

Narrative

Not to excead 1 page
* Roles, Responsibilities and Important features: . .

o The San Francisco Police Department Marine Unit is a applying for membership of the AMSC and
is a key agency in the “Northern California AMSP®, as well as the "San Francisco Bay and River
Delta Region-Wide Strategic Rick Management/Mitigation and Port Trade Resumption/Resiliency
Plans,” due to its assets. The Unit patrols 64 square miles of City and County of San Francisco
waterways, including six marinas with over 2,500 vessels. Our AOR includes 13 MTSA regulated
facilities and movement of 6200 regulated vessels annually. 61 command officers have completed
ICS 100-400; 166 supervising officers, ICS 100, 200, 700, 800: and 1206 officers, ICS 100 and 700.
San Francisco Bay is the largest harbor on the West Coast of the United States and has the targest
number of yearly permitted events west of the Mississippi River. Our waterways consist of heavy
commercial activity ranging from tour boats, passenger ferry systems, and cruise ship arrivals and
departures to numerous piers. The largest western states commercial fishing fleet is based at Hyde
Street Commercial Harbor. The Golden Gate Bridge is the gateway to International vessel traffic.
Duties of the Marine Unit include: Enforcement of State and local measures for the regulation of
boating activities; daily patrols of nationally identified Critical Infrastructure located on our waterfront
to prevent and deter terrorist activity, including CBRNE threats to critical ferry and cruise terminals,
bridges, mass transit sub-Bay ventilation and large public gathering venues: providing safety and
security to the Bay region and its numerous transiting. Port traffic vessels; the enforcement of on-
the-water recreational boating activities; inspection of vessels; supervision/security of organized
water events; Search and Rescue operations; and recovery and preliminary investigation of deaths
on the water due to homicide, suicide and accident. Additionally, Marine Unit officers provide:
Maritime radiation detection; surface and subsurface response capabilities in event of a
CRBNE/MWMD threat or attack; Tactical response platforms for EOD and SWAT teams; and
dedicated waterborne assets in the event of a natural disaster.

¢ Ferry System Data; ' ’ '
Passenger ferry system including Atameda, San Francisco, Marin and Solano counties; service provided
by numerous providers; 66,290 annhual transits. ‘ :

3

‘WARNING; THIS RECORD WHEN FILLED QUY CONTAINS SENSITWE SECURITY INFORMATION THAT IS CONTROLLED :
UNDER THE PROVISIONS OF 49 CFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A Page 2 of 9
"NEED TO KNOW® AS DEFINED IN 49 CFR PART 1520, EXCEPTWITH THE WRITTEN PERMISSION OF THE . .
ADMINISTRATOR OF THE TRANSPORTATION SECURITY AOMINISTRATION. UNAUTHORIZED RELEASE MAY RESIULY IN
CIVIL PENALTY OR OTHER ACTION. FOR U.S, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 15 GOVERNED BY §
L.8.C. 552 AND 49 CFR PART 1520." .




SectorSF_SFO_SFPD_2011_IJ#4 (3).doc - SSi ' (PSGP FY 11)

- Maritime PRND System

'Il. STRATEGIC AND PROGRAM PRIORITIES

LA, Provide a brief abstract of the Investment (Liét just O‘NErlnvestment)

Narrative

Mol to mweed ¥ page

Provide @ succinct statement suimmaatizing this fvestment

The Maritime Preventive Radiological / Nuclear Detection System (MPRNDS) will be used to detect
and interdict illicit radiological and nuclear materials transiting the waterways of San Francisco Bay, its
tributaries and approaches.

The use of the MPRNDS will provide the ability for all SFPD Marine Unit vessels and those of our
regional partners the ability to search for and identify radiological and nuclear threat materials, and to
instantly and securely transmit threat and situational data to command entities. The system will allow
this functionality in any weather condition, sea state or ‘waterway in our area of responsibility and can
be used on any type of vessel in question.

The system will improve sensitivity to currently operated gamma detection equipment and will allow for
neutron detection, the hallmark of special nuclear materials (SNM). It will allow our regional partners
that have already trained on this system to participate in search operatlons

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED .
UNDER THE PROVISIONS OF 49 CFR 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A P age 3of 9
'NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINMISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
CiVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5
U.S.C. §52 AND 49 CFR PART 1520."




~ SectorSF_SFO_SFPD_ 2011_IJ#4 (3).doc ' SSi : (PSGP FY 11)
Maritime PRND System , _ ’ ‘ i .

I,B. Describe how the Investment will address one or more of the PSGP priorities and Area  Maritime Security Plan or
COTP Priorities (how it corresponds with PRMP for Group [ and II)

Narrative

Not to exceed % page

o Describe how, and the extent o which, tho mvestiment addressey:

Cnhancement of Marlime Vioiain Asaioness
Enhancement of IED aind WD prevention. protection, response and racovery capabilities
Training and exercisou ‘ ‘

o Efforts supporting the implemantation of TWIC

o Arga Maritime Security Plan and/or Captain of the Port Priorities
Enhancement of MDA, and WMD prevention and protection:

This project allows for the rapid and unobtrusive screening of vessels in the port area without
stopping commerce or inconveniencing the maritime community. We will be able to screen large
numbers of vessels in any conditions. In any detection incident, the investigation will be quickly
resolved and command informed of all developments in real-time through use of a dedicated, high
capacity and secure network. With on-board isotope identification capabilities and instant access to
reach-back expertise, we can quickly characterize and classify radioactive materials as to their threat
potential, ‘ .

The system will increase the number of vessels carrying gamma detectors as well as the sensitivity
of all units. It will add neutron detection capability and secure network communications to all vessels.
This increase in numbers of vessels with such capabilities will reduce the time for operations and any
disruption of vessel traffic on the Bay thus allowing normal Port operations to resume quickly after a
threat caused stoppage. With our regional partners, this capability could extend to as many as ten or
more screening vessels to field a robust and efficient preventive detection team. :

AMSP and / or COPT Priorities

This project will address priorities outlined in the AMSP, including prevention of and protection from
;| devices using radiological and nuclear materials on small vessels, commercial vessels and container
shipping (as required). This project will greatly increase maritime domain awareness and
communication of that information to command entities.

| This project will enhance detection equipment interoperability for the region', and also addresses the
AMSC's PRND sub-committee initialives on developing regional PRND concept of operations
(CONOPS). -

WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY.INFORMATION THAT iS CONTROLLED
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. IMPACT

lit.A, Describe how the project offers the highest risk reduction potential at the least cost,

Narrative

Mot to exceed V2 page
g

s Discuss how the project will reduce risk iy a cosl effective manner
cDiscuss how this invostment will reduce sk (oo reduce vulnerabiliies or mitigate the
consequences of an event) by addressmg the nands .md prionties identified 1y earlier analysis and
review.

The Port, through its risk analysis and MSRAM, has identified radiological and nuclear threats as
having a high potential for disruption of port services. Any credible threat of a radiological or nuclear
device in San Francisco Bay would mandate a closure of the waterways and the institution of a
thorough search for the materials. The commercial and overall economic impact of such a shutdown
would he catastrophic.

The MPRNDS will allow for a rapid and effective search capability where only a basic capablllty exists
now. During a rad/nuc threat to the port, the rate of resumption of economic actlwty will be proportional
to the number of screening vessels and their sensitivity. This project will increase the number and
sensitivity of screening vessels, as well as enhancing their ability to communicate with command and
technical experts. All of this will increase both the rapidity with which the screening can be performed
and the effectiveness of that operation. This investment is many orders of magnitude lower than having
the port closed, or having an actual device detonated, due to a lack of screening capability.

WARNING: THIS RECORD WHEHN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAY 1S CONTROLLED
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lIL.B. Describe current capabilities similar to this Investment

Narrative.

Not to exceed % page s » : .

o Dasoribe how many agencies within e port have existing aguipmaent that aue tha same or have
similar capacity as the proposed projenct

° ’Et'l(.:tuq'e the number of existing capabilities within the port that are identical or equivalent to the
proposad project

No other agency in the Bay Area has an identical capability.

Two agencies have extremely limited capability in the PRND field, and they do not field their equipment
on a daily basis, as this system will be utilized. '

UNDER THE PROVISIONS OF 49 GFR 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A
‘NEED TO KNOW" AS DEFINED IN 49 CFR PART 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRAYOR OF THE TRANSPORTATION SECURITY ADMINISTRATION. UNAUTHORIZED RELEASE MAY RESULT IN
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U.8.C. 552 AND 49 CFR PART 1520.*
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Iv. FUNDING & IMPLEMENTATION PLAN

= Complete the IV.A. to identify the amount of funding you are request}ing for this jnvestment only
» Funds should be requested by allowable cost categories as identified below

»  Applicants must make funding requests that are reasonable and justified by direct linkages to activities outlined in
this particutar Investment ‘ ' ,

Note: investmenls will be evalualed on the expected impact on securily relative Io' the amount of the invesiment (i.e., cost effectivaness). An itamized
Budget Detall Worksheet and Budgst Narrative must also be compleled for this investment. See following section for a sample format.

The template below illustrates how the applicants should indicate the amount of FY 2011 PSGP funding required for the
investment, how these funds will be allocated across the cost ele_ments, and the required cash or in-kind match:

2 3 3 cing ©la 2 Optiona RAND TOTA

~90,000
585,000

“WARNING: THIS RECORD WHEN FILLED OUT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED ‘
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IV.B. Provide a high-level timeline, milestones and dates, for the implementation of this Investment such as
stakeholder engagement, planning, major acquisitions or purchases, training, exercises, and process/poticy updates.
Up to 10 milestones may be provided. :

Narrative

Not to excend 1 page

o Only mclude major milestones that afe critical to the suceess of the nvestment
o Mileslonas are for this discrete Investmoent - those that are coverad by the reguested FY 2011

vEE)
PEGE funds and will e completed over Hie 38 anonth grant poriod stacting from the award date,

giving consideration for revieve and approval process uu to 12 monihes (astimate 24 month projact
period) :

asks that will need o occur (e Design and
55, sile preparations. nstailation, project completion, etc.)

develapment. begm prectirement proce

e - Listany relevant information that vall be critical to the successful completion of the milestone
(such as those examples fisted in the question text above)

Mote: Ivastmants will be evaittated on the expacted impact on security cefative 10 the amounl of the investnient {ie. cost
effeciiventss. An dgmized Budget Detall Woiksheel and Budget Narrative must aiso he compleied for this investmernt.

Begin procurement process (March 2012)

Bid process per City of San Francisco law begins (April 2012)

Bid awarded and equipment procurement begins (May 2012).

Receive completed project equipment (August 2012) _

Project Completion (August 2012) v ‘
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Maritime PRND System
V. CONTACT_INFORMATION

PROVIDE PRO O A ORMATIO
PRO 'f ! JI= | Mobile Project, housed at harbor at:

. | 2951 Hyde St. _

| San Francisco, CA 94109
o | Officer Mark Laherty
[ CONTAC ' | San Francisco Police Department
- - | 850 Bryant Street
. | SanFrancisco, CA 94103
b 4154001020

- : | mark.laherty@sfgov.org

ECONBAR i Sgt. Keith Matthews
?f o) Ao ‘San Francisco Police Department
L - | 850 Bryant Street
- | San Francisco, CA 94103

"L ] 4153785402 |
P = keithmatthews@sfgov.org
;l" 2 E” L | Officer Mark Laherty
e ) San Francisco Police Depariment
. ' | 850 Bryant Street
- ~ | SanFrancisco, CA 94103
- . 14154091020
=| mark.laherty@sfgov.org
a,z; ' '
L -
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