
STATE OF C\LIFORNI:\ 

STANDARD AGREE~IENT 

VICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD 

COUNTY OF SAN FRANCiSCO 

JULY L 2015 JUNE 

3. The maximum amount $ 2,142,414.00 

VCGC5056 

2018 

of this is: Two one hundred 1<irTv-'"'" thousand. four hundred fourteen dollars and no cents 

4. The parties agree to comp Iv with the terms and conditions of the following exhibits which are bv this reference made a part of the Agreement. 

Exhibit A Scope of Work 
Exhibit B -- Budget Detail and Payment Provisions 
Exhibit Bl Budget Page 
Exhibit C* General Tenns and Conditions (GTC6 l 0) 
Exhibit D Special Terms and Conditions 

Attachment I - VCGCB Information Security Policy 06-00-003 
Attachment II - General Confidentiality Statement 
Attachment lib CalVCP Confidentiality Statement 
Attachment Ill - Invoice Instructions 
Attachment lllb - lmoice Worksheet 
Attachment IV Training Request Form 
Attachment V Equipment Purchase Authorization Forni 

2 Pages 
2 Pages 
2 Pages 
l Page 
8 Pages 

Attachment VI - Imaged Document Confidential Destruct Policy- Document Receiving Section Memo 09-001 
Attachment VII -- Overpayment Checklist 

5 Pages 
I Page 
3 Pages 
2 Pages 
l Page 
1 Page 
2 Pages 
2 Pages 
1 Page 

Attachment VIII - County Inventory Fonn 

and made (hir! qfthis 

IN WITNESS WHEREOF, this A 1reement has been executed bv the arties hereto. 

CONTRACTOR 

I Page 

rhesc documents can be viewed at 

Caliji1rnia Department of General 
Services L'se Only 



EXHIBIT A 

SCOPE OF WORK 

The Contractor agrees to to the Victim 
{VCGCB) services as described herein: 

County of San Francisco 
VCGC5056 

and Government Board 

The data verification and of claims for the unreimbursed financial losses of 
victims of crime. 

2. The Contractor shall verify and adjudicate applications and bills pursuant to the statutes, 
regulations and policies. The Contractor shall use all forms and processes required by the 
VCGCB. 

3. The Contractor shall only use information collected under this contract for the purpose of 
verifying and adjudicating claims. 

4. The verification of all applications and bills shall be performed by persons who have completed 
all required verification training provided by the VCGCB, and who have been certified as eligible 
to perform such duties. 

5. The Contractor will applications and bills in accordance with VCGCB policies, procedures, 
directives, and memorandum. 

6. The Contractor shall administer emergency expenses under Government Code section 
13952(c)(3) pursuant to a separate contract. 

7. The Contractor shall conduct data entry verification and review for applications and bills related 
to crimes that occurred in the following counties: San Francisco. 

8. The VCGCB may, at its sole discretion, redirect workload (1) from the VCGCB to a Contractor 
or from one Contractor to another Contractor or (3) from a Contractor to the VCGCB. The 
Contractor may, with approval from the Deputy Executive Officer of the Victim Compensation 
Program at the VCGCB, or the Deputy Executive Officer's designee, establish agreements to 
conduct data entry, verification and review for applications and bills received from other 
counties. 



County of San Francisco 

EXHIBIT A 

SCOPE OF WORK 

the Contractor any or concern about the the Contractor shall ,.,,c,,..,,,.,,,, to the 
VCGCB within a reasonable time as requested the VCGCB. 

13. The services shall be provided during regular business hours, as defined in the State 
Administrative Manual Section 0180 and Government Code Section 11020, Monday through 
Friday, except government holidays. At the beginning of each fiscal year the Contractor shall 
provide a list of scheduled holidays for the coming year. The Contractor shall obtain approval 
from the County Liaison and Support Section (CLASS) manager in advance for any temporary 
changes in schedule or operating hours. 

l 4. The project representatives during the tem1 of this agreement will be: 

State Agency: Victim Compensation and Contractor: San Francisco Office of the District Attorney 

Government Claims Board 
Name: Marlene Dederick, Name: Gena Castro Rodriguez, PsyD,, LMFT 

Countv Liaison and Support Section Manager Chief of Victim Services 

Phone: (916) 491-3737 Phone: 415-734-3359 

Fax: (916) 491-6435 Fax: 415-575-8815 

Direct all inquiries to: 



1. 

EXHIBIT B 

County of San Francisco 
VCGC5056 

BUDGET DETIAL AND PAYMENT PROVISIONS 

a. rendered, and upon and approval of the the VCGCB 
agrees to the Contractor for actual the tenns of this 
contract, as reflected in Exhibit B 1, Budget. 

b. Invoices shall include the contract number and time sheets or attendance records, including the 
employee name, position/classification, and time base. Invoices and timesheets/attendance 
records should be submitted no later than the 30'h day of the month following the month in which 
the expenses were incurred. Invoices should be submitted to: 

Victim Compensation and Government Claims Board 
Attn: Accounting 
P.O. Box 1348 
Sacramento, California 95812-1348 

c. The Contractor shall submit a final year-end closeout invoice within forty-five ( 45) calendar days 
after June 30, 2016 for fiscal year 2015/2016, after June 30, 2017 for fiscal year 2016/2017, and 
after June 30, 2018 for fiscal year 2017/2018 The final reimbursement to the Contractor shall be 
contingent upon the receipt and approval of this closeout invoice by the VCGCB. 

2. BUDGET CONTINGENCY CLAUSE 

[tis mutually agreed that if the Budget Act of the current year and/or any subsequent years covered 
under this agreement does not appropriate sufficient funds for the program, this agreement shall be of 
no further force and effect. In this event, the VCGCB shall have no liability to pay any funds 
whatsoever to the Contractor or to furnish any other consideration under this agreement and the 
Contractor shall not be obligated to perfonn any provisions of this agreement. 

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this program, 
the VCGCB shall have the option to either tenninate this agreement with no liability to the VCGCB, 
or offer an amendment of this agreement to the Contractor to reflect the reduced amount 



4. 

5. 

EXHIBIT B 

County of San Francisco 
VCGC5056 

BUDGET DETIAL AND PAYMENT PROVISIONS 

The total amount of this shall not exceed $714, 138.00 for fiscal year 2015/2016, 
$714,138.00 for fiscal year 2016/2017, and 14, 138.00 for fiscal year 2017/2018. shall be 

upon of funds and shall be at the sole discretion of the VCGCB. The 
of this contract may be changed by \vritten amendment to the contract, upon approval of the VCGCB. 

The Contractor shall submit a budget for fiscal year 2015/2016 with this contract. The Contractor 
shall submit a proposed budget for fiscal year 201612017 no later than March l, 2016, and for fiscal 
year 2017/2018, no later than March 1, 2017. The CLASS manager shall provide written approval of 
the proposed budget(s) and any subsequent modification(s). 

The VCGCB reserves the right to reduce the amount in the contract if the VCGCB' s fiscal monitoring 
indicates that the Contractor's rate of expenditure will result in unspent funds at the end of the fiscal 
year or when deemed necessary. 



County of San Francisco 

EXHIBIT B1 

BUDGET PAGE PLACE HOLDER 



County of San Francisco 

EXHIBIT 81 

BUDGET PAGE PLACE HOLDER 



County of San Francisco 

EXHIBIT C 

GENERAL TERMS AND CONDITIONS 

PLEASE NOTE: The General Terms and Conditions will be included in the contract referenee 

Internet site~~~.~~~~~~~~~~~· 



County of San Francisco 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

a. The Contractor shall submit or fax to the VCGCB, in accordance \Vith state law, a 
Statement of Economic Interests for each staff member \vork under 

this contract who is responsible for an initial eligibility or payment decision, and for 
each person in a supervisory position over such staff members. The Form 700 must be mailed, 
emailed or faxed within five business of hiring new staff and, thereafter, must be 
submitted on an annual basis. The contractor shall submit Form 700 no later than July 301

h of each 
year. Upon the resignation or termination of a staff person as described in this the 
Contractor shall submit a final Form 700 within ten (10) business days. 

b. The Contractor shall obtain \\Titten authorization from VCGCB prior to filling vacant or new positions 
related to this contract, reassigning personnel to or from the workgroup funded by this contract, or 
changing the time base of existing positions even though funding was previously requested and made 
part of the budget. Approval of such requests will be based upon the VCGCB's review of the 
Contractor's workload, performance and availability of funds. 

c. The Contractor shall notify the VCGCB when a staff person assigned to perform the functions 
of this contract has been absent, or is expected to be absent, for any reason, longer than two 
weeks. When the staff person is on leave, including vacation, sick, and annual leave, the 
VCGCB shall compensate the Contractor for that period of time only if the staff person accrued 
the leave during the time the staff person was assigned to perfonn the functions described in this 
contract. Further, the Contractor agrees to provide, at the VCGCB's request, documentation 
verifying leave accrued under the agreement. 

d. The Contractor shall ensure that staff persons assigned to functions under this contract do not 
participate in criminal investigations or prosecution. The Contractor shall ensure that the staff 
persons assigned to functions under this contract do not also collect restitution or serve as a 
restitution specialist or a victim advocate. 

e. The Contractor shall budget no more than 20cyo of the salary and benefits for the director of the 
Victim Assistance as part of this contract, unless prior written authorization is 

obtained from the Deputy Executive Officer of the Victim or the Deputy 
Executive Officer's The Contractor will obtain written authorization from the 



2. 

County of San Francisco 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

services under this contract, the Contractor shall the 
name, business number and the job title and of duties. the 
name of his or her supervisor; the names of any staff and any other infonnation as 

the VCGCB. The Contractor shall also contact infonnation for individual 
county victim assistance centers and the advocate staff in any centers in other counties which send 
applications directly to the Contractor. The Contractor shall update the infonnation any time a 
change is made. 

To mail requests and correspondence related to this section of the contract, send to: The County 
Liaison and Support Section, Victim Compensation and Government Claims Board, P.O. Box 3036, 
Sacramento, CA 95812-3036. 

Contractor's staff assigned to perfonn services for the VCGCB shall not: 

a. Participate in a criminal investigation or prosecution. 

b. Engage in any conduct that is clearly inconsistent, incompatible, or in conflict with his or her 
assigned duties under the contract, including but not limited to: providing services that could be 
compensated under the VCP program. 

c. Use information obtained while doing work under the contract for personal gain or the advantage 
of another person. 

d. Provide confidential information to anyone not authorized to receive the information. 

e. Provide or use the names of persons or records of the VCGCB for a mailing list which has not been 
authorized by the VCGCB. 

f. Represent himself or herself as a VCGCB employee. 

Take any action with regard to a victim compensation claim or restitution matter with the intent to 
obtain 



4. 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

or unable to abide 
the contract and that 

County of San Francisco 
VCGC5056 

The VCGCB shall assess and evaluate the Contractor's perfonnancc in a manner consistent \Vith those 
assessments and evaluations currently in place for the VCGCB's claims processing staff 

a. The VCGCB shall monitor pcrfom1ancc under the contract and pciiodically report performance to 
the Contractor. 

b. The VCGCB reserves the right to revoke the access code of any Contractor's staff whose 
performance is consistently poor or below average based on the pcrfonnancc criteria used by the 
VCGCB or who does not comply with the contract provisions. Any Contractor's staff whose 
access code has been revoked shall no longer be authorized to process claims and the contractor 
will provide replacement staff. The VCGCB may subsequently agree to allow any such employee 
to work under this agreement. 

c. The VCGCB may set performance and production expectations or goals related to the fulfillment of 
the services in this contract. Those expectations may include, but arc not limited to, timcframcs for 
completion of work, amounts of work to be completed within given timeframes, and standards for 
the quality of work to be performed. The VCGCB will provide written notice of the pcrfonnance 
and production expectations to the Contractor. If the Contractor fails to achieve the performance 
and production expectations set by the VCGCB as set forth in the written notice, the VCGCB 
reserves the right to reduce the amount of the contract or terminate the agreement upon an 
additional 30 days notice. 

The Contractor shall make arnilable to the VCGCB, and its representatives, for purposes of inspection, 
audit and review, any and all of its books, papers, documents, financial records and other records 

to the operation of this contract. The records shall be available for inspection and review 
business hours throughout the term of this contract, and for a period of three years 

term this contract. 



County of San Francisco 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

a. The VCGCB shall not reimburse any costs associated with the relocation of the Contractor's staff 
under this contract 

b. The Contractor shall obtain written authorization from the VCGCB to relocate computer terminals 
(60) calendar days before any planned move. The request should be emailed to the County 

Liaison Support Section for approvaL 

c. Notification of relocation shall include the new address, including room number and the name, 
title, address, and phone number of a contact person who is responsible for telephone line and 
computer/electrical cable installation. 

d. The Contractor's Information Technology Department must notify the VCGCB's Information 
Technology Section and the County Liaison and Support Section of any change of a public internet 
protocol (IP) address within one business day. 

e. Failure of the Contractor to obtain prior authorization to relocate a computer may result in the 
Contractor's inability to perform functions of the contract for a period of time. The VCGCB will 
not reimburse the Contractor for lost production time. 

7. EQUIPMENT 

a. Written request and approval ptior to purchase 

The Contractor shall obtain prior written authorization from the VCGCB in the acquisition of any/all 
equipment (capitalized assets), including "modular furniture," even though funding may have been 
previously requested and made part of the budget The VCGCB reserves the option of not reimbursing 
the Contractor for equipment purchases that are not requested or approved in writing prior to purchase. 

The Contractor shall submit the request for equipment purchases on the Equipment Purchase 
Authorization Form (Attachment VI to this contract) to the attention of the County Liaison and 
Support California Victim and Government Claims Board, P. 0. Box 

CA 95812-3036. 
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9. 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

County of San Francisco 
VCGC5056 

All or reimbursed under this contract, of whether the VCGCB or 
the Contractor purchased it, shall be the property of the VCGCB and shall be identified \Yi th a state 
identification number. The Contractor shall ensure that no one other than a who 
"'""r+,,,,.~,_ duties under this contract uses VCGCB The Contractor is for 
'";u""'~"''""'"' equipment in such fashion that any watTanties are not voided. 

If computer software is purchased under this contract, Yendors shall certify that it has appropriate 
systems and controls in place to ensure that State funds are not used to acquire, operate, or maintain 
computer sotlware in a manner that does not comply with applicable copyrights. 

The Contractor agrees to apply security patches and upgrades, and keep virus software up-to-date 
on any machine on which VCGCB data may be used. 

a. The Contractor may charge expenses to various line-item allocations as part of its operating expenses 
such as rent, utilities, postage, and telephone, etc. Such expenses are generally identified as "direct 
costs." The Contractor shall ensure expenses that are classified as ''direct cost" are not also included in 
the "indirect cost" or "overhead" categories. Indirect costs are those costs that are incUtTed for a 
common or joint purpose or a cost that is not readily assignable to a specific operating expense line­
item. 

b. The Contractor shall submit, upon the VCGCB's request, a copy of the indirect cost allocation plan 
demonstrating how the indirect cost rate was established. All costs included in the plan shall be 
supported by fonnal accounting records which substantiate the propriety of such charges. 

c. The total amount budgeted for operating expenses, including direct and indirect expenses, to operating 
expenses shall not exceed 18% of the entire amount awarded. 

The Contractor shall obtain \Vritten approval prior to modifications being made to the line items under 
the operating expense category such as an increase to rent or offsetting saYings from one line-item to 
another. Requests should be directed to the County Liaison and Support Section. 



EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

County of San Francisco 
VCGC5056 

Fonn as of June year for the tenn of this contract. The fonns shall 
be submitted to the Business Services Section, P. 0. Box CA 95812-0048. 

In the event of tennination of this the VCGCB shall take pm;se:;sJCm its The 
Contractor shall hold those items identified in the imentory list in until the VCGCB retrieves its 
prope1ty. Payment of storage and retrieval shall be the responsibility of the VCGCR 

a. All financial, statistical, personal, technical and other data and infonnation relating to the State's 
operations whieh are designated confidential by the State and made available to the Contraetor in 
order to cany out this agreement, or \Vhich become available to the Contractor in carrying out this 
agreement, shall be protected by the Contractor from unauthorized use and disclosure through 
observance of the same or more effective procedural requirements as applicable to the State. This 
includes the protection of any extractions of the VCGCB's confidential data for another purpose. 
Personally identifiable information shall be held in the strictest confidence, and shall not be 
disclosed except as required by law or specifically authorized by the VCGCB (refer to VCGCB 
Infonnation Security Policy Memo 06-00-003, Attachment I to this contract). 

b. The VCGCB's Custodian of Records in Sacramento shall be notified when an applicant or 
applicant's representative requests a copy of any document in or pertaining to the claimant's file. 
The Contractor shall not disclose any document pursuant to any such request unless authorized to 
do so by the Executive Officer, Chief Deputy Executive Officer, Deputy Executive Officer, or the 
Legal Office. 

The VCGCB 's Legal Office in Sacramento is to be immediately notified of any request made under 
the Public Records Act (Gov. Code 6250, et. seq.) for information received or generated in the 
performance of this contract. No record shall be disclosed pursuant to any such request unless 
authorized by the VCGCB's Legal Office. 

c. The Contractor shall ensure that all staff are informed of and comply with the requirements of these 
and any direction the VCGCB. The Contractor shall complete and submit a 

signed Confidentiality Statement (Attachment II to this contract) to: 



County of San Francisco 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

thereof this contract, or who staff members services under 
statements must be submitted within ten ( l 0) business of the 

The contractor should submit via email or fax confidentiality 
statements for all staff no later than of each Access to the VCGCB claims 

""'""'" database will be granted upon receipt of the confidentiality statement 

To mail requests and correspondence related to this section of the contract, send to: County 
Liaison and Support Section, Victim Compensation and Government Claims Board, P.O. Box 
3036, Sacramento, CA 95812-3036. 

f. The Contractor will forward any Public Records Act Requests (PRAs) or Inforn1ation Practices Act 
(IPAs) requests received related to provision of services under this contract to the VCGCB Legal 
Office. The Contractor will not take action on any PRA or IPA request for VCGCB records without 
obtaining prior pennission from the Legal Office. 

12. SUBPOENAS 

The Contractor is not the Custodian of Records for any of the materials it creates or receives pursuant to 
this contract. The Contractor shall post a notice in its receiving department or other appropriate place 
stating that all subpoenas for Victim Compensation Program records must be personally served on the 
Victim Compensation and Government Claims Board at 400 R Street, 5th Floor, Sacramento, CA, 
95811, Attn: Legal Office. The Contractor must notify anyone attempting to serve a subpoena for 
records of this requirement. The Contractor may also contact the Legal Office at 916-491-3605 for 
further assistance. 

[n cases where documents are being subpoenaed, the Contractor shall provide the VCGCB with 
original and complete claim documents upon request. The Contractor shall submit the original claim 
documents in the most expedient manner necessary to meet the time constraints of the subpoena, 
including the use of overnight express mail. 

The Contractor shall retain all documents related to applications entered into the Compensation and 
Restitution the VCGCB claims management for one year from the date the 



County of San Francisco 

EXHIBIT D 

SPECIAL TERMS AND CONDITIONS 

All 

The VCGCB or the Contractor reserves the right to tenninate this agreement upon thirty 
written notice to the other. In such an event, the Contractor shall be compensated for actual costs 
incurred in accordance with the tenns of the agreement up to the date of tem1ination. Invoicing of the 
above-mentioned costs shall be submitted to the VCGCB within thirty (30) calendar days of the date of 
tennination. 

All parties agree to abide by all applicable federal and state laws and regulations and VCGCB 
guidelines, procedures, directives and memos as they pertain to the performance of this agreement. 



POLICY 
MEMO NUMBER: 

MO 
06-00-003 

DA TE ISSUED: 

VCGCB Information Security Policy 
November 15. 2006 

REPLACES: EFFECTIVE DATE: 

Policy# N/A 
December 1 , 2006 

REFERENCE: ISSUING DIVISION: 

State and Consumer Services Agency, Information Security Program 
EXEC/ ISO 

Purpose 

Information Security 
Program 

Responsibility 

The Victim Compensation and Government Claims Board (VCGCB) 
Information Security Policy defines the rules for information security that 
apply to our business activities. This policy also provides a foundation for 
additional practices and standards that will more specifically communicate 
VCGCB rules related to information security. 

The VCGCB has established an Information Security Program to protect 
the confidentiality, availability, integrity and privacy of VCGCB information 
and supporting assets. The Information Security Program provides an 
integrated set of requirements that complement the VCGCB strategic goals 
and securely achieves its objectives and priorities. 

(Related California Code: Government Code Sec. 11771; SAM 4841) 

The Information Security Officer is responsible for developing, 
implementing, and operating the Information Security Program. The 
Information security Officer Reports directly to the VCGCB Executive 
Officer. 

The Information Security Officer will develop and implement policies, 
practices, and guidelines that protect the confidentiality, availability, and 

of all VCGCB information and supporting assets. The Information 
Officer also information 



Procedure for Policy Memo # 06-00-003 
2 of 5 

Attachment I 

Compliance 

Risk Management 

All VCGCB consultants, and contractors are for 
protecting VCGCB information assets and complying with VCGCB 
information security practices, and guidelines. All VCGCB 

and contractors are also responsible for 
any suspected or known security violations or vulnerabilities to the 
Information Security Officer. 

(Related authorities: Government Code Sec. 11771: SAM 4841.1 

All VCGCB employees, consultants, and contractors must comply with 
VCGCB Information Security policies, practices, and guidelines. 

Failure to comply with VCGCB Information Security policies, practices, 
and guidelines by State employees may result in disciplinary action up to 
and including termination of State employment. Failure to comply with 
VCGCB Information Security policies, practices, and guidelines by 
consultants or contractors may result in punitive action up to and including 
termination of their contract. 

In some cases, the failure to comply with VCGCB Information Security 
policies, practices, and guidelines may result in additional civil and criminal 
penalties. 

Compliance of VCGCB divisions and offices with VCGCB Information 
Security policies, practices, and guidelines must be enforced by the 
supervisors and managers of these divisions and offices. 

The VCGCB overall compliance with Information Security policies, 
practices, and guidelines will be monitored by the Information Security 
Officer. 

(Related California Code: Government Code Secs. 19570-19589. 19590-19593, 
19990; Penal Code Secs. 502; SAM 4841.2) 

The VCGCB will identify and mitigate risks to the confidentiality, 
and VCGCB assets. Information 



Procedure for Policy Memo # 06-00-003 
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Attachment I 

Life Cycle Planning 

Awareness and 
Training 

Physical Security 

Contingency and 
Disaster 
Preparedness 

Incident 

The VCGCB will address information security as of new 
involving major business activities or significant enhancements to existing 
business. 

Projects will comply with all applicable Information Security Policies and 
Practices and include provisions for the implementation and 
administration of the information security processes required for 
compliance. 

(Related California Code: Civil Code Secs. 1798-1798.78) 

The VCGCB maintains a mandatory information security awareness 
program. The Information Security Officer will ensure that the appropriate 
information security awareness training is provided to all VCGCB 
employees, consultants, and contractors. 

Related California Code: Civil Code Secs. 1798-1798.78 

The VCGCB safeguards its business areas and resources to protect and 
preserve the availability, confidentiality, and integrity of the department's 
information assets. Only authorized individuals are granted physical 
access to sensitive VCGCB business areas. 

(Related California Code: Government Code Sec. 11771) 

The VCGCB Business Services Section ensures that the VCGCB has 
sufficient plans, resources, and staff to keep critical VCGCB business 
functions operating in the event of disruptions. 

Contingency plans must be tested at a frequency sufficient to ensure that 
they will work when needed. 

California Code: Government Code Secs. 11773, 1 



Procedure for Policy Memo 06-00-003 
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Attachment I 

Authentication 

Access Control 

Audit Trail 

Their identity is verified to the system using information that is only known 
by the individual user and the The user and the system will 
this verification information with sufficient care to its 
and ensure its integrity. 

The identification and verification process must be strong enough to 
establish a user's accountability for their actions on the information 
system. 

Related California Code: Government Code Secs. 11771 20230 

Access to all VCGCB information systems and information assets is 
controlled and the owner of each system or information asset must 
approve all user access. Users are provided access to only those sys terns 
and information assets required to perform their current VCGCB duties. 

VCGCB information systems must have the capability to restrict a user's 
access to only information and/or functions necessary to perform their 
VCGCB duties. 

(Related California Code: Civil Code Secs. 1798-1798.78; Government Code Secs. 6250-
6270, 11771) 

All information system activities are subject to recording and routine 
review. Audit trail records must be sufficient in detail to facilitate the 
reconstruction of events if a com promise or malfunction occurs. 

Audit trail records must be provided whenever access to a VCGCB 
information system is either permitted or denied; or whenever confidential 
or sensitive information is created or modified. 

Audit trail records are created and stored with sufficient integrity and 
duration to hoid a user accountable for their actions on a VCGCB 
information 

California Code: Civil Code Secs. 1798-1798.78: Government Code Secs. 



Procedure for 
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Memo # 06-00-003 Attachment I 

Information 
System Security 
Practices 

Where to file this 
memo 

Who to contact for 
questions 

Distribution List 

confidential or subject to rel ease as a pub! ic record as by law. It 
also identifies information critical to the continuance and success of 
VCGCB nru'.'>t"".lti"r'" 

California Code: Civil Code Secs. 1798-1798. 78; Government Code Secs. 11771. 

All VCGCB information systems and information system infrastructure 
elements will have specific practices, guidelines, and procedures that 
govern their operation relative to information security. All VCGCB 
information systems and information system infrastructure elements will 
conform to these practices, guidelines, and procedures unless the 
Information Security Officer has approved a specific exception. 

(Related California Code: Government Code Sec. 11771) 

File this Memo in the Administrative Policy Manual 

For any questions about this Memo please contact your supervisor or 
manager, or the VCGCB Information Security Officer by e-mail at 

All VCGCB Staff 



Victim Compensation & Government Claims Board 

VCGCB CONFIDENTIALITY STATEMENT 

Attachment II 

State Controller 
Board 

RAMOS 
Attorney 

Board Member 

JULIE NAUMAN 
Executive Officer 

It is the policy of the Victim Compensation and Government Claims Board (VCGCB) that all 
computerized files and data that contain Board client information, as well as all information and 
documents associated with such files and data, are "confidential" and shall not be dis closed 
except as required by law or specifically authorized by the VCGCB. It is also the policy of the 
VCGCB to ensure that all information is secured as set forth in VCGCB Information Security 
Policy, Memo number 06-00-003. 

Under this policy, all VCGCB employees and contractors must respect the confidentiality of 
VCGCB data by not disclosing any files or data accessible to them through their employment, 
contract, or affiliation with the VCGCB. 

The Contractor shall notify the VCGCB Information Security Officer immediately if a suspected 
security incident involving the data occurs. 

ACKNOWLEDGEMENT 

I have read and understand the above statement and VCGCB Information Security Policy, 
Memo number 06-00-003. I understand that it is my responsibility to abide by the confidentiality 

the CB and these contract with any staff 
mt11<>r•c:r,:;inn that of could constitute a 



Attachment Ilb 

CalVCP CONFIDENTIALITY 
STATEMENT 

Purpose of Confidentiality Statement: 

It is the policy of the Victim Compensation and Government Claims Board (VCGCB) that 
all computerized files and data that contain VCGCB client information, as well as all 
information and documents associated with such files and data, are "confidential" and 
shall not be disclosed except as required by law or specifically authorized by the 
VCGCB. I also acknowledge that it is the policy of the VCGCB to ensure that all 
information is secured as set forth in the VCGCB Information Security Policy, Memo 
number 06-00-003 and that all VCGCB employees and contractors must respect the 
confidentiality of VCGCB data by not disclosing any files or data accessible to them 
through their employment, contract, or affiliation with the VCGCB. 

State Employees and Contractors: 

I, 
I 

agree to protect confidential information in the following ways: 

• Access, inspect, use, disclose, or modify information only to perform job 
duties. 

• Never access, inspect, use, disclose, or modify information, including my 
own, for curiosity, personal gain, or any non-VCGCB business related 
reason. 

• Never attempt to access, use, disclose, or modify information, including my 
own, for any non-VCGCB business or personal reason. 

• Secure confidential information in approved locations and dispose of 
confidential information or confidential materials using the confidential 
destruction receptacle. Not destroy any original copies of information 
submitted to the VCGCB without prior authorization from the Executive 

Deputy Officer, or Counsel. 
• off of access to 



Confidentiality Statement (cont.) 

• Never any information related to a Victim Compensation Program 
(VCP) application, including whether an individual has filed a VCP 

unless it is under the following 1) the for 
information is from an applicant or the applicant's authorized representative 
regarding his or her own application, 2) the disclosure is for the purpose of 
verifying claims and the applicant has provided a signed authorization to 
release information, or 3) are authorized to disclose the information by the 
Executive Officer, Deputy Executive Officer, or Legal Counsel. 

• Never release a copy of a law enforcement report to any individual, including 
a VCP applicant. Law enforcement reports include, but are not limited to, 
reports by police, CHP, sheriff departments, DOJ. FBI, Child Protective 
Services, and the Department of Social Services. 

• Never disclose a Felon Status Verification Request completed by DOJ to any 
individual outside of the VCGCB. 

• Never disclose any other information that is considered proprietary, 
copyrighted, or otherwise protected by law or contract. 

• Inform the VCGCB Public Information Officer immediately of any request 
made under the Public Records Act (Gov. Code, § 6250 et. seq.). 

• Inform a server of a subpoena that the subpoena shall be personally served 
on the VCGCB at 400 R Street, 5th Floor, Sacramento, CA, 95811, Attn: 
Legal Office. Contact the VCGCB Legal Office at 916-491-3605 regarding 
any subpoena received by the Board. 

• Notify the VCGCB Information Security Officer immediately if a suspected 
security incident involving the data occurs. 

, __ +--_2,~1er1r.,A11<=>r1n<=> that as a state employee or individual performing work pursuant to 
INITIAL a contract with the VCGCB, I am required to know whether the information I have 

been granted access to is confidential and to comply with this statement and the 
VCGCB Information Security Policy, Memo Number 06-00-003. If I have any 
questions, I will contact VCGCB's Legal Office or Information Security Officer. 

I, acknowledge that the unauthorized access, inspection, use, or disclosure of 
AL confidential information is a violation of applicable laws, including but not limited 

to, the following: Government Code sections 1470 et seq, 6254.17, and 
19990(c), Civil Code section 1798 et seq., and Penal Code section 502. 

• 
• 

"'"'""'r1n<=> that unauthorized access, 

• Termination 

IIb 





INSTRUCTIONS FOR COMPLETING MONTHLY INVOICES 

name and show of time devoted to the 
program. If the person is employed full-time, show the following: $2,500 per month at time 
$2,500. If the person is employed part-time, show the hourly rate and the number of hours devoted to the 
program $25/hour for l 0 hours per month S250) or the monthly salary and the percentage of time 
devoted to the program (e.g., $2,500 x 50% $1,250). 

Fringe Benefits 
Elements that can be included in the fixed rate include employer contributions or expenses for social security, 
employee lifo and health insurance plans, unemployment insurance and/or pension plans. Other benefits, if 
negotiated as a part of the employee benefit package, also may be included in the fixed rate. 

The description and amounts of fringe benefits can be displayed either by category, position or class. Please 
note that a line item can be used for each different position/class, if the benefits vary. If several people are 
employed full-time or part-time in the same position/class, provide the number of full-time equivalents. 

Operating Expenses 
The following items fall within this category: rent, utilities, insurance, equipment rental, equipment repair, 
office supplies, telephone, postage, expendable equipment, overhead, training, data processing, and travel. All 
items submitted must include a description or explanation of the expense. 

The fol!O\ving subcategories have special requirements as noted below. 

Rent 
The rent subcategory is for facility rental. Indicate the number square foet 
well as the rental amount. 

in the agreement as 

supplies in excess per PY requires a justification for the entire amount 



Contractor may use either own written travel and per diem policy or the State policy in a.v'"',,., . .,,,.,,,,,, 

State Administrative Manual Section but it cannot exceed reimbursement rate of the 
State's travel policy is included in the contract by reference to the following website: 

Allowable travel expenses are costs for transportation, lodging, meals and incidental items incurred by the 
Contractor staff to attend training classes, conferences, meetings, workshops or hearings. No out-of-state travel 
will be authorized under this contract. 

For the requested travel reimbursement, describe the purpose of the ttip and list all personnel who made the trip. 
Provide all available receipts for transportation, lodging, meals and incidental items. If applicable, show any 
computation if mileage is being claimed. For example, if the Program Director attended a conference in 
Sacramento, 100 miles 0.55 per mile $55.00. 

Equipment (Capitalized Assets) 

m 

Capitalized assets include equipment with an acquisition of $500 or more per unit (including tax, installation and 
freight) or with a useful lite of five years or more. Examples of such equipment are copiers, personal computers 
(including the monitors and CPU) and "modular furniture''. Provide a detailed description and indicate the number 
of pieces of equipment being purchased. 

For information regarding authorization to purchase equipment, please see notation under Expendable Equipment 
(Non-capitalized assets). 

Miscellaneous expenses are those charges that do not fall within the scope of the categories listed above. 
Provide a detailed description and breakdown of any expense identified as miscellaneous, including 
documentation such as receipts. 



INVOICE WORKSHEET Attachment lllb 

County Name: Contract Number: 

Personal Services 
Month/Year Position Classification and 

Salary/Hourly Rate Range 
SALARIES AND WAGES CLASSIFICATION RATE RANGE 

Name: 

Name: 

Name: 

Name: 

FRINGE BENEFITS 

Name: 

Name: 

Name: 

Name: 

OTHER 

Total Personal Services 

Operating and Overhead E xpenses Description of Expenses 

Rent 

Utilities 

Insurance 

Equipment rental 

Equipment repair 

Office Supplies 

Telephone 

Postage 
Expendable Equipment 
(non-capitalized assets) 

Overhead 

Training 

Data Processing 

Other 

Travel 

Equmr1 '"''" (capitalized assets) 

ta/.-. ____ ;,."" i::::.-- - -

==4=== ~. 

a true billing of._,,,,,,_~ ,;::':ures~ 
DA 

!NAME ITELEPr1vPIE 

h~DDR'::':': 



State of California 

Victim ( lm crmncnt 

VCUC-ADM-10-13 (Re\ 02il5l 

TRAINING REQUEST 

Ml) 

Classification 

Supervisor 

Course Title 
I. 

2. 

,., 
.) . 

Location of training course - check appropriate box 

On site * Off site 

*Please provide a breakdown of travel costs 

Organization Sponsoring Course 

l. 

2. 

Check appropriate box 

Job Required D 
*Provide explanation of relatedness: 

Related 

VWC# 

Attachment IV 

Cost 

Course Date 



State of California 
unrn"'''" Purchase Authorization 

VCGCB-ADM-6070-JP/CRC 

Victim 

Attachment V 

& Government Claims Board 
Business Services Section 

EQUIPMENT PURCHASE 
JUSTIFICATION/AUTHORIZATION REQUEST FORM 

following information be provided in order for be for through the 
slated the contract, ALL EQUIPMENT PURCHASES MUST BE JUSTIFIED BY THE REQUESTING COUNTY AND APPROVED BY THE VICTIM 
COMPENSATION PROGRAM PRIOR TO PURCHASE, or the purchase may not be authorized and paid from the contract A separate form must b 
completed for each piece of equipment being requested. 

Attach additional sheets or documents as needed. 

County: Fiscal Year of Contract: 

Make of Equipment: Model No: 

Software: (e.g., ProCom, Access, Windows, Excel) 

Cost: Equipment $ 
T-0-TA-L-CO_S_T_(-pl-ea_s_e-in-cl-ude taxes and delivery 

charges): $ 

Description of Item: (e.g., lateral file - width, height and number of drawers) 

How was this equipment selected: (Selection, e.g., 3 bids for comparison} 

Why is this equipment needed: (e.g., CaRES access for new staff, current computer old/slow, etc.) 

COUNTY CONTACT 



State of California Victim 
Purchase Authorization r;.t:\-1Ul'.::O>l 

VCGCB-ADM-6070-JP/CRC 

COUNTY 

For Victim Compensation Program Staff Use Only: 
CRC I JP Analyst Staff Comments: 

0Approved 0Denied 

CRC/JP Analyst Name: 

Manager's 
Signature: Date: 

BSS Approval I Comments: 

D Approved 

D Denied 

D Approved with Changes (noted above) 

Manager's 
Signature: Date: 

ITS Authorization: 

" ~Pt'' y"y 

(ITS 

Comments 

Attachment V 

& Government Claims Board 
Business Services Section 



Attachment VI 

POLICY MEMO 

SUBJECT: Imaged Document Confidential Destruct Policy - Document Receiving 
I Section (DRS) 

DATE ISSUED: December 17, 2008 EFFECTIVE DATE: Immediately 

SUPERCEDES: NIA EXPIRES: Indefinite 

MEMO NUMBER: 09-001 ISSUED BY: Executive Office 

PURPOSE: 

AUTHORITY: 

POLICY: 

It is the policy of the Victim Compensation and Government Claims Board 
(VCGCB) to properly retain and dispose of documents scanned into the 
California Compensation and Restitution System (CaRES) in a timely manner to 
save storage and handling costs. 

California Codes 
Penal Code Section 11106.1, 11106.2 
Evidence Code Section 1550-1553 
Government Code Section 12159-12179.1 

International Organization of Standardization 
ISO 15489-1-lnformation and documentation -Records management, Part 1 
ISO/TR 15489-2-lnformation and documentation -Records management, Part 2 

to the California Codes, any document imaging "'""''"'m 
the 

I 
I 
: 

i 
I 
I 

I 

I 



Attachment VI 

All documents received by the DRS are scanned in batches of like 
such as new applications and bills, and include a batch head er sheet. Quality 
control measures are then performed on every document released to the CaRES 

The first quality control measure is by the who 
scans the document; the second by the individual performing document 
validation; the third by the individual performing quality assurance. The 
document is then released to the CaRE S system. The batch headers heet 
details the document types and the date and time the batch was scanned. 
Following scanning, these batches are placed in boxes labeled by batch type 
and divided by date and time. 

Retention Period 

All paper documents that have been imaged and released into the CaRES 
system will be retained by the File Room for a period of twelve (12) months. This 
period is determined by adding twelve (12) calendar months to the date the 
documents were released or imported into the CaRES system. If a business unit 
requires an original document, they may retrieve it through the DRS within 
twelve ( 12) months of the original scan date. At the end of the twelfth month, the 
documents will be labeled and placed in the designated Confidential Destruct 
location in the File Room. These documents will then immediately be scheduled 
for Confidential Destruct. The documents will be sent to either the State 
Records Center for confidential destruction or scheduled for onsite confidential 
shredding with a certified confidential shredding service. 

If you have any questions, please contact Cindy DeYoung, Manager, Business 
Services Section, at (916) 491-3860. 



Attachment Vil 

Please enter a brief description of how the overpayment occurred: 

Total Overpayment Over aid Amount Dates of Service/ Overpaid party name and 
$ Claimant Provider Start date address 

Medical Bill 

Mental Health Bill 

Relocation 

Funeral/Burial 

Income Loss 

Su ort Loss 

I 
1 Attorne fees 

Prepared by: Date: Supervisor: Date: 



............ 

Attachment VIII 

VCGCB County Inventory Form ..... --.... ~ .. -~ .. ·~-·-
Compensation and Government Claims Board (VCGCB) contract with the 

and returned to the VCGCB no later than June 301
h of each year. 

The only assets to be inventoried on this form are those purchased 
that must be inventoried, please see details at the bottom of this 

County Analyst. 

VCGCB Contract 
Number 

Date Address Contact Information 

Name 

Phone Number 

Asset Inventory 

Serial I Model Manufacturer Asset Tag# Comments 
Number 

inventoried: IT Assets (computer, monitor, fax machine, desktop or network printer, scanner, laptop) 
recorder, TV, any type of furniture - chair, bookcase, cart, credenza, file cabinet, hutch, etc.) 

please include on a separate document using the same format as this form. 

on 


