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FILE NO. 160147 RESOLUTION NO. 

1 [Contract Agreement - State Department of Health Care Services - Substance Use Disorder 
Services - FYs 2014-2017 - $47,586,924] 

2 

3 Resolution retroactively authorizing the San Francisco Department of Pubiic Health, 

4 Behavioral Health Services, to enter into an amended multi-year contract for substance 

5 use disorder services with the State Department of Health Care Services, in the amount 

6 of $47,586,924 for the term of July 1, 2014, through June 30, 2017; and authorizing and 

7 designating the Department of Public Health County Alcohol and Drug Administrator to 

8 sign said Agreement and to approve amendments for less than 10% of the contracted 

9 amount. 

10 

11 WHEREAS, The San Francisco Department of Public Health (DPH) provides 

12 substance use disorder services for Medi-Cal beneficiaries; and 

13 WHEREAS, Oversight of these substance use disorder services is provided by the 

14 DPH County Alcohol and Drug Program Administrator within DPH's Behavioral Health 

15 Services branch (DPH-BHS); and 

16 WHEREAS, The California Department of Health Care Services (DHCS) is responsible 

17 for the administration of Medi-Cal services contracts; and 

18 WHEREAS, On February 8, 2016, OCHS forwarded to the San Francisco Alcohol and 

19 Drug Program Administrator a Multi-Year Contract for Substance Use Disorder Services for 

20 the term of July 1, 2014, through June 30, 2017, in the amount of $47,586,924 (Agreement); 

21 and 

22 WHEREAS, OCHS requests the Agreement be signed by the Board of Supervisors or 

23 their designee and submitted by the close of business on April 15, 2016; and 

.24 

25 

Department of Public Health 
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1 WHEREAS, DCHS requires a resolution, board minutes, order, motion, or ordinance 

2 from the Board of Supervisors that specifically approves and authorizes the execution of the 

3 Agreement; and 

4 WHEREAS, The Agreement includes a hold harmless clause, which provides that the 

5 City will hold the State harmless form (1) and claims and losses resulting to contractors, 

6 subcontractors, individuals, firms, and corporations furnishing or supplying work services, 

7 materials, or ·supplies in connection to the performance of this contract, and (2) any claims 

8 · and losses resulting to any person, firm, or corporation who may be injured or damaged in 

9 connection to the City's performance of this contract; now, therefore be it 

1 O RESOLVED, That DPH-BHS is hereby retroactively authorized to enter into a FYs 

11 2014-2017 Substance Use Disorder Services Contract with OCHS for the term of July 1, 

12 2014, through June 30, 2017, in ~he amount of $47,586,924; and, be it 

13 FURTHER RESOLVED, That said Agreement shall include an indemnification of the 

14 State of California as set forth above; and, be it 

15 FURTHER RESOLVED, That the DPH County Alcohol and Drug program Administrator 

16 is hereby authorized and designated by the Board of Supervisors to sign said Agreement and 

17 to approve Agreement amendments for less that ten percent (10%) of the contracted amount. 

18 

19 

20 RECOMMENDED: 

21 

22 

23 

24 

25 

Barbara A. Garcia, MPA 
Director of Health 

Department of Public Health 
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BUDGET AND FINANCE SUB-COMMITIEE MEETING MARCH 23, 2016 

Department: 
Department of Public Health (DPH) 

Legislative Objectives 

• The proposed resolution would retroactively authorize the second amendment to the 
contract between the City and County of San Francisco and the California Department of 
Health Care Services for Department of Public Health (DPH) to accept State funding for 
substance abuse disorder services. The amendment increases the allocation of State funds 
to DPH in FY 2015-16 by a net amount of $7,215,023, from $11,083,342 to $18,298,365, 
thereby increasing the total contract not-to-exceed amount by $7,215,023, from 
$40,371,901 to $47,586,924. 

Key Points 

• In February 2015, the Board of Supervisors approved the contract between DPH and 
DHCS, authorizing DPH to accept funding from DHCS for substance abuse services. The 
agreement was for three years, retroactive to July 1, 2014 through June 30, 2017, for an 
amount of $33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY 
2014-15. In September 2015, the Board of Supervisors approved an amendment to the 
contract which retroactively increased the allocation of funds in FY 2014-15 by 
$7,121,875, from $11,083,342 to $18,205,217, thereby increasing the total contract not
to-exceed amount by $7,121,875 from $33,250,026 to $40,371,901. 

• Increased funding under the proposed amendment is primarily related to the federal and 
State share of Drug-Medi-Cal services, due to the expansion of eligibility for Medi-Cal, a 
public health insurance program for low-income Californians, which went into effect in 
2014 under the Affordable Care Act. The federal government pays for 100 percent of the 
services provided to the new Medi-Cal beneficiaries, and DPH is reimbursed for the 
services by DHCS. 

Fiscal Impact 

• DPH's total FY 2015-16 budget for substance abuse disorder services is $68,671,040, 
including the $18,298,365 from DHCS under the subject contract. 

• Funding to support the DHCS contract is subject to appropriation by the State and federal 
governments, and is not guaranteed for any future years. Any reductions to these 
amounts by the State and federal governments would require supplemental funding from 
the City's General Fund or a reduction in substance abuse services. 

Recommendation 

• Approve the proposed resolution. 

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST 

11 



BUDGET AND FINANCE SUB-COMMITIEE MEETING MARCH 23, 2016 

MANDATE STATEMENT 

City Charter Section 9.118(a} states that contracts entered into by a department, board, or 
commission that (i} have anticipated revenues of $1 million or more, or (ii} have anticipated 
revenues of $1 million or more and require modifications, are subject to Board of Supervisors 
approval. 

BACKGROUND 

Under California State law, San Francisco is reimbursed by the California Department of Health 
Care Services (DHCS} for some of the County's costs to provide substance abuse services. In 
order to receive this reimbursement, the City and County of San Francisco (City} must enter into 
a multi-year contract with the State for substance abuse disorder services. This contract is a 
combined agreement that includes (a} pass-through funding from the State and federal 
governments for Drug Medi-Cal services, and (b} the federal Substance Abuse Prevention and 
Treatment (SAPT} block grant. 

The Department of Public Health (DPH} Community Behavioral Health Services currently funds 
approximately 100 different substance abuse treatment and prevention programs provided by 
45 non-profit organizations. The City negotiates with the State to determine rates for different 
types of substance abuse services, and these rates .are then incorporated into the multi-year 
contract between the State and the City. 

In February 2015, the Board of Supervisors approved the contract between DPH and DHCS, 
authorizing DPH to accept funding from DHCS for substance abuse services. The agreement was 
for three years, retroactive to July 1, 2014 through June 30, 2017, for an amount of 
$33,250,026. Of the $33,250,026, $11,083,342 was the allocation of funds in FY 2014-15. In 
September 2015, the Board of Supervisors approved an amendment to the contract which 
retroactively increased the allocation of funds in FY 2014-15 by $7,121,875, from $11,083,342 
to $18,205,217, thereby increasing the total contract not-to-exceed amount by $7,121,875 
from $33,250,026 to $40,371,901. 

DETAILS OF PROPOSED LEGISLATION 

The proposed resolution would retroactively authorize the second amendment to the contract 
between the City and DHCS for DPH to accept State funding for substance abuse disorder 
services. The amendment increases the allocation of State funds to DPH in FY 2015-16 by a net 
amount of $7,215,023, from $11,083,342 to $18,298,365, thereby increasing the total contract 
not-to-exceed amount by $7,215,023, from $40,371,901 to $47,586,924. 

The increased funding is primarily related to the federal and State share of Drug-Medi-Cal 
services, due to the expansion of eligibility for Medi-Cal, a public health insurance program for 
low-income Californians, which went into effect in 2014 under the Affordable Care Act. The 
federal government pays for 100 percent of the services provided to the new Medi-Cal 
beneficiaries, and DPH is reimbursed for the services by DHCS. 

In addition, the proposed amendment reduces funding for the HIV set aside funded by the 
federal Substance Abuse Prevention and Treatment (SAPT} Block Grant based on the federal 

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST 
12 



BUDGET AND FINANCE SUB-COMMITIEE MEETING MARCH 23, 2016 

formula for these funds. 1 Table 1 below shows the changes in funding under the proposed 

amendment. 

Table 1: Changes in Funding for FY 2015-16 for the 

DHCS Substance Abuse Disorder Services Contract 

Funding Source 
Original Proposed 

Change 
Contract Amendment 

Drug Medi-Cal Federal Share 

Non-Perinatal Federal Share $673,803 $7,795,678 $7,121,875 

Perinatal Federal Share 70,659 70,659 

Subtotal $744,462 $7,866,337 $7,121,875 

Drug Medi-Cal California Share 

Drug Medi-Cal State General Fund $490,930 $793,479 $302,549 

Subtotal $490,930 $793,479 302,549 

SAPT Block Grant 
Discretionary $5,598,040 $5,598,511 $471 

Prevention Set-Aside 2,184,472 2,184,472 

HIV Set Aside 1,363,953 1,154,552 (209,401) 

Adolescent/Youth 368,182 367,824 (358) 

Perinatal 303,303 303,190 (113) 

Friday Night Live/Club Live 30,000 30,000 

Subtotal $9,847,950 $9,638,549 {$209,401) 

Grand Total $11,083,342 $18,298,365 $7,215,023 

DPH would continue to subcontract with community-based non-profit organizations to deliver 
substance abuse disorder services through this amended contract. The following services would 
be delivered through this amended contract: 

1. Outpatient drug-free treatment; 
2. Narcotic replacement therapy; 
3. Naltrexone treatment; 

4. Intensive Outpatient Treatment; and 
5. Perinatal Residential Substance Abuse Services. 

The proposed resolution also allows DPH to approve future amendments to the subject 

contract for less than 10 percent of the contracted amount, or for approximately up to 
$4,758,692, without further Board of Supervisors approval. The Board of Supervisors previously 

authorized DPH to approve future amendments to the contract for less than 10 percent of the 
contracted amount without further Board of Supervisors approval when the Board of 
Supervisors approved the first amendment to the contract in September 2015 {File 15-0785). 

1 The allocation for HIV Set Aside has been reduced because San Francisco now represents a smaller percentage of 
the State's new cases compared to previous years. According to Mr. Jim Stillwell, Analyst at DPH, the State of 

California no longer meets the criteria which require an allocation of funds to be used specifically for HIV services. 

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST 
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BUDGET AND FINANCE SUB-COMMITTEE MEETING MARCH 23, 2016 

The contract is being amended for retroactivity to reflect the fact that the State is encumbering 

additional funds for this contract after July 1, 2014, the original start date of the contract. 

FISCAL IMPACT 

DPH's total FY 2015-16 budget for substance abuse disorder services is $68,671,040, including 

the $18,298,365 from DHCS under the subject contract. Table 2 below shows total sources of 

/unds for DPH FY 2015-16 substance abuse disorder services. 

Table 2: Source of Funds for DPH Substance Abuse Disorder Services FY 2015-16 

Funding Source 

DHCS Contract (Subject of Proposed Resolution) 

Federal SAPT Block Grant 

Drug Medi-Cal Federal Share 

Drug Medi-Cal California State General Fund 

Subtotal, DHCS Contract (see Table 1) 

Other State and Federal Funds 

Amount 

$9,638,549 

7,866,337 

793,479 

$18,298,365 

Public Safety Realignment Funds $9,261,468 

Grant and Project Funds 1,125,453 

Subtotal, Other State and Federal Funds $10,386,921 

City and County of San Francisco Funds 

City General Fund $37,210,159 

Work Order Funds 2,775,595 

Subtotal, City and County of San Francisco Funds $39,985, 754 

Total Substance Abuse Disorder Services Funds $68,671,040 

Funding to support the DHCS contract is subject to appropriation by the State and federal 

governments, arid is not guaranteed for any future years. Any reductions to these amounts by 

the State and federal governments would require supplemental funding from the City's General 

Fund or a reduction in substance abuse services. 

RECOMMENDATION 

Approve the proposed resolution. 

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST 
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City and County of San ' incisco 

Edwin M. Lee 
Mayor 

February 22, 2016 

Angela Calvillo, Clerk of the Board 
Board of Supervisors 
1 Dr. Carlton B Goodlett Place, Room 244 
San Francisco, CA 94102-4689 

Dear Ms. Calvillo: 

[ .Jartment of Public Health 

Barbara A. Garcia, MPA 
Director of Health 

Attached please find an original and one copy of a proposed resolution for Board of 
Supervisors approval, which is intended to approve a retroactive Substance Use Disorder 
Services contract from California Department of Health Care Services. 

The following is a list of accompanying documents: 

• Memo which provides background information on contract. 

• Resolution retroactively authorizing San Francisco Department of Public Health, 
Behavioral Health Services to enter in an amended Multi-Year contract agreement 
with State of California Department of Health Care for the term of July 1, 2014 
through June 30, 2017 in the amount of $47,586,924. 

• Contract amendment between California Department of Health Care Services 
Contract and San Francisco Department of Public Health Behavioral Health Care 
Services. 

The following persons may be contacted regarding this matter: Judith Martin, Deputy 
Medical Director Substance Use Disorders at 415-255-3601 or Jim Stillwell, Analyst, at 
415-596-5750. 

Sincerely, 

(j;)~ +;v-
Barbara A. Garcia, MPA 
Director of Health 

(415) 554-2600 101 Grove Street 

r·,. 

't'r. 2-~ -~,, ~ ;1 
r·~ .. 1 
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\ 

:c:-i - ~ ~ f:' 

San Francisco. CA 94102-4593 



City and County of San Francisco Department of Public Health 

Edwin M. Lee 
Mayor 

TO: Angela Calvillo, Clerk of the Board of Supervisors 

FROM: Colleen Chawla, Director of Policy and Planning 
Deputy Director of Health 

THROUGH: Barbara A. Garcia, MPA 
Director of Health 

DATE: February 22, 2016 

Barbara A. Garcia, MPA 
Director of Health 

SUBJECT: California Department of Healthcare Services Contract amendments A0-2 and 
A-03 for Substance Use Disorder Services for FY 2014-17 Contract # 14-90096 

Purpose of this memorandum: 
This memorandum provides an explanation of the Amendments A-02 and A-03 to the 
Substance use Disorder Services (SUDS) 2014-17 Multi-year Contract between San 
Francisco and the California Department of Health Care Services (DHCS), a contract that is 
handled by the San Francisco Department of Public Health, Behavioral Health Services. 
The previous contract was approved by the Board of Supervisors in September 2015 (File 
No. 150785). 

Changes from previous (original) version of this contract: 

A-02 Amendment: 
The Department of Healthcare Services (DHCS) has issued a $7,215,023 amendment to 
this contract consisting primarily of an increase of $7, 121,875 Drug Medi-Cal Federal Share 
to FY 2014-15. This amendment increases the entire contract from $40,371,901 to 
$47,586,924. The OCHS has known since July, 2014, that an increase of this magnitude 
would be required, but waited until the middle of the fiscal year to make the change, 
presumably to avoid having to make multiple changes as a better estimate of the final 
liability became available. 

Other changes to the contract are: 
1) State General Fund $302,549 local match addition for Residential Treatment, 

which is newly D/MC billable; 
2) $209,401 HIV+ Set-Aside reduction, formula is driven by case rate; 
3) Discretionary fund increase of $471; Adolescent decrease of $358; and Perinatal 

decrease of $113. The three small changes have an intentional net zero balance. 

A-03 Amendment: 
DHCS has further issued an Amendment A-03 to the 2014-17 contract. The purpose of the 
A-03 amendment is to update contract language, DHCS section names, DHCS section 
contact information, and provide updated references to federal and state regulations. In 
several places DHCS has included language to clarify specific regulations. None of the 

(415) 554-2600 101 Grove Street San Francisco, CA 94102-4593 



City and County of San Francisco 

Edwin M. Lee 
Mayor 

Department of Public Health 

Barbara A. Garcia, MPA 
Director of Health 

changes represent any change in either federal or California regulations, nor do they' 
impose any new duties or restrictions on the county. 

Mandatory nature, and type of contract: 

• This is a mandatory contract between the State and each California County. The contract 
includes federal pass-through dollars (Substance Abuse Prevention and Treatment Block 
Grant, or SAPT grant). It is also the payment mechanism for Drug Medi-Cal Services. 
• This is not a budget document, and does not interfere with the usual budget process. The 
contract includes terms and conditions for budgeted, allocated and fee for service items. 

Retroactivity: 
Retroactivity of this contract only refers to the fact that the State is encumbering additional 
Federal Medicaid Funds to this contract after July 1, 2014, the original start date of the 
contract. This is done to assure the adequacy of the contract to reimburse all the services 
billed by The City and County. Contract Amendment A-02 covers services the County has 
been providing since July of 2014. 

(415) 554-2600 101 Grove Street San Francisco, CA 94102-4593 



~HCS 
State of California-Health and Human Services Agency 

Department of Health Care Services 

• JENNIFER KENT 
DIRECTOR 

EDMUND G. BROWN JR. 
GOVEf?NOR 

DATE: February 8, 2016 

TO: San Francisco Qounty Alcohol and Drug Program Administrator 
Contract # 14-90096 A03 

SUBJECT: transmittal of the Multl-Year Contract Amendment for Sµbsfance Use Disorder 
Services for Fiscal Years 2014-15 through 2016-17 

Enclosed for signature is the multi-year contract amendment for Substance Use Disorder (SUD) 
services for Fiscal Ye~r (FY) 2014-15 through FY 2016-17. 

The contract mt,1st be signed by the County Board of Supervisors or their designee and returned 
·to the Department of Health Care Services (DHCS) by close! of business April 15, 2016. 

The requirements for processing the enclosed multi~year contract amendment incJu.ge the 
following: 

~ Obtain a .resolution, approved board minutes, order, motion, or ordinance from your 
County Board of Supervisors, which specifically approves and authorizes execution of 
this contract. 

J;>. Have the individual authorized by the County Board of Supervisors sign five (5) Standard 
Agreements (STD Form 213A). Please confirm the printed name, title, and address· are 
accurate. If they are not, please cross out .and replace to the right side of the name 
and/or address (ensuring all written information is legible). 

>- Return the following to DHCS: 
o One (1) Copy of resolution, approved board minutes,· order, motion, m ordinance 

(or authority documentation if signed by someone other than BOS). 
o Five (5) original signed Standard Agreements (must provide wet signatures only, 

signature stamps are not an acceptable form of signature). 
o One (1) Original signed CCC-307 (Contractor Certification Clause) with same 

signatory whom is authorized to sign the STD 213As. Original signature will only 
be accepted, no stamps or seais. 

o Five (5) fully printed copies of each of the following exhibits: 
• Exhibit A A2 - Scope of Work 
• Exhibit A Attachment I A2 - Program Specifications 
• Exhibit B A2 - Budget Detail and Payment Provisions 
• Exhibit EA 1 - Additional Provisions 
• Exhibit G, Attachment l A 1 - Social Security Administration Agreement . 

SUD PTRSD, MS 2624 
p.o. Box 997413, Sacramento, CA 95899-7413 

Phone.: (916) 324-5439 Fax {916) 323-1176 
Internet Address: http://www.DHCS.ca.gov 



Transmittal Letter of Contract # 14-90096 A03 
Page2 

)> Send to either; 

Regular Mail Overnight Mail 
Department of Health Gare Services Department of Health Care Services 

ATTN: Robert Strom A TIN: Robe,r:t Strom 
SUD PTRS Division sun PTRS Division, MS 2624 

P.O. Box997413, MS 2624 1500 Cclpitol Ave. 
Sacramento, CA 9q899-7413 $aJ~ramento, CA 95814 

)> Retain a copy of the signed Standard Agreement anti the documents as outlined in the 
Standard Agreement (copies enclosed) as a temporary n~cord until such time you. 
receive a copy of the executed contract amendment 

Upon DHCS's receipt of the signed Standard Agreements, authority documentati.on (including 
all .enclosed exhibits) the contract will be processed and an original signed copy will be teturried 
for your records with all related contractual documents. 

This contract will b~ vali9 and enforceable subject to authorization and appropriation of sufficient 
funds to DHCS's budget authority. If sufficient authorization and appropriation of fundi:; to 
DHCS's bUdget authority is denied, a reduction of funds will be made to your contract. 

We appreciate working With yotJ. If you have.any questionsi please contact Michael Reeves at 
(916) 327~2696, or Robert Strom at (916) 327-2699. 

Srncerely, 

~~ 
Robert Maus, Chief 
Program Support ,a,nd Grants fylan~agement Branch 
SUD Prevention .• Treatment and Recovery Services Division 

Enclosures incl1,1de: 

)> Sta;ndard Agreement (Form 213A) 
~ Standard Agreement Page 2 (Form 213A) 
)> Exhibit A A2 - Scope of Work 
)> Exhibit A Attachment I A2 - Program Specifications 
);- Exhibit B A2 - Budg'et Detail and Payment Provisions 
)> Exhibit E A 1 - Additional Provisions 
)> Exhibit G, Attachment l A I - Social Security Administration Agreement 
)> CCC-307 - Contractors Certification Clause 



STATE OF CALIFORNIA 

STANDARD AGREEMENT AMENDMENT 
STD. 213A_DHCS (Rev. 03/15) 

~ Check here if additional pages are added: 139 Page(s) 14-90096 I 
Amendment Number 

A03 

Agreement Number 

Registration Number: 

1. This Agreement is entered into between the State Agency and Contractor named below: 
State Agency's Name (Also known as DHCS, CDHS, DHS or the State) 

Department of Health Care Services 
Contractor's Name (Also referred to as Contractor) 

County of San Francisco 

2. The term of this Agreement is: July 1, 2014 

through June 30, 2017 

3. The maximum amount of this $ 47,586,924 
Agreement after this amendment is: Forty Seven Million, Five Hundred Eighty Six Thousand, Nine Hundred Twenty Four Dollars 

4. The parties mutually agree to this amendment as follows. All actions noted below are by this reference made a part 
of the Agreement and incorporated herein: 

I. Amendment effective date: July 1, 2016 

II. Purpose of amendment: This amendment modifies the terms and conditions as outlined in the original 
contract. 

Ill. Certain changes made in this amendment are shown as: Text additions are displayed in bold and underline. 
Text deletions are displayed as strike through text (i.e., Stfike). . 

(Continued on next page) 

All other terms and conditions shall remain the same. 

IN WITNESS WHEREOF th" A th b t d b th 
' 

IS greemen as een execu e IV e pa rt" h t 1es ere o. 

CONTRACTOR CALIFORNIA 
Department of General Services 

Contractor's Name (If other than an individual, state whether a corporation, partnership, etc.) Use Only 

County of San Francisco 
By(Authorized Signature) I Date Signed (Do not type) 

.IFS 
Printed Name and Title of Person Signing 

Judith Martin, Director 
Address 

1380 Howard Street, Room 221 
San Francisco, CA 94103 

STATE OF CALIFORNIA 
Agency Name 

Department of Health Care Services 
By (Authorized Signature) I Date Signed (Do not type) 

.IFS 
Printed Name and Title of Person Signing 18] Exempt per: DGS memo dated 

Don Rodriguez, Chief, Contract Management Unit 07/10/96 and Welfare and Institutions 
Code 14087.4 

Address 

1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413, 
Sacramento, CA 95899-7413 





County of San Francisco 
#14-90096 A03 

STD 213A 
Page 2of2 

IV. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A A2- Scope of Work (2 pages) 

All references to Exhibit A A 1, in any exhibit incorporated into this agreement shall 
hereinafter be deemed to read Exhibit A A2. Exhibit A A 1 is hereby replaced in its entirety 
by the attached revised exhibit. 

V. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A Attachment I A2- Program Specifications (42 pages) 

All references to Exhibit A Attachment I A 1, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit A Attachment I A2. Exhibit A Attachment I A 1 
is hereby replaced in its entirety by the attached revised exhibit. 

VI. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit B A2- Budget Detail and Payment Provisions (20 pages) 

All references to Exhibit B A 1, in any exhibit incorporated into this agreement shall 
hereinafter be deemed to read Exhibit B A2. Exhibit B A 1 is hereby replaced in its entirety 
by the attached revised exhibit. 

VI I. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit E A 1 - Additional Provisions ( 4 pages) 

All references to Exhibit E, in any exhibit incorporated into this agreement shall hereinafter 
be deemed to read Exhibit E A 1. Exhibit E is hereby replaced in its entirety by the attached 
revised exhibit. 

VIII. Paragraph 4 (incorporated exhibits) on the face of the STD 213 is amended to add the 
following revised exhibit: 

Exhibit G, Attachment I A1- Social Security Administration Agreement (70 pages) 

All references to Exhibit G Attachment I, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit G, Attachment A 1. Exhibit G, Attachment is 
hereby replaced in its entirety by the attached revised exhibit. 

IX. All other terms and conditions shall remain the same. 





Exhibit A, Attachment I A2 
Program Specifications 

Part I • General 

A. Additional Contract Restrictions 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the Congress, or any statute enacted by the Congress, which may affect the provisions, 
terms, or funding of this Contract in any manner. 

B. Nullification of Drug Medi-Cal (DMC) Treatment Program substance use disorder services 
(if applicable) 

The parties agree that if the Contractor fails to comply with the provisions of Welfare and 
Institutions Code (W&I} Section 14124.24, all areas related to the DMC Treatment Program 
substance use' disorder services shall be null and void and severed from the remainder of 
this Contract. 

In the event the Drug Medi-Cal Treatment Program Services component of this Contract 
becomes null and void, an updated Exhibit B, Attachment I A2: I will take effect reflecting the 
removal of federal Medicaid funds and DMC State General Funds from this Contract. All 
other requirements and conditions of this Contract will remain in effect until amended or 
terminated. 

C. Hatch Act 

Contractor agrees to comply with the provisions of the Hatch Act (Title 5 USC, Sections 
1501-1508), which limit the political activities of employees whose principal employment 
activities are funded in whole or in part with federal funds. 

D. No Unlawful Use or Unlawful Use Messages Regarding Drugs 

Contractor agrees that information produced through these funds, and which pertains to 
drug§. and alcohol - related programs, shall contain a clearly written statement that there · 
shall be no unlawful use of drugs or alcohol associated with the program. Additionally, no 
aspect of a drug or alcohol - related program shall include any message on the responsible 
use, if the use is unlawful, of drugs or alcohol (HSC Section 11999-11999.3). By signing 
this Contract, Contractor agrees that it will enforce, and will require its Subcontractors to 
enforce, these requirements. 

Page 1of42 



E. Noncompliance with Reporting Requirements 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

Contractor agrees that the State has the right to withhold payments until Contractor has 
submitted any required data and reports to the State, as identified in Exhibit A, Attachment I 
Af, Part Ill - Reporting Requirements, or as identified in Document 1 F(a), Reporting 
Requirements Matrix for Counties. 

F. Limitation on Use of Funds for Promotion of Legalization of Controlled Substances 

None of the funds made available through this Contract may be used for any activity that 
promotes the legalization of any drug or other substance included in Schedule I of Section 
202 of the Controlled Substances Act (21 USC 812). 

G. Restriction on Distribution of Sterile Needles 

No Substance Abuse Prevention and Treatment (SAPT) Block Grant funds made available 
through this Contract shall be used to carry out any program of distributing that includes 
the distribution of sterile needles or syringes for the hypodermic injection of any illegal 
drug unless the State chooses to implement a demonstration syringe services program for 
injecting drug users. 

H. Health Insurance Portability and Accountability Act (HIPAA) of 1996 

If any of the work performed under this Contract is subject to the HIPAA, tAeA-Contractor 
shall perform the work in compliance with all applicable provisions of HIPAA. As identified 
in Exhibit G, the State and County shall cooperate to assure mutual agreement as to those 
transactions between them, to which this Provision applies. Refer to Exhibit G for additional 
information. 

1. Trading Partner Requirements 

(a) No Changes. Contractor hereby agrees that for the personal health 
information (Information), it will not change any definition, data condition or 
use of a data element or segment as proscribed in the federal HHS 
Transaction Standard Regulation. (45 CFR Part 162.915 (a)) 

(b) No Additions. Contractor hereby agrees that for the Information, it will not 
add any data elements or segments to the maximum data set as proscribed 
in the HHS Transaction Standard Regulation. (45 CFR Part 162.915 (b)) 

(c) No Unauthorized Uses. Contractor hereby agrees that for the Information, it 
will not use any code or data elements that either are marked "not used" in 
the HHS Transaction's Implementation specification or are not in the HHS 
Transaction Standard's implementation specifications. (45 CFR Part 
162.915 (c)) 
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(d) No Changes to Meaning or Intent. Contractor hereby agrees that for the 
Information, it will not change the meaning or intent of any of the HHS 
Transaction Standard's implementation specification. (45 CFR Part 162.915 
(d)) 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exists the possibility that the State or 
others may request an extension from the uses of a standard in the HHS 
Transaction Standards. If this occurs, Contractor agrees that it will participate in 
such test modifications. 

3. Adequate Testing 

Contractor is responsible to adequately test all business rules appropriate to their 
types and specialties. If the Contractor is acting as a clearinghouse for enrolled 
providers, Contractor has obligations to adequately test all business rules 

· appropriate to each and every provider type and specialty for which they provide 
clearinghouse services. 

4. Deficiencies 

Contractor agrees to cure transactions.1. errors or deficiencies identified by the State, 
and transactions errors or deficiencies identified by an enrolled provider if the 
Contractor is acting as a clearinghouse for that provider. When County is a 
clearinghouse, Contractor agrees to properly communicate deficiencies and other 
pertinent information regarding electronic transactions to enrolled providers for 
which they provide clearinghouse services. 

5. Code Set Retention 

Both Parties understand and agree to keep open code sets being processed or 
used in this Agreement for at least the current billing period or any appeal period, 
whichever is longer. 

6. Data Transmission Log 

Both Parties shall establish and maintain a Data Transmission Log, which shall 
record any and all Data Transmission!!, taking place between the Parties during the 
term of this Contract. Each Party will take necessary and reasonable steps to 
ensure that such Data Transmission Logs constitute a current, accurate, complete, 
and unaltered record of any and all Data Transmissions between the Parties, and 
shall be retained by each Party for no less than twenty-four (24) months following 
the date of the Data Transmission. The Data Transmission Log may be maintained 
on computer media or other suitable means provided that, if it is necessary to do so, 
the information contained in the Data Transmission Log may be retrieved in a timely 
manner and presented in readable form. 
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I. Nondiscrimination and Institutional Safeguards for Religious Providers 

Contractor shall establish such processes and procedures as necessary to comply with the 
provisions of Title 42, USC, Section 300x-65 and Title 42, CFR, Part 54, (Reference 
Document 1 B). 

J. Counselor Certification 

Any counselor or registrant providing intake, assessment of need for services, treatment 
or recovery planning, individual or group counseling to participants, patients, or residents in 
a DHCS licensed or certified program is required to be certified as defined in Title 9, CCR, 
Division 4, Chapter 8. (Document 3H) 

K. Cultural and Linguistic Proficiency 

To ensure equal access to quality care by diverse populations, each service provider 
receiving funds from this contract shall adopt the federal Office of Minority Health Culturally 
and Linguistically Appropriate Service (CLAS) national standards (Document 3V). 

L. Intravenous Drug Use (IVDU) Treatment 

Contractor shall ensure that individuals in need of IVDU treatment shall be encouraged to 
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23~ {96.126{e)) of PHS 
Asij. 

M. Tuberculosis Treatment 

Contractor shall ensure the following related to Tuberculosis (TB): 

1. Routinely make available TB services to each individual receiving treatment for 
alcohol and other drug use and/or abuse; 

2. Reduce barriers to patients' accepting TB treatment; and, 

3. Develop strategies to improve follow-up monitoring, particularly after patients leave 
treatment, by disseminating information through educational bulletins and technical 
assistance. 

N. . Trafficking Victims Protection Act of 2000 

Contractor and its Subcontractors that provide services covered by this Contract shall 
comply with Section 106(g) of the Trafficking Victims Protection Act of 2000 as amended 
(22 U.S.C. 7104{g.l) as amended by section 1702. For full text of the award term, go to: 
http://uscode.house.gov/view.xhtml?reg=qranuleid:USC-prelim-title22-
section7104d&num=O&edition=prelim 
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Contractor shall regularly assess (e.g. review population information available through 
Census, compare to information obtained in CalOMS Treatment to determine whether 
population is being reached, survey Tribal representatives for insight in potential barriers) 
the substance use service needs of the American Indian/Alaskan Native (Al/AN) population 
within the County geographic area and shall engage in regular and meaningful consultation 
and collaboration with elected officials of the tribe, Rancheria, or their designee for the 
purpose of identifying issues/barriers to service delivery and improvement of the quality, 
effectiveness and accessibility of services available to Al/NA communities within the 
County. 

P. Participation of County Alcohol and Drug Program Administrators Association of California 
and County Behavioral Health Director's Association of California. 

Pursuant to HSC Section 11801 (g), the e£ounty AOD f)frogram a8dministrator shall 
participate and represent the eCounty in meetings of the County Alcohol and Drug Program 
Administrators Association of California for the purposes of representing the counties in 
their relationship with the State with respect to policies, standards, and administration for 
alcohol and other drug abuse services. Participation and representation shall also be 
provided by the County Behavioral Health Director's Association of California. 

Pursuant to HSC Section 11811.5( c), the e£ounty AOD f)frogram a8dministrator shall 
attend any special meetings called by the Director of DHCS. Participation and 
representation shall also be provided by the County Behavioral Health Director's 
Association of California. 

Q. Youth Treatment Guidelines 

Contractor will follow the guidelines in Document 1V, incorporated by this reference, "Youth 
Treatment Guidelines," in developing and implementing youth treatment programs funded 
under this Exhibit, until such time 2 new Youth Treatment Guideline are established and 
adopted. No formal amendment of this contract is required for new guidelines to-awJy be 
incorporated into this contract. 

R. Perinatal Services Network Guidelines 2015 

Pursuant to 45 CFR 96.124 ((c)(1-3)) the Contractor shall expend the specified 
percentage of SAPT Block Grant funds, as calculated by said regulations, on 
perinatal services, pregnant women, and women with dependent children each state 
fiscal year (SFY). The Contractor shall expend these funds either by establishing 
new programs or expanding the capacity of existing programs. The Contractor shall 
calculate the appropriate amount by using Generally Accepted Accounting Principles 
and the composition of the base shall be applied consistently from year to year. (See 
the County Share of SAPT Block Grant Women Services Expenditure Requirement 
Exhibit G) 

Contractor shall comply with the perinatal program requirements as outlined in the 
Perinatal Services Network Guidelines 2015, promulgated pursuant to 45 under CFR 
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96.137. The "Perinatal Services Network Guidelines 2015" are attached to this 
contract as Document 1G, incorporated by reference, The contractor shall comply 
with the "Perinatal Services Network Guidelines 2015" until new Perinatal Services 
Network Guidelines are established and adopted. The incorporation of any new 
Perinatal Services Network Guidelines into this contract shall not require a formal 
amendment. 

All SAPT BG-funded programs providing treatment services designed for pregnant 
women and women with dependent children will treat the family as a unit and 
therefore will admit both women and their children into treatment services, if 
appropriate. 

The Contractor must directly provide, or provide a referral for, the following services: 

1. Primary medical care for women, including referral for prenatal 
care and, while the women are receiving such services, child 
care: 

2. Primary pediatric care. including immunization, for their 
children; 

3. Gender specific substance abuse treatment and other 
therapeutic interventions for women which may address issues 
of relationships, sexual and physical abuse and parenting, and 
child care while the women are receiving these services; 

4. Therapeutic interventions for children in custody of women in 
treatment which may, among other things, address their 
developmental needs, their issues of sexual and physical abuse, 
and neglect; and 

5. Sufficient case management and transportation to ensure that 
women and their children have access to services. 

RS. Restrictions on Grantee Lobbying - Appropriations Act Section 503 

No part of any appropriation contained in this Act shall be used, other than for formal and 
recognized executive-legislative relationships, for publicity or propaganda purposes, for the 
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television, 
or video presentation designed to support or defeat legislation pending before the 
Congress, except in presentation to the Congress or any State legislative body itself. 

No part of any appropriation contained in this Act shall be used to pay the salary or 
expenses of any grant or contract recipient, or agent acting during for such recipient, 
related to any activity designed to influence legislation or appropriations pending before the 
Congress or any State legislature. 

S., T. Nondiscrimination in Employment and Services 

By signing this Contract, Contractor certifies that under the laws of the United States and 
the State of California, incorporated into this Contract by reference and made a part hereof 
as if set forth in full, Contractor will not unlawfully discriminate against any person. 
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1. Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting 
discrimination based on race, color, or national origin in federally:funded programs. 

2. Title VIII of the Civil Rights Act of 1968 (42 USC 3601 et seq.) prohibiting 
discrimination on the basis of race, color, religion, sex, handicap, familial status or 
national origin in the sale or rental of housing. 

3. Age Discrimination Act of 1975 (45 CFR Part 90), as amended (42 USC Sections 
6101 - 6107), which prohibits discrimination on the basis of age.:. 

4. Age Discrimination in Employment Act (29 CFR Part 1625). 

5. Title I of the Americans with Disabilities Act (29 CFR Part 1630) prohibiting 
discrimination against the disabled in employment.:. 

6. Title II of the Americans with Disabilities Act (28 CFR Part 35) prohibiting 
discrimination against the disabled by public entities.:. 

7. Title Ill of the Americans with Disabilities Act (28 CFR Part 36) regarding access. 

8. Section 504 of the Rehabilitation Act of 1973, as amended (29 USC Section 794 ), 
prohibiting discrimination on the basis of handioap individuals with disabilities. 

9. Executive Order 11246 (42 USC 2000(e) et seq. and 41 CFR Part 60) regarding 
nondiscrimination in employment under federal contracts and construction contracts 
greater than $10,000 funded by federal financial assistance.:. 

10. Executive Order 13166 (67 FR 41455) to improve access to federal services for 
those with limited English proficiency.:. 

11. The Drug Abuse Office and Treatment Act of 1972, as amended, relating to 
nondiscrimination on the basis of drug abuse.:. 

12. The Comprehensive Alcohol Abuse and Alcoholism Prevention, Treatment and 
Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating tonondiscrimination 
on the basis of alcohol abuse or alcoholism. 

YN. State Law Requirements: 

1. Fair Employment and Housing Act (Government Code Section 12900 et seq.) and 
the applicable regulations promulgated thereunder (California Administrative Code, 
Title 2, Section 7285.0 et seq.). 

2. Title 2, Division 3, Article 9.5 of the Government Code, commencing with Section 
11135. . 

3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800. 
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4. No state or federal funds shall be used by the Contractor or its Subcontractors for 
sectarian worship, instruction, or proselytization. No state funds shall be used by 
the Contractor or its Subcontractors to provide direct, immediate, or substantial 
support to any religious activity. 

5. Noncompliance with the requirements of nondiscrimination in services shall 
constitute grounds for state to withhold payments under this Contract or terminate 
all, or any type, of funding provided hereunder. 

lhW. This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the federal or state governments-aftel: that affect the provisions, terms, or funding of this 
Contract in any manner. 

~X. Subcontract Provisions 

Contractor shall include all of the foregoing provisions in all of its subcontracts. 
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The words and terms of this Contract are intended to have their usual meanings unless a particular 
or more limited meaning is associated with their usage pursuant to Division 10.5 of HSC, Section 
11750 et seq., and Title 9, CCR, Section 9000 et seq. 

A. "Available Capacity" means the total number of units of service (bed days, hours, slots, 
etc.) that a Contractor actually makes available in the current fiscal year. 

B. "Contractor" means the county identified in the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder 
programs. 

C. "Corrective Action Plan!!. (CAP).'.'., means the written plan of action document which the 
Contractor or its subcontracted service provider develops and submits to DHCS to address 
or correct a deficiency or process that is non-compliant with laws, regulations or standards. 

D. "County" means the county in which the Contractor physically provides covered substance 
use treatment services. 

E. "County Realignment Funds" means Behavioral Health Subaccount funds received by 
the sCounty as per California Code Section 30025. 

F. "Days" means calendar days, unless otherwise specified. 

G. "Dedicated Capacity" means the historically calculated service capacity, by modality, 
adjusted for the projected expansion or reduction in services, which the Contractor agrees 
to make available to provide non-Drug Medi-Cal substance use disorder services to 
persons eligible for Contractor's services. 

H. "Final Allocation" means the amount of funds identified in the last allocation letter issued 
by the State for the current fiscal year. 

I. "Final Settlement" means permanent settlement of the Contractor's actual allowable costs 
or expenditures as determined at the time of audit, which shall be completed within three 
years of the date the year-end cost settlement report was accepted for interim settlement by 
the State. If the audit is not completed within three years, the interim settlement shall be 
considered as the final settlement. 

J. "Interim Settlement" means temporary settlement of actual allowable costs or 
expenditures reflected in the Contractor's year-end cost settlement report. 
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K. "Maximum Payable" means the encumbered amount reflected on the Standard 
Agreement of this Contract and supported by Exhibit B, Attachment I A2. 

L. "Modality" means those necessary overall general service activities to provide substance 
use disorder services as described in Division 10.5 of the HSC. 

M. "Non-Drug Medi-Cal Amount" means the contracted amount of SAPT Block Grant funds 
for services agreed to by the State and the Contractor. 

N. "Performance" means providing the dedicated capacity in accordance with Exhibit B, 
Attachment I A2, and abiding by the terms of this Exhibit, including all applicable state and 
federal statutes, regulations, and standards, including Alcohol and/or Other Drug 
Certification Standards (Document 1 P), in expending funds for the provision of alcohol and 
Gru§: substance use services hereunder. 

0. "Preliminary Settlement" means the settlement of only SAPT funding for counties that do 
include DMC funding. 

P. "Revenue" means Contractor's income from sources other than the State allocation. 

Q. "Service Area" means the geographical area under Contractor's jurisdiction. 

R. "Service Element" is the specific type of service performed within the more general 
service modalities. A list of the service modalities and service elements and service 
elements codes is incorporated into this Contract as Document 1 H(a) "Service Code 
Descriptions". 

S. "State" means the Department of Health Care Services or DHCS. 

T. "Utilization" means the total actual units of service used by clients and participants. 
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The words and terms of this Contract are intended to have their usual meaning unless a specific or 
more limited meaning is associated with their usage pursuant to the HSC, Title 9§, and/or Title 22. 
Definitions of covered treatment modalities and services are found in Title 22 (Document 2C) and 
are incorporated by this reference. 

A. "Administrative Costs" means the Contractor's actual direct costs, as recorded in the 
Contractor's financial records and supported by source documentation, to administer the 
program or an activity to provide service to the DMC program. Administrative costs do not 
include,the cost of treatment or other direct services to the beneficiary. Administrative costs 
may include, but are not limited to, the cost of training, programmatic and financial audit 
reviews, and activities related to billing. Administrative costs may include Contractor's 
overhead per the approved indirect cost rate proposal pursuant to OMB Circular A-87 and 
the State Controller's Office Handbook of Cost Plan Procedures. 

B. "Authorization" is the approval process for DMC Services prior to the submission of a 
DMC claim. 

C. "Beneficiary" means a person who: (a) has been determined eligible for Medi-Cal; (b) is 
not institutionalized; (c) has a substance-related disorder per the "Diagnostic and Statistical 
Manual of Mental Disorders Ill Revised (DSM)," and/or DSM IV criteria; and (d) meets the 
admission criteria to receive DMC covered services. 

D. "Certified Provider" means a substance use disorder clinic and/or satellite clinic location 
that has received certification to be reimbursed as a DMC clinic by the State to provide 
services as described in Title 22, California Code of Regulations, Section 51341.1. 

E. "Covered Services" means those DMC services authorized by Title XIX or Title XXI of the 
Social Security Act; Title 22 Section 51341.1; W&I Code, Section 14124.24; and 
California's Medicaid State Plan. 

F. "Direct Provider Contract" means a contract established between the State and a Drug 
Medi-Cal certified provider entered into pursuant to this Agreement for the provision of Drug 
Medi-Cal services. 

G. "Drug Medi-Cal Program" means the state system wherein beneficiaries receive covered 
services from DMC-certified substance use disorder treatment providers. 

H. "Drug Medi-Cal Termination of Certification" means the provider is no longer certified to 
participate in the Drug Medi-Cal program upon the State's issuance of a Drug Medi-Cal 
certification termination notice. 

I. "Early and Periodic Screening, Diagnosis, and Treatment Program (EPSDT)" means 
the federally mandated Medicaid benefit that entitles full-scope Medi-Cal-covered 
beneficiaries less than 21 years of age to receive any Medicaid service necessary to correct 
or ameliorate a defect, mental illness, or other condition, such as a substance-related 
disorder, that is discovered during a health screening. 
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J. "Provider Certification" means the provider must be certified in order to participate in the 
Medi-Cal program. 

K. "Federal Financial Participation (FFP)" means the share of federal Medicaid funds for 
reimbursement of DMC services. 

L. "Medical Necessity" means those substance use treatment services that are reasonable 
and necessary to protect life, prevent significant illness or disability, or alleviate severe pain 
through the diagnosis and treatment of a disease, illness, or injury.1.-or, in the case of 
EPSDT, services that meet the criteria specified in Title 22, Sections 51303 and 51340.1. 

M. "Minor Consent DMC Services" ar.e those covered services that, pursuant to Family Code 
Section 6929, may be provided to persons 12-20 years old without parental consent. 

N. "Narcotic Treatment Program" means an outpatient clinic licensed by the State to provide 
narcotic replacement therapy directed at stabilization and rehabilitation of persons who are 
opiate-addicted and have a substance use diagnosis. 

0. "Payment Suspension" means the Drug Medi-Cal certified provider has been issued a 
notice pursuant to W &I Code, Section 14107 .11 and is not authorized to receive payments 
after the payment suspension date for DMC services, regardless of when the service was 
provided. 

P. "Perinatal DMC Services" means covered services as well as mother/child habilitative and 
rehabilitative services; services access {i.e., provision or arrangement of transportation to . 
and from medically necessary treatment); education to reduce harmful effects of alcohol 
and drugs on the mother and fetus or infant; and coordination of ancillary services {Title 22, 
Section 51341.1{c) 4). 

Q. "Postpartum", as defined for DMC purposes, means the 60-day period beginning on the 
last day of pregnancy, regardless of whether other conditions of eligibility are met. Eligibility 
shall end on the last day of the calendar month in which the 60th day occurs. · 

R. "Post Service Post Payment (PSPP) Utilization Review" means the review for program 
compliance and medical necessity conducted by the State after service was rendered and 
paid. State may recover prior payments of Federal and State funds if such review 
determines that the services did not comply with the applicable statutes, regulations, or 
standards {CCR, Title 22, Section 51341.1 .{!Q). 

S. "Projected Units of Service" means the number of reimbursable DMC units of service, 
based on historical data and current capacity, the Contractor expects to provide on an 
annual basis. 
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T. "Provider of DMC Services" means any person or entity that provides direct substance 
use treatment services and has been certified by the State as meeting the standards for 
participation in the DMC program set forth in the "DMC Certification Standards for 
Substance Abuse Clinics", Document 2E and "Standards for Drug Treatment Programs 
(October 21, 1981)", Document 2F. 

U. "Re-certification" means the process by which the DMC certified clinic and/or satellite 
program is required to submit an application and specified documentation, as determined 
by DHCS, to remain eligible to participate in and be reimbursed in through the DMC 
program. Re-certification shall occur no less than every five years from the date of 
previous DMC certification or re-certification. 

V. "Statewide Maximum Allowances (SMA)'' means the maximum amount authorized to be 
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient 
treatment, perinatal residential, and Naltrexone treatment services. While the rates are 
approved by the State, they are subject to change through the regulation process. The 
SMA for FY 2015 162016-17 is listed in the "Unit of Service" table in Exhibit B A1-, Part V. 

W. "Subcontract" means an agreement between the Contractor and its Subcontractors. A 
Subcontractor shall not delegate its obligation to provide covered services or otherwise 
subcontract for the provision of direct patient/client services. 

X. "Subcontractor" means an individual or entity that is DMC certified and has entered into 
an agreement with the Contractor to be a provider of covered services. It may also mean a 
vendor who has entered into a procurement agreement with the Contractor to provide any 
of the administrative functions related to fulfilling the Contractor's obligations under the . 
terms of this Exhibit A, Attachment I-At. 

Y. "Temporary Suspension" means the provider is temporarily suspended from participating 
in the DMC program as authorized by W&I Code, Section 14043.36(a). The provider 
cannot bill for DMC services from the effective date of the temporary suspension. 
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Contractor agrees that the State has the right to withhold payments until Contractor has submitted 
any required data and reports to the State, as identified in this Exhibit A, Attachment I A4 or as 
identified in Document 1F (a), Reporting Requirement Matrix for Counties. 

A. Quarterly Federal Financial Management Report (QFFMR) 

The QFFMR must be submitted to reflect quarterly SAPT_BG expenditures. 

For the beginning of each federal award year, the due dates are: . 

March 1 for the period October through December 
June 1 for the period January through March 
September 1 for the period April through June 
December 1 for the period July through September 

B. Year-End Cost Settlement Reports 

Pursuant to W&I Code, Section 14124.24 .(g{1ll Contractor shall submit to the State, on 
November 1 of each year, the following year-end cost settlement documents by paper or 
electronic format, as prescribed by the State, submission for the previous fiscal year: 

1. Document 2P, County Certification Year-End Claim for Reimbursement 

2. Document 2P(a) and 2P(b), Drug Medi-Cal Cost Report Forms for Intensive 
Outpatient Treatment for Non-Perinatal or Perinatal (if applicable) 

3. Document 2P(c) and 2P(d), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Individual Counseling for Non-Perinatal or Perinatal (if applicable) 

4. Document 2P(e) and 2P(f), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Group Counseling for Non-Perinatal or Perinatal (if applicable) 

5. Document 2P(g), Drug Medi-Cal Cost Report Forms for Residential for Perinatal (if 
applicable) 

6. Document 2P(h) and 2P(i), Drug Medi-Cal Expenditure Forms for Narcotic 
Treatment Programs.i. fef-Non-Perinatal or Perinatal (if applicable) 
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Contractors or providers that bill the State or the County for services identified in Section 
51516.1 of Title 22 shall submit claims in accordance with the Department of Health Care 
Services DMC Provider Billing Manual. 

Contractors and Subcontractors that provide DMC services shall be responsible for 
verifying the Medi-Cal eligibility of each client for each month of service prior to 
billing for DMC services to that client for that month. Medi-Cal eligibility verification 
should be performed prior to rendering service, in accordance with and as 
described in the Department of Health Care Services DMC Provider Billing Manual. 
Options for verifying the eligibility of a Medi-Cal beneficiary are described in the 
Department of Health Care Services DMC Provider Billing Manual. 

Claims for DMC reimbursement shall include only those services covered under Title 22, 
Section 51341.1 (c-d) and administrative charges that are allowed under W&I Code, 
Sections 14132.44 and 14132.47. 

1. Contractor shall certify the public expenditure submit the "Certified Expenditure" 
form reflecting either: .11 the approved amount of the 837P claim file, after the 
claims have been adjudicated; or 2) the claimed amount identified on the 837P 
claim file, which could account for both approved and denied claims. 
Contractor shall submit the "Certified Public Expenditure" form after the claims have 
been adjudicated Contraster shall submit to the State the Drug Medi-Cal 
Certification Form DHCS Form DHCS 100224A (Document 40) for each~ 837P 
transaction approved for reimbursement of the federal Medicaid funds. 

2. DMC service claims shall be submitted electronically in a Health Insurance 
Portability and Accountability Act (HIPAA) compliant format (837P). All adjudicated 
claim information must be retrieved by the Contractor via an 835 HIPAA compliant 
format (Health Care Claim Payment/Advice). 

3. The following forms shall be prepared as needed and retained by the provider for 
review by State staff: 

(a) Multiple Billing Override Certification (MC 6700), Document 2K 

(b) Good Cause Certification (6065A), Document 2L(a) 

(c) Good Cause Certification (6065B}, Document 2L(b) 

In the absence of good cause documented on the Good Cause Certification (6065A 
or 6065B) form, claims that are not submitted within 30 days of the end of the month 
of service shall be denied. The existence of good cause shall be determined by the 
State in accordance with Title 22, CCR, Sections 51008 and 51008.5. 

Page 15 of 42 



4. Certified Public Expenditure County Administration 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

Separate from direct service claims as identified in #2 above, county may submit an 
invoice for administrative costs for administering the DMC program on a quarterly 
basis. The form requesting reimbursement shall be submitted to DHCS. 

5. If while completing the Utilization Review and Quality Assurance requirements of 
this Exhibit A, Attachment I M, Part V, Section 4 any of the Contractor's skilled 
professional medical and personnel aR€1-directly supporting staff meet the criteria.set 
forth in 42 C.F.R. 432.50(d}(1), then the Contractor shall submit a written request 
that specifically demonstrates how the skilled professional medical personnel and 
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R. 
432.50(d)(1) and outlines the duties they will perform to assist the Department, or 
the Department's skilled professional medical personnel, in activities that are directly 
related to the administration of the Drug Medi-Cal Program. The Department shall 
respond to the Contractor's written request within 20 days with either a written 
agreement pursuant to 42 C.F.R. 432.50(d) (2) approving the request.i. or a written 
explanation as to why the Department does not agree that the Contractor's skilled 
professional medical personnel and directly supporting staff do not meet the criteria 
set forth in 42 C.F.R. 432.50(d) (1). 

D. California Outcomes Measurement System (CalOMS) for Treatment (CalOMS-Tx) 

The CalOMS-Tx business rules and requirements are: 

1. Contractor shall contracts with a software vendor that complies with the CalOMS-Tx 
data collection system requirements for submission of CalOMS-Tx data. A 
Business Associate Agreement (BAA) shall-ffH::l.St be established between the 

, Contractor and the software vendor. The BAA shall-ffH::l.St state that DHCS is 
allowed to return the processed CalOMS-Tx data to the vendor that supplied the 
data to DHCS. 

2. Contractor shall conduct information technology (IT} systems testing and pass State 
certification testing before commencing submission of CalOMS-Tx data. If the 
Contractor subcontracts with vendor for IT services, Contractor is responsible for 
ensuring that the subcontracted IT system is tested and certified by the DHCS prior 
to submitting CalOMS-Tx data. If Contractor changes or modifies the CalOMS-Tx IT 
system, then Contractor shall re-test and pass state re-certification prior to 
submitting data from new or modified system. 

3. Electronic submission of CalOMS-Tx data shall be submitted by Contractor 
within-4s-€1tle 45 days from the end of the last day of the report month. 

4. Contractor shall comply with data collection and reporting requirements established 
by the DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former 
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices 
relevant to CalOMS-Tx data collection and reporting requirements . . 
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5. Contractor shall submit CalOMS-Tx admission, discharge, annual update, 
resubmissions of records containing errors or in need of correction, and "provider no 
activity" report records in an electronic format approved by DHCS. 

6. Contractor shall comply with the CalOMS-Tx Data Compliance Standards 
established by DHCS identified in Document 38 for reporting data content, data 
quality, data completeness, reporting frequency, reporting deadlines, and reporting 
method. 

7. Contractor shall participate in CalOMS-Tx informational meetings, trainings, and 
conference calls. 

8. Contractor shall implement and maintain a system for collecting and electronically 
submitting CalOMS-Tx data. 

9. Contractor shall meet the requirements as identified in Exhibit G, Privacy and 
Information Security Provisions and Exhibit G, Attachment I - SSA Agreement 2014'. 

E. California Outcomes Measurement Service for Prevention (CalOMS-Pv) 

The CalOMS-Pv Business Rules and Requirements are: 

1. Contractors and/or Subcontractors receiving Substance Abuse Prevention and 
Treatment (SAPT) Primary Prevention Set-Aside funding shall mHSt input planning, 
service/activity and evaluation data into CalOMS Pv. When submitting data, 
Contractor-ffil:!St shall comply with the CalOMS Pv Data Quality Standards 
(Document #1T). 

2. Contractor-ffil:!St shall report services/activities by the date of occurrence on an 
ongoing basis throughout each month. Contractor shall submit all data for each 
month no later than the 1 oth day of the following month.:. 

3. Contractor-ffil:!St shall review all data input into CalOMS Pv on a quarterly basis. 
Contractor shall verify that the data meets the CalOMS Pv Data Quality Standards 
by reviewing and releasing the data. Certification is due by the last day of the 
month following the end of the quarter. 

4. Contractor-ffil:!St shall report progress to DHCS via CalOMS Pv for the goals and 
objectives in the County Strategic Prevention Plan (as described in Exhibit A, 
Attachment 1 Af, Part IV, Section 1 B. 2) on an annual basis by September 30th of 
each fiscal year. 

5. If Contractor cannot meet the established due dates, a written request for an 
extension-ffil:!St shall be submitted to DHCS 10-_days prior to the due date 

6. In order to ensure that all persons responsible for CalOMS Pv data entry have 
sufficient knowledge of the CalOMS Pv Data Quality Standards, all new CalOMS Pv 
users, whether employed by the Contractor or its Subcontractors, shall participate in 
CalOMS Pv trainings prior to inputting data into the system. 
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1. If the Contractor experiences system or service failure or other extraordinary 
circumstances that affect its ability to timely submit CalOMS-Tx and/or CalOMS-Pv 
data, and or meet other CalOMS-Tx and/or CalOMS-Pv data compliance 
requirements, Contractor shall report the problem in writing before the established 
data submission deadlines. The written notice shall include a remediation plan that 
is subject to review and approval by the State. A grace period of up to sixty (60) 
days may be granted, at the State's sole discretion, for the Contractor to resolve the 
problem before non-DMC payments are withheld. 

2. If the State experiences system or service failure, no penalties will be assessed to 
the Contractor for late data submission. 

3. Contractor shall comply with the treatment and prevention data quality standards 
established by the State. Failure to meet these standards on an ongoing basis may 
result in withholding non-DMC funds. 

4. If the Contractor submits data after the established deadlines, due to a delay or 
problem, Contractor is still responsible for collecting and reporting data from time of 
delay or problem. 

G. Drug and Alcohol Treatment Access Report (DATAR) 

The DATAR business rules and requirements are: 

1. The Contractor shall be responsible for ensuring that the Contractor-operated 
treatment services and all treatment providers, with whom Contractor makes a 
contract or otherwise pays for the services, submit a monthly DATAR report _in an 
electronic copy format as provided by the State. 

In those instances where the Contractor maintains, either directly or indirectly, a 
central intake unit or equivalent which provides intake services including a waiting 
list, the Contractor shall identify and begin submitting monthly DAT AR reports for 
the central intake unit by a date to be specified by the State. 

2. The Contractor shall ensure that all DAT AR reports are submitted by either 
Contractor-operated treatment services and by each subcontracted treatment 
provider to the State by the 10th of the month following the report activity month. 

3. The Contractor shall ensure that all applicable providers are enrolled in the State's 
web-based DATARWeb program for submission of data, accessible on the DHCS 
website when executing the subcontract. 

4. If the Contractor or its Subcontractor experiences system or service failure or other 
extraordinary circumstances that affect its ability to timely submit a monthly DATAR 
report, and/or to meet data compliance requirements, the Contractor shall report the 
problem in writing before the established data submission deadlines. The written 
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notice shall include a corrective action plan that is subject to review and approval by 
the State. A grace period of up to sixty (60) days may be granted, at the State's 
sole discretion, for the Contractor to resolve the problem before non-DMC payments 
are withheld (See Exhibit B Af, Part II, Section 2). 

5. If the State experiences system or service failure, no penalties will be assessed to 
Contractor for late data submission. 

6. The Contractor shall be considered compliant if a minimum of 95% of required 
DATAR reports from the Contractor's treatment providers are received by the due 
date. 

H. Charitable Choice 

Contractor shall submit annually document the total number of referrals necessitated by 
religious objection to other alternative substance abuse providers. The contractor shall 
annually submit +!his information must be submitted to DHCS by October 1st. The 
annual submission shall contain all substantive information required by DHCS and 
be formatted in a manner in a format prescribed by DHCS.:. and at a time required by 
DHCS (reference ADP Bulletin 04 5). 

I. Subcontractor Documentation 

Contractor shall require its Subcontractors that are not licensed or certified by the State to 
submit organizational documents to the State within thirty (30) days of-its the execution of 
an initial subcontract, within ninety (90) days of the renewal or continuation of an existing 
subcontract or when there has been a change in Subcontractor name or ownership. 
Organizational documents shall include the Subcontractor's Articles of Incorporation or 
Partnership Agreements (as applicable), and business licenses, fictitious name permits, 
and such other information and documentation as may be requested by the State. 

J. Failure to meet required reporting requirements shall result in: 

1. The DHCS will issue a Notice of Deficiency (Deficiencies) to Contractor regarding 
specified providers with a deadline to submit the required data and a request for a 
Corrective Action Plan (CAP) to ensure timely reporting in the future. The State will 
approve or reject the CAP or request revisions to the CAP which shall be 
resubmitted to the State within thirty (30) days. 

2. If the Contractor has not ensured compliance with the data submission or CAP 
request within the designated timeline, then the State may withhold funds until all 
dataiis submitted. The State shall inform the Contractor when funds will be 
withheld. 
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PART IV- Non-Drug Medi-Cal Substance Use Disorder Prevention and Treatment Services 

Section 1. General Provisions 

A Restrictions on Salaries 

Contractor agrees that no part of any federal funds provided under this Contract shall be 
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at 
a rate in excess of Level I of the Executive Schedule. Salary and wages schedules may be 
found at http://www.opm.gov/oca. SAPT Block Grant funds used to pay a salary in excess 
of the rate of basic pay for Level I of the Executive Schedule shall be subject to 
disallowance. The amount disallowed shall be determined by subtracting the individual's 
actual salary from the Level I rate of basic pay and multiplying the result by the percentage 
of the individual's salary that was paid with SAPT Block Grant funds (Reference: Terms 
and Conditions of the SAPT Block Grant award.) 

B. Primary Prevention 

1. The SAPT Block Grant regulation defines "Primary Prevention Programs" as those 
programs directed at "individuals who have not been determined to require 
treatment for substance abuse" (45 CFR 96.121 ). Primary Prevention includes 
strategies, programs and initiatives which reduce both direct and indirect adverse 
personal, social, health, and economic consequ~nces resulting from problematic 
AOD availability, manufacture, distribution, promotion, sales, and use. The desired 
result of primary prevention is to promote safe and healthy behaviors and 
environments for individuals, families and communities. The Contractor shall 
expend not less than its allocated amount of the SAPT Block Grant on primary 
prevention as described in the SAPT Block Grant requirements (45 CFR 96.125). 
Inappropriate use of these funds for non primary prevention servioes will require 
repayment of Sl\PT Blook Grant funds. 

2. Contractor is required to have a current and DHCS approved County Strategic 
Prevention Plan (SPP). The SPP must demonstrate that the County utilized the 
Substance Abuse and Mental Health Services Administration's Strategic Prevention 
Framework (SPF) in developing the plan as described at 
http://captus.samhsa.gov/access-resources/about-strategic-prevention-framework
§Qf. DHCS will only approve SPP's that demonstrate that the Contractor utilized the 
SPF. Contractor must: 

a) Follow the DHCS guidelines provided in the Strategic Prevention Framework 
Plan Resource Document located in the CalOMS Pv Library. 

b) Begin preparing a new SPP at least 9-months prior to the expiration date of the 
current SPP. 
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c) Submit a timeline to DHCS for completion of the SPP that includes proposed 
dates for submitting each section of the SPP. The sections are outlined in the 
Strategic Prevention Framework Plan Resource Document. 

d) Submit a draft to DHCS, based on the timeline, for each section of the SPP for 
review and approval. 

e) Submit to DHCS the final draft of the SPP no later than 30-days prior to the start 
date of the new SPP. 

f) Upload an electronic copy of the approved SPP into CalOMS Pv within 10-days 
of approval. 

g) Input the Problem Statements, Goals and Objectives from the SPP into CalOMS 
Pv no later than 10-days after the start date of the SPP. 

3. Contractor shall submit a Prevention Mid-Year Budget to DHCS by January 31 of 
each fiscal year. The budget shall indicate how the SAPT Block Grant Primary 
Prevention Set-Aside will be expended for the fiscal year. 

4. Friday Night Live 

Contractors and Subcontractors receiving SAPT Friday Night Live (FNL) funding 
must: 

(a) Engage in programming that meets the FNL Youth Development Standards 
of Practice, Operating Principles and Core Components outlined at 
http://fridaynightlive.org/about-us/cfnlp-overview/; 

{b) Use CalOMS Pv for all FNL reporting including Chapter Profiles, FNL County 
Profiles and chapter activity; 

(c) Follow the FNL Data Entry Instructions for C/\IOMS CalOMS Pv as provided 
by DHCS in the CalOMS Pv Library; 

(d) Demonstrate an effort to be a Meet the Member in Good Standing {MIGS) 
requirements, as provided determined by DHCS in conjunction with the 
California Friday Night Live Partnership. If the Contractor does not meet 
the MIGS requirements, then the Contractor shall submit counties fail to 
a technical assistance plan detailing how the Contractor intends to 
ensure satisfaction of the MIGS requirements to DHCS for approval. 

C. Perinatal Services Network Guidelines ::w44-2015 

Pursuant to 45 CFR 96.124 ((c)(1-3)) the Contractor shall expend the specified 
percentage of SAPT Block Grant funds, as calculated by said regulations, on 
perinatal services, pregnant women, and women with dependent children each state 
fiscal year (SFY) . The Contractor shall expend these funds either by establishing 
new programs or expanding the capacity of existing programs. The Contractor shall 
calculate the appropriate expenditure amount by using Generally Accepted 
Accounting Principles and the composition of the base shall be applied consistently 
from year to year. (See the County Share of SAPT Block Grant Women Services 
Expenditure Requirement Exhibit G) 

Contractor shall comply with the requirements for perinatal programs requirements as 
outlined in the Perinatal Services Network Guidelines, promulgated to 45 CFR 96.137. 

Page 21of42 



County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

The "Perinatal Services Network Guidelines 2015" funded under under Exhibit /\, 
Attaohment I A1, oontained in are attached to this contract as Document 1 G, 
incorporated by-trus reference. The Contractor shall comply with the "Perinatal Services 
Network Guidelines-2G-14 2015" until suoh time~ Perinatal Services Network Guidelines 
are established and adopted. The incorporation of any new Perinatal Service Netork 
Guidelines into this contract shall not require a-Ne formal amendment of this oontraot is 
required for new guidelines to apply. 

All SAPT BG-funded programs providing treatment services designed for pregnant 
women and women with dependent children will treat the family as a unit and 
therefore will admit both women and their children into treatment services, if 
appropriate. 

The Contractor must directly provide, or provide a referral for the following services: 

1. Primary medical care for women, including referral for prenatal care and, 
while the women are receiving such services, child care; 

2. Primary pediatric care, including immunization, for their children; 
3. Gender specific substance abuse treatment and other therapeutic 

interventions for women which may address issues of relationships, 
sexual and physical abuse and parenting, and child care while the women 
are receiving these services; 

4. Therapeutic interventions for children in custody of women in treatment 
which may, among other things, address their developmental needs, their 
issues of sexual and physical abuse, and neglect; and 

5. Sufficient case management and transportation to ensure that women and 
their children have access to services. 

D. Funds identified in this contract shall be used exclusively for county alcohol and drug abuse 
services to the extent activities meet the requirements for receipt of federal block grant 
funds for prevention and treatment of substance abuse described I subchapter XVII of 
Chapter 6A of Title 42 of the United State Code. (Health and Safety Code seotion 18100 et. 
setr-1 

Section 2 - Formation and Purpose 

A. Authority 

State and the Contractor enter into this Exhibit A, Attachment I A1-, Part IV, by authority of 
Chapter 3 of Part 1, Division 10.5 of the Health and Safety Code (HSC) and with approval . 
of Contractor's County Board of Supervisors (or designee) for the purpose of providing 
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachment I A1-. 
State and the Contractor identified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 
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1. Performance under the terms of this Exhibit A, Attachment I Af, Part IV, is subject to 
all applicable federal and state laws, regulations, and standards. In accepting the 
State drug and alcohol combined program allocation pursuant to HSC Sections 
11814(a) and (b ), Contractor shall: (i) establish, and shall require its Subcontractors 
to establish, written policies and procedures consistent with the following · 
requirements; (ii) monitor for compliance with the written procedures; and (iii) be 
held accountable for audit exceptions taken by the State against the Contractor and 
its Subcontractors for any failure to comply with these requirements: 

(a) HSC, Division 10.5, commencing with Section 11760; 

(b) Title 9, California Code of Regulations (CCR) (herein referred to as Title 9), 
Division 4, commencing with Section 9000; 

(c) Government Code Section 16367.8; 

(d) Government Code, Article 7, Federally Mandated Audits of Block Grant 
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5, 
commencing at Section 53130; 

(e) Title 42 United State Code (USC), Sections 300x-21 through 300x-31,_300x-
. 34, 300x-53, 300x-57, and 330x-65 and 66; 

(f) The Single Audit Act Amendments of 1996 (Title 31, USC Sections 7501-
7507) and the Office of Management and Budget (OMB) Circular A-133 
revised June 27, 2003 and June 26, 2007. 

(g) Title 45, Code of Federal Regulations (CFR), Sections 96.30 through 96.33 
and Sections 96.120 through 96.137; 

(h) Title 42, CFR, Sections 8.1 through 8.~; 

(i) Title 21, CFR, Sections 1301.01 through 1301.93, Department of Justice, 
Controlled Substances; and, 

U) State Administrative Manual (SAM), Chapter 7200 (General Outline of 
Procedures). 

Contractor shall be familiar with the above laws, regulations, and guidelines and 
shall assure that its Subcontractors are also familiar with such requirements. 

2. The provisions of this Exhibit A, Attachment I Af, Part IV, are not intended to 
abrogate any provisions of law or regulation, or any standards existing or enacted 
during the term of this Contract. 

3. Contractor shall adhere to the applicable provisions of Title 45, CFR, Part 96, 
Subparts C and L, as applicable, in the expenditure of the SAPTBG funds. 
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Document 1A, 45 CFR 96, Subparts C and L, is incorporated by reference. 

4. Documents 1 C and 1 D(b), incorporated by this reference, contain!_ additional 
requirements that shall be adhered to by those Contractors that receive the~~ 
of funds specified by each document. These exhibits and documents-are is: 

(a) Document 1C, Driving-Under-the-Influence Program Requirements; 

(b) Document 1 D(b), S/\PT Female Offender Treatment Project (FOTP). 

5. In accordance with the Fiscal Year 2011-12 State Budget Act and accompanying 
law (Chapter 40, Statues of 2011 and Chapter 13, Statues of 2011, First 
Extraordinary Session), contractors that provide Women and Children's Residential 
Treatment Services shall comply with the program requirements (Section 2.5, 
Required Supplemental/Recovery Support Services) of the Substance Abuse and 
Mental Health Services Administration's Grant Program for Residential Treatment 
for Pregnant and Postpartum Women, RFA found at 
http://www.samhsa.gov/grants/qrant-announcements/ti-14-005 

Section 3 - Performance Provisions 

A. Monitoring 

1. Contractor's performance under this Exhibit A, Attachment I .A2, Part IV, shall be 
monitored by the State during the term of this Contract. Monitoring criteria shall 
include, but not be limited to: 

(a) Whether the quantity of work or services being performed conforms to 
Exhibit B .A2; 

(b) Whether the Contractor has established and is monitoring appropriate quality 
standards; 

(c) Whether the Contractor is abiding by all the terms and requirements of 
this Contract; 

(d) Whether the Contractor is abiding by the terms of the Perinatal Services 
Network Guidelines (Document 1 G); and 

(e) Contractor shall conduct annual onsite monitoring reviews of services and 
subcontracted services for programmatic and fiscal requirements. 
Contractor shall submit copy of their monitoring and audit reports to DHCS 
within two weeks of issuance. Reports should be sent by secure, encrypted 
e-mail to: 

SUDCountyReports@dhcs.ca.gov or 
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Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, Performance Management Branch 
Department of Health Care Services 
PO Box 997 413, MS-2627 
Sacramento, CA 95899-7413; 

2. Failure to comply with the above provisions shall constitute grounds for the State to 
suspend or recover payments, subject to the Contractor's right of appeal, or may 
result in termination of the Contract or both. 

B. Performance Requirements 

1. Contractor shall provide services based on funding set forth in Exhibit B, Attachment 
I A!J, and under the terms of this Contract. 

2. Contractor shall provide services to all eligible persons in accordance with federal 
and state statutes and regulations. Contractor shall assure that in planning for the 
provision of services, the following barriers to services are considered and 
addressed: 

(a) Lack of educational materials or other resources for the provision of 
services; 

(b) Geographic isolation and transportation needs of persons seeking services 
or remoteness of services; 

( c) Institutional, cultural, and/or ethnicity barriers; 

(d) Language differences; 

(e) Lack of service advocates; 

(f) Failure to survey or otherwise identify the barriers to service accessibility; 
and, 

(g) Needs of persons with a disability. 

3. Contractor shall comply with any additional requirements of the documents that 
have been incorporated herein by reference, including, but not limited to, those on 
the "List of Exhibit A, Attachment I M Documents incorporate by Reference for 
Fiscal Year 2015 16 2016-17" which is attached to Exhibit A, Attachment IM. 

4. Amounts awarded pursuant to Exhibit A, Attachment I M shall be used exclusively 
for providing alcohol and/or drug program services consistent with the purpose of 
the funding. 

5. DHCS shall issue a report to Contractor after conducting monitoring, utilization, or 
auditing reviews of county or county subcontracted providers. When the DHCS 
report identifies non-compliant services or processes, it shall require a CAP. The 
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Contractor, or in coordination with its subcontracted provider, shall submit a CAP to 
DHCS within the designated timeframe specified by DHCS. 

Substance Use Disorder - Prevention, Treatment and Recovery Services Division, 
Performance Management Branch 
Department of Health Care Services 
PO Box 997413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov 

6. The CAP shall include a statement of the problem and the goal of the actions the 
Contractor and/or~its subcontracted provider will take to correct the deficiency or 
non-compliance. The CAP shall: 

(a) Address the specific actions to correct deficiency or non-compliance 

(b) Identify who/which unit(s) will act; who/which unit(s) are accountable for 
acting; and 

(c) Provide a timeline to complete the actio_ns. 
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Part V: Drug Medi-Cal Treatment Program Substance Use Disorder Services 

Section 1: Formation and Purpose 

A. This Exhibit A, Attachment I A 1, Part V of the Contract is entered into by and between the 
State and the Contractor for the purpose of identifying and providing for covered DMC 
services for substance use disorder treatment in the Contractor's service area pursuant to 
Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred to as 
HSC), Sections 14124.20, 14021.51 - 14021.53, and 14124.20- 14124.25 of the W&I 
Code , and Title 22 of the California Code of Regulations (hereinafter referred to as Title 
22), Sections 51341.1, 51490.1, and 51516.1. 

B. It is further agreed this Contract is controlled by applicable provisions of: (a) the W&I Code, 
Chapter 7, Sections 14000, et seq., in particular, but not limited to, Sections 14100.2, 
14021, 14021.5, 14021.6, 14043, et seq., (b) Title 22, including but not limited to Sections 
51490.1, 51341.1and51516.1; and (c) Division 4 of Title 9 of the California Code of 
Regulations (hereinafter referred to as Title 9). 

C. It is understood and agreed that nothing contained in this contract shall be construed to 
impair the single state agency authority of DHCS. 

D. The objective of this contract is to make substance use disorder treatment services 
available to Medi-Cal beneficiaries through utilization of federal and state funds available 
pursuant to Title XIX or Title XXI of the Social Security Act for reimbursable covered 
services rendered by certified DMC providers. 

E. Awards under the Medical Assistance Program (CFDA 93.778) are no longer excluded from 
coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92 
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for 
any grant award under this program made after issuance of the initial awards for the second 
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45 
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87 
(as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and 
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB 
C-10, available on the Internet at http://www.dol.gov/oasam/boc/ASMB C-1 O.pdf 

Section 2: Covered Services 

A. Covered Services 

1. Contractor shall establish assessment and referral procedures and shall arrange, 
provide, or subcontract for covered services in the Contractor's service area. 
Covered services include: 
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(e) Perinatal Residential Substance Abuse Services (excluding room and 
board). 

2. Narcotic treatment program services perW&I Code, Section 14124.22: 

In addition to narcotic treatment program services, a narcotic treatment program 
provider who is also enrolled as a Medi-Cal provider may provide medically 
necessary treatment of concurrent health conditions within the scope of the 
provider's practice, to Medi-Cal beneficiaries who are not enrolled in managed care 
plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to 
those plans for receipt of medically necessary medical treatment of concurrent 
health conditions. 

Diagnosis and treatment of concurrent health conditions of Medi-Cal beneficiaries 
not enrolled in managed care plans by a narcotic treatment program provider may 
be provided within the Medi-Cal coverage limits. When the services are not part of 
the substance use disorder treatment reimbursed pursuant to W&I Code, Section 
14021.51, services shall be reimbursed in accordance with the Medi-Cal program. 
Services reimbursable under this section shall include, but not limited to, all of the 
following: 

(a) Medical treatment visits 

(b) Diagnostic blood, urine, and X-rays 

(c) Psychological and psychiatric tests and services 

(d) Quantitative blood and urine toxicology assays 

(e) Medical supplies 
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A narcotic treatment provider, who is enrolled as a Medi-Cal fee-for-service 
provider, shall not seek reimbursement from a beneficiary for substance abuse 
treatment services, if services for treatment of concurrent health conditions are 
billed to the Medi-Cal fee-for-service program. · 

3. In the event of a conflict between the definition of services contained in this Section 
of the Contract, and the definition of services in Title 22, Sections 51341.1, 51490.1, 
and 51516.1, the provisions of Title 22 shall govern. 

4. Contractor, to the extent applicable, shall comply with "Sobky v. Smoley" (Document 
2A), 855 F. Supp. 1123 (E.D. Cal 1994), incorporated by this reference. 

5. Contractor shall comply with federal and state mandates to provide alcohol and 
other drug treatment services deemed medically necessary for Medi-Cal eligible: 
(1) pregnant and postpartum women, and (2) youth under age 21 who are eligible 
under the EPSDT Program 

(a) If Drug Medi-Cal services are provided to Minor Consent beneficiaries, 
Contractor shall comply with California Family Code Section 6929, and 
California Code of Regulations, Title 22, Sections 50147.1, 50030, 50063.5, 
50157(f)(3), 50167(a)(6)(D), and 50195( d). 

B. Access to Services 

1. Subject to DHCS provider enrollment certification requirements, Contractor shall 
maintain continuous availability and accessibility of covered services and facilities, 
service sites, and personnel to provide the covered services through use of DMC: 
certified providers. Such services shall not be limited due to budgetary constraints. 

(a) When a request for covered services is made by a beneficiary, Contractor 
shall require services to be initiated with reasonable promptness. Contractor 
shall have a documented system for monitoring and evaluating accessibility 
of care, including a system for addressing problems that develop regarding 
waiting times and appointments. 

(b) The contractor shall authorize residential services in accordance with the 
medical necessity criteria specified in Title 22, Section 51303 and the 
coverage provisions of the approved state Medi .. Cal Plan. Room and board 
are not reimbursable DMC services. If services are denied, the provider 
shall inform the beneficiary in accordance with Title 22, Section 51341.1 (p ). 

(c) Contractor shall require that treatment programs are accessible to people 
with disabilities in accordance with Title 45, Code of Federal Regulations 
(hereinafter referred to as CFR), Part 84 and the Americans with Disabilities 
Act. 

2. Covered services, whether provided directly by the Contractor or through 
Subcontractors with DMC certified and enrolled programs, shall be provided to 
beneficiaries without regard to the beneficiaries' county of residence. 
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3. The failure of the Contractor or its Subcontractors to comply with Section B of this 
Part will be deemed a breach of this Contract sufficient to terminate this Contract for 
cause. In the event the Contract is terminated, the provision of this Exhibit A, 
Attachment I, Part I, Section B, shall apply. 

C. Payment For Services 

1. The Department shall make the appropriate payments set forth in Exhibit B Af and 
take all available steps to secure and pay FFP and State General Funds (SGF) to 
the Contractor, once the Department receives FFP and SGF, for claims submitted 
by the Contractor. The Department shall notify Contractor and allow Contractor an 
opportunity to comment to the Department when questions are posed by CMS, or 
when there is a federal deferral, withholding, or disallowance with respect to claims 
made by the Contractor. 

2. Contractor shall amend its subcontracts for covered services in order to provide 
sufficient funds to match allowable federal Medicaid reimbursements for any 
increase in provider· DMC services to beneficiaries. 

3. In the event that the Contractor fails to provide covered services in accordance with 
the provisions of this Contract, at the discretion of the State, Contractor may be 
required to forfeit its county realignment funds pursuant to Government Code 
Section 30027 .10 (a) through ( d) from the Behavioral Health Subaccount that is set 
aside for Drug Medi-Cal services and surrender its authority to function as the 
administrator of covered services in its service area. 

Section 3: Drug Medi-Cal Certification and Continued Certification 

A. DMC Certification and Enrollment 

1. The State will certify eligible providers to participate in the DMC program. 

2. The Department shall certify any county operated or non-governmental providers. 
This certification shall be performed prior to the date on which the Contractor begins 
to deliver services under this contract at these sites. 

3. Contractor shall require that providers of perinatal DMC services are properly 
certified to provide these services and comply with the requirements contained in 
Title 22, Section 51341.1, Services for Pregnant and Postpartum Women. 

4. Contractor shall require all the subcontracted providers of services to be licensed, 
registered, DMC certified and/or approved in accordance with applicable laws and 
regulations. Contractor's subcontracts shall require that providers comply with the 
following regulations and guidelines: 

(a) Title 21, CFR Part 1300, et seq., Title 42, CFR, Part 8; 
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(b) Drug Medi-Cal Certification Standards for Substance Abuse Clinics 
(Document 2E); 

(c) Title 22, CCR, Sections 51341.1, 51490.1, and 51516.1, (Document 2C); 

( d) Standards for Drug Treatment Programs (October 21, 1981) (Document 2F); 

(e) Title 9, CCR, Division 4, Chapter 4, Subchapter 1, Sections 10000, et seq; 
and 

(f) Title 22, CCR, Division~ Chapter~ sections 51000 et. seq. 

In the event of conflicts, the provisions of Title 22 shall control if they are more 
stringent. 

5. The Contractor shall notify the State Provider Enrollment Division (PED) of an 
addition or change of information in a Providers pending DMC certification 
application within 35 days of receiving notification from the Provider. The Contractor 
must ensure that a new DMC certification application is submitted to the State PED 
reflecting the change. 

6. The Contractor is responsible for ensuring that any reduction of covered services or 
relocations by providers are not implemented until approval is issued by the State. 
Within 35 days of receiving notification of a provider's intent to reduce covered 
services or relocate, the Contractor shall submit, or require the provider to submit, a 
DMC certification application to the State PED. The DMC certification application 
must be submitted to the State PED 60 days prior to the desired effective date of the 
reduction of covered services or relocation. 

7. If, at any time, a Subcontractor's license, registration, certification, or approval to 
operate a substance use treatment program or provide a covered service is 
revoked, suspended, modified, or not renewed outside of DHCS, the Contractor 
must notify DHCS Fiscal Management & Accountability Branch by e-mail at 
DHCSMPF@dhcs.ca.gov within two business days of knowledge of Section 3(A(7)) 
of Exhibit A, Attachment I-At. 

(a) A provider's certification to participate in the DMC program shall 
automatically terminate in the event that the provider or its owners, officers 
or directors are convicted of Medi-Cal fraud, abuse or malfeasance. For 
purposes of this section, a conviction shall include a plea of guilty or nolo 
contendere. 

B. Continued Certification 

1. All DMC certified providers shall be subject to continuing certification requirements 
at least once every five years. 
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, 2. The Department may allow the Contractor to continue delivering covered services to 
beneficiaries at a site subject to on-site review by the Department as part of the 
recertification process prior to the date of the on-site review, provided the site is 
operational, the certification remains valid, and has all required fire clearances. 

3. State will conduct recertification on-site visits at clinics for circumstances identified 
in the "Drug Medi-Cal Certification Standards for Substance Abuse Clinics" 
(Document 2E). Document 2E contains the appeal process in the event the State 
disapproves a provider's request for certification or recertification and shall be 
included in the Contractor's subcontracts. 

Section 4: Monitoring 

A. State Monitoring 

1. DHCS Monitoring Reviews and Financial Audits of Contractor 

The Department shall monitor the Contractor's operations for compliance with the 
provisions of this contract, and applicable federal and state law and regulations. 
Such monitoring activities shall include, but not be limited to, inspection and auditing 
of Contractor services, management systems and procedures, and books and 
records, as the Department deems appropriate, at any time during the Contractor's 
or facility's normal business hours. When monitoring activities identify areas of non
compliance, the Department shall issue reports to the Contractor detailing findings, 
recommendations, and corrective action. 

2. Post Service Post Payment Postservice Postpayment Utilization Reviews 

(a) After the DMC services have been rendered and paid, the Department shall 
conduct Post Service Post Payment Postservice Postpayment (PSPP) 
Utilization Reviews of the subcontracted DMC providers to determine 
whether the DMC services were provided in accordance with Title 22, 
Section 51341.1. The DHCS shall issue the PSPP report to the Contractor 
with a copy to subcontracted DMC provider. The Contractor shall be 
responsible for their subcontracted providers and their county:run programs 
to ensure any deficiencies are remediated pursuant to Sections 1 and 2 
herein. The Contractor shall attest the deficiencies have been remediated 
and are complete, pursuant to Section 4(A), Paragraph (c), herein. 

(b) State shall take appropriate steps in accordance with Title 22, CCR, Section 
51341.1 to recover payments made if subsequent investigation uncovers 
evidence that the claim(s) should not have been paid or that DMC services 
have been improperly utilized, and/or shall take the corrective action as 
appropriate. If programmatic or fiscal deficiencies are identified, the Provider 
shall be required to submit a Corrective Action Plan {CAP) to DHCS via the 
Contractor for approval the Contractor for review and approval prior to 
submission to DHCS for final approval. 
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i. Pursuant to CCR, Title 22, Section 51341.1(0), all deficiencies 
identified by the PSPP review, whether or not a recovery of funds 
results, must be corrected and the entity that provided the 
services must submit a Contractor-approved CAP to the .QMG 
PSPP Unit within ~O days of the date of the PSPP report. 

1. The plan shall: 

a. Address each demand for recovery of payment 
and/or programmatic deficiency; 

b. Provide a specific description of how the deficiency 
shall be corrected; and 

c. Specify the date of implementation of the 
corrective action. · 

d. Identify who will be responsible for correction 
and who will be responsible for on-going 
compliance. 

2. DHCS will provide written approval of the CAP to the 
Contractor with a copy to the Provider. If DHCS does not 
approve the CAP, DHCS will provide guidance on the 
deficient areas and request an updated CAP from the 
Contractor with a copy to the Provider. The entity that 
provided the services must submit an updated CAP to the 
DMC PSPP Unit within 30 days of notification. 

3. If the entity that provided the services, does not submit a 
CAP, or, does not implement the approved CAP 
provisions within the designated timeline, then DHCS may 
withhold funds from the Contractor until the tAe entity that 
provided the services is in compliance with Exhibit A, 
Attachment I Af, Part V, Section 4(A)(2). The State shall 
inform the Contractor when funds will be withheld. 

(c) Contractor and/or Subcontractor may appeal DMC dispositions concerning 
demands for recovery of payment and/or programmatic deficiencies of 
specific claims. Such appeals shall be handled pursuant to Title 22, CCR, 
Section 51341.1 ( q). This section shall not apply to those grievances or 
complaints arising from the financial findings of an audit or examination 
'made by or on behalf of the State pursuant to Exhibit B Af, Part II, Section 3, 
of this Contract. 
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( d) State shall monitor the Subcontractor's compliance with PSPP utilization 
review requirements in accordance with Title 22. Counties are also required 
to monitor of the Subcontractor's compliance pursuant to Section 4, 
Paragraph A.2, of this contract. The federal government may also review 
the existence and effectiveness of the State's utilization review system. 

( e) Contractor shall implement and maintain compliance with the system of 
review described in Title 22, Section 51341.1, for the purposes of reviewing 
the utilization, quality, and appropriateness of covered services and ensuring 
that all applicable Medi-Cal requirements are met. 

(f) Contractor shall assure that Subcontractor sites must keep a record of the 
clients/patients being treated at that location. Contractor shall retain client 
records for a minimum of three (3) years from the date of the last face-to
face contact. When an audit by the Federal Government or the State has 
been started before the expiration of the three-year period, the client records 
shall be maintained until completion of the audit and the final resolution of all 
issues as a result of the audit. 

3. Training 

(a) DHCS's Substance Use Disorder - Prevention, Treatment, and Recovery 
Services Division (SUD PTRSD) shall provide mandatory annual training to 
the Contractor on the requirements of Title 22 and the Drug Medi-Cal 
program requirements. 

(b) Contractor may request additional Technical Assistance or training from 
SUD PTRSD on an ad hoc basis. 

B. Contractor Monitoring 

1. Program Integrity: Contractor is responsible for ensuring program integrity of its 
services and its subcontracted providers through a system of oversight, which shall 
include at least the following: 

(a) Compliance with state and federal law and regulations, including, but not 
limited to, 42 CFR 433.32, 42 CFR 433.51, 42 CFR 431.800 et. seq., 42 
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et. seq., 42 CFR 456 et. seq., 
42 CFR 456.23, 22 CCR 51490, 22 CCR 51490.1, 22 CCR 51341.1, 22 
CCR 51159, WIC 14124.1, WIC 14124.2, 42 CFR 438.240(e), 42 CFR 
438.240(b)(3), 42 CFR 438.240, 42 CFR 438.416, 42 CFR 438-10, and 42 
CFR 438.206. 

(b) Contractor shall conduct, at least annually, an audit a utilization review of 
DMC providers to assure covered services are being appropriately rendered. 
The annual atidit review must include an on-site visit of the service provider. 
Reports of the annual attd-it-review shall be provided to the Department's 
Performance Management Branch at: 
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Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, Performance Management Branch 
Department of Health Care Services 
PO Box 997 413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov 

Alffiit..Review reports shall be provided to the State within 2 weeks of 
completion by the Contractor. 

Technical assistance is available to counties from DHCS SUD PTRSD. 

(c) Contractor shall ensure that DATAR submissions, detailed in Part Ill, 
Paragraph G of this contract are complied with by all treatment providers and 
subcontracted treatment providers. Contractor shall attest that each 
subcontracted provider is enrolled in DAT AR at the time of execution of the 
subcontract. 

( d) Contractor must monitor and attest compliance and/or completion by 
Providers with CAP requirements (detailed in Section 4, Paragraph (A)(2)(c)) 
of this Exhibit as required by any PSPP review. Contractor shall attest to 
DHCS, using the form developed by DHCS that the requirements in the CAP 
have been completed by the Contractor and/or the Provider. Submission of 
DHCS Form 8049 by Contractor must be accomplished within the timeline 
specified in the approved CAP, as noticed by DHCS. 

(e) Contractor shall attest that DMC claims submitted to the state have been 
subject to review and verification process for accuracy and legitimacy. (45 
CFR 430.30, 433.32, 433.51 ). Contractor shall not knowingly submit claims 
for services rendered to any beneficiary after the beneficiary's date of death, 
or from uncertified or decertified providers. 

2. Training to DMC Subcontractors 

(a) Contractor shall provide ensure that all Subcontractors receive training on 
the requirements of Title 22 regulations and DMC requirements at least 
annually:. to all subcontracted providers. Attendance Documented 
attendance of any subcontracted provider at the annual trainings offered by 
DHCS (specified in Section 4, paragraph (A) (3) of this contract) shall suffice 
to meet the requirements of this provision. Contractor shall report 
compliance with this section to DHCS annually as part of the DHCS County 
monitoring process. 
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(a) Contractor shall check the status of all providers monthly to ensure that they 
are continuing active participation in the DMC program. Any subcontracted 
provider who surrenders their certification or closes their facility must be 
reported by the Contractor to the Department DHCS' County Monitoring 
Unit within two (2) business days of notification or discovery. 

(b) During the monthly status check, the Contractor shall monitor for a triggering 
recertification event (change in ownership, change in scope of services, 
remodeling of facility, or change in location) and report any triggering events 
to the State DHCS' County Monitoring Unit within two (2) business days of 
notification or discovery. 

4. Program Complaints 

(a) All complaints received by Contractor regarding a DMC certified facility shall 
be forwarded to: 

Drug Medi-Cal Complaints are to be submitted to: 

Department of Heath Care Services 
P.O. Box 997413 
Sacramento, CA 95899-7413 
Call the Hotline 
Phone Toll-Free: (800) 822-6222 
Division Chief 
Substance Use Disorders Prevention, Treatment and Recovery 
Services Division 
Department of Health Care Services 
P.O. Box 99741d, MS# 2621 
Sacramento, CA 95899 741 d 

Complaints forResidential Adult Alcoholism or Drug Abuse Recovery or 
Treatment Facilities may also be made by telephoning the appropriate 
licensing branch listed below: 

SUD Compliance Division: 

Public Number: (916) 322-2911 
Toll Free Number: (877) 685-8333 

The Complaint Form is available and can also be submitted online at: 
http://www.dhcs.ca.gov/individuals/Pages/Sud-Complaints.aspx 

(b) Counties shall be responsible for investigating complaints and providing the 
results of all investigations to the Department e-mail address by secure, 
encrypted e-mail to: SUDCountyReports@dhcs.ca.gov within two (2) 
business days of completion. 
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(a) Contractor shall include instructions on record retention and include in any 
subcontract with providers the mandate to keep and maintain records for 
each service rendered, to whom it was rendered, and the date of service, 
pursuant to W&I Code, Section 14214.1 and 42 CFR 433.32; and 22 CCR 
section 51341 ;1. 

6. Subcontract Termination 

(a) The Contractor must notify .Q.HGS DHCS' County Monitoring Unit of the 
termination of any contract with a certified subcontracted provider, and the 
basis for termination of the contract, within two (2) business days. 

7. Corrective Action Plan 

(a) If the Contractor fails to ensure any of the foregoing oversight through an 
adequate system of monitoring, utilization review, and fiscal and 
programmatic controls, the Department may request a CAP from the 
Contractor to address these deficiencies and a timeline for implementation. 
Failure to submit a CAP or adhere to the provisions in the CAP can result in 
a withhold of SAPT funds allocated to Contractor for the provision of 
services, and/or termination of this contract for cause 

(b) Failure to comply with Monitoring requirements shall result in: 

i. DHCS shall issue a report to Contractor after conducting monitoring, 
utilization, or fiscal auditing reviews of a county. When the DHCS 
report identifies non-compliant services or processes, it shall require 
a CAP. The Contractor shall submit a CAP to DHCS within the 
following timeframes of reoeipt of the required by DHCS~. 

a. The CAP shall include~ a statement of the problem and the 
goal of the aotions the Contraster or its suboontrasted 
provider will take to oorrest the defisiensy or non compliance. 
The CAP shall: 

( 1) A statement of the deficiency; 
Address the speoifio actions to correot deficiency or 
non oomplianoe; 

Identify 1Nho/1nhich unit(s) will act; who/i.\'hioh unit(s) 
are acoountable for acting; and 

(2) A list of action steps to be taken to correct the 
deficiency; Provide a timeline to complete the 
aotions. 
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(3) Date of completion of each deficiency corrected; 

(4) Who will be responsible for correction and 
ongoing compliance. 

ii. DHCS will provide written approval of the CAP to the Contractor-a-AG 
the suboontraoted provider. If DHCS does not approve the CAP 
submitted by the Contractor, DHCS will provide guidance on the 
deficient areas and request an updated CAP from the Contractor with 
a new deadline for submission. 

iii. If the Contractor does not submit a CAP, or, does not implement the 
approved CAP provisions within the designated timeline, then the 
State may withhold funds until the Contractor is in compliance. The 
State shall inform the Contractor when funds will be withheld. 

Section 5: Investigations and Confidentiality of Administrative Actions 

A. Contractor acknowledges that if a DMC provider is under investigation by the State or any 
other state, local or federal law enforcement agency for fraud or abuse, the State may 
temporarily suspend the provider from the DMC program, pursuant to W &I Code, Section 
14043.36(a). Information about a provider's administrative sanction status is confidential 
until such time as the action is either completed or resolved. The DHCS may also issue a 
Payment Suspension to a provider pursuant to W&I Code, Section 14107.11 and Code of 
Federal Regulations, Title 42, section 455.23. The Contractor is to withhold payments from 
a DMC provider during the time a Payment Suspension is in effect. 

B. Contractor shall execute the Confidentiality Agreement, attached as Document 5A. The 
Confidentiality Agreement permits DHCS to communicate with Contractor concerning 
subcontracted providers that are subject to administrative sanctions. 
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EXHIBIT A, ATTACHMENT I A2 

DOCUMENTS INCORPORATED BY REFERENCE 

The following documents are hereby incorporated by reference into the County contract though 
they may not be physically attached to the contract but will be issued in a CD under separate 
cover: 

Document 1 A: 

Document 1 B: 

Document 1 C: 

Doeument 1 D(b): 

Document 1 F(a): 

Document 1 G: 

Document 1 H(a): 

Document 1 H(b ): 

Document 1 H(c): 

Document 1 J(a): 

Document 1 J(b ): 

Document 1 K: 

Document 1 P: 

Title 45, Code of Federal Regulations 96, Subparts C and L, Substance 
Abuse Prevention and Treatment Block Grant Requirements 

https://www.qpo.gov/fdsys/qranule/CFR-2005-title45-vol1/CFR-2005-title45-
vo11-part96 
http://viPN\V.aecoss.g po .gov,l/nara/c.fr/waisidx _ O 4/4 5c.fr96 _ 04 .html 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

https://www.law.cornell.edu/cfr/text/42/part-54 
http://\\WN.access.gpo.go\~1/nara/cfr/waisidx 04/42cfr54 04.html · 

Driving-Under-the-Influence Program Requirements 

SAPT Female Offender Treatment Project (FOTP) 

Reporting Requirement Matrix - County Submission Requirements for the 
Department of Health Care Services 

Perinatal Services Network Guidelines~ 2015 (for Non DMC Perinatal 
Programs) 

Service Code Descriptions 

Program Code Listing 

Funding Line Descriptions 

Non-Drug Medi-Cal Audit Appeals Process 

DMC Audit Appeals Process 

Drug and Alcohol Treatment Access Report (DAT AR) 

http://www.dhcs.ca.gov/provgovpart!Paqes/DATAR.aspx 

Alcohol and/or Other Drug Program Certification Standards 
(March 15, 2004) 

http://www.dhcs.ca.gov/provgovpart!Paqes/Facility Certification.aspx 
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Document 1T: 

Document 1V: 

Document 2A: 

Document 2C: 

Document 2E: 

Document 2F: 

Document 2K: 

Document 2L{a): 

Document 2L{b): 

Document 2P: 

Document 2P{a): 

Document 2P(b): 

Document 2P{c): 

Document 2P{d): 

Document 2P(e): 

Document 2P(f): 

CalOMS Prevention Data Quality Standards 

Youth Treatment Guidelines 
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http://www.dhcs.ca.gov/individuals/Documents/Youth Treatment Guidelines 
.pdf 

Sobky v. Smoley, Judgment, Signed February 1, 1995 

Title 22, California Code of Regulations 

http://ccr.oal.ca.gov 

Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated 
July 1, 2004) 

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Drug Medi
cal Certification Standards.pdf 

Standards for Drug Treatment Programs (October 21, 1981) 

http://www.dhcs.ca.gov/services/adp/Documents/DMCA Standards for Dru 
g Treatment Programs.pdf 

Multiple Billing Override Certification (MC 6700) 

Good Cause Certification (MG-6065A) 

Good Cause Certification (MG-60658) 

County Certification - Cost Report Year-End Claim For Reimbursement 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment - Non
Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment -
Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Non-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
- Nein-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
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Document 2P(g): 

Document 2P{h}: 

Document 2P(i): 

Document 3G: 

Document 3H: 

Document 3J: 

Document 30: 

Document3S 

Document3T 

Document 3T{a) 

Document3V 

Document 4A : 

Document4B : 

Document 4D : 

- Perinatal (form and instructions) 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit A, Attachment I A2 

Drug Medi-Cal Cost Report Forms - Residential - Perinatal (form and 
instructions) 

Drug Medi-Cal Cost Report Forms - Narcotic T.reatment Program - County -
Non-Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Narcotic Treatment Program - County
Perinatal (form and instructions) 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 4 
- Narcotic Treatment Programs 

http://www.calregs.com 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 8 
- Certification of Alcohol and Other Drug Counselors 

http://www.calregs.com 

CalOMS TreatmentData Collection Guide 

http://www.dhcs.ca.gov/provgovpart/Documents/CalOMS Tx Data Collection G 
uide JAN%202014.pdf 

Quarterly Federal Financial Managemeht Report (QFFMR) 2014-15 

http://www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx 

CalOMS Treatment Data Compliance Standards 

Non-Drug Medi-Cal and Drug Medi-Cal Local Assistance Funding Matrix 

SAPT Authorized and Restricted Expenditures Information (Nov 2012) 

Culturally and Linguistically Appropriate Services (CLAS) National Standards 

http://minorityhealth.hhs.gov/templates/browse. aspx?lvl=2&1vl ID= 15 

Drug Medi-Cal Claim Submission Certification - County Contracted Provider 
- DHCS Form MC 8186 with Instructions 

Drug Medi-Cal Claim Submission Certification - County Operated Provider -
DHCS Form MC 8187 with Instructions 

Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A) 
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Document 4E : 

Document 4F: 

Document SA : 
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Treatment Standards for Substance Use Diagnosis: A Guide for Services 
(Spring 201 O) 

Drug Medi-Cal (DMC) Services Quarterly Claim for Reimbursement of 
County Administrative Expenses (Form #MC 5312) 

Confidentiality Agreement 
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Contractor agrees to provide to the California Department of Health Care Services (DHCS) 
the services described herein. 

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 
10.5 of the Health and Safety Code (HSC) and with approval of Contractor's County Board 
of Supervisors (or designee) for the purpose of providing alcohol and drug services. State 
and the Contractor identified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 

State and the Contractor enter into this contract for the purpose of identifying and providing 
for covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's 
service area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code 
(hereinafter referred to as HSC}, Sections 14124 .20, 14021.51 :... 14021.53, and 14124.20-
14124.25 of the Welfare and Institutions Code (hereinafter referred to as W&IC), and Title 
22 of the California Code of Regulations (hereinafter referred to as Title 22), Sections 
51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by authority of Title 45 of the Code of 
Federal Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment 
Block Grants (SAPT Block Grant) for the purpose of planning, carrying out, and evaluating 
activities to prevent and treat substance abuse. SAPT Block Grant recipients must adhere 
to SAMHSA's National Outcome Measures (NOMs). 

The objective is to make substance use treatment services available to Medi-Cal and other 
non-DMC beneficiaries through utilization of federal and state funds available pursuant to 
Title XIX and Title XXI of the Social Security Act and the SAPT Block Grant for 
reimbursable covered services rendered by certified DMC providers. 

2. Service Location 

The services shall be performed at applicable facilities in the County of San Francisco. 

3. Service Hours 

The services shall be provided during the working hours and days as defined by the 
Contractor. 
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A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 
Contract/Grant Manager: Mike Reeves 
Telephone: (916) 327-2696 
Fax: (916) 322-1176 
Email: Michael.reeves@dhcs.ca.gov 

B. Direct all inquiries to: 

Department of Health Care Services 

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: Robert Strom 
Mail Station Code 2624 
P.O. Box 997413 
Sacramento, CA, 95899-7777 

Telephone: (916) 327-2699 
Fax: (916) 322-1176 
Email: Robert.Strom@dhcs.ca.gov 

Contractor's/Grantee's Name 
County Administrator 
Telephone: (415) 255-3601 
Fax: ( 415) 255-3567 

Contractor's/Grantee's Name 

Medical Director, Substance Use Services 
Department of Public Health 

Attention: County AOD Program Administrator 
1380 Howard Street, Room 221 
San Francisco, CA 94103 

Telephone: (415) 255-3601 
Fax: ( 415} 255-3567 

C. Either party may make changes to the information above by giving written notice to the 
other party. Said changes shall not require an amendment to this Agreement. 

5. See Exhibit A, Attachment I, for a detailed description of the services to be performed. 
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1. Amendment Process 
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A. Both the Contractor and the State may agree to amend or renegotiate the Contract. 

B. Should either party, during the term of this Agreement, desire a change or amendment to 
the terms of this Agreement, such changes or amendments shall be proposed in writing to 
the other party, who will respond in writing as to whether the proposed 
changes/amendments are accepted or rejected. If accepted and after negotiations are 
concluded, the agreed upon changes shall be made through the State's official agreement 
amendment process. No amendment will be considered binding on either party until it is 
formally approved by the both parties and the Department of General Services (DGS}, if 
DGS approval is required. 

C: Contract amendments will be required to change encumbered amounts for each year of a 
multi-year contract period, of which the first amendment will be based on the Governor's 
Budget Act allocation of that specific fiscal year. The signed contract from the Contractor will 
be due to the Department of Health Care Services within 90 days from the issuance to the 
County. If the signed Contract from the Contractor is not received within 90 days from the 
issuance to the County, DHCS may withhold all non-DMC payments under Exhibit B of this 
Contract until the required amendment is received by the State. 

D. Contract amendments may be requested by the Contractor until May 1 of each of the 
contract's fiscal years. An amendment proposed by either the Contractor or the State shall 
be forwarded in writing to the other party. 

1) The proposed amendment submitted by Contractor shall include the proposed 
changes, and a statement of the reason and basis for the proposed change. 

2) Amendments shall be duly approved by the County Board of Supervisors or its 
authorized designee, and signed by a duly authorized representative. 

E. Con'tractor acknowledges that any newly allocated funds that are in excess of the initial 
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable 
contract amendment on or before June 30, 201aI. 

F. State may settle costs for substance use disorder services based on the year-end cost 
settlement report as the final amendment to the approved single State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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8. DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS 
substantially fails to perform its responsibilities as provided herein. 

C. The term "for cause" shall mean that the Contractor fails to meet the terms, conditions, 
and/or responsibilities of this Agreement. 

D. Agreement termination or cancellation shall be effective as of the date indicated in DHCS' 
notification to the Contractor. The notice shall stipulate any final performance, invoicing or 
payment requirements. 

E. Upon receipt of a notice of termination or cancellation, the Contractor shall take immediate 
steps to stop performance and to cancel or reduce subsequent agreement costs. 

F. In the event of early termination or cancellation, the Contractor shall be entitled to payment 
for all allowable costs authorized under this Agreement and incurred up to the date of 
termination or cancellation, including authorized non-cancelable obligations, provided such 
expenses do not exceed the stated maximum amounts payable. 

G. In the event of changes in law that affect provisions of this Contract, the parties agree to 
amend the affected provisions to conform to the changes in law retroactive to the effective 
date of such changes in law. The parties further agree that the terms of this Contract are 
severable and in the event that changes in law render provisions of the Contract void, the 
unaffected provisions and obligations of this Contract will remain in full force and effect. 

H. The following additional provisions regarding termination apply only to Exhibit A, Attachment 
I, Part V, of this Contract: 

1) In the event the federal Department of Health and Human Services (hereinafter 
referred to as DHHS), or State determines Contractor does not meet the 
requirements for participation in the DMC Treatment Program, State will terminate 
payments for services provided pursuant to Exhibit A, Attachment I, Part V, of this 
Contract for cause. 

2) All obligations to provide covered services under this Contract will automatically 
terminate on the effective date of any termination of this Contract. Contractor will be 
responsible for providing or arranging for covered services to beneficiaries until the 
effective date of termination or expiration of the Contract. 

Contractor will remain liable for processing and paying invoices and statements for 
covered services and utilization review requirements prior to the expiration or 
termination until all obligations have been met. 

3) In the event Exhibit A, Attachment I, Part V, of this Contract is nullified, Contractor 
shall refer DMC clients to providers who are certified to provide the type(s) of 
services the client has been receiving. 

I. In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program 
records pertaining to the performance of this Contract to the State, which will retain the 
records for the required retention period. 
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A. DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor, 
subcontractors, or employees, officers and directors of the Contractor or 
subcontractors. Thus, DHCS reserves the right to determine, at its sole discretion, whether 
any information, assertion or claim received from any source indicates the existence of a 
real or apparent conflict of interest; and, if a conflict is found to exist, to require the 
Contractor to submit additional information or a plan for resolving the conflict, subject to 
DHCS review and prior approval. 

B. Conflicts of interest include, but are not limited to: 

1) An instance where the Contractor or any of its subcontractors, or any employee, 
officer, or director of the Contractor or any subcontractor has an interest, financial or 
otherwise, whereby the use or disclosure of information obtained while performing 
services under the Agreement would allow for private or personal benefit or for any 
purpose that is contrary to the goals and objectives of the Agreement. 

2) An instance where the Contractor's or any subcontractor's employees, officers, or 
directors use their positions for purposes that are, or give the appearance of being, 
motivated by a desire for private gain for themselves or others, such as those with 
whom they have family, business or other ties. 

C. If DHCS is or becomes aware of a known or suspected conflict of interest, the Contractor will 
be given an opportunity to submit additional information or to resolve the conflict. A 
Contractor with a suspected conflict of interest will have five (5) working days from the date 
of notification of the conflict by DHCS to provide complete information regarding the 
suspected conflict. If a conflict of interest is determined to exist by DHCS and cannot be 
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the 
Agreement. DHCS may, at its discretion upon receipt of a written request from the 
Contractor, authorize an extension of the timeline indicated herein. 

D. Contractor acknowledges that state laws on conflict of interest, found in the Political Reform 
Act, Public Contract Code Section 10365.5, and Government Code Section 1090, apply to 
this Contract. 

4. Freeze Exemptions 

(Applicable only to local government agencies.) 

A. Contractor agrees that any hiring freeze adopted during the term of this Agreement shall not 
be applied to the positions funded, in whole or part, by this Agreement. 

B. . Contractor agrees not to implement any personnel policy, which may adversely affect 
performance or the positions funded, in whole or part, by this Agreement. 
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C. · Contractor agrees that any travel freeze or travel limitation policy adopted during the term of 
this Agreement shall not restrict travel funded, in whole or part, by this Agreement. 

D. Contractor agrees that any purchasing freeze or purchase limitation policy adopted during 
the term of this Agreement shall not restrict or limit purchases funded, in whole or part, by 
this Agreement. 

5. Domestic Partners 

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed 
or amended after January 1, 2007, for the acquisition of goods or services in the amount of 
$100,000 or more with a contractor who, in the provision of benefits, discriminates between 
employees with spouses and employees with domestic partners, or discriminates between domestic 
partners and spouses of those employees. 

6. Force Majeure 

Neither party shall be responsible for delays or failures in performance resulting from acts beyond 
the control of the offending party. Such acts shall include but not be limited to acts of God, fire, 
flood, earthquake, other natural disaster, nuclear accident, strike, lockout, riot, freight, :embargo, 
related:utility, or governmental statutes or regulations super-imposed after the fact. If a delay or 
failure in performance by the Contractor arises out of a default of its Subcontractor, and if such 
default of its Subcontractor, arises out of causes beyond the control of both the Contractor and 
Subcontractor, and without the fault or negligence of either of them, the Contractor shall not be 
liable for damages of such delay or failure, unless the supplies or services to be furnished by the 
Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet . 
the required performance schedule. 
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Part I - General Fiscal Provisions 

Section 1 - General Fiscal Provisions 

A. Fiscal Provisions 
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For services satisfactorily rendered, and upon receipt and approval of documentation as 
identified in Exhibit A, Attachment IM, Part Ill, DHCS agrees to compensate the 
Contractor for actual expenditures incurred in accordance with the rates and/or allowable 
costs specified herein. 

B. Use of State General Funds 

Contractor may not use allocated Drug Medi-Cal State General Funds to pay for any non
Drug Medi-Cal services. 

C. Funding Authorization 

Contractor shall bear the financial risk in providing any substance use disorder services 
covered by this Contract. 

D. Availability of Funds 

It is understood that, for the mutual benefit of both parties, this Contract may have been 
written before ascertaining the availability of congressional appropriation of funds in order to 
avoid program and fiscal delays that would occur if this Contract were not executed until 
after that determination. If so, State may amend the amount of funding provided for in this 
Contract based on the actual congressional appropriation. 

E. Subcontractor Funding Limitations 

Pursuant to HSC Section 11818 .{!ll(2)(A), Contractor shall reimburse its Subcontractors 
that receive a combination of Drug Medi-Cal funding and other federal.or county 
realignment funding for the same service element and location based on the 
Subcontractor's actual costs in accordance with. Medicaid reimbursement requirements as 
specified in Title XIX or Title XXI of the Social Security Act; Title 22, and the State's 
Medicaid Plan. Payments at negotiated rates shall be settled to actual cost at year-end. 
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It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreement does not appropriate sufficient funds for the program, this 
Agreement shall be of no further force and effect. In this event, DHCS shall have no liability 
to pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contractor shall not be obligated to perform any provisions of this 
Agreement. 

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this 
program, DHCS shall have the option to either cancel this Agreement with no liability 
occurring to DHCS, or offer an amended agreement amendment to Contractor to reflect the 
reduced amount. 

G. Expense Allowability I Fiscal Documentation 

1. Invoices, received from a Contractor and accepted and/or submitted for payment by 
DHCS, shall not be deemed evidence of allowable agreement costs. 

2. Contractor shall maintain for review and audit and supply to DHCS upon request, 
adequate documentation of all expenses claimed pursuant to this Agreement to 
permit a determination of expense allowability. 

3. If the allowability or appropriateness of an expense cannot be determined by DHCS 
because invoice detail, fiscal records, or backup documentation is nonexistent or 
inadequate according to generally accepted accounting principles, and generally 
accepted governmental audit standards, all questionable costs may be disallowed 
and payment may be withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionable expense, reimbursement may resume for 
the amount substantiated and deemed allowable. 

4. Costs and/or expenses deemed unallowable are subject to recovery by DHCS. 

H. Maintenance of Effort for SAPT Block Grant 

1. Notwithstanding any other provision in this contract, the Director may reduce federal 
funding allocations, on a dollar-for-dollar basis, to a county that has a reduced or 
anticipates reduced expenditures in a way that would result in a decrease in tAe 
California's receipt of federal Substance Abuse Prevention and Treatment Block 
Grant funds (42 U.S.C. Sect 300x-30). 

2. Prior to making any reductions pursuant to this subdivision, the Director shall notify 
all counties that county underspending will reduce the federal Substance Abuse 
Prevention and Treatment Block Grant maintenance of effort (MOE). Upon receipt 
of notification, a county may submit a revision to the county budget initially 
submitted pursuant to subdivision (a) of Section 4-i97S 11798 in an effort to 
maintain the statewide SAPT Block Grant MOE. 
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3. Pursuant to 45 CFR 96.124 C 1-3 the Contractor shall expend a specified 
percentage of SAPT Block Grant funds for perinatal services, pregnant 
women, and women with dependent children each state fiscal year (SFY). The 
Contractor shall expend that percentage of SAPT Block Grant funds by, either 
establishing new programs or expanding the capacity of existing programs. 
In accordance with 45 CFR 96.124 (c)(1-3), the Contractor shall calculate the 
percentage of funds to be expended for perinatal services, pregnant women, 
and women with dependent children in the manner described in Exhibit G: 
County Share of SAPT Block Grant Women Services Expenditure 
Requirement. 

4. Pursuant to subdivision (b) of Section 11978.1 11798.1, a county shall notify the 
Department in writing of proposed local changes to the county's expenditure of 
funds. The Department shall review and may approve the proposed local changes 
depending on the level of expenditures needed to maintain the statewide SAPT 
Block Grant MOE. 

I. Effective the date of execution of this Contract, nothing in this Contract waives the 
protections provided to Contractor under Section 36 of article XIII of the California 
Constitution ("Proposition 30"). Except where specifically stated in the terms of this 
contract, Contractor's performance of any additional legal requirements, including, but not 
limited to court-ordered requirements and statutory or regulatory amendments, is subject to 
Proposition 30's funding requirements. 

Section 2 - General Fiscal Provisions - Non-Drug Medi-Cal 

A Revenue Collection 

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC, 
Sections 11841, by raising revenues in addition to the funds allocated by the State. These 
revenues include, but are not limited to, fees for services, private contributions, grants, or 
other governmental funds. These revenues shall be used in support of additional alcohol 
and other drug services or facilities. Each alcohol and drug program shall set and collect 
client fees based on the client's ability to pay. The fee requirement shall not apply to 
prevention and early intervention services. Contractor shall identify in its annual cost report 
the types and amounts of revenues collected. 

B. Cost Efficiencies 

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units 
of service shall be met by the non-DMC funds allocated to the Contractor and other 
Contractor or Subcontractor revenues. Amounts awarded pursuant to Exhibit A, 
Attachment I Af, Part IV, shall not be used for services where payment has been made, or 
can reasonably be expected to be made under any other state or federal compensation or 
benefits program, or where services can be paid for from revenues. 
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A. Return of Unexpended Funds 
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Contractor assumes the total cost of providing covered services on the basis of the 
payments delineated in this Exhibit BM, Part II. Any State General Funds or federal 
Medicaid funds paid to the Contractor, but not expended for DMC services shall be returned 
to the State. 

B. Amendment or Cancellation Due to Insufficient Appropriation 

This Contract is valid and enforceable only if sufficient funds are made available to the 
State by the United States Government for the purpose of the DMC program. It is mutually 
agreed that if the Congress does not appropriate sufficient funds for this program, State has 
the option to void this contract or to amend the Contract to reflect any reduction of funds. 

C. Exemptions 

Exemptions to the provisions of Item B above, of this Exhibit, may be granted by the 
California Department of Finance provided that the Director of DHCS certifies in writing that 
federal funds are available for the term of the contract. 

D. Allowable costs 

Allowable costs, as used in Section 51516.1 of Title 22 shall be determined in accordance 
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services 
(CMS), "Medicare Provider Reimbursement Manual (Publication Number 15)," which can 
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.gov." In 
accordance with W&IC Sections 14132.44 and 14132.47, funds allocated to the Contractor 
for DMC services, including funding for alcohol and other drug services for pregnant and 
postpartum women pursuant to Title 22, Section 51341.1 ( c), may not be used as match for 
targeted case management services or for Medi-Cal administrative activities. 
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Section 1. General Reimbursement 

A. Prompt Payment Clause 
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Payment will be made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with Section 927. 

B. Amounts Payable 

1. The amount payable under this Agreement shall not exceed the amount identified 
on the Standard Agreement. 

2. Reimbursement shall be made for allowable expenses up to the amount annually 
encumbered commensurate with the state fiscal year in which services are 
performed and/or goods are received. 

3. The funds identified for the fiscal years covered by under this Section, within this 
Exhibit, are subject to change depending on the availability and amount of funds 
appropriated by the Legislature and the Federal Government. The amount of funds 
available for expenditure by the Contractor shall be limited to the amount identified 
in the final allocations issued by the State for that fiscal year or the non-DMC 
amount, whichever is less. Changes to allocated funds will require written 
amendment to the Contract. 

4. ·For each fiscal year, the State may settle costs for services based on each fiscal 
year year-end cost settlement report as the final amendment for the specific fiscal 
year cost settlement report to the approved single state/county contract. 

Section 2. Non-Drug Medi-Cal 

A. Amounts Payable for Non-Drug Medi-Cal 

1. State shall reimburse the Contractor monthly in arrears an amount equal to one
twelfth of the maximum amount allowed pursuant to Exhibit B Af of the contract or 
the most recent allocation based on the Budget Act Allocation, whichever is less. 
Final allocations will reflect any increases or reductions in the appropriations as 
reflected in the State Budget Act allocation and any subsequent allocation revisions. 

2. Monthly disbursement to the Contract at the beginning of each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detailed in this 
Exhibit. 

3. However, based on the expenditure information submitted by the counties in the 
Quarterly Federal Financial Management Report (QFFMR) (Document 30), State 
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may adjust monthly payments of encumbered block grant federal funds to extend 
the length of time (not to exceed 21 months) over which payments of federal funds 
will be made. 

4. Monthly disbursements to the Contractor at the beginning qf each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detailed in Exhibit 
BAf. 

5. State may withhold monthly non-DMC payments if the Contractor fails to: 

(a) timety submit timely reports and data required by the State, including but not 
limited to, reports required pursuant to Exhibit A, Attachment I Af, Part Ill. 

(b) submit the contract amendment within 90 days from issuance from the State 
to the Contractor. 

(c) submit and attest the completion of Corrective Action Plans for services 
provided pursuant to this contract 

6. Upon the State's receipt of the complete and accurate reports, data, or signed 
contract, the Contractor's monthly payment shall commence with the next scheduled 
monthly payment, and shall include any funds withheld due to late submission of 
reports, data and/or signed contract. 

7. Adjustments may be made to .the total of the Contract and amounts may be withheld 
from payments otherwise due to the Contractor hereunder, for nonperformance to 
the extent that nonperformance involves fraud, abuse, or failure to achieve the 
objectives of the provisions of Exhibit A, Attachment I Af, Part IV. 

B. Payment Provisions 

For each fiscal year, the total amount payable by the State to the Contractor for services 
provided under Exhibit A, Attachment I Af, Part IV, shall not exceed the encumbered 
amount. The funds identified for the fiscal years covered by Exhibit A, Attachment I Af, 
Part IV, are subject to change depending on the availability and amount of funds 
appropriated by the Legislature and the Federal Government. Changes to encumbered 
funds will require written amendment to the Contract. State may settle costs for non-DMC 
services based on the year-end cost settlement report as the final amendment to the 
approved single state/county contract. 

C. In the even! of a contract amendment.1. is!! required pursuant to .Qy the preceding 
paragraph, Contactor shall submit to the State information as identified in Exhibit E, Section 
1.D. To the extent the Contractor is notified of the State Budget Act allocation prior to the 
execution of the Contract, the State and the Contractor may agree to amend the contract 
after the issuance of the first revised Budget Act allocation. 
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Any interest accrued from State-allocated funds and retained by the Contractor must be 
used for the same purpose as the State allocated funds from which the interest was 
accrued. 

E. Expenditure Period 

Substance Abuse Prevention and Treatment (SAPT} Block Grant funds are allocated based 
upon the Federal Grant award period. These funds must be expended for activities 
authorized pursuant to 42 USC Sections 300x-21(b) through 300x-66; and Title 45, CFR, 
Subpart L, within the availability period of the grant award. Any SAPT Block Grant funds 
that have not been expended by a Contractor at the end of the expenditure period identified 
below shall be returned to the State for subsequent return to the Federal government. 

1. The expenditure period of the FFY 2014 award is October 1, 2013 through 
June 30, 2015. 

2. The expenditure period of the FFY 2015 award is October 1, 2014 through 
June 30, 2016. 

3. The expenditure period of the FFY 2016 award is October 1, 2015 through 
June 30, 2017. 

4. The expenditure period of the FFY 2017 award is October 1, 2016 through 
June 30, 2018. 

5. The expenditure period of the FFY 2018 award is October 1, 2017 through 
June 30, 2019. 

F. Contractors receiving SAPT Block Grant funds shall comply with the financial management 
standards contained in Title45, CFR, Part 92, Sections 92.20(b)(1) through (6), and Title 
45, CFR, Part 96, Section 96.30. 

G. Non-profit Subcontractors receiving SAPT Block Grant funds shall comply with the financial 
management standards contained in Title 45, CFR, Part 74, Sections 74.21(b)(1) through 
(4) and (b)(7), and Part 96, Section 96.30. 

H. Contractors receiving SAPT Block Grant funds shall track obligations and expenditures by 
individual SAPT Block Grant award, including, but not limited to, obligations and 
expenditures for primary prevention, services to pregnant women and women with 
dependent children. "Obligation" shall have the same meaning as used in Title 45, CFR, 
Part 92, Section 92.3." 

Additionally, Contractors expending SAPT Block Grant HIV Set Aside funds for HIV Early 
Intervention Services are required to collect data regarding their use of HIV Set-Aside funds 
and to report this data to the State. 
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Pursuant to 42 U.S.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided 
by the Agreement on the following activities: 

1. Provide inpatient services; 

2. Make cash payment to intended recipients of health services; 

3. Purchase or improve land, purchase, construct or permanently improve (other than 
minor remodeling) any building or other facility or purchase major medical 
equipment; 

4. Satisfy any requirement for the expenditure of non+federal funds as a condition for 
the receipt of .J=.federal funds; 

5. Provide financial assistance to any entity other than a public or nonprofit private 
entity; 

6. Pay !he salary of an individual through a grant or other extramural mechanism at a 
rate in excess of level I of the Executive Salary Schedule for the award year: see 
http://grants.nih.gov/grants/policy/salcap summarv.htm; 

7. Purchase treatment services afl€I. in penal or correctional institutions of this State of 
California; and 

8. Supplant state funding of programs to prevent and treat substance abuse and 
related activities. 

Section 3. Drug Medi-Cal 

A. To the extent that the Contractor provides the covered services in a satisfactory manner 
and in accordance with the terms and conditions of this Contract, the State agrees to pay 
the Contractor federal Medicaid funds according to Exhibit A, Attachment I Af, Part Ill. 
Subject to the availability of such funds, Contractor shall receive federal Medicaid funds 
and/or State General Funds for allowable expenditures as established by the federal 
government and approved by the State, for the cost of services rendered to beneficiaries. 

B. Any payment for covered services rendered pursuant to Exhibit A, Attachment I Af, Part V, 
shall only be made pursuant to applicable provisions of Title XIX or Title XXI of the Social 
Security Act; the W &IC; the HSC; California's Medicaid State Plan; and Sections 51341.1, 
51490.1, 51516.1, and 51532 of Title 22. 

C. It is understood and agreed that failure by the Contractor or its Subcontractors to comply 
with applicable federal and state requirements in rendering covered services shall be 
sufficient cause for the State to deny payments to and/or recover payments from the 
Contractor and/or terminate the Contractor or its Subcontractor from DMC program 
participation. If the State or the Department of Health and Human Services (DHHS) 
disallows or denies payments for any claim, Contractor shall repay to the State the federal 
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Medicaid funds and/or State General Funds it received for all claims so disallowed or 
denied. The overpayment shall be recovered by any of the methods allowed in Title 22, 
CCR, Sections 51047(a) and (b). 

D. Before such denial, recoupment, or disallowances are made, State shall provide the 
Contractor with written notice of its proposed action. Such notice shall include the reason 
for the proposed action and shall allow the Contractor sixty (60) days to submit additional 
information before the proposed action is taken, as required in Title 22, CCR, Section 
51047(a). This requirement does not apply to the DMC Post Service Post Payment 
Utilization Reviews. 

E. The State shall refund to the Contractor any recovered Federal Drug Medi-Cal overpayment 
that is subsequently determined to have been erroneously collected, together with interest, 
in accordance with Title 22, CCR, Section 51047(e). 

F. Contractor shall be reimbursed by the State on the basis of its actual net reimbursable cost, 
not to exceed the unit of service maximum rate. 

G. Claims submitted to the contractor by a sub-contracted provider that is not certified or 
whose certification has been suspended pursuant to the Welfare and Institutions Code 
section 14107.11, and Code of Federal Regulations, Title 42, section 455.23 shall not be 
certified or processed for federal or state reimbursement by the contractor. Payments for 
any DMC services shall be held by the Contractor until the payment suspension is resolved. 

H. In the event a contract amendment is required pursuant to the preceding paragraph, 
Contractor shall submit to the State information as identified in Exhibit E, Section 1.D. To 
the extent the Contractor is notified of the State Budget Act allocation prior to the execution 
of the Contract, the State and the Contractor may agree to amend the contract after the 
issuance of the first revised allocation. 

I. Reimbursement for covered services, other than NTP services, shall be limited to the lower 
of: 

1. the provider's usual and customary charges to the general public for the same or 
similar services; 

2. the provider's actual allowable costs; or 

3. the DMC SMA for the modality. 

J. Reimbursement to NTP's shall be limited to the lower of either the USDR rate, pursuant to 
W&IC Section 14021.51(h), or the provider's usual and customary charge to the general 
public for the same or similar service. However, reimbursement paid by a county to an NTP 
provider for services provided to any person subject to Penal Code Sections 1210.1 or 
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or 
customary charge to the general public. (W&IC Section 14021.51(h}(2)(A)). 
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K. State shall reimburse the Contractor the State General Funds and/or federal Medicaid 
amount of the approved DMC claims and documents submitted in accordance with Exhibit 
A, Attachment I Af, Part Ill. 

L. State will adjust subsequent reimbursements to the Contractor to actual allowable costs. 
Actual allowable costs are defined in the Medicare Provider Reimbursement Manual (CMS
Pub.15), which can be obtained from the Centers for Medicare & Medicaid SeNices, 
Baltimore, Maryland, or www.cms.hhs.gov. 

M. Contractors and Subcontractors must accept, as payment in full, the amounts paid by the 
State in accordance with Title 22, CCR, Section 51516.1, plus any cost sharing charges 
(deductible, coinsurance, or copayment) required to be paid by the client. However, 
Contractors and Subcontractors may not deny seNices to any client eligible for DMC 
seNices on account of the client's inability to pay or location of eligibility. Contractors and 
Subcontractors may not demand any additional payment from the State, client, or other 
third party payers. 

Section 4. Drug Medi-Cal Direct Provider Contracts 

A. Pursuant to W&IC 14124.21, DHCS shall contract with qualified DMC providers within the 
county when a county does not contract to operate DMC seNices, in whole or in part. 

B. The State will invoice the Contractor for the county realignment share of approved DMC 
claims received by the State from the State's subcontractor. Contractor shall reimburse the 
State for the county realignment share of the approved DMC claims within 30 days of 
receipt of the invoice. If Contractor does not reimburse the State within 30 days of receipt 
of the invoice, the State may offset the amount owed from any other funding owed to 
Contractor by the State or any other State agency. The parties acknowledge that the 
State's subcontractor shall be responsible for repayment of any disallowed claims. 
However, in no event shall the State be liable for Medicaid reimbursement for any 
disallowed claims. 

1. Any Contractor contracting with the State for the provision of seNices through NTP 
providers may receive reimbursement of the NTP administrative rate. 

2. As a result of the direct contract provider's settled cost report, any County 
Realignment funds owed to the direct contract provider will be handled through an 
invoice process to the Contractor. Additionally, as a result of the direct contract 
provider's settled cost report, any County Realignment funds owed to the State will 
be returned to the Contractor. 
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A. In addition to the requirements identified below, the Contractor and its Subcontracts are 
required to meet the audit requirements as delineated in Exhibit C, General Terms and 
Conditions, and Exhibit D(F), Special Terms and Conditions, of this Contract. 

B. All expenditures of county realignment funds, state and federal funds furnished to the 
Contractor and its Subcontractors pursuant to this Contract are subject to audit by the 
State. Such audits shall consider and build upon external independent audits performed 
pursuant to audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised December 2013) and/or any independent Contractor audits or reviews. 
Objectives of such audits may include, but not limited to, the following: 

1. To determine whether units of service claimed/reported are properly documented by 
service records and accurately accumulated for claiming/reporting; 

2. To validate data reported by the Contractor for prospective contract negotiations; 

3. To provide technical assistance in addressing current year activities and providing 
recommendation on internal controls, accounting procedures, financial records, and 
compliance with laws and regulations; 

4. · To determine the cost of services, net of related patient and participant fees, third
party payments, and other related revenues and funds; 

5. To determine that expenditures are made in accordance with applicable state and 
federal laws and regulations and contract requirements, and/or; 

6. To determine the facts in relation to analysis of data, complaints, or allegations, 
which may be indicative of fraud, abuse, willful misrepresentation, or failure to 
achieve the Contract objectives of Exhibit C and D(F). 

C. Unannounced visits may be made at the discretion of the State. 

D. The refusal of the Contractor or its Subcontractors to permit access to and inspection of 
electronic or print books and records, physical facilities, and/or refusal to permit interviews 
with employees, as described in this part constitutes an express and immediate material 
breach of this Contract and will be sufficient basis to terminate the Contract for cause or 
default. 

E. Reports of audits conducted by the State shall reflect all findings, recommendations, 
adjustments and corrective action as a result of it's finding in any areas. 
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A. Pursuant to OMB Circular A-133 §_.400(d)(3), Contractor shall monitor the activities of all 
of its Subcontractors to ensure that: 

1. Subcontractors are complying with program requirements and achieving 
performance goals 

2. Subcontractors are complying with fiscal requirements, such as having appropriate 
fiscal controls in place, and are using awards for authorized purposes. 

B. Contractor can use a variety of monitoring mechanism, including limited scope audits, on
site visits, progress reports, financial reports, and review of documentation support requests 
for reimbursement, to meet the Contractor's monitoring objectives. The Contractor may 
charge federal awards for the cost of these monitoring procedures as outlined in OMB 
Circular A-133. 

C. The Contractor shall submit to the State a copy of the procedures and any other monitoring 
mechanism used to monitor non-profit Subcontracts at the time of the County's annual site 
visit or within 60 days thereafter. Contractor shall state the frequency that non-profit 
Subcontracts are monitored. 

D. Limited scope audits, as defined in the OMB Circular A-133, only include agreed-upon 
engagements that are (1) conducted in accordance with either the American Institute of 
Certified Public Accountants generally accepted auditing standards or attestation 
standards; (2) paid for and arranged by pass-through entities (counties); and (3) address 
one or more of the following types of compliance requirements: (i) activities allowed or 
unallowed; (ii) allowable costs/cost principals; (iii) eligibility; (9v) matching, level of effort 
and earmarking; and (v) reporting. 

E. On-site visits focus on compliance and controls over compliance areas. The reviewer must 
make site visits to the subcontractor locations(s), and can use a variety of monitoring 
mechanism to document compliance requirements. The finding and the corrective action 
will require follow-up by the Contractor. 

F. Contractor shall be responsible for any disallowance taken by the Federal Government, the 
State, or the California State Audit.Qr, as a result of any audit exception that is related to the 
Contractor's responsibilities herein. Contractor shall not use funds administered by the 
State to repay one federal funding source with funds provided by another federal funding 
source, to repay federal funds with state funds, or to repay state funds with federal funds. 
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution 
of an audit appeal. Contractor agrees to develop and implement any corrective action 
plans in a manner acceptable to the State in order to comply with recommendations 
contained in any audit report. Such corrective action plans shall include time-specific 
objectives to allow for measurement of progress and are subject to verification by the state 
within one year from the date of the plan. 

Page 12 of 20 



County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit B A2 

If differences cannot be resolved between the State and Contractor regarding the terms of 
the financial audit settlements for funds expended under Exhibit A, Attachment I Af, Part 
IV, Contractor may request an appeal in accordance with the appeal process described in 
Document 1J(a), "Non-DMC Audit Appeal Process," incorporated by this reference. When 
a financial audit is conducted by the Federal Government, the State, or the California State 
Auditor directly with a Subcontractor of the Contractor, and if the Subcontractor disagrees 
with audit disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1 J(a). Contractor shall include a provision in its subcontracts regarding the process by 
which its Subcontractors may file an appeal via the Contractors. 

G. Contractors that conduct financial audits of Subcontractors, other than a Subcontractor 
whose funding consists entirely of non-Department funds, shall develop a process to 
resolve disputed financial findings and notify Subcontractors of their appeal rights pursuant 
to that process. This section shall not apply to those grievances or compliances arising 
from the financial findings of an audit or examination made by or on behalf of the State 
pursuant to Article IV of this Contract. 

H. Pursuant to OMB Circular A-133, State may impose sanctions against the Contractor for 
not submitting single or program-specific audit reports, or failure to comply with all other 
audit requirements. The sanctions shall include: 

1. Withholding a percentage of federal awards until the audit is completed satisfactorily 

2. Withhold or disallowing overhead costs 

3. Suspending federal awards until the audit is conducted; or 

4. Terminating the federal award 

Section 3. Drug Medi-Cal Financial Audits 

A. In addition to the audit requirements set forth in Exhibit D(F), State may also conduct 
financial audits of DMC programs, exclusive of NTP services, to accomplish any of, but not 
limited to, the following audit objectives: 

1. To review reported costs for validity, appropriate allocation methodology, and 
compliance with Medicaid laws and regulations; 

2. To ensure that only the cost of allowable DMC activities are included in reported 
costs; 

3. To determine the provider's usual and customary charge to the general public in 
accordance with CMS (The Medicare Provider Reimbursement Manual) (CMS
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or www.cms.hhs.gov, for comparison to the DMC cost per unit; 

4. To review documentation of units of service and determine the final number of 
approved units of service; 
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5. To determine the amount of clients' third-party revenue and Medi-Cal share of cost 
to offset allowable DMC reimbursement; and, 

6. To compute final settlement based on the lower of actual allowable cost, the usual 
and customary charge, or the maximum allowance, in accordance with Title 22, 
Section 51516.1. 

B. In addition to the audit requirements set forth in Exhibit D(F), State may conduct financial 
audits of NTP programs. For NTP services, the audits will address items A(3) through A(5) 
above, except that the comparison of the provider's usual and customary charge in A(3) will 
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audits will 
include, but not be limited to: 

1. For those NTP providers required to submit a cost report pursuant to W &IC Section 
14124.24, a review of cost allocation methodology between NTP and other service 
modalities, and between DMC and other funding sources; 

2. A review of actual costs incurred for comparison to services claimed; 

3. A review of counseling claims to ensure that the appropriate group or individual 
counseling rate has been used and that counseling sessions have been billed 
appropriately; 

. 4. A review of the number of clients in group sessions to ensure that sessions include 
no less than-fetu: two and no more than teR twelve clients at the same time, with at 
least one Medi-Cal client in attendance; 

5. Computation of final settlement based on the lower of USDR rate or the provider's 
usual and customary charge to the general public; and, 

6. A review of supporting service, time, financial, and patient records to verify the 
validity of counseling claims. 

C. Contractor shall be responsible for any disallowances taken by the Federal Government, 
the State, or the Bureau of State Audits as a result of any audit exception that is related to 
its responsibilities. Contractor shall not use funds administered by the State to repay one 
federal funding source with funds provided by another federal funding source, or to repay 
federal funds with state funds, or to repay state funds with federal funds 

D. Contractor agrees to promptly develop and implement any corrective action plans in a 
manner acceptable to the State in order to comply with recommendations contained in any 
audit report. Such corrective action plans shall include time-specific objectives to allow for 
measurement of progress and are subject to verification by the State within six months from 
the date of the plan. 

E. Contractor, in coordination with the State, must provide follow-up on all significant findings 
in the audit report, including findings relating to a Subcontractor, and submit the results to 
the State. 

Page 14 of 20 



County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit B A2 

If differences cannot be resolved between the State and the Contractor regarding the terms 
of the final financial audit settlements for funds expended under Exhibit B Af, Contractor 
may request an appeal in accordance with the appeal process described in the "DMC Audit 
Appeal Process," Document 1J{b), incorporated by this reference. When a financial audit is 
conducted by the Federal Government, the State, or the Bureau of State Audits directly with 
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1 J{b ). Contractor shall include a provision in its subcontracts regarding the process by 
which a Subcontractor may file an audit appeal via the Contractor. 

F. Providers of DMC services shall, upon request, make available to the State their fiscal and 
other records to assure that such provider have adequate recordkeeping capability and to 
assure that reimbursement for covered DMC services are made in accordance with Title 22, 
CCR, Section 51516.1. These records include, but are not limited to, matters pertaining to: 

1. Provider ownership, organization, and operation; 

2. Fiscal, medical, and other recordkeeping systems; 

3. Federal income tax status; 

4. Asset acquisition, lease, sale, or other action; 

5. Franchise or management arrangements; 

6. Patient service charge schedules; 

7. Costs of operation; 

8. Cost allocation methodology; 

9. Amounts of income received by source and purpose; and, 

10. Flow of funds and working capital. 

G. Contractor shall retain records of utilization review activities required in Article VI herein for 
a minimum of three (3) years. 
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Contractor shall maintain sufficient books, records, documents, and other evidence 
necessary for the State to audit contract performance and contract compliance. Contractor 
shall make these records available to the State, upon request, to evaluate the quality and 
quantity of services, accessibility and appropriateness of services, and to ensure fiscal 
accountability. Regardless of the location or ownership of such records, they shall be 
sufficient to determine. if costs incurred by contractor are reasonable, allowable and 
allocated appropriately. All records must be capable of verification by qualified auditors. 

1. Contractor shall include in any contract with an audit firm a clause to permit access 
by the State to the working papers of the external independent auditor, and require 
that copies of the working papers shall be made for the State at its request. 

2. Contractor shall keep adequate and sufficient financial records and statistical data to 
support the year-end documents filed with the State. All records must be capable of 
verification by qualified auditors. 

3. Accounting records and supporting documents shall be retained for a three-year 
period from the date the year-end cost settlement report was approved by the State 
for interim settlement. When an audit by the Federal Government, the State, or the 
California State Auditor has been started before th~ expiration of the three-year 
period, the records shall be retained until completion of the audit and final resolution 
of all issues that arise in the audit. Final settlement shall be made at the end of the 
audit and appeal process. If an audit has not been completed within three years, 
the interim settlement shall be considered as the final settlement. 

4. Financial records shall be kept so that they clearly reflect the source of funding for 
each type of service for which reimbursement is claimed. These documents 
include, but are not limited to, all ledgers, books, vouchers, time sheets, payrolls, 
appointment schedules, client data cards, and schedules for allocating costs. All 
records must be capable of verification by qualified auditors. 

5. Contractor's subcontracts shall require that all Subcontractors comply with the 
requirements of Exhibit A, Attachment I Af, Part V, Section 2. 
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6. Should a Subcontractor discontinue its contractual agreement with the Contractor, 
or cease to conduct business in its entirety, Contractor shall be responsible for 
retaining the Subcontractor's fiscal and program records for the required retention 
period. The State Administrative Manual (SAM} contains statutory requirements 
governing the retention, storage, and disposal of records pertaining to state funds. 
Contractor shall follow SAM requirements located at 
http://sam.dgs.ca.gov/TOC/1600.aspx. 

The Contractor shall retain all records required by Welfare and Institutions Code 
section 14124.1, 42 CFR 433.32, and California Code of Regulations, Title 22, 
Section 51341.1 et seq. for reimbursement of services and financial audit purposes. 

7. In the expenditure of funds hereunder, and as required by 45 CFR Part 96, 
Contractor shall comply with the requirements of SAM and the laws and procedures 
applicable to the obligation and expenditure of federal and state funds. 

B. Dispute Resolution Process 

1. In the event of a dispute under this Exhibit A, Attachment I Af, Part IV, other than an 
audit dispute, Contractor shall provide written notice of the particulars of the dispute 
to the State before exercising any other available remedy. Written notice shall 
include the contract number. The Director (or designee) of the State and the County 
Drug or Alcohol Program Administrator (or designee) shall meet to discuss the 
rrieans by which they can effect an equitable resolution to the dispute. Contractor 
shall receive a written response from the State within sixty (60) days of the notice of 
dispute. The written response shall reflect the issues discussed at the meeting and 
state how the dispute will be resolved. 

2. In the event of a dispute over financial audit findings between the State and the 
Contractor, Contractor may appeal the audit in accordance with the "non- DMC 
Audit Appeal Process" (Document 1J(a)). When a financial audit by the Federal 
Government, the State, or the California State Auditor is conducted directly with a 
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with 
Document 1 J(a). Contractor shall include a provision in its subcontracts regarding 
the process by which a Subcontractor may file an audit appeal via the Contractor. 

3. As stated in Part Ill, Section 3, of this Exhibit, in the event of a dispute over financial 
audit findings between the State and the Contractor, Contractor may appeal the 
audit in accordance with DMC Audit Appeal Process" (Document 1J(b)}. When a 
financial audit by the Federal Government, the State, or the California State Auditor 
is conducted directly with a Subcontractor of the Contractor, and if the 
Subcontractor disagrees with audit disallowances related to its programs, claims or 
services, Contractor shall, at the Subcontractor's request, request an appeal to the 
State in accordance with DMC Audit Appeal Process" (Document 1J(b)). Contractor 
shall include a provision in its subcontracts regarding the process by which a 
Subcontractor may file an audit appeal via the Contractor. 
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4. Contractors that conduct financial audits of Subcontractors, other than a 
Subcontractor whose funding consists entirely of non-Department funds, shall 
develop a process to resolve disputed financial findings and notify Subcontractors of 
their appeal rights pursuant to that process. This section shall not apply to those 
grievances or complaints arising from the financial findings of an audit or 
examination made by or on behalf of the State pursuant to Part 11 of this Exhibit. 

5. To ensure that necessary corrective actions are taken, financial audit findings are 
either uncontested or upheld after appeal may be used by the State during 
prospective contract negotiations. 

Page 18 of 20 



Exhibit BA2 
Budget Detail and Payment Provisions 

Part V. Drug Medi-Cal Reimbursement Rates 

County Contract 
County of San Francisco 

#14-90096 A03 
Exhibit B A2 

A. "Uniform Statewide Daily Reimbursement {USDR) Rate" means the rate for NTP 
·services based on a unit of service that is a daily treatment service provided pursuant to 
Title 22, Sections 51341.1 and 51516.1 and Title 9, commencing with Section 10000 
(Document 3G), or the rate for individual or group counseling. The following table shows 
USDR rates. 

Type of Unit Non-Perinatal {Regular) Rate Per Service 
of Service uos Perinatal Rate Per UOS 

{UOS) FY 14/15 FY 15/16 FY 16/17 FY 14/15 FY 15/16 

NTP-Methadone 
$10.80 $11.44 i11.44 $11.79 $13.58 Dosing Daily 

NTP-lndividual 
One 10-
minute 

Counseling (*) 
increment 

$13.48 $13.39 i13.39 $21.06 $21.17 

NTP Group One 10-
$3.02 $3.02 $7.03 $2.91 $5.79 

Counseling (*) minute 
increment 

(*)The NTP contractors may be reimbursed for up to 200 minutes (20-10 minute 
increments) of individual and/or group counseling per calendar month. If medical necessity 
is met that requires additional NTP counseling beyond 200 minutes per calendar month, 
NTP contractors may bill and be reimbursed for additional counseling (in 10 minute 
increments). Medical justification for the additional counseling must be clearly documented 
in the patient record. 

Reimbursement for covered NTP services shall be limited to the lower of the NTP's usual 
and customary charge to the general public for the same or similar services or the USDR 
rate. 
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B. "Unit of Service" means a face-to-face contact on a calendar day for outpatient drug free, 
intensive outpatient treatment, perinatal residential, and Naltrexone treatment services. 
Only one face-to-face service contact per day is covered by DMC except in the case of 
emergencies when an additional face-to-face contact may be covered for intake crisis 
intervention or collateral service. To count as a unit of service, the second contact shall not 
duplicate the services provided on the first contact, and each contact shall be clearly 
documented in the beneficiary's record. While the rates are approved by the State, they 
are subject to change through the regulation process. Units of service are identified in the 
following table. 

Service Type of Unit of Non-Perinatal (Regular) Rate Perinatal Rate Per UOS 
Service (UOS) Per UOS 

FY 14/15 FY 15/16 FY 16/17 FY 14/15 FY 15/16 FY 16/17 

Intensive Outpatient Face-to-Face Visit 
$56.44 $58.30 ~58.30 $80.78 $81.22 ~81.22 

Treatment 
Naltrexone Face-to-Face Visit 

$19.06 $19.06 ~19.06 NA NA NA 
Treatment 
Outpatient Drug Free Face-to Face Visit - $67.38 $66.93 166.93 $105.32 $105.90 1105.90 Individual (per person) 

Face-to-Face Visit -
$26.23 $27.14 127.14 $63.33 $52.11 152.11 Group (per person) 

Perinatal Residential Daily - Residential NA NA NA $99.43 $99.97 i99.97 
Dav 
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CCC-307 

CERTIFICATION 

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the clause(s) listed below. This 
certification is made under the laws of the State of California. 

Contractor/Bidder Firm Name (Printed) Federal ID Number 

County of San Francisco 95-6000412 

By (Authorized Signature) 

Printed Name and Title of Person Signing 

Date Executed Executed in the County of 

San Francisco 

CONTRACTOR CERTIFICATION CLAUSES 

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with 
the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Program to inform employees about: 

1) the dangers of drug abuse in the workplace; 
2) the person's or organization's policy of maintaining a drug-free workplace; 
3) any available counseling, rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who works on the proposed Agreement will: 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department determines that any of the 
following has occurred: the Contractor has made false certification, or violated the 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final unappealable finding of contempt of court by a Federal 
court has been issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply with an order of a Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code §10296) (Not applicable to public entities.) 

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1, 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to the lessor of 30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period of less than a full 
year or 10% of its contract with the State. 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
legal services, and may be taken into account when determining the award of future 
contracts with the State for legal services. 

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. SWEATFREE CODE OF CONDUCT: 

a. All Contractors contracting for the procurement or laundering of apparel, garments or 
corresponding accessories, or the procurement of equipment, materials, or supplies, other 
than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under 
penal sanction, abusive forms of child labor or exploitation of children in sweatshop 
labor. The contractor further declares under penalty of perjury that they adhere to the 
Sweat:free Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable access to the 
contractor's records, documents, agents or employees, or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Industrial Relations, 



or the Department of Justice to determine the contractor's compliance with the 
requirements under paragraph (a). 

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after 
January 1, 2007, the contractor certifies that contractor is in complianqe with Public 
Contract Code section 10295.3. 

DOING BUSINESS WITH THE STATE OF CALIFORNIA 

The following laws apply to persons or entities doing business with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions 
regarding current or former state employees. If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be contacted immediately for clarification. 

Current State Employees (Pub. Contract Code § 10410): 

1). No officer or employee shall engage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or funded by any state agency, unless the employment, activity or 
enterprise is required as a condition of regular state employment. 

2). No officer or employee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code §10411): 

1). For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no former 
state officer or employee may enter into a contract with any state agency ifhe or she was 
employed by that state agency in a policy-making position in the same general subject 
area as the proposed contract within the 12-month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragraphs, such action by Contractor shall 
render this Agreement void. (Pub. Contract Code §10420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e)) 



2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self-insurance in accordance with the provisions, and 
Contractor affirms to comply with such provisions before commencing the performance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is required to change the 
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of 
the name change the State will process the amendment. Payment of invoices presented 
with a new name cannot be paid prior to approval of said amendment. 

5. CORPORATE QUALJFICATIONS TO DO BUSINESS IN CALJFORNIA: 

a. When agreements are to be performed in the state by corporations, the contracting 
agencies will be verifying that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due to the state are fulfilled. 

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of financial or pecuniary gain or profit. Although there are 
some statutory exceptions to taxation, rarely will a corporate contractor performing 
within the state not be subject to the franchise tax. 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in order to be qualified to do business in California. Agencies will 
determine whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION: A county, city, district, or other local public body must provide the 
State with a copy of a resolution, order, motion, or ordinance of the local governing body 
which by law has authority to enter into an agreement, authorizing execution of the 
agreement. 

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor 
shall not be: (1) in violation of any order or resolution not subject to review promulgated 
by the State Air Resources Board or an air pollution control district; (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally determined to be in violation of provisions of federal law relating to air or water 
pollution. 

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by all 
contractors that are not another state agency or other governmental entity. 
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INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND .. 

Page 1 of70 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose of this Information Exchange Agreement ("IBA") is to establish 
tenns, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, records, or data (herein "data'') to assist the State Agency in administering · 
certain federally funded state-administered benefit programs (including state-funded state 
supplementary payment programs under Title XVI of the Social Security Act) identified in 

· this IBA. By entering into this IEA, the State Agency agrees to cm,nply with: · 
• the terms and conditions set forth in the C~mputer Matching and Privacy Protection Act 

Agreement ("CMPPAAgreement") attached as.Attachment 1, governing t~e State 
Agencis use of the data.disclosed from SSA's Privacy Act System of Records; and 

• all other terms and conditjons set forth in this IBA. 

B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the 
data r~ceived or accessed from SSA 'linder this IBA for the purpose of administering the· 
federally funded, state-administered programs identified in Table 1 below. In Table 1, the 
State Agency has identified: (a) each federally funded, state-administered"program that it 
administers; and (b) each SSA data exchange system to which the State Agency needs access 
in order· to a~inister the identified program. The list of SSA's data excrumge systems is . 
attached as Attachment 2: · 

TABLEl 
FEDERALLY FUNDED BENEFIT PROGRAMS . 

Program SSA Data Exchange System(s) 

[X] · Medicaid BENDEX/SDX/EVS/SVES/SOLQ/SVES I-Citizenship 
/Quarters of Coverage/Prisoner Query 

D Temporary Assistance to Needy Families 
(TANF.) 

D· Supplemental Nutrition Assistance Program 
(SNAP: formally Food Stamps}· 

·0, Unemployment Com.pensation (Federal) ~ 

0 Unemployment Compensation (State) 

D State Child Support Agency 

0 Low-Income Home Energy Assistance 
Program (LI-HEAP} 

· 0 Work~rs Compensation 

0 Vocational Rehabilitation Services 

1 
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D Foster Care (IV·E) 

D State Health lnsur~nce Program (S·CHIP) 
.. 

D Won:ien, infants and Chi~dren (W.l.C.) 

[X] Medicare Savings Programs (MSP) .. LIS File 
-· 
" 

[X] Medicare 1144 (Outreach) Medicare 1144 Outreach File 

D Other Federally Funded, State..Administere~ Programs (List Below) 

Page 2of70 

Program SSA Data Exchange System(s) 
' 

" 

: 

.. 

(2) The State Agency will µse ea~h identified data exchange system onlv for the purpose of 
administering the specific program for which access· to the data exchange system is provided. 
SSA data exchange systems are protected by the Privacy Act and federal law prohibits the · 
use of SSA's data for any purpose other than the purpose of administering the specific 
program for which such data is disclosed. In particular, the State Agency Will use: (a) the tax 
return data disclosed by SSA only to determine ~dividua1 eligibility for, or the amount of, 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship · 
status data disclosed by SSA under the Children'.s Health Insuranc·e Program 
Reauthorization Act of 2009, Pub. L. 111-3, o~ly for the purpose of deten;nining entitlement 
to Medicaid and· CHIP program for new applicants. The State Agency also aclmowledges .. 
that SSA's citizenship ruita may be less than SO percent current Applicants for SSNs report 
their citizenship data at the time they apply for their SSNs; there is no obligation for an 
individual to report to SSA a change in his or her immigration status until he or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this IBA1 the State Agency will 
complete and submit to .SSA a program questionnaire for each of the federally funded, state
administered programs checked in Table 1 above. SSA will not disclose any data under this ' 
!EA until it has received and approved the completed program questionnaire for each ·of the 
programs identified in Table 1 above. · 

2 
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D. TRANSFER OF DATA: SSA will transinit the data to the State Agency under this IBA 
using the data transmission niethod identified in Table 2 below: 

TABLE2 
TRANSFER OF DATA. 

CJ Data will be transmitted directly between SSA and the State Agency; 

[XJ Data will be transmitted directly between SSA and the California Office of Technology (State 
Transmission/Transfer Component ("STC")) by the File Transfer Management System, a secure 
mechru;i.ism approved by SSA. The STC will serve as the conduit between SSA and the State 
Agency pursuant to th~ State S~C .Agreement. . 

D Data will bi;: transmitted directly between SSA and the Interstate Connection Network 
("ICON''). ICON is a wide area telecommunications network conneeting state agencies.that 
administer the state unemployment insurance laws. When receiving data through ICON,.the 
.State Agency will comply with the "Systems Security Requirements for SSA Web Access to SSA 
Information Through the ICON," attached as Attachment 3. · · 

. . 
E. SECURITY PROCEDURES: The State Agency will comply with limitations on.use, 

treatment and safeguarding of data.under the Privacy Act of 1974 (5 U.S.C. 552a), as 
amended by the Computer Matching and Privacy Protecti9n Act of 1988, related Office of 
Management and Budget guidelines, tlie Federal Information Security Management Act of 
2002 (44 U.S.C. § 3541, et seq.), and related National Institute of Standards and Technology 
guidelines.· In addition, the State Agency will comply with SSA's "Infonnation System . 
Security Guidelines for Federal, State and Local Agencies Receiving Electronic Infonnation 
from the Social Security Adm.inistration," atqtched as Attachment 4. For any tax return 
data, the State Agency will also comply with the "Tax Information Security Guidelines for 
Federal, State and Local Agencies," Publication 1075, published by the Secretary of the 
Treasury and available at the following Internal Revenue Service (IRS) website: 
http://www.ir8.gov/pub/irs-pdf/pl075.pdf. This IRS Publication 1075 is incorporated by 
reference into this IBA. · · 

F~ CONTRACTOR/AGENT RESPONSIBILITIES! The State Agency will restrict access to 
the data obtained frqm SSA.to only those authorized State employees, conti:actors, and 
agents who need such data to perform their official duties in connection with purposes 
identified in this IBA. At SSA's request, the State Agency will obtain from each of its 
contractors and agents a current list of the employees· of its contractors and agents who have 
access to SSA data disclosed under this IBA. The State Agency will require its contractors, 
agents, and all employees of such contractors or agents with ·authorized access to the SSA 
data disclosed under this IBA, to comply with the tenns and conditions set forth in this IBA, 
and not to duplicate, disseminate; or disclose.such data without obtaining SSA's prior written 
approval. In additio~ the State Agency wil~ comply with the limitations on use, duplication, 
and redisclo~ure of SSA data set forth in Section IX. of the CMPP A Agreemep.t, especially 
with respect to its con~ctors and agents. 

3 
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. G. SAFEGUARDING AND REPORTING.RESPONSIBILITIES FOR PERSONALLY 

. .IDENTIFIABLE INFORMATION ("Pll"): 

1. The State Agency will ensure that its employees, contractors, and agents: 
a. properly safeguard PiI furnished by SSA under this IBA from loss, .theft or 

inadvertent disclosure;· . 
b. understand that they are responsible for safeguarding this inforination at all times, 

regardless of whether or not the State employee, contractor, or agent is at bis or her 
regular duty station; · . · 

c. ensure that laptops and other electronic devices/media containing PIT are encrypted 
and/or p~sword protected; 

d. send emails containing PIT ·only if encrypted or if to arid from addresses that are 
secure; and . · · . · 

e. limit disciosure of the information and details refating to a PII los~ only to those with 
a need to know. · · · 

2. If an employee of the State Agency or an employee of the State Agency's contractor or 
agent becomes aware of suspected. or actuai loss of P.ri, he or she must' immediately. 
contact the State Agency official responsible for Systems Security designated below or 
h:is or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Contact and the SSA Systems SecUijty Contact identified below. It: for 
~Y reason~ the responsible State Agency official or delegate is unable to notify the SSA 
Regional Office or the SSA Systems Security Contact within 1 hoiir, the responsible State 
Agency official or delegate must call SSA's Network Customer· Service Center. 
("NCSC").at 410-965-7777 or toll free at 1-888-772-6661 to report the actual or 
suspected loss. The responsible State Agency official cir delegate will use the worksheet, 
attached as A~chment S, to quickly gather and organize information.about the incident. 
The responsible State Agency official or delegate must provide to SSA timely updates as 
any additional information about the loss of Pil becomes available. 

3 .. SSA will make the necessary contact within SSA to file a formal report in accordance 
with SSA procedures. SSA will notify the Department of Homeland Security's United 
States Computer Emergency Readiness Team if loss orpoteritial loss of PIT related to a 
data exchange under this IBA occurs. · · 

4. If the State Agency experiences a loss or breach of data, it will determine whether or not 
to provide notice to individuals 'whose data has been lost 'of breached and bear any costs 
assodated with the.notice or any mitigation. 

4 
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H. P91NTS OF CONTACT: 

FOR SSA 

San Ftancisco Regional Offi~e: 

Ellery Brown . 
Data Exchange Coordinator 
Frank Hagel Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fax: {510) 970-8101 
Email: Ellery.Brown@ssa.gov 

Systems Issues: 

Pamela Riley 
· Office of Earnings, Enumeration & 

Administrative Systems 
DIVES/Data Exchange Branch. 
6401 SecUrity. Boulevard . · · 
Baltimore, MD 2i235 . 
Phone: (410) 965-7993 · 
Fax: (410) 966-3147 
Email: Pamela.Riley@ssa.gov 

FOR STATE AGENCY 

Agreement Issues: 

Manue~ Urbina 
Chief, Security Unit 

. Policy Operations Branch 
Medi-Cal Eligibility Division 

" 1501 Capitol Avenue, MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160. 
Email: Manuel.Urbina@dhcs.ca.gov 

. Data Exchange Issues: 

Guy Fortson . 
Office of Electronic Information Exchange 
GD 10 East High Rise . 
6401 Security Boulevard 

"Baltimore, MD 21235_ 
Phone: (410) 597-1103 

. ·Fax: (410) 597-0841 . 
Email: guy.fortson@ssa.gov. 

Systems Security .Issues: 

Michael G. Johnson 
Acting Director 
Office of Electronic Information ExcJ;iange 

. . Office of Strategic Services 
6401 Security l;loulevard 
·Baltimore, MD 21235 
Phone: (4l0) 965-0266 
Fax: ( 410) 966-0527 . . 
Email: Michael.G.Johnson@ssa.gov 

Technical Issues: 

Fei Collier 
. Chief, Application Support Branch . 

lnfonnation Technology Services Division 
1615 Capitol Ave, MS·6100 .. 
Sacramento, CA 95814 
Phone: (916) 440-7036 
Email:.Fei.Collier@dhcs.ca.gov 

L. DURATION: The effective date of this IBA is January 1; 2010. This IBA will remain in 
effect for as long as: (1) a C:MPPA Agreement governing this IEA is in effect between SSA 
and the St&te or the State Agency; and (2) the State Agency submits a certification in· 
accorgance with Section J. below at least 30 days before the expii:ation and renewal of such 
CMPPA Agreement. . 

5 

.' .. 



Exhibit G . 
Attachment I A 1 Page 6of70 

J., CERTIFICATION AND PROG;RAM CHANGES: At least 30 days before the expiration 
and renewal of the State CMPP A Agreement governing this IBA, the State Agency will 
certify in writing to SSA that: (l)'it is in compliance with.the tenns and conditions ·of this 
IBA; (2) the data exchange processes under'this IEA have been and will be conducted , . 
without change; and.(3) it will, upon SSA's request, provide audit reports or other documents 
that demonstrate review and oversight activities. Ifthere are substantive changes in any of 
the programs or data exchange processes listed in this IBA, the parties will modify the IEA in 
accordance with SectionK.. below and the State Agency will submit for SSA's approval new 
program questionnaires un4er.Section C. above describing such changes prior to using SSA's 
data to administer such new or changed program. · · . . . 

K. MODIFICATION: M~difications to this IBA must be in writing and agreed to by the. 
· partie.s.' . 

L. TERM™:ATION: The parties may tenninate this IBA at any time upon mutual written 
consent. In addition, either party may unilaterally tenninate this IBA upon 90 days advance 
written notice to the other party. Such unilateral tenninjition will be'effective 90 days after 

· the date of the notice, or at a later date specified in the notice. 

SSA may immediately and unilaterally ~uspend the data flow under thi~ IBA, or terminate 
this IBA, if SSA, in its sole. discretion, determines that the State Agency (incluqing its · 
employees, contractors. and 1:1.gents) has: (1) made an unauthorized use or disclosure ofSSA
supplied data; or (2) violated or failed to follow the terms and conditions of this IBA or .the 
CMPPA Agreement 

M. INTEGJ.U.'l;'ION: This IBA, including all attachments, constitutes the entire agreement of· 
the parties with respect to its subje~t matter. There h.ave been no representations, wa.r:rantie's, 
or promises made outside of this IBA. This IBA shall take precedence over any other 
document that may be in· conflict with it. 

ATIACHMENTS . 
1 - · CMPPA Agreement 
2 - SSA Data Exchange Systems 
3·_ ·Systems Security Requirements for.SSA'Web Access to SSA Infonnation 

Through ICON . 
4- Information System Security Guidelines for Federal, State and Local Agencies 

Receiving Electronic Information fro~ ~e Social SeCurity AdminiStration 
.5- PII Loss Reporting Worksheet 

6 
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set forlb. in 
this IEA. . . 

SOCIAL SECURITY ADMINISTRATION 

..,,-..1,,. 
"' . "'' :~~ :tl'{~A'~ 

\,1111111/ ,,., ,, (\~ ... 
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0. REGIONAL AND STATE AGENCY SIGNATimES: 

SOCIAL SECURITY ADMINISTRATION 
REGiONIX .. 

onal Commissioner 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES 

The signatory below warrants and represents that he or she has the competent authority 
on behalf of the State Agency to enter into the obligations set forth in this IEA. 

Dat~/ 

8 
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2015'1EA CERTIFICATIQN.QF COMPUANCE 

(IEA-F) 

CERTIFICATION OF COMPLIANCE 
FOR 

THE INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND 

TIIE CALIFOR!ffi\ DEPARTMENT OF HEALTH CARE SERVICES (STATE 
AGENCY) 

(State Agency Level) 

In accordance with the terms of the Information Exchange Agreement (IEAIF) betWeen SSA and 
the State Agency, the State Agency, through its authorized representative, hereby certifies that, 
as of the date of this certification: 

1. The· State Agency is in compliance with the terms and conditions of the IEA/F. 

2. The State Agency has conducted the data exchange processes under the IEA/F without 
change, except as modified in accordance with the IEA/F. 

3. The State Agency will continue to conduct the data exchange processes wider the IEA/F 
without change, except as may be modified in accordance with the IEAIF. 

4. Upon SSA's request, the State Agency will provide audit reports or other 4ocuments that 
demonstrate compliance with the review and oversight activities requiied under the 
IEA/F and the governing Computer Matching and Privacy Protection Act Agreement. 

5. In compliance with the requirements of the ~'Electronic Information Exchange Security 
Requirements and Procedures for State and Local Agencies Exchanging Electronic 
Information with the Social Security Administration," (last updated April 2014) 
Attachment 4 to the IEA/F, as periodically updated by SSA, the State Agency has not 
made any changes in the following areas that could potentially affect the securify of SSA 
data: 

• General System Security Design and Operating Environment 
• · System Access Control 
• Automated Audit Trail 
• Monitoring and Anomaly Detection 
• Management Oversight 
• Data and Communications Security 
• Contractors of Electronic Information Exchange Partners 

The State Agency will submit an updated Security Design Plan at least 30 days prior to 
making any changes to the areas listed above and provide updated contractor employee 
lists before allowfu.g new employees' access to SSA provided data. 

1 
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2015 IEA CERTIFICATION OF COMPLIANCE 

(IEA-F) 

6. The State Agency agrees that use ·of computer technology to transfer the data is more 
economical, efficient, and faster than using a manual process. As such, the State Agency 
will continue to utilize data exchange to obtain data it needs to administer the programs 
for which it is authorized under the IEA/F. Further~ before directing an individual to an 
SSA field office to obtain da~ the State Agency will verify that the information it 
submitted to SSA via data exchanges is correct, and verify with the individlial that the 
information he/she supplied is accurate. The use of electronic data exchange expedites 
program administration and limits SSA field office traffic. 

The signatory below warrants and represents that he or she is a representative of the State 
Agency duly authorized to make this certification on behalf of the State Agency. 

DEPAR~SOFCAIJFORNIA 

Toby Douglas 
Director 

Date 
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COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY 
OF CALIFORNIA 

I. Purpose and Legal Authority 

A. Purpose 

This Computer Matching and Privacy Protection Act (CMPPA) Agreement 
between the Social Security Administration (SSA) and the California Health and 
Human Services Agency (State Agency) sets forth the terms and conditions 
governing disclosures of records, information, or data (collectively referred to 
herein as "data") made by SSA to the State Agency that administers federally 
funded benefit programs, including those under various provisions. of the Social 
Security Act (Act), such as section 1137 (42 U.S.C. § 1320b-7), ~well as the 
state-funded state supplementary payment programs under Title XVI of the Act. 
The terms and conditions of this Agreement ensure that SSA makes such 
disclosures of data, and the State Agency uses such disclosed data, in accordance 
with the requirements of the Privacy Act of 1974, as amended by the CMPPA of 
1988,_ 5 U.S.C. § 552a. 

Under section 1137 of the Act, the State Agency is required to use an income and 
eligibility verification system to administer specified federally funded benefit 
programs, including the state-funded state supplementary payment programs 
under Title XVI of the Act. To assist the State Agency in determining entitlement 
to and eligibility for benefits under those programs, as well as other federally 
funded benefit programs, SSA discloses certain data about applicants (and in 
limited circumstances, members of an applicant's household), for state benefits 
from SSA Privacy Act Systems of Records (SOR) and verifies the Social Security 
numbers (SSN) of the applicants. 

B. Legal Authority 

SSA's authority to disclose data and the State Agency's authority to collect, 
maintain, and use data protected under SSA SORs for specified purposes is: 

• Sections 1137, 453, and 1106(b) of the Act (42 U.S.C. §§ 1320b-7, 653, 
and 1306(b )) (income and eligibility verification data); 

• 26 U.S.C. § 6103(1)(7) and (8) (tax return data); 
• Section 202(x)(3)(B)(iv) of the Act (42 U.S.C. § 402(x)(3)(B)(iv)) 

(prisoner data); 
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• Section 16ll(e)(1)(I)(iii) of the Act (42 U.S.C. § 1382(e)(1)(I)(iii) 
(Supplemental Security Income (SSI)); 

• Section 205(r)(3) of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence 
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, 
§ 7213(a)(2) (death data); 

• Sections 402, 412, 421, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612, 
1622, 1631, and 1645) (quart~rs of coverage data); 

• Children's Health Insurance Program Reauthorization Act of2009 
(CHIPRA), Pub. L. 111-3 (citizenship data); and 

• Routine use exception to the Privacy Act, 5 U.S.C. § 552a(b)(3) (data 
necessary to administer other programs compatible with SSA programs). 

This Agreement further carries out section 1106(a) of the Act (42 U.S.C. § 1306), 
the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the 
Privacy Act of 1974 (5 U.S.C. § 552a), as amended by the CMPPA, related Office· 
of Management and Budget (OMB) guidelines, the Federal Information Security 
Management Act of2002 (FISMA) (44 U.S.C. § 3541, et seq.), and related 
National Institute of Standards and Technology (NIST) guidelines, which provide 
.the requirements that the State Agency must follow with regard to use, treatment, 
and safeguarding of data. 

II. Scope 

A. The State Agency will comply with the terms and conditions of this Agreement 
and the Privacy Act, as amended by the CMPP A. 

B. The State Agency will execute one. or more Information Exchange Agreements 
(IBA) with SSA, documenting additional terms and conditions applicable to those 
specific data exchanges, including the particular benefit programs administered by 
the State Agency, the data elements that will be disclosed, and the data protection . 
requirements implemented to assist the State Agency in the administration of 
those programs. 

C. The State Agency will use the SSA data governed by this Agreement to determine 
entitlement and eligibility of individuals for one or more of the following 
programs: 

1. Temporary Assistance to Needy Families (TANF) program under Part A 
of Title IV of the Act; 

2. Medicaid provided under an approved State plan or an approved waiver under 
Title XIX of the Act; 

3. State Children's Health Insurance Program (CHIP) under Title XXI of 
the Act, as amended by the Children's Health Insurance Program 
Reauthorization Act of 2009; 
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4. Supplemental Nutritional Assistance Program (SNAP) under the Food Stamp 
Act of 1977 (7 U.S.C. § 2011, et seq.); 

5. Women, Infants and Children Program (WIC) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); 

6. Medicare Savings Programs (MSP) under 42 U.S.C. § 1396a(10)(E); 
7. Unemployment Compensation programs provided under a state law described 

in section 3304 of the Internal Revenue Code of 1954; 
8. Low Income Heating and Energy Assistance (LIHEAP or home energy 

grants) program under 42 U.S.C. § 8621; · 
9. State-administered supplementary payments of the type described in 

section 1616(a) of the Act; 
10. Programs under a plan approved under Titles I, X, XIV, or XVI of the Act; 
11. Foster Care and Adoption Assistance under Title IV of the Act; 
12. Child Support Enforcement programs under section 453 of the Act 

(42 u.s.c. § 653); 
13. Other applicable federally funded programs administered by the State Agency 

under Titles I~ IV, X, XIV, XVI, XVIII, XIX, XX, and XXI of the Act; and 
14. Any other federally funded programs administered by the State Agency that 

are compatible with SSA's programs. 

D. The State Agency will ensure that SSA data disclosed for the specific purpose of 
administering a particular federally funded benefit program is used only to 
administer that program. 

III. Justification and Expected Results 

A. Justification 

This Agreement and related data exchanges with the State Agency are necessary 
for SSA to assist the State Agency in its administration of federally funded benefit 
programs by providing the data required to accurately detennine entitlement and 
eligibility of individuals for benefits provided under these programs. SSA uses 
computer technology to transfer the data because it is more economical, efficient, 
and faster than using manual processes. 

B. Expected Results 

The State Agency will use the data provided by SSA to improve public service 
and program efficiency and integrity. The use of SSA data expedites the 
application process and ensures that benefits are awarded only to applicants that 
satisfy the State Agency's program criteria. A cost-benefit analysis for the 
exchange made under this Agreement is not required in accordance with the 
determination by the SSA Data Integrity Board (DIB) to waive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). 
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IV. Record Description 

A. Systems of Records 
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SSA SORs used for purposes of the subject data exchanges include: 

• 60-0058 .-- Master Files of SSN Holders and SSN Applications; 
. • 60-0059 -- Earnings Recording and Self-Employment Income System; 
• 60-0090 -- Master Beneficiary Record; 
• 60-0103 -- Supplemental Security Income Record {SSR) and Special 

Veterans Benefits (SVB); 
• 60-0269 -- Prisoner Update Processing System (PUPS); and 
• 60-0321 -- Medicare Part D and Part D Subsidy File. 

The State Agency will only use the tax return data contained in SOR 60·0059 
(Earnings Recording and Self-Employment Income System) in accordance with 
26 u.s.c. § 6103. 

B. Data Elements 

Data elements disclosed in computer matching governed by this Agreement are 
Personally Identifiable Information (PU) from specified SSA SORs, including 
names, SSNs, addresses, amounts, and other information related to SSA benefits 
and earnings information. Specific listings of data elements are available at: 

http://www.ssa.gov/dataexchange/ 

C. Number of Records Involved 

The number of records for each program covered under this Agreement is equal to 
the number of Title II, Title XVI, or Title XVIII recipients resident in the State· as 
recorded in SSA's Annual Statistical Supplement found on the Internet at: 

http://www.ssa.gov/policy/docs/statcomps/ 

This number will fluctuate during the term of this Agreement, corresponding to 
the number of Title II, Title XVI, and Title XVIII recipients added to, or deleted 
from, SSA databases. 

V. Notice and Opportunity to Contest Procedures 

A. Notice to Applicants 

The State Agency will notify all individuals who apply for federally funded, 
state-administered benefits u.nder the Act that any data they provide are subject to 
verification through computer matching with SSA. The State Agency and SSA 
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will provide such notice through appropriate language printed on application 
forms or separate handouts. 

B. Notice to Beneficiaries/Recipients/Annuitants 

The State Agency will provide notice to beneficiaries, recipients, and annuitants 
under the programs covered by this Agreement informing them of ongoing 
computer matching with SSA. SSA will provide such notice through publication 
in the Federal Register and periodic mailings to all beneficiaries, recipients, and 
annuitants describing SSA's matching activities. 

C. Opportunity to Contest 

The State Agency will not terminate, suspend, reduce, deny, or take other adverse 
action against an applicant for or recipient of federally funded, state-administered 
benefits based on data disclosed by SSA from its SORs until the individual is 
notified in writing of the potential adverse action and. provided an opportunity to 
contest the planned action. "Adverse action" means. any action that results in a 
termination, suspension, reduction, or final denial of eligibility, payment, or 
benefit. Such notices will: 

1. Inform the individual of the match findings and the opportunity to contest 
these findings; 

2. Give the individual until the expiration of any time period established for the 
relevant program by a statute or regulation for the individual to respond to 
the notice. If no such time period is established by a statute or regulation for 
the program, a 30-day period will be provided. The time period begins on 
the date on which notice is mailed or otherwise provided to the individual to 
respond; and 

3, Clearly state that, unless the individual responds to the notice in the required 
time period, the State Agency will conclude that the SSA data are correct and, 
will effectuate the threatened action or otherwise make the necessary 
adjustment to the individual's benefit or entitlement. 

VI. Records Accuracy Assessment and Verification Procedures 

Pursuant to 5 U.S.C. § 552a(p)(l)(A)(ii); SSA's DIB has determined that the State 
Agency may use SSA's benefit data without independent verification. SSA has 
independently assessed the accuracy of its benefits data to be more tl1an 99 percent 
accurate when the benefit record is created. 

Prisoner and death data, some of which is not independently verified by SSA, does 
not have the same degree of accuracy as SSA's benefit data. Therefore, the State 
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Agency must independently verify these data through applicable State verification 
procedures and the notice and opportunity to contest procedures specified in 
Section V of this Agreement before taking any adverse action against any individual. 

Based on SSA's Office of Quality Performance "FY 2009 Enumeration Quality 
Review Report #2-The 'Numident' (January 2011)/, the SSA Enumeration System 
database (the Master Files of SSN Holders and SSN Applications System) used for 
SSN matching is 98 percent accurate for records updated by SSA employees .. 

Individuals applying for SSNs report their citizenship status at the time they apply for, 
their SSNs. There is no obligation for an individual to report to SSA a change in his 
or her immigration status until he or she files for a Social Security benefit. The State 
Agency must independently verify citizenship data through applicable State 
verification procedures and the notice and opportunity to contest procedures specified 
in Section V of this Agreement before taking any adverse action against any 
individual. 

VII. Disposition and Reco1·ds Retention of Matched Items 

A. The State Agency will retain all data received from SSA to administer programs 
governed by this Agreement only for the required processing times for the 
applicable federally funded benefit programs and will then destroy all such data. 

B. The State Agency may retain SSA data in hardcopy to meet evidentiary 
requirements, provided that they retire such data in accordance with applicable 
state laws governing the State Agency's retention ofrecords. 

C. The State Agency may use any accretions, deletions, or changes to the SSA data 
governed by this Agreement to update their master files of federally funded, 
state-administered benefit program applicants and recipients and retain such 
master files in accordance with applicable state laws governing the State 
Agency's retention of records. 

D. The State Agency may not create separate· files or records comprised solely of the 
data provided by SSA to administer programs·-govemed by this Agreement. 

E. SSA will delete electronic data input files received from the State Agency after it 
processes the applicable match. SSA will retire its data in accordance with the 
Federal Records Retention Schedule (44 U.S.C. § 3303a). 

VIII. Security Procedures 

The State Agency will comply with the security and safeguarding requirements of the 
Privacy Act, as amended by the CMPPA, related OMB guidelines, FISMA) rehited 
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NIST guidelines, and the current revision of Internal Revenue Service (IRS) 
Publication 1075, Tax Information Security Guidelines for Federal, State and Local 
Agencies, available at http:/lwww.irs.gov. In addition, the State Agency will have in 
place administrative, technical, and physical safeguards for the matched data and 
results of such matches. Additional administrative, technical, and physical security. 
requirements governing all data SSA provides electronically to the State Agency, 
including specific guidance on safeguarding and reporting responsibilities for PII, are 
set forth in the IEAs. 

IX. Records Usage, Duplication, and Redisclosure Restrictions 

l: 
i A. The State Agency will use and access SSA data and the records created using that 

data only for the purpose of verifying eligibility for the specific federally funded 
benefit programs identified in the IEA. 

B. The State Agency will comply with the following limitations on use, duplication, 
and redisclosure of SSA data: 

1. The State Agency will not use or redisclose the data disclosed by SSA for any 
purpose other than to detennine eligibility for, or the· amount of, benefits 
under the state-administered income/health maintenance programs identified 
in this Agreement. 

2. The State Agency will not extract information concerning individuals who are 
neither applicants for, nor recipients of, benefits under the state-administered · 
income/health maintenance programs identified in this Agreement. In limited 
circumstances that are approved by SSA, the State Agency may extract 
information about an individual other than the applicant/recipient when the 
applicant/recipient has provided identifying infonnation about the individual 
and the individuaPs income or resources affect the applicant's/recipient's 
eligibility for such program. 

3. The State Agency will not disclose to an applicant/recipient information about 
another individual (i.e., an applicant's household member) without the written 
consent from the individual to whom the infonnation pertains. 

4. The State Agency will use the Federal tax information (FrI) disclosed by SSA 
only to determine individual eligibility for, or the amount of, assistance under 
a state plan pursuant to section 1137 programs and child support enforcement 
programs in accordance with 26 U.S.C. § 6103(1)(7) and (8). The State 
Agency receiving Fri will maintain all FTI from IRS in accordance with 
26 U.S.C. § 6103(p)(4) and the IRS Publication 1075. Contractors and ag~nts 
acting on behalf of .the State Agency will only have access to tax return data 
where specifically authorized by 26 U.S.C. § 6103 and the current revision 
IRS Publication 1075. 
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5. The State Agency will use the citizenship status data disclosed by SSA under 
CHIPRA, Pub. L. 111-3, only for the purpose of determining entitlement to 
Medicaid and CHIP programs for new applicants. 

6. The State Agency will restrict access to the data disclosed by SSA to only 
those authorized State employees, contractors, and agents who need such data 
to perform their official duties in connection with the purposes identified in 
this Agreement. 

7. The State Agency will enter into a written agreement with each of its 
contractors and agents who need SSA data to perform their official duties 
whereby such contractor or agent agrees to abide by all relevant Federal laws, 
restrictions on access, use, and disclosure, and security requirements in this 
Agreement. The State Agency will provide its contractors and agents with 
copies of this Agreement, related IEAst and all related attachments before 
initial disclosure of SSA data to such contractors and agents. Prior to signing 
this Agreement, and thereafter at SSNs request, the State Agency will obtain 
from its contractors and agents a current list of the employees of such 
contractors and agents with access to SSA data and provide such lists to SSA. 

8. The State Agency's employees, contractors, and agents who access, use, or 
disclose SSA data in a manner or purpose not authorized by this Agreement 
may be subject to civil and criminal sanctions pursuant to applicable Federal 
statutes. 

9. The State Agency will conduct triennial compliance reviews of its 
contractor(s) and agent(s) no later than three years after the initial approval of 
the security certification to SSA. The State Agency will share documentation 
of its recurring compliance reviews with its contractor(s) and agent(s) with 
SSA. The State Agency will provide documentation to SSA during its 
scheduled compliance and certification reviews or upon request. 

C. The State Agency will not duplicate in a separate file or disseminate, without prior 
written permission from SSA, the data governed by this Agreement for any 
purpose o.ther than to determine entitlement to, or eligibility for, federally funded 
benefits. The State Agency proposing the redisdosure must specify in writing to 
SSA what data are being disclosed) to whom, and the reasons that justify the 
redisclosure. SSA will not give pem1ission for such redisclosure unless the 
redisclosure is required by law or essential to the conduct of the matching 
program and authorized under a routine use. To the extent SSA approves the 
requested redisclosure, the State Agency will ensure that any entity receiving the 
redisclosed data will comply with the procedures and limitations on use, 
duplication, and redisclosure of SSA data, as well as all administrative, technical) 
and physical security requirements governing all data SSA provides electronically 
to the State Agency including specific guidance on safeguarding and reporting 
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responsibilities for PII, as set forth in this Agreement and the accompanying 
IEAs. 

X. Comptroller General Access 

The Comptroller General (the Government Accountability Office) may have access to 
all records of the State Agency that the Comptroller General deems necessary to 
monitor and verify compliance with this Agreement in accordance with 
5 U.S.C. § 552a(o)(l)(K). 

XI. Duration, Modification, and Termination of the Agreement 

A. Duration 

1. This Agreement is effective from January 1, 2015 (Effective Date) through 
June 30, 2016 (Expiration Date). 

2. In accordance with the CMPPA, SSA will: (a) publish a Computer 
Matching Notice in the Federal Register at least 30 days prior to the 
Effective Date; (b) send required notices to the Congressional committees of 
jurisdiction under 5 U.S.C. § 552a(o)(2)(A)(i) at least 40 days prior to the 
Effective Date; and (c) send the required report to OMB at least 40 days 
prior to the Effective Da.te. 

3. Within 3 months prior the Expiration Date, the SSA DIB may, without 
additional review, renew this Agreement for a period not to exceed 
12 months, pursuant to 5 U.S.C. § 552a(o)(2)(D)1 if: 

• .the applicable data exchange will continue without any change; and 
• SSA and the State Agency certify to the DIB in writing that the 

applicable data exchange has been conducted in compliance with this 
Agreement. 

4. If either SSA or the State Agency does not wish to renew this Agreement, it 
must notify the other party of its intent not to renew at least 3 mont4s prior 
to the Expiration Date. 

B. Modification 

Any modification to this Agreement must be in writing, signed by both parties, 
and approved by the SSA DIB. 
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The parties may terminate this Agreement at any time upon mutual written 
consent of both parties. Either party may unilaterally terminate this Agreement 
upon 90 days advance written notice to the other party; such unilateral termination 
will be effective 90 days after the date of the notice, or at a later date specified in 
the notice. 

SSA may immediately and unilaterally suspend the data flow or terminate this 
Agreement if SSA determines, in its sole discretion, that the State Agency has 
violated .or failed to comply with this Agreement. 

XII. Reimbursement 

In accordance with section 1106(b) of the Act, the Commissioner of SSA has· 
determined not to charge the State Agency the costs of furnishing the electronic data 
from the .SSA SORs under this Agreement. 

XIII. Disclaimer 

SSA is not liable for any damages or loss resulting from errors in the data provided 
to the State Agency under any IEAs governed by this Agreement. Furthermore, SSA 
is not liable for any damages .or loss resulting from the destruction of any materials 
or data provided by the State Agency. 
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San Francisco Regional Office, Center for Programs Support 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8444 Fax: (510) 970-8101 
Dolores.Dunnachie@ssa.gov 

B. State Agency Point of Contact 

Sonia Herrera 
California Health and Human Services Agency 
1600 Ninth Street 
Sacramento, CA 95814 
Phone: (916) 654-3459 Fax: 916-440-5001 
Sonia.Herrera@chhs.ca.gov 
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SSA and Data Integrity Board Approval of Model CMPPAAgreement 

The signatories below warrant and represent that they have the competent authority 
on behalf -of SSA to approve the model of this CMPP A Agreement. 

SOCIAL SECURITY ADMINISTRATION 

Dawn S. Wiggin 
Deputy Executive Director 
Office of Privacy and Disclosure 
Office of the General Counsel 

Date 

I certify that the SSA Data Integrity Board approved the model of this CMPPA 
Agreement. 

' 

~~ 
Chair 

.... 

SSA Data Integrity Board 

YJ-1-1+ 
Date 
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The signatories below warrant and represent that they have the competent authority 
on behalf of their respective agency to enter into the obligations set forth in this 
Agreement. 

SOCIAL SECURITY ADMINISTRATION 

Regional Commissioner 
San Francisco 

Date J l 

HEALTH AND HUMAN SERVICES AGENCY 

Date 
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BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year. 

BENDEX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility, 
benefit and demographic data. 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries -- used for Medicare Savings Programs (MSP). 

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902(a)(10)(E) and 1933 of the Act; transitional assistance under Section 
1860D-3l(f) of the Act; or premiums and cost-sharing subsidies for low-income individuals 
under Section 1860D-14 of the Act. 

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state 
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) -
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for 
review/action. 

QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and described 
under Title II of the Act -- The term "quarters of coverage" is also referred to as "credits" or 
"Social Security credits" in various SSA public information documents, as well as to refer to 
"qualifying quarters" to determine entitlement to receive Food Stamps. 

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and 
demographic data as well as data for Title VIII Special Veterans Benefits (SVB). 

SOLQ/SOLQ-1 (State On-line Query/State On-line Query-Internet): A real-time online 
system that provides SSN verification and MBR and SSR benefit data similar to data provided 
through SVES. 
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SVES (State Verification and Exchange System): A batch system that provides SSN 
verification, MBR benefit information, and SSR information through a uniform data 
response based on authorized user-initiated queries. The SVES types are divided into 
five different responses as follows: 

SVESI: 
SVES I/Citizenship* 

SVES II: 

SVES III: 

SVESIV: 

This batch provides strictly SSN verification. 
This batch provides strictly SSN verification and 
citizenship data. 
This batch provides strictly SSN verification and 
MBR benefit information 
This batch provides strictly SSN verification and 
SSR/SVB. 
This batch provides SSN verification, MBR benefit 
information, and SSR/SVB information, which 
represents all available SVES data. 

*Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of 2009, Pub. L. 111-3 is only for the purpose of 
determining entitlement to Medicaid and CHIP program for new applicants. 
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SENSITIVE DOCUMENT 

ATTACHMENT 4 
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ELECTRONIC INFORMATION EXCHANGE SECURITY 

REQUIREMENTS AND PROCEDURES 

This document is SENSITIVE and should not be released to the public without prior authorization from DHCS. 
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ELECTRONIC INFORMATION EXCHANGE 

SECURITY REQUIREMENTS AND PROCEDURES 

FOR 

STATE AND LOCAL AGENCIES EXCHANGING 

ELECTRONIC INFORMATION WITH THE SOCIAL 

SECURITY ADMINISTRATION 

SENSITIVE DOCUMENT 

VERSION 6.0.2 
April 2014 

1 
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RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMINISTRATION 

1. Introduction 0 
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The law requires the Social Security Administration (SSA) to maintain oversight and assure the 
protection of information it provides to its Electronic Information Exchange Partners (EIEP). EIEPs 
are entities that have information exchange agreements with SSA. 

The overall aim of this document is twofold. First, to ensure that SSA can properly certify EIEPs as . 
compliant by the SSA security requirements, standards, and procedures expressed in this document 
before we grant access to SSA information in a production environment. Second, to ensure that 
EIEPs continue to adequately safeguard electronic information provided to them by SSA. 

This document (which SSA considers SENSITIVE1 and should only be shared with those who need it 
to ensure SSA-provided information is safeguarded), describes the security requirements, standards, 
and procedures EIEPs must meet and implement to obtain information from SSA electronically. This 
document helps EIEPs understand criteria that SSA uses when evaluating and certifying the system 
design and security features used for electronic access to SSA-provided information. 

The addition, elimination, and modification of security control factors determine which level of 
security and due diligence SSA requires for the EIEP to mitigate risks. The emergence of new 
threats, attack methods, and the availability of new technology warrants frequent reviews and 
revisions to our System Security Requirements (SSR). Consequently, EIEPs should expect SSA's 
System Security Requirements to evolve in concert with the industry. 

EIEPs must comply with SSA's most current SSRs to gain access to SSA-provided data. SSA will 
work with its partners to resolve deficiencies that occur subsequent to, and after, approval for access 
if updates to our security requirements cause an agency to be uncompliant. EIEPs may proactively 
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR 
package from their SSA contact. Making periodic adjustments is often necessary. 

' 

2. Electronic Information Exchange Definition 0 

For discussion purposes herein, Electronic Information Exchange (EIE) is any electronic process in 
which SSA discloses information under its control to any third party for any purpose, without the 
specific consent of the subject individual or agent acting on his or her behalf. EIE involves 
individual data transactions and data files processed within the systems of parties to electronic 
information sharing agreements with SSA. These processes include direct terminal access or DTA 
to SSA systems, batch processing, and variations thereof (e.g., online query) regardless of the 
systematic method used to accomplish the activity or to interconnect SSA with the EIEP. 

1 Sensitive data - "any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the 

national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under 5 U.S.C. Section 552a 
(The Privacy Act), but that has not been specifically authorized under criteria established by an Executive Order or an Act of 
Congress to be kept classified in the interest of national defense or foreign policy but is to be protected in accordance with the 
requirements of the Computer Security Act of 1987 (P.L.100-235)." 

3 
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The SSA Office of Information Security (OIS) has agency-wide responsibility for interpreting, 
developing, and implementing security policy; providing security and integrity review 
requirements for all major SSA systems; managing SSA's fraud monitoring and reporting 
activities; developing and disseminating security training and awareness materials; and 
providing consultation and support for a variety of agency initiatives. SSA's security reviews 
ensure that external systems receiving information from SSA are secure and operate in a 
manner consistent with SSA's Information Technology {IT) security policies and in compliance 
with the terms of electronic information sharing agreements executed by SSA with outside 
entities. Within the context of SSA's security policies and the terms of electronic information 
sharing agreements with SSA's EIEPs, OIS exclusively conducts and brings to closure initial 
security certifications and periodic security compliance reviews of EIEPs that process, maintain, 
transmit, or store SSA-provided information in accordance with pertinent Federal requirements 
which include the following (see also Requlatorv References): 

a. The Federal Information Security Management Act (FISMA) requires the protection of 
"Federal information in contractor systems, including those systems operated by state and 
local governments." 

b. The Social Security Administration requires EIEPs to adhere to the policies, standards, 
procedures, and directives published in this Systems Security Requirements {SSR) 
document. 

Personally Identifiable Information (PII), covered under several Federal laws and statutes, is 
information about an individual including, but not limited to, personal identifying information 
including the Social Security Number (SSN). · 

The data (last 4 digits of the SSN) that SSA provides to its EIEPs for purposes of the Help 
America Vote Act (HAVA) does not identify a specific individual; therefore, is not "PII" as 
defined by the Act. 

However, SSA is diligent in discharging its responsibility for establishing aopropriate 
administrative, technical, and physical safeguards to ensure the security, confidentiality, and 
availability of its records and to protect against any anticipated threats or hazards to their 
security or integrity. 

NOTE: Disclosure of Federal Tax Information (FTI) is limited to certain Federal 
agencies and state programs supported by federal statutes under Sections 1137, 
453, and 1106 of the Social Security Act. For information regarding safeguards for 
protecting FTI, consult IRS Publication 1075, Tax Information Security Guidelines 
for Federal, State, and Local Agencies. 

The SSA Regional Data Exchange Coordinators (DECs) serve as a bridge between SSA and 
state EIEPs. In the security arena, DECs assist ors in coordinating data exchange security 
review activities with state and local EIEPs; e.g., they provide points of contact with state 
agencies, assist in setting up security reviews, etc. DECs are also the first points of contact 
for states if an employee of a state agency or an employee of a state agency's contractor or 

4 
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agent becomes aware of a suspected or actual loss of SSA-provided Personally Identifiable 
Information (PII). 

4. General Systems Security Standards 0 

.EIEPs that request and receive information electronically from SSA must comply with the 
following general systems security standards concerning access to and control of SSA
provided information. 

NOTE: EIEPs may not create separate files or records comprised solely of the 
information provided by SSA. 

a. EIEPs must ensure that means, methods, and technology used to process, maintain, 
transmit, or store SSA-provided information neither prevents nor impedes the EIEP"s 
ability to 

• safeguard the information in conformance with SSA requirements, 

• efficiently investigate fraud, data breaches, or security events that involve 
SSA-provided information, or 

• detect instances of misuse or abuse of SSA-provided information 

For example, utilization of cloud computing may have the potential to 
jeopardize an EIEP's compliance with the terms of their agreement or SSA's 
associated system security requirements and procedures. 

b. EIEPs must use the electronic connection established between the EIEP and SSA 
only in support of the current agreement(s) between the EIEP and SSA. 

c. EIEPs must use the software and/or devices provided to the EIEP only in support of 
the current agreement(s) between the EIEP and SSA. 

d. SSA prohibits modifying any software or devices provided to the EIEPs by SSA. 

e. EIEPs must ensure that SSA-provided information is not processed, maintained, 
transmitted, or stored in or by means of data communications channels, electronic 
devices, computers, or computer networks located in geographic or virtual areas not 
subject to U.S. law. 

f. EIEPs must restrict access to the information to authorized users who need it to 
perform their official duties. 

NOTE: Contractors and agents (hereafter referred to as contractors) of the 
EIEP who process, maintain, transmit, or store SSA-provided information are 
held to the same security requirements as employees of the EIEP. Refer to the 
section Contractors of Electronic Intowatioa Exchange eartaers in the Systems 
Securjty Requjrements for additional information. 

g. EIEPs must store information received from SSA in a manner that, at all times, is 
physically and electronically secure from access by unauthorized persons. 

5 



Exhibit G 
Attachment I A1 Page 35 of 70 

h. The EIEP must process SSA-provided information under the immediate supervision 
and control of authorized personnel. 

i. EIEPs must employ both physical and technological safeguards to prevent 
unauthorized retrieval of SSA-provided information via computer, remote terminal, 
or other means. 

j. EIEPs must have formal PII incident response procedures. When faced with a 
security incident caused by malware, unauthorized access, software issues, or acts 
of nature, the EIEP must be able to respond in a manner that protects SSA-provided 
information affected by the incident. 

k. EIEPs must have an active and robust employee security awareness program, which 
is mandatory for all employees who access SSA-provided information. 

I. EIEPs must advise employees with access to SSA-provided information of the 
confidential nature of the information, the safeguards required to protect the 
information, and the civil and criminal sanctions for non-compliance contained in 
the applicable Federal and state laws. 

m. At its discretion, SSA or its designee must have the option to conduct onsite 
security reviews or make other provisions to ensure that EIEPs maintain adequate 
security controls to safeguard the information we provide. 

5. Systems Security Requirements 0 

5.1 Overview 0 

SSA must certify that the EIEP has implemented controls that meet the requirements and 
work as intended, before we will authorize initiating transactions to and from SSA 
through batch data exchange processes or online processes such as State Online Query 
(SOLQ) or Internet SOLQ (SOLQ-I). 

ihe Technical Systems Security Requirements (TSSRs) address management, 
operational, and technical aspects of security safeguards to ensure only the authorized 
disclosure and use of SSA-provided information by SSA's EIEPs. 

SSA recommends that the EIEP develop and publish a comprehensive Systems Security 
Policy document that specifically addresses: 

• the classification of information processed and stored within the network, 

• administrative controls to protect the information stored and processed within the 
network, 

• access to the various systems and subsystems within the network,· 

• Security Awareness Training, 

• Employee Sanctions Policy, 
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• the disposal of protected information and sensitive documents derived from the 
system or subsystems on the network. 

SSA's systems security requirements represent the current state-of-the-practice security 
controls, safeguards, and countermeasures required for Federal information systems by 
Federal regulations, statutes, standards, and guidelines. Additionally, SSA's systems 
security requirements also include organizationally defined interpretations, policies, and 
procedures mandated by the authority of the Commissioner of Social Security in areas 
when or where other cited authorities may be silent or non-specific. 

5.2 General System Security Design and Operating Environment 0 

EIEPs must provide descriptions and explanations of their overall system design, 
configuration, security features, and operational environment and include explanations of 
how they conform to SSA's requirements. Explanations must include the following: 

o Descriptions of the operating environment(s) in which the EIEP will utilize, maintain, 
and transmit SSA-provided information 

o Descriptions of the business process( es) in which the EIEP will use SSA-provided 
information 

o Descriptions of the physical safeguards employed to ensure that unauthorized 
personnel cannot access SSA-provided information and details of how the EIEP keeps 
audit information pertaining to the use and access to SSA-provided information and 
associated applications readily available 

o Descriptions of electronic safeguards, methods, and procedures for protecting the 
EIEP's network infrastructure and for protecting SSA-provided information while in 
transit, in use within a process or application, and at rest (stored or not in use) 

o Descriptions of how the EIEP prevents unauthorized retrieval of SSA-provided 
information by computer, remote terminal, or other means, including descriptions of 
security software other than access control software (e.g., security patch and anti
malware software installation and maintenance, etc.) 

o Descriptions of how the configurations of devices (e.g., servers, workstations, and 
portable devices) involving SSA-provided information comply with recognized industry 
standards and SSA's system security requirements 

o Description of how the EIEP implements adequate security controls (e.g., passwords 
enforcing sufficient construction strength to defeat or minimize risk-based identified 
vulnerabilities) 
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EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-provided information and associated transactions and functions to only those users, 
processes acting on behalf of authorized users, or devices (including other information 
systems) authorized for such access based on their official duties or purpose(s). EIEPs 
must employ a recognized user access security software package (e.g. RAC-F, ACF-2, 
TOP SECRET) or a security softWare design which is equivalent to such products. The 
access control software must utilize personal identification numbers (PIN) and passwords 
or Biometric identifiers in combination with the user's system identification code (userID). 
The access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric identifier, and/or (3) SmartCard/biometric identifier, etc., for 
authenticating users). 

Depending on the computing platform (e.g., client/server (PC), mainframe) and the 
access software implementation, the terms "PIN" and "user system identification code 
(userID)" may be, for practical purposes, synonymous. For example, the PIN/password 
combination may be required for access to an individual's PC after which, the 
userID/password combination may be required for access to a mainframe application. A 
biometric identifier may supplant one element in the pair of those combinations. SSA 
strongly recommends Two-Factor Authentication. 

The EIEP's implementation of the control software must comply with recognized industry 
standards. Password policies should enforce sufficient construction strength (length and 
complexity) to defeat or minimize risk-based identified vulnerabilities and ensure 
limitations for password repetition. Technical controls should enforce periodic password 
changes based on a risk-based standard (e.g., maximum password age of 90 days, 
minimum password age of 3 - 7 days) and enforce automatic disabling of user accounts 
that have been inactive for a specified period of time (e.g., 90 days). 

The EIEP's password policies must also require more stringent password construction 
(e.g., passwords greater than eight characters in length requiring upper and lower case 
letters, numbers, and special characters; password phrases) for the user accounts of 
persons, processes, or devices whose functions require access privileges in excess of 
those of ordinary users. 

EIEPs must have management control and oversight of the.function of authorizing 
individual user access to SSA-provided information and to oversee the process of issuing 
and managing access control PINs, passwords, biometric identifiers, etc. for access to the 
EIEP's system. 

The EIEP's systems access rules must cover least privilege and individual accountability. 
The EIEP's rules should include procedures for access to sensitive information and 
transactions and functions related to it. Procedures should include control of transactions 
by permissions module, the assignment and limitation of system privileges, disabling 
accounts of separated employees (e.g., within 24 hours), individual accountability, work 
at home, dial-up access, and connecting to the Internet. 
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SSA requires EIEPs to implement and maintain a fully automated audit trail system 
(ATS). The system must be capable of creating, storing, protecting, and efficiently 
retrieving and collecting records identifying the individual user who initiates a request for 
information from SSA or accesses SSA-provided information. At a minimum, individual 
audit trail records must contain the data needed (including date and time stamps) to 
associate each query transaction or access to SSA-provided information with its initiator, 
their action, if any, and the relevant business purpose/process (e.g., SSN verification for 
Medicaid). Each entry in the audit file must be stored as a separate record, not overlaid 
by subsequent records. The Audit Trail System must create transaction files to capture 
all input from interactive internet applications which access or query SSA-provided 
information. 

If a State Transmission Component (STC) handles and audits the EIEP's transactions with 
SSA, the EIEP is responsible for ensuring that the STC's audit capabilities meet SSA's 
requirements for an automated audit trail system. The EIEP must also establish a process 
to obtain specific audit information from the STC regarding the EIEP's SSA transactions. 

Access to the audit file must be restricted to authorized users with a "need to know." 
Audit file data must be unalterable (read-only) and maintained for a minimum of three 
(preferably seven) years. Information in the audit file must be retrievable by an 
automated method. EIEPs must have the capability to make audit file information 
available to SSA upon request. EIEPs must back-up audit trail records on a regular basis 
to ensure their availability. EIEPs must apply the same level of protection to backup 
audit files that apply to the original files. 

If the EIEP retains SSA-provided information in a database (e.g., Access database, 
SharePoint, etc.), or if certain data elements within the EIEP's system indicate to users 
that SSA verified the information, the EIEP's system must also capture an audit trail 
record of users who viewed SSA-provided information stored within the EIEP's system. 
The retrieval requirements for SSA-provided information at rest and the retrieval 
requirements for regular transactions are identical. 

5.5 Personally Identifiable Information (PII) 

PII is any information about an individual maintained by an agency, including (1) 
any information that can be used to distinguish or trace an individual's identity, 
such as name, social security number, date and place of birth, mother's maiden 
name, or biometric records; and (2) any other information that is linked or linkable 
to an individual, such as medical, educational, financial, and employment 
information. An item such as date and place of birth, mother's maiden name, or 
father's surname is PII, regardless of whether combined with other data. 

SSA defines a PII loss as a circumstance when SSA has reason to believe that 
information on hard copy or in electronic format, which contains PII provided by SSA, 
left the EIEP's custody or the EIEP disclosed it to an unauthorized individual or entity. 
PII loss is a reportable incident (refer to Incident Reportjaq). 
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If a PII loss involving SSA-provided information occurs or is suspected, the EIEP 
must be able to quantify the extent of the loss and compile a complete list of the 
individuals potentially affected by the incident (refer to Incicfeat ReoorUnq). 

5.6 Monitoring and Anomaly Detection 0 

SSA recommends that EIEPs use an Intrusion Protection System (IPS) or an 
Intrusion Detection System (IDS). The EIEP must establish and/or maintain 
continuous monitoring of its network infrastructure and assets to ensure the following: 

o The EIEP's security controls continue to be effective over time 

o Only authorized individuals, devices, and processes have access to SSA
provided information 

o The EIEP detects efforts by external and internal entities, devices, or processes to 
perform unauthorized actions (i.e., data breaches, malicious attacks, access to 
network assets, software/hardware installations, etc.) as soon as they occur 

o The necessary parties are immediately alerted to unauthorized actions 
performed by external and internal entities, devices, or processes 

o Upon detection of unauthorized actions, measures are immediately initiated to 
prevent or mitigate associated risk 

o In the event of a data breach or security incident, the EIEP can efficiently determine 
and initiate necessary remedial actions 

o The trends, patterns, or anomalous occurrences and behavior in user or network 
activity that may be indicative of potential security issues are readily discernible 

The EIEP's system must include the capability to prevent employees from unauthorized 
browsing of SSA records. SSA strongly recommends the use of a transaction-driven 
permission module design, whereby employees are unable to initiate transactions not 
associated with the normal business process. If the EIEP uses such a design, they then 
need anomaly detection to detect and monitor employee's unauthorized attempts to gain 
access to SSA-provided information and attempts to obtain information from SSA for 
clients not in the EIEP's client system. The EIEP should employ measures to ensure the 
permission module's integrity. Users should not be able to create a bogus case and 
subsequently delete it in such a way that it goes undetected. 

If the EIEP's design does not currently use a permission module and is not transaction
driven, until at least one of these security features exists, the EIEP must develop and 
implement compensating security controls to deter employees from browsing SSA 
records. These controls must include monitoring and anomaly detection features, either 
systematic, manual, or a combination thereof. Such features must include the 
capability to detect anomalies in the volume and/or type of transactions or queries 
requested or initiated by individuals and include systematic or manual procedures for 
verifying that requests and queries of SSA-provided information comply with valid 
official business purposes. The system must also produce reports that allow 
management and/or supervisors to monitor user activity, such as the following: 
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This type of report captures information about users who enter incorrect user IDs 
when attempting to gain access to the system or to the transacti'on that initiates 
requests for information from SSA, including failed attempts to enter a password. 

• Inquiry Match Exception Reports: 

This type of report captures information about users who may be initiating 
transactions for SSNs that have no client case association within the EIEP's system 
(the EIEP's management should review 100 percent of these cases). 

• System Error Exception Reports: 

This type of report captures information about users who may not understand 
or may be violating proper procedures for access to SSA-provided information. 

• Inquiry Activity Statistical Reports: 

This type of report captures information about transaction usage patterns 
among authorized users and is a tool which enables the EIEP's management to 
monitor typical usage patterns in contrast to extraordinary usage patterns. · 

The EIEP must have a process for distributing these monitoring and exception reports to 
appropriate local managers/supervisors or to local security officers. The process must 
ensure that only those whose responsibilities include monitoring anomalous activity of 
users, to include those who have exceptional system rights and privileges, use the 
reports. 

5.7 Management Oversight and Quality Assurance 0 

The EIEP must establish and/or maintain ongoing management oversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA
provided information. They must ensure ongoing compliance with the terms of the EIEP's 
electronic information sharing agreement with SSA and the SSRs established for access to 
SSA-provided information. The entity responsible for management oversight must consist 
of one or more of the EIEP's management officials whose job functions include 
responsibility to ensure that the EIEP only grants access to the appropriate employees and 
position types which require SSA-provided informa~ion to do their jobs. 

The EIEP must ensure that employees granted access to SSA-provided information 
receive adequate training on the sensitivity of the information, associated safeguards, 
operating procedures, and the penalties for misuse. 

SSA recommends that EIEPs establish the following job functions and require that 
employees tasked with these job functions do not also share the same job functions as 
personnel who request or use information from SSA. 

• Perform periodic self-reviews to monitor the EIEP's ongoing usage of SSA
provided information. 

• Perform random sampling of work activity that involves SSA-provided 
information to determine if the access and usage comply with SSA's 
requirements. 
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5.8 Data and Communications Security 0 
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EIEPs must encrypt PII and SSA-provided information when transmitting across dedicated 
communications circuits between its systems, intrastate communications between its local 
office locations, and on the EIEP's mobile computers, devices and removable media. The 
EIEP's encryption methods should align with the Standards established by the National 
Institute of Standards and Technology (NIST). SSA recommends the Advanced 
Encryption Standard (AES) or triple DES (Data Encryption Standard 3), if AES is 
unavailable, encryption method for securing SSA-provided information during transport. 
Files encrypted for external users (when using tools such as Microsoft WORD 
encryption,) require a key length of nine characters. We also recommend that the key 
(also referred to as a password) contain both special characters and a number. SSA 
requires that the EIEP deliver the key so that the key does not accompany the media. 
The EIEP must secure the key when not in use or unattended. 

SSA discourages the use of the public Internet for transmission of SSA-provided 
information. If however, the EIEP uses the public Internet or other electronic 
communications, such as emails and faxes to transmit SSA-provided information, they 
must use a secure encryption protocol such as Secure Socket Layer (SSL) or Transport 
Layer Security (TLS). SSA also recommends 256-bit encryption protocols or more 
secure methods such as Virtual Private Network technology. The EIEP should only send 
data to a secure address or device to which the EIEP can control and limit access to only 
specifically authorized individuals and/or processes. SSA recommends that EIEPs 
use Media Access Control (MAC} Filtering and Firewalls to protect access points 
from unauthorized devices attempting to connect to the network. 

EIEPs should not retain SSA-provided information any longer than business 
purpose(s) dictate. The Information Exchange Agreement with SSA stipulates a time 
for data retention. The EIEP should delete, purge, destroy, or return SSA-provided 
information when the business purpose for retention no longer exists. 

The EIEP may not save or create separate files comprised solely of information provided 
by SSA. The EIEP may apply specific SSA-provided information to the EIEP's matched 
record from a preexisting data source. Federal law prohibits duplication and redisclosure 
of SSA-provided information without written approval. The prohibition applies to both 
internal and external sources who do not have a "need-to-know2

." SSA recommends 
that EIEPs use either Trusted Platform Module (TPM} or Hardware Security 
Module (HSM} technology solutions to encrypt data at rest on hard drives and 
other data storage media .. 

EIEPs must prevent unauthorized disclosure of SSA-provided information after they 
complete processing and after the EIEP no longer requires the information. The EIEP's 
operational processes must ensure that no residual SSA-provided information remains on 
the hard drives of user's workstations after the user exits the application(s) that use 
SSA-provided information. If the EIEP must send a computer, hard drive, or other 
computing or storage device offsite for repair, the EIEP must have a non-disclosure 
clause in their contract with the vendor. If the EIEP used the item in connection with a 
business process that involved SSA-provided information and the vendor will retrieve or 
may view SSA-provided information during servicing, SSA reserves the right to inspect 

2 
Need-to-know - access to the information must be necessary for the conduct of one's official duties. 
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the EIEP's vendor contract. The EIEP must remove SSA-provided information from 
electronic devices before sending it to an external vendor for service. SSA expects the 
EIEP to render it unrecoverable or destroy the electronic device if they do not need to 
recover the data. The same applies to excessed, donated, or sold equipment placed into 
the custody of another organization. 

To sanitize media, the EIEP should use one of the following methods: 

• Overwriting 

Overwrite utilities can only be used on working devices. Overwriting is appropriate only for 
devices designed for multiple reads and writes. The EIEP should overwrite disk drives, 
magnetic tapes, floppy disks, USB flash drives, and other rewriteable media. The overwrite 
utility must completely overwrite the media. SSA recommends the use of purging media 
sanitization to make the data irretrlevable and to protect data against laboratory attacks or 
forensics. Please refer to Defini«qas for more information regarding Media 
Sanitization). Reformatting the media does not overwrite the data. 

• Degaussing 

Degaussing is a sanitization method for magnetic media (e.g., disk drives, tapes, 
floppies, etc.). Degaussing is not effective for purging non-magnetic media (e.g., 
optical discs). Degaussing requires a certified tool designed for particular types of 
media. Certification of the tool is required to ensure that the magnetic flux applied to 
the media is strong enough to render the information irretrievable. The degaussing 
process must render data on the media irretrievable by a laboratory attack or 
laboratory forensic procedures (refer to Definitions for more information regarding 
Media Sanitization). 

• Physical destruction 

Physical destruction is the method when degaussing or over-writing cannot be 
accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Examples of physical destruction include shredding, 
pulverizing, and burning. 

State agencies may retain SSA-provided information in hardcopy only if required to 
fulfill evidentiary requirements, provided the agencies retire such data in accordance 
with applicable state laws governing retention of records. The EIEP must control print 
media containing SSA-provided information to restrict its access to authorized 
employees who need such access to perform their official duties. EIEPs must destroy 
print media containing SSA-provided information in a secure manner when it is no longer 
required for business purposes. The EIEP should destroy paper documents that contain 
SSA-provided information by burning, pulping, shredding, macerating, or other similar 
means that ensure the information is unrecoverable. 

NOTE: Hand tearing or lining through documents to obscure information 
does not meet SSA's requirements for appropriate destruction of PII. 

The EIEP must employ measures to ensure that communications and data furnished to 
SSA contain no viruses or other malware. 

Special Note: If SSA-provided information will be stored in a commercial 
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cloud, please provide the name and address of the cloud provider. Also, 
please describe the security features contractually required of the cloud 
provider to protect SSA-provided information. 

5.9 Incident Reporting 0 

SSA requires EIEPs to develop and implement policies and procedures to respond to 
data breaches or PII loses. You must explain how your policies and procedures 
conform to SSA's requirements. The procedures must include the following 
information: 

If the EIEP experiences or suspects a breach or loss of PII or a security incident, 
which includes SSA-provided information, they must notify the State official 
responsible for Systems Security designated in the agreement. That State official or 
delegate must then notify the SSA Regional Office Contact and the SSA Systems 
Security Contact identified in the agreement. If, for any reason, the responsible State 
official or delegate is unable to notify the SSA Regional Office or the SSA Systems 
Security Contact within one hour, the responsible State Agency official or delegate 
must report the incident by contacting SSA's National Network Service Center 
(NNSC) toll free at 877-697-4889 (select "Security and PII Reporting" from the 
options list). The EIEP will provide updates as they become available to the SSA 
contact, as appropriate. Refer to the worksheet provided in the agreement to 
facilitate gathering and organizing information about an incident. 

The EIEP must agree to absorb all costs associated with notification and remedial actions 
connected to security breaches, if SSA determines that the risk presented by the 
breach or security incident requires the notification of the subject individuals. SSA 
recommends that EIEPs seriously consider establishing incident response 
teams to address PII breaches. 

5.10 Security Awareness and Employee Sanctions 0 

The EIEP must designate a department or party to take the responsibility to provide 
ongoing security awareness training for employees who access SSA-provided 
information. Training must include: 

o The sensitivity of SSA-provided information and address the Privacy Act and other 
Federal and state laws governing its use and misuse 

o Rules of behavior concerning use and s~curity in systems processing SSA-provided 
information 

o Restrictions on viewing and/or copying SSA-provided information 

o The employee's responsibility for proper use and protection of SSA-provided 
information including its proper disposal 

o Security incident reporting procedures 

o Basic understanding of procedures to protect the network from malware attacks 
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o Spoofing, Phishing, and Pharming scam prevention 
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o The possible sanctions and penalties for misuse of SSA-provided information 

SSA requires the EIEP to provide security awareness training to all employees and 
contractors who access SSA-provided information. The training should be annual, 
mandatory, and certified by the personnel who receive the training. SSA also requires 
the EIEP to certify that each employee or contractor who views SSA-provided data also 
certify that they understand the potential criminal and administrative sanctions or 
penalties for unlawful disclosure. 

5.11 Contractors of Electronic Information Exchange Partners 0 

As previously stated in The General Systems Security Standards., contractors of the 
EIEP must adhere to the same security requirements as employees of the EIEP. The 
EIEP is responsible for the oversight of its contractors and the contractor's compliance 
with the security requirements. The EIEP will enter into a written agreement with each 
of its contractors and agents who need SSA data to perform their official duties, 
whereby such contractors or agents agree to abide by all relevant Federal laws, 
restrictions on access, use, disclosure, and the security requirements in this 
Agreement. 

The EIEP's employees, contractors, and agents who access, use, or disclose 
SSA data in a manner or purpose not authorized by this Agreement may be subject to 
both civil and criminal sanctions pursuant to applicable Federal statutes. The EIEP will 
provide its contractors and agents with copies of this Agreement, related 
IEAs, and all related attachments before initial disclosure of SSA data to such 
contractors and agents. Prior to signing this Agreement, and therea~er at SSA's 
request, the EIEP will obtain from its contractors and agents a current list of 
the employees of such contractors and agents with access to SSA data and provide 
such lists to SSA. 

The EIEP must be able to provide proof of the contractual agreement If the contractor 
processes, handles, or transmits information provided to the EIEP by SSA or has 
authority to perform on the EIEP's behalf, the EIEP should clearly state the specific roles 
and functions of the contractor. The EIEP will provide SSA written certification that the 
contractor is meeting the terms of the agreement, including SSA security requirements. 
The certification will be subject to our final approval before redisclosing our information. 

The EIEP must also require that contractors who will process, handle, or transmit 
information provided to the EIEP by SSA sign an agreement with the EIEP that obligates 
the contractor to follow the terms of the EIEP's data exchange agreement with SSA. The 
EIEP or the contractor must provide a copy of the data exchange agreement to each of 
the contractor's employees before disclosing data and make certain that the contractor's 
employees receive the same security awareness training as the EIEP's employees. The 
EIEP should maintain awareness-training records for the contractor's employees and 
require the same annual certification procedures. 

The EIEP will be required to conduct the review of contractors and is responsible 
for ensuring compliance of its contractors with security and privacy requirements and 
limitations. As such, the EIEP will subject the contractor to ongoing security compliance 
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reviews that must meet SSA standards. The EIEP will conduct compliance 
reviews at least triennially commencing no later than three (3) years after the approved 
initial security certification to SSA; and must provide SSA with written documentation of 
recurring compliance reviews, with the contractor, subject to our approval. 

If the EIEP's contractor will be involved with the processing, handling, or transmission 
of information provided to the EIEP by SSA offsite from the EIEP, the EIEP must have 
the contractual option to perform onsite reviews of that offsite facility to ensure that the 
following meet SSA's requirements: 

o safeguards for sensitive information 

o computer system safeguards 

o security controls and measures to prevent, detect, and resolve unauthorized 
access to, use of, and redisclosure of SSA-provided information 

o continuous monitoring of the EIEP contractors' network infrastructures and assets 

6. General -- Security Certification and Compliance Review Programs 0 

SSA's security certification and compliance review programs are distinct processes. The 
certification program is a one-time process when an EIEP initially requests electronic access to 
SSA-provided information. The certification process entails two rigorous stages intended. to 
ensure that technical, management, and operational security measures work as designed. SSA 
must ensure that the EIEPs fully conform to SSA's security requirements and satisfy both 
stages of the certification process before SSA will permit on line access to its data in a 
production environment. 

The compliance review program, however, ensures that the suite of security measures 
implemented by an EIEP to safeguard SSA-provided information remains in full compliance with 
SSA's security standards and requirements. The compliance review program applies to both 
online and batch access to SSA-provided information. Under the compliance review program, 
EIEPs are subject to ongoing and periodic security reviews by SSA. 

6.1 The Security Certification Program 0 

The security certification process applies to EIEPs that seek online electronic access to SSA 
information and consists of two general phases: 

• Phase One: The Security Design Plan (SDP) phase is a formal written plan authored 
by the EIEP to comprehensively document its technical and non-technical security 
controls to safeguard SSA-provided information (refer to Documenting Security 
Controls ju the Security Desjqa Plan).+ 

NOTE: SSA may have legacy EIEPs (EIEPs not certified under the current 
process) who have not prepared an SOP. OIS strongly recommends that 
these EIEPs prepare an SOP. 

The EIEP's preparation and maintenance of a current SOP will aid them in 
determining potential compliance issues prior to reviews, assuring 
continued compliance with SSA's security requirements, and providing for 
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more efficient security reviews. 
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• Phase 2: The SSA Onsite Certification phase is a formal onsite review conducted by 
SSA to examine the full suite of technical and non-technical security controls 
implemented by the EIEP to safeguard data obtained from SSA electronically (refer to 
The CertificaUoa Process). 

6.2 Documenting Security Controls in the Security Design Plan (SOP) 0 

6.2.1 When the SOP and Risk Assessment are Required 0 

EIEPs must submit an SDP and a security risk assessment (RA) for evaluation when one or 
more of the following circumstances apply. The RA must be in electronic format. It must 
include discussion of the measures planned or implemented to mitigate risks identified by 
the RA and (as applicable) risks associated with the circumstances below: 

• to obtain approval for requested access to SSA-provided information for an initial 
agreement 

• to obtain approval to reestablish previously terminated access to SSA-provided data 

• to obtain approval to implement a new operating or security platform that will involve 
SSA-provided information 

• to obtain approval for significant changes to the EIEP's organizational structure, 
technical processes, operational environment, data recovery capabilities, or security 
implementations planned or made since approval of their most recent SOP or of their 
most recent successfully completed security review 

• to confirm compliance when one or more security breaches or incidents involving 
SSA-provided information occurred since approval of the EIEP's most recent SOP 
or of their most recent successfully completed security review 

• to document descriptions and explanations of measures implemented as the result 
of a data breach or security incident 

• to document descriptions and explanations of measures implemented to resolve 
non-compliancy issue(s) 

• to obtain a new approval after SSA revoked approval of the most recent SDP 

SSA may require a new SDP if changes occurred (other than those listed above) that 
may affect the terms of the EIEP's information sharing agreement with SSA. 

SSA will not approve the SDP or allow the initiation of transactions and/or access 
to SSA-provided information before the EIEP complies with the SSRs. 

An SDP must satisfactorily document the EIEP's compliance with all of SSA's SSRs in order to 
provide the minimum level of security acceptable to SSA for its EIEP's access to SSA-provided 
information. 

EIEP's must correct deficiencies identified through the evaluation of the SDP and submit a 
revised SDP that incorporates descriptions and explanations of the measures implemented to 
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eliminate the deficiencies. SSA cannot grant access to SSA-provided information until the EIEP 
corrects the deficiencies, documents the SOP, and SSA approves the revisions. The EIEP will 
communicate the implementation of corrective actions to SSA on a regular basis. SSA will 
withhold final approval until the EIEP can rectify all deficiencies. 

SSA may revoke the approval of the EIEP's SOP and its access to SSA-provided information if we 
learn the EIEP is non-compliant with one or more SSRs. The EIEP must submit a revised SOP, 
which incorporates descriptions and explanations of the measures the EIEP will implement to 
resolve the non-compliance issue(s). The EIEP must communicate the progress of corrective 
action(s) to SSA on a regular basis. SSA will consider the EIEP in non-compliant status until 
resolution of the issue(s), the EIEP's SOP documents the corrections, and we approve the SOP. 
If, within a reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency 
determined by SSA to present a substantial risk to SSA-provided information or to SSA, SSA will 
withhold approval of the SOP and discontinue the flow of SSA-provided information. 

NOTE: EIEPs that function only as an STC, transferring SSA-provided information 
to other EIEPs must, per the terms of their agreements with SSA, adhere to SSA's 
System Security Requirements (SSR} and exercise their responsibilities regarding 
protection of SSA-provided information. 

6.3 The Certification Process 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onsite certification 
review. The objective of the onsite review is to en$ure the EIEP's non-technical and 
technical controls safeguard SSA-provided information from misuse and improper disclosure 
and that those safeguards function and work as intended. 

At its discretion, SSA may request that the EIEP participate in an onsite review and 
complianc;::e certification of their security infrastructure. 

The onsite review may address any or all of SSA's security requirements and include, when 
appropriate: 

• a demonstration of the EIEP's implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and if appropriate, 
browsing prevention, specifically: 

o If the design is based on a permission module or similar design, or it is transaction 
driven, the EIEP will demonstrate how the system triggers requests for information 
from SSA. 

18 



Exhibit G 
Attachment I A 1 Page 48of70 

o If the design is based on a permission module, the EIEP will demonstrate how the 
process for requests for SSA-provided information prevent SSNs not present in the 
EIEP's system from sending requests to SSA. We will attempt to obtain information 
from SSA using at least one, randomly created, fictitious number not known to the 
EIEPs system. 

During a certification or compliance review, SSA or a certifier acting on its behalf, may 
request a demonstration of the EIEP's audit trail system (ATS) and its record retrieval 
capability. The certifier may request a demonstration of the ATS' capability to track the 
activity of employees who have the potential to access SSA-provided information within the 
EIEP's system. The certifier may request more information from those EIEPs who use an 
STC to handle and audit transactions. We will conduct a demonstration to see how the EIEP 
obtains audit information from the STC regarding the EIEP's SSA transactions. 

If an STC handles and audits an EIEP's transactions, SSA requires the EIEP to demonstrate 
both their own in-house audit capabilities and the process used to obtain audit information 
from the STC. 

If the EIEP employs a contractor who processes, handles, or transmits the EIEP's SSA
provided information offsite, SSA, at its discretion, may include the contractor's facility in 
the onsite certification review. The inspection may occur with or without a representative 
of the EIEP. 

Upon successful completion of the .onsite certification exercise, SSA will authorize 
electronic access to production data by the EIEP. SSA will provide written notification of 
its certification to the EIEP and all appropriate internal SSA components. 

The following is a high-level flow chart of the OIS Certification Process: 0 
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6.5 The Compliance Review Program and Process 
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0 

Similar to the certification process, the compliance review program entails a rigorous 
process intended to ensure that EIEPs who receive electronic information from SSA are in full 
compliance with the Agency's security requirements and standards. As a practice, SSA 
attempts to conduct compliance reviews following a two to five year periodic review 
schedule. However, as circumstances warrant, a review may take place at any time. Three 
prominent examples that would trigger an ad hoc review are: 

• a significant change in the outside EIEP's computing platform 

• a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of SSA information by the EIEP 

The following is a high-level flow chart of the OIS Compliance Review Process: 0 

SSA may conduct onsite compliance reviews and include both the EIEP's main facility and a field 
office. 

SSA may, also at its discretion, request that the EIEP participate in an onsite compliance 
review of their security infrastructure to confirm the implementation of SSA's security 
requirements. 
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The onsite review may address any or all of SSA's security requirements and include, where 
appropriate: 

• a demonstration of the EIEP's implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's implementation of online exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g. anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and, if appropriate, 
browsing prevention: 

o If the design uses a permission module or similar design, or is transaction driven, the 
EIEP will demonstrate how the system triggers requests for information from SSA. 

o If the design uses a permission module, the EIEP will demonstrate the process used to 
request SSA-provided information and prevent the EIEP's system from processing SSNs 
not present in the EIEP's system. We can accomplish this by attempting to obtain 
information from SSA using at least one, randomly created, fictitious number not known 
to the EIEP's system. 

SSA may, at its discretion, perform an onsite or remote review for reasons including, but 
not limited to the following: 

• the EIEP has experienced a security breach or incident involving SSA-provided information 

• the EIEP has unresolved non-compliancy issue(s) 

• to review an offsite contractor's facility that processes SSA-provided information 

• the EIEP is a legacy organization that has not yet been through SSAs security certification 
and compliance review programs 

• the EIEP requested that SSA perform an IV & V (Independent Verification and Validation 
review) 

During the compliance review, SSA, or a certifier acting on its behalf, may request a 
demonstration of the system's audit trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees who view SSA
provided information within the EIEP's system. The certifier may request EIEPs that have STCs 
that handle and audit transactions with SSA to demonstrate the process used to obtain audit 
information from the STC. 

If an STC handles and audits the EIEP's transactions with SSA, we may require the EIEP to 
demonstrate both their in-house audit capabilities and the processes used to obtain audit 
information from the STC regarding the EIEP's transactions with SSA. 
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If the EIEP employs a contractor who will process, handle, or transmit the EIEP's SSA-provided 
information offsite, SSA, at its discretion, may include in the onsite compliance review an onsite 
inspection of the contractors facility. The inspection may occur with or without a representative 
of the EIEP. The format of the review in routine circumstances (i.e., the compliance review is 
not being conducted to address a special circumstance, such as a disclosure violation) will 
generally consist of reviewing and updating the EIEP's compliance with the systems security 
requirements described above in this document. At the conclusion of the review, SSA will issue 
a formal report to appropriate EIEP personnel. The Final Report will address findings and 
recommendations from SSA's compliance review, which includes a plan for monitoring each issue 
until closure. 

NOTE: SSA handles documentation provided for compliance reviews as sensitive 
information. The information is only accessible to authorized individuals who have a 
need for the information as it relates to the EIEP's compliance with its electronic 
information sharing agreement with SSA and the associated system security 
requirements and procedures. SSA will not retain the EIEP's documentation any longer 
than required. SSA will delete, purge, or destroy the documentation when the 
retention requirement expires. 

The following is a high-level example of the analysis that aids SSA in making a preliminary 
determination as to which review format is appropriate. We may also use additional factors to 
determine whether SSA will perform an onsite or remote compliance review. 

• High/Medium Risk Criteria 

o undocumented closing of prior review finding(s) 
o implementation of technical/operational controls that affect security of SSA-provided 

information (e.g. implementation of new data access method) 
o PII breach 

• Low Risk Criteria 

o no prior review finding(s) or prior finding(s) documented as closed. 
o no implementation of technical/operational controls that impact security of SSA-provided 

information (e.g. implementation of new data access method) 
o no PII breach 

6.5.1 EIEP Compliance Review Participation 0 

SSA may request to meet with the following persons during the compliance review: 

• a sample of managers and/or supervisors responsible for enforcing and monitoring 
ongoing compliance to security requirements and procedures to assess their level of 
training to monitor their employee's use of SSA-provided information, and for 
reviewing reports and taking necessary action 

• the individuals responsible for performing security awareness and employee sanction 
functions to learn how you fulfill this requirement 

• a sample of the EIEP's employees to assess their level of training and 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided information 

22 



Exhibit G 
Attachment I A 1 Page 52of70 

• the individual(s) responsible for management oversight and quality assurance 
functions to confirm how your agency accomplishes this requirement 

• additional individuals as deemed appropriate by SSA 

6.5.2 Verification of Audit Samples 0 

Prior to or during the compliance review, SSA will present to the EIEP a sampling 
of transactions previously submitted to SSA for verification. SSA requires the 
EIEP to verify whether each transaction was, per the terms of their agreement 
with SSA, legitimately submitted by a user authorized to do so. 

SSA requires the EIEP to provide a written attestation of the transaction review 
results. The document must provide: 

• confirmation that each sample transaction located in the EIEP's audit file 
submitted by its employee(s) was for legitimate and authorized business 
purposes 

• an explanation for each sample transaction located in the EIEP's audit file(s) 
determined to have been unauthorized 

• an explanation for each sample transaction not found in the EIEP's ATS 

When SSA provides the sample transactions to the EIEP, detailed instructions will be 
included. Only an official responsible for the EIEP is to provide the attestation. 

6.6 Scheduling the Onsite Review 0 

SSA will not schedule the onsite review until we approve the EIEP's SDP. SSA will send 
approval notification via email. There is no prescribed period for arranging the subsequent 
onsite review (certification review for an EIEP requesting initial access to SSA-provided 
information for an initial agreement or compliance review for other EIEPs). Unless there 
are compelling circumstances precluding it, the onsite review will follow as soon as 
reasonably possible. 

However, the scheduling of the onsite review may depend on additional factors including: 

• the reason for submission of a plan 

• the severity of security issues, if any 

• circumstances of the previous review, if any 

• SSA workload considerations 

Although the scheduling of the review is contingent upon approval of the SDP, SSA may 
perform an onsite review prior to approval if we determine that it is necessary to 
complete our evaluation of a plan. 
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7. Additional Definitions 0 

Back Button: 
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Refers to a button on a web browser's toolbar, the backspace button on a 
computer keyboard, a programmed keyboard button or mouse button, etc., 
that returns a user to a previously visited web page or application screen. 

Breach: 

Refers to actual loss, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, unauthorized access, or any similar term referring to 
situations where unauthorized persons have access or potential access to PII or 
Covered Information, whether physical, electronic, or in spoken word or 
recording. 

Browsing: 

Requests for or queries of SSA-provided information for purposes not related to 
the performance of official job duties. 

Choke Point: 

The firewall between a local network and the Internet is a choke point in 
network security, because any attacker would have to come through that 
channel, which is typically protected and monitored. 

Cloud Computing: 

The term refers to Internet-based computing derived from the cloud 
drawing representing the Internet in computer network diagrams. Cloud 
computing providers deliver on-line and on-demand Internet services. 
Cloud Services normally use a browser or Web Server to deliver and store 
information. 
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A cloud drive is a Web-based service that provides storage space on a remote 
server. 

Cloud Audit: 

Cloud Audit is a specification developed at Cisco Systems, Inc. that provides 
cloud computing service providers a standard way to present and share 
detailed, automated statistics about performance and security. 
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Commingling is the creation of a common database or repository that stores and 
maintains both SSA-provided and preexisting EIEP PII. 

Degaussing: 

Degaussing is the method of using a "special device" (i.e., a device that 
generates a magnetic field) in order to disrupt magnetically recorded 
information. Degaussing can be effective for purging damaged media and media 
with exceptionally large storage capacities. Degaussing is not effective for 
purging non-magnetic media (e.g., optical discs). 

Dial-up: 

Sometimes used synonymously with dial-in, refers to digital data transmission 
over the wires of a local telephone network. 

Function: 

One or more persons or organizational components assigned to serve a 
particular purpose, or perform a particular role. The purpose, activity, or role 
assigned to one or more persons or organizational components. 

Hub: 

As it relates to electronic data exchange with SSA, a hub is an organization, 
which serves as an electronic information conduit or distribution collection 
point. The term Hub is interchangeable with the terms "StateTransmission 
Component," "State Transfer Component," or "STC." 

ICON: 

Interstate Connection Network (various entities use 'Connectivity' rather than 
'Connection') 

IV&V: 

Independent Verification and Validation 

Legacy System: 

A term usually referring to a corporate or organizational computer system or 
network that utilizes outmoded programming languages, software, and/or 
hardware that typically no longer receives support from the original vendors or 
developers. 

Manual Transaction: 

A user-initiated operation (also referred to as a "user-initiated transaction"). 
This is the opposite of a system-generated automated process. 

Example: A user enters a client's information including the client's SSN and 
presses the "ENTER" key to acknowledge that input of data is complete. A 
new screen appears with multiple options, which include "VERIFY SSN" and 
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"CONTINUE". The user has the option to verify the client's SSN or perform 
alternative actions. 

Media Sanitization: 

• Disposal: Refers to the discarding (e.g., recycling) of media that 
contains no sensitive or confidential data. 

• Clearing: This type of media sanitization is adequate for protecting 
information from a robust keyboard attack. Clearing must prevent retrieval 
of information by data, disk, or file recovery utilities. Clearing must be 
resistant to keystroke recovery attempts executed from standard input 
devices and from data scavenging tools. For example, overwriting is an 
acceptable method for clearing media. Deleting items, however, is not 
sufficient for clearing. 

This process may include overwriting all addressable locations of the data, as 
well as its logical storage location (e.g., its file allocation table). The aim of 
the overwriting process is to replace or obfuscate existing information with 
random data. Most rewriteable media may be cleared by a single overwrite. 
This method of sanitization is not possible on un-writeable or damaged media. 

• Purging: This type of media sanitization is a process that protects 
information from a laboratory attack. The terms clearing and purging are 
sometimes synonymous. However, for some media, clearing is not 
sufficient for purging (i.e., protecting data from a laboratory attack). 
Although most re-writeable media requires a single overwrite, purging 
may require multiple rewrites using different characters for each write 
cycle. 
This is because a laboratory attack involves threats with the capability to 
employ non-standard assets (e.g., specialized hardware) to attempt data 
recovery on media outside of that media's normal operating environment. 

Degaussing is also an example of an acceptable method for purging magnetic 
media. The EIEP should destroy media if purging is not a viable method for . 
sanitization. 

• Destruction: Physical destruction of media is the most effective form of 
sanitization. Methods of destruction include burning, pulverizing, and 
shredding. Any residual medium should be able to withstand a laboratory 
attack. 

Permission module: 

A utility or subprogram within an application, which automatically enforces 
the relationship of a request for or query of SSA-provided information to an 
authorized process or transaction before initiating a transaction. For 
example, requests for verification of an SSN for issuance of a driver's license 
happens automatically from within a state driver's license application. The 
System will not allow a user to request information from SSA unless the 
EIEP's client system contains a record of the subject individual's SSN. 

Screen Scraping: 
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Screen scraping is normally associated with the programmatic collection of visual 
data from a source. Originally, screen scraping referred to the practice of 
reading text data from a computer display terminal's screen. This involves 
reading the terminal's memory through its auxiliary port, or by connecting the 
terminal output port of one computer system to an input port on another. The 
term screen scraping is synonymous with the term bidirectional exchange of 
data. 

A screen scraper might connect to a legacy system via Telnet, emulate the 
keystrokes needed to navigate the legacy user interface, process the resulting 
display output, extract the desired data, and pass it on to a modern system. 

More modern screen scraping techniques include capturing the bitmap data 
from a screen and running it through an optical character reader engine, or 
in the case of graphical user interface applications, querying the graphical 
controls by programmatically obtaining references to their underlying 
programming objects. 

Security Breach: 

An act from outside an organization that bypasses or violates security policies, 
practices, or procedures. 

Security Incident: 

A security incident happens when a fact or event signifies the possibility that a 
breach of security may be taking place, or may have taken place. All threats are 
security incidents, but not all security incidents are threats. 

Security Violation: 

An act from within an organization that bypasses or disobeys security 
policies, practices, or procedures. 

Sensitive data: 

Any information, the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interest of the conduct of federal 
programs, or the privacy to which individuals are entitled under section 552a of 
title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress 
to be kept secret in the interest of national defense or foreign policy. 

SMDS (Switched Multimegabit Data Service (SMDS): 

SMDS is a telecommunications service that provides connectionless, high
performance, packet-switched data transport. Although not a protocol, it 
supports standard protocols and 
communications interfaces using current technology. 

SSA-provided data/information: 

Synonymous with 'SSA-supplied data/information." Defines information under 
the control of SSA that is provided to an external entity under the terms of an 
information exchange agreement with SSA. The following are examples of 
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SSA-provided data/information: 
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• SSA's response to a request from an EIEP for information from SSA (e.g., date 
of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

SSA data/information: 

This term, sometimes used interchangeably with "SSA-provided data/information", 
denotes 

information under the control of SSA that is provided to an external entity under 
the terms of an information exchange agreement with SSA. However, "SSA 
data/information" also includes information provided to the EIEP by a source 
other than SSA, but which the EIEP attests to that SSA verified it, or the EIEP 
couples the information with data from SSA as to to certify the accuracy of the 
information. The following are examples of SSA information: 

• SSA's response to a request from an EIEP for information from SSA (e.g., date 
of death) · 

• SSA's response to a query from an EIEP for verification of an SSN 

• Display by the EIEP of SSA's response to a query for verification of an 
SSN and the associated SSN provided by SSA 

• Display by the EIEP of SSA's response to a query for verification of an 
SSN and the associated SSN provided to the EIEP by a source other 
than SSA 

• Electronic records that contain only SSA's response to a query for verification of 
an SSN 

and the associated SSN whether provided to the EIEP by SSA or a source 
other than SSA 

SSN: 

Social Security Number 

STC: 

A State Transmission/Transfer Component is an organization that performs as an 
electronic information conduit or collection point for one or more other entities 
(also referred to as a hub). 

System-generated transaction: 

A transaction automatically triggered by an automated system process. 

Example: A user enters a client's information including the client's SSN on an 
input screen and presses the "ENTER" key to acknowledge that input of data is 
complete. An automated process then matches the SSN against the 
organization's database and when the systems finds no match, automatically 
sends an electronic request for verification of the SSN to SSA. 
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The Term "Systems Process" refers to a software program module that runs 
in the background within an automated batch, online, or other process. 

Third Party: 

This term pertains to an entity (person or organization) provided access to SSA
provided information by an EIEP or other SSA business partner for which one or 
more of the following apply: 

• is not stipulated access to SSA-provided information by an information-sharing 
agreement between an EIEP and SSA 
• has no information-sharing agreement with SSA 
• SSA does not directly authorize access to SSA-provided information 

Transaction-driven: 

This term pertains to an automatically initiated online query of or request for 
SSA information by an automated transaction process (e.g., driver license 
issuance, etc.). The query or request will only occur the automated process 
meets prescribed conditions. 

Uncontrolled transaction: 

This term pertains to a transaction that falls outside a permission module. An 
uncontrolled transaction is not subject to a systematically enforced relationship 
between an authorized process or application and an existing client record. 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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8. Regulatory References 

0 

Exhibit G 
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Federal Information Processing Standards 

(FIPS) Publications Federal Information 

Security Management Act of 2002 (FIS MA) 

Homeland Security Presidential Directive 

(HSPD-12) 
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National Institute of Standards and Technology (NIST) Special Publications 

Office of Management and Budget (OMB) Circular A-123, Management's 
Responsibility for Internal 
Control 

Office of Management and Budget (OMB) Circular A-130, App.endix III, 
Management of Federal 
Information Resources 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive 
Agency 
Information, June 23, 2006 

Office of Management and Budget (OMB) Memo M-07-16, Memorandum for the 
Heads of Executive 
Departments and Agencies May 22, 2007 

Office of Management and Budget (OMB) Memo M-07-17, Safeguarding Against 
and Responding to the Breach of Personally Identifiable Information, May 22, 
2007 

Privacy Act of 1974 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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9. Frequently Asked Questions 0 
(Click links for answers or additional information) 

1. Q: What is a breach of data? 
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A: Refer also to Security Breach, Security Incident, and Security 
Violation. 

2. Q: What is employee browsing? 
A: Requests for or queries of SSA-provided information for purposes not 

related to the performance of official job duties 

3. Q: Okay, so the SDP was submitted. Can the Onsite Review be 
scheduled now? 

A: Refer to Scheduling the Onsite Review. 

4. Q: What is a "Permission Module"? 
A: A utility or subprogram within an application, which 

automatically enforces the relationship of a request for or query 
of SSA-provided information to an authorized process or 
transaction before initiating a transaction. For example, if 
requests for verification of an SSN for issuance of a driver's 
license happens automatically from within a state driver's 
license application. The System will not allow a user to request 
information from SSA unless the EIEP's client system contains a 
record of the subject individual's SSN. 

5. Q: What is meant by Screen Scraping? 
A: Screen scraping is normally associated with the programmatic 

collection of visual data from a source. Originally, screen scraping 
referred to the practice of reading text data from a computer display 
terminal's screen. This involves reading the terminal's memory 
through its auxiliary port, or by connecting the terminal output port 
of one computer system to an input port on an.other. The term 
screen scraping is synonymous with the term bidirectional exchange 
of data. 

A screen scraper might connect to a legacy system via Telnet, 
emulate the keystrokes needed to navigate the legacy user 
interface, process the resulting display output, extract the desired 
data, and pass it on to a modern system. 

More modern screen scraping techniques include capturing the 
bitmap data from a screen and running it through an optical 
character reader engine, or 'in the case of graphical user 
interface applications, querying the graphical controls by 
programmatically obtaining references to their underlying 
programming objects. 

6. Q: When does an EIEP have to submit an SDP? 
A: Refer to When the SDP and RA are Required. 

7. Q: Does an EIEP have to submit an SDP when the agreement is 
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13. 

14. 

renewed? 
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A: The EIEP does not have to submit an SOP because the agreement 
between the EIEP and SSA was renewed. There are, however, 
circumstances that require an EIEP to submit an SDP. Refer to 
When the SDP and RA are Required. 

Q: Is it acceptable to save SSA data with a verified indicator on a 
(EIEP) workstation if the EIEP uses an encrypted hard drive? If not, 
what options does the agency have? 

A: There is no problem with an EIEP saving SSA-provided information 
on the encrypted hard drives of computers used to process SSA 
data if the EIEP retains the information only as provided for in the 
EIEP's data-sharing agreement with SSA. Refer to Data and 
Communications Security. 

Q: Does SSA allow EIEPs to use caching of SSA-provided information on 
the EIEP's workstations? 

A: Caching during processing is not a problem. However, SSA-provided 
information must clear from the cache when the user exits the 
application. Refer to Data and Communications Security. 

Q: What does the term "interconnections to other systems" mean? 
A: As used in SSA's system security requirements document, the term 

"interconnections" is the same as the term "connections." 

Q: Is it acceptable to submit the SDP as a .PDF file? 
A: No, it is not. The document must remain editable. 

Q: Should the EIEP write the SOP from the standpoint of my agency's 
SVES access itself, or from the standpoint of access to all data 
provided to us by SSA? 

A: The SDP is to encompass your agency's electronic access to SSA
provided information as per the electronic data sharing agreement 
between your agency and SSA. Refer to Developing the SDP. 

Q: If we have a "transaction-driven" system, do we still need a 
permission module? If employees cannot initiate a query to 
SSA, why would we need the permission module? 

A: "Transaction driven" basically means that queries automatically 
submit requests (and it might depend on the transaction). 
Depending on the system's design, queries might not be automatic or 
it may still permit manual transactions. A system may require 
manual transactions to correct an error. SSA does not prohibit 
manual transactions if an ATS properly tracks such transactions. If a 
"transaction-driven" system permits any type of alternate access; it still 
requires a permission module, even if it restricts users from performing 
manual transactions. If the system does not require the user to be 
in a particular application or the query to be for an existing record in 
the EIEP's system before the system will allow a query to go through 
to SSA, it would still need a permission module. 

Q: What is an Onsite Compliance Review? 
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A: The Onsite Compliance Review is the process wherein SSA performs 
periodic site visits to its Electronic Information Exchange Partners 
(EIEP) to certify whether the EIEP's technical, managerial, and 
operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEP's 
data sharing agreements with SSA and SSA's associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process. 

15. Q: What are the criteria for performing an Onsite Compliance Review? 
A: The following are criteria for performing the Onsite 

Compliance Review: 

• EIEP initiating new access or new access method for obtaining 
information from SSA 

• EIEP's cyclical review (previous review was performed remotely) 

• EIEP has made significant change(s) in its operating or security 
platform involving SSA-provided information 

• EIEP experienced a breach of SSA-provided personally identifying 
information (PII) 

• EIEP has been determined to be high-risk 

Refer also to the Review Determination Matrix. 

16. Q: What is a Remote Compliance Review? 
A: The Remote Compliance Review is when SSA conducts the meetings 

remotely (e.g., via conference calls). SSA schedules conference calls 
with its EIEPs to determine whether the EIEPs technical, managerial, 
and operational security measures for protecting data obtained · 
electronically from SSA continue to conform to the terms of the EIEP's 
data sharing agreements with SSA and SSA"s associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process. 

17. Q: What are the criteria for performing a Remote Compliance Review? 
A: The EIEP must satisfy the following criteria to qualify for a Remote 

Compliance Review: 

• EIEP's cyclical review (SSA's previous review yielded no findings 
or the EIEP satisfactorily resolved cited findings) 

• EIEP has made no significant change(s) in its operating or 
security platform involving SSA-provided information 

• EIEP has not experienced a breach of SSA-provided 
personally identifiable information (PII) since its 
previous compliance review. 

• SSA rates the EIEP as a low-risk agency or state 
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Refer also to the Review Determination Matrix 

37 

Page 66of70 



Exhibit G 
Attachment I A1 

ATTACHMENT 5 
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WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS 

OF PERSONALLY IDENTIFIABLE INFORMATION 
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ATTACHMENT 5 

Worksheet for Reporting Loss or Potential Loss of Personally Identifiable 
Information 

1. Information about the individual making the report to the NCSC: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I I Cell: I I Home/Other: I 
E-mail Address: I 
Check one of the following: 

Management Official I I Security Officer I I Non-Management 

2. Information about the data that was lost/stolen: 
Describe what was lost or stolen (e.g., case file, MBR data): 

Which element(s) of PII did the data contain? 
Name Bank Account Info 
SSN Medical/Health Information 
Date of Birth Benefit Payment Info 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

Estimated volume of records involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): 

If Electronic, what type of device? 
Laptop Tablet Backup Tape Blackberry 

09/27/06 

I 

I 
Workstation Server CD/DVD Blackberry Phone # 
Hard Drive Floppy Disk USBDrive 
Other (describe): 
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ATTACHMENT 5 

Additional Questions if Electronic: 

a. Was the device encrypted? 
b. Was the device password protected? 
c. If a laptop or tablet, was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon PIN: 
Hardware Make/Model: 
Hardware Serial Number: 

Add". IQ "fP 1tlona uestions 1 aper: 

a. Was the information in a locked briefcase? 
b. Was the information in a locked cabinet or drawer? 
c. Was the information in a locked vehicle trunk? 
d. Was the information redacted? 
e. Other circumstances: 
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Yes No Not Sure 

Yes No Not Sure 

4. If the employee/contractor who was in possession of the data or to whom the 
data was assigned is not the person making the report to the NCSC (as listed in 
#1), information about this employee/contractor: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I I Cell: I I Home/Other: I 
E-mail Address: I 

5. Circumstances of the loss: 
a. When was it lost/stolen? 

b. Brief description of how the loss/theft occurred: 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate level component names) 



ATTACHMENT 5 

Exhibit G 
Attachment I A 1 Page 70 of 70 

09/27/06 

7. Which reports have been filed? (include FPS, local police, and SSA reports) 

Report Filed Yes No Renort Number 
Federal Protective Service 
Local Police 

Yes No 
SSA-3114 (Incident Alert) 
SSA-342 (Report of Survey) 
Other (describe) 

8. Other pertinent information (include actions under way, as well as any contacts 
with other agencies, law enforcement or the press): 
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JENNIFER KENT 

DIRECTOR 

DATE: 

TO: 

SUBJECT: 

State ot California-Health and Human Services Agency 

Department of Health Care Services 

April 23, 2015 

San Francisco County Alcohol and Drug Program Administrator 
Contract# 14-90096 . 

EDMUND G. BROWN JR. 
GOVERNOR 

Transmittal of the A01 contract amendment for Substance Use Disorders for 
Fiscal Years 2014-15 through 2016-17. 

Enclosed for signature. is the A01 contract amendment for Substance Use Disorder (SUD) 
services for Fiscal Year (FY) 2014-15 through FY 2016-17. The A01 contract amendment 
reflects Fiscal Year 2014-15 funding changes (Exhibit B, Attachment I - A 1: Funding Amounts) 
and contract changes (Exhibit A - A 1: Scope of Work). 

The contract must be signed by the County Board of Supervisors or their designee and returned 
to the Department of Health Care Services (DHCS) by close of business June 12, 2015. 

The requirements for processing the enclosed A01 contract amendment include the following: 

)'- Obtain a resolution, board minutes, order, motion, or ordinance from your County Board 
of Supervisors, which specifically approves and authorizes execution of this contract. 

~ Have the individual authorized by the County Board of Supervisors sign five (5) Standard 
Agreements (Std Form 213). Please ensure that the printed name, title, and address are 
completed and legible. 

;.> Return the following to the Department: 
o Copy of resolution, board minutes, order, motion, or ordinance (or authority 

documentation if signed by someone other than BOS). 
o Five (5) original signed Standard Agreements, (Must provide wet signatures only, 

signature stamps are not an acceptable form of signature) 
o Five (5) copies of each of the following exhibitS: 

./ Exhibit A - A 1: Scope of Work 

./ Exhibit B, Attachment I - A 1: Funding Amounts 

Fiscal Management and Accountability Branch 
SUD PTRSD, MS 2629 

P.O. Box 997413, Sacramento, CA 95899-7413 
Phone: (916) 323-2043 Fax (916) 323-1176 
Internet Address: http://www.DHCS.ca.gov 



Transmittal of the A01 Contract Amendment 
April 23, 2015 
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> Send to either: 

Regular Mail 
Department of Health Care Services 

A TIN: Scott Oros 
SUD PTRS Division 

P.O. Box 997413, MS 2629 
Sacramento, CA 95899-7413 

Overnight Mail 
Scott Oros 

Department of Health Care Services 
SUD PTRSD Division, MS 2629 

1500 Capitol Ave. 
Sacramento, CA 95814 

> Retain a copy of the signed Standard Agreement and the documents as outlined in the 
Standard Agreement (copies enclosed) as a temporary record until such time you 
receive a copy of the executed contract amendment 

Upon DHCS's receipt of the signed Standard Agreements, authority documentation, the Exhibit 
A - A 1 Scope of Work, and Exhibit B, Attachment I ~A 1 Funding Amounts, the contract will be 
processed and an original signed copy will be returned for your records with all related 
contractual documents. 

This contract will be valid and enforceable subject to authorization and appropriation of sufficient 
funds to DHCS's budget authority. If sufficient authorization and appropriation of funds to 
DHCS's budget authority is denied, a reduction of funds will be made to your contract. 

We appreciate working with you. If you have any questions, please contact Michael Reeves at 
(916) 327-2621, or Scott Oros at (916) 327-2782. 

Sincerely, 

~t{/) '< 
Susan L. King, Chief 
Fiscal Management and Accountability Branch 
SUD Prevention, Treatment and Recovery Services Division 

Enclosures: 
> Standard Agreement 
>- Exhibit A - A 1: Scope of Work 
> Exhibit B, Attachment I - A 1: Funding Amounts 



STATE OF CALIFORNIA 

STANDARD AGREEMENT AMEt"uMENT 
STD. 213A_DHCS (Rev. 09/14) 

\. Amendment Number 

! A01 
i 

Agreement Number 

l:RJ Check here if additional pages are added: .1 Page( s) 14-90096 

Registration Number: 

State Agency's Name (Also known as DHCS, CDHS, DHS or lhe Stale) 

Department of Health Care Services 
Contractor's Name· (Also referred to as Contractor) 

County of San Francisco 
~~~-~~~~~~~~~~~~~~~~~~~~~~~~~~~-· 

2. The term of this Agreement is: July 1, 2014 

-------------------·------~~?LIQ~ June 30, 20.1_ 7 __ ---· 
3. The maximum amount of this $ 40,371,901 

Agreement after this amendment is: Forty Million, Three Hundred Seventy-One Thousand, Nine Hundred One Dollars 

4. The parties mutually agree to this amendment as follows. All actions noted below are by this reference ma.de a part 
of the Agreement and incorporated herein: 

I. Amendment effective date: July 1, 2014 

II. Purpose of amendment: This amendment 1) increases funding for Fiscal Year 2014-15 and 2) identifies 
the changes in Exhibit B Attachment I A1 - Funding Amounts. The contractor is performing more of the 
same services as outlined in the original contract. 

Ill. Certain changes made in this amendment are shown as: Text additions are displayed in bold and 
underline. Text deletions are displayed as strike through text (i.e.,~). 

IV. Paragraph 3 (maximum amount payable) on the face of the original STD 213 is increased by $7, 121,875 
and is amended to read: ~0,026 (Thirty Three Million, Two H1:1ndred Fifty Thousand,Twenty Six 
.Q.eflflf&) $40,371,901 (Forty Million, Three Hundred Seventy-One Thousand, Nine Hundred One 
Dollars). 

(Continued on next page) 

All other terms and conditions shall remain the same. 

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR . CALIFORNIA 
Department of General Services 

Contractor's Name (If other than an individual, state whether a corporation, partnership, etc.) Use Only 

County of San Francisco 
By{Authorized Signature) I Dale Signed (Do not type) 

R{ 

Printed Name and Title of Person Signing 

Judith Martin, MD, County AOD Administrator 
Address 

1380 Howard Street,' Room 221 · 
San Francisco, CA 94103 

STATE OF CALIFORNIA 
Agency Name 

Department of Health Care Services 
By (Authorized Signature) I Date Signed (Do not type) 

z{ 

Printed Name and Tille of Person Signing [gj Exempt per:DGS memo dated 

Don Rodriguez, Chief, Contract Management Unit 07/10/96 and Welfare and Institutions 
Code 14087.4 

Address 

1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413, 
Sacramento, CA 95899-7413 



County of San Francisco 
#14-90096 AO 1 

STD 213A 
Page 2 of 2 

V. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit. 

Exhibit A A 1 - Scope of Work (2 pages) 

All references to Exhibit A - Scope of Work in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit A A 1 - Scope of Work. Exhibit A is hereby 
replaced in its entirety by the attached revised exhibit. 

VI. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add 
the following revised exhibit: 

Exhibit B Attachment I A1 - Funding Amounts (1 page) 

All references to Exhibit B Attachment I, in any exhibit incorporated into this agreement 
shall hereinafter be deemed to read Exhibit B Attachment I A 1, respectively. Exhibit B 
Attachment I is hereby replaced in its entirety by the attached revised exhibit. 

VII. All other terms and conditions shall remain the same. 



1. Service Overview 

Exhibit A A1 
Scope of Work 

County Contract 
County of San Francisco 

#14-90096 A01 
Exhibit AA1 

Contractor agrees to provide to the California Department of Health Care Services (DHCS) the 
services described herein. 

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 10.5 of 
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervisors 
(or designee) for the purpose of providing alcohol and drug services. State and the Contractor 
identified in the Standard Agreement are the only parties to this Contract. This Contract is not. 
intended, nor shall it be construed, to confer rights on any third party. 

State and the Contractor enter into this contract for the purpose of identifying and providing for 
covered Drug Medi-Cal (DMC) services for substance use treatment in the Contractor's service 
area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred to 
as HSC), Sections 14124.20, 14021.51 -14021.53, and 14124.20- 14124.25 of the Welfare and 
Institutions Code (hereinafter referred to as VV&IC), and Title 22 of the California Code of 
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by authority of Title 45 of the Code of Federal 
Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment Block Grants 
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating activities to prevent 
and treat substance abuse. Block Grant recipients must adhere to SAMHSA's National Outcome 
Measures (NOMs). 

The objective is to make substance use treatment services available to Medi-Cal beneficiaries 
through utilization of federal and state funds available pursuant to Title XIX and Title XXI of the 
Social Security Act for reimbursable covered services rendered by certified DMC providers. 

2. Service Location 

The services shall be performed at applicable facilities in the County of San Francisco. 

3. Service Hours 

The services shall be provided during the working hours and days as defined by the Contractor. 
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4. Project Representatives 

. County Contract 
County of San Francisco 

#14-90096 A01 
Exhibit A A1 

A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 

Contract/Grant Manager:Mike Reeves 
Telephone: {916) 327 4886 327-2621 
Fax: (916) 323 0653 322-1176 
Email: Michael.reeves@dhcs.ca.gov 

B. Direct all inquiries to: 

Department of Health Care Services 

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: Irma Nieves Scott Oros 
Mail Station Code 2629 
P.O. Box 997413 

· Sacramento, CA, 95899-7777 

Telephone: (916) 323 2087 327-2782 
Fax: (916) 323 0653 322-1176 
Email: lrma.nieves@dhos.oa.gov 
Scott.Oros@dhcs.ca.Qov 

Contractor's/Grantee's Name 

County Administrator 
Telephone: (415) 255-3722 
Fax: ( 415) 255-3529 

Contractor's/Grantee's Name 

San Francisco Department of Public Health 
Attention: County Administrator 
1380 Howard Street, #423 
San Francisco, CA 94103 

Telephone: (415) 255-3722 
Fax: (415) 255-3529 

C. Either party may make changes to the information above by giving written notice to the other 
party. Said changes shall not require an amendment to this Agreement. 

5. See Exhibit A, Attachment I, for a detailed description of the services to be performed. 
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Exhibit B, Attachment I Al - Funding for Fiscal Year 2014-15 through FY 2016-17 

fCOuoty; San Francisc~ ------ - =1 ic~i%.;;-b~f: 14-9oo96 I 

Fiscal Year 2014-15 2014-15 Funding Amount Fiscal Year 2015-16 Amount 
Orieinal I AO! Orieinal 

State General Funds {7 fl/14 to ?l:!O_l15l State General funds (7/1/15 ~o 6130/161 
Drug Medi-Cal.SGF 490,930 490,930 Drug Medi-Cal SGF 490,930 

TOTAL 490,930 490,930 TOTALI 490,930 

SAPT Block Grant- FFY 2015 Award (10/1/14 to 6/30/161 :/:'t\::t'}::'ff:'I:':::'::}::"':F:':::~\J: SAPT Block Grant- FFY 2016 Award (10/1/15 to 6/30/171 ITT:~~~~::i:~:!:~:~:1:;:~:~~;::~!=~~:~:1~:~i~~~: 
- Discretionary 5,598,0<ol 5,598,040 - DiscretionarY 5,598,040 
- Adolescent/Youth 368,182 J 368,182 - Adolescent/Youth 368,182 
- Prevention Set-Aside 2,184,472 I 2,184,472 - Prevention Set-Aside 2,184,472 
- Friday Night Live/Club live ao,ooo I so,ooo - Friday Night live/Club live 30,000 
- HIV Set Aside 1,363,953 1-,353~953 - HIV Set Aside 1,363,953 
- Pe~ntal 303,303 303,303 -Perintal 303,303 

TOTAL 9,847,950 9,847,950 TOTAL 9,847,950 

DruJ? Medi-Cal Federal Share (7/l/14to 6/30/151 ::':'::::St{\::::':t"''f':F'i"ff':::':::::::::':::::o:' Drue.Med.H;;;il Federal. Share !7}_1/15 to 6/30/161 _:j:~:~:f;:;:~~~i~~i:]~~:I:~:~:~:~:!!~{:~:~:~:;:f:~ 
- Non Perinatal Federal Share -6+3;Sf8 7,795.678 - Non Perinatal federal Share 673,803 
- Perinatal Federal Share 70,659 70,659 - Perinatal Federal Share 70,659 

TOTAL ~ 7,866,337 "I;OTAL 744,462 

GRAND TOTAL! ~I 18,205,217 GRAND TOTAL 11,083,342 

Original THREE-YEAR TOTAL 33.250.0?6 

A01 THREE-YEAR TOTAL 40,371,901 
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Version: AOl ~H I Dat.,I 7/1/2014 

Fiscal Year 2016-17 

State General Funds(7 /1/16 to 6/30/171 
Drug Medi-Cal SGF 

Amount I 
Original 

1::::;::::%::::::::::::::'{';::':?,:(';':)'' 
490,930 

TOTAL! 490,930 

SAPT Block Grant-.FFY 2017 Award {10/l/16 to 6/30/18} - :;~ :?'.;~;~~:~:}t~;}~:;!!!~ii:~::::;~;:;~;~:j;;f' 
- Discretionary 5,598,040 
-Adolescent/Youth I 368,182. 
- Prevention Set-Aside I 2,184,472 
- Fridoy Night Live/Club Live I 30,000 
- HIV Set Aside 1,363,953 
-Perintal 303,303 

TOTAL 9,847,950 

Drull._Medi-Col FederolShare (7/1/16 to 6/30/17} j:;:i:f:i:~~i:~:j:i:i:j:~:::~:i:i:~:i:~:~:::i::':i:!:~::::::::, 
- Non Perinatal Federal Share 673,803 
- Perinatal Federal Share 70,659 

TOTAL 744,462 

GRAND TOTAL 11,083,342 
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w 
State of California-Health and Human Services Agency 

Department of Health Care Services 

TOBY DOUGLAS EDMUND G. BROWN jk, 
DIRECTOR GOVERNOR 

DATE: October 14, 2014 

TO: County Alcohol and Drug Program Administrators 
County Behavioral Health Directors 

SUBJECT: Transmittal of the Multi-Year Contract for Substance Use Disorder Ser\iices for 
Fiscal Years 2014-15 through 2016-17 

Enclosed for signature is the multi-year contract for Substance Use Disorder {SUD) services for 
Fiscal Year (FY) 2014-15 through FY 2016-17. DHCS appreciate the collaborative nature of 
CBHDA when working on the revisions to this contract. This contract does contain more 
specificity on the roles and responsibilities ofthe counties as specified by federal requirements 
as we strive to improve the quality of care and access to care for substance use disorder 
services. · 

The contract must be signed by the County Board of Supervisors or their designee and returned 
to the Department of Health ca·re Ser\rices (DHCS) by close of business December 15, 2014. It 
is important to note that since this Is a· new multi~year contract, your county will not receive 
funding for FY 2014~15 services until such time the contract is fully executed. 

The requirements for processing the enclosed multi~year contract include t~e following: 

> Obtain a resolution, board minutes, order, motion, ot ordinance from your County Board 
of Supervisors, which specifically approves and authorizes execution of this contract 

> Have the individual authorized by the County Board 9f Supervisors s'ign three (3) 
Standard Agreements (Std Form 213). Please ensure that the printed name, title, and 
address is completed and legible. 

};> Return the following to the Department: 
o Copy of resolution, board minutes, order, motion, or ordinance (or authority 

documentation if signed by someone other than BOS). 
o Three (3) original signed Standard Agreements. 
o One signed original of the Contractor's Certification Clause form (CCC~307) 

SUD Prevention, Treatment & Recovery Services Division 
1700 K Street, MS 2621, P.O. Box 9974i3 

Sacramento, CA 95899·7413 
Phone: (916) 323-7102 Fax: (916) 319-8219 
1-.L- -- -L A J_t.__;-.__. L1J.-.JJ.~ .... ,.., r\LJf'C- ,..,.... ,...,...,,. 



Transmittal of the Multi-Year Contract for Substance Use Disorder Service.s for Fiscal Y$ars 
2014-15 through 2016-17 
October 14, 2014 · 
Page2 

· Send to either: 

REGULAR MAii,.. 

Departmentof HeC!fth Care SE=Jrvices 
· A ITN: Scott bros 

SUD PTRS DMsic:m 
.. P;O. Box 991413; MS 2629 
Sacramento, CA 9589~~7413 

OVERNIGHT.MAIL 

· Scott Oros . 
Departm~ntof Health Care Services 

SUD PTRS Division, MS 2629 
1100 K Street, 410 .Floor 
Sacramento, CA 95811 

.> Make a copy of the signed Standard Agreement as a temporary record until such time 
you receive a copy of the executed contract. Also, retain the documents as outlined in 
the Standard Agreement (copies enclosed). You do not need to return these tO th~ 
Department. · 

Upon DHCS'~ receipt of th~ signed Standard Agreements, authority documentation, and the 
Contractor's Certification Clause· form, the contract will be processed and an original signed 
copy will be returned for your records with all related contractual documents. 

This contract Wi.11 be va.Ud and enforceable subject to authorization and appropriation of sµfficient 
funds to .DHCS's budget authority·.· If sufficient authorization and appropriation offunds to 
DHCS's budget authority is denied, a reduction of funds will be made to your contract. 

We appreciate working with you. If you have any questions, please contact yo:ur assigned 
county analyst within the Fiscal Management and Accountability Branch. 

Sincerely, 

;/twan f"}___ 
Susan L King, Chief 
Fiscal Management and Accountability Branc;h. 
SUD Prevention, Treatmentand Recovery ServicesDiVision 

Enclosures~ See next page for list of enclosures. 



Transmittal of the Multi-Year Contract for Substance Use Disorder Services for Piscal Years 
2014-15 through 2016-17 
October 14, 2014 
Page 3 

> Standard Agreement (3 copies) 
)> Exhibit A- Scope of Work 
> Exhibit A, Attachment I - Program Specifications 
> Exhibit 13 - Budget Detail and Payment Provisions 
)> Exhibit B, Attachment J - Funding Amounts 
)> Exhibit D (F) - Special Terms and Conditions 
> Exhibit E - Additional Provisions 
> Exhibit G - Privacy and Information Security Provisions 
)> Exhibit G, Attachment I - Social Security Administration Agreement 
? CCC-307 - Contractors Certification Clause 
);> Fiscal Management and Accountability Branch County Assignment Listing 



STATE! OF CALIFORNIA 

STANDARD AGREEMENT 
STD 213_DHCS (Rev 01/13) 

AGREEMENT NUMBER I REGISTRATION NUMBER 

14-90096 

1. This Agreement ls entered into between the State Agency and the Contractor named below: 
STATE AGENCY'S NAME {Also known as DHCS. CDHS, OHS or Ille S\a!e) 

Department of Hearth Care Servlc~S. 
CONTRACTOR'S NAME {Also referred to as Contractor) 

County of San Francisco 

2. The term of this Agreement is: July 1, 2014 
through June 30, 2017 

3. The maximum amount of this Agreement is: $ 33,250,026 

Thirty-Three Million, Two Hundred Fifty Thousand, Twenty-Six Dollars 

4. The parties agree to comply with the terms and conditions ot the following exhibits, which are by this reference rnMe a 

.l'.~~~-!_!his ~greerrye~t: _____ ·-·-·-·----·----·--·--···-------··-----.. --.. ---·~--~---·-··--···--·-~----·-----·-~--

Exhibit A - Scope of Work 
Exhibit A. Attachment I - Pro~ram Specifications 
Exhiblt B - Budget Detail and Payment Provisions 
Exhibit B, Attachment I - Fundrng Amounts 
Exhibit C *-General Terms and Conditions (GTC-610) 
Exhibit D (F) - Special Terms and Conditions 
Exhibit E-Additiqnal Provisions 
Exhibit G - Privacy and Information Security Provisions 
Exhibit G, Attachment I - Social Security Administration Agreement 

2 pages 
39 pages· 
20 pages· 

1 page 
GTC 610 
26 pages 
4 pages 

31 pages 
66 pages 

----~--~----..-----·---···-··""--·~--------------------··-----··--·-------·----~·---·-~··-----·--------"--"'':'"' 

_..,~----'""j,.; _____ ........ 1o ...... ~--.. --...... - .. - .. _ ... """ .... '"'1r--·--... --~~---k~ ... --...... ---~--1--..,...._,,---· ·---
Items shown above with an Asterisk(*), are hereby incorporated by reference and made part of this agreement as if attached hereto. 
These documents can be viewed at http:l/www.dgs.ca.gov/ols/ResourcesfStandardContractLanguage.aspx. 

----ft-,._.,.~-----·-----'··~---·..------ ..... -·-·----~···---~---··--··--·-· .. ~-~,._,~ .. -----... ···~--·~--------~·- ...... --~-·-··-"'":-'-' ..... _._.__. __ :~ ...... ------··-... --.. .. -
lN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR California Department of 

CONTRACTOR'S NAME (if other than an individual, slate whether a corporation, partnership, etc;.) General Services Use Only 

County of San Francisco 
BY (Au/horiwd Signature) I DATE SIGNED (Dono/type) 

RS. 
PRINTED NAME AND TITLE OF PERSON SIGNING 

ADORE SS 

STATE OF CALIFORNIA 
AGENCY NAME 

Department of Health Care Services 
BY (Authorized Signature) I DATE SIGNED {Do not type) 

J6 
PRINTED.NAME AND TrfLE OF PERSON SIGNING CK] Exempt per: DGS memo dated 

Christina Soares, Chief, Contracts and Purcha$ing Section 07/10/96 and Welfare and Institutions 
ADDRESS Code 14087.4 

1501 Capitol Avenue, Suite 71.519f?, MS 1403, P.O. Box 997413, 
Sacramento; CA 95899-7413 
.. - ~-=--- ~ --- •. 
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1. Service Overview 

Exhibit A 
Scope of Work. 

County Contract 
County of San Francisco 

#14-90096 
Exhibit A 

Contractor agrees to provide to the California Department of Health Care Services (OHCS) the 
services described herein. 

State and the Contractor enter into this contrad by C!,Uthority of Chapter 3 of Part ·1, DiVision 10.5 of 
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervisors 
(or designee) for .the purpose of providing alcohol and drug services. State. and the Contractor 
identified in the Standard Agreement are the only parties to this Contract. This Contract ls not 
intended, nor shall it be construed, to confer rights on any third party. 

State and the Contractor enter into this contract for the purpose of identifying and providing for 
covered Drug Medi-Cal {DMC) services for substance use treatment in the Contractor's service 
area pursuant to Sections 11848.S(a) and (b) of the Health and Safety Code (her~inafter referred to 
as HSC)1 Sections 14124.20, 14021.51 - 14021.53, and 14124.20-14124.25 of the Welfare and 
Institutions Code (hereinafter referred to as W&IC) 1 and Title 22 of the California Code of 
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by authori~y ofTitle 45 of the Cod~ of Federal 
Regulations Part 96 (45 CFR Part 96), Substance Abuse Prevention and Treatment Block Grants 
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating activities to prevent 
and treat substance abuse. Block Grant recipients must adhere to SAMHSA's National Outcome 
Measures (NOMs). 

The objective is to make substance use treatment services available to Medi-Cal beneficiaries 
through utilization of federal and state funds available pursuant to Title XIX and Title XXI of the 
Social Security Act for reimbursable covered services rendered by certified DMC providers. 

2. Service Location 

The services shall be pertormed at applicable facilities in the County of San Francisco. 

3. Service Hours 

The s.ervices shall be provided during the working hours and days as defined bythe Contractor. 

Page 1 of2 



4. Project Representatives 

County Contract 
County of San Francisco 

#14-90096 
Exhibit A 

A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 
Contract/Grant Manager:Mike Reeves 
Telephone: (916) 327·'4886 
Fax: (916) 323-0653 
Email: Michael.reevesl@dhcs.ca.aov 

B. Direct all inquiries to: 

Department of Health Care Services 

Department of Health Care Services 
SUD PTRSD - FMAB 
Attention: Irma Nieves 
Mail Station Code 2629 
P.O. Box 997413 
Sacramento, CA, 95899·7777 · 

Contractor's/Grantee's Name 
County Administrator 
Telephone: (415) 255-3722 
Fax: (415) 255-3529 

ContractortsfGrantee1s Name 

San Francisco Department of Public Health 
Attention: County Administrator 
1380 Howard Street, #423 
San Francisco, CA 94103 

Tetephone: (916) 323-2087 Telephone: (415)255-3722 J 
Fax: (916) 323-0653 Fax: (415) 255-3529 
Emaif: lrma.nieves@dhcs.ca.Qov 
~~.;...,.______J.~~~ 

C. Either party may make changes to the information above by giving written notice to the other 
party. Said changes shall not require an amendment to this Agreement. -

5. See Exhibit A. Attachment I, for a detailed description of the services to be performed. 
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Exhibit A, Attachment I 
Program Specifications 

Part I • General 

A Additional Contract Restrictions 

County Contract 
County of San Francisco 

#14.90096 
Exhibit A, Attachment I 

This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the Congress, or any statute enacted by the Congress, which may affectthe provfsions, 
terms, or funding of this Contract in any manner. 

B. Nullification cf Drug Medi~Cal (DMC) Treatment Program substance use disorder services 
(if applicable) 

The parties agree that if the Contractor fails to comply with the, provisions of Welfare and 
Institutions Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program 
substance use disorder services shall be null and void and severed from the remainder of 
this Contract 

In the event the Drug Medi-Cal Treatment Program Seniices component of this Contract 
becomes nut! and void, an updated Exhibit 8, Attachment I will take effect reflecting the 
removal offederal Medicaid funds and DMC State General Funds from this Contract. All 
other requirements and conditions of this Contract will remain in effect until amended or 
terminated. 

c. Hatch Act 

Contractor agrees .to comply with the provisions of the Hatch Act (Title 5 USC, Sections 
1501-1508), which limit the politlcal activjtles of employees whose principal employment 
activities are funded in whole or in part with federal funds. 

D. No Unlawful Use or Unlawful Use Messages Regarding Drugs 

Contractor agrees that information produced through these funds, and which pertains to 
drug and alcohol~ related programs, shall contain a clearly written statement that there shall 
be no unlawful use of drugs or alcohof associated with the program. Additionally, no aspect 
of a drug or alcohol- related program shall include any message on the responsible use, !f 
the use is unlawful, of drugs or alcohol (HSC Section 11999-11999.3). By signing this 
Contract, Contractor agrees that it will enforce, and will require its Subcontractors to 
enforce, these requirements. 
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E. Noncompliance with Reporting Requireme.nts 

. 
County C~mtracit 

County of San Francisco 
#14-90096. 

ExhibitA, Attachment I 

Contractor agrees that the State. has the right to withhold payments until Contractor has 
submitted any required·data and reports to the State, as identified in Exhibit A, Attachment 
[,Part Ill-. Reporting Requirements, or as identified in Document 1F(a). Reporting 
Requirements Matrix for Counties. 

F. Llmita,tion on Use of Fu.nd$ for Promotion of Legalization of Controlled Sub~tances 

None of the functs· made available through this Contract may be used for any activity that 
promotes the legalization of any drug or other substance included in Schedule I of Section 
202 of the Controlled Substances Act (21USC812). 

G. Restriction on Distribution of Sterile Needles 

No funds made availabfe through this Contract shall be used to carry out any program of 
distributing sterile needles or syringes for the hypodermic injection of ~my illegal drug unless 
the State chooses to implement a demonstration syringe services program for injecting drug 
users with Substance Abuse Prevention and Treatment Block Grant funds .. 

H, Health Insurance Portability and Acc.ountabilityAct (HIPAA) of 1.996 

If any .of the work performed under this Contract is subject to the HIPAA, then Contractor 
shall perform the work in compliance with all applicable provisions of HIPAA. As identified 
in Exhibit G, the State and County shall cooperate to assl!re mutual agreement as to those 
transactions between them, to which this Provision applies. Refer to Exhibit G for additional 
information. 

1. Trading Partner Req1..1irements 

(a) No Qhanges. Contractor hereby agrees that for the personal health 
information (Information), it will not change any definition, data condition or 
use of a data element or segmentas proscribed in the federal HHS 
Transaction Standard Regulation. (45 CFR Part 162.915 (a)) 

(b) No Additions. Contractor hereby agrees that for the Information, ft will not 
add any data elements or segments to the maximum data set as proscribed 
in the HHS Transaction Standard Regulation. (45 CFR Part 162.915(b)) 

(c) No Unauthorized Uses. Contractor hereby agrees that for the Information~ it 
will not use any code or data elements that either are marked "not used" In 
the HHS Transaction's Implementation specification or are not in the HHS 
Transaction Standard's implementation specifications. ( 45 CFR Part 
162.915 (c)) 
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County Contract 
County of San Francisco 

. #14-90096 
Exhibit A, Attachment I 

No Changes to Meaning or Intent. Contractor hereby agrees that for the 
Information, it will nof change the meaning or intent of any of the HHS 
Transaction Standard's implementation specification. ( 45 CFR Part 162.915 
(d)) 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exis_ts the possibility that the State or 
others may request an extension from the uses of a standard in the HHS 
Transaction Standards. If this occurs, Contractor agrees that It will participate in 
such test modifications. 

3. Adequate Testing 

Contractor is responsible to adequately test all business rules appropriate to their 
types and specialties. If the Contractor is acting as a clearinghouse for enrolled 
providers, Contractor has obligations to adequately fest alf business rules 
appropriate to each and every provider type and specialty for which they provide 
clearinghouse services. 

4. Deficiencies 

Contractor agrees to cure transactions errors or deficiencies identified by the State, 
and transactions errors or deficiencies identified by an enrolled provider if the 
Contractor is acting as a clearinghouse for that provider. When County Is a 
clearinghouse, Contractor agrees to properly communicate deficiencies and other 
pertinent information regarding electronic transactions to enrolled providers for 
which they provide clearinghouse services. 

5. Code Set Retention 

Both Parties understand and agree to keep open code sets being processed or 
used in this Agreement for at least the current billing period or any appeal period, 
whichever is longer. 

6. Data Transmission Log 

Both Parties shall establish and maintain a Data Transmission Log, which shall 
record any and all Data Transmission taking place between the Parties during the 
term of this Contract. Each Party will take necessary and reasonable steps to 
ensure that such Data Transmissi.on Logs constitute a current, accurate, complete, 
and unaltered record of any and all Data Transmissions between the Partiesr and 
shall be retained by each Party for no less than twenty-four (24) months following 
the date of the Data Transmission. The Data Transmission Log may be maintained 
on computer media or other suitable means provided that, if it is necessary to do so, 
the information contained in the Data Transmission Log may be retrieved in a timely 
manner and presented in readable form. 
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County Contract 
County of San Francisco 

#14-90096 
Exhibit A. Attachment I 

I. Nondi$crimination and Institutional Safeguards for Religious Providers 

Contractor shall. establish such processes and procedures as necessary to comply with the 
provisions of Title 42, USC, Se.ction 300X;.65 and Tit!e 42, CFR, Part 54, (Reference 
Document 18). 

J. Counselor Certification 

Any counselor providing intake, assessment of ne~d for services, treatment or recovery 
pfanning, individual or group counseling to participants, patients, or residents in a DHCS. 
licensed or certified program is required to be certified as defined in Title 9, CCR, Division 
4, Chapter 8. (Document 3H) 

K. Cultural and Linguistic Proficiency 

To ensure ~qua! access to quality c~re by diverse· population~. each. service provider 
'receiving fu_nds from this contract shall adopt the federal Office of Minority HeaJth Culturally 

. and Linguistically Appropriate Service (CLAS} national standards (Document 3V), 

L Intravenous Drug Use {IVDU) Treatment 

Contractor snail ensure that individuals in need of IVDU treatment shall be encouraged to 
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23(b) of PHS Act). 

M. Tuberculosis Tr~atment 

Contractor shall ensure the following related toTuberculo.sis (TB): 

1. Routinely make available TB services to each individual receiving treatment for 
alcohol and other drug use and/or abuse; 

2. Reduce barriers to patients' accepting TB treatment; arid, 

3. Develop strategies to improve follow-up monitoring, particularly after pc;itien~s leave 
treatment, by disseminating information through educational bulletin$ and technical 
assistance. 

N. Trafficking Victims Protection Act of 2000 

Contractor and its Supcontraqtors that provide services covered by this Contract shall 
comply with Sectio~ 1p6(g) of the Trafficking Victims Protection Act of 2000 as amended 
(22 U.S.C. 7104). For full text of the award term, go to: 
http://www.sam hsa .qov/grants/trafficking.asox 

0. Tl'ibalQommuniti.es and Organizations 

Contractor shall regµlarly assess (e.g. review population information available through 
Census, compare to information obtained in CalOMS Treatment to determine whether 
population is being reached, survey Tribal representativesfor insight in potential barriers) 
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County Contract 
County of San Francisco 

#14~90096 
Exhibit A, Attachment I 

the substance use service needs.of the American lndianfAlaskan Native (Al/AN) population 
within the County geographic area and shall engage in regular and meaningful consultation 
and collaboration with elected officials of the tribe, Rancheria, or their designee for the 
purpose of identifying issues/barriers to service delivery and improvement of the quality, 
effectiveness and accessibility of services available to Al/NA communities within the 
County. 

P. Participation of County Alcohol and Orug Program Administrators Association of California. 

Pursuant to HSC Section 11801(g), the AOD administrator shall participate and represent 
the county in meetings of the County Alcohol and Drug Program Administrators Association 
of California for the purposes of representing the counties in their relationship with the state 
with respect to polides, standards, and administration for alcohol.and other drug abuse 
services. 

Pursuant to HSC Section 11811.5(c), the county alcohol and drug program administrator 
shall attend any special meetings called by the Director of DHCS. 

Q. Youth Treatment Guidelines 

Contractor will follow the guidelines in Document 1 V, incorporated by this. reference, "Youth 
Treatment Guidelines," in developing and implementing youth treatment programs funded 
under this Exhibit, until such time new Youth Treatment Guidelines are established and 
adopted. No formal amendment of this contract is required for new guidelines fo apply. 

R. Restrictions on Grantee Lobbying - Appropriations Act Section 503 

No part of any appropriation contained in this Act shall be sued, other than .for formal and 
recognized executive~legislative rel~tionships, for publicity or propaganda purposes, for the 
preparation, distritiution, or use of any kit, pamphlet, booklet, publication, radio, television, 
or video presentation designed to support defeat legislation pending before the Congress, 
except in presentation to the Congress itself or any State legislature, except in presentation 
to the Congress or any State legislative body itself. · 

No part of any appropr1ati6n contained in this Act shall be used to pay the salary or 
expenses of any grant or contract recipient, or agent during for such recipient, related to 
any activity designed to influence legislation or appropriations pending before the Congress 
or any State legislature. 

S. Nondiscrimination in Employment and Services 

By signing this Contract; Contractor certifies that under the laws of the United States and 
the State of California, incorporated into this Contract by reference and made a part hereof 
as if set forth In full, Contractor will not unlawfully disqrlmlnate against any person. 
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T. Federal Law Requirements: 

County Contract 
County of San Francisco, 

#14-90096 
Exhibit A, Attachment I 

1. Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting 
discrimination bC!sed on race, color, o~ nation.al origin in federally funded progr~m~. 

2. Tltle Vflf of the Civil Rights Act of 1!:)68 (42 USC 3601 et seq.) prohibiting 
discrimination on the basis of race, color, religion, sex, handicap, familic:il status or 
national origin in the sale or rental of housing. 

3. Age Discrimination Act of 1975 (45 CFR Part 90), as amended (42 USC Sections 
6101 -6107), which prohibits discrimination on the basis of age. 

4. Age Discrimination in Employment Act (29 CFR Part 1625) 

5. Title I of th~ Americans with Disabilities Act (29 CFR Part 1 (33.0) prohibiting 
discrimination against the disabled in employment 

6. Title II of the Americans With Disabilities Act (28 CFR Pfirt 35) prohibiting 
discrimination against the disabled by public entities 

7. Title JU of the Americans with Disabilities Act (28 CFR Part 36) regarding access 

8. Section 504 of the Rehabilitation Act of1973, as amenqed (2$ USC S~ction 794), 
prohibiting discrimination on the basis of handicap 

9. Executive Order 11246 (42 use 2000( e) et seq. and 41 CFR Part 60) regarding 
nondiscrimination in employment under federal contracts.and construction contracts 
greater than $10,000 funded by federal financial assistance. 

10. Executive Order 13166 (67FR 41455) to improveaccess to federal senrices for 
those with limited English proficiency 

11. The Drug Abuse Office and Treatment Act of 19.72, as amended, relating to 
nondiscrimination on the basis of drug abus~ 

12. The Comprehensive Alcohol Abuse.and Alcoholism Pri?.vention, Treatment and 
Rehabilitation Act of 1970 (P.L. 91-616), as amern;ied, relating to nondiscrimination 
on the basis of alcohol abuse or alcoholism. 

U. State Law Requirements; 

1. .Fair Employment and Housing Act(Government Code Section 12900 etseq.) and 
the applicable regulations promulgated thereunder (California Administrative Code.i 
Title 2, Section 7285.0 et seq.). 

2. Title 2, Division 3, Article .9.5 of the Government Code, commencing with Section 
11135, 
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County Contract 
County of San Francisco 

#14-90096 
Exhibit A, Attachment I 

3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800 

4. No state or federal funds shall be used by the Contractor or its Subcontractors for 
sectarian worship, instruction, or proselytization. No state funds shall be used by 
the Contractor or its Subcontractors to provide direct, immediate, or substantial 
support to any religious activity: 

5. Noncompliahce with the requirements of nondiscrimination in services shall 
constitute grounds for state to withhold payments under this Contract or terminate 
all, or any type, of funding provided hereunder: 

V. This Cohtraet is subject to any additional restrictions, limitations, or conditions enacted by 
the federal or state governments after affect the provislons1 terms, or funding of this 
Contract in any manner. 

W. Subcontract Provisions 

Contractor shall include all of the foregoing provisions in all of its subcontracts. 

Page 7 of39 



Section 1 .. General Definitions. 

Exhibit A, Attachment I 
Program Specifications 

Part H - Definitions 

County Contract 
County of San Francisco· 

#14-90096 
Exhibit A, Attachment I 

The words and ternis of this Contract are intended tO have their usual meanings uriless .a particular 
or more limited meaning is associated with their usage pursuant to Division 10.6 of HSC, S,ection 
11750 et seq., and Title 9, CCR, Section 9000 et seq. 

A. "Available Capacity" means the total number of.units of service (bed days, hours, slots, 
etc.) that a Contractor actually makes available in the current fiscal year. · 

B. "Contractor" means the county identified in the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder 
programs. 

C. "Corrective Action Plan" (CAP) means the written plan of action .document which the 
Contractor or its subcontracted service provider develops and submits to DHCS to address 
or correct a deficiency or process that is non-compliant with laws, regulations or standards. 

D. ••county" means the county in which the Contractor physically provides covered subst;;:ince 
use treatment services. · 

E. "County Realignment Funds11 means Behavioral Heallh $ubaccount funds received by 
·the county as per California Code Section .30025 •. 

F. "Days" means calendar days, unless .otheJWise spectfied. 

G. ''Dedicated Capacity" means the historically calculated service capacity, by modality, 
adjusted for the projected expansion or reduction in services, which the Contractor agrees 
to make available to provide non-Drug Medi-Cal substance use disorder services to 
persons eligible for Contractor services. 

H. "Final Allocation" means the amount of funds identified in the last allocation letter issued 
by the State for the current fiscal year. 

l. "Final Settlement" means permanent settlement of the Contractor's actual allowable costs 
or expenditures as determined at the time of audit, which shall be completed within three 
years of the date the year-end cost settlement report was accepted for interim settlement by 
the State. If the audit is not completed within three years, the interim settlement shall be 
considered as the final settlement. 

J. "'Interim Settl.ement" mea.ns temporary settlement of actual allowable c;osts or 
expenditures reflectect in the Contractor's year-end cost settlement report. 
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K. "Max:imum Payable" means the encumbered amount reflected on the Standard 
Agreement of this Contract and supported by Exhibit B, Attachment I. 

L "'Modality" meansthose necessary overall general service activities to provide substance 
use disorder services as described in Division 10.5 ofthe HSC. 

M. "Non-Drug Medi-Cal Amount" means the contracted amountofSAPT Block Grant funds . 
for services agreed to by the State and the Contractor. 

N. "Performance~i means providing the dedicated capacity in accordance with Exhibit B. 
Attachment I, and abiding by the terms oflhls Exhibit A, including all applicable state and 
federal statutes, regulations, and standards, including Alcohol and/or Other Drug 
Certification Standards (Document 1 P), in expending funds for the provision of alcohol and 
drug services hereunder. · 

0. "Preliminary Settlement" means the settlement of onJy SAPT funding for counties that do 
include DMC funding. 

P. "Revenue" means Contractor's income from sources other than the State allocation. 

Q. ••service Area0 means the geographical area under Contractor's jurisdiction. 

R. "Service Element" is the specific type of service performed within the more general 
service modalities. A list of th~ service modalities and service elements and servjce 
elements codes is incorporated into this Contract as Document 1 H(a) "Service Code 
Descriptions", 

S. ustate" means the Department of Health Care Services or DHCS. 

T. "Unit of ServiCe" means .the type of urilt used to quantify the service modalities/elements. 
The units of services are listed below: 

Support Services staff hours 
Primary Prevention Services NIA 
SecondaryPrevention Services staff hours 
Nonresidential Services (Outpatient and Aftercare) staff hours 
Intensive Outpatient Services visit days 
Residential Treatment Services bed days 
Narcotic Treatment Program 

lni;atient Detoxlflcation 
Outpatient Detoxification 
Narcotic Replacement Therapy 

Methadone 
Ancfllary Services 
Driving Under-the-Influence 

bed days 
slot days 
slot days 

staff hours 
persons served 

U. *'Utilization" means the total actual units of service used by clients and participants, 
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Th~ words and terms of this Contract are intended to have their usual meaning unless a specific or 
more limited meaning is associated with. tl)eir usage pursuant to the HSC, Title 91 and/or Title 22. 
Definitions of covered treatment modalities ahd services are found in Title 22 (Document 2C) and 
are incorporated by this reference. · 

A. "Administrative Co.sts" means the Contractor'~ actual .direct costs, as recorded in the 
Contractor's financial records and supported by source documentation, to.administer the 
program or an activity to provide .service to the DMC program. Administrative co~ts do not 
include the cost of treatment or other direct services to the beneficiary. AdministrptiVe costs 
may include, but are not limited to, the cost of training, programmatic and financial audit 
reviews, and activities related to billing. Administrative costs may include Contractor's 
Qverhead per the approved indirect cost rate proposal pursuant to OMB Circular A,;.87 and 
the State Controller's Office Handbook of Cost Plan Procedures. 

B. "Authorization" is the approval process for DMC Services prior to the s[Jbtnis.sion of a 
DMCclaim. 

C. "Beneficiary .. means a person who: (a) has been determined eligible for Medi-Cal; (b) is 
not institutionalized; (c} has a substance-related disorder per the "Diagnostic and Statisti.cal 
Manual of Mental Disorders Ill Revised (DSM)," and/or DSM IV criteria; and (d) meets the 
admission criteria to receive DMC covered services. 

D. "Certified Provider" means a-substance use disorder clinic ~nd/or satellite clinic location 
that has received certification 'to be reimbursed as a DMC clinic by the State to provide 
services as described in Title 22, California Code of Regulations, Section 51341.1 .. 

E. "Covered Services" means those DMC services authorized by Title XIX or Title XXI of the 
Social Security Act; Title 22 Section 51341.1; W&I Section 14124.24; and California's 
Medicaid State Plan. 

F. "Direct Provider Contract" means a contract established between the State and a Drug 
Medi~Cal certified provider entered into pursuant to this Agreement for the provision of Drug 
Medi-Cal services. 

G. "Drug Medi-Cal Program" means the state system wherein beneficiaries receive cover® 
serviqes from DMC*certified substance use disorder treatment providers. 

H. uorug Medi-Cal Termination of Certification" means the provider is no longer certified to 
participate in the Drug Medi-Cal program upon the State's issuance of a Drug Medi-Cal 
Termination of Certification Termination notice. 

I. "Early and Periodic Screening, Diagnosis, and Treatment Program (EPSOT)*' means 
the federally mandated Medicaid benefit that entitles full-scope Medi-Cal-covered 
beneficiaries less than 21 years of age to receive any Medicaid service nece~sary to correct 
or ameliorate a defect, mental illness, or other condition, such as a substance'.'retated 
disorder, that is discovered during a health screening. 
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J. "EPSDT (Supplemental Service)" means the supplemental individual outpatient drug-free 
(ODF) counseling services provided to beneficiaries eligible for the EPSDT program. 
Supplemental individual ODF counseling consists of any necessary individual substance 
use disorder counseling not otherwise included In the ODF counseling modality under the 
DMC program. 

K. "Provider Certification" means the provider must be certified in order to participate in the 
Medi-Cal program. 

L. "Federal Financial Participation (FFP}" means the share of federal Medicaid funds for 
reimbursement of DMC services. 

M. "Medical Necessity" means those substance use treatment services that are reasonable 
and necessary to protect life, prevent significant illness or disability, or alleviate severe pain 
through the diagnosis and treatment of a disease, illness, or injury or, in the case of 
EPSDT, services that meetthe criteria specified in Title. 22, Sections 51303 and 51340.1. 

N. "Minor Consent DMC Services" are those covered services that, pursuant to Family Code 
Section 6929, may be provided to persons 12~20 years old without parental consent. 

O. ,uNarcotic Treatment Program" means an outpatient clfnic licensed by the State to provide 
narcotic replacement therapy directed at stabilization and rehabilitation of persons who are 
opiate-addicted and have a substance use diagnosis. · 

P. "Payment Suspension" means the Drug Medi-Cal certified provider has been issued a 
notice pursuant to W&l 14107.11 and is not authorized to recejve payments after the 
payment suspension date for DMC services~ regardless of when the service was provided. 

Q. "Perinatal DMC Services" means covered services as well as mother/child habilitative and 
rehabilitative services; services access (i.e., provision or arrangement of transportation to 
and from medically necessary treatment); education to reduce harmful effects of alcohol 
and drugs on the mother and fetus ot infant; and coordination of ancillary services (Title 22, 
Section 51341.1(c) 4). 

R. "Postpartumn, as defined for DMC purposes, means the 60-day period beginning on fhe 
last day of pregnancy, regardless of whether other conditions of eligibility are met. Eligibility 
shall end on the last day of the calendar month in which the 601h day occurs. · 

· S. "Post Service Post Payment (PSPP} Utilization Review" means the review for program 
compliance and medical necessity conducted by the State after service was rendered and 
paid. State may recover prior payments of Federal and State funds if such review 
determines that the services did not comply with the applicable statutes, regulations, or 
standards (Cal. Code Regs. Tit. 22, Section 51341.1). 

T. "Projected Units of Service" means the number of reimbursable DMC units of service, 
based on historical data and current capacity, the Contractor expects to provide on an 
annual basis. 
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U. ·~Provider of D!\llC Services'' means. any person or entity that provides direct substance 
use treatment services .and has been certifle.d by State as meeting the .standards for 
participation in th~ OMO program set forth in ihe "DMC C$rtlfication St~ndards for 
Substance Abuse Clinics", Document 2E and "Standards for Drug lreatment Programs 
(October 21, 1981 )", Document 2F. · 

V. '1Re-certificatk>n" means the process by which the certified clinic anq/or sateUlte program 
is required to submit an application and specified documentation, as determined by DHCS, 
to remain eligible to parti9ipate in and be reimbursed in through the DMC program. Re
certification shall occur no less than every five years from date of previous DMC 
certification or re-certification. 

W~ 11Satellite Site" has the same meaning as defined in the DMC Certification Standards for 
Substance Abuse Clinics. 

x. "Statewide Maximum Allowances (SMA)'' means the maximum amount authorized to be 
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient 
treatment, perinatal residential, and Naltrexone treatment services. While the rates are 
approved by the State, they are subject to change through the regulation process~ The 
SMA for FY 2014'."15 is listed in the "Unit of Service" table in Exhibit B, Part V. 

Y~ "Subcontract" means an agreement between the Contractor and its Subcontr?ctors. A 
Subcontractor shall not delegate its obligation to provide covered services or otherwise 
subcontract for the provision of direct patient/client services. 

z. "Subcontractor" means an 'individual or entity tnat is DMC certified and has entered into 
an agreement with the Contractor to be a provider of covered services. It may aJso mean a 
vendor who has entered into ~ procurement agreement with the Contractor to provk.fe ar1y 
of the administrative functions related to f4Jfilling the Contractor's obligations· under the 
terms of this Exhibit A, Attachment I. 

AA. "Temporary Suspension" means the provider is temporarily suspended from participating 
in the DMC program as authorized by W&I Section 14043.36(a). The provider cannot bill 
for DMC services from the effective date of the temporary suspension, 
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Exh.ibit A, Attachment I 

Contractor agrees that the State has the right to withtlold payments until Contractor has submitted 
any required data and reports to the State, as identified in this Exhibit A, Attachment I or as 
identified in Document 1 F{a), Reporting Requirement Matrix for Counties. 

A Quarterly Federal Financial Management Report (QFFMR) 

The QFFMR must be submitted to reflect quarterly SAPTl3G expenditures. 

For the beginning of each federal award year, the due dates are: 

March 1 for the period Octoberthrough December 
June 1 for the period January through March 
September 1 for the period April through June 
December 1 for the period July through September 

B. Year-End Cost Settlement Reports 

Pursuant to W&I Section 14124.24 Contractor shall submit to the State, on November 1 of 
each year, the following year-end cost settlement documents by paper or electronic 
submission for the previous fiscal year: · 

1. Document 2P, County Certification Year-End Claim for Reimbursement 

2. Document 2P(a) and 2P(b), Drug Medi-Cal Cost Report Forms for Intensive 
Outpatient Treatment for Non-Perinatal or Perinatal (if applicable) , 

3. Document2P{c) and 2P(d), Drug Medi~Cal Cost Report Forms for Outpatient Drug 
Free Individual Counseling for Non-Perinatal or Perinatal (if applicable) 

4. D.ocument 2P(e) and 2P(f), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Group Counseling for Non-Perinatal or Perinatal (if applicable) 

5. Document 2P{g), Drug Medi-Cal Cost Report Forms for Residential for Perinatal (if 
applicable) 

6. Document 2P(h) and 2P(i), Drug Medi~Cal Expenditure Forms for Narcotic 
Treatment Programs for Non-Perinatal or Perinatal (if applicable) 

Electronic program as prescribed by the State that contains the detailed cost report data 
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Contractors or providers that bill the State or the Coun:ty for services identified in Sectlon 
51516 .1 of Title 22 shall submit claims in accordance with the Department of Health Care 
Services DMC Provider Billing Manual. 

Claims for DMcreimbursement shall lncluqe only those services covered under Title 22; 
Section 51341 .. 1 ( c-d) and administrative charges that are allowed under W&IC, Sections 
14132.44 and,14132.47, · 

1. · Contractor shall c.ertify the public expenditure was made prior to S'-lbmittlng a claim 
for reimbursement. Contractor shall submit the "Certified Public Expenditure" form 
at the time of submitting the electronic Drug Medi-Cal claim, 42 CFR Section 
433.51. Contractor shall ~ubmit to the State the Drug Medi-:-Cal Certification Fonn 
DHCS Form DHCS 100224A (Document 40) for each claim file submitted for 
reimbursement of the federal Medicaid funds. 

2. DMC service claims shall be submitted electronically in a Health Insurance 
Portability and Accountability Act (HIPAA) compliant format(837P)~ All adjudicated 
claim information must be retrieved by the Contractor via an 835 HIPAA compliant 
format (Health Care Claim Payment/Advice). · 

3. Th~ fqllowing form~ sba.llbe prepared as needed and retained by the providerfor 
review by State staff: 

(a) M1:11Uple Billing Override Certification (MC 6700), Document2K 

(b) Good Cause Certification (MC 6065A), Document 2L(a) 

( c} Good Cause Certification {MG 60656), Document 2L(b) 

In the absence of good cause doc;:umented on the Good Cause Certification (MC 
6065A or 60658) form, claims that are not submitted wjthin 30 days ofthe end of the 
month of service shall be denied. The existence of good cause shall be determined 
by the State in accorpance with Title 22, CCR, Sections 51008 and 51008.5. 

4. Certified Public Expenditure County Administration 

Separate from direct service Claims as identified in #2 above, county may submit an 
invoice for administrative costs for administering the DMC program on a quarterly 
basis. The form requesting reimbursement shall be subm.itted ~o DHCS. 

5~ If while completing the Utilization Review and Quality Assuran.ce requirements of 
this Exhibit A, Attachment I, Part V, Section 4 any of the Contractor's skilled 
professional medical and personnel and directly supporting staff meet the criteria set 
forth in 42 C.F.R. 432.50(d)(1 ), then the Contractor shall submit a written request 
that specifically demonstrates how the skilled p~ofessional medical personnel and 
directly supporting staff meet all of the applicable criteria set forth in 42 C.F.R. 
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432.50{5)( 1) and outlines the duties they will perform to assist the Department, or 
the Department's ski.lled professional medical personnel, in activities that are. directly 
related to the administration of the Drug Medi~Cal Program. The Department shall 
r(?,spond to the Contractor's written request within 20 days with either a written 
agreement pursuant to 42 C.F. R. 432.50( d)(2) approving the request or a written 
explanation as to why the Department does not agree that the Contractor's skilled 
professional medical personnel and directly supporting staff do not meet the criteria 
set forth in 42 C.ER. 432.50(d)(1 ). 

D. California outcomes Measurement System (CalOMS)forTreatment (CalOMS.:.Tx) 

The CalOMS~Tx business rules and requirements are: 

1. Contractor contractS with a software vendor that eomplies with the CaJOMS-Tx data 
collection system requirements for submission of CalOMS-Tx data. A Business 
Associate Agreement (BAA) must be established between the Contractor and the 
software vendor. The BAA must state that DHCS is allowed to return the processed 
Ca!OMS-Tx data to the Vendor that supplied the data to DHCS. 

2. Contractor shall conduct information technology (IT) systems testing and pass State 
certification testing before commencing submisslon of CalOMS-Tx data. If the 
Contractor subcontracts with vendor for IT services, Contractor is responsible for 
ensuring that the subcontraGted IT system is tested and certified by the DHCS prior 
to submitting CalOMS-Tx data. If Contractor changes or modifies the CalOMS-Tx IT 
system, then Contractor shall re-test and pass state re-certification prior to 
submitting data from new or modified system. 

3. Electronic submission of CalOMS-Tx data is due 45 days from the end of the last 
day of the report month. 

4. . Contractor shall comply with data collection and reporting requirements established 
by the DHCS CalOMS"Tx Data Collection Guide (Document 3J) and all former 
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices 
relevant to CaJOMS·Tx data collection. 

5. Contractor: shall submit CalOMS-Tx admission, discharge, annual update, 
resubmissions of records containing errors or in need of correction, and "provider no 
activity" report records in an electronic format approved by DHCS. 

6. Contractor shall comply with the Ca!OMS-Tx Data Compliance Standards 
·establishec! by DHCS identified in Document 3S for reporting data content, data 
quality1 data completeness, reporting frequency, reporting deadlines, and reporting 
method. · 

7. Contractor shall participate in CalOMS-Tx informational meetings, trainings, and 
conference calls. 

8. Contractor shall implement and maintain a system for collecting and etectronically 
submitting CalOMS-Tx data. · 
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9. Contractor shall meet the requirements as, identified in Exhiqit G, Priv~cy and 
Information Security Provisions and Exhibit G, Attachment I - SSA Agreement 2014. 

E. California Outcomes Measurement System {CalOMS) for Prevention (CalQMS~Pv) 

The CalOMS:Pv Business, Rules and Requir:ements are: 

1, By utilization of the Ca!OMS Prevention User Manual, Contractor shall comply with 
regulrements which address the collection of information required in the SAPT Block 
Grant. 

2. Prevention services/activity data is to be reported by CalOMS·.Pv by all funded 
primary prevention providers. Services are to be reported by the date of occurrence 
on a monthly basis. No more than one week's data shall be aggregated into one 
r~ported service. · 

3. AH CalOMS~Pv servi<?e/activity data shall be reviewed by eaph county and released 
to the State no later than 30 days following the close of each quarter. The reporting 
quarters are: July through September; October through December; January through 
March; and April thro~gh June. 

4. ReportinQ progress on prevention goals anQ objectives via. tl:lt? Evaluation Module 
within Caf OMS-Pv shall be done on an annual basis~ This information is due no 
later than Septemb~r 30111 of each fiscal fiscal year. · · · · · · · · 

5. If the Contractor cannot submit CalOMS.;.PV data by the established: dµe dates, the 
Contractor shall submit a written requestfor an extension. The DHCS wm make a 
decision and iss.ue a written response on the request for an extension prior to the 
established due date. 

6. Contractor shall participate in CalOMS-Pv informational meetings. trainings, and 
conference calls. · 

F. Ca!OMS-Tx and CalOMS~Pv General Information 

1. ff the Contractor exp~riences system or servfoe failure or other extraordinary 
circumstances that affect its ability to timely subrhitCaJOMS-Tx and/or CalOMS-Pv 
data, and or meet other CalOM$-Tx and/or CalOMS~Pv data compllance 
requirements, Contractor shall report the problem in writing before the established 
data submission deadlines. The written notice shall include a remediation plan that 
is subject to review and approval by the State. A grace period of up to sixty (60). 
days may be granted, at the State's sole discretion, for the Cofltractor to resolve the 
problem before non-DMC payments are withheld. 
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If the State experiences system or service failure, no penalties will be assessed to 
the Contractor for late data submi~sion. 

Contractor shall comply With the treatment and prevention data quallty standards 
established by the State. Failure tb meet these standards on an ongoing basis may 
result in withholding non;.OMC funds. 

If the Contractor submits data after the established deadlines, due to a delay or 
. problem, Contractor is still responsible for collecting and reporting data from time of 
delay or problem. 

G. Drug and Treatment Access Report (DATAR) 

The DA TAR business rules and requirements are: 

1. The contractor shall be responsible for ensuring that the Contractor-operated 
treatment services and all treatment providers with whom Contractor mak.es a 
contract or otherwise pays for the services, submit a monthly DAT AR ·report in an 
electronic copy format as provided by the State. 

In those instances where the Contractor maintains, either directly or indirectly, a 
central intake unit or equivalent which provides intake services including a waiting 
list, the Contractor shall identify and begin submitting monthly DAT AR reports for 
the central intake unit by a date to be specified by the State. 

2. The Contractor shall ensure that all DAT AR reports are submrtted by either 
Contractor-operated treatment services and by each subcontracted treatment 
provider to the State by the 10111 of the month following the report activity month. 

3. The Contractor shall ensure that all applicable providers are enrolled in the State's 
web-based DAT ARWeb program for' submission of data, accessible on the DHCS 
website when executing the subcontract. 

4. lf the Contractor or its subcontractor experiences system or service .failure or other 
extraordinary circumstances that affect lts ability to timely submit a monthly DATAR 
report, and/or to meet data compliance. requirements, the Contractor shall report the 
problem in writing before the established data submission deadlines. The written 
notice shall include a corrective action plan that is subject to review and approval by 
the State. A grace period of up to sixty (60) days may be granted, at the State's 
sole discretion, for the Contractor to resolve the problem before non~DMC payments 
are withheld (See Exhibit B, Part II, Section 2). 

5. If the State-experiences system or service failure, no penalties will be assessed to 
Contractor for late data submission. 

6. The Contractor shall be considered compliant If a minimum of 95% of required 
DAT AR reports.from the Contractor's treatment providers are received by the due 
date. 
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Contractor shall submit annually the total number of referrals necessitated by religious 
objection to other alternative substance abus~ provldern. This·information must be 
$Ubrriitted to DHCS'.in a format prescribed by DHCS and at time requireci by DHCS 
(reference ADP Bulletin 04-5). 

l. Subcont113ctor Documentation 

Contractor shall require Its Subcontraptors that are not licensed or certified by the State to 
submit organizational documents to the State within thirty (30) days of its execution of an 
initial subcontract, within ninety (90) days of the renewal or continuation of an existing 
subcontract or when there has been a change in Subcontractor name or ownership. 
Organizational documents shall include the Subcontractor's Articles of lncorporatloh or 
Partnership Agreements (as applicable), and business licenses, fictitious name permits, 
and such other inform.ation and·documentation as may be requested by the State. 

J. Failure to meet required reporting requirements shall result in: 

1. The DHCS will issue a Notice of Deficiency (Deficiencies) to Contr~ctor regarding 
specified providers with a deadline to submit the required data and a request for a 
Corrective Action Plan (CAP) to ensure timely reporting in the future. The State will 
approve or reject the CAP or request revisions to the CAP which shall be 
resubmitted to the State within thirty (30) days; 

2. If the Contractor has not ensured compli~n:ce .with the 9(:3.ta $:Ubmis$ion or CAP 
request within the designated timelilie, then the State may withhold fqnds uritU all 
data is submitted. The State shall inform the Contractor when funds will be 
withheld. 
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PART IV- Non-Drug Medi~Cal Substance Use Disorder Treatment Services 

Section 1. General Provisions 

A Restrictions on Salaries 

Contractor agrees that no part of any federal funds provided under this Contract shall be 
used by the Contractor or its Subcontractors to pay the salary and wages of an individual at 
a rate in excess of Level I of the Executive Schedule. Salary and wages schedules may be 
found at http://www.opin.gov/oca. SAPT Block Grant funds used to pay a salary in excess 
of the rate of basic pay for Level I ofthe Executive Schedule shall be subject to 
disallowance. The amount disallowed shall be·determined by subtracting the individual's 
actual salary from the Level I rate of basic pay and multiplying the result by the percentage 
of the individual's salary that was paid with SAPT Block Grant funds (Reference: Terms 
and Conditions of the SAPT Block Grant award.) 

B. Primary Prevention 

1. The SAPT Block Grant regulation defines "Primary Prevention Programs" as those 
programs directed at "individuals who have not been determined to require 
treatmentforsubstanca abuse" (45 CFR 96.121). Primary Prevention includes 
strategies, programs and initiatives which reduce both direct and indirect adverse 
personal, social, health, and economic consequences resulting .from problematic 
AOD availability, manufacture, distribution, promotion, sales, a,nd use. The desired 
result of primary prevention rs to promote safe and healthy behaviors and 
environments for individuals, families and communities. The Contractor shall 
expend not less than its allocated amount of the Substance Abuse Prevention and 
Treatment (SAPT) Block Grant on primary prevention as described in the SAPT 
Block Grant requirements ( 45 CFR 96.125). Inappropriate use of these funds for 
non-primary prevention services will require repayment of SAPT Block Grant funds. 

· 2, This contract and any subcontract shall meet data reporting requirements for 
capacity, process and outcome as required by federal grant requirements. tn 
addition to tne Center for Substance Abuse Prevention (CSAP's) six strategies of 
Information Dissemination, Education, Alternative, Problem Identification and 
Referral, Community~Based Process, and Environmental, the da1$l for the Institute of 
Medicine prevention categories of Universal, Selective and Indicated must be 
reported. 

3. Use of the Strategic Prevention Framework (SPF) is maridatoryfor all counties and 
SPF~required data must be submitted via CalOMS Prevention as evidence of 
engagement and use of the practice~. Adherence to the SPF by subcontractors is 
at the discretion of the subcontracting county. 
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4. No later than January 31 of each year, contractor shall submit a Prevention Mid
Year Budget to DHCS indicating how the. SAPT Block Grant 20o/o Primary 
Prevention Set-Aside shall be spent. Examples of a Prevention Mid~Year Budget 
and supporting documentation can be viewed at 
https:f/caorev.kithost.net/caorevent2013/pLandKB,asox (select Library, Fiscal
Prevention Mid-Year Budget Example for FY xx.:-xx): . 

C. Perinatal Services Network Guidelines 2014 

Contractor shall comply with the· requirements for perinatal programs func~ed u.n\ier Exhibit 
A, Attachment I, contained in Document 1G, incorporated by this reference, i

1Perinatal 
Services Network Guidelines 2014" until such time new Perinatal Services Network 
Guidelines are established and adopted. No formal amendment of this contract is required 
for new guidelines to apply. 

D. Funds identified in this contract $hall qe used exclusively for cpunty alcohol and drug abuse 
services to the extent activities meet the requirements for receipt of federal block.gfant 
funds. for prevention and treatment of substance abuse de~cribed I subchapter XVU of 
Chapter 6A of Title 42 of the United State Code. (Health and Safety Code section 18100 et. 
seq.) 

Section 2 - Formation and P~rpose 

A. Authority 

State and the Contractor enterinto this Exhibit A Attachment!, Part IV, by authority of 
Chapter 3 of Part 1, Division 10.5 of the Health and Saf~ty Code (HSC} and With approval 
of Contractor's County Board of Supervisors (or desfgnee)for the purpose of providing 
alcohol and drug services,. which will be reimbursed pursuant to Exhibit A, Attachmerit.L 
State and the Contractor ider.itified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 

B. Control Requirements 

1. Performance under the terms of this Exhibit A, Attachment I, Part IV, is subject to all 
applicable federal and state laws, regulations, and standards. In accepting the 
State drug and alcohol combined program allocation pursuant to HSC Sections 
11814(a) and (b ), Contractor shall: (i) establish, and shall require its Subcontractors 
to establish, written procedures consistent with the following requirements; (ii) 
monitor for compliance with the written procedures; and (iii) be held accountabl13 for 
audit exceptions taken by the State against the Contractor and its Subcontractors 
for any failure to comply with these requirem~nts: 

(a) HSC, Division 10;5, comm19ncing with Section 11760; 

(b) Title 9, California Code of Regulations (CCR) {herein referred fo as Title 9), 
Division 4, commencing with Section 9000; 
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Government Code Section 16367.8; 
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Government Code. Article 7, Federally Mandated Audits of Block Grant 
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5, 
commencing at Section 53130; 

Title 42 United State Code (USC), Sections 300x.:.21through300x-31,_300x-
34; 300x~53,.30Qx.;.57, and 330x-65 and 66; 

The Single Audit Act Amendments of 1996 (Title 31, USC Sections 7501-
7507) and the Office of Management and Budget {OMB) Circular A-133 
revised .June 27, 2003; 

·Title 45, Code of Federal Regulations (CFR), Sections 96.30 through 96.33 
and Sections 96.120 through 96.137; 

Title 42, CFR, Sections 8.1 through 8.34; 

Title 21, CFR, Sections 1301.01through 1301,93, Department of Justice, 
Controlled Substances; and, · 

State Administrative Manual (SAM), Chapter 7200 (General Outline of 
Procedures). · · 

Contractor shall be familiar with the above laws, regulations, and guidance and shall 
assure that its Subcontractors are also familiar with such requirements. 

2. The provisions of this Exhibit A, Attachment I, Part IV, are not Intended to abrogate 
any provisions of law or regulation, or any standards existing or enacted during the 
term of this Contract. · 

3. Contractor shall adhere to the applicable provisions of Title 45, CFR, Part 96, 
Subparts C and L, as appl!cable, in the expenditure of the SAPTBG funds. 
Document 1A1 45 CFR 96, Subparts C andL1 is Incorporated by reference. 

4. Documents 1 C and 1 D(b ), incorporated by this reference, contain additional 
requirements that shall be adhered to by those Contractors that receive the types of 
funds specified by each document. These exhibits.and documents are: 

(a} Document 1C, Driving-Under.:.the"lnfluence Program Requirements; 

(b) Document 1 D(b ), SAPT Female Offender Treatment Project (FOTP). 
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5. In accordance with the Fiscal Year 2011~12 StatE? Buoget Act and accompanying 
law (Chapter 40; Statues of 2011 and Chapter 13; Statues of2011, First 
Extraordinary,Session), contractors that provide Women and Children's Residential 
Treatment Services shall comply with the program requirements (Section 2.5, 
Required Supplemental/Recovery Support Services) of the Substance Abuse .and 
Mental Health Services Administration's Grant Program for Residential Treatment 
for Pregnant and Postpartum Women, RFA found at 
http://www.samhsa.gov/Grants/2008/ti 08 009.doc 

Section 3 - Performance Provisions 

A. Monitoring 

1. Contractor's performance under this Exhibit A; Attachment I. Part iv, shall be 
monitored, by the State during the term of this Contract. Monitoring criteria shall 
include, but not be limited to: 

(a) ·Whether the quantity of work or services being performed conforms to 
ExhibitB; 

(b) Whether the Contractor has established and is monitoring appropriate quality 
standards; 

( c) Whether the Contractor l.s abiding by all the terms and requjrements of this 
Contract; · 

(d) Wh~ther tl)e Contractor is abiding by the terms ofthe Perinatal Services 
Network Guldelines (Document 1 G); and 

(e) Co.ntractor shall conduct annual onsite monitoring reviews of services and 
subcontracted services for programmatic and fiscal requirements. 
Contractor shall submit copy of their monitoring and audit reports to DHCS. 
within two weeks of issuance. 

2. Failuriq to comply with the above provisions shall constitute grounds for the State to 
suspend or recover payments, subject to the Contractor's right of appeal, or may 
.result in termination of the Contract or both. 

B. Performance Requirements 

1. Contractor shafl provide services based on funding set forth in Exhibit B, Attachment 
I, and under the tenns of this Contract. · · 

2. Contractor shall provide services to all elig{ble persons In accordance with federal 
and state statutes and regulations. Contractor shall assure that in planning for the 
provision of services, the following barriers to services are considere.d and 
addressed: 
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(a) Lack of educafional materials or other resources for the provision of 
services; 

(b} Geographic isolation and transportation needs of-persons seeking services 
or remoteness of services; 

(c) Institutional, cultural, and/or ethnic!ty barriers; 

(d) Language differences; 

(e) Lack of service advocates; 

(f) Failure to survey or otherwise identify the barriers to service accessibility; 
and, 

(g) Needs· of persons With a disability. 

3. Contracior shall comply with any additional requirements of.the documents that 
have been incorporated herein by reference, including, but not limited to, those on 
the "List of ExhibitA, Attachment I Documents incorporate by Reference for Fiscal 
Year 2014~15'' which is attached to Exhibit A, Attachment I. 

4. Amounts awarded pursuant to Exhibit A, Attachment I shall be used exclusively for 
providing alcohol and/or drug program services consistent with the purpose of the 
funding. 

5. DHCS shall Issue a report fo Contractor after: conducting monitoring, utilization, or 
auditing reviews of county or county subcontracted providers. When the DHCS 
report identifies non"compliant services) or processes, it shall require a CAP. The 
Contractot, or in coordination with its subcontracted provider; shall submit a CAP to 
DHCS within the designated timeframe specified by DHCS. 

6. The CAP shall .include a statement of the problem and th.e goal of the actions the 
Contractor and or its sub-contracted provider will lake to correct the deficiency or 
non-compliance. The CAP shall: 

(a) Address the specific actions to correct deficiency or non~compliance 

(b) Identify who/which unit(s) will act; who/which unit(s) are accountable for 
acting; and 

(c) Provide a timeline to complete the actions. 
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Part V: Drug Medi .. Cal Treatment Program Substance Use Disorder Services 

Section 1. Formation and Pumose 

A. This Exhibit A. Attachment I. Part V of the Contract is entered into by and between the 
State and the Contractor for the purpose of identifying and providing for covered DMC 
services fpr substance use disorder treatment in the Contractor's ser\!ice area pursuant to 
Sections 11848.S(a) and (b) of the Health and Safety Code (hereinafter referred to a$ 
HSC), Sections 14124,20, 14021.51-14021.53, and 14124.20-14124.25 of the W&I, 
and Title 22 of the California Code of Regulations (hereinafter referred to as Title 22), 
Sections 51341.1, 51490.1, and 51516.1. 

B. It is further agreed this Contract is controlled by applicable provisions o.f: (a} the W&l, 
Chapter 7, Sections 14000, et seq., in particular, but not limited to, S~ctions 14100;2, 
14021, 14021. 5, 14021.6, 14043, et seq., (b) Title 22, inch,iding but not limited to Sections 
51490.1, 51341.1 and 51516.1; and (c) Division 4 of Title 9 of the California Code of 
Regulations (hereinafter referred to as Title 9). 

C. It is understood and agreed that nothing contained in this contract shall be construed to 
impair the single state agency authority of DHCS. 

D. The objective of this contract is to make substance use disorder treatment services 
available to Medi-Cal beneficiaries through. utilization of federal and state funds available 
pursuant to Title XIX or Title XXI of the Social Security Act for reimbursable covered 
services rendered by certified DMC providers .. 

E. Awards under the Medical Assistance Program (CFDA 93.778) are no ionger excluded from 
coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92 
(Federal Register, September 8, 2003, 68 FR 52843-52844). This change is effective for 
any grant award under this program made after issuance of the initial awards for the second · 
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45 
CFR part 95 and the cost principles under Office of Management and Budget Circular A-87 
(as provided in Cost Principles and Procedures for Developing Cost Allocation Plans and 
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASMB 
C-10, available on the Internet at http://rates.psc.gov/fms/dca/asmb%20c-1 O.pdf. 
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1. Contractor shall establish assessment and referral procedures and shall arrange, 
provide~ or subcontract for covered services in the Contra.ctor's service area. · 
Covered services include: 

(a) Outpatient drug-free treatment; 

. (b) Narcotic replacement therapy; 

( c} Naltrexone treatment; 

( d) Intensive Outpatient Treatment and, 

(e) Perinatal Residential Substance Abuse Services (excluding room and 
board).· 

2. · Narcotic treatment program services perW&fC 1412422: 

In addition to narcotic treatment program services, a narcotic treatment program 
provider who is also enrolled as a Medi-Cal.provider may provide medically 
necessary treatment of concurrent health conditions within the scope of the 
provider's practice, to Medi-Cal beneficiaries who are not enrolled in managed care 
plans. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to 
those plans for receipt of medicalfy necessary medical treatment of concurrent 
health conditions. · · 

Diagnosis and treatment of concurrent health conditions of Medi-Cal beneficiaries 
not enrolled in managed care plans by a narcotic treatment program provider may 
be provided within tbe Medi-Cal coverage limits. When the services are not part of 
the substance use disorder treatment reimbursed pursuant to Section 14021. 51, 
services shall be reimbursed iri accordance with the Medi-Cal program. Services . 
reimbursable under this section shall include, but not limited to, all of the following: 

(a) Medical treatment visits 

(b) Diagnostic blood, urine, and X~rays 

{c) Psychological and p$ychiatric tests and services 

(d) Quantitative blood and urine toxicology assays 

( e} Medical supplies 
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A narcotic treatment provider, who is enrolled as a Medi-Cal fee"for .. servke 
provid$r, shall not seek reimbursement from a beneficiary for substance abuse 
treatment services, if services for treatment of concurrent health conditions are 
billed to the Medi-Cal fee-for-service program. 

3. In the event of a conflict between the. definition .of services contained .in this Section 
of the Contract, and the definition of services in Titfe 22, Sections 51.341.1, 51490.1, 
an_d 51516.1, the provisions of Title 22 shall govern. 

4. Contractor, to the. extent applicable, sha!J comply with "Sobky v. Smoley" (Document 
2A), 855 E Supp. 1123 (E.D. Cal 1994), inco.t'pora~ed by this reference. 

5. Contractor shc:ill comply with federal and state mandates to provide alcohol and 
other drug treatment services deemed medically necessary for Medi-Cal eligible: 
(1) pregnant and postpartum _women, anct (2) youth under c:tge 21 who are eligible 
under the EPSDT Program 

(a) If Drug Medi7Ca! services are provided to Minor Consent beneficiaries, 
Contractor shall comply with California Family Code Section 6929, and 
California Code of Regulations, Title 22, Sections 50147.1 1 50030, 50063.5, 
50157(f)(3), 50167(a)(6)(D), and 50195(d). 

B. Acces$ to Services 

1. Subject to bHCS ,provider enrollrnenf:certification r~quirements; Contractor shall 
maintain continuous availability and accessibility of covered services a.nd facilities, 
service sites, and personnel to provide the covered services through use of DMC 
certified providers. Such services shall not be limited due to budgetary constraints, 

(a) 

(b) 

(c} 

When a requ~stJor covered services is made by a·beneflciary, Contractor 
shafl require services to be initiated with reasonable promptness .. Contractor 

· shall have a d.ocumented system for monitoring and evaluating accessibility 
qf car~, including a system for addressing problems that develop regarding 
waiting times and appointments. · 

The contractor shall authorize residential services In accordance With the 
medical necessity criteria specified in Title 22, Section 51303 and the 
coverage provisions of the approved state Medi-Cal Plan. Room and board 
are not reimbursable DMC service. If services are denied, the provider shall 
inform the beneficiary in accordance with Title 22, Section 51341.1 (p ). 

Contractor shall require that treatment programs are accessible to people 
with disabilities in accordance with Title 45, Code of Federal Regulations 
(hereinafter referred to as CFR), Part 84 and the Americans with Disabilities 
Act. . 

2. Covered services, whether provided directly by the Contractor or through 
subcontractors with DMC certified and enrolled programs·, shall be provided to 
beneficiaries without regard to the beneficiaries' county of residence: 
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3. · The failure of the Contractor or ·its Subcontractors to comply with Section B of this 
Part wlll be deemed a breach of this Contract sufficient to terminate this Contract for. 
cause. In the event the Contract is terminated, the provision of this Exhibit, 
Attachment I, Part l, Section B; shall apply. 

C. Payment For Services 

1. The Department shall make the appropriate payments set forth in Exhibit B and take 
all available steps to secure and pay FFP and State General Funds (SGF) to the 
Contractor, once the Department receives FFP and SGF, for claims submitted by 
the Contractor. The Department shall notify Contractor and allow Contractor an 
opportunity to comment to theOepartment when questions are posed by CMS, or 
when there is a federal deferral, withholding, or disallowance with respect to claims 
made by the Contractor. 

2. Contractor shall amend its subcontracts for covered services in order to provide 
sufficient funds to match a11owable federal Medicaid reimbursements for any 
increase ih provider DMC services to beneficiaries. 

3. In the event that the Contractor fails to provide covered services in accordance with 
the provisions of this Contract, at the discretion of the State, Contractor may be 
required to forfeitlts county realignment funds pursuant to Government Code 
St?ctian 30027.10 (a) through (d) from the Behavioral Health Subaccount that is set 
aside for Drug Medi-Cal services ahd surrender its authority to function as the 
administrator of covered services in its service area. 

Section 3: Drug Medi .. Cal Certification and Continued Certification 

A. DMC Certification and Enrollment 

1. The State will certify eligible providers to participate in the DMC program. 

2. The Department shall certify any county operated or non..governmental providers. 
This certification shall be performed prior to the date on which the Contractor begins 
to deliver ser.iices under this contract at these sites. 

3. Contractor shall require that providers of perinatal DMC services are properly 
certified to provide these services and comply with the requirements contained in 
Title 22, Section 51341.1, Services for Pregnant and Postpartum Women. 

4. Contractor shall require all the subcontracted providers of services to be licensed, 
registered, DMC certified and/or approved ln accordance with applicable laws and 
regulations. Contractor's subcontracts shall require that providers comply with the 
following regulations and guidelines: 

(a) Title 21, CFR Part 1300, et seq., Title 421 QFR, Part 8; 
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Drug Medi~Cal Certification Standards for Subs~ance Abuse Clinics 
(Documenf2E}; 

Title 22, CCR, Sections 51341.1, 51490.1, and 51516.1, (Document 2C); 

Standards for Orug Treatment Programs (October 21, 1981) (Docqment 2F); 

Title 91 CCR, Division 4, Chapter 4, $ubchapter 1, ·Sections 10000, et seq. ; 
and · · 

Title 22, CCR, sections 51000 et.seq. 

In the evenl of .conflicts, the provisions of Title 22 'shall control if they are more 
stringent 

5. The Contractor shall report to the state within ~9 days of any addition or change in 
the information previously submitted in the application package for certification. The 
Contractor shall report the addition or change by submitting a complete application 
package for enrollment. 

6. Contractor shall notify the State inwriting prior to reducing the provision of covered 
services. In addition, any proposal to change the location where covered services 
are provided, or to reduce their availability, shall be submitted in an application to 
the St~te sixty (60) days prior to the proposed effective date. Contractor shall not 
implement proposed changes prior to receiving written approval from the State. 
Contractor shall not implement the proposed changes if the State denies the 
Contractor's proposal. 

7. If,' at any time, a Subcontractor's license, registration, certification, or approval to 
operate a substance use treatment program or provide a covered service is 
revoked, suspended, modified, or not renewed, the Contractor must notify DHCS 
within two business days. 

(a} A provider's certification to partidpate in the DMC programs.hall 
GJUtomatically terminate in the event that the provider or ifs owners, officers 
or directors are Convicted of Medi-Cal fraud, abuse or malfeasance. For 
purposes of this section, a conviction shall include a plea of guilty or nolo 
contend ere, 

B. Continued Certification 

1: All DMC certified providers shall be subject to continuing certification requirements 
at least once every five years. 

2. The Department may allow the Contractor to continu~ deliv~ring covered services to 
beneficiaries at a site subject to on-sit~ review by the Department as part of the 
recertification process prior to the date of the on'"'.site review, provided the site is 
operational, the certification remains valid, and has all required fire clearances . 
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3. State will conduct recertification on-site visits at clinics for circumstances identified 
in the "Drug Medi~Cal certification Standards for Substance Abuse Clinics" 
(Document 2E). Document 2E contains the appeal process in the event the State 
disapproves a provider's request for certification or recertification and shaU be 
included in the Contractor's subcontracts. 

Section 4: Monitoring 

A. State Monf taring 

1. DHCS Monitoring Reviews and Financial Audits of Contractor 

The Department shall monitor the Contractor's operations for compliance with the 
provisions of this contract and applicable federal and state law and regulations. 
Such monitoring activities shall .inciude, but not be limited to, inspection and auditing 
of Contractor services, managementsystems and procedures, and books and · 
records, as the Department deems appropriate, at ahy time during the Contractor's 
or facility's normal business hours. When monitoring activities identify areas of non
compliance, the Department shaH issue reports to the Contractor detal!ing findings, 
recommendations, and corrective action. 

2. Post Service Post Payment U.tilization Reviews 

(a) 

(b) 

(c) 

The Department shall conduct Post Service Post Payment Utilization 
Reviews. of claims for DMC services. The DHCS shall issue the PSPP 
report to the Cdntractor with a copy to subcontracted DMC provider. The 
Contractor shall be responsible to ensure any deficiencies are remediated 
pursuant to Sections 1 and 2 herein. The Contractor shall certify the 
deficiencies have been remediated and are complete, pursuant to Section 
4(A}, Paragraph (C), herein. 

State shall conduct Post Service Post Payment (PSPP) utilization reviews in 
accordance with Title 22 Section 51341.1. Any claimed DMC service may 
be. reviewed for compliance with all applicable standards, regulations and 
program coverage after services are rendered and. the claim paid. 

State shall take appropriate steps in accordance with Title 22, CCR, Section 
51341.1 to recover payments made if subsequent Investigation uncovers 
evidence that the claim(s) should not have been paid or that DMC services 
have been improperly utilized, andfor shall take the corrective action as 
appropriate. lf programmatic or fiscal deficiencies are identified, the Provider 
shall be required to submit a Corrective Action Plan to DHCS via the 
Contractor for approval: 
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i. Pursuant.to CCR, Title 22, Section 51.341.1(0), all deficiencie$ 
identified by the· Post Service Post Payment (PSPP) review, whether 
or riot a recovery of funds results, must be corrected i;ind a Corrective 
Action Plan (CAP) must be submitted to the OMO PSPP Unit within 
60 days of the date of the report. 

(1) The plan shall: 

a. Address each demand for recovery of payment and/or 
programmatic deficiency: 

b. Provide a specific description of how the deficiency 
shall be corrected; and 

c. Specify the date of implementation of the corrective 
action. 

(2) DHCS will provide written approval of the CAP to tne 
Contractor with a copy to the Provider. If PHCS does not 
approve the CAP submitted by the Provider via the 
Contractor, DHCS will provide guidance on the deficient areas 
and request an updated CAP from the Contractor with a copy 
to the Provider with a new deadline for submission .. 

(3) If the Provider, via the Contractor, <!loes not submit a. CAP, or, 
does not implement the approved CAP provisions within the 
designated timeline, then DHCS may withhold funds until the 
Contractor brings the Provider into compliance. The State 
shall inform the Contractor whe.n funds will be withheld. 

( d) Contractor and/or Subcontractor may appeal DMC dispositions concerning 
demands for recovery of payment and/or programmatic deficiencies of 
specific claims. Such appeals shall be h?ndled pt1rsuf,lnt to Title 22, CCR, 
Section 51341.1(q). This section shall notapply to those grievanc~s or 
complaints arising from the financial findings of an audit or examination 
made by or on behalf of the State pursuant to Exhibit B, Part II, Section 3, of 
this Contract 

(e) State shall monitor the Subcontractor's compliance with PSPP utilization 
review requirements in accordance with Title 22. Counties are also required 
to monitor of tt:ie subcontractor's compliance pursuant to Section 4, 
Paragraph A.2, of this contract. The federal government may also review the 
existence and effectiveness of the State's utilization review system. · 

(f) Contractor shall implement and maintain compliance with the SY$tem of 
review described in Title 22, Section 51341.1, for the purposes of reviewing 
the utilization; quality, and appropriateness of covered services and ensuring 
that all applicable Medi-Cal requirements are met. 
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Contractor snal! assur~ that subcontractor sites must keep a record of the 
clients/patients being treated at that location. Contractor shall retain client 
records for a minimum of three (3)years from the date of the last face-to
face contact. When an audit by the Federal Government or the State has 
been started before the expiration of the three-year period, the client records 
shall be maintained untif completion of the audit and the final resolution of all 
issues as a result of the audit. 

3.. Training 

(a) DHCS Substance Use Disorder Prevention, Treatment, and Recover 
Services (SUD PTRS) shall provide mandatory annual training to the 
Contractor on the requirements of Title 22 and the Drug Medi-Cal program 
require merits, 

(b) Contractor may request additional Technical Assistance or training from 
SUD PTRS on an ad hoc basis. 

B. Contractor Monitoring 

1. Program Integrity: Contractor is responsible for ensuring program integrity of its 
services and its subcontracted providers thro.ugh a system of oversight, which shall 
include at least.the following: 

(a) Compliance with state arid federal law and regulations, including, but not 
limit(;)d to, 42CFR433.32,42CFR 433.51, 42 CFR 431.800 et. seq.,42 
CFR 440.230, 42 CFR. 440.260, 42 CFR 455 et. seq., 42 CFR 456 et. seq., 
42 CFR 456.23, 22 CCR 51490, 22 CCR51490.1, 22 CCR 51341.1, 22 
CCR51159, WIC 14124.1, andWIC 14124.2; 

(b) Contractor shall conduct, at feast annually, a programmatic and fiscal audit 
of DMC providers to assure covered services are being appropriately 
rendered. The annual audit must include an on-site visit of the service 
provider:. Reports of the annual audit shall be provided to the Department's 
DMC.PSPP unit at: 

Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, PSPP Unit 
Department of Health Care Services 
PO Box 997413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountyReports@dhcs.ca.gov 

Auditreports shall be provided within 2 weeks of comptetion by the 
Contractor. 

Technical assistance is available to counties from DHCS SUD PTRS. 
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Contractor shall ensure that DATAR submissions, detailed in Part 111, 
Paragraph G of this contract.are complied with by all treatment providers and 
subcontracted treatment providers. Contractor shall certify that each 
subcontracted provider is enrolled in DA TAR at the time of execution of the 
subcontract.· 

Contractor ·must monitor and certify corrrnliance and/or completion by 
Providers with CAP requirements (detailed in Section 4, Paragraph (A)(2)( c).) 
as required by any PSPP review. Contractor shall certify to DHCS, ·using the 
form developed by DHCS that the requirements in the CAP have been · 
completed by the Contractor and/or the Provider. Submission of form by 
Contractor must be accomplished within the timeline specified in the 
approved CAP, as noticed !;>y DHCS. 

Contractor shall certify that DMC claims sul::!mitted to the state have .been 
subject to review and verification process for accuracy and legitimacy. (45 
CFR 430:30, 433.32, 433,51 ). Contractors shall not s.ubmit claims for 
services rendered to any beneficiary after the beneficiary's date of death, or 
from uncertified or decertified providers. 

2. Training to DMC Subcontractors 

(a) Contractor shall prdvide training on the requirements of Title 22 regulations 
and DMC requirements at least annually to all subcontracted providers, 
Attendance of any subcontracted provider at the annual trainings offered by 
DHCS (specified in Section 4, paragraph (A)(3) of this contract) shall suffice 
to meet the requirements of this provision. Contractor shall report 
compliance with this section to DHCS annually as part of the DHCS County 
monitoring process. · 

$. Monthly M~mitoring 

(a) Contr.actor shall check the status ofall providers rnonthly to ensure that they · 
are continuing active participation in the DMC program. Any .?Ubcontracted 
provider who surrenders their certification or closes their facility must be 
reported by the Contractor to the Department within two (2) business days of 
notificatipn or discovery. 

· (b) During the monthly status check, the Contractor shall monitor for a triggering 
recertification event (change in ownership, change in scope of services, 
remodeling offacility, or change in location} and report any triggering events 
to the state within two (2) business days of notification or discovery. 
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4. Program Complaints 

(a) All complaints received by Contractor regarding a DMC certified facility shall 
be forwarded to the SUD Compliance Division, Complaints Unit within two 
(2) business days of receipt as follows. 

Complaints are to be.submitted to: 
Department of Health Care Services 
Substance Use Disorder Services - Compliance Division 
P.O. Box 9974131 MS#2601 
Sacramento1 CA 95899-7 413 

The Complaint Form Is available and can also be submitted online at 
http://www.dhcs.ca.gov/individuals/Pages/Sud-Comp!aints.aspx 

Complaints can also b~ sent by FAX to: 

Fax form to: (916) 445~5084 

Complaints for Residential Adult Alcohollsm or Drug Abuse Recovery or 
Treatment Facilities may al.so be made by telephoning the appropriate 
licensing branch listed below: 

SUD Compliance Division~ 

Public Number: (916) 322".2911 
Toll Free Number: (877) 685~8333 

Counties shall be responsible for investigating complalnts and providing the 
results of all investigations to the Department's SUD Complaint Compliance 
Division within two (2) business days of completion; 

5. Record Retention 

(a) Contractor shall include instructions on record retention and include in any 
subcontract with providers the mandate to keep and maintain records for 
each Sf;lrvice rendered, to whom it was rendered, and the date of service, 
pursuant to W&r Section 14214. 1 and 42 CFR 433.32; and 22 CCR section 
51341.1. 

6. Subcontract Termination 

(a) The Contractor must notify DHCS of the termination of any contract with a 
certified subcontracted provider, and the basis for terminaUon of the contract, 
within two (2) business days. 
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7. Corrective Action Plan 

(a) 

(b) 

If the Contractor fails to ensure any of the foregoing oversight through an 
adequate system of monitoring, µtilization review, and fiscal and 
programmatic controls, the Department may request a CAP from the 
Contractor to address these deficiencies and a timeline for tmplementation. 
Failure to submit a CAP or adhere to the provisions in the CAP can result in 
a withhold of SAPT funds allocated to Contractor for the provision of 
services, and/or termination of this contract for ·cause 

Failure to complywith Monitoring requirements shall result in: 

i. DHCS shall issue a report to Contractor after conducting monitoring, 
utilization, or fiscal auditing reviews of a county. When the DHCS 
report identifies non-compliant services or processes, it shall require 
a CAP. The Contractor shall submit a CAP to DHCS within the 
following timeframes of receipt of the DHCS report. 

a.. The CAP shall include a statement of the problem and the 
goal of the actions the Contractor or its subcontracted 
provider will take to correct the deficiency or non-qompliance. 
The CAP shall: 

(1) Address the specific actions to correct deficiency or 
non-compliance; 

Identify who/which unit(s) will act; who/which unit(s) 
are accountable for acting; and 

(2) :Provide a timeline to complete ~e actions. 

ii. DHCS will provide written approval of the CAP to the Contractor and 
the subcontracted provider. If DHCS does not approve the CAP 
submitted by the Contractor, DHCS will provide guidance oh the 
deficient areas and request an updated CAP from the Contractor with 
a new deadline for submission. 

iii. If the Contractor does not submit a CAP, or, does not implement the 
approved CAP provisions within the designated timeline, then the 
State may withhold funds until the Contractor is in compliance. The 
State shall inform the Contractor when funds will be withheld. 

Section 5: Investigations and Confidentiality of Administrative Actions 

A. Contractor acknowledges that if .a DMC provider is under investigation by the State or any 
other state, lorial or federal law enforcement agency for fraud or abuse, the State may 
temporarily suspend the provider from the DMC program, pursuant to W&I Section 
14043.36(a). Information about a provider's administrative sanction status is confidential 
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until such time as the action is either completed or resolved. The DHCS may also issue a 
Payment Suspension to a provider pursuant to W&I Section 14107.11 and Code of Federal 
Regulations, Title 42, section 455.23. The Contractofis to withhold payments from a DMC 
provider during the time a Payment Suspension is in effect. 

B. Contractor shall execute the Confidentiality Agreement, attached as Document 5A. The 
Confidentiality Agreement permits DHCS to communicate with Contractor concerning 
subcontracted providers that are subject to administrative sanctions. 
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EXHIBIT A, ATTA(.';HMENT I 

DOCUMENTS INCORPORATED BY REFERENCE 
FOR FISCAL YEAR 2014-2015 

The following documents are hereby incorporated by reference into the County contract though 
they may notbe physically attached to the contract but will be issued in a CD under separate 
cover: 

Document 1A: 

Docum~nt 1 B: 

Title 451 Code of Federal Regulations 96, Subparts C and L, Substance 
. Abuse Prevention and Treatment Block Grant Re!'.Juirements 

. http:f/www.access.gpo.gov//nara/cfr/waisidx 04/45cfr96 04.html 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

http://www.access.gpo.gov/lnara/cfr/waisidx 04/42cfr54 04.html 

Document 1C: Driving-Under~the-lnfluence Program Requirements 

Document 1D(b ): SAPT Female Offender Treatment Project (FOTP} 

Document 1 F(a): Reporting Requirement Matrix - County Submission Requirements for the 
Department of Health Care Services 

Document 1G: Perinatal Services Network Guidelines 2014 {for Non~DMC PerinataJ 
Programs) 

Document 1H(a): Seniice·Code Descriptions 

Document 1 H(b }: Program Code Listing 

Document 1H(c): Funding Line Descriptions 

Document 1J(a): Non-Drug Medi-Cal Audit Appeals Process 

Document 1 J(b ): DMC Audit Appeals Proc$ss 

Document 1 K: Drug and Alcohol Treatment Access Report (DAT AR) 

http://www.dhcs.ca.gov/provgovpart/Pages/DATAR.aspx 

Document 1 P: 

Document 1T: 

Alcohol and/or Other Drug Program Certification Standards 
(March 15, 2004) 

http://www.dhcs.ca.gov/provgovpart/Pages/Facility Certification.aspx 

CalOMS Prevention User Manual 
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Document 1 V: 

Document 2A: 

Document 2C: 

Document 2E: 

Document 2F: 

Document 2K: 

Document 2L(a): 

Document 2L(b ): 

Document 2P: 

Document 2P(a): 
I 

Document 2P(b ): 

Document 2P(c): 

Document 2P(d}; 

Document 2P{ e ): 

Youth Treatment Guidelines 
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http://www.dhcs.ca.gov/individuals/Documents/Youth Treatment Guidelines 
.Qdf 

Sobky v. Smoley, Judgment, Signed February 1, 1995 

Title 22, California Code of Regulations 

http://ccr.oal.ca.gov 

Drug Medi-Cal Certification Standards for Substance Abuse Clinics {Updated 
July 1, 2004) 

http://www.dhcs.ca.gov/provgovpart/Documents/DMC%20Documents%20for 
%20PED%20webpage/Drug%20Medi
Cal%20Certiflcation%20Standards.pdf 

Standards for Drug Treatment Programs {October 21, 1981) 

http:!/www.dhcs.ca.gov/provgovpart/Documents/DMC%20Documents%20for 
%20PED%20webpage/DMC%20Standards%20for%20Drug%20Treatment% 
20Programs. pdf 

Multiple Billing Override Certification (MC 6700) 

Good Cause Certification (MC 6065A} 

Go.od Cau.se Certification (MC 60658) 

county Certification - Cost Report Year~End Claim For Reimbursement 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment- Non
Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment -
Perinatal (form and instructions) · 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Non~Perinatal ·(form and instruction_s) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group CounseHhg 
-·Non-Perinatal (form and instructions) 
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Document 2P{f): 

Document 2P(g): 

Document 2P(h): 

Document 2P(i): 

Documerit 3G: 

Document 3H: 

Document 3J: 

Document 30: 

Document 3S 

Document 3T 

Document 3T( a) 

Document3V 

Document 4A : 

Document 4B : 
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Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
- Perinatal (form and instructions) 

Drug Medi-Cal Cost Report Forms - Residential-Perinatal (form and 
instructions) 

Drug Medi-Cal Cost Report Forms - Narcotic Treatment Program - County -
Non-Perinatal (form andJnstru.ctions) 

· Drug Medi-Cal Cost Report Forms ..... Narcotic Treatment Progr~m - County -
Perinatal (form and instructions) 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 4 
- Narcotic Treatment Programs 

http://www.calregs.com· 

California Code of Regulations, Title 9 - Rehabilitation and Developmen~I 
SerVices, Division 4- Department of Alcohol and Drug Programs, Chapter 8 
- Certification of Alcohol and Other DruQ Counselors 

http://www.calregs.com 

CalOMS Treatm~nt Data Collection Guide 

http://www.dhcs.ca.gov/provgovpart/Docurnents/CalOMS Tx Data Co!Jection G 
uide JAN%202014.pdf 

Quarterly Federal Financial Management Report (QFFMR) 2014-15 · 

http://www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx 

CalOMS Treatment Data Compliance Standards 

N,<;>n-:Drug Medi-.Cal and Drug Medi-Cal Local Assistance Funding M,atrix 

SAPT Authorized and Restricted Expenditures Information (Nov 2012) 

Culturally and Linguistically Appropriate Services (CLAS} National Standards 

http://mjnorityhealth.hhs.gov/templates/browse.aspx?lvl=2&1vl1D=15 

Drug Medi-Cal Claim Submission Certification - County Contracted Provider 
-DHCS Form MC 8186 with Instructions 

Drug Medi,.Cal Claim Submissi.on Certification - County Operated Provider -
DHCS Form MC 8187 with Instructions 
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Document 40. : 

Document 4E : 

Document 4F : 

Document 5A : 
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Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A) 

Treatment Standards for Substance Use Diagnosis: A Guide for Services 
(Spring 2010) 

Drug Medi~Cal (DMC) Services Quarterly Claim for Reimbursement of 
County Administrative Expenses (Form #MC 5312) 

Confidentiality Agreement 
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Fiscal Year2014~15 

Part I - General Fiscal Provisions 

Section 1 - General FiScal Provisions 

A Fiscal Provisions .. 
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For services satisfactorily rendered, and upon receipt and approval of documentation as 
identified in Exhibit A, Attachment I, Part Ill, DHCS agrees to compensate the Contractor for 
actual expenditures incurred in accordance with the rates and/or allowable costs specified 
herein. 

B. Use of State Funds 

Contractor may not use allocated Drug Medi-Cal State General Funds to pay for any non- · 
Drug Medi-Cal services. 

C. Funding Authorization 

Contractor shall bear the financial risk in providing any substance use disorder services 
covered by this Contract. 

D. Availabllity of Funds 

It is understood that, for the mutual benefit of both parties, this Contract may have been 
written before ascertaining the availability of congressional appropriation offunds in order to 
avoid program and fiscal delays that would occur if thls Contract were not executed until 
after.that determination. If so, State may amend the amount of funding provided for in this 
Contract based on the actual congressional appropriation. 

E. Subcontractor Funding Limitations 

Pursuant to HSC Section 11818(2)(A), Contractor shall reimburse its Subcontractors that 
receive.a combination of Medi"."Caf funding and other federal or county realignment funding 
for the same service element and location based on the Subcontractor's actual costs in 
accordance with Medicaid.reimbursement requirements as specified in Title XIX or Title XX! 
of the Social Security Act; Title 22, and the State's Medicaid Plan. Payments at negotiated 
rates shall be settled to actual cost at year-end. . 
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It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreem~n.t <;loei;; not appropriate sufficient funds for the program, this 
Agreement shall be of no further force and effect. In this event, DHCS shall have no liability 
to pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contractor shall not be obligated to perform any provision$ of .this 
Agreement. · · 

If funding for any fiscal year is reduced or deleted by the B~dget Act for purposes of this 
program, DHCS shall have the option to either cancel this Agreement with no liability 
occurring to DHCS, or offer an agreement amendment to Contractor to reflect the reduced 
amount. 

G. Expense Allowability I Fiscal Documentation 

1. Invoices, received from a Contractor and accepted and/or submitted forpayment by 
· DHCS, shcill not be deemed evidence of allowa~le agreement costs. 

2. Contractor shall maintain for review and audit and supply to DHCS ·upon request, 
adequate documentation of all expenses claimed pursuant to this Agreement to 
permit a determination of expense 'allowability. 

3. If the allowability or appropriateness of an expense cannot be determined byDHCS 
because invoice detail, fiscal records, or backup documentation is nonexistent or 
inadequate according to generally accepted ;;iccounting principles, and generally 
accepted governmental audit standards, all questionable costs may be disallowed 
and payment may be withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionable expense, reimbursement may resume for 
the amount substantiated and deemed allowable. · 

4. Costs and/or expenses deemed L1nallowable are subject to recovery by DHCS. 

H. Maintenance of Effort for SAPT Block Grant 

1. Notwithstanding any other provision in this contract, the Dire.ctor may reduce federal 
funding allocations, on a dollar-for-dollar basis, to a county that has :a reduced or 
anticipates reduced e;ixpenditures in a way that would result in a decrease in the 
federal Substance Abuse Prevention and Treatment Block Grant funds.(42 U.S.C. 
Sect 300x-30). 

2. Prior to making any reductions pursuant to this· subdivision, the Director shall notify 
all counties that county underspending will reduce the federal Substance Abuse 
Prev~ntion and Treatment Block .Grant maintenance of effort (MOE}. Upon receipt 
of notification, a county may submit a revision to the county budget initially 
submitted pursuant to subdivision (a) 'of Section 11978 in an effort to maintain the 
statewide SAPT Block Grant MOE. 
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3, Pursuant to subdivision (b) of Section 11978.1,.a county shall notify the Department 
in writing of proposed local changes to the county's expenditure of funds. The 
Department shalt review and may approve the proposed local changes depending· 
on the level of expenditures needed to maintafri the statewide SAPT Block Grant 
MOE. 

I. Effective the date of execution of this Contract, nothing in this Contract waives the 
protections provided to Contractor under Section 36 of artide XII I of the Californla 
Constitution ("Proposition 30"). Except where specifically stated in the terms of this 
contract, Contractor's performance of any additional legal requirements, including, but not 
limited to court:-ordered requirements and statutory or regulatory amendments, is subject to 
Proposition 30's funding. requirements. 

Section 2 - General Fiscal Provisions - Non-Drug Medi.;Cal 

A. Revenue Collection 

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC, 
Sections 11841, by raising revenues in addition to the funds allocated by the State. These 
revenues include, but are not limited to, fees for services, private contributions, grants, or 
other governmental funds. These revenues shall be used in support of additional alcohol 
and other drug services or facilities. Each alcoflol and drug program shall set and collect 
client fees based on the client's ability to pay. The fee requirement shall not apply to 
prevention and early intervention services. Contractor shall Identify in its annual cost report 
the types and amounts of revenues collected. 

B. Cost Efficiencies 

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units 
of service shall be met by the non-DMC funds allocated to the Contractor and other 
Contractor or Subcontractor revenues, Amounts awarded pursuant to Exhibit A, 
Attachment I, Part IV, shall not be used for services where payment has been made, or can 
reasonably be expected to be made under any other state or federal compensation or 
benefits program, or where services can be paid for from revenues. 

Sectfon 3 - General Fiscal Provisions - Drug Medl~Cal 

A. Return of Unexpended Funds 

Contractor assumes the total cost of providing covered services on the basis of the 
payments delineated in this Exhibit B, Part IL Any State General Funds or federal Medicaid 
funds paid to the Contractor; but not expended for DMC services shall be returned to the 
State. 

B. Amendment or Cancellation Due to Insufficient Appropriation 

This Contract is valid and enforceable only if sufficient funds are made available to the 
State by the United States Government for the purposei of the DMC program. It is mutually 

Page 3of20 



County Contract , 
County of San Francisco 

#14-90096 
Exhibit B 

agreed that if the Congress does not appropriate sufficient funds for this program, State has 
the option to void this eontract or to amend the Contract to reflect any reductlon of funds. 

c. Exemptions 

Exemptions to the provisions of Item B above, of this Exhibit, may be granted by the 
California Department of Finance provided that the Director of DHCS certifies in writing that 
federal funds are available for the term of the contract.· 

D. . AllowablE? costs 

Allowable costs, as used in Section 51516.1 of Title 22 shall b<? determined in accordance 
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services 
(CMS), "Medicare Provider R.eimbursement Manual (Publication Number 15)," which can 
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.gov." In 
accordance with W&IC Sections 14132.44 and 14132.47, funds aUocated to the Ccmtractor 
for DMC services, including funding for alcohol and other drug services for pregnant and 
postpartum women pursuant to Title 22, Section 51341.1 ( G ), may not be used as match for 
targeted case management services or for Medi-Cal administrative activities. 
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A. Prompt Payment Clause 
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Payment wm be. made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with Section 927. 

B. Amounts Payable 

1. The amount payable under this Agreement shall not exceed the amount identified 
on the Standard Agreement 

2. Reimbursement shall be made for allowable expenses up to the amount annually 
encumbered commensurate with the state fiscal year in which services are 
performed and/or goods are received. 

3. The funds identified for the fiscal years covered by under this Section, within this 
Exhibit, are subject to change qepending on the availability and amount of funds 
appropriated by the Legislature and the Federal Government The amount of funds 
available for expenditure by the Contractor shall be limited to the amount identified 
in the final allocations issued by the State for that fiscal year or the non:..DMC 
amount, whichever is less. Changes to allocated. funds will require written 
amendment to the Contract. 

4. For each fiscal year, the State may settle costs for services based on each fiscal 
year year-end cost settlement report as the final amendment for the specific fiscal 
year cost settlement report to the approved single state/county contract. 

Section 2. Non-Drug Medi-Cal · 

A. Amounts Payable for Non-Drug Medi-Cal 

1. State shall reimburse the Contractor monthly in arrears an amount equal to one
twelfth of the maximum amount allowed pursuant to Exhibit B of the contract or the 
most recent allocation based on the. Budget Act Allocation, whichever is less. Final 
allocations will reflect any increases or reductions in the appropriations as. reflected 
in the State Budget Act allo.cation and any subsequent allocation revisions. 

2. Monthly di~bursement to the Contract at the beginning of each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detailed in this 
Exhibit. 
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3. However, based on the expenditure information submitted by the countjes in the 
Quarterly Federal Financial Management Report. (QFFMR) {Document 30), State 
may adjust monthly payments of encumbered block grant federal fun9s to extend 
the length of time (not to exceed 21 months) over which payments of federal funds 
will be made. 

4. Monthly disbursements to the Contractor at the be.ginning of each fiscal year of.,the · 
Contract shall be based on the preliminary allocation of funds, as detailed in Exhibit 
B. I 

5. State may withho)d monthly non-DMC payments if .the Contractor fails to: 

{a} timely submit reports and data required by the. State, including but not limited 
to. reports required pursuant to Exhibit A, Attachment t; Part HI. . 

(b) submit the contract amendment within 90 days from issuance from the State 
to the Contractor. 

( c) submit and certify the completion of Corrective Action Plans for services 
provi_ded pursu(lnt to this contract. 

6. Upon th~ State's receipt of the complete and accurate reports, data, or signed 
contract, the Contractor's monthly payment shall commence with the next scheduled 
monthly payment, and shall include any funds withheld due to late submission of 
reports, data and/~r signed contract. 

7. Adjustments may be made to the total of the Contract and amounts may be withheld 
from payments otherwise du_e to the Contractor hereunder, for nonperformance to 
the extent that nonperformance involves fraud, abuse, or failure to achieve the 
objectives of the provisions of Exhibit A, Attachment I, Part IV. 

B.. Payment Provisions 

For each fiscal year, the total amount payable by the state to the Contractorfor services 
provided under Exhibit A, Attachment J, Part IV, shall not exceed the encumbered amount. 
The funds identified for the fiscal years covered by Exhibit A, Attachment l, Part IV; are 
subject to change depending on the availability and amount of funds appropriated by the 
Legislature and the Federal Government Changes to encumbered funds will require 
written amendment to the Contract. State may settle costs for non-DMC services based on 
the yeaf-.. end cost settlement report as the final amendment to the approved single 
state/county contract. 

C. In the even a contract amendment is required pursuant to the pre.ceding paragraph,. 
Contactor shall submit to the State information as identified in Exhibit E, Section 1.D. To 
the extent.th~ Contractor is notified of the State Budget Act allocation prior to the execution 
of the Centract, the State and the. Contractor may agree to amend the contract after the 
issuance of the first revised allocation. 
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Any interest accrued from State-allocated funds and retained by the Contractor must be 
used for the same purpose· as the State allocated funds from which the interest was 
accrued. 

E. Expenditure Period 

Substance Abuse Prevention and Treatment (SAPT) Block Grant funds are allocated based 
upon the Federal Grant award period. These funds must be expended for activities 
authorized pursuant to 42 USC Sections 300x-21(b) through 300X-66; arid Title 45, CFR, 
Subpart L, wlthin the availability period of the grC1nt award. Any SAPT Block Grant funds 
that have not been expended by a Contractor at the end of the expenditure period identified 
below shall be returned to the State for subsequent return to the Federal government. 

1. The expenditure period of the FFY 2014 award is October 1, 2013 through 
June 30, 2015. 

2. The expenditure period of the FFY 2015 award is October 1, 2014 through 
June 30, 2016. · · 

3. The expenditure period of the FFY 2016 award is October1, 2015 through. 
June 30, 2.017. 

4, The expenditure period of the FFY 2017 award is October 1, 2016 through 
June 30, 2018. 

5. The expenditure period of the FFY 2018 award is October 1, 2017 through 
June 30, 2019. 

F. Contractors receiving SAPT Block Grant funds shall comply with the financial management 
standards contained in Title 45, CFR, Part 92, Sections 92.20{b)(1) through (6), and Title 
45, CFR, Part 96, Section 96.30. 

G. Non-profit Subcontractors receiving SAPT B_lock Grant.funds shall comply with the financial 
management standards contained in Title 45, CFR, Part 74, Sections 74.21(b)(1) through 
( 4) and {b )(7). and Part 96, Section 96~30. 

H. Contractors receiving SAPT BlockGrahtfunds shall track obligations and expenditures by 
individual SAPT Block Grant a.ward, including, but not limited to, obligations and 
expenditures for primary prevention, services to pregnantwotnen and women with 
dependent children. "Obligation" shall have the same meaning as used in Title 45, CFR, 
Part 92, Section 92.3." 

Additionally, Contractors expending SAPT Block Grant HIV Set Aside funds for HIV Early 
Intervention Services are required to collect data regarding their use of HJV Set-Aside funds 
and to report this data to the State. 
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Pursuant to 42 U.S.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided 
by the Agreement ta on the following activities; 

1. Provide inpatient ·services:. 

2. Make cash payment to intended recipients of health services; 

3. Purcha$e or improve land, purchase, construct or permanently improve {other than 
minor remooeling) any building or other facility or purchase major medical 
equipment; . 

4. Satisfy any requirement for the. expenditure of non-'Federal funds as a condition for 
the receipt of Federal funds; 

5. Provide financial assistance to any entity other than a public or nonprofit private 
entity:· 

6. Pay !he salary of an individual through a grant or other extramural mechanism at a 
rate in excess of level I of the Executive Salary Schedule for the award year: see 
http:/Jgrants.nih.qov/grants/policy/salcap summary.htm; 

7. Purchase treatment services and penal or correctional institutions of this State of 
California; and 

8. Supplant state funding of programs to prevent and treat .substance abl,Jse and 
related activities. 

Section 3. Drug Medi-~al 

A. To the extent that the Contractor provides the covered services in a satisfactory manner 
and in accordance with the terms and conditions of this Contract, the State agrees to pay 
the Contractor federal Medicaid funds according to Exhibit A, Attachment I, Part Iii. Subject 
to the availability of such funds, Contractor shall receive federal Medicaid funds andior 
State Gener.a! Funds for allowable expenditures as established by the federal government 
and approved_ by th~ State, for the cost of services. rendered to beneficiaries. 

B. Any payment for covered services rendered pursuant to Exhibit Ai Attachment I, Part V, 
shall only be made pursuant to applicable provisions of Title XIX or Title XXI of the Soclal 
Security Act; the W&IC; the HSC; California1s Medicaid State Plan; and Sections 51341.1, 
51490.1, 51516.1, and 51532 of Title 22. · 

C. - It is understood and agreed that failure by the. Contractor orJts .. $1,1pcpritractors to corn ply 
with applicable federal and state requirements in rendering covered services shall be. 
sufficient cause for the State to deny payments to and/or recover payments from th.e 
Contractor and/or terminate the Contractor or its Subcontractor from DMC program 
participation. If the State or the Department of Health and Human Services (DHHS) 
disallows or denies payments for any claim, Contractor shall repay to the State the federal 
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Medicaid funds and/or State General Funds it received for all ctaims so disallowed or 
denied. The overpayment shall be recovered by any of the methods allowed in Title 22, 
CCR, Sections 51047(a) and (b). 

D. Before such denial, recoupment, or disa!lowances are made, State shall provide the 
Contractor with written notice of its proposed action. Such notice shall include the reason 
for the proposed action and shall allow the Contractor sixty (60) days to submit additional 
information before the proposed action is taken, as required in Title 22, CCR, Section · 
51047(a). This requirement does not apply to the DMC Post Service Post Payment 
Utilization Reviews. 

E The State shall refund to the Contractor any recovered Federal Drug Medi..;Cal overpayment 
that is subsequently determined to have been erroneously coltected, tqgether with interest, 
In accordance with Title 22, CCR1 Section 51047{e). · 

F. Contractor shall be reimbursed by the State on the basis of its actual net reimbursable cost, 
not to exceed the unit of service maximum rate. 

G. Claims submitted to the contractor by a sub~contracted provider thatis not certified or 
whose certification has been suspended pursuant to the Welfare and Institutions Code 
section 14107.11, and Code of Federal· Regulations, Title 42, section 455.23 shall not be 
certified or processed for federal or state reimbursement by the contractor. Payments for 
any DMC services .shall be held by the Contractor until the payment suspension is resolved. 

H. In the event a contract amendrnent is required pursuant to the preceding paragraph, 
Contractor shall submit to the State information as identified in Exhibit E, Section 1.D. To 
the extent the Contractor Js notified of the State Budget Act allocation prior to the execution 
of the Contract, the State and the Contractor may agree to amend the contract after the 
issuance of the first revised allocation. 

I. Reimbursement for covered services, other than NTP services, shall be limited to the lower 
of: · 

1. the provider's usual and c1,1stomary charges to the general public for the same or 
similar services; 

2. the provider's actual allowable costs; or 

3. the DMC SMA for the modality. 

J. Reimbursen:ient to NTP's shall be limited to the lower of either the USDR rate, pursuant to 
W&IC Section 1402'1.51 {h)1 or the provider's usual and customary charge to the general 
public for the same or sim.ilar service. However, reimbursement paid by a county to an NTP 
provider for services provided to any person subject to Penal Code Sections 1210.1 or 
3063.1 and for which the individual client is not liable to pay, does not constitute a usual or 
customary charge .to the general public. (W&IC Section 14021.51(h)(2)(A)). 
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County Contract 
County of San Francisco 

#14-90096 
Exhibit 8 

K. State shall reimburse the Contractor the State Genera'i Ft,mds and/or federal Medicaid 
amount of the approved DMC claims and documents sobmitted In accordance with Exhibrt 
A, Attachment I, Part Ill. 

L. State will adjust subsequent reimbursements to the Contractor to aetual allowable costs. 
Actual allowable costs are defined in the Medicare Provider Reimbursement Manual (CMS~ 
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services,, 
Baltimore, Maryland, or www.cms.hhs.gov. 

M. Contractors and Subcontractors must accept; as payment in full, the amounts paid by the 
State in accordance with Title 22, CCR, Section 51516.1, plus any cost sharing charges 
(deductible, coinsurance, or copayment) required to be paid by the client. However, 
Contractors and Subcontractors may not deny services to any client eligible for DMC 
services on account of the client's inability to pay or location of eligibility. Contractors and 
Subcontractors may not demand any additional payment from the State, client, or other 
third party payers. 

Section 4. Drug Medi-Cal Direct Provider Contracts 

A. Pursuant to W&IC 14124.21; DHCS shall eontract with qualified DMC providers within the 
county when a_ county, does. not contract to operate DMC services, in whole or in_ part 

B. The State will invoice the Contractor for the county realignment share of approved DMC 
claims received by the State from the State's subcontract<;>r. Contractor shall reimburse the 
State for the county realignment share of the approved DMC claims within 30 days of 
receipt of the invoice. If Contractor does not reimburse the State within 30 d~ys o.f receipt 
of the invoice. the State may offset the amount owed from any other funding owed to 
Contractor by the State or any other State agency. The parties acknowledge that the 
State's subcontractor shall be responsible for repayment of any disallowed claims. 
However, in no event shall the State be liable for Medicaid reimbursement for any 
disallowed claims. 

1. Any Contractor contracting with the State for the provision of services through NTP 
providers may receive reimbursement of the NTP administrative rate. 

2. As a result of the direct contract provider's settled cost report, any County 
Realignment funds owed to the direct contract provider will be handled through an 
invoice process to the Contractor. Additionally, as a result of the direct contract 
provider's settled cost report, any County Realignment funds owed to the State will 
be returned to the Contractor. 
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Exhibit B 
Budget Detail and· Payment Provisions 

Fiscal Year 2014-15 

Part Ill - Financial Audit Reguirements 

Section 1. General Fiscal Audit Reguirements 

County Contract 
County of San Francisco 

#14-90096 
Exhibit B 

A. In addition to the requirements identified below, the Contractor and its Subcontracts are 
required to meet the audit requirements as delineated in Exhibit C, Genera! Terms and 
Conditions, and Exhibit D(F), Special Terms and Conditions, of this Contract. 

B. All expenditures ofcountyrealignment funds, state and federal funds furnished to the 
· Contractor and its Subcontractors pursuant to this Contract are subject to audit by the 
State. Such audits shall consider and build upon external independent audits performed 
pursuant to audit requirements of the Office of Management and Budget (OMS) Circular A-
133 (Revised December 2013). Qbjectives of such audits may include, but not limited to, 
the following: 

1.' To determine whether units of service claimed/reported are properly documented by 
service records and accurately accumulated for claiming/reporting; 

2. To validate data reported by the Contractor for prospective contract negotiations; 

3. To provide technical assis1ance in addressing current year activities and providing 
recommendation on internal controls, accounting procedures, financial records, and 
compliance with laws i;ind. regulations; 

4. To determine the cost of services, net of related patient and participant fees, third
party payments, and other related revenues and funds; 

5.. To determine that expenditures are made in accordance with applicable state and 
federal laws and regulations and contract requirements, and/or; . 

6. To determine the facts in relation to analysis of data, complaints, or allegations, 
which may be indicative of fraud, abuse, willful misrepresentation, or failure to 
achieve the Contract objectives of Exhibit C and D(F). 

C. Unannounced visits may be made at the discretion of the State. 

D. The refusal of the Contractor or its Subcontractors to permit access to and Inspection of 
electronic or print books and records, physical facilities, and/or refusal to permit interviews 
with employees, as described in this part constitutes an express and immediate material 
breach of this Contract and will be sufficient basis to terminate the Contract for cause or 
default. 

E. Reports of audits conducted by the State shall reflect all findings, recommendations, 
adjustments and corrective action as a result ofit's finding in any areas. 
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Section 2. Non-Drug Medi-Cal Financial Audits 

County Contract 
County of San Francisco 
. . #14-90096 

ExhibitB 

A Pursuant to OMS Circular A*133 §_. .400(d)(3); Contractor shall monitor the actiVities of all 
of its Subcontractors to ensure that: , 

1. Subcontractors are complying with program requirements and achieving 
performance goals · 

2.. Subcontrc;.ictors are complying with fiscal requirements, ~uch as having appropriate 
fiscal controls in place, and are using awards for authorized purposes,· 

B. Contractor can use a variety of monitoring mechanism, including limited scope audits, on
site visits, progress reports. financial reports, and review of documentation support requests 
for reimbursement, to meet the Contractor's monitoring objectives. The Contractor may 
charge federal awards for the cost of these monitoring procedures as outlined in OMS 
Circular A-133. 

C The Contractor shall submitto the State a copy of the procedures and any other monitoring 
mechanism used to monitor non-profit Subcontracts at the time of the County's annual site 
visit or within 60 days thereafter. Contractor shall state the frequency that non-profit 
Subcontracts are monitored. 

D. Limited scope audits, as defined In the OMB Circular A-133, only include agreed"'.upon 
engagements that are (1) conducted in accordance with either the American Institute of 
Certifi~d Public Accountants generally accepted auditing standards or attestation 
standards; (2) paid for and arranged by pass-through entities (counties); and (3) address 
one or more of the following types of compliance requirements: (i) activities allowed or 
unallowed; (ii) allowable costs/cost principals; (iii) eligibility; (9v) matching, level of effort 
and earmarking; and (v) reporting. 

E. On-site visits focus on compliance and controls over compliance areas. The reviewer must 
make site visits to the subcontractor locations(s), and can use avariettofmonitoring 
mechanism to document compliance requirements. The finding and the corrective action 
will require follow-up by the Contractor. 

F. Contractor shall be responsible for any disallowance taken by the Federal Government, the 
State, or the California State Audit, as a result of any audit exception that is related to the 
Contractor's responsibilities herein. Contractor shall not use funds administered by the 
State to repay one federal funding source with funds provided by another federal funding 
source, to repay federal funds with state funds, or to repay state funds with federal funds, 
State shall invoice Contractor 60 days after issuing the final audit report or upon resolution 
of an audit appeal. Contractor agrees to develop and implement any corredive action 
plans in a manner acceptable to the State in order to comply with recommendations 
contained in any audit report. Such corrective action plans shall include time-specific 
objectives to allow for measurement of progress and are subject to verification by the state 
within one year from the date of the plan. 
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County Contract 
County of San Francisco 
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If differences cannot be resolved between the State and Contractor regarding the terms of 
the financial audit settlements for funds expended under Exhibit A, Attachment I, Part IV, 
Contractor may request an appear in accordance With the appeal process described in 
Document 1J(a), "Non~DMC Audit Appeal Process," incorporated by this reference. When 
a financial audit is conducted by the Federal Government; the State, or the California State 
Auditor directly with a Subcontractor of the Contractor, arid if the Subcontractor disagrees 
with audit disallowances related to Its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1J(a). Contractor shc;ill include a provision in its subcontracts regarding the process by 
which its Subcontractors may file an appeal Via the Contractors., · 

G. Contractors that conduct financial audits of Subcontractors1 other than a Subcontractor 
whose funding consists entirely of non~Department funds, shall develop a process to 
resolve disputed financial findings and notify Subcontractors of their appeal rights pursuant 
to that process. This section shall not apply to those grievances or compliances arislng 
from the financial findings·ofan audit or examination made by or on behalf of the State 
pursuant to Article IV of this Contract. · 

H. Pursuant to OMB Circular A~133, State may Impose sanctions against the Contractor for 
not submitting single or program-specific audit.reports, or failure to comply with all other 
audlt requirements. The sanctions shall include: 

1. Withholding a percentage offederal awards until the audit is completed satisfactorily 

2. Withhold or disallowing overhead costs 

3. Suspending federal awards until the audit is conducted; or 

4. Terminating the federal award 

Section 3. Drug Medi~Caf Financial Audits 

A. In addition to the audit requirements set forth in Exhibit D{F), State may also conduct 
financial audits of DMC programs, exclusive of NTP services, to accomplish any of, but not 
fimited to, the following audit objectives: 

1. To review reported costs for validity, appropriate allocation methodology, and 
compliance with Medicaid laws and regulations; 

8. To ensure that only' the cost of allowable DMC activities are included in reported 
costs; 

9. To determine the provider's usual and customary charge fo the general public in 
acco.rdance with CMS (The Medicare Provider Reimbursement Manuai) (CMS~ 
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or www~cms.hhs.gov, for comparison to the DMC cost per unit; 

10. To review documentation of units of service anq determine the final number of 
approved units of service; 
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11. To determine the amount of clfents' thfrd-party revenue and Me.di-Cal share of cost 
to offset allowable DMC reimbursement; and, 

12. To compute final settlement based on the lower of actual allowable cost, the usual 
and customary charge, or the maximum allowance, in accordance with Title 22, 
Section 51516.1. , 

B. In addition to the audit requirements set forth in Exhibit D(F}, State may conduct financial 
audits of NTP programs. For NTP services,. the audits will address items A(3) throt,1gh A(5) 
above, except that the comparison of the provider's usual and customary charge in A(3) will 
be to the DMC USDR r13te in lieu of DMC cost per unit. In addition, these audits will 
include, but not be limited to: , 

1. For those NTP providers required to submit a cost report·pursuant to W&IC Section 
14124.24, areview of cost allocation methodology between NTP and other service 
modalities, and between DMC and other funding sources; . 

2. A r~view of actual costs inqurred for comparison to services claimed; 

3. ·A review of counseling claims to ensure thatthe ;:ippropriate group or individual 
counseling rate has been used and that counseling sessions have been billed 
appropriately; 

4. A review of the number of clients in group sessions to ensure that sessions include 
no less than four and no more than ten clients at the same time, with at least one 
Medi-Cal client in attendance; 

5. Computation offinal settlement based on the lower of USDR rate or the provider's 
usual and customary charge to the general public; arid, 

6. A review of supporting service, time, financial, and patient records to Verify the 
validity of counseling claims: 

C. Contractor shall be responsibie for any disatlowances taken by the Federal Government, 
the State, or the Bureau of State Audits as a result of any audit exception that is related to 
its responsibilities. Contractor shall not use funds administered by the State to repay one 
federal funding so.urce with funds provided by another federal funding source, or to repay 
federal funds with state funds, or to repay state funds with ft?deral funds ·· 

D. Contractor agrees to promptly develop ~nd irnplerne~t any corrective action plans in a 
manner acceptable to the State in order to comply with recommendations contained in any 
audit report. Such corrective action plans shall include time-specific objectives to allow for 
measurement qf progress and are subiect to verification by the State within six months from 
the date of the plan. 

E. Contractor, in coordination with the State, must provide follow-up on all sigpificant findings 
in the audit report, Including findings relating to a Subcontractor, and submit the results to 
the State. 
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If differences cannot be resolved between the State and the Contractor regarding the terms 
of the final financial audit settlements for funds expended under Exhibit B, Contractor may 
request an appeal in accordance with the appeal process described in the "DMC Audit 
Appeal Process," Document 1J(b), incorporated by this reference. When a financial audit is 
conducted by the Federal Government, the State, or the Bureau of State Audits directly with 
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
dlsaHowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appear to the State in accordance with Document 
1J(b). Contractor shall include a provision in its subcontracts regarding the process by 
which a Subcontractor may file an audit aP.peal via the Contractor. 

F. Providers of DMC services shall, upon request, make available to the State their fiscal and 
other records to assure that such provider have adequate recordkeepirig capability and to 
assure that reimbursementfor covered DMC services are made in accordance with Tltle 22, 
CCR, Section 51.516.1. These records include, but are not limited to, matters pertaining to: 

1. Provider ownership, organization, and operation~ 

2. Fiscal, medical, and other recordkeeping systems; 

3. Federal income tax status; 

4. Asset acquisition, lease, sale, or other action; 

5. Franchise·or management arrangements; 

6. Patient service charge schedules; 

7. Costs cif operation; 

8. Cost allocation methodofogy; 

9. Amounts of income received by source and purpose; and, 

10. Flow of funds and working capital. 

G. Contractor shall retain records of utilization review activities required in Article VJ herein for 
a minimum of three (3) years. 
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Exhibit B 
Budget Detail and Payment Provisions 

Fiscal Year 2014-15 

Part IV - Records 

Section 1. General' Provisions 

A Maintenance of Records 

County Contract 
County of San Francisco 

#14-90096 
Exhibit B 

Contractor shall maintain sufficient books, records, documents, and other evidence 
necessary for the State to audit contract performance and contract compliance. Contractor 
shall make these records available to the State, upon request, to evaluate the quality and 
quantity of services, accessibllity and appropriateness of services, and to ensure fiscal 
accountability. Regardless of the location or ownership of such records, they shall be 
sufficient to determine if costs incurred by contractor are reasonable, allowable and 
allocated appropriately. All records must be capable of verification by qualified auditors. 

1. Contractor shall include in any contract with an audit firm a clause to permit access 
by the State to the working papers of the external independent auditQr, and require 
that copies of the working papers shall be made for the State at its. request. · 

2: Contractor shall keep adeql,late and sufficient financial records and statistical data to 
support the year~end documents filed with the State. All records must be capable of 
verification by qualified auditors. · · 

3. Accounting records and supporting documents shaU be retained fora three-year 
period from the date the year~end cost settlement reportwas approved by the State 
for interim settlement. When an audit by the Federal Government, the State, or the 
California State Auditor has been started before the expir.ation of the three~year 
period, the records shall be retained until completion of the audit and final resolution 
of all issues that arise In the audit. Final settlement shall be made at the end of the 
audit and appeal process. If an audit has not been completed within three years, 
the interim settlement shall be considered as the final settlement. 

4. Financial records shall be kept so that they clearly reflect the source of funding for 
each type of service for which reimbursement is claimed. These documents · 
include, but are not limited to; all ledgers, books, vouchers, time sheets, payrolls, 
appointment schedules, client data cards, and schedules for allocating costs. All 

· records must be capable of verification by qualified auditors. 

5. Contractor's supcontracts ·shall require that all Supqontractors comply with the 
requirements of ExhibitA,·Attachment I, Partv, Secition 2. · 
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6. Should a Subcontractor discontinue its contractual agreement with the Contractor, 
or cease to conduct business in its entirety, Contractor shall be responsible for 
r~tain.ing the Subcontractor's fiscal and program records for the required retention 
period. The State Administrative Manual (SAM) contains statutory requirements 
governing the retention, storage, and disposal of records pertaining to state funds. 
Contra.ctor shallfoilow SAMrequkements located at 
http://sam.dgs~ca.govffOC/1600.aspx. 

The Contractor shall retain all records required by Welfare and Institutions Code 
section 14124.1, 42 CFR 433. 32, and California Code of Regulations, Title 22, 
Section 51341.1 et seq. fOtteimbursernent of services and financial audit purposes. 

7. In the expenditure of funds hereunder, and as required by 45 CFR Part 96, 
Contractor shafl comply with the requirements of SAM and the laws and procedures 
applicable to the obligation and expenditure of federal and state funds. 

B. Dispute Resolution Process 

1. In the event of a dispute under this Exhibit A, Attachment 11 Part IV, otherthan an 
audit dispute, Contractor shall provide written notice of the particulars of the dispute 
to the State before exercising any other available remedy. Written notice shall 
include the contract number. The Director (or designee) of the State and the County 
Drug or Alcohol Program AdministratOr (or designee) shall meet to discuss the 
means by which they can effect an equitable resolution to the dispute. Contractor 
shall receive a written response from the State within sixty (60)days ofthe notice of 
dispute. The written response shall reflect the issues discussed at the meeting and 
state how the dispute Will be resolved. 

2. In the event of a dispute over financial audit findings between the State arid the 
Contractor, Contractor may appeal the audit In accordance with the "non- DMC 
Audit Appeal Process'; (Document 1J(a)). When a financial audit by the Federal 
Government, the State, or the California State Auditor is conducted directly with a 
Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disa!lowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with 
Document 1 J(a). Contractor shall include a provision in its subcontracts regarding 
the process by which a Subcontractor may file an audit appeal via the Contractor. 

3. As stated in Part UI, Section 3, of this Exhibit, in the event of a dispute over financial 
audit findings between the State and the Contractor, Contractor may appeal the 
audit in accordance with DMC Audit Appeal Process" (Document 1J(b)). When a 
financial audit by the Federal Government, the State. or the CaHfornia State Auditor 
is conducted directly with a Subcontractor of the Contractor, and if the 
Subcontractor disagrees with audit disallowances related to its programs, claims or 
services, Contractor shall, at the Subcontractor's request, request an appea!to the 
State in accordance with DMC Audit Appeal Process" (Document 1J(b)), Contractor 
shall include a provision in its subcontracts regarding the process by which a 
Subcontractor may file an audit appeal via the Contractor. 
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4. Contractors that conduct financial audits of Subcontractors, otherthan a 
Subcontrac~qr whose funding consists entirely of non..,Departmentfunds, shall 
develop a process to resolve disputed financial findings and notify Subcontractors of 
their appeal rights pursuant to that process. This section shall not apply to those 
grievances or complaints arising from the financial findings of an audit or 
examination made by or on behalf of the State pursuant to Part II of this Exhibit. 

5. To ensure that necessary corrective actions are taken, tinanctal audit findings are 
either uncontested or upheld after appeal may be used by the State during 
prospective contract negotiations. 
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ExhlbitB 

Budget Detail and Payment Provisions 
Fiscal Year 2014-15 

Part V. Drug Medi~Cal Reimbursement Rates 

A. nuniform Statewide Daily Reimbursement (USDR) Rate" means the rate for NTP 
services based on a unit of service that is a daily treatment service provided pursuant to 
Title 22, Sections 51341.1and51516.1 and Title 9, commeneing with Section 10000 
(Oocument 3G), or the rate for individual or group counseling. The following table shows 
the proposed Fiscal Year (FY) 2014-15 USDR rates. 

Non~Perinatal Perinatal 
Type of Unit of (Regular) Rate Per Rate Per 

Service Service (UOS) uos uos 

NTP-Me1hadone Dosing Daily . $10.80 $11.79 

NTP·lndividual Counseling One 10-minute 
$13.48 $21.06 (*) increment 

One .1 o::ml11ute 
$2.91 $7.03 NTP Group Couhseling (*) increment 

(*)The NTP contractors may be reimbursed for up to 200 minutes (20-1 O minute 
increments) of individual and/or group counseling per calendar month per beneficiary. If 
medical necessity is met that requires additional NTP counseling beyond 200 minutes per 
calendar month, NTP contractors may bfll and be reimbursed for additional counseling (in 
10 minute increments). Medical justification for the additional counseling must be clearly 
documented in the patient record. 

Reimbursement for covered NTP services shall be limited to the fewer of the NTP's usuaf 
and customary charge to the general public for the same or similar services or the USDR 
rate. 
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B. "Unit of Servicen mean$ a face-to.,face contact on a calendar day for outpatient drug free, 
intensive outpatient treatment, perinatal residential, and Naltrexone treatment services. 
Only one face-to-face service contact per day is covered by DMC except in the case of 
emergencies when an additional face-to-face contact may be covered for intake crisis 
intervention or collateral service. To count as· a unit of service, the second contact shall not 
duplicate the services provided on the first contact, and each contact shall be clearly 
documented in the beneficiary's record. Wilile the rates are approved by the State, they 
are subject to change through the regulation process. Units of service and proposed SMA 
for FY 2014-15 are identified in the following table. 

Service Type of Unitof Non-Perinatal Perinatal 
Service (UOS) (Regular) Rate Per Rate PerUOS 

uos 
ln_tensive Outpatient Face-to-Face Visit $56.44 $80.78 
Treatment 
Naltrexone Treatment Face-to-Face Visit $19.06 NA 
Outpatient Drug Free Face-to Face Visit $67.38 ' $105.32 

- Individual (per 
person) 
Face-to-Face Visit 

I 
$26.23 $63.33. 

- Group (per 
person) 

Perinatal Residential Daily- Residential NA 
I 

$99.43 
Dav 
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Exhibit 6, Attai::hment 1- Funding for Fiscal Year 2014-15 through FY 2016-17 

lcouoty:SaoFrnnciscc ------- =1 

Flscol Vear 2014·15 
2014-J.S fundln' 
Amount 

State Gen~! Funds (7 {1[1'> to 6(30/15) 
Drug Medi-Cal SGF 

'?:~: :.:~~.;,r· .. '..: .~ r~ : ~::: :'.: ::~~.r:1 
490,!loO 

TOT ALI 490,930 

SAfT Slpdc Grant - FfY 2015 Award (l.Ofl/14 to 6/30/15) t:f'7:'W N-:.'.::L?;-:,f) 
- Ofscretlonary 5,SSS,040 

• Arloll!.Scer.t/You!h 3GS,l82 

- Prevention Set-ASiCe 2;1s11.4n 
- Fridoy Night Uue/Oub Live >o.ooo 
,. Hrv Set Aside 1,363,ll53 
-Perinlal 30;!,3()3 

TOTAL 9,847,950 

Drue Medi-Cal Federal SharnJ7/i/14 to i;/30/151 t~::::: :.;:.~_::.~: ~:·:::~~:~?:_:::..!: 
- Non Perinat.::.l Federal Share 673,S03 
- ?um;:;tat Federal Share 70,659 

TOTAL 744,462 

GRAND TOTAL 11,-083,342 

~Jumber: l4-lW096 - ----] 

Ascol Year 2-015-16 

sme G1'neral Funds 17/1/15 to Ei/30f:!&l 
Drug Medi·Oll SGF 

2015-16fundlng 
Am1>t,mt 

{~~ ;-~~~:~~-:~ r:.: ;-:.~< :;::;.~r ::;: ~ ~:~ 
490,930 

TOTAL[ 490,930 

SAPTBlo~kGrant.::FF'f2oiS:A.w.irrlQ:f)}1r:i.5toS/fil!l!Z} p:;:::::::;~:::':;~2;:;:~:#: 
... DiSl:retionary S,59B,040 

· Adolescent{You:h a&s,1ai 
- Prevention Set-As!de 2.J.84,472 
- Friday Night Live/Club live 30,000 

- HIV Set Aside 1,363,953 
.. Pt:rinto:il 303,.303 

TOTAL 9,847,950 

Dru~ Medi-Cal F"deral Share [7/Hl5 to 6/30(161 1:r~~r;.:::.:;;;-~-:~>~~:~.:::~:t:::.i~;~· 
~Non Perinatal Federal Share 673,&()3 

-Perinatal F-ederal Share. 70,659 

TOTAL 744;462 

GRAND TOTAL 11,083,342 
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&hibit B~ ArtiiLchment I 

[ Version:j Orlginal I 
Date: 7/1/2014 

fiscol Y~ar 2016-17 

State General Funds (7 /1/16 t<> 6/aa/l.71 
Drug Medi·O>I SGF 

2016-17 Funding 
Amount 

::=:.:-~ ?~t::t~;~t:·:·~1::.::~:;.; :·~R:I:: 
4~,930 

TOTAL I 490,930 

?M_TBlotk Graqt • FFY WJ.7 Award (10/.!/.l6i:o 6[30/lSI j''Jf:f'.f"'.'f'J[L{~~.W'B 
~t'llscretionary 5,598,040 
- Adolescent/Y.outh 368,182 
- Prevention Set-Aside 2,184.472 
• Frid•y Nialittive/Club Live ·30,000 
• HIV SetAside 1,363,953 
- f'crintal 503,303 

TOTAL 9,847,950 

Drug Medl·Cal Federal Share 11/1/lfi to6/30/171 ~;:::._::;.,'°-£_.;- ·~·-.. :. ... ~-;f~~.~):;?,;: 
- Non Perinatal Federal Share 673,803 
".'" Perlnatal Federal Share 70,659 

TOTAL 744,462 

GRAND TOTAL 11,083,342 

L THREE-YEAR TOTAL! 33,250,0ZGJ 





California Department of Health Care Servlc:e$ Exhibit D(F) 

Special Terms and Conditions 

(For federally funded service contracts or agreements and grant agreements) 

The use of headings or titles throughout this exhibit is for convenience only and shall not be used to interpret 
or to govern the meaning of any specific term or condition. 

The terms "contract", "Contractor" and "Subcontractor" shall also mean, "agreement", "grant", "grant 
agreement", "Grantee" and •isubgrantee" respectively. 

The terms "Califorriia Department of Health Care Services", "California Department of Health Services", 
'Department of Health Care Services", "Department of Health Services•, "CDHCsn. ~oHCS'', "CDHS", and 
"OHS'' shall all have the same mearilng and ref er to the California State. agency that is a party to this 
Agreement. 

This exhibit contains provisions that require strict adherence to various contracting laws and policies. Some 
provisions herein are condltfonal and only apply if specified conditions exist (Le., agreement total exceeds a 
certain amount; agreement is federally funded, etc.). The provisions herein apply to this Agreement unless 
the provisions are removed by reference M the face of this Agreement; the provisions are superseded by an 
alternate provision appearing elsewhere in thJs Agreement, or the applicable conditions do not exist. 

Index of Speciat Terms and Conditions 

1. Federal Equat Employm~nt Opportunity 17. Human Subjects Use Requirements 
Requirements 18. Nova!ion Requirements 

2. Travel and Per Diem Reimbursement 19. Debarment and Suspension Certification 
3. Procurement Rules 20. Smoke-Free Workplace Certification 
4. Equipment Ownership/ Inventory I Disposition 21. Covenant Against Contingent Fees 
5. Subcontract Requirements 22. Payment Withholds 
6. Income Restrictions 23. Performance Evaluation 
7. Audit and Record Retention 24. Officials Not to Benefit 
8. Site Inspection 25. Four~Digit Date Compliance 
9. Federal Contract Funds 26. Prohibited Use of State Funds for Software 
10. Intellectual Property Rights 27. Use of Small, Minority Owned and Women's 
11. Air or Water Pollution Requirements Businesses 

12. Prior Approval of Training Seminars, Workshops 28. Alien Ineligibility Certification 
or Conferences 29. Union Organizing 

13. Confidentiality of Information 30. Contract Uniformity (Fringe Benefit 
14. Dt>cLiments, PubUcatioris; and Written Reports Allowability) 

15. Dispute Resolution Process (Revised 2/2012) 31. Suspension or Stop Work Notification 

16. Financial and Compliance Audit Requirements 32. Lobbying Restrictions and Disclosure 
Certification 
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1. Federal Equal Opportunity Requirements 

(Applicable to all federally funded agreements entered into by th~ Department of Health .Care Ser.vices) 

a. The Contractor will not discriminate against any employee or applicant for employment b~oause of race, 
color, religion, sex, national origin, physical or mental handicap, disability, age or status as a di.sabled 
veteran or veteran of the Vietnam era. The Contractor will take affirmative action to ensure that qualified 
applicants are employed, and that employees are treated during employment, without regqrd to their 
race, color, religion, sex, national origin, physical or mental handicap, disability, age or status as a 
disabled veteran or veteran of the Vietnam era. Such action shall include, but not be limited to the 
following: employment, upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or 
termination; rates of pay or other forms of compensation; and career development opportunities and 
selection for training, including .apprenticeship. The Contractor agrees to post in conspicuous places, 
available to employees and applicants for employment, notices to be provided by the Federal 
Government or DHCS, setting forth the provisions of the Equal Opportunity clause, Section 503 of the 
Rehabilitation Act of 1973 and the affirmative action cla.use r~quired by the Vietnam Era Veterans' 
Readjustment Assistance Act of 1974 (38 U.S.C. 4212}. Such nqtices shall state the Contractor's 
obligation under the law to take affirmative action to employ and advance in employment qualified 
applicants without discrimination bpsed on their race, color, religion. sex, national erigin physical or 
mental .handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the 
rights of applicants and employees. 

b. The Contractor will, in all solicitations or advancements for employees placed by or on behalf of the 
Contractor, state that all qualified applicants will receive consideration for employment without regard to 
race, color, religion, sex, national origin physical or mental handicap, disabtlity, age or statqs as a 
disabled veteran or veteran of the Vietnam era. · 

c. The Contractor will send to each labor tltlion or representative of workers with which It has a collective 
bargaining agreement or other contract or understanding a notice, to be provided by the Federal 
Government or the State,· advising the labor .union or workers' representative of the Contractor's 
commitments under the prpvisions herein and shall post copies of the notice in conspicuous places 
available to employees and applicants for employment. 

d. The Contractor will co~ply with all provisions of and furnish all information and reports required by 
Section 503 of the Rehabilitation Act of 1973, as amended, the Vietnam Era Veterans' Readjustment 
Assistance Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No. 11246 as amended, 
including by Executive Order 11375, 'Amending Executive Order 11246 Relating to Equal Employment 
Opportunity,' and as supplemented by regulation at 41 CFR part 60, "Office of the Federal Contract 
Compliance Programs, Equal Employment Opportunity, Department of Labbr," and of the rules, 
regulations, and relevant orders of the Secretary of Labor. 

e. The Contractor will furnish all information and reports required by Federal Executive OrderNo.11246 as 
amended, including by Executive Order 11375, 'Amending Executive Order 11246 Relating to Equal 
Employment Opportunity,' and as supplemented by regulation at 41 CFR part et>, "Offie.e ofthe Federal 
Contract Compliance Programs, Equal Employment Opportunity, Department of labor/' and the 
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or 
pursuant thereto, and will permit access to Its books, records, and accounts by the· State and its 
designated representatives and the Secretary of Labor for purposes of investigation to ascertain 
compliance with such rules, regulations, and orders. · 

f. In the event of the Contractor's noncompliance with the requirements of the provisions herein or with any 
federal rules, regulations, or orders which are referenced herein, this Agreement may be cancelled. 
terminated, or suspended in whole or Jn part and the Contractor may be declared ineligible for further 
federal and state contracts in accordance with procedures authorized in Federal Executive Order No. 
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in 
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, 'Amending 
Executive O~der 11246 Relating to Equal Employment Opportunity,' and as supplemented by regulation 
at 41 CFR part 60, "Office of the Federal Contract Compliance Programs, Equal Employment 
Opportunity, Department of Labor," or by rule, regulation, or order of the Secretary of Labor; or as 
otherwise provided by law. · · · 
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g. The Contractor will include the provisions of Paragraphs a through g in every subcontract or purchase 
order unless exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant to 
Federal Executive Order No.11246 as amended, including by Executive Order 11375, 'Amending 
Executive Order 11246 Relating to Equal Employment Opportunity,' and as supplemented by regulation 
at 41 CFR part 60, ;.Office of the Federal ContrE1ct . Compliance Programs, Equal Employment 
Opportunity, Department of Labor," or Section 503 of the Rehabilitation Act of 1973 or {38 U.S.C. 4212) 
of the Vietnam Era Veteran's Readjustment Assistance Act, so that such provisions will be binding upon 
each subcontractor or vendor. The Contractor will take.such action with respect to any subcontract or 
purchase order as the Director of the Office of Federal Contract Compliance Programs or DHCS may 
direct as a means of enforcing such provisions including sanctions for noncompliance provided, however, 
that in· the event the Contractor becomes involved in, or is threatened with litigation by a subcontractor or 
vendor as a result of such direction by DHCS, the Contractor may request in writing to DHCS, who, in 
turn, may request the United States fo enter into such litigation to protect the interests of the State and of 
the United States. 

2. Travel and Per Diem Reimbursement 

(Applicable If travel and/or per diem expenses are reimbursed wit/1 agreement funds.) 

Reimbursement for travel and per diem expenses from OHCS under this Agreement shall, unless otherwise 
specified in this Agreement, be at the rates currently in effect, as establislled by the California Department of 
Personnel Administration (DPA), fo1 nonrepresented state empl6yees as stipulated in DHCS' Travel 
Reimbursement Information Exhibit. If the DPA rates change during the term of the Agreement, the new 
rates shall apply upon their effective date and no amendment to this Agreement shall be necessary. 
Exceptions to OPA rates may be approved by DHCS upon the submission of a statement by the Contractor 
indicating that such rates are not available to the Contractor. No trave[ outside the State of California shall be 
reimbursed without prior authorization from DHCS. Verbal authorization should be confirmed in writing. 
Written authorization may be in a form including fax or email confirmation. 

3. Procurement Rules 

(Applicable to agreements in which equipment/property, commodities and/or supplies are furnished by DHCS 
or expenses for said items are relmbursM by DHCS with state or federal funds provided under the 
Agreement:) 

a. Equipment/Property definitions 

Wherever the term equipment and/or property ls used, the following definitions shall apply: 

(1) Major equipment/property: A tangible or intangible item having a base unit cost of $5,000 or more 
with a tife expectancy of one (1) year or more and ls either furnished by DHCS or the cost is 
reimbursed through this Agreement: Software and videos are examples of intangible items that meet 
this definition. 

{2) Minor equipment/property: A tangible item having a base unit cost of less than is,ooo with a life 
expectancy of one (1} year or more and is either furnished by DHCS or the. cost is reimbursed 
through this Agreement. 

b. Government and public entities (Including state colleges/universities and auxiliary organizations), 
whether acting as a contractor and/or subcontractor, may secure all commodities, supplies, equipment 
and services related to such purchases that are required in performance of this Agreement. Said 
procurements are subject to Paragraphs d through h of Provision 3. Paragraph c of Provision 3 shall 
also apply, if equipment/property purchases are delegated to subcontractors that are nonprofit 
organizations or commercial businesses. 

c. Nonprofit organizations and commercial businesses; whether acting as a contractor and/or 
subcontractor, may secure commodities, supplies, equipment/property and services related to such 
purchases for performance under this Agreement. 

(1) Equipment/property purchases shall n?t exceed $50;000 annually. 

To secure equipment/property above the annual maximum fimit of $50,000, the Contractor shall 
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make arrangements through the appropriate DHCS Program Contract Manager, to have all 
remaining equipment/property purchased through DHCS' Purchasing Unit The cost of 
eqvipmentlpropertY purchased by or through DHCS shall be deducted from the funds available in this 
Agreement. Contractor shall submit to thEI DHCS Program Contract Manager a list. of 
equipment/property specifications for those items thatthe State must procure. DHCS may pay the. 
vendor directly for such arranged equipment/property purchases and title to the equipment/property 
will remain with DHCS. The equipment/property will be delivered to the Contractor's address, as 
stated on the face of the Agreement, unless the Contractor notifies the DHCS Program Contract 
Manager, in writing, of an altern.ate delivery address. 

(2) All equipment/property purchases are subject to Paragraphs d through h of Provision 3. Paragraph b 
of Provision 3 shall also apply, if equipment/property purphases are delegi:ited to subcontractors that 
are eithera government or public entity. · 

(3) Nonprofit organizations and commer.clal businesses shall use a procurement system that meets the 
following st.andards: 

(a) Maintain a code or standard of conduct that shall govern the performance of its officers, 
. employees, or agents engaged in awarding procurement contracts. No employee, officer, or 

agent shall participate in the selection, award, or administration of a procurement, or bid contract 
in which, to his or her knowledge, he or she has a financial interest. 

(b) Procurements shall be conducted in a manner that provides, to the maximum ext~nt practical, 
?Pen, and free competition. 

(c) Procurements shall be conducted in a manner that provides fot all of the following: 

[1] Avoid purchasing unnecessary or duplicate itemif. , 

[2] Equipment/property solicitations shall be based upon a clear and accurate description of the 
technical requirements of the goods to be procured. 

!31 Take positive steps to utilize small arid veteran owned businesses. 

d. Unless waived or otherwise stipulated in writing by DHCS, prior written authorization from the appropriate 
DHCS Pro9ram Contract Manager will be required before the Contractor will be reimbursed for any 
purchase of $5,000 or more for commodities, supplies, equipment/property, and services related to such 
purchases. The Contractor must provide in its request for authorization all particulars necessary, as 
specified by DHCS, for evaluating the necessity or desirability of incurring such costs .. The term 
"purchase" excludes the purchase of services from a subcontractor and public utllity services 13t rates 
established for uniform applicability to. the general public. 

e. In special circumstances, determined by DHCS (e.g., wtiF!n DHCS has a need to monitor certain 
purchases, etc.), DHCS may require prior written authorization and/or the submission Qf paid vendor 
receipts for any purchase, regardless of dollar amount. DHCS reserves the right to either.dsny claims.for 
reimbursement or to request repayment for any Contractor and/or subcontractor purchase that DHCS 
determ Ines to be unnecessary in carrying out performance under this Agreement. 

f. The Contractor and/or subcontractor must maintain a copy or narrative description of the procurement 
system, guidelines, rules, or regulations that wlll be used to make purchases under this Agreement. The 
State reserves the right to request a copy of these documents and to inspect the purchasing prcictices Qf 
the Contractor and/or subcontractor at any time. · 

g. For all purchases, the Contractor and/or subcontractor must maintain copies of all paid vendor invoices, 
documents, bids and other information used in vendor selection, for inspection or audit_ Justifications 
supporting the absence of bidding (i.e., sole source purchases) shall also be maintained on flle by the 
Contractor and/or subcontractor for inspection or audit. 

h. DHCS may, with cause (e.g., with reasonable suspicion of unnecessary purchases or use of 
inappropriate purchase practices, etc.), withhold, cancel, modify, or retract the delegated purchase 
authority granted under Paragraphs b and/or c of Provision 3 by giving the Contractor no less than 30 
calendar days written notice. 
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4. Equipment/Property Ownership J Inventory I Disposition 

(Applicable ·to agreements in which equipment'property is furnished by DHCS and/or When said items are 
purchased or reimbursed by DHCS with state orfederal funds provided under the Agreement.) 

a. Wherever the term equipment and/or property is used ln Provision 4, the definitions in Paragraph a of 
Provision 3 shall apply. · 

Unless otherwise stipufated in this Agreement, all equipment and/or property that· is 
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this Agreement 
shall be considered state equipment and the property of DHCS. 

(1) Reporting of Equipment/Property Receipt • DHCS requires the reporting, tagging and annual 
inventorying of aU equipment and/or properly that is furnished by DHCS or purchased/reimbursed 
with funds provided through this Agreement. 

Upon receipt of equipment and/or property, the Contractor shall report the receipt to the DHCS 
Program Contract Manager. To report the receipt of said items and to receive property tags, 
Contractor shall use a form .or format designated by DHCS' Asset Management Unit. If the 
appropriate form (i.e.i Contractor Equipment Purchased with DHCS Funds) does not accompany this 
Agreement, Contractor shall request a copy from the DHCS Program Contract Manager. 

(2) Annual Equipment/Property Inventory- If the Cohtractor entefs into an agreement with a term of 
more than twelve months, the Contractor shall submit an annual inventory of state equipment and/or 
property tb the DHCS Program Contract Manager using a form or format designated by DHCS' Asset 
Management Unit. If an inventory report form (i.e., Inventory/Disposition of DHCS-Funded 
Equipment) does not accompany this Agreement, Contractor shall request a copy from the DHCS 
Program Contract Manager. Contractor shalt: 

(a) Include in the inventory report, equipment and/or property in the Contractor's possession and/or 
in the possession of a subcontractor {including independent consultants}. 

(b) Submit the inventory report to DHCS according to the instructions appearing on the inventory 
form oriSsued by the DHCS Program Contract Manager. 

(c) Contact the DHCS Program Contract Manager to learn how to remove, trade·in, sell, transfer or 
survey off, from the inventory report, expired equipment and/or property that is no longer wanted, 
usable or has passed· its life expectancy. Instructions will be supplied by either the DHCS 
Program Contract Manager or DHCS' Asset Management Unit. 

b. Tltle to state equipment and/or property shali not be affected by Its incorporation or attachment to any 
property not owned by the State. · · 

c. Unless otherwis·e stipulated, DHCS shall be under no obligation to pay the cost of restoration, or 
rehabilitation of the Contractor's and/Or Subcontractor's facility which may be affected by the removal of 
any state equipment and/or property. 

d. The Contractor and/or Subcontractor shall maintain and administer a sound business program for 
ensuring the proper use, maintenance, repair, protection, insurance and preservation of state equipment 
and/or property. 

(1) In administering this provision, DHCS may require the Contractor and/or Subcontractor to repair or 
replace, to DHCS' satisfaction, any damage<:!, lost or stolen state equipment and/or property. In the 
event of state equipment and/or miscellaneous property theft,. Contractor and/or Subcontractor shall 
inimedlatety file a theft report with the appropriate police agency or the California Highway Patrol and 
Contractor shall promptly submit one copy of the theft report to the DHCS Program Contract 
Manager. · 

e. Unless otherwise stipulated by the Program funding this Agreement, equipment and/or property 
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this Agreement, 
shall only be used for performance of this Agreement or another Di-JCS agreement. 

DHCS·Exhlbit DF (2/12) Page5 of 26 



Oepartment of Health Care Setvices - S~cial T&rqis and conditions Exhibit D(F) • 

f. Within sixty (60) calendar days prior to the termination or end of this Agreement, the Contractor shall 
provide a final inventory report of equipment and/or property to the DHCS Program Contract Manager 
and shall, at that .time, query DHCS as to the requirements, including the manner and method, of 
returning state equipment and/or property to DHCS. Final disposition of equipment and/or property shall 
be at DHCS expense and according to DHCS instructions. Equipment and/or property 'disposition 
instructions shall be issued by DHCS immediately after receipt· of the final tnventory report. At the 
termination or conclusion of this Agreement, DHCS may at its discretion, authorize the continued use of 
state equipment and/or property for performance of work under a different DHCS agreement. 

g. Motc:>r Vehicles 

(Applicable qnly if motor- ve.hicles are purchased/reimbursed With agreement funds or furnished by DHCS 
under this Agreen;ient;) 

(1) If motor vehicles are purctiased/reimbursed with agreement funds or fumished by DHCS under the 
terms of this Agreement, within thirty (30) calendar days prior to the termination .or end of this 
Agreement, the Contractor and/or Subcontractor.shallreturn such vehicles to DHCS and shall deliver 
cill necessary documents of title or registration to enable the P.roper transfer of a marketable.title to 
DHCS. 

(2) If motor veh[cfos are purchased/reimbursed with agreement .funds or furniShed. by DHCS under the 
terms of this Agreement, the State of California sh~ll be the legal owner of said motor vehicles and 
the Contractor shall be the registered owner. The Contractor and/or a subcontractor may only use 
said vehicles for performance and under the terms of this Agreement. 
•. ' 

(3) The Contraster and/or Subcontractor agree that aft operators of motor vehicles, 
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this 
Agreement, shall hold a valid State of California driver's license. In the event that ten or more 
passengers are to be transported in any one vehicle, the operator shall also hold a State of California 
Class B. driver's license. 

( 4) If any motor vehicle is purchased/reimbursed with agreement funds· or furnished by DHCS under the 
terms of this Agreement, the Contractor and/or Subcontractor, as applicable, shall provide, maintain, 
and certify that, at a minimum, the following type and amount of automobile liability Insurance is in 
effect during the term of this Agreement or any extension p~riod during which any vehicle remains in 
the Contractor's and/or Subcontractor's possession: 

Automobile Liability Insurance 

(a) The Contractor, by signing this Agreem(:mt, hereby certifies that if possesses or will obtain 
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily injury and 
property damage combined. Said insurance must be obtained and made effec;:tive upon the 
delivery date of any motor vehicle, purchased/reimbursed with agreement funds orfurnished by 
DHCS und~r the terms of this Agreement, to the Contractor and/or Subcontractor: 

{b) The Contractor and/or Subcontractor shall, as soon as practical, furnish a copy .. of tht;; certificate 
of insurance to the DHCS Program Contract Manager. The certificate of insurance shall identify 
the DHCS contract or agreement number for which the Insurance applies . 

. (c) The :Contractor and/or Subcontractor .agree that bodily injury and property damage liability 
insurance, as required herein, shall remain in effect at all times during the term of this Agreement 
ot until such time as the motor vehicle is returned to DHCS; 

(d) The Contractor and/or Subcontractor agree to provide, at least thirty (30) days, prior to the 
expiration date of said insurance coverage, a copy of a new certificate of insurance evidencing 
continued coverage, as indicated herein, for not Jess than the remainder of the term of this 
Agreement, the term of any extension or continuation thereof, or for a period of not less than one 
(1) year. 

(e) The Contractor and/or Subcontractor, if not a self-insured government and/or public entity, must 
provide evidence, that any required certificates of insurance contain the following provisions: 
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[1J The insurer will not cancel the ihsured's coverage without giving thirty {30) calendar days 
prior written notice to the State (California Department of Health Care Services). 

[2] The State of California, its officers, agents, employee$, and servants are included as 
additional insureds, but only with respect to work performed for the State under this 
Agreement and any extension or continuation oflhis Agreement. 

[3] The insurance carrier shaH notify the California Department of Health Care Services (DHCS), 
In writing, of the Contractor's failure to pay premiums; its cancellation of such polities; or any 
other substantial change, including, but not limited to, the status, coverage, or scope of the 
required insurance. Such notices shall· contain a reference to each agreement number for 
which the insurance was obtained. 

(f) The Contractor and/or Subcontractor is hereby advised that copies of certlficates of insurance 
may be subject to review and approval by the Department of General Services (DGS), Office of 
Risk and Insurance Management. The Contractor shall be. notified by DHCS, i0 writing, if this 
provision ls applicable to this Agreement. If DGS approval of the certificate of Insurance is 
required; the Contractor agrees that no work or services shafl be performed prior to obtaining 
said approval. 

(g) In the event the Contractor and/or Subcontractor fails to keep insurance coverage, as required 
herein, in effect at all. times during vehicle possession, DJ-ICS may, in addition to any other 
remedies it may have, terminate this Agreement upon the occurrence of such event. 

5. Subcontract Requirements 

{Applicable to agreements under which services are to be performed by subcontractors including 
independent consultants.) 

a. Prior written authorization will be required before the Contractor enters into or is reimbursed for any 
subcontract for services costing $5,000 or more. Except as indicated in Paragraph a(3) herein, when 
securlng subcontracts for services exceeding ~5,000, the Contractor shall obtain at least three bids or 
justify a sole source award. 

(1) The Contractor must provide in Its request for authorization, all Information necessary for evaluating 
the necesslty or desirability of incurring such cost. 

(2) DHCS may identify the Information needed to fulfill this requirement. 

(3) Subcontracts performed by the following entities or for the service typ~s listed below are exempt from 
the bidding and sole source justification requirements: 

I . . 

(a) A local governmental entity or the federal government. 
{b) A State college or State university from any State, 
(c) A Joint Powers Authority, 
(d) An auxiliary organization of a California State University or a California community college, 
(e) A foundation organized to supportthe Board of Governors of the California Community Colleges, 
(f) An auxiliary organization of the. Student Aid Commission established under Education· Code 

§ 69522, . 

(g) Firms or individuals proposed for use and approved by DHCS' furiding Program via acceptance 
of an applica!ion or proposal for funding or pre/post contract award negotiations, 

(h) Entitles and/or service types identified as exempt from advertising and competitive bidding in 
State Contracting Manual Chapter 5 Section 5.80 Subsection 8.3. View this publication at the 
following Internet address: http://www.dgs.ca.gov/ols/Resources/StateContractManual.aspx. 

b. DHCS reserves the right to approve or disapprove the selection of subcontractors and with advance 
written notice, require the substitution of subcontractors and require the Contractor to termlnate 
subcontracts entered into in support of this Agreement. 
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(1) Upon receipt of a written notice from DHCS requiring the substitution and/or termination of a 
sub,contract, the .contractor shall take steps to ensure the completion of any work in progress and 
select a replacement, if applicable, within 30 calendar days; unless a longer period is agreed to by 
PHO$. 

c. Actual subcontraets (Le., written agreement between the Contractor and a .subcontractor} of $5,000 or 
more are subject to the prior review and written approval of DHCS. DHCS may; at its discretion, elect to 
waive this right. All such waivers shall be confirmed in writing by DHCS. 

d. Contractor shall maintain a ·copy of each subcontract. erytered into in support of this Agreement and shall, 
upon request by DHCS, make copies .available for approval, inspection, or audit. 

e. DHCS assumes no responsibility for the payment of subcontractors. used in the performance of this 
Agreem~ilt. Contractor accepts sole responsibility for the payment of subcontractors used in the 
performance of this Agreement= 

f. The Contractor is respons1ble for all performance requirements under this Agreement even though 
performance may be carried out through a subcontract. 

g. The Contractor shall ensure that-all subcontracts for services include provision(s} requiring compliance 
with applicable terms and conditions specified in this Agreement 

h. The Contrack?r agrees to i11clude the following clause, relevant to record retention, in all.subcontracts for 
services: 

I. 

"(Subcontractor Name) agrees to maintain and preserve, until three years after termination of 
(Agreement Number) and final payment.from DHCS to the Contractor, to permit DHCS or any 
duly authorized representative, to have access to, examine or audit any pertinent books, 
documents, papers and records related to this subcontract and to allow interviews of any 
employees who might reasonably have information related to such records." 

Unless otherwise stipulated in writing by OHOS, the Contractor shall be the subcontractor's sole poirit of 
contact for all matters related to performance and payment under this Agreement. 

Contractor sha.!1, as applicable, advise Elli subcontractors of their obligations pursuant to the following 
numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, S, 10, 11, 12, 13, 14, 17, 19. 20, 24, 32 and/or 
other numbered provisions herein that are deemed applicable. 

6. Income Restrictions 

Unless othef'Wise stipulated In thls Agreement, the Qontractor agrees that any refunds, rebates, credits, or 
other amounts (including any interest thereon)· accruing to or received by the Contractor under this. 
Agreement shall be paid by the Contractor to DHCS, to the extent that they are properly allocableJo costs for 
which the Contractor has been reimbursed by _DHCS under this Agreement. 

.7. Audit and Record Retention 

(App!icable to agreements in excess of~10,000.) 

a. 'The Contractor and/or Subcontractor shall maintain books, records1 documents, and other evidence, 
accounting procedures and practices, sufficient to properly reflect all direct and Indirect.costs of whatever 
nature claimed to have been incurred in the performance of this Agreement, including any matching 
costs and expenses, The foregoing constitutes "records" for the purpose of this provision. 

q. ' The Contractor's ahd/or subcontracfor's facility or office or such part thereof as may be engaged ln the 
performance of this Agreement and his/lier records shall be subject at all reasonable times to inspection, 
audit, and reproduction. 

c. Contractor agrees that DHCS, the Department of General Services, the Bureau of State Audits, or their 
designated representatives Including the Comptroller General of the United States shall have the right to 
review and to copy any records and supporting documentation pertaining to the performance of this 
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Agreement Contractor agrees to allow the auditor(s) access to such records. during normal business 
hours and to allow interviews of any employees who might reasonably have information related to such 
records. Further, the Contractor agrees to include a similar right of the State to audit records and 
interview staff in any subcontract related to performance of this Agreement. (GC 8546.7, CCR Title 2, 
Section 1896). 

d. The Contractor and/or Subcontrac.tor shall preserve and make available his/her records (1) for a period 
of three years from the date of ffnal payment under this Agreement, and (2) for such longer period, if any, 
as is required by applicable statute, by any other provision of this A9reement, or by subparagraphs (1) or 
(2) below. 

(1) lf this Agreement is completely or partially terminated, the records relating to the work terminated 
shall be preserved and made available for ~ period of three years from the date. of any resulting final 
settlement. 

(2) ff any litigation, claim, negotiation, audit, or other.action involving the records has been started before 
the expiration of the three-year period, the records shall be retained until completion of the action and 
resolution of all issues which arise from it, or until the end of the regular three-year period, whichever 
is later~ 

e. The Contractor and/or Subcontractor shall comply with the above requirements and be aware of the 
penalties for violations of fraud and for obstruction of investigation as set forth in Public Contract Code § 
10115.10, if applicable. · · 

f. The Contractor and/Or Subcontractor may, at its discretion, following receipt of final payment under this 
Agreement, reduce its accounts, books arid records related to this Agreement to microfilm, computer 
disk, CD ROM, DVD, or other data storage medium. Upon request by an authorized representative to 
Inspect. audit or obtain copies of said records, the Contractor and/or Subcontractor must supply or make 
available applicable devices, hardware, and/or software necessary to view, copy and/or print said 
records, Applicable devices may include, blit are not limited to, microfilm readers and microfilm printers, 
etc. 

g. The Contractor shall, if applicable, comply with the. Single Awdit Act and the audit reporting requirements 
set forth in OMB Circular A-133. 

8. Site Inspection 

The State, through .any :;iuthorized representatives, has. the rlght at all reasonable times to inspect or 
otherwise. evaluate the work performed or being performed hereunder including subcontract supported 
activltres and ihe premises in which it ls being performed. If any inspection or .evaluation is made of the 
premises of the Contractor or Subcontn:ictor, the Contractor shall provide and shall require Subcontractors to 
provide ·an reasonable facilities and assistance. for the safety and· convenience. of the authorized 
representatives in the performance of their duties: All inspections and evaluati.ons shall be performed in such 
a manner as will not unduly delay the work. 

9. federal Contract Funds 

(A'pplica:ble only to that portion of an agreement funded in part or whole with federal funds.) 

a. It is mutually understood between the parties that this Agreement may have been written before 
ascertaining the availability of <::ongressional appropriation of funds, for the mutual benefit of both parties', 
rn order to avoid program and fiscal delays which would occur if the Agreement were executed after that 
determination was made. 

b. Thi.s agreement is V;:llid and enforceable only if sufficient funds are made available to the State by the 
United States Government .for the fiscal years covered by the term of this Agreement. In addition, this 
Agreement is subject to any additional restrictions, limitations, or conditions enacted by the Congress or 
any statute ena.cted by the .Congress which may affectthe provisions, terms orfi.mding of this Agreement 
in any manner. 
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c. It Is mutually agreed that lf the Congress does not .~ppropriate sufficient funds for .the prograrr}, this 
Agreement shall be amended to reflect any reduction in funds. 

d. DHCS has the option to invalidate or cancel the Agreement With 30~dq'ys advance written notice or to 
amend the Agreement to reflect any reduction in funds. · 

10. ·Intellectual Property Ri9hts 

a. Ovmershlp 

( 1) Except where DHCS Ms agreed in a signed writing to accept a license, DHCS shall be and remain, 
without additional ¢ompensation, the sole owner of any and all rights, title and interest In all 
tmellectual Property, from the moment of creation, whether or not jointly conceived, that are made, 
conceived, derived from; or reduced to practice by Contractor or DHCS and which result directly or 
indirectly from this Agreement. 

(2) For the purposes of this Agreement, Intellectual. Property means recognized protectable rights and 
interest such as: patents. (Whether-or not issued} copyrights, trademarks, service marks, applications 
for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia, color combinations, 
slogans, moral rights, right of publicity, author's rights, contract and licensing rights, works, mask 
works, industrial design rights, rights of priority, know how, design flows, methodologies; devices, 
business processes, developments, innovations, good will and all other legal rights protecting 
intangible proprietary information as may exist now and/or here after come into existence, and all 
renewals and extensions, regardless of whether those rights arise under the laws of the United 
States, or any other state, country or jurisdiction. 

(a) For the purposes of the definition of Intellectual Property, "works" means all literary works, 
writings and printed matter including the medium by which they are recorded or reproduced, 
photographs, art work, pictorial and graphic representations and works of a similar nature, film,. 
motion pictures, digital images, animation cells, and other audiovisual works including positives 
and negatives thereof, sound recordings, tape~, educational materials, interactive videos and any 
other materials or products created, produced,· conceptualized and fixed in a tangible medium of 
expression. It includes .preliminary and final prodµcts and any materials and information 
developed for the purposes of producing those final products. Works does not include articles 
submitted to peer review or reference journals or independent research projects. 

(3) In the perl'ormance of this Agreement, Contractor will exercise and utilize certain of its Intellectual 
Property in existence prior to the effective date of this Agr.eement. In addition, under this Agreement, 
Contractor may access and utilize certain of DHCS' Intellectual Property in existence prior to the 
effective date of this Agreement. Except as otherwise set forth herein, Contractor shall not pse any 
of DHCS' Intellectual Property now existing or hereafter existing for any purposes withouUhe prior 
written permission of DHCS. Except as otherwise set forth herein, neither the Contractor m:ir 
DHCS shall give any ownership interest in or rights to its Intellectual Property to the other 
Party. If during the term of this Agreement, Contractor accesses any third-party Intellectual Property 
that is licensed to DHCS, Contractor agrees to abide by all license and confidentiality restrictions 
applicable to DHCS in the third-party's license agreement. 

(4) Contra9toragrees to cooperate with DHCS in establishing or maintaining DHCS' exclusive rights in 
the Intellectual Property, and in assuring DHCS' sole rights against third parties with respect to the 
Intellectual Property. If the Contractor enters into any agreements or subcontracts with other parties 
in order to perform this Agreement, Contractor shall require the terms of the Agreement(s) to include 
all Intellectual Property provisions. Such terms must include, but are not limited to, the subcontractor 
assigning and agreeing to assign to· DHCS all rights, title and interest in Intellectual Property made, 
conceived, derived from, or reduced to practice by the subcontractor, Contractor or. DHCS and which 
result directly or indirectly from this A9reement or any subcontract~ 

(5) Contractor further agrees to assist and cooperate with DHCS In all reasonable respects, arid execute 
all documents and, subject to reasonable availability, give testimony and take· all further acts 
reasonably necessary to acquire, transfer, maintain, and enforce DHCS' Intellectual Property rights 
and interests. 
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'b. Retained Rights I License Rights 

(1) Except for lnteliectua! Property made, conceived, derived from, or reduced to practide by Contractor 
or DHCS .and which result directly or indirectly from this Agreement, Contractor shall retain title to all 
of ifs Intellectual Property to the extent such Intellectual Property is in existence prior to the effective 

. date of this Agreement. Contractor hereby grants to DHCS, without additional compensation, a 
permanent; non~exclusive, royalty free, paid-up, worldwide, Irrevocable, perpetual, non-terminable 
license to use .. reproduce, manufacture, sen, offer to sell, import, export, modify, publicly and privately 
display/perform, distribute, and dispose Contractor's Intellectual Property with the right to sublicense 
through multiple layers, for any purpose whatsoever, to the extent it is incorporated in the Intellectual 
Property resulting from this Agreement, unless Contractor assigns all rights, title and interest in the 
Intellectual Property as set forth herein. 

(2) Nothing in this provision shall restrict, limit, or otherwise prevent Contractor from using any ideas, 
concepts, know-how, methodqlogy or techniques related to Its performance under this Agreement, 
provided that Contractor's use does not infringe the patent, copyright1 trademark rights, license or 
other Intellectual Firoperty rights of DHCS or third party, or result in a breach or default of any 
provisions of this Exhibit or result in a breach of any provisions of law relating to confidentiality. 

c. Copyright 

(1) Contractor agrees that for purposes of copyright law, all works fas defined in Paragraph a, 
subparagraph (2)(a) of this. provision} of authorship made. by or on behalf of Contractor in connection 
with Contractor's performance of this Agreement shall be deemed "works made for hire". Contractor 
further agrees that the work of each person utilized by Contractor in connection with the performance 
of this Agreement will be a "work made for hire,• whether that person is an employee of Contractor or 
that person has entered Into an agreement With Contractor to perform the work.. Contractor shall 
enter into a written agreement with any such person that: (i) all work performed for Contractor shall 
be deemed a ''work made for hire" under the Copyright Act and (ii) that person shall assign all right, 
titre, and interesfto DHCS to any work product made, conceived, derived from, or reduced to practice 
by Contractor or DHCS and which resultdirectly or indirectly from this Agreement. 

(2) All maferlals, including, but not limited, to, visual works or text; reproduced or distributed pursuant to 
this Agreement that include Intellectual Property made; conceived, derived from, or reduced to 
practice by Contractor or DHCS arid which result directly or Indirectly from this Agreement, shalt 
include DHCS' notice of copyright, which shall read in 3nim or larger typeface: "©[Enter Current Year 
e.g., 2010, etc.], California Department of Health Care Services. This materlaf may not be 
reproduced or disseminated without prior written permission from the California Department of Health 
Care Services." This notice should be placed prominently on the materials and set apart from other 
matter on the page where it appears. Audio productions shall contain a similar audio notice of 
copyright. 

d. Pate.nt Rights 

With respect to inventions made by Contractor in the performance of this Agreement, which did not result 
from research and development specifically lnc!uded In the Agreement's scope of work, Contractor 
hereby grants to DHCS a license as described under Section b of this provision for devices or material 
Incorporating, or made through the use of such inventions. If such inventions result from research and 
developmentwork specifically included within the Agreement's scope of work, then Contractor agrees to 
assign to DHCS, without additional compensation,. all its right, title and interest in and to such inventions 
ahd to assist DHCS in securing United States arid foreign patents with respect thereto. 

e. Third-Party fnteflectual Property 

Except as provided· herein, Contractor agrees that its performance of this Agreement shall not be 
dependent upon or include any Intellectual Property of Contractor or third party without first: (i) obtaining 
DHCS' prior written approval; and {Ii) granting to or obtaining for DHCS, without additional compensation, 
a license, as described Jn Section b of this provision, for any of Contractor's or third-party's Intellectual 
Property in existence prior to the effective date of this Agreement Jf such a license upon the these terms 
is unattainable; and DHCS determines that the Intellectual Property should be Included li'r or ls required 
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for Contractor's performance of this Agreement, Contractor sha,11 obtain a Ucen$e under terms acceptable 
toDHCS. 

f. Warranties 

(1) Contractor represents and w<:1rrants thE1t: 

(a) .It is free to enter into and fully perform this Agreement. 

(b) It has secured and will secure all rights <and. licenses necessary for its performance of this 
Agreement.. · 

( c} Neither Contractor's performance of this Agreement; nor the exercise by either Party of the rights 
granted in this Agreement, nor any .use, reproduction, manufacture, sale, offer to sell, import, 
export, modification, public and private display/performance, distribution, and disposition of the 
Intellectual Property made, conceived, derived from, or reduced to practice by Contractor or 
DHCS and which result directly or indirectly from this Agreement will infringe upon .-0r violate any 
Intellectual Property right; non-disclosure obligation, or other proprietary right or interest of any 
third-party or entity now existing under the laws of, or hereafter existing or issued by, any state, 
the United States, or any foreign country. There is currently no actual or threatened claim by any 
such third party based on an alleged violation of any such right by Contractor. · · 

(d) Neither Contractor's performance nor any part of its performance will violate the right of privacy 
of, or constitute a libel or slander against any person or entity. 

( e) It has s
1
ecured and wili secure all rights and licenses necessary for Intellectual Property lncltJdlng, 

but not·limited to, consents, waivers or releases from all authors of music or performances used, 
and talent (radio, television and motion picture talent), owners of any iriterest in and to real 
estate, sites, locations, property or props that may be used or shown. 

(f) It has not granted and shall nQt grant to any person or entity any tight that would or might 
derogate, encumber; or interfere with any of the rights granted to DHCS Jn this Agreement. 

(g) It has appropriate systems and controls in place .to ensure that state funds will not be used in the 
performance of this Agreement for the acquisition, operation or maintenance of computer 
software in violation of copyright laws. 

(h) It has no knowledge of any outstanding claims, licenses or other charges, liens, or 
encumbrances of any kind or nature whatsoever that could affect in any way Contractor's 

. performance of this Agreement. 

(2) DHCS MAKES NO WARRANTY THAT THE INTELLECTl,JAL PROPERTY RESULTING FROM 
THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK; COPYRIGHT OR 
THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED. 

g. lnteJlectual Properfy lnd~tnnity 

(1) Contractor shall indemnify, defend and hold harmless DHCS-and its licensees and assignees, and its 
officers, directors, employees, agents, representatives, successors, and users of its products, 
("lndemnitees") from and against all claims, actions, damages, losses, liabilities (or actions or 
proceedings with respect to any thereof), whether or not rightful, arising from any and all actions or 
claims by any third party or expenses related thereto (including, but not limited to, all legal expenses, 
court costs, and attorney's fees incurred in investigating, preparing, serving as a witness in, or 
defending against, any such claim, action, or proceeding, commenced or threatened) to which any of 
the lndemnitees may be subject, whether or not Contractor is a party to any pending or threatened 
litigation, which arise out of or are related to (i) the incorrectness or breach of any of the 
representations, warranties, covenants or agreements of Contractor pertaining to Intellectual 
Property; or (ii) any Intellectual Property Infringement, or any other type of actual or alleged 
infringement claim, arising out of DHCS' use, reproduction, manufacture, sale, offer to sell, 
distribution, import, export, modification, public and. private performance/display, license, and 
disposition of the Intellectual Property made, conceived, derived from, or reduced to practice by 
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Contractor or DHCS and which result directly or indirectly from this Agreement. This indemnity 
obligation shall apply irrespective of whether the infringement claim is based on a patent; trademark 
or copyright registration that issued after the effective date of this Agreement DHCS reserves the 
right to participate in and/or control, at Contractor's expense, any such infringement action brought 
against DHCS. · · 

(2) Should any tntelleptuat Property licensed by the Contra.ctor to DHCS under this Agreement become 
the subject of an Intellectual Property infringement claim, Contractor will exercise its authority 
reasonably and in good faith to preserve DHCS' right to use the licensed Intellectual Property in 
accordance with this Agreement at no expense to DHCS. DHCS shall have the right to monitor and 
appear through its own counsel (at Contractor's expense) in any such claim or action. In the defense 
or settlement of the claim, Contractor may obtain the right for DHCS to continue using the licensed 
Intellectual Property; or, replace or modify the licensed Intellectual Property so that the replaced or 
modified Intellectual Property becomes non~ihfringing provided that such replacement or modification 
is functionally equivalent to the original licensed intellectual Property. If such remedies are not 
reasonably available, DHCS shall be entitled to a refund of all monies paid under this Agreement, 
without restriction or limitation of any other rights and remedies available at law or in equity. 

(3) Contractor agrees that damages alone would be inadequate to compensate DHCS for breach of any 
term of this Intellectual Property Exhibit by Contractor. Contractor acknowledges DHCS would suffer 
irreparable harm In the event of such breach .and agrees OHOS shall pe entitled to obtain equitable 
relief,. including without limitation an injunction, frorn a court of competent jurisdiction, without 
restriction or limitation of any other rights and remedies available at law or in equity. 

h. Federal Funding 

In any agreement funded in whole or in part by the federal government, DHCS may acquire and maintain 
the Intellectual Property rights, titl~, and ownership, which results directly or indlr'ectly from the 
Agreement; except as provided in 37 Code of Federal Regulations part 401.14; however, the federal 
government shall have a non-exclusive, nontransferable, irrevocable, paid..:up license throughout the 
world to use, duplicate, or dispose of such Intellectual Property throughout the world In any manner for 
governmental purposes and to have and permit others to do so. 

f. Survival 

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project 
schedule. 

11. Air or Water Pollution Requirements 

Any federally funded agre13ment andfor subcontract in excess of $100,000 must comply with the following 
provisions unless said agreement is exempt under 40 CFR 15.5. 

a. Governmeht contractors. agree to comply with alt applicable standards, orders, or requirements issued 
under section 306 of the Clean Air Ad [42 U.S.C. 1857(h)]. section 508 of the Clean Water Act (33 
u.s·.c. 1368), Executive Order 11738, and Environmental Protection Agency regulations (40 CFR part 
15). 

b. Institutions of higher education, hospitals, nonprofit organizations and commercial businesses agree to 
comply with all applicable standards; orders, orrequirements issued underthe Clean Air Act (42 U.S.C. 
7401 et seq.), as amended, and the Federal Water Pollution Control Act (33 U.S.C. 1251 et seq.), as 
amended. 

12. Prior Approval of Training Seminars, Workshops or Conferences 

Contractor shall obtain prior DHCS approval of the location, costs, dates, agenda, instructors, lnstructlonal 
materials, and attendees at any reimbursable training serriinar, workshop, or conference conducted pursuant 
to this Agreement and of any reimbursable publicity or educational materials to be made available for 
distribution. The Contractor shall acknowledge the support of the State whenever publicizing the work under 
this Agreement in any media. This provision does not apply to necessary staff meetings or training sessions 
held for the staff of the Contractor or Subcontractor to conduct routine business matters. 
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13. Confidentiality of Information 

a. The Contractor and Its employees, agents. or subcoritractors sha,U protect from unauthorized dis.closure 
names ·and other identifying inf()rm~tion concerning persons either receiving setvjces pursuant to t.hls 
Agreement or persons whose names or identifying information become available or are dlsciosed to the 
Contractor, its employees, agents, or subcontractors as a result of ~ervices performed under this 
Agreement, except for statistical information not identifying any such person. 

b. The Contractor and its employees, agents, or subcontractors shall not use such identifying information 
for any purpose other than carrying out the Contractor's obligations under this Agreement. 

c. The Contractor and its employees, agents, or subcontractors snall promptly transmit to the. DHCS 
Program Contract Manager all requests for disclosure of such identifying ihformation not emanating from 
the client or person. 

d. The contractor shall not disclose; except as otherwise specifically permitted .by this Agr(ilemen,t or 
authorized· by the client, any such identifying Information to anyone other than DHCS. Without· prior written 
authorization from the DHCS Program Contract Manager, except if disclosure is requlred by State or 
Federal law. 

e. For purposes of this provision, identity shall include, but oo~ .. b.e limited to nam~. identifying number, 
symbol, or other identifying pqrticular assigned to the individual, such a~ finger or voice print or a 
photograph. 

f. As deemed applicable.by OHCS, this provision may be supplemented by additional terms and conditions 
covering personal health information (PHI) or personal, sensitive, and/or confidential information (PSCI). 
Said terms and conditions will be outlined in one or more exhibits that will either be attached to this · 
Agreement or incorpora.ted into this Agre~ment by reference. · ·· · ·· 

14. Documents, Publications and Wr~en Reports 

(Applicable to agreements over $5,.000 under which publicatio11s, ""rltten reports and documents are 
developed or produced. Government Code Section 7550.) 

Any document, publication or written report (excluding. progress reports, financial reports and normal 
contractual communications) prepared as a requirement of this Agreement shall contain, ln a separate 
section preceding the main body of the document, the number and dollat amounts of all contracts or 
agreernents and subcontracts relating to the preparation of such document or r(:)port, if the total cost for work 
by nonemployees of the State exceed~ $5,000. 

15. Dispute ResoJutkm Process 

a.. A Contractor grievance exists whenever there is a dispute arising from OHCS' action in the administration 
of an agreement. If there is a dispute or grievance between the Contractor and DHCS, the Contractor 
must seek resolution using the procedure outlined below. 

(1} The Contractor should first informally discuss the problem with the DHCS Program Contract 
Manager. If the problem cannot be resolved informally, the Contracto.r shall direct its grievance 
together with any evidence, in writing, to the program Branch Chief. The grievance shall state the 
issue.s in dispute, the legal authority or other basis for the Contractor's position and .the remedy 
sought. The Branch Chief shall render a decision within ten (10) working days after receipt of the 
written grievance from the Contractor. The Branch Chief shall respond in writing to the Contractor 
indicating the decision and reasons therefore. ·If the Contractor disagrees with the Branch Chiefs 
deciision, the Contractor may appeal to the second level. 

(2) When appealing· to .the second level, the Contractor must prepare. an appeal indicating the reasons 
for disagreement with Branch Chiefs decision. The Contractor shall include with the appeal a copy 
of the Contractor's original statement of dispute along With any supporting evidence and a copy bf the 
Branch Chiefs decision. The appeal shall be addressed to the Deputy Director of the division in 
which the branch is organized within ten (10) working days from receipt of the Branch Chiefs 
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decision. The Deputy Director of the division in which the branch is organized or his{her designee 
shall meet with the Contractor to review the issues raised. A written decision signed by the Deputy 
Director of the division in which the branch Is organized or his/her designee shall be directed 10 the 
Contractor within twenty (20) working days of receipt of the Contractor's secorn:i level appeal. 

b. If the Contractor wishes to appeal the decision. of the Deputy Director of the division In which the branch 
is organized or his/her desfgnee; the Contractor shall follow the procedures set forth in Health and Safety 
Code Section 100171. 

c. Unless otherwise stipuiated in writing by· DHCS, all dispute, grievance and/or appeal correspondence 
shall be directed to the DHCS Program Contract Manager. 

d. There are organizational differences. within DHCS1 funding programs and the management levels 
identified in this dispute resolution provision may not apply In every contractual situation. When a 
grievance is received and organizational differences exist. the Contractor shall be notified in writing by 
the DHCS Program Contract Manager of the level, name, and/or title of the appropriate management 
official that is responsible for issuing a decision at a given level. · 

16. Financial and Compliance Audit Requirements 

a. The definitions used in thii;i provision ;;ire contained in Section 38040 of the Health a.nd Safety Code, 
which by this reference is made a part hereof.. 

b. Direct service contract means a contract or. agreement for services contained in local assistance or 
subvention programs or both (see Health and Safety [H~S] Code Section 38020). Direct service 
contracts shall not include contracts, agreements; grants, or subventions to other ~overnmental agencies 
or units of government nor contracts or agreements with re9ionaf centers or area agencies on aging 
(H&S Code Section 38030): 

c. The Contractor, as indicated below, agrees to obtain one of the following audits:. 

(1) If the Contractot; is a nonprofit organization (as defined in H&S Code Section 38040) and· 
receives t2s,ooo or more from aov State agency und~r a direct service contract or agreemenl; the 
Contractor agrees'.to obtain an annual single, organization wide, financial and compliance audit Said 
audit shall be conaucted according to Generally Accepted Auditing Standards. This audit does not 
fulfill the audit requtrenients of Paragraph c(3) below. The audit shall be completed by the 15th day 
of the fifth month following the .end of the Contractor's fiscal year, and/or 

{2) ff the Contractor is a nonprofit organization (as defined in H&S Code Section. 38040) and 
receives less than $25,CJOO per year from any State agency under a direct service contract or 
agreement, the Contractor agrees to obtain a biennial single, organlzation Wide financial and 
compliance audit, unless there is evidence of fraud or other violation of state law in connection with 
this Agreement. This audit does not fulfill the audit requirements of Paragraph c{3) below; The audit 
shall be completed by the 15th day of the fifth month following the end of the Contractor's fiscal year, 
and/or 

(3) If the Contractor is a State or Local Government entity or Nonprofit organization (as defined 
by the Federal Office of Management and Budget [OMB] Circular A-133) and expends $500,000 
or more In Federal awards, the Contractor agrees to obtain an annual single, organization wide, 
financial and compliance audit according to the requirements specified in OMB Circular A-133 
entitled "Audits of States, Local. Governments, and Non~Profit Organizations". An audit conducted 
pursuant to this provision will fulfill the audit requirements outllned In Paragraphs c( 1) and c(2) above. 
The audit shall be completed by the end of the ninth month following the end of the audit period. The 
requirements of this provision apply if: 

(a) The Contractor ls a recipient expending Federal awards received directly from Federal awarding 
agencies, or 

(b) The Contractor is a subrecipient expending Federal awards received from a pass-through entity 
such as the State, County or community based organization. 
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(4) If the Contractor submits to DHCS a report of an audit other than an OMS A-133 audit, the 
Contractor must also submit a certification Indicating the Contractor has not expended $500,000 or 
more .in federal funds for the year covered by the audit report. 

d. Two copies of the audit report shall be delivered to the DHCS program funding this Agreement. Th~ 
audit report must. identify the Contractor's legal name and the number assigned to this Agreement. The 
audit report shall be due within 30 days after the completion of the audit. Upon receipt of said audit 
report, the DHCS Program Contract Manager shall forward the audit report to DHCS' Audits and 
Investigations Unit if the audit report was submitted under Section 16.c(3), unless the audit report is from 
a City, County, or Special District within the State of California whereby the report will be retained by the 
funding program. 

e. The cost of the audits de&cribed herein may be included in the fundlng for this Agreement up to the 
proportionate amount this Agreement represents. of the Contractor's total revenue. The OHCS program 
funding this Agreement must provide advance written approval .ofthe specific amount alfowed for said 
audit expenses. · 

f. The State or its authorized designee, including the Bureau .of State Audits, ls responsible for conducting 
agreement performance audits which are not financial and. c9mpliance audits. Performance <:iudits are 
defined by Generally Accepted Government Auditing Standards. 

g. Nothing in this Agreement limits the State's responsibility or authority to enforce State law or regulati(::ms1 

procedures, or reporting requirements arising thereto. 

h. Nothing in this provision limits the authority of the State to make audits of this Agreement, provided 
however, that if independent audits arranged for by the Contractor meet Generally Accepted· 
Governmental Auditing Standards, the State shall rely on those audits and any additional audit work and 
shall build upon the work already done. 

i. The State may, at its option, direct its own auditors to perform either of the audits described .above. The 
Contractor will be given advance written notification, if the State chooses to exercise its option to perform 
said audits. 

j. The Contractor shall include a clause in any agreement the Contr~ctor enters into with the audit firm 
doing the single organization wide audit to provide access by th~ State or Federal Government to the 
working papers of the independent auditor who prepares the single organization wide audit for the 
Contractor. 

k. Federal or state auditors shall have "expanded scope auditing" authority to conduct sp.eclfic program 
audits during the same period In which a single organization wide audit is being performed, but the audit 
report has not been issued. The federal or state auditors shall review and have access to the current 
audit work being conducted and will not apply any testing or review procedures whic~ have not been 
satisfied by previous audit work that has been completed. 

The term "expanded scope auditing" is applied and defined in the U.S. General Ac.counting Office (GAO) 
·issued Standards for Audit of Government Organizations, Programs, Activities ancl Functlons, better 
known as the "yellow book". · 

17. Human Subjects Use Requirements 

(Applicable only to federally funded agi'eements/gi'ahts in which performance, directly or through a 
subcontract/subaward, includes any tests or examination of materials derived from the human body.) 

By signing this Agreement1 Contractor agrees that if 'any performance under this Agreement or any 
subcontract or subagreement includes any tests or examination of materials derived from the human body for 
the purpose of providing information, diagnosis, prevention, treatment or assessment of disease., impairment, 
or health of a human being, all locations .at which such examinations are performed shall meet the 
requirements of 42 U.S.C. Section 263a {CUA) and the regulations thereunder. 
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18. Ncivation Requirements 

If the Contractor proposes any novation agreement, DHCS shall act upon the. proposal within 60 days after 
receipt of the written proposal. DHCS may review and consider the proposal, c.onsult and negotiate with the 
Contractor, and accept or reject all or part of the proposal. Acceptance or rejec!ion of the proposal may be 
made orally within the 60-day period and confirmed in writing within five days of said decision. Upon written 
acceptance of the proposal, DHCS will initiate an amendment to this Agreement to formally implement the 
approved proposal. 

19. Debarment and Suspension Certification 

(Applicable to all agreements funded in part or whole with federal funds.) 

a. By signing this Agreement, the Contractor/Grantee agrees to. compiy with applicable federc;d suspension 
and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34 
CFR 85. 

b. By signing this Agreement, the Contrac~or certifies to the best of its knowledge and belief, that if and its 
principals: · 

(1) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 
excluded by any federal department or agency; 

(2) Have not within a three-year period preceding th ls application/proposal/agreement been convicted of 
or had a civil judgment rendered against them for commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local) 
transaction or contract under a public transaction; violation of Federal or State antitrust statutes or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making 
f~lse statements, or receiving stolen property: 

(3) Are not presently indicted for or otherwise criminally or civHly charged by a governmental entity 
(Federal, State or local} with commission of any of the offenses enumerated in Paragraph b(2} 
herein; and 

(4) Have not within a three-year period preceding this application/proposal/agreement had one or more 
public transactions (Federal, State or local) terminated for cause or default. 

( 5) Shall not knowingly enter into any lower tier covered transaction with a person who is proposed for · 
debarment under federal regulations (i.e., 48 GFR part 9, subpart 9.4), debarred, suspended, 
declared ineligible, or voluntarily excluded from participation in such transaction, unless authorized by 
the State. 

(6) Will include a clause entitled, "Debarment and Suspension Certification" that essentially sets forth the 
provisions herein, in all lower tier covered transactions aild in all solicitations for lower lier covered 
transactions. 

c. If the Contractor is unabl~ to certify to any of the statements in this certification, the Contractor shall 
submit an explanation to the DHCS Program Contract Manager. · 

d. The terms and definitions herein have the meanings set out iri the Definitions and Coverage sections of 
tl1e rules implementing Federal Executive Order 12549. 

e. If the Contractor knowingly violates this certification, in acldition to other remedies available to the Federal 
Government, the DHCS may terminate this Agreement for cause or default.. 
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20. Smoke~Free Workplace Certification 

(Applicable to federally .funded agreements/grants and sub.contracts/subawards, that provide health, day 
care, early childhood development ser¥ices, ·education or library services to children under 18 directly or 
through local governments.) 

a, Public Law 103~227, also .known as the Pro~Children Acl of 1.9.94 (Act)1 requires that smokln9 not be 
permitted in any portion of any indoor facility owned· or leased or contracted for by an entity and used 
routinely or regularly for the provision of health, day care, early childhood development services, 
education or library services to children under the age of 18, if the services are funded by federal 
programs either directly or through ·state or local governments, by federal grant, contract, loan, or loan 
guarantee. The law also applies to children's services that are provided in indoor facilities that are 
constructeo, operated, or maintained with such federal funds. The law does not apply to children's 
services provided in pr:ivate residences; portions of facilities used for inpatient drug or alcohol treatment; 
service providers whos~ sole source of applicable federal funds is Medicare or Medicaid; or facilities 
where WIC coupons are redeemed. 

b. Failure to comply with the provisions of the law may resulf in the Imposition of a civil monetary pen~lty of 
up to $1,000 for each violation and/or the imposition of an administrative compliance order on the 
responsible party. · 

c. By signing this Agreement, Contractor or Grantee certifies that it will comply with the requirements of the 
Act and will not allow smoking within any portion of any Indoor facility used for the provision of services 
for children as defined by the Act. The prohibitions herein are effective December 26, 1994. 

d. Contractor ot Grantee further agrees that it will insert this certification into any suba\JVards (subcontracts 
or subgrants) entered into that provide for children's services as described in the Act. 

21. Covenant Against Contingent Fees 

(Applicable qnly to federally funded agreements.) 

The Contractor warrants that no person or selling agency has been employed or retained to sollcit/si:icure this 
Agreement upon an agreement of understanding for a commission, percentage, brokerage, or contingent 
fee, except bona fide employees or bona fide established commercial or selling agencies retained by the 
Contractor for the purpose of securing business. For breach or violation of this warranty, DHCS shall have 
the right to annul this Agreement without liability or in its discretion to deduct from ·the Agreement price or 
consideration, or otherwise recover, the full amount of such commission, percentage, and brokerage or 
contingent fee. 

22. Payment Withholds 

(Applicable only if a final report is required by this Agreement. Not applicable to government entities.) 

Unless waived or otherwise stipulated in this Agreement, DHCS may, afjts discretion, withhold 10 percent 
(10%) of the face amount of the Agreement, 50 percent (50%) of the final invoice, or $3,000 whichever Is 
greater, until DHCS receives a final report that meets the terms, conditions and/or sc~pe of work 
requirements of this Agreement. 

23. Performance Evaluation 

(Not applicable to grant agreements.) 

DHCS may, at its discretion, evaluate the performance of the Contractor atthe conclusion of this Agreement. 
If performance is evaluated, the evaluation shall not be a public r~cord and shall remain on file wit.h OHOS. 
Negative performance evaluations may be considered by DHCS prior to making future contract awards. 

DHCS·EXhiblt OF (2/12) Page 1Bof28 



. ' 

Department of Health Care Ser:vlces ·Special Terms and Conditions Exhibit D(F} 
• 
24. Officials Not to Benefit 

No members of or delegate of Congress or the State Legislature shall be admitted to any share or part of this 
Agreement, or to any benefit that may arise therefrom. This provision shall not be construed to extend to this 
Agreement if made with a corporation for its general benefits. 

25. Four-Digit Date Compliance 

(Applicable to agreements in which l.nformatlon Technology (IT} sei"Vices are provided to OHOS or if IT 
equipment is procured.) 

·Contractor warrants that it wfll provide only Four-Digit Date Compliarit (as defined below} Deliverables and/or 
services to the State. "Four Digit Date compliant" Dellverables and services can accurately process, 
calculate, compare, and sequence date data, Including Without limitation date data arising· out of or relating to 
leap years and changes in centuries. This warranty and representation is subject to the warranty terms and 
conditions of this Contract and does not limit the generality of warranty obligations set forth elsewhere herein. 

26. Prohibited Use of State Funds for Software 

(Applicable to agreements in which computer software is Used in performance of the work.) 

Contractor certifies that it has appropriate systems and controls in place to ensure that state funds will not be 
used in the performance of this Agreement for the acquisition, operation or maintenance of computer 
.software in violation of copyright laws. 

27. Use of Small, Minority Owned and Women's Businesses 

(Applicable to that portion of an agreement that Is federally funded and entered into with institutions of higher 
education, hospitals, nonprofit organizations or commercial businesses.) 

Positive efforts shall be made to use small businesses, minority~owned firms and women's business 
enterprises, whenever possible (I.e., procurement of goods and/or services). Contractors shall take all of the 
following steps to further this goal. 

(1) Ensure that small businesses, minority-owned firms, and women1s business enterprises are used to the 
fullest extent practicable. 

(2) Make Information on forthcoming purchasing and contracting opportunities available and arrange time 
frames for purchases and contracts to encourage and facilitate participation by small businesses, 
minority-owned firms, and women's business enterprises. 

(3) Consider in the contract process whether firms competing for larger contracts intend ta subcontract with 
small businesses, minority:-owned firms, and women's business enterprises. 

(4) Encourage contracting with consortlums of small businesses, minority-owned firms and women's 
business enterprises when a contract is too large for one of these firms to handle individually. 

(5) Use the services and assistance, as appropriate, of such organizations as the Federal Small Business 
Administration and the U.S. Department of Commerce's Minority Business Development Agency in the 
solicitation and utilization of small businesses, minority-owned firms and women's business enterprises. 

28. Alien fneligibility Certification 

(Applicable to sole proprietors entering federally funded agreements.) 

By signing this.Agreement,·the ·contractor certifies that he/she is not an alien that is ineligible for state and 
local benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act. (8 U.S.C. 
1601, et seq.) 
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29. Union Organizing 

(Applicable only te grant agreements.). . . ' . . . 
I 

Grantee, by sighing this Agreement, hereby ackiioWledge,s the-a'pplicab!Hty of ·Government Code Sections 
16645 through 16649 to this Agreement. Furthermore, Grantee, by signing this Agreement, hereby certifies 
that: 

a. No state fund$ disbu~sed by this grant will be used to assist,, promot!:l or deter union organizing. 

b. Grantee shall account for state funds disbursed for a specific expenditure by this grant, to show those 
funds were allocated to that expenditure. · 

c. Grantee shall, where state funds are. not designated as de.scribed in . b herein, allocate, on a pro--rata 
basis, all disbursements that support the grant program. 

I \ ' •j > 

d, If Grantee makes expenditures to assist, promote or deter union organizing, Grantee will maintain 
records sufficient to show that no state funds were used for those expt;lnditures, and that Gr~ntee sh~U 
provide those records to the Attorney General upon request. 

• l 

30. Contract Uniformity (Fringe Benefit Allowability) 

(Applicable only to nonprofit organiiations.) 

Pursuant to the provisions of Article 7 (commencing with Section 100525) of Chapter 3 of Part 1 of Division 
101 of the Health and Safety Code,. DHCS sets forth th~ following policies, procecjures, and guidelines 
regarding the reimbursement of fringe benefits. . · 

a; As used herein fringe beriE?fitS shall mean an employment benefit given by one's employer to an 
employee in addition to one's regular or normal wages or salary. 

b. As used herein, fringe qenefits do notinch,.1<;1e: 

(1) Compensation for personal services paid curr.ently or accrued by the Contractor for services· of 
employees rendered during the term of this Agreement, which is identified as regular or normal 
salaries and W3ges, annual leavei vacation, sick leave, holidays, jury duty and/or military 
leave/training. · 

(2) Director's and exE'lcl!tive c9mmittee member's fe~s. 
(3) Incentive awards and/or bonus incentive pay. 
(4) Allowances for off-site pay. 
(5) Location allowances. 
(6) Hardship pay. 
(7) Cost-of-living differentials' 

c. Specific !:'lllowable fringe benefits inch.id~: 

(1) Fringe benefits in the form of employer contributions for the employer's portion of payroll truces (i.e., 
FICA, SUI, SDI), employee health plans (i.e., health, dental and vision). unemployment insurance, 
worker's compensati<;>n insurance, and the employer's share of pension/retirement plans., provided 
they are granted in accordance with established written organization policies and meet all legal and 
Internal Revenue Service requirements. 

d.. To be an allowable fringe benefit, the cost must meet the following criteria: 

(1) ae necessary and reasonable. for the performance of the Agreement. 
(2) Be determined in accordance with generally accepted accounting principles. 
(3) Be c.onsistent with policles that apply uniformly to all activities of the Contractor. 

e. Contractor agrees that all fringe benefits shall be at actual cost 
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f. Earned/Accrued Compens'ation 

(1) Compensation for vacation, sick leave ano holidays is limited to that amount earned/accrued within 
the agreement term. Unused vacation, sic!< leave and holidays earned from periods prior to the 
agreement term cannot be claimed as allowable costs. See Provision f (3)(a) for an example. 

(2) For multiple year agreements, vacation and sick leave compensation, which Is earned/accrued but 
not paid, due to employee(s) not taking time off may be carried over and claimed within the overall 
term of the multiple years of the Agreement. Holidays cannot be carried over from one agreement 
year to the next. See Provision f (3)(b} for an example. · 

(3) For single year agreements, vacation, sick leave and holiday compensation that is earned/accrued 
but not paid, du.e to employee(s) not taking time off within the term of the Agreement, cannot be 
claimed as an allowable cost. See Provision f (3)(c} for an example. 

{a) Example No. 1: 

If an employee, John Doe, earns/accrues three weeks of vacation and twelve days of sick leave 
each year, then that is the maximum amount that may be claimed during a one year agreement. 
If John Doe has five weeks of vacation and eighteen days of sfck leave at the beginning of an 
agreement, the Contractor during a one-year budget period may only claim up to three weeks of 
vacation and twelve days of sick leave as actually used by the employee. Amounts 
earned/ac.cru.ed in periods prior to the beginning of the Agreement are not an allowable cost. 

(b) Example No, 2: 

If during a three-year (multiple year) agreement, John Doe does not use his three weeks of 
vacation in year one, or his three weeks in year two, but he does actually use nine weeks in year 
three; the Contractor would be allowed to claim all nine weeks paid for in year three. The total 
compensatioh over the three--year period cannot exceed 156 weeks (3 x 52 weeks). 

(c) Exampla No. 3: 

If during a single year agreement, John Doe works fifty weeks and used one week of vacation 
and one week of slck leave and all fifty-two weeks have been billed to DHCS, the remaining 
unused two weeks of vacation and seven days of slck leave may not be claimed as an allowable 
cost. 

31. Suspension or Stop Work Notification 

a. DHCS may, at anytime, Issue a not.ice to suspend performance or stop work under this Agreement. The 
initial notification may be a verbal or written directive issued by the funding Program's Contract Manager. 
Upon receipt of said notice, the Contractor is to suspend and/or stop afl, or any part, of the work called for 
by this Agreement. 

b. Written confirmation of the suspension or stop work notification with directions as to what work (if not all) 
Is to be suspended and how to proceed will be provided within 30 working days of the verbal notification. 
The suspension or stop work notification shall remain.in effect until further written notice is received from 
DHCS. The resumption of work (in whole or part) wit! be at DHCS' discretion and upon receipt of written 
confirmation. 

(1) Upon receipt of a suspension or stop work notification, the Contractor shall immediately comply with 
its terms and take all reasonable steps to minimize or halt the incurrence of costs allocable to the 
performance covered by the notification during the period of work suspension or stoppage. 

(2) Within 90 days of the issuance of a suspension or stop work notification, DHCS shall either: 

(a) Cancel, extend, or modify the suspension or stop work notification; or 

(b) Terminate the Agreement as provided for in the Cancellation J Termination clause of the 
Agreement. 
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c. If a suspension or stop work notification Issued under this clause is canceled or the period of suspension 
or any extension thereof ls modified or expires, the Contractor may resume work only upon written 
concurrence of funding Program's Contract Manager. 

d. lf the suspension or stop work notification is cancelled and the Agreement resumes, changes to the 
services, deliverables, performance dates, and/or contract terms resulting fron) the suspension or .stop 
work notification shall require an amendment to the Agreement. 

e. If a suspension or stop work notification is not canceled and the Agreement is cancelled or terminated 
pursuant to the provision entitled Cancellation I T~rmination, DHCS shall allow reasonable costs resulting 
from the suspension or stop work notification in arriving a~ the settlement costs. 

f. DHCS shail not be liable to the Contractor for loss of profits because of any suspension or stop. work 
notification issued under this clause. 

32. Lobbying Restrictions and Disclosure Certification 

(Applicable to federally funded agreements in excess of $1 ob;ooo per Section 1352 of the 31, U.S.C.) 

a. Certification and Disclosure Requirements 

{1)_ Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant, or 
subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds $100,000 at any tier,· 
shall file a certification (in the form set forth in Attachment 1, consisting of one page, entitled 
"Certification Regarding Lobbying") that the recipient has not made, and will not make, any payment 
prohibited byParagraph b oftliis provision. 

(2) Each recipient shall file.a disclosure (in the form set forth in Attachment 2, entitled "Standard Form~ 
Ll-L 'disclosure of Lobbying. Activities'~) if such recipient has made or has agreed to make any 
payment using · nonappropriated funds- (to include profits from any covered federal action) in 
connection with a contract, or grant or any extension or amendment of that contract, or grant; which 
would be prohibited under Paragraph b of this provision if paid for with appropriated funds. 

. (3} Each recipient shall file a disclosure form at the end of each calendar quarter in which there occurs 
any event that requires disclosure or that materially affect the accuracy of the information i:;ontained 
in any disclosure form previously filed by such person under Paragraph a(2) herein. An event that 
materially affects the accuracy of the information reported includes: 

(a) A cumulative irwrease of $25,000 or more· in the amount paid or expected to be paid for 
influencing or attempting to influence a covered federal action; 

(b) A change in the person(s) or individuals(s) influencing or attempting to influence a covered 
federal action; or · · · 

(q) A change in the officer(s), employee(s), or member(s) contacted for the purpose of influencing or 
attempting to influence a covered federal action. 

(4) Each person (or recipient) who requests or receives from a person referred to in Paragraph a{1) of 
this provision a contract or agreement, subcontract, grant or subgrant exceeding $100,000 at any tier 
under a contract pr agreement, or grant shall file a certification, ~nd a disclosure form, if required, to 
the next tier above. 

(5) All disclosure forms (but not certifications) shall be forwarded from tier to tier until .recE!ived by the 
person referred to in Paragraph a( 1) of this provision. That person shall forward all disclosure forms 
to DHCS Program Contract Manager. 

b. Prohibition 

Section 1352 of Title 31., U.S.C., provides in part that no appropriated funds may be expended by the 
recipient of a federal contract or agreement, grant, loan, or cooperative agreement to pay any person for 
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infl1Jencing or attempting to influence an officer or employee of any agency, a Member of Congress, an 
officer or employee of Congress, or an employ~e of a Member of Congress in connection with any of the 
following covered federal actions: the awarding of any federal contract or agreement, the making of any 
federal grant, the making of any federal loan. entering Into of any cooperative agreement, and the 
extension, continuation, renewal, amendment. or modification of any federal contract or agreement, 
grant, loan, or cooperative agreement. 
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Attachment 1 
State of California 

Department of Health Care Ser\tfce$ 

CERTIFICATION REGARDJNG LOBaYING 

The und~rsigned certifies, to the best of his or her knowJedge ~nd bellef, that: 

(1) No Federal appropriated funds have been paid or .will be paid, by or .on behalf of the undersigned, to 
any person for influencing or attempting· to influence an officer or employee of an agency, a Member of 
.Congress, an officer or empioyee of Congress, or an employee of a Member of Congress ln connection with the 
making, awarding or entering Into of this Federal contract, Federal grant, or cooperative agreement, and the 
extension, continuation, renewal, amendment, or modification of this Federal contract, grant, or cooperative 
agreement. 

(2) If any funds other tnan Federal appropriated funds have been paid or will be paid to any pernon for 
influencing or attempting to influence an officer or employee of any agency of the United States Government; a 
Member of Congress, an officer .or employee of Congress, or an employee of a Member of Congress in 
connection with this Federal contract, grant, or cooperative agreement, the undersigned shall complete and 
submit Standard Form LLL, "Disclosure of Lobbying Activities" in accordance with its iristructions. 

(3} The undersigned shall require that the language of this certification be included in the award 
documents for all subawards at all tiers (including subcontractors, subgrants, and contracts under grants and 
cooperative agreements) of $100,000 or more, and that all subrecipients shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed when this transaction was 
made or entered into. Submission of this certification is a prerequisite for making or entering into this 
transaction Imposed by Section 1352, Title 31, U.S.C., any person who fails to file the required certification shall 
be subject to a civil penalty ofnot less than $10,000 and not more than $100,000 for each such failure. 

Name of Contractor P1inted Name of Person Signing for Contractor 

Contract/ Grant Number Signature of Person SlgnJng for Contractor 

Date Tltle 

After execution by or on behalf of Contractor, please return to: 

California Department of Health Care Services 

DHCS reserves the right to notifiy the contractor in writing ofan alternate submission address. 
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1. 

Attachment 2 

CERTIFICATION REGARDING LOBBYING 
Complete this form to disclose lobbying actlvlties pursuant to 31 U.S.C. 1352 

(See reverse for public burden disclosure) 

/ll>PfOVod by OMii 

0346-0046 

Type of Federal Action: 2. Status of Federal Action: 3. , Report Type: 

r 1 a. contract [ ] a. bid/offer/applicailon r J a. lnltlalfiling 
b. grant b. initic;il award b. material change 
c. cooperative agreement c. post-award For MiMrlal Change Only: d, loan 
e, loan guarantee Year __ quarter __ .. _ 
f. loan insurance date of last report __ . 

4, Name and Address of Reporting Entity:. 5. If Reporting Entity in No. 4 is Subawardee, Enter Name 
and Address of Prime: 

0Prlme 0 Subawardee 
Tier ~· if known; 

Con resslonal Dlstr.'"'ic""t ~lf'-'k""'n"'"own'"""":......._ ________ ----J_C.._o_n_"--'re-""s"'-sl"'"on""a'-l--D_ls~tn .... 'c~t,_lf_k=n.._own......_: ____________ -1 

6. Federal Department/Agency 7. Federal Program Name/Description: 

8. Federal Action Number, if known: 

10.a. Name and Address of Lobbying Registrant 
(If Jndfvlduaf, last name, first name, Ml): 

CDFA Number, if applicable: __ 

9. Award Amount, ifknown: 

$ 

b, Individuals Performing Services (incfuding addrf!ss if 
different from 10a, · 
(Last name, Firslname, Ml): 

11. Information requested through this form Is authorii:ad ·by title 31 
U.S.C. section 1352. Thlsdisclosure oflol;>bying ac!lvllies is.a malertal Signature: 
representation of fact upon whfch reliance was placed by ·the 11er 
above ·when this ·transaction was made or entered into. This Print Name: 
disclosure is required pursuantto 31 U.S.C. 1352. Thls information 
will be available for public lnspi;.etlon. Any person that fails to file the Title: 
required disclosure shall be subject to a not more than $100,000 for 1-T-el-ep""'h~o-ne-N-0.-: ----------0-a-te-:-------l 
each such rnilure. 
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DJSCLOSURE Of LOBBYING ACTIVITIES 

ihls dlsclosure.form shall be completed by ·the repqr!lng entliy, Whether subawardee or prime Federal recipient. at the ln!Uatlon or recelp!.<if a covered, Federal 
action, or a m. aterlal change to a prevroJs filing, pursuant to title 31 u,s.c. $ecllon 1352. The filing of ·a form is required for each paYment or :igreement to make . . . . . . 
payment to any lobbying entUy for Influencing or attempting to Influence .an officer or employee of any agency, a Member of Congress, an offi~er or-empl(lyee of 
Congress, or an employee of a Member of Congress in connection 'Mth a covered Federal action. Complete all items that apply for both the. lnlUal filing and 
material change report. Refer to the implementing guidance published by tJ:ie Office of Management and Budget for additional Information, 

1. 

2. 

3. 

4. 

5, 

6 .. 

7. 

8. 

.9. 

Identify the type of covered Federal action for.which tobbytng activity is and/or has been secured to influern:e the outcome of a covered Federal actlon. 

Identify the status of the covered Federal action. 

ldenUfy the approprialeclassiftcation of this report If this is a followup report caused by a material chanJje to the lnform~tlori prevl1>usly reported. enter .the 
year ;ind quarter in which the change occurred. Enter the date of the last previously submitted report by this reporting entltyforlliis covered Federal action. 

Enter the full name, address, city, State and :cip code of the reporting enUty. Include Congressional District, If known. Check the appropriate clj;lsslflcalion 
of the reporting entlty that deslgna1es lf !tis, or expects to be,a prime or subaward recipient Identify the lier of the subawardee, e.g;, the first subawardee of 
the prime Is the 1st lier. Subawards Include but are not Umlted to subcontracts, subgrants and contract awards under grants. · · 

If the organization filing 1he report In item 4 checks "Subawardae," then enter the full name, address, city, State and zip code of the.prime Federal recipient 
Include Congressional District, if known. 

Enter the name of the Federal agency making the· award or roan commitment. Include at least one organizatlonallevef below agency name. if known. For 
example. papartment of Transportation, United States Coast Guard. 

Enter the Federal progra01 name or description for the covered Federal action (Item 1 ). If kiiown, enter the full Catalog of f'edetal Domestic Assistance 
(CFDA) number for grants, cooperative agree~enls, Joans, and loan commitments. 

Enter the most appropriate Federal ideintifying number av.ailable for the Federal action ldenUIIed In Item 1 (e.g., Request for Proposal (RFP) number: 
Invitation for Bid (IFB) number; grant l!lnnouncement number; the contract, grant, or Joan award number; the applicaUon/proposal control riumber assigned 
by the Federal agency). Include prefixes, e.g., "RFP-DE-90--001'. 

For a covered Federal action where there has been an a\iiard or loan commitment by the Federal agency, enier the Federal 'amount of the award/loan 
commitment for the prime entlly ldenUfled In ttem 4 or 5 .. 

10. (a) Enter 1he full name, address, city, State. and :zip coc!e of the lobbying registrant under the lobbying Disclosure Act of 11)95 engaged by the reporting 
entity Identified In Item 4 to Influence the covered Federal action. · 

(b) Enter 1he full names of the. indivldual(s) performing services, and Include full address If different from 10 (a). Enter Last Name, First Name, anrl Middle 
lniUa! (Ml). 

11. TOO certifying offiClal shall sign and date the. form, print his/her name, tltkt, and teli;phone number. 

According to lhe Paperwork Reduction Act, as amended, no persons are required to respond to a collectlon or information unless it displays a valid OMS 
Control Number. The valid OMS control number for this Information collection is OMB No. 0348-0046. Public repqrting burden fo(lhis collEictlon of 
Information is estimated to average 10 minutes per response, including time for reviewing instructions. searching existing data sources, gathering and. 
mainlaining the data needed, and compteling and revieWing the collection of Information. Send comments regarding the burden estimate or any other 
aspect of this collection or information, including suggestions for reducing this burden. to the Office of Management and Budget, Pape1WOrk Reduction 
Project (0348-0046), Washington, DC 20503. 
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1. Amendrnent Process 

· A. Both the Contractor and the State may agree to amend or renegotiate the Contract. 

B. Should either party, during the term of thiS Agreement, desire a change or amendment to 
the terms of this Agreement, such changes or amendments shall be proposed in writing to 
the other party, who will respond ln writing as to whether the proposed 
changes/amendments are accepted or rejected. If accepted and after negotiations are 
concluded, the agreed upon changes shall be made through t.he State's official agreement 
amendment process. ·No amendment will be considered binding dn either party until it is 
formally approved by the both parties and the Department of General Services (DGS), if 
DGS approval is required. 

C. Contract amendments will be required to change encumbered amounts for each year of a 
multi-year contract period, of which the first amendment will be based on the Governor's 
Budget Act allocation of that specific fiscal year. The signed contract from the Contracfor wfll 
be due to the Department of Health Care Services within 90 days from the issuance to the 
County. If the $igned Contract frdm the Contractor is not received within 90 days from the 
issuance to the county, DHCS may withhold all non-DMC payments under Exhibit B of this 
Contract until the required amendment is received by the State. 

D. Contract amendments may be requested by the Contractor until May 1 of each of the 
contract's fiscal years. An amendment proposed by either the Contractor or the State shalt 
be forwarded in writing to the other party. 

1) The proposed amendment submitted by Contractor shall include the proposed 
changes, and a statement of the reason and basis for the .proposed change. 

2) Amendments shall be duly approved by the County Board of Supervisors or lts 
authorized designee, and signed by·a duly authorized representati,ve. 

E. Contractor acknowledges that any newly allocated funds that are In excess of the initial 
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable 
contract amendment on or before June 30·, 2015. 

F. State may settle costs for substance use disorder services based on the year~end cost 
settlement report as the final amendment to the approved single State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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B. DHCS reserves the right to cancel or terminate this Agreemen1 immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS · 
substantially fails to perform its responsibilities as pro.vided herein. 

C. The term "for causen shall mean that the Contractor fails to meet the terms, cohditions1 

and/or responsibilities of this Agreement. 

D. Agreement termination or cancellation shall be effective as of the date indicated in D.HCS' 
notification to the Contractor. The notice shall stip4late ar\y final performance, invoicing or 
payment requirement~. · 

E. Upon receipt of a' notice of termination or cancellation, the Contractor $half take immediate 
steps to stop performanee and to cancel or reduce subsequent agreement costs, 

F. 

G. 

H. 

In the event of early termination or cancellation, the Contractor shall be entitled to payment 
for all allowable costs authorized under this Agreement and incurred up to the date of 
termination or cancellation, including authorized non~cancelable obligations, provided such 
expenses do not exceed the ·stated ma5'irhum amounts payable, 

,'; ~ . .:_ ' . ' •. ' . ' . . . 

In the· everit of changes in law that ·affect provisJon~ of this Contract; the parties agree to 
arrierid the affected provisions to ctirifOrm to the cnanges in lav/ retroactive to the effective 
date of su·ch changes in IElw. The parties further agree that the terms of this Contract are 
severable and in the event that changes in law render provisions of the Contract void, the 
unaffected provisions and obligations of this Contract will remain in full force and effect. 

.. ,; 

The following additional provisions regarding termination apply ohly to Exhibit A, Attachment 
I, Part V, of this Contract: 

1) . In the event the federal Department of Health and Human Services (hereinf:lfter 
referred to as· DHHS)/ or State determines· Contractor does not meet the 
requirements for participation in the DMC Treatment Program, State will terminate 
payments for services provided pursuant to Exhibit A. Attachment I, Part V, of this 
Cdlitraci for cause;· 

2) ·All obligations to provide covered services under this Contract wifl automatically 
terminate on the effective date of any termination of this Contract. Contractor will be 
responsible for providing or arranging for covered services to beneficiades until th~ 
effective date of termination or expiration of the Contract. 

Contractor will remain liabf~'for processing and paying invoices and statements for 
covered services and utilization review requirements prior to the expiration or 
termination until all obligations have been met 

3) In the event Exhibit A, Attachment I, Part V, of this Contract is nullified, Contractor 
shall refer DMC clients to providers who are certified to provide the type(s) of 
services the client has been receiving. 

I. In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program 
records pertaining to the performance of this Contract to the State, which will retain the 
records for the required retention period. 
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3. Avoidance of Confricts oflnterest by Contractor 

A. DHCS intends to avoid any real or apparent conflict of interest on the part of the Contractor, 
subcontractors, or employees, officers and directors of the Co11tractor or subcontractors. 
Thus, DHCS reserves the right to determine, at its sole discretion, whether any information, 
assertion or claim received from any source indicates the exi!;;tence of areal or apparent 
conflict of interest; and, lf a conflict is found to exist, to require the Contractor to submit 
additional information or a plan for resolving the conflict, subject to DHCS review and prior 
approval. 

8. Conflicts of interest include, but are not limited to: 

1) 

2). 

An instance where the Contractor or any of its subcontractors, or any employee, 
officer, or director of the Contractor or any subcontractor has an interest, financial or 
otherwise, whereby the use or disclosure of information obtained while performing 
services under the Agreemeht would allow for private or personal benefit or for any 
purpose that is contrary to the goals and objectives of the Agreement. 

An instance where the Contractor's or any subcontractor's employees, officers, or 
directors use their positions for purposes that are, or give the appearance of being, 
motivated by a desire for private gain for themselves or others, such as those with 
whom they have family, business or other ties. 

C. If DHCS is or becomes aware of a known or suspected conflict of interest, the Contractor will 
be given an opportunity to submit additional information or to resolve the conflict. A 
Contractor with a suspected conflict of interest will have five (5) working days from the date 
of notification of the conflict by DHCS to provide complete information regarding the 
suspected conflict If a conflict of interest is determined to exist. by DHCS and cannot be 
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the 
Agreement. DHCS may, at its discretion upon receipt of a written request from the 
Contractor, atithGrlze an extension of the titneline indicated herein. 

D. Contr~ctor acknowledges that state laws on conflict of interest, found in the Political Reform 
Act, Public Cohtract Code Section 10365;5, and Government Code Section 1090, apply to 
this Contract. 

4. Freeze Exemptions 

(Applicable only to local government agencies.) 

A. Contractor agrees that any hiring freeze adopted during ihe term of this Agreement shall not 
be Rpplied to the positions flinded, in whole or part, by this Agreement. 

B. Contractor agrees not to implement any personnel policy, which may adversely affect 
performance or the· positions funded, in whole or part, by this Agreement. 
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. C. Contractor agrees that any travel ffeeze or travel limitation policy adopted during the term of 
this Agreement shall not restricttravel funded, in whole or part, by this Agreement. 

D. Contractor agrees that any .purchasing freeze or purchase limitation policy adopted during 
the term of this Agreement snail not restrict or limit purchases funded, in whole 9r part, by 
this Agreement. 

5. Domestic Partners 

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed 
or amended after January 1, 2007, for the acquisition of goods or services in the amount of 
$100,000 or more with a contractor who, in the provision of benefits, discriminates between 
employees with spouses and employ~es with domestic partners, or discriminates between domestic 
partners and spouses of those ~mploye~~· 

·, .. 
s~ Fore~ Majeure , · 

Neither party shail be responsible for delays or failures in performance resulting from acts beyond 
the CO('ltrci! Qf the offenc;fing party. $ych ~.cts srall incluq~ bl,!t not be limited to acts of God, fire, 
floo.~f earthci,uake, other natural pis,aster,. ~yclE?,ar. ~Qci9~nt, strike, lockout, riot, freight, embargo, 

. publ.ic related ut!Jity1 qr g9vernll'.l.~ntal s~~~ut~.~ ,or.~~gul~ti.()ps super-imposed after the fact. If a delay 
or failure in performance by the ~ontract9r ~ris~~ out Qf ·~ default of its Subcontractor, and if such 
default of its Subcontractor, arises out of causes beyond the control of both the Contractor and 
Subcontr9ctpr1 and wi~hout th~ (al!.lt..or negligenc~ of ei~her of them, the Contractor shall not be 
liable for damage~ of s~ch .cl.~l~Y or fa!lure, qnless th~ $iµpplies or services to be furnished by the 
Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet 
the required. pe,rformance s9hedule. · · · · 
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PRIVACY AND INFORMATION SECURITY PROVISIONS 

This Exhibit G is intended fo protect the privacy and security of specified Department 
information that Contractor may access, receive, or transmit under this Agreement. The 
Department information covered under this Exhibit G consists of: (1) Protected Health 
Information as defined under the Health Insurance Portability and Accountability Act of 1996, 
Public Law 104-191 ("HIPAA")(PHI): and (2) Personal lnfOrmation (PJ) as defined under the 
California Information Practices Act (Cf PA), at California Civil Code Section 1798.3. Personal 
Information may include data provided to the Department by the Social Security Administration. 

Exhibit G consists of the following parts: 

1. ExhibltGw1, HIPAA Business Associate Addendum, which provides for the privacy and 
security of PHJ. 

2. Exhibit G-2, which provides for the privacy and secudty of Pl in accordance with 
specified provisions of the Agreement between the Department and the Social Security 
Administration, known as the Information Exchange Agreement (IEA) and the Computer 
Matching and Privacy Protection Act Agreement between .the Social Security 
Administration and the California Health and Human Services Agency (Computer 
Agr~ement) to the extent Contractor access, receives, ortransmits Pl under these 
Agreements. Exhibit G-2 further provides for the privacy and security of Pl under Civil 
Code Section 1798.3(a) and 179K29. 

3. Exhibit G-3, Miscellaneous Provision, sets forth additional terms and conditions that 
extend to the provisions of Exhibit G in its entirety. , · 
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HIPAA Business Associate Addendum 

1. Recitals. 
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A A business associate relationship under the Health frisurance Por:tabifity and 
Accouf1tability Act of 1~96,, Public Law 104-191 ("HIPAA'~). the He<ii!th 
Information Technology for Economic and Clinjcal Health Act, Pub.lie Law 111-
005 ("the HITECH ACt"), 42 U.S.C. Section 17921 et seq., and their 
implementing privaQy and security regulations at 45 CFR Part:;; 160and164 
("the HIPAA regulations") between Department and Contractor arises. only to 
the extent that Contractor creates, receives, maintains, transmits, uses or 
discloses PHI or ePHl on the Department's b'?half, or provides serviqes, 
arranges, performs or assists in the performance of functions or activities on 
beha!f of the Department that are included in the definition of "business 
associate" in 45 C.F.R. 160.103 where the provision of the service involves the 
disclosure of PHI or ePHI from the Department, including but not limited to, 
1.Jtilization review, quality assurance, or benefit management. To the extent 
Contractor performs these services, functions, and activities on behalf of 
Department, Contractor is the Business Associate of the Department, acting on 
the Department's behalf. The Department and Contractor are each a party to 
this Agreement and are collectively referred to as the "parties." · 

B. The Department wishes to disclose to Contractor certain information 
pursuant to. the tenns of this Agreement, some of which may constitute 
Protected Health Information ("PHin}, including protected health information 
in electronic media ("ePHI"), under federal law, to. be used or disclo.sed in the 
course of providing services and activities as set forth in Section 1.A. of 
Exhibit G-1 of this Agreement. This information is hereafter referred to as 
"Department PHI". 

C. The purpose of this Exhibit G-1 is to protect the privacy and security of the PH1 
and ePHI that may be created, received, maintained, transmitted, u~ed or 
disclosed pursuant to this Agreement, and to comply with certain standards 
ijnd requirements of HIPAA, the HITECH Act, and the HIPAA regulations, 
including, but not limited to, the requirement that the Department must enter 
into a contract containing specific requirements with Contractor prior to the 
disclosure of PHI to Contractor, as set forth in 45 CFR Parts 160 and 164 and 
the HITECH Act. To the extent that data is both PHI or ePHI and Personally 
Identifying Information, both Exhibit G-2 (including Attachment J, the SSA 
Agreement between SSA, CHHS and DHCS, referred to in Exhibit G-2) and 
this Exhibit G-1 shall apply. 

0. The terms used in this Exhibit G~1, but not otheiwise defined, shall have the 
same meanings as those terms have in the HIPAA regulations. Any reference 
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to statutory or regulatory language shall be to such language as in effect or as 
amended. 

2. Definitions. 

A. Breach shall have the meaning given to ,such term under HIPAA, the 
HITECH Act, and the Hf PAA regulations. 

B. Business Associate shall have the meaning given to such term under HIPM, the 
HITECH Act, and the HIPAA regulations. 

c. Covered Entity shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HlPAA regulations. 

D. Department PHI shall mean Protected Health Information or Electronic 
Protected Health Information, as defined below; accessed by Contractor in a 
database maintained by the Department, received by Contractor from the 
Department or acquired or created .by Contractor in connection with performing 
the functions, actiVities and services on behalf of the Department as specified in 
Section 1.A. of Exhibit G~ 1 of this Agreement. The terms PHI ias used in this 
document shall mean Department PHI. 

E. Electronic Health Records shall have the meaning given to such term in ihe 
HJTECH Act, including, but not limited to, 42 U.S.C. Section 17921 and 
implementing regulations. 

F. Electronic Protected Health Information (ePHJ) means individually 
identifiable health information transmitted by electronic media or 
maintained in electronic media, including but not Umited to electronic 
media as setforth under 45 CFR section.160.103. 

G. Individually Identifiable Health Information means health information, incluciing 
demographic information collected from an individual, that is created or 
received by a health care provider, health plan, employer or health care 
clearinghouse, and relates to the past, present or future physical or mental 
health or condition.of an individucil, th.e provision of health care to an individual, 
or the past, present, or future payment for the p~ovision of health care to an 
individual, that identifies the individuaf or where there is a reasonable basis to 
believe the. information can be used to identify the individual, as set forth under 
45 CFR Section 160.103. 

H. Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Parts 
160 and 164, subparts A and E. 

I. Protected Health Information (PHI) means individually identifiable health 
information that is transmitted by electronic media, maintained in electronic 
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media. or Is transmitted or maintained in any other form or medium, as set 
forth under 45 CFR Section 160.103 and as defined under HIPAA. 

J. Required by law, as set forth under 45 CFR Section 164; 103, means a mandate 
contained in law that compels an entity to make a use or disclosure of PHI that 
is e11forceable in a court of law. This includes, but is not limited to, court orders 
and court-ordered warrants, subpoenas or summons issued by a court, grand 
jury, a governmental or tribal inspector general, or an administrative body 
at.,1thorized to require the productiori of information, and a civil or an authorized 
investigative demand. It also includes Medicare conditions of participation with 
respect to health care providers participating in the program, and statutes or 
regulations that require the production of information, including statutes or 
regulations that require such information if payment is sought under a 
government program providing public benefits. · 

k:. Secretary means the Secretary of the U.S. Depa.rtment of Health and Human . 
Services ("HHS") or the Secretary's designee. 

L Security Incident means the attempted or succe~sful unauthorized access, use, 
disclosure, modification, or destruction of Department PHI, or confidential data 
utilized by Contractor to perform the services, functions and activities on behalf 
bf Department as set forth in Section 1.A. of Exhibit G-1 of this Agreement; or 
interference with system operations in an information system that processes, 
maintains or stores Department PHI. 

M. Security Rwle shall mean the HIPAA regulations that are found at 45 CFR Parts 
160 and 164. 

N. Unsecured PHI shall have the meaning given to such term under the HITECH 
Act, 42 U.S.C. Section 17932(h), any guidance isst,1ed by the Secretary 
pursuant to such Act and the HIPAA regulations. 

3. Term$ of Agreement. 

A Permitted Uses and Disclosures of Department PHI by Contractor~ 

Except as otherwise indicated in this Exhibit G-1, Contractor may use or dis.close 
Depart!'Tlent PHI only to perform functions, .activities or services spec:ified in 
Section 1.A of Exhibit G-1 of this Agreement, for, or on behalf of the Department, 
provided that such use or disclosure would not violate the HIPAA regulations or 
the limitations set forth in 42 CFR Part 2, or any other applicable law, if done by 
the Department. Any such use or disclosure, if not for purposes of treatment 
activities of a health care provider as defined by the Privacy Rule, must, to the 
extent practicable, be limited to the limited data set, as defined in 45 CFR 
Section 164.514(e){2), or, if needed, to the minimum necessary to accomplish 
the intended purpose of such use or disclosure, in compliance with the HITECH 
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Act and any guidance issued pursuant to such Act, and the HIPM regulations. 

B. Specific Use l:lnd Disclosure Provisions. Except as otherwise indicated in this 
Exhibit G· 1, Contractor may: 

1} Use and Disclose for Managem~nt and Administration. Use and disclose 
Department PHI for the proper management and administration of the 
Contractor's business, provided that such disclosures are required by law, or 
the Contractor obtains reasonable assurances from the person to whom the 
information is disclosed, in accordance with section 0(7) of this Exhibit G-1, 
that it will remain confidential and wilf be used or further discfosed only as 
required by law or for the purpose for which it was disclosed to the person, 
and the person notifies the Contractor of any instances of which it is aware 
that the confidentiality of the information has been breached. 

2) Provision of Data Aggregation Services; Use Department PHI to provide 
data aggregation services to the Department to the extent requested by the 
Department and agreed to by Contractor. Pata aggregation means the 
combining of PHI created or received by the Contractor, as the Business 
Assoeiate, on behalf of the Department With PHI received by the Business 
Associate in its capacity as the Business Associate of another covered 
entity, to perrnit data analyses that relate to the health care operations of the 
Department 

C. Prohibited Uses and Disclosures 

1) Contractor shall not disclose Department PHI about an individual to a 
health plan for payment or health care operations purposes lf the 
Department PHI pertains solely to a health care item or service for which 
the .health care provider involved has been paid out of pocket in full and 
the individuar requests such restriction; in accordance with 42 U.S.C. 
Section 17935(a) and 45 CFR Section 164.522(a). 

2) Contractor shall not directly or Indirectly receive remuneration in exchange 
for Department PHI. 

D. Responsibilities of Contractor 

Contractor agrees: 

1) 

2) 

Nondisclosure. Not to use or disclose Department PHI other than as 
permitted or required by this Agreement or as required by law, including 
but not limited to 42 CFR Part 2. 

· Compliance with the HIPAA Security Rule. To implement administrative, 
physical, and technical safeguards that reasonably and appropriately 
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protect the confidentiality, integrlty, and availability of the Department PHI, 
bicfuding eleetronic PHI, t.hat it creates, receives, rnaintains, uses or 
transmits on behalf of the Department, in coropllance with '4S CFR Sections 
164.308, 164.310 and 164.312: and to prevent use or disclosure of 
Department PHI other than as provided for by this Agreement. Contractor 
shall implement reasonable and appropriate policies and procedures to 
comply with the standards, implementation specifications and other 
requirements of 45 CFR Section 164, subpart C, in compliance with 45 CFR 
Section164.316. Contractor shall develop and maintain a written information 
privacy and security program that includes admini§trative, technical and 
physical safeguards appropriate to the size and complexity of the 
Contractor's operations and the nature and scope of its activitie~. and which 
incorporates the requirements of section 3, Security, below. Contractor will 
provide the Department with its current and updated policies upon request. 

3) Security. Contractor shall take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI and/or 
Pl, a.nd to protect paper documents containing PHI and/or Pl. These steps 
shall include, at a minimum: 

4) 

5) 

6) 

a. Complying with all of tlie·data system security precautions listed in 
Attachment A, Data Security Requirements; 

b. Achieving and maintaining compliance with the HIPAA security 
Rule (45 CFR Parts 160 and 164), as necessary in conducting 
operations on behalf of DHCS under this Agreement; and 

c. Providing a level and scope of security that is at least comparable 
to the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix 
Ill- Security of Federal Automated lnform~tion Systems, which 
sets forth guidelines for automated information systems in Federal 
agencies. 

Securify Officer. Contractor shall designate a Security Officer to oversee 
its data security program who shall be responsible for carrying out the 
requirements of this section and for communicating on security matters with 
the Department. 

Mitigation of Harmful Effects. To mitigate, to the eXtef'lt practicable, any 
harmful effect that is known to Contractor of a use or disclosure of 
Department PHI by Contractor or its subcontractors in violation of the 
requirements of this Exhibit G. 

Reporting Unauthorized Use or Disclosure. To report to Department any 
us~ or disclosure of Department PHI not provided for by this Exhibit G of 
which it becomes aware. 
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a. To enter into written agreementS with any agents, including 
subcontractors and vendors. to whom Contractor provides 
Department PH I, that impose the same restrictions and 
conditions on such agents, subcontractors and vendors that . 
app!yto Contractor With respect to such Department PHI under 
this Exhibit G, and that require compliance with all applicable 
provislons of HIPM, the HJTECH Act and the HIPM regulations, 
including the requirement that any agents, subcontractors or 
vendors implement reasonable and appropriate administrative, 
physical, and technical safeguards to protect such PHI. As 
required by HIPAA, the HITECH Act and the Hf PAA regulations, 
including 45 CFR Sections 164.308 and 164.3'!4, Contractor 
shall incorporate, when applicable, the relevant provisions of this 
Exhibit G-1 into each subcontract or subaward to such agents, 
subcontractors and vendors, including the requirement that any 
security incidents or breaches of unsecured PHI be reported to 
Contractor. 

b. In accordance with 45 CFR Section 164.504(e){1 )(ii), upon 
Contractor's knowledge of a material breach or violation by its 
subcontractor of the agreement between Contractor and the 
subcontractor, Contractor shall: 

i) Provide.ah opportunity for the subcontractor to cure the 
breach ot end the violation and terminate the agreement if 
the subcontractor does not cure the breach or end the 
violation within the time specified by the Department; or 

ii) Immediately terminate the agreement if the subcontractor 
has breached a material term of the agreement and cure is 
not possible. 

8) Availability of Information to the Department and Individuals to Provide 
Access and Information: 

a. To provide access as the Department may require, and in the 
time and manner designated by the Department (upon 
reasonable notice and during Contractor's normal business 
hours) to Department PHI in a Designated Record Set, to the 
Department (or, as directed by the Department), to an 
Individual, in accordance with 45 CFR Section 164.524. 
Designated· Record Set means the group of records maintained 
for the Department health plan under this Agreement that 
includes medical, dental and billing records about individuals; 
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enrollment; payment, claims adjudication, and case pr m€ldical 
management systems maintained for the Department health 
plan for which Contractor is providing services under this 
Agreement; or those records used to make decisions about 
individuals on behalf of the Department. Contractor shall use 
the forms and processes developed by the Department for this 
purpose and shall respond to requests for access to records 
transmitted by the Department within fifteen (15) calendar days 
of receipt of the request by producing the records or verifying 
that there are none. 

b; Jf Contractor maintains.an Electronic Health Record with PHI, 
and an individual requests a copy of such information in an 
electronic format, Contractor shall provide such information in 
an electronic format to enabl.e the Department to fulfill its 
obligations under the HITE CH Act, including but not limited to, 
42 U.S.C, Section 17935(e) and the HIPAA regulations. 

Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 
Code of Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is 
·aware that criminal penalties may be imposed for a violation of these 
confidentiality requirements. 

Amendment of Department PHI. To make any amendment(s) to 
Department PHI that were reque$ted by a patientand that the Department 
directs or agrees should be made to assure compliance with 45 QFR 
Section 164.526, in the time and manner designated by the Department, 

, with the Contractor being given a minimum 9f twenty (20) days within which 
to make the amendment. 

· 1nteroal Practices. To make Contractor's internal practices, books and 
records relating to the use and disclosure of Department PHI available to 
the Department or to the Secretary, for purposes of determining the 
Department's compliance with the HIPAA regulations. If any information 
needed for this 'purpose is in the exclusive possession of any other entity 
or person and the other entity or person fails or refuses to furnish the 
information to Contractor, Contractor shall provide written notification to the 
Department and shall set forth the efforts Jt made to obtain the information. 

Documentation of Disclosures. To document and make available to the 
Department or (at the direction of the Department} to an individual such 
disclosures of Department PHI, and information related to such disclosL1res, 
necessary to respond to a proper request by the subject Individual for an 
accounting of disclosures of such PHI, in accordance with the HITECH Act 
and. its implementing regulations, including but not limited to 45 CFR Section 
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164.528 and 42 U.S.C. Section 17935{0). If Contractor maintains electronic 
health records for t~e Department as of January 1, 2009 and later, 
Contractor must provide an accounting of disclosures, including those 
disclosures for treatment, payment or health care operations. The electronic 
accounting of disclosures shall be for disclosures during the three years 
prior ta the request for an accounting. 

Breaches and Security Incidents. During the term of this Agreement, 
Contractor agrees to implement reasonable systems for the discovery 
and prompt reporting of any breach or security incident, and to take the 
following steps: 

a. Initial Notice to the Department. ( 1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured PHI In electronic media or in 
any other media if the PHI was, or is reasonably believed to have 
been, accessed or acquired by an unauthorized person. (2) To 
notify the Department within 24. hours (one hour if SSA data) 
by email or fax of the discovery of any s1.1spected security 
incident, intrusion or unauthorized access, use or disclosure of 
PHI in violation of this Agreement or this ExhibitG-1r or potential 
loss of confidentiaJ data affecting this Agreement. A breach shall 
be treated as discovered by Contractor as of the first day on 
which the breach is known, or by exercising reasonable diligence 
would have been known, to any person (other than the person 
committing the breach) who is an employee, officer or other 
agent of Contractor. 

Notice shall be provided to the Information Protection Unit, 
Office of HIPAA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic PHI, notice shall be provided by calling the 
Information Protection Unit (916.445A646, 866-866-0602) or by 
emailing privacyofficer@dhcs.ca.gov). Notice shalt be made 
using the DHCS ".Privacy Incident Report" form, including all 
information known at the time. Contractor shall use the most 
current version of this form, which is posted on the DHCS 
Information Security Officer website (www.dhcs.ca.gov. then 
select "Privacy" in the left column and then "Business Partner" 
near the middle of the page) or use this link: 
htt12://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBu 
· sinessAssociatesOnly. aspx 

Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of Department 
PHI, Contractor shall take: 
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Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
envir.onment; ~nd 

Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State laws and 
regulations. 

b. Investigation and lnvestigaUon Report. To immediately 
investigate such suspected security incident, security incident, 
breach, or unauthorized access, use or disclosure of PHI • 
With.in 72 hours of the discovery, Contractor shall submit an 
updated "Privacy Incident Report" containing the information 
marked with an asterisk and ail other applicable information 
listed on the form, to the extent known at that time, to the 
Information Protection Unit. 

c. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager and the 
Information Protection lJnit within ten (10) working days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the uPrivacy Incident Report" form and 
shall include an assessment of all known factors relevant to a 
determination of whether a breach occurred under applicable 
provisions of HIPAA, the HITECH Act, and the HIPAA regulatlons, 
The report shall also include a full, detailed corrective action plan, 
including information on measures that were taken to halt and/or 
contain the improper use or disclosure. If the Department requests 
information in addition to that listed on the "Privacy Incident Report" 
form, Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the circumstances 
of the incident, Contractor needs more than ten (10) working days 
from the discovery to submit a complete report, the Department· 
may grant a reasonable extension of time, in which case Contractor 
shall submit periodic updates until the complete report is submitted. 
If necessary, a Supplemental Report may be used to submit 
revised or additional information after the completed report is 
submitted, by submitting the revised or additional information on an 
updated (<Privacy Incident Report" form. The Department will review 
and approve the determination of whether a breach occurred and 
whether individual notifications and a corrective action plan are 
required. 

d. Responsibility fqr Reporting of Breaches. If the cause of a 
breach of Department PH I is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible for all 
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required reporting of the breach as specified in 42 U.S.C. section 
17932 and its implementing regulations, including notification to 
media outlets and to the Secretary (after obtaining prior written 
approval of DHCS). If a breach of unsecured Department PHI 
involves more than 500 residents of the State of California or under 
!ts jurisdiction, Contractor shall first notify DHCS, then the 
Secretary of the breach immediately upon discovery of the breach. 
If a breach involves more than 500 California residents, Contractor 
shall also provide, after obtaining written prior approval of DHCS, 
notice to the Attorney General for the State of California, Privacy 
Enforcement Section. If Contractor has reason to believe that 
duplicate reporting oftne same breach or incident may occur 
because its subcontractors, agents or vendors may report the 
breach or incident to the Departmenfin addition to Contractor, 
Contractor shall notify the Department, and the Department and 
Contractor may fake appropriate action to prevent duplicate 
reporting. 

e. Responsibility for Notification 9f Affected Individuals. If the 
cause ofa breach of Department PHf is attributable to Contractor 
or its agents, subcontractors or vendors and notification of the 
affected individuals is required under state or federal law, 
Contractor shall bear all costs of such notifications as well as any 
costs associated with the breach. In addition, the Department 
reserves the right to require Contractor to notify such affected 
indivJduals, Which notifications shall comply with the requirements 
set forth in 42U.S.C. section 17932 and its implementing 
regulations, including, but not limited to, the requirement that the 
notifications be made without unreasonable delay and in no event 
later than 60 calendar days after discovery of the breach. The 
Department Privacy Officer shall approve the time, manner and 
content of any such notifications and their review and approval 
must be obtained before the notifications are made. The 
Department will provide its review and approval expeditiously and 
without unreasonable delay. 

f. Department Contact Information. To direct communications to 
the above referenced Department staff, the Contractor shall 
initiate contact as indicated. herein. The bepartment reserves the 
right to make changes to the contact information below by giving 
written notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 
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Department •. DHCS Prh1acy .Officer DHCS Information Security 
Program Contract Officer 
Manager 

' . 
See the Exhibit A, Information Protection Unit . Information Security Officer . 
Scope of Work fQr c/o: Office of HIPAA · DHCS Information Security Office 
Program Contract Compliance Department of P.O. Box 997413, MS 6400 
Manager Health Care Services Sacramento, CA 95899-7413 
information P.O. Box 99741~, MS 4722 

Sacramento, CA 95899-7413 Email: iso@dhcs.ca.gov 
(916) 445-4646; (866) 866-0602 

Telephone: ITSD Service Desk ·(916) 
Email: 440-7000; (800) 579-0874 
Qrivacyofficer@dhcs.ca.gov 

Fax: (916)440-5537 
Fax: (916) 440-7680 

14) Termination of'Agreement ln accordance with Section 13404(1:>) of the 
HITECH Act and to the extent required by the HIPAA regulations, if 
Contractor knows of a material breach or violation by the Department of 
this Exhibit G-1, it shall take the following steps: 

a. Provide an opportunity. for the D~partment to cure the breach or 
end the violation and terminate the Agreement if the Department . 
does not cure the breach or end the violation within the time 
specified by Contractor; or 

b. Immediately terminate the Agreement ifthe Department has. 
breached a' material term of the Exhibrt G-1 and cure is not 
possible. 

15) Sanctions and/or Penalties. Contractor understands that afailure to 
comply with the provisions of HIPAA, the HITECH Act and the HIPAA 
regulations that are applicable to Contractors may result in the imposition of 
sanctions and/or penalties on Contractor under HIPAA, the HITECH Act and 
the HIPAA regulations. 

E. Obligations of tile Department. 

The Department agrees to: 

1) Permission by Individuals f().r Use and Disclosure of Plil. Provide the 
Contractor with any changes in, or revocation of, permission by an Individual 
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to use or disclose Department PHf, if such changes affect the Contractor's 
permitted or required uses and disclosures. 

2) Notification of Restrictions. Notify the Contractor of any restriction to the 
use or disclosure of Department PHI that the Department has agreed to in 
accordance with 45 CFR Section 164.522, to the extentthat such restriction 
may affect the Contractor's use or disclosure of PHI. 

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to use 
or disclose Department PHI in any manner that would not be permissible 
under the HIP AA ~egulations if done by the Department. 

4) Notice of Privacy Practices. Provide Contractor with the web link to the 
Notice of Privacy Practices that.DHCS produces in accordance with 45 CFR 
Section 164.520, as well as any changes to such notice. Visit the DHCS 
website to view the most current Notice of Privacy Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/prlv/Pages/NoticeofPrivacyPracti 
ces.aspx or the DHCS website at www.dhcs.ca.gov (select "Privacy in the 
right column and "Notice of Privacy Practices" on the right side of the page). 

F. Audits, lnspection. and Enforcement 

ff Contractor'is the subject of an audit, compliance review, or complaint investigation 
by the Secretary or the Office for CiVil Rights, U.S. Department of Health and Human 
Services, that is related to the performance of its obligations pursuant to this HIPAA 
Business Associate Exhibit G-1,Contractor shall immediately notify the Department. 
Upon request from the Department, Contractor shall provide the Department with a 
copy of any Department PHI that Contractor, as the Business Associate, provides to 
the Secretary or the Office of Civil Rights concurrently with providing such PHI to the 
Secretary. Contractor is responsible for any civil penalties assessed due to an audit or 
investigation of Contractor, in accordance with 42 U.S.C. Section 17934(c). 

G. Termination. 

1) Term. The Term of this Exhibit G"1 shall extend beyond the termination of 
the Agreement and shall terminate when all Department PHI is destroyed or 
returned to the Department, In accordance with 45 CFR Section 
164.504(e)(2)(ii)(J). 

2) Termination for Cause. In accordance with 45 CFR Section 
164.504(e)(1)(iii), upon the Department's knowledge of a material breach or 
violation of this Exhibit G~1 by Contractor, the Department shall: 

a. Provide an opportunity for Contractor to cure the breach or end the 
violation and terminate this Agreement if Contractor does not cure 
the breach or end the violation wtthin the time specified by the 
Department; or 
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b. Immediately terminate th.is Agreement lfContractor has breached a 
.material term of this Exhibit G~1 and cure is not possible. 

THE REST OJ: THIS PAGE IS INTENTIONALLY aLANK. 

Page 14of31 

·-



EXHIBITG-2 

County Contract 
County San Francisco 

#14~90096 

ExhibitG 

Privacy and Security of Personal Information and Personally Identifiable Information Not 
Subject to HIPAA 

1. Recitals. 

A. In addition to the Privacy and Security Rules under the Health Insurance 
Portability and Accountability Act of 1996 (HIPM) the Department is subject to 
various other legal and contractual requirements with respect to the personal 
information (Pl) and personally identifiable information (Pll) it maintains. These 
include: 

1) The California Information Practices Act of 1971 (California Civil Code 
§§1798 et seq.), · 

2) The Agreement between the Social Security Administration (SSA) and the 
Department, known as tht? Information Exchange Agreement (!EA), which 
incorporates the Computer Matching and Privacy Protection Act 
Agreement (CMPPA) between the SSA and the California Health and 
Human Services Agency. The IEA, includingthe CMPPA is attached to 
this Exhibit G as Attachment I and is hereby incorporated in this 
Agreement 

3) Title 42 Code of Federal Regulations. Chapter J, Sl.lbchapter A, Part 2. 

B. The purpose of this Exhibit G-2 is.to set forth Contractor's privacy and security 
obligations with respect to Pl and Pll that Contractor may create, receive, 
maintain, use, or dfsclose for or on behalf of Department pursuant to this 
Agreement. Specifically this Exhibit applies to Pl and Pll which is not Protected 
Health Information (PHI) as defined by HIPAA and therefore is not addressed in 
Exhibit G-1 ofthis Agreement, the HlPAA Business Associate Addendum; . 
however, to the extent that data is both PHI or ePHI and Pll, both Exhibit G~1 and 
this Exhibit G~2 shall apply; · 

C. The IEA Agreement referenced in A.2) above requires the Department to extend 
its substantive privacy and security terms t<;> subcontractors who receive data 
provided to DHCS by the Social Security Administration. If Contractor recelves 
data from DHCS that includes data provided to DHCS by the Social Security 
Administration, Contractor must comply With the following specific sections of the 
IEA Agreement: E Security Procedures, F. Contractor/Agent Responsibilities, 
and G. Safeguarding and Reporting Responsibilities for Personally Identifiable 
Information ("Pll"), and in Attachment 4 to the IEA, Electronic Information . 
Exchange Security Requirements; Guidelines and Procedures for Federal, State 
and Local Agencies Exchanging Electronic Information with the Social Security 
Adminlstration. Contractor mustalso ensure that any agents, including a 
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subcontractor, to whom it provides. DHCS data that Includes data provided by the 
Social Security Administration, agree to the same requirements for privacy and 
security safeguards for such confidential data that ~pply to Contractor with 
respect ~? such information. 

D. The terms used in this Exhibit G~2, byt,nototherwise d1?fined1 shall have the 
same meanings as those terms have in the above referenced statute and 
Agreement. Any reference ta statutory, regulatory, or contractual'larigu~ge ~hall 
be to such language as in effect or as amended. 

2. Definitions. 

A "13re.ach" shall tlgve the meaning given to sµch term under the lEA and CMPPA. 
It shall lnclude a "Pll loss" as that term'is defined in the CMPPA. 

8. "Breach of the security of the system" shall have the meaning given to such term 
under the California Information Practices Act, Civil Code section 1798.29(f). 

C. "CMPPA Agreement" means the Computer Matching and Privacy Protectlon Act 
Agreement between the Social Security Administration and the California Health 
and Human Services Agency (Qt-IHS). 

D. "Department Pl" shall mean Personal Information, as defined below, accesi:;ed in 
a database maintained by the Department, received by Contractor from the 
Department or acquired or created by Contractor in connection with performing 
the functions, activitres and services specified in this Agreement on behalf ofthe 
Department. · · 

E. "IEA'! shall mean the information Exchange Agreement currently in effect 
between the Social Security Administration· (SSA) and the California Department 
of Health Care Services (DHCS). · 

F. "Notice-triggerin~ Per$onal Information" shall mean the personal information 
identified in Civil Code section 1798.29 whose unauthorized accE?ss m~y trigger 
notification requirements under Civil Code section 1798.29. For purpose!) of this 
provision, identity shall include, but not be limited to, name, address, email 
address, identifying number, symbol, or other identifying particular assigned to · 
the individual, such as a finger or voice print, a photograph or a biometric 
identifier. Notice-triggering Personal Information includes Pl in electronic, paper 
or any other medium. , 

G. "Personally Identifiable Information" (Pll) shaU have the meaning given to such 
term in the IEA and CMPPA. 

H. "Personal Information" (Pl) shall have thE;l meaning givento:such term in 
California CivU ·Code Section 1798.3(a). 
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"Required by law" means a mandate contained in law that compels an entity to 
make a use or disclosure of Pl or Pll thatis enforceable in a court of law. This 
includes, but is not limited to, court orders and court-ordered warrants, 
subpoenas or summons issued by a court, grand jury, a governmental or tribat 
inspector general, or an administrative body authorized to require the production 
of information, and a civil or an authorized investigative demand. It also includes 
Medicare conditions of participation with respect to health care providers 
participating in the program, and statutes or regulations that require the 
production of information, iricludlng statutes or regulations that require such 
information if payment is sought .under a government program providing public 
benefits. 

"Security Incident" means the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of Pl, .or confidential data utilized in 
complying With this Agreement; or interference with system operations in an 
Information system that processes, maintains or stores PL 

3. Terms of Agreement 

A. Permitted Uses and Disclosures of Department Pl and Pll by Contractor 

Except as othen.Vise indicated in this Exhibit G~2. Contractor may use or disclose 
Department Pl only to perform functions, activities or services for or on behalf of 
the Department pursuant to the terms of this Agreement provioed that such use 
or disclosure would not violate the California Information Practices Act (CIPA) if 
done by the Department. 

8. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department Pl or PH other than as 
permitted or required by this Agreement or as required by applicable state 
and federal law. 

2) Safeguards. To implement appropriate and reasonab.le administrative, 
technical, and physical safeguards to protect the security, confidentiality 
and integrity of Department Pl and Plf, to protect against anticipated 
threats or hazards 1o the security or integrity of Department Pl and PJI, and 
to prevent use·or disclosure of Department Pl or Pll other than as provided 

·for by this Agreement. Contractor shall develop and maintain a written 
information privacy and security program that Include administrative, 
technical and physical safeguards appropriate to the size and complexity 
of Contractor's operations and the nature and scope of its activities, which 

. incorporate the requirements of section 31 Security, below. Contractor will 
provide DHCS with its current policies upon request. 
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3) Security. Contractor shall take any and all steps necessaw to ensure the 
continuous sectfrity of all computerized data systems containing PHI 
and/or Pl, and to protect paper documents containing PHI and/or PL 
These steps shall include, at a minimum: 

4) 

5) 

6) 

a. Complying with ·all of the data system security precautions listed in 
Attachme.nt A, BusinE?ss Associate Data Security Requirements; 

b~ Providing a ·level and scope of s~curity that is at least comparable to 
the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A~130, Appe'ndix 111-
Security of Federal Automated Information Systems, which sets 
.forth guideJlnes for automated information systems in Federal 
agencies; and 

c. If the data obtained by Contractor from DHCS includes PU, 
Contractor shall also comply with the substantive privacy and 
security requirements in the Computer Matching .and Privacy 
Protection Act Agreement between the SSA and the California· 
Health and Human Services Agency {CHHS) qnd in the Agreement 
between the SSA and DHCS, known as the Information Exchange 
Agreement, which are attached as Attachment I and incorporated 
into this Agreement. The specific sections of the IEA with 
substantive privacy and security_ requirements to be c;omplied with 
are sections E, F, and G, and in Attachment 4 to the IEA, Electronic 
Information Exchange Security Requirements, Guidelines and · 
Procedures for Federal, State and Local Agencies Exchqnging 
Electronic Information with the SSA. Contractor also agrees to 
ensure that any agents, including a subcontractor to whom It 
proVides DHCS Pll, agree to the same requirements for privacy and 
security safeguards for confidential data that apply to Contractor 
with respect to such information. 

Mitigation of Harmful Effects. To· mitigate, to the extent practJcable1 any 
harmful effect that is known to Contractor of a use or disclosure of 
Department Pl or Pll by Confractor or its subcontractors in violation of this 
Exhibit G-2. 

Contracfor's Agents and SuJ;>contractors. To lmpose the same 
restrictions and. conditions set forth in this Exhibit G-2 on any 
subcontractors or other agents with whom Contractor subcontracts any 
activities under this Agreement that involve the disclosure of Department 
Pl or Pll to the subcontractor .. 

Availability of Information to OHCS. To make Department PJ and Pll 
available to the Department for purposes of oversight, inspection, 
amendment, and response to reqLiests for records, injunctions, 
judgments, and orders for production of Department Pl and PIL If 
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Contractor receives.Department Pll, upon request by DHCS, Contractor 
shall provide DHCS with a list of all employees, contractors and agents 
who have access to Department Pll, including employees, contractors 
and. agents of its subcontractors arid agents. 

Cooperation with DHCS. With respect to Department Pl, to cooperate 
with and assist the Department to the extent necessary to ensure the 
Department's compliance with the applicable terms of the C!PA including, 
but not limited to, accounting of dlsclosures of Department Pl, correction 
of errors in Department Pl, production of Department Pl, disclosure of a 
security breach involving Department Pl and notice of such breach to the 
affected individual(s). 

Confidentiality of Alcohol and Drug Abuse Patient Records. 
Contractor agrees to comply with al! confidentiality requirements set forth 
in Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 
Contractor is aware that criminal penalties may be imposed for a violation 
of these confidentiality requirements. 

Breaches and Security Incidents •. During the term of this 
Agreement; Contractor agrees to implement reasonable systems for 
the discovery and prompt reporting of any breach or security incident, 
and to take the following steps: 

a. Initial Notice to the Department (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery ofa breach of unsecured Department Pl or Pll in 
electronic media or in any other media if the Pl or Pll was, or is 
reasonably believed to have been, accessed or acquired by an 
unauthorized person, or upon discovery of a suspected security 
incident involving Department PU. (2) To notify the Department 
within one (1) hour by email or fax if the data Is data subject to 
the SSA Agreement; and within 24 hours by email or fax of the 
discovery of any suspected security incident, intrusion or 
unauthorized access, use or disclosure of Department Pl or Pll in 
violation of this Agreement or this Exhibit G~1 or potential loss of 
confidential data affecting this Agreement. A breach shall be 
treated as discovered by Contractor as of the first day on which the 
breach is known, or by exercising reasonable diligence would have 
been known. to any person (other than the person committing the 
breach) who is an employee, officer or other agent of Contractor. 

b. Notice shall. be provided to the Information Protection Unit, Office 
of HIP AA Compliance. If the incident occurs after business hours 
or on a weekend or holiday and involves electronic Department Pi 
or Pl!, notice shall be provided by calling the Department 
Information Security Officer. Notice shall be made using the DHCS 
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"Privacy lnGident Report'' form; including all information known at 
the time. Contractor shall use the most current version of this form, 
which is posted on the·DHCS Information Security Officer website 
(www.dhcs.ca.gov, then ~elect "Privacy" in the left column and then 
"Business Partner" near the middle of the page) or use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusi 
nessAssociatesC?nly.aspx • 

c. Upon discovery of a breach or suspected security ineident, 
intrusion or unauthorized access, use or disclosure of Department 
Pl or Pll, Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and · · 

ii.Any action pertaining to such unauthorized disclosure required by 
applicable Federal and state laws and regulations. · 

d. Investigation and Investigation Report To immediately 
investigate such suspected security incident, ~ecurity inc;ident, 
breach, or unauthorized access., use or disclosure of PHL Within 
72 hours of the discovery, Contractor shall submit an updated 
"Privacy Incident Report" containing the information marked with 
an asterisk and all otller applicable information listed on the form, 
to the extent known at that time, to the.Department Information 
Security Officer. 

e. Complete Report. To provide a complete r~port of the 
investigation to the Department Program Contract Manager and 
the Information Protection Unit within ten ( 10) working days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the "Privacy Incident Report" form and 
shall include an assessment of all known factors relevant to a 
determination of whether a breach occurred. The report shall also 
in.elude a full, detailed corredive action plan, including information 
on measures that were taken to halt and/or contain the improper 
use or disclosure. If the Department requests information in 
addition to that listed on the "Privacy Incident Report" form, 
Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the 
circumstances of the incident, Contractor needs more than ten (10) 
working days from the discovery to submit a complete report, the 
Department may grant a reasonable extension of time, in which 
case Contractor shall submit periodic updates until the complete 
report is submitted. If necessary, a Supplemental Report may be 
used to submit revised or additional Information after the 
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completed report is submitted, by submitting the revised or 
additional information on an updated "Privacy lnCident Reporf' 
form. The Department will review and approve the determination of 
whether a breach occurred and whether individual notifications and 
a corrective action plan are required. 

f, Responsibility for Reporting of Breaches, If the cause of a 
breach of Department Pl or Pl I is attributable to Contractor or its 
agents •. subcontractors or vendors, Contractor is responsible for all 
required reporting of the breach as specified in CIPA, section 
1798.29and as may be required under the IEA Contractor shall 
bear all costs of required notifications to individuals as Well as any 
costs associated with the breach. The Privacy Officer shall approve 
the time, manner and content of any such notifications and their 
review and approval must be obtained before the notifications are 
made. The Department will provide its review and approval 
expeditiously and without unreasonable delay; 

g. If Contractor has reason to believe that duplicate reporting of the 
same breach or incident may occur because Its subcontractors, 
agents orvendors mayreportthe breach or incident to the 
Department in addition to Contractor, Contractor shall notify the 
Department, and the Department and Contractor may take 
appropriate action to prevent duplicate reporting. 

h. ·Department Contact Information. To direct communications to the 
above referenced Department staff, the Contractor shall initiate 
contact as indicated herein. The Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 
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DHCS Privac~ Officer 

Information Protection Unit 
'c!o: Office of HIPM 

· Complianpe Department of 
Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 

(916) 445-4646 
Email: 
privacyofficer@dhcs.ca.gov 

Telephone:(916} 445-4646 

Fax: {916) 440-7680 

County Cont~act 
County San Francisco 

.#14-90096 
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DHCS Information Security 
Offlc.er 

h:1form.ation Security Officer 
DHCS Information Security Office. 
P.O: Box 997413, MS 6400 
Sacramento, CA 95899:-7413 

Eniail: iso@dhcs.ca.gov 

Telephone: IT$D Service Desk 
(916) 440-7000 or 
(800) 579-0874 

Fax: (916)440-5537 

10) Designation <;>f Jndivid~al Responsible for Security 

Contractor shall designate an ind!vldual, (e.g., Security Officer), to oversee its 
data security program who shall be responsible for carrying out the 
requirements of this Exhibit G"2 and for communicating on security matters 
with the Department. · 
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Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requf rements set forth in Title 42 Code of 
Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is aware that 
criminal penarties may be imposed for a violation of these confiden1iality 
requirements. 

Disclaimer. The Department makes no warranty or representation that compliance 
by Contractor with this Exhibit G, HIPAA or the HIPAA regulations will be adequate 
or satisfactory for Contractor's own purposes or tha:t any information in Contractor's 
possession or control, or transmitted or received by Contractor, is or Will be secure 
from unauthorized use or disclosure. Contractor is solely responsible for all 
declsions made by Contractor regarding the safeguarding of the Department PHI, Pl 
and Pll. 

Amendment. The parties acknowledge that federal and state laws relating to 
eiectronic data security and privacy are rapidly evolving and that amendment of this 
Exhibit G may be required to provide for procedures to ensure compliance with such 
developments. The parties specifically agree to take such action as is necessary to 
implement the standards and requirements of HIPM, the HITECH Act. and the 
HIPAA regulations, and other applicable state and federal laws. Upon either party's 
request, the other party agrees to promptly enter into negotiations concerning an 
amendment to this Exhibit G embodying written assurances consistent with the 
standards and requirements of HIPAA, the HJTECH Act, and the HIPAA regulations, 
·and other applicable state and federal laws. The Department may terminate this 
Agreement upon thirty (30) days written notice in the event: 

a) Contractor does not promptly enter into negotiations to amend this 
Exhibit G when requested !;>y the Department pursuant to this section; 
or 

b) Contractor does not enter into an amendment providing assurances 
regarding the safeguarding of Department PHI that the Department 
deems is necessary to satisfy the stahdards and requirements of HIPM 
and the HIPM regulations. · 

4) Judieial or Administrative Proceedings. Contractor will notify the 
Department if it is named as a defendant in a criminal proceeding for a 
violation of HIPM or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal violation of , 
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HIPAA. 1The Department may terminate this Agreement jf a finding or 
stipulation thatthe Contractor has violated any standard or requirement of 
HIPAA, or other security or privacy laws is ma.de in any administrative'or civil 
proceeding in which the Contractor is a party or has been joined. DHCS will 
consider the nature and seriousness of the violation in deciding whetheF or not 
to tenninate the Agreement. 

5) Assistance in Litigation or Administrative Proceedings. Contractor shall 
make itself and any subcontractors, employees or agents assisting Contractor 
in the performance of it~ obligations under this Agreement, available to the 
Department at no cost to the Department to testify as witnesses, or ot~erwise, 
in the event of litigation or administrative proceedings being commenced 
against the Department, its directors, officers or employees based upon 
claimed violation of HIPAA, or the HIPM regulations, which involves inactions 
or actions by the Contractor, except where Contractor o,r its subcontractor, 
employee or agent is a named adverse party. 

6) No Third-Party Beneficiaries. Nothing express or implied in the terms and 
conditions of this Exhibit G is intended to confer, nor shall anything herein 
confer, upon any person other than the Department or Contractor and their 
respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 

7) Interpretation. The terms and conditions Jn thi.s Exhibit G shall be Interpreted 
as broadly as necessary to implement and comply with HJPAA, the HITECH . 
Act, and the HIPAA regulations. The parties agree that any ambiguity in the 
tl:)rms and conditions of this Exhibit G shall be resolved In favor of a meaning 
t!iat complies and is consistent with HIPAA, the HITECH Act and the HIPAA 
regulations, and, if applicable, any other relevant state and federal laws. 

8) Conflict. In case of a conflict between any applicable privac;y or security 
rules, laws, regulations or sta!'ldards the most stringent shall apply. The most 
stringent means that safeguard which provides the highest level of protection 
to PHI, Pl and Pll from unauthorized disclosure. Further, Contractor must 
comply within a reasonable period of time with changes to these standards 
that occur after the effective date of this Agreement. 

9) Regulal<:>ry References. A reference in the terms and conditions of this 
Exhibit G to a section in the HIPAA regulations means the section as in effect 
or as amended. 

1 O) Survival. The respective rights and obligations of Contractor under Section 3, 
Item D of Exhibit G-1, and Section 3, Item B of Exhibit G-2, Responsibilities of 
Contractor, shall survive the termination or expiration of this Agreement. 

11) No Waiver of Obligations. No change, walver or discharge of any liability or 
obligation hereunder on anyone ormore occasions sha.11 be deemed a waiver 
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of performance of any continuing or other obligation, or shall prohibit 
enforcement of any obligation, on any other occasion. 

Audits, Inspection and Enforcement. From time to time, and subject to all 
applicable federal and state privacy and security laws and regulations, the 
Department may conduct a reasonable inspection of the facilities, systems, 
books and records of Contractor to monitor complia.nce with this Exhibit G. 
Contractor shall promptly remedy any violation of any provision of this Exhibit 
G. The fact that the Department inspects, or fails to Inspect, or has the right to 
inspect, Contractor's facilities, systems and procedures does not relieve 
Contractor of its responsibility to. comply with this Exhibit G. The Department's 
failure to detect a nonccompliant practice, or a failure to report a detected non
compliant practice to Contractor does not constitute acceptance of such 
practice or a waiver of the Departmenfs enforcement rights under this 
Agreement, including this Exhibit G. 

Due Diligen~e. Contractor shall exercise due diligence and snail take 
reasonable steps to ensure that it remains in· compliance with this Exh!blt G. and 
is in compliance with applicable provisions of HIPAA, the H!TECH Act and the 
HIPM regulations, and other applicable state and federal lav,t, and that its 
agents, subcontractors and vendors are in compliance with their obligations as 
required by this Exhibit G .. 

Term. The Term of this Exhibit G-1 shall extend beyond the termination of the 
Agreement and shall terminate when all Department PHI is destroyed orreturned 
to the Department, in accordance with 45 CFR Section 164.504(e)(2)(ii)(I), and 
when all Department Pl and Pit is destroyed in accordance with Attachment A. 

Effect of Termination. Up oh termination or expiration of this Agreement for any 
reason, Contractor sha.11 return or destroy all Department PHI, Pl and Pit that 
Contractor still maintains .in any form, and shall retain no copies ofsuch PHI, Pl 
or PIL If return or destruction is not feasible,, Contractor shall notify the 
Department of the conditions that make the return or destruction infeasible, and 
the Department and Contractor shall determine the terms and conditions under 
which Contractor may retain the PHI, Pl or P!I. Contractor shall continue to 
extend the protections of this Exhibit G to such Department PHI, Pl and Pll, and 
shall limit further use of such data to those purposes that make the return or 
destruction of such data infeasible. This provision shalt apply to Department PHI, 
Pl and Pll that is in the possession of subcontractors or agents of Contractor. 
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A. Employee Trahling. All workforce members who assist in the performance of 
functions or activities on behalf of the D~partment, or access or disclose 
Department PHI or Pl must complete information privacy and·security training, at 
least annually, at Contractor's expense. Each workforce memb~r who receives 
information privacy and security training must sign a certifk:ation, indicating the 
member's name and the date on which the training was completed. These 
certifications must be rytained for a period of six (6) years following termination of 
this Agreement. 

B. Employee Discipline. Appropriate sanctions must be applied' against workforce 
members who fail to comply with priv~cy policies and procedures or any 
provisions of these requireme·nts, including termination of employment where 
appropriate, 

C. Confidentiality Staiement. All persons that Will be working with Department 
PHI pr Pl must sign a confidentiality statement that includes, at a minimum, 
General Use, Security and Privacy Safeguards, Unacceptable Use, and 
Enforcement Policies. Thf:! statement must be signed by the workforce member 
prior to access to Department PHI or Pl. The statement must be renewed 
annually. The.Contractor shall retain each person's written confidentiality 
statement for Department inspection for a period of six (6) years following 
termination of this Agreement. 

D. Background Check. Before a member of the workforce may access 
Department PHI or Pl, a background screening of that worker must be 
conducted. The screening should be commensurate with the risk and magnitude 
of harm the employee could cause, with more thorough screening being done for 
those employees who are authorized to bypass significant technical and 
operational security controls. The Contractor shall retain each workforce 
member's background check documentation for a period ofthree (3) years. 

2. Technical Security Controls· 

A. Workstation/Laptop encryption. All workstations and laptops that store 
Department PHI or Pl either directly or temporarily must be encrypted using a 
FIPS 140-2 certified algorithm which is 128blt or higher, such as Advanced 
Encryption Standard (AES). The encryption solution must be full disk unless 
approved by the DepartmenUnformation Security Office. 
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B. Server Security. Servers containing unencrypted Department PHI or Pl must have 
sufficient administrative, physical, and technical controls in place to protect that 
data; based upon a risk assessment/system security review. 

C. Minimum Necessary. Only.the minimum necessary amount of Department PHI or 
Pl required to perform necessary business functions may be copied, downloaded, 
or exported. 

D. Removable media devices. All el.ectronlc files that contain Department PHI or Pl 
data must be encrypted when stored on ahy removable media or portable device 
(i.e~ USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.). 
Encryption must be a FIPS 140-2 certified algorithm which ls 128bit or higher, such 
as AES. 

E. Antivirus software. All workstations, laptops and other systems that process and/or 
store Department PHI or Pl must install and actively use comprehensive anti~virus 
software solution with automatic updates scheduled at least daily. 

F. Patch Management. All workstations, laptops and other systems that process 
and/or store Department PHI or Pl must have critical security patches applied, with 
system reboot if necessary. There must be a documented patch management 
process which determines installation timeframe based on risk assessment and 
vendor recommendations. At a maximum, all applicable patches must be installed 
within 30 days of vendor release. Applications and systems that cannot be 
pafohed within this time frame due to significant operational reasons must have 
compensatory controls implemented to minimize risk until the patches can be 
installed. Applications and. systems that cannot be patched must have 
compensatory controls implemented to minimize risk, where possible. 

G. User IDs and Password Controls. All users must be issued a unique user name for 
accessing Department PHI or Pl. Username must be promptly disabled, deleted, or 
the password changed upon the transfer or termination of an employee with 
knowledge of the password. Passwords a.re not to be shared. Passwords must be at 
least eight characters and must be a non~dictionary word. Passwords must not be 
stored in readable format on the computer. Passwords must be changed at least 
every 90 days, preferably every 60 days. Passwords must be changed if revealed or 
compromised. Passwords must be composed of characters from at least three of the 
following four .groups from the standard keyboard: 

1) Upper case fetters (A-Z) 
2} Lower case letters (a-z) 
3) Arabic numerals (0-9) 
4) . Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction. When no tonger needed1 all Department PHI or Pl must be wiped 
using the Gutmann or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, 
or by degaussing. Media may also be physically destroyed in accordance with NIST 
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Special Publication 800-88. Other methods require prior written permission of the 
Department Information Security Office. 

i. SystemTlmeQut. The system providing access to Department PHI or Pl must 
provide an automatic timeout, requiring re-authentication of the user session after 
no more than 20 minutes of inactivity. · · • 

J. Warning Banners.. All systems providing access to Department PHI or Pl must 
display a warning banner stating that data is confidential, systems are logged, 
and system use is for business purposes only by authorized users. User must be 
directed to log off th.e system if they db not agree with these requirements. 

K System Logging. The system must maintain an automated audittrail which can 
identify the user or system process which initiates a request for Department PHI 
or Pl, or which alters Department PHI' or Pl. The audit trail n:iust be date and 
time stamped, must log both successful and failed accesses, niust be read only, 
and must be restricted to authorized users .. If Department PHI or Pl is.stored in a 
database, database logging functionality must be enabled, Audit trail data must 
be archived for at·least 3 years after occurrence. 

L. Access Contr~Js. The system provi9ing access to Depal\men~ P,HI or Pl must 
use role based access controls for all user authentications, enforcing the 
principle of least privilege. 

M. Transmission encryption. An data transmissions of Department PHI or Pl 
ou~side the secure internal network must be encrypted using a FIPS 140-2 
certified algorithm which is 128bit or higher, sucn as AES. Encryption can be 
en'd to end at the network level, or the data files containing Department PHI can 
be encrypted. This requirement pertains to any type of Department PHI ot Pl in 
motion such as websit~ access, file transfer, and E-Mail. 

N. Intrusion Detection. AH systems involved in accessing, holding, 1ransportlng, 
and protecting Department PHI or Pl that are accessible via the Internet must be 
protect~d by a comprehensive intrusion detection and prevention solution. 

3. Audit Control~ 

A System Security Review; Contractor must ensure audit control mechanisms 
that record .and examine system activity are in place. All systems processing 
and/or storing Department PHI or Pl must have at least an annual system risk 
assessment/security review which provides assurance that administrative, 
physical, and technical controls are functioning effectively and providing 
adequate levels of protection. Reviews should include vulnerability scanning 
tools. 
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B. Log Reviews. All systems processing and/or storing Department PHI or Pl must 
have a routine procedure in place to review system logs for unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI or Pl 
must have a documented change control procedure that ensures separation of 
duties and protects the. confidentialityt integrity and availability of data. 

4. Business Continuity I Disaster Recovery Contro.ls 

A. Emergen~y Mode Operation Plan. Contractor must establish a documented 
pf an to enable continuation of critical business processes and protection of the 
security of Department PHI or Pl held in an electronic format in the event of an 
emergency. Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing the 
work required under this Agreement for more than 24 hours. 

8. Data Backup Plan. Coritf8ctbr must have established documented procedures 
to backup Department PHf to maintain retrievable exact copies of Department 
PHI or Pl._ The plan must Include a regular schedule for making backups, storing 
backups offsite, an inventory of backup media, and an estimate of the amount of 
time needed to restore Department PHI or Pl should it be lost At a minimum, the 
schedule mu$t be a weekly full backup and monthly offsite storage of Department 
data. 

5. Paper Document Controls 

A. Supervision of Data. Department PHI or Pl in paper form shall not be left 
unattended at any time, unless it Is locked in a file cabinet, file room, desk or 
office. Unattended means that information is not being observed by an employee 
authorized to access the information. Department PHI or Pl in paper form shall 
not be left unattended at any time in vehicles cir planes and shail not be checked 
in baggage on commercial airplanes. 

B. Escorting Visitors. Visitors to areas where Department PHI or Pl is contained 
shall be escorted and Department PHI or Pl shall be kept out of sight while 
visitors are in the area. 

C. Confidential Destruction. Department PHI or Pl must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of Data. Only the minimum necessary Department PHI or Pl may be 
removed from the premises of the Contractor except with express written 
permission of the Department. Department PHI orPI shall not be considered 
"removed froni the premises" if it is only being transported from one of 
Contractor's locations to another of Contractors locations. 
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E. Faxing. ·Faxes containing Department PHI or Pl shall not be left unattended and. 
fax maqhines shall be in secure areas. Faxes shall contain a confidentiality 
statement notifying persons receiving faxes in error to destroy them, Fax 
numbers shall be verified with the intended recipient before sending the fax. 

F. Mailing. ·Mailings con.tainirig Department PHI or Pl shal.1 be sealed and secured 
from damage or inappropriate viewing of such PHI or Pl to the extent possible. 
Mailings which include.,500 or more individually identifiable records of 
Department PHI or Pl in a single package shall be sent using a tracked mailing 
method which includes verification of delivery and receipt, unless fr)e prior written 
permissi.on of the Department to use another method is obtained. 

THE REST OF THIS PAGE IS lNTENTIONAL,L Y BLANK 
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.. .. ExhibltG 
Attachment I , 

INFORMA TJON EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA} 
AND ·' 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES· (STATE AGENCY) 
. '. ·::~:::· "=:'1 

A. PURPOSE~ The purpose of this Infonl:iation Exchange Agreement (''1EN1
) is to establish 

· terms, qonditfons, and safeguards under which SSA will disclose to the State· Agf4ncy certajn 
information, records, .or data (herein "data") to assist the State Agency in administering 
certain federally funded state-administered benefit programs (including State-f'Unded st.ate 
supplementary payment programs under Title XVI of the Social Security Act) jdehtified in 

· this IBA. By entering into this ;r:EA, the State Agen?Y a.~ees to·o~~ply with: · . 
• the terms and conditions set forth in the C~rnputer Matching and Privacy Protection Act 

Agreement ("CMPP A Agreement") attach~d as. Attachment l, gQ~eming tf?.e State 
Agency's use of th~ data.disclosed from SSA's Privacy Act System of Records; and 

• all ot:hertenns and conditjons set forth in this !EA. · 

•• B. PROGRAMS AND })ATA EXCHANGE SYSTEMS: (l) The State Agency will use the 

I. 

.. 

data rt?ceived or accessed from SSA ·tinder this IBA for the purpose of a4ministerlng ~e· . 
federally funded, state~adm.inistered programs identified in Table 1 below. In Table 1, the 
Staie Agency has identified; (a) each federally fundedt state~administered·program that'it 
ad,m:inisters; mid (b) each SSA da~ exchange system to which the State Agency needs access . 
in order·to achr!inisterthe identified program~ The liSt ofSSA'$ data exchange systems is ' 
attached as'Attachment2: · · 

T.ABLEl 
FEDERALLY FUNDED BENEFIT PROGRAMS. 

Program SSA Data Exchange System(s) · 

[XJ ·Medic.aid BEHDEX/SDXIEVS/SVES/SOLQ/SYES l·Cith;enship 
/Q,uarters of Coverage/Prisoner Query 

D Temp()rary Assistance to Needy. Fammes .. 

(TAHF) \ 
' . 

' .. 

CJ· Supplemental t-iutntion Assistance Program. · 
(SNAP: formally Fdod Stamps}· . 

D Unemployment Compensatfon {Federal} . . 
CJ Unempfoyment Compensation (State) 

,. 

D State Chfld Support Agency 

0 Lew-Income Home Energy Ass1stance 
Program (l.l·HEAP) . . ' 

· 0 Work~rs Compensation 

D Vocational Retiabili~ation Services 

1 
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0 Foster Care {IV-E) 

. 

Exhib1tG· 
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D State Health lnsur~nce Program (S•CHIP) - .. 

0 Women, infants and Children (W.l.C,} . . . 
[X] Medicare Sav1ngs Progra~ (MSP) ... LIS f'.ile -

. , 

... 

. 
.. 

M~diCare 1144 .outreach Ffle [XJ Medicare.1144 (Outreach) 

0 Other.Federally Funded, State~AdministereiPrograms {Lisi lielow) . , 

. 

Program SSA Data Exchange System(s) 
I 

'· . 
... . 

·. 
, . 

.. . 
·.~. 
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(2) The Stat~ Agency will µse ~C?h identified data i;:xchange system !!!!lJ!:. for the pmpose of" 
administering the specific program for which access to the data ex.change system is provided. 
SSA data exchange systems a:i:e protected by the Privacy Act and federal law prohibits the · 
use of SSA's data for any purpose other than the pU:tpose of administering the speci~c . 
program for which such data is dis.closed. In particular, the State Agency Will use: (a) tb.e tax 
return data disclosed by SSA only to determine ~dividu~ eligi."bffi.ty f()r, or the amount ot: 
assistance under a state plan putsuant to Section 1137 programs and child support 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citi,zenshl.p · 
status data disclosed by SSA under the Children~s Health Jnsuranc'e Program · 
Reauthorization Act of2009, Pub. L. 111-3, only for the purpGise ofdeten,nining entitlement 
to Medicaid and·CHIP program for new applicants. The State Agency also acknowledges . , 
that SSA ,s citizenship data may be less than 50 percent current Applicants for SSNsreport 
their citizenship data at the time they apply for Uteir SSNs; there is no obligation.for~ 

' individual to report to SSA a change in his or her immigration status until he or she files a 
claim for behe:fits. · 

.. 
C. :PR.OGRAM QUESTIONNAIRE: Prior to signing this IBA, the State Agency will 

compl~te and submit to ,SSA a program questionnaire for each of the federally funded, state~ 
administered programs checked in !able l above. SSA will. not disclose any data un~er this ' 
IBA until it has received and approved the completed program questionnaire for each of the 
progriuns identified 'in Table 1 above. · · 
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D. TRANSFER OF DATA: SSA will transinitthe· data to the State Agencyuhder tlrls IBA 
using ~he data transmission method identified: in Table 2 below: 

TABLE2 
TRANSFER GF DATA. · 

D Data will be transmitted dir~ctly between SSA and the State Agency. 
' . 

{XI :pata will be transmitted directly between SSA and the California C?ffi<;e of Technology (State 
T:ransmission/T:ran~fer Component ('cSTC")) by the File Transfer Management System, a secure 
mechru;rism appro"Ved by SSA. The STC will serve as tbe conduit between SSA and the State 
Agency pursuant to the Statesrc Agr,eement.. · 

0 Data "Yfll b~ transrcltted directiybetween SSA and the Interstate poimection Network 
("ICON). ICON is a wide area teleco-m,munications network connecting state agencies.that 
administer the state unemployment insurance laws~ 'When receiving data through.-ICON,.the 
iState Agency will comply with the <ISystems Security Requirements for .SSA Web Aci:;:ess to SSA 
Infonnation Through. the ICON," attached asAftachment3. · · · . · · 

E. SECURI'p: PROCEDtlltES: The State Agency will comply with limitations on;use, 
treatment; and:safeguarding of data.under the P,rlvacy Act of1974 (S U.S.C. 552a), as 
amended by the Computer Matching and Privacy Protection Act of 1988, related Office of 
Management and Budget guidelines, the Federal Information Security Management Act of 
2002 (44 U.S.C. § 3S4.l, et seq.), and related National Institute !}f Standards and Teobnology 
guidelines;· In additi~n, the State Agency will comply with SSNs •1rnfonnation System . 
Security Guidelines for Federalt State and Local Agencies Receiving Elec'fromc Infom:tation 
from the Social Security Adm,ini.stratioD;" att~ched as Attachment 4. For any tax return 
data°i the State Agency will a4io comply with. the "Tax. Information Security Guidelines for 
Federal, State .and Local Agencies,» Publication 107$) published by the Secretary of the. 
Treasury and avru1able at the following Internal Revenue Senrice (IRS) web.site: 
http://www.ir8.gov/p11b/irs•pdf/plOJS.pdt This ms Publication 1075 is incorporated by 
reference into this IBA; · 

]'; CONTRACTORJAGENT RESPONSIBtLITIEs:. The State Agency will restrict access to 
the data obtained frqm SSA.to only, those authorized State employees1 contractors. and 
agents who need such data to per.form their official duties in oonnectiqn with purposes 
identified in this IBA. At SSA's request, the State Agency· will obtain from each ofits 
contractors and agents a current list of the ~mployees· of its contractors and agents who have 
access to SSA data disclosed under this IBA. The State Agep.cy wfil require its contractors, 
a.gents, and all employees of such contractors or agents.with authorized -access to the SSA . 
data disclosed under this IEA, to comply with the tenns and conditions set forth in this lE~ 
and not :to duplicate, disseminate)· or disclose.such data without obtaining SSA's prfor written 
approval. In addition: the State Agency will comply with tl.ie limitations on use~ duplication, 
and redisc1o~ute of SSA data set forth in Section IX. of the C.tv.!PPA Agreemefit especially 
with respect to its contractors and agents • 

• ~ s 
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. ' . . . 
· G. s.AiEGtrARDING .AND REPORTlNG.RESPONSIBILITIE.s FOR PERSONALLY, 
. .IDENTIFIABLE INFO~TION ("Pll''): 

. · 

1. The State Agency will·ensure that its employees, contractoxs, and agents~. 
a. properly safeguard PiI furnished by SSA under this IBA from loss, .theft or 

inadvertent disclosure; . 
· b. understand that they are responsible for saf~gqarding fil:is infonnation. at an times, 

regardless of whether -0rnot the State employee, contractor, or agent is at his or her 
regular duty station; · . 

c, ensure thatlaptops and other electronic devices/media containing Pllare. encrypted 
and/or pa,ssword protected; . . ·· 

d: send ~mails containing PD; ·only if encr:ynted or if to and from addresses tlrat ar~ 
secure· and · · · · 

J • • • • • ' ·' 

e. limit disclosure of the inforniation and details relating to a P.It loss· only to those.With 
a need to know. · , · · · · · · · 

. 
2. If an empfoyee of the State Agonoy or an emplojiee oftbe State Agency's contraotox: or 

agent becomes aware. of suspected. or actllai loss of Pll, he or she must' immediately 
contact the State Agency official responsible for Systems Security designated below or 
'h;is or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Cohtact and the SSA Systems Sec11Qty Contact identified below. It; for 
~Y reason, the responsible State Agency official or delegate is unable to notify the SSA 
Regional O~ce or the SSA Systems Security Contact witbln 1 hoi.Jr, the responsible State 
Agency official or delegate must call SSA's Network Customer Service Center. : 
("NCSCn) at410-965-7777 or toll :free at 1-888-772-6661 to report the actual or · . 
suspeqted ioss. The responsible State Agency official or delegate will use the worksheet, 
attached as ~ttachment 5, to quickly gather and organize information·about the incident. 
The responsible State Agency official or delegate mUst provide to SSA timely updates as 
any addif;ional infonnation about the loss of P.ll. becomes ~vailabfe. 

3 ... SSA will m~ the nece8sary contact within SS;A..to file.a funnal repQrt in accordailce . 
witb:SSA procedures. SSA will notify the Department of Homeland Security's United 

. States Computer Emerge1;1cy Readiness Team if loss or poterifial loss of Pll related to a 
data exchange under this JEA occurs. . . · 

4. If the State-Agency experien~es a loss or breach :0£ dat:i, it wlli determin~whethex: or not. 
to provide notice to individuals· whose data has been lost' of breached and bear ~Y ~ostS' 
associated with the.notice or any mitigation. 

.. 
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Ellery Brown . 
Data Exchange Coordmator 
Frank Hagel 'Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 

Guy Fortson · . , . 
Office of Electronic Information Exchange 

Phone: (510) 970-8243 
Fax: (510) 970 .. 8101 
Eniail:.Hllezy.Brow@qsa.gov 

Systems Issues: 

Pamela Rz1ey . 

GDiO East High Rise · 
6401 Security Boulevard 

··Baltimore~ MD 21235 
Phone: (410) 597-1103 

· Fax: (410) 597-0841 . 
Email: guy.forlSon@ssa.gov. · 

Systems Security .Issues1 . 

Michael G. Johnson 
. · Office of Earnings, Enumeration& 

Administrative Systems 
DIVES/Data. Exchange '.Branch 

Acting Direeto:r . 
Office ofEieotri:>~icinfonnation Bxc\lange . 

, . 6401 Security.Boule'7ard . · · · 
Baltim:ore~MD 2l235 . · 
Phone; (410) 965-79.93 · 
Fax.~ (410) 966w3147 · 
Em.ail: Pamela.Riley@ssa .. gov 

FORSTATE AGENCY 

Agreement Issues; 

Manuet Utbina 
Chief, SecurityUnit 

. Office of Strategic Services 
6401 Security Boulevard 
'Baltimore; MD 21235 
Phoµe: (4l0) 965-0266 
Fax: (410) 966-0527 . 
Email: Michael.G.Johnson@ssa.gov 

Technical Issues: 

· Fei Collier 
, Chief, .Application Support Branch . 

Policy Operations Branch 
Medi-Cal Eligibility Division 

Information Technology Services Division 

. 1501 Capitol Avenli;e, MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160. 
Email: Manuel. Urbina@dhcs.ca.gov 

1615 Capitol Ave, MS·6100 . . .. 
Sacramento, CA 95814 

. l'hone: (916) 440~ 7036 
· Email: ,Fei.Collier@dhcs.oa.gov 

. . « 

I •. DURA'flON: The effective date of this IEA is January l; 2010. This IEA will remain:!µ 
effect for as long as: (1) a Civ.lPPA Agreement governing this IEA is in effect bet-Ween SSA 
and the St~te or the .State Agency; and (2) the State Agency submits a cedification in· 
accordance with Section J. below at least 30 days before the expfration and r~newa1 of such 

. CMPP .A Agreement. · · 

r ., 
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;r. CERTJFICA.TION AND PROG;RAM CHANGES: At least 30 days before the e'xpiration 
arid renewal of the. State CMPPA Agreerµ.ent governing this IBA. the State Agency .will 
certify in writing to SSA that (I j 'it is in compliance with· the tenns al,l.d conditions 'of this 

· IBA; (2) the data exchange pi:ocesses llI1der1his IEA have b~en and will be cQnducted , . 
without change; anil.(3) it will, upon SSNs request; provide audit reports -o~ other documents 
that demonstrate review' and oversight actjvities. Ifthere are substantive changes in any of 
the programs o:r data exchange processes listed in tbi_s IBA; the parties will modify the IBA in 
accordance with SectionK. below and the State Agency will submit for SSA's approval new 
program questionnaires un4e:r0Section C. a\love describmg such changes prier to using SSA's 
~to administer su?h ney.' or changed program. · 

' .. 
.K. MODIFICATION:. Mpdi:ficaiions to tliis IEA ~ust be in writing and agreed to by the; · 
. · parti~s: . · ·. . . 
L. TERMJN'.ATION: The parties may terminate this IEA at any time upon mutual written 

consent. Jn a:d4ition, eitb.ei" party may µnilaterally termmate this IBA upon.90 days ad.V"ance 
writf~ notice to the other party. Such unilateral t~tion will be' effective 90 days after 

· the date of the notice, or at a l~ter date specified in the notice: . · · 

SSA may immediately and unilaterally ~pend the data. flow under thl~ IE~ or tenninate ' 
this IBA, if SSA, in it~ sole. iliscretio~ detennines that the State Agency (in~luqing its· · 
employees, contractors, an:d a.gents) has: (1) made an unauthorized 'USC or disclosure of SSA~ 
supplied data; or (2) violated or failed to follow the terms and conditions bf this IE.Aw.the 
CMPPA Agreement · 

M. INT.EGJlA'llON: This IEA~ including all attachments, constitute$ the entmnigreem.er,it of· 
the parties with respect to its subje9t matter. There h.ave been no representations, wa:i;ranties, 
or promises made ·outside of this IEA. This IBA shall tako precedence over any other 
document that may l:ie in' conflict witb it. 

ATTACHMENTS , 
1 -· CMPPA Agreement 
2 - SSA Data Exchange Systems 
3' - · Systems Security Requirements for .SSA'Web Access to SSA Infonnation . · · 

Through. ICON . · . · . . . ' 
4 - Information ·System Security Guidelines for Federal, State and Local Agenoie$ 

. Receiving Electronic Information fro~ file Social Seeunty AdrtliniStration 
~ - FII Loss Reporting Wor~heet 

.. 
. 6 

'. 
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' .. 

N. SSA AUTHORIZED SXGNATURE: The signatozy below warrants and represents that he 
or she has the competent authority on belralf of SSA to enter into the obligations set ~orlb. in 
thisIBA. . .". .:. . · . . 

. ' 

SOCIA:t SECURITY AD MINISTRATION 

·. 
• > 

.. . . 

'' 

: 
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1{, . 

O • .ruiGIONAL AND STATE AGENCY ~lGNATiJRES: 

,, 

. 
SOCIAL SBCUlUTY ADMlNISTRATION 
REOiDNIX. · 

. ' 
' 

• . 

THE CALIFO~JA DEPARTMENT OF HEALTH CARE SERVICES 
. ' 

Th,e signatozy 'below warrants and represents 'that he or she~ the. competent authority 
on beh~f of the State Agc:n-(!.y to enter into the obligations set forth in this IEA., 

·. 

" .. . . 

Page 8of66 
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2012 IEA CeRTIFICllTION OF COMPL1AN~£ 

CERTIFICATION OF COM:PLIANCE 
FOR 

THE IN.FO~TION EXCBANGEAGREEMENT 
~ETWEEN 

TIIE. SOCIAL SECURITY AD1i1INISTRA.TIQN (SSA,) 
AND 

{lcA."F) 

TftE CALIFORNIA DEPARTMENT OF".t:i:EA(i'fir CARE $EltV-1c,ES (STATt. 
. .AGENCX}: 

· (Staie Agency Levelf 

:tn ~ceordan.ce with the- terms df the .fn!Orm.ation EX,change AgreMT~ni (.IBJV.FJ betweep:SSA nnd 
·the §tate .Ageuc)':. the State Agent% thro:ughi~s..authQtized representati\le, hereby cirtiftes 'tli.att. 
as•o.ffhe·date of this certiffcation:· · 

·i. The S'tate.Agency is ~ltC001P,lian:ce with the.terms ~d condttfons orth~ IEAIF;~ 

i. 'Tb:e State Ag~cy has _con.Cfuoted the. dat.a e:xchan.g,¢ processes unde,11 th.~ TEA!I! with.out 
changi;i~ ~xcept .l:\s mo~IBed ln ac¢.0 rdatice. with th'e JE:A.IF;, 

3. 't!;e-State.A$ency willoont1Uue .to c.o~~~c't t!1e'da:ta ex:c1ians7 pro-c~es~.e~ under the mNF 
Wlthout chang~,· exce.p,t as maybe modified. in a~corda:nce w1th. tlit'f I.EAIF; . · 

4. Up<5n SSA's request; th~ .Sfate Ag~oywill.provlde ~ufil.t reporrs or other libcilinent~ that 
detnons'frate cbm,plianc-e with the review and oversight aciiv.i:ties :r.eqJlired under" the 
JB,~J{t and the gove~ .CoriJ;P.uter Matching and. .P.rlvzq}!·Eiotectip:d. Act A~eem~nt~ 
~d: : . 

5., In Gotupll$ae wrfu the reqnirements of tfre '~ecttomc ruforrna:tion.Exchan.ge. Secutlcy· 
Requirements~ 1Guidelin.es, and:Ptocedures for ~te and tot:a1.A~elicfos· Exohansmg 
Elec:trbni'c. lP.fo.tmatio11 with the S0pial $ecunfy'Admij:listra'fion;' Ai,'tachmi'nt 4. to tile· 
IEA!F, .as J?eriomca.11y updated. by SS.A> fh~ State Agencyhas n.Qt ma:Q:e.·ariy. changes in . 

. ·thy foU<>w1ng, areas that coU,ld potentfalfy affect t~e .secudfy o.f SSAiiai'.a,: 

~· Gener.ai $y$tetn s.~o.urltyDes~gii ~d Opera;tib.g:Env.ir:onment 
- • System A-ccess Cciintfof. 

•· 'Aut0matM Audi't TJ;ail 
.~ Mowtotlng. ~d Anomaly 15eteytron: 
•· Managemeht Oversight 
.. Data and, Communfoalions Se.cUrity 

Trie:State.Agerioy Will submit an upqafod Seclinty l:'.>'esign Plan :at 1east 30 rfa,ys prior to 
maki:rig any changes- to fP.e areas listed ~hove. · · · . 
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2012.IEACERTIFICATIONOFCOMPt!ANCc • ' • 
(IEA-F) 

Tli~ signatory below warrants and represents that he. or sh~ is. a rept®entativ~ nf thfl State 
Agency duly a-u.tllorized to make this o.ertilication'on behalf of' the Staie Agtmcyr · . ' . . 

. ~· 

Tol]yDou 
. D1~~C'{O.f:' . 

tla!iv. 
Date 

. ,. 

, .. .. 
' ' 

.• 

2. 
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COMPUTER MATCHJN·G AND PRIVACY 

PROTECTION ACT AGRREMENT . . ' 

. ·~ 
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Mbdel CMPPAl9.grecmcnt 

COM;Pur.ER MAl;CBING AND PRIVACY PROTECTION ACT AGREE!vffiNT 
BETWEEN' · 

THE SOCIAL S.Eetrtu:rY AD~T.RAtrQN 
AND , 

THE Hl3ALTH AND HUMAN SER.V:tcES A:GENCY 
OF CALIFORNI:A . 

L Pqr_ppse and Legal Au.thority 

A ~04>.o.se, 

Tliis· Computer Matching ·and Privaey :Protection Act (GMP'PA) Agre.ement 
between the Social Security Administration (SSA) and: the Cali:fPrnia.Health. an{:l 

·Human Seryices;Agency ($(ate A,gency),.se'ts forth the t~.t'mS:and cQ.nditions 
gqv.eming disclb&Ul'es of recor~s .. infonnation., o.r d,ata (eolleetively r~f~ed·to 
h~rein "data"). made by SSA to the State Agency· that administers federally . 
.fu:aded bene_fit progi:ams. under vario.li!s provisions ·of. the Soc4! .Security Ac.t · 
(Act)1. ~ucl;i, ~section 113;7 (42 U.S.C. §. l3~0b~7)~ ilicluc!iQ.gthli sfate-:fundet1 
$.te suppletl:lenta'zy pa.Yrtient .lft0:gra:r:o.s µn&r title XVI ef the} Aet. The terms a 
'CGnclitions oftbis Agreertrent ensure that S.SA.mak:es.sucl:i. iliscl.'Q'sure.s. tif·~·~a 
the 'State Agenc:y.'USes "Such disclosed data, in·acoordance'Witli the reqvirement'S. (;)f 
the Pr.i.-qacy Act of19741 <tS Wtend,ed bytb.e Cb.mp'U'ter M~ching and Privac~ · 
Pl:o.tectionAct of 1988, 5 U.S.C. § 552~ . . . 

. . . 
tJnder sect.i0n 113 7 o±'the Act, th.e. Staie Agency is J:equireA t" $~an hicqro.e•B;Q.t;l 
eligibllity ve.nficati.op system to admlniste.i: specined feder.EJ.lly funded bepe~~ 
p:ro.gr.a,ms1 i.qciuCUng 'th~ state-funded state suppleme:i;d:ary pa,yment programs 

. 'u:odci:titJ-e.XVI 'of the AC2.t. To assist the·State Agency in deteI:rn:i:nmg entitlement 
to ~d eligibility for ben~ts unQ.ef those pro~~. as well as other. federally 
funde~ b~n~fit pr0g;rfµlls, $~A discll)se$ ce~ i:!ata ~out ;ip,;plieatrts for stat.e 
benefits· from SS.A Privaey Act Systems of Re'cords (SOR) and verifie.s 'the So6ial 
Security, num.bers (SS~ of~e applicants,. · ' 

B. Le:gal Aufr;i.o.r.ity 

'SSNs authority to disclp~e data and't,he St'IJte 1?,.,ge:ncy"·s."authb.ritYtb colle~t;; 
m~ntijln, and ·use data ;protected.: WJ.der SSA S.OR.s fo.r specified puq;i.0ses is:· 

•. Sections~ 137~ 453~ ·and 1106(?) of''tb:e Act.(4.:4 tJ.$.C. 9§: i3.20b-'7: 653 .. 
and 130q(b)) (income tµid eligibility verificati~m:da:ta); 

• .26 U.S.C. §. 6103(1)(?) ·and (8) (ta."< return data); 
• . Section 202(x)(~)(B)(iv) of the Act .(42 U.S.C . . § 40l(x)(3)(B)(iy)) 

(prisoner .data); 
• Se·ctiqn l(;ill(e)El)(l)(iii) of the AQt (42 U.S.C, § 13'82(e)(l)(I)(iii) (S~ 
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• Section 205(r)(3) of the Act (42 U.$.C. § 4b5(r)(3)) a.nd the. lntell.ige.11ce 
Reform and T eiror.ism .Prev.entlon Act of 200;4~ Pub. L. 1 os,,4sg,. 
§ 121.3'(a1(2}(death.data); 

• Sections 402, 412, 42J? ~d 435 Qf Pub. L. 104-1~3 (& U.S.C. 9§ 16'12, 
l 622, 1631~ and I 645) (qpwe~ of cQveriige data); 

•. Children.' s Beal th Ins ti.ranee: Pi.ci gi:atn Reauthorization Act of 2009, 
.Put:). L. 111-S (citizeJ;iship dat~)i and · · 

• Routine.use exception to the tidv~cy A:c.t; S U.S,C. § '$S2a(b)(3) (data . 
necessary: to administer otb.e.r programs·ooropatibJe "w.ith SSA pr.~grB.'Ill&). 

. . 
This A'gr~eme.nUU.r.thtr carries out ·section H06(a) GSf the.Ayt {42 U.S.G .. § 1306.), · 
the r~$ul;atiaos promril~~ted pmS~(int tGJ. that section ~(:). B.F .R. Part 401), tliie · 
Privacy .Act of:.1974 (5 U.S.C. §. 552a). as {u;IJ.ended l;>y th~ CMPPA. related Offfoe · 
of Mcmagement and Budget (OM:B) guideJihes1 the Fed·eral Infoi.matio:u Seourlt,y 
Management Act ef2002 (FISMk).(44 U.S;C. § 3$411 et seq.:>1 .and :relat~d 
National.Institute of Standarcls ~d Te.chnplogy CNXS'l') g11idelin:es. which previdi? 
the requirements that tJi,e State A.g~ncy must follow with regard to use.; tr.e&tment, 
and safeguarding of data. : · 

ll. $.Cope 

A. The SW.te Agency "'1111 con;tply with the·'re!'m~ and .conditions. of this Agr.e~ment 
and the P.riva:cy Ae~ as amended bythe.CMPP.A. · .. 

B. The Sfat~ A.gencywi11 execute one or more Inforination.Exchange Agreem~n.ts 
. :(JBA)with SSA, dacumen.tin.g additionalten)l.s a,nd con~tions a,pplica.:b.Je 'to those 
· speciftc data,exch'anges, including the particulai"benefit progra:Ws ·ad.in\D:i~e:red PY 
the State .Agencyt tlie data elementg that 'tvill be tlisclesedt and th~ data p.totectro:a 
:requirements implemented tp assist the Sta.te·Agency in the admin5.stratlon of. 
those prt>gtains. · · 

c: . The State Agency will use tlie SSA data governed by this Ag:reement to d~t~rmine· 
entitlement and eli¢Pitity of lndi"".iduaJs for tine OF more of t1ie.foilQWiqg 
programs: 

·1. Temporary Assi$.tance toNe~tiy Fa,ntllie.s CfANF) _pi:owam unqe;i: P<rrtA ·. · 
of title IV of the Act; 

2 .. Medic_hld prnvidecl under a:n appr.o"Ved State plan orml..approv~dw.ai:yerunder 
title XIX of the Act; 

3. State Children's Health tru;~ance" Prom:~ ( CH.I'.P) \,inlier title XXI o~ the Act, 
as amended by t:he Children> s Health Insu:tanc-e Program Reauth~rfaatfon Act 
of20.0'9; . 

4. S1,1P.plemental. Nutritional A;;sistanee .Pro.gmn (SNAP) -µnder the Food St8:ffip 
Act of 1977 (7.U.S.C. § 20! 1. etr seq'.j; , 
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·5. Women •. fn:f~ and Children Program (WIC) under the Child Nutrltion A.ct 
of 1966 (42 U.S.C. § 1771, et seq.); . . 

6. Me9icare Savings P.togratns (MSP} unlier-4;2 TJ.S.C. § 13"96a(1Q)(E}; 

3 

1.. · Unemploym.ent Compensation p~o gJ:amS·proviQ.ed under a: ~tate law deseribed 
in section 330.4 oftheintexrud Rwenue Code of 19§4; . 

8. Low Income Heating anc!l Energy Assistance (LIHEAP gt heme enetgy. 
grants) program under 42 U.S.C. § 8621; · , . 

9~ S~ate~admllllstered supplementary payments of th~ type desoril:>ed bi 
section 1616(a) oftbe Act; · 

10. Program$ under a plan appro:ved under titles I. X, m. or·X'Vl ofl:heAc.t; 
11. Foster Care an.d A;do.ptlon ASJJi.S.tnuc~ upd~·r·title IV ·Of ~e; f.,..9t; 
12. Child Supp,oi:t ~rQe.ment p.rr:>irems under section 453 of th~ Act· 

(42 u.s.c. § 653); ' 
· · 13. Other .applicable federally: ;funQ.ed programs 11:dmioistered by the State Agency 

under titles I, N 1 X, XIV, XVI~ XVllI, XIX, XX.anli XXi of tll.e A;ct; an;d 
14. Any o,!:her federaUy funded prograhls adrni.ni$tered by the StE!'te Agency that 

a.re ~mpatible with SSA's programs. · . . . 
!!). The .State A:getl.tY will ensure that SSA. data disclo~ed foi.' the s],,~Qific p.uw,ose gf 

. admi~t(lring: a particular fe'del1!ilY. funded beiiefi~ p,reygram fa u,se.d oply to . 
administer iliat pxogram. 

Justification and Expected Re_sults . 

A~ Justification 

. Tiris Agreement and related aat;a extihanges with the Sfi/.te Agenoyare necessary 
• i 

for SSA to assist the State. Agem~y·in its aciministmtion 0:ffederall:y funded benefit · . 
programs by provi<µ.pg the·data re.quired ta acoqr~tely 4.eten;o..ine ei+titlein~p.t aµ'd. 
eligibility ofmdivhluats for benefits. px:ovided Ul'lderihe$e ptogi:ams: :SSA u8es 
computer technology to transfer tl].e. da~a because it is: m0re .e~o.miG.al, e:ffk~ient, 
and faster than using·manual :Processes. · · · 

' . . 
B. Expected Results'·. 

The 'State Agen.,1!:} will ·bse 1he datir pr9vided by $.SA tb· iinprove· pu:b1ic service 
and program efficiency and inte,wity. The. use 0f:SSA data eX:pedites the 
app1foatio.11,:pwce$s and ensures. that benefits ate awarded enl}' to applicants tQ.at 
satisfy the State A,gency''s program criteria. A cost-benefit analysis .f'Orthe 
exchange made. under this Agreement ds not :requ:h:ed in acc0rdance ··v,viih the 
determination by the SSA Oat~ Integrity B.oard (DrB) 1;Q"\.vaive su.ch e.nalysis 
pursuantto 5 U.S.C. § 5:S2a(u)(4)(B). · 

'· 

l' • 
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IV. Re~o.rdDescription 

A. Systems ofRec9i:dS 

SSA SORs used .for purposes ef the sqbjec.t data exchang~.S 'includ~: 

• 60-005'8 -- Master Files of; SSN Holders and SSNApplicati:ons· 
(accessible.tbr0ughEVS, SVE·S, or Quarters of Coverage 
Query data systems); 

• 60-00.59 :... Earnings Recor.4m~ and .Self-Em,plo:itm~nt lm;opie System 
'{adceisible·!;hro~g!l'.BENDEX, SV$S:, 0+ Quarters·qfC~vei;8$ 
Query data sys~ms);. 

• 60-0090 .. _ ·Master Beneficiary Record (accessible :through BEND EX 01' 

SVES 9ata systems); , · 
• 6o:.oi03 ... Supplemental s·ecurity Income E.ecerd (SS.R)"!llldS_peciru 

Veterans Benefits. (SVB) (aeeessibJe ilir.ough SDX oxi SVE$ 
data·systems); . . 

•· 6.0·026~ -... Prisoner Update ~Q:cesiling Syste:m {PUP:s) (apC\'eS4lt\>Le tbrou.gb. 
$Y.BS or Prlso.ri~J;' Query, data :iy.s.tems). · . : · 

• 6.0·03'.U -~ Medi~are ~art D and ~ar.t D Subsidy: File 

.The State A.gency will only use the ta,~ retiun datti. 1Q"~'ta:ip.ed in SOR 6o.:OOS9 
(:Samings Recording. and Se1f-Em:,Ploy.rnent Incom~, Syste.nl:) i.n: ~cc0rdane~ ootb. 
26 u..s .. c. ·§· 6103:.- . . . . . . . . . " ~ 

B.. Data Elements 

Data elements disclosed in c::omplite.r matchfug goyer.ne<,l by·:this Agreement are 
l.'e.rsenall.y Id~tti:fiable Info.rrqatiti,n.(Pm :frvm speci(ie(jSSA SQRs, in.eluding 
name~, SSNs, fldcb:e.sses; amouuts; FWd other :info.una'!;i0u :re1ated to SSA benefits; 
·and-ieanrlngs inion.nation,. Spe.eillc listin~s l)fdata elements are ay~al:!le·at: 

. http:l/www,ssci.g9vlgfxt 

0. Number:·ofReco.(ds 1rivo1 ved · 

The·nUtnb;t of records for. e~6h program covered i;U:J.de+ :fu.is ~gi:eemvI.l.~ i~ equal to. 
the num"ber of title TI;, title· XVI;,. 0:ditle XVJ'.II.recipients resident i.n:the. State as· 
.recotd1d in.SSA's Annual. Statistical S:upp,~e,ment fGUDQ ori tb~. fu.te.t.n~t·at: 

. btl@tllwww .. ssa,gov/policv/docsfstatcornpsl 

This nur.n bet o,.vill fluctuate during .the tet.m of this Agreernenti c0rregp0nding te 
the number oftltle II; title XVI, and title XVID recipients added fo.1 or dele.ted 
ft.om, SSA databases during the- term of this· Agre~rne.m. 

.. 



i 
t 
I 
I 

I t 

.. . 

v. 

ExhibitG. 
Attachment I 

5 

Notice :and Opportwnity to ConteS.t Procedures 

A. Notice to Applicants 

The State Agency wil~ notify.all lndiVit\ualswhQ apply'fQr fede:rally fimii.ed, 
state--adrniri.i~tered benefits und,~ th~· Act that any data they provid~ are s.ubject fo 
verification through coniputermatchingwlth SSA. 1he State Agency and SSA 

· will provide such r;i.otice through appropriate-language printed on application 
fQmlS: or separate handouts.· 

B. Notice to Ben-efj:eiaries/Reciplen.ts/A.$.ultants .. 
I . . 

T.Qe State Agen~y will pro:vide notice to benefici.arlC's3 rec.ipients, and annuita.ntS: 
under the programs cove.red by this Agreernerrt jmonci.Pg them of ongoing . 
computer marelling with SSA. SSA will provide soeh notic::e through publication 
in 'the' Federal Register and periodic ma:ijings.to all beneficiarfos1 recjpients,.allld 
annuitants de·scribmg SSA's .tri~tc.~g ac.tivititi&• 

C, Opportu.riityto Contest 

·The State Agency will ~ot ierminat~~ $USpend, reduce., deny; dr t.ak~ other a&vei:Se 
a:ctio.n. again.St ah appJicantfor .or recipient of federally ii,J.nded, state-adn:rlnistered 
benefits based on data disamsed by SSA frem its :so:Rs w:rtil the individual is 
notified in 'Writing of 'the potential ii.dverse ~ction ~d p,rovide,:l an ·oppo'.i:t!lPii.Y ;t!tl 
contest ~he planned action. · "Adv.er!l~ ~ction1' means any. a,ction that results in. a 
termination, su'Spension. reductieih; et :final denial pf eligibility, payment, or 
benefit. Such notices wiJ+; 

1. Infonn tb.~ in.dividual .of the match :Qndmgs ~d;ttie ?J'lP.ortu:P.iW ~ c~test . 
. these f.tndiags; · . · 

2. Give: the i:tidividuarUntilthe expiration of an.1 thne penoa esta.blisiie'd tor the 
relevant· program by: a ·statute or regulatian for-the fudividuaUo resJ?ond to 
the notice. If llO such time. period is established by a statute or regulation for 
the pr9gram, a 30-day pe,doa will be prov.ided. The time perfoq. begins on 
tb:e date on which notice is mailed' or atherv.cise provided to the .in~iVridua.l to 
respond·; and . . . 

' ' ' 

S. Clearly $tate that. unless 1Ji.e individual resp0ndst0 then,.0~ce fu.. th'erequi:tea 
time period, the State Agency will conclude that the SSA -data are. e.o:rrectancl 
wi~l effec.tua:te the threatened action or otberw.ise make t}l.e neceS,sazy 

-adjustment to the i.ndividq~l's benefit or entltl~ment. 

.. 

.. 
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Vl.Rec.ptds Accuracy ~~sessment and Verificatio;n.Pro~~dures 

vn. 

The St?-te Agency may use SSNs 'b~ne:fit·data Without independent v~rifioati.o.o.. 
SSA has independently assessed the·accuracy of its b.enefits_clatato bemox:e than 
99 percent accurate ·when they are created. ' 

.Prisoner and death. data, some of whfoh is not independently verHied by SS.A:, does 
not have the same degree of ac'Ouracy as S'SN-s benent datl'. There:fo,re, the State 
f\gency·must independently verify these data tfu:ough applic.able State ve.ciffoatkin 
procedures and th.e notice.and opportunity to contest procedures S)?ecifiedin . 
·seetio.n V of this Agr~ement before t~g any advei?~ actie.~ ag~fu.;~t.any ln.ilividU;~. 

SSA's citizenship d~tamay be less tllan.SO percent cui::rent .Appllcai:its fo:r $SNs 
report their citizenship status at the time they apply fur- the.it SS:..'N s. T!iere. ls- mi 
obligatibn for an:indhtidual to rep9rt to SSA ·a chang~ ln. bis"or lier imm.igrntfon ·s.tatus 
until he or she files a claim for benefits. · · . . . 

' 
Db.positfon an:d Rec.o.t.ds Retention oJ;t\iatcJie.d ltems 

A The S,tate Agency i.Vill ;i;etal.n ajl dat'<i .te-qe.l:veP. frGin S.SA tQ adtti:bais.t~r p.i;ogr4m~ 
governed, bf this Agreem®:t only· for the·requked P.rocessingtbnes for tile 

· applicable federally funde-d benefit prc:igrams and will then destroy a:U such. dam. 
' . ' 

B. The State Agency +nay .retain SS~ data i;n hardcop~ to meet eviclentiary 
requirements, provide~ that tP.ey·retire such data ~n accordan"Ge ·with applicable. 
state laws g!!'>ver.qID;g the State Ag~oy* s r~tention of reeo.rds. . 

G. The State :A..geney niaYu~e ~y accretions~ deleti.o:ns, or Changes ~o th.e. SS.A data,. 
· govemep. b)' thlS' Agreement to up,date their mast~ files of federally ~cl:ad, 
state-administered benefit program applicants and ,recipients and retain such 
master :9,lits in acootda.n.ce.with. ap,pli.cable. state-laW:s ,gdv~m.ing ~he State 
Agency's retention of records . 

. D. The State !Agency may not c.reat.e s~p.ilrati· files 0r records. G:omprised, solely of ~e 
data 11r.ov1Jied by SSA to administer programs. govern~d 'Qy this Awe.~ment. 

. , . 
E. SSA will ·d.elete .electr0nio &.ta .. mp'Ut files.:rec.eived fr0.i:n the State Agency after it 

processes the applicab1i;: match. $SA will ;retire its da,ta in acoor..Q~ce With fhe 
Feder.al Record~ Retention, Schedule ( 44 Q'.S.C. ·§ 33.03a,. · 

YIH. Securi"ty Proc.edures 

The State Agency will comply witb ~e s!!ctuj.ty. BIJ.d.safeguarcling i:eq,mreme!).ts of the 
1,?rivacy .Act, a{;. amended by the CMPP A, :related .OMB g'!.lid.'elines; FISM4, related 

. ~ . . 
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NIST guidelines, and the cup:ent?:evi,sfon.ofIR.S Publfoation 1075~ Tax Information 
Security Guid~lin.es for Fede.ral, State alJd kc<1l Agencies and Entities, availabl~ at 
http;//www.its.gov~ In addition, the S~te Agency will ha-vc;: in p!~ce a!'.lrnW.str~ve; 
technical, arid physical safegwds for the matched data and results of such matches. 
Ad.ditional adm.in.istrative1 technical, and physical security requirements govenling an 
data SSA provides electronicaUy to the State Agency, including specific guidance on 
.safeguarding -and reporting responsibilities for PI!, are set fo$ in the IEAs.. . . 

IX:. Records Us~ge1 Duplic~tion, and Redisclosure . .Restrictions 

A.. The State i'\.gf;)ncy wi:Il. tise arii1 aceess SSA data ~dthe ~ecortls ttrea~d. Using tha'\ 
data or:ily for the.purpose. of verifying eligibility for the specific fed-era.Uy w;o.ded 
'benefit programs identified in the JE~. · 

B; the S~te' Agency will comply with. the following limitatiollS on use, duplicatioo., 
· and redisclos\.u;e of SSA da;ta!' · 

. ' 

1. The Stat.e A~ency \V.ill n.(jt use or redisolose the data disclosed by SSA for ®Y 
pwpose other than to determine·eligib.i.Utyfor, or ~e amount of, be.n~fits 
under the s.tate-adminisrere,d income/health :maintenance programs iden1ifiea 
in this Agreement." 

2. The· State Agency will ,p.ot use the data d1scle-sed by SSA to extract 
information COI,1ceming ln~vidu!l.lS:who w:e neither applicant.s for, nor 
recipients of, benefits unde'r the state.administered income/health mairtten.an~e 
progrBJns icl.enti:fi~d. in this Agreement . 

. $. The State Agency will~ the F~deral tax information (Fri) disclosed by . 
SSA. ohlyto de~enn.ine $1.dividual eligibility for~ ortnli' amotajt o~ ~sW"Mce 
under a state plan purs'l:lantto section 1131 program~· and ehild suppqrt 
eoforcemen:t programs in acc.ordanc.e w.i'th 26 U.S,C. § 6103(1)(7) and (8). 
TJ:i.e St~te Agency receiving FTl will maintain. all Fll 'frqm lRS in ~cor.da.nce 
with 26 U.S.C. § 6103(p)(4) anµ the.IRS Publi~tionl01$. Conf.ract~>rs and 
agents acting on behalf of-tb:e State Agency will. only have access to tax r.e:tum 
d{l.ta wliere specifically a.uthQ.ri2;eii by 26U.S.C. § 6103 -~d the lRS 
PlJ.blication 1'07 5.. · . 

4, The State Agency Will .use the citizenship, status qa~ discl6se.d by S~P,... . , 
~der 'tne .Cbil~rl~ s Hea1th IilSurance PrQgr;;m Reauthorization Act of ~WO~; 
Pub. L. 111 ~3, only for the purp.pse of determining entitlement to Medi ca.id 
and·CHIP programs fot new applieants, 

5. The State Agency m11.reshicfaccess to the data disclosed by SSA to only 
those authorized ~tate erop1oyees, contl'a:ctors, and agents who need sue;t;,da,ta 

. . . . 
" 



' . 
' 

. . 
.. 

Exhibit G 
Attachment I Page 19of66 

8 

. to perform theirofficfal duties in connection witb the plllJloses id!llntified in 
thls.A.Weement. 

6. the State Agency ·will enter into a w.tltte.n agreement vvith each of its 
co.ntractGrs and ~~nts· who need SSA data to petf orm theil' officiaJ .duties 
whereby s:uch contractor o.r agent agre~ to Fl.hide by all rel~vant Feperal ~aws1 • 
:restrictions on acces~, use, ancL disclosru:e7 and 'security· requirements in tb.i.s 
Agreement. The State Agency will provide its contractors arid agents with 
copies of this Agreement: related l;EAs, and all related attachments before . 
initial dis~losure of SSA data to sucb co:utracto1'$ and agents. P.ri.o.t to. sigping 
this Agr~ern.ent, and thereafter at SSA's request; the .~tate Agency. will .obtam 
from: its eo:ntra-ctors and agents ii. ~un:ent list of the etnployees of :suc1i' . 
-conti;ac tors and agents ·with a~cess to SSA data and provide ·sueh lists to S.SA.. 

.7 .. Tue State Agency's empl0ye~s~ contractors, and agents w.!io access, use, .or 
disclose SSA. data: in' a ;manner o.r purpose not-authorized by.this Agi:eemeil.t' 
may be suqject to civit and criminal san»tlons'pursuant t0 applicable F~deral 
stattites. · ' 

. ' 

C. The State Ageacy \vill not duplicaitvin a separate.file or disseminate1 without prior. 
-written. pemdss.ip,n from.SSA, the data gO'Y.etiled·by this :Agreem~n~ for any. 
puwose other than. t'o detennine entitlement to, o,r:eligibili:o/ for1 fed~rally funded 
benefits; The State Agency ptoposing the redisclostrre must specify in writing to 
$SA what .data are heing disclQsed, to wMr.n, and the reaso.ns thatjus:tify the 
.redisclosur~. SSA. Will not give permission :thr ~uch rediSclQsure unless thi: 
redisc!osute is req:uired by law o+ essential tQ the c1;md'\.lot of the matching. 

· program and authorized under~ routine use. · . . 

The Coro.ptraller Gener~ (the, Gov~i:mnent Accpunt~b~l~ty O:t;11ce) may ht:t.ve access tQ. 
aJl records of the State Agenoy that the Comptraller General deems necessary. tp · 
momt0r. and v.erify. eor.np.liance with. tiUs Agreementm accordance with . 
5 U.S.C. § 55.2a(o)(l)(K); · 

" < 

XfiDuration} Mo.dific.atio.n,.and Termination of the .A;greement 

A. Duration 

1. This Agreement iS: effective from July 1,. 1012 (Effec:tiv~ Date) through 
Deqember 31. 2013 (Expirii,tion Date). 

2, In accordance vy.ith. the C~!Jl>P.A.,"~SA vvill~ (a) publish: a Co:rqputti+ 
M~tchil'fg Notice-in th~ Federal Registet Ftt Least 3'.0 qays ;p1·forto the 
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Effective Date;. (b) send r.eq\Jh'ed .notices tQ the C9"Dgressjoual co:i;ra'nittee;S. o;f 
jurisdic~on. upder 5 U.S.C. ·* 552a(oX2)(A){t) at le,84it 40 <lays prior to the · 
Effective Date; and (Q) send the required reperl to :the. O.MB at leas~ 40 days 
pcior to the Effeqfrve Date, 

3. Within 3 m0nths prior the· E~pirati-on Date1.'the SSADW·may. without 
ac;iditional rev:iew, T~new thls Agreement for a perlecl not tq· ex.ee.ed' 
12 month.~3 pursuant to s U~s.c. § .SS.2a(!J)(2XD). :if: 

~ the ~ppJicab1e 'data ex:chap.ge will coa:tm~e Without any ·change; and 
• SSA aq.d the State Agency certify to the :OIB in Writing that the 

applicable data .e:::c.change has b.~~n t>onductf;:d.in compli;:ipce with ibis · 
Agreement. · 

4. If either 'SSA o:r the "State Age.ne.y dees ·not wish to tenew this• Agreement, it 
.must notify· the other :Party of its intent ~i:it. ti!> renew~-Jeast 3, months. p.i:f.or 
td the Expiration Date . 

. 
. l3. Modific.atfon 

Any mod:i:fiC:atio.rl. tq· this Agree~ent ¢.ust be lfJ. w.ri:tihg) siw,:ted by b.o.:th Jl~es, 
and approved.by the SS~DIB. -: . · · 

C; TenninfltiC!Ii 

The parties ~y t~rmi:nate tb.lll.Agreeµient at a,;iylline-µp;nmutual ·written · 
censent of bGth parties. Either party. may :o.nilateral.ly tel::nli:oate tbis Agreement 
UJ?Oh 90 ®.ys advance ~itten notiee to the ¢ther pa.>fy; ·&UCh un.Uat~al' tenniqa:tiQ)J 
will be ·~ffi;ctiv.e 90 .deys ~er the date of the ll.0tjce; er at a later date speei:.fied Ui 
the notice. · 

SSA may .immediately antl unilc,tl:}r;ally suspend.the data flow·or lennlnat~ this 
Agreement if SSA detenriineS:, in its:s0le.discretfo~ that.the State Ageney ,has 
violated ·or.~ea to. 9omply wi.th th,is Agre.elllent 

XU. Reimbursement 

In ac~orclance with sec:.tion l 106(b) qfthe :A.et, fue Corhn:ii-ssion.er of' SSA'.h.as 
deteimined.not :to charge fue State Agency.the.costs offiini.ishing the elecil:onio .cl$ 
from th.e SSA SORs under this Agreement 

. .· 

I • • • 
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S.SA ~not liable for any dai:nag~$ or lo$s resultfug from. 'e+rOJ!'.S in tb.e data pro:vided 
to the. State Agency under any IEAs ,governed. by this',!g;reeme:nt. Furthermeret $SA 
is not liable for any damages or loss resulting from the destruction ofany materials. 
or.<la:ta provided J:iy the State A:gency. 

XIV. Poirlfs ofContact 

A. S&A .Point t>f Go:ntact 

Regional Office· 
· Martin White~ Director 

San ·Ftancisoo Regional Office, CeDfer !Gr l'rc:>gr;ilhs Support. 
1221 Nevin Ave 
.ruchrnond CA 94801 
Phone; (51'0) 970~82.4S/Faxi (SlOJ 97.0~8,H>l 
Martin.Wliite@s~a.goy 

.B~ St.3te Agency Point -0f Conff!,ct 

$.6nia.Hei;:rerlil. 
Jre~th aJfd I:f:tuµan Setvic~s AgeI1¢)' 
l 6©0 Nin:t.h Str.eet,. Room.460 
Sacrarnento1 CA 9$814 
Phone; {916) 654-3459{.Fa.x:. (9!,6} 44-5001· 
sherr.era:@cbhs1 ea. go,r 

. . . 
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.N;V. SS& attd Data Integrity Bt:iard .!\)>ptpval o~Model CMPPA Agreein¢:nt 

xvr. 

The signatories below ww;rant·fill~ repri!se.o.t tliat ~ey have tlie cbropet~nt a'l;!.tht>dty. 
on behalf of SSA. to appr.ove the rnqdel of this C:MP.PA .A.gteement. 

SOCIAL SECURITY ADMINISTRATION 

~~" Dawn .'Wig· · · 
Deputy Executive Diiector .. 
Office -of Privacy and Disclgsme 
Office of the (J(:neral Counset 

.) - / 7 ·- ~ O I :t...·. 
Date 

T certify that the SSA Data Ihtegdty likiatd approv"ed the niode.1. o£thls eMP?. A 
.Ag.r~ent. · 

Daniel F. Callahan 
Chair 

. SSA Data Integri:ty 'J3oard 

Date 

Authorized Signatures 

The signatories below warr:arit 'and repr.esent that they- ha.-v.e. the competent a-uth0dty. 
en behalf 0f their respective agenci~ to enter into the obligatiqns set forth m this 
A$reement. 

...... 

11 
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Date ·1 • I 

DJ:a:o.a S:, bbol~Y. · 
Secr.~ta.rJ · 

~ !l.7, ~'~ 
Date r 
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Authorized Data E:x:cha:g.geSystem(s) . 

. Attachment 2 

'.BEER (Beneficiary Earnings Exchange Record): Employer ~ata for the last calen~ year. : 

BEND EX (Beneficiary and Earnings Data Exchange): Primary source for Title 1I eligibility1 

benefit and d~ographlc ~ta. -.. · . . · 

LIS (Low-1neome Su.bsli:ly)! Data from tlre Low-Incnme Subsidy Application fot Mellicare Part 
D bene:tfoiaries w- used foi;- Medicare Savings Programs (.M'.$11) •. 

• • ... f ~ 

Medicare 1144 (Outreach): Lists of individuals on SSAroleS, who may be eligible for medical 
assistance for: payment of the cost of Medicare costwsharing under the Medicaid program 
pursuant to Section& 1902(a)(10)(E) and 1933 of fue Act; tran.sitional 11Ssistance under Section 
18oOD-3 l (f) of tl;le Act; or premiums ·and cost:shacing subsidies for low~:hwome individuals 
U!lder Section lS~OD-14 qf the Act. · 

PUPS (Prisoner Update Processing System.): Confinement data received from over 2000 state 
and local institutions (suph as jails, ptlSons, or otl!er penal institutioDB 6r conecti.onal faellities) .
Pt.JPS matches the received data· with the MBR and 'SSR benefit data and generates alerts for 
·review/action. · · · ·· 

· QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and d~crl.bed' 
under Title lI of the Act ~" The term 11quarter~ of coverage11 is also ~femid to as "creditsn or 
"Social Security credits" in various SSA public information document.$; as well as to refer to 
"qualifying quarters" to detern:iine entitlement to rebeive Food Sf!imps. 

Sl>:S: (SSI State Data. Exchange): .Pri.nlmy source of Title XVI ellgi'bility; benefit and 
demographic data as well as data for Title vm Special Veterans Benefits (SVB). . . ' 

·. 

.. 
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SY.ES (State Verification anti.Exchange System): A ba:tcheyste:rn thatprovid~ SSN '.. 
verification, MBR benefit .info:onatlon, an4 SSR_ln;fon)lation tb.tpttgh a unifb:an data 
resppOBe based on authorized user-initiated queri~. The SV?,S, types are divided.into 
fi','e different responses as follows: : · . · .. · . 

... 

SVESI;· 
SVES l/Ci~ens~p* 

SY.ES. TI:· . 

SVE$fil: 

S~IV: 

.. 
Tliis batch provid~s strictly SSNveri:ficati.Qn. 
This batch provides strictly SSN verific~tion and 
citizenship data. . 
This batch provides strictly SSN verlfieati.on an(l 

· MBR benefit information · · · 
This batch provides ~trictlY,SSNverification and · 
·SSR/SVB. . 
This batch provides s~ verification; 11BR benefit 
information, and SSR/SVB infonna-µon,_whlch. 
represents all available SVES data. 

* Citizenship st~tus data disclosed by SSA under fha Chlldreri's Health Insurance 
Program R~authotization Act of 2009, Pub. L. 111 .. 3 ls only for ths purpose of_ 

· determining entitl.einent lo Medicaid and CHIP program for new appll.cants . 
0 

I ~ o ~ l 
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ELECTRONIC INFORMATION EXCHANGE·· · 
• . . . l\ 

SECURITY ~~QOIREME·N~S ~~-~-PROCEDURES, . 

· FOR. 
. ' 

STATE AND LOCALAGENCIES . 
• ! 

l:XCHAf:'IGING ELECTRONICINFORMAT:t:ON WITH TH~ 

SOCIAL SECURITY ADMIN,I.STRATIO'N ' 
.· .. 

. SENSITIVE DOCUMENT 

VERSION 5.0 
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ELECTRONIC INFORMATION l::XCHANGE 
SECURITY REQUIREMENTS ANO PROCEDURES 

·:.FOR . 
STATE AND LOCAL AGENCXES . 

EXCHANGING ELECTRONIC INFORMAllON WITH THE 
SOCIAL· SECURITY ADMINISTRATION. . 

: '• 

Tabi~ of Contents 

1. lntroductfo!J 

2. Electronic Information Exchange (EIEl Definition 

s. Roles and Responsibilities 

tf" General SVstems Security S~pdii!J:Si 

·s. Systems SecyrJty Regufrem~nts 
5.1 · · overvieW . 
5.2' General System Securttv Design and Operating t:nvfronment . ' 5.3 System Access Control · · 
5.4 Automated Audit Trntl . 
5.5 Personally Identifiable Informat!ori {PlI} 
5.6 Monitoring and Anomaly Detection · 
5.7 : Management oyersight and oualttv AssuranGe 
s.s Data and Commuriid1tio.ns seciiritv · · 
5.9 Xnclden:t Reportjng · 
5.10 Security Awareness and Emp!ovee Sanction~· 
5.11 (:optractgrs of E!ectronfo Information Excthange Partner:€ 

j 

6. General-Security Certification and Compllance Review Programs 
6~1 The Sectirlty Certification Program . . . 
6,2 Pocumenting Sectir'ity. Controls iTI the Security Design Plan (SDP). 

6.2.1· When the sop and RA are Required · 
.6.3 The Certification Process 
6.4 The·compliance Review Program and process 

6.5.1 EIEP Compliance Review Participation 
· 6,5.2 Verification of Audit samoles 

6.6. ' Scheduling the Onslte l!eview 

7. AddJtional Pefinitlon§ .. 

8~ Regu~atorv References 

9. Frequently Asked Questions 

10. Dlagr.ams 
Flow Chart· of the OIS Certificatfon Proces~ 
Flow Chart of the OJS compliance Review PrQ()Ms 
Compliance Review D~cis!on Matrix 

2 
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,. 

ELECTRONIC :tNFORlwlAUON EXCHANGE 
SECURJ'.TY R.EQl.!IREMENTS AND PROCEiDURES 

. 'FOR 
STATE AND LOCAL AGENCIES . 

RECEIYIN\'.?' ELECTR.ONlC INFORMATION FROM THE 
SOCIAL SECURXTY AOMi:N~STRATION 

.. 
ihe Social Security Administration (SSA) Is required by law to mall)taln oversight and assure th~ 
protection of lnfoi:matJon lt has provided to its 'e/ectronlclnformat[On exchange partners' {EIEP)s. 

· · i;rei:is are entitles that have established an electronic information sharing agreemen~ VJlth the 
agency. 

The overall aim of this document Is twofold. First, to ensure that ElEPs are properly certified as 
compliant by SSA to SSA security requlrements,·standards, and procedures expressed In this 
document, prlor to. being granted access to SSA fnformatlon. ln a productfon environment;. second, 
to ensure that ElEPs ad~uately safeguard electronic Information provided to them by SSA. . . . 
This document· (Which Is considered SENSITIVE by SSA and must be handled accordingly), · .. 
describes the security re,qUirements which must be met including, SSA's standards and.procedures 
wfifch must.be implemented by outside entitles (state and local agencies) in ord.er to obtain . 
information from·SSA efectronlcally. This dpcument assists outside entitieS In understanding the 
criteria that SSA will use when evaluatlng and certifying the system design; and security features 
used for electronic access to SSA-provided Information.· It also·prov.ides the framework and 
general procedures for SSA's security compliance review program Jntend~d to ensure, on a per!odrc 
basis, conformance to SSA's .securlty requirements by outside entitles. · . 

The 'addition, ellmlriatldn, and modification Of security' co~trols, etc. are predicated upon' factor~ . 
which Impact the level of security· and due diligence required for n:i1tfgatlng risks, e.g., the 
emergence' of new threats and attack methods, the availability of new security technolog!es, etc. 
system security.requirements (SSR) are, therefore, periodically reviewed and revised. Accordingly, 

· qvertlme, the ssRs may be subject to change~ · 

· The EIEP mustcomp!ywlth SSA's rnost current SSRsfor access toSSA--provlded.data. However, 
.. SSA wlll \l\{o\k wtth Its partner~ In the,EIE~s' resolution of. any deficl~nt:les which occur subsequent 

·to previous approval for access as the result of updated SSRs. Addltfonally, EIEPs may proacttvely 
ensure their ongoing compliance with the SSRs by perlodicaUy requesting tfle ·most current: SSR 
package from their SSA contact and making such. adjustments as may be necessary • 

l, El~ctronic Information Exchange (EXE) Definition 0 

For discussion purposes herein, EIE Is any electrohfc process; In which Information under SSA 
control rs disclosed to any third party for program or non-program purposes, without the specific 
consent of the owner of that;informatlon. EIE involves lnd!Vldual data transactions and data files 
that ·are processed within the programmatlc systems of either or all parties to electronic 
Information sharing agreement'$ with SSA. Tfils Includes direct terminal access (DTA) to SSA 
systems, batch processing,. and variations thereof (e.g., online query) regardless of the systematic 
method used to accomplls.h the activity or to Interconnect SSA with the EIEP-. 

I ... . • 
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s. Roles and Responsibilities 0 

· •The SSA Office of Information Security (OIS) has agency-wide responsib.llity for interpretfngr 
developing, ;;ind lmplemE;intlng security·pollcy; providing security and integrity r~vlew·requlrements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing · 
and disseminating security training and awareness materials, _and providing' consuftqtion ar.id 
support for a variety of agenc;:y Initiatives. SSPl's security revrews ensure that external systems 

. receiving Information from SSA are secure and operate Jn a manner that Is consistent with -SSMs 
Infqrmatfon Technology (IT) securlfy policies and In compliance with the terms of elect:rontc 
information sharing agreements executed by SSA and the outside entity, Within the· context of 
SSA's security pcillcles and toe terms Qf electronic infqrmatlon sharing agreements with SSA's • 
ElEPs, DI~ exclusively.conducts and ·brings to closure inltial security certlflcatlons~nd periodic 
S!'!curtty compll43nce .reviews of EIEPs that proc~sr maintain, transmit, or store S.SA-provlded data 
in accordance with pertinent Federal requirements which Include the following (refer to 
References): 

a. The Federal lnformatlon Security Ma~agem'ent A<;t (F!SMA) requires the protection of"Federal 
Information In contractor systems, lncl1.1dlng those systems operatec;l by state and tocal 
govemmentS". 

b •. SoClal Security Adml.nlstratlon (SSA) pol!cles, standards, procedures, and dlrecttyes. . . . . .. 
Privacy lnformat~c:m Is lnformatlon about an Individual lncluding1 but not limtted.to, personal . . . 
Identifying lnforinatlon lncludlng the so~al security number {SSN). . 

The data _(last 4 c:li~its ~fthe $Si'!) provided by SSA to ,Its EIEPs for purposes or the Help Artjerlca 
Vote Act (HAVA) does not Identify a specific Individual and, therefore1 Is not '~rlvacy Information' 
as defined by the Act. · · · 

~ ~ . . 
However, SSA Js dlllgent In discharging Its responsibility fOr establishing appropriate administrative, 

· technlca'I, and p~yslcal' safeguards to ensure the security, confldentlal!ty1 and avall~bllfty of Its 
records and to protect 'against· any a[ltlclpat~d threats .or hazards to their· security .or Integrity. 

Therefore, although the Information ~rovlded HAYA Is hot, by definition, 'Privacy Information,: and • 
as such, does not r~quire that SSA conduct compliance reviews of entitles to which n provides 
Information for purposes of HAVA;. SSA_ does require that those organizations adhere to the· terms' 
of their eleetronlc lnfor,mat!on sharing agreements with SSA.· · 

SSA regional Data Exchange Coordinators (DECS) are the bridge bEltween SSA and state EIEPs. 
As·such, In the security arena, DECs will assist OIS In coordinating data exchange security review 
activities with state and local EIEPsi e.g., providing points of contact with state agencies, assisting 
In setting up security reviews1 etc. DE~s are also the first points of contact for states if an · 
employee of a stqte agency or an employee of a state agency's contractor or agent becom~ .aware 
of suspected or actual loss of SSA-provided. personally identifiable Infonnation (PII). · . · 

" . 
•' 

4. General Systems Security standards .fi . 

EIEPs that request and receive Information electronlcally. from SSA must co~ply with the 'fOllo~ing 
general sys.terns security standards concerning access to and control of SSA-provided Information. . . ... 
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NOTEt SIEPs mar. not c:reate separate files or records comprised solely of the information 
providt:?d by SSA. 

. a. EIEPs roust ensure that means, methods, and technology by which SSA~provided Information is 
processed, maintained; transmitted, or stored neither prevent nor impede the EIEP's abllity to: 

• safeguard the Informatlon in cmtiformance to SSA requlremelitSi 

• effldently Investigate fraud, breach, or security events that involve SSA~provlded data, or 
Instances of misuse ofSSkproVlded data. · · · 

For example, utilization ofdoud computing may have the·potenl!ial to.jeopardfzean .EIEP's 
compliance wltfi th~ terms cif their agreement or SSA's aSS!JClated system security requirements 
and procedur.es. 

' . ' 

b: EIEPs must ensure tnat SSA ... provlcled data ls not proce:;sed, maintained, transmitted, or stQred 
ln or by means of data communications channels, electronic devices, cornputers, computer . 
. networks1 ·etc. that are located In geographic or vtrtual areas not subject to u.s. law. · 

c. ElEPs must restrfct acce$S to the information to authorized users who need It to perform their 
official dutlt:s. ' 

NOTE: ·Contractors and agents (hereafter referrei:I to as cotittactors) of the E!EP who 
process,. maintain, transmit, or store SSA-provided data are held to. the same security 

· requirements as are employees Of the EXE~. ,Refer to the section 't:n,n_tractors ot: 
Electronic.Infotmatinn Exchanqe·Partnere' in the 'S'(,stems Secul'ltyRegu!rement$;_' for 
addftional information. · · 

d,. Information received from SSA must be stored· In a· manner that, at all times, ls physically and 
electrontcalfy secure from access bY, unauthorlze~ p~rsons. · . ,. 

~· !?SA-pr$Wf ded fnformatlbn must be processed under the immediate supervision and control of 
authorized personnel. .. . · . . . 

f, . SEPs must employ both ptiy~lcal and fechnologfcal safeguards to ensure a!Jallist·unauthorized 
· . r~trieval of,SSA~pravtded Information by means of computer, remote terminal, or other rrieans. . . •' ~ 

. g, . EIEPs. must have Jn place fonnal .Pit Incident response procedures. Wilen faced with a security 
Incident whether caused bymalware, unauthorized access, soft:Ware Issues, or acts of nature;,· 
~tc,, EIEP must be able. to respond In a manner that protects SSA-provided lnformatfon affected. 
by the lnc!qent. · 

h. EIEP~ must have an active andr~bust employee security aw,;ireness program that Is mandatbry 
for all.employees who may have access to ss~-provlded,.inforinatlon. 

l. EIEP employees with access to SSA provided information must be advised of the confidentiality 
of the Information, the safeguards required to 'protect the !nfonnatton.r and the dvil and criminal 
sanctions for non~compllance cohtained in. the appllcable Federal and state raws. 

·j. At tts discretion·, SSA or Its deslgnee, must have the option to conduct ons!te ·securlty reviews 
or make other pro.visions, to ensure that EIEPs maintain adequate security controls to 
safeguard the tnformatf on we provide, · 
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. s. Sy~ms Sec:uritV R~qulrements 0 

" 

S.1 Overview. 0 · 

fqllowlng Js a dlscusslor.i of 'SSA's $e,ourJtyrequlrements that must be met by its E!EPs: SSA 
must certify that controfs to meet the requ!rements have been Implemented and WorkJng as 
lntended1 before It will authorize Initiating transactions to and from SS.A throu.gh batch data 
exchange processes or onllne processes such a~ State Online Query (SOLQ) ·or Internet SOU~. 

- ~ . 
The Systems Security Rt;?qulrements' (SSR)s address 'management, ope~tlonal, and technical 
aspects of securlty regardln9, the confidentiality, Integrity, and avallablllty ofSoclat Security 
Administration (SSA) provided Information used, maintained, transmitted, or stored by SSA's 
EIEPs.: . 

. . 
SSRs are representative of th'e 'current state--oMhe-practice 'security controfs, safeguards, and 
countermeasures required for Federal Information systems by Federal regulatlo.ns ~nd 
statutes, congressional mandates, 'etc., lncludjng but not limited to the Privacy Act; of 1974, 

· the Fe~eral Information SeG.ur:Jty Management Act (FISMA), etc. and recommended by • 
standards and guidelines establlsl)ed py N~T, etc • 

. . 

S-2 General System·securltY Deslgn'and Operating.Environme~t 0 

The EIEP must provide descrtptlc;ms and explanations of their.overall system t;lesign1 

configuration, security features, and oper.atlonal environment anc 1ndude discussions of how 
they conform to SSA's requirements. Discussion' must also Include: . · . 

• Description of the operating envlronment(s) In w~ich SSA;-provic!ed data Is to be utlllzed, 
maintained, aryd transml,tted · · . . . 

• Description of the business process{ es) In which SSA~provldoo lnfonnatlon 1$ to be used . .• , . , · ... 
• · Physical safeguards employed to ensure that unautholized personnel cannot access SSA-. 

provided data and that audit lnfonnatlon pertaining to use of and.access to SSA-provided 
lnfortnatl~n and.the EIEP's as.soolatecj applications.ls rea.dlly availaQle · . . •. : . 

• •• Electronlc safeguards, methods, and procedures for protecl:lng the ~EP's network 
Infrastructure and for protecting SSA-provided data while Jn transit, In use wtthlh ? ' 
process or appllcatlon, at rest (stored or not ln use); preventing unauthorized ·retrieval' of 
SSA-provided Information by compl!ter, 'remote terminal, or other means; Including · 
descriptions of security software other than access control software (e.g.J security patc:h 

. : ·and antl-malware software Installation and malnten(!nce~ etc.). · 

5.3 System Acc:e$s Control 0 
. ,. .,. 

EIEPs must utilize and maintain technological (loglcal) access controls that limit access ~o . 
SSA-pr.ovlded Information and associated transa<;tlons and functions to .. onty those users1 
processes acting on behalf of author:ized users, or devices {Including other Information . 
sys~ems) authorized for such access based on their official duties or purpose(s'). EIEPs rnust 
employ a ·recognized user access security software package (e.g. RAC·F, ACF-2, TOP SECRET) 

.. or a security software design· which is at minimum equivalent. to sue~· products. The access 
control so1}:ware must ut!llze personal Identification ~umbers (PI~) and passwords or 
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biometric Identifiers In combination.with the users system lc;lentlficatfon code (userID), etc. 
(e.g., the access control softWare must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric Identifier, and/or (3) SmartCard/ biometric Identifier, et~., for authenticatibn .of · 

·users), • 

. Dependhig upon the computing platform (e .. g., client/server (PC),' mainframe) and the access 
software Implementation, the terms "P.IN" and 11user system Identification code (userIDY' may 
be; for practicEJI purposesi synonymous. For example, the PIN/password combination may be . 
required for access to an lndlvii:luaPs P,9 after which, the userlD/password combination rnCJ.Y 
be req'ulred for access to a mainframe application, {A biometric Identifier may supplant one. 
element in the pair ofthose cotnblnatlpns). 

Impler:nentation of the control software must be In compllance with recognized Industry 
standards. For exari;lp!e, password policies should enfOrc~ sufficient construction strength 
(length and compleXity) to defeat or minimize rlsk~based ldehtlflEid vulnerabltitles1 ensure 
flmitattops for password repetition; tec;llnlcaf controls should enforce perrodic password 

· dianges based on a risk-based standard {e.g., maximum password age of 30 - 45 days, 
minimum password age of 3 ... 7 .days), enforce.aµtomatic d!sabllng of user accounts that 
'have been lnactlve for a specified period of time (e.g., 45"days}; etc, , 

. . . 
E!EPs must have management control and oversight of the function of authorizing Individual· 
user access to SSA-provided information api:l over the proce:;s of Issuing and managing 
~ccess control PINs, ~asswords, biof!!etric identifiers, etc. for access to the l:IEP's system • . . 
The EIEPs; systen:s access rules must cover such m'atte~ as least ·prlvllege and lndl~ldl!al 
accountabitlty regarding access to sensitive information and associated transaction~ and 
'functions, control of transactions by permrsslons modules1 the assignm·ent and flmltatfon of . · 
system priVlleges, 'disabling accounts of separated employees (e.9., wlttifn 2.4 hours),· 
fndiV!duar accountability, work at home, dial-up access, and conriectlng to the Internet. 

S.4 Automated Audit Trail O · . 

EIEPs that recei~e lnfognatlon electronrcally fro~ SSA are required to Implement a.nd 
n:atntafn a .fully automated audlt trail system {ATS). The. system. must, at a mlnlmum, be 
capable of creating, storing, protectlrig, and effiCiently retrieving and collecting records 
Identifying th~ lndivldtial userthatlnitiates.a request fo~ inforrnatlpn from S$A or accesse:; 
SSA·provided data. At a mrnimumr individual audit trail records must contain the data · 
needed (Including date and time stamps) to associate each query transaction or ~ccess to 
SSAMprovlded lnformatlon with Its Initiator, their action; If any, and the relevant business 
purpose/process (e.g., SSN veflfl~atfon for driver licenser etc.). J;:ach entry fn the audit file 

·must be stored as a separate record, not overlaid by subsequent records. Transaction files 
. must be created to capture all input fr<?m interactive internet applfcatlons .whlch access or 
query SSA--provlded data. . · . · ·' . . 

·. EIEPs whose transaction~ with SSA are mediated AND audited by· an STC (e.g., State 
Transmission Component}' are responsible for ensuring that ~he STC's audit capabl!lties meet 
SSA's requirements f~r c:m automated audit trail system. The EIEP must also establlsl;l a 
process by which .the EIEP is able to efflclentty obtain audit information from the STC 
regarding the EIEP'S SSA transactions. . . 
Access ta the- audit file must pe rE;Strlcted to authorized users with a "need to know" and audit 
ffle data must be unalterable (read' only) and matnta!ned for a minimum of·three (preferably 
seven) years. Information in the ·audit f.ile musfbe retrievable by an automated method and 
ca'pable of being mad.e availa'ble to SSA upon· request. Audit ~rail records must be backed up 
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oh a regular basis to ensure thelr avallablltty. Backup audit fil~s must have the same level of 
protection as that applied to the ongtnal files. . 

' . 
If SSA-provfded information Is retained· by the EIEP (e.g., Access databa'se, Share Point, etc.),· 
or if certain data elements within the EIEP's system wlll lndlcate to users that the lnformatlon 
has been. verified by SSA, the EIEP's system must also capture an aud)t tratf record of any 
user who views SSA-provided Information stored within the ElEP's system •. The audittrall 
.requirements for these Inquiry transactions are the same as those outllned above for the 
EIEPrs transactions requesting or acces~lng lnformatlo\l dl.rectlY. from SSA. . " .· 

5.5 Personally Identifiabl!i'l Information (P~I) ft ,\ 

PII Is defined as any lnformatlon which ca~ be u;ed to distfngalsh or trace an Individual's 
Identity, such as their name, social security number, biometric records; etc., 9.lohe or when 
combined with other personal or identifying lnformatl<Jn which Is linked or linkable to ·a 
specific Individual, such as date and place of b°lrthr mother's maiden name, etc. 

P11 loss Is defined. as a clrcumstanc~ wherein SSA has reason to believe that Information on 
hard copy or In electronic format which contains Pi! provided by SSA to an EIEP, has le~ the 
EIEP's custody or h.as been disclosed by the EIEP to an unauthorized Individual or entity.. PII 
loss is a reportable Incident (referto Incident Reportinq). · · · 

l 

'If a PII loss Involving SSA·provli;!ed dC'!ta occurs <:ir Is suspected; the EIEP must b~ able to 
quantify the extent of the loss and compile a complete list of the lndlvltjuals potentially 
affect.ad Incident (refer to Incident Beeortfnq). . 

S.6 Monitcirlng and Anomaly Detection . .fi 

' 

. . . 
The EIEP must establish and/or maintain continuous monitoring of )ts network .ltlfra$tructure 
and asset'.$ to ensure that: ·· . . · · · · · .. 

• I n:plemented security .controls ~ontlnue to be effeci:Ive over time . 
• only autl'lorl:z.ed lnd!vldui:lls, devices, and proce$~eS hav¢ c:icc~ss to SS~MPtC?Vfded 

• Information . · 

· • efforts by e~ernal and Internal entitles; devices, or processes to perform unf!Uthorized 
a.ctlons (I.e., data breaches, mallc:lous attacksr access to network assets, 
soi'tware/hardwar~ Installations, etc.) are detected as sooi:i as they occur 

. . 
• the necessary parties are lmmedlately alerted to unauthorized acticm~ perrortned by 

external and' internal entities, devices, ?r processes 

• upon detection of unauthorized actions, measures are immediately inltl~ted to prevent or 
·mitigate associated risk · . • .. ' ~ . 

. • In the event of a data breach or .security lncldentr the necessary r~medlal actions cari be 
efficiently determined and Initiated 

• trends, patterns, or anomalous occurre11ces and behavior in user or network activity that 
may be Indicative of potential security issues are more 'readily discemable: · · 
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The EIEP's system must Include the capabllfty to prevent employees from brewslng SSA 
records (e.g., utilize a permission module and/or employ a system design which !s 
transactlon~drlvent Whereby employees are unable to Initiate transactions); If such a design· 

· ls used, the EIEP then needs only mlntmal additlpnal monitoring and anomaly· detection .: 
(detect and monito'r employees' attempts to gain access to SSA~provicled data to which they' 
are not authorized and attemptS to obtain information from SSA for clients not In the EIEP's 
client s%,temJ. However, measures mµst exlstto prevent circumvention of the permission . 
module (e.g., creation ofa bogus case ·and subsequently d~letlng lt In such a way that It goes 
undetected). . . . . 
Ifthe EIEP~s design does not currently uttllz~ a permission module and ls not transaction· 
cjrlven, untll at least one of these security features Is Implemented, the'EIEP must develop · 
and implement compensating security controls to deter their employees from browsing SSA 
records. These controls must Include monitoring and anomaly detection features, either • 
systematic, manual, .or a comblnation thereof. Stich features must Include the capability to 
detect-anomalies In the volume.and/or type of transactions or queries requested or Initiated 
by lndlvlduals and Include systematic or manual procedures for verJfytng that reqµestS for and 
queries of SSA·provlded Information are In compllance with valid official business purposes. 
Tue system must also pl"oduce reports providing management and/or supervisors with th.e 
capablflty to appropriately monitor user activity, such as: 

.. 1_!ser ID Exception Reports: 
... 

·This type of report.captures Information about user5 who eriter incorrect us('}rIPs when 
attempting to gain access to the syste(TI orto the' transaction thiilt Initiates requests for 
Information from SSA, lndudlng falled' attempts tq.enter a password. . . . 

· • In.quhy Match'Exception Reports~ 

This type of report captures Information .about u~ers who may be Initiating transactions for 
SSNs that have ho client case association wlthtn ttte EIEP1s system (100 percent of 
these cases must be' reViewed by the EIEP's management). · 

• Sy~em Error EXceptlC!n Reports: 
. .. ~ 

This type of report captures Information about users who may not under?tand or be . 
following proper procedures for access to SSA-provided Information. 
~ . . .. . . . . ... .. ... ' . ~ . .. . . . "- ~ . . ' 

• Inquiry Activity Statistical Reports: 

Thi~ type of .report ca~tures Information about transaci:lon usage patterns among 
authorized users and Is a tool which would enable the EIEP's management to monitor 
typical usage patterns Jn contrast to extraordir:iary usage. · · 

The St;P muS.t have a pr:ocess For dlstrlbuting these monitoring and exception reports to 
?lPProprlate focal managei-S/supervlsors or to local security officers to ef:!sure th.at the reports 

.are used by those whose responsibilftles Include monitoring anomalous activity of users , 
Including th?se who have been granted exceptional system rights an_d privileges. 

·s.:t Management Oversight and Quality Assur~nce 0 
. "~· 

The EIEP must estab}!sh and/or maintain ongoing managemen~'overstght and quality 
assurance capabilities to ensure that only authortzed employees have access to SSA-provided 
lnforrnat!ory and to. ens,ure that there is ongoing complran~ with the terms of the_ EIEP'~ 
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electronic Information sharing agreement WJth SSA and the S$Rs established by SSA for 
access to and use of $SA-provided d;ata by EIEP's.: The management oversight function must 
consist of one or more ofthe.EIEP's management officials whose job f~nctloris lndude ·. · · · 
responsibillty for assuring that access to and use of SSA-provided Information is appropriate 

• for each employee position type for wh'lch access Is granted. 
" a .. • 

· ·The EIEP must assure that. emp!Oyees granted ai::cess to SSA..,provlded Information receive· 
adequate training on the sensltJvlty of the Information, associated safeguards, procedures 
that must be followed and the penaltles for misuse. 

Although not requlred,. It Is recommendel that EIEPs establlsh the foll owing functions and 
requrre that they be performed by e_mployees whose job functions are separate from thci~e 
who request or use lnfohnatron from SSA: . . · 

• · Performing periodic self-reviews to monltorthe E!EP's ongoing usage of SSA'."provldei:l 
information. 

• . · Random sampling of work activity lnvolvlng SSA·prdvlded Information to determine 
wliether the access and usag.e coryiply with SSA's requlrer:nehts. · 

s,s Data.and Communications.Security 0 
... 

" . . 
EIEPs .. must encrypt all !;'II l'iricl SSA-provided Information when it is transmitted across. 
dedicated communications circuits between lts systems, included In intrastate •• · 
communrcations among Its local office locations, and resident on the Eli:P's mobile 
computers/devices and removable media, etc. The encryption method employed must meet 
acceptable standards as designated by-the National Instltute of Standards and Technology 
(NISlj. The recommended encryption method for securing SSA·provlded data during 
transport Is the Advanced Encryption Standard (AES) or triple DES EData Encryption Standarc.t 
3) lfAES Is unavailable. Flies encrypted for extemal users (when using tools such as . 
Microsoft WORD encryption, etc.) require a key length of 9 characters. Although not required, 
it ls recommended that'the key (also referred to as a paspword) contain both a number and a· 
special character. However, It Is required thatthe key be delivered In a manner.wherein the 
key does not accompany the media. Also, the key must be secured when unattended or not 
In use. · 

It Is recommended that .the public Internet not be .used for transmission. of SSA-provided 
Information. If it Is, however, Internet and all other electronic communications (e1g., emails 

.. and FAXes) containing ssA.:.provlded Information must, at minimum, utlll;z;e Secure Socket 
Layer (SSL) and 256-blt encryption protocols or more secure methods such as Virtual Private 
Network technology. Addltlonally, the data must betrarismltted only to a secure address or. 
deVice. · 

.• 

EIEPs may retain SSA-provided data for only the business purpose(s) and period of tlme 
stlpu(ated.in the EIEP's Information Exchange Agreement with SSA. SSA~provlded · 
Information ls. to be deleted, purged, destroyed, or returned to SSA when the purpose for 
which the information was obtained l:i~~ been completed., 

Tue E!EP m.aY not save or create separate flies comprised solely of lnfarmatlon provtded by 
. SSA. The EIEP. m-ay, however, apply specific SSA~provlded data to the CIEP's matched record 
. (I.e., specified data obtained from SSA which matches t~at !n the EIEP's preexisting record).: 

~ ... ... 

Duplication and redlsclosure of SSA-provided infonnation wlthln or outside the EIEP Without 
the written approval pf SSA Is prohibltecl. . . .. 
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EIEPs must prevent" unauthorized dlselosure of SSA~provlded data after proc~$sing has been 
completed and also after the data Is no longer required by the EIEP. The EIEP's operational 
processe~ must ensure that no r~ldua\ SSA-provided, data remains on the hard ~rives of 
users' workstations after the user has exited the apphcatlon(s) ln which SSA~pravideq data 
was utlfrzed. In cases where a PC, hard drive, or other computing or storage device on whfd:i ,. 
SSA~provided lnformatlon resided wTfl be sent offslte'from the EIEP for repair and its 
l,nformatlon must be retrievable, the EI!=P's repair tontract must lndude a requirement for 
non~dlsclosure of SSA~provided data by the ser\i'lclng vendor, SSA~provlded Information must 
be qompletely tt;move.d from, rendered unrecoverable, or destr.oyed on any electronic device 
or media (e.g., hard drives, removable Storage devices, etc.) prlorto the·devlce or.media 
being serviced by ~n external vendor (When the data need not be recovered), excessed, sold, 
or placed In the custody of another org;;intzatlon. · 

To 'san1tlze medla.r one ofthe f<;)Howlng methods must be used; 

• Overwriting 

Overwrite utilities can only be' used on working devices: The media to be overwritten 
must be designed for multlple:reads and writes. This Includes disk· drives, magnetictapes, 
floppies, use flash drives~ etc. The overwrite utility mus't completely .overwrite the media 
by the purging type of media sanitization to make the data lrretr.lev~ble by a laboratpry. 
attack or laboratory forensic procedures (refer to Definitions for more Information 
regarding Media Sanltjzi!tion). ·Reformatting the media does not overwrite the ~ata. 

• Degaussing 

.. Dega~sslng I~ a sanitization .method ror magnetic' media· (e,g., disk drives, tapes, floppies, 
etc.). Degaussing· is not effective for purging non-magnetic media {e.g., optical discs), 
Degaussing must be performed with a certified tool designed for the media being 

. degaussed. Certification of.the tool ls required to ensure ~h(it the magnetlc flux applied to 
the media Is strong enough to render the Information irretrlevabte. The degaussing 
process· must render data on the media Irretrievable by a laboratory attack or l'!boratory 

. forensic procedures (refer to.Definitfansformore lnfonnatlon regarding Media 
Sanitization). . 

• Physical destruction 

Physical destructl.on is the method which must be U$ed when degaussing or over-writing 
cannot be accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Exl;)mples of physical destruction include shredding, 
pu!verlz!ng, arid .burning. · · · 

- . . . 
$tate agencies may ~eta!n SSA-pro'vld\'ld data in hardcopy .if It Is required to fulfill evldentlaiy . 
requirements, provided the agendes re~ire s4ch data. In accordahce with applicable state laws.· 
govemJng ·stcite agencies' retention of records, The EIEP. must en;;ure that print media · : 
containing SSA-provided data is controlled to restrict its access to onlY. authorlze.d employees 
Who need such access to petform.their offidal duties and must have In place secure processes 
by whlch print media contalnlng SSA-provided data Is destroyed when It Is no longer requrred. 
Paper documents contarnlng SSA-provided data must be destroyed by burnlng1 pulplngr 
shredd'tng, macerating, or other slmllar means that ensures that the Information cannot be 
rE?covered. 

·' 
NOT/:: Hand tearing ~r fining through documents to obscure informatfon does not 
meet SSA's requiremepts fo1· appropriate d~struction of PIE). · ·. 
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The EIEP must employ measures fo ensure that communications and data furnJshed to SSA • 
contatn no viruses or other malware • 

.. . 

5.9 Xi:u::Jdent Reporl:ing .Q 

The El'.EP must de.velop and ltripleinent po!lcles ·and proce.d.ures for responding to the breach 
or loss of PII and exp_lalh how tliey confotm to SSA's r~qulrements. The ptocedures must 
Include the follo!i'flng Information: ·· · • 

If the SEP experiences or s·uspects a. hreach or loss of PI! or a security lncldent which 
Includes SSA"provfded data, they must notify the Un!tet;J states Computer Emergency 
Readiness Team (l)S~CERT) within one hour of discovering the fnddent . . The E!EP must 
also notify the SSA Systems Securfty contact named Jn the agreement. I(. within 1. hour 
the EIEP has been unable to make contact with that person, the EIEP must call ,S$A ~ 
National Network Service Cen'ter (NNSC) toll free at 877-697-4889 (sefect ,'Security and· 
PII Reportfng" from the options fist). The EIEP will provide updates as they br=come 
aval/able to SSA r:ontact, as appropriate. Refer tci the worksheet, Attachments; · 
provided In the agreement to facJl/tate gathering and organizing information about an · 
Incident.. · ·· · · · · 

. . \ . 
The EIEP must agree' that 1t:SsA determines.that the risk presented by the breach or security 
incident requires the notification of the Individuals whose infonnatlon Is involved and/or 
rer;nedial action, the EIEP wlll perform those actions without cost to S~A, 

! ' 

S.10 Security Awareness and Employe&:;1 Sanctions .fi . . , ' ~ 

The EIEP must establl~h and/or maintain an opgolng function that rs responsible for providing 
::;ecurlty awareness training for employees. granted access to SSA-Jl)rovlded information. 
Tralnl.ng.must lnclu~e d.lscusslon of: · . , • ·· 

' ~ ;. "· 

• . The sensit!Vlty of SSA-provided triforrnatlon and ~ddress the Privacy Att and .otht:lr Federal 
and state laws governing Its use and misuse. · 

. . . 
• -Rules of behavior. concerning use of and security Jn sYstems processing, S~A"'.provlded aata 

•· R~lctlons on viewing and/~r copying SSA·p~ovlded lnfonnatio~ 
.. 

• Tl)'e employees' responsibility for proper use and protection of SSA-provided Jnformatlbn 
including Jts.proper disposal 

."·· . ' 
• Security Incident reporting 'procedures 

• . The possible sanctions arid penalties for mlsOse of SSA~provlded lnforrnatlon. 
. . . . . . 

The EIEP must provide security awareness training perlodlcafly or. as needed, and have ,in 
place administrative procedures for sanctlonlng·employees whci vlolate laws gpvernlng the use; 
and misuse of SSA-provided data through .unauthorized or unlawful use or disclosure of SSA4 

provided Information. · • . ·, . 
. . 

,• 

5.l,1 Contractors of Electronic ~oformation ~ch;:i.nge Partners .Q . . 
·! 
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As previously stated, In The General Sy$tems seauritl( Standards •. contract;ors of the ErEP 
are· held to the same security requirements as are· employees of the SEt:>. As such, the EIEP 
Is res'ponslbfe far oversight and compll~nce of their contrac;tors wltli SSA's security . 
requirements. The EIEP must be a~le to provide proof of the contractual agreement betwe~n · 
ftself and its contractors {e.g., copy of their contract, etc.) who are autholiz.ed ,by the EIEP to 
perform 011 lts behalf·arid who have access to or are involved In .the ~rocesslng, handling, · 
transmlsslont etc. of infc;>rmation provided to the ·SEP by SSk The EIEP must also exp rain 
the role'oftho;;e contractors within the EIEP's operations, . · .. · 

The Eii:P must also ~equlre that their oontractors who wlll have a~ceSs to or be lnv~lved 'in the 
processing, handling, transmission, etc. of Information provided to the EIEP by SSA,.slgri an 
agreement with the EIEP that obligates the contractor· to follow the terms of the EIEP's data 

· exchange agreement with SSA{ The·EIEP must pr;ovlde its contractors a copy 'of the data 
exchange agreement between the EIEP and SSA arid relate.d attachments before any 
dfsclosure by the EIEP of SSA~provfded information to the EIEP's contractor/agent. 

If the EIEP's oontractor WJll be Involved With the processing, handling, transmlss!On, etc. of 
Information provided to the EIEP by SSA offsite from.the EIEP, the EIEP must have the · 
contractual option to perform onsft~ reviews of that offslte fa.cr)rty to ensure that the followlng 
meet'SSA's requirements: · 

.• safeguards for sensitive information 

• computer system safeguards 

• secur:,fty controls and measures to. prevent, cletect, and re:so.lve unauthortz~d access to, 
.use· 6f, and redisdosure of SSA-provided information . . . 

I • 

' ·,. . . 

6. General -- Security Cerl:iflcatlo'n ~nd Compliance :Review Programs 0 . 

SSA's security certification and compliance review programs ~re two dlst'lnct programs with the 
same objectfve. The. certification· program Is a one~tlme process associated exclusively with an 
EIEP's Initial request for electronic access·to SSA-provided Jnf9rmatlon or an initial change to onHne. 

;access. The cert1flcatron process entails two rigorous stages Intended to' ensure thattechnlcat, 
m'anagement, and qperational security measures Implemented by EIE?s fully conform to SSA's 
secUrity requfrements and ar~ wotking a~ int13nded, ElEPs mwst.s?ti?fV.P..oth stages of the. . , 
certification process before SSA y.rill permit onllne_access to Its dpta In a productto_n environment. 

The compliance review program, however,. Is Intended to ensure that the suite of security measures 
Implemented by an EIEP to safeguard SSA-provided data remains In fUll compf!ance with SSA's 
security standards and requl~ements. The compllance review program fs applicable to onllne 
access fo ssA~provrded data as well as batch processes. Under the compliance review program, · 
Elt:Ps are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad 
hoc, · · · 

6.1 Tne Security Ce,rtific:atioQ Program 0 

The security certification process applies to ElEPs that see~ o~l!ne electronic access to SSA 
tnformatfon and consists of two general p~ai:;es:. 

• Ph9se One: The sacurity Design Pia~ (SDP) phase wherein a· formal written pla~ ls 
.. authored by the EIEP to: comprehensively document its technic.a! and n'on·technicai · · 

·. 
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security controls to .safeguard S,SA+-provlded Information {refer to pocumsntfng Secur!tv 
Controls in the Secwitv Desiga p[an,). · . ,. 

NOTE: SSA may have f~g~cy Ext::.Ps (EIEPs not cettifiep under the current 
process) who have not prepared an SOP •. OIS strongly recommends that the~e 

· EIEPs prepare an SDP. 

The EIEPs' preparation· and maintenance of.a current SOP will aid them in 
determining potential c:ompHanc:e issues prior to reviews, assuring continued . 
compliance with SSA's security requfrements, and providing for more efficient 
security reviews. 

.. 
• Phase 2: SSA Onsfte Certification phase ~herein a formal onsite revlew IS conducted· by 

SSA to examine the full suite of technical and non-technlcal security controls Implemented 
by the ElEP to safeguard data obtained from SSA electrontcall:y (refer to I!J.g · 
Certjf/cfl.tlon Process). · 

: 

6.2 Documentf ng Security Controls in the Security Design Pf an (St)P) ft 

6.;2,1 When the ~DP ?nd RA are Requirec:f ll 
EIEP.s niust submit to SSA an SOP qnd a security risk assessment (RA) for evaluation when· 
one or more of the folloWl[lg circur.nstances apply. The RA ffiU$t be tn an electrohlc format . • 

·and Include discussion of the measures planned or Implemented to mitigate risks Identified bY. 
the AA and (as appflcable) risks associated with the clrcumstanees below: . . . · 

• t ' • 

~ to obtain approval for. requested lnltlal access to S~A·provlde.d lnforma~lon for tin Initial . 
. agreement · . · · · · · . , · 

• to obtC1ln approval to reestablish previously t~rmlhated access to SSA-provldei:I data . . . 
' 

• when lmplemeTJting a new operating or security platfonn In which SSA-provldQd d(;!ta wlll 

.. be Involved 
. .• 

significant changes to .the J;IEP's organlzatlonal structure, technJcaf processes, operational 
environment, data recovery capabllltles, or security lmplementatlonsare planned or have· 
been made slnca approval of their inost recent SDP or of their most recent successfully 
completed ~ecurlty review ' · 

• one or more security breaches or Incidents involving SSAwpf-?Vld~ data have occurred· 
since approval of tht;! EIEP's most recent SOP or of their most recent successfully· · · 
con}pleted security review · · 

. . 
• to document descriptions and explanations of measures Implemente.d as the result of a 

data breach or security incident · . . 

• to document descriptions and explanations of measures Implemented to resolve non- , 
compllancy lssue(s) · . ' · 

f .. • • 

• when approval of the SDP has been revoked 
. ' 

The RA may aiso be required .jf changes.(other than those llsted above) that may Impact the 
terms of the EIEP.'s data sharing agreement with SSA have occurred. 
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The SDP must be approved by SSA prior to the Initiation of transactions and/or 
access to SSAMprovlt:led informat/Of.1 by the EIEP. . 

An SD? must satfsfacl:orfly document the EIEP's compHar;ice with all of SIEiA's S$Rs in order to 
provide the mJnlmum level of secunty acceptable to ·ssA for Its EIEPs' access to SSA-provided 
Information. · 

. Deficiencies Identified thfough the·eyal.uation of the SDP must be corrected QY the EIEP and a · 
revised SDP which Incorporates descriptions and·explanatlons of the measures Implemented 
to eliminate the deflclencles must be submitted. Until the defTclencles have been corrected · 
and documented In tts SDP,,and tfie SDP is approved, the EIEP will not be granted access to 
SSA-provided Information or certified for electronic receipt of the Information •. The progress 
of corrective impfementatlon{s) rnust be communicated to SSA on a r~gular basis. lf, wifhin a 
reasonable time as determin.ed by SSA, the EIEP ls unable to rectify a deflclency determlried 
by SSA to present ·an untenable risk to SSA-provided infonnation 6r the.agency, approval of 
the SDP will be withheld. 

If, at anytime subsequent to approval of Its SOP.the EIEP rs found to be In non·compliance 
with one or more SSRs,·SSA may revoke approval of the EIEP's access to SSA-provided data. 
A revised SOP which incorporates descriptions and explanations of the measures Implemented 
to resolve the non-compliance fssue(s) must be submitted. The progress of corrective 
lmplementation(s) mu$t be communicated to. SSA '.on a regular basis~ Until resolution of the 
issue{.s) has been accomplished and docurnentedln Its SDP, and the SDI' Is approved, the 
EIEP wltl be in non-compliance with SSA's SSRs. If, within a reasopable .time as deten;nlned 
by SSA, the EIEP Is unable to rectify a deficiency determined by SSA to present an untenable 
risk to SSA-provided Information or to SSA, approval ·of the SDP will be Withheld and the flow 
of SSA-provided Information to the EIEP may be dlscohtlnuer;I, . .. 
NOTI# EIEPs that function only as an STC, transferring SSA-provided data to other 
EIEPs must, per the terms of theff agreemepts with SSA, adhere to SSA's System 
Security Requirements {SSJt) and exercise their responsibilities regarding 
protection Qf ~S~wprovided Information. 

· 6.3.. Th~ C,ertifjcatlori P.roces~ ft 
Once ~he EIEP has suecessfully satisfied' Phase :t., SSA w111 ·conduct an on~Tte certification 
review •. The objective of the qns!te review wlll be to ensure by SSA's examination and the 
EIEP's demonstration that the non~technlcal and technical controls implemented by the E!EP 
to safeguard Social· Security-provided data from misuse and improper dlscrosure pre fully 
functioning and working as lnt~nded.' · . , · '; 

,. ~ . 
. . 

At· its dlscretioni SSA may.request tha,t the SEP partic!pate in an onslte.revlew and . 
compliance certificatioQ of their security Infrastructure and lmplementatlon of SSNs security .. 
requirements. 

The. onsite review ma·y acidress any 'or all of SSA's security requirements and Include, where 
appropriate: . · . . · · 

• a demonstration of the E!EP's lmplementatlon of each requirement 

·• random sampling of audit records anc:f transactions submitted to SSA · 
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• a walkthrough of the EIEP's data center to observe and document physical securtw 
safeguards · .. . . . 

• a demonstratf on of the EIEP's lmplem~ntatf on Qf electronic exchange of data with SSA 

• discussions ~ith manag~rs/supervisprs 

• ex?imination of management cohtrol procedures am;l reports(~.~., anomaly detection 
reports, etc.) · 

• demonstration of techn!cal toots pertalnfng to user access control and, If appropriate, 
bro~s1ng prevention; sp¢cifl~lly:, 

o !f the design Is based on a permission module or slpii!ar deslgn, or ls transaction 
driven, the Eil:P wlll demonsb"ate how the system triggers requests for int'Orrnation 
from SSA. . . . 

o If the design Is based on a permission module, the EIEP wlll demonstrate the process 
by which requests for SSA.,.provlded information are prevented for SSNs not present ln 

. tne· EIEP.'s system (e.g.; by attempting to obtain fnfor.matiori from $SA 4slng at least· 
·. . one, ·randomly. created, fictltlo~s number not known to th~ EIE.P's system~. 

Durlng the certlflcatlOn· revf~w, SSA, or a certifier acting on its behalf; may request a . 
demonstration of the s\tstem's audit trail and retrieval capability, Tl;le certifier may 'requi;st; a 
demonstration of the system's capablllty for tracking the activity of employees that are · · 
permitted to view ssA~provlded. lnfor-mation with.In the EIEP;s system. Addftlona!Jy, the · 
certifier may request those EIEPs whose trymsactlons with SSA are mediated AN{) audited .by 
an STC to demonstrate the process{ es) by which the EIEP obtains audit Information ~rom the · 
STC regarding the EIEP's SSA transactions. · 

EIEPs whose traasactlons with SSA are medlated AND audited by .an STC will pe requlred to. 
· demonstrate both their own ln~house audit capablUtles AND the process( es) by whl\:h the EIEP 

obtains audit information from the src;: regarding the EIEP's trai:isactions with SSA. 

If the EIEP employs a contractor who wlll be lnvolvei:J with the processing, handling, 
transmlsslon, etc. of the EIEP's SSAt-provlded Information offsite from the EIEP, SSA, at it:s 

· discretion, may Include Jn. the onslte certification review an onsite Inspection df the .. 
contractor's faclllty. The inspectiOn may·occur with or wlfhout ~ representative of the EIEP. 

Upon successful complettoi:i of the <;>nslte certification exercise, SSA wJII autholiZE! ete~rnnlc 
access· to production data by the EIEP. SSA will provide wrttten notification of.Its certlflcatlon 
to the EIEP as well as air appropriate Internal compo,nents • 

. .. .. . 
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Tue following Is a hfgh.;.!evel flow chart of the O!S Certiffcatron Process: ft 

· . 

.. .. . - . 
6,5 ihe Compliance Review Program and Process !l " . . ... 

Page 45of66 

. Similar to the certlffcatlon process, the compirance review: program entails a rigorous process. 
» Intended to ensure that EISPs currently receiving electronic Information from SSA are·iri full 

~-ompllance with the Agency's security rf;!qulrements and standards. As a practice, SSA 
attempts t(l condup; compliance reviews fOllowlng a 3 to S year periodic review schedule .. 
However1 as circumstances warrant, a revlew may take place at anytime. Three prominent 
examples that ".VO\lld trigger an ad hoc review are: · 

• a sfgnlficaritchange rn·theoutstde EIEP;s computing platform 

• •· a violation of any of SSA's systems secu~lty requirements . 

• an unauthqrized disclosure of ~SA l~formatlon by the EieP 

... 

!, 

. ' 
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. .. 
The following ls a hlghwlevel flow chart of the OIS Compliance Revlew Proce~i fl 

·• ,... 

.. ... f • 

SSA may,· at its discretion, conduct compliance revie\'.JS onsite at the EIEPs' site:, including a 
field office location, If appropriate. · 

._ • - ' I ' • 

; SSA may, also at Its discretion, request that the EIEP ·participate In an on site compliance 
review of their $ecurlty infrastructure and Implementation of SSA's security requlrE!ments. 

' - • • • • • • ., • t I to •• •• • • • • f I \o • ' 1" 
0 

• ; •• 

. The ons!te revlew may address any or all of SSA's security requirements and Include, wh~re · 
appropriate: · · 

, • a demon~r~tlon of th.e EIEP''s lmplemen~atlon of each. requirement 

• random E?ampllng of audit records and transactions submitted to SSA· 

• a walkthrough of the EIEP's tlata center to observe and document physical security 
s?lfeguards · 

. . 
• a demQnstratlon of the ElEP's Jmplementatlo~ ~f onllne ex;ch·ange of data with SSA 

• dlscusslons·wJth f'.lanagers/s~pervlsors 

• exami~atlon of management cont~! procedures and reports (e.g., anomaly detection 
reports, etc.) . 
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demonstration of technical tools pertaining to user acc;ess control and, If appropriate, 
browsing prevention, specifically: · 

o If the design Is based on a p13n}iisslor: IT!Odule or slmilar design, or ts transaction . 
drlven.r the EIEP will demonstrate how the system triggers requests for Information · 
from ?SA. · · · 

o If .the de~lgn rs based· on a pe11~i!sslon. module, the EIEP wm demonstrate the .process 
by' which requests for SSA•provided lnfom:iatl1;m are preventeg for SSNs not present jn 
the'EIEP's system (e.g~; by-attempting to obtain infonnatlon from SSA using at least . 
one, randomly created, fictitious number not ~nown to the EIEP's system); . 

' . ' 

· SSA m.aY also, at Its discretion~ perform an ad hoc onslte or remo~e ·revr.ew for reasons 
Including but not Hmlted to the foJlowfng:. . · · 

• the EIEP has· ~petience~ a security. breach of Incident lnvolvlpg SSA7provided dat~ 
- . . . 

• the SEP has.uoresolved non-compllancy lssue(s) 
- . 

• to review an EIEP's offsite (relative to the ElEP) contractors facll!tles Involving SSA-
provided data ' ' · · .. · · . . . . 

·• .' the EIEP is a legacy orgaiifzation that has not yet been through SSA's securJty certlflcation 
and compliance review programs · ... · 

• < ~. • 

• ' 1• 

• the EIEP has requested that an IV &. V (!ndependent Verlfleatlon and Vatldatton review) J:ie' 
performed DY SSA : . . , : . 

During the compliance review, S$A, or a certifier acting on .Its beh~lf, may request a . 
demonstration of the system's auqlt trail arid retrieval capabfllty. The certifier may requ'est a 
demonstration of the system's capablllfy for tracJ<lng the actfvlty of employees that are 
'pennlttedto view SSA..:provided Information within the EIEPts system. Addlttona!ly, the 
·certifier may request those EIE~s whose transactions with SSA are 111ediated AND audited by 
an STC to demonstrate the process( es) by wt)lch the ElEP .obtains.audit lnfo~matlon from the 
STC regarding th~ EIEP's SSA transactions. _ 

EIEPs.Whose ~ransactlons.wlth~~A are mediated AND aud~ed by ~n STC may be required to .. 
demonStrate both their own in~house audJt capabillttes AND the proce.ss(es) by which the EIE.P 
obtalnsaudit Information from the STC regardln~ the EIEP's transactlon_s with SSA. . 

If tlie EIEP employs a contractor ~ho wm be Involved with the processTng, handllng, 
transmfssion1 etc. oftlie EI):P's SSA-provlped ln~ormatlon offsite from the EIEPr SSA, at Its 
distretion, may Include In. the on?ite compliance review an onslte Inspection 9f the 
contractor's facility. The hispectlon may occur with or without a repre,sentat!ve of the. Eit;P. 
However, manpower limitations or fisi;;al constraints could drive an alternative approach, such 
as teleconferencing. In any event1 the format of the review In routine circumstances (l.'e., the 

.compliance review Is not being conducted to address a special clrcumstance, such 'as a 
dlsclosure·vloiatlon, etc.) wlll generally consist of r,eviewlrig ancl updating the EIEP's 
compllance with the systems securlty requirements described above rn thls document. ·At the 
conctuston of the review, SSA will Issue a formal report to approprJqte EIEP personnel. 
findings and recommendations from SSA's compliance review; if any, will be discussed In Its 
report and monitored for closure. - · 

' . 
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NOTEi Documentation provided SSA by the EIEP for compliance reviews Is 
considered sensitive and fs, therefore, handled accordingly by~· E.g., the 
Information ls accessible to only aµthorized individuals who have a net!)d fa.I' tbt¢ 
information as it relates to compliance of the EIEP with its electronic informa.tion · 
sharing B$reement' wJth SSA and SSA's associated 'WSfem security requirements 
and procedures. Additionally, the EIEP's documentation Is retained for only as long 
as required and Is del~ted, purged, or destroyed when the requirement' for which· 
the information was obtained has expired.-

The following is a hlgh~level example of the analysis that aldf! flJ makiflg prellminary decisions 
as to which review format may be most appropriate. Various additional factors may also be 
factored In detennining whether S~A· performs an onislte or remote compliance review. 

. ' . 
• High/Medium Risk Criteria · · · 

o undocumented cl~sing of prior review flndlhg(s) .. 
o Implementation bf technlcal/operatlonal control~ that impact security of SSA provided · 

data (e.g., Implementation of new data access m~thod, etc.) 
o reported Pl! breach · 

• Low .Risk Criteria • 
o no prior· review flndlng(s) or prior flndlng(s) documented as Closed · · · · 
o no Implementation of, technical/operational controls th;;it ttnpact security of SSA prov.ided 

data (e.g., implementation of new data access method, etc.) 
o no r~ported PII breach . . . . 

6.$.1 EIEP Compliance Review Part!clpation. ft 

~urlng the compllance review SSA may request to meet with the following: 

• a sample of managers and/or supervisors responslble'for enforcing and monltorlng ' · l 
ongoing compllance to security requlrem~nts and procedures ta assess t~elr level 
of training to.monitor thelr·employee's use of SSA-provided Information, and for 
reviewing reports and taking necessary a~on 

.. ~ . ~he inqlvlquals responsible ~or -?€CUrlty awareness .and employee sanqiol} functions 
and request an explanation of how these responslbllitres are perforrned 

•. a sample of the EIEP's employees to assess their le~el of training and . 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided Information 

' • the. J~idMdual(s) responsible for management oversight and qualfty assur:ance·. 
funct;lons. and request a description of liow these responslbtlltles' will be carried out . . ~ . 

; • additional Individuals as deemed appropriate by SSA 

6.5.2 Verification of ·Audit Samples 0 
. . 

Prior to or during the compliance revlew, SSA wlll'present to the EIJ:P a sampling .of. 
transactions previously submitted to SSA for verlfleatlon. The EIEP ls required t9 
verify whether each transaction was, per the terms of their agreement with SSAr 
legltlmately submitted by a user authorized to do so, 
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The EI5P must provide SSA a written attestation of the results of the EIEP's review of 
the transactions. The document must provide: · ... 

• confirmation for each sample transaction located In the EIEP's audtt file(s) and 
determined to have been submitted by its employee(s) fQr legitimate and · 
authorized business purposes " ' - · . ' ' 

• an explanatron for each sample transaction located In the EIEP's audit file(s) 
determlned to have bee~. unauthort:z:ed 

·' 
" an explanation. for. each· sample transaction not found In the EIEP'~ ATS 

When the sample tn:insactions are provided to the EIEP, detailed Instructions wru be 
induded. Only an pfficlaJ responsible for the EIEP' ls to provide the attest;:itlon. -

6.6 Schedtrlln~rth_e Onsite Review 0 

The SDP must be approved before its assoc!ated·onsite review ls scheduled. Notlflcatlon of 
the approval or a plan will be sent via emall. Although there Is no prescribed .tiine frame for. 
~rrangin'g the subsequent onslte review (certification review for an Eli=? requesting lnltlar 
access to SSA-provided Information for an lnitlat agreement or compliance review for. other 
EIEPs), unless there a.re compelllpg circumstances preclµdlng lt1 the onsfte review wlll follow -
as soon as reasonably po:sible. · · :: ~ · .. 
However, the sched~ling of th~ onsite review may depend _on additional .facto~ Including: 

• the reason for submission of a plan 

• the severity of secu,rlty Issues ff any · 

• circums~ances. of'the previous review If any 

·• SSA workload consi-derations . 

. Although the scheduling of the .review I~ contlng~ntupon.apJ'.1rovat of the ~D.P, ln ~xtrem~ 
circumstances, S$A may, at Its discretion, perfomi an onsite review prlorto approval If. 
determined necessary by SSA for completion of the evaluation of a plan. . . 

.. , . ~ 

,_ ' 

(rne REST o'r: THIS PAGE HAS sei:~ l.EFT.s~ANK :tNTENTIONALL Y) 
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-r. Additional Definitions 0 

Back Sutton: · . · 
Refers to a· button on a wr:ip bro~ser's toolbar, the backspace button t:m a··q)mputer keyboard, a 
progr{lmmed keyboard button or mouse button, etc., that returns a user to a preVlously visited 
web· page or application screen, ._ · · 

Breach: 
Refers to actual loss, loss of control, compromise, unauthorized disclosure, unauthorlz~d 
acqufsltlon, unautholized access, or any slmllar term referring to situations where persons other 
than authorized users and for other than authorized purposes have access o.r potential access to 
P~ or Cove:ed Information, whether physical, electronic, or: In spoken word or recording. 

' · Browsing: · · ._ 
Requests for or queties of SSA-prpvlded data for purposes not related to the perfonnence of official 
job dutles: · · " · 

Chol<e Point: . . 
The firewall between a local network and the Internet ls considered a chok~ polnt In network 
security, because any att~cker would have to come through that channel, which Is typically 

· .• protected and monitored. · · · · 

-Cloud Computing: · . • 
The term refers to' Intemet-l:ias.ed computing and Is derlved from the cloud drciwlng representing 
the Internet In computer network dtagrams. ~loud computing providers deliver on-demand onllne 
computlng resources (e.g., services; software applications, data si;orage, and information) 
accessible to their customers by means .of a web service or browser. . . .• _. .. 

·Cloud Drive: . . · 
. A cloud drive ls.<1.Web-based servlc;e.thafprovldes storage space on a r~mote server.· . . ' 

·. 

CloudAudit: . 
CloudAudit Is a specification that provides cloud computing service providers a standard vtaY to 
present and share detailed, automated statistics about performance and security. · 

• . • f , t 

. ~ 

Commingling; · , · 
:nie process .by which i:!n EIEP.adjolns specific S?Awprov)ded da_ta. to specific pret=Xistlng SEP 
information according to a particular data-matching scheme. 

Degaussing;' .. 
Degaussing Is the method of using a degausser (I.e., a device that generat€s a magnetic field) In. 
order to di$rLI,Pt magentlcally recorded Jnfprmatlon. Degaussing can be effective for purging . 
damaged media and media wlth exceptionally large storage capacities. Degaussing is not effective 
for purging non-magnetic' media (e,~.,.optlcal dl!ics). 

Dial-up:.· ·· 
Sometimes used synonymously With dfaf-ln, ·refer:s to digital data transmission over the Wires Of a 
local telephone rietwork. · · · . ,. 

Fun~tion·; . ~ , · ·.i • 

One or more persons or organlzatlonal components assigned to sel'Ve a partlcular purpose, or 
perform a particular role. Also, fhe purpose, activity, or role assigned to on~ or more p~rsons or 
organizational components. ' . . 

. . 
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Hub~ 
As Jt relates to electronic data exchange with SSA, a hub Is an organization Which performs as an 

. electronic information distribution and/or collection point (and may also be referred to as a Stat~ 
Ttansmlss!on component or STC). " · · 

ICON: . 
Interstate Conriection Network (various entltjes use 'Connectivity' rather than 1Connectlon') 

XV&. V: 
Indepentjent Vetiflcattcrn and Validation 

Legacy System: . ~ 
A term usualty referring to a corporate or organfzatlonal computer system or network that utlllzes 
outmoded programming languages, software, and/or har:dware that typlcally no longer receive · 

· support from the origtrial vendors or developers. • 

Manual' Transaction: . . . . . 
An operation (also referred to as a ~user-lnltlat~d transaction') Which ts lnltlateq at the volltlon of a 
user rather than system~gene'rated within an automated pr~cess. , · 

Exampie: A us~r enters a client's Information including the client's SSN on an Input screen and 
presses the 'ENTER' key to acknowledgE! that input of data has been completed. A rn~w screen 

. appears with multiple options 'Which Include 'VERIFY SSN' .and 'CONTINUE'. The user has the 
. option to verify the cllen.t's SSN or perform a~ternative actions. . · · 

Media Sanitizattam 
• Disposal: Refers to the discarding (e,g~, recycling) of media that contains 'no sensitive or 

confidential data. - - . " · . · · · 

• Clearing: This type of media san!tlz13tion Is eonsldered to be adequate for protecting . . · 
· , lnfonnatlon from a robust keyboard attack Cl earing musf prevent retrieval of Information by 

data, disk; or file recovery utilities. er earing must be resistant tci keystroke recovery attempts 
executed from standard Input devices and from gata scavenging tools. F.or example, 
overwriting Is an acceptable method for'clearing media. Deleting items1 h6wev5lr, is not 
suffiC;ient for clfo)arlng. · 

I , . , , This process may indude overwriting afl addres~able locations of the data, as \.Yell. as lts lo£!lcal 
storage location (e.9.1 Its file allocation table). The aim of the overwriting process Is to replace, 
or obfuscat~ existing 1nf9rmat1on with random 'data. Most rewrlteable media may be ~leared by 
a single oveiwrlte. 'This method of sanltfzatlon cannot be utilized on unwrlteable or damaged 
media. · · · 

.. 

•· Purging: This type of media sanitization ls a process that protects information from a 
laboratory attack. The terms. clearing and purging are sometimes considered. sy.honymous. 
However, for some medfa, clearing is not sufficient for purging (I.e., protecting data from a 
laboratory attack): Although most rewriteable medra may.be cleared by a single overwrite, 
purging may requlre.111ultip,le rewrites using different characters for eacl! w.rite cycle •. 

This Is because a '!~bora_tory attack Involves threats with the capability to employ non-standard 
assets (e.g., speclalized hardware) to attemptdata recovery on media outside of that media's· 
normal operatli;ig environment. .. ', . 

Degaussing ls.also an example of an acceptable method for purging magnetic media. If purging 
media is not a·vlable method fo~ sanitization, the media should be destroyed. 1 • • · 
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, .. 

• Oestructl9n: l'hyslcal cJestn.ictlon 'of media is the most effective form of sanitization· .. Methods 
of destruction include burning, pulverizing, and shredding. Any residual medium should pe able 
to witflstand a laboratory attack. • · · 

Permission module= . 
A.utlllty or subprogram within an appllcatron which automatically e'nforces the relatronshlp of a 
request for or query of SSA~provlded aata to an authorized process or transaction legltJm.ately 
Initiated; e.g., verification of an ~SN for Issuance of a driver 11cense whlch can be triggered only 
automatically from within a state's driver 1Jc13nse application, requests for Information from SSA by· 
an EIEP's employee which cannot be Initiated unless the ElEP's client system has a record 

·containing the. SSN of the Individual for which Information ls s~ught, etc. 

Screen Sc:tapiug: 

Screen scraping Js normally ~ssodated wffu the programmatlt cc;illection ofvlsual .data from a 
source. 0rlgtnally, screen scraping referred to the practice of reading text data from a computer. 
dlsplay terminal'? scr~n. This was generally done by reading the terrnlnal's memory through !ts 
auxiliary port, or by connecting the terminal output_ port of on~ computer system to an Input port 
on another. 'The tenn screen scraping Is .also commonly used to refer to the bldfrect)onal exc::hi'lnge 
of data. · · · . · 

. A screen scrap~r might connect to a legacy system via Telnet, emulate the keystrokes needed' to 
'navigate the jegacy user in~eirface, process the resulting .display output, extract the deslr~ data, . 

. " and pa~ it on to a modern system." · · 
. I 

More modem screen sera"ping techntques include capturlng the bitmap data from a'scteen and 
ru'nnlng It through an· optical chc:fracter reader engine, .or In the case of graphical user Interface 
appllcatfons, querying the graphical controls by programmatically obtaining reference$ to ~elr 
underlying programming objec!:'.$. . · 

Securlt:Y Breach: . .. 
An act frorp outslde an 01"9ani:zatioh that bypasses or contr<wenes sei;urlty pollcres~ ptactfCe$, or 
procedures~ · · . · · • 

t ' •• 

Security :i:nc::ident: ·' 

. . 

· · A fact· or event·whlch·sfgnifles the possibfllty that.a breac;h .. of security .may be taking piace; or may .. 
have taken place •. All threa~ are security lnclden~s, but not all P!'!curit'y Incidents are threats. " 

security Violation:. 

An act from wlthln an organization that bypasses or contraVef)eS .$ecurlty pqlicies, practlGEis-;or 
procedures. ·. 

· · Sensitive data: · . ' 

" · Infonnation such as PII ~nd fnforrnatfon pro~lded by !;>'SA to an ElEP, the Joss; misuse, or ·.. · · 
unauthorized access to or modification of which, could adversely affect the national Interest or the • 
conduct of Federal programs, or' the prlv,2cy to which lndlvldu.a!s are entltled·under 5 U.S.C; Section 
552a (the Privacy Act), but that has not been speclflcally authorized under criteria established by 
an Executive Order or an Act of Congress to be kept dasslfled In the interest of national defense or 
foreign pollcy but Is to be protected In accordance with the requlrem~nts of the Computer S~curJty . 

. Act of 1987 (P.L.100~235).. . ' 
; . 
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SMPS (Switched MiJltimegabit Data Sen1ice (SMDS): . . . 
SMDS rs a telecommunications service that provides connectionless, high- performance, packet
switched dat9 transport. Although n:ot a pro~ocol, It.supports standard protocofs and 
communications Interfaces l:lsing current technology. " 

SSA~})r()Vided dataf htformation: . . . · · · \ : · . · 
SynonymotJS with 'SSAMsupplied data/Information', deflli!fs Information under the control of SSA 
provided to an external entity und_er·the terms of an Information exchang·e agreement wtth SSA. 
The foHowlng are examples of SSA~provlded dGita/lnforrnatlon lnfo11T1atlon; . . .• . . . . 

• SSA's response to a request from an ElEP for lriformatlorr from SSA (e.g~,. date of death) 

• SSA's response to a query from an EIEP. for verification of an SSl'f 

SSA data/information: . 
This Is term, sometimes used Interchangeably with 'SSA-provided data/informatian',· denotes 

· information under the eontrol of SSA provided to 'an external entity under the terms of an 
lnforrnatfon exchange agreement With SSA. However1 'SSA data/Information' also 'includes . 
Information provfdeg to the EIEP by a source otherthan SSA1 but which Js attested by the EI~P to 
have been verified by SSA, or Is coupled with data from SSA as to the accuracy of the Information. 
The following. a~ examples of ~SA information: · · · · 

. • SSA's respon~e to a requ~t frol)1 ~n EIEP ~or 1.~f;rniatron from ss~ (e·!h date ~f death) 

• ·SSA's response to a query from ·f!n EIEP fpr verfijcat!on of .an SSN '. 
' ' . 

• Display by the EIEP of SSA's response to a query forverificatlon o~ an ~SN and the 
associated SSN provided by SSA 

. ' 
• Display by the EIEP of SSA's resppnse to a query for verification of an SSN. and. the 

associat~ SSN provided to the E!EP by a source other than SSA ' 
' > " 

·• Electronic recbrds tnat contain only SSA's response to a query for verlficatfon ·of ~n SSN 
and the associated SSN whether ·provided tot.he EIEP bY. SSA or a source other.than SSA 

" . 
SSN: 
S_ocial Set::urltY. Nt!mb~~ .. 

. n• • ~., • " .,. .,. •<t 

.'sTc: 
A.State Transmission Component Js an .or9anlzatlory which performs as an electronic Information 
dlstrlbut!on. and/or collection point For one or more other entitles (and may· also be referred to as a 

.. ht,1b). 

system~generated transaction: 
A transaction autom~tically triggered by an automated system process.'. .. 
Example: A user enters a client's·Jnformption Including the t:flent's SSN on an Input screen and 
presses the 'ENTER' key to acknowledge that Input of data has·been completed. An automated 
process then matehes the SSN against the user's organization's _database and livhen no match ls 
found,· automatlcally sends an electron re request for verlficat)on of the SSN to SSA. 

Systems ·process_~ . . . 
Refers tQ a software program module that runs In th!'! background within an automated batch, 
onlin~; or other process. · · 

. ' 
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This term pertains to an entity (person ororganrzatlon) provided a~essto SSA-provided 
Information by an l:IEP or other SSA buslne$spartner for which one or more of the fQ[lowln9 apply: 

• Is not stlpulated access to SSA-provided data by an lnforma~on-sharlng agreement betwiaen 
an EIEP and SSA ' . 

• hcis no lnformatlon"Sharlng .agreement with SSA 
• Is not directly authorized by SSA for access to ssA ... provld~d data 

l'ransaction•driven: . . . 
This term.pertains to an automat:rcally·1nltlated onllne query of or request for SSA Information by· 
an automat~d tr:ansactlon process (e.g., driver license Issuance, etc.) •. The query or request will 
only occur: If prescribed conditions are met within the automat~d process. . . . 

Uncontrolled transaction: . . , 
' This tenn p~rtains to' a transaction that is not controlled by a permission module (l.e.,'not subject 

to a systematically enforced relationship to an authorized process or application or an existing · 
client record), · · · 

.. 

. \ 

.. r >-,_ 

.· 

.. 
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. · 
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Office of Management and a·udget (OMB) C!rcuJar A-130, Appendix III, Management of Federal 
Information Resources · · · 

.· Office of Management and Budget (OMB) Memo M·06~:t61 Protection of Sensitive Age~cy 
Information, June 23,· 2006 . . . 
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' .. 

·, 
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9. Frequently Asked Questions 0 
·'· {Click links .for answers or additional information) 

1. Q: What Is a breacb of data? , 
A: Refer also t.o Security Breach( Security IQbident,·ahd §ecuritv Vfolation. 

2. Q: ·What is employee browsing?' • 
A: Ciiek 'hyperllnk · 

3. Q: Okay, so the SDP was submitted. Can ~he Onslte Review be scheduled now? 

4. 

5. 

6. 

7. 

A: Refer to Schedullng the Onsite Review. 

Q: What ls a 'Permission Module'? 
A: Cilek hyperlink · 

Q: What Is meant by screen scraping? 
A: Ciiek hyperli~I< · 

, ' 

Q: When does an ~DP have ~ be submitted? 
Af .J:tefer to When the SDP and RA are· Beq~~red • 

. Q: Does an SDP have to be submitted when the agreE;iment is renewed? 
A: The SDP d6es not have to be submitted becaiise the agreement between the EIEP . 

. and SSA was renewed. T1)ere are1 however, circumstances that require an SDP to be 
· submitted. Refer to When the SDP and RA are Flequired. 

8. Q~ ls It acceptable to save SSA data with- a verified Indicator on a (EIEP) workstation as 
long as the hard drive ·is encrypted? .If not, what options do~s the agency have? . 

A: There is no problem with an EIEP saving SSA-proYlded Information to the encrypted 
hard drives of computers processing the data provided the Information Is retained only 

· as provided for In the EIEP's data-sharing agreement With SSA.' Refer to' Data aiJd 
Communications Security~ · " · 

9. Q: Is cachlng of.SSA-provided data on EIEP workstations allowed? 
A: Caching during processing Is not· a problem. However, SSA-provrded data must be 

cleared from the cache when the user exits the application In which the data w~s 'used 
or accessed. Referto Data and Commtinlcatlons Security, . ., · 

·10. Q: What Is mea'nt by ''Interconnections to other systems''? · . 
· A: As used )n SSA's system security requirements document, the term "Interconnections" 

, is synonymous with "connections". .. · 

11. Q: Is ft acceptable to submit the SOP as a PDF fife? · 
A: No 1 It is not. · · 

12. Q: Should the SDP be written from the standpoint of my agency's SVES access itself, or 
from the standpoint of access to all data provided to us by SSA? 

A! The SDP is to encompass your agency's electronic acces~ to SSAMpro,vlded data as per 
the electronic data sharing agreement between your agency and. SSA. Refer to 
Deyeloploq the SDP. 

1,5. Q: Does having a ''fransqcti.on~drlven" system mean that emp!Oyees cannot Initiate a 
query to SSA and that a permission module is not needed? · .• 

A: Not necessarlly. "Tran~actlon driven" basic.ally m~ans that querle$, etc. are submitted 
auforriatically (and It might depend on the transaction). Depending on the system 
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.. . 
implementatfon, queries mlght not be automatic or1 ff they are, manual transactions 
might stilt bE;J permitted (for exampfe, when something needs to be corrected). Also, 
even If a "transaction-driven1

' sy.stem ls Jmpleniented In such a way'that manual . 
transactions cannot be performed1 if the system does not require the user to be rn a 
particular application and/ or the queJY to be for an existing record In the EIEP's 
system before the system will allow a query ~o go through to $SA( It woul<,l stiH neec;I 
a permission mo.dule. · 

16. Q: What Is an ons!te Comp!lance R~vlew? ; . . · . · · 
A; The onslte Compliance Review ls the process wherein SSA performs periodic site visits 

to Its Electronic lnformatlon Exchange Partners (SEP) to certify whether the Eil:P's 
techryrcar, managerial, ahd operational s~curlty measures for protecting data obtained· 
electronically froin SSA continue to conform to the terms of the EIEPs' data sharfng 
agreemi;nts with SSA and SSA's associated sys~ern. security requirements and· 
procedures. ReFerto the Comp!lance Revrew Program and Process. · 

17.· · Q: What are the criteria for performing an bnslte Complrance R.evlew? 
A: The followlng are criteria for perfor:mlng the Onslte Compltance P.ev,Jew: 

... 

· • : EIEP lnit!atlng new access or new access method fQr obtalnlng Information from 
SSA ' · 

• EIEP's cyclical ~evlew (previous re.view'w~s performed remotely) 
'. , 

... · EXEP lias made significant change(sJ in ltS operating or $ecurity platfonn involving 
SSA .. provlded data 

• EIEP experienced a. breach of SSA~provltled personally id~ntr~rng infonnaflon (PII) . ' . 
• EIEP has been determined to be hlgh~rlsk 

P.efer ~lso to the Review Determrnatlon Mat!J~. . . . 
18. Q: What rs a Remote Comp!ii:ince Revrew? 

A: The Remote Compliance Review Is the process Wherein SSA conducts periodic ' 
meetings remotely (e.g., ·vra cotiference calls) with its EIEPs to determine wh.ether the 
EIEP's technical, managerial, and operational secµr!ty measures for protecting.data 
obtained electronically from SSA continue to conform to the terms of the EIEPs' data 

· sharing agreements with SSA and SSA's associated system security requirements and 
proc~dures. Refer to the Compliance Review Proaram and Process. · 

Q: What are the.cdteria for pe'rformfng a Remote Compliance Review? , 
A: Each of the fo!Jowlng criteria must be satisfi.ed for performing the Remote compliance 

Review: · 

• EIEP's cyclical review (previous review was performed onslte without findings or 
issues for w~!ch findings were cited have been' satlsfactorrly resolyed). ·. 

• EIEP has made no Significant change(s) In its operating or security platform 
involving SSA~prov!d~d data. . 

. 'I 

• EIEP has not e~perfenced a breach of SSA~provlded personally Identifying 
lnformatron (Pn) since Its previous compliance review. 

• EIEP has been determined to be low~rlsk · 

ftefer also to the R~vlew Qeterrn!oatjon Matrix 
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Worksheet for ~eporting Lo~s or.Potential L.oss of Personally J;dentifiable 
Information 

. . 
1. Information ab out the individual ~aking the report to the NCSC; 

. ' . .. 
Name: I . . 

; 

Position: I .. 
Denutv Commissioner Level Oi-i:ranization: I . 
Phone Numbers: . 
Worlc I I Cell: I, . I Home/Other: I 
E-:inail A'.ddtess: I .. ' 

Check ono of the following: 
Management Official. I I Securitv Officer I I Non-Mana!!ement 

i. Wormation about the data that was lost/stolen: 
· · Describe what was lost or stole:ii (e.g., case :file~ 118~ data): 

Wbich element(s) of PIT did the data contain? 
Name . Bank Account Jnfo 
SSN. Medical/Health Inform.atkm. 
Date of Birth BenentPaVIllentlnfo 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

· Estimated vo~un:te of record$ illvolved: 
' . 

3. Bow was the data physically stored, packaged and/or contained? 
Paper or Electr:onic? (circle one): · 

If h vi ce? Electronic, w. at 1 roe of de 
Laptop Tablet Backup Tape · · Blackberrv 

09121106 

I 

. 

l 
Workstation Server CD/DVD Blackbercy Phone# 
Hard Drive FlooPvDisk USBDrive 
Other (descn'be): ', 

·. ... 
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Additional Questions if Electronic: 

a. Was tlle device e:ncrvnted? . 
b. Was the device password protected?· 
c. If a laptop or tablet. was a VPN SmartCard lost? 

Cardholder's Name: 
Card.holder's SSA logon Prn~ 
Hardware Make/lv.fodel: .. 
Hardware Serial Number: 

"· Additional Questions if Paper: 

a. Was the information. in a locked briefcase? 

Yes No 

.. Yes No 

b. W iE the informaiion in a locked cabinet or drawer? 
c. Was the ll:lformatlon.in a looked vehicle~? 
d. Was the information redacted?. 
e. Other circumstances: 

. . ' 

09/27/06 

'Not Sure 

Not Sure 

4. If the employee/eoz:.tractC>r who was in possessi~n ofthe .data or to whom the 
data was ~sslgned is not the person making fil;e report to the ~CSC (~s listed in 
#1),informationaboutthls employee/c~ntractci~: .. . : 

Name; I 
Position:. I ' 

Deputy Commissioner Level Organization: I 
Phone Nmnhers: 

.. work: I I Cell~ 1 · .. I.Home/Other: I ' . 
•H• I • .,., ~ .. '' .... .. . ' 

E~mail Addr~ss: I . 
5. Circumstances of the loss: 

a. V{hen was it los1istolen? 

b. .Brief description of how the lossjtheft occurr64: · 
. . 

c. When was it reported to SSA management official (date an.d time)? 
' " 

6. Have any other SSA components been contacted? lf so, who? (Include deputy 
commissi<lner levelt agency level~ regional/associate· level comp9nent names) 
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7. VVJµch reports have been filed? (inclod~ FPS, local polic~, and SSA reports) 

· Report Filed Yes- No ·R1mort Number -

Federal Protec;tive Service . 
Local Police ' 

Yes . No 
SSA-3114 <I:hcident,Alert) ' 

..... ... 
SSA-342 (Report of Survey) 
Other (describe)' '· 

.. 
. . . 

8. Other pertinent information (include action& u~der way, as we]J as any ~ontacts · 
with other agent;lies, law enforcement or the press): · : 

·•. 

~·· . . 

: ....... ,: . ., . 
. . 
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RECERTfFICATION OF THE COMPUTERMATCHfNG AGREEMENT 
BETWEEN 

THE SOCIAL SECURI'i'YADMINISTRATION (SSA) 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA 
(STATE AGENCY) 

SSA Match #6003 
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Under the applicable provisions of the Privacy Act of 1974~ amended by the Computer Matchitlg 
and Privacy Protection Act (CMPPA) of 1988, 5 U.S.C. § 552a(o)(2), a computer matching 
agreement will remain in effei;t for a.period not to exceed 18 months. Within 3 months prio.r to 
the expiration of such computer matching agreement, however, the Data Integrity Board (DU~) 
may, wlthout additional review, renew the computer matching agreement for a current, ongoing 
matching program for a period not to exceed 12 adgitional months if: 

1. such program will be conducted without any changc;s; and 

2. each patty to. the agree111ent certifies to the DIB in writing that the program has been 
conducled in cotnplfonce wilh the agreement. 

The following match meets the conditions for renewal by this recertification: 

L TITLEOFMATCH: 

.Computer Matchin·g and Privacy Protection Act Agreemcnl Between the Social Security 
Administratfon and the Health and Human Services Agency of California (Match #6003) 

IL PARTIBS TO THE MATCH: 

Recipient Agency: The Health and Human Services of California (State Agency) 

Source Agency: Social Security Administratk>n (SSA) 

Ul. PURPOSE OF THE AGREEMENT: 

This CMPPA Agreement beLween SSA and the State Agency, sets forth the terms tn1d 
c1..1nditions governing disclosures of records. infomu~ti<.m, or data (colleclively referred to 
herein "data") made by SSA to the Slate Agency that administers foderally funded benefit 
programs under various provisions of the Social Security Act.(Ad), such as section 1137 
(42.U.S.C. § l320b-7), including the statc~funded state supplementary payment programs 
li11dcr litle XVI of lhe Act. Under section 1137 of the Act, lhe State Agency is required 
to use m1 income and eligibility verification system to adniinister specified federally 
funded bcncfil programs, including the state-funded state supplementary payment 
programs under title XVI of the Act. To as.c;ist the State Agency in determining 
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entitlcxp.ont to and eligibility for benefits under those programs, as \.V~ll as other federally 
funded benefit programs~ SSAdiscioses c:ertain dafa about ~pp!icants for state benefits 
from SSA Privacy Act Systems of Records and verifies the Social Security numbers of 
the applicants. · 

JV. ORIGINAL EFFECTIVE AND EXPIRATION DA TES OF THE MATCH: 

Effective Date: 
Expiration Date: 

' 

July l, 2012 
December 31, 2013 

V. RENE;W f,\L AND NEW EXPIRA TlON DATES: 

Renewal D111e: January l,2014. 
New Expiration Date: December 3 'J , 2,0"J 4 

vJ. CttANoes: 

By this recertification, SSA and the State Agency make the following non-substantive 
changes to the computer rnalchillg agreement: 

I 

In Article XIV, .. Points ofCo{ltact:· information under.subsection A., "SSAPointof 
Contact, Region·a1 Office/' should be deleted in its entirely and replaced wiU1 Che 
following: 

Dolores Dunnachic, Director 
San Francisco Regional Office, Center· for Programs Support 
1221 Nevl.n Ave 
Richmond CA 948() 1 
Phone: (510) 970 .. 8444/Fax: (510) 970.:8101 
Do lores. Du nnach ie@ssa.gov 
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Social Securitv Administration 

Source; Agency Certification: 

Exhibit G 
Attachment I Pa~e 65of66 

As the authorized represenwtiw of the source nge11<.:y named above~ I certify thm: ( 1) the 
subject matching program was conducted in compliance with the existing computer 
malching agreement between the parties; and (2) the subject matching program will 
continue without any change for an additional l 2 months, subje.cl Lo the approval of the 
Dala Integdly Board Of the Social Security Administration. 

Orncc M .. Khn 
Regional Commissioner 
~an Francisco 

Dme 11 . ) L.:- ·\ v-:> 

Data I ntegtity Board Certification: 

As Chair of the Data flltegrity Board of the source agency mi.med above1 [certify that: 
(1) the subject matching program wus ·conducted in compliance with the existing 
computer matching agreement between the panies; and (2) the subject matching program 
will continue without any change for an additlonal 12 months. · 

/ 
_ 1Jit~l~t}u_01.{c_ __ 
Kl.r~tt:n J. fvfonc:~ ..., • >.<.t 

Chmr . 
Datu tnit:grity Board 

IJ~e _ _![/1Q1}2 __ _ 
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Health and Human ~erviees Agency of California 

· Recipient t\gcncv Certification: 

As the authorized representative of the recipient agency named above, r tcrtify lhat: 
(1) the subj'ecl matching program W!.\S conducted in compliance with the. existing 
computer m'itching agreement betwcc-n the pa~tiesi and (2) the subject matching progmm 
will continue without any change for an additional 12 months, subject to the ~pproval of 
the Data Integrity Board of the Soi;:ial Security Administmtion. · 

. . 

Diana S. Dooley, Secretary 

Date ~ ?x;Jf ,5.t1 l '.3 
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CERTIFICATION 

I, the official i1amed below, CERTIFY UNDERP:ENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the clause(s) listed below. This 
certification is made under the Jaws of the State of California. 

Contractor!BidderFinn Name (Printed) Federal ID Mmiber 

By (Authorized Signature) 

Printed Name and Title of Person Signing 

'Date &ecuted IExe·cuted in the County of 

CONTMCTOR CERTIFICATION CLAUSES 
l, STATEMENT OF COMPLIANCE: Contractor has, unless exempted_, complied with 
the nondiscrimination program requirements. (Gov, Code § 12990 (a~f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities) 

2. DRUG"FREE WORKPLACE REQUIREMENTS; Contractor will comply with the 
requirements of the Drug~Ftee Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution) 
dispensation; possession or use of a controlled substance is prohibited and specifying 
actfons to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Program to inform empl6yees abotit: 

1) the dangers of drng abuse ill the workplace; 
2) the person's or organization's policy of maintaining a drug,.free workPlace; 
3) any available rounseling, re11abilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who works on the proposed Agreement will: 

1) receive a copy ofthe company1s drug-freeworkplace policy statement; and, 
2) agree to abide by the teni1s of the company's statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspensio11 of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements ifthe department detennines that any of the 
following has occurred: the Contractor has made false certification) or violated the 

I 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

3. '.NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final unappealable :finding of co~tempt of court by a Federal 

· court has been issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply with an order of~ Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code § 10296) (Not applicable to public entities.) 

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the 
requirements of s'ection 6072 of the Business and Professions Code, effective January 1, 
2003. . 

Contractor agrees to make a good faith effort to provide a minimum number of hours of' 
pro bono legal services during each year of the contract equal to the lessor of 3 0 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period ofless than a full 
year or' 10% of its contract with the State. 

Failure to make a good faith effort may be cause for noi1-renewal of'a state ·contract for 
legal services, and may be taken into account when detenni:tU,ng the award of future 
contracts with the State for lega1 services. 

5. EXPATRIATE CORPORATIONS: Contractorherebydeclatesthatitisnotan 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California . 

6: SWEATFREE CODE OF CONDUCT: 
. 

a. All Contractors contracting for the procurement or l;;iundering of apparel, gannents or 
corresponding accessories, or the procurement of equipment, materials, or sl1pplies, other 
than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or suppli~ 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under pen\tl 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under 
penal sanction, abus~ve forms of child labor or exploitation of children in sweatshop 
labor. The contractor further de9lares U!lder penalty of perjury that they adhere to the 
Sweatfree Code of Conduct al; set forth on the California Department of Industrial 
Relations website located at www.dir.ca.gov, and Public Contract Code.Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable·access to the 
contractor.,$ records, documentS, agents or employees; or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Industrial Relations, 



or the Department of Justice to determine the contractor's compliance with the 
requirements under paragraph (a). 

7. DOMESTIC PAR'INERS: For contracts over $100,000 executed or amended after 
January 1, 20071 the contractor certifies that contractor is in compliance with Public 
Contract Code section 10295.3. 

DOING BUSINESS WITH THE STATE OF CALIFORNIA 

The following la-ws apply to persons or entities doing.business with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions 
regarding current or fonner state employees; If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be c.ontacted immediately for clarification. 

Current State Employees (Pub. Contract Code §10410): 

1). No officer or employee shall engage in any etnploynient, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or'funded by any state agency, unless the emplo:;ment, activity or 
enterprise is required as a condition of regular state employment. . 

2). No officer or employee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code § l 0411 ): 

1 ). For the two~year period :from the date he or she left state employment, no former state 
officer or employee may enter into a contra.ct in which he or she engaged in any of the 
negotiations~ transactions, planning, arranghments or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no fonner 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy;. making position in the same general siibject 
area as the proposed contract within the 12~month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragraphs, such' action by Contractor shall 
render this Agreement void. (Pub. Contract Code § 10420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e)) 

2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be a\Vare of the 
provisions which require every employer to be insured against liability for Worker1s 
Compensation or to undertake selMnsurance in accordance with the provisions, and 



Contractor a:ffinns to comply with such provisions before coll11llencing the perfo~ance 
of the work of this Agreement. (Labor Code Section 3700) · 

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (Al)A) of 1990, which prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is required to change th~ 
Con.tractor's name as listed on this Agreement. Upon receipt oflegru docrunentation of 
the name change the State will process the amendment. Payment of invoices presented 
with a new name cannot be paid prior to approval of said amendment. 

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNlA: 

a, When agreements are to be performed in the state by corporations, the contracting 
agencies will be verifying·that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due to the state are fulfilled. 

b. "Doing husiness" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of financial or pecuniary gain or profit. Although there arc 
some statutory exceptions to taxation, rarely will a corporate contractor performing 
within the state not be subject to the franchise tax. · 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in order to be qualified to do business in California. Agencies will 
detem1lne whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION: A county, city, district, or other local public body mustprpvide the 
State with a copy of a resolution, order, motion, or ordinance' of the local governing body 
which by law has authority to .enter into an agreement, authorizing exeq1tion ofthe. 
agreement. · 

7. AIR OR WATER POLLUTION VIOLATION: Und~ the State laws, the Contraetor 
shall not be.: (1) in violation 9f any order or resolution.not subject to. review promulgated 
by the State Air Resources Board or an air pollution control district; (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally determined to be in violation of provisions of fe~ei;al law relating to air or water 
pollution. 

8. PA YEE DATA RECORD FORM STD. 204: This fonn must be completed by all 
contractors that are not another state agency or other governmental entity. 

S:\ADMIN\HOMEPAGE\CCC\CCC-307.doc. 
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Fiscal Management and Accountability Branch (FMAB) Effective October14. 2.014 

County Assignment Listing 

County Name Analyst Name County Name Analyst Name County Name Analyst Name 
Alameda Susan Munoz Madera Valerie Ludlnoton SanJoaauin Shirlev Rath 
Aloine Anita Valdivia Marin Brad Watson San Luis Obisoo Xervlle Almoiuela 
Amador Shirlev Rath Marioosa ElvMunoz San Mateo Julie Munoz 
Butte Jeff Traonell Mendocino Shirlev Rath Santa Barbara Elv Munoz 
Calaveras Jarrett Davis Merced Scott Oros Santa Clara Tamara Martfeld 
Colusa Jeff Traonell Modoc Scott Oros Santa Cruz Jarrett Davis 
Contra Costa Shirlev Rath Mono Valerie Ludinuton Shasta Brad Watson 
Del Norte Irma Nieves Monte rev Xervlle Almoiuela Sierra Scott Oros 
El Dorado Anita Valdivia Napa Valerie Ludinofon Siskivou Tamara Martfetd 
Fresno Susan Munoz Nevada Irma Nieves Solano Tamara Martfeld 
Glenn Irma NieV6$ Oranne Inna Nieves Sonoma Tamara Martfeld 
Humboldt Susan Munoz Placer leslieFona Stanislaus Shirlev Rath 
lmoerial Anita ValdiVia Plumas Brad Watson Sutter-Yuba Julie Munoz 
lnvo ElvMunoz Riverside Anita Valdivia Tehama XeniJ!e Almoiuela 
Kern Scott Oros Sacramento Tamara Martfeld Trinitv Tamara Martfeld 
Kinas Anita Valdivia San Benito Brad Watson Tulare Susan Munoz 
Lake Jeff Traonell San Bernardino Susan Munoz Tuolumne Julie Munoz 
Lassen Leslie Fono San Dieao Jarrett Davis Ventura Jarrett Davis 
Los Angeles Brad Watson San Francisco Valerie Ludington Yolo Susan Munoz 

Supervisor: Susan Heavens Superviser: Mike Reeves Supervisor: Francine Manas 
(916 445-0323 (916 327-4886 (916) 322-4847 

Jeff Trapnelt (916) 323-1819 Brad Watson (916 327-8342 Leslie Fona (916) 323-1815 
Susan Munoz {916) 322-8043 Shirlev Rath (916 327-9501 ElvMunoz (916} 323-1810 

Tamara Martfeld {916) 445-7438 Julie Munoz (916 323-1817 Xervlle Almoiuela (916) 327-9882 
Jarrett Davis · (916) 324-7228 Anita Valdivia (916} 327 -4884 Valerie Ludinqton (916) 322-1947 

Vacant Scott Oros (916} 324-0235 Vacant 
, Vacant 

Branch Chief: Susan King 
(916 323-6698 

Irma Nieves (916) 323-2087 
Rosie Porraz (916) 324.,3077 




