City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
San Francisco, California 94102-4685

MICROSOFT ONLINE 365 AGREEMENT
BETWEEN THE CITY AND COUNTY OF SAN FRANCISCO AND EN POINTE
TECHNOLOGIES SALES, INC.

This agreement (the “Agreement”) is made this 25th day of June, 2014, in the City and County
of San Francisco, State of California, by and between: En Pointe Technologies Sales, Inc. 1
California Street, Ste. 2800, San Francisco, CA 94111, hereinafier referred to as “Contractor,”
and the City and County of San Francisco, a municipal corporation, hereinafter referred to as

“City,” acting by and through its Director of the Office of Contract Administration, hereinafter

referred to as “Purchasing.”
Recitals

WHEREAS, the Department of Technology acting by and through the Department of
Technology wishes to procure Microsoft Enterprise Products from Contractor; and,

WHEREAS, Contractor represents and warrants that it is qualified to provide such online

“services as required by City as set forth under this Agreement.

Now, THEREFORE, the parties agree as follows:

1.  Definitions. Where any word or phrase defined below, or a pronoun used in place thereof,
is used in any part of this Agreement, it shall have the meaning herein set forth.

Acceptance : Notice from the City to Contractor that the Licensed Software
meets the specifications contained in the Documentation. City’s
Acceptance of the Licensed Software shall be governed by the
procedures set forth in Section 6.

Agreement This document and any attached appendices and exhibits,

“including any future written and executed amendments.

Authorization; This Agreement and all appendices, a Blanket Purchase Order,

Authorization document Contract Order, or Purchase Order of the City, properly executed
by the Department of Technology and Purchasing, and certified
by the Controller for the specific funding of this Agreement or
any modification thereof.
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Deliverable Means (a) the output from, or the results of, the Hosting
Application based upon input from City and/or End Users, and
(b) any enhancements, configuration, work product or other
deliverable produced by Contractor pursuant to the Services
provided hereunder as further described in Appendix A

Documentation The technical publications relating to the use of the Licensed
Software, such as reference, installation, administrative and
programmer manuals, provided by Contractor to City attached
hereto as Appendlx A.

Licensed software One or more of the proprietary computer software programs
identified in the Authorization Document, all related materials,
Documentation, all corrections, patches or updates thereto, and
other written information received by City from Contractor,
whether in machine-readable or printed form. The Authorization
Document may identify more than one software product or more
than one copy of any product.

SaaS Application The computer program resident on Contractor's servers located
at Contractor’s Host Provider Facilities that provides the
Services described in Appendices A and C, and that may be
accessed by End Users through the Internet.

Specifications The functional and operational characteristics of the Licensed
Software as described in Contractor’s current published product
descriptions and technical manuals attached hereto or referenced
in Appendix A.

Whenever the words “as directed,” “as required,” “as permitted,” or words of like effect are
used, it shall be understood as the direction, requirement, or permission of the Department of
Technology [DT]. The words “sufficient,” “necessary,” or “proper,” and the like, mean
sufficient, necessary or proper in the judgment of the DT, unless otherwise indicated by the
context.

2.  Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of
Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of the City’s
Charter. Charges will accrue only after prior written authorization certified by the Controller,

- and the amount of City’s obligation hereunder shall not at any time exceed the amount certified .

for the purpose and period stated in such advance authorization. This Agreement will terminate
without penalty, liability or expense of any kind to City at the end of any fiscal year if funds are
not appropriated for the next succeeding fiscal year. If funds are appropriated for a portion of the
fiscal year, this Agreement will terminate, without penalty, liability or expense of any kind at the
end of the term for which funds are appropriated. City has no obligation to make appropriations
for this Agreement in lieu of appropriations for new or other agreements. City budget decisions
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are subject to the discretion of the Mayor and the Board of Supervisors. Contractor’s assumption
of risk of possible non-appropriation is part of the consideration of this Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF
THIS AGREEMENT. - .

3. Term of the Agreement. Subject to Section 1, the license granted under this Agreement
shall be from June 1, 2014 to May 31, 2017, except that the City in its sole discretion may
extend the agreement for two additional years.

4.  Effective Date of the Agreement. This Agreement shall become effective when the
Controller has certified to the availability of funds and Contractor has been notified in writing.

5. License

a.  Grant of License. Subject to the terms and conditions of this Agreement, Contractor
. grants City an Enterprise License in accordance with Appendix A. City acknowledges and
agrees that the Licensed Software is the proprietary information of Contractor and that this
Agreement grants City no title or right of ownership in the Licensed Software.

b.  License Grant. Subject to the payment of the fees described herein, Contractor
herby grants to City and End Users, a non-exclusive, worldwide license to use, display, and
execute the SaaS Application and City Software during the Term and any renewals thereof, if
any.

c.  Click-Wrap Disclaimer. No 'click to accept' agreement that may be required for the
End Users access to the SaaS Apphcatlon or Contractor's Website and no 'terms of use' or

! £ 1

‘privacy-policy-referenced-theretmrorconditioned foruse of the-SaaS Appiication of Contactor s
Website shall apply. Only the provisions of this Agreement shall apply to End Users for access
thereto and use thereof. The Parties acknowledge that each End User may be required to click
"Accept” as a condition of access to the City's Website, but the provisions of such 'click to
accept' agreement and other terms (including Terms of Use and Privacy Policy) referenced
therein shall be null and void for each such End User.

d. SaaS Application Title. City acknowledges that title to each SaaS Application shall
at all times remain with Contractor, and that City has no rights in the SaaS Application except
those expressly granted by this Agreement. City agrees not to remove or destroy any proprietary
markings or proprietary legends placed upon or contained within any SaaS Application or any
related materials or Documentation by Contractor.

e.  Source Code. Provided City is current on its payments, Contractor agrees to provide
City with a current copy of the Contractor’s most recent source code version for the Licensed
Application (Support Source Code), in the event that (a) Contractor is liquidated or dissolved,

~provided-such liquidation-or dissolution is-notin connection-with-the-sale of all or substantially =~~~

all of the related software assets or stock of Contactor to a successor entity in a merger or -
acquisition, or (b) Contractor generally discontinues support for a particular Licensed
Application product currently supported and licensed to City under this SaaS Agreement, and
City is paid current on applicable annual fees, provided such SaaS Product is not continued by
another entity or a replacement product which substantially performs the same function is not
available from Contractor.
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f.  Authorized APIs. City shall also be permitted to access and use Contractor’s
Apphcanon Program Interfaces (API’s) and develop and modify macros and user interfaces. For
. purposes of this Agreement, such development shall be deemed an authorized modification. Any
such macros or user interfaces developed by the City shall become the property of the City.

6. Acceptance Testing. After Contractor has installed the Licensed Software, the City shall
have a period of 30 days (“Acceptance Testing Period”) from the date of installation to verify
that the Licensed software substantially performs to the specifications contained in the
Documentation. In the event that the City determines that the Licensed Software does not meet
such specifications, the City shall notify the Contractor in writing, and Contractor shall modify
or correct the Licensed Software so that it satisfies the Acceptance criteria. The date of
Acceptance will be that date upon which City provides Contractor with written notice of
satisfactory completion of Acceptance testing. If City notifies Contractor after the Acceptance
Testing Period that the Licensed Software does not meet the Acceptance criteria of this section,
then City shall be entitled to terminate this License in accordance with the procedures specified
in Section 30(b) herein, and shall be entitled toa full refund of the license fee.

7. Omitted by agreement of the parties.

8.  Contractor’s Default. Failure or refusal of Contractor to perform or do any act herein
required shall constitute a default. In the event of any default, in addition to any other remedy
available to City, this Contract may be terminated by City upon ten days written notice. Such
termination does not waive any other legal remedies available to City.

9. Maintenance and Support

mid-Support-Services:—After Acceptance of the Licensed Software

and subject to the terms, conditions, and charges set forth in this Section, Contractor will provide
City with maintenance and support services for the Licensed Software as follows: (i) Contractor
will provide such assistance as necessary to cause the Licensed Software to perform in.
accordance with the Specifications as set forth in the Documentation; (ii) Contractor will _
provide, for City’s use, whatever improvements, enhancements, extensions and other changes to
the Licensed Software Contractor may develop, and (iii) Contractor will update the Licensed
Software, as required, to cause it to operate under new versions or releases of the operating
system specified in the Authorization Document so long as such updates are made generally
available to Contractor’s other Licensees. :

b. Changes in Operatmg System If City des1res to obtaln a version of the Licensed
Software that operates under an operating system not specified in the Authorization Document,
Contractor will provide City with the appropriate version of the Licensed Software, if available,
on a 90-day trial basis without additional charge provided City has paid all maintenance and

followmg three optlons (1) Clty may retain and contmue the old version of the L1censed_
Software, return the new version to Contractor and continue to pay the applicable rental or
license fee and maintenance charges for the old version; (ii) City may retain and use the new
version of the Licensed Software and return the old version to Contractor, provided City pays
Contractor the applicable rental or license fee and maintenance charges for the new version of
the Licensed Software; or (iii) City may retain and use both versions of the Products, provided
City pays Contractor the applicable rental or license fee and maintenance charges for both
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versions of the Licensed Software. City will promptly issue the necessary Authorization
Document(s) to accomplish the above.

c.  Charges-Limited Term License. All,charges for maintenance and support are
included in the fees referenced in Appendix B. .

d. Charges for Subsequent Years. City written notice of such increase at least thirty
(30) days prior to the expiration of the applicable maintenance period. Annual maintenance and
support charges may increase dependent on the number of users subject to the provisions in
Section 13. An increase in the Guaranteed Maximum Amount of the Agreement will require an
amendment executed and approved in the same manner as this Agreement. Contractor will make
maintenance and support services available to City for a minimum of 3 years. ,

‘e.  Warranties: Right to Grant License. Contractor hereby warrants that it has title to
and/or the authority to grant a license of the Licensed Software to the City.

10. Warranties: Conformity to Specifications. Contractor warrants that when the Licensed
Software specified in the Authorization Document and all updates and improvements to the
Licensed Software are delivered to City, they will be free from defects as to design, material, and
workmanship and will perform on the Designated CPU in accordance with the Contractor’s
published specifications for the Licensed Software for a period of [insert number] days from
City’s Acceptance of such Licensed Software.

11. Infringement Indemnification. If notified promptly in writing of any judicial action -
brought against City based on an allegation that City’s use of the Licensed Software infringes a
patent, copyright, or any rlght of a third party or constitutes misuse or misappropriation of a trade

ot
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harmless and defend such action at its own expense. Contractor will pay the costs and damages
awarded in any such action or the cost of settling such action, provided that Contractor shall have
sole control of the defense of any such action and all negotiations or its settlement or
compromise. If notified promptly in writing of any informal claim (other than a judicial action)
brought against City based on an allegation that City’s use of the Licensed Software constitutes
Infringement, Contractor will pay the costs associated with resolving such claim and will pay the
settlement amount (if any), provided that Contractor shall have sole control of the resolution of
any such claim and all negotiations for its settlement.

In the event a final injunction is obtained against City’s use of the Licensed Sofiware by
reason of Infringement, or in Contractor’s opinion City’s use of the Licensed Software is likely
to become the subject of Infringement, Contractor may at its option and expense: (a) procure for
City the right to continue to use the Licensed Software as contemplated hereunder, (b) replace
the Licensed Software with a non-infringing, functionally equivalent substitute Licensed

Software, or (c) suitably modify the Licensed Software to make its use hereunder non-infringing . ...

while retaining functional equivalency to the unmodified version of the Licensed Software. If
none of these options is reasonably available to Contractor, then the applicable Authorization
Document or relevant part of such Authorization Document may be terminated at the option of
either party hereto and Contractor shall refund to City all amounts paid under this Agreement for
the license of such infringing Licensed Software. Any unauthorized modification or attempted
modification of the Licensed Software by City or any failure by City to implement any
improvements or updates to the Licensed Software, as supplied by Contractor, shall void this
indemnity unless City has obtained prior written authorization from Contractor permitting such
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modification, attempted modification or fallure to implement. Contractor shall have no liability
for any claim of Infringement based on City’s use or combination of the Licensed Software with
products or data of the type for which the Licensed Software was neither designed nor intended
to be used.

12. Payment. Compensation shall be due and payable within 45 days of the date of invoice.
In no event shall the amount of this Agreement exceed Nine Million, Five-Hundred and Seventy
Four Thousand, Four Hundred and Fifty-Five Dollars and no cents [$9,574,455]. The
breakdown of costs associated with this Agreement is provided for in Appendix B. No charges
shall be incurred under this Agreement nor shall any payments become due to Contractor until
Licensed Software and services required under this Agreement are received from Contractor and
approved by DT as being in accordance with this Agreement. '

In no event shall City be liable for interest or late charges for any late payments

13. Guaranteed Maximum Costs. The City’s obligation hereunder shall not at any time
exceed the amount certified by the Controller for the purpose and period stated in such
certification. Except as may be provided by City ordinances governing emergency conditions,
the City and its employees and officers are not authorized to request Contractor to perform
services or to provide materials, equipment and supplies that would result in Contractor
performing services or providing materials, equipment and supplies that are beyond the scope of
the services, materials, equipment and supplies agreed upon in the contract unless the agreement
‘is amended in writing and approved as required by law to authorize additional services,
materials, equipment or supplies. The City is not required to reimburse Contractor for services,
materials, equlpment or supphes that are provided by Contractor which are beyond the scope of

theServices; materials, equipment and buppuf:b dgreﬁf‘upon 1 the contract and whicit were not
approved by a written amendment to the agreement having been lawfully executed by the City.
The City and its employees and officers are not authorized to offer or promise to Contractor
additional funding for the contract which would exceed the maximum amount of funding -
provided for in the contract for Contractor’s performance under the contract. Additional funding
for the contract in excess of the maximum provided in the contract shall require lawful approval
and certification by the Controller of the City and County of San Francisco. The City is not
required to honor any offered or promised additional funding for a contract which exceeds the
maximum provided in the contract which requires lawful approval and certification of the
Controller when the lawful approval and certification by the Controller has not been obtained.
The Controller is not authorized to make payments on any contract for which funds have not
been certified as available in the budget or by supplemental appropriation. ’

14. Invoice Format. Invoices furnished by Contractor under this Agreement must be in a
form acceptable to the Controller, and must include a unique identifying number. All amounts

__paid by City to Contractor shall be subject to audit by City._ Payment:shall be made-by-City-to— - -~

Contractor at the address specified in the section entitled “Notices to the Parties.”

15. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco
Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false
claim shall be liable to the City for the statutory penalties set forth in that section. The text of
Section 21.35, along with the entire San Francisco Administrative Code is available on the web
at http://www.municode.com/Library/clientCodePage.aspx?clientID=4201. A contractor,
subcontractor or consultant will be deemed to have submitted a false claim to the City if the
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contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an
officer or employee of the City a false claim or request for payment or approval; (b) knowingly
makes, uses, or causes to be made or used a false record or statement to get a false claim paid or

-approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid .
by the City; (d) knowingly makes, uses, or causes'to be made or used a false record or statement
to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or
(e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently
discovers the falsity of the claim, and fails to disclose the false claim to the Clty within a
reasonable time after discovery of the false claim.”

16. Taxes. Payment of any taxes, including possessory interest taxes, and California sales and
use taxes, levied upon this Agreement, the transaction, or the services delivered pursuant hereto,
shall be the obligation of Contractor.

17. Payment Does Not Imply Acceptance of Work. The granting of any payment by City, or
the receipt thereof by Contractor, shall in no way lessen the liability of Contractor to replace
unsatisfactory work, the Licensed Software, although the unsatisfactory character of such work,
or Licensed Software may not have been apparent or detected at the time such payment was
made. Software, components, or workmanship that do not conform to the requirements of this

" Agreement may be rejected by City and in such case must be replaced by Contractor without
delay.

18. Qualified Personnel Work under thlS Agreement shall be performed only by competent
personnel under the supervision of and in the employment of Contractor. Contractor will comply
with City's reasonable requests regarding assignment of personnel, but all personnel, including

thoseassigned-arCity'STequest, nust be supervised by CONactor.
19. Responsibility for Equipment. City shall not be responsible for any damage to persons or
property as a result of the use, misuse or failure of any equipment used by Contractor, or by any
of its employees, even though such equipment be furnished, rented or loaned to Contractor by
City. The acceptance or use of such equipment by Contractor or any of its employees means that
Contractor accepts full responsibility for and agrees to exonerate, indemnify, defend and save
harmless City from and against any and all claims for any damage or injury of any type arising
from the use, misuse or failure of such equipment, whether such damage be to Contractor, its
‘employees, City employees or third parties, or to property belonging to any of the above.

20. Independent Contractor; Payment of Taxes and Other Expenses

a. Independent Contractor. Contractor or any agent or employee of Contractor shall
be deemed at all times to be an independent contractor and is wholly responsible for the manner
in which it performs the services and work requested by City under this Agreement. Contractor

_or any agent or employee of Contractor shall not have employee status with City, nor be entitled. .. ... . ...

" to participate in any plans, arrangements, or distributions by City pertaining to or in connection
with any retirement, health or other benefits that City may offer its employees. Contractor or any
agent or employee of Contractor is liable for the acts and omissions of itself, its employees and
its agents. Contractor shall be responsible for all obhganons and payments, whether imposed by
federal, state or local law, including, but not limited to, FICA, income tax withholdings,
unemployment compensation, insurance, and other similar responsibilities related to Contractor's
performing services and work, or any agent or employee of Contractor providing same. Nothing
in this Agreement shall be construed as creating an employment or agency relationship between
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City and Contractor or any agent or employee of Contractor. Any terms in this' Agreement
referring to direction from City shall be construed as providing for direction as to policy and the
result of Contractor’s work only, and not as to the means by which such a result is obtained.
City does not retain the right to control the means or the method by which Contractor performs
work under this Agreement.

b. Payment of Taxes and Other Expenses. Should City, in its discretion, or a relevant
taxing authority such as the Internal Revenue Service or the State Employment Development
Division, or both, determine that Contractor is an employee for purposes of collection of any
‘employment taxes, the amounts payable under this Agreement shall be reduced by amounts equal

~ to both the employee and employer portions of the tax due (and offsetting any credits for
amounts already paid by Contractor which can be applied against this liability). City shall then
forward those amounts to the relevant taxing authority. Should a relevant taxing authority -
determine a liability for past services performed by Contractor for City, upon notification of such
fact by City, Contractor shall promptly remit such amount due or arrange with City to have the
amount due withheld from future payments to Contractor under this Agreement (again, offsetting
any amounts already paid by Contractor which can be applied as a credit against such liability).
A determination of employment status pursuant to the preceding two paragraphs shall be solely

~ for the purposes of the particular tax in question, and for all other purposes of this Agreement,
Contractor shall not be considered an employee of City. Notwithstanding the foregoing, should
any court, arbitrator, or administrative authority determine that Contractor is an employee for
any other purpose, then Contractor agrees to a reduction in City’s financial liability so that City’s
total expenses under this Agreement are not greater than they would have been had the court,
-arbitrator, or administrative authority determined that Contractor was not an employee.

21. Insurance

a.  Without in any way limiting Contractor’s liability pursuant to the “Indemnification”
section of this Agreement, Contractor must maintain in force, during the full term of the
Agreement, insurance in the following amounts and coverages: :

1)Workers’ Compensation, in statutory amounts, with Employers’ Liability
Limits not less than $1,000,000 each accident, injury, or illness; and

2)Commercial General Liability Insurance with limits not less than $1,000 OOO
each occurrence Combined Single Limit for Bodily Injury and Property Damage, including
Contractual Liability, Personal Injury, Products and Completed Operations; and

3)Commercial Automobile Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Owned, Non-Owned and Hired auto coverage, as applicable.

- e bs——Commercial General Liability and €ommercial Automobile Liability Insurance~ ~ — ~~

policies must be endorsed to provide:

1) Name as Additional Insured the City and County of San Francisco, its Officers,
Agents, and Employees.

} 2)  That such policies are primary insurance to any other insurance available to the
Additional Insureds, with respect to any claims arising out of this Agreement, and that insurance
applies separately to each insured against whom claim is made or suit is brought.
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c. Regarding Workers’ Compensation, Contractor hereby agrees to waive subrogation
which any insurer of Contractor may acquire from Contractor by virtue of the payment of any
loss. Contractor agrees to obtain any endorsement that may be necessary to effect this waiver of
subrogation. The Workers’ Compensation policy shall be endorsed with a waiver of subrogation
in favor of the City for all work performed by the Contractor, its employees, agents and
subcontractors.

d.  All policies shall provide thirty days’ advance written notice to the Clty of reduction
or nonrenewal of coverages or cancellation of coverages for any reason. Notices shall be sent to
the City address in the “Notices to the Parties” section.

e.  Should any of the required insurance be provided under a claims-made form,
Contractor shall maintain such coverage continuously throughout the term of this Agreement
and, without lapse, for a period of three years beyond the expiration of this Agreement, to the
effect that, should occurrences during the contract term give rise to claims made after expiration

- of the Agreement, such claims shall be covered by such claims-made policies.

f.  Should any of the required insurance be provided under a form of coverage that
includes a general annual aggregate limit or provides that claims investigation or legal defense
costs be included in such general annual aggregate limit, such general annual aggregate limit
shall be double the occurrence or claims limits specified above.

g.  Should any required insurance lapse during the term of this Agreement, requests for
payments originating after such lapse shall not be processed until the City receives satisfactory
evidence of reinstated coverage as required by this Agreement, effective as of the lapse date. If

insiirance is not reinstated, the City may_at its sole option_terminate this Agreement effective on

the date of such lapse of insurance.

. h.. Before commencing any operations under this Agreement Contractor shall furnish to
City certificates of insurance and additional insured policy endorsements with insurers with
ratings comparable to A-, VIII or higher, that are authorized to do business in the State of
California, and that are satisfactory to City, in form evidencing all coverages set forth above.
Failure to maintain insurance shall constitute a material breach of this Agreement.

i.  Approval of the insurance by City shall not relieve or decrease the hab111ty of
Contractor hereunder.

e (Reserved) - - " - S

22. Indemnification and General Llablllty Contractor shall indemnify and save harmless
City and its officers, agents and employees from, and, if requested, shall defend them against any
and all loss, cost, damage, injury, liability, and claims thereof for injury to or death of a person,

_ including employees of Contractor or loss of or damage to property, arising directly orindirectly . .

- from Contractor’s performance of this Agreement, except to the extent that such indemnity is
void or otherwise unenforceable under applicable law in effect on or validly retroactive to the
date of this Agreement and except where such loss, damage, injury, liability or claim is the result
of active negligence or willful misconduct of City and in not contributed to by any act of, or by
any omission to perform some duty imposed by law or agreement on Contractor, its
subcontractors or either’s agent or employee. The foregoing indemnity shall include, without
limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs
of investigating any claims against the City. In addition to Contractor’s obligation to indemnify
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City, Contractor specifically acknowledges and agrees that it has an immediate and independent
obligation to defend City from any claim which actually or potentially falls within this
indemnification provision, even if the allegations are or may be groundless, false or fraudulent,
which obligation arises at the time such claim is tendered to Contractor by City and continues at
all times thereafter. ‘

23; Incidental and Consequential Damages. Contractor shall be responsible for incidental
and consequential damages resulting in whole or in part from Contractor’s acts or omissions.
Nothing in this Agreement shall constitute a waiver of limitation of any r1ghts which City may
have under apphcable law. :

24. Liability of Clty CITY’S PAYMENT OBLIGATIONS UNDER THIS AGREEMENT
SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED FOR IN
SECTION 14 OF THIS AGREEMENT. NOTWITHSTANDING ANY OTHER PROVISION
OF THIS AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF
WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL,
CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT
LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS
AGREEMENT OR THE SERVICES PERFORMED IN CONNECTION WITH THIS
AGREEMENT.

25. Nondisclosure. City agrees that it shall treat the Licensed Software with the same degree
of care as it treats like information of its own, which it does not wish to disclose to the public,
from the date the Licensed Software is Accepted by the City until the license is terminated as
provided herein. The obligations of the City set forth above, however, shall not apply to the

Eicensed Software, or airy portion thereof, which:
a.  is now or hereafter becomes publicly known;

is disclosed to the City by a third party which the City has no reason to believe is not
legally entitled to disclose such information;

c¢. is known to the City prior to its receipt of the Licensed Software;

d. is subsequently developed by the City independently of any disclosures made
hereunder by Contractor;

e.  isdisclosed with Contractor’s prior written consent;
f.  is disclosed by Contractor to a third party without similar restrictions.

26. Proprietary or Confidential Information of City. Contractor understands and agrees
that, in the performance of the work or services under this Agreement or in contemplation
thereof, Contractor may have access to private or confidential information which may be owned

~or controlled by City and that such information may contain proprietary or confidential details,

the disclosure of which to third parties may be damaging to City. Contractor agrees that all
information disclosed by City to Contractor shall be held in confidence and used only in the
performance of the Agreement. Contractor shall exercise the same standard of care to protect
such information as a reasonably prudent Contractor would use to protect its own proprietary
data.

27. Protection of Private Information. Contractor has read and agrees to the terms set forth
in San Francisco Administrative Code Sections 12M.2, “Nondisclosure of Private Information,”
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and 12M.3, “Enforcement” of Administrative Code Chapter 12M, “Protection of Private
Information,” which are incorporated herein-as if fully set forth. Contractor agrees that any
failure of Contactor to comply with the requlrements of Section 12M.2 of this Chapter shall be a
material breach of the Contract. In such an event, in addition to any other remedies available to
it under equity or law, the City may terminate the Contract, bring a false claim action against the
Contractor pursuant to Chapter 6 or Chapter 21 of the Adm1n1strat1ve Code or debar the
Contractor. :

28. Termmatlon

a.  Basis for Termmatlon by Contractor Contractor shall have the nght to terminate
this Agreement if City is delinquent in ‘making payments of any sum due under this Agreement
and continues to be delinquent for a period. of ninety days after the last day payment is due;
provided, however, that written notice is given to City by Contractor of the expiration date of the
ninety-day delinquency period at least ten days prior to the expiration date or, to terminate this
Agreement if City commits any other breach of this Agreement and fails to remedy such breach
within thirty days after receipt of written notice by Contractor of such breach.

b.  Basis for Termination by City. City shall have the right, without further obligation
or liability to Contractor (except as specified in Sections 29 (Protection of Private Information)
and 30(c) (Disposition of Licensed Software on Termination) hereof): (i) to immediately
terminate this Agreement or the applicable Authorization Document if Contractor commits any
breach of this Agreement and fails to remedy such breach within thirty (30) days after written
notice by City of such breach, in which event, Contractor shall reimburse City in the same
manner as for the removal of the Licensed Software due to infringement under Section 13; or (ii)

to-terTminate s Zsgreement or the applicable Authorization Document upon ninety (90) days
prior written notice for any reason if the license granted hereunder is for any term other than
perpetual. In the event the license granted is perpetual, termination of this Agreement or the
applicable Authorization Document by City shall be effective upon recelpt by Contractor of
written notice of said termination.

c.  Disposition of Licensed Software on Termination. Upon the expiration or
termination of this Agreement or an applicable Authorization Document for any reason other
than as provided for in Section 5(a) (Grant of License), City shall immediately: (i) return the
Licensed Software to Contractor together with all Documentation; (ii) purge all copies of the
Licensed Software or any portion thereof from all CPU’s and from any computer storage
medium or device on which City has placed or permitted others to place the Licensed Software;
and (iii) give Contractor written certification that through its best efforts and to the best of its
knowledge, City has complied with all of its obligations under Section 30(c).

d.  Survival. This section and the followmg sections of this Agreement shall survive

~-——————termination of expiration of th1s7¥greement

11. Infringement Indemnification. 25 Nondisclosure.

15  Submitting False Claims; Monetary 26  Proprietary or Conﬁdent1al
Penalties. . Information of City

16  Taxes ~ 27 Protection of Private Information.

17  Payment Does Not Imply Acceptance of 37 Non-Waiver of Rights.
Work. ‘

19  Responsibility for Equipment 38  Modification of Agreement

P-545 (5-10) 110f 16 June 25, 2014

n:\telcomi\as2014\9700242\00936713.doc







20  Independent Contractor; Payment of 39  Administrative Remedy for

Taxes and Other Expenses _ Agreement Interpretation
21 Insurance ~ ' 40  Agreement Made in California;
: , A , Venue.
22 Indemnification and General Liability. 41  Construction
23 Incidental'and Consequential Damages. "~ 42 Entire Agreement

24 Liability of City.

29. Notice to the Parties. Unless otherwise iﬂdicated elsewhere in this Agreement, all written
communications sent by the parties may be by U.S. mail, and e- mall and shall be addressed as

follows:

To City: Kendall Wan‘ington
Contract Administration
Department of Technology

One South Van Ness Ave.; 2nd Floor
San Francisco, CA 94103
Email: Kendall. Warrington @sfgov.org

To Contractor: En Pointe Technologies
1 California Street, Ste. 2800
San Francisco, CA 94111

Either party may change the address to which notice is to be sent by giving written notice thereof
to the other party. If e-mail notification is used, the sender must specify a Recelpt notice. Any
notice of default must be sent by registered mail.

30. Bankruptcy. In the event that either party shall cease conducting business in the normal
course, become insolvent, make a general assignment for the benefit of creditors, suffer or permit .
the appointment of a receiver for its business or assets or shall avail itself of, or become subject

" to, any proceeding under the Federal Bankruptcy Act or any other statute of any state relating to
insolvency or the protection of rights of creditors, then at the option of the other party this
Agreement shall terminate and be of no further force and effect.

31. Subcontracting. Contractor is prohibited from subcontracting this' Agreement or any part
of it unless such subcontracting is first approved by City in writing. Neither party shall, on the
basis of this Agreement, contract on behalf of or in the name of the other party. An agreement
made in violation of this provision shall confer no rights on any party and shall be null and void.

- e 32— Assignment:—The-services to be-performed- byContractor are personal ifi character and

neither this Agreement nor any duties or obligations hereunder may be assigned or delegated by
the Contractor unless first approved by City by written instrument executed and approved in the
same manner as this Agreement.

33. Compliance with Americans with Disabilities Act. Contractor acknowledges that,
pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities
provided by a public entity to the public, whether directly or through a contractor, must be
accessible to the disabled public. Contractor shall provide the services specified in this
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Agreement in a manner that complies with the ADA and any and all other applicable federal,
state and local disability rights legislation, Contractor agrees not to discriminate against disabled
persons in the provision of services, benefits or activities provided under this Agreement and
further agrees that any violation of this proh1b1t10n on the part of Contractor, its employees
agents or assigns will constitute a material breach of this Agreement. ‘

34. Sunshine Ordinance. In accordance with San Francisco Administrative Code Sectlon
67.24(e), contracts, contractors’ bids, responses to requests for proposals and all other records of
communications between City and persons or firms seeking contracts, shall be open to inspection
immediately after a contract has been awarded. Nothing in this provision requires the disclosure
of a private person or organization's net worth or other proprietary financial data submitted for
qualification for a contract or other benefit until and unless that person or organization is
awarded the contract or benefit. Information provided which is covered by this paragraph will be
made available to the public upon request. :

35 Limitations on Contributions. Through execution of this Agreement, Contractor
acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental
Conduct Code, which prohibits any person who contracts with the City for the rendition of
personal services, for the furnishing of any material, supplies or equipment, for the sale or lease
of any land or building, or for a grant, loan or loan guarantee, from making any campaign '
contribution to (1) an individual holding a City elective office if the contract must be approved
by the individual, a board on which that individual serves, or the board of a state agency on
which an appointee of that individual serves, (2) a candidate for the office held by such
individual, or (3) a committee controlled by such individual, at any time from the

commencement of negotiations for the contract nntil the later of either.the termination of

negotiations for such contract or six months after the date the contract is approved. Contractor
acknowledges that the foregoing restriction applies only if the contract or a combination or series
of contracts approved by the same individual or board in a fiscal year have a total anticipated or
actual value of $50,000 or more. Contractor further acknowledges that the prohibition on
contributions applies to each prospective party to the contract; each member of Contractor’s
board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and
chief operating officer; any person with an ownership interest of more than 20 percent in
Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored
or controlled by Contractor. Additionally, Contractor acknowledges that Contractor must inform
each of the persons described in the preceding sentence of the prohibitions contained in Section
1.126. Contractor further agrees to provide to Clty the names of each person, entlty or
committee described above.

36. Conlflict of Interest. IMough its execution of this Agreement, 'Contractor acknowledges
that it is familiar with the provision of Section 15.103 of the City's Charter, Article III, Chapter 2

~of the City's Campaign and Governmental Code, and Section 87100 et seq. and Section 1090 et o

seq. of the Government Code of the State of California, and certifies that it does not know of any
facts which constitutes a violation of said provisions and agrees that it will immediately notlfy
the City if it becomes aware of any such fact during the term of this Agreement.

37. Non-Waiver of Rights. The omission by either party at any time to enforce any default or
right reserved to it, or to require performance of any of the terms, covenants, or provisions hereof
by the other party at the time designated, shall not be a waiver of any such default or right to
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which the party is entitled, nor shall it in any way affect the right of the party to enforce such
provisions thereafter. ‘

38. Modification of Agreement. This Agreement may not be modified, nor may compliance
with any of its terms be waived, except by written instrument executed and approved in the same
manner as this Agreement.

39. Administrative Remedy for Agreement Interpretation. Should any question arise as to
the meaning and intent of this Agreement, the question shall, prior to any other action or resort to
any other legal remedy, be referred to Purchasing who shall decide the true meaning and intent
of the Agreement. :

40. Agreement Made in California; Venue. The formation, interpretation and performance

-~ of this Agreement shall be governed by the laws of the State of California. Venue for all

litigation relative to the formation, 1nterpretat10n and performance of this Agreement shall be in
San Francisco.

41. Construction. All paragraph captions are for reference only and shall not be considered in
construing this Agreement.

42. Entire Agreement. This contract sets forth the entire Agreement between the parties, and
supersedes all other oral or written provisions. If any provision of this Agreement is held to be
unenforceable, this Agreement shall be construed without such provision.

43. Compliance with Laws. Contractor shall keep itself fully informed of the City’s Charter,
codes, ordinances and regulations of the City and of all state, and federal laws in any manner

affecting the performance of this Agreement, and must at all times comply with such local codes,

ordinances, and regulations and all applicable laws.

44. Graffiti Removal. Graffiti is detrimental to the health, safety and welfare of the
community in that it promotes a perception in the community that the laws protecting public and
private property can be disregarded with impunity. This perception fosters a sense of disrespect
of the law that results in an increase in crime; degrades the community and leads to urban blight;

- is detrimental to property values, business opportunities and the enjoyment of life; is inconsistent -

with the City's property maintenance goals and aesthetic standards; and results in additional
graffiti and in other properties becoming the target of graffiti unless it is quickly removed from
public and private property. Graffiti results in visual pollution and is a public nuisance. Graffiti
must be abated as quickly as possible to avoid detrimental impacts on the City and County and
its residents, and to prevent the further spread of graffiti. Contractor shall remove all graffiti

~ from any real property owned or leased by Contractor in the City and County of San Francisco

within forty eight (48) hours of the earlier of Contractor’s (a) discovery or notification of the
graffiti or (b) receipt of notification of the graffiti from the Department of Public Works. This

- section is-not-intended-to-require-a Contractor-to-breach-any-lease-or-other agreement that it may "~ =

have concerning its‘use of the real property. The term "graffiti" means any inscription, word,
figure, marking or design that is affixed, marked, etched, scratched, drawn or painted on any
building, structure, fixture or other improvement, whether permanent or temporary, including by
way of example only and without limitation, signs, banners, billboards and fencing surrounding
construction sites, whether public or private, without the consent of the owner of the property or
the owner's authorized agent, and which is visible from the public right-of-way. "Graffiti" shall

-not include: (1) any sign or banner that is authorized by, and in compliance with, the applicable
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- requirements of the San Francisco Public Works Code, the San Francisco Planning Code or the

San Francisco Building Code; or (2) any mural or other painting or marking on the property that
is protected as a work of fine art under the California Art Preservation Act (California Civil Code
Sections 987 et seq.) or as a work of visual art under the Federal Visual Artists Rights Act of
1990 (17 U.S.C. §§ 101 et seq.).

Any failure of Contractor to comply w1th thls section of this Agreement shall constitute a

' material breach of this Agreement.

45. Food Service Waste Reduction Requirements. Contractor agrees to comply fully with

- and be bound by all of the provisions of the Food Service Waste Reduction Ordinance, as set

forth in San Francisco Environment Code Chapter 16, including the remedies provided, and
implementing guidelines and rules. The provisions of Chapter 16 are incorporated herein by
reference and made a part of this Agreement as though fully set forth. This provision isa .
material term of this Agreement. By entering into this Agreement, Contractor agrees that if it
breaches this provision, City will suffer actual damages that will be impractical or extremely _
difficult to.determine; further, Contractor agrees that the sum of $100 liquidated damages for the
first breach, $200 liquidated damages for the second breach in the same year, and
$500)liquidated damages for subsequent breaches in the same year is reasonable estimate of the
damage that City will incur based on the violation, established in light of the circumstances
existing at the time this Agreement was made. Such amount shall not be considered a penalty,
but rather agreed monetary damages sustained by City because of Contractor’s failure to comply
with this provision.

46. Cooperative Drafting. This Agreement has been drafted through a cooperative effort of

bothrparties; and both parties lave had an opportuiiity to have the Agreement reviewed and
revised by legal counsel. No party shall be considered the drafter of this Agreement, and no
presumption or rule that an ambiguity shall be construed against the party drafting the clause
shall apply to the interpretation or enforcement of this Agreement.

P-545 (5-10) 150f 16 ’ June 25, 2014
n:\telcom\as2014\9700242\00936713.doc -







IN WITNESS WHEREOF, the partles hereto have executed this Agreement on the day first
mentioned above.

CITY CONTRACTOR

Recommended by: | En Pointe

C q@/
MigustA-Gamifiedr., CPA  ACIose o @V\ /D/&S’l
COOQO, Deputy CIO/Dlrector and Chief of Ml/

Staff

Charles J. McConnell

Sales Manager — Northern California, Sales
En Pointe Technologies Sales, Inc.

1 California Street, Ste. 2800, San

Approved as to Form: .
Francisco, CA 94111

Dennis J. Herrera

City Attorney City vendor number: 58893

o bt o

Mar ;ar@ Gutierrez
Deptity City Attorney

Approved:

Ja

Director of the Office of Contract
Administration, and

Purchaser -

Appendices
- Ag-—-Custom: EnterprlseEnrollment €TX —City-and County of San Francisco Master -
Enrollment
Microsoft Volume Licensing State and Local Enterprise Agreement
Volume Licensing Product List June 1, 2014
Microsoft Online Services Use Rights Worldwide English Apnl 2014
B:  Online Services Products Price List
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» Appendix A
Services to be provided by Contractor

Custom Enterprise Enrollment CTX City and County of San Fran01sco Master
Enrollment

Microsoft Volume Licensing State and Local Enterprise Agreement

Volume Licensing Product List June 1, 2014

Microsoft Product Use Rights Worldwide English April 2014
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Custom Enterprise Enroliment CTX
City and County of San Francisco Master Enrollment

Enroliment number L - T AR R
Microsoftto | - AmendmentID |- oy - | . Proposal ID
- complete o Coe e T
* . ID Number
Microsoft to complete

This “Master Enterprise Enroliment,” (which is a customized form of Microsoft Enterprise Enroliment,
as defined and used below) is entered into between the entities as identified on the signature page as
of the effective date. Enrolled Affiliate represents and warrants it is an Affiliate of the Customer that
entered into Enterprise Agreement number 01E73134..

Introduction ;

With its initial order hereunder, Enrolled Affiliate intends to pu‘rrchése both (a) Office 365 Services for
use by multiple City and County of San Francisco entities (“Agencies,” as defined below); and (b).
other products for Enrolled Affiliate’s own use. ‘

‘Additionally, in order to establish an agreement framework for the benefit of the entire City and
County of San Francisco, Enrolled Affiliate and Microsoft have negotiated certain terms and
conditions herein that will apply separately to Agencies that submit their own Enroliments (“Agency
Enrollments,” as defined below), each of which will be coterminous with this Master Enrollment in
accordance with the terms and conditions of this Master Enroliment.

This Master Enrollment contains:

(a) Introduction (page 1) :
(b) Master Enrollment Terms and Conditions (pages 1-26), which contains its own table of

" Al terms used but not defined in the documents are located at

contents. 1 his section mciudes defined terms. AsS set forth below, these are in some cases

applicable separately to this Master Enroliment or Agency Enrollments, and in other cases
applicable to both Master and Agency Enroliments. :

(cy The Signature Form (pages 27-28)

(d) Appendix A (pages 29-45), which contains ItS own Table of Contents, and amends the terms
and conditions of the Enterprise Enrcllment solely for purposes of (i) this Master Enroliment,
and (ii) each Agency Enrollment (subject to the Enrollment Terms and Conditions).

(e) Appendix B (pages 46-47), which is the Product Selection Form applicable solely to this
Master Enroliment. Note that Agency Enroliments have their own Product Selection Form. -

(f)- Appendix C (pages 48-55), which is the Service Level Agreement applicable to Office 365
Services, Dynamics CRM Online Services, and certain other Online Serwces (but not
Microsoft Azure branded Online Serwces) during the initial term.

(g) Appendix D (pages 56-60), which is the Service Level Agreement applicable to Windows
Azure Cloud Services, Virtual Machines, and Virtual Network during the initial term.

(h) Appendix E (page 61-74), which is the form of the Agency Enrollment.

() Appendix F (page 75-77), which is an explanation of the structure of the Agreement, not
intended to establish or modify terms and conditions.

Master Enrollment Terms and Conditions

This Master Enrollment consists of: (1) these terms and conditions, including but not limited to all
Appendices below (except Appendix F), such as the Product Selection Form shown in Appendix B, (4)
any supplemental contact information form ‘or Previous Agreement/Enrollment form that may be
required, (5) any order submitted under this Master Enroliment. This Master Enroliment is hereby
entered into under Enterprise Agreement 01E73134 (hereafter, the “Enterprise Agreement”).

http://www.microsoft.com/licensing/contracts, or a successor site. Also at the foregoing site, Enrolled
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Affiliate may find the Product Use Rights, Product List, updated Service Level Agreements, and other
documents which Microsoft may, from time to time, add to the site.

These Master Enrollment Terms and Conditions contain:

(a) Incorporation of Enterprise Agreement (page 1)
(b) Order of Precedence (page 2)
(c) Effective Date (page 2)
(d) Term (page 3)
(e) Section 1, Defmmons (pages 3-6)
(f) Section 2, Order Requirements (pages 6-9)
a. Section 2a, Product order (page 6)
b.. Section 2b, Minimum order requirements (page 6)
~ Section 2¢, Additional products (page 6)

“deProdueFUse-thhts-for-wEnterpnsaProducts.(pagej‘

v

Section 2e, Country of usage (page 6)
Section 2f, Adding products (page 6)
Section 2g, True-up requirements (page 7)
Section 2h, Step-up Licenses (page 8)
Section 2i, Clerical errors (page 8)
Section 2j, Publicity (Page 8)
(9) Sectlon 3, Pricing (page 8)
a. Section 3a, Price levels (page 8)
b. Section 3b, Setting prices (page 8)
c. Section 3c, Master Trup-Up price list (page 9) '
(h) Section 4, Payment terms (page 9) ’ ‘ '
(i) Section 5, Profiles, and scope of Enterpnse for Lead Enroliment and Agency Enroliments
(pages 9-11) .
(i) Section 6, Transitions (pages 11 12)
a. Section 6a, Applicability of Section 6 to Master Enrollment vs. Agency Enrollments
(page 11) -
b. Section 6b, Transition requ:rements (pages 11-12)
c. Section B¢, Effect of Transition on Licenses (page 12)
(k) Section 7, End of Master Enroliment tem and termlnatlon (pages 12-13)
a. Section 7a, General (page 12) :
b. Section 7b, Renewal option (page 12) v
- ¢. Section 7¢, If Enrolled-Affiliate elects not to renew (pages 12-13)
d. Section 7d, Termination for’ cause (page 13) :
-e. Section 7e, Early termination (page 13)-
() Section 8, Business Associate Agreement for HIPAA (BAA) (pages 13-17)
(m) Section 9, Mlcrosoft Onllne Cnmlnal Justice mformatlon Serwces (CJlS) terms and conditions
(page 17—21) ‘
(n) Section 10, Office 365 Government Communlty Cloud (GCC) Terms and Condmons (pages
21-22) '
(0) Section 11, Invoice to Reseller for quoted price (page 22)
(p) Section 12, Additional rights to Yammer Enterprise (pages 23-24)
(q) Section 13, Initial Order for Office 365 Serv:ces (page 24)
(r) Master Enoliment Details '
a. Séction 1, Contact mformatlon (pages 25—26)
b. Section 2, Financing elections (page 26)

“f?@npt

Order of Precedence. In the case of a conflict between any documents referenced in this agreement
that is not expressly resolved in the documents their terms will control in the following order: (1) these
terms and conditions, including but riot limited to all Appendices except Appendix F; (2) the Enterprise
Agreement; (3) the Product List; (4) the Product Use Rights; (5) any other documents; and (6) all
orders submitted under both this Master Enroliment and Agency Enroliments (if any) for which
Enrolled Affiliate is the Responsible Affiliate pursuant to the terms and conditions of Section 5, below.

Effective date. The effective date of this Master Enroliment shall be June 1, 2014, notwithstanding
" the date it is executed by the parties. Any reference to “anniversary date” refers to the anniversary of
the effective date each year this Master Enrollment is in effect. If not executed by Enrolled Affiliate
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and received by Microsoft with the reseller’s initial purchase order on or before June 26, 2014, then
this Master Enrollment shall become null and void. ,

Term. The initial term of this Master Enrollment will expire on the last day of the month, 36 full

_ calendar months from the effective date of the initial term. If this Master Enroliment is renewed by the

City, the renewal term will expire 36 full calendar months after the effective date of the renewal term.
Any reference in this Master Enrollment to “day“ wrll be a calendar day.

1. Def|n|t|ons , , . _
© Terms used but not defined in “this Master Enrollment will have the definition in the Enterpnse

Agreement. 'Additionally, all capitalized terms used in Section 8 (“Business Associate Agreement for

- HIPAA”) but not defined in.the Enterprise Agreement or this. Master Enrollment shall have the
- definitions set forth in HIPAA The followrng defrnrtrons are used in this Master Enroliment: -

"‘Addrtlonal Product” means any Product |dentrﬁed as such in the Product List and chosen by Enrolled

Affiliate under this Master Enrollment

“Agency means’ a government entlty that is an agency, department offlce bureau rnstrumentallty,
division, unit or other entity of the City : and County of San Francrsco »

“Agency Enrollment(s)” means the separate Microsoft Enterprrse Enrollment( ), the customrzed form
of which is shown in Appendix E, under which individual Enrolled Agencies will purchase Products.
Certain section of this Master Enroliment (including but not limited to Section 5, below) establish terms
and conditions applicable to Agency Enroliments. . :

“BAA Covered Services” (as used in Section 8 of this Master Enroliment, “Business Associate

" Agreement for HIPAA”), means the following Microsoft Online Services, exclusively: Microsoft

Dynamics CRM Online Services, Oﬁrce 365 Serwces Windows Azure Core Services, and/or
Windows Intune. , .

“Breach Notrfrcatron Rule” means the Breach Notrfrcatron for Unsecured Protected Health lnformatron

Final Rule (HlPAA)

160 103 of HlPAA
“City” means the City and County of San Francisco, which is the Enrolled Affiliate.

“CJIS-Covered Services” (as used in Section 9 of this Master Enrollment, “Microsoft Online Services
Criminal Justice Information Services: (CJIS) Terms and Conditions”) means Exchange Online,
SharePoint Online, Exchange Online Archiving, Exchange Online Protection; and Office Web Apps,
only when purchased as part of Office 365 Government Plans (G1, G2, G3, G4, K1, K2) or as
standalone Government Community Cloud plans. Without limitation, CJIS-Covered Services do not
include Office 365 Professional Plus, Lync Online or other Office 365- branded or separately branded
Online Services.

“Core Platform Services” means only the followrng features of Microsoft Azure branded Online
Services: Cloud Services (web and worker roles), Virtual Machines, Storage (Blobs, Tables Queues)
“and Networkrng (Traffic Manager and Virtual Network). . v :

“Covered Entrt)f ‘shall have the same meamng as the term “covered entity” in 45 CFR § 160 103 of
HIPAA.

“CSA” (as used in Section 9 of'this Master Enrollment, “Microsoft Online Services_Criminal Justice

Information Services (CJIS) Terms and Conditions”) means the State of California, Department of
Justice, or a successor agency as determined by the State of California, acting in its capacrty as the
CJIS Systems Agency for the State of California.

“Customer Data,” means all data, including all text, sound, or image files that are provided to Microsoft
by, or on behalf of, Enrolled Entity through Enrolled Entity’s use of the Online Services. As between
the parties, Enrolled Affiliate and applicable Enrolled Agencies retain all right, title and interest in and
to their Customer Data. Microsoft acquires no rights in Customer Data, other than the rights Enrolled
Affiliate and Enrolled Adencies grant to Microsoft to provide you the applicable Online Service., This
does not apply to software or services Microsoft licenses to Enrolled Affiliate or Enrolled Agencies.
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“Dynamics CRM Online Services” means Dynamics CRM Online services made available through this
Master Enrollment or an Agency Enrollment, excluding Dynamics CRM for supported devices, which
includes but it is not limited to Dynamics CRM Online services for tablets and/or smartphones and any
separately branded service made avallable with or connected to Dynamics CRM Onlrne ‘

“End User* means an individual that accesses the Online Services. Note that when'used ina Sectlon
or provision applicable toa specific subset of Online Services (e.g. to Office 365 Services or to CJIS-
Covered Services), End User shall be interpreted. to apply solely to an mdrvudual that access the
subset to which the Section or provision refers. i

“Enrolled Affiliate” means (collectively, and solely with regard to thls Master Enrollment) the two
Agencies (Department of Telecommunication and information Services. and Department of Public
Health) that have executed this Master Enrollment and are, to the extent permitted by applicable law,

__jointly_and: severally llable and responsrble for performlng the obhgatlons of Enrolled Affrllate

descnbed herern

“Enrolled Agency‘ means, solely as |t pertams to an Agency Enrollment the Agency that srgns such
Agency Enrollment and thereby becomes liable and responsible for performing the customer
obligations set forth in the Agency Enroliment. Note that the Agency Enrollment wrll refer to the
enrolled Agency as “Enrolled Affiliate,” notwrthstandrng the definition of that term above, *

“Enrolied Enttty’ means the Enrolled Affiliate’ or Enrolled Agency into whose Master Enrollment or

Agency Enroliment the terms and condltlons of Appendrx A (which mcludes terms deflned in this .

Section 1) are lncorporated

“Enterpnse Onlrne Serwce means any Onlme Servrce desrgnated as an Enterpnse Onlrne Servrce in
the Product List and chosen by Enrolled. Affiliate under this Master Enroliment. Enterprrse Onlme
Seérvices are treated as Online Servrces except as noted '

“Enterprise Product’ means any Desktop Platform Product that M|crosoft destgnates as an Enterprise
Product in the Product List and chosen by Enrolled Affiliate under this Master Enrollment. Enterprise
Products must be llcensed for all Quaiified Devrces and Qualified Users on an Enterpnse—wrde basis
under thrs program : :

“Explratlon Date” means the date upon which this Master Enroliment expires.

“‘HIPAAY collectlvely means the administrative simplification provision of the Health lnsurance
Portability and Accountability Act enacted by the United States Congress, and its implementing
regulations, including the Privacy Rule, the Breach Notification Rule, and the Security Rule, as
amended from time to time, including by the Health Information Technology for Economic and Clinical
Health: (“HITECH") Act and by the Modifications to. the HIPAA Privacy, Security, Enforcement, and
Breach Notification Rules under the Health Information Technology for Economic and Clinical Health
Act and the Genetrc lnformatron Nondiscrimination Act; Other Modrfrcatrons to the HlPAA Rules; Final
Rule: : . .

“Industry Device” (also known as line of business device) means any device that: (1) is not useable in
its deployed configuration as a general purpose personal computing device (such as a personal
computer); a multi-function server, or a commercially viable substitute for one of these systems; and
(2) only employs an industry or task-specific software program (e.g. a computer-aided design program
used by an architect or a point of sale program) (“Industry Program”). The device may include
features and functions derived from Microsoft software or third-party software. If the’ devrce performs
- desktop functions (such as email, word processing, spreadsheets, database, network or Internet

browsing, or scheduling, or personal finance), then the deskiop functions: (1) may only be used for -

the purpose of supporting the Industry Program functionality; and (2) must be technically integrated
with the Industry Program or-employ technically enforced polrcxes or archrtecture to operate only when
used with the Industry Program functionality. .

“L&SA” means a License with Software Assurance for any Product ordered:

“Managed OLS Envrronment” means the collection of Customer Data which |s both (i) logically
isolated from other Microsoft customers’ (including but not limited to other Enrolled Entities’) Customer
Data in Microsoft's data centers; and (i) associated with a unique MODRD. In the specific case of
Office 365 Services, this is commonly referred to asa “Tenant S ‘ ‘
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“Master Enrollment” means this customized Microsoft Enterprise Enrollment, from which Enrolled
Affiliate will purchase Products used by itself and other Agenctes to which it sublicenses and for which
it is responsible. , . .

“Microsoft Azure branded Onlme Servrces means any Online Service identified in the Product List as

Wlndows Azure (or Microsoft Azure)

“Mrcrosoft Azure Core Servrces" means solely as it pertalns to Sectlon 8 (Business Associate
Agreement for HIPAA") the foIIowrng features of Microsoft Azure branded Online Services: Cloud
Services - (web and worker- roles), Virtual Machines ‘(including with -SQL Server) Storage (Blobs,
Tables, Queues) Virtual Network, Traffic Manager, Web Sites, BizTalk Services, Media Services,
Mobile Services, "Service Bus, Multi-Factor Authentication, ‘Active Directory, Rights Management
Service, SQL Database ‘and any other features identified as included on the Mlcrosoft Azure Trust.
Center - : » : :

“MODRD” means a Mrcrosoft Onllne Drrect Routrng Domam ‘name, endlng in the “suffix
¢ onmrcrosoft com.” s ‘ - : :

“Office 365 Services” means Office 365 Plans E1, G1, E2, G2, E3, G3, E4, G4, K1 K1- G, K2 and K2-
G; Exchange Online Plans 1 and 1-G, Plans 2 and 2-G, Kiosk and Kiosk-G; SharePoint Online Plans
1, 1-G, 2 and 2-G; Office Web Apps Plans 1, 1-G, 2 and 2-G; and Lync Online branded services.
Offrce 365 Services do not include Office 365 Professional Plus or any separately branded service

" made available with an Office 365 branded plan or surte

“Office 365 for Government” means Microsoft’'s family of Offlce 365 Services that are offered as part
of Office 365 Government Plans as described in this Amendment. When delivered as part of Office
365 for Government, Exchange Online, Lync Online, SharePoint Online, Exchange Online Archiving,

‘and Office WebApps -are provisioned: in Microsoft’s multi-tenant data centers for exclusive use by

eligible US Federal, State, Local, and Tribal Government Customers only and offered in accordance
with the “community cloud” definition as defined in the National Institute of Standards and Technology
(NIST) Special Publication 800-145. Microsoft refers to this community cloud as the “Government

‘Community Cloud.” Other Online Services. may bé added to the Government Community Cloud as

communicated by Microsoft. Other Offlce 365 branded or separately branded On!rne Servrces that

ma\l he made

Govemment Communlty Cloud

“Online Services” means the Mlcrosoft-hosted services identified in the Online Services section of the
Product List.

“Privacy Rule” means the Standards for anacy of Indrvrdually Identifiable Health Informatron
(HIPAA).

“Product” means all software, Online Services and other web-based services, including pre-release or
beta versions, identified on the Product List.

“Product List’ means the statement published by Microsoft from time to time on the World Wide Web
at http://www.microsoft.com/licensing/contracts or at a successor site that Microsoft identifies, which
identifies the Products that are or may be made available under a program (which availability may

_vary by region) and any Product-specific condmons or limitations on the acquisition of licenses for, or

use of, those Products

“Product Use Rights” means, with respect to any Ilcensrng program, the use rights or terms of service
for each Product and version . published for that licensing program at

http://www.microsoft.com/licensing/contracts or at a successor site. The Product Use Rights for . . . . -

Online Services are posted in a separate document, as of the Effective Date titled the “Online
Services Use Rights,” and all references herein to “Product Use Rights” shall, when applicable to
Online Services, include such separate document.

“Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR § 160.103 of HIPAA, provided that it is limited to such protected health
information that is received by Microsoft from, or created, received, maintained, or transmitted by

Microsoit on behalf of, Customer.

“Qualified Device” means any device that is used by or for the benefit of Enrolled Affiliate’s Enterprise
and is: (1) a personai.desktop computer, portable computer, workstation, or similar device capable of
running Windows Professional locally (in a physical or virtual operating system environment), OR (2) a
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device used to access a virtual desktop infrastructure (“VDI”). Qualified Devices. do not include any
device that is: (1) designated as a server and not used as a personal computer, OR (2) an Industry
Device, OR (3) not managed (as defined in the Product List at the start of the applicable initial or
renewal term of the Master Enrollment) as part of Enrolled Affiliate’'s Enterprise. At its option, the
Enrolled Affiliate may designate any device excluded above (e.g., Industry Device) that is used by or
for the benefit of the Enrolled Affiliate’s Enterprise as a Qualified Device for all or a subset of
Enterprlse Products or Onlme Servrces the Enrolled Affrlrate has selected :

“Qualified User” means a person (e. g employee, consultant contrngent staﬁ) who (1) is a user of a ‘

Qualified Device, or (2) accesses any server software requiring an Enterprise Product Client Access
License or any Enterprise Online Service. It does not include a person who accesses server software
or an Online Servrce solely under a License identified in the Qualified User exemptrons in the Product
Llst v

“Fleserved chense" Theans fo’“r"a’n‘“Onlrne S’erv*rt:e‘rdéntrfled“‘aS‘elrgrble*for“*truewupsrmthe—?reducehlst,
the License reserved by Enrolled Affiliate prior to use and for which Microsoft will make the Online
\Servrce available for activation. l .

“Secunty Rule” means the Securrty Standards for the Protectron of Electronic Protected Health
Information. (HIPAA) : co

“Service Level Agreement” means the document specrfylng the standards Microsoft agrees to adhere
to and by which it measures the level of service for an Onlme Service. :

“Transition” means the conversion of one or more Llcense to or from another Llcense(s) Products
eligible for Transmon and permitted Transitions are identified in the Product List.

“Transition Perrod” means the time between the Transition and. the next Master Enrollment or Agency
Enroliment anmversary date for whrch the Transition is reported.

“Windows Intune Online Services” means the cloud service (Online Service) portion of Windows
Intune such as the Windows Intune Add-on Product (Volume Licensing SKU number U7U-00007). it
does not include any on- premrses software made available with a Wlndows lntune subscnptron '

“Yammer Enterprise” means the multr fenant service offerlng, Yammer Enterprrse (Mlcrosoft part
number 7LU-00002), as described in the Product Use Ftrghts

2, Order requrrements

a. Product order. The Reseller will prowde Enrolled Affrllate wrth Enrolled Affiliate’s ‘Product
pricing and order. Prices and billing terms for all Products ordered will be determined by
agreement between Enrolled Affiliate and the Reseller. The Reseller will provrde Microsoft
with the order separately from this Master Enrollment. -

b. Mlmmum Order requirements. Enrolled Affiliate’s Enterprise must have a minimum of 250

Qualified Users or Qualified Devices. . The initial order must mclude at least 250 Llcenses for

Enterprise Products or Enterprise Onlrne Services.

(i) Enterprise Commltment If ordenng any Enterpnse Products Enrolled Affrllates
order must include coverage for all Qualified Users or Qualified Devices, depending
on thé License Type, of one or more Enterprise Products or a le of Enterprise
Products and the correspondmg Enterprrse Online Services..

(i) Enteiprise Onlrne Services. |If ordering Enterprrse Onlme Services only, then
Enrolled Affrllate must maintain at least 250 Subscrrptron Licenses.

¢. Additional Products. Upon satrsfylng the minimum order requrrements above, Enrolled
Affiliate may order Addltronal Products and Services

"~ d. Product Use Rights for Enterprlse Products For Enterprlse Products |f a riew Product
version has more restrictive use rights than. the version that is current at the start of the
applicable initial or renewal term of the Master Enroliment, those more restrictive use
rights will not apply to Enrolled Affrlrate s use of that Product durrng that term.

e. Country of usage. Enrolled Affiliate must specify the countries where Llcenses will be
used on its initial order and on any additional orders:
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f.

g-

Addlng Products. LT

(i) Adding new Products not prevrously ordered. Enrolled Affiliate may add new
Enterprise Products by entering into a new Enroliment (including a new Agency
Enroliment, if-desired) or as part of a renewal. New Enterprise Online Services may
be added by contacting a Microsoft Account Manager or Reseller. New Additional
Products other than Online Services, may be used if an order is placed in the month -

" the Product is first used. For Additional Products that are Onhne Services, an initial
order for the Onllne Servrce is reqwred prlor touse.

(ii) Addmg Llcenses for prevrously ordered Products .Additional Licenses for

" previously ordered Products must be included. in the next true-up order. Enrolled
‘Affiliate must purchase Serwces and Licenses for Onhne Services prior to use, unless
the Onllne Services are (1) identified as eligible for true-up in the Product List or (2)
included as part of other chenses (e g. Enterpnse CAL)

True-up reqwrements

- (i) True—up order Enrolled Afflhate must submlt an annual true -up order that accounts

for changes since the initial order or last true-up order, including: (1) any increase in
‘Licenses,” mcludlng any increase in Qualified Devices of Qualified Users and
Reserved Licenses; (2) Transitions (if permitted); or (3) Subscription License quantity
reductions (if permitted). Microsoft, at its discretion, may validate the customer true-
up data submitted through a formal product deployment . assessment usmg an
approved Mlcrosoft partner.

(ii) Enterpnse Products Enrolled Affiliate must determlne the number of Quallfred
Devices and Qualified Users (if ordering user-based Licenses) at the time the true-up
order is placed and must order additional Licenses for all Qualified Devices and
Qualified Users that are not already covered by exrstlng Licenses, including any
Enterprise Online Services. o

(iii) Additional Products. For Products that have been prevrously ordered, Enrolled
' Affiliate_must determine the Additional Products used and._order the License

——Subseription-License-reductions:

difference (if any).

(iv) Online Services. For Online Services identified as ehglble for true-up orders in the
Product List, Enrolled Affiliate may first reserve the additional Licenses prior to use.
Microsoft will provide a report of Reserved Licenses in excess of existing orders to
Enrolled Affiliate and its Reseller. Reserved Licenses will be invoiced retroactively for
the prior year based upon the month-in which they were reserved.

(v) Transitions. Enrolled Affiliate must report all Transitions. Transitions may result in
an increase in Licenses to be included on the true-up order and a reduction of
Licenses for prior orders. Reductions in Licenses will be effective at end of the
Transition Period. Associated invoices will also reflect this change. For Licenses paid
upfront, Microsoft will issue a credit for the remaining months of Software Assurance
or Subscription Licenses that were reduced as part of the Transition. :

(vi) True-up due date. The true-up order must be received by Microsoft between 60 and
30 days prior to the Master Enrollment anniversary date. The third-year anniversary
true-up order is due within 30 days prior to the Expiration Date. Enrolled Affiliate may
true-up more often than at each Master Enrollment annrversary date except for

(vii) Late true-up order. If the true-up order is not received when due:
1) Microsoft will invoice Reseller for all Reserved Licenses not previously ordered.

'2) Transitions and Subscription License reductions ‘cannot be reported until the
following Master Enroliment anniversary date (or at Master Enrollment renewal,
- as applicable).

(viii) Subscription License reductions. Enrolled Affiliate may reduce the quantity of
Subscription Llcenses on a prospective basis if perm|tted in the Product List as
follows
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1) For Subscription Licenses part of an Enterprise-wide purchase, Licenses may be
reduced if the total quantity of Licenses and Software Assurance for an applicable
group meets or exceeds the quantity of Qualified Devices identified on the
Product Selection Form. Step-up Licenses do not count towards this total count.

2) For Enterprise Online Services not a part of an Enterprise-wide purchase,
Licenses. can be reduced as long as the initial order mlnrmum requirements are
marntatned .

3) For Additional Products avallable as Subsorlptlon chenses Enrolled Affiliate may
" reduce the Licenses. If the License count is reduced to zero; then Enrolled
Affiliate’s use of the applicable Subscription License will be cancelled.
Invoices will be adjusted to reflect any reductions in Subscription Licenses at the true-
up order Master. Enrollment annrversary date and effective as of such date.

.

(ix) Update statement An update statement must be submltted instead of a true—up
order if, as of the initial order or last true-up order, Enrolled’ Affiliate’s Enterprise has
“not: (1) changed the number of Qualified Devices and: Qualified Users licensed with
Enterprise Products or Enterprise Online Services; and- (2) increased its usage of
Additional Products.. - This update statement must be signed by Enrolled Affiliate’s
authorized: representatrve The update statement must be received by Microsoft
- between: 60-and: 30 days prior to the Master Enrollment anniversary date. The last
update statement is due within 30 days prior to the Exprratlon Date.

Step-up Llcenses For chenses elrg|ble for a’ step up under this Master Enroliment,
Enrolled Affiliate may step-up to'a hrgher edrtron or suite as follows:

@ "For step-up Llcenses mcluded onan initial order Enrolled Affiliate may order
accordmg to the true-up process ' ‘ :

(ii) if step-up Lroenses are not included on an mrtral order Enrolled Affiliate may step-up
initially by following the process described in the Section titled “Adding new Products
not previously ordered ‘then for addltlonal step- up Llcenses by followrng the true-up
order process. - . ) .

(iii) If Enrolled Affiliate has prevrously ordered an Online Servlce as an Addlttonal Product
and wants fo step up to an Enterprise Online Servrce ellgrble for a Transrtron the
step up may be reported as a Transition. v

(iv) If Enrolied -Affiliate Transitions. a chense it may be able to further step-up the
Transitioned License. If Enrolled Affiliate chooses to’ step-up and the step-up License
is separately efigible to be Transrtloned such step-up Licenses may result in a
Llcense reductlon at the Master Enrollment annrversary date following the step-up.

Clerical errors. Mtcrosott and Clty may correct clerical errors in this Master Enroliment,
and any documents submitted with or under this Master Enrollment, by providing notice
by email and a reasonable. opportunity for the other party to object to the correction.
Clerical -errors include . minor mistakes, -unintentional additions and omissions. This
provision does not apply to matenal terms such as the |dent|ty, quantity or price of a

. Product ordered

Publlcrty Nelther Party shall issue any press release or other publrc announcement
related to this Agreement, written or oral, without the pnor wrrtten consent of the other
party, except as required by law or a court order. ‘ .

3. Pricing. v

a.

Price Levels. Exoept as otherwise establrshed by the terms and conditions of this
Master Enroliment, Enrolled Affiliate’s and Enrolled Agencies® Price Level for all Products
ordered under this Master Enroliment will be determined by the Enterprise Agreement
identified above. As of the Effective Date of this Master Enrollment, the Price Level (in

accordance with the terms and conditions of Amendment # CTX-CA-Fsilver-CORIV14 to

the” Enterprise Agreement); was Level D minus 7.5%, -except for (i) Microsoft Azure
branded Online Services which are Level D, and (i) MCS and Premier professional
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services (although such professmnal services shall not be purchased pursuant to this
Master Enrollment).

As an exception to the foregoing, special reference prices have beem provided to
- Enrolled Affiliate for Office 365 Services under this Enrollment which includes unique
discounts from Level D (each greater than or equal to Level D minus 7 5%, as of the
Effectlve Date).’ :

b. Settmg Prices. Enrolled Affiliate’s prices for each Product will be establlshed by its
Reseller. . As long as Enrolled Affiliate continues to qualify for the same price level,
Microsoft’s prices for Reseliers for each Product or Service will be fixed throughout the
applicable initial or renewal Master Enroliment term. However, if Enrolled Affiliate qualifies
for a different price level, Microsoft will establish a new price level for future néw orders
elther upon Enrolled Affiliate’s request or on its own initiative. Any changes will be based
upon price level rules in the Product Selection Form., = !

¢. Master True Up price list. Microsoft will provide the Reseller confldentlal net True Up
prices apphcable solely to those Products (collectively, “Initially-Ordered Products®) for
which Enrolled " Affiliate and various Enrolled Agencies issued initial purchase orders
under (i) this Master Enroliment and (ii) each applicable Agency Enrollments that was
executed concurrent with this Master Enroliment in June, 2014. The Reseller's True-Up
cost will in all cases be based upon the annual contract period during which the order was
placed (or required to be placed, based upon date of usage). In all cases, an Enrolled
Agency's actual prices and payment terms will be determlned by separate agreement
between Enrolled Agency and its Reseller. A

The parties acknowledge that, dunng the term of this Master Enroliment, Microsoft may
programmatically discontinue one or more Initially-Ordered Products. If this happens, ‘it
may be impossible to include the SKU for such discontinued product as an orderable
SKU on any new Agency Enroliments submitted for execution after such discontinuation.
In such case, to the extent that Microsoft may allow additional quantities of .such
discontinued product to be ordered by customers for the duration of the term(s) of
Enroliments under which such product had been previously ordered, the Enrolled Affiliate

may order such Initially-Ordered Products under this Master Enfollment on behalf of the
Enrolled Agency that was unable to order the applicable SKU under its own Agency
Enrollment

4. Payment terms.

For the initial or renewal order, Enrolled Affiliate may pay upfront or elect to spread its payments over
the applicable Master Enrollment term. If spread payments are elected, unless indicated otherwise,
Microsoft will invoice Enrolled Affiliate’s Reseller in three equal annual installments. The first
installment will be invoiced upon Microsoft's acceptance of this Master Enrollment and on each
Master Enroliment anniversary date. Subsequent orders are invoiced upon acceptance of the order
and Enrolied Affiliate may elect to pay annually or upfront for Online Services and upfront for all other
Licenses.

5. Profiles, and scope of Enterprise for Lead Enroliment and Agency Enrollments. :

For the purpose of both this Master Enrollment and‘ all Agency Enroliments, only Agencies (and not

- other“Affiliates;”as-defined-in-the-Enterprise-Agreement)-shall- be-entitled-to-use-Licenses-purchased —--— -

under either of the forgoing types of Enroliments.

Solely as it pertains to this Master Enroliment, Enrolled Affiliate’s “Enterprise” (as defined in the
Enterprise Agreement) shall be divided into two groups (“Profiles”), as follows:

“Profile 1, for which the Enterprise shall consist solely of the Department of
Telecommunication and Information Services (“DT”); and

“Profile 2, for which the Enterprise shall include any Agencies except DT to which Enrolled
Affiliate sublicenses and for which Enrolled Affiliate is responsible.
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Licenses for Profiles 1 and 2 will be ordered and invoiced under the Enroliment Number(s) assigned
to the Master Enrollment. Notwithstanding anything to the contrary in the Enterprise Agreement or
this Master Enrollment, Enrolled Affiliate shall purchase only Online Services (and.no other Products)
under Profile 2. Additional Profiles may be added later by amendment, if mutually agreed between
Enrolled Affiliate and Microsoft. Enrolled Affiliate will maintain a list of all Agencies to which it -
sublicenses under Profile 2 and any subsequently-added Profiles, and will make such list available to
Mlcrosoft upon request

Enrolled Affiliate is the licensee, and as such is solely responsrble and liable, for all Licenses
purchased under this Master Enrollment lncludlng Llcenses that Enrolled Afflllate sublicenses to other
Agencnes . :

Notwrthstandlng anythlng to the contrary in the Enterprlse Agreement neither Enrolled Affiliate nor » ‘

l:nTolIed"'A*g'en’des nTay"subllcense'to any*A’ffrhates"other‘thamAgenCIeS“as”deflned*auuve —

For each Agency Enrollment the appllcable Enrolled Agency will (1) establlsh its own Enterpnse and
(2) be coterminous with: this Master Enroliment. For clarity, all such Agency Enroliments shall expire
on the same date and have the same June 1 payment annlversary each year dunng their terms.

Asa condmon of Mlcrosoﬁ’s executlon of this Master Enrollment each of the followmg Agencies (the
“Initial Enrolling Agencies”) will separately execute an Agency Enrollment on or before June 26, 2014,
and each such Agency Enroliment shall continue Software Assurance coverage from prior
Enrollments which were originally scheduled to expire on the dates shown below. As an exception to
the foregoing sentence, Software Assurance from the Enroliments shown below in the name of “City
and County of San Francisco Department of Telecommunlcatlons and lnformatlon Services” shall be
renewed by DT under Profile 1, hereunder : .

Initial Enrollmg Agencies-

Original ’ ‘
Enrol!ment o - L . o _ Expiration
Number’ |Agency Name: ] o ’ : . Date
5775823 |CA CCSF Office of the Controflar/EMERGE ' , 3/30/2014
6035318  (City & County of San Francisco Public Health - 6/30/2018
5301723 City and County of San Francisco Department of Telecommunications and Information Services 6{30£2014
4694723 City and County of San Francisco Department of Telecommunications and Information Services 4/3072014
8379226 City and County of San Francisco Dept of Human Resourcas ) 9/30/2014
7615408 City of San Francisco International Alrport !nformatlon Technology and Telecommumcatxons 6/30£2014
5733079 Housing Authority of CCSE ) o . 11/30/2016
- [5961930 Office of Communlty Investment and Infrastructure 6/30/2016
6361475 Port of San Francisco. - o K . : CL : 5£31/2014]
8445251 San Francisco Municipal Transportation Agency {SFMTA) - 12/31/2014
8744960  |San Francisco Public Utilities Commission . 6/30£2015

For each Enrollmg Agency, Microsoft has provrded initial order pncrng which takes into account prior
payments for Software Assurance

For any other Agencres WIshmg to submlt Agency Enrollments after June, 2014, the Reseller s
confidential net costs for the initial order will be determined as follows

» For Online Services (if any), Microsoft will prorate the Reseller’s costs based upon the
number of full calendar months remaining in the term as of the effective date of the
applicable Agency Enroliment.

¢ For products included in the Master True Up Prices established pursuant to Section 3¢, the
Master True Up prices will apply.

e For other products, Microsoft will calculate the Reseller's L&SA costs based upon the then-
current standard True Up price applicable based upon the number of years remaining in the
term.
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The total reseller cost for the initial orders referenced above will be spread across remaining
anniversary payment dates (if any) remaining in the term. In all cases, an Enrolled Agency’s actual
prices and payment terms will be determined by separate agreement between Enrolled Agency and
its Reseller. * -

Each Agency Enrollment shall be executed between Microsoft and a single Enrolled Agency, which
such Enrolled Agency will be responsible for the acts and omissions of other Agencies to which it
sublicenses under its Agency Enroliment, except as otherwise provided below in this Section. For
clarity, DT may choose to execute an Agency Enroliment (in addition to this Master Enrollment), in
which case DT will become the Enrolled Agency responsrble for complrance with such Agency
Enrollment. v

Agency Enrollments shall each incorporate the terms and conditions of both (i) the Enterprise
Agreement identified above; and (ii) Appendix A to this Master. Enrollment. Enrolled Affiliate (or
Reseller on its behalf) shall provide a copy of this Master Enroliment to any Agency upon request. In
the event of a conflict between the terms and conditions of Appendix A and an Agency Enrollment

* thatis not expressly resolved in the document(s), the terms and conditions of Appendix A shall control

the Agency Enroliment unless an Enrolled Agency and Microsoft chooses to amend the terms and
conditions of an Agency Enrollment in a way which expressly acknowledges and resolves a conflict
between the Agency Enrollment and Appendix A. In such case the Agency Enroliment will be
governed by those amended Agency Enrollment terms and conditions. !

Foran mdrvrdual Managed OLS Environment, only Enrolled Afflllate or one Enrolled Agency (but not
two or more such entities) may ultimately be responsible for compliance with the terms and conditions
of the Enterprise Agreement and applicable Enroliment(s) which apply to the Online Services
provided in such Managed OLS Environment, including but not limited to the obligation to comply with
the Product Use Rights, Acceptable Use Policy and to pay for Online Services Licenses (hereafter,
the “OLS Terms”), For clarity, it is technically possible for more than one Enroliment to be associated
with the same Managed OLS Envrronment provided that the administrative log-in credentials for the
Managed OoLs Envrronment are shared between Enrolled Affiliate and/or one or more Enrolled
Agencies. :

Accordingly, in the event that more than one Enroliment (each, executed by a different Agency)
becomes associated with the same Managed OLS Environment, the Agency ultimately responsible for
OLS Terms applicablé to all Enroliments associated with such Managed OLS Environment (the
“Responsible Agency”) shall be determined as follows:

« If one of the Enroliments associated with the Managed OLS Environment is this Master
Enrollment, then the Enrolled Affiliate hereunder shall be the Responsible Agency; and

o If only two or more Agency Enroliments (and not this Master Enroliment) are associated with
the Managed OLS Environment, then the Responsible Agency shall be the Enrolled Agency
which first “signed in” to the Microsoft Online Administrator Console in order to create the
administrative account associated with the Managed OLS Environment.

in accordance with the terms and conditions of Section 7(d) of the Enterprise Agreement (“termination
for cause”), in the event that an Enrolled Agency other than the responsible Agency with respect to
the applicable Managed OLS Environment (hereafter, the “Breaching Agency”) is determined to have
breached OLS Terms for Licenses purchased under its Agency Enrollment, Microsoft will first allow
the Breaching Agency at least 30 days to cure the breach, unless the breach is, by its nature, not

curable within 30 days. In the event that a curable breach by the Breaching Agency is not cured
within 30 days, the Responsible Agency must cure the breach within 15 additional days. In the event
that the breach is either (i) not cured pursuant to the foregoing terms and conditions; or (i) is, by its
nature, not curable, then Microsoft may terminate the Enroliments of both the Breaching Agency and
the Responsible Agency (including this Master Enroliment, if applicable).

Except as provided above, both Enrolled Affiliate (for this Master Enroliment) and each Enrolled
Agency (for its own Agency Enroliment) shall be solely responsible for compliance (and the
compliance of Agencies to which it sublicenses) with the terms and conditions of the applicable party's
Enroliment, including but not limited to the terms and conditions of the Enterprise Agreement and this
Master Enroliment incorporated therein.
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6.  Transitions.

a. Applicability of Section 6 to Master Enrollment vs. Agency Enroliments

This Section 6, in conjunction with applicable sections of the Product List, govemns
Transition (as defined above) for qualifying Enroliments with Enterprise-wide coverage.

. ln the "case of Transition for Enterprise 'Product licenses for DT's users,
purchased under Profile 1 (as defined in Section 5, above), will Transition to both
Enterprise Online Services Licenses and Bridge CALs also included under Profile
1.

* As an exception:to Microsoft's standard operational procedures, each Agency

<= Enrollment:may:Transition:(foreligible:Enterprise:Broducts).as:follows:

o Enterprise Online Services may be purchased under Profile 2, pursuant
to this Master Enroliment; and '

o All on-premises Products; including but not Ilmrted to Bndge CALs, will be
be purchased on the appllcable Agency Enrollment.

b. Transition requrrements

(i) Licenses with active Software Assurance or Subscrlptlon Licenses may be
Transitioned at any time if permitted in the Product List. Enroiled Affiliate may not,
however, reduce the quantity of chenses or assomated Software Assurance pnor to
the end of the Transmon Period. v

(i) Enrolled Affiliate must order the Llcenses to Wthh |t is transmonmg for the year(s)
following the Transition Period.- v ;

(iii) If a Transition is made back to a Llcense that had active’ Software Assurance as of
the date of Transition, then Software Assurance must be re- ordered for all such
Licenses on a prospective basis following the Transition Period. Software Assurance
coverage may not exceed the quantity of perpetual Licenses for which Software
Assurance was current at the time of any prior Transition. Software Assurance may
not be applled to Licenses transferred by Enrolled Affiliate.. .

C(iv)ifa dewce-based License is Transitioned to a user-based chense all users of the
device must be licensed as part of the Transmon :

(v) If a user-based License is Transitioned to a device-based License, all devices
accessed by the user must be licensed as part of the Transition.

c. Effect of Transition on Licenses. -
(i) Transition will not affect Enrolled Affiliate’s rights in perpetual Licenses paid in full.
(ii) New version rights will be granted for perpetual Licenses covered by Software
Assurance up 1o the end of the Transition Period.
(iii) For L&SA not paid in full at the end of the Transition Period, Enrolled Affiliate will
have perpetual Licenses for a proportional amount equal to the amounts paid for the
Transitioned Product as of the end of the Transition Period..

(iv) For L&SA not pald in full or granted a perpetual License in accordance wrth the above
or Subscription Licenses, all nghts to Transitioned Licenses cease at the end of the
Transmon Penod :

7. End of Master Enrollment term and termlnat|on

a. General. At the Exp|rat|on Date, Enrolled Affiliate: must lmmed|ately order and pay for
Licenses for Products it has used but has not prevrously submitted an order, except as
otherwise provrded in this Master Enrollment

b. Renewal Option. At the Expiration Date of the initial term, Enrolled Afflhate can renew
Products by renewing the Master Enrollment for one additional 36 full calendar month
term or signing a new Enroliment. Microsoft must receive a Product Selection Form and
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renewal order prior to or at the Expiration Date. The renewal term will start on the day
following the Expiration Date. Microsoft will not unreasonably reject any renewal.
Microsoft may make changes to this program that will make it necessary for Customer
and its Enrolled Affllrates to enter into new agreements and Enrollments at renewal.

c. If Enrolled Affiliate elects not to renew.

(i) Software Assurance. If Enrolled Affiliate elects not to renew Software Assurance for
any Product under this Master Enroliment, then Enrolled Affiliate wili not be permltted
to order Software Assurance later without flrst acqurnng L&SA. ‘

(ii) Online Services eligible for an Extended Term. For Online Servrces |dent|fled as
eligible for an Extended Term in the Product List, the following options are avarlable
at the end of the master Enrollment initial or renewal term.

1) Extended Term. Licenses for Online Services W|ll automatically expire in
accordance with the terms of this Master Enroliment. An extended term feature
that allows Online Services to continue month-to-month (“Extended Term”) is

" available. During the Extended Term, Online Services will be invoiced monthly at
the then-current published price for Enrolled Affiliate’s price level as of the
Expiration Date plus a 3% administrative fee for up to ‘one year. if Enrolled
Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must recelve the request not less than 30 days prior to the
Explratlon Date.

2) Cancellation durmg Extended Term. lf Enrolled Afflllate has opted for the
Extended Term and later determines not to continue with the Extended Term,
Resellermust submit a notice of cancellation for each Online Service.
Cancellation will be effective at the end of the month following 30 days after
Microsoft has received the notice. : .

(iii) Subscription Licenses and Online Services not eligible for an Extended Term. -
If Enrolled Affiliate elects not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated media must be uninstalled and

destroyed and Enrolled Affiliate’s Enterprise must discontinue use. Microsoft may
request written certification to verify compliance.

(iv) Customer Data. Upon expiration or termination of a License for Online- Services,
Microsoft will keep Customer’s Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse. Microsoft if there are any
associated costs. After 90 days Microsoft will disable Enrolled Affiliate’s account and
will delete its Customer Data. Enrolled Affiliate agrees that, other than as described
above, Microsoft has no obligation to continue to hold, export or return Enrolled
Affiliate’s Customer Data and that Microsoft has no liability whatsoever for deletion of
Enrolled Affiliate’s Customer Data pursuant to these terms.

d. Termination for cause. Any termination for cause of this Master Enroliment will be
subject to the “Termination for cause” section of the Enterprise Agreement.

e. Early termination. Any Early termination of this Master Enroliment will be subject to the
“Early Termination” Section of the Enterprise Agreement. In the event this Master
_Enrollment is terminated earfier than any Agency Enroliments into which the Master
Enroliment terms and conditions have been incorporated, the Master Enrollment terms

e e —————-gN@-conditions-shall-continue-to-apply- to-such- Agency~Enrollments -as-if-the-Master— -~ -~ -~

Enroliment had not been terminated.

For Subscription Licenses, in the event of a breach by Microsoft, Microsoft will issue
Reseller a credit for any amount paid in advance that would apply after the date of

termination.
8. Business Associate Agreement for HIPAA (standard form of Microsoft’'s amendment #
M176)
EA Enr (SLG)(ENG)(May2014) CCSF Master Enroliment BD
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The terms and conditions of this Section 8 apply solely to Enrolled Affiliate pursuant to this
Master Enroliment and any Agency Enrollment for which Enrolled Affiliate becomes a
Responsible Affiliate pursuant to the terms and conditions of Section 5, above. Enrolled
Agencies which establish their own Managed OLS Environment for BAA-Covered Services

- may execute separate Business Associate Agreements with Microsoft for purposes of their
separate Agency Enroliments.

The terms and conditions in this Section 8 supersede any c‘onflictin'g terms énd conditions in
" the Master Enroliment and Enterprise Agreement, and supersede and replace any previous
Enrollmentr amendments related to the subject matter of this Section 8. '

PermlttedwUsesvanda Drsclesureswef Pretected Health:
Information. ‘

a. Performance of the Master Enrollment for BAA-Covered Services. Except as
- otherwise limited in this Section 8, Microsoft may Use and Disclose Protected
Health Information for, or on behalf of, Enroiled Affrllate as specified in the Master
Enrollment. : : :

b. Management, Admlmstratlon, and Legal’ Resp’onsmlhtles. Except as
otherwise limited in this Section 8, Microsoft may Use and Disclose Protected
Health Information for the proper management and administration of Microsoft
and/or to carry out the legal responsibilities of Microsoft, provided that any
Disclosure- may. occur only if: (1) Required by Law; or (2) Microsoft obtains
written reasonable assurances from the person to whom the Protected Health
Information is Disclosed that it will be -held confidentially and Used or further
Disclosed only as Required by Law or for the purpose for which it was Disclosed
to the person, and the person notifies Microsoft of any instances of which it
becomes aware in which the confrdentralrty of the Protected Health Informatlon
has been breached ) . o

B. Responsrbllmes of the Partres wrth Respect to Protected
Health Information. R .

a. Mrcrosoft’s Responsrbrlltles. To the extent Microsoft is acting as a Business
Associate, Mrcrosoft agrees to the followrng

() - Limitations on Use and Dlsclosure. Microsoft shall not Use and/or
Disclose: the Protected Health Information other than as permitted or
required by the Master Enroliment and/or this Section 8 or as otherwise
Required by Law; provided that any such Use or Disclosure would not
violate HIPAA if done by Enrolled Affiliate, unless expressly permitted for
Business Associates under HIPAA. Microsoft shall not disclose, capture,
maintain, scan, index, transmit, share or ‘Use Protected Health
Information for any activity not authorized under the Master Enroliment
and/or this Section 8. BAA-Covered Services shall not use Protected
Health Information for any advertising, Marketing. or other commercial
purpose of Microsoft or any third party. Microsoft shall: not violate the
HIPAA prohibition on the sale of Protected Health Information. Microsoft
shall make reasonable efforts to Use, Disclose, and/or request the
minimum necessary Protected Health Information to accomplish the
intended purpose of such Use, Disclosure, or req‘uest

(i) Safeguards.  Microsoft shall: (1) use reasonable -and appropriate
safeguards. to prevent inappropriate Use and Disclosure of Protected Health
Information other than as provided for in this Section 8; and (2) comply with
the appllcable requirements of 45 CFR Part 164 Subpart C of the Security
Rule.

EA Enr (SLG)(ENG)(May2014) CCSF Master Enroliment _ ' BD
CTX * Page 14 0of 80




(iii) Reporting. Microsoft shall report to Enrolled Affiliate: (1) any Use and/or
Disclosure of Protected Health Information that is not permitted or required by
this Section 8 of which Microsoft becomes aware; (2) any Security Incident of
which it becomes aware, provided that notice is hereby deemed given for

- Unsuccessful Security Incidents and no further notice of. such Unsuccessful
Security Incidents shall be given; and/or (3) any Breach of Enrolled Affiliate’s
Unsecured - Protected Health Information that Mrcrosoft may discover (in
accordance with 45 CFR - §164.410 of the Breach Notification Rule)

Notification of a Breach will be made without unreasonable delay, but in no,

- “event more than thirty (30) calendar days after discovery of a Breach. Taking
- into account the level of risk reasonably likely to be presented by the Use,
_ Disclosure, Security Incident, or Breach, the timing of other reporting will be
" made consistent with Microsoft’s-and Enrolled Affiliate’s legal obligations.

" -For purposes of this Subsection (B), “Unsuccessful Security Incidents” mean,
without limitation, pings and other broadcast attacks on Microsoft's firewall,

’port scans, unsuccessful log-on attempts, denial of service attacks, and any

- combination of the above, as long as no suchrincident results in unauthorized

© ‘access, acquisition, Use, or Disclosure of Protected Health Information.
Notification(s) under this Subsection, if any, will be delivered to contacts
identified by Enrolled Affiliate pursuant to'Subsection 8(B)b(ii) (Contact
Information for Notices) of this Section 8 by any means. Microsoft selects,

_ including through e-mail. Microsoft's obligation to report under this
Subsection is not and will not be construed as an acknowledgement by

Microsoft of any fault or Ilablllty with respect to any Use, Disclosure, Security

Inmdent or Breach

(|v) Subcontractors. In accordance wrth 45 CFR §§ 164. 502(e)( )(ii) and
164. 308(b)(2) of HIPAA, Microsoft shall require its Subcontractors ‘who
create, receive, maintain, or transmit Protected Health Information on behalf
of Microsoft to agree in writing to: (1) the same or more stringent restrictions

and condltlons that apply to Mrcrosoft wrth respect to such Protected Health

lUlD‘L:lUU l—leallll IIllUIlIlC«lllUll,
and (3) comply with the appllcable requrrements of 45 CFR Part 164
:Subpart C of the Secunty Rule. :

(v) Disclosure to the Secretary. . Mlcrosoft shalil make available its internal
practices, records, and books relating to the Use and/or Disclosure of

. Protected Health information received from Enrolled Affiliate to the Secretary
of the Department of Health and Human Services for purposes of determining

- Enrolled Affiliate’s compliance with HIPAA, subject to attorney-clrent and .

other applicable legal privileges.

(vi) Access If Microsoft maintains Protected Health Information in a Designated
Record Set for Enrolled Affiliate, then Microsoft, at the request of Enrolled
Affiliate, shall make access to such Protected Healith Information available to
Enrolled Aﬁlllate in accordance with 45 CFR § 164 524 of the Privacy Rule.

(vu)Amendment If Microsoft maintains Protected Health Information in a
Designated Record. Set for Enrolled Affiliate, then Microsoft, at the request of
Enrolled Affiliate, shall make available such Protected Heaith Information to
Enrolied Affiliate for amendment and incorporate any reasonably requested

amendment in the Protected Health Information in accordance with 45 CFR
§ 164.526 of the Privacy Rule.

(viii) Accounting of Disclosure. Microsoft, at the request of Enrolled
Affitiate, shall make available to Enrolled Affiliate such information relating to
Disclosures made by Microsoft as required for Enrolled Affiliate to make any
requested accounting of Disclosures in accordance with 45 CFR § 164.528 of
the Privacy Rule.

(ix) Performance of a Covered Entity’s Obligations. To the extent Microsoft is
to carry out a Covered Entity obligation under the Privacy Rule, Microsoft
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shall comply with the requirements of the Privacy Rule that apply to Enrolled
Affiliate in the performance ot such obligation.

b. Enrolled Affiliate ReSpOHSIbIIItIES

(i) No Impermissible Requests. Enrolled Affiliate shall not request Microsoft to
Use or Disclose Protected Health Information in any manner that would not
be permlssmle under HIPAA if done by a Covered Entity (unless permittéd by
HlPAA for a Business Assocrate) :

(ii) Contact lnformatlon for Notlces. Enrolled Afflllate hereby agrees that any
reports; notification, or other notice by Microsoft pursuant to this Section 8
may. be made electronically. Enrolled Affiliate shall provide contact
information to MSO-HIPAA @microsoft.com or such other location or method

' *oLupdatlngmcontactsmtonmatlon“aslicrosnﬂ may:specify-from.time:totime . oo o

and shall ensure that Enrolled Affiliate’s contact information remains up to
- date during the term of this: Section 8. Contact information must include
name of individual(s) to be contacted, title of mdlwduals(s) to be contacted, e-
mail: address of. lndlwdual(s)‘ to be contacted, name of Enrolled Affiliate
" .organization, and, if- available, either - ~contract number or subscriber
ldentn‘lcatlon number - : : :

- (iii) Safeguards and Approprlate Use of Protected Health Information.
Enrolled Affiliate is responsible for implementing appropriate privacy and
security safeguards to protect its Protected Health Information in compllance
with HIPAA. Without limitation, it |s Enrolled Afflllate s obllgatlon to: ‘

1) Not include Protected Health Information in: 1) mformatlon Enrolled
Affiliate submits to technical support personnel or to community support
forums; and (2) Enrolled Affiliate’s address book or directory information.
In addition, Microsoft does. not act’ as, or have the obligations of, a
Busmess Assocnate under HlPAA with respect to Enrolled Affiliate Data

) once it is sent to or from Enrolled Afflllate outsrde BAA-Covered Servnces

- overthe public lnternet :

2) lmplement prlvacy and secunty safeguards in the systems, appllcatlons
and software Enrolled Affiliate controls, conflgures, and uploads into the
BAA-Covered Serwces ‘

C. Appl:cablhty of Sectlon 8 S

‘ As of the effective date of this Master Enrollment thls Sectlon 8is appllcable to BAA-
Covered Services. At such time as Microsoft is wnlllng to enter into the terms of this
Section 8 with respect to other current or future BAA-Covered Services, Microsoft will
notify Enrolied Affiliate of the effective date that this Section 8 will be applicable to
such other BAA-Covered Services. Subsequent to the eﬁectlve date identified in
Microsoft’s notice, and provided Enrolled Affiliate has by that date entered into an
agreement for such other BAA-Covered Services, this Section 8 will apply to Enrolled
Affiliate’s other BAA-Covered Services without additional action by Enrolled Affiliate.
Enrolled Affiliate acknowledges that this Section 8 is not effective as to an applicable
Microsoft online service until Microsoft notifies Enrolled Affiliate this Section 8 is-
effective as specified in this Subsection (C). It is Enrolled Affiliate’s obligation to not -
store or process Protected Health Information in'a Microsoft online service until on or
after the date this Section 8 is effective as to the applicable service.

D.  Term and Termination. |
a: Term. This Section 8 shall continue in effect until the earlier of (1) termination by

a Party for breach as set forth in Subsectlon (D)b below, or (2) expiration of the
. Master Enrollment

b. Termmatlon for Breach E|ther Party lmmedlately may terminate the Master
Enrollment if the other Party is in material breach or defauit of any obligation in
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this Section 8 that is not cured within thlrty (30) calendar days written notice of
such breach or default.- .

Return, Destruction, or Retention of Protected Health Information Upon
Termination. Upon expiration or termination of this Section 8, Microsoft shall
return or destroy all Protected Health Information in its possession, if it is feasible

'to’do so, and as set forth in the applicable termination. ‘provisions of the Product
" Use Rights and/or Master Enroliment. - If Microsoft determines that it is not

feasible to return or destroy any portions. of the Protected Health Information’
upon termination of this Section 8, then Microsoft shall extend the protections of
this Section 8, without limitation, to such Protected Health Information and limit
any further Use or Disclosure of the Protected Heaith Information to those
purposes that make the return or destruction mteaS|ble for the duratton of the
retention of the Protected Health lnformatlon

E. Mlscellaneous._ S

' Interpretatlon The Parties intend that ﬂ"llS Sectlon 8 be lnterpreted con3|stently

with their intent to comply with HIPAA and other applicable federal and state law.

- Except where this Section 8 conflicts with the Master Enroliment, all other terms

and conditions of the Master Enrollment remain unchanged. The Parties agree
that, in the event an inconsistency exists between any other provision of the
Enterprise Agreement or Master Enrollment and this Section 8, the provisions of
this Section 8 will control to the extent of such inconsistency. Any captions or
headings in this Section 8 are for the convenience of the Parties and shall not
affect the interpretation of this Section 8.

. Amendments; Waiver. This Section 8 may not be modified or amended éxcept

in a writing duly signed by authorized representatives of the Parties. A waiver
with respect to one event shall not be construed as continuing, as a bar to, or as
a waiver of any right or remedy as to subsequent events.

Except for ¢

No Third Party Beneficiaries. Nothing express or implied in this Secfion 8 is"
intended to confer, nor shall anything in this Section 8 confer, upon any person
other than the Parties, and the respective successors or assigns of the Parties,
any rights, remedles obllgatlons or liabilities whatsoever.

Counterparts. The Master Enrollment (including but not limited to this Section 8)
may be executed in counterparts, each of which shall be deemed an original.

Severability. "In the event that any provision of this Section 8 is found to be
invalid or unenforceable, the remainder of this Section 8 shall not be affected
thereby, but rather the remainder of this Section 8 shall be enforced to the
greatest extent permitted by law.

hanges made by this Section 8, the Master Enrollment and Enterprise Agreement

identified above remains unchanged and in full force and effect. If there is any conflict
between any provision in this Section 8 and any provision in the Enroliment or Agreement
identified above, this Section 8 shall control.

——Q—Microsoft-Online-Services-Criminal-Justice-Information-Services-(CJIS)-Terms-and— -~

Conditions v

The terms and conditions of this Section 9 apply solely to Enrolled Affiliate pursuant to this
Master Enroliment and any Agency Enrollment for which Enrolled Affiliate becomes a
Responsible Affiliate pursuant to the terms and conditions of Section 5, above. Enrolled
Agencies which establish their own Managed OLS Environment for CJIS-Covered Services
may each execute a separate CJIS Amendment (with terms and conditions consistent with
these) with Microsoft for purposes of their separate Agency Enroliments.

The terms and conditions in this Section 9 supersede any conflicting terms and conditions in
the Master Enrollment and Enterprise Agreement
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Terms and conditions:
A. CJIS Security Addendum :

The CJIS-Covered Services. are multi- tenant cloud services provisioned in
Microsoft's data centers for use by eligible US Federal, State, Local, and Tribal
Government Customers only, and offered as a- “community cloud” as defined in
the National Institute of Standards and Technology (NIST) Special Publication
800-145. Subject to the Agreement, this Amendment, and agreement reached
with the CSA, Microsoft will deliver the CJIS-Covered Sérvices subject to the
CJIS Security Addendum as set forth i in the CJIS Policy, version 5.2, dated
August 9, 201 3 : : ,

B Role of CSA"

=Atthe.CSAls:request; M1ct:osott.w1lLentemnto&an.,agre,emegtmvgtth 1.the. CSA... BT

LS

including the CJIS Security Addendum, to facilitate use of CJIS-Covered Servuces
by public entities in the State of California that are 'subject to the Criminal Justice
Information Services (CJIS) Security Policy. Enrolled Affiliate will rely on the

CSA, acting in its capacity as the CJIS Systems Officer (CSO) for the State of
California, to perform personnel screening of Microsoft personnel engaged in the.
delivery of the CJIS-Covered Services and to exercise. certain other functions
under the C.JIS Pollcy as descnbed in thls Amendment

C. Enrolled Afflllate Respons:bllltles

- CAa Enrolled Affiliate acknowledges that the CJIS-Covered Services enable
End Users optionally to-access and use a vanety of additional resources,
applications; or services that are (a) provided by third parties, or (b)
provided by Microsoft subject to their own terms of use or privacy policies
(collectively, for convenience, “add-ons”), as described in services
documentation'and/or in the portal through.which Enrolled Affiliate’s
administrator(s) will manage and configure the CJIS-Covered Services.

- C.2 Enrolled Affiliate is responSIble to review Office 365 serwces
documentation and CJIS implementation guidance. Enrolled Affiliate is
responsnble to establish, adopt and implement such policies and
practices for its End Users” use of CJIS-Covered Services, together with.
any, add-ons, as Enrolled Affiliate determines are appropriate to ensure
Enrolled Affiliate’ s compliance with the CJIS Pollcy or other legal or
regulatory requirements applicable to Enrolled Afflllate and not generally
applicable to Microsoft as an IT service provider. Enrolled Affiliates’
compliance with the CJIS Policy will be' dependent, in part, upon Enrolled
Affiliate’s configuration of the services and Enrolled Affiliate’s compllance
with authoritative guidance from sources other than Microsoft (e.g., NCIC
2000 Operating Manual). Enrolled Affiliate is responsnble to confirm the
CJ1S-Covered Services environment is prepared and appropriate for CJi

. prior to its processing or storing such data in-the CJIS-Covered Services.

C.3 Enrolled Affiliate acknowledges that only CJIS-Covered Services will be
delivered subject to the terms of this Amendment. Microsoft does not
recommend processing and storage of Criminal Justice Information
(“CJ1,” as such term-is defined in Appendix A to the: CJIS Policy <for
clarity, not Appendix A to this Master Enroliment>) in other services.
Without limiting the foregoing, data that Enrolled Affiliate elects to provide
to the Microsoft technical support organization, if any, or data provided by
oron behalf of Enrolled Affiliate to Microsoft's billing or commerce
systems in connection with purchasmg/ordermg CJIS-Covered Services,
if any, is not subject to the prows:ons of this Amendment or the CJIS

_Addendum. . a ,

D. Approach to Compllance with CJIS Security Policy

This Subsection D contains additional lnformation about how certain
requirements of the CJIS Policy will be fulfilled. For convenient reference,
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provisions refer to section numbers in the CJIS Policy (ver. 5.2, dated August 9,
2013). Microsoft and Enrolled Affiliate will each rely on the CSA to perform certain
functions as described below, and Enrolled Affiliate is responsible to confirm the
approach with the CSA to the extent Enrolled Affiliate deems appropriate.

D1 __CcJIs Sectlon 5. 2 Pollcv Area 2: Security Awareness Tralmng

' Mlcrosoﬁ W|II supplement its eXIstlng security tramlng program as
. required to meet the reqUIrements of Section 5.2 of the CJIS Policy.

Required training will be delivered to personne! identified as in scope for
CJIS Personnel Screenlng within six (6) months of the later of (1) the
date the first customer in the State of California who is a purchaser of
CJIS-Covered Services subject to this Amendment (or a similar
amendment executed by the applicable Enrolled Affiliate) notifies
‘Microsoft it is introducing CJI into the CJIS-Covered Services, or (2) the
date the CSA notifies Microsoft that personnel have passed required
personnel screening. Microsoft will refresh training for in scope.
personnel on at least a biennial basis thereafter.

‘Microsoft will maintain training records, which will be available to the CSA
upon written request.

D2 CJIS Section 5.3 Policy Areé 3 Incident Response

In the event of an information security incident affecting the CJIS-
Covered Services, Microsoft will address such incident with Enrolled
Affiliate as follows:

(a) If Microsoft becomes aware of any unlawful access to any Customer
Data stored on Microsoft’'s equipment or in Microsoft’s facilities,-or
unauthorized access to such facilities or equipment resulting in loss,
disclosure or alteration of Customer Data (each a “Security
Incident”), Microsoft will promptly: (i) notify Enrolled Affiliate of the
Security Incident; (ii) investigate the Security Incident and provide

Enrolled Affiliate with detailed information about the Security Incident;
.and (iii) take reasonable steps to mitigate the effects and to minimize
any damage resu[ting from the Security Incident.

{b) An unsuccessful Security Incident will not be subject to this
Subsection 9D. An “Unsuccessful Security Incident” is one that
results in no unauthorized access to Customer Data or to any
Microsoft equipment or facilities storing Customer Data, and may
include, without limitation, pings and other broadcast attacks on
firewalls or edge servers, port scans, unsuccessful log-on attempts,
denial of service attacks, packet sniffing (or other unauthorized
access to traffic data that does not result in access beyond IP
addresses or headers) or similar incidents.

(c) Microsoft's obligation to report or respond to a Security Incident is not
and will not be construed as an acknowledgement by Microsoft of
any fault or liability with respect to the Security Incident.

(d) Notification of Security Incidents, if any, will be delivered to one or
o S - Tmore-of Enrolled-Affiliate’s-administrators-by-any-means-Microsoft—
selects, including via email. It is Enrolled Affiliate’s sole responsibility
to ensure Enrolled Affiliate’s administrators maintain accurate contact
information on the Online Services portal at all times.

(e) Effective investigation or mitigation of a Security Incident may be
dependent upon information or services configurations within
Enrolled Affiliate’s control. Accordingly, compliance with CJIS Policy
Incident Response requirements will be a joint obligation of Microsoft
and Enrolled Affiliate.
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In the event Microsoft reasonably anticipates that a Security Incident
may require legal action against involved individual(s), or where the
Security Incident involves either civil or criminal action, Microsoft will
conduct its investigative activities under guidance of legal staff and in
accordance with general evidentiary principles, to the extent '
consistent with both (i) CJIS Policy; and (ii) the primary incident
response objectives of containing, resolving, and mitigating the
impact of a Security Incident to customers including Enrolled Affiliate.

CJIS Section 5.11 Policy Area 11: Formal Audits

(a)

Audits by FBI CJIS Division. In the event the FBI CJIS Division
desires to perform an audit of the Office 365 Services, Microsoft will

_ cooperate with such audit Invgood faith. The FBI may be permltted to

EA Enr (SLG)ENG)(May2014)

Hc6EsS Customer Data iging to Enrolled=Affiliate-irrconnsctions
with such audit, but not data belonging to other customers in the
mufti-tenant environment from- which the CJIS-Covered Services are -
delivered. If the FBI identifies what it believes to be deficiencies in

- the CJIS-Covered Services as aresult of an audit, Microsoft is

(b)

committed to working in good faith to resolve the FBIF's concerns
through discussion and interaction between Microsoit, the CSA, and
the FBI. Enrolled Affiliate will assist in this process if and as
requested, but will otherwise rely on the CSA to act on behalf of all
similarly situated entities that have purchased the CJIS-Covered
Services.

Audits by Enrolled Affiliate. In the event that Enrolled Affiliate desires
to audit the CJIS-Covered Services pursuant to the CJIS Policy,
Enrolled Affiliate appoints the CSA to act on Enrolled Affiliate’s behalf
to conduct such audit activities, and Enrolled Affiliate agrees to rely
on the CSA’s audit in full satlsfactlon of any right to audit the CJIS-
Covered Servuces .

Enrolled Affiliate acknowledges the CSA will exercise thls right by
attempting to satisfy its requirements for information via reference to
Microsoft’s services documentation, including audit reports prepared

by Microsoft’s qualified third party auditors. Along with other

customers for the CJIS-Covered Services, the CSA will be provided
quarterly access to information generated by Microsoft's regular -
monitoring of security, privacy, and operational controls in place to
afford applicable customers an .ongoing view into effectiveness of
such controls, and the CSA may communicate with Microsoft subject

. matter experts. In the event the CSA reasonably determines this.

(©)

information is not sufficient for the CSA’s or Enrolled Affiliate’s audit
objectives, then, upon the CSA’s written request, Microsoft will
provide the CSA or its qualified third party auditor the opportunity to
communicate WIth Microsoft’s auditor at the CSA’s or Enrolled
Affiliate’s expense and, if reqwred a direct right to examine the CJIS-
Covered Services, including examination on premises. The CSA or
its auditor may only access data belonging to Enrolled Affiliate or
other entities in the State of California that have purchased the CJIS-
Covered Services and rely on the CSA for purposes of audit.
Enrolled Affiliate will be responsible for Microsoft’s reasonable
additional costs associated with any examination it requests or
appoints the CSA to perform, unless the CSA agrees to pay for such
costs on Enrolled Affiliate’s behalf

Confldentlahtv of Audlt Materials: Information prowded by Microsoft
to the FBI CJ!IS Division or CSA in connection with audit activities will
consist of highly confidential proprietary or trade secret information of
Microsoft. 1tis not expected that Enrolled Affiliate will require access
to such information, and Microsoft may request reasonablé .
assurances, written or otherwise, that information will be maintained
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as confidential and/or trade secret prior to providing such information
to Enrolled Affiliate. If provided, Enrolled Affiliate will ensure
Microsoft's audit materials, or report(s) created by Enrolled Affiliate
based on a CSA audit of the CJIS-Covered Services, are afforded
the highest level of confidentiality available under applicable law.

D.4  CJIS Section 5.12 Policy Area 12: Personnel Security

(a) Enrolled Affiliate appoints the CSA to perform, and will rely upon
CSA’s completion of, personnel screening (i.e., background checks)
for personnel in scope pursuant to Section 5.12 of the CJIS Policy.
Enrolled Affiliate is responsuble to confirm directly with the CSA that

“such personnel screening as the CSA or Enrolled Affiliate determines
‘is required has been completed prior to initial processing of CJI Data
in the CJIS-Covered Services. Screening will be performed by the -
CSA on behalf of all entities in the State of California that onboard to
the CJIS-Covered Services. Adjudication by Enrolled Affiliate or other
counties, cities, or other subdivisions or agencies of state
government will not be permltted To facxhtate efficient and effective
personnel screening: :

e The CSA will define adjudication criteria fdr persqnnel screening.

¢ Microsoft and the CSA will jointly define the process by which
Microsoft will deliver to the CSA relevant information regarding
personnel who may in the anticipated scope of their duties have
logical or physical access to CJl in the CJIS-Covered Services.

« ltis not anticipated that the CSA will deliver to Enrolled Affiliate
confidential personal information pertaining to Microsoft
personnel. However, if Enrolled Affiliate receives such
confidential personal information it will be afforded the highest
level of confidentiality a\”/‘ailablqgunder applicable law., -

« [f Enrolled Affiliate elects to obtain services from Microsoft in
addition to the CJIS-Covered Services (e.g. consulting services
in connection with Enrolled Affiliates’ migration and onboarding to
the CJIS-Covered Serwces) such personnel will not be included
in scope for personnel screening by the CSA unless separately
agreed by Enrolled Affiliate, the CSA, and Microsoft.

(b) In the event the CSA approves a process under which a federal law
enforcement agency or other suitable body conducts screening of
personnel who have access to Customer Data in the CJIS-Covered
Services compliant with requirements of the CJIS Policy in lieu of
CSA-conducted screening, Enrolled Affiliate will abide by the CSA’s
approval of personnel screening being conducted in this manner.

D.5 NCIC 2000 Operating Manual

Enrolled Affiliate acknowledges that thé cufrént NCIC 2000 Operating
Manual consists of guidance and/or requirements for Enrolled Affiliate’s
use of the CJIS-Covered Services. In the event Enrolled Affiliate

e 'determlnes the-NGIC“ZOOO Operating Manual-i lmposes obligations with — —— = e

respect to the CJIS-Covered Services that can, in Enrolled Affiliate’s
opinion, only be satisfied via changes in the manner in which the CJIS-
Covered Services are operated or delivered to Enrolled Affiliate, Enrolled
Affiliate may request that the CSA provide Microsoft with written
notification of the specific changes it believes are required of Microsoft in
order to enable Enrolled Affiliate’s compliance with the NCIC 2000
Operating Manual, and Microsoft agrees to consider any such request(s)
relayed to Microsoft by the CSA in good faith.

D.6 Notices
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Any notices in connection with the CJIS-Covered Services will be
delivered to Enrolled Affiliate by Microsoft. Enrolled Affiliate will determine
whether these or any other notices regarding the CJIS-Covered Services
are required to be delivered to the FBI, CJIS Division, as contemplated in

- Section 6.05 of the Secunty Addendum and, if required, deliver such
notices.

10. Online 365 Government Communlty Cloud (GCC) Terms and COI"IdItIOI’lS

The terms and condmons of this Sectlon 10 apply solely to Enrolled Affiliate’s purchase of
Office 365 for Government (as defined in Section 1) pursuant to this Master Enrollment and
any Agency Enroliment for which Enrolled Affiliate becomes a Responsible Affiliate pursuant

«.: Office 365 for Government Online Services ™ '/

==to:thesterms:and.conditions:of :Section:5;.above.. Enrolled. Agencies:which purchase Office

- 365 for Government for themselves may execute separate Amendments for this purpose with

Microsoft for their separate Agency Enroliments.

Tablee a and b below»,vcontain mappin'gs for Office 365 for Government and their
corresponding Office 365 for Enterprise Online Services (“Corresponding Online Services.”

'Each Office 365 for Government Online Plan shown below is subject to the same terms and

conditions as its Corresponding Onlirie Service Plan, except as otherwise provided in the
applicable Product List and this Section 10. Notwithstanding contrary language in the
Enrollment, Reserved Licenses are not available for Office 365 for Government through the
Volume Licensing Service Center but. may be available through a manual request process
using a License Reservation Form available from Microsoft upon request.

a. Office 365 for Government’ component Onllne Services— Corresponding Online Services
Mapplng ‘ :

Exchange Online Plan 1G- . - Exchange Online Plan 1

‘ -l;];ffice 365 Equivalent Online Services

Exchange Onling Plan2.G"- Exchange Online Plan 2

Exchange Online Kiosk G- Exchange Online Kiosk

- Exchange Online Archlvmg Add On for on— Exchange Online Archiving Add-On for on-

premlses servers G o | premises servers
. Lync Onhne Plan 1 G . ', B Lync Online'PIan1
LyncOnlinePlan2G. - ..~ v Lync Online Plan 2
. Lync Online Plan3 G_ v Lync Online Plan 3

SharePoint Online Plan 1 G SharePoint Online Plan 1

SharePoint Online Plan 2 G- SharePoint Online Plan 2

Office Web Apps w/ SharePoint Plan 1 G Office Web Apps w/ SharePoint Plan 1

Office Web Apps w/ SharePoint Plan 2 G Office Web Apps w/ SharePoint Plan 2

Offlce Professmnal Plus for Office 365 G Offlce Professional Plus for Oﬁlce 365

b. Offlce 365 for Government Smtes Correspondlng Enterpnse Onhne Serwces Mappmg

Offlce 365 for Govemment Equ:valent

“Enterprlse Online Services” Suites” . | oo 0 G0
Office 365 Plan G1- Sicii e o | Office 365 Plan ET .

" Office 365 Plan G3 R Office 365 Plan E3
Office 365 Plan G4 -~ Office 365 Plan E4
Office 365 Plan K1 G Office 365 Plan K1
Office 365 Plan K2 G - : K Office 365 Plan K2

' Office 365 for Government “Corresponding Online Services” Suite Orders (G1-G4) will be
captured on a separate Product Selection Form.
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Enrolled Affiliate both (1) acknowledges that only United States Federal, State, Local or
Tribal government entities qualify to purchase Office 365 for Government, and (2)
certifies that it qualifies as such. In the event that Enrolled Affiliate (or Agencies to
which it sublicenses) is found not to qualify as such Mlcrosoft may termlnate its Office
365 for Government service, . ,

11. Invoice to Reseller for quoted price.

The confidential price quoted by Microsoft fo Enrolled Affiliate’s Reseller is a fixed price based
on an estimated.order submission date, and calculated in part based upon renewal of
previous Online Services subscriptions. Microsoft will invoice Enrolled Affiliate’s Reseller
based on this fixed price quote. If this order is submitted later than the estimated order
submission date, Enrolled Affiliate’s Reseller will be charged for net new Online Services
subscriptions for the period during which these services were not provided. Pricing to
Enrolled Affiliate is agreed between Enrolled Affiliate and Enrolled Affiliate’s Reseller.
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12. Additional rights to Yammer Enterprise

With its initial order under the Master Enroliment, Enrolled Affiliate has purchased user
subscription licenses (“USLs”) for at least one of the following Office 365 for Govemment
offerings (“Quahfymg Office 365-G Suites”).

Ofnce 365 for Government G1;
Office 365 for Government G2;
Office 365 for Government G3; and/or
Office 365 for Government G4

Pursuant to the térms and Condltléhé of this Section 12, each of Enrolled Affiliate’s users
__assigned to a USL for a Qualifying Office 365-G Suite (collectively, “G Suite Users”) is entitled

fo Use Vammer ERterprise for the duration of the USL Subscription term; at o additional-cost:
To receive this benefit; Enrolled Affiliate must place with its Reseller (and its Reseller must
place with Microsoft) a $0 purchase order for the applicable quantity of G Suite Users.
Enrolied Affiliate is not required to use Yammer Enterprise.

Enrolled Affiliate may also purchase Yammer Enterprise USLs from its Reseller, for its other
users who are not G Suite Users (“Paid Yammer Users”), by ordering additional Yammer
Enterprise USLs at the then-current price for such USLs. Enrolled Affiliate may not assign
any Yammer Enterprise USLs provided at no addltlonal cost under this Section 12 to any
users that are not G Suite Users.

Microsoft’s provision of Yammer Enterprise under the Enrollment amended herby will be
subject solely o the terms of the Master Enrollment, Enterprise Agreement, Product Use
Rights and Product List that are applicable to Yammer Enterprise, except as otherw1se
prov1ded in this Section 12. .

Yammer Enterprise is provided in a “public cloud,” not in a “community cloud,” as such terms
are defined in NIST Special Publication 800-145. It is neither part of, nor a component of,
Office 365 Services or Office 365 for Government, as such terms are defined in Section 1.
Enrolled Affiliate’s use of Yammer Enterprise shall not be subject to any product-specific
terms and conditions of this Master Enroilment applicable solely to Office 365 Services
(including but not limited to Office 365 for Government) or other Online Services for which
product-specific terms and conditions may be included in the Enroliment or Agreement
(including Amendments thereto, the Product Use Rights, or the Product List), except to
whatever extent such product-specific terms expressly refer to Yammer Enterprise. Yammer
Enterprise is not a covered service under the Office 365 Trust Center at this time. For
information about Yammer Enterprise privacy and security practices, please consult the
Yammer Privacy Statement and Security Overview referenced in the Yammer Enterprise
section of the Product Use Rights.:

In the future, Microsoit may or may not |ntegrate Yammer Enterprise features or functionality
into Office 365 for Enterprise or one or more of its component services. In the event that
Microsoft integrates such features or functionality into Office 365 for Enterprise, it may or may
not also integrate such features or functionality into. Office 365 for Government or one or more
of its component services. Microsoft makes no representation or warranty that any such
integration will occur. Additionally, in the event that Microsoft integrates Yammer Enterprise
features or functionality into any Office 365 for Government SKU that Enrolled Affiliate has
purchased, Microsoft makes no representation or warranty that Enrolled Affiliate will be able
to migrate its data from Yammer Enterprise to Office 365 for Government, nor that such
migration (if possible) will be performed by Microsoft at no cost.

In order for Enrolled Affiliate to use Yammer Enterprise at no cost pursuant to this Section,
Enrolled Affiliate must place $0 purchase orders for Yammer Enterprise with its reseller under
this Master Enrollment. The aggregate quantity of such $0 purchase orders shall not exceed
the aggregate total number of G Suite Users hereunder.
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In the event that one or more Paid Yammer Users become G Suite Users during the term of

" the Master Enrollment (thereafter becoming “Converted G Suite Users”), Enrolled Affiliate

may. reduce its number of paid licenses by the number of newly-Converted G Suite Users,
concurrent with its issuance of a $0 purchase order in equal quantity, provided that (1) it does
this no more than once per anniversary of the Effective Date of this Master Enrollment, and
(2) provides Microsoft with no less than 45 days advance notice prior to such anniversary.
Such advance notice must include the precise number of Converted G Suite Users added
since the last such reduction was made: Enrolled Affiliate will not be entitled to any credit or

‘refund for amounts paid for Yammer Enterprise USLs for any such users before the
-anniversary upon which each such reduction is made. Each such addition will require

Enrolled Affiliate to execute an Amendment, which wm be consistent W|th the terms and

' condmons of ’[hIS Sectlon 12.

ltis the mtent of Mlcrosoft that the terms of this Sectlon 12 and the provnsmn of Yammer .

13.

Enterprise at $0 (for the. limited purpose set forth above), be in. compliance with all applicable
federal, state and local laws and regulations. All Products are provided under this Section 12
for the sole use and benefit of Enrolled Affiliate for its government functions only, and are not
provided for use by or personal benefit of any government employees.

Initial order for Office 365 Services

The initial order for Office 365 Services hereunder renews coverage for Users whose paid
subscriptions for Exchange Online Plan 2 lapsed as of April 30, 2014. Notwithstanding both
(i) the June 1, 2014 effective date of this Master Enrollment and (ii) the date it is executed by
the parties, the parties acknowledge and agree that the initial payment for Office 365 Services
hereunder shall include both (a) the quantities of Office 365 Services SKUs included on such
initial order, for the coverage period beginning June 1, 2014; and (b) an additional amount
(applied retroactively as an upiift to the price of those SKUs) to cover the use of exchange
Online Plan 2 between May 1 and May 30, 2014.
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'MasterrEnroIIment Details

1. . Contact information.

Each party will notify the other in wrrtmg if any of the information in the following contact information
page(s) changes. The asterisks (*) indicate required fields. By providing contact information, Enrolled
Affiliate ‘consents to its use for purposes of administering this Mastey Enroliment by Microsoft, its
Affiliates, and other parties that help administer this Master Enrollment. The personal information
provrded in connection with this Master Enroliment will be used and protected in accordance with the

privacy statement avarlable at hitps: //www microsoft. com/llcensrng/servrcecente

a. Prrmary contact Thrs contact is the primary contact for the Master Enrollment from

=withinzEnrolled:Affiliate!s-Enterprise:-.This.contactis:also-an:Online-Administrator.for.the.. ...

Volume Licensing Service Center and may grant onliné access to others. The primary
contact will be the default contact for all purposes unless separate contacts are identified
for specific purposes ‘

Name of entrty (must be legal entity name)*
Contact name* First Last
Contact email address*
" Street address*
City*: 00
StateIProvmce
Postal code* - ’
(For U.S. addresses please provrde the zrp + 4 e.g. xxxxx-xxxx)
Country* - .
Phone*
Tax ID . ' :
* indicates requ:red flelds

b. Notit:es- contact and Online Administrator. This contact (1) receives the contractual
rotices, (2) is the Online Administrator for the Volume Licensing Service Center and may
grant online access to others, and (3) is authorized for applicable Online Services to add
or reassign Licenses, step-up, and initiate Transitions prior to a true-up order.

O Same as primary contact (default if no information is provided below, even if the box
is not checked):

Contact name* First Last
Contact email address*
Street address*
City* ’
StatelProvince* ‘
Postal code* -
(For U.S. addresses please provrde the zip+4,e. g xxxxx-xxxx)
Country*
Phone* v _
Language preference. Choose the language for notices. English :
[] This contact is a third party (not the Enrolled Affiliate). Warning: This contact receives
personally identifiable information of the Customer and its Affiliates.
* indicates required fields

c. Online Services Manager. This contact is authorized to manage the Online Services
ordered under the Master Enroliment and (for applicable Online Services) to add or
reassign Licenses, step-up, and initiate Transitions prior to a true-up order.

[ sSame as notices contact and Online Administrator (default if no mformatron is
,provrded below, even if box is not checked)

- Contact name*: First Last
Contact email address*
Phone* -
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1 This contact is from a third party organization (not the entity). Warning: This contact
receives personally identifiable mformatlon of the entlty
lndlcates required flelds

Reseller information. Resellericontact for this Master Enroliment is:
Reseller company name* '
Street address (PO boxes will not be accepted)*
City* .
.- State/Province*
Postal code*
Country*
Contact name*
. Phone* B i :
Contact email address* .
* indicates required fields

By signing below, the Reseller |dent|fled above conflrms that all information provided in
this Master Enrollment is correct.

Signature*

Printed name*
Printed title*
Date*

* indicates required fields

Changing a Reseller. [If Microsoft or the Reseller chooses to discontinue doing business
with each other, Enrolled Affiliate must choose a replacement Reseller. If Enrolled
Affiliate or the Reseller intends to terminate their relationship, the initiating party must
notify Microsaft and the other party using a form provided by M:crosoft at least-90 days

prior {o fhmammwﬁm

If Enrolled Affiliate requ:res a separate contact for any of the following, attach the
Supplemental Contact Information form. Otherwise, the notices contact and Online
Administrator remains the default.

(i) Additional notices contact

(ii) Software Assurance manager

(iii) Subscriptions manager

(iv) Customer Support Manager (CSM) contact

Financing elections.

Is a purchase under this Master Enroliment being financed through MS Financing? No

If a purchase under this Master Enrollment is financed through MS Financing, and Enrolled Affiliate
chooses not to finance any associated taxes, it must pay these taxes direetly to Microsoft Licensing,
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Signature Form

For the purposes of this form, the City and County of San Francnsco actlng through the Department of
Technology (“DT"), shall comprise “Enrolled Affiliate.” By affixing its signature on this signature
form, Enrolled Affiliate agrees to be bound by the terms and conditions of the Master
Enrollment and all Amendments thereto. This signature form and the Master Enrollment are
entered into between the Enrolled Affiliate and the Microsoft Affiliate sngmng, as of the June 1, 2014
effective date identified in the Master Enrollment Terms and Conditions.’

By S|gnmg below, Enrolled Affiliate and the Microsoft Affiliate agree that all parties (1 ) haVe received,
read and understand this Master Enroliment, including any websites or documents incorporated by .
reference and any gmendments and (2) agree to be bound by the terms of alt such;documents.’ \

Name of Entlty (must be legal entlty name)* Clty and County of San Franclsco, actmg
through the Department of Technology o .

Signature*’

Printed First and Last Name*
Printed Title
Signature Date* -

*indicates required field
* indicates required field

' Microsoft Licensing, GP

Signature
Pfint'ed First and Last Name
Printgd Title

Signature Date
(date Microsoft Affiliate countersigns)

Agreement Effective Date
(may be different than Microsoft's signature date)
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After this Master Enroliment is signed in duplicate by DT on behalf of the City and County of San
Francisco, send all copies to Reseller, which must submit them to the following address. When the
Master Enroliment is fully executed by Microsoft, DT will receive a confirmation copy.

Microsoft Licensing, GP
Dept. 551, Volume Licensing
6100 Neil Road, Suite 210
Reno, Nevada 89511-1137
USA =~ -

Remainder of page intentionally left blank
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Appendix’A — Amendment to Enterprise Agreement Terms .

~ Introduction.

This Appendix A (hereafter, the “Amendment’ establishes terms and conditions applicable solely to (i)
the Master Enroliment and (ii) Agency Enroliments which incorporate these terms and conditions. For
the Master Enroliment, this Appendix A supersedes Enrolled Affiliate’s previous Amendment number
CTM-000-dmills-0974, solely for the period between the Effective Date and expiration of the Master
Enrollment term, with no retroactive effect for Online Services delivered prior to such period.

As used below in thls Appendlx A

Emollment“*‘shaﬂameanmthe'*appllcable"Enrollmentwhrch~|noerperateszthesenterms and:

conditions ({the Master Enroliment and each applicable Agency Enroliment). As an exception
to the foregoing, if one Agency becomes the Responsible Agency for another Agency’s
Agency Enroliment, then “Enroliment” shall mean, collectively, all Agency Enrollments (and
the Master Enrollment, if applicable) associated with the Responsible Agency.; and

e “Enrolled Entity” shall mean, (a) the Enrolled Affiliate, as applicable to the Master Enrollment;
and (b) the Enrolled Agency, as applicable to any Agency Enroliment. As an exception to the
foregoing, if one Agency becomes the Responsible Agency for another Agency’s Agency
Enrollment, as set forth in Section 5 of the Master Enroliment Terms and Conditions, such
Responsmle Agency shalil be the Enrolled Entlty

NotW|thstand|ng anything to the contrary in the Enterprise Agreement or Enrollment or Agency
Enrollment, each applicable Enrollment is hereby amended as follows:

. This Amendment incorporates definitions from Section 1 of the Master Enrollment Terms and
Conditions (see page 3) and contams the following Sectlons v

(a) This Introduction (page 29).

(b) Section 1 - Naming Convention Change (page 29) :

(c) Section 2 - Applicability of this Amendment (i.e. this Appendix A) (page 29 -30)

(d) Section 3 - Limited Warranty for Online Services (page 30), which references the Service
Level Agreements in Appendix C (pages 48-55) and Appendix D (pages 56-60)

(e) Section 4 - Enrolled Entity’s Agreement to defend claims alleging infringement of third party
rights (pages 30-31) .

(f) Section 5 - Limitation on Liability (pages 31- -32).

(g) Section 6 - Open Source License Restrictions (page 32)

(h) Section 7 Data Locatlon for Office 365 Services and Dynamics CRM Online Services (page
33) - v

(i Section 8 - Termination of Online Serwces Subscription for Convemence (page 33)

(j) Section 9 - Privacy, Secunty, and Security lncndent Notification Terms for Applicable Services
(page 33-42)

(k) Section 10 - SuspenSIon of Service {page 42)

() Section 11 - Compliance with Applicable Law (page 43)

(m) Section 12 - Microsoft's Responsibility for Subcontractors (page 43)

(n) Section 13 - Confidentiality (pages 43-45)

(o) Section 14 - Public Records Laws (page 45)

(p) Section 15 - Background Checks (page 45)

(g) Section 16 - Initial Service Level Agreements for Online Services (page 45)

1. Naming Convention Change. For purposes of clarity, (1) Microsoft has renamed Business
Productivity Online Services (BPOS) BPOS in Enrolled Affiliate’s previous Amendment number
CTM-000-dmills-s-0974, the “BPOS-S Service” titled “Exchange Online Standard” has been
renamed Exchange Online Plan 1, and the BPOS-S Service titled the Business Productivity
Online Services Standard Suite has been renamed Office 365 Plan E1.
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2. Appl|cab|I|ty of this Amendment. The térms and conditions of this Amendment apply only to
Enrolled Affiliate’s purchase and use of Online Services. Services (e.g., consulting or
professional services) will be contracted pursuant to a separate Microsoft Services Agreement,
and Producis other than Online Services remain subject to the terms of the EA, and any terms
referenced therein. Where. specific Online Service product families (e.g. Office 365 Services,
Dynamics CRM Online Services, Microsoft Azure branded Online services in general and/or Core
Platform Services specifically) are referenced in specific clauses and statements the Amendment,

~ such clauses and statements shall be construed to apply solely to the Product families expressly
referenced in such clauses or statements. In the case of any conflict between the terms and
conditions of this Amendment and the terms and conditions of the EA that are not expressly
resolved by their terms the terms and COI‘ldltIOl’IS of this Amendment shall control '

3. lelted Warranty for Onlme Servrces

This sectron supersedes sectlon 11 of the Enterpnse Agreement solely wrth _regard to
Online Serwces purchased | hereunder

Mlcrosoft warrants that the Online Servrces will perform in accordance with the applicable
Service Level Agreement. This limited warranty is for the duration of Enrolled Entity’s use of
the Oniine Service, subject to the notice requirements in the applicable Service Level
Agreement. In the event of any conflict between this Limited Warranty and any statement to
the contrary in the Product Use Rights, this Limited Warranty shall control.

if Microsoft fails to meet this limited warranty and Enrolled Entity notifies Microsoft within the
warranty period, then Microsoft provide the remedies: identified in the Service Level
Agreement for the affected Online Service. These are Enrolled Entity’'s only remedies for
breach of the limited warranty, unless other remedles are requrred to be provided under
applicable law. .

This limited warranty is subject to the following limitations:

F—any-implied-warranties—g i cliti t-abte-to-be-discldimed-as-a=matter-of
. oanr mry avarTara [l HOUQIMIMC o U ouUridinuavuno niurdi Tio o dlowviQint a | 13 1=y
law last for one year from the start of the limited warranty;

b. the limited warranty does not cover problems caused by accident, abuse or use in a
manner inconsistent with this agreement or the Product Use Rights, or resulting from
“events beyond Microsoft's reasonable control;

c. the limited warranty does not apply to components of Products that Enrolled Entity is
permitted to redistribute; . v

d. the limited warranty does not apply to free, trial, pre-release, or beta products; and

e. the limited warranty does not apply to problems caused by the fallure to meet minimum
system requirements.

Microsoft has implemented, and shall at all times during Enrolled Entity’s use of the Online
Services, maintain, industry standard systems and procedures set forth in this Agreement,
which are designed to ensure the security of Customer Data, comply with all applicable laws,
protect against anticipated threats or hazards to the security or integrity of Customer Data and
protect against unauthorized access to or use of Customer Data.

OTHER THAN THIS LIMITED WARRANTY, MICROSOFT PROVIDES NO OTHER

EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS. MICROSOFT DISCLAIMS ANY
IMPLIED  REPRESENTATIONS, WARRANTIES OR CONDITIONS, INCLUDING
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY, TITLE OR NON-INFRINGEMENT. THESE DISCLAIMERS
WILL APPLY UNLESS APPLICABLE LAW DOES NOT PERMIT THEM.

4. Enrolled Entity’s agreement to defend claims alleging infringement of third party rights.
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This section supersedes section 12(d) of the Enterpnse Agreement solely with regard
to Online Servrces purchased hereunder

To the extent permitted by applicable Iaw, Enrolled Entity pay for costs and damages
pertaining to any claims made by an unaffiliated third party that are caused solely by:

a. any Customer Data or non-Microsoft software Microsoft hosts on Enrolled Entity’s behalf
that infringes the third party’s patent, copyrlght or trademark or makes intentional
unlawful use of its Trade Secret; or. - : ,

b. arise from Enrolled Entrty s or its end user S vrolatlon of the terms of this agreement

Enrolled Entity shall pay the amount of any resultlng adverse final Judgment {or
settlement to which Enrolled Entity consents) resulting from the circumstances described
: nsubsectlons farand. ‘b above. sMrcrosott shathave no other remedy for these claims..

Microsoft must notify Enrolled Entity promptly in writing .of a claim subject to this section.
Microsoft must (1) give Enrolled Entity sole control over the defense or seitlement of such
claim; and (2) provide reasonable assistance in defending the claim. Enrolled Entity shall pay
for aII reasonable out of pocket expenses that Mrcrosoft incurs in provrdlng 'such assistance.

5. leltatlon on Lrablhty-

This section supersedes section 13 of the Enterpri'se Agreement solely with regard to
Online Serwces purchased hereunder ‘

To the extent permltted by appllcable law the Irabrllty of éach party, its Affiliates, and its
Contractors arising under this agreement is limited to direct damages up to twenty-four (24)
times the Monthly Contract Value for the Online Service(s) giving rise to that Irabrlrty In the
preceding sentence, “Monthly Contract Value” means the monthly per-unit price. for each
Online Service multiplied by the then- current ordered quantlty ot such Online Service as of
the termination effectrve date.

For purposes of thls Section 5 the foIIowmg costs related toa drsclosure of Customer Data as
a result of a Security Incident, as defined in Section 9(E) of Appendix A (hereafter, a “Covered
Disclosure®) shall be deemed to be “dlrect damages not subject to the exclusion of indirect or
consequential damages set forth herein:: o AR ’

i. Enrolled Affrllate s or-Enrolled Agency’s reasonable costs in notifying affected
- individuals of Covered Disclosure in WhICh the individuals’ Personal
Information has been disclosed;

ii. Credit monitoring for up to twelve (1 2) months for affected mdrvrduals

iii. Damages assessed against an Enrolled Affiliate or Enr_olled Agency by a .
court of competent jurisdiction and awarded to individuals whose Personally
Identifiable Information is subject to a Covered Disclosure.

iv. Any additional reasonable and documented costs of any mitigation, remedies
or plans to the extent that such mitigation, remedies or plans are customary,
reasonable and would otherwise have been expected to be paid by California
government entities in the event such entities were to experience a Covered
Disclosure while hosting and processing their own Customer Data, given the
nature and scope of the Covered Disclosure, as validated by an independent
internationally recognized third party industry expert chosen by both parties.

The following formula il|ustrates how such limitation of liability will be calculated:
Dm= 24 X N X P where
Dm = maximum amount of dlrect damages to be paid (| e. the liability cap),
N = quantity of the Online Service giving rise to the claim, and

P = the. monthly per-unit price (as set by the Reseller) of the Online Service glvmg
rise to the claim.
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In the case of Online Services provided free of charge, or code that Enrolled Entity is
authorized to redistribute to third parties without separate payment to Microsoft, Microsoft’s
liability is limited to U.S. $5,000. These limitations apply regardless of whether the liability is
based on breach of contract, tort {including negligence), strict liability, breach of warranties, or
any other legal theory. However, these monetary limitations will not apply to:

a. Microsoft's obligations under the section of the EA ftitled (a) “Defense of infringement,
.misappropriation, and third party claims” and '(b) Enrolled Entity’s obiigations under the
section of this Amendment titled “Enrolled Entitys agreement to protect” and (c) Pubilc
Records Laws (Section 14 of this Appendlx A); ; v

b. liability for damages caused by either party’s gross negllgence or W|Iifui misconduct or

that of its employees or its agents, and. awarded by a court of final adjudication (provided

“that;"in junsdictlons that do not recognize a legal distinction between “gross negligence”

and “negligence,” - “gross- negligence” ~as - used in this- subsection shall mean

- “recklessness”). For purposes of clarity, this section-applies to fines and penalties

that may be assessed by government authorltles due to Mlcrosoft’s gross
negligence or willful misconduct, . S .

c. liabilities arising out of any breach by either party of its obligations under the section of
the EA entitled “Confidentiality”, or any Non-Disclosure Agreement between the parties,
except that Microsoft’s liability arising out.of or in relation to Customer Data shall in all
cases be limited to the amount Enrolled Entity paid for the Onllne Service giving rise to
that liability during the prior 24 months .

d. liability for personal injury or death caused by e1ther party’s negilgence or that of its
employees or agents, or for fraudulent misrepresentation; and

e. V|olat|on by either party of the other party’s mtellectuai property rights.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, WHATEVER THE LEGAL BASIS
FOR THE CLAIM, NEITHER PARTY, NOR ANY OF ITS AFFILIATES OR CONTRACTORS,
WILL BE LIABLE FOR ANY INDIRECT, CONSEQUENTIAL, SPECIAL, OR INCIDENTAL
DAMAGES, OR DAMAGES FOR LOST PROFITS, REVENUES, - BUSINESS

INTERRUPTION, OR LOSS OF BUSINESS INFORMATION ARISING IN CONNECTION
WITH THIS AGREEMENT, EVEN IF ADVISED OF - THE POSSIBILITY OF SUCH
DAMAGES  OR. IF SUCH POSSIBILITY WAS REASONABLY FORESEEABLE.
HOWEVER, THIS EXCLUSION DOES NOT APPLY TO EITHER PARTY’S LIABILITY TO
THE OTHER FOR VIOLATION OF ITS CONFIDENTIALITY OBLIGATIONS (EXCEPT TO
THE EXTENT THAT SUCH VIOLATION RELATES TO CUSTOMER DATA), THE OTHER
PARTY’S INTELLECTUAL PROPERTY RIGHTS, OR MICROSOFT'S OBLIGATIONS IN
THE SECTION OF THE ENTERPRISE AGREEMENT TITLED “DEFENSE OF
INFRINGEMENT, MISAPPROPRIATION, AND THIRD PARTY CLAIMS” OR ENROLLED
ENTITY’S OBLIGATIONS IN THE SECTION OF THIS AMENDMENT TITLED “ENROLLED
ENTITY’S AGREEMENT TO PROTECT.”

6. Open Source License Restrictions

This section supersedes section 9 of the Enterprise Agreement soiely with regard to
Online Services purchased hereunder.

Certain third party license terms require that computer code be generally (1) disclosed in
source code form to third parties; (2) licensed to third parties for the purpose of making
derivative works; or (3) redistributable to third parties at no charge (collectively, “Open Source
License Terms”). Neither party may use, incorporate, modify, distribute, provide access to, or
combine the computer code of the other with any other computer code or intellectual property
(collectively, “Provide”) in a manner that would subject the other’s computer code to Open
Source License Terms. Microsoft is not responsible for Enrolled Entity’s upload, use or -
distribution of Enrolled Entity’s code from the Online Services. Enrolled Entity may upload
code to an Online Service and allow third parties access to use or download Enrolled Entity’s
code on the Online Service, provided that (a) such use is not restricted by a license
agreement or the Product Use Rights and (b) any Open Source License Terms apply solely to
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Enrolled Entity and their uploaded code, and not to any code or Products provided by
Microsoft. Each party warrants that it will not provide the other party with, or give third parties
access through the Online Services to, computer code that is governed by Open Source
License Terms, except as descnbed above.

7. Data Location for Office 365 Services and Dynamics CRM Online Services. Provided that
Enrolled Entity provisions its Tenant in the United States, Microsoft will provide the Office 365
Services and CRM Online Services from data centers in the United States. In connection with the
Office 365 Services, storage of the following customer data at rest will be located in data centers
only.in the United States: (i) Exchange Online mailbox content (e-mail body, calendar entries, and
the content of email attachments), and (ii) SharePoint Oniine site content (not URL) and the files
stored within that site. In connection with the Dynamics CRM Online Services, storage of

=Dynamics:CRM:Online:Services:content.at.rest.will.be located.in.data. centers only.in.the.United..

‘States. Except for customer data necessary to authenticate access to the Microsoft Online
Services (i.e. user names), Dynamics CRM Online Services content includes customer data
limited to entities managed by the Dynamics CRM Onllne Service.

8. Anew section en’utled “Termmatlon of Onllne Serwces Subscnptron for Convenlence” is
hereby added to the Enrollment as follows ' A

Except as otherwise provided in this amendment, and notwithstanding anything to the
contrary in the Agreement, Enrolled Entity may terminate its subscription(s) hereunder for
online services for any reason by providing Microsoft with prior written notice, which notice
must be received by Microsoft no fewer than 60 days prior to the scheduled payment date of
the Enrollment which immediately follows such notice. If Enrolled Entity has purchased two or
more online services as part of a single purchase (e.g., as a “suite”), then any cancellation
under this Section must be of the entire online services subscription rather than the individual
Online Service components. Termination of online services subscriptions pursuant to this
Section will become effective as of the' payment date of this enroliment which immediately
follows Microsoft's receipt of Enrolled Entity’s notice; and will be subject to the terms and
conditions of the Product Use Rights applicable to online services expiration or termination.
No credit will be |ssued for any prepald amounts as of the annlversary upon whrch termmatlon
takes place ' . : { iy

Upon such termlnatron ofa Llcense for Onllne Servrces Mlcrosoft will keep Customer’s Data

in a limited function account for 90 days so that Customer may exiract it. Enrolled Affiliate will ..
reimburse Microsoft if there are any associated costs. After 90 days Microsoft will disable
Enrolled Affiliate’s account and will delete its Customer Data Enrolled Affiliate agrees that,
other than as described above, Microsoft has no obligation to contrnue to hold, export or

return Enrolled Affiliate’s Customer Data and that Microsoft has no liability whatsoever for
deletion of Enrolled Affiliate’s Customer Data pursuant to these terms.

9. Privacy, Security, and Security Incident Notification Terms for Applicable Services.

Solely for purposes of this Section 9, “Applicable Services” shall mean Office 365 Services, Dynamics
CRM Online Services, Microsoft Azure branded Online Services (including Core Platform Services),
and no other Mlcrosoft Online Serwces

. Where a specific Online Services product family (e.g. Office 365 Services, Dynamics CRM
Online Services, and/or Microsoft Azure-branded Online Services) or a subset thereof (e.g.
Core Platform Services, which is a subset of Microsoft Azure branded Online Services) is
specified in a statement or provision, the applicable statement or provision shaii be deemed to
apply only fo that specific Online Service product family or subset thereof.

o Otherwise, except as provided by the preceding sentence, this Section 9 shall apply to all
Applicable Services (but no other Online Services).
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Online Services not included in the above definition of “Applicable Services” shall not be
subject to the terms and conditions of this Section 9, but will be subject to the standard terms
and conditions of the Enterpnse Agreement (including but not limited to the Product Use

Fllghts)

(A) Prrvacy

a. Prlvacy practlces Microsoft complles with all data protectlon and privacy

laws and regulations generally applicable to Microsoft's provision of the
Applicable Services.. However, Microsoft is not responsible for compliance

~ with any data protection or privacy law or regulation applicable to Enrolled

‘Entity or its industry or government function and not generally applicable to
information technology serviceé providers. This section shall not be construed
to. waive Microsoft's responsrbllmes as Business -Associate pursuant to
Section 8 of the Master Enrollment Terms (“Busmess Associate Agreement

 for HIPAA?),

Customer Data. Microsoft will process CLlstomer Data in accordance with
the provisions of this Amendment and, except as stated in the Enroliment and
this Amendment, Microsoft (a) will acquire no rights in Customer Data and (b)

. will not use or disclose Customer Data for any purpose other than stated

below. Microsoft's use of Customer Data is as follows:

(i) Customer Data will be used only to provide Enrolled Entity the Applicable

Services. This may include troubleshooting aimed at preventing,
detecting and repairing problems affecting the operation of the Applicable
Services and the improvement of features that involve the detection of,
and protection against, emerging and evolving threats to the user (such
as malware or spam).

- (i) Microsoft will not disclose Customer Data to a 3rd party (mcludrng law

enforcement; vunef—guvcuumuuy, OF—Givit .msdn-., c)\uud'fﬁg

Microsoft’s subcontractors) except (1) as needed to provide the-

Applicable Services, and (2) to comply with law, subject to the following
paragraphs.  Provision of the Applicable Services may include
troubleshooting aimed at preventing, detecting and repairing problems
affecting the operation of the Applicable Services and the improvement of
features that involve the detection of, and protection against, emerging
and evolving threats to the user (such as maiware or spam).

In the event that a 3rd party, pursuant to the public records laws of
California, demands all or part of Customer Data directly from Microsoft,
Microsoft will redirect the government entity or 3rd party to the Enrolled
Entity so that the Enrolled Entity may determine how to proceed.

Upon receipt of valid legal process, Microsoft will attempt to redirect the
requesting party (e.g., law enforcement, other govemment entity or civil
litigant) to the Customer to acquire the Customer Data when not
prohibited by law from doing so. If Microsoft’s redirecting efforts are

so, Microsoft will provide commercially reasonable notice to Enrolled
Entity of the legal request. Microsoft will thereafter respond to the legal
request in the time permitted unless Customer has taken appropriate
legal steps (i.e., Motion to Quash or Motion for a Protective Order) to stop
or limit Mrcrosoft’s response.

Solely for Office 365 Services and Dynamics CRM Online Services, all
notices and redirection attempts made pursuant to this Section will be
provided to the Enrolled Entity via e-mail, to all individuals listed as the
“Tenant Administrators” in the Microsoft Online Administrative Console.
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The specifics of the subpoena wouldnot be included in the initial e-mail
notice, however, details would be provided, upon request, to the Enrolled
Entity's designated representative in follow up communications.

c. Customer Data deletion or return. Upon expiration or termination of
Enrolled Entity’s use of the Applicable Services, Enrclled Entity may extract
Customer Data and Microsoft will delete Customer Data, each in accordance
with the Product Use Rights. The Product Use Rights or other Product
documentation may specify the procedure and time frames applicable to the
extraction and deletlon of Customer Data.

d. End User requests. Mlcrosoft will not mdependently respond to requests
from. Enrolled Entity's End Users without Enrolled Entity's prior written
- consent, except where requ1red by applrcable law '

e.  Microsoft personnel. Microsoft personnel erI not process Customer Data
without authorization. Microsoft personnel are obligated to maintain the
confidentiality of any Customer Data and thls obllgatlon continues even after
their engagement ends

f. Subcontractor transfer Mlcrosoﬂ may hrre other companles to provrde
fimited services on its behalf, such as providing customer support. Any such
subcontractors will be permitted to obtain Customer Data only to deliver the.
services Microsoft has retained them to provide, and they are prohibited from
using Customer Data for any other purpose. Microsoft remains responsible
for its subcontractors’ compliancewith the obligations of this Amendment.
Any: subcontractors to whom Microsoft transfers Customer Data will- have
entered ' into written agreements: with ‘'Microsoft requiring. that the
subcontractor provide at least the same level of privacy protection with
‘respect o personal data received from Microsoft as is required by the
relevant Safe Harbor - principles. (and no. less protective than  this

) Amendment). Customer consents to Microsoft's transfer of Custemer Data to
- subcontractors as described in this Amendment. Except as set forth above,
or as Customer may otherwise authorize, Microsoft will not transfer to any
third. party personal data Customer provudes to Microsoft through the use of
the Applicable Servrces .

g. Transfer of customer data appomtment Subject to the additional
provnsrons and restrictions for Mrcrosoft Azure branded Online Services set
forth in Subsection h below, Enrolled Entity appoints Microsoft to store and
process - Customer Data in’ order to’ provide the Applicable Services.
Microsoft (1) abides by the EU Safe Harbor and the Swiss Safe Harbor
frameworks-as set forth by the U.S: Department of Commerce regarding the
collection; use, and retention of data from-the European Union, the European
Economic Area; and Switzerland, and (2) will, during the term designated
under the Enroliment; rémain certified under the EU and Swiss Safe Harbor
programs so |ong as they are marntamed by the Unrted States government.

h.. Additional prowsmns and restrlctlons for Microsoft. Azure branded
Online Services. The terms and conditions of this Subsection h apply solely
to Microsoft Azure branded Online Services (and not to Office 365 Services
or Dynamics CRM Services).

Customer Data that Mrcrosoft processes on Enrolled Entltys behalf may be
transferred to, and stored and processed in, the United States or any other
country in which Microsoft or its Affiliates or subcontractors maintain facilities,
subject to the following restnctlons

(r) Microsoft. may transfer Customer Data within a major geographic
region (for example, within the United States or within Europe) for data
redundancy or other purposes. Microsoft will not transfer Customer Data
outside the major geographic region Enrolled Entity specifies (for example,
from the United States to Asia or from Europe to the United States) except:
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1) where Enrolled Entity configures the account to enable this, including
“through use of features that may not enable regional selection or may use
muitiple regions, as specrl‘red in the Microsoft Azure Trust Center (which
Microsoft may update from fime to time. but Mlcrosoft will not add exceptions
for exrstlng features in general release); or

2)’ ~ where necessary to ‘provide customer support, to troubleshoot the
: servrce or to comply with legal requrrements : : ‘

Mlcrosoft does not control or limit the regrons from which Enrolled Entlty or
End Users may access or move Customer Data.

i. Ava_llablhty,of_Customer ‘Data. Durmyg the term of a subscription for
Applicable Services, Enrolled Entity may access and extract Customer Data
using standard processes described in the service documentation.

(B) Customer responsibilities.

-Enrolled Entity must comply with applicable legal requirements for privacy, data

protection, and confidentiality of communications related to its use of Applicable Services.
Enrolled Entity is wholly responsible for implementing and maintaining privacy protections
and security measures within any applications, configuration settings, or virtual machrnes
that Customer uses with Mlcrosoft Azure branded Onllne Services.

( C) Addmonal European terms.

If Enrolled Entity has End Users in the European Economic Area or Switzerland, the
additional terms in this. Section (C) will apply. Terms used in this Section that are not
specifically defined will have the meaning in Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with

regard to the processing of personal data and on the free movement of such data (‘EU
Data Protection Directive’). :

.a. Intent of the parties. For the Appllcable Serwces Enrolled Entity is the data

' controller and Microsoft is a data processor (or sub-processor in the case of
Microsoft Azure branded Online Services) acting on Enrolled Entity’s behalf.
As data processor (or sub-processor, as applicable), Microsoit will only act
upon Enrolled Entity’s instructions. This Amendment and the Enroliment
(including the terms and conditions incorporated by reference therein) are
Enrolled Entity's complete and final instructions to Microsoft for the
processing of Customer Data. Any additional or alternate instructions must
be agreed to according to the process for amendlng Enrolled Entity’s
Enroliment. .

. b. Duration and object of data processing. The duration of data processing
shall be for the term designated under the Enroliment. The objective of the
data processing is the performance of the Applicable Services.

c. Scope and purpose of data processing. The scope and purpose of
processing of Customer Data, including any personal data included in the

d. Customer Data access. For the term designated under the Enrollment
Microsoft will, at its election and as necessary under applicable law
implementing Article 12(b) of the EU Data Protection Directive, either: (1)
provide Enrolled Entity with the ability to correct, delete, or block Customer
Data, or (2) make such corrections, deletions, or blockages on Enrolled
Entity’s behalf.

e. Adding new Subcontractors. For each individual Applicable Service,
Microsoft will provide a website that lists subcontractors which are authorized
to access Customer Data. At least 14 days before authorizing any new
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subcontractor to access Customer Data, Microsoft will update the applicable
website and provide Enrolled Entity with a mechanism to obtain notice of
such updates. If Enrolled Entity does not approve of a new subcontractor,
then Enrolled Entity may terminate the individual Applicable Service without

. penalty by providing, before the end of the notice period, written notice of

termination that includes an explanation of the grounds for non-approval. If
the affected Applicable Service is part of a Suite of Office 365 Service or
DynamlcsCRM Online Services, then any termination will apply to the entire
Suite.  After termination; Microsoft will remove payment obligations for the
terminated Applicable Service from subsequent invoices to the Reseller.

. Privacy officer. Microsoft's data privacy representative for the European

Economic Area and Switzerland can be reached at the foIIowrng address:

n/lrcrosoft*‘lreIand*@perauu. 15t
Attn: Privacy Officer
Carmenhall Road -

Sandyford Dublin 18, Ireland

(D) Secunty

Customer responsrblllty for Mlcrosoﬂ Azure branded Online Services.
Customer is- wholly responsible for |mp|ementmg and maintaining security
within any applications, configuration settings, or virtual machlnes that
Customer uses with Windows Azure branded Online Servrces

General practrces

Except as further delineated below this subsection b applies solely to Office
365 Services, Dynamics. CRM Online- Services, and Core Platform Services
(and not to other Mlcrosoft Azure branded Online Servrces)

Mlcrosoft has rmplemented and will malntaln appropnate technical and
organizational measures, internal controls, and information' security routines
intended to. protect Customer Data against accidental loss, destruction, or
alteration; unauthonzed dlsclosure or access or unlawful destruction as
follows :

(i) Domam orgamzatron of mformatlon securrty

1) ' Secunty ownershrp Mlcrosoft has appomted one or more securlty
officers responsible for coordlnatmg and monltonng the security rules
and procedures

2) Securlty roles and responsrbllmes Microsoft personnel with access
to Customer Data are subject to confidentiality obligations.

3) Risk management program. Microsoft performed a risk assessment
before processing the Customer Data or launching the Office 365
Services,. Dynamics CRM Onlrne Services, and Core Platform
Servrces .

4) Mlcrosoft retarns its securlty documents pursuant to its retention
requirements after they are no longer in effect.

(i) Domain: asset management: i

1) Asset mventory Microsoft mamtams an rnventory of all -media on
which Customer Data is stored. Access to the inventories of such
media is restricted to Microsoft personnel authonzed in writing to
have such access. -

2) Asset handhng

A Specmcally for Offlce '365 Serwces and Dynamics CRM Online
Services, Microsoft classifies Customer Data to help identify it
and to allow for access to it to be appropriately restricted (e.g.,
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. (rii)

(iv)

through encryption). Specifically for Core Platform Services,

_ Microsoft restricts access to Customer Data, and Enrolled Entity
may |mplement encryptlon of Customer Data within Enrolled
Entity’s appllcatron

B. Mncrosoft imposes restnctrons on printing Customer Data and
~ has procedures for dlsposmg of prrnted matenals that contain
- Customer Data r

C. Microsoit personnel must obtain Microsoft authorization prior to
storing Customer Data on portable devices, remotely accessing
Customer Data, or processing Customer Data outside Microsoft's
facilities.. This includes removing media (e.g., USB sticks and

" CD ROMSs) and documents contarnrng Customer Data from.
Mrcrosoft’s facrlrtles

Domain: human resources secunty

1) Security training. -

A. Microsoft informs its ' personnel’ about relevant- security
procedures and their respective roles. Microsoft also informs its
personnel of possible consequences of breaching the security
rules and procedures.

B. Microsoft will only use anonymous data intraining.
Domain: physical and environmental security

1) Physioal adceSs to facilities. Microsoft limits access to facilities
where information systems that process Customer Data are Iocated
to identified authorized individuals.

2) Physrcal access to components. - Microsoft maintains records of the
rncomlng and outgorng medra containing Customer Data including

v)
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the number of medra and the types of Customer Data they contain."

3) Protection from disruptions. Microsoft uses a variety of industry
standard systems to protect agamst loss of data due to power supply
failure or line interference.

¢

4) Component disposal. Microsoft uses mdustry standard processes to
' delete Customer Data when it is no longer needed.

Domam communications and operatlons management

1) Operational policy. Microsoft has rmplemented and will maintain for
the Applicable Services, security documents describing its security

" measures and the relevant procedures and responsibilities of its
personnel who have access to Customer Data.

2) Data recovery procedures specific to. Microsoft Azure branded Online
Services.  Microsoft Azure branded Online Services include

replication features that facilitate recovery of Customer Datainthe - =

event a particular machine or cluster within a Microsoft data center
fails. Enrolled Entity is responsible for taking additional steps to
provide added fault tolerance, such as creating historical backups of
Customer Data, storing backups of Customer Data off the platform,
deploying redundant compute instances within and across data
centers, or backing up state and data within a virtual machine.

3) Data recovery procedures applicable to alf Applicable Services.

A. On an ongoing basis, but in no case less frequently than once a
week (unless no Customer Data has been updated during that
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period), Microsoft maintains multiple copies of Customer Data
from which Customer Data can be recovered.

B. ’Mrcrosoft stores copies of Customer Data and data recovery
procedures in a different place from where the primary computer
equrpment processmg the Customer Data is located.

c. Mrcrosoft has specn‘rc procedures in place governing access {o
cop|es of Customer Data

D. Mrcrosoft reviews: data recovery procedures at least every six
months P

E. Mrcrosoft Iogs data restoration efforts, rncIudrng the person

’responsrble the descnptron of the restored data, and where

4)

5)

T |

apﬂrcab“l""‘*tﬁe person responsrble and‘“Whlch"data‘“(‘rf"any)“ﬁau to
be input manually in the data recovery process.

Malicious software. Microsoft has anti-malware conirols to help avoid
malicious software gaining unauthorized access to Customer Data,
mcludmg malicious software originating from publrc networks.

Data beyond boundanes

A Specn‘rcally as it pertarns to Office 365 Servrces and CRM Online
- Services, Microsoft encrypts Customer Data that is transmitted
over publlc networks

B.. Specrflcally as it pertalns to Core Platform Services, Microsoft
provides Enrolled Entity the option of encrypting Customer Data
that is transmitted to and from Microsoft data centers over public
networks. Microsoft uses encryption for replication of non-public
Customer Data between Mlcrosoft data centers :

C. Mlcrosoft restricts access to Customer Data in medra leaving its..

facrlltres (e g., through encryptlon)

(vr) Event Ioggrng

(vii)

'EA Enr (SLG)(ENG)(May2014)

1)

2)

Specrfrcally as- it pertams to Offrce 365 Services and CRM Online
Services, Microsoft (i) logs the use of Mlcrosoft’s data processing

systems; and (ii) logs access and use of information systems”

containing. Customer Data, registering the access ID, time,
authorization granted or denied, and relevant activity.

SpeCiftcally as it pertains to Core Platfornt Services, Microsoft logs or
enables Enrolled Affiliate to log access and use of information

systems contarmng Customer Data, registering the access ID, time,

authonzatron granted or demed and relevant activity.

Domam access control

1)

2)

Access- pollcy Microsoft malntams a record of security privileges of
mdrvrduals having access to Customer Data.

Access authcnzatron

A. Mrcrosoft malntalns and updates a record of personnel
authorized to access Mlcrosoft systems that contain Customer
Data. Do .

B. Mlcrosoft deactrvates authentrcatlon credentlals that have not
been used for a period of time not to exceed six months.

C. Microsoft identifies those personnel who may grant, alter or
- cancel authorized access to data and resources.
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3)

4)

5)”

-7

Microsoft ensures that where more than one individual has access to
systems containing ‘Customer Data, the individuals have separate
|dent|f|ers/log ins.

Least prrwlege

A. Technical support personnel are only permrtted to have access to
Customer Data. when needed .

B. Mlcrosoft restricts access to Customer Data to only those
mdlwduals who require such access to perform therr job functlon

Integrlty and confrdentlahty

A. Mrcrosoft instructs Mrcrosoft personnel to disable administrative
sessions ‘when leaving premises  Microsoft controls or when
computers are otherwise- Ieft unattended.

Microsoft stores passwords in a way that makes them unlntelllgrble
while they are in force.

Authentlcatlon

A. Microsoft uses mdustry standard practrces to identify and
-~ authenticate users who attempt to access information systems.

B. Where authentication mechanisms are based on passwords,
Microsoft requires that the passwords are renewed regularly. . -

. 'C. Where authentication mechahtsms are based on passwords,

Microsoft requires the password to be at least eight characters
Iong

D. Microsoft ensures that de-activated or explred identifiers are not
granted to other individuals.

E. Specmcally as it pertains to Office 365 Servrces and Dynamics

(vii)

8)

CRM Online Services, Microsoft monitors repeated attempts to
gain access to the information system using an invalid password.

F. Specifically as it pertains to Core Platform Services, Microsoft -
monitors or enables Enrolled Entity o monitor repeated attempts
- 1o gain access to the Customer Data using an invalid password.

G. Microsoft maintains industry standard procedures to deactivate
passwords that have been corrupted or inadvertently disclosed.

H. Microsoft uses industry standard password protection practices,
including practices designed to maintain the confidentiality and
integrity of passwords when they are aSS|gned and distributed,
and dunng storage.

Network design.  Microsoft has controls to avoid individuals
assuming access rights they have not been assigned to gain access
to Customer Data they are not authorized to access.

Domain: information security incident management
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Incident response process. Microsoft maintains a record of security

_breaches with a description of the breach, the time period, the

2)

3)

consequences of the breach, the name of the reporter, and to whom
the breach was reported, and the procedure for recovering data.

Specifically as it pertains to Office 365 Services and Dynamics CEM
Online Services, Microsoft tracks disclosures of Customer Data,
including what data has been disclosed, to whom, and at what time.

Specifically as it pertains to Core Platform services, Microsoft tracks,
or enables Enrolled Entity to track, disclosures of Customer Data,

including what data has been disclosed, to whom, and at what time.
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(ix)

4) Service Monitoring. Microsoft security personnel verify logs at least
every six months to propose remediation efforts if necessary.

Domain: Business Continuity Manadement

1) Microsoft maintains emergency and contingency plans for the
facilities' in which Microsoft . information systems that process
Customer Data are located.

2) Specrfrcally as it pertarns to Offrce 365 Servrces and Dynamrcs CRM
Online Services, Microsoft’s redundant storage and its procedures for
recovering. data are designed. to attempt to reconstruct Customer’
Data'in its orlgrnal state from before the time it was lost or destroyed

3).: Specmcally as it pertarns to Core Platform Services, Microsoft's

(x)

= redundant“'storageﬂand*rts&*procedure&*‘formreeeverrngwda*’“ -Argis

designed to attempt- to reconstruct Customer Data to its last
replicated state from before’ the time it was lost or destroyed.
Recovery of virtual machrnes may be to their original i image.

The security measures described in this Master Enrollment are
Microsoft's only responsibility with respect to thé security of Customer
Data. For Customer Data, these measures replace any confidentiality
obhgatrons contained. in the Enroliment or any other non- drsclosure

'agreement between Mrcrosoft and Enrolled Entity.

c. Certlflcatlons and audits

(i)

(i)
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Mlcrosoft has establrshed and agrees to maintain the followrng data
secunty policies (collectively, the “Microsoft Security Policies”) that (a)

- governs Microsoft's handling of Customer Data, and (b) complies with the

ISO 27001 standards. for the establishment, implementation,.control, and
improvement of the Information’ Security Management System and the
ISO/IEC 27002 code. of best practrces for. rnformation security
management ' .

‘s For Office 365 Servrces and Dynamrcs CRM Online Servrces this

document is the “Mlcrosoft Onlme Information Security Policy’
and . :

:-; For Core Platform Servrces thrs document is the “Wmdows Azure
‘ lnformatron Securrty Palrcy.” : :

On a confrdentral need—to-know basrs and subject to Enrolled Entlty’s
agreement to non-disclosure obligations Microsoft specifies, Microsoft will
make each of the above-referenced Microsoft Security Policies available
to Enrolled Entity, along with other information reasonably requested by
Enrolled  Entity regarding. Microsoft security practices and policies.
Enrolled Entity is solely responsible for reviewing the Microsoft Security
Policies,” making an- independent. determination as to whether the
Microsoft Security -Policies meet Enrolled Entity’s requirements, and for
ensuring that Enrolled. Entity’s: personnel and consuitants follow- the
guidelines they are provrded regardlng data securlty

Microsoft will audit the securrty of (A) the computers and computrng
environment that it uses in processing Customer Data (including personal
data) on the Office 365 Services, Dynamics CRM Online Services, and
Core Platform. Services, and (B) the physical data centers from which
Microsoft ‘provides the Office 365 Services, Dynamics CRM Online
Services, and: Microsoft- Azure: branded Online Services except for the
Content Delivery Network.  This audit: (a) will be performed at least
annually; (b) will be performed. according- to ISO 27001 standards or
other industry ‘standards; (c) will be performed by third party security
professionals at Microsoft's selection and expense; (d) will resuit in the
generation of an audit report (‘Microsoft Audit Report’), which will be
Microsoft’s confideritial information; and (e) may be performed for other
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(iiiy

(iv)

v)

~

purposes in addition to satisfying this Section (e.g., as part of Microsoft's
regular internal security procedures or to satisfy other contractual
obligations).

If Enrolled Entity requests in writing, Microsoft will provide Enrolled Entity

with a confidential copy of the Microsoft Audit Report or at Microsoft's

option a summary thereof (“Summary Report’) so that Enrolied Entity

can reasonably verify Microsoft's compliance with the security obligations

under this Amendment.. The Summary Report is Microsoft conﬁdential

information. :

Specifically as it pertains to Mlcrosoft Azure branded Online Serwces

1) Enrolled Entity agrees to exercise its audit right by instructing
Microsoft to execute the audit as described in Subsections 9(D)(c)(ii)

— (iv). If Enrolled Entity desires to change this instruction regarding
exercising this audit right, then Enrolled Entity has the right to change
* this instruction, which shall be requested in writing; and

2) Microsoft Corporation is an mtended third-party beneflmary of this

Subsectron 9(D)(c). : P

Microsoft W|II ‘make good faith, commercially reasonable efforts to

_remediate (a) any errors identified in a Microsoft Audit Report that could

reasonably be expected to have an adverse impact on Enrolled Entity’s
use of the Applicable Services and (b) material control deficiencies .
identified in the Microsoft Audlt Report.

(E) Security Incident Notification for Applicable Services

a. Upon becoming aware of any unlawful access to any Customer Data stored on
Microsoft's equipment or in Microsoft's facilities used to provide Office 365

" Services, or unauthorized access to such equipment or facilities reasonably
expected to result in loss, disclosure, or alteration of Customer Data (each a
“Security Incident”), Microsoft will: (1) promptly notify Enrolled Entity of the

Security Tncident; (2) mve‘stlgate' the Security Incident and provide Enrolled Enfity
with detailed information: about the Security Incident; and (3) take reasonable
steps to mitigate the effects and to minimize any damage resultlng from the
Security Incident.

b. Enrolled Entity agrees that

(i) An unsuccessful Security Incident will not be subject to the terms and conditions
of this Section 9(E) “Security Incident Notification for Applicable Services”. An
unsuccessful Security Incident is one that results in no unauthorized access to
Customer Data or to any of Microsoft's equipment or facilities storing Customer
Data, and may include, without limitation, pings and other broadcast attacks on
firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of
service attacks, packet sniffing (or other unauthorized access to traffic data that
does not result in access beyond IP addresses or headers) or similar mmdents

and

(ii) Microsoft's obligation to report or respond to a Security Incident under this
Section 9(E) is not and will not be construed as an acknowledgement by

__Microsoft_of any fault or liability with respect to.the Security. Incident.__. .

c. Notification(s) of Security Incidents, if any, will be delivered to one or more of
Enrolled Entity’'s- administrators by any means Microsoft selects, including via

email.

It is Enrolied Entity's sole responsibility to ensure Customer's

administrators maintain accurate contact information on the Online Services
portal (for Office 365 Services and Dynamics CRM Online Services) and the
Windows Azure portal (for Microsoft Azure branded Online Services at all times.

10. A new section entitled “Suspension of Service” is hereby added to the Enrollment as follows:

Microsoft may suspend the online service in whole or in part and without notice:
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(1) i Microsoft believes that Enrolled Entity’s use of the online service represents a direct or

indirect threat to Microsoft's network function or integrity or anyone else’s use of the Online
Service; ‘

(2) If reasonably necessary to pre\)ent unauthorized access to Customer Data; or
(3) To the extent necessary to comply with Iegal requirements.

If Mlcrosoft suspend the services without notlce we wnll provide the reason for such suspension if
Enrolled Entity requests :

If Mlcrosoft belleves Enrolled Entrty vrolated the Agreement including the Product Use Rights,

Microsoft may suspend the Online Services, in whole or in part, after prowdmg Enrolled Entltyv

11.

12.

13.

“fiotice via eﬁw”’all“o“r“otﬁ‘r‘”“e commercrally"reasonable“mecharusn.

Any suspeénsion of services shall apply to the mmlmum necessary portion of the Online Services
and only be in effect for as long as reasonably necessary to address the issues giving rise.to the
suspension. , .

Compliance with Applicable Law. Microsoft will comply with all laws that are generally
applicable to (i) corporations; and (i) Microsoft’s provision of the Online Services as an IT service
provider, including but not limited to 42 CFR Part 2 (Confidentiality of Alcohol & Drug Abuse
Patient Records) to the extent that Microsoft, or any other email or cloud service provider who is
commercially offering a cloud service that is the same or substantially similar to the shared tenant
Office 365 service, is held by a judicial determination or regulatory agency to be a Qualified
Service Organization within the.meaning of 42 C.F.R. section 2.11, notwithstanding any other
provision of the Enroliment, Enterprise Agreement or this Amendment (including this Section 16).
Microsoft acknowledges that pursuant to 42 C.F.R. section 2.11(b) Qualified Service
Organizations are fully bound by the provisions of-42 C.F.R. Part 2 (Confldentlallty of Alcohol &
Drug Abuse Patient Records) and if necessary, will resist in judicial proceedings any efforts to
obtain access to patient records except as permitted by the regulations and in accordance with
Section 9 (A)(b)(ii) of this Appendix A. For clarity, Microsoft is not responsible for compliance with
any law (including but not limited to data protection or privacy law) uniquely applicable to Enroiled
Entity or Enrolled Entity’s government function, and not generally applicable to corporations or IT
service providers. Microsoft will be responsible for the actual payment of any fines, penalties,

- sanctions, or fees imposed by a judicial body or regulatory agency based on such judicial body or

regulatory agency’s final determination that Microsoft is a Qualified Service Organization and
violated 42 CFR Part 2. Any such aforementioned fines, penalties, sanctions or fees shall be
deemed direct damages pursuant to Sectlon 13 (lertatron of Lrablllty) of the Enterprise
Agreement

B i . . B . .
Microsoftis Responsibility for Subcontractors. To the extent that Microsoft employs
subcontractors in the delivery of Online Services ordered pursuant to the Enrollment amended
hereby, Microsoft accepts responsibility for those subcontractors.

Confidentiality :
a. What is mcluded “Confidential lnformatlon” is non-| publlc lnformatlon know-how and
Trade Secrets in any form that: . ‘
(i) are desrgnated as confldentlal”

' (u) a reasonable person knows or reasonably should understand to be confidential; or

(iii) include non- public information regarding either partys products or customers,
marketing and promotions, or the negotiated terms of Microsoft agreements.

b. What is not included. The following types of information, however marked, are not
Confidential Information. Information that: :

(i) is, or becomes, publlcly avallable W|thout a breach of this agreement
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(ii) was lawfully known to the receiver of the information without an obllgatlon to keep it
confidential;

(iii) is received from another source who can disclose it lawfully and without an obligation
to keep it confidential;

(iv) is mdependently developed or

(v) is a comment or suggestlon one party volunteers about the other s business, products
or serwces : .

c. Treatment of Confldentlal Informatlon .
(i) In general. Subject to the other term_s of this agreement, each party agrees:
» it will not disclose the other’s Confidential Information to third parties; and

o it will use and disclose the other's Confidential Information’ onIy for purposes of
the parties’ business reIatlonshlp with each other.

(u) Securlty precautlons Subject to the other terms of this agreement each party
agrees; . ) S ;

e o take reasonable steps to protect the other's Confidential Information -- these
~ steps must be at least as protective as those the party takes to protect its own
Confldentlal Information;

« o notlfy the other promptly upon discovery of any unauthonzed use or disclosure
of Confidential Information; and

¢ {o cooperate with the other to help regain control of the Confidential Information
and prevent further unauthorized use or disclosure of it.

(iii) Sharing Confidential Information with Affiliates and representatives.

e A “Representative” is an employee, contractor, advisor, or consultant of one of
the parties or of one of the parties’ Affiliates.

o FEach party may disclose the other's confidential information to its
Representatives (who may then disclose that Confidential Information to other of
that party’s Representatives) only if those Representatives have a need to know
about it for purposes of the parties’ business relationship with each other. Before
doing so, each party must:

1) ensure that Affiliates and Representatives are required to protect the
Confidential Information on terms consistent with this agreement; and

2) accept responsibility for each Representative’s use of Confidential
Information. .

+ Neither party is required to restrict work assignments of Representatives who
have had access to Confidential Information. Neither party can control the
incoming information the other will disclose to it in the course of working together,
or what that party’s Representatives will remember, even without notes or other
aids. Each party agrees that use of information in Representatives’ unaided
memories in the development or deployment of the parties’ respective products or
services does not create liability under this agreement or trade secret law, and

each party agrees to limit what it discloses to the other accordingly. o

(iv) Disclosing Confidential Information if required to by law. Each party may
disclose the other’'s Confidential Information if required to comply with a court order or
other government demand that has the force of law. Before doing so, each party
must seek the highest level of protection available and, when possible, give the other
enough prior notice to provide a reasonable chance to seek a protective order.

d. Length of Confidential Information obligations. Except as permitted above, neither
party will use or disclose the other's Confidential Information for five years after it is
received. The five-year time period does not apply if applicable law requires a longer
period or the Product Use Rights provide a more specific requirement.
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For the avoidance doubt, the parties acknowledge that this Confidentiality provision
recognizes that when there is a business need to do so, Microsoft and Customer may need to
share/exchange their respective Confidential Information with each other to develop a more
meaningful business relationship. This section provides Microsoft and Customer with a well-
balanced, commercially reasonable and comprehensive set of confidentiality terms that
enable both parties to share/exchange a wide range of Confidential Information with each
other knowing with confidence that significant confidentiality protections are in place. The
confidentiality terms denoted above do not govern Microsoft's handling of Customer Data. In
all instances under this Agreement, Microsoft's handling of Customer Data shall be governed
as described under various other provisions of this Agreement and by Microsoft’'s data
security polrcy as described in Section 12(D)(b)(r) above.

[

14=Public Records-Law s s

Enrolled Entity is a publrc agency subject to the drsclosure requirements of the California
Public Records Act (‘CPRA”) and San Francisco Administrative Code Section 67 (the
“Sunshine Law”). If Microsoft’s proprietary information is contained in documents or
information submitted to Enrolled Entity and Microsoft claims that such information falls within
one or more CPRA or Sunshine Law exemptions, Microsoft must clearly mark such
information “CONFIDENTIAL AND PROPRIETARY,” and identify the specific lines containing
the information.. In the event of a request for such information, Enrolled Entity will make best
efforts to provide notice to Microsoft prior to. such disclosure. If Microsoft contends that any
documents are exempt from the CPRA or Sunshine Law and wishes to prevent disclosure, it
is required to obtain a protective order, injunctive relief or other appropriate remedy from a
court of law in the County of San Francisco before Enrolled Entity’s deadline for responding to
the CPRA or Sunshine Law request If Microsoft fails to obtain such remedy within Enrolled
Entity’s deadline for responding to the CPRA or Sunshine Law.request, Enrolled Entrty may
dlsclose the requested |nformatron ‘ . .

Microsoft further agrees that it shall defend, indemnify and hold Enrolled Entity harmless
against any claim, action or litigation (including only the expenses incurred by Enroiled Entity
related to — judgments for costs, fees, and attorney’s fees) that may result from denial by
Enrolled Entity of a CPRA or Sunshine Law request for information arising from any
representation, or any action (or inaction), by Microsoft. Microsoft’s indemnification obligation
under this section does not apply to any Ilablllty that may anse due solely to Enrolled Entity’s
acts or omissions. v . o

15. A new section entltled “Background Checks” is hereby added to the Enroliment as follows:

* Microsoft performs the followrng background checks on all US personnel who have potential

to access Customer Data. Adherence to this policy is one of the control procedures
" addressed by the Microsoft Audit Report per Section 9 (D)(c) of this Appendix A. Such

Background Checks will be performed in accordance with the Fair Credit Reporting Act and
will consist of Social Security Number trace, seven (7) year felony and misdemeanor criminal
records check of federal, state, or local records (as applicable) for job related crimes, Office of
Foreign Assets Control List (OFAC) check, Bureau of Industry and Security List (BIS) check
and Offrce of Defense Trade Controls Debarred Persons List (DDTC) check.

16. Initial Service Level Agreement for Onlme Servrces

. The Servrce Level Agreements for the Offlce 365 Services and Dynamics CRM
Online, and ceértain other Online Services (but not Microsoft Azure branded
. Online services) are shown in Appendix C.
¢ The:Service Level Agreement for Windows Azure Cloud Servrces Virtual
Machines, and Virtual Network is shown in Appendix D.
¢ The Service Level Agreement for any renewal term will be determined at the
onset of each such renewal term
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Appendix B - Product Selection Form

Step 1. Enter all fields in the table below (Requir 2d)

“Entell'prise,..;, v _' PR Chodse Oh'e- o Chbese One-

Step 2 Select the Products and Quantltles Enrolled Afflllate is orderlng on lts |n|t|al Master

=Enrellment=Order~Quantity=may.- netmlnclude_‘any..lecenses“wmchmEnLoJleda,‘Aﬁmate.whas
selected for optlonal future use, or to Wthh lt |s tranSItlonmg or steppmg up W|th|n Master
: Enrollment term ’ ; .

Office ProPlus... . -
L Off‘eProPI for Office 365
Office 365 Plans: B
Office 365 (Plan G1) -
Office 365 (Plan G3)
Office 365 (Plan G4)
Client Access License (CAL): P R T e
. Choose Core CAL or Entirpnse CAL: <Choose One>
Core CAL or Enterprise CAL :
Bridge for Office 365
Bridge for Windows Intune -
Bridge for Office 365 and Windows Intune

“Windows Daskio
____Windows OS d_grade '
Windows VDA

' -Windows Intune: — l
Other Enterprise Produc S B
pri -

Microsoft Des top Optlmlzatlon Pack ( L
Step 3. Establlsh the Enrolled Affiliate’s prlce Ievel Unless otherwise indiCated in the associated
_contract documents, the price level for each Product offering/pool is set based upon the
.+ quantity to price level mapping. DO NOT INCLUDE BRIDGE CALS.

1 2 3 4
Office Professional L »

Plus + Office Client Access Client Access UWIrr]:gZ;v i I\:/)\??\E?ps

Professional Plus License + Office ; g Pg window

) License + VDA + Companion

for Office 365 + 365 (Plans . Windows Intune Subscription
Office 365 (Plans G1/G3/G4) -Licen‘;e
G3-G4)
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Enterprise Products and Enterprise Online Services: Unless otherwise
indicated in associateéd contract documents, Price Level is set usmg the highest
quantity from Groups 1 through 4. ‘

Additional Product Application Pool: Unless othenmse |nd|cated in -
associated contract documents, Price Level is set using quantity from Group 1.

Additional Product Server Pool: Unless otherwise indicated in associated

All Products
are Level D
minus 7.5%,
except (1)
Azure Services
(Level D) and

contract documents Pnce Level is set usmg the highest quantlty from Group 2. Office 365 .
or3. .- . ' Services
Additional Product Systems Pool Unless otherW|se |nd|cated in assomated (Custom

contract documents, Price Level is set u3|ngquant|ty from Group 4.

Notes:

1.

3.

Windows OS please refer to the Product List.

Windows OS Upgrade, or Windows VDA. See the Product List for details.
MDOP requires purchase of Windows OS Upgrade or Windows VDA.

The operating system Licenses granted under this program are upgrade Licenses only.”
Windows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
qualifying Windows OS installed to support the upgrade. For a complete Ilst of quallfymg

Priced)’

Enrolled Affiliate acknowiedges that in order to use a third party to relmage the Windows
Operating System Upgrade, Enrolied Affiliate must certify that it has acquired qualifying operating
system licenses. This requirement applies to Windows Companion Subscnptlon License,

If the
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2 Mlcrosoft

Volume Llcensmg

Appendlx C- Serv:ce Level Agreement for Office 365 Serwces Dynamlcs CRM
Onllne Serwces and certain other Online Services appllcable to initial Term

1. lntroductlon

o Last updated Apnl 2014 ,

This Serv:ce Level Agreement for Mlcrosoft Onlme Serwces (thls ”SLA") is made by Mlcrosoft in

connection with, and is a part of, your Microsoft volume licensing agreement (the “Agreement”). This

SLA applies to the following Microsoft Services, but does not apply to separately branded services made
avallable wnth or connected to these Mlcrosoft Serwces -

Azure nghts Management
Blng Maps Enterprise Platform-

Bing Maps Mobile Asset Management

Duet Enterprise Onllne
Dynamics CRM Online
Exchange Online Archiving
Exchange Online: -
Exchange Online Protection
Lync Online: '
Office Online

OneDrive for Business
Power Bl for Office 365
Project Online -

SharePoint Online
Translator API

Windows Azure Active Directory
Premium

Windows Intune

Yammer Enterprise
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We pravide financial backing to our commitment to achieve and maintain the Service Levels for our
Services. If we do not achieve and maintain the Sérvice Levels for each Service as described in this
SLA, then you may be eligible for a credit towards a portion of your monthly service fees. We will
not modify the terms of your SLA during the initial term of your subscription; however, if you renew
your subscription, then the vers:on of this SLA that is current at the time of renewal will apply for
your renewal term. - :

2.

Defmltlons.

’;Appli'cable Monthly Service Fees” means the total fees actually paid by you for a Service that

“are applled to the month in which a Service Credit is owed.

“Downtime” means a perlod during which the aspects of a Service specified in the foIIowmg
table are unavailable, excluding (i) Scheduled Downtime; and (i} unavailability of a Service due
to limitations described in Section 5(a) below. Downtlme is measured in the units set forth in

Section 3.

Online Service

Azure Rights’Managemenf

Any period of time when end users cannot create or consume

IRM documents and email.

Bing Maps Enterprise Platform -

and Bing Maps Mobile Asset
Management

Any period of time when the Serv:ce is not available as
measured in Microsoft’s data centers, provided that you access
the Service using the methods of access, authentication and

: .tracking methods documented in the Bing Maps Platform SDKs.

Duet Enterprise Online

Any period of time when users are unable to read or write any
portion of a SharePoint site collection for which they have

opriate-permissions:

—-appr

Dynamics CRM Online

Any period of time when end users are unable to read or write
any Service data for which they have appropriate permission
but this does not include non- avallablllty of Service add-on
features

Exchange Online Archiving

Any period of time when end users are unable to access the e-
mail messages stored in their archive.

Exchange Online

Any period of time when end users are unable to send or
receive email with Outlook Web Access.

Exchange Online Protection

Any period of time when the network is not able to receive and

_process email messages.

Any period of time when end users are unable to see presence
status, conduct lnstant messaging conversations, or |n|tlate

Lync Online
- online meetings® ]
. Any period of time when users are unable to use the Web
Office Online Applications to view and edit any Office document stored on a

-SharePoint site for which they have appropriate permissions.

OneDrive for Business

Any period of time when users are unable to view or edit files
stared on their personal OneDrive for Business storage.
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_ Any period of time when users are unable to read or write any
Power Bl for Office 365 portion of Power Bl data to which they have appropriate
permissions,

_ Any period of time when users are unable to read or write any
Project Online portion of a SharePoint site collection with Project Web App
' for which they have appropriate permissions.

Any period of time when users are unable to read or write any
SharePoint Online - portion of a SharePoint site collection for which they have
approprlate permissions. ‘

JAny| penod of time when users are not able to perform o

“TFARSIAtOF AP e franslations

Any period of time when users are not able to Iog in to the
service, log in to the Access Panel, access apphcatlons on the
Windows Azure Active Directory | Access Panel and reset passwords; or any perlod of time IT
Premium ‘ : administrators are not able to create, read, write and delete
entries in the dlrectory and/or prowsron/de provrsmn users to
applications:in the dlrectory

Any period of time when the Customer’s IT administrator or
Windows Intune users authorlzed by Customer are unable to log on with proper
: credentials. :

Any penod of tlme greater than ten minutes when more than
five percent of end users are unable to post or read messages
on any portion of the Yammer network for Wthh they have
appropriate permlssrons

Yammer Enterprise

! Online meeting functionality applicable ohly to Lync Online Plan 2 Service

”Incident” means (i) any single event, or (ii) any set of events, that result in Downtime.
“Microsoft” means the Mrcrosoft entlty that entered into the Agreement

”Schedu|ed Downtrme means periods of Downtrme re|ated to network, hardware, or Servrce
maintenance or upgrades. We will publish notice or notify you at least five (5) days prior to the
commencement of such Downtlme

“Service” or “Services” refers to the online servrce(s) indicated at the beginning of thls StA and
purchased by you pursuant to the Agreement ' »

“Service Credit” is the percentage of the Apphcable Monthly Service Fees credited to you
following Mrcrosoft's c|a|m approval

“Service Level" means the performance metric(s) set forth in this SLA that Microsoft agrees to
meet in the delivery of the Services, e.g., monthly availability.

“User Minutes” means the total number of mmutes m a month, less all Scheduled Downtime,
multiplied by the total number of users.
3. Service Level Commitrnent. .

a. The “Monthly Uptime Percentage” for a Service is calculated by the following formula:

User Minutes — Downtime

x 100
User Minutes x
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where Downtime is measured in user-minutes; that is, for each month, Downtime is the sum
of the Iength (in minutes) of each Incident that occurs durmg that month multlplled by the
number of users impacted by that Incident. :

b.. For Bing Maps Enterprise Platform, Blng Maps ‘Mobile Asset Management and Translator

AP|, the Monthly Uptime Percentage is calculated using the following formula instead, of the
formula in section (a): ' » ,

" Total number o f minutes in a month Downtlme
Total number of minutes in a month

x 100

where Downtlme is measured as the total number of mmutes durlng the month when the
aspects of the Serwce set forth in the table in Section 2 are unavallable ’ -

c. If the Monthly Uptrme Percentage falls below 99, 9% for any glven month you may be
ehglble for the following Service Credit:

.~ Monthly Uptime Percentage™=" ~~'| .~ -7 Service Credit i -

<99.9% D 25%
< 99% ' , 50%
<95% 100%

Service Credit Claim. If we fail to meet the minimum Monthly Uptime Percentage described
above for a Service, you may submiit a claim for a Service Credit.

You must submit a claim to customer support at Microsoft Corporatlon that lncludes (i) a

de;ag_gd:d‘gsgqm_of_the_lmdent (i} informatio.

_ ___ .5 Limitations.

the number and location(s) of affected users (if appllcable), and (iv) descrlptlons of your
attempts to resolve the Incident at the time of occurrence. We must receive the claim and all
required information by the end of the catendar month following the month in which the
Incident occurred. For example, if the Incident occurred on February 15 , we must receive the
claim and all required information by March 31%.

We will evaluate all information reasonably available to us and make a good faith judgment on
whether a Service Credit is owed. We will use commercially reasonable efforts to process claims .
during the subsequent month and within forty five (45) days of receipt. You must be in
compliance with the Agreement in order to be eligible for a Service Credit. If we determine that

a Service Credit is owed to you, we W|II apply the Service Credit to your Applicable Monthly
Service Fees.

If you purchased a Service from a reseller, you will receive a service credit directly from your
reseller and the reséller will receive a Service Credit directly from us.

~ {a) This SLA and any applicable Service Levels do not apply to any performance or availability

issues:

1. Due to factors outside our control (for example, natural disaster, war, acts of terrorism,
riots, or government action);

2. That result from your or third party services, hardware, or software; -

3. Caused by your use of a Service after we advised you to modlfy your use of a Service, if
you did not modify your use as adwsed

4. During pre-release, beta and trial Services (as determined by us);
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5. That result from your unauthorized action or lack of action when required, or from your
employees, agents, contractors, or vendors, or anyone gaining access to our network by
means of your passwords or equipment; or

6. That result from your failure to adhere to any requrred configurations, use supported
platforms and follow any policies for acceptable use.

7. For Ilcenses reserved but not pald for at the time of the |ncrdent

{b) Service Crednts are your sole and exclusrve remedy for any performance or avallablhty issues
for any Service under the Agreement and this SLA. You may not unilaterally offset your
Applicable Monthly Service Fees for'any performance or avai|abi|ity issues.

(c) This SLA W|ll not apply to any on- premlse Ilcensed software that is part of any Servrce

8.

'Purchase of Multlple Services. lf you purchased more than one Servrce Ilsted in Sectlon 1 above

(not as a suite), then you may submlt claims pursuant to the process described above in Section
4 as if each Service was. covered by an individual SLA. For example, if you purchased both
Exchange Online and SharePomt Online (not as part of a suite), and during the term of the
subscrlptlon an Incident caused Downtime for both Services, then you could be ehglble for two
separate Servrce Credlts (one for each Servxce) by submlttmg two cIalms under this SLA.

Purchase of Multiple Services together. . If you purchased Services as part of a suite or other
single offer, the Appllcable Monthly Service Fees and Service Credit for each Service will be pro-
rated.

Excegtlons nd Addltlonal Terms for P rtlcular Servnces and Program

(a) For Azure nghts Management

There is no ScheduledDovvntime_forthis. Service;_v :
(b) For Bing Maps Enterprise Platform and Bing Maps Mobile Asset Management: '

Th|s SLA does not apply to Bmg Maps Enterpnse Platform and Bmg Maps Moblle Asset
Management purchased through Open Value and Open Value Subscrlptlon licensing
agreements ’

Servic‘e Credits will not apply if; (i) you fail to implement any Services updates within the
time specified in the Bing Maps Platform APY's Terms of Use; and (ii) you do not provide
Microsoft with at least ninety (90) days advance notice of any known significant usage
volume increase,  with significant usage volume increase defined as 50% or more of the
previous month’s usage

() For Duet Enterprise Onvline:, -

You will be eligible for a Service Credit for Duet Enterprise Online only when you are eligible
for a Service Credit for the SharePoint Online Plan 2 User SLs that you have purchased as a
prerequisite for your Duet Enterprlse Online User SLs. This SLA does not apply when the
inability to read or write any portion of a SharePoint site is.caused by any failure of third
party software, equipment, or services that are not controlled by Mlcrosoft or Microsoft
software that is not being run by Microsoft |tself as part of the Servrce
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(d) For Exchange Online, Exchange Onlme Archlvmg (EOA), and Exchange Online Protection
(EOP):

There is no Scheduled Downtime for these Services.
-(e) For Exchange Online and Exchange Online Protection (EOP):

With respect to Exchange Online and EOP Ilcensed as a standalone Servxce or via ECAL suite,
or Exchange Enterprise CAL with Services, you may be eligible for Service Credits if we do not
meet the Service Level described below for: (1) Virus Detection and Blocking; (2) Spam
Effectiveness, or (3) False Positive. If any one of these individual Service Levels is not met,
you may submit a claim for a Service Credit. If one Incident causes us to fail more than one
SLA metric for Exchange Onlme or EOP you may only make one Servnce Credlt claim for that
mcudent per Service.

1. Virus Detection and B!ockmg Service Level
' a. “Virus Detection and Blocking” is defined as the detection and blockmg of Viruses
~ by the filters to prevent infection. “Viruses” is broadly deflned as kriown malware,
which includes viruses, worms, and Trojan horses.
b. A Virus is considered known when a EOP virus scanning engine can detect the
virus and the detection capability is available throughout the EOP network.
¢. Must result from a non-purposeful infection.
‘The Virus must have been scanned by the EOP virus ﬁlter
e. If EOP delivers an email that is infected with a known virus to you, EQP will notify
you and work with you to identify and remove the virus. If this results in the
prevention of an infection, you will not be eligible for a Service Credit under the

e

Virus Detection and Blocking Service Level

f. The Virus Detection and Blocking Service Level shall not apply to: .
1. Forms of email abuse not classified as malware, such as spam, phishing and
other scams, adware, and forms of spyware, which due to its targeted nature
or limited use is not known to the anti-virus community and thus not tracked
by anti-virus products as a virus.
2. Corrupt, defective, truncated, or inactive viruses contained in NDRs,
notifications, or bounced emails.
g. The Service Credit available for the Virus Detection and Blocking Service is: 25%
Service Credit of Applicable Monthly Service Fee if an infection occursina -
calendar month, with a maximum of one claim allowed per calendar month.

2. Spam Effectiveness Service Level

a. “Spam Effectiveness” is defined as the percentage of inbound spam detected by
the filtering system, measured on a daily basis.

Spam effectiveness estimates exclude false negatives to invalid mailboxes.
oo €. Thespam message must be processed by our service and not he corrupt,
malformed, or truncated. -

d. The Spam Effectiveness Service Level does not apply to email containing a majority
of non-English content.

e. You acknowledge that classification of spam is subjective and accept that we will
make a good faith estimation of the spam capture rate based on evidence tlmely
supplied by you. - :

f. The Service Credit available for the Spam Effectiveness Service is:

[ % of Calendar MonththatSpam.. | .~ - Service Credit -
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.+ - Effectiveness is helow 99%:
>25% 25%
>50% 50%
100%. 100%

3. False Posmve Service Level
“False Positive” is defined as the ratio of legitimate busmess email mcorrectly
identified as spam by the f“ltermg system to all ema|I processed by the service ina

calendar month:
Complete, orlgmal messages mcludmg all headers, must be reported to the abuse

a.

team.

i Appﬁ’é*fb“’e“n‘fal[‘sent‘twvauru malfboxes uruy

You acknowledge that classification of false posmves is subjectrve and understand
that we will make a good faith estimation of the false positive ratio based on
evidence timely supplied by you. ‘

2.
3.

4,
- The Service Credit available for the False Positive Service is:-

- This False Positive Service Level shall not apply to:
1.

bulk, personal, or pornographlc email

email containing a majonty of non- -English content
email blocked by a policy rule, reputatlon fllterlng, or SMTP connection

filtering -
.email delivered to the junk folder

> 1:250,000

25%
> 1:10,000 50%
>1:100 100%

. {f) For Exchange Online Archiving (EOA) and E)rchange Online Protection (EOP):

This SLA does not apply to the Enterpnse CAL suite purchased through Open Value and Open

Value Subscription licensing agreements

{(g) For Excnange Online Protection (EOP):

With respect to EOP licensed as a standalone Service,‘E',C'AL suite, or Exchange Enterprise CAL
with Services, you may be‘ eligible for Service Credits if we do not meet the Service Level
described below for (1) Uptime and (2) Email Delivery.

1. Month|y Uptlme Percentage

If the Monthly Uptrme Percentage for EOP falls below 99.999% for any given month, you
may be eligible for the following Service Credit:

"+ Monthly Uptime Percentageg,iff Lo ServiceCredit £
<99.999% 25%
<99.0% 50%
<98.0% 100%
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2. Email Delivery Service Level: :

a. “Email Delivery Time” is defined as the average of email delivery times, measured in
minutes over a calendar month, where email delivery is defined as the elapsed time
from when a business email enters the EOP network to when the first delivery
attempt is made. -

b. Email Delivery Time is measured and recorded every 5 minutes, then sorted by
elapsed time. The fastest 95% of measurements are used to create the average for
the calendar month.

c. We use simulated or test emails to measure delivery time. _

d. The Email Delivery Service Level applies only to legitimate business email (non-bulk
email) delivered to valid email accounts.

e. This Email Delivery Service Level does not apply to:

1. Delivery of email to quarantine or archive
2. Email in deferral queues

3. Denial of service attacks (DoS)

4. Email loops

f. The Service Credit available for the Email Delivery Service is:

'f:{'Serwce Crednt'z{: S

' Average Email Delivery Tlme
.. (as defined abave) -

>1 ‘ 5%

>4 50%
>10 100%

{h-For-windows-Intame—

1. Scheduled Downtime will not exceed 10 hours per calendar year
2. This Service Level does not apply to any: :
a. On-premises software licensed as part of the Service subscription.
b. Internet-based services (excluding the Windows Intune Service) that provide
updates to any an—premise software licensed as part of the Service subscription.

(i) . This section (i) epplies to the following:

e Each of the Services purchased through Open, Open Value and Open Vaiue
Subscription licensing agreements, and

e Each of the Services in Office 365 Small Business Premium suite purchased in the
form of a product key

These Services are not eligible for Service Credits based on service fees. Any y Service Credit
that you may be eligible for will be credited in the form of service time (i.e., days) as
opposed to service fees.

For these Services,

1. the definition of “Applicable Monthly Service Fees” shall be deleted and replaced by:
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“Applicable Monthly Period” means, for a calendar month in which a Service Credit is
owed, the number of days that you are a subscriber for a Service.

2. Any references to “Applicable Monthly Service Fees” shail be deleted and replaced by
“Applicable Monthly Period.”
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Append/x D - Service Level Agreement for Wlndows Azure Cloud
- Services, Vln‘ual Machines, and Virtual Network applicable to initial Term

' Last updated April 2014

1. Standard terms app}icable toall Service Levels outlined herein:

a. Definitions o :
i. “Availability Set” refers to two or more Vrrtual Machines deployed across

 different Fault Domains to avoid a single point of failure.
i. “Claim”means a claim submitted by Customer to Microsoft pursuant to thls
© SLAthata Serwce Level has not been met and that a Service Credlt may be’
" due to Customer.. : : »

iii. “Cloud Services” refers to a set of compute resources utlllzed for Web and
Worker Roles:. :

iv. “Customer” refers to the orgamzatron that has S|gned an agreement
(“Agreement”) under which it has purchased Windows Azure Services from
Microsoft. '

v. “Customer Support’ means the services by WhICh Mlcrosoft may provide
assistance to Customer to resolve issues with the Services.

vi. “External Connectivity” is bi-directional network traffic over supported
'protocols such as UDP and TCP that can be sent and received from a public
IP address. :

vii. “Fault Domain” is a collection of servers that share common resources such
as power and network connectivity.

viii. _“Incident” means any set of gircumstances resulting in a failure to meet a
; Service Level. S » ‘
ix. “Microsoft” means the Microsoft entity that signed your customier agreement.
X. “Service” or “Services” refers to the Windows Azure Cloud Services, Virtual
Machines, and Virtual Network prowded to Customer pursuant to the
Agreement.
xi. “Service Credit” is the percentage of the monthly service fees for the affected
Service that is credited to Customer for a validated Claim.
xii. “Service Level” means standards Microsoft chooses to adhere to and by
which it measures the level of service it provides for each feature as
, specifically set forth below. »
xiii. “Tenant’ represents one or more roles each consisting of one or more role
instances that are deployed in a single package.
xiv. “Update Domain” refers to a set of WlﬂdOWS Azure instances to which
platform updates are concurrently applied.
xv. “Virtual Machine” refers to persistent instance types that can be deployed
e e individually-or-as.part. of -an-Availability-Set.

xvi. “Virtual Network” is a service supported by Windows Azure that enables
customers to extend their corporate network to the cloud. The Virtual
Network service conS|sts of two parts a VNet and a Virtual Network
Gateway.

xvii. “Virtual Network Gateway” refers to a Windows Azure service that facilitates
cross-premises connectivity between one Virtual Network and one customer
on-premises network over IPsec VPN. :
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-~ xviii. “VNet” refers to a virtual private network consisting of a collection of user-
defined 1P addresses and subnets that form a network boundary within
Windows Azure. VNets support IP addresses as defined in RFC 1918.

xix. “Web Role” is a Cloud Services component run in the Windows Azure
execution environment that is customized for web application programming
as supported by IS and ASP.NET.

xx. “Worker Role” is a Cloud Services component run in the Windows Azure
execution enviroriment that is useful for generalized development, and may
perform background processing fora Web Role.. .

b. Service Credit Clarms .
- .. _i.. Microsoft provides. this. SLA sublect to. the followmg terms, These terms will

be fixed for the duration of the initial term 'of the subscription. Ifa
subscnptlon is renewed, the version of this SLA that is current at the time the
renewal term commences will apply throughout the renewal term. Customers
can review the most current version of the SLA and related terms at any time
by visiting http://go.microsof. com/fwlink/?Linkld=159704.

ii. In order to be eligible to submit a Claim with respect to any Incident, the
Customer must first have notified Customer Support of the Incident, using the
procedures set forth by Microsoft, wrthm ftve busnness days follownng the
Incident. L

iii. To submita Claim, Customer must contact Customer Support and provide
notice of: its intention to submit a Claim.. Customer must provide to Customer
Support all reasonable details regarding the Claim, including but not limited
to, detailed descriptions of the Incident(s), the duration of the Incident,
network trace routes, the UHL(S) affected and any attempts made by
Customer to resolve the Incident. ,

iv. In order for Microsoft to consider a Cla|m Customer must submit the Claim,
including sufficient evidence to support the Claim, by the end of the billing
month following the bllllng month in WhICh the Incident which is the subject of -

‘the Claim occurs, -

\A Mlcrosoft will use all mformatlon reasonably avallable toitto valtdate Claims
and make a good faith 1udgment on whether the SLA and Service Levels
apply to the Claim. ,

vi. Inthe event that more than one Servuce Level is not met because of the
same Incident Customer must choose only one Service Level under which a
Claim may be made based on that Incident, and no other Claim under any
other Service Level will be accepted for that Incident. -

vii. Credits are calculated only against the particular service for each subscription .

that did not meet its associated uptime percentage for that subscription as
defined in the Service Level section of this document..

c. SLA Exclusions - _
i. This SLA and any appllcable Serwce Levels do not apply to any performance
or availability issues:,

1. Due to factors outside Mlcrosoft’s reasonable control (for example, a
network or device failure at the Customer site or between the
Customer and our data center).. : o

2. That resulted from Customer’s or third party hardware or software.
This includes VPN devices that have not been tested and found to be
compatlble by Microsoft. The list of compatible VPN devtces is
available at http:/msdn.microsoft.com/en-

us/library/windowsazure/ji156075.aspx.
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3. When Customer uses versions of operating systems in either Virtual
Machines or Cloud Serwces that have not been tested and found to
be compatible by Microsoft. The Virtual Machines list of compatible
‘Microsoft software and Windows versions is available at

hitp: //supgort m|crosoft com/kb/2721 672. ‘The Virtual Machines list of
'compatlble Llnux software and versions is available at :
. http: //support mlcrosoft com/kb/2805216 The Cloud Services list of
,-'compatlble operatmg systems is available at

" http://msdn.microsoft.com/en-us/library/ee924680.aspx.

4, That resulted from actlons or inactions of Customer or third parties;

5. Caused by Customer’s use of the Service after Microsoft advised

~ Customer to modlfy its use- of the Sennce if Customer did not modlfy
its use.as adwsed R : '

6. Dunng Prewews (e.g., technlcal prewews betas as determlned by

' Mlcrosoﬂ)
Or :

7. Attributable to the acts or omlssmns of Customer or Customer's
employees agents, contractors, or vendors, or anyone gaining
access to Mlcrosoﬂ’s Servnce by means of Customer’s passwords or
equipment.

d. Service Credits
’ " i. The amount and method of calculation of Serwce Credlts is described below
in connection with each Service Level description. .
ii. Service Credits are Customer's sole and exclusive remedy for any violation of
this SLA.~ '
ili. The Service Credits awarded i in any blllmg month shall not, under any

iv. For Serwces purchased as part of a suite, the Servnce Credlt will be based on
the pro-rata portion of the cost of the Service, as determined by Microsoft in
its reasonable discretion. In cases where Customer has purchased Services
from a reseller the Service Credit will be based on the estimated retail price
for the applicable Service, as determined by Microsoft in its reasonable
discretion. ‘

v. Service Credits for this SLA will only be calculated against monthly fees
associated with the particular Service for each subscription that did not meet
the uptime percentage defined in the Service Levél section below. For
example, if Virtual Machines do not meet the Service Level, the credit will be

~ based on charges for Virtual Machines only and will not include charges

" associated with Virtual Network, data transfers, etc.

2. Service Levels _
a. Cloud Services: Monthly Connectivity Uptlme Service Level

e e —Pgfinitions R

1. “Maximum Connectivity Minutes” is the total accumulated minutes
during a billing month for all Internet facing roles that have two or
more instances deployed in different Update Domains. Maximum
Connectivity Minutes is measured from when the Tenant has been
deployed and its associated roles have been started resultant from
action initiated by Customer to the time Customer has initiated an
action that would result in stopping or deleting the Tenant.
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2. “Connectivity Downtime” is the total accumulated minutes that are
part of the Maximum Connecﬂwty Minutes that have no External
Connectivity. -

3. “Monthly Connectrvrty Uptime Percentage for a specific Customer is
the total number of Maximum Connectivity Minutes less Connectivity
Downtlme lelded by Maximum Connectivity Minutes for a billing
month for a given subscrlptlon of Windows Azure. Monthly
Connectlwty Uptrme Percentage IS reflected by the foIIowmg formula:

Monthly
Connectivity - *
. Uptime %

Maxitium-ConfectivityMinutes=-€onnectivity-Downtimes=

Max1mum Connectivity Minutes

ii. Monthly Connectrvrty Uptlme Servrce Levels
‘ fonthly, Connectivity: Upti

- Percent_a

~299.05% ~ T {0%

<99% - _ 25%

*Service credit applies only to monthly usage charges for Windows Azure Cloud Services (i.e.,
does not apply to charges for other features such as Windows Azure Storage).

b. Virtual Machines: Monthly Connectrvuty Uptrme Servrce Level
i. Definitions - : :

1. “Maximum Connectrwty Minutes” is the total accumulated minutes -

" during a billing month for all Internet facing Virtual Machines that
have two or more instances deployed in the same Availability Set.

~ Maximum Connectivity Minutes is measured from when at least two
Vlrtual Machines in the same Avaitability Set have both been started
resultant from action initiated by Customer to the time Customer has
initiated an action that- would result in stopping or deleting the Virtual
Machines.. . ,

2. “Connectivity Downtlme” is the total accumulated minutes that are
part of the Maximum Connectivity Mlnutes that have no External
Connectivity... ) :

3. “Monthly Connectrvrty Uptlme Percentage for a specific Customer is
the total number of Maximum Connectivity Minutes less Connectivity
Downtime divided by Maximum Connectivity Minutes for a billing
month for a given subscription of Windows Azure. Monthly
Connectrvrty Uptime Percentage is reflected by the following formula:

Monthly
Connectivity-
Uptime %.
- Maximum Connectivity Mmutes — Connectivity Downtime

Max1mum Connectivity Minutes

ii. Monthly Connectrvrty Uptrme Servrce Levels

<99.95% ' ' 10%

<99% - . 25%

*Service credit applies only to usage charges for Windows Azure Virtual Machines (i.e., does not
apply to charges for other features such as Windows Azure Storage).

CCSF_EAEnrAmend(WW)ENG)(May2014). CCSF Citywide Agreement ) S BD
CTX Page 62 of 80




c. Vlrtual Network: Monthly Connectlvny Uptime Service Level
" Definitions :

1. "Gateway Runtime" is the total accumulated minutes during a billing
month for the Virtual Network Gateway measured from when the
associated Virtual Network Gateway has been started resultant from
action initiated by Customer to the time Customer has initiated an
action that would result in stopping or deleting the gateway.

2. "Gateway Downtime" is the total accumulated Virtual Network

‘ -Gateway minutes during a billing month that had been deployed and
started by action initiated by Customer where the Virtual Network
Gateway was unreachable for longer than thirty seconds wnthout
detection and corrective action being initiated.

3. “Monthly Gateway Uptime Percentage” for a specific Customer is the
Gateway Runtime less Gateway Downtime divided by Gateway
Runtime for a billing month for a given subscription of Windows
Azure. Monthly Gateway Uptlme Percentage is reflected by the
followmg formula:

Gateway Runtime — Gateway Downtime

Monthly Gateway Uptime % =

Gateway Runtime
ii. Monthly Connectivity Uptime Service Levels ,
Monthly Gateway Uptime Percentage” | ... -~ -~ Service Credit* -~ "~ "~
<99.9% . 10%
<99% ‘ 25%

*Service credit applies only to monthly usage charges for Windows Azure Virtual Network (i.e.,
does not apply to charges for other features such as Windows Azure Storage).
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2 Microsoft | Volume Licensing

Appendix E - Form of Agency Enrollment

" This page intentionally blank.




- Custom Enterprise Enroliment State and Local
CTM for City and County of San Francisco Agency
Enrollment |

Enterprise Enroliment number .
- (Microsoft to complete) Proposal ID/Framework ID
Previous Enroliment number _ 4 : .
. (Reseller to complete) : Expiration Date . May 31 ’ <2Q,1 7/ 201 9>

Master Enroliment Number

This Enrollment must be attached to a signature form to be val

This Microsoft Enterprise Enrollment (the “Agency Enroliment”) is entered into between the entities as
identified in the signature form as of the effective date. Enrolled Affiliate hereunder represents and
warrants it is a government entlty that is an agency, department, office, mstrumentallty,
division, unit or other entity of the City and County of San Francisco.

This Agency Enrollment consists of: (1) these terms and conditions (including the terms and
conditions of the Master Enroliment which are incorporated herein), (2) the terms of the Enterprise
Agreement 01E71734 (which must identified on the signature form),. (3) the Product Selection Form
(Exhibit A), (4) any supplemental contact information form or Previous Agreement/Enroliment form
that may be requwed (5) any order submitted under this Enroliment.

Master Enroliment. The parties acknowledge that Microsoft executed an Enterprise Enrollment
(hereafter, the “Master Enroliment, identified by number above) with the City and County of San
Francisco, acting throuoh the Department of Technology (“DT7). Such Maqler Enroliment:

A. Includes terms and conditions which govern how Microsoft establishes the Reseller's
confidential net pricing hereunder. Notwithstanding the preceeding sentence, Enrolled
Affiliate’s actual pricing and payment terms will be governed by separate agreement by
Enrolled Affiliate and Reseller; and

B. Include terms and conditions in its Appendix A Whlch amend the Enterpnse Agreement wrth
respect to certain Online Services products. , _ ,

It is anticipated that most if not all Online Services will be purchased by DT under the Master
Enrollment on behalf of the Enrolled Affiliate hereunder. However, in the event that the Enrolled
Affiliate hereunder both (1) purchases its own Licenses, under this Agency Enrollment, for Online
Services that are governed by Appendix A to the Master Enrollment; and (2) establishes its own
unique Managed OLS Environment, then the terms and conditions of the Enterprise Agreement and
this Enrollment which pertain to such Applicable Services shall be deemed to be amended by
Appendix A to the Master Enroliment. Section 5 of the Master Enrollment Terms and Conditions
govern -the circumstances pursuant to which: Appendix A will apply to thls Agency Enrollment.
Enrolled Affiliate may obtain a copy of the Master Enrollment from DT.

All terms  used but not defined in the documents are located at

-—hittp://www:microsoft.com/licensing/contracts:-In-the-event-of-any-conflict-the- terms-of-this-Agreement -~~~ -~

control. Also at the foregoing site, Enrolled Affiliate may find the Product Use Rights, Product List,
updated Service Level Agreements and other documents which Microsoft may, from time to time, add
to the site. .

Order of Precedence. In the case of a confiict between any documents referenced in this Agency
Enrollment that is not expressly resolved in the documents, their terms will control in the following
order: (1) The Terms of Appendix A to the Master Enrcliment, if applicable pursuant to the section
above titled “Master Enroliment”: (2) these terms and conditions; (2) the Enterprise Agreement; (3) the
Product List; (4) the Product Use Rights; (5) any other documents; and (6) all orders submitted under
both this Agency Enroliment.
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“Enrolled Agency.” In.the Master Enroliment (between Microsoft and the City and County of San
Francisco, acting through DT}, the Enrolled Affiliate to this Agency Enrollment is referred to as an
“Enrolled Agency.” Because most of Microsoft's standard documents refer to “Enrolled Affiliate,” the
parties hereby agree that:

a. All references to “Enrolled Affrllate“ in thls Agency Enroliment (and any amendments hereto)
_shall equate to-the defined term “Enrolled Agency,” as such term is used m the Master
Enrollment;
b. Al reference to “Enrolled Aff|||ate“ in the Master Enroliment shall refer solely to The City and
‘County of San Francisco, acting through DT; and »
c. -Any reference to “Enrolled Agency” in the Master Enrollment shall apply to the Enrolled
- Affiliate to this Agency Enroliment. -

Effe(:tlve date. If Enrolled Affiliate is renewrng Software Assurance or Subscrlptron Licenses from

one“ors morenprevreuscEnrellmentswerwagreements;»nthenetheaeffectlveedatenmllehegsw by-Micresoftvia:

and Ameridment, and will be relevant to calculations pertaining to the renewal of Software Assurance
Otherwrse the effectlve date will be the date this Enrollment is accepted by Microsoft. -

Term. The initial term of this Agency Enrollment will expire on the last day of May 2017,
notwithstanding the effective date. If the Agency Enroliment is renewed, the renewal term will expire
36 full calendar months after the effective date of the renewal term. Any reference in this Agency
Enroliment to “day“ willbe a calendar day.

Anmversary date. Any reference to ¢ anmversary date refers to June 1 of each calendar year which
falls during the term.

Product order. The Reseller Wl|| provide Enrolled Affiliate with Enrolled Afflllate S Product pricing and
order. Prices and billing terms for all Products ordered will be determined by agreement between
Enrolled Affiliate and the Fleseller The Reseller will provide Microsoft with the order separately from
this Agency Enroliment. . : .

Terms ahd Conditions

1. Defmltlons. |

Terms. used but not defmed in thls Agency Enrollment will have the deflnltlon in the Enterpnse
Agreement. The following definitions are used i in this Agency Enrollment

“Additional Product” means any Product identified as such in the Product List and chosen by Enrolled
Afflllate under this Agency Enroliment. : . . :

“Agency means a government entity that is an agency, department offlce mstrumentallty, division,
unit or other entrty of the City and County of San Francisco.’ _

“Enterpnse Online Service” means any Onllne Service deS|gnated as an Enterprlse Online Service in
the Product List and chosen by Enrolled Affiliate under this Agency Enrollment Enterpnse Online
Services are treated as Onllne Services; except as noted. . l

“Enterpnse Product’ means any Desktop Platform Product that Mlcrosoft desrgnates as an Enterpnse
Product in the Product List and chosen by Enrolled Affiliate under this Agency Enroliment. Enterprise

' Products must be licensed for all Quallfled Dewces and Quahfred Users on an Enterpnse -wide basis
under-this program ‘ Sl , .

“Explratlon Date means the date upon Wthh the Agency Enrollment explres

“lndustry Dewce” (also known as line of busmess devrce) means any device that (1) is riot useable in
its deployed. configuration as a general purpose personal computing device (such as a personai
computer), a multi-function server, or a commercially viable substitute for one of these systems; and
(2) only employs an industry or task-specific software program (e.g. a computer-alded design program
used by an architect or a point of sale program) (“Industry Program”). The device may include
features and functions derived from Microsoft software or third-party software. If the device performs
desktop functions (such as email, word processing, spreadsheets, database, network or Internet
browsing, or scheduling, or personal finance), then the desktop functions: (1) may only be used for
the purpose of supporting the Industry Program functionality; and (2) must be technically integrated
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with the Industry Program or employ technically enforced p0|lCleS or archrtecture to operate only when
used with the Industry Program functionality.

“L&SA” means a License with Software Assurance for any Product ordered.

“Qualified Device” means any device that is used by or for the benefit of Enrolled Affiliate’s Enterprise
and is: (1) a personal desktop computer, portable computer, workstation, or similar device capable of
running Windows Professional locally (in a physical or virtual operating system environment), OR (2) a
device used to access -a virtual desktop infrastructure (“VDI").. Qualified Devices do not include any
device that is: (1) designated as a server and not used as a ‘personal computer, OR.(2) an Industry
Device, OR (3) riot managed (as defined in the Product List at the start of the appllcable initial or
renewal term of the Agency Enrolliment) as part of Enrolled Affiliate’s Enterprise. At its option, the
Enrolled Affiliate may designate any device excluded above (e.g., Industry Device) that is used by or
for ‘the benefit of the Enrolled Affiliate’s Enterprise as a Qualified Device for all or a subset of
Enterpnse Products or Onlrne Services the Enrolled Affiliate has selected

““Qualified User" means a person (e d., employee consultant contrngent staff) who: (1) is a user of a
Qualified Device, or (2) accesses any server software requiring an Enterprise Product Client Access
License or any Enterprise Online Service. .It does not include a person who accesses server software
or an Online Service solely under a License identified in the Qualrfred User exemptrons in the Product
List. .

“Reserved L|cense” means for an Online Servrce |dent|f|ed as eltgrble for true-ups in the Product List,
the License reserved by Enrolled Affiliate prlor o use and for Wthh Microsoft will make the Oniine
Service available for activation.

“Managed OLS Environment” means the collectron of Customer Data whrch is both (i) logically
isolated from other Microsoft customers’ (including but not limited to other Enrolled Entities’) Customer
Data in Microsoft's data centers; and (ii) associated with a unique MODRD. In the specific case of
Office 365 Services, this is commonly referred to as a “Tenant.”

“Transition” means the conversion of one or more License to or from-another Llcense(s) Products
eligible for Transition and permitted Transutlons are identified in the Product List.

‘Transition Peariod” mea;

anniversary date for whrch the Transmon is reported

2. Order requirements.

a. ‘Minimum Order requirements. Enrolled Affiliate’s Enterprise must have a minimum of
.25 Qualified Users or Qualified Devices. The initial order must include at least 25
Licenses for Enterprise Products or Enterprise Online Services.

. (i) Enterprise Commitment. If ordering any Enterprise Products, Enrolled Affiliate’s
order must include coverage for all Qualified Users or Qualified Devices, depending
on the License Type, of one or more Enterprise Products or a mix of Enterprise

- Products and the corresponding Enterprise Online Services.

(ii) Enterprise Online Services. 'If ordering Enterprise Online Services only, then
Enrolled Affiliate must maintain at least 250 Subscription Licenses.

b. Addrtronal Products. Upon satisfying the minimum order requ1rements above, Enrolied
- Affiliate may order Additional Products and Services.

~—————-c—Product-Use-Rights for-Enterprise Products: ForEnterprise-Products; if-a new Product—— - -

-version has more restrictive use rights than the version that is current at the start of the
applicable initial or renewal term of the Agency Enroliment, those more restrictive use
rights will not apply to Enrolled Affiliate’s use of that Product during that term.

d. Country of usage. Enrolled Affiliate must specify the countries where Licenses will be
used on its initial order and on any additional orders.

e. Adding Products.

(i) Adding new Products not prevlously ordered. Enrolled Affiliate may add new -
Enterprise Products by entering into a new Agency Enrollment or as part of a
renewal. New Enterprise Online Services may be added by contacting a Microsoft
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Account Manager or Reseller. New Additional Products, other than Online Services,
may be used if an order is placed in the month the Product is first used. For
Additional Products that are Onllne Services, an initial order for the Online Service is
required prior to use.

(i) Adding Licenses for prevrously ordered Products Additional Licenses for
previously ordered Products must be included in the next true-up order. Enrolled
Affiliate must purchase Services and Licenses for Online Services prior to use, unless
the Online Services are (1) identified as eligible for true-up in the Product List or (2)
lncluded as part of other Llcenses (e d. Enterpnse CAL)

f. True-up requlrements , . )
(r) True-up order. Enrolled Atflllate must submlt an annual true- up order that accounts

for.changes. singe the initial order,or last true-up.order,. including: (1) any increase in_

“Licenses, including any increase in Qualified Devices or Qualified Usersand
Reserved Licenses; (2) Transitions (if permitted); or (3 ) Subscription License quantity
reductions (if permittedy. Microsoft, at its discretion, may validate the customer true-
‘up data submitted through a formal product deployment assessment usrng an
approved Microsoft partner -

(i) Enterprise Products. Enrolled Affiliate must determine the number of Qualified
Devices and Qualified Users (if ordering user-based Licenses) at the time the trug-up
order is placed and must order additional Licenses for all Qualified Devices and
Qualified Users that are not already covered by existing Llcenses lncludlng any
Enterpnse Online Services.:. :

(|||) Addmonal Products For Products that have been prevrously ordered Enrolled
Affiliate’ must. determine the: Addltlonal Products used and order the License
difference (if any). ' .

(iv) Online Services: For Online Services |dentrf|ed as eligible for true—up orders in the
Product List, Enrolled Affiliate' may first reserve the additional Licenses priof to use.
Microsoft will provide a report of Reserved Licenses in excess of existing orders to
Enrolled Affiliate and its Reseller. Reserved Licenses will be invoiced retroactrvely for
the prior year based upon the month in ‘which they were reserved.

v) Transitions. Enrolled Affiliate must report all Transitions. Transntlons may resuit in
an increase in Licenses to be included on the frue-up order and a reduction of
Licenses for prior orders.: - Reductions in Licenses will be effective at end of the
Transition Period. Associated invoices will also reflect this change. For Licenses paid
upfront, Microsoft will issue a credit for the remaining months of Software Assurance
or Subscnptlon Llcenses that were reduced as part of the Transmon

(vi) True-up due date. The true- -up order must be recelved by Microsoft between 60 and
30 days prior to the Agency Enroliment anniversary date. The third-year anniversary
true-up order is due within 30 days prior to the Expiration Date. Enrolled Affiliate may
true-up more often than at each Agency Enrollment annlversary date except for
Subscription License reductlons :

(vii) Late tfrue-up order If the true-up order is not recelved when due:’
1) Microsoft will invoice Reseller for all Reserved Licenses not prevrously ordered.

2) Transitions and Subscription License reductions cannot be reported until the
following Agency Enroliment annrversary date (or at Agency Enrollment renewal,
as applicable). .

(viii) Subscrlptlon License reductlons Enrolled Affiliate may reduce ‘the quantity of
Subscription Licenses on a prospective basis if permltted |n the Product List as
follows: . S t

1) For Subscription Licenses part of an Enterprise-wide purchase, Licenses may be
reduced if the total quantity of Licenses and Software Assurance for an applicable
group meets, or exceeds the quantity of Qualified Devices identified on the
Product Selection Form. Step-up Licenses do not count towards this total count.
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2) For Enterprise Online Services not a part of an Enterprise-wide purchase,
Licenses can be reduced as long as the initial order minimum requirements are
malntalned :

3) For Addrtlonal Products available as Subscnptlon chenses Enrolled Affiliate may
reduce the Licenses. If the License count is reduced to zero, then Enrolled
Affiliate’s use of the applicable Subscrlptlon chense wull be cancelled

Invoices will be adjusted to reflect any reductlons in Subscnptlon Llcenses at the true-
up order Agency Enrollment annlversary date and effectlve as of such date

(ix) Update statement. 'An update statement must be submrtted lnstead of a true-up
order if, as of the initial order or last true-up order, Enrolled Affiliate’s Enterprise has
not: (1) changed the number of Qualified Devices and Qualified Users licensed with
Enterprise Products or Enterprise Online Services; and (2) increased its usage of
Additional Products. This update statement must be signed by Enrolled Affiliate's
authorized representative. The. update statement. must be received by Microsoft
between 60.and 30 days prior to the Agency Enroliment anniversary date. The last
update statement is due wrthln 30 days prior to the 'Expiration Date.

g. Step-up Licenses. For Licenses eligible for a step-up under this Agency Enrollment
Enrolled Affiliate may step-up to a higher edltlon or su1te as follows: '

(i) For step-up Licenses mcluded on an initial order Enrolled Affiliate may order
according to the true-up process.

(ii) If step-up Licenses are not included on an initial order, Enrolled Affiliate may step-up
initially by following the process described in the Section titled “Adding new Products
not previously ordered,” then for additional step-up Licenses, by following the true-up
order process.

(iii) If Enrolled Affiliate has previously ordered an Online Service as an Addltlonal Product
and wants to step-up to an Enterprise Online Service ellglble for a Transition, the
step-up may be reported as a Transition.

(iv) If Enrolled Affiliate Transitions a Llcense it may be able to further step-up the
Transitioned License. If Enrolled Affiliate chooses to step-up and the step-up License
is separately eligible to be Transitioned, such step-up Licenses may result in a
License reduction at the Agency Enroliment anniversary date following the step-up.

h. Clerical errors. Microsoft and Enrolled Affiliate may correct clerical errors in this Agency
Enroliment, and any documents submitted with or under this Agency Enrollment, by
providing notice by email and a reasonable opportunity for either party to object to the
correction. Clerical errors include minor mistakes, unintentional additions and omissions.
This provision does not apply to material terms, such as the identity, quantity or price of a
Product ordered.

3. Pricing.

a. Price Levels. Except as otherwise eétablished by the terms and conditions of this
Agency Enroliment, Enrolled Affiliate’s and Enrolled Agencies’ Price Level for all Products
ordered under this Agency Enroliment will be determined by the Enterprise Agreement

_identified above. As of the Effective Date of the Master_Enroliment identified above, the

Price Level (in accordance with the terms and conditions of Amendment # CTX-CA-
Fsilver-CORIV14 to the Enterprise Agreement) was Level D minus 7.5%, except for (i)
Microsoft Azure branded Online Services which are Level D, and (i) MCS and Premier
professional services (although such professional services shall not be purchased
pursuant to this Master Enrollment)

As an exception to the foregoing, special reference prices have been provided to Enrolled
Affiliate for Office 365 Services under this Enroliment which include unique discounts
from Level D (each greater than or equal to Level D minus 7.5%, as of the Effective
Date). Notwithstanding the preceeding statement, it is anticipated that DT will purchase
all Office 365 Services for Enrolled Affiliate under its separate Master Enroliment.
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b. Setting Prices. Enrolled Affiliate’s prices for each Product will be established by its
Reseller. As long as Enrolled Affiliate continues to qualify for the same price level,
Microsoft's prices for Resellers for each Product or Service will be fixed throughout the
applicable initial or renewal Enroliment term. However, if Enrolled Affiliate qualifies for a
different price level, Microsoft will establish a new price level for future new orders either
upon Enrolled Affiliate’s. request.or on its own initiative. Any changes will be based upon
price level rules in the Product Selection Form.

c. Master True Up Prlce The parties acknowledge that in accordance with the terms and
conditions of the Master Enrollment, special True Up pricing has been established for
certain Products ordered hereunder Enrolled Affiliate may request such True Up pricing
from its Reseller

Lo P’“vﬁ‘lent*termsﬁ e

For the lmtlal or renewal order, Enrolled Afflllate may pay upfront or elect to spread its payments over
the applicable Agency Enroliment term. If spread payments are elected, unless indicated otherwise,
Microsoft will invoice Enrolled Affiliate’s Reseller in three equal annual installments. The first
installment will be invoiced upon Microsoft's. acceptance of this Agency Enroliment and on each
Agency Enrollment anniversary date. Subsequent orders are invoiced upon acceptance of the order
and Enrolled Affiliate may elect (0] pay annually or upfront for Onlme Services and upfront for all other
Licenses. »

5. Transrtlons. _ . |
a. Transition in conjunctlon W|th Master Enrollment

As an exception to Microsoft's standard operational procedures each Agency Enroliment
may Transition (for elrglble Enterpnse Products) as follows:
s Enterprise Online Services may be purchased by DT under Profile 2, pursuant to
the Master Enroliment; and
e All on-premises Products, including but not limited to Bridge CALs will be be
purchased by Enrolled Afflllate on this Agency Enrollment

This Sectlon 5 only applles in those cases where the Product Selection Form for this
Agency includes both Enterprise Online Services and on-premises Products between
Wthh Transmon is allowed as set forth below in in this Section 5

In order to effectuate TranS|_t|on between thls Agency Enrollment and the Master
Enrollment, as deéscribed above, Enrolled Affiliate must coordinate with DT and Reseller
and ensure that Reseller submits its orders and related order forms to Microsoft for both
Enrollments simultaneously.

b. Transition requrrements

@) Licenses with~ active. . Software Assurance or Subscnptlon Licenses may be
Transitioned at any. time if permitted in the Product List. Enrolled Affiliate may not,
however, reduce the quantity of Licenses or associated Software Assurance prior to
the end of the Transmon Period. .

(i) Enrolled Affiliate must order the Licenses to Wthh it is transmomng for the year(s)
following the Transmon Penod ‘ .

(m) if a Transition is made back toa Llcense that had active Software Assurance as of
the date of Transition, then Software Assurance must be re-ordered for all such
Licenses on a prospective basis following the Transition Period. Software Assurance
coverage may not exceed the quantity of perpetual Licenses for which Software
Assurance was current at the time of any prior Transition. Software Assurance may
not be applied to Licenses transferred by Enrolled Affiliate.

(iv) If a. device-based License is Transitioned to a user-based l_icenSe, all users of the
device must be licensed as part of the Transition. '
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(v) f a user-based License is Transitioned to a device-based License, all devices
- accessed by the user must be licensed as part of the Transition.

Effect of Transmon on Licenses.
(i) Transmon will not affect Enrolied Affiliate’s rights in perpetual Llcenses paid in full.

(ii) New version rights will be granted for perpetual Licenses covered by Software
Assurance up to the end of the Transition Penod .

(m) For L&SA not pard in-full at the end of the Transxtron Penod Enrolled Affiliate will
. have perpetual Licenses for a proportional amount equal to.the amounts paid for the
Transrtroned Product as of the end of the Transrtron Period.

‘(iv) For L&SA not pard in full or granted a perpetual License in accordance with the above

- or Subscription Licenses, all rights to Transrtroned chenses cease at the end of the
Transrtron Period. v

6.  End of Agency Enrollment term and termmatlon.

C,

General At the Exprratlon Date, Enrolled Affiliate must |mmedrately order and pay for
Licenses for Products it has used but has not previously submitted an order, .except as
otherwise provided in this Agency Enrollment.

Renewal Option. At the Expiration Date of the initial term, Enrolled Affiliate can renew
Products by renewing the Agency Enroliment for one additional 36 full calendar month
term or signing a new Agency Enrollment. Microsoft must receive a Product Selection
Form and renewal order prior to or at the Expiration Date. The renewal term will start on
the day following the Expiration Date. Microsoft will not unreasonably reject any renewal.
Microsoft may make changes to this program that will make it necessary for Customer
and its Enrolled Affiliates to enter into new agreements and Agency Enroliments at
renewal. .

If Enrolled Affiliate elects not to renew. ‘
(i) Software Assurance. If Enrolled Affiliate elects not to renew Software Assurance for

any Productunderits Agency Enrollment, then Emrolied Aliate wilf ot be permitied
to order Software Assurance later without first acquiring L&SA.

(ii) Online Services eligible for an Extended Term. For Online Services identified as
eligible for an Extended Term in the Product List, the following options are avarlable
at the end of the Agency Enrollment initial or renewal term.

1) Extended Term. Licenses for Online Services will automatically expire in
accordance with the terms of the Agency Enroliment. An extended term feature
that allows Online Services to continue month-to-month (“Extended Term”) is
available. During the Extended Term, Online Services will be invoiced monthly at
the then-current published price for Enrolled Affiliate’s price level as of the
Expiration Date plus a 3% administrative fee for up to one year. lf Enrolled
- Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must receive the request not less than 30 days prior to the
Expiration Date. : . .

2) Cancellation during Extended Term. If Enrolled Affiliate has opted for the
Extended Term and later determines not to continue with the Extended Term,

Resellermust submit _a notice. of cancellation for _each Online Service.

Cancellation will be effective at the end of the month following 30 days after
Microsoft has received the notice.

(iii) Subscription Licenses and Online Services not eligible for an Extended Term.
if Enrolled Affiliate elects not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated media must be uninstalled and
destroyed and Enrolled Affiliate’s Enterprise must discontinue use. Microsoft may
request written certification to verify compliance.

(iv) Customer Data. Upon expiration or termination of a License for Online Services,
Microsoft will keep Customer’s Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse Microsoft if there are any
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associated costs. After 90 days Microsoft will d|sable Enrolled Affiliate’s account and
will delete its Customer Data. Enrolled Affiliate agrees that, other than as described
above, Microsoft has no obligation to continue to hold, export or return Enrolled

- Affiliate’s Customer Data and that Microsoft has no liability whatsoever for deletlon of
Enrolled Affiliate’s Customer Data pursuant to these terms.

d. Termination for cause. Any termmatlon for cause of this. Agency Enrollment will be
subject to the “Termination for cause’ sectlon of the Agreement '

e. Early termination. Any Early termination of this Agency Enrollment will be subject to the
“Early Termination” Section of the Enterprise Agreement: In the event the Master
Enroliment is terminated earlier than this Agency Enroliment into which the Master
Enrollment. terms and. conditions have been incorporated, the Master Enroliment terms

and . conditions shall contlnue to apply to thrs Agency Enrollment as lf the Master

Enrollmenfhao”not”beenﬂel minated:

For Subscrlptlon Licénses, in the event of a breach by Mrcrosoft Mlcrosoft will issue
Reseller a credit for any amount paid in advance that would apply after the date of
termrnatlon . v

Remainder of page intentionally left blank.
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Agency Enrolltnent De_tails

1. Enrolled Affiliate’s Enterprlse.

identify which Agencnes (as defined above) are included in the Enterprise. (Requrred)
Enrolled Affiliate’s' Enterprise must consist of entire agencies, departments, offices, bureaus,
instrumentalities, divisions or other units of the City and County of San Francisco, not partial

- agencies, departments oﬁlces bureaus mstrumentalltles d|V|S|ons units or or other partial
entmes e » ‘ C

Check only one box in thrs sectlon

o If no boxes are checked, or the first box is checked Microsoft wnII deem the

- Enterprise to include the entire Enrolled Affiliate, as hsted on the Program Signature
Form (and no other Agency). - .

s |f only the second box is checked, Enrolled Affiliate will subhcense to Agencies listed
below, taking responsibility for each such Agency, but will not acquu’e Llcenses for
Enrolled Affiliate’s own use hereunder.

o If both boxed are checked, Enrolled Affiliate both (i} purchase Llcenses for itself and
(ii) will subllcense to Agencies listed below, taking responsibility for each such
Agency.- . :

Enrolled Affiliate’s Enterprise includes:

[] Enrolied Affiliate, as listed on the Signature Form.

] Enrolled Affiliate and the following Agencies (Only identify specific Agencies to be included
if fewer than all Agencies are to be included in the Enterpnse attach a separate sheet if
necessary): ‘ .

Enrolled Affiliate’s Enterprise will not include any other Agencies or other Affiliates.

Each party will notify the other in writing if any of the information in the following contact information
page(s) changes. The asterisks (*) indicate required fields. By providing contact information, Enrolied
Affiliate consents to its-use for purposes of administering this Agency Enroliment by Microsoft, its
Affiliates, and other parties that help administer this Agency. Enroliment. The personal information
provided in connection with this Agency Enroliment wili be used and protected in accordance with the

privacy statement available at hitps://www.microsoft.com/licensing/servicecenter.
a. Primary contact. This contact is the primary contact for the Agency Enroliment from within

Licensing Service Center and may grant online access to others. The primary contact will be
the default contact for all purposes unless separate contacts are identified for specific
purposes

Name of entity (must be legal entity name)*
Contact name* First  Last

Contact email address*

Street address*

City*

State/Province*
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Postal code* -
(For U.S. addresses, please provide the zip + 4, €.9. XXXX-XXXX)
Country* ‘
Phorie*
Tax ID. -
lndlcates requ1red flelds

b. Notlces ‘contact and Onllne Admrmstrator This contact (1) receives the contractual
notices, (2) is the Online Administrator for the Volume Licensing Service Center and may
grant online access to others, and (3) is authorized for applicable Online Services to add
or reassign Licenses, step-up, and initiate Transitions pnor to a true-up order.

[l Same as pnmary contact (default if no mforma’uon is provrded below, even If the box
is.not t‘hecked\ T

Contact name* Flrst o Last

Contact email address*

Street address

City* .- =+~

State/Province

Postal code* - -

(For U.S. addresses please prowde the zip + 4, e.q. xxxxx-xxxx)

Country*

Phone* L

Language preference Choose the language for notices. Engllsh .

[] This contact is a third party (not the Enrolled Affiliate). Warning: This contact receives

personally identifiable information of the Customer and its Affiliates.
lndlcates requ:red flelds - :

c. Online Servrces Manager This contact is authonzed o manage the Onlme Services
ordered under the Agency Enrollment and (for applicable Online Services) to add or
reassign Licenses, step-up, and initiate Transitions prior to a true-up order.

[0 Ssame as notices contact and Online Administrator (default if no mformatlon is
provided below, even if box is not checked)

Contact name*: First Last
Contact email address*
Phone* ' ' '
[[] This contact is from a third party organization (not the entity). Warning: This contact
receives personally identifiable mformatron of the entity. ,
*indicates requ:red fields

d. Reseller infOrmation. Rese"erc‘ontact for this Agency Enrollment is:

Reseller company name*
Street address (PO boxes will not be accepted)*
City* , ‘
StateIProvmce*
Postal code*
Country* _
Contact name*
Phone*
Contact email address
* indicates required fields
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By signing below the Reseller identified above confirms that all information provided in
this Agency Enrollment is correct.

Signature*

Printed name*
- Prmted tltle*
- Date* Lo ‘f‘,l

lndlcates requ:red f/elds

Changing a Reseller. If Microsoft or the Reseller chooses to dlscontlnue doing business
" with each other, Enrolled Affiliate must choose ‘a replacement Reseller. If Enrolled
~ Affi liate or the Reseller intends to terminate their relationship, the initiating party must
'notlfy Microsoft and the other party using a form provnded by chrosoft at Ieast 90 days
prior to the date on WhICh the change is to take effect

e. If Enrolled Affiliate requires a separate contact for any of the following, attach the
~ Supplemental Contact Information form. Otherw:se the notlces contact and Onllne
Administrator remams the defauit.

(v) Additional notlces contact

(vi) Software Assurance manager -
(vii)Subscriptions manager

(viii) Customer Support Manager (CSM) contact

2. Financing elections. ‘
Is a purchase under this Agency Enrollment being financed through MS Financing? No

If a purchase under this Agency Enroliment is financed through MS Financing, and Enrolled Affiliate
chooses not to finance any associated taxes, it must pay these taxes directly to Microsoft Licensing,
‘GP. ~
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Exhibit A - Product Selection Form for Agency Enrollment |

Step 1. Enter all fields in the table below (Required):

‘ Choosé One "

'Ent"erpr‘is‘e, ’ 'Choose Qn’e; .

Step 2 Select the Products and Quantltles Enrolled Afflhate is ordermg on |ts mltlal Agency

= '=nrellment.mardez.&Quamtlty,“mayw,nomcludeew,_m,w,cegses whlcmEnrolled Affiliate _has. .

“selected for optional future use, or to Wthh |t is transntlonmg or stepplng up w1thm the Agency
Enroliment term; R - . R -

Office 365 (Plan G1)
Office 365 (Plan G3)
- Office 365 (Plan G4).
Client Access License (CAL) s
Choose Core CAL or Enterprise CAL: g

Core CAL or Enterprise CAL

- Bridge for Office 365 . . -
Bridge for Windows Intune . .

Bridge for Office 365 and Windows Intune

-<Chodée 0ne> .

. Wlndows Desktop’ :
Windows OS Upgra N

Windows VDA®

Windows Companion Subscription License®

Other Enterprlse Products:: - ‘ e
' Microsoft Desktop Opt|m|zatlon Pack (MDOP) [

' Step 3. Estab'llsh the Enrolled Afflllate s price level.. Unless otherwise indicatéd in the associated
© .. . contract documents, the price level for each Product offering/pool is set based upon the
< quantlty to price level mapping. DO NOT INCLUDE BRIDGE CALS

1 2 3 4
Ofﬁ’ee Professional v ) .
Plus + Office Client Access Client Access UW|?:§wi I\?\ﬁiztovss
Professional Plus License + Office : _Ypgraae 0
- License + VDA + Companion
for Office 365 + 365 (Plans Windows Intune Subscription
Office 365 (Plans G1/G3/G4) Lioenos
G3-G4) ' S
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Enterprlse Products and Enterprlse Online Servnces nless otheanse .| All Products
indicated in associated contract documents, Pnce Level is set using the highest are Level D
quantity from Groups 1 through 4. - : minus 7.5%,
Additional Product Application Pool: Unless otherwise lndlcated in oo except (1)
-associated contract documents, Price Level is set using quantity from Group 1. Azure-Services
"Additional Product Server Pool: Unless otherwise indicated in associated (Level D) and
contract documents Pnce Level is set usmg the hlghest quantlty from Group 2 Office 365
or3. - Services
Additional Product Systems Pool Unless otherw;se mdlcated in assocnated -+ (Custom
contract documents, Price Level is set using quantity from Group 4. x Priced)
Notes:

1. The operating system Licenses granted under this program are upgrade Licenses only. - If the

* Windows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
qualifying Windows OS installed to support the _upgrade. For a complete, list of qualifying
:Wmdows OS please refer to the Product Llst .

2. Enrolled Affiliate acknowledges that in order to use a thsrd party to reumage the Windows
Operating System Upgrade, Enrolled Affiliate must certify that it has acquired qualifying operating
system licenses. This requirement applies to Windows Companion Subscription License,
Windows OS Upgrade, or Windows VDA. See the Product List for details. :

3. MDORP requires purchase of Windows OS Upgrade or Windows VDA
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Volume Llcensmg

Append/xF Explanatlon ongreement Elements .

This Section, as added to the Master Enroliment by this Appendix F, is provided pursuant to
Enrolled Affiliate’s request, solely as a guide to aid in finding and understanding key applicable
provisions: of the Master Enroliment and Enterprise. Agreement which' relate - to “Applicable
Services” (Office 365 Services, Dynamics CRM Online. Services, and Windows Azure branded
Services, each as defined in Section 1 of the Master Enrollment Terms and Conditions). It is not
intended, and shall not be deemed; to constitute: a modification to the terms- and conditions
currently established in other Sections' of the Master Enroliment or Enterprise Agreement.
References to “current” and “currently” in this Appendix F, when descnbmg a document, refer to

= '*hedatecthe»applrcableﬂdccument.,was added and/or exeel n‘pd

Under this Master Enrollment the City’s purchase of: Appllcable Servrces (and their successor
Online Services) is subject to the terms and conditions of both (a) the Enterprise Agreement
(“EA”) identified on Page 1; and'(b) the Master Enroliment (which comprises all Sections of
this document except this Appendix F). The EA was negotiated on behalf of the California County
lnformatron Servrces Dlrectors Assomahon (CCISDA)

The Master Enrollment was negotlated by DT on behalf of the entrre Crty and County of San
Francisco (CCSF) as a type-of “Citywide Agreement” under which Products may be ordered by
both (i) DT, on behalf of itself and other CCSF entities (sée definition of “Agency” in Section 1 of

_ the Master Enroliment Terms and Conditions); and (i) other CCSF entities; which may purchase
on their own behaif and (coptiohally) on behalf of other CCSF entities. Other CCSF Entities must
execute Agency Enrollments in order to make thelr own purchases The form of Agency
Enroliment is shown in Appendlx E.

Each Enrollment (both Master Enrollment‘and Agency Enrollment) incorporates by reference
two additional documents, (i) the Product List (“PL”) and (ii) Product Use Rights (“PUR"),
both of which are currently located at URL http://www.microsoft.com/contracts but may be moved
to another URL (in which case Microsoft will notify each enrolled entity of the new URL).. The
Product Use Rights for Online Services are posted in a separate document, as of the Effective
Date titled the “Online Services Use Rights.” All references to “Product Use Rights” in the-
Enterprise Agreement and Master Enroliment shall, when applicable to Online Services, include
such separate document. The current PUR and PL are dated Apnl 2014, as of the date this
Appendrx Fwas wntten

The PUR and Product Ilst may Iso mclude URLs which direct Enrolled Affrllate to

additional documents incorporated by reference into the Agreement. Examples of such
hnks which pertaln to Offrce 365 Servrces currently include, but are not llmlted to: -

> Servrce Level Agreements (“SLA”). When any Onlrne Serwce is flrst ordered and
through the end of the then-current term of the applicable Enrollment (the “Initial
Enroliment Term?), the SLA applicable to it will be the SLA in effect on the day of the
applicable initial order. If Microsoft make changes to the SLAs posted to the above URL
during the Initial Enroliment Term, such changes will not apply until the day following that
term, unless the parties otherwise agree in writing to a change. When the term of the
enroliment is renewed or exténded for any period (the “Extension Period”), the applicable
SLA(s) posted at the URL as of the day following the Initial Enrollment Term will take
effect on that day and will remain fixed for the remainder of the Extension Term. Inthe
current PUR, SLAs for each appllcable component of Office 365 services are listed under
drfferent UALs.

See Appendlces C and D for the SLAs applrcable during the initial Master Enrollment
Term .

» Privacy Statements.
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o These may change during any term of the Enroliment. Mlcrosoft will notify
Enrolled Affiliate of material changes.
o Inthe current PUR, the followrng URLs are apphcable to key Online Servrces

e  Azure Rights Management: httg'//www mlcrosoft com/onl|ne/legal/?Iang|d=en-us&doc|d=
= .Bing Maps: hitp://go.microsoft. com/fwlmk/'?LmkID_248686

e Forefront Online Protection for Exchange http: JIwww. mrcrosoft com/onlme/lqul/v2/?lan0|d_en-
us&docid=18 '

e Microsoft Social Listening: http://go.microsoft. com/fwllnk/?LmkId-389041
«  Microsoft Dynamics CRM Online: hitp: //go microsoft.com/fwlink/?Link|D=3101408&clcid=0x409
o  Office 365; OneDrlve: http://go.microsoft.com/fwlink/?LinklD=212058&clcid=0x409

« Office 365 Pro Plus Prcject Online, Project Pro for Office 365, andVrsb Pro:
http: //r offlce mlcrosoft com/r/rthOanacvState1 SHighLight?clid=1033

. Power Bl for Office 365 hitp: [hwoww, mlcrosoft com/Dnvacvstatement/en- '
“us/PowerBIforOffice365/Default.aspx

. 'System Center: hitp://go.microsoft.com/fwlink/?LinkiD=329765
e  System Center Endpoint Protection: httg://go‘.microsoft.ccm/fwlink/?LinklD=329765

. Wi_ndows Azure: hitp://go.microsoft com/fwlink/p/?LinkiD=131004&clcid=0x409

o  Windows Azure Active Directory Premium:
: http://go.microsoft.com/fwlink/p/?Link|D=131004&clcid=0x409

«  Windows Intune: hitp://go.microsoft.com/Awlink/?Linkld=240296

* Yammer Enterprise: httgs://wWw.vammer.com/about/priVacv

The Order of Precedence between the above referenced documents is determined in Section 2

to the Order of Precedencedo-be

establlshed in the body of the documents themselves (and by Amendment), provided that the
conflict is expressly resolved in the documents. For example, a statement in the current Online
Services Use Rights (included in the PUR, as stated above) establishes a Product-specific
exception for Office 365 ProPlus (which is included in the G3 Suite) to allow installation on upto 5
Operating System Envuronments plus 5 tablets plus 5 mobile devices.

* The PL_ and PUR may be summarlzed generally as follows

» The PL generally contains terms and conditions pertaining to ordering Products
(including Online Services), including information about product availability and
occasional promotional offers. Each Product in the current PL is listed separately, and in
addition to other Microsoft Online Services there are listings for each available “Plan® for
Office 365 branded services. . .

Microsoit frequently releases new editions of the PL. Microsoft Products that are not

identified in the most recent PL, as of the date of sale, are generally not available for sale

under the license agreement type(s) to which the PL applies, unless the partres have
_otherwise aqreed in writing-to an exception.

> The PUR generally contains terms and conditions pertaining to licensing and using
Products (including Online Services, in the Online Services Use Rights, which includes a
table of contents). Sections in the current Online Services Use Rights applicable fo Office
365 branded Online Services include:

o “General Terms” (beginning on page 5);
o “Office 365 Applications” (beginning on page 15); and
o “Office 365 Related Services: (beginning on page 17).
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Microsoft frequently releases new editions of PUR. The paragraph titled “ Terms
Updates” in the current Online Services Use Rights governs the frequency by which
Microsoft may apply changes to the current terms specifically applicable to the Office 365
branded Online Services (and to all other Microsoft Online Services).

In addition to provrsrons regarding SLA and anacy Statements mentioned above, other’
examples of provisions in the current PUR related to Office 365 Servrces include (but are
not limited to):

» Information about which license types are needed for each Online Servrce and how/when
Ilcenses may be reassrgned between users; and

> Sections on the following:

e}

“‘auspen31on°=oﬁan”®nhnewServree~(whlchwrs«superseded Hforthesterm-of:the-Master.

L B |

Enrollment by Section 10 of the Master Enroliment Terms and Conditions);

o Online Services Expiration and Termination, and what happens to Customer Data
at that time. (whrch is superseded by Section 7C4 of the Master Enrollment Terms
and Conditions); : :

o Responsibility for Your Accounts; :

o Acceptable Use policy (restnctlons on use, such as prohibition agalnst illegal use,
spam, etc.);

o Regulatory (Microsoft's rrght to terminate the service in the unlrkely event of a

- materially negative change in law, such as Microsoft becoming regulated asa
telecommunications provrder) and

o Statement about provrsron of electronic notlces :
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" Enterprise Enroliment number

Microsoft . ~ Volume Licensing

Custom Enterprise Enrollment State and Local
CTM for City and County of San Francisco Agency Enroliment

(Microsoft to complete) v Proposal ID/Framework 1D

Previous Enroliment number
(Reseller to complete)

Expiration Date | . May 31, 2017

Master Enroliment Number

This Microsoft Enterprise Enrollment (the “Agency Enroliment”) is entered into between the entities as
identified in the signature form as of the effective date. Enrolled Affiliate hereunder represents and .
warrants it is a government entity that is an agency, department, office, mstrumentalrty,
division, unit or other entity of the City and County of San Franclsco

This Agency Enroliment consists of: (1) these terms and conditions- (including the terms and
conditions of the Master Enrollment which are incorporated herein), (2) the terms of the Enterprise
Agreement 01E71734 (which must identified on the signature form), (3) he Praduct Selection Form
(Exhibit A), (4) any supplemental contact information form or. Prevrous( e men't/E_nﬁrollment form
that may be required, (5) any-order submitted under this Enroliment. ." - L

Enrollment
‘nty ofj San

Master Enrollment... rties acknowledge that Microsoft executed an»Enterp
(hereafter, the “Master Enroliment, identified by number above) with the Gity and
Francisco, acting through the Department of Technology (“DT”).” Such: ‘Master: Enrollmen

A. Includes terms and condrtrons Wthh govern “how Mrcrosoft‘ estabhsh_es the Resellers
confidential net pricing hereunder. Notwlthstandlng thepreceeding; sentence, Enrolled
Affitiate’s actual pricing and payment term : wrll be governed by separate agreement by
‘Enrolled Affiliate and Reseller; and :

B. Include terms and conditions in its Appendix A which amend the Enterpnse Agreement with
respect to certain Online Services products -

Itis antrcrpated that most if not all Onhne Services will be purchased by DT under the Master
Enrollment on behalf of the Enrolled Affiliate hereunder. However, in the event that the Enrolied
Affiliate hereunder both (1) purchases its own Licenses, under this Agency Enroliment, for Online
Services that are governed by Appendix A to the Master Enroliment; and (2) establishes its own
unique Managed OLS Environment, then the terms and conditions of the Enterprise Agreement and
this Enrollment which pertain to such Applicable Services shall be deemed to be amended by
Appendix A to the Master Enroliment. Section 5 of the Master Enroliment Terms and Conditions
govern the circumstances pursuant to which Appendix A will apply to this Agency Enrollment
Enrolled Affiliate may obtain a copy of the Master Enroliment from DT.

All terms used but not defined in the documents are located at

_http://www.microsoft.com/licensing/contracts. In_the event of any conflict the_terms_of this. Agreement_ ..

control..Also at the foregoing site, Enrolled Affiliate may find the Product Use Rights, Product List,
updated Service Level Agreements, and other documents which Microsoft may, from time to time, add
to the site. :

Order of Precedence. -In the case of a conflict between any documents referenced in this Agency
Enrollment that is not expressly resolved in the documents, their terms will control in the following
order: (1) The Terms of Appendix A to the Master Enroliment, if applicable pursuant to the section
above titled “Master Enrollment’: (2) these terms and conditions; (2) the Enterprise Agreement; (3) the
Product List; (4) the Product Use Rights; (5) any other documents and (6) all orders submitted under
both this Agency Enroliment.




“Enrolled Agency.” In the Master Enroliment (between Microsoft and the City and County of San
Francisco, acting through DT), the Enrolled Affiliate to this Agency Enrollment is referred to as an
“Enrolled Agency.” Because most of Microsoft’s standard documents refer to “Enrolled Affiliate,” the
parties hereby agree that:

a. All references to “Enrolled Affiliate” in this Agency Enroliment (and any amendments hereto)
shall equate to the defined term “Enrolled Agency,” as such term is used in the Master
Enrollment; .

b. All reference to “Enrolled Affiliate” in the Master Enroliment shall refer solely to the City and
County of San Francisco, acting through DT; and

¢. Any reference to “Enrolled Agency“ in the Master Enroliment shall apply to the Enrolled
Affiliate to this Agency Enrollment.

Effective date. If Enrolled Affiliate is renewing Software Assurance or Subscnptlon Licenses from

=sone=ormore-previous-Enrollments-oragreementsthen-the-effective.-date.will-be:set-by.Microsoft.via. ..

and Amendment, and will be relevant to calculations pertaining to the renewal of Software Assurance.
Otherwise, the effective date wrll be the date this Enroliment is accepted by Microsoft:

Term. The initial term of this Agency Enrollment will expire on the last day of May, 2017,
notwithstanding the effective date. If the Agency Enrollment is renewed, the renewal term will expire
36 full calendar months after the effective date of the renewal term Any reference in thrs Agency
Enrollment to "day" will be a calendar day. C .

Anmversary date. Any reference to “anniversary date” refers to June 1 of each calendar year which
fails. during the term. . . : .

Product order. The Reseller will provrde Enrolled Affiliate: wrth Enrolled‘ Atfrlra s Product pricing and
order. Prices and billing terms for all Products ordered will be: determined: by agreement between
Enrolled Affiliate and the Resel er. The Reseller w1II: ovrde Mrcrosoft the order: separately from
this Agency Enrollment : G '

Terms agd’éohdltiqhs'

1. Defmrtrons.

Terms used but not defined in this Agency Enroliment will have the definition’ in the Enterprise
Agreement. The followrng definitions are used in this Agericy Enrollment .

“Additional AProduct” means any Product identified as such in the Product L|st and chosen by Enrolled
Affiliate under this Agency Enrollment L .

“AgencY’ means a government entity that is an agency, department offrce lnstrumentalrty, drvrsron
unit or other entrty of the City and County of San Francisco. - .

“Enterpnse Online Service” means any Online Service desrgnated as an Enterpnse Online Service in
the Product List and chosen by Enrolled Affiliate under this Agency Enroliment. Enterprise Online
Servrces are treated as Online Services, except as nioted..

“Enterprrse Product” means any Desktop Platform Product that Mlcrosoft desrgnates as an Enterpnse
Product in the Product List and chosen by Enrolled Affiliate under this Agency Enrollment. Enterprise
Products must be licensed for all Qualrfred Devrces and Qualrfred Users on an Enterprrse-wrde basis
under this program. i

“Exprratron Date” means the date upon which the Agency Enrollment expires.

“lndustry Device” (also known as line of business device) means'any device that (1) is not useable in
its deployed configuration as a general purpose personal computing device (such as a personal
computer), a multi-function: server, or a commercially viable substitute for one of these systems; and
(2) only employs an industry or task-specific software program (e.g. a computer-aided design program
used- by ‘an architect or a point of sale program) (“Industry Program”). The device may include
features and functions derived from Microsoft software or third-party software. If the device performs
desktop functions (such as email, word processing, spreadsheets, database, network or Internet
browsing, or scheduling, or personal finance), then the desktop functions: (1) may only be used for
the purpose of supporting the Industry Program functionality; and (2) must be technically integrated
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with the.Industry Program or employ technically enforced policies or archltecture to operate onIy when
used with the Industry Program functlonallty : ,

“L&SA™ means a License with Software Assurance for any Product ordered

“Qualified Dewce” means any dewce that is used by -or for the beneflt of Enrolled Afflllate s Enterprise
and is: (1) a personal desktop computer portable computer, workstation, or similar device capable of
running Windows Professional locally (in a physical or virtual operating system environment), OR (2) a

~ ‘device used to access a virtual desktop infrastructure (“VDI").. Qualified Devices do not include any
device that is: (1) designated asa server and not used as a personal computer, OR (2) an industry
Device, OR (3) not managed (as defined in the Product List at the start of the’ applicable initial or
renewal term of the Agency Enroliment) as part of ‘Enrolled Afflllates Enterprise. At its option, the
Enrolled Affiliate may designate any device excluded above (e.g., Industry Device) that is used by or
for the benefit of the Enrolled Affiliate’s Enterprise as a Qualified Devnce for all or a subset of
Enterprlse Products or Onlme Serwces the Enrolled Affiliate has selected..

“Quallfled User’ means a person (e g employee consultant contmgent staff) who (1) isauserofa
Qualified Device, or (2) accesses any server software requiring an Enterprise Product Client Access
License or any Enterpnse Online Service. It does not include a person who accesses server software
or an Online Serwce solely under a License identifi ed in the Qualified User exemptions in the Product
Llst ‘

“Reserved Llcense” means for an Onllne Serwce identified as ellglble for true-ups in the Product List,
the License reserved by Enrolled Afflllate prior to use and for whlch Mlcrosoft W|Il make the Online
Service available for actlvatlon - . .

“Managed OLS Environment’ means the collectlon of Customer Data which {is. both (i) logically
isolated from other Microsoft customers’ (including but not limited to other E rolled Entities’) Customer
Data in Microsoft's data centers; and. (i) associated with a unique MODR ln the S| ecific case of
Office 365 Services, this i Iy referred to as &@“Tenant.” .

“T ransmon” means th

: annlversary date for Wthh the Transmon is reported

2. Order requrrements.

a. Mlmmum Order requnrements Enrolled Afflllate ] Enterpnse must have a minimum of
25, Qualified Users or Qualified Devices. " The_initial order. must include at least 25
_Licenses for Enterprise Products or Enterprise Online Serwces

(i) Enterprise Commitment. If ordering any Enterprise Products, Enrolled Afflllates
order must include coverage for all Qualified Users or Qualified Devices; depending
on the License Type, of one or more Enterprise- Products or a mix of Enterprise
Products and the corresponding Enterprise Online Services.

(ii) Enterprise Online Services. If ordering Enterprise Online Services only, then
. Enrolled Affiliate must maintain atleast 250 Subscription Licenses.

b. Additional Products. Upon satisfying the minimum order requurements above, Enrolled
Affiliate may order Additional Products and Services. v

""i-“"“—*'**CT*Product-UsefFllghts—forEnterpnse'Products.—ForEnterpris-e-Productsrifa—new—Productw -

version has more restrictive use rights than the version that is current at the start of the
applicable initial or renewal term of the Agency Enrollment, those more restrictive use
rights wiil not apply to Enrolled Affiliate’s use of that Product during that term.

d. Country of usage. Enrolled Affiliate must specify the countries where Licenses will be
used on its initial order and on any additional orders.

e. Adding Products.

(i) Adding' new Products not prevlously ordered. Enrolled Affiliate may add new
Enterprise Products by entering into a new Agency Enrollment or as part of a
_ renewal. New Enterprise Online Services may be added by contacting a Microsoft
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Account Manager or Reseller. New Additional Products, other than Online Services,
may be used if an order is placed in the month the Product is first used. For
Additional Products that are Online Servrces an mmal order for the Online Service is
requrred pnor to use.

(ii) Adding Licenses for prevrously ordered Products Additional Licenses for
previously ordéred Products must be included in the next true-up order. Enrolled Affiliate must
purchase Services and Licenses for Online Services prior to Use, unless thie Online
Services are (1) identified as eligible for true-up in the Product Llst or (2) lncluded as
part of other Llcenses (e g Enterpnse CAL) ,

{. True-up requrrements _ .
() True-up order Enrolled Afflllate must subm|t an annual true—up order that accounts

for.changes.since the.initial.order or last true-up. order, including: (1) any increase in

Licenses, mcludlng any increase in Qualified Devices or Qualified Users and
Reserved Licenses; (2) Transitions (if permitted); or (3) Subscnptron License quantity
reductions (if permitted).  Microsoft, at its discretion, may validate the customer true-
up data submitted. through a formal product deployment assessment usmg an
approved Mlcrosoft partner.

(ii) Enterprlse Products Enrolled Affiliate must determine the number of Qualrfled
Devices and Qualified Users (if ordering user-based Llcenses) at the time the true-up
order is placed and must order additional Licenses for all Qualified Devices and
Qualified Users that are not already covered by exrstlng Licenses, including any
Enterprise Online Services. ‘ , ‘ .

(iii) Addmonal Products. For Products that have been usly,;'ordered; Enroiled
letermine the Addltlonal Produc rde

S. For Onllne Servrces Jidentified
: Enrolled Affiliate may frrst reserve th

i Microsoft’ W|ll provide'a report of
. Enrolled Affiliate and it Resell
the pnor year based upon the'r

(v) Transitions. Enrolled Affiliate
an increase in Licenses to be inclided on-the true-up order and a reduction of
Licenses for prior orders.- Reductions-inLicenses will be effective at end of the

~ Tranisition Period. Associated invoices wilt also reflect this change. For Licenses paid
" upfront, Microsoft will issue a credit for the remaining- months of Software Assurance
or Subscnptlon Licenses that were reduced as. part of the Transition:

(vi) True-up due date: The true- -up order must be received by Mlcrosoft between 60 and

’ 30 days prior to the Agency Enrollment anniversary date. The third-year anniversary

true-up order is due within' 30 days prior to the Expiration Date. Enrolled Affiliate may

true-up more often than at each Agency Enroliment anmversary date except for
Subscrlptlon Llcense reductrons » ; .

(vu)Late true-up order. If the true up order is not recelved when due _
1) M|crosoft will invoice Reseller for all Reserved Licenses'not prewously ordered.

2) Transitions and Subscription License reductions cannot be reported until the
following Agency Enrollment anmversary date (or at Agency Enroliment renewal,
as appllcable)

J

(viii) Subscrlptlon chense reductions. Enrolled Affiliate may reduce the quantity of
Subscnptlon Licenses on a- prospectlve basis |f permltted in the Product List as
follows '

1) For Subscrlptlon Llcenses part of an Enterpnse-wrde purchase Licenses may be
reduced if-the total quantity of Licenses and Software Assurance for an applicable
group: meets. or exceeds the quantity of Qualified Devices identified on the
Product Selection Form.. Step-up Licenses do not count towards this total count.
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2) For Enterprise Online Services not a part of an Enterprise-wide purchase,
‘Licenses can be reduced as long as the initial order minimum requrrements are
maintained. .

3) For Addltlonal Products avarlable as Subscnptron Licenses, Enrolled Affiliate may
reduce the Licenses. If the License count is reduced to zero, then Enrolled
Affiliate’s use of the apphcable Subscription License will be cancelled.
, Invoices will be adjusted to reflect any reductions in Subscription Licenses at the true-
/ up order Agency Enroliment annlversary date and effective as of such date. '

(ix) Update statement. An update statement must be submitied instead of a true -up
order if, as of the initial order or last true-up order, Enrolled Affiliate’s Enterprise has
not: (1) changed the number of Qualified Devices and Qualified Users licensed with
Enterprise Products or Enterprise Online Services; and (2) increased its usage of
Additional Products. This update ‘'statement must be signed by Enrolled Affiliate’s
authorized representative. The update statement must be received by Microsoft
between 60 and 30 days prior to the- Agency Enrollment anniversary date. The last
update statement is due within 30 days pnor to the Expiration Date.

g. Step-up Licenses. For Licenses eligible for a step-up under this Agency Enroliment,
Enrolled Affiliate may step-up to a higher edition or suite as follows:

(i) For step-up Licenses included on an initial order Enroiled Affiliate may - order
“according to the true-up process. S

(i) If step-up Licenses are not included on an initial order,.Enrolled Aﬁlllate may step-up
initially by following the process described in the Sectlon}trtled “Adding new Products
not previously ordered,” then for addmonal step up L|ce 3 by followmg the true-up

o Transmoned License. If Enrolled Afflllate chooses tc step»_ p and the step—up License
is separately eligible to be Transrtloned -such step-up Licenses may result in a
License reduction at the Agency Enrol]ment annrversary date following the step-up.

h. Clerical errors. Microsoft and Enrolled Affiliate may correct clerical errors in this Agency
Enroliment;- and’ any documents submitted with or under this Agency Enrollment, by

.providing notice by email and a reasonable opportunity for either party to object to the

- correction. Clerical errors include minor mistakes, unintentional additions and omissions.

This provision does not apply to material terms, such as the identity; quantity or price of a -
Product ordered.. -

3.  Pricing.

.a. Price Levels. Except as otherwise established by the terms and conditions of this Agency
Enrollment, Enrolled Affiliate’s and Enrolled Agencies* Price Level for all Products ordered under
this Agency Enroliment will be determined by the Enterprise Agreement identified above. As of
the Effective Date of the Master Enroliment identified above, the Price Level (in accordance with

the terms and conditions of Amendment # CTX-CA-Fsilver-CORIVi4_to the Enterprise . .

Agreement) was Level D minus 7.5%, except for (i) Microsoft Azure branded Online Services
which are Level D, and (i) MCS and Premier professional services (although such professional
services shall not be purchased pursuant to this Master Enroliment). .

As an exception to the foregoing, special reference prices have been provided to Enrolled
Affiliate for Office 365 Services under this Enrollment which includes unique discounts from
Level D (each greater than or equal to Level D minus 7.5%, as of the Effective Date).
Notwithstanding the preceeding statement, it is anticipated that DT will purchase all Oﬁlce 365
Services for Enrolled Affiliate under its separate Master Enroliment.

b. Setting Prices. Enrolled Affiliate’s prices for each Product will be established by its Reseller.
As long as Enrolled Affiliate continues to qualify for the same price level, Microsoft’s prices for
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Resellers for each Product or Service will be fixed throughout the applicable initial or renewal
Enroliment term. However, if Enrolled Affiliate qualifies for a different price level, Microsoft will
establish a new price level for future new orders either upon Enrolled Affiliate’s request or on its
own initiative. Any changes will be based upon price level rules in the Product Selection Form.

c. Master True Up Price. The parties acknowledge that, in accordance with the terms and -

conditions of the Master Enrollment, special True Up pricing has been established for certain
Products ordered hereunder Enrolled Affiliate may request such True Up pricing from its
Reseller ' o A

4. Payment terms. ' o ,
For the initial or renewal order, Enrolled Affiliate may pay upfront or elect to spread its payments over

~=thie applrcablewAgency»-Emrollment«termwlf»»spread«payments~are~elected;—~unlessundlcated»otherwme i

Microsoft- will invoice Enrolled, Affiliate’s Reseller in three equal annual installments. The first
installment will be. invoiced upon Microsoft's acceptance of this Agency Enrollment and on each
Agency Enrollment anniversary date. Subsequent orders ‘are invoiced upon acceptance of the order
and Enrolled Affiliate may elect o pay annually or upfront for Onllne Servrces and upfront for all other
Licenses.

5. Transitions.
a. Transition in conjunctlon with Master Enrollment

As an exceptlon to Microsoft’s standard operatlonal procedure each Agency En rollment
may Transition (for eligible Enterpnse Products) as follows
l

which Transition is allowed, as set fort “below'm in thls Sectnon 5.

in order to effectuate Transition between thls Agency - Enrollment and the Master
Enrollment, as described above, ‘Enrolled AfF Ilate must coordinate with DT and Reseller
-, and ensure that Reseller submits its orders and. related order forms to Microsoft for both
Enrollments simultaneously. :

b. Transition requirements.

(i) Licenses with active Software Assurance or Subscription Licenses may be
Transitioned at any time if permitted in the Product List. Enrolled Affiliate may not,
however, reduce the quantity of Licenses or associated. Software Assurance prior to
_the end of the Transition Period. T

_(ii) Enrolled Affiliate must order the Llcenses to Wthh it is transrtlonmg for the year(s)
followrng the Transmon Period. :

(iii) If a Transmon is made back to a License that had actlve Software Assurance as of
the date of Transition, then Software Assurance must be re-ordered for all such
Licenses on a prospective basis following the Transition Period. Software Assurance
coverage may not exceed the quantity of perpetual Licenses for which Software
Assurance was_current at the time of any prior Transition. Software Assurance may
not be applied to Licenses transferred by Enrolled Affiliate:

(iv) If a device-based License is Transitioned to a user-based License, all users of the
device must be licensed as part of the Transition.

(v) If a user-based License is Transitioned to a device-based License, all devices
accessed by the user must be licensed as part of the Transition.
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C.

Effect of Transition on Llcenses
(i) Transmon will not affect Enrolled Affiliate’s rights in perpetual Licenses pald in full.

(ii) New version rights will be granted for perpetual Licenses covered by Software
Assurance up to the end of the Transition Period. .

(iii) For L&SA not paid in full at the .end of the Transrtron Penod Enrolled Affiliate will
have perpetual Licenses for a proportional amount equal to the amounts paid for the
Transrtloned Product as of the end of the Transmon Penod e

(lv) For L&SA not pald in full or granted a perpetual License in accordance with the above
- or Subscription Licenses, all nghts to Transitioned Licenses cease at the end of the
Transition Period. -~ oo L ,

6. End of A gency Enrollment term and termmatron.

a

General. At the Explratron Date Enrolled Afflllate must rmmed|ately order and pay for
Licenses for Products it has used but has not previously submrtted an order, except as

‘otherwise provided in this Agency Enroliment.

Renewal Option. At the Expiration Date of the initial term, Enrolled Affrllate can renew
Products by renewing the Agency Enroliment for one additional 36 full calendar month

_term or signing a new Agency Enrollment. Microsoft must receive a Product Selection

(|) Software Assurance, If Enrolled Affrllate elects not

Form and renewal order prior to or at the Expiration Date.. The renewal term. will start on
the day following the Expiration Date. Microsoft will not unreasonably reject any renewal.
Microsoft may make changes to this program that will make it necessary for Customer
and its Enrolled Affiliates to enter rnto new agreement 5 an 'Agency Enrollments at
renewal. : L

If Enrolled € elects not to renew

: ‘any Product under its: -Agency- Enrollment then Enrolted Aﬁllrate will not be permltted

to-order Software Assurance Tatet without llTSl acquirng L&S‘A

(ii) Online Services eligible for an Extended Ter Faor Onlme Servlces identified as
eligible for an Extended Term in the Product List, the following options are available
at the end of the Agency Enroliment Jnmal or renewal term.

1) Extended Term. Licenses for Onlme Services will automatically expire in

. accordance with the terms of the Agency Enrollment: An extended term feature
that allows Online Services to continue month-to-month (“Extended Term") is
available. During the Extended Term, Online Services will be invoiced monthly at
the then-current published price for Enrolled Affiliate’s price level as of the
Expiration Date plus a 3% administrative fee for up to one year. If Enrolled
Affiliate does want an Extended Term, Resellermust submit a request to
Microsoft. Microsoft must receive the request not less than 30 days prior to the
Expiration Date.

2) Cancellation during Extended Term. If Enroiled Affiliate has opted for the
Extended Term and later determines not to continue with the Extended Term,
Resellermust submit a notice of cancellation for each Online Service.
Cancellation will be effective at the end of the month following 30 days after

Microsoft has received the notice.

(iii) Subscription Licenses and Online Services not eligible for an Extended Term.
If Enrolled Affiliate elects not to renew, the Licenses will be cancelled and will
terminate as of the Expiration Date. Any associated -media must be uninstalled and
destroyed and Enrolled Affiiate’s Enterprise must discontinue use. Microsoft may
request written certification to verify compliance.

(iv) Customer Data. Upon expiration or termination of a License for Online Services,
Microsoft will keep Customer's Data in a limited function account for 90 days so that
Customer may extract it. Enrolled Affiliate will reimburse Microsoft if there are any
associated costs. After 90 days Microsoft will disable Enrolled Affiliate’s account and
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d.

will delete its Customer Data. Enrolled Affiliate agrees that, other than as described
above, Microsoft has no obligation to continue to hold, export or return Enrolled
Affiliate’s Customer Data and that Microsoft has no liability whatsoever for deletion of
Enrolled Affiliate’s Customer Data pursuant to these terms.

Termination for cause. Any termination'fbr cause of this Agency Enrollment will be
subject to the “Termrnatron for cause” section of the Agreement

Early termrnatlon Any Early termination of this Agency Enroliment will be subject to the
“Early Termination” Section of the Enterprise Agreement. In the event the Master
Enroliment is terminated earlier than this Agency Enroliment into which the Master
Enroliment terms and conditions have been incorporated, the Master Enrollment terms
and conditions shall continue to apply to this Agency Enrollment as if the Master

_ Enrollment had not been termmated

For Subscnptlon Llcenses in the event of a breach by Mlcrosoﬁ“’ Mlcrosoft"‘“" il lssue’
Reseller a credit for any amount paid in advance that would apply after the date of
' termlnatlon
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Agency Enrollment Details

1. Enrolled Affiliate’s Enterprise.

Identify which Agencies (as defined above) are included in the Enterprise. (Required)
Enrolled Affiliate’s Enterprise must consist of entire agencies, departments, offices, bureaus,
instrumentalities, divisions or other units of the City and County of San Francisco, not partial.
agencres departments, offices, bureaus, instrumentalities, drwsrons units or or other partial
ennnes : :

Check only one box in thrs sectlon

. s If no boxes are checked, or the first box is checked, Microsoft will deem the
" Enterprise to include the entire Enrolled Affiliate, as Ilsted on the Program Slgnature
. Form (and no other Agency).

e If only the second box is checked, Enrolled Afflllate wrll subhcense to Agencnes listed
below, taking responS|b|I|ty for each such Agency, but will not acqurre Licenses for
Enrolled Affiliate’s own use hereunder.

« If both boxed are checked, Enrolled Affiliate both (i) purchase chenses for itself and
(i) will sublicense to Agencres listed below, takmg responS|b|I|ty for each such
Agency. ,

Enrolled Affiliate’s Enterprise inciudeS'

[J Enrolled Affiliate, as listed on the Signature Form.”

] Enrolled Affiliate an
_ if fewer than all '

he following Agencnes (Only ldentlfy specific-Agencies to be included
s are to be mcluded in the Enterprrse'/ parate*sheet if

- Enrolled Affiliate’s Enterprise will not include any other Agencies or other Affiliates.

Each party will notify the other in writing if any of the information in the following contact information
page(s) changes. The asterisks (*) indicate required fields. By providing contact information, Enrolled
Affiliate consents to its use for purposes of administering this Agency Enroliment by Microsoft, its
Affiliates, and other parties that help administer this Agency Enrollment. The personal information
provided in connection with this Agency Enroliment will. be used and protected in accordance with the

privacy statement available at hitps://www.microsoft.com/licensina/servicecenter.

a. Primary contact. This contact is the primary contact for the Agency Enroliment from

- withiri Enrolled Affiliate’s Enterprise. This contact is also an Online Administrator for the
Volume Licensing Service Center and may grant online access to others. The primary
contact will be the default contact for all purposes unless separate contacts are identified
for specific purposes

Name of entlty (must be legal entity name)*
Contact name* First Last
Contact email address*
- Street address*
City*
State/Province* .
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Postal code* -
(For U.S. addresses, please prov1de the zip + 4, e.g. XXXXXXXXX)
Country*
Phone*
Tax ID
/ndlcates requtred fields .

b. Notlces contact and Onllne Administrator. This contact (1) receives the contractual
notices, (2) is the Online Administrator for the Volume Licensing Service Center and may
grant online access to others, and (3) is authorized for applicable Online Services to add
or reassign Licenses, step-up, and initiate Transitions pnor to a true-up order.

|:] Same as primary contact (default if no information is prowded below, even if the box
~|snotcheckedl e e

Contact name* First ‘ Last
Contact email address*

Street address*®

City* ‘

State/Province*

Postal code* -

(For U.S. addresses, please provide the zip + 4, e.g. xxxxx-xxxx)
Country* :

Phone* ' :
Language preference Choose the language for notlces Engllsh L
[ This contact is a third party (not the Enrolled Aﬁlllate) Wariing: Thls contact receives
personally ldentn‘lable information of the Customer and |ts Aﬁl

ordered‘:u, der the Agency Enrollment and (for appllcable Onllne S 7to add or
-up order '

provnded below, even if box is novt”chec‘ed .

Contact name*: First Last
Contact email address*
Phonet., 7 .
- EJTnis contact is from a third party organization (not the entity). Warmng This contact
. réceives personally identifiable information of the entity.
* indicates requ:red fields

d. Reseller infOrmatiOn Reseller contact for this Agency Enroliment is:

Reseller company name*

Street address (PO boxes will not be accepted)*
City* : :
StatelProvmce*

Postal code*

Country*

Contact name*

Phone*

Contact email address*

* indicates required fields
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By signing below, the Reseller identified above confirms that all information provided in
this Agency Enroliment is correct.

Signature*

.| Printed name*
| Printed title*
Date* R AR

/ndlcates requ:red flelds

Changing a Reseller. If Microsoft or the Reseller chooses to discontinue doing business

with each other, Enrolled Affiliate must choose a replacement Reseller. [f Enrolled

Affiliate .or the Reseller intends to terminate their relationship, the initiating party must

notify Microsoft and the other party usmg a form provided by Mlcrosoft at least 90 days
- ‘prior to the date on WhICh the change is to take effect.

e. If Enrolled Affiliate requires_a- separate contact for any of the followmg, attach the
* Supplemental. Contact lnformatlon form. Othenzwse the not/ces contact and Onllne
Administrator remains the default.” .

(i) Additional notices contact

(ii) Software Assurance manager

(iii) Subscriptions manager

(iv) Customer Support Manager (CSM) contact

2. Financing electl_ ns. S ,
ncy:Enroliment bemg flnanced through MS F _ancmg

s a purchase under this/

If a purchase under this 'Ag ency Enrollment is. flnanced through MS: nancmg, and. Enrolled Affxllate

chooses not to finance any assocnated taxes, it must pay these: taxes dlrectly to Mlcrosof't Licensing,
OGP
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M;crosaft Volume Licensing

Exhlblt A - Product Selectlon Form for A gency Enroliment

Step 1. Enter all fields in the table below (Required).

Enterprise [ R Ch_oose‘().né,_‘ | Choose One

Step 2 Select the Products and Quantltles Enrolled Aff|l|ate IS ordermg on |ts |mt|al Agency

EnmllmenL@OIde[mQueaatLtyﬂmaywnl%Le de..any:Licenses. which Enrolled. Affiliate. has.

selected for optlonal future use, or to whlch it:is transmonmg or steppmg up wnthln Agency
Enrollment term. - : .

Office Professional Plus:

Office Pro Plus.

Office Pro Plus for Offlce 365 _ P

Office 365 Plans.

Office 365 (Plan G1)

Qffice 365 (Plan G3)

Office 365 (Plan G4) »

Client Access License (CAL). -

. v<Ch‘v'0<..lse One>

Choose Core AL 6r Enterpnse CAL:: —
>0 E or Enterprise CAE

for Office 365 _ -

Brrdge for Windows Intune. *

Bridge for Office 365 and Wmdows lntune ‘

. Wmdows Deskto

Windows OS Uglade

Windows VDA’

Windows Companlon Subscnptlon Llcense

Wmdows Intune’!

Wih ows lntune

Other Enterpnse Products:

Microsoft Desktop Optlmlzat|on Pa0k (MDOP)d L vl'

, Step 3. Establish the Enrolled Affiliate’s price level. Unless otherwise indicated in the associated

contract documents, the price level for each Product offering/pool is set based upon the
quantity to price level mapping. DO NOT INCLUDE BRIDGE CALS.

1 2 3 4
Office Professional . .
Plus + Office .Chem Access Client Access Windows D?Skmp
- . License + Office . . Upgrade + Windows
- Professional Plus for License + Windows .
365 (Plans VDA + Companion
Office 365 + Office G1/G3/G4) Intune Subscription License
365 (Plans G3-G4) P




Enterprise Products and Enterprise Online Services: Unless otherwise " All Products

indicated in associated contract documents, Prrce Level is set usrng the hrghest are Level D
quantity from Groups 1 through 4. : minus 7.5%,
Additional Product Application Pool: Unless otherwise indicated in . except (1)
associated contract documents, Price Level is set using quantity from Group 1. | Azure Services
Additional Product Server Pool: Unless otherwise indicated in associated (Level D) and
contract documents, Price Level |s set using the hrghest quantlty from Group 2 Office 365
or3. - Services
Additional Product Systems Pool. Unless otherwise indicated in associated (Custom
contract documents, Price Level is set using quantity from Group 4. ~ Priced)

Notes

1.

3.

The operatrng system Licenses granied under this program are upgrade Licenses only If the
Windows OS Upgrade is selected the Enrolled Affiliate acknowledges that all systems will have a
qualifying Windows OS installed to support the upgrade. For a complete list of qualifying
Windows OS please refer to the Product List.

Enrolled Affiliate acknowledges that in order to use a third party to reimage the Windows
Operating System Upgrade, Enrolled Affiliate must certify that it has acquired qualifying operating
system licenses. This requirement applies to Windows Companion Subscription License,
Windows OS Upgrade or Windows VDA. See the Product List for detail

MDOP requires purchase of Windows OS Upgrade or Wrndows VD
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Introduction

How 1O DETERMINE WHICH TERMS APPLY TO AN ONLINE SERVICE

7
The terms that apply to your use of a given licensed Onling Service Ingjuds the General Terms and any Service-Specific Terms. For

an alphabeticai list of all Onlina Services, see the Index.

NoTicES

Appendix 1 includes notices relevant to various Online Services as nofed in the Service-Specific terms.

CLARIFICATIONS AND SUMMARY OF CHANGES

i

We designed these Online Services Use Rights to help you license ai 4] managé your use of Microsoft Online Services. Below are
recent additions, deletions and other changes to the Online Services Lse Rights. Also listed below, as necessary, are clarifications
of Microsott ficensing policy in response to common customer quastlor:s,

Additions

Del} tions

« - Azure Rights Management .

{\ﬁlcrosoft Rights Management

« Microsoft Dynamics CRM Online Enterpriss

Lync online Plan 3

Microsoft Dynamics Marketing

» Microsoft Social Lisiening Professional

« OneDrive for Business

« ProjectLite

« Windows Azure Active Directory Premium

Changes

General Terms:

.

Added video to the definition of Customer Data.

Added a definition for Soclal Content. Social Content is coverse
Content section.

Clarified In the Use of Softwars with the Online Service sectlon
when the Online Sérvice is activated.

Clarified in the Educational Institutions section that it is Microso

Added privacy statements for Azure Rights Management, Socie
privacy statement.

ln the No Liability for Deletion of Customer Data or Soclal
that the right to use software with an Onlina Service begins

1, not you, that is designated as a “schoot official.”

Listening and OneDrive and corrected link to Windows Intune

Added to the Benchmark Testing section that if you offer onMnavservlces and you access Microsoft Oriline Services, you waive

any restrictions in the terms of service of your online services tc
Benchmark Testing section. \

the extent that they are more restrictive than lhe terms in the

Office 385 ProPlus and Office 365 Small Business Premium: Added nght 1o activate Microsoft Oftice Mobile software on five tablets in

- Windows Azure Setvices:

addition to five smartphones.

Clarified in definition of Windows Azure Services, what is sold ¢
Clarified Storage Media is defined as physical media containin

eparately.

your data.
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«  Added ferms to the Store subsection related to general availabflity of certain Virtual Machines sold through the Azure gallery
and clarified that usage and spend amounts dlsplayad anywhere but in final Involce are estimates.

Appendix 1, Notices: eliminated existing, duplicated Product-specl!lc content apphcable to bolh Microsoft Dynamics CRM and Azure by
consol!datlng tina new Customer Suppon notice.

Name Change
Office Web Applications is now hamed Office Onfine.
Other Changes

Corrected references lhrouéhoul 1o distinguish between the generic use of the term ‘online service(s)’ and the definad term ‘Ontine
Service(s)".

Delsted Microsoft Dasktop Optimization Pack (MDOP), which was discontinued along with Windows Intune (per device) in January
2013. If you are currently licensed for MDOP, please see the October 2012 Product Use Rights for the license terms governing your
continued use of it,

Updated list of Required SL. options for various Online Services.

Table of Coivents - General Tams

ServiceTerma  —~.  Appendioes -~ Index

-... GeneralTermg _ '—
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General Terms

Before you access and use an Online Service, you must acquire and assign the User, Device, Services or Add-on SLs that
correspond to that Online Service. The appropriate SLs for each Online Service are listed in the Service-Specific Terms section, If
both User and Device SLs are listed for an Orline Sarvice, you can acquire euher Not all Online Services or qualitying SLs are
available under all volums ficensing programs

Pefinitions

Terms used in these Online Services Use Rights but not defined will have the dellnltlon provided in the agreement under which the
Online Service was purchased {your “volume licensing agreemsnt”)). To the extent the following terms are not defined in your
volume licenising agreament, the following definitions apply:

CAL means client access license.

Customer Data means all data, including all text; sound, video or image files and software that are provided to us by, or on behalf
of, you through your use of the Online Service.

Customer Support means all support or advice provided to you under your volume licensing agreement.

External Users means users that are not either your or yuur affliates’ amployees, or your or your affiliates’ onslle contractors or
onsite agents.

Fixes means Product fixes, modifications or enhancements, or thelrderivatlves. that Mlcrosoft either releases generally (such as
service packs), or that Microsoft provides to you when performing.Customer Support to address a spacific issue.

Instance means an image of software that is created by executing the software's setup or instail procedure or by duplicating an -
existing Instance.

" Licensed Device means the single physical hardware system to which a license Is assigned. For purposes of this definition, a
hardware partition or blade is considerad to be a separate device.

Management License means a license that permits management of one or more OSEs There ara two categories of Management
Licenses: Server Management License and Client Management License. There are three types of Client Management Licenses:
User, OSE and davice. A User Management License permits managemant of any OSE accessed by one user; an OSE
Management License permits management of one OSE accessed by any user; a device Management License (Core CAL or
Enterprise CAL Suite) permits management of any OSE on one device.

Non-Microsoft Product means any software, data, service, website or other product Ilcensed sotd or otherwise provided to you by
an entity other than us, whether you obtained it via our Online Services or alsewhere. - It also includes any third-party branded
software, data, service, wabsite or other product made available by Microsoft through the Windows Azure Store, Galiery, or other
featurs of our Online Services, -For any such third-party-branded product, the terris goveming your use of the Non-Microsoft
Product wifl be as set forth in the Windows Azure Store, Gallery or other Online Service featurs, as applicable.

OF i Envir (OSE) means allor part of-an operating system Instance, or all or part of a virtual (or otherwise
emulated) operahng system Instance which enabl hine identity-(p y computer name or similar unique Identifier)
or separate administrative rights, -and Instances of appllcallons. if any, conﬁgured to.run on the operating system instance or parts
identified above. There are two types of OSEs, physlcal and virtual. A physical hardware system can have ona Physical OSE
and/or one or more Virtual OSEs.

Physical OSE means an OSE that Is configured to run directly on a physical hardware system. The operating system instance
used to run hardware virtualization software (e.g. Microsoft Hyper-V Server or similar technologies) or to provide hardware
virtualization services (s.g. Microsoft vittualization technology or similar technologies) is considered part of the Physical OSE,

Prlmary User means the user who uses the davice more than 50% of the time in any 90 day peﬂod

Qualifying Third Party Device means & devica that Is not controlled d(raclly or indirectly, by you or your affiiates (s.g., a third
party's pubiic kiosk).

Running Instance means an Instance of software that is loaded into memory and for which one ar more instructions have been
exacuted. (You “Run an Instance” of software by loading it into memory and exaecuting one or more of its instructions.) Once
running, an Instance is considered to be running (whether or not |ls instructions comlnue to execute) untll It is removed from
memory. .

SL means subscription I(cense

Social Content means publicly available content collected from.the social media nalworks. such as Twitter, Facebook, YouTube,
and data Indexing or data aggregation services. Social Content may, contain personally identifiable information in response to your
sear queries. Social Content is not Customer Data.

Your Use Rights

Ownership of Customer Daté

Our Use of Customer Data; Third Party Requests

Terms Updates :
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I you comply with your volume licensing agresmeant, you may use the software and Onlins Services as expressly permitted in these
Online Services Use Aights. You have no right to continue to use the Online Services after the expiration, termination or
cancellation of your SL. '

As betwsen the parties, you retain all right, title and Interast in and to|Customer Data. We acquire no rights in Customer Data, other
than the rights you grant to us to provide you the applicable On|lne Service. This does not apply to software or services we license
you.

Customer data will be used only to provide you the Online Service. This may include troubleshooting aimed at preventing, detecting
and repalring problems affecting the operation of the Online Service and the improvement of features that involve the detection of,
and protection against, emerging and evolving threats to the user (such-as malware or spam). We will not use your Customer Data
or derive Information from it for any advertising or other commercial purposes.

We wilf not disclose Customer Data to a third party {including law enforcement, other government entity, or civil litigant; exciuding
our subcontractors) except as you direct or unless required by law. Should a third party contact us with a demand for Customer
Data, we will attempt to redirect the third party to request it directly from you. As part of that, we may provide your basic contact
Information 1o the third party. If compelled to disciose Customer Data 1o a third party, we will promptly notify you and provide a copy
of the demand, unless Isgally prohibited. You are responsible for res onding to requests by a third party regarding your use of the
Online Service, such as a request to take down content under the Digital Millennium Copyright Act.

i

We may update thaese terms from time to time. Changes to these tenns that we introduce with updates or supplements to the
Online Service or related software, are required by law, or do not matenally affect your use of the Online Services will apply
immediately. For any other changes, your use of the Oniine Service linder any existing license will be govemed by these terms
without those updates during the lesser of either: 12 months from the/time you first use it or the length of your committed term. We
will endeavor to notify you of updates at feast 30 days before they are generally effective. You agree to the terms updates by using
the Online Service after we publish them in an updated version of these Online Services Use Rights or send you an email notlce

about the updates. ;

Online Service Updates

We may modily the features or update the Online Service and softwar
available functionality or features may change or may no longer be av

Online Service Expiraiion or Termination .

o at any time. After a modification or update, some previously
ailable.

Upon expiration or termination of your Online Service subscriptior, you may contact Microsoft and tell us whether to:

1. disable your account and then delete the Customer Data; or
. 2. retain your Customer Data stored in the Online Service In a fimi
termination of your subscription {the “retention period") so that y

|f you indicate (1), you will not be abte to extract the. Customer Data fr
retaln the Customer Data in acr:ordanca with (2).

Following the expiration of the retention period, we will disable your a
copies will be purged within 30 days of the end of the retention period

The Online Setvice may not support retention or extraction of software

No LiaBiITY Ol DELETION OF CUSTOMER DATA OR SCCIAL CONTENT

ed function account for at least 90 days after expiration or
ou may extract the data.
om your account. If you do not indicate (1) or (2), we will

count and delete your Customer Data. Gached or back-up

provided by you to run in the Orllire Service.

You agree that, other than as described in these terms, we have no obligation to continue to hold, expont or return Customer Data or

Social Content. You agree that we have no liabifity whatsoever for del

these terms.
Availability of Online Service

Availability of the Online Service, some of its functionality, and langua
Onling Service or certain functionality of the Online Service, as is mad

etion of the Customer Data or Social Content pursuant to -

ge versions varies by country. End users may only use the
e.avallable in the primary location of the end user.

Intermation on availability is located at hitp:/www.microsoft.com/ontine/intemational-availability.aspx or at an alternate site Microsoft

Identifies. .

Responsibility for Your Accounts

Server means a physical hardware system capable of running server software. You are responsible for all activities with your Online Service accounts including acts of users you provision and third parties that
take place through your accounts or assoclated accounts. -You must tell us right away about any possible misuse of your accounts
or authentication credentials, or any security incident related to the Online Service.

Londex L. .Jniroduction -+ GenemlTerme! '~ ServiceTems| Appendices  —»Index

Virtual OSE maans an OSE that Is configured to run on a virtual hardware system.

. Introdyetion__—7""'GengraiTerms, | — | ServieeTems, - Appendices
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Use of Software with the Online Service

You may need to install certaln Microsoft softwara in order to sign into and use the Online Servlce If s0, the following terms apply:

MIZROSOFT SOFTWARE LICENSE TERMS

You may install and use the software on your devices only for use wlth] he Onling Service.  In some cases, the number of coples of
the software you will be permitted to use or the number of dévtees on wWhich you will be permitted to use the software will be limited
as described in the service specific terms for the Ontine Service. Your’hght to uss the software begins when the Online Service is
activated and ends whan your right to use the Online Service termlnate: or expires, or whan-we update the Online Service and It no
longer supports thé software, whichevar comes first. You must unInslal the software whan your right to use it ends. We may also
disable it at that time. B

AuToMATIC LiPDATES FOR MICROSCFT Sorrme

From time to time, we may chack your verslon of the software and recammend or download to your devices updates or supplements
1o the sofiware you license. Use of updates or supplements may be stibject to additionat terms that accompany them. You may not
receive notice when we downioad the update.

Use of Other Web Sites, Applications and Services -,

You may need to use certain Microsoft web sitas of services to acces ,and use the Online Sarvlcas You may also chdose to use
certain Microsoft applications that you obtain from the Microsoft Oﬂlce§ tors.or other Microsoft or non-Microsoft marketplaces. | so,
the terms of use associated with those web sites, applications or servl- s, as applicable, apply to your use of them.

Third Party Content and Services

We ars not responsible for any third party content or servlces you access directly or Indlrectly via the Online Seirvice. You'are -

responsible for your dealings with-any-third party {including’ advertlsers relatad 16 the Online Service-{including the delivery of and
payment for goods and servicss). When you Submit customer date for use with any Oniine Service that enables communication or
collaboration with third parties, you acknowledge that those third | partle 5 may then be able to use, copy, distribute, display, publish, -
and modify the Customer Data. . -

Third Party Scripts and Code

Referenced Thlrd Party Software

No High Risk Use

Acquired Rights

An Online Service may reference third pany scripts or code. Those th Fd party scripts or code are hcensad to you by the third parties

that own the code, not by Microsoft.

The software may contain third party proprietary programs that are lice
software may also contain third party open source programs that Micrc
license terms. Notices, if any, for the third party open source programs

The Online Service Is not fault-tolerant and is not guarantesd to be Bli
users have the right to-use the Online Service in-any application or situ

nsed under separate terms that are presented to you. The
soff, not the third paﬂy, licenses to you under Microsoft's
are included for your information only.

r fragé o to operate uninterrupted. - Neither you hor your end
ation where the Onfine Service's faflure could lead to death or

serlous badlly injury of any person,-or to severe physical or environmafital.darage. (“ High Risk Use"). - High Risk Use does not

include ufilization of the Ontine Service for administrative purposes, 10
tools, or other non-conitrol applications, the fallure of which would not {
envirorimental damage.. These non-controliing applications may comn
must not be directly or indirectly resporisibie for the control function. ;|

third-party claim arising out of the use of the Online Servics in connec

You will defend us against any claim that arises from (1) any aspect 6
and any of your current or former personnel or contractors or undar a|
for wrongful termination, breach of express or implied employment cof
costs, or redundancy costs, or (2} any obligations orliabilitles whalsoe
Directive 2001/23/EC, tormerly Council Diractive 77/187/&C as amerid
reguiations implementing the same, or similar laws or regulations, {ing
Employment) Regulations 2006 in the United Kingdom) including a ¢l
(including a claim in connection with the termination of their employm
pursuant to such laws or regulations).

store configuration data, enginesring and/or configuration
psult in death, personal Injury, or severe physical or

liiicate with the applications that perform ths control, but
ou agree to Indemnify and hold harmless Microsoft from any
on with any High Risk Use.

the current or former employment relationship between you
y coltective agresments, including, without limitation, claims
tracts, or payment of benefits or wages, unfair dismissal

yer arising under the Acquired Rights Directive (Councit

il by Countil Directive'98/50/EC) or.any national laws or
uding the Transfer of Undertakings (Protection of

m from your current or former personnsi or contractors

nt by us foHowing any transfer of thelr smployment to us

You must pay the amount of any resulfing adverse final judgment. (or s’ettlsmsnt to which you consent). “Thils section provides our

exclusive remedy for these claims. We must notify you promptly in wr
sole control over the defense or settlement of such claim; and (2} proy
reimburse us for reasonable out of pocket expenses that we Incur in p

y

fatroduction

o GeneralTermy -~ Servioe Termd) -

ting of a claim subject to this sectior. We must {1) give you
de reasonable assistance In defending the claim. You will
oviding assistance.
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Nan:Microsoft Products

Microsoft may make Nori-Micrdsoft Products available to you through your use of Online Services or via other means. The use of
this Non-Microsoft Product will be govemed by separate terms betwesn you and the third party providing that Non-Microsoft
Product. For your convenience, Microsoft may include charges for the Non-Microsoft Product as part of your bill for Microsoft's
Ontine Services. Microsoft, howaver, assumes no responsibility or liability whatsoever for the Non-Microsoft Product.

You arg solely résponsible for-any Non-Microsoft Produet that you install or use with the Onllne Servica.- We are not a party to and
ars not bound by any terms govemlng youruse of any Non-Mlcrosoft Product.

If you Ins!all of use any Non-MIcrosoft Product with the Online Servlns. then you, not Mlcrosoft direct and contro! the installation and -
use of itin the Online Services through your use of application programming Interfaces and other technical means that are part of
the Onlins Service. We will not run or make any copies of such Non-Microsoft Product outside of our relationship with you..

If you Install or use any Non-Micrasoft Product with the:Online Service, you