City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco 94102-4689
Tel. No. 554-5184
Fax No. 554-5163
TDD/TTY No. 554-5227

BOARD of SUPERVISORS

MEMORANDUM
BUDGET AND FINANCE COMMITTEE
SAN FRANCISCO BOARD OF SUPERVISORS

TO: Supervisor Malia Cohen, Chair
Budget and Finance Committee
- FROM: Linda Wong, Assistant Clerk
DATE: June 5, 2017

SUBJECT: COMMITTEE REPORT, BOARD MEETING
Tuesday, June 6, 2017 :

The following file should be presented as a COMMITTEE REPORT at the Board
meeting on Tuesday, June 6, 2017, at 2:00 p.m. This item was acted upon at the
Committee Meeting on Thursday, June 1, 2017, at 1:00 p.m., by the votes indicated.

Item No. 46 File No. 170628

Resolution retroactively authorizing the Department of Technology and the Office
of Contract Administration to enter an agreement between the City and PCMG
Inc., for Microsoft Cloud Software and Enterprise Products, for a three year term
from June 1, 2017, through May 31, 2020, in an amount not to exceed
$30,328,541.

RECOMMENDED AS COMMITTEE REPORT
Vote: Supervisor Malia Cohen - Aye
Supervisor Norman Yee - Aye
Supervisor Katy Tang - Aye
Supervisor Jane Kim - No
Supervisor Jeff Sheehy - Aye

C: Board of Supervisors
Angela Calvillo, Clerk of the Board
Jon Givner, Deputy City Attorney
Alisa Somera, Legislative Deputy Director
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FILE NO. 170628 RESOLUTIG:v NO.

[Agreement - PCMG Inc. - Microsoft O365 Services and Enterprise Products - Not to Exceed
$30,328,541] '

Resolution retroactively authorizing the Department of Téchnology and the Office of
Contract Administration to enter an agreement between the City and PCMG Inc., for
Microsoﬁ Cloud Software and Enterprise Products, for a three year term from June 1,

2017, through May 31, 2020, in an amount not to exceed $30,328,541.

WHEREAS, The City seeks to procure certain products and cloud software services.
related to the City’s information technology needs; and;

WHEREAS, Since 2010 the City has been transitioning its Microsoft Office 365 [0365]
services to the cloud by procuring software as a service [SAAS] and enterprise producfs :
through reseller agreements, because Microsoft will only sell these services and products in
the quantities and pricing required by the City through an authorized large account reseller;
and

WHEREAS, The City’s current contract with a reseller for Microsoft services and
products expires on May 31, 2017; and;

WHEREAS, The Department of Technology has assessed City departments’ projected
needs for 0365 and related products through 2020; and; ' '

WHEREAS, The 0365 services consist of the following: secure email, administrative
tools, server space/capacity, and licenses required to operate the email system; the Microsoft
Office Suite; Skype for Business, and trial or development-scale access to new products and
features otherwise not attainable on the open market at prices affordable to the City; and

WHEREAS, The enterbrisé products consist of Windows server licenses required to

operate various software applications, SharePoint Online, Access Pro, Visio Pro, Project; and

Supervisor Cohen »
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WHEREAS, The City negotiated terms with Microsoft directly to ehsure the City's
security and liability needs were addressed by including the following terms:
 Allof the City’s data is processed and stored in the continental United States:
e The venue for any disputes arising out of the agreement is San Francisco:
e City approval is required for any assignment of the agreement: _
e Microsoft's standard limitation of liability is increased to provide additional
protection for the City;

WHEREAS, Microsoft usually requires the customer will be ;‘responsible for any claims
against Microsoft and its Affiliates” for violation of intellectual property rights, but here has
limited the indemnification to instances where there is a legal action arising out of the City’s
infringement of third party’s patents, copyrights, or trademarks or the use of an online service
in violation of law; and,

WHEREAS, The Reseller will be required to meet the requirements established in the
agreement negotiated with Microsoft; and

WHEREAS, On May 9, 2017, the City requésted quotes from authorized resellers and
after receiving quotes has selected the lowest biddér, PCMG Inc.; and

WHEREAS, Charter, Section 9.118, “Contract and Lease Limitations,” subsectionr (b),
requires Board of Supervisors approval of any contract estimated to exceed $10,000,000 in
expenditures; now, thefefore, be it

RESOLVED, That the Board of Supervisors retroactively authorizes the. Department of

Teclhnology and the Office of Contract Administration to execute the Agreement with the

- lowest bidding authorized reseller, PCMG Inc., for a three year term from June 1, 2017,

through May 31, 2020, for an amount not to exceed $30,328,541, substantially in the form of
the agreement on file with the Clerk of the Board of Supervisors, in File No. _{Jo028 , with

such changes or modifications, as may be acceptable to the Director of the Department of

Supervisor Cohen
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Technology and the City Attorney and which do not materially increase the obligations and
liabilities of the City or reduce the products and services to the City; and be it

FURTHER RESOLVED, That upon execution of the Agreement, the Director of the
Department of Technology shall transmit to thé Clerk of the Board of Supervisors a copy of
the Agreement, for inclusion in File No. __ | Jo(2& and, be it

FURTHER RESOLVED, That this resolution shall take effect immediately upon its

adoption.

Supervisor Cohen '
BOARD OF SUPERVISORS . . Page 3




BUDGET AND FINANCE COMMITTEE MEETING © Junel,2017

Item 6 _ Department:
File 17-0628 General Services Agency - Department of Technology
(DOT)

Législative Objectives

e Based on a competitive process, the proposed resolution would authorize the Department
of Technology and the Office of Contract Administration to enter into a new three-year
agreement with PCMG, Inc. (PCMG) for Microsoft Office 365 licenses and Microsoft
enterprise software product licenses for an amount not to exceed $30,328,541 for three
years from June 1, 2017 until May 31, 2020.

Key Points

e The Department of Technology entered into two agreements with En Pointe Technologies
Sales, LLC (En Pointe) in 2014 to provide (i) cloud-based Microsoft Office 365 subscription
services for all departments, to be administered by the Department of Technology, and (ii)
Microsoft enterprise software products at discounted rates accessible to all City
Departments. The Department of Technology will combine the two agreements
(Microsoft Office 365 subscription services and Microsoft enterprise software products)
into one agreement in order to increase administrative efficiency, and to provide the City
with greater protection against risks, such as more secure liability allocation provisions.

e The Department selected a reseller to provide the Microsoft Office 365 subscription
services and Microsoft enterprise software products through a competitive process in
April 2017. However, the selected reseller was unable to afford the required premium
payments for the mandatory $25,000,000 insurance policy for cyber-security and data
privacy. After further negotiations, Microsoft agreed to increase their cap on limitation of
liability to $23,000,000, and allowing the City to reduce the cyber-security and data
privacy insurance policy amount for the contractor from $25,000,000 to $2,000,000.

» Due to the material change of risk allocation, the City issued a new request for quote§ on
May 9, 2017 and selected PCMG to provide Microsoft Office 365 subscription services and
Microsoft enterprise software products.

Fiscal Impact

e Under the proposed new three year agreement, the cost with PCMG for an amount of .
$30,328,541 is $1,699,071 or 5.9 percent more than the existing three year agreement
with En Pointe. According to the Department, Microsoft continuously upgrades its existing
products and therefore the prices increase over time. In addition, the demand on new
computing power and data storage is likely to continue to grow in the next three years.

e Funds to pay the agreement’s costs will come from the annual operating budgets of
respective City departments, as appropriated by the Board of Supervisors.

Recommendation

e Approve the‘proposed resolution.

SAN FRANCISCO BOARD OF SUPERVISORS A BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE COMMITTEE MEETING JuNE1, 2017

MANDATE STATEMENT

City Charter Section 9.118(b) states that any contract entered 'into by a department, board or
commission that (1) has a term of more than ten years, (2) requires expenditures of $10 million
‘or more, or (3) requires a modification of more than $500,000 is subject to Board of Supervisors
approval.

BACKGROUND

The Department of Technology entered into two agreements with En Pointe LLC! (En Pointe) in
2014 to provide (i) core Microsoft Office 365 subscription licenses for all departments, to be
administered by the Department of Technology, and (ii) Microsoft enterprise software products
at discounted rates, accessible to all City Departments. The Department of Technology sought
and received approval from the City’s Office of Contract Administration (OCA) to use the County
-of Riverside’s compétitive procurement process for two existing Microsoft blanket purchase
order contracts under Section 21.16(b) of the Administrative Code.

Microsoft Office 365 subscription licenses under the original agreement between the City and
En Pointe consist of secure cloud-based email and administrative tools, other cloud software?,
server and database licenses required to operate the City’s email system, the Microsoft Office
Suite including Word and Excel, Skype for Business, and trial or development-scale access to
new products and features. The initial total not-to-exceed amount for the agreement to provide .
Microsoft Office 365 subscription services and servers was $9,574,455 for a term of three years
from June 1, 2014 through May 31, 2017. '

Microsoft enterprise software products under the original agreement between the City and En
Pointe consist of Windows server and database licenses required to operate various software
applications, Azure Government Cloud, Intune, Microsoft Customer Relationship Management
(CRM), Virtual Desktop Access (VDA), SharePoint Online, Access Pro, Visio Pro, Project Pro and
training credit and technical support credits usable during the agreement term. The initial total
not-to-exceed amount of the agreement between the City and En Pointe LLC to provide
Microsoft enterprise software products at discounted rates for all City Departments was
$9,869,293 for a term of three years from June 1, 2014 through May 31, 2017.

In November 2016, the Board of Supervisors approved a resolution, amending the two
agreements between the City and En Pointe LLC to (i) increase the total not-to-exceed amount
for Microsoft Office 365 subscription licenses by $4,335,418 from $9,574,455 to $13,909,873
(File 16-1227), and (i} to increase the total not-to-exceed amount for Microsoft enterprise
software products by $4,850,304 from $9,869,293 to $14,719,597 (File 16-1228). The end date
of the agreements of May 31, 2017 was not changed. The total combined cost of both
agreements is $28,629,470. '

! The reseller was originally named En Pointe Technology Sales, Inc., but was renamed to En Pointe LLC.
? Cloud computing provides access to information technology applications and data through web-based tools,
rather than through wirelines.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE COMMITTEE MEETING ; June 1, 2017

Under the original agreements with En Pointe, the City in its sole discretion may extend each of
the two agreements for two additional years through May 31, 2019. However, the City decided
not to extend the agreements. According to Mr. Hao Xie, Strategic Sourcing Manager at the
Department of Technology, En Pointe is no longer entitled to offer the best prices granted by
" Microsoft to all government agencies within the State of California. In 2016, En Pointe LLC
became a wholly owned subsidiary of PCM, Inc., the parent company of another national
Microsoft licensing reseller known as PCMG, Inc. In addition, after discussions with the City
Attorney and the City’s Risk Manager, the Department of Technology decided to combine the
two agreements (Microsoft Office 365 subscription licenses and Microsoft enterprise software
product licenses) into one agreement in order to create administrative efficiency, and to
provide the City with greater protection against risks, such as more secure liability .allocation
provisions.? '

On April 7, 2017, the City requested quotes from the seven large account resellers’ authorized
by Microsoft to supply both the (i) Microsoft Office 365 subscription licenses to all departments
via the Department of Technology, and (ii) Microsoft enterprise software product licenses at
discounted government rates for all City Departments. The City added a requirement that the
reseller become compliant with the City’s Administrative Code within ten working days after
preliminary notice of award. At the time that the initial request for quotes was in final
preparation, but prior to publication, two of the seven authorized large account resellers were
compliant with City Administrative Code provisions and a third was completing the
documentation. On April 21, the City received quotes from these three large account rese|lers
Comparex USA Inc., Crayon Software Experts, LLC, and PCMG, Inc.

Subsequent to the submissions, Comparex USA Inc. determined that they had made a mistake
on their quote and consequently withdrew their proposal. Therefore the City determined
Crayon Software Experts, LLC (Crayon) to be the lowest bidder of the two remaining resellers
who submitted quotes.

Cyber-Security and Data Privacy Insurance

The request for quotes issued by the City in April 2017 required the selected reseller to provide
a $25,000,000 insurance policy for cyber-security and data privacy. The amount of the
$25,000,000 insurance policy was determined by Microsoft’s low limitation of liability cap.s'
However, Crayon confirmed on May 9, 2017 that they could not afford to pay the premium on
the required $25,000,000 cyber-security and data privacy insurance policy. According to Mr.
Xie, after continuing negotiations with Microsoft, Microsoft agreed to raise their liability limit
directly to the City to $23,000,000. As a result, the City’s Risk Manager and Attorney agreed to

® “Limitation of liability” clauses are included in contracts to limit, define or eliminate money damages that may
result from a breach of the contract or tort by one of the parties.
* According to the Department of Technology, Microsoft only sells licenses in the quantities and pricing required by
the City through an authorized large account reseller. The large account reseller, as authorized by Microsoft, sells
to California state and local governments at a 7.5 percent discounted price from standard government rates, based
on the aggregated volume estimate of purchases from all state and local California jurisdictions durmg the
ReseHers applicable contract with Microsoft.

* The limitation of liability cap is the maximum amount of money that Microsoft will compensate the City in case of
a cyber security or data privacy breach, or other direct damages resulting from use of Microsoft products.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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BUDGET AND FINANCE COMMITTEE MEETING JUNE 1,2017

reduce the cyber-security and data privacy insurance policy requirement from the reseller from
$25,000,000 to $2,000,000.

Due to the material change.in the agreement term, the City issued a new request for quotes on
May 9, 2017 and received four new proposals by May 15, 2017, as seen in Table 1 below.
PCMG, Inc. was deemed the lowest responsive bidder with a bid amount of $30,328,541, and is
currently a City compliant vendor.

Table 1: Comparison of Evaluated Bids in Response to April 2017 and May 2017 Request for

Quotes
Company Name ~ Bid Amount in Bid Amount in
Response to April Response to May2017
2017 Request for Request for Quotes
Quotes

PCMG, Inc. ' ‘ $33,944,199 $30,328,541
 SHI . - 130,859,083
Comparex USA, Inc. 30,221,208 31,301,257
Crayon Software Experts, LLC 31,574,463 31,574,463

DETAILS OF PROPOSED LEGISLATION

Based on a competitive process, the proposed resolution would authorize the Department of
Technology and the Office of Contract Administration to enter into a new three-year agreement
with PCMG, Inc. (PCMG) for Microsoft Office 365 licenses and Microsoft enterprise software
product licenses for an amount not to exceed $30,328,541 for three years from June 1, 2017
until May 31, 2020.

FISCAL IMPACT

According to Ms. Kathy Lu, Principal Analyst at the Department of Technology, the Department
of Technology estimated the total cost of the new three year agreement to be $31,595,756,
which is$1,267,215 more than the propoéed agreement with PCMG, Inc. for which the City
would pay $30,328,541, as seen in Table 2 below. The Department estimated the agreement
cost based on the current number of licenses and data storage, with an added margin for the
migration to Outlook 365 of additional City departments not currently using Microsoft Outlook
365, such as the City Attorney and the Public Utilities Commission, to Outlook 365 and other
Microsoft products. The City currently has 32,230 Microsoft licenses, which are tracked via
online portal and regular communications with the reseller and Microsoft.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST



BUDGET AND FINANCE COMMITTEE MEETING ' v JUNE 1, 2017

Table 2: Proposed Agreement with PCMG, Inc. as compared to the estimate from the

Department of Technology
o Department Final pricé to bfa Reduction in City f:ost
Description Estimate charged to the City - compared to original
by PCMG, Inc. Department estimate
Year 1-3 Upfro.nt Commitment®. $24,788,116 524,087,036 $701,080
* Year 1 True-Up Estimate 2,288,729 2,076,507 $212,222
 Year2 True-Up Estimate 2,286,189 2,094,783 $191,406
Year 3 Trué—Up .Es;cime.lte 2,232,723 2,070,215 $162,508
Total Estimated Cost $31,595,756 $30,328,541 $1,267,215

1.  Upfront commitment is based on the minimum forecast that the Department of Technology and major City departments
anticipate needing and therefore purchasing for each fiscal year.

2. The True-Up Estimate is the additionavl, foreseeable forecast that the Department of Technology predicts will be spent
based on past practices. .

The proposed new three year agreement cost with PCMG in an amount of $30,328,541 is
$1,699,071 or 5.9 percent more than the existing three year agreement with En Pointe LLC of
$28,629,470. According to Mr. Xie, Microsoft continuously upgrades its existing products and
therefore the prices increase over time. In addition, the demand on new computing power and
data storage is likely to continue to grow in the next three years. The Department of
Technology estimated the cost of Microsoft services and products under the proposed
agreement based on extensive discussions with 27 participating City departments, plus a
contingency for new products that the City has not yet used today but may need in the future.®

Funds to pay the agreements’ costs will come from the annual operating budgets of respective
City departments, as appropriated by the Board of Supervisors.

RECOMMENDATION

Approve the proposed resolution

& According to Ms. Lu, these products may include products to enhance data analytics, data visualization, central
management of disparate devices, Skype for Business, and cloud versions of on premise applications.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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City and County of San Francisco Purchasing Department

Edwin M. Lee Jaci Fong
Mayor . Director and Purchaser
Purchasing
DATE: 5/15/2017
TO: Hao Xie
FROM: Shawn Pesters tel: (415) 554-7030, fax: (415) 554-4047

e-mail: shawn.pesters@sfgov.org

SUBJECT: Review and Recommendation — BID WP17001529 - Microsoft Enterprise Agreement

Transmittal and Purchasing's Comments:

Enclosed is information and related materials for your evaluation of the specifications submitted. Please return all these
materials to Central Purchasing, City Hall, Room 430, Use the lower part and back of this form {use additional sheets if
necessary) to recommend acceptance or rejection of the low offers. Please evaluate the offers in the order in which they
appear on the enclosed bidder's information and/or spreadsheet.

If rejecting a low offer, comprehensively state the specific reasons and include an explanation of why the article or
service does not meet the requirements as shown in the bid.

Bid Total Evaluated Bid Total
1. PCMQG, Inc. $30,328,540.90 $30,328,540.90 (Low Bid)
2. SHI A $30,859,083.04 $30,859,083.04
3. Comparex USA Inc. $31,697,475.20 $31,301,256.76
4. Crayon Software Experts LLC $31,574,462.96 $31,574,462.96

Department’s Recommendations and Comments.
Low Offer is Acceptable:

Low Offer Is not Acceptable. (Explanation is as follows.).

Hao Xie
Name (please print)
; ~ 5/15/2017
,___.V_-o—:s-
Siénature = Date

415-581-4068
Telephone number

City Hall, Room 430 1 Dr. Carlton B, Goodlett Place Tel. (415} 554-6743 F:ax (415) 554-4337 San FranciscoCA94102-4685
Recycled paper, 100% PCW E-mail: OCA@sfgov.org



Bid Award Report

Bid 17001529

This report was created on May 15, 2017 6:26:16 PM
Report created by WebProcure

Title: Microsoft Enterprise Agreement

Bid started: May 9, 2017 9:00 AM PDT

Bid opened: May 15, 2017 2:00 PM PDT
Collaboration started: May 9, 2017 9:15 AM PDT
Collaboration ended: May 15, 2017 1:00 PM PDT
Vendor may e-mail buyer directly: Yes

Solicitation Invitation Type: public
Description:

Delivery Terms: Free On Board Destination
DEPT OF TECHNOLOGY (T1S01)

ONE SOUTH VAN NESS, STE200

SAN FRANCISCO CA 94103 USA

Payment Terms: vendor Specified

Contact Information

City and County of San Francisco

Shawn Peeters .

1 Dr. Cariton B. Goodlett Place San Francisco CA, 94102 United States
Tel: (418) 554-7030

Fax: (415) 554-4047

shawn.peeters@sfgov.org



Solicitation Questionnaire:

Solicitation 17001529, Microsoft Enterprise Agreement

SHI Y

PCMG, Inc. Y

Comparex USA inc. Y

Crayon SOftware Experts LLC Y

Question Are you a Mlcrosoft LAR entltled Ito transactmsing the RlverSIde Mlcrosoft Enterplrse Agreement Enrollmen ":.'01 E73970?
SHI Y

PCMG, Inc. Y

Comparex USA inc. Y

Crayon Software Experts LLC

Queshon 'Arehyou'mcluding a completed Attac am

SHI

City and County of SF Copy of 3 - Attachment B - Microsoft Price Sheet.xIsx

PCMG, Iinc.

3 - Attachment B - Microsoft Price Sheet
Completed.xlsx

Comparex USA Inc.

Copy of 3 - Attachment B - Microsoft Price Sheet 5-14-17 Final.xiIsx

Crayon Software Experts LLC

3 - Attachment B - Microsoft Price Sheet.xIsx

Report Created: May 15, 2017.6:26:16 PM

Page: 3




No. Item Supplier Alternati |Prod. Mfr. Mfr. Delivery | Unit Bid| Total Qty | Awarded |item Total |Evaluated
ve No Name No Date item Qty Item Total
1 Microsoft EA - Riverside PCMG, Inc. $30,328,5 1.0 lot 1.00 lot| $30,328,540.9| $30,328,540.9
Agreement 40.80 0 0
Specification Number:

Supplier Notes: Row 7 Part number is incorrect. It should be AAA-12415, Description Is incorrect and should read CoreCAL BridgeO365 ALNG SubsVL MVL
Pitfrm (This one Is Platform).
Note* Part number you've posted is for WinSvrDCCore ALNG SA MVL 2Lic Corelic
Row 8 Part number is correct. Description is incorrect. It should read CoreCALBridge0365 ALNG SubsVL MVL. PerUsr (This one is not Platform)
Row 16 Part number is incotrect. it shouid be AAA-11894 as per Microsofts Quote. ]
Row 59 Part number is incorrect. It should be KV3-00356 as per Microsofts Quote. Description is incorrect. it should read WINE3perDVC ALNG UpgrdSAPk MVL

Pitfrm

SHI $30,859,0 1.0Jot $30,859,083.0 ] $30,859,083.0
83.04 ’ 4 4

Crayon Software various- $31,574,4 1.0 lot $31,574,462.9 | $31,574,462.9

Experts LLC various 62.96 6 6

Comparex USA $31,697.4 1.01ot $31,697,475.2 | $31,301,256.7
75.20 0

Inc.
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City and County of San Francisco
Office of Contract Administration
Purchasing Division
City Hall, Room 430
1 Dr. Carlton B. Goodlett Place
“ San Francisco, California 94102-4685

RESELLER AGREEMENT FOR MICROSOFT SOFTWARE LICENSES AND SOFTWARE
AS A SERVICE
BETWEEN THE CITY AND COUNTY OF SAN FRANCISCO AND

PCMG, Inc.

This agreement (the “Agreement”) is made this 22nd day of May, 2017, in the City and County
of San Francisco, State of California, by and between PCMG, Inc., located at 1940 East
Mariposa Ave. El Segundo, CA 90245, hereinafter referred to as “Reseller” or “Contractor,” and
the City and County of San Francisco, a municipal corporation, hereinafter referred to as “End
User,” or “City,” acting by and through its Director of the Office of Contract Administration,
hereinafter referred to as “Purchasing” (collectively the “Parties™).

Recitals

WHEREAS, the City wishes to acquire Microsoft enterprise software licenses and software as a
service as described in the attached Enrollment Documents, and,

WHEREAS, Microsoft requires City to acquire such software licenses and software as a service
through an authorized Microsoft reseller; and

WHEREAS, a Request for Quotes (“RFQ”) was issued on May 9, 2017, and City selected
Contractor as the lowest bid pursuant to the RFQ;

WHEREAS, Reseller represents and warrants that it is an authorized Microsoft Reseller qualified
to sell such software licenses and software as a service as set forth under this Agreement.

Now, THEREFORE, the Parties agree as follows:

1. Definitions. Where any word or phrase defined below, or a pronoun used in place
thereof, is used in any part of this Agreement, it shall have the meaning herein set forth.

Software Licenses/SaaS Services
P-548 (2-17) 10f29 May 22, 2017



Agreement

Authorization;
Authorization Document

City Data
Customer
Deliverables

Enrollment Documents

Enterprise Agreement
Amendment

Enterprise Agreement
State and Local

Master Agreeinent aka
“the Riverside
Agreement”

Online Services or Saas
Services

Online Service Terms

Software Licenses/Saas Services
P-548 (2-17)

This document and any attached appendices or exhibits,
including any future written and executed amendments.

This Agreement, a Blanket Purchase Order, Contract Order, or
Purchase Order of the City, properly executed by the
Department of Technology and Purchasing, and certified by
the Controller for the specific funding of this Agreement or
any modification thereof.

All data including all text, sound, software, image or video files
provided to Microsoft on behalf of the City.

The City and County of San Francisco as identiﬁed. in the
Enrollment Documents.

The products and services identified in the Ordering
Documents attached hereto as Exhibit C,

Enterprise Agreement Amendment, Enterprise Agreement State
and Local, Master Agreement aka “the Riverside Agreement,”
Online Service Terms, Product Terms, Service Level
Agreement, attached hereto as Exhibit A.

Document containing the terms applicable to the City’s
Enrollment, attached hereto as Exhibit A-1.

Document containing the terms for the Microsoft Government
Cloud offered to local, state and federal agencies, attached
hereto as Exhibit A-2.

Agreement between Riverside County and Microsoft that
contains the terms for Enterprise clients in California, attached
hereto as Exhibit A-3.

Microsoft hosted services identified as Online Services in the
Product Terms.

Document containing the terms for the Microsoft online
software products, the SAAS products, attached hereto as
Exhibit A-4.

20f29 May 22,2017



Product Terms Document containing terms for the Microsoft software
products, attached hereto as Exhibit A-5.

Service Level Agreement  Document containing the service levels required for online
services, attached hereto as Exhibit A-6.

Software or Saas Software provided by Contractor to City that operates on City-

Application provided machines solely to facilitate the use of the A
Subscription Service. Licensed copies of Microsoft Software
identified in the Product Terms. Software does not include
Online Services, but Software may be part of an Online
Service.

Subscription Term The term of authorized use of the Subscription Service as set
forth in the Order Form.

Whenever the words “as directed,” “as required,” “as permitted,” or words of like effect are
used, it shall be understood as the direction, requirement, or permission of the Department of
Technology. The words “sufficient,” “necessary,” or “proper,” and the like, mean sufficient,
necessary or proper in the judgment of the Department of Technology, unless otherwise
indicated by the context.

2. Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of
Non-Appropriation. This Agreement is subject to the budget and fiscal provisions of the City’s
Charter. Charges will accrue only after prior written authorization certified by the Controller,
and the amount of City’s obligation hereunder shall not at any time exceed the amount certified
for the purpose and period stated in such advance authorization. This Agreement will terminate
without penalty, liability or expense of any kind to City at the end of any fiscal year if funds are
not appropriated for the next succeeding fiscal year. If funds are appropriated for a portion of the
fiscal year, this Agreement will terminate, without penalty, liability or expense of any kind at the
end of the term for which funds are appropriated. City has no obligation to make appropriations
for this Agreement in lieu of appropriations for new or other agreements. City budget decisions
are subject to the discretion of the Mayor and the Board of Supervisors. Contractor’s assumption
of risk of possible non-appropriation is part of the consideration of this Agreement.

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF
THIS AGREEMENT. '

3. Term of the Agreement. Subject to Section 2, the term of this Agreement shall be from
June 1, 2017 to May 31, 2020, unless sooner terminated in accordance with the provisions of this
Agreement,

Software Licenses/SaaS Services
P-548 (2-17) 3 0f29 May 22, 2017



4, Effective Date of the Agreement. This Agreement shall become effective when the
Controller has certified to the availability of funds and Contractor has been notified in writing.

5. Microsoft Licenses and Support.

a. Licenses. Subject to City’s payment of fees to Reseller as set forth in this Agreement,
and the terms and conditions of the Enrollment Documents, Reseller shall, for the term of this
Agreement: (i) procure for, and pass through to City the use the software licenses specified in the
Ordering Document attached hereto as Exhibit C. Reseller shall administer all orders in
accordance with Enrollment documents. The software licenses shall be delivered to, and
accessed by, City electronically by direct link to Microsoft.

b. Maintenance and Support Services. Subject to City’s payment of fees to
Reseller as set forth in this Agreement and the terms and conditions of the Enrollment
Documents, Reseller shall procure for City maintenance and support services.

6. Warranties. Right to Sublicense or Pass Through License and Support. Contractor
hereby warrants that it is an authorized reseller of Microsoft licenses and as such, authorized to:
(a) procure for City on behalf of Microsoft the software licenses including support and
maintenance services subject to the terms and conditions of the Enrollment Documents; and (b)
to undertake the duties of Reseller concerning fees and administration of the Enrollment
Documents.

7. Online Services/SaaS Licensed Software

a. SaaS Licensed Software. Subject to City’s payment of fees to Reseller as set
forth in this Agreement, and the terms and conditions of the Enrollment Documents, Reseller
shall, for the term of this Agreement: (i) procure for, and pass through to City the use the
software as a service [“SaaS”] specified in the Enrollment Documents. Reseller shall administer
all orders in accordance with the Enrollment documents. The SaaS shall be delivered to, and
accessed by, City electronically by direct link to Microsoft. Contractor grants City a renewable,
irrevocable, non-exclusive, royalty-free, and worldwide license to access, display, and execute
the SaaS Application and SaaS Services during the Term of this Agreement and any renewals
thereof, if any.

b. Click-Wrap Disclaimer. No “click to accept” agreement that may be required
for the City and/or Authorized Users’ access to the SaaS Services or Contractor's Website and no
“terms of use” or “privacy policy” referenced therein or conditioned for use of the SaaS Services
or Contractor's Website shall apply. Only the provisions of this Agreement as amended from
time to time shall apply to City and/or Authorized Users for access thereto and use thereof, The
Parties acknowledge that City and/or each Authorized User may be required to click "Accept" as
a condition of access to the SaaS Services through the Contractor's Website, but the provisions of
such “click to accept” agreement and other terms (including Terms of Use and Privacy Policy)
referenced therein shall be null and void for City and/or each such Authorized User.

c. SaaS Application Title. City acknowledges that title to each SaaS Application
and Saa$S Services shall at all times remain with Contractor, and that City has no rights in the
SaaS Application or SaaS Services except those expressly granted by this Agreement.

d. Authorized APIs. City shall be permitted to access and use Contractor’s SaaS
Application Program Interfaces (APIs) when commercially available to develop and modify, as
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necessary, macros and user interfaces for use with any existing or future City systems and
infrastructure. For purposes of this Agreement, such development shall be deemed an authorized
modification but will not be supported by Contractor. Functionality and compatibility of City
developed macros will be sole responsibility of City. Any such macros or user interfaces
developed by City shall become the property of City. All flat-file exchanges will be over an
encrypted file transport service (ftps/vsftpd/scp/sfip) to a secure private fip site.

€. Proprietary Markings. City agrees not to.remove or destroy any proprietary
markings or proprietary legends placed upon or contained within the Licensed SaaS Application
or any related materials or Documentation.

8. Payment. Compensation shall be due and as set forth in the attached Calculation of
Costs and Ordering Documents. Compensation shall be due and payable within 30 days of the
date of undisputed invoice. The charges associated with this Agreement are set forth in the
Calculation of Costs attached hereto as Exhibit B.

In no event shall City be liable for interest or late charges for any late payments,
9. Project Managers; Services Contractor Agrees to Perform.

a. Project Managers. Contractor and City shall each designate a Project Manager,
who shall be accessible by telephone throughout the duration of the Agreement and shall be
available 9 a.m. to S p.m. Monday through Friday, excluding City-designated holidays. These
hours may be adjusted by mutual agreement of City and Contractor. The City and Contractor
shall use their best efforts to maintain the same Project Manager throughout the duration of the
Agreement. However, if a Party needs to replace its Project Manager, the Party shall provide the
other Party written notice thereof at least forty-five (45) days prior to the date the Project
Manager shall be replaced. Notwithstanding the foregoing, the Parties have the right to appoint
temporary Project Managers in connection with short term unavailability, sick leave or
reasonable vacations. Parties shall notify each other in advance of any such temporary
appointments, City may require Contractor to replace its Project Manager, by giving Contractor
notification thereof and City’s objective reasons therefor.

Contractor’s Project Manager: Katheleen Jackson
‘ 1940 East Mariposa Ave. El Segundo, CA
90245
cesfea@pemg.com
310-337-5206

City’s Project Manager: Hao Xie
Strategic Sourcing Manager
Department of Technology
One South Van Ness, 2nd Floor,
Office 2202
San Francisco, CA 94103
Hao. Xie@sfgov.org
415-581-4066

b.  Services Contractor Agrees to Perform. During the Term of this Agreement,
Contractor will perform all of the services set forth in Appendix D.
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10.  Contractor’s Default, Failure or refusal of Contractor to perform or do any act herein
required shall constitute a default. In the event of any default, in addition to any other remedy
available to City, this Contract may be terminated by City pursuant to Section 30 (Termination;
Disposition of Content) of the Agreement. Such termination does not waive any other legal
remedies available to City.

11.  City Data

a. Ownership of City Data. The Parties agree that as between them, all rights,
including all intellectual property rights, in and to the City Data and any derivative works of the
City Data shall remain the exclusive property of the City. The Contractor hereby warrants that
the SaaS Application does not maintain, store, or export the City Data using a database structure,
data model, entity relationship diagram or equivalent which is itself a trade secret or which
would cause substantial injury to the competitive position of the Contractor if published.

b. Use of City Data. Contractor is provided a limited non-exclusive license to use
the City Data solely for performing its obligations under the Agreement and not for Contractor’s
own purposes or later use. Nothing herein shall be construed to confer any license or right to the
City Data, including user tracking and exception City Data within the system, by implication,
estoppel or otherwise, under copyright or other intellectual property rights, to any third party.
Unauthorized use of City Data by Contractor or third parties is prohibited. For purpose of this
requirement, the phrase “unauthorized use” means the data.mining or processing of data, stored
or transmitted by the service, for unrelated commercial purposes, advertising or advertising-
related purposes, or for any other purpose other than security or service delivery analysis that is
not explicitly authorized.

c. Access to and Extraction of City Data. City shall have access to City’s Data
24-hours a day, 7 days a week. The SaaS Application shall be capable of creating a digital,
reusable copy of the City Data, in whole and in parts, as a platform independent and machine-
readable file. Such file formats include, without limitation, plain text files such as comma-
delimited tables, extensible markup language, and javascript object notation. City Data which is
stored in binary formats, including without limitation portable document format, JPEG, and
portable network graphics files, shall instead be reproducible in the same format in which it was
loaded into the SaaS Application. This reusable copy must be made available in a publicly
documented and non-proprietary format, with a clearly-defined data structure and a data
dictionary for all terms of art contained in the data. For purposes of this section, non-proprietary
formats include formats for which royalty-free codecs are available to end-users. Contractor
warrants that City shall be able to extract City Data from the SaaS Application on demand, but
no later than 24-hours of City’s request, without charge and without any conditions or
contingencies whatsoever (including but not limited to the payment of any fees due to
Contractor).

d. Data Breach; Loss of City Data. In the event of any Data Breach, act, error,
omission, negligence, misconduct, or breach that compromises or is suspected to compromise the
security, confidentiality, or integrity of City Data or the physical, technical, administrative, or
organizational safeguards put in place by Contractor that relate to the protection of the security,
confidentiality, or integrity of City Data, Contractor shall, as applicable:
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i Notify City immediately following discovery, but no later than twenty-
four (24) hours, of becoming aware of such occurrence or suspected occurrence. Contractor’s
report shall identify:

a. the nature of the unauthorized access, use or disclosure;
b. the Confidential Information accessed, used or disclosed;

c. the person(s) who accessed, used and disclosed and/or received
protected information (if known);

d. what Contractor has done or will do to mitigate any deleterious effect
of the unauthorized access, use or disclosure, and

€. What corrective action Contractor has taken or will take to prevent
future unauthorized access, use or disclosure.

ii. In the event of a suspected Breach, Contractor shall keep the City
informed regularly of the progress of its investigation until the uncertainty is resolved,

iii. Contractor shall coordinate with the City in its breach response activities
including without limitation:

a. immediately preserve any potential forensic evidence relating to the
breach, and remedy the breach as quickly as circumstances permit;

b. Promptly (within 2 business days) designate a contact person to whom
the City will direct inquiries, and who will communicate Contractor responses to City inquiries;

c. Asrapidly as circumstances permit, apply appropriate resources to
remedy the breach condition, investigate, document, restore City service(s) as directed by the
City, and undertake appropriate response activities;

d. Provide status reports to the City on Breach response activities, either
on a daily basis or a frequency approved by the City;

e. Make all reasonable efforts to assist and cooperate with the City in its
Breach response efforts;

f.  Ensure that knowledgeable Contractor staff are available on short
notice, if needed, to participate in City-initiated meetings and/or conference calls regarding the
Breach; and

g. Cooperate with City in investigating the occurrence, including making
available all relevant records, logs, files, data reporting, and other materials required to comply
with applicable law or as otherwise required by City.

iv. In the case of personally identifiable information (PII) or protected health
information (PHI), at City’s sole election, (a) notify the affected individuals as soon as
practicable but no later than is required to comply with applicable law, or, in the absence of any
legally required notification period, within five (5) calendar days of the occurrence; or, (b)
reimburse City for any costs in notifying the affected individuals;

V. In the case of P11, provide third-party credit and identity monitoring
services to each of the affected individuals who comprise the PII for the period required to
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comply with applicable law, or, in the absence of any legally required monitoring services, for no
fewer than eighteen (18) months following the date of notification to such individuals;

vi. Perform or take any other actions required to comply with applicable law
as a result of the occurrence;

vii. Without limiting Contractor’s obligations of indemnification as further
described in this Agreement, indemnify, defend, and hold harmless City for any and all claims,
including reasonable attorneys’ fees, costs, and expenses incidental thereto, which may be
suffered by, accrued against, charged to, or recoverable from City in connection with the
occurrence;

viii. Recreate lost City Data in the manner and on the schedule set by City
without charge to City; and ‘

ix. Provide to City a detailed plan within ten (10) calendar days of the
occurrence describing the measures Contractor will undertake to prevent a future occurrence.

X. Notification to affected individuals, as described above, shall comply with
applicable law, be written in plain language, and contain (at the City's election) information that
may include: name and contact information of Contractor’s (or City’s) representative; a
description of the nature of the loss; a list of the types of data involved; the known or
approximate date of the loss; how such loss may affect the affected individual; what steps
Contractor has taken to protect the affected individual; what steps the affected individual can
take to protect himself or herself; contact information for major credit card reporting agencies;
and, information regarding the credit and identity monitoring services to be provided by
Contractor.

xi. Contractor shall retain and preserve City Data in accordance with the
City’s instruction and requests, including without limitation any retention schedules and/or
litigation hold orders provided by the City to Contractor, independent of where the City Data is
stored.

xii. City shall conduct all media communications, unless at its sole discretion
directs Contractor to do so, related to such Data Breach.

12. Warrantieé of Contractor.

a. Warranty of Authority; No Conflict. Each Party hereby warrants to the other
that it is authorized to enter into this Agreement and that its performance thereof will not conflict
with any other agreement.

b. Warranty of Performance. Contractor hereby warrants that when fully
implemented, the SaaS Application to be configured and provided under this Agreement shall
perform in accordance with the Specifications applicable thereto. With respect to all Services to
be performed by Contractor under this Agreement, Contractor warrants that it will use reasonable
care and skill. All services shall be performed in a professional, competent and timely manner by
Contractor personnel appropriately qualified and trained to perform such services.

c. Compliance with Description of Services. Contractor represents and warrants
that the SaaS Application and Services specified in this Agreement and all updates and
improvements to the SaaS Application and Services will comply in all material respects with the
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Specifications and representations specified in the Documentation (including performance,
capabilities, accuracy, completeness, characteristics, specifications, configurations, standards,
functions and requirements) as set forth (i) herein or in any amendment hereto, and (ii) the
updates thereto.

a. Compensation No charges shall be incurred under this Agreement nor shall any
payments become due to Contractor until reports, services, or both, required under this
Agreement are received from Contractor and approved by City as being in accordance with this
Agreement. City may withhold payment to Contractor in any instance in which Contractor has
failed or refused to satisfy any material obligation provided for under this Agreement. In no
event shall the amount of this Agreement exceed Thirty Million, Three Hundred and Twenty-
Eight Thousand, Five Hundred and Forty-One Dollars [$30,328,541]. The breakdown of charges
associated with this Agreement are set forth in the Calculation of Costs attached hereto as
Exhibit B. In no event shall City be liable for interest or late charges for any late payments.

13.  Reserved. (Disallowance)
14, Indemnification.

a. General Indemnification. Contractor shall indemnify and hold harmless City
and its officers, agents and employees from, and, if requested, shall defend them from and
against any and all liabilities (legal, contractual, or otherwise), losses, damages, costs, expenses,
or claims for injury or damages (collectively, “Claims™), arising from or in any way connected
with Contractor’s performance of the Agreement, including but not limited to, any: (i) injury to
or death of a person, including employees of City or Contractor; (ii) loss of or damage to
property; (iii) violation of local, state, or federal common law, statute or regulation, including but
not limited to privacy or personally identifiable information, health information, disability and
labor laws or regulations; (iv) strict liability imposed by any law or regulation; or (v) losses
arising from Contractor's execution of subcontracts not in accordance with the requirements of
this Agreement applicable to subcontractors; except where such Claims are the result of the sole
active negligence or willful misconduct of City. The foregoing indemnity shall include, without
limitation, reasonable fees of attorneys, consultants and experts and related costs and City’s costs
of investigating any claims against the City. In addition to Contractor’s obligation to indemnify
City, Contractor specifically acknowledges and agrees that it has an immediate and independent
obligation to defend City from any claim which actually or potentially falls within this
indemnification provision, even if the allegations are or may be groundless, false or fraudulent,
which obligation arises at the time such Claim is tendered to Contractor by City and continues at
all times thereafter.

b, Infringement Indemnification. If notified promptly in writing of any judicial
action brought against City based on an allegation that City’s use of the Software and/or SaaS
Application and Services infringes a patent, copyright, or any right of a third party or constitutes
misuse or misappropriation of a trade secret or any other right in intellectual property
(Infringement), Contractor will hold City harmless and defend such action at its own expense.
Contractor will pay the costs and damages awarded in any such action or the cost of settling such
action, provided that Contractor shall have sole control of the defense of any such action and all
negotiations or its settlement or compromise. If notified promptly in writing of any informal
claim (other than a judicial action) brought against City based on an allegation that City’s use of
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the Software Licenses and/or SaaS Application and/or Services constitutes Infringement,
Contractor will pay the costs associated with resolving such claim and will pay the settlement
amount (if any), provided that Contractor shall have sole control of the resolution of any such
claim and all negotiations for its settlement. In the event a final injunction is obtained against
City’s use of the Software Licenses and/or SaaS Application and Services by reason of
Infringement, or in Contractor’s opinion City’s use of the Software Licenses and/or SaaS
Application and Services is likely to become the subject of Infringement, Contractor may at its
option and expense: (a) procure for City the right to continue to use the Software Licenses and/or
SaaS Application and Services as contemplated hereunder, (b) replace the Software Licenses
and/or SaaS Application and Services with a non-infringing, functionally equivalent substitute
SaaS Application and Services, or (c) suitably modify the Software Licenses and/or SaaS
Application and Services to make its use hereunder non-infringing while retaining functional
equivalency to the unmodified version of the Software Licenses and/or SaaS Application and
Services. If none of these options is reasonably available to Contractor, then the applicable
Authorization Document or relevant part of such Authorization Document may be terminated at
the option of either Party hereto and Contractor shall refund to City all amounts paid under this
Agreement for the license of such infringing Software Licenses and/or SaaS Application and/or
Services. Any unauthorized modification or attempted modification of the Software Licenses
and/or SaaS Application and Services by City or any failure by City to implement any
improvements or updates to the Software Licenses and/or SaaS Application and Services, as
supplied by Contractor, shall void this indemnity unless City has obtained prior written
authorization from Contractor permitting such modification, attempted modification or failure to
implement. Contractor shall have no liability for any claim of Infringement based on City’s use
or combination of the Software Licenses and/or SaaS Application and Services with products or
data of the type for which the SaaS Application and Services was neither designed nor intended
to be used.

15.  Guaranteed Maximum Costs. The City’s obligation hereunder shall not at any time
exceed the amount certified by the Controller for the purpose and period stated in such
certification. Except as may be provided by City ordinances governing emergency conditions,
the City and its employees and officers are not authorized to request Contractor to perform
services or to provide materials, equipment and supplies that would result in Contractor
performing services or providing materials, equipment and supplies that are beyond the scope of
the services, materials, equipment and supplies agreed upon in the contract unless the agreement
is amended in writing and approved as required by law to authorize additional services,
materials, equipment or supplies. The City is not required to réimburse Contractor for services,
materials, equipment or supplies that are provided by Contractor which are beyond the scope of
the services, materials, equipment and supplies agreed upon in the contract and which were not
approved by a written amendment to the agreement having been lawfully executed by the City.
The City and its employees and officers are not authorized to offer or promise to Contractor
additional funding for the contract which would exceed the maximum amount of funding
provided for in the contract for Contractor’s performance under the contract. Additional funding
for the contract in excess of the maximum provided in the contract shall require lawful approval
and certification by the Controller of the City and County of San Francisco. The City is not
required to honor any offered or promised additional funding for a contract which exceeds the
maximum provided in the contract which requires lawful approval and certification of the
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Controller when the lawful approval and certification by the Controller has not been obtained.
The Controller is not authorized to make payments on any contract for which funds have not
been certified as available in the budget or by supplemental appropriation.

16.  Invoice Format. Invoices furnished by Contractor under this Agreement must be in a
form acceptable to the Controller, and must include a unique identifying number. All amounts
paid by City to Contractor shall be subject to audit by City. Payment shall be made by City to
Contractor at the address specified in the section entitled “Notice to the Parties.”

17. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco
Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false
claim shall be liable to the City for the statutory penalties set forth in that section. A contractor,
subcontractor or consultant will be deemed to have submitted a false claim to the City if the
contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an
officer or employee of the City a false claim or request for payment or approval; (b) knowingly
makes, uses, or causes to be made or used a false record or statement to get a false claim paid or
approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid
by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement
to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or
(e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently
discovers the falsity of the claim, and fails to disclose the false claim to the City within a
reasonable time after discovery of the false claim.

18. Taxes. Payment of any taxes, including possessory interest taxes, and California sales
and use taxes, levied upon this Agreement, the transaction, or the services delivered pursuant
hereto, shall be the obligation of Contractor.

19.  Payment Does Not Imply Acceptance of Work. The granting of any payment by City,
or the receipt thereof by Contractor, shall in no way lessen the liability of Contractor to replace
unsatisfactory work, the Licensed Software, although the unsatisfactory character of such work,
or Licensed Software may not have been apparent or detected at the time such payment was
made. Software, components, or workmanship that do not conform to the requirements of this
Agreement may be rejected by City and in such case must be replaced by Contractor without
delay.

20.  Qualified Personnel. Work under this Agreement shall be performed only by competent
personnel under the supervision of and in the employment of Contractor. Contractor will comply
with City's reasonable requests regarding assignment of personnel, but all personnel, including
those assigned at City's request, and must be supervised by Contractor.,

21. Responsibility for Equipment. City shall not be responsible for any damage to persons
or property as a result of the use, misuse or failure of any equipment used by Contractor, or by
any of its employees, even though such equipment be furnished, rented or loaned to Contractor
by City. The acceptance or use of such equipment by Contractor or any of its employees means
that Contractor accepts full responsibility for and agrees to exonerate, indemnify, defend and
save harmless City from and against any and all claims for any damage or injury of any type
arising from the use, misuse or failure of such equipment, whether such damage be to Contractor,
its employees, City employees or third parties, or to property belonging to any of the above.

22. Independent Contractor; Payment of Taxes and Other Expenses
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a.  Independent Contractor. Contractor or any agent or employee of Contractor
shall be deemed at all times to be an independent contractor and is wholly responsible for the
manner in which it performs the services and work requested by City under this Agreement.
Contractor, its agents, and employees will not represent or hold themselves out to be employees
of the City at any time. Contractor or any agent or employee of Contractor shall not have
employee status with City, nor be entitled to participate in any plans, arrangements, or
distributions by City pertaining to or in connection with any retirement, health or other benefits
that City may offer its employees. Contractor or any agent or employee of Contractor is liable
for the acts and omissions of itself, its employees and its agents. Contractor shall be responsible
for all obligations and payments, whether imposed by federal, state or local law, including, but
not limited to, FICA, income tax withholdings, unemployment compensation, insurance, and
other similar responsibilities related to Contractor’s performing services and work, or any agent
or employee of Contractor providing same. Nothing in this Agreement shall be construed as
creating an employment or agency relationship between City and Contractor or any agent or
employee of Contractor. Any terms in this Agreement referring to direction from City shall be
construed as providing for direction as to policy and the result of Contractor’s work only, and not
as to the means by which such a result is obtained. City does not retain the right to control the
means or the method by which Contractor performs work under this Agreement. Contractor
agrees to maintain and make available to City, upon request and during regular business hours,
accurate books and accounting records demonstrating Contractor’s compliance with this section.
Should City determine that Contractor, or any agent or employee of Contractor, is not
performing in accordance with the requirements of this Agreement, City shall provide Contractor
with written riotice of such failure. Within five (5) business days of Contractor’s receipt of such
notice, and in accordance with Contractor policy and procedure, Contractor shall remedy the
deficiency. Notwithstanding, if City believes that an action of Contractor, or any agent or
employee of Contractor, warrants immediate remedial action by Contractor, City shall contact
Contractor and provide Contractor in writing with the reason for requesting such immediate
action,

b. Payment of Taxes and Other Expenses. Should City, in its discretion, or a
relevant taxing authority such as the Internal Revenue Service or the State Employment
Development Division, or both, determine that Contractor is an employee for purposes of
collection of any employment taxes, the amounts payable under this Agreement shall be reduced
by amounts equal to both the employee and employer portions of the tax due (and offsetting any
credits for amounts already paid by Contractor which can be applied against this liability). City
shall then forward those amounts to the relevant taxing authority. Should a relevant taxing
authority determine a liability for past services performed by Contractor for City, upon
notification of such fact by City, Contractor shall promptly remit such amount due or arrange
with City to have the amount due withheld from future payments to Contractor under this
Agreement (again, offsetting any amounts already paid by Contractor which can be applied as a
credit against such liability). A determination of employment status pursuant to the preceding
two paragraphs shall be solely for the purposes of the particular tax in question, and for all other
purposes of this Agreement, Contractor shall not be considered an employee of City.
Notwithstanding the foregoing, Contractor agrees to indemnify and save harmless City and its
officers, agents and employees from, and, if requested, shall defend them against any and all
claims, losses, costs, damages, and expenses, including attorney’s fees, arising from this section.
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23. Nondiscrimination; Penalties

a. Contractor Shall Not Discriminate. In the performance of this Agreement,
Contractor agrees not to discriminate against any employee, City and County employee working
with such contractor or subcontractor, applicant for employment with such contractor or
subcontractor, or against any person seeking accommodations, advantages, facilities, privileges,
services, or membership in all business, social, or other establishments or organizations, on the
basis of the fact or perception of a person’s race, color, creed, religion, national origin, ancestry,
age, height, weight, sex, sexual orientation, gender identity, domestic partner status, marital
status, disability or Acquired Immune Deficiency Syndrome or HIV status (AIDS/HIV status), or
association with members of such protected classes, or in retaliation for opposition to
discrimination against such classes.

b. Subcontracts. Contractor shall incorporate by reference in all subcontracts the
provisions of §§12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code
(copies of which are available from Purchasing) and shall require all subcontractors to comply
with such provisions. Contractor’s failure to comply with the obligations in this subsection shall
constitute a material breach of this Agreement. .

c. Nondiscrimination in Benefits. Contractor does not as of the date of this
Agreement and will not during the term of this Agreement, in any of its operations in San
Francisco, on real property owned by San Francisco, or where work is being performed for the
City elsewhere in the United States, discriminate in the provision of bereavement leave, family
medical leave, health benefits, membership or membership discounts, moving expenses, pension
and retirement benefits or travel benefits, as well as any benefits other than the benefits specified
above, between employees with domestic partners and employees with spouses, and/or between
the domestic partners and spouses of such employees, where the domestic partnership has been
registered with a governmental entity pursuant to state or local law authorizing such registration,
subject to the conditions set forth in §12B.2(b) of the San Francisco Administrative Code.

d. Condition to Contract. As a condition to this Agreement, Contractor shall
execute the “Chapter 12B Declaration: Nondiscrimination in Contracts and Benefits” form
(Form CMD-12B-101) with supporting documentation and secure the approval of the form by
the San Francisco Contract Monitoring Division.

e. Incorporation of Administrative Code Provisions by Reference. The
provisions of Chapters 12B and 12C of the San Francisco Administrative Code are incorporated
in this Section by reference and made a part of this Agreement as though fully set forth herein.
Contractor shall comply fully with and be bound by all of the provisions that apply to this
Agreement under such Chapters, including but not limited to the remedies provided in such
Chapters. Without limiting the foregoing, Contractor understands that pursuant to §§12B.2(h)
and 12C.3(g) of the San Francisco Administrative Code, a penalty of $50 for each person for
each calendar day during which such person was discriminated against in violation of the
provisions of this Agreement may be assessed against Contractor and/or deducted from any
payments due Contractor.

24. Insurance
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a. Without in any way limiting Contractor’s liability pursuant to the
“Indemnification” section of this Agreement, Contractor must maintain in force, during the full
term of the Agreement, insurance in the following amounts and coverages:

1) Workers® Compensation, in statutory amounts, with Employers’ Liability
Limits not less than $1,000,000 each accident, injury, or illness; and

2) Commercial General Liability Insurance with limits not less than
$1,000,000 each occurrence and $2,000,000 general aggregate for Bodily Injury and Property
Damage, including Contractual Liability, Personal Injury, Products and Completed Operations;
and

-3 Commercial Automobile Liability Insurance with limits not less than
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage,
including Owned, Non-Owned and Hired auto coverage, as applicable.

4) Technology Errors and Omissions Liability coverage, with limits of
$2,000,000 each occurrence and each loss, and $2,000,000 general aggregate. The policy shall at
a minimum cover professional misconduct or lack of the requisite skill required for the
performance of services defined in the contract and shall also provide coverage for the following
risks:

(a) . Network security liability arising from the unauthorized access to,
use of or tampering with computers or computer systems, including hacker attacks; and

(b) Liability arising from the introduction of any form of malicious
software including computer viruses into, or otherwise causing damage to the City’s or third
person’s computer, computer system, network, or similar computer related property and the data,
software, and programs thereon.

5) Contractor shall maintain in force during the full life of the Agreement
Cyber and Privacy Insurance with limits of not less than $2,000,000 per occurrence and
$2,000,000 general aggregate. Such insurance shall include coverage for liability arising from
theft, dissemination, and/or use of Confidential Information, including but not limited to, bank
and credit card account information or personal information, such as name, address, social
security numbers, protected health information or other personally identifying information,
stored or transmitted in electronic form.

b. Commercial General Liability and CommerCIal Automobile Liability Insurance
policies must be endorsed to provide:

1) Name as Additional Insured the City and County of San Francisco, its
Officers, Agents, and Employees.

2) That such policies are primary insurance to any other insurance available
to the Additional Insureds, with respect to any claims arising out of this Agreement, and that
insurance applies separately to each insured against whom claim is made or suit is brought.

c. Regarding Workers’ Compensation, Contractor hereby agrees to waive
subrogation which any insurer of Contractor may acquire from Contractor by virtue of the
payment of any loss. Contractor agrees to obtain any endorsement that may be necessary to
effect this waiver of subrogation. The Workers’ Compensation policy shall be endorsed with a
waiver of subrogation in favor of the City for all work performed by the Contractor, its
employees, agents and subcontractors,
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d. All policies shall provide thirty days” advance written notice to the City of
reduction or nonrenewal of coverages or cancellation of coverages for any reason. Notices shall
be sent to the City address in the “Notice to the Parties” section

€. Should any of the required insurance be provided under a claims-made form,

- Contractor shall maintain such coverage continuously throughout the term of this Agreement
and, without lapse, for a period of three years beyond the expiration of this Agreement, to the
effect that, should occurrences during the contract term give rise to claims made after expiration
of the Agreement, such claims shall be covered by such claims-made policies.

f. Should any of the required insurance be provided under a form of coverage that
includes a general annual aggregate limit or provides that claims investigation or legal defense
costs be included in such general annual aggregate limit, such general annual aggregate limit
shall be double the occurrence or claims limits specified above.

g. Should any required insurance lapse during the term of this Agreement, requests
for payments originating after such lapse shall not be processed until the City receives
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this
Agreement effective on the date of such lapse of insurance.

h. Before commencing any operations under this Agreement, Contractor shall
furnish to City certificates of insurance and additional insured policy endorsements with insurers
with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of
California, and that are satisfactory to City, in form evidencing all coverages set forth above.
Failure to maintain insurance shall constitute a material breach of this Agreement.

. Approval of the insurance by City shall not relieve or decrease the liability of
Contractor hereunder.

25.  Incidental and Consequential Damages. Contractor shall be responsible for incidental
and consequential damages resulting in whole or in part from Contractor’s acts or omissions,
Nothing in this Agreement shall constitute a waiver of limitation of any rights which City may
have under applicable law.

26.  Liability of City. CITY’S PAYMENT OBLIGATIONS UNDER THIS AGREEMENT
SHALL BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED FOR IN
SECTION 11 (COMPENSATION) OF THIS AGREEMENT. NOTWITHSTANDING ANY
OTHER PROVISION OF THIS AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE,
REGARDLESS OF WHETHER ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR
ANY SPECIAL, CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES,
INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN
CONNECTION WITH THIS AGREEMENT OR THE SERVICES PERFORMED IN
CONNECTION WITH THIS AGREEMENT.

27. Force Majeure.

a. Liability. No Party shall be liable for any default or delay in the performance of
its obligations under this Agreement: (i) if and to the extent such default or delay is caused,
directly or indirectly, by: fire, flood, earthquake, elements of nature or acts of God; riots, civil
disorders, or any other cause beyond the reasonable control of such Party (a "Force Majeure
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Event"), (ii) provided the non-performing Party is without fault in causing reasonable
precautions and cannot reasonably be circumvented by the non-performing Party through the use
of alternate sources, workaround plans or other means (including, with respect to Contractor, by
meeting its obligation for performing disaster recovery services as described in Section 26(d)).

b. Duration. In such event, the non-performing Party shall be excused from further
performance or observance of the obligation(s) so affected for as long as such circumstances
prevail and such Party continues to use its best efforts to recommence performance or
observance whenever and to whatever extent possible without delay. Any Party so delayed in its
performance shall immediately notify the Party to whom performance is due by telephone (to be
confirmed in writing within two (2) days of the inception of such delay) and describe at a
reasonable level of detail the circumstances causing such delay.

c. Effect. If any event under Section 26(a), above substantially prevents, hinders, or
delays performance of the Services as critical for more than fifteen (15) consecutive days, then at
City's option: (i) City may terminate any portion of this Agreement so affected and the charges
payable hereunder shall be equitably adjusted to reflect those terminated Services; or (ii) City
may terminate this Agreement without liability to City or Contractor as of a date specified by
City in a written notice of termination to Contractor. Contractor shall not have the right to any
additional payments from City for costs or expenses incurred by Contractor as a result of any
force majeure condition that lasts longer than three (3) days.

28.  Nondisclosure. Subject to the San Francisco Administrative Code §67.24(¢) and to any
state open records or freedom of information statutes, and any other applicable laws, City agrees
that it shall treat the SaaS Services with the same degree of care as it treats like information of its
own, which it does not wish to disclose to the public, from the date the SaaS Services are
Accepted by the City until the SaaS Services are terminated as provided herein. The obligations
of the City set forth above, however, shall not apply to the SaaS Services, or any portion thereof,
which:

a. is now or hereafter becomes publicly known;

b. is disclosed to the City by a third party which the City has no reason to believe is
not legally entitled to disclose such information;

c. is known to the City prior to its receipt of the Licensed SaaS Application and
Services; .

d. is subsequently developed by the City independently of any disclosures made
hereunder by Contractor;

€. is disclosed with Contractor’s prior written consent;

f. is disclosed by Contractor to a third party without similar restrictions.
29.  Proprietary or Confidential Information.

a. Proprietary or Confidential Information of City. Contractor understands and

agrees that, in the performance of the work or services under this Agreement may involve access
to City Data which is Confidential Information. Contractor and any subcontractors or agents

shall use Confidential Information only in accordance with all applicable local, state and federal
laws restricting the access, use and disclosure of Confidential Information and only as necessary
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in the performance of this Agreement. Contractor’s failure to comply with any requirements of
local, state or federal laws restricting access, use and disclosure of Confidential Information shall
be deemed a material breach and City may terminate the Agreement. In addition to termination
or any other remedies set forth in this Agreement or available in equity or law, the City may
bring a false claim action against the Contractor pursuant to Chapters 6 or 21 of the
Administrative Code, or debar the Contractor. Contractor agrees to include all of the terms and
conditions regarding Confidential Information contained in this Agreement in all subcontractor
or agency contracts providing services under this Agreement.

b, Obligation of Confidentiality. Subject to the San Francisco Administrative
Code §67.24(e) and to any state open records or freedom of information statutes, and any other
applicable laws, the Parties agree to hold all Confidential Information in strict confidence and
not to copy, reproduce, sell, transfer, or otherwise dispose of, give or disclose such Confidential
Information to third parties other than employees, agents, or subcontractors of a Party who have
a need to know in connection with this Agreement or to use such Confidential Information for
any purposes whatsoever other than the performance of this Agreement. The Parties agree to
advise and require their respective employees, agents, and subcontractors of their obligations to
keep all Confidential Information confidential.

c. Nondisclosure. The receiving Party of proprietary or Confidential Information
agrees and acknowledges that it shall have no proprietary interest in the Confidential Information
and will not disclose, communicate nor publish the nature or content of such information to any
person or entity, nor use, except in connection with the performance of its obligations under this
Agreement or as otherwise authorized in writing by the disclosing Party, any of the Confidential
Information it produces, receives, acquires or obtains from the disclosing Party. The receiving
Party shall take all necessary steps to ensure that the Confidential Information is securely
maintained. The receiving Party's obligations set forth herein shall survive the termination or
expiration of this Agreement. In the event the receiving Party becomes legally compelled to
disclose any of the Confidential Information, it shall provide the disclosing Party with prompt
notice thereof and shall not divulge any information until the disclosing Party has had the
opportunity to seek a protective order or other appropriate remedy to curtail such disclosure. If
such actions by the disclosing Party are unsuccessful, or the disclosing Party otherwise waives its
right to seek such remedies, the receiving Party shall disclose only that portion of the
Confidential Information which it is legally required to disclose.

d. Litigation Holds. Contractor shall retain and preserve City Data in accordance
with the City’s instruction and requests, including without limitation any retention schedules
and/or litigation hold orders provided by the City to Contractor, independent of where the City
Data is stored.

€. Cooperation to Prevent Disclosure of Confidential Information. Each Party
shall use its best efforts to assist the other Party in identifying and preventing any unauthorized -
use or disclosure of any Confidential Information. Without limiting the foregoing, each Party
shall advise the other Party immediately in the event either Party learns or has reason to believe
that any person who has had access to Confidential Information has violated or intends to violate
the terms of this Agreement and each Party will cooperate with the other Party in seeking
injunctive or other equitable relief against any such person.

Software Licenses/SaaS Services
P-548 (2-17) 17 of 29 May 22,2017



f. Remedies for Breach of Obligation of Confidentiality. Each Party
acknowledges that breach of its obligation of confidentiality may give rise to irreparable injury to
the other Party, which damage may be inadequately compensable in the form of monetary
damages. Accordingly, a Party may seek and obtain injunctive relief against the breach or
threatened breach of the foregoing undertakings, in addition to any other legal remedies which
may be available, to include, in the case of City, at the sole election of City, the immediate
termination, without liability to City, of this Agreement.

g. Surrender of Confidential Information upon Termination. Upon termination
of this Agreement, in whole or in part, each Party shall, within five (5) calendar days from the
date of termination, return to the other Party any and all Confidential Information received from
the other Party, or created or received by a Party on behalf of the other Party, which are in such
Party’s possession, custody, or control; provided, however, that Contractor shall return City Data
to City following the timeframe and procedure described further in this Agreement, Should
Contractor or City determine that the return of any Confidential Information, other than City
Data, is not feasible, such Party shall destroy the Confidential Information and shall certify the
same in writing within five (5) calendar days from the date of termination to the other Party,
pursuant to Section 30(b) of this Agreement.

h. Data Privacy and Information Security Program. Without limiting
Contractor’s obligation of confidentiality as further described herein, Contractor shall be
responsible for establishing and maintaining a data privacy and information security program,
including physical, technical, administrative, and organizational safeguards, that is designed to:
(i) ensure the security and confidentiality of the City Data; (ii) protect against any anticipated
threats or hazards to the security or integrity of the City Data; (iii) protect against unauthorized
disclosure, access to, or use of the City Data; (iv) ensure the proper disposal of City Data; and,
(v) ensure that all of Contractor’s employees, agents, and subcontractors, if any, comply with all
of the foregoing. In no case shall the safeguards of Contractor’s data privacy and information
security program be less stringent than the safeguards used by City.

1. City’s Right to Termination for Deficiencies. City reserves the right, at its sole
election, to immediately terminate this Agreement without limitation and without liability if City
reasonably determines that Contractor fails or has failed to meet its obligations under this
Section.

J. Data Transmission. The Contractor shall ensure that all electronic transmission
or exchange of system and application data with City and/or any other parties expressly
designated by City shall take place via encrypted secure means (using HTTPS or SFTP or most
current encryption methods). The Contractor shall also ensure that all data exchanged shall be
used expressly and solely for the purposes enumerated in the Agreement. Data shall not be
distributed, repurposed or shared across other applications, environments, or business units of the
Contractor. The Contractor shall ensure that no City Data of any kind shall be copied, modified,
destroyed, deleted, transmitted, exchanged or otherwise passed to other vendors or interested
parties except on a case-by-case basis as specifically agreed to in writing by City. Access to City
Data by Contractor from outside the continental United States is prohibited.

30. SSAE 16, SOC 2/SOC 3 and/or SOC 1 Audit Report. During the Term of the
Agreement, Contractor will provide, on an annual basis, the SSAE 16, SOC 2/SOC 3 and/or
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SOC 1 Audit report ("Audit Reports") (if Contractor is using a hosting service provider, the
Audit Report it receives from its service provider) as follows: (a) the Audit Reports will include
a 365 day (twelve month) testing period; and (b) the Audit Reports will be available to City no
later than thirty (30) days after they are received by Contractor. Upon City's written request,
Contractor will provide a so-called "negative assurance opinion" to City as soon as said opinion
is received from Contractor's hosting service provider. Contractor shall on an annual basis, and
otherwise as reasonably requested by City: (i) provide the foregoing Audit Reports to City and
(i) request such "negative assurance opinions" on City's behalf. Contractor shall implement
reasonably required safeguards as identified by City or by any audit of Contractor’s data privacy
and information security program.

31. Termination; Disposition of Content.

a. Termination for Cause and/or Convenience. City shall have the right, without
further obligation or liability to Contractor:

(i) To immediately terminate this Agreement if Contractor commits any
breach of this Agreement and fails to remedy such breach within thirty (30) days after written
notice by City of such breach (30-day cure period), in which event, Contractor shall refund to
City all amounts paid under this Agreement for the Licensed SaaS Application and/or Services in
the same manner as if City ceased to use the SaaS Application due to infringement under. Section
13(b). At City’s sole election, the 30-day cure period shall not apply to termination for data
breach and/or breach of confidentiality; or

(ii)  To terminate this Agreement upon thirty (30) days prior written notice for
City's convenience and without cause, provided that except for termination due to an uncured
breach as set forth in this Section and in the event of Infringement, City shall not be entitled to a
refund of any amounts previously paid under this Agreement.

b. Transition Services and Disposition of Content. Upon expiration or
termination of the SaaS Services under this Agreement:

i. Contractor may immediately discontinue the SaaS Services and City shall
immediately cease accessing the SaaS Application and Services. Contractor shall within five (5)
calendar days of the expiration or termination of the SaaS Services return City’s data in an
agreed-upon machine readable format. This provision shall also apply to all City Data that is in
the possession of subcontractors, agents or auditors of Contractor. Such data transfer shall be
done at no cost to the City. Once Contractor has received written confirmation from City that
City’s Data has been successfully transferred to City, Contractor shall within thirty (30) calendar
days purge or physically destroy all City Data from its hosted servers or files and provide City
with written certification within five (5) calendar days that such purge and/or physical
destruction has occurred. Secure disposal shall be accomplished by “purging” or “physical
destruction,” in accordance with National Institute of Standards and Technology (NIST) Special
Publication 800-88 or most current industry standard.

ii. Contractor shall provide to City and/or Successor Service Provider
assistance requested by City to effect the orderly transition of the SaaS Services, in whole or in
part, to City or to Successor Service Provider. During the transition period, SaaS and City Data
access shall continue to be made available to City without alteration. Such Transition Services
shall be provided on a time and materials basis if the City opts to return to its own servers or City
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chooses a Successor Service Provider. Transition costs may include: (a) developing a plan for
the orderly transition of the terminated SaaS Services from Contractor to Successor Service
Provider; (b) if required, transferring the City Data to Successor Service Provider; (c) using
commercially reasonable efforts to assist City in acquiring any necessary rights to legally and
physically access and use any third-party technologies and documentation then being used by
Contractor in connection with the Services; (d) using commercially reasonable efforts to make
available to City, pursuant to mutually agreeable terms and conditions, any third-party services
then being used by Contractor in connection with the SaaS Services; and, (e) such other activities
upon which the Parties may agree. Notwithstanding the foregoing, should City terminate this
Agreement due to Contractor’s material breach, City may elect to use the Services for a period of
no greater than six (6) months from the date of termination at a reduced rate of twenty (20%)
percent off of the then-current Services Fees for the terminated Services. All applicable terms
and conditions of this Agreement shall apply to the Transition Services. This Section shall
survive the termination of this Agreement.

32.  Survival. This section and the following sections of this Agreement shall survive
termination of expiration of this Agreement:

14. Indemnification 31. Termination; Disposition of
Content
18. Taxes - 37. Audit and Inspection of Records
19. Payment Does Not Imply Acceptance of 43, Non-Waiver of Rights
Work
21.  Responsibility for Equipment 44, Modification of Agreement
22,  Independent Contractor; Payment of 45.  Administrative Remedy for
Taxes and Other Expenses Agreement Interpretation
24. Insurance v 46, Agreement Made in California;
Venue
25. Incidental and Consequential Damages 47. Construction
26. Liability of City 48.  Entire Agreement
28. Nondisclosure 54.  Notification of Legal Requests
29.  Proprietary or Confidential Information 58.  Ownership of Results
of City :
33.  Notice to the Parties, Unless otherwise indicated elsewhere in this Agreement, all

written communications sent by the Parties may be by U.S, mail, and e-mail, and shall be
addressed as follows:

To City: Hao Xie
Strategic Sourcing Manager
Department of Technology
One South Van Ness, 2nd Floor, Office 2202
San Francisco, CA 94103
Hao.Xie@sfgov.org
415-581-4066
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To Contractor: Danayet Gebremedhin
Contracts Administrator
1940 East Mariposa Ave.
El Segundo, CA 90245
contract@pcemg.com; 703-378-8864

Either Party may change the address to which notice is to be sent by giving written notice thereof
to the other Party. If e-mail notification is used, the sender must specify a Receipt notice. Any
notice of default must be sent by registered mail,

34.  Bankruptcy. In the event that either Party shall cease conducting business in the normal
course, become insolvent, make a general assignment for the benefit of creditors, suffer or permit
the appointment of a receiver for its business or assets or shall avail itself of, or become subject
to, any proceeding under the Federal Bankruptcy Act or any other statute of any state relating to
insolvency or the protection of rights of creditors, then at the option of the other Party this
Agreement shall terminate and be of no further force and effect. Upon termination of this
Agreement pursuant to this Section, Contractor shall within forty-eight (48) hours return City’s
Data in an agreed-upon machine readable format. Once Contractor has received written
confirmation from City that City’s Data has been successfully transferred to City, Contractor
shall within thirty (30) calendar days purge or physically destroy all City Data from its hosted
servers or files and provide City with written certification within five (5) calendar days that such
purge and/or physical destruction has occurred. Secure disposal shall be accomplished by
“purging” or “physical destruction,” in accordance with National Institute of Standards and
Technology (NIST) Special Publication 800-88 or most current industry standard.

35.  Subcontracting. Contractor is prohibited from subcontracting this Agreement or any
part of it unless such subcontracting is first approved by City in writing. Neither Party shall, on
the basis of this Agreement, contract on behalf of or in the name of the other Party. An
agreement made in violation of this provision shall confer no rights on any party and shall be
null and void.

36. Drug-Free Workplace. Contractor acknowledges that pursuant to the Federal Drug Free
Workplace Act of 1989, the unlawful manufacture, distribution, dispensation, possession, or use
of a controlled substance is prohibited on City premises. Contractor agrees that any violation of
this prohibition by the Contractor, its employees, agents or assigns shall be deemed a material
breach of the Agreement.

37. Audits.

a. Audit and Inspection of Records. Contractor agrees to maintain and make
available to the City, during regular business hours, accurate books and accounting records
relating to its work under this Agreement. Contractor will permit City to audit, examine and
make excerpts and transcripts from such books and records, and to make audits of all invoices,
materials, payrolls, records or personnel and other data related to all other matters covered by
this Agreement, whether funded in whole or in part under this Agreement. Contractor shall
maintain such data and records in an accessible location and condition for a period of not fewer
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than five years after final payment under this Agreement or until after final audit has been
resolved, whichever is later. The State of California or any federal agency having an interest in
the subject matter of this Agreement shall have the same rights conferred upon City by this
Section.

b. Audit of Contractor’s Policies. Contractor agrees to make available to City
Contractor’s policies, procedures and practices regarding Data Security if needed, and agrees that
City reserves the rights, including but not limited to a site visit, scanning for malicious codes,
and hiring a third party to perform security audit if the SSAE Audit Report is not satisfactory.

c. Audit Findings. Contractor shall implement reasonably required safeguards as
identified by City or by any audit of Contractor’s data privacy and information security program.

38.  Assignment. The services to be performed by Contractor are personal in character and
neither this Agreement nor any duties or obligations hereunder may be assigned or delegated by
the Contractor unless first approved by City by written instrument executed and approved in the
same manner as this Agreement.

39, Compliance with Americans with Disabilities Act. Contractor acknowledges that,
pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities
provided by a public entity to the public, whether directly or through a contractor, must be
accessible to the disabled public. Contractor shall provide the services specified in this
Agreement in a manner that complies with the ADA and any and all other applicable federal,
state and local disability rights legislation. Contractor agrees not to discriminate against disabled
persons in the provision of services, benefits or activities provided under this Agreement and
further agrees that any violation of this prohibition on the part of Contractor, its employees,
agents or assigns will constitute a material breach of this Agreement. Contractor shall adhere to
the requirements of the Americans with Disabilities Act of 1990 (ADA), as amended (42 U.S.C.
Sec. 1201 et seq.) and Section 508 of the Rehabilitation Act of 1973, as amended (29 U.S.C. Sec.
794d).

40.  Sunshine Ordinance. In accordance with San Francisco Administrative Code Section
67.24(e), contracts, contractors' bids, responses to requests for proposals and all other records of
communications between City and persons or firms seeking contracts, shall be open to inspection
immediately after a contract has been awarded. Nothing in this provision requires the disclosure
of a private person or organization's net worth or other proprietary financial data submitted for
qualification for a contract or other benefit until and unless that person or organization is
awarded the contract or benefit. Information provided Wthh is covered by this paragraph will be
made available to the public upon request.

41,  Limitations on Contributions. Through execution of this Agreement, Contractor
acknowledges that it is familiar with section 1.126 of the City’s Campaign and Governmental
Conduct Code, which prohibits any person who contracts with the City for the rendition of
personal services, for the furnishing of any material, supplies or equipment, for the sale or lease
of any land or building, or for a grant, loan or loan guarantee, from making any campaign
contribution to (1) an individual holding a City elective office if the contract must be approved
by the individual, a board on which that individual serves, or the board of a state agency on
which an appointee of that individual serves, (2) a candidate for the office held by such
individual, or (3) a committee controlled by such individual, at any time from the
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commencement of negotiations for the contract until the later of either the termination of
negotiations for such contract or six months after the date the contract is approved. Contractor
acknowledges that the foregoing restriction applies only if the contract or a combination or series
of contracts approved by the same individual or board in a fiscal year have a total anticipated or .
actual value of $50,000 or more. Contractor further acknowledges that the prohibition on
contributions applies to each prospective party to the contract; each member of Contractor’s
board of directors; Contractor’s chairperson, chief executive officer, chief financial officer and
chief operating officer; any person with an ownership interest of more than 20 percent in -
Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored
or controlled by Contractor. Additionally, Contractor acknowledges that Contractor must inform
each of the persons described in the preceding sentence of the prohibitions contained in Section
1.126. Contractor further agrees to provide to City the names of each person, entity or
committee described above.

42,  Conflict of Interest. Through its execution of this Agreement, Contractor acknowledges
that it is familiar with the provision of Section 15.103 of the City's Charter, Article III, Chapter 2
of the City's Campaign and Governmental Code, and Section 87100 et seq. and Section 1090 et
seq. of the Government Code of the State of California, and certifies that it does not know of any
facts which constitutes a violation of said provisions and agrees that it will immediately notify
the City if it becomes aware of any such fact during the term of this Agreement.

43. = Non-Waiver of Rights. The omission by either Party at any time to enforce any default
or right reserved to it, or to require performance of any of the terms, covenants, or provisions
hereof by the other Party at the time designated, shall not be a waiver of any such default or right
to which the Party is entitled, nor shall it in any way affect the right of the Party to enforce such
provisions thereafter.

44,  Modification of Agreement. This Agreement may not be modified, nor may compliance
with any of its terms be waived, except by written instrument executed and approved in the same
manner as this Agreement.

45. Administrative Remedy for Agreement Interpretation.

a, Negotiation; Alternative Dispute Resolution. The Parties will attempt in good
faith to resolve any dispute or controversy arising out of or relating to the performance of
services under this Agreement. After written notice the City may withhold payment to-Contractor
in any instance in which Contractor has failed or refused to satisfy any material obligation
provided for under this Agreement until such failure or refusal has been corrected. If the Parties
are unable to resolve the dispute, then, pursuant to San Francisco Administrative Code Section
21.35, Contractor may submit to the Contracting Officer a written request for administrative
review and documentation of the Contractor's claim(s). Upon such request, the Contracting
Officer shall promptly issue an administrative decision in writing, stating the reasons for the
action taken and informing the Contractor of its right to judicial review. If agreed by both Parties
in writing, disputes may be resolved by a mutually agreed-upon alternative dispute resolution
process. If the parties do not mutually agree to an alternative dispute resolution process or such
efforts do not resolve the dispute, then either Party may pursue any remedy available under
California law, The status of any dispute or controversy notwithstanding, Contractor shall
proceed diligently with the performance of its obligations under this Agreement in accordance
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with the Agreement and the written directions of the City. Neither Party will be entitled to legal
fees or costs for matters resolved under this section.

b. Government Code Claims. No suit for money or damages may be brought
against the City until a written claim therefor has been presented to and rejected by the City in
conformity with the provisions of San Francisco Administrative Code Chapter 10 and California
Government Code Section 900, et seq. Nothing set forth in this Agreement shall operate to toll,
waive or excuse Contractor's compliance with the Government Code Claim requirements set
forth in Administrative Code Chapter 10 and Government Code Section 900, et seq.

46.  Agreement Made in California; Venue. The formation, interpretation and performance
of this Agreement shall be governed by the laws of the State of California. Venue for all
litigation relative to the formation, interpretation and performance of this Agreement shall be in
San Francisco.

47.  Construction. All paragraph captions are for reference only and shall not be considered
in construing this Agreement,

48.  Entire Agreement. This Agreement sets forth the entire Agreement between the Parties,
and supersedes all other oral or written provisions. If any provision of this Agreement is held to
be unenforceable, this Agreement shall be construed without such provision. Contractor further
agrees that in the event of conflicting language between this Agreement and any of Contractor's
printed forms, the provisions of this Agreement shall take precedence.

49.  Compliance with Laws. Contractor shall keep itself fully informed of the City’s
Charter, codes, ordinances and regulations of the City and of all state, and federal laws in any .
manner affecting the performance of this Agreement, and must at all times comply with such
local codes, ordinances, and regulations and all applicable laws.

50.  Food Service Waste Reduction Requirements. Contractor shall comply with the Food
Service Waste Reduction Ordinance, as set forth in San Francisco Environment Code Chapter |
16, including but not limited to the remedies for noncompliance provided therein.

51.  Prohibition on Political Activity with City Funds. In accordance with San Francisco
Administrative Code Chapter 12.G, Contractor may not participate in, support, or attempt to
influence any political campaign for a candidate or for a ballot measure (collectively, “Political
Activity”) in the performance of the services provided under this Maintenance Agreement.
Contractor agrees to comply with San Francisco Administrative Code Chapter 12.G and any
implementing rules and regulations promulgated by the City’s Controller. The terms and

" provisions of Chapter 12.G are incorporated herein by this reference. In the event Contractor
violates the provisions of this section, the City may, in addition to any other rights or remedies
available hereunder, (i) terminate this Maintenance Agreement, and (ii) prohibit Contractor from
bidding on or receiving any new City contract for a period of two years. The Controller will not
consider Contractor’s use of profit as a violation of this section.

52. Cooperative Drafting. This Agreement has been drafted through a cooperative effort of
both Parties, and both Parties have had an opportunity to have the Agreement reviewed and
revised by legal counsel. No Party shall be considered the drafter of this Agreement, and no
presumption or rule that an ambiguity shall be construed against the Party drafting the clause
shall apply to the interpretation or enforcement of this Agreement.
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53.  Order of Precedence. Contractor agrees that in.thie event of discrepancy, inconsistency,
gap, ambiguity, or conflicting language between the City’s-terms and Contractor's printed terms
attached, the City’s terms shall take precedence, followed:by the procurement issued by the
department, Contractor’s proposal, and Contractor’s printed terms, respectively.

54.  Notification of Legal Requests. Contractor shall:immediately notify City upon receipt
of any electronic discovery, litigation holds, discovery searches and expert testimonies related to
City’s Data under this Agreement, or which in any way might reasonably require access to City’s
Data, and in no event later than 24 hours after it receives the request. Contractor shall not
respond to subpoenas, service of process and other legal requests related to City without first
notifying City other than to notify the requestor that the ififormation sought is potentially covered
under a non-disclosure agreement. Contractor shall retain.and preserve City Data in accordance
with the City’s instruction and requests, including without limitation any retention schedules
and/or litigation hold orders provided by the City to Contractor independent of where the City
Data is stored. .

55.  Laws Incorporated by Reference. The full textl'}'jfthe laws listed in this Section 54,
including enforcement and penalty provisions, are incorporated by reference into this
Agreement. The full text of the San Francisco Municipa""‘Code provisions incorporated by
reference in this Article and elsewhere in the Agreement {("Mandatory City Requirements") are
available at www.sfgov.org under “Government

a. Consideration of Criminal Hlstory in Hu ing and Employment Decisions.

i. Contractor agrees to comply fully'thh and be bound by all of the
provisions of Chapter 12T, “City Contractor/Subcontractor: Consideration of Criminal History in
Hiring and Employment Decisions,” of the San Francisco Administrative Code (“Chapter 12T”),
including the remedies provided, and implementing regulations, as may be amended from time to
time. The provisions of Chapter 12T are incorporated by reference and made a part of this
Agreement as though fully set forth herein. The text of the Chapter 12T is available on the web
at http://sfgov.org/olse/fco. A partial listing of some of Cantractor’s obligations under Chapter
12T is set forth in this Section. Contractor is required to: C01nply with all of the applicable
provisions of 12T, irrespective of the listing of obligations in this Section. Capitalized terms used
in this Section and not defined in this Agreement shall have the meanings assigned to such terms
in Chapter 12T.

ii. The requirements of Chapter 12T shall only apply to a Contractor’s or
Subcontractor’s operations to the extent those operations-afe in furtherance of the performance of
this Agreement, shall apply only to applicants and employees who would be or are performing
work in furtherance of this Agreement, and shall apply when the physical location of the
employment or prospective employment of an individual is wholly or substantially within the
City of San Francisco. Chapter 12T shall not apply when the application in a particular context
would conflict with federal or state law or with a requ1rement of a government agency
implementing federal or state law. :

b. Minimum Compensation Ordinance. Coitractor shall pay covered employees
no less than the minimum compensation required by San.Francisco Administrative Code Chapter
12P. Contractor is subject to the enforcement and penalty provisions in Chapter 12P. By signing
and executing this Agreement, Contractor certifies that it:is in compliance with Chapter 12P.
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c. Health Care Accountability Ordinance. Contractor shall comply with San
Francisco Administrative Code Chapter 12Q. Contractor shall choose and perform one of the
Health Care Accountability options set forth in San Francisco Administrative Code Chapter
12Q.3. Contractor is subject to the enforcement and penalty provisions in Chapter 12Q.

d. First Source Hiring Program. Contractor must comply with all of the provisions
of the First Source Hiring Program, Chapter 83 of the San Francisco Administrative Code, that
apply to this Agreement, and Contractor is subject to the enforcement and penalty provisions in
Chapter 83.

€. Reserved. (Slavery Era Disclosure)

56. Public Access to Meetings and Records. [f the Contractor receives a cumulative total
per year of at least $250,000 in City funds or City-administered funds and is a non-profit °
organization as defined in Chapter 12L of the San Francisco Administrative Code, Contractor
shall comply with and be bound by all the applicable provisions of that Chapter. By executing
this Agreement, the Contractor agrees to open its meetings and records to the public in the
manner set forth in §§12L.4 and 12L.5 of the Administrative Code. Contractor further agrees to
make good faith efforts to promote community membership on its Board of Directors in the
manner set forth in §12L.6 of the Administrative Code. The Contractor acknowledges that its
material failure to comply with any of the provisions of this paragraph shall constitute a material
breach of this Agreement. The Contractor further acknowledges that such material breach of the
Agreement shall be grounds for the City to terminate and/or not renew the Agreement, partially
-or in its entirety.

57. Reserved (“PCI Requirements™)

58. Ownership of Results. Any interest of Contractor or its subcontractors, in the
Deliverables, including any drawings, plans, specifications, blueprints, studies, reports, -
memoranda, computation sheets, computer files and media or other documents prepared by -
Contractor or its subcontractors, shall become the property of and will be transmitted to City.
All models developed by the Contracting Team, LBE Sub¢ontractor Team, or Second
Subcontractor Team shall be property of the City at the conclusion of the project, and may not be
re-used without written permission from the City. To allow the City to utilize written materials
in City-prepared reports, the Contractor shall submit all written materials in machine-readable
form using templates provided by the City, All presentations and reports prepared by the
Contractor become City property and may not be re-used without written permission from the
City.

59. Works for Hire. If, in connection with Services, Contractor or its subcontractors creates
Deliverables including, without limitation, artwork, copy, posters, billboards, photographs, -
videotapes, audiotapes, systems designs, software, reports, diagrams, surveys, blueprints, source
codes, or any other original works of authorship, whether in digital or any other format, such
works of authorship shall be works for hire as defined under Title 17 of the United States Code,
and all copyrights in such works shall be the property of the City. If any Deliverables created by
Contractor or its subcontractor(s) under this Agreement aie ever determined not to be works for
hire under U.S. law, Contractor hereby assigns all Contractor's copyrights to such Deliverables to
the City, agrees to provide any material and execute any documents necessary to effectuate such
assignment, and agrees to include a clause in every subcontract imposing the same duties tipon

Software Licenses/SaaS Services
P-548 (2-17) 26 of 29 _ May 22,2017



subcontractor(s). With City's prior written approval, Contractor and its subcontractor(s) may
retain and use copies of such works for reference and as documentation of their respective .
experience and capabilities.

60.  Protected Health Information. Contractor, all subcontractors, all agents and employees
of Contractor and any subcontractor shall comply with all federal and state laws regarding the
transmission, storage and protection of all private health information disclosed to Contractor by
City in the performance of this Agreement. Contractor agrees that any failure of Contactor to
comply with the requirements of federal and/or state and/or local privacy laws shall be a material
breach of the Contract. In the event that the City pays a regulatory fine, and/or is assessed civil
penalties or damages through private rights of action, based on an impermissible use or
disclosure of protected health information given to Contractor or its subcontractors or agents by
City, Contractor shall indemnify City for the amount of such fine or penalties or damages,
including costs of notification. In such an event, in addition to any other remedies avallable to it
under equity or law, the City may terminate the Agreement.

61.  Business Associate Addendum. Contractor shall comply with the Health Insurance
Portability and Accountability Act (HIPAA) Business Associate Addendum (“Addendum’)
terms and conditions, attached and incorporated as though fully set forth herein as Appendix A-
1.

62.  Additional Appendices. The following appendices are hereby attached and incorpofated
into this Agreement as though fully set forth herein and together form the complete Agreement
between the Parties:

Appendices
A: Enrollment Documents

Al: Enterprise Agreement Amendment
A2: Enterprise Agreement State and Local
A3: Master Agreement aka “the Riverside Agreement”
A4 Online Service Terms,
A5: Product Terms
A6: Service Level Agreement
B: Calculation of Costs
C: Ordering Documents
D: Reseller Statement of Work

62. MacBride Principles—Northern Ireland. Pursuant to San Francisco Administrative
Code §12F.5, the City and County of San Francisco urges companies doing business in Northern
Ireland to move towards resolving employment inequities, and encourages such companies to
abide by the MacBride Principles. The City and County of San Francisco urges San Francisco
companies to do business with corporations that abide by the MacBride Principles. By signing
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below, the person executing this agreement on behalf of Contractor acknowledges and agrees
that he or she has read and understood this section.
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the day first
mentioned above.

CITY CONTRACTOR

Recommended by: PCMG, Inc.

=Sl \_) —

Kenneth Bukowski ve Wiltz

Acting City CIO and Deputy City VP Sales

Administrator 1940 East Mariposa Ave.
El Segundo, CA 90245

City vendor number: 68081
Approved as to Form:

Dennis J. Herrera
City Attorney

o e ol Uiy s )
Mal‘éarita Gutierrez
Deputy City Attorney

Approved:

Jaci Fong

Director of the Office of Contract
Administration, and

Purchaser
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Al: ENTERPRISE AGREEMENT AMENDMENT (AMENDMENT TO CONTRACT
DOCUMENTS) '

. A2: ENTERPRISE AGREEMENT STATE AND LOCAL

A3: MASTER AGREEMENT AKA “THE RIVERSIDE AGREEMENT” (MICROSOFT
LICENSING, GP DOCUMENT SUMMARY FORM, MSE#: 3-0000009076682)

A4: ONLINE SERVICE TERMS, MAY 1, 2017
AS5: PRODUCT TERMS, MAY 1 2017
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Appendix A
Enrollment Documents

Al: ENTERPRISE AGREEMENT AMENDMENT (AMENDMENT TO CONTRACT
DOCUMENTS) '

Saal Services  Appendix A .
PS4K (20T . May 22,2007



BB Microsoft . ~ Volume Licensing

Amendment to Contract Documents

Enroliment Number
Microsoft to complalo for inHtial term | CAS-10587-R3H9D9

Partner to complete for renewal

This amendment ("Amendment’) is entéred into between the parties identified on the attached program
signature form, It amenids the Enroliment or Agreement identified above. All terms used but not defined
In this Amendment will have the same meanings provided in that Enroliment or Agreement.

Enterpriée Enrollment
Amendment ID CTM

1. The following is added to the first paragraph of the Enrollment:

Enrolled Affiliate represents that it Is a government agency, department, office,
Instrumentality, divislon, unit or other enlity that is supervised by or Is part of the City
and County of San Franclsco (hereafler “CCSF”), As such, CCSF may purchase
certain Onllne Services from Microsoft under a separate Enrollment (hereafter "CCSF
Enrollment’).on behalf of, and for use by Enrolled Affiliate. For purposes of the CCSF
Enrolimant, CCSF|s the licensee, and as such s solely responsible:and liable, for all
‘Licenses purchased under the CCSF Enrollmenl lncludlng Licenses lhal CCSF
purchases on behalf ol this, Enrolled Alfitiate, ‘

This Enroliment will be malnlalned by Enrolled Alllllale lo procure other software or
Online Services from Microsoft as follows:

a. Enrolled Affillate Is the licenses, and as such 18 solely rosponsible and liable,
for all Licenses purchasad under this Enroliment.

b. Enrolled Affillate may order Bridge CALs under this Enrollment provided the
Qualifying Online Service Is purchased ellher under the CCSF Enrollment or
under this Enrollment,

c. This Enroliment will be coterminous with the CCSF Enroliment (i.e. will expira
on the same date as the CCSF Enrolimant).

2. Effective Date. Tha paragraph enlitfed "Effeclive Date" is replaced In its enlirely with the
following: '

Effective Date. The offactive data of this Enrollmont will bo Juno 1. 2017. Tho
anniversary dales of tho Enrollment are as follows:

}
I ouodimont animver sary RN
i

§

1" annivarsary June 1, 2018

2™ annivorsary June 1, 2019

3. Term. Tho pnmgmnh entitled “Tanm" Is raplacod in Its entiraty with the following:
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Term. The initial term of this Enroliment will expire on the last day of the month, 36 full
calendar months from the effective date of the initial term. For clarity, this Enroliment
will expire on May 31, 2020,

4. Clerical Errors. Section 2.i. “Clerical Errors” is replaced in its entirety with the following:

i.

Clerical errors. Microsoft and Enrolled Affiliate may correct clerical errors in
this Enroliment, and any documents submitted with or under this Enroliment,
by providing notice by email and a reasonable opportunity for the other party
to object to the correction. Clerical errors include minor mistakes, unintentional
additions and omissions. This provision does not apply to material terms, such
as the identity, quantity or price of a Product ordered.

5. Price Levels, Section 3, "Pricing”is reblaced In its entirety with the following:

3. Pricing.

a. Price Levels. Price Lovels for this Enroliment will be determined by the
Enterprise Agreement (Number 01E73970). For purposes of clarily, as of
the effective dale of this Enroliment, the Price Level that Microsoft will
charge Enrolled Affiliate’s reseller will he:

I Level D for Azure metered services ordered under any
Enrollment,

. Level D minus 7.6% for all inltial orders and subsequent orders
.. {e.g. Trug-ups, Supplemenial Orders, Annual Orders) of all other
’ . Products ordered under any Enroliment. :

b. Setting Prices. Enrolled Affiliate’s prices for each Product or Service will
be established by lis Reseller. Except for Online Services designated in
the Product Terms as being exempt from fixed pricing, as long as Enrolled
Affiliate continues 1o qualily for the same price level, Microsoft's pricas for
Resallers for each Produict or Service ordered will be fixed throughout the
applicable Initlal or renewal Enrollment term. Microsofl's prices to
Resellers are reestablished at the beginning of the renewal term.

¢. Invoice for Quoted Price. The price quoted to Enrollad Affflinte's Resvller
is a fixed price based on an estimated order submisslon date. Microsoft
wilt invoice Enrolled Affillate’s Roseller based on this lixed price quote. 1f
this order Is submilled lator than the estimated ordor submission dale,
Enrolfied Affiliate’s Resoller will be charged for not new Monthly
Subscriplions (including Onlino Services) for the period during which thesa
sorvicos wara nol provided. Pricing.to Enrollad Affillate fs agroed batwoean
Enrollod Affiliato and Enrolled Affillate's Resollor.

6. Defensoe of third party claims. Solaly for purposes of this Enroliment, Saclion 11. "Defense
of third party claime”, subsection b, "By Enrolied Affillate” of the Entarprise Agreement (Numiber
01E73970) Is repinced In its entirety with tha followlng:

AmandmantApp vA O

b. By Enrolled Affiliate. Enrolled Alfiliate agreos that Microsolt will have o

broach of contract clalm against Enrollod Affiliate for any logal action brought
agalinst Microsolt arlsing out of, In connaction with, or rolatod to;

{1} ony Customer Dato or non-Micronoft soflwara Microsoft hosta on Enrolled
Affiliata’s behall infringes the third party's patent, copyright, or trademark
or makes unlowful uso of s Trade Sacrel; or

(i) arlsas from use of an Online Sarvice In violalion of applicable lawa and
ragulations; a violation of the lagal righta of othars,; or unauthorized nccoss
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to or disruption of any service, data, account, or network in connection with
the use of the Online Services.

Enrolled Affiliate will pay the amount of any adverss final judgment or approved
setllement resuiting from a clalm covered by this section titled "By Enrolled
Affiliate.”

7. Limitation of Llability. Solely for purposes of this Enrollment, Section 12, “Limitation of
liability” of the Enterprise Agreement (Number 01E73970) is replaced in its entirety with the

following:

AmondmantApp vd 0

12. Limitation of liability.

Each party's maximum, aggregate liability to the other under this Enrolfment is

limited to direct damages finally awarded in an amount not to exceed the
amounts pald and payable for all Products (including all Online Services) by
Enrolled Affiliate during the term of the Enroliment, subject to the following:

a. Free Products and Distributable Code. For Producls provided free
of charge and code that Enrolléd Affillate Is authorized to redistribute
to third partles without separate payment to Microsoft, Microsoft's
liabllity Is limited to direct damages finally aWarded up to US §5,000.

b.. Excluslons, In no event will elther party. be lable for Indirect,
Incidental, speclal, punitive, or consequential damages, Including
foss of use, loss of profits, or In(errupllon of. buslness however
caused or on any theory of Ilablllly ‘

c. Exceptlons No limitation or excluslons will apply fo Ilablllly arlsing
out of either party's (1) confidentiality: obligations (except for all
liabliity related fo.Customer Dala, which will remain subject to the
fimitations and excluslons above); (2) defense obligations; (3)
violation of the other parly's intellactual property rights; or (4) llabllity
for damagos caused by oithor parly's gross negligonce or willful
misconduct and awardad by a court of final adjudication (provided
that, In jur/sdlcllons that do not racognize a lagal distinction belwaen
“gross negligenca” and "negligonce,” "gross nogllgance as usod in
this subsoctlon shall moan "recklessness’),

“‘nayahle” for tho purposos of this clause means all combinod Customor

monolary obligalions to Microsoft through the Rosellar for the torm of tha

Enrollmont, Including but not limited to, all three annual paymonts

combined, and any supplomontal or true up orders and shall be no loss

than $23,000,000 as of tho firs! day of the Enrolimant, providod that tho

Resollor's Total Estimalaed Coslt is af loast $23,000,000 for the term of tho
- Enrolimont,

To the axtant thal a Sacurity Incldent (as definad in the Onlino Sorvices Terms)
rosults from Microsofl's follie to comply with s obligations under the
Enroliment, and subjoct to tho limitations of liabllity as oullined in (his Soction,
Migrosoflt will rolmburse Enrollod  Afftiiale  for roasonablo  out-of-pockol
romadintlon costs incurrod by Enrollad Alfillate in connocilon with that Socurlity
Incident. "Roasonablo oul-of-packel remadintion costs” oo costs thal (0) ary
cuslomary, reasonable and oxpaclad to be pald by companlos In Enrollad
Affiliate’'s industry, basad on tho nalure and scope of tha Security incldant, and
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(b} do not arise from or relate to Enrolled Affiliate’s violation of (i) laws
applicable to Enrolled Affiliate or (li) Enrolled Affiliate’s obligations fo third
parties, and {c) in no event include costs arising related to compliance with
laws applicable to Enrolled Affiliate or Enrolled Affiliate’s industry that are nof
generally applicable to information technology services providers. Enrolled
Affillate must document all such expenditures and, upon Microsoft's request,
those expenditures must be validated by an independent, industry-recognized
third parly industry expert chosen by both parties. For avoidance of doubt, the
cosls reimbursed by Microsoft under this paragraph, including fines assessed
by the State of California against Enrolled Affiliate in relation to a stccessful
Security Incident resulting from Microsoft's failure to comply with its obligations
under this-Enrollment, will be characlerized as direct damages subject fo the
limitation on liability as oullined in this Section, and not as special damages
excluded in subsection c. "Exclusions” above.

For clarity, a Security Incident is defined in the Online Services Terms as any
unlawfu! access to any Custormner Data stored on Microsoft's equipment or in
Microsoft's facilities, or unauthorized access to such equipment or facilities
rasulting in loss, disclosure, or alteration of Customer Data (each a "Securily
Incident’) that Microsoft becomes aware of.

8. Notices. Solely for purposes of this Enroliment, Section 14, "Miscellaneous”, subsection a.
“Notices" of the Enterprise Agreement (Number 01E73970) is replaced in its enfirety with the

followlng:

Notices, Notices to Microsoft must be sent to the Microsoft address on the
slgnature form with a copy sent {o the address below: Nolices must be In writing
and will be treated as delivered on the dale shown on the return recelpt.
Microsoft may provide information to Enrolled Affiliate aboul upcoming ordering
deadlines, services, and subscription Information In elsctronic form, including by
emall to contacts provided by Enrolled Affillale. Emalls will be. treated as
delivered on the transmission date.

A copy of ocach notice should bo sont
to:

Microsolt Corporation

Legal and Corporate Affairs
Volume Licensing Group
One Microsoft Way
Roadmond, WA 98052

usa

9. Assignment. Solely for purposes of this Enrollmant, Section 14, “Miscellanaous”, subsaction
b, “Assignment” of the Enterpriso Agreament (Numbar 01E73970) Is reploced in i{s entirety with -
the following:

AmondmentApp v O

b, Asslgnmomt, Any proposed assignment must be npprovn"d by the ndn-usntgnlng

parly In wrlting, Approval of an assignmont may nol bo unreasonably
withheld. Asslgnment will not reliavae the assigning parly of its obligations undar
the asslgned agroemonl, Any atlompted assignment withoul raquired approval
shall bo null and vold. For tho purposo of this paragroph, the Customor will nol
unronsonnbly prohibit Microsoft Irom fraoly assigning its right to paymant, providod
that Microsolt remalins rasponsibla for its obligations horoundor,
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10, Applicable law; dispute resolution, Solely for purposes of this Enroliment, Section 14.
“Miscellaneaus”, subsection f. “Applicable law; dispute resolution” of the Enterprise Agreement
(Number 01E73970) is replaced in its entirety with the following:

. Applicable law; dispute resolution. The formalion, interpretation and

performance of this Agreement shall be governed by the laws of the State of
California. Venue for all litigation relative to the formation, interpretation and
performance of this Agreement shall be in San Francisco.,

11. Miscellaneous, The following section is added to the Enroliment.

AmondmentApp v4 0

Miscellaneous.

a. Publiclty.  Neither Parly shall Issue any press release or ofher public

announcement related to this Agreement, wrilten or oral, without the prior wrilten
consent of the othier party, except as required by law or a court order.

Public Recards Laws. Enrolled Afflliate is a public agency subject to the
disclosure requirements of the California Public Records Act ("CPRA") and San
Francisco Administralive Code Seclion 67 (the "Sunshine Law'). If Microsoft's
proprietaty Information is contained in documents or information submitted to
Enrollad Affiliate and Microsoft claims that such information falls within one or more
CPRA or Sunshine Law exemptions, Microsoft must clearly mark such Information
“CONFIDENTIAL AND PROPRIETARY," and idenlify the spacific lines conlaining
the information. In the event of a request for such informatlon, Enrolled Affiliate
will make best efforis to provide notice to Microsoft prior-to such disclosure, If
Microsolt contends thal any. documents are exempl! from the CPRA or Sunshine
Law and wishes to preven! disclosure, It is required to ablaln a prolective order,
Infanctive rellef or other appropriate remedy from a court of law in the Counly of
San Francisco before Enrollad Affillate’s deadline for rasponding to the CPRA or
Sunshine Law request. If Microsoft fails to oblain stch remédy within Enrolled
Affiliate’s cleadline for respondlng lo the CPRA or Sunshine Law reques!, Enrolled
Affiliate may disclose the requested information.

Microsoft further agrees that Il shall defend against any clalm, actlon or Ittigation
(including only the expenses Incurred by Enrollad Affillate relaled to — judgments
for costs, foes, and allorney’s feas) thal may rasull Irom denlal by Enrolled Affiliale

- of a CPRA or Sunshine Law roequast for Informallon arlsing from any

roprasontation, or any action (orinaction), by Microsofl. Miciosoft's indemnification
obligation undor this section doos nol apply to any liabliity that may arlso due sololy
to Enrollad Alfiliate's acls or omissions.

Background Checks, Microsofl performs the following background chocks on all
US parsonnel who hava potential to access Customer Data. Such background
chocks will ba parformed In accordance with tho Falr Cradit Roporting Act and will
consist of Soclal Securlly Numbar trace, seven (7) yoar folony and misdemoanor
criminal racords chack of fadoral, state, or local rocords (as applicablo) for fob
relatod crimas, Olfice of Forelgn Assols Conlrol List (OFAC) chack, Buroau of
Industry and Socurlly List (BIS) chack and Office of Dofonse Trade Conlrols
Dabarrod Porsons List (DDTCJ chack.

Advanced Throat Protection ("ATP") Service Lovol Agreemont (“SLA").
Microsoll is in tho procoss of providing an SLA for the Advanced Throat Protoction
online sorvice, which, whon implomonlod, will bo calculatod basod on thoe
percontago of timo that the sarvice is avallablo, and oblo lo racelvo and procoss
omail mossagos. Unlil the Servico Lovol Agraomonts for Microsoft Online Sorvicos
(SLA) torms aro updatad lto Includo tho SLA for Advancod Thront Protoction,
Microsoft heroby comniits to provido service crodits on ATP equal In porcantago lo
sarvice cradils provida for EOP, If Enrollod Affillato olocls to purchase ATP undor
this Enrallmont.

Microsoft Online Services Criminal Justice Information Services (CJIS)
Terms and Conditions, If Enrollod Affillalo olocts to purchaso CJHIS-covered
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services under this Enrollment, it may request that Microsoft provide a CJIS
Amendment to execute under this Enroliment.

. Microsoft Online Services HIPAA Business Assotiate Agreement (BAA).. If
Enrolled Affiliate elects to purchase Microsoft Online Services subject to the BAA
under this Enroliment, it may request that Microsoft provide and apply the
customized version of the BAA provided to CCSF for its Enrollment via an
Amendment to execute under this Enroliment.

Except for changes made by this Amendment, the Enroliment or Agreement identified above remains
unchanged and In full force and effecl. If there is any conflict belween any provision in this Amendment
and any provision in the Enrollment or Agreement identifled above, this Amendment shall control.

" This Amendment must be attached to a signature form to be valid.

Microsoft Internal Use Only:
CTM_CCSF_AgencyEnrollment.docx | CTM l CTM-OTH | BD
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RE Microsoft ~ Volume Licensing

Enterprise Enroliment State and Local
Enterprise Enroliment number- Framework 1D
{Microsoll to complale) (if applicabis)

Pravious Enroliment number
{Resslior Io complele)

~ This Enroliment must be attached to a signature form to be valid. |

This Microsoft Enterprise Enrollment is entered into between the entities as identified in the signature form
as of the effective date. Enrolled Affiliate represents and warrants it is the same Customer, or an Affiliate of
the Customer, that entered into the Enterprise Agreement Identified on the program signature form,

This Enroliment consists of: {1) these terms and conditions, (2) the terms of the Enterprise Agreement
identified -on the signature form, (3) the Product Selection Form, (4} the Product Terms, (5) the Online
Services Terms, (6) any Supplemental Contact Information Form, Previous Agreement/Enroliment form,
and other forms that may be required, and (7) any order submitted under this Enrollment, This Enroliment
may only be entered into under a 2011 or later Enterprise Agreement. By entering into this Enroliment,
Enrolled Affiliate agrees to be bound by the terms and conditions of the Enterprlse Agreement

All terms used but not defined ' ara located at hitp:/Awww, m:crosoﬂ com/hcensmq/contracts In the event of
any conflict the terms of this Agreement control. ,

Effective date. If Enrolled Affiliate is renewing Sonware Assurance or Subscrlplion Llcenses from one or
more previous Enroliments or agreements, then the effective date will be the day after the first prior
Enroliment or agreement expires or terminates: If this Enrollment is renewed, the effective date of the
renewal term will be the day after the Expiration Date of the initial term. Otherwisa, the effective date will
be the date this Enroliment Is accepted by Microsoft, “Any reference to “anniversary dale" refers to the
annlversary of the effectiva date of the applicable Initlal or renewal term for each year this Enroliment is in
offact.

Torm. - The Initlat term of this Enrollment will expire on the last day of the month, 36 full calendar months
from the effective date of the Initlal term. The renewal term will explre 36 full calendar months after the
affective date of the renewal tarm.

Terms and Conditions

1. Definitions.

Terms used but not defined in this Enroliment will have the definition In the Enlerpﬂse Agreement. The
{ollowing definitions are used in this Enroliment;

“Additional Product” means any Product Identified as such in the Product Terms and chosen by Enrolled
Aftillato under this Enroliment,

“Communily” means the communily consisting of one or more of the followlng: (1) a Government, (2) an
Enrolled Affillate using eligible Governmant Communily Cloud Services to provide solutions to a
Govarnment or a quallfiled member of the Community, or (3) a Customer with Customer Data that is subjoct
to Government regulations for which Cuslomer determinos and Microsoft agrees that lha use of
Government Community Cloud Services is appropriate to meel Customer's regulatory requirements,
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Membership in the Community is ultimately at Microsoft's discretion, which may vary by Government
Community Cloud Service.

"Enterprise Online Service” means any Online Service designated as an Enterprise Online Service in the
Product Terms and chosen by Enrolled Affiliate under this Enrollment. Enterprise Onhne Services are
treated as Online Services, except as noted.

“Enterprise Product” means any Desktop Platform Product that Microsoft designates as an Enterprise
Product in the Product Terms and chosen by Enrolled Affiliate under this Enroliment. Enterprise Products

must be licensed for all Qualified Devices and Qualified Users on an Enterprise-wide basis under this
program,

“Expiration Date" means the date upon which the Enroliment expires.

‘Federal Agency" means a bureau, office, agency, department or other entity of the United States
Government.

‘Government’ means a Federal Agency, State/Local Entity, or Tribal Entity acting in its governmental
capacity.

“Government Community Cloud Services” means Microsoft Online Services that are provisioned. in
Microsoft's multi-tenant data centers for exclusive use by or for the Community and offered in accordance
with the National Institute of Standards and Technology (NIST) Special Publication 800-145. Microsoft

Online Services that are Governiment Community Cloud Services are designated as such in the Use Rights
and Product Terms,

"Industry Device” (also known as line of business device) means any device that: (1) is not useable in its
deployed configuration as a general purpose personal computing device (such as a personal computer), a
multi-function server, or-a commerclally viable substitute for one of these systems; and (2) only employs an
industry or task-specific software program (e.g. a computer-aided design program used by an architect or
a point of sale program) (“Industry Program"). The device may include features and functions derived from
Microsoft software or third-party software. If the device performs desktop functions (such as email, word
processing, spreadsheets, database, nelwork or Internet browsing, or scheduling, or personal finance),
then the desktop functions: (1) may only be used for the purpose of .supporting the Industry Program
functionality; and (2) must be technically Integrated with the Industry Program or employ technically
enforced policles or architecture to operate only when used with the Industry Program functionality,

“Managed Device" means any device on which any Affiliate in the Enterprise directly or indirectly controls

one or more operating system environments, Examples of Managed Devices can be found In the Product
Terms.

“Qualified Device" means any device that Is used by or for the benefit of Enrolled Affiliate’s Enterprise and
is: (1) a personal desktop computer, portable compuler, workstation, or similar device capable of running
Windows Pro locally (In a physical or virlual operating system environment), or (2) a device used lo access
a virtual deskiop Infrastructure ("VDI"). Qualified Devices do not include any device that Is: (1) designated
as.a server and not used as a personal computer, (2) an Industry Devics, or (3) not a Managed Device, At
its oplion, the Enrolled Affillate may designete any device excluded above (e.g., Industry Davice) that Is
used by or for the benefit of the Enrolled Affillate's Enterprise as a Quallfied Device for all or a subsel of
Enterprise Products or Online Services the Enrolled Affiliate has selacted.

*Qualified User" means a person (e.g., employee, consultant, contlngem ataff) who: (1) Is a user of a
Qualifled Davice, or (2) accesses any server software requiring an Enterprise Product Cllent Accoss
License or any Entarprise Online Service. i does not Include & person who accesses server software or
an Online Searvice solely undor a Licensa [dentifled In the Qualified User exemptions In tho Product Terms.

"Reseller’ means an ontity authorized by Microsoft {o resell Licenses under this program and engaged by
an Enrolled Affillalo to provida pre- and post-transaction assistance related to this agreemant;

“Resarvad License™ means for an Online Service Identified as eligible for true-ups In the Product Terms,

the Licensa reserved by Enrolled Affiliate prior to use and for which Microsoft will maka the Online Service
avallable for aclivation,
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“State/Local Entity" means (1) any agency of a state or local government in the United States, or (2) any
United States county, borough, commonwealth, city, municipality, town, township, special purpose district,
or other similar type of governmental instrumentality established by the laws of Customer's state and
located within Customer's state's jurisdiction and geographic boundaries,

“Tribal Entity" means a federally-recognized tribal entity performing tribal governmental functions and
eligible for funding and services from the U.S. Department of Interior by virtue of its status as an Indian
tribe.

“Use Rights" means, with respect to any licensing program, the use rights or terms of service for each
Product and version published for that licensing program at the Volume Licensing Site. The Use Rights
supersede the terms of any end user license agreement (on-screen or otherwise) that accompanies a
Product. The Use Rights for Software are published by Microsoft in the Product Terms. The Use Rights for
Online Services are published in the Online Services Terms,

“Volume Licensing Site" means hitp://www.microsoft.com/flicensing/contracts or a successor site.

2, Order requirements.

a. Minimum order requirements. Enrolled Affiliate’s Enterprise must have a minimum of 250
Qualified Users or Qualified Devices. The initial order must include at least 260 Licenseés for
Enterprise Products or Enterprise Online Services. :

() Enterprise commitment. Enrolied Affilate must order enough Licenses to cover all
Qualified Users or Qualified Devices, depending on the License Type, with one or more
Enterprise Products or a mix of Enterprise Products and the corresponding Enterprise
Online Services (as long as all Qualified Devices not covered by aLicense are only used
by users: covered with a user License), : :

(i) Enterprlse Online Services only. If no Enterprise’ Product Is ordered (hen Enrolled
Affillate need only maintain at least 250 Subscrlpﬂen Llcenses for Enterpriss Online
Servicas,

b. Additional Products. Upon satisfying the minimum order requirements above, Enrolled
Affiliate may order Additional Products, ~

¢. Use Rights for Enterprise Products. For Enterprise Products, if a new Product version has
more rastrictive use rights than the verslon that is current at the start of the applicable initial or
ranewal tarm of the Enroliment, those more reslrictive use rights wili not apply to Enrolled
Affiliate’s use of that Product during that term,

d. Country of usage. Enrolled Afflliate must spaclify the countries where Licenses will ba used
on lts inltial order and on any additional orders.

e. Resellers. Enrolled Alflliate must choose and maintain a Reseller authorized In the Unlted
States. Enrolled Affiliate wiii acquire its Licenses through its chosen Resellar. Orders must ba
submilted to the Raseller who wlill transmilt the order to Microsoft. The Reseller and Enrolled
Afflliate determine pricing and paymant terms as between them, and Microsoft will involce the
Reseller based on those terms. Throughout this Agreement the term "price” refers to referance
price. Resellers and othor third parties do not have authority to bind or impose any obligation
or llability on Microsoft,

{.  Adding Products,

() Adding now Products not previously ordored, New Enterpriss Products or Enterprise
Online Services may be added at any ime by contacting a Microsoft Account Managor or
Roseller. New Additlonal Products, other than Online Sarvices, may be usad if an ordar is
placed In the monlh the Product is firsl usad. For Additional Products that are Onlina
Services, an initlal ordor for the Online Service is required prior lo use.
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(ii) Adding Licenses for previously ordered Products. Additional Licenses for previously
ordered Products other than Online Services may be added at any time but must be
included in the next true-up order. Additional Licenses for Online Services must be ordered

- prior to use, unless the Online Services are (1) identified as eligible for true-up in the
Product Terms or (2) included as part of other Licenses.

g. True-up requirements. Enrolled Affifiate must submit an annual true-up order that accounts
for any ¢hanges since the initial order or last order. If there are no changes, then an update
statement must be submitted instead of a true-up order.

(i) Enterprise Products. For Enterprise Products, Enrolled Affiliate must determine the
number of Qualified Devices and Qualified Users (if ordering user-based Licenses) at the
time the true-up order is placed and must order additional Licenses for all Qualified Devices
and Qualified Users that are not already covered by existing Licenses, Including any
Enterprise Online Services,

(il} Additional Products, For Additional Products that have been previously ordered under
this Enrollment, Enrolied Affiliate must determine the maximum number of Additional
Products used since the latter of the initial order, the last true-up order, or the prior
anniversary date and submit a true-up order that accounts for any increase,

(lil) Online Services. For Online Services identified as eligible for frue-up in the Product
Terms, Enrolled Affiliate may place a reservation order for the additional Licenses ptior to
use and payment may be deferred until the-next true-up order. Microsoft will provide a
report of Reserved Licenses ordered but not yet invoiced to Enrolled Affiliate and its
Reseller. Reserved Licenses will be invoiced retroactively to tha month In which they were
ordered,

(iv) Subscription License reductions. Enrolled Affillate may reduce the quantity of
Subscription Licenses at the Enrollment anniversary date on a prospeclive basis if
permitted In the Product Terms, as follows:

1) For Subscription Licenses that are part of an Enterprise-wide purchase, Licenses may
be reduced If the tolal quantity of Licenses and Software Assurance for an applicable
group meets or exceeds the quanlity of Qualified Devices and Qualifled Users (if
ordering user-based Licenses) Identified on the Product Selection Form, and includes
any additional Qualifled Devices and Qualifled Users added in any prior true-up orders.
Step-up Licenses do not count towards this total count.

2) For Enterprise Onlina Services that are not a parl of an Enterprise-wide purchase,
Licenses can be reduced as long as the Inltial order minimum requlremenls are
malntained,

3) For Additlonal Products avalfable as Subscription Licenses, Enrolled Affillate may
reduce the Licenses, If the Licensa cound Is reduced to zero, than Enrolled Affillate's
use of the applicable Subscription License will ba cancelled,

Involcas will be adjusted to reflect any reductions In Subscription Licenses at the true-up
ordar Enroliment anniversary date and effective as of such date.

{(v) Update statement. An update statement must be submiited instead of a frue-up order I,
since the Inltlal order or last trua-up order, Enrolled Affillate's Enterprise: (1) has not
changed the number of Qualified Doevices and Qualified Users licensed with Enterprise
Products or Enterprise Onlina Services; and (2) has not Increased its usage of Additional
Products. This update slatement must be signed by Enrollad Affillate’s authorized
rapresentative,

{vl) True-up order porfod.” The trua-up order or updatle slatoment mus! be racelved by
Microsofl between 60 and 30 days prior lo each Enrollment snnivarsary date. The third-
year true-up ordar or updatoe statemont Is due within 30 days prior to the Explration Dale,
and any licenso reservations within this 30 day perlod will not be accapled. Enrolied Affillate
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may submit true-up orders more often to account for increases in Product usage, but an
annual true-up order or update statement must still be submitted during the annual order
period.

- (vii)Late true-up order. If the true-up order or update statement Is not received when due,
Microsoft will invoice Reseller for all Reserved Licenses not previously invoiced and
Subscription License reductions cannot be reported until the following Enrollment
anniversary date (or at Enroliment renewal, as applicable),

h. Step-up Licenses. For Licenses sligible for a step-up under this Enroliment, Enrolled Affitiate
may step-up to a higher edition or suite as follows:

(i) For step-up Licenses included on an initial order, Enrolled Affiliate may order accordmg ta
the true-up process.

(ll) if step-up Licenses are not included on an initial order, Enrolled Affiliate may step-up
initially by following the process described in the Section titled "Adding new Products not
praviously ordered," then for additional step-up Licenses, by following the true-up order
process.,

I.  Clerical errors. Microsoft may correct clerical errors in this Enrollment, and any documents
submitted with or under this Enroliment, by providing notice by email and a reasonable
opportunity for Enrolled Affiliate to object to the correction. Clerical errors include minor
mistakes, unintentional additions and omissions. This provision does not apply to material
terms, such as the identity, quantity or price of a Product ordered. .

J. Verlfying compliance. Microsoft may, in its discretion and at its expense verlfy compliance
with this Enronment as set forth in the Entarprise Agreement '

3. Pricing.

a. Price Levels. For both the initial and any renewal term Enro!led Affiliate's Price Lavel for al}
Products ordered under this Enroliment will be Lavel "D" throughout the term of the Enrollment.

b. Setting Prices. Enrolled Affiliate's prices for each Product or Service will be established by its
Reseller. Except for Online Services designated in the Product Terms as being exempt from
fixed pricing, As long as Enrolled Affillate continues to quallfy for the same price lavel,
Microsoft's prices for Resellers for each Product or Service ordered will be fixed throughou! the
applicable initlal or renewal Enrollment term. Microsoft's prices to Resellers are reastablished
at the beginning of the renewal term.

4. Payment terms,

For the inltlal or renewal order, Enrolled Afflliate may pay upfront-or elect to spread its payments ovar the
applicable Enroliment lerm. i an upfront payment is elected, Microsoft will involce Enrolled Affillate’s
Reseller in full upon acceptance of this Enrollment, If spread payments are elected, unless Indicated
otherwise, Microsoft will involce Enrolled Affiliate’s Ressller in three equal annual Installments. The first
installment will be invaiced upon Microsoft's acceptance of (his Enroliment and remaining Installments will
ba involeced on each subsequent Enroliment anniversary date. Subsequent orders are Involced upon
acceptanca of tha order and Enrolled Afflliate may elect to pay annually or upfront for Online Services and
upfront for all other Licenses,

5.  End of Enroliment term and termination.

a. Gonoral. Attho Explration Date, Enrollod Affiliate must immadiately order and pay for Licensas
for Products It has used but has not previously submittad an order, except as othorwiso
provided in (his Enroliment,
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Renewal option. At the Expiration Date of the initial term, Enrolled Affiliate can renew
Products by renewing this Enroliment for one additional 36-month term or by signing a new

Enrollment. Microsoft must receive a Renewal Form, Product Selection Form, and renewal

order prior to or at the Expiration Date. Microsoft will not unreasonably reject any renewal.
Microsoft may make changes to this program that will make it necessary for Customer and its
Enrolled Affiliates to enter into new agreements and Enroliments at renewal.

If Enrolled Affiliate elects not to renew.

(i) Software Assurance, If Enrolled Affiliate elects not to renew Software Assurance for any
Product under its Enroliment, then Enrolled Affiliate will not be permitted to order Software
Assurance later without first acqulring a new License with Software Assurance.

(ii) Online Services eligible for an Extended Term. For Online Services identified as eligible
for an Extended Term in the Product Terms, the following options are available at the end
of the Enroliment initial or renewal term.

1) Extended Term. Licenses for Online Services will- automatically expire in accordance
with the terms of the Enrollment. An extended term feature that aliows Online Services
to continue month-to-month (“Extended Term") for up to one year, unless designated
In the Product Terms to continue until cancelled, is available. During the Extended
Term, Online Services will be involced monthly at the then-current published price as
of the Expiration Date plus a 3% administrative fee. If Enrolled Affiliate wants an
Extended Term, Enrolled Affillate must submit a request to Microsoft at least 30 days
prior to the Expiration Date,

2) Cancellation during Extended Term. At any time durlng the first year of the
Extended Term, Enrolled Affillate may terminate the Extended Term by submitting a
notice of cancellation to Microsoft for each Online Service. Thereafler, either party
may terminate the Extended Term by providing the other with a nollce of cancellation
for each Online Service. Cancellation will be effactive at the end of the month following
30 days after Microsoft has raceljved or Issued the notice,

(ill) Subscription Licenses and Online Services not eligible for an Extended Term. If
Enrolled Afflliate elacts nol to renew, the Licenses will be cancelled and will terminate as
of the Expiration Dale. Any assoclaled media must be uninstalied and destroyed and
Enrolled Affillate's Enterprise must discontinue use. Microsoff may request written
cerlification to verlfy compllance,

Termination for cause. Any termination for cause of this Enroliment will be subject to the
"Termination for cause” section of the Agreement. In addition, it shall be a breach of this
Enroliment if Enrolled Affliate or any Affillate in the Enlerprise that uses Government
Community Cloud Services falls to meet and malntain the condlllons of membaership In the
dafinition of Community.

Early termination. Any early termination of this Enrollment will be subject to the “Early

* Termination" Section of the Enterprise Agraement.

For Subscription Licenses, In the evant of s breach by Microsoft, or Iif Microsoft {erminales an-
Online Service for regulatory reasons, Microsoft will Issue Resaller a credit for any amount pald
in advance for the period after termination,

Government Community Cloud.

hl'

Community roquiremaents. [f Enrolled Affiliate purchases Government Communlty Cloud
Sarvices, Enrolled Alliflate cortiffes that it is a momber of the Community and agrees to uso
Govarnment Community Cloud Servicas solely in its capacily as a member of the Community
and, lor eligible Governmont Community Cloud Sarvices, for the benefil of end usars that are
membars of the Communily. Use of Government Community Cloud Sarvices by an entity that
is not a member of the Community or lo provide sorvices to non-Community mombors is sirictly
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prohibited and could result in termination of Enrolled Affiliate's license(s) for Government
Community Cloud Services without notice. Enrolled Affiliate acknowledges that only
~ Community members may use Government Community Cloud Services.

b. All terms and conditions applicable to nori-Government Community Cloud Services also apply
to their corresponding Government Community Cloud Services, except as otherwise noted in
the Use Rights, Product Terms, and this Enroliment.

¢. Enrolled Affifiate may not deploy or use Government Community Cloud Services and
corresponding non-Government Community Cloud Services in the same domain.

d. Use Rights for Government Community Cloud Services, For Government Community
Cloud Services, notwithstanding anything to the contrary in the Use Rights:

{i) - Government Community Cloud Services will be offered only within the United States.
(i1} Additional European Terms, as set forth In the Use Rights, will not apply.

(1) References to geographic areas in the Use Rights with respect to the location of Customer
Data at rest, as set forth in the Use Rights, refer only to the United States,
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Enrollment Details

1. Enrolled Affiliate’s Enterprise.

a. |dentify which Agency Affiliates are included in the Enterprise. (Required) Enrolled Affiliate’s
Enterprise must consist of entire offices, bureaus, agencies, departments or other entities of
Enrolled Affiliate, not partial offices, bureaus, agencies, or departments, or other parlial entities.
Check only one box In this section, {f no boxes are checked, Microsoft will deem the Enterprise
to include the Enrolled Affiliate only. If more than one box is checked, Microsoft will deem the
Enterprise to include the largest number of Affiliates:

(] Enrolled Affiliate only
7] Enrolied Affiliate and all Affillates

] Enrolled Affiliate and the following Affiliate(s) (Only identify specific affiliates to be included
if fewer than all Affiliates are to be included in the Enterprise):

[0 Enrolled Affillate and all Affiliates, with following Affiliate(s) excluded:

b. Please Indicate whether the Enralled Affiliate's Enterprise will include all new Affiliates acquired
after the slart of this Enrollment; <Choose One>

2. Contact Information.

Each party will notify the other in wilting If any of the Information In the following contact informatlon paga(s)
changes, The asterlsks (*) Indicate required flelds, By providing cantact information, Enrolled Affillate
consgents to Its use for purposes of administering this Enroliment by Microsoft, its Alfiliates, and other parties
that help administer this Enrollment. The personal information provided in connection with this Enroliment
will be wused and protected In accordance Wwith the privacy stalement available at
https://www.microsoft.com/licensing/servicecenter.

a. Primary contact. This contact Is the primary contact for the Enroliment from within Enrolled
Affiliate’s Enterprise. This contact is alao an Online Administrator for the Volume Licensing
Sarvice Cenler and may grant online access to olhoets. The primary contact will be the default
contact for all purposes untess separate contacts are identified for specific purposes

Name of entity (must be legal entity name)*
Contact name* First Last

Contact emall address*

Streot addreas®

City*
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State/Province®

Postal code* -

(For U.S. addresses, please provide the zip + 4, e.g. XXXXX-XXXX)
Country®

Phone*

Tax ID

* indicates required fields

b. Notices contact and Online Administrator. This contact (1) recelves the contractual notices,
(2) is the Online Administrator for the Volume Licensing Service Center and may grant online
access to others, and (3) is authorized to order Reserved Licenses for eligible Online Servies,
including adding or reassigning Licenses and stepping-up priorto a true-up order,

[] Same as primary contact (default if no information is provided below, even if the box Is not
checked),

Contact name* First Last

Contact emali address*

Street addrass®

City*

State/Province*

Postal code* -

(For U.S, addresses, please provide the zip + 4, 8.9, XXXXX-XXXX)
Country*

Phone*

Language profefence. Choose the language for notices, EngNsh
[0 This contact Is a third party (not the Enrolled Affillate). Warning: Thls contact recelves
personally identifiable Information of the Customer and its Afﬂllates
* indicates reqiired fields

c. Online Services Manager. This contact is authorized to manage the Online Services ordered
under the Enroliment and (for applicable Online Servlces) to add or reassign Licenses and
step-up prior to a true-up order,

[J Same as notices contact and Online Administrator (defaull If no information Is provided
below, even If box is not checked)

Contact name*: First Last

Contact emall address*

Phone*

] This contact is from a third party organization (not the entity). Warning: This contact
racelves personally ldentiflable Information of the entity.

* indicates requlred fields

d. Raseller Information, Reseller conlact for this Enroliment Is:

Rageller company name*
. Stroot address (PO boxes will not be acceptod)‘
City*
Stata/Province*
Postal code*
Country*
Contact namo*
Phona*
Contact emoll addross*
* Indicates roquired flalds
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By signing below, the Reseller identified above confirms that all information provided in this
Enroliment is correct.

Signature*

Printed name*
Printed title*
Date*

* indicates required fields

Changing a Reseller. If Microsoft or the Reseller chooses ta discontinue doing business with
each other, Enrolled Affiliate must choose a replacement Reselier, If Enrotled Affiliate or the
Reseller intends to terminate thelr relationship, the initiating party must netify Microsoft and the
other party using a form provided by Microsoft at least 90 days prior to the date on which the
change is to take effect, ‘

e, If Enrolled Affiliate requires a separate contact for any of the following, attach the Supplemental
Contact Information form. Otherwise, the notices contact and Online Administrator remains
the default,

(i) Additional notices contact

(i) Software Assurance manager

{ili) Subscriptions manager

{iv) Customer Support Manager (CSM) contact

3.  Financing elections.
Is a purchase under this Enroliment being financed through MS Financing? [ Yes, [X] No.

If a purchase under this Enroliment is financed through MS Financing, and Enrolled Affiliale chooses not to
finance any assoclated taxes, it must pay these laxes direclly to Microsoft.
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Enrollment Documents
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B Microsoft _ Volume Licensing

Amendment to Contract Documentis
Enterprise Agreement
Armendment ID CTM

© CAMSTR-051116

This Enlerprise Agreement Amendmant (‘Amendment”}) is-antered Inlo bHeolween the entities and as of
the effeclive date identified In the Signature Form. The terms and condilions in this Amendiment
supersade any conflioling terms and conditions In tho Agreement aind Enroliment. The Agreamant Is
hereby amendad by adding the following:

1. Effoctive Date. The Effective Dale of tho Agreemont Is Navember 1, 2018,

2, Prcng. The foliswing is addod to Sectlon 2, entittad “How the Enterprise Program
works," of the Epterprise Agresment:

d. Pricing,

(I} Estabiishing Price Levels. Pice Loval that Mierosolt wiil chargo Enrolled
Alfiliate’s rosellor will be Lovel D for Azuro molorad sorvices orderod under any
Emoliment.  Enrolied Affillale’s Prce Lovel will he Lavel D minus 7.6% for all
Inlttal orcers and subsequien! ordors (.. Tive-tips, Siupplemontal Qrdurs,
Anntiol Qrdors) of all olhor Producls ordarad under any Enrollimeril.

() Placing Ordars through Resoller. Orders under an Enrolimen{ will he made lo
Enrollod Alfiflato’s Rosoller, Microsoll will Involce the Raseller according to the
tarms In tho applicable Enroliment, Throughoul this Agreamenl the lorm *price"
tolars (o reforenve price. The Resaller and the Enrollod Aftilale will delormine
the Enrolled Aflifialo’s aoliral prico and payment torms.

Excopt for changea mnde by this Anandmaont, the Agroemant klentified above romalna tnchangod
and In (ull force and offect, If there Is any confliot bolwaen any provision ln thls Amendinent and any
provision In the Enrollmont or Agreemaont identiflad above, thls Amoridment shall conlral,

This amendmoant must be attachad to a signatuve form to be valid,

w  emar PR .
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B Microsofi » Volume Licensing

Enterprise Agreement State and Local

Not for Use vidth Microsoft Business Agreement or Microsoll Business and Saivices Agreement

This Microsoft Enterprise Agreament ("Agraement”) Is entered into belween the entities identified on the
signature form.

Effective date, The effective dale of hls Agresment Is the earllest effective date of any Enroliment
antered info under this Agreament or the date Microsoft accepts this Agreement, whichever Is earlier, Any
reference In this Agreement or an Enrollment to a "day" means a calendar day, except references that
specify "husiness day",

This Agreement consists of (1) these Agreement terms and condilions, Including any amendments and
-the signature form and all attachments Identifiad thereln, (2) the Product Terms applicable (o Producls
lcensed under this Agreement, (3) the Online Services Ternis, (4) any Affillate Enroliment enlered into
under this Agreement, and (8) any order submiited under this Agreament,

Please note: Documents reférenced in this Agreement bul not altached to the signalure form may be
found al hitp:iewwanicrosolt.conflicensing/contracts and are Incorporated In this Agraement by
rafarence, incliding the Product Terms and Use Rights, These documants may contaln additional {terms
and conditions for Producls Hoensed under {his Agreament and may be changed from time to time.
Custainer should review such dacymeants carefully, both al the time of signing and perlodically thereafter,
and fully ynderstand all terms and condlitions applicable to Products licensed.

Terms and Conditlons

1. Definftions.
“Affitiate” means

2, with regard to Customar,

(1) any government agancy, depariment, office, Instrumentality, divislon, unll or olher enlity
of the state or local government that ls suparvised by or ja part of Cuslomer, or which
supervisea Customer or of which Customer fo a parl, or which ls under common
supervision with Customer;

{1} any county, borough, commaonwaealth, olty, munloipality, town, townshlp, sposlal purpose
dislrict, or other similar type of govarnmental Instrumenlallly eslablished by the laws of
Customor's stale and located within Customer's slate Juriadiction and geographic
boundarias; and ‘

(1) any other enlity In Customer's slate exprossly tauthorlzed by the laws of Customer's stato
to purchase undor slate contracts; provided thet a siate and fta Affillates shall not, for
purposas of this detinltion, be conslderad to ba Affiltales of the faderal governmont and
its Affillates; ond

b.. with regard to Microsoft, any logal entity that Microsoft owns, that owns Microsoft, or that Is
undar common ownershlp with Microsofl;

*Customer” means the legal enlity thal has antarad Into this Agreemont with Microgoft;

*Customer Data” meang all data, ncluding al) lext, sound, soflware, image, or video flles that are provided
1o Microaofl by, or on behalf of, an Envollod Affiliate and lla Afflliates through use of Online Borvicas.

“Enrollod Affifinte” moans an onlity, oither Customer or any ona of Customer's Affillates that haa entarod
Into an Enrolimont under thia Agroomant;

GAZ016AQ(UB)BLO(ENG)(AUYR015) nocum..ffi‘%% 1' g(l) Y%




"Enr‘c;},lmenl" means (he document thal an Enrolled Aflillate submits under this Agreement to place its
initial order;

“Enlerprise” means an Enrollad Affillate and the Affiliales for which it is responsible and chooses on its
Enroliment to include in its enterprise;

“Fixes” means Product fixes, modifications or enhancemsits, or thélr derivatives, that Microsoft either
releases generally (such as Product service packs) of provides to Customer to address a specific issue,

“License” means the right to download, Install, access and use a Product. For certaln Products, a
License may be available on a fixed lerm or subscription basis (*Subscriplion License"), Licenses for
Online Services will be conslderad Subscriplion Licenses;

“Microsoft” means the Microsoft Affillate that has eptered into this Agreement or an Enrollment and Its
Affiliales, as appropriate;

“Online Services” means the Microsoft-hosted sarvices Identified as Online Services In the Product
Terms. ’

“Online Services Terms® means the additional terms that apply to Customer's use of Online Services
published on the Volums Licensing Site and updated from time to time,

"Pradiyct” means all products identified in the Product Tetms, such as all Software, Online Services and
other wab-based seivices, Including pre-release or hela versions,

“Product Terms" means the document thal provides information aboul Microsofl Products and
Professional Services avallablo through volume licensing. The Product Terms document Is published on
the Voluma Licensing Site and Is updalod from time fo time.

“SLA" means Seivice Leval Agresment, which specifies the minlmum service level for Online Services
and is published on the Volume Licensing Site, .

“Software" means licensed coples of Microsoft softwara Klentified an the Product Tarms, Software doos
no! Include Online Services, bul Software may be pait of an Online Service;

“Software Asstrance” Is an offering by Microsoft that provides new varsion rights and other benelits for
Praducte as furthor desacribod In the Product Terms,

“Trado Sacrel’ means Information that Is not generally known or readily ascertalnable to he public, has
aconomic value as a rasull, and has boeh subject o reasonable steps under the olreumstances (o
‘maintaln Ils secrecy;

“uge" of "run® maans to copy, Instdll, use, access, display, run or otherwlse interact.

“Use Rights" maeans the uso rghta or terma of service for each Product published on the Volume
Licensing Site and updated from timo lo time. The Uso Righta supersade (he terms of ahy end user
licanso agreement thal accompanles a Product, The Usa Righta for Sollware are published by Microsoft
In the Product Tarma, The Use Rights for Online Services ara publishad In the Onlina Services Terms,

“Voluma Licansing Site" moans hllpiiwww.nlcrosolt. comiicensing/contrasts of a succassor alle.

2,  How the Enterprise program works. .

0. Gonoral, Tho Enterprlso program consists of the torms and conditions on which an Enrollad
Afllllate may acquirs Produot Llsensea, Under the Entorpriso program, Guiolomor and Ho
Affllates may order Licenses for Products by antering into Enroliimente,

b. Enrolliments, Tho Enterprise program glves Customor and/or ils Affiliatos thoe abliily to enter
Into one or mora Enrolimonts lo order Products. Subocription Entollments may be avallable
{or somo of these Enrolimanta.  Nolwithslanding any other provislon of thls Agrooment, only
Enrollad Alfillatos dantifled In an Enrollment will ba rasponsible tor complying with the terms
of th:'\l Enrolimant, Including tho ternis of thls Agroemont incorporated by ralerance In thal
Enroliment ‘
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C.

Licerises, The lypes of Llcenses avallable are (1) Licenses oblained under Software
Assurance (L&SA), and (2) Subscnpuon Il.icenses. These License types, as well as additional
License Types, are further described in the Product List.

3. Licenses for Products,

118

Ce

d.

@.

.

Licenge Grant, Microsoft grants the Enterptise a non-exclusive, worldwide and. limited right
to download, install and use sofiware Products, and to access and use ihe Online Services,
oach In the quantily ordered under an Enrolliment, The rights granled are subject to the lerms
of this Agreement, the Use Rights antl the Product Terms, Microsoft reserves all rights hot
expressly granted In {his Agresment,

Duration of Licenses. Subscription Licenses and most Software Assurance righls are
temporary and explre when the applicable Enroliment Is terminated or explres, unless the
Enrolledt Affillate exercisas a buy-out option, which Is avallable for some Subscription
Licenses. Except as otherwise noted in the applicable Enroliment or Use Rights, all other
Licenses becoirie parpetual onfy whien all payments for that License have been made and the
initial Enroliment tarny has expirad.

Applicable Use Rights,

() Producte (othor than Online Services). The Use Righ\s In offact on the effeclive dale
of the Encolimont will apply to Enterprise's use of the version of each Product thal s
current at the time, For fulure verslons and new Products, the Use Rights In effact when
thosa versions and Proclucts ara first reloased will apply. Changes Microsofl makes lo
the Use Rights for a particular version will not apply unless the Enrolled Afflllate chooses
to have those changes apply. The Use Rights applicablo to perpetual Licanses thet wero
acquirad ynder a provious agreemont or Enrolinent are determined by the Agreement or
Enrofliment undar which they were acquired. Renewal of Soflware Assurande does not
change which Use Rights apply to those Licenses.

{1} Online Services, For Online Services, the Use Rights in effect on the subscription stort
date wili apply for the subscription tarm as deflinad In the Product Tarms,

Downgrade rights, Enrolled Alffillata may use an earller verslon of a Product other than
Opline Sarvices (han the version thal is current on the effective dale of the Enroliment, In
that cage, the Use Rights for the current version apply to the use of the earllar version, if the
eafller Product verslon includes fealures that ate not in'the new version, then the Use Rights
appllcable to the earlier varsion apply with reapest to thoss fealures,

New Varslon Rlghts undor Software Assurance. Enrolled Affillate must ordor and
malntaln conlinuous Soflware Assurance coverage for each License ordered. With Software
Assurance coverage, Enlerpilse automalically has the right lo use a new version of a
liconsod Product ap aoon as il I8 released, even if Enrollad Affillata choosaa nol (o use the
hew veralon immaediately.

(1) Excopt as othorwise permittad under an Eivollmenl, use of the new varslon wiif be
subject lo the now verslon's Use Rights,

(1) 11 the Liconse for the earller varsion of the Product fs perpolual ot tho tine the now
voralon I3 released, tha Liconso for the now verslon will also he parpstual. Perpstual
Licensas oblalned through Soflware Assurance replace any perpatual Licenses for the
aaillor varsion,

Licensa confirmation, This Agraamont, the appllaable Enrollment, Encollad Affillato’s ordor
conlirmation, and any doctimantalion evidonalng transfars of parpstual Licenses, logether
with proof of payment, will bo Enrollad Affillata’s avidonce of all Licanzes oblalned under an
Enrollment,
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6.

4.

Reorganizations, consolidations and privatizations. If the number of Licenses covéred
by an Enjollment changes by more than ten percenl as a result of (1) a redrganization,
consolldation or privatizalion of an entily or an operaling division, (2) a privatization of an
Affiliate or an operating divislon of Enrolled Affilate or any of ils Affiliates, or (3) a
consoliclation Including a merger with a third parly that has an existing agreemenl or
Enrollment, Microsoft will work with Enrolled Affifiale in good failh to' delermine how to
accommodale its changed clrcumstances in the context of this Agreement.

Making copies of Products and re-imaging rights.

a,

bl

G,

General. Enfolled Affifiate may make as many coples of Products, as il needs lo distibute
them’ within the Enlerprlss. Coplas 1usl be true and complete (including copyrght ahd
tradeinark nolices) from master coples obtathed fron a Microsofl approved fulfiliment source,
Enrollad Affiiate may use @ third parly 1o make these coples, but Enrallad Affillate agrees it
will be responsibla for any third parly's actions. Enrollad Affillate agress (o make réasonable
efforls to notily its employses, agents, and any other Individuals who use the Producls that
the Protiucts are licansed from Microsoft and subjact to the terms of this Agreement,

Goples for tralningfevaluation and hack-up. For all Products other than Online Seivices,
Enrofied Affillale may: (1) use up to 20 complimenlary coples of any licensed Product in a
dladlcated tralning facliity on its premlses for purposaes of training on that particular Product,
(2) wse up lo 10 complimentary coples of any Producls for a 60 day evaluation porlod, and (3)
use one complimentary copy of any llcensed Product for back-up or archival purposes for
aach of iis distinet geographle localions, Trlals for Online Services may be avallable if
spacifled in the Use Righls,

Right to re-lmage. In cedaln cuses, re-linaging Is permilted using the Product media. If the
Microsoft Product Is licansed (1) from an orlginal equipment manufacturer (OEM), (2) as a full
packaged Praduct through a relall source, or (3) under another Microsoft program, then
madia provided under this Agreement may gonerally bo usod to create Imagaes for use In
?l?celot coples providod {hrough thal separate source. This fIght s conditional upon the
ollowing:

)] SeparatedLiccnses must bo acquired from the separala sourca for oach Product that Is
re-Imaged.

() The Product, language, veralon, ahd componants of the coplos made imust be ldentical to
the Product, languags, verslon, and all componénts of the coples they roplace and the
number of ¢oplos or inslances of the ra-Imagad Product permitted remaing the same,

(1) Except for coples of an oporating system and coplas of Products licensed under anothor
Microsoft program, the Product type (e.9., Upgrade or full Licénso) ro-Imagod must be
tdentical to the Product type licensed from the saparate sotirce,

(lv) Enrollad Afliltate must adhere to any Prodct-apecific procosses or raquirements for ro-
Imaging ldontified In the Product Teims,

Ro-lmagod Products remaln subjact to the tarma and usa righls of the License acqulrad from
the separata source, This subsoclion doos not croste ar oxtond any Microsoft warranty or
suppoit obligatlon,

Transforting and reasslgnlng Licenses,

a. Lloonse transfora, Enrollod Afiliato may transfar only fully-pald pstpotual Licenses lo;

(1) an Afflliato or
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{1i) an unaffitiated third parly in connection with (A) a privatization of an Affiliate o agency or
of an operating division of Enrolled Affiliale or an Affliiate, (B) a redrganizalion, or (C) a
consolidation.”

Upon such transfer, Enrolled Alffiliale must uninstall and discontinue using the ficensed
Product aic render any coples unusable,

Notification of License Transfor, Enrolled Affilate must nolify Microsoft of a License
transfor by compleling a license tansfer form, which can be obfained from
hitpshaww.iicrosoft. comilicensing/contracts and sending the completed form {o Microsoft
hefore the Licensa iransfor, No License (ransfer wil be valid unless Enrolled Affillate
provides 1o the \ransferee, and the transferae accepls In writing, documenis sufficlent to
enable the transferee 10 ascertain the scope, purpose and Himitations of the rlghts granted by
Microsoft under the licenses being transferred (Including, without limitation, the applicable
Use Rights, use and transfer restrictions, warrantles and limitations of llabiity. Any License
transfer not made In compliance with this saction will be void. '

Internal Asslgnment of Llcenses ancl Software Assurance. Licenses and Soflware
Assurance must bo asslgned to a single user or device within the Enterprise. Licenses ant
Soflware Assurance imay be reassigned within the Enterprise as describad In the Use Rights,

Term and termination.

a,

¢,

<.

a4,

Toerm. The term of this Agraament will be 36 full calendar months from the Effective dale
unless tarminaled by dlither parly as described helow. Each Enroliment will have the term
provided In that Enrollment.

. Termination without cause, Eilher party may larminate this Agreément, wilhout cause,

upon 60 days wrilten notice, In the event of termination, new Enroliments will not be
acceplad, but any existing Enroliment will continue for the term of such Enroliment and will
conlinug to be govoerned by lhis Agraement.

Mid-torm tarmination for non-appropriation of Funds, Enrolled Afflilate may terminate
this Agreement of an Enrofiment without liabllly, penalty or fudhor obligation to make
payments i funds lo meke payments under the Agreement or Enrollment are nol
appropriated or allocatad by the Enrolled Affiliata for such purpose,

Tennination for ontise. Without limiting any other remadies &t may have, elther parly may
terminate an Enrollmant If the other parly malerally breaches lis obligatlons under this
Agrasment, Including any obligallon to submit orders or pay involcas. Excopt where the
breach Is by lis nature not curable within 30 days, the terminaling parly must give the other
party 30 days' notice of Iis Intent to terminate and an opportunity to cure the breaoh,

If Miorosofl fives such nallce fo an Enrolled Affillate, Microsoft also will glve Customer a copy
of thal notice and Cuslomar ugreas lo help resolve the breach. If the breach affapts othar
Enrallments and canno! o rosolved batwoon Microsoft and Enrollad Affillate, together with
Customor's holp, within a reasonable porlod of time, Microsoft may terminate this Agreement
and all Envolimoants under It If an Enrolled Affillata ceases ta ha Guatomar's Affiflate, It must
promplly hotlly Microaofl, and Misrosoft may terminate the former Affiliate's Enrollment, If an
Enrolied Affillate tarminatos its Enroliment as a resull of a breach by Migrosoft, or If Microsoft
tarminates an Enrollment becntise Enrolled Afflilate conges to be Gustomar's Affiilato, then
Enrollad Affillate will have tho early termination rights describad In the Gnrollment,

Early torminntlon, 4 (1) an Ervollad Affiute forminatos lla Enroliment as a result of a
braach by Microsoll, or (2) It Microsofl tarminates an Enrollmont baoatusae the Enrollad
Afliliate has coasad to be an Affiliate of Cuslomer, or (3) Enrollad Affillate terminates nn
Enrolimeont for non-approprialion of funds, or (4) Microsoft terminates an Enrollmant for non-
puy;ncnl dua to non-appropratlon of hmdu. then the Enrolled Alfillate wii have the (olfowing
options:
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(i) I may immediately pay the toial remalhing amount due, including all installments, in
which case, the Enrolled Affiliate will have perpetual rights for all Licenses it has ordered;
or

(1)) I may pay only amouints due as of the terminalion date, {n which case the Enrolled
Affiliate will have perpetual Licenses for:,

1) all coples of Prodicts (including the lalest version of Producls ordered under SA
coverage in the curcent term) for which payment has been made in full, and

2) the number of coples of Praducts It has ordered (including the latest version of
Products orderad under Software Assurance coverage in current lerm) thal s
proportional to the total of Installment payments pald versus total amounts. due (pald
and payable) If the early termination had not.ocetireéd.

(ill) In the case of Early Termination under Subscription Enroliments, Envolled Affiliate wil
have the followlng options:

1) For eligible products Enrolled Alflllate inay obtaln perpelual Licenses as deseribed In
the section titled “Buy-out option,” provided that Microsoft recelves the buy-out order
for those Licenses within 60 days afler Enrolled Affiliate provides nolice of
{ormination,

2) Whore nol exerclsing buy-out option, In the evant of hreach by Microsoft, Microsoft
- will isstie Reseller 8 crédit for any amount pald In advence that would apply after the
dale of tarmination. '

Nothing in this saction shall affect parpelual License rights acquired elther In a separate

agreament or In a prior term of the terminated Enrollment.
f. Effoct of termination or explration, When an Enroliment explres or Is terminated,

{) Enrofled Affillate muet order Licenses for all coples of Products It has run for which # has
not praviously submitted an order. Any and all unpald paymonts or ahy order of any kind,
Including subscriplion services, remaln due and payable, Except as provided in the

“subsection tilad “Early lermination” all unpald payments for Licenses Immadiately
become dué and payable,

(1) Enroflad Affillate’s right to Software Assurance honefils under thls Agreement ends If It
doas not rehew Soflware Assurance.

¢ Modlificntion or torminution of nn Online Sorvico for regulatory rensons, Microsoft may
modily or terminale an Onlfine Servica wharo there ls any currenl or flure government
roqulremant or obligation that: (1) subjacts Microsoft to any regulation or raqulrement not
generally applicable to businesses oparaling there; (2) prasents a hardship for Microsoft to
continue oparating the Onfine Sorvice without modification; andfor (3) causes Microsofl to
hollova thaso lerms or the Online Service may confilcl with any such requirement or
obligation.

h. Program updatos. Microsofl may moke changos to this program that will make It necossary
for Customer and Its Enrolled Affillatan to entar inlo new agreaments and Enrolimenta al tho
time of an Enroliment renewal.

Usa, ownorship, rights, and restrictions,

n.  Products, Unloss otherwlse spacilied in a supplomontal agroament, use of any Produc is
govarnod by thoe Use Rights specific to anch Producl and version and by the terms of the
applicablo supplementat ngraemant,

I, Fixas, Each FiX i liconsad under the same torms ns the Produot to which it applles, If & Fix
i nol provided for a apocllio Product, any uoo tormae Miorosoflt providos with the Fix wilt apply.
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¢, Non-Microsoft software and tochnology. Enrolled Afiliate Is solely resporisible for any
non-Microsofl software dr technology that it installs or uses with the Products of Fixes.

d. Restrictions. Envolled Affiliale musl nol (and must not attempt lo} {1) reverse engineer,
decamnpile, or disassenible any Product or Fix, (2) install of use non-Microsoft software or
technology in any way that would subject Microsoft's intellectital property or tachnology fo
obligations beyond those Included In this agresment, or (3) work around any lechnical
limitations In the Producls or restrictions In Produic! doctimentation. Except as expressly
permilted In this agraement, Customer ust not (1) separate and run parts of a Product on
more than one device, upgrade or downgrade parts of & Product at different times, or transfer
parts of a Product separalely; or (i) distribute, sublicense, renl, lease, lend, or use any

_ Product or Fix to offer hosting services {o a Whird party,

o, No transfer of ownership; reservation of rights, Products and Fixes are protacted by
copyright and other intellaclual properly rights laws and International treatles. Microsoft
{1) doses not transfer any ownorship rights In any Products or Fixes and (2) reserves all rights
nof expressly granted in this Agreement,

8. Confidentiality.

*Confidential Information” Is non-public information that is designated “confidantial” or that a reasanable
person should understand Is conlidantial, including Cuslomer Data, Gonfidentlal Information does not
include Information that (a) becomes publicly avallable without a breach of {his agraament, (b) the
racalving pardy recelved fawfully from anather source withoul & confidentlality obligation, {c) Is
indapandently devalopad, or {d) [s a commant or sugigestion volunlearad about the other party's
buslhess, pradiéts or sorvices,

Each parly will take reasonable steps to protect the other's Confidential Information and will use the other
parly's Confidential Information only for purposes of the parlies’ business relationship, Neither paty will
diaclose thal Confidontial information to \hlrd pariles, except to its employees, Afflllates, contractors,
advisors and consultants (*Representativas’) and then only an a need-to-know basls under nondisclosure
obligations at least as protactive as thls agraemon!, Each porty remalns rosponsiblo for the use of the
Confidantial Information by ils Ruprusentalives and, in the evenl of discovery of any unauthorized use or
disclosuro, mus! promplly nolify the other party,

A party may disclose the other's Confidential tnformation if raquired by law; but only aftor it notifies the
othor parly (if lagally permissible) to enable the other parly lo seak a protectiva ordor.

Naithor parly Is required to reslilet work assignments of its Represontatives who have had accass to
Confidenttal informatlon. Each parly agrees thal the use of informallon retalned In Representatives’
unaldod memortas In tha davelopmont or deploymont of the porties’ respaclive products or eervices does
not create Habliity under this agreemant or trade secrol fow, and each parly agrees {o limit what it
discloseato the other accordingly,

These obligations apply (i) for Customer Dala untit | Ja deletad from the Onfine Services, and (i) for all
other Confidantlal Information, tor a porlod of five yaara aflor tho Confidential Information Is racelved.

9. Privacy and Compllance and Laws.

u. Enrolled Affillolo consents to lhe procossing of personal nfomalion by Miorosoft and its
agons to faclitalo the subjoct matter of this Agreemont. Enrolied Affitlate will obtaln oll
raquirod conaonts from third portles undaer applicabla privacy and data protection law before
providing personal Infarmation to Microsoft,

b, Parsonal informallon colleclad under this agreemont () may be trensferrad, slorad and
processad in the United States or ony other counlry In which Microsolt or lls conlractors
malnlain facliitios and (1) wilt be subjact to tho privacy terms spocilied In the Usa Rights,
Microsoft abldes by the U Safo Harbor and the Swiss Safa [mibor framaworke aa set forth
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10.

11,

by the U.S. Department of Cominerce regarding the collection, use, and retention of data
from the European Union, the European Economic Area, and Swilzerland,

U.S. export jurfsdiction. Products and Fixes ate subject to {1.S. export judsdiction.
Enrolled Affiliate rmust comply with all applicable international and natlonal laws, including the
U.8. Exporl Administration Regulations and Inlernational Traffic in Arms Regulations, and
and-user, end use and destinalion restriclions Issued by U.S. and otiier governments related
to Microsofl produicls, services and tachnologies.

Warranties.

a.

b,

G,

Limited watrantles and romedies.

{i} Software. Microsoft warranls that each version of the Software Will perform substantially
as described In tho applicabloe Product docurnentation for one year from the date (he
Enterprise is first llcensed for that version, If It does not and the Enlerprise nofifies
Microsoft within the warranly term, than Micrasoft will, at its option (1) retumn the price
Enroltad Affillate pald for the Software licenss, or (2) repalr or replace the Soflware,

_(ll) Online Services, Microsoft warrants thal each Online Servica will perform In accordance

with the epplicable SLA during lhe Enterprise's use, The Enterprise’s remedies for
breach of this warranty are In the SLA, ‘

The remedies above are tho Enlorprisa’s sole remedlos for broach of the warranties ity this
saclion. Customar walves any breach of warranly clalms nol made during the watranty
porlod,

Excluslons, The warranties In lhis agresment do nol covar probloms caused by accldent,
abuse, or use In a manner Inconalstanl wilh thia Agreement, Including fallufe to maet
minimuin system requirements, These warranties do nol apply lo free, lral, pré-release, or
hata Products, or to components of Products that Enrolled Affillate Is permiited to redistribute.

DISCLAIMER, Microsoft provides no other warrantles or conditions and disclalins any
othar express, impllad, or statulory warranties, Including warrantios of quality, title,
non-Infringemont, morchantabliity, and fitness for a partlcular purposo.

Defense of third party claims.

0.

b,

By Microsoft, Microsoft will defend Enrolled Affillate agalnsl any olaims made by an
unaffiltatdd third party (1) thal any Product or Fix Infringes Its patant, copyright, or lradamark
or mekes untawlul use of its Trade Secrel; or (2) thal arlsos from Microsoft's provislon of an
Online Servico In violallon of lawa applicable lo all online services providers; Microsoft will

" pay the amotint of any restiting advorge final judgmont or approvad sotlloment. This doos not

apply lo clalme basad on () Customer Data; (If) non-Mitrosolt software; (Ill} modifications to a
Product or Fix Enrolled Affiffale mekes or any spacifications or maletlals Enrolled Affiliate
providas; (iv) Enrollod Affiliate's combination of tha Praduct or Fix with (or damages basod on
{he valuo of} a non-Microsoll produict, data, or businnss process; (v) Enrollad Affllinte's use of
o Microsolt tradomark withoul express, wrilten consent or the use or redisirbution of a
Product or Fix In violation of this Agraoment; (vi) Ewrollad Affillale’s contiied use of o
Product or FIx after boing nolifled to stop duo to a third parly olaim; or (vil) Producle or Flxes
provided free of charga,

By Enroltod Affillate, Enrollad Affifato will defond Microsoft agalnst any olalms made by an ‘
unaffilated third party that; )

) nn?r Cuslomer Dala or non-Mlorosoft software Miorosoft hoots on Enrolled Affiliate's -
bohalf Infringas the third pary's patont, copyrght, or trademark or mokaes unlawful uoo of
lla: Trade Sacrel; or ‘
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{ii) arises from use of an Online Service in violation of applicable laws and régulations; a
violation of the legal rights of others; or unauthorized access. to or disruptioh of :any
_service, data, account, or nelwork in conneclion with the use of the Onling Services.

Enrolled Affiliate will pay the amount of any adverse final judgmient or approved selilament
resulting from a claim covered by this section titled "By Enrolled Affiliate.”

c. Rights and remedles In case of possible infringement or misappropriation. If Microsalt
reasonably belleves Ihat a claim under this section may result in a legal bar prohlbiting
Enrolled Affiliate’s use of the Product or Fix, Microsoft will seek to obtaln the right for Enrolled
Affiliate 1o keep using it or modify or replace it with a functional eqivatent, in which case
Enrolled Affiliate must discontinue use of the prior version lmmedsately. I thesg options are
not ¢ommeiclally reasonable, Microsoft may terminate Enrollsd Affillate’s lght to the Product
or Fix and refund any amounts Enrolled Affiliate has pald for those rights to Soflware or Fixes
and, for Online Setvices, any armount paid for a usage period afler the termination date,

d. Other torma. The parly belng dofended under this section 11 must nofify the other parly
promplly of any claim subject to the subsection titled "By Microsoft," give the other parly sole
control ovar the defense or ssltlement, and provide reasonable assistance in defending the
clalm. The parly providing the prolecuon will relmburse the olher parly for reasonable out of
pockel expenses that It Incurs in providing asslstance. Any sellament must be approved in
writing by the defending parly. The raradiss provided In this section 11 are the exclusive
remedies for the claims described In (hls section,

12, Limitation of llabliity,

For each Produel, aach party's maximum, aggregale llability to the othar under {his Agreement Is limited
to diract damagas finally awardad In an amotint not to excead the amounts Enrollod Afflliate was required
to pay for the applicable Products uring the term of this Agreament, subject lo the following:

a. Online Sorvices, For Onlina Services, Microsoft's maximum llabltity to Enrolled Affiliate for
any Incldent giving rise to a clalm wil) nol excoed the amount Enralled Afflilate pald for the
Online Service during the 12 montha before the Incldent,

b, Freo Products and Distributable Code. For Products provided free of charge and code
that Enrolled Aflllfiate Is authorized to redistdbute lo third parlies without separale payment o
Microsofl, Microsoft's liabllity s limied o direct damages finally awarded up to US$5,000,

¢, Excluslons, Inno evant wil elther party be Hable for Indiract, incldental, special, punilive, or
consaquantial damages, Including loss of use, loos of profits, or Intorruption of business,
however cauged or on any theory of llabllity,

d. Excaptions. No Himilalion or excluslons will apply to liabllity arlsing out of elthor party's (1)
confidentiality obligations (except for all Habllity releted lo Cuslomer Data, which will romain

subject lo the limitations and excluslois abova); (2) dofonse obligations; or (3) violatlon of the

other parly's inlellactusl proparty rights,

13,  Verifying compliance.

a, Right to verlly compliance, Enrolled Affillate must keep accurate and complele records
ralaling to all use and diatribution of Products by Enrollad Affillalo and ite Affiliatos, Miorosoft
hao the rlght, at e expense, to the extent permitted by applicable law, to verlly Enralled
Ailliate and lts Affiliates® compliance with the Product's flconse tarms for the Products,

b. Voerlfication process and limitatlons, Microsoft will provide Enrollad Alfilinte al least 30
days' notlcs of its Intent 1o verlfy compliance, Verlfication will take place during normal

business hours and In a manner thal doan no! infarfera unrensonably. with Enrolled Afliliate’s

opoarations.  Microsoft wlll engage an hnlependent auditor, which will be subjact to a
confidentiality obligation.  Enrollad Affiliale muast promptly provide the indopendant auditor

A2016AgHUB)BLAGNUNAUD2D1B) o l"?&% (; % f\ ;
oeAmoent 3



with any Information the auditor reasonably requests In furtherance. of the varification,
including acdess lo systems yunning the Products and evidence of Licenses for Produots
Enrollad Affiliate hosts, sublicenses, or distribules to third parlles. Enrolled Affiliate agreés lo
complete Microsofl's self-audit process, which Microsoll may require as an allernalive to a
third party audit. Any informalion &dllectad in the self-aiit wiil be used solely for purposes of
datermining compliance.

Remedles for non-compliance, If verification or self-audil reveals any unlicensed use or
distribullon, then within 30 days, (1) Ensolled Affiliate must order sufficlant licenses to cover
that use or dislribution, and (2) if unlicensed use or distribution is 6% or more, Enrolled
Afflliate must reimburse Microsoft for the cost Microsofl has eurred in verification and
acquire the necessary additional flcenses at 126% of the price based on the then-current
price list and Enrolled Alfillate price level. Tha unlicensad use percentage Is hased on the
total number of licenses purchased comparad to aclual install base, If there Is no unlicensed
use, Micragoft will not subject Enrolled Affillato 1o another verificatlon for at least one year.
By exerclsing the rights and procedures descrlbad above, Microsoft does not walve is rights
lo enforce this Agréemant or to prolect lls Intellectual property by any other means parmitied
by law,

14.  Mlscellaneous.

A

b,

G,
d,
ol

f.

Notices, Notices {o Microsoft must be senl to the Microsoft address on the slgnalura form
with a copy sent to the address balow. Notlces must be in writing and will bs trealed as
daliveral on the date shown on the relurn recelpt or on the courler or fax confirmation of
delivery. Micrasoft may provide Information to Enrolled Affillate about upcoming ordeting
doadlines, sevices, and subscriplion information In elecironic form, Including by emall lo
conlacls provided by Enrollec Affiliate. Emalls will be {realed as delivered on the transmisslon
dale.

A copy of cach notloo shoukl he sont

to:

Microsoft Corporalion
{.egal and Corporala Affalrs
Volume Licensing Group
Ona Microsoft Way
Redmond, WA 98062

USA

Asslgnmont, Elther party may asslgn this Agreement to an Allifiute, bul must notify the other
party in wriling of the asslgnment, Any other proposed assignment must he approved by the
other party In writing. Asslgniment will not reliovo the assigning party of lts obligations undor
the assigned agraemunt. Any allempled assigiment withoul required approval will be vold.

Soverabliity, I any provislon In thls agreomont Is found unenforcoablo, tho balance of tho
agroamonl will remaln In (ull force and affact,

Uso of contractors, Microsoft may use conlraolors 0 perform servicas, but will be
responsible for tholr parformance subjoot to the toims of this Agraomant,

Walver, Fallure to enforce any provision of this agraement will nat constiiuto a walver, Any
walver must be In wilting and slgned by the walving parly,

Applicablo taw; disputo resolution. The lornis of this Agrasment wilf bo governad by the
taws of Customor's stato, without giving offoct to lta conflict of laws, Disputes relating to this
Agreemont will bo subjoct o applicable dispute resolution lawa of Customar'e stole,
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g. This Agreement Is not exclusive. Cuslomer and its Affiliales are free lo enler into
agreements (o license, se o promadte non-Microsoft prroducts.

. Management and Reporling, Gustomer and/or Enrolled Affiliale may manage account
delalls (e.g., contacts, orders, Licenses, software downloatis) oh. Microsoft's Velume
Licensing Service Cenler ("VLSC") wab slté (or succdssol  site) at:
hllpsifww.microsoft. com/licensing/servicesenter. Upon the effective date of this Agreement
and any Enroliments, the cantacl(s) identifiad for this purpose will be provided access {o this
site and may aulhorize additional users and contacts,

i Order of pracadence. In the case of a conftict between any documents in this Agresment
that Is nol expressly resolved in those documents, thelr terms will conleol n the foliowing
order from highest to lowest priority: (1) thls Enterprlse Agreement, (2} any Enroliment, (3)
the Product Terms, (4) the Online Services Terims, (8) orders submitted under this
Agreemenl, and (8) any other documents in this Agreement, Terms In an amendment conttol
over the amendad document and any prior amendments concerning the same subject mattar,

J». Survival. All provislons survive terminalion or expiration of this Agresment exeept those
faquiring parformance only dutting the term of the agreement..

k. Free Produocts, It Is Microsoft's intent thal the terms of this Agraement and the Use Rights be
In compliance with all applicable federal law and regulations, Any free Product provided to
Enrolled Affiliate Is for (he sole use and beneflt of {he Enrolled Affilate, and Is not provided for
tae by or persond) henefit of any spacific government émployee,

. Amendmonts, Any amendmant to this Agreement must be executed by both partles, excapt
thal Microsofl may change the Product Terms and the Use Righla from time.to thne In
accorcdance with the terms of this Agreement, Any conflicting terms and condilions contained
in an Enrolled Affillate's purchase order will not apply, Microsoft may raquire Customer to
sign d new agrecment or an amendment before an Enrollad Affillate enters Into an Enroliment
under this agreament.

Voluntary Product Accossibility Templates,  Microsoft supports the government's
dbligation o provide accessible technologles to lls cllizens with disabllities as requlred by
Sectlon 608 of ihe Rehabllitalion Act of 1973, and s state law cotinterparts. The Voluptary
Product Accessibility Tamplates ("VPATs") for the Microsofl techhologies used In providing
tha onlina servicés can be found al Microsoft's VPAT page. Further information regarding
Micrasaft's commitmant to accossibilily can bo found at hitp:iwww.inlsrosoft.cemlenable.

n. Natural dlaaster, in the evenl of o “natural disagtor,” Microsolt may provide additional
assistance or rights by posting them on Ilp:/wwiv.microaolt.com at such time,

0. Copyright violation. Except as sat foh In the section above enlitlad “Transfarring and
reassigning Llcanses", the Enrolled Afflliate agroes to pay for, and comply with the terms of
this Agreament and the Uge Righls, for the Products it uses, Except lo the extent Enrolled
Affillats Is ticansad under thia Agroament, It will be reaponsible for its broach of this contract
and violation of Microsoft's copyrgit in the Producls, Including payment of License feea
spacified In this Agraoment for unlicenseac use.

p. Calondar days, Any reference In tive Agreemont or an Boroliment to a "day" means a
calendar day, except referencas that spacify ’bus_lneas day”,

3
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Micresoft | Volume Licensing

Supplemental Contact Information Form  State and Local

This form can be used in combination with Agreement and Enroliment/Registrétlon. Howeve(,
soparate form must be submitled for each Enrollment/Registration, whien more than ong is submitted
on a signature fofin, For the purposes of this form, "Enitily’ can maan the signing Enfily; Guslomer,
Enrolled Affiliate, Government Partngr, Institution, or other party entering Into a Volume Licensing
program agreement, Primary and Notices contacts in this form will not apply to Enrollments or
Reglslrations.

This form applies to; Agraement
71 Enrollment/Atiitiate Registration Form

Insert primary entily name I more than one Enrollment/Registration Form
is subm_med

Contact information,

Each parly will nolify {he other In writing If any of tha Information in the following contact Information
page(s) changes. The asterlsks (*) Indlcate required fialds; If the Enlily chooses to deslgnate other
conlact lypas, the same required flalds must be compleled for each saction, By providing contact
Informalion, entlly conssnis to His use for purposas of adminlstering the Enrolliment by Microsoft and other
partios thal help Microsofl administer this Enroliment. The personal Informalion provided in connaclion
with this agreament willl be used and protacled &ccording to the privacy statement avalleble at

Wios:iliconsing mlcrosoft.com,

1. Additional notices contact,

This contact recelves all notices thal are sent from M!croaoﬂ No online acceas Is granted to this
ndividual,

Nama of Entity* County of Riverslde

Contaol name*: First Melissa Last Ellor

Contact omail* mollssa.eller@riveoltorg

8traot addrons* 3460 141k Streal

Clty* Rivorelklo State* CA Postal codlo* 92601-3862

Country* US

Phona* 961-966.7731 Fax

] This contact ls a third parly (not the Enmy) Warning: Thla contact raceives parsonally Identiflable
informaltion of the Entity.

2,  Soflware Assurance manager.

This contact will rocolve online permigsions to manage tha Software Assurance beneflls under the
Enroliment or Reglstration,

Namo of Entity*

Contaot numo*; Flrst Lost
Contact omaolt*

Btroot addross®

City* Stale* Postal codoe*
Country*

Phono* Fax
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[[] This contact Is a third party (not the Entity). Warning: This contact receives personally identifiable
informalion of the Entity.

3. Subscriptions manager.

This cottact will assign MSDN, Expression, and TachNet Plus subscription licenses lo the Individual
subscribers under this Enroliment or Registration. Assigninent of the subscription liceiisas is hecessary
for access to any of the online henefits, such as stbscription downloads. This contact will also managa
any complimentary or additional media purchases relalod to these subscriptions.

Name of Entity*

Contact name*;: Flrst Last

Contact email*

Straet address*

Clty* State* Postal cade*

Country*

Phone* Fax

{1 This contacl Is a third party (not the Enlity), Warning: This contact recelves personally identifiable
information of the Entity,

4, Online Services manager.

This contact will be providad online parm!sa!ona lo maenage the Online Services ordered under the
Enrollimant or Roeglstration.

Nama of Entity* County of Riverside

Contact name*: First Junifer Last Rutherford

Contact emall* jenifer.rutherford@riveolt.org

Stroot address® 3450 14th Street

Clty* Riverside State* CA Postal code® 82501-3062

Colintry* UA ;

Phone* 951-955-7785 Fax .

{21 This contact Is a third party (not the Enlily), Warning: This contaot recolves personally identiflable
Information of the Entily.

§.  Customer Support Manager (CSM);

This parson Is designated as the Customer Support Manager (CSM) for support-ralated activitles,

Namo of Entity* _

Contact name*; Flrst Last

Contaot emalt*

8troot nddroas*

City* Slmu‘ Poatal code*

Country*

Phone* Fax

2] This contact Is a third parly {not the Enflly). anlng Thio contact racalves parsonally kienliflable
Information of tha Entity.

8. Primary contact information:

An Individua! from Inslde the organization musl serve as the primary contacl. This contact recelves online
administrator pormissions add may grant online accans {o olhars, This contoct also racelves all notices
unloes Microsoll Is provided written nolice of a change.

Nama of Entity* Gounty of Rivorsido

Contact name*; Flrst Jim Last 8mith
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Contact emall* fim,smith@riveoil.org
Straet-address® 3450 14th Streat

City* Riverside State® CA Postal code* 92504-3862
Country*: US ‘

Phone* 951-955-1000 Fax

7. Notices contact and online administrator information:

© This Individual recelves online administralor permissions and may grant online access fo others. This
contact also recalves all notices,

[} Same as primary contact

Name of Entity* Counly of Riverside

Contact name*: Flrst Jenifer Last Rulherford

Contact amall* jenifer.rutherford@riveolt.org

Street address* 3460 14th Strest

Clty* Riverside State* CA Postal code* 92501-3862

Country*: US

Phone* 951-955-7785 Fax

{1 This contact Is a third parly {not the Enlity). Warning: This contact recaives personally identifiable
information of the Entity.
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Introduction

Beginning July 1, 2014 these Online Services Terms (OST) replace the Online Services Use Rights (OLSUR). The OST contains terms that apply to
Customer’s use of Online Services. Separate terms, including different privacy and security terms, govern Customer’s use of Non-Microsoft
Products {as defined below), as well as other products and services from Microsoft.

Most Online Services offer a Service Level Agreement {SLA), For more information regarding the Online Services SLAs, please refer to
hitp://microsoft.com/licensing/contracts.

Prior Versions

The OST provides terms for Online Services that are currently avaifable. For earlier versions Customer may refer to
http://go.microsoft.com/?linkid=9840733 or contact its reseller or Microsoft Account Manager,

Clarifications and Summary of Changes
Madonw: 2 e
Kaizala

Deletions

Privacy and Security Terms )
Data Processing Terms: The Office 365 Services row In the Online Services table has been updated to Include Offlce 365 Video. The Office 365

Services bullet In the Location of Customer Data at Rest section has been updated to Include the United Kingdom,

Online Service Specific Terms
Bing Maps: Bing Maps Asset Management has been renamed Moblle Asset Management,

Table of Contents / General Terms

Table of Contents - Introduction General Terms « Privacy and Security Terms < Qnlirie Service — speciflc Terms Attachments
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General Terms

Customer may use the Online Services and related software as expressly permitted in Customer's volume licensing agreement. Microsoft reserves

all other rights. Customer must acquire and assign the appropriate subscription licenses required for its use of each Onliné Service, Each user that

accesses the Online Service must be assigned a User SL or access the Online Service only through a device that has been assigned a Device St,

unless specified otherwise In the Online Service-specific Terms. Attachment 2 describes SL Suites that also fulfill requirements for User Sts.
Customer has no right to use an Online Service after the SL for that Online Service ends.

Definitions .
If any of the terms below are not defined in Customer's volume licensing agreement, they have the definitions below.

“Customer Data” means all data, including all text, sound, video, or image files, and software, that are provided to Microsoft by, or on behalf of,
Customer through use of the Online Service.

“External User” means a user of an Online Service that Is not an employee, onsite contractor, or onslte agent of Customer or its Affillates.
“Instance” means an image of software that Is created by executing the software’s setup or Install procedure or by duplicating such an image.

“Licensed Device” means the single physical hardware system to which a license Is assighed. For purposes of this definition, a hardware partition or
blade 1s considerad to be a separate device,

s

“Non-Microsoft Product” means any third-party-branded software, data, service, website or product, unless incorporated by Microsoft in an Online
Service.

“Online Service” means a Microsoft-hosted service to which Customer subscribes under a Microsoft volume licensing agreement, including any
service identified In the Online Services section of the Product Terms, It does not include software and services provided under separate license
terms {such as vla gallery, marketplace, console, or dialog}). The Product Terms is located at hitp://go.microsoft.com/?iinkid=9839207,

“Operating System £nvironment” {(OSE) means all or part of an operating system Instance, or afl or part of a virtual {or otherwlse emulated)
operating system Instance, that enables separate machine identity (primary computer name or similar unique identifler) or separate administrative
rights, and Instances of applications, If any, conflgured to run on all or part of that operating system instance, There are two types of OSEs, physlcal
and virtual. A physical hardware system can have one physical OSE and/or ona or more virtual OSEs, The operating system Instance used to run
hardware virtualization software or to provide hardware virtualization services Is considered part of the physical OSE,

~ "SL” means subscription license.

Online Services Terms Updates
When Customer renews or purchases a new subscription to an Online Service, the then-current OST will apply and will not ¢hange during
Customer's subscription for that Online Service. When Microsoft Introduces features, supplements or related software that are new {i.e., that were

not previously Included with the subscription), Microsoft may provide terms or make updates to the OST that apply to Gustomer’s use of those new
features, supplements or related software.

Online Services Changes and Availability
Microsoft may make commerclally reasonable changes to each Online Service from time to time, Microsoft may terminate an Online Service in any
country where Microsolt is subject to a government regulation, obligation or other requirement that Is not generally applicable o businesses

operating there. Avalfability, functionality, and tangunge versions for each Online Service may vary by country. For information on avuudblllty.
Customer may refer to www.microsoft.com/online/international-availability.aspx.

Data Retention

A all times during the term of Customaer’s subiscription, Customar will have the ablity to access and extract Customer Data stored in each Online
Service. Except for free trials, Microsoft will retain Customer Data stored In the Online Service in a limited function account for 90 days after

expiration or termination of Customer's subscription so that Customer may extract the data. Aftor the 90-day retention period ends, Micrasoft will
disable Customer’s account and dalote the Customer Data,

The Online Service may not support retention or extraction of softwace provided by Customer, Microsoft has no lability for the deletion of
Customar Data as described in this section,

Use of Software with the Online Service
Customer may need to install cortaln Microsoft software in ordar to use the Online Service. 1 so, the following (wms apply:

Microsoft Software License Terms
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Customer may Install and use the software only for use with the Online Service, The Online Service-specific Terms may limit the number of
copies of the software Customer may use or the number of devices on which Customer may use it. Customer’s right to use the software begins
when the Online Service Is activated and ends when Customer’s right fo use the Online Service ends. Customer must uninstall the software when
Customer’s right to use it ends. Microsoft may disable it at that time.

Validation, Automatic Updates, and Collection for Software

Microsoft may automatically check the version of any of its software. Devices on which the software is Installed may periodically provide
Information to enable Microsoft to verify that the software is properly licensed, This information includes the software version, the end user’s
user account, product 1D information, a machine ID, and the Internet protocol address of the device, If the software is not properly licensed, its
functionality will be affected. Customer may only obtain updates or upgrades for the software from Microsoft or authorized sources. By using
the software, Customer consents to the transmission of the information described In this section. Microsoft may recommend or download to
Customer's devices updates or supplements to this software, with or without notice. Some Online Services may require, or may be enhanced by,
the installation of local software {e.g., agents, device management applications) {"Apps"). The Apps may collect data about the use and
performance of the Apps, which may be transmitted to Microsoft and used for the purposes described in this OST for Customer Data,

Third-party Software Components

The software may contain third party software components Unless otherwise disclosed In that software, Microsoft, not the third party, licenses
these components to Customer under Microsoft’s license terms and notices.

Non-Microsoft Products

Microsoft may make Non-Microsoft Products available to Customer through Customer’s use of the Online Services (such as through a store or
gallety, or as search results). If Customer Installs or uses any Non-Microsoft Product with an Online Service, Customer may not do so In any way
that would subject Microsoft’s intellectual property or technology to obligations beyond those expressly Included in Customer’s volume licensing
agreement, For Customer’s convenlence, Microsoft may Include charges for the Non-Microsoft Product as part of Customer's bill for Online
Services, Microsoft, however, assumes no responsibility or lability whatsoever for the Non-Microsoft Product. Customer Is solely responsible for
any Non-Microsoft Product that It installs or uses with an Online Service.

Acceptable Use Policy
Neither Customer, nor those that access an Online Service through Customer, may use an Online Service:
» in a way prohibited by law, regulation, governmental order or decree;

o to violate the rights of others;

s to try to gain unauthorized access to or disrupt any service, device, data, account or network;
o to spam or distribute malware;

¢ Ina Way that could harm the Online Service or impalr anyone clse's use of It; or

« Inany application or situation where fallure of the Online Service could lead to the death or serlous bodily Injury of any person, or to severe
physical or environmental damage.

Violation of the terms In this section may result in suspension of the Online Service. Microsoft will suspend the Online Service only to the extent
reasonably necessary, Unless Microsolt believes an Immediate suspension Is réquired, Microsoft wiif provlde reasonable notlce before suspending
an Online Service.

Technical Limitations
Customer must comply with, and may not work around, any techolcal Ilmlmuons in an Online Service that only allow Customer to use It In certaln
ways, Customer may not download or otherwlse remave coples of software or source code from an Online Service except as explicitly authorlzed.

Compliance with Laws

Microsoft will comply with all laws and regufations applicable to Its provision of the Online Services, including security breach notification law.
Howaver, Microsoft Is not responsible for campliance with any faws or regulations applicable to Customer or Customer's Industry that are not
gonerally applicoble to Information technology service providers. Microsoft does not datermine whether Customer Data Includes information
subjact to any specific law or regulation. All Securlty Incldents are subject to the Security Incident Notification terms below,

Customer mustccomply with alf laws and regulations applicabla to its use of Online Services, Including laws related to privacy, blometric data, data
protection and confidentiality of communications, Customer is rosponsiblo for Implementing and maintalning privacy protections and security
moeasures for components that Customer provides or controls {such as devices ensolled with Microsoft Intune ar within a Microsoft Arure
customer's virtual machine or application), and {or determining whether the Online Services are appropriate for storage and processing of
information subject to any specific taw or regulation. Custamer Is responsible for responding to any requost from a third party regarding
Customer’s use of an Online Service, such as a requast to take down contant under tho U.S. Digital Millennium Copyright Act or other applicable
laws,
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import/Export Services

Customer's use of any Import/Export Service Is conditioned upon its compliance with all instructions provided by Microsoft regarding the
preparation, treatment and shipment of physical media containing its data (“storage media”}. Customer is solely responsible for ensuring the
storage media and data are provided in compliance with all laws and regulations. Microsoft has no duty with respect to the storage media and no
liability for lost, damaged or destroyed storage media. All storage media shipped to Microsoft must be shipped DAP Microsoft DCS Data Center
{INCOTERMS 2010). Storage media shipped to Customer will be shippad DAP Customer Dock (INCOTERMS 2010},

Electronic Notices

Microsoft may provide Customer with information and notices about Online Services electronically, including via emall, through the portal for the
Online Service, or through a web slte that Microsoft identifies. Notice is given as of the date it is made available by Microsoft.

License Reassignment

Most, but not all, SLs may be reassigned. Except as permitted In this paragraph or in the Online Service-specific Terms, Customer may not reassign
an St on a short-term basis {i.e., within 90 days of the last assignment}, Customer may reassign an SL on a short-term basis to cover a user's
absence or the unavallabllity of a device that Is out of service. Reassignment of an SL for any other purpose must be permanent. When Customer

reassigns an SL from-one device or user to another, Customer must block access and remove any related software from the former device or from
the former user's device, .

Font Components .
While Customer uses an Online Service, Customer may use the fants Installed by that Online Service to display and print content, Customer may

only embed fonts In content as permitted by the embedding restiictions in the fonts and temporarily download them to a printer or other output
device to print content. .

Competitive Benchmarking

If Customer offers a service competitive to an Online Service, by using the Online Service, Customer agrees to walve any restrictions on competitive
use and benchmark testing In the terms governing its competitive service. If Customer does not intend to walve such restrictions In Its terms of use,
Customer Is not allowed to tise the Online Service,

Multiplexing

Hardware or software that Customer uses to poo! connections; reroute information; reduce the number of devices or users that directly access or
use the Online Service {or related software); or reduce the number of OSEs, devices or users the Online Service directly manages {sometimes
referred to as "multiplexing” or “pooling”) does not reduce the number of Heenses of any type {including Sts) that Customer neads.

Table of Contents / General Terms.
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Privacy and Security Terms

This section of the Online Services Terms has two parts:
e General Privacy and Security Terms, which apply to all Online Services; and

e Data Processing Terrms, which are additional commitments for certain Online Services.

General Privacy and Security Terms

Scope )
The terms in this section apply to all Online Services except Bing Maps Enterprise Platform, Bing Maps Mobile Asset Management Platform, and

Microsoft Cognitive Services, which are governed by the privacy and/or security terms referenced below in the applicable Online Service-specific
Tenms. .

Use of Customer Data

Customer Data wil] be used only to provide Custorier the Online Services including purposes compatible with provldlng those services, Microsoft
will not use Customer Data or derive Information from it for any advertising or similar commercial purposes, As between the partles, Customer
retains all right, title and interest in and to Customer Data. Microsoft acquires no rights in Customer Data, other than the rights Customer grants to
Microsoft to provide the Online Services to Customer, This paragraph does not affect Microsoft’s rights in software or servlces Microsoft licenses to
Customer,

Disclosure of Customer Data

Microsoft will not disclose Customer Data outside of Microsoft or its controlled subsidiaries and affiliates except (1) as Customer directs, (2) as
described in the OST, or (3) as required by law.

Microsoft will not disclose Customer Data to law enforcement unless required by law. If law enforcement contacts Microsoft with a demand for
Customer Data, Microsoft will attempt to redirect the law enforcement agency to request that data directly from Customer, if compelled to
disclose Customer Data to law enforcement, Microsoft will promptly notify Customer and provide a copy of the demand unless legally prohibited
from doing so.

Upon recelpt of any other third party request for Customer Data, Microsoft will promptly notify Customer unless prohibited by law. Microsoft will
reject the request unless required by law to comply, If the request Is valid, Microsoft will attempt to redirect the third party to request the data
directly from Customer,

Microsoft will not provide any third party: (a) direct, Indirect, blanket or unfettered access to Customer Data; (b) platform encryption keys used to
secure Customer Data or the ability to break such encryption; or {c} access to Custamer Data If Microsoft is aware that the data is to be used for
purposes other than those stated in the third party's request.

(n support of the above, Microsoft may provide Customer's baslc contact Information to the third party,

Educational Institutions

If Customer Is an educational agency or Institution to which regulations under the Family Educational Rights and Privacy Act, 20 U.S.C, § 1232¢
(FERPA) apply; Microsoft acknowledges that for the purposes of the OST, Microsoft Is a "school official” with “legitimate educational interests” In
the Customer Data, as those terms have been defined under FERPA and its Implementing regulations, and Microsoft agrees to ablde by the
Himitations and requirements imposed by 34 CFR 99,33{a) on school officlals,

Customer understands that Microsoft may possess limited or no contact Information for Customer's students and students’ paronts, Consequently,
Customer will be responsible for obtaining any parental consent for any end user’s use of the Online Service that may be required by applicable faw
.and to convey notiflcation on behail of Microsoft to students {or, with respact to a studant under 18 years of age and not In attendance at a
postsecondary institution, to the student's parent) of any judiclal order or lawlully-issued subpoena requlring the disclosure of Customer Data in
Microsoft's possession as may be required under applicable law. .

HIPAA Business Associate )
t Customer Is a “covered entity” or a “busingss assoclate” and Includes “protected heaith information” n Customer Data as those terms are
defined in 4% CFR § 160,103, execution of Customar's volume ficonsing agreement fncludes execution of the HIPAA Dusiness Assoclate Agroement
("DAA"), the full taxt of which (dentilias the Online Services to which it applies and Is avalfable at http://aka.ms/BAA, Customer may opt out of the
HAA by sending the following information to Microsoft In a written notice (under tha tarms of tha Customer's volume llconslng agvomnon\)

o the full lagal name of the Customer and any Aflitiate that Is opting owt;

o il Customer has multiple volume Hceasing agreomonts, the volume Hcensing agreement to which the opt oul nppﬂm

Table of Contents : ntroduction : General Terms + Privagy and Securlty Terms Online Service — specific Terms - Attachments




Microsoft Volume Licensing Online Services Terms (Worldwide English, May 2017) 8

Security
Microsoft is committed to helping protect the security of Customer's information. Microsoft has implemented and will maintain and follow

appropriate technical and organizational measures intended to protect Customer Data against accudental unauthorized or unlawful access,
disclosure, alteration, loss, or destructson

Security Incident Notification

if Microsoft becomes aware of any unlawfuf access to any Customer Data stored on Microsoft's equipment or in Microsoft's facilities, or
unauthorized access to such equipment or facilities resulting in loss, disclosure, or alteration of Customer Data (each a “Security Incident”),
Microsaft will promptly (1) notify Customer of the Security Incident; (2) investigate the Security Incident and provide Customer with detailed

information about the Security Incident; and {3) take reasonable steps to mitigate the effects and to minimize any damage resulting from the
Security incident.

Notlfication(sj. of Security Incidents will be delivered to one or more of Customer’s administrators by any means Microsoft selects, Including via
emall, It Is Customer’s sole responsibllity to ensure Customer's administrators maintain accurate contact information on each applicable Online

Services portal, Microsoft's obligation to report or respond to a Security Incident under this section Is not an acknowledgement by Microsoft of any
fault or liability with respect to the Security Incident.

Customer must notify Microsoft promptly about any possible misuse of its accounts or authentication credentials or any security incldent related to
an Online Service.

Location of Data Processing

Except as described elsewhere in the OST, Customer Data that Microsoft processes on Customer’s behalf may be transferred to, and stored and
processed In, the United States or any other country in which Microsoft or its afflllates or subcontractors malntaln facilities, Customer appoints
Microsoft to perform any such transfer of Customer Data to any such country and to store and process Customer Data in order to provide the
Online Services. Microsoft will ablde by the requirements of European Economic Area and Swiss data protection law regarding the collection, use,
transfer, retentlon, and other processing of personal data from the European Economic Area and Switzerland. In addition to Microsoft's

commitments under the Standard Contractual Clauses and other model contracts, Microsoft Is certified to the EU-U.S, Privacy Shleld Framework
and the commitments It entalls,

Preview Releases

‘Microsoft may offer preview, beta or other pre-release features, data center locatlons, and services (“Previews") for optional evaluation. Previews
may employ lesser or different privacy and security measures than those typlcally present in the Onllne Services. Unless otherwise provided,
Previews are not Included In the SLA for the corresponding Online Service.

’

Use of Subcontractors
Microsoft may hire subcontractors to provide servtces on Its behalf, Any such subcontractors will be permitted to obtaln Customer Data only to
deliver the services Microsoft has retained them to provide and will be problbited from using Customer Data for any other purpose. Microsoft
remalns responsible for its subcontractors’ compliance with Microsoft's obligations In the OST. Customer has previously consented to Microsoft’s
transfer of Customer Data to subcontractors as described In the OST,

How to Contact Microsoft

If Customer belleves that Microsoft s not adhering to its privacy or security commitments, Customer may contact customer support or use
Microsoft's Privacy web form, located at http://go.microsoft.com/?linkid=9846224, Microsoft’s malling address Is:

Microsoft Enterprise Service Privacy
Microsoft Corporation

One Microsoft Way

Redmond, Washington 98052 USA

Microsoft ireland Operations Limited s Microsoft's data protection representative for the European Economic Area and Switzerland. The privacy
representative of Microsoft treland Operations Limited can bo reached at the (ollowing addross:

Microsolt iratand Oparations, Ltd,
Attn: Data Protection

Carmenhall Road

Sandyford, Dublin 18, ireland
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Data Processing Terms

The Data Processing Terms (DPT) include the terms in this section.

The Data Processing Terms also include the “Standard Contractual Clauses,” pursuant to the European Commission Decision of § February 2010 on
standard contractual clauses for the transfer of personal data to processors establishéd in third countries under the EU Data Protection Directive.
The Standard Contractual Clauses are in Attachment 3. In addition,

= Execution of the volume licensing agreement Includes execution of Attachment 3, which is countersigned by Microsoft Corporation;

¢ The terms in Customer’s volume ficensing agreement, Including the DPT, constitute a data processing agreement under which Microsoft is

the data processor; and

 The DPT control over any inconsistent or conflicting provision in Customer's volume licensing agreement and, for each subscription, will
remain in full force and effect unti! all of the related Customer Data is deleted from Microsoft’s systems in accordance with the DPT.

Customer may opt out of the “Standard Contractual Clauses” or the Data Processing Terms In their entlrety. To opt out, Customer must send the
following information to Microsoft In a written notice {under terms of the Customer's volume licensing agreement):
@ the full legal name of the Customer and any Affiliate that Is opting out;

¢ If Customer has multiple volume licensing agreements, the volume licensing agreement to which the Opt Out applies;
o if opting out of the entlre DPT, a statement that Customer (or Affillate) opts out of the entirety of the Data Processing Terms; and
o If opting out of only the Standard Contractual Clauses, a statement that Customer ('or Afflliate) opts out of the Standard Contractual Clauses

only.

In countries where regulatory approval Is required for use of the Standard Contractual Clauses, the Standard Contractual Clauses cannot be relled
upon under European Commisston 2010/87/EU (of February 2010} to legitimize export of data from the country, unless Customer has the required

regulatory approval,

in the DPT, the term “Online Services” applles only to the services in the table bélow, excluding any Praviews, and “Customer Data” includes
only Customer Data that Is provided through use of those Orline Services.

Online Services , G :

Microsoft Dynamics 365 Core
Services

The {ollowing services, each as a standalone service or as included in a Dynamics 365 branded plan or application:
Microsoft Dynamics 365 for Customer Service, Microsoft Dynamics 365 for Field Service, Microsoft Dynamics 365 for
Project Service Automation, Microsoft Dynamics 365 for Sales, and Microsoft Saclal Engagement, Mitrosoft Dynamlcs 365
Core Services do not include (1) Microsoft Dynamics 365 for Operations or Microsolt Dynamics 365 for Financlals; (2)
Microsoft Dynamics 365 Services for supported devices or software, which Inchides but |s not Himitad to Microsoft
Dynamics 365 for apps, tablets and/or phanes; or (3) except as expressly defined in the licensing terms for the
corresponding service, any other separately-branded service made avallable with or connected to Microsoft Dynamics 365
Core Services.

Office 365 Services

‘Onllng, OneDrlve for Business, Microsoft Planner, Project Online, Skype for Business Online, Sway, Office Onfine, Office

The following services, each as a standalone service or as Included In an Offlco 365-branded plan or suite: Exchange
Onfine, Exchange Online Archiving, Exchange Online Protection, Office 365 Advanced Threat Protection, SharePolnt

365 Video, Microsoft MyAnalytics, Customer Lackbox, Microsoft Bookings, and Yammer Enterprise, Office 365 Services do
not includa Office 365 ProPlus, any portion al PSTN Services that operate outside of Microsoft's controf, any client
software, or any separately branded service made avallable with an Office 365-branded plan or sulte, such as a Bing or a
service branded “for Office 365."

Microsoft Azure Core Servicos

Arure Active Directory, Azure loT Hub, Arure Resource Manager, Azuro Rights Management, APl Management,
Application Gatoway, App Service (API Apps, Mobile Apps, Web Apps), Automation, Backup, Batch, DlzTalk Services, Cloud
Sorvices, Data Catalog, Data Factory, DocumontDB, Cvent Hubs, Cxpross Routo, HDInslght, Koy Vault, Load Datancer, Log
Analytics {formerly Operational insights), Machino Learning, Management Portal, Modta Servicos, Mulli-Factor
Awthentication, Notification Hubs, Rodis Cache, Schedulor, Servico Bus, Sorvice Fabric, Site Rocovery, SQL Daabase,
Storage, StorStmple, Stroam Analytics, Traftic Manager, Virual Machines, Virtual Network, Visual Studio Team Services,
and VPN Gateway.

Miciosolt C“I;md App Security

“The cloud service portion of Microsolt Cloud App Security.

Microsoft tntuing Online Sorvices

Tho cloud setvico portion of Microsoft Intune such as the Microsoft intune Add-on Product or a mnnnuonum! service
pravidod by Microsoft intune such as Mobile Dovico Managomont for Office 305,
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Location of Customer Data at Rest
Microsoft will store Custorner Data at rest within certain major geographic areas {each, a Geo) as follows:

Office 365 Services. If Customer provisions Its tenant in Australia, Canada, the European Unlon, India, Japan, the United Kingdom, or the
United States (each of the foregoing a Geo), Microsoft will store the following Customer Data at rest only within that Geo: {1} Exchange
Online mailbox content {e-mail body, calendar entries, and the content of e-mall attachments), {2) SharePoint Online site content and the
files stored within that site, and Project Online data, and (3) files uploaded to OneDrive for Business.

Microsoft Intune Online Services, When Customer provisions a tenant account, Customer selects an available Geo where Customer Data at
rest will be stored, Microsoft will not transfer the Customer Data outside of Customer's selected Geo except as noted in the “Data Location”
section of the Microsoft Intune Trust Center.

Microsoft Power BI Services. If Customer provisions its tenant in Australla, Canada, Asia Pacific, India, Japan, the European Union, United
Kingdom, or the United States, Microsoft will store Microsoft Power Bl Customer Data at rest only within that Geo, except as noted in the
data location section of the Microsoft Power Bl Trust Center,

Microsoft Azure Core Services. If Customer configures a pamcular service to be deployed within a Geo then, for that service, Microsoft will
store Customer Data at rest within the specified Geo. Certain services may not enable Customer to configiire deployment In a particular Geo
or outside the United States and may store backups in other locations, as detalled in the Microsoft Azure Trust Center {which Microsoft may
update from time to time, but Microsoft will not add exceptions for existing Services in general release).

Microsoft Cloud App Securlty. Microsoft will store Customer Data at rest in the United States.

Microsoft Dynamics 365 Core Services, Except for Microsoft Soclal Engagement, If Customer provisions its Instance of Microsoft Dynamics
365 Core Services In Australla, Canada, the European Unlon, India, Japan, the United Kingdom or the United States, Microsoft will store
Customer Data at rest within the specified Geo. Certain entities may not be configured to be stored in any particular Geo and may be stored
at rest In other locations as detalled in the Microsoft Dyriamics 365 Trust Center,

Microsoft does not control or limit the regions from which Customer or Customer’s end users may access or move Customer Data.
Yy

Privacy

Customer Data Deletlon or Return. No more than 180 days after expiration or termination of Customet’s use of an Online Service, Microsoft
will disable the account and delete Customer Data from the account.

Transfer of Customer Data. Unless Customer has opted out of the Standard Contractual Clauses, all transfers of Customer Data out of the
European Union, European Economic Area, and Switzerland shall be governed by the Standard Contractual Clauses. Microsoft will abide by
the requirements of European Economic Area and Swiss data protection law regarding the coflectlon, use, transfer, retention, and other
processing of personal data from the European Economic Area and Switzerland,

Microsoft Personnel. Microsoft personnel will not process Customer Data without authorization from Customer. Microsoft personnel are
obligated to malntain the security and secrecy of any Customer Data as provided In the DPT and this obligation continues even after thelr
engagements end,

Subcontractor Transfer. Microsoft may hire subcontractors to provide certatn limited or anclllary services on Its behalf, Any subcontractors
to whom Microsoft transfers Customer Data, even those used for storage purposes, will have entered into written agreements with
Microsoft that are no less protective than the DPT. Customer has previously consented to Microsoft's transfer of Customer Data to
subcontractors as described in the DPT. Except as set forth In the DPT, or as Customer may otherwise authorize, Microsoft will not transfer to
any third party (not even for storage purposes) personal data Customer provides to Microsoft through the use of the Online Services.
Microsoft provides a webslte that Hsts subcontractors authorized to access Customer Data in the Online Services as well as the limited or
ancillary services they provide. At least 6 months before authorlzing any new subcontractor to access Customer Data, Micrasoft will update
the website and provide Customer with a mechanism to obtain notice of that update. If Customer does not approve of a new subcontractor,
then Customer may terminate the affected Online Service without penalty by providing, before the end of the notice pertod, written notice
of termination that Includes an explanation of the grounds for non-approval, If the alfected Online Service is part of a sulte {or similar single
purchase of services), then any termination wilt apply to the entire suite. After termination, Microsoft wlll remove payment obiligations for
the terminated Online Services from subsequant Customer involces,

Additiona)] European Terms.
These Additional Eurepean TYerms apply only if Customer has end users in the European Economic Area ("EEA"} or Switzetland.

€nd Usars In EEA or Switzerland. Torms used In the DPT that are not specifically defined wiil have the meaning in Directiva 95/46/EC of the
Europaan Parlament and of the Council of 24 October 1995 on the protaction of individuals with regard to the processing of personat data
and on tho free movement of such data {the "EU Data Protection Directive”),

tntant of the Partles. For the Onlina Sorvices, Microsoft Is a data procassor {or sub-processor) acting on Customar's bahalf, As data processor
{or sub-processor}, Microsoft will only act upon Customet’s Instructions, The OST and Custamer’s volime licensing dgreemont {Including tha
terms and conditions incorporated by referance tharain, along with Customer’s use and configuration of features in the Online Sorvices, are
Customer's complote and final instructions to Microsoft for the processing of Custorer Data, Any additional or altetnate Instructions must
be agread to according to the procass for amending Customer's volume licensing agroement,
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< Duration and Object of Data Processing. The duration of data processing shall be for the term designated under Customer’s volumne licensing
agreement, The objective of the data processing is the performance of the Online Services.

¢ Scope and Purpose of Data Processing. The scope and purpose of processing of Customer Data, including any personal data Included in the
Customer Data, Is described in the DPT and Customer's volume licensing agreement.

¢ Customer Data Access, For the term designated under Customer’s volume licensing agreement Microsoft will, at its election and as necessary
under applicable law Implementing Article 12(b} of the EU Data Protection Diractive, either: (1] provide Customer with the abllity to correct,
delete, or block Customer Data, or {2) make such corrections, deletions, or blockages on Customer's behalf,

Security .
¢ General Practices, Microsoft has implemented and will maintain and follow for the Online Services the following security measures, which, In
conjunction with the security commitments In the 08T, are Microsoft’s only responsibility with respect to the security of Customer Data.

Practices

Security Ownershlp Microsoft has appolnted one of more security ofﬂcers responsnble for coordmatlng and momtormg
the securlty rules and procedures.

Security Roles and Responsibilities, Microsoft personnel with access to Customer Data are subjéct to conﬂdemiallty

Organization of Information Security | obligations.

Risk Management Program. Microsoft performed a risk assessment before processing the Customer Data or launching

the Online Services service.

Microsoft retains its security documents pursuant to s retention requiréments after they are no Ionger In effect,

Asset Inventory. Microsolt malntains an inventory of all media on which Customer Data Is stored. Access to the

Inventories of such media Is restricted to Microsoft personnel authorized In writing to have such access.

Asset Handling

Asset Management - Microsoft classifies Customer Data to help identify it and to allow (or accass to It to be appropriately restricted.

- Microsoft imposes restrictlans on printing Customer Data and has procedures for disposing of printed materials that
contain Customer Data,
Microsolt personnel must obtain Microsoft authotizatlon prior to storing Customer Data on portable devices, remotely
accessing Customer Data, or processing Customer Data outslde Microsolt’s faciilties,

Securlty Tralnlng. Microsot Informs its personnel about relevant security procedures and thelr respective roles. Microsoft
Human Resources Security also informs its personnel of possible consequenccs of breaching the security rules and procedures. Microsoft wilt only
use anonymous data in trainlng.

Physlcal Accass to Facilitles. Microsoft imits access to facilities where information systems that process Customer Data
are located to tdentified authorized individuals,

Physlcal Accass to Componants. Microsolt malntains records of the Incoming and outgoing medla contalning Customer
Data, Including the kind of media, the authorized sender/reciplents, date and time, the aumber of media and the types of
Customer Data they contaln,

Protaction from Dlsruptions. Microsoft uses a variety of industry s\m\dnrd systems Lo protect agalnst !oss of data dueto
power supply fallure or line Interference.

Companant Disposal. Microsoft uses Industry standard processes to delete Customer Data when i s no longer needed,

Operational Pollcy. Microsolt maintains securlty documents describing s security measures and the relevant procedures
and responsibiities of its personnel who have accoss to Customer Data,

Data Rocovary Proceduras

- On an ongoling basls, but In no case foss (roquently than ence a week (unless no Customar Data has boon updated
during that perlod), Microsoft malitaing multiple coples of Customer Data from which Customor Data can be
recavered,

Microsolt stares coplos of Customer Data and data recovery pracedures in a different place from where the primary
computer equipment processing the Customer Data s located. '

« Miceasoft has spocific procodures in placo governing atcess to coples of Customer Data.

Commiunications and Oparations - Microsoft reviews data recovery procedures at teast every sk months, excopt for data recavery procedures for Arure
Managemont Government Services, which are reviewed every twelve months,

Microsoft logs data rostoration efforts, Including the paeson rosponsilie, tha description of the rmstored data and
whate applicable, the person rosponsililo and which data (f any} had to be input manualty fo the data recovory process.
Malicious Software. Microsofthas anti-mitwaro cantrols to holp avotd maltclous softwaro galning unawthorized access (o
Customor Data, inctuding makicious software originating from public networks.

Data Beyond Doundaries

« Microsoft oncrypts, or enablos Customer to encrypt, Customor Data that (s transmitted over public networks.

+ Microsolt costricts accoss to Customer Data in matia leaving its facilities,

Evant Logging. Microsolt logs, o1 onablos Customod Lo lag, accoss and use of information systenys contatning Customer
l)Ma, Tegistoring the ncwssl() timo, nu!honm!lon amnlv(l ot dunlud .1nd mlnvnm activity.

Physical and Eovironmenta! Security

N
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Pnctnces

Access Policy. Microsoft mamtams a record of security pnvlleges of indwlduals having access'to Custamer Data

Acceass Authorization

- Microsoft maintains and updates a record of personnel authorized {o access Microsoft systems that contain Customer
Data,

- Microsoft deactivates authentication credentials that have not been used for a period of fime not to exceed six months.

- Microsoft ldentifies those personnel who may grant, alter or cancel authorized access to data and resources.

- Microsoft ensures that where more than one individual has access to systems containing Customer Data, the individuals
have separate identifiers/log-ins.

Least Privilage

- Technical support personnel are only permitted to have access to Customer Data when needed,

- Micrasoft restricts access to Customer Data to only those'individuals who require such access to parform thelr job
function,

tntegrity and Confidentiality

- Microsaft instructs Microsoft personnel ta disable administrative sessions when leaving premises Microsoft controls or
when computers are otherwise left unattended,

- Microsoft stores passwords in a way that makes them unintelligible while they are In force,

Authentication

- Microsoft uses industry standard practices to ldentify and authenticate users who attempt to access information
systems,

- Where authentication mechanisms are based on passwords, Microsafl requires that the passwords are renewed

regularly.

Where authentlcation mechanisms are based on passwords, Microsoft requires the password to be at least elght

characters fong. ]

Microsoft ensures that de-activated or expired Identifiers are not granted to other Indlviduals,

Microsoft monltors, or epables Customer to monltor, repeated attempts to galn access to the Information system using

an invalld password,

Microsoft maintalns Industry standard procedures to deactivate passwords that have been corrupted or inadvertently

disclosed,

- Microsoft uses industry standard password protection practices, Including practices designad to malntaln the
confidentiality and Integrity of passwords when they are assigned and distributed, and during storage.

Natwork Dasign, Microsoft has controls to avold individuals assuming access rights they have not been assigned to gain

access {o Customer Data they are not authorized to access, - .

Incident Response Process

- Microsoft malntalns a record of security breaches with a description of the breach, the time perlod, the consequences
of the breach, the name of the' reporter, and to whom the breach was reported, and the procedure for recovering dati,

- For cach securlty breach that Is a Security Incldent, notification by Microsoft {as described In the “Securfty incident
Notification” section above) will be made without unreasonablo delay and, In any event, within 30 calendar days,

- Microsoft tracks, or enables Customer to trick, disclosures of Customer Dati, Including what data has been disclosed,
to whom, and at what time,

Service Monltoring. Microsoft security personnel verify logs at feast every six months o propose remediation efforts If

necessaty,

Access Control

+

toformation Security incldent
Management

- Microsoft maintains emergency and contingency plans for the facifitios in which Microsoft information systems that
procuss Customeyr Data are focated.

- Microsoft's redundam storage and is procedures for recovering data are designed to attemit to reconsteuct Customer

| . ) ﬁ}i!ﬂ,j}’f"ﬂ'"“lo’ last-replicated state from before the tme it was lost or destroyed.

Business Continulty Managemaent

Online Services Information Security Policy

tach Online Service follows a written data security policy {"Information Security Policy”) that complies with the control standards and frameworks
shown in the table below.

Office 36'3 valcus You Yos Yo Yc-v.

Mluomh Dynnmlcs ;40 Cmu valw( Ym - Vos o Vus T Vl!T‘ - Vm' o
AMluomﬂ I\mmCow Swvlcm . - Vv ' - ;‘(:\ - Ym‘ S Vd;m»—'—.~—v~~~——— . levs"i

' Ml(mmﬂ Umm I\p;;g;\;u—rvu; - Yosm N Ym N N Ym” . ’h]n 7 No

7Ml(mmll |nhuw omnw val(m 'Vm ’Vim )\‘!ivs V(;E - Yo\ B
'Mluomﬂ l'owm ﬂl Sevicos v v \:«;s » ‘ 7 “Y/vs v 7 ‘W‘\ » o Nn Nu

Table of Contents . Introduction General Terms Privacy and Security Terms Online Service—specific Terms - Attachments




Microsoft Volume Licensing Online Services Terms (Worldwide English, May 2017} 13

*Does not include Microsoft Social Engagement.
*¥Current scope is detailed in the audit repoit and summarized in the Microsoft Azure Trust Center.

Microsoft may add industry or government standards at any time. Microsoft will not eliminate a standard or framework in the table above, unless
itis no longer used In the industry and it is replaced with a successor (if any). Azure Government Services meet a separate set of control standards
and frameworks, as detailed on the Microsoft Azure Trust Center,

Subject to non-disclosure obligations, Microsoft will make each Information Security Policy available to Customer, along with other information
reasonably requested by Customer regarding Microsoft security practices and policies.

Customer is solely responsible for reviewing each Information Security Policy and making an independent determination as to whether it meets
Customer’s requirements,

if the Standard Contractual Clauses apply, then this section Is in addition to Clause 5 paragraph f and Clause 12 paragraph 2 of the Standard
Contractual Clauses.

Microsoft Audits of Online Services
For each Online Service, Microsoft will conduct audits of the security of the computers, computing environment and physical data centers that it
uses in processing Customer Data {Including personal data), as follows:
s Where a standard or framiework provides for audits, an audit of such control standard or framework will be Initlated at least annually for
each Online Service.
& Each audit will be performed according to the standards and rules of the regulatary or accreditation body for each applicable control
* standard or framework,
s Each audit will be performed by qualified, Independent, third party security auditors at Microsoft's selection and expense.

Each audit will result In the generatlon of an audit report ("Microsoft Audit Report”), which will be Microsoft’s Confidentlal Information. The
Microsoft Audit Report will clearly disclose any materlal findings by the auditor, Microsoft will promptly remediate issues ralsed in any Mlcrosoft
Audit Report to the satisfaction of the auditor.

if Customer reguests, Microsoft will provide Customer with each Microsoft Audlt Report so that Customer can verify Microsoft’s compliance with
the securlty obfigations under the DPT. The Microsoft Audit Report will be subject to non-disclosure and distribution limitations of Microsoft and
the auditor,

H the Standard Contractual Clauses apply, then (1) Customer agrees to éxercise its audit right by Instructing Microsoft to execute the audit as
described In this section of the DPT, and (2) If Customer desires to change this instruction, then Customer has the right to do so as set forth in the
Standard Contractual Clau;»es, which shall be requested in writing,

H the Standard Contractual Clauses apply, then nothing in this sectlon of the DPT varles or modifies the Standard Contractual Clauses or affects any
supervisory authority's or data subject’s rights under the Standard Contractual Clauses Microsoft Corporation Is an Intended third-party
beneficlary of this section.
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Online Service Specific Terms

If an Online Service is not listed below, it does not have any Online Service-specific terms.

Microsoft Azure Services

Notices

The Bing Maps, Professional Services, Azure Media Services H.265/HEV Encoding, and H.264/AVC Visual Standard, VC-1 Video Standard, and MPEG-
4 Part 2 Visual Standard and MPEG-2 Video Standard Notices in Attachment 3 apply.

Service Level Agreement
Refer to http://azure.microsoft. com/sugport/ngal/sla]

Definitions

"Azure Government Services” means one or more of the services or features Microsoft makes available to Customer as Governtment Community
Cloud Services in the "US Gov” reglons identifled at http://azure.microsoft.com/en-us/reglons/#services,

“Customer Solution” means an application or ar’{y set of applications that adds primary and significant functionality to the Microsoft Azure Services
and that Is not primartly a substitute for the Microsoft Azure Services,

“Microsoft Azure Services” means the Microsoft services and features identified at hitp://asure.microsoft.com/services/, except those licensed
separately. "Microsoft Azure Services” includes any open source components Incorporated by Microsoft In those services and features.

"Microsoft Translator” means Translator API Text Translation and/or Translator APl Speech Translation offered by Microsoft as a cloud based
automatic translation service,

Limitations
Customer may not
o rasell or redistribute the Microsoft Azure Services, or

« allow multiple users to directly or indirectly access any Microsoft Azure Service feature that Is made avallable on a per user basis (e.g., Active
Directory Premium). Specific reassignment terms applicable to 8 Microsoft Azure Service feature may be provided In supplemental
documentation for that feature,

Retirement of Services or Features

Microsoft will provide Customer with 12 months’ notice hefore removing any material feature or functlona!lty or discontinuling a service, unless
securlty, legal or system performance considerations require an expedited removal, This does not apply to Previews

Data Retention after Expiration or Termination

The expiration or termination of Customer’s Online Service subscription will not change Customer's obligation to pay for hosting of Customer Data
during any Extended Term,

Hosting Exception

Customer may create and malntain a Customer Solution and, desplte anything to the contrary In Customer’s volume licensing agreement, combing
Microsolft Azure Services with Customer Data owned or licensed by Customier or a third party, to create a Customer Solutlon using the Microsoft
Azure Service and the Customer Data together, Customer may permit third parties to access and use the Microsoft Azure Services in connection
with the use of that Customer Solution, Customer Is responsible for that use and lor ensuring that these terms and the terms and conditions of
Customer’s volume licensing agreement are met by that use.

Use of Software within Microsoft Azure

For Microsoft software avatlable within o Microsoft Azure Service, Microsoft grants Customor a Imited license to use the soflwum only within the
Microsoft Arure Service,

Data Center Availability

Usage of data conters In certaln reglons may bo restricted to Customars located in or nom that rogion, For information on service avatlablity by
reglon, pleaso refor to http://azure.microsoft.com/en-us/regions.
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Sharing

The Microsoft Azure Services may provide the ability to share a Customer Solution and/or Customer Data with other Azure users and communities,
orother third parties. If Customer chooses to engage in such sharing, Customer agrees that it is giving a license to all authorized users, including
the rights to use, madify, and repost its Customer Solution and/or the Customer Data, and Customer is allowing Microsoft to make them avallable
to such users In a manner and location of its choosing.

Marketplace
Microsoft Azure enables Customer to access ar puichase Non-Microsoft Products through features such as the Microsoft Azure Marketplace and
the Virtual Machine Gallery, subject to separate terms available at hitp://azure. microsoft.com/en-us/support/legal/store-terms.

Microsoft Cognitive Services

Microsoft Cognitive Services Privacy
The Microsoft Privacy Statement located at https://go.microsoft.com/fwliink/?Linkid=521839 applies to Customer’s use of Microsoft Cognitive
Services, except that this Microsoft Cognitive Services section controls to the extent it conflicts with the Microsoft Privacy Statement.

Use of Cognitive Services Data. :
Customer Is solely responsible for the content of all Customer Data It sends to the Cognltive Services {"Cognitive Services Data").

Microsoft may process Cognitive Services Data solely to: (i) provide Cognitive Services to Customer; and (i) improve Microsoft products and
services. Solely for such processing, Microsoft may collect, retain, use, reproduce, and create derivative works of, Cognitive Services Data and
Customer grants Microsoft a limited nonexclusive Irrevocable worldwide license to do so. Customer will secure and maintain all rights necessary for
Microsoft to process Cognitive Services Data as described in this paragraph without violating the rights of any third party or otherwise obligating
Microsoft to Customer or to any third party,

Where Cognitlve Services Data Includes personal data, Customer will obtaln sufficient consent for such processing by Mlcrosoft from the data
subjects {or from thelr parents or guardlans as required by applicable law).

Microsoft Is committed to helping protect data subjects who may be Identiflable from Cognitive Services Data that Microsoft retalns, Microsoft has
implemented business and technlcal measures designed to help de-identify some retained Cognitive Services Data.

This Use of Cognitive Services Data section will survive termination or expiration of Customer's volume licensing agreement. As between the
parties, Customer retains all right, title and interest In and to Cognitive Services Data. Microsoft acquires no rights In Cognitive Services Data, other
than the rights Customer grants to Microsoft in this Use of Cognitive Services Data sectlon. This paragraph does not affect Microsoft's rights in
software or services Microsoft licenses to Customer,

Cognitive Services Data Retention
Unless stated in documentation for a service, Cognitlve Services are not designed to store Customer Data on Customer’s behalf,

Application of General Privacy and Security Terms
Only the following sections of the General Privacy and Security Terms apply to the Cognitive Services: Locatlon of Data Processing, Preview
Refeasas, Use of Subcontractors, How to Contact Microsoft

Attribution
When using the Microsoft Copnitive Services {except the Search APIs (defined below}), Customer will provide reasonably prominent attribution,
The attribution should read "using Microsoft Cognitive Services” and Include o hyperlink to http://so.microsoft.com/fwlink/?LinkiD=829046,

Precedence
This Microsoft Cognitive Services section controls to the extent there is any conflict with other parts of the OST.

Bing APIs Limit on Customer use of service output for

Customer may not use any data from the Bing-branded Als for the purpose of developing or offering any comparable machine-learning based
sarvice,
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Bing Search APIs Use and Display Requirements

Customer must comply with use and display requirements for the Bing Web Search, image Search, Video Search and News Search APls, Bing Spell
Check, and Bing Autosuggest {collectively, the “Search APIs”), which are available https://aka.ms/r1j7iq, Customer must use results it obtains
through the Search APIs only in Internet Search Experlences (as defined in the use and display requirements) and must not cache or copy results.
The results Customer obtains through the Search APIs afe not Products, Fixes, or Services Deliverables.

Translator API
Attribution:

When displaying automatic translations performed by Microsoft Translator, Customer will provide reasonably prominent notice that the text has
heen automatically translated by Microsoft Translator.

Limit on Customer use of service output:

Customer may not use any data from Microsoft Translator for the purpose of developing or offerlng any comparable machine-learning based
service,

Table of Contents / General Terms'

Microsoft Azure Plans

Notices
The Bing Maps Notices in Attachment 1 apply.

Subscription License Suites

In addition to User SLs, refer to Attachment 2 for other SLs that fulfill requirements for Azure Active Directory Premium, Azure Information
Protection, and Microsoft Intune,

Azure Active Directory Basic

Customer may, using Single Sign-0On, pre-integrate up to 10 SAAS Applications/Custom Applications per User SL. All Microsoft as well as third party
applications count towards this application limit.

Table of Contents / General Terms

Azure Active Directory Premium

Customer may, using Single Sign-On, pre-integrate Saas Applications/Custom Applications. Customer roay not copy or distribute any data set {or

any portion of a data set) included In the Microsoft tdentity Manager software that is Included with a Microsoft Azure Active Directory Premitum (P1
and P2} User SL,
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Azure Information Protection Premium

Notices

The Bing Maps Notlces In Attachment 1 applies. Any deployment services provided to Customer are subject to the Profcsslonal Services Notice In
Attachment 1,
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Microsoft Dynamics 365 Services

N tosalt Dytanues 1064 tor Case Management, fnterprise | dition Microssl Dynanstos 304 by Brogect Setvice Automatioi, 4 ntetpiise ltlmnn
Mitcrosolt Dynatmics 5 for Customet Sepvice, Titetprise Edition Mittosolt Dynamics 306Y fon Sabos, {nterpese b dition

M rsolt Dynariiey, 305 Ton Dreld Services, Cnterprise Edition M tosoft Dysamicy 164 tor Teats Mombers, Business | dition

Mictosolt Dyaaies 300 tar Tivanesals, Bustvess Bition Micponndt Bynamiey 46Y% for feam Mombers, {ateprie Edition
Mactosolt Dytuamicy 365 for Opetations, Latergpise flitinn

Notices

The Bing Maps and Professlonal Services Notices In Attachment 1 apply. Any onboarding, migration, or deployment services provided te Customer
as subjection to the Professtonal Services Notice In Attachment 1.
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Subscription License Suites
in addition to User Sls, refer to Attachment 2 for other offerings that fulfill SL requirements,

External Users

External Users of Microsoft Dynamics 365 Services do not need a SL to access the Online Service. This ekemption does not apply to contracters or
agents of Customer or its Affitiate, or External Users using Microsoft Dynamics 365 clients with Microsoft Dynamics 365 Services other than
Microsoft Dynamics 365 for Operations.

Microsoft Dynamics 365 for Operations
Customer may modify Microsoft Dynamics 365 for Operations to allow extension of its functionality, but only for Customer’s internal use purposes.

Server Use Rights for Dynamics 365 User SLs, From SA User SLs and Add-on User SLs
Customer with active Microsoft Dynamics 365 Services subscriptions may:
» Install and use any number of copies of the Microsoft Dynamics 365 On-premises Server software on any server;
o  allow users or devices licensed with Microsoft Dynamics 365 On-premises CALs, Microsoft Dynamics CRM CALs and Microsoft Dynamics
AX CALs to access Microsoft Dynamics 365 On-premises Server software provided with Microsoft Dynamics 365 subscriptions, Users or
devices without Software Assurance on CALs may not access new verslons of Microsoft Dynamics 365 On-premises Server;
s receive and use updates related to government tax and regulatory requirements on Microsoft Dynamics On-premises Server software;
o modify or create derivative works of plug-ins, runtime, and other components identified in printed or online documentation and use
those derlvative works, but only with the Microsoft Dynamics 365 On-premises Server software and only for Customer's internal
purposes; and
¢ this server use rights provision does not apply to Customers licensed for Dynamics 365 Business Edition .

Microsoft Social Engagement
Service Level Agreement
There Is no SLA for Microsoft Social Engagement.

Social Content Obtained through Microsoft Soclal Engagement
Soclal Content Is publicly-available content coliected from soclal media networks {such as Twitter, Facebook and YouTube) and data Indexing or
data aggregation services In response to Customer’s search queries executed in Microsoft Soclal Engagement, Social Content Is not Customer
Data. Customer Data used In configuring or Initiating search querles executed on Customer's behalf may be shared with third parties for
purposes of collecting Social Content, Customer may use Social Cantent for ts Internal business purposes only, Microsoft reserves the right to:
« store Soclal Content in a database commingled with content aggregated from other sources by other licensees;
¢ accaess, edlt or delete Soclal Content In response to a request from a soclal medla network, data Indexing or data aggregation service,
Soclal Content owner or a takedown request under the Digital Millennium Copyright Act;

« Instruct Customer to edit or delete Soctal Content If Customer exports Soclal Content; and
* delete or restrict further access to Soclal Comtent after the Online Service has been terminated or explres.

Table of Contents / General Terms:

Office 365 Services

Notices
The Blng Maps Notices in Attachment 1 apply. Any onboarding, migration, or deployment services provided to Customer are subject to (he
Professional Services Notlce In Attachment 1, }

Core Features for Office 365 Services

During the term of Customar's subscription, the Office 365 Services will substantially conform to the Cora Features description provided (i any} in
the Office 365 service-specific sections below, subject to Product restrictions or external factors (such as the reciplent, message rate, message sizo
and mallbox stze limits for e-mall; default or Customer-imposed data retentlon policles; search limits; storage fimits; Customer or end user
configurations; and mocting capacity limits), Microsoft may permanently eliminate a functionality spacified below only if it provides Customer a
feasonable alternative functionality,

Administration Portal
Customer will be able to add and romove end users and domains, manage licenses, and create groups through the Microsoft Online Services
Portal or its successor site,
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Subscription License Suites
tn addition to User SLs, refer to Attachment 2 for other Sts that fulfill requirements for Office 365 Services.

Microsoft Teams
Notice: The H.264/MPEG-4 AVC Notice in Attachment 1 applies to all Office 365 Services that include Microsoft Teams.

Yammer
For Office 365 Services that include Yammer, External Users Invited to Yammer via external network functionality do not need User SLs,

Exchange Online

Office 365 Advanced Threat Protaction Exchange Online Archiving for Exchange Server
Office 365 Threat Intelligence Exchange Online $1
Data Loss Prevention . Exchange Online {Plan 1 and Plan 2)

Exchange Online Archiving for Exchange Online

Core Features for Office 365 Services ~ Exchange Online
Exchange Online or its successor service will have the following Core Features capabilities:

Emalis

An end user wilf be able to send emall messages, recelve emall messages that orlginate from within and outside of Customer's organization, and
access the end user's mailbox, :

Mobile and Web Browser Access

Through the Microsoft Exchange ActiveSync protocol or a successor protoco! or technology, Exchange Online will enable an end user to send and
recelve emalls and update and vlew calendars from a mobile device that adequately supports such a protocol or technology. An end user will be
able to sehd email messages, recelve emall messages that originate from within and outside of Customer's organization, and access the end
user's mailboy, all from within a compatible web browser,

Retention Policies
Customer will be able to establish archive and deletion policles for emall messages.

Deleted Item and Mailbox Recovery

Customer will be able to recover the contents of a deleted non-shared mailbox and an end user will be able to recover an tem that has been
deleted from one of the end user's emall folders.

Multi-Mailbox Search
Customer will be able to search for content across multiple maliboxes within its organization.

Calendar
An end user will be able to view a calendar and schadule appointments, meetings, and automatic replies to incoming email messages,

Contacts

Through an Exchange Online-provided user interface, Customar will be able to creaté and manage distribution groups and an organization-wlde
directory of mall-enabled end users, distribution groups, and external contacts.

Core Features for Office 365 Services - Exchange Online Archiving
Exchange Online Archiving or its successor service will have the following Core Features capabiities:

Storage
Customaor will be able to allow an end user to store email messagos.

Retention Policies

Customer will be able to establish archive and dolotion policles for emall messages distingét from policies that an end user con apply to the end
user's own maitbox. ‘

Deleted item and Mallbox Recovery

Customer, through Office 365 support sevices, will be able to recover a deleted archive moilbox, and an and user will be ablo to recover an ttem
that has bean delated from one of the end user’s emall folders in the and usar's archive.
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Multi-Mailbox Search
Customer will be able to search for content across multiple mallboxes within its organization,

tegal Hold .
Customer will be able to place a “legal hold” on an end user's primary mailbox and archive matlbox to preserve the content of those mailboxes.

Archiving
Archiving may be used for messaging storage only with Exchange Online Plans 1 and 2.

Archiving for Exchange Server
Users licensed for Exchange Server 2013 Standard Client Access License may access the Exchange Server 2013 Enterprise Client Access License
features necessary to support use of Exchange Online Archiving for Exchange Server,

Exchange Online Plan 2 from Exchange Hosted Archive Migration

Exchange Online Plan 2 is a successor Oniine Service to Exchange Hosted Archlve. If Customer renews from Exchange Hosted Archive Into Exchange
Online Plan 2 and has not yet migrated to Exchange Online Plan 2, Customer's licensed users may continue to use the Exchange Hosted Archive
service subject to the terms of the March 2011 Product Use Rights until the earlter of Customer’s migration to Exchange Online Plan 2 or the
explration of Customer’s Exchange Online Plan 2 User SLs, The Product Use Rights Is located at http://go.microsoft.com/?linkid=9839206,

Data Loss Prevention Device License
If Customer Is licensed for Data Loss Prevention by Devlce, all users of the Licensed Device are licensed for the Online Service.

Service Level Agreement
There Is no SLA for Office 365 Advanced Threat Protection or Office 365 Threat Intefligence.
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Office 365 Applications

Oflice 365 Business ) Visio Pro for Office 365
Offtce 365 ProPlus

Service Level Agreement
There Is no SLA for Vislo Pro for Office 365,

Installation and Use Rights
Each user to whom Customer assigns a User SL must have a Microsoft Accaunt in order to use the software provided with the subscription. These
users:

« may activate the software providad with the SL on up to five concurrent OSEs for focal or remote use;

* may also install and use the software, with shared computer activation, on a shared device, a network server, or on shmed servers with a
qualified cloud partner. A list of qualified cloud partners and additional deployment requirements ls available at www.office.com/sca. For the
purpose of this use right “network server” means a physleal hardware server solely dedicated to Customer use, This shared computer
activatlon provision does not apply to Customars license for Office 365 Businass; and

« must connect each device upon which user has Installed the software to the Internet at least once every 30 days or the functionality of the
software may be affected.

The following terms apply only te Office 365 Business and Office 365 ProPlus
Smartphone and Tablet Devices
Each user to whom Customer assigns a User SL may also activate Microsoft Office Mobile software to use on up to five smarlphonos and five
tablets.

The following terms apply only to Office 365 ProPlus
Office Home & Student 2013 RT Commercial Use
Each User SI. for Office 365 ProPlus modifies the usor’s right to use the software under a separatoly acquifed Office Home & Studemt 2013 RY
ficense by walving the prohibition against commorclal use, Except for this allowance (or commarcial usa of the software, all use Is subjoct to the
terms and use rights providod with the Offico Home & Studant 2013 RT Licanse, . .
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Office Online Server

For each Office 365 ProPlus subscription, Customer may install any number of copies of Office Online Server on any Server dedicated to
Customer’s use. Each Office 365 PraPlus user may use the Office Online Server software. This provision does not apply to Customers that license
this Product under the Microsoft Online Subscription Agreement or other Microsoft agreement that cover Online Services only.

Subscription License Suites
In addition to Office 365 ProPlus User SLs, Customer may fulfill the SL requirement for this Product by purchasing a Suite SL {refer Attachment 2}.
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Microsoft MyAnalytics

Service Level Agreement
There is no SLA for Microsoft MyAnalytics.
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Office Online

Core Features for Office 365 Services
Office Online or its successor service will have the following Core Features capabilltles'

Anend user will be able to create, view, and edit documents In Microsoft Word, Excel, PowerPoint, and OneNote file types that are supported by
Office Online or Its successor service,

External Users
Extérnal Users invited to site collections via Share-by-Mall functionality do not need User SLs with Office Online.
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OneDrive for Business

External Users
External Users invited to site collections via Share-by-Mall functionality do not need User Sts with OneDrive for Business.
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Project Online

Project Onling [ ssentals Project Onbine Premban
Project Ouhine Mrofessional

Installation and Use Rights for Project application
Each user to whom Customer assigns a Project Online Professional or Project Online Pramium User 5L must have.a Microsoft Account In order to
use the software provided with the subscription, These users:
¢ may activate the software provided with the SL on up to five concurrent OSEs for local or remote use;
s may also install and use the software, with shared computer activatlon, on a shared davice, a network sorver, or on shared servers with a
qualified cloud partner, A list of qualified cloud partners and additional deployment requirements Is avallable st www.office.com/sca. For
the purpose of this use right “network server” means a physical hardware served solely dedicated to Customer use; and

s must connect each device upon which user has Installed the software to the Internet at feast once every 30 days or the functionality of
the software may be affected,
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SharePoint Online

(et faterpise Online (or Miciosolt ShatePoimt and SAP Shatelomt Ondine (fhais 1 and Plan 2)
Staptoloint Onkine Y1

Core Features for Office 365 Services
SharaPoint Online or ity successor smvice will have the following Core Features capabilities:
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Collaboration Sites

An end user will be able to create a web browser-accessible site through which the end user can up!oad and share content and manage who has
permission to access that site.

Storage
Customer will be able to set storage capacity limits for a site created by an end user,

External Users
External Users Invited to site collections via Share-by-Mail functionality do not need User SLs with SharePoint Onlirie S1, Plan 1 and Plan 2,

Storage Add-on SLs

Office 365 Extra File Storage Is required for each glgabyte of storage In excess of the storage provided with User SLs for SharePoint Onllne Plans 1
and 2,
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Skype for Business Online
Skype‘ for Business Online {Plan 1 and Plan 2) Skype (or Busingss Online Cloud PBX
NOtICES

The H.264/MPEG-4 AVC and/or VC-1 Notices in Attachment 1 apply

Core Features for Office 365 Services
Skype for Business Online Plan 1 and Plan 2 or their successor services wlli have the following Core Features capabilities:

Instant Méssaging :
An end user will be able to transfer a text message to another end user In real time over an Internet Protocol network,

Presence
An end user will be able to set and display the end user’s avallability and view another end user's avallability,

Online Meetings
An end user will be able to conduct an Internet-based meeting that has audio and video conferencing functionality with other end users.

External Users and users not authenticated by Skype for Business Online
User SLs are not required for External Users and users not authenticated by the Skype for Business Online service,
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Skype for Business Online PSTN Services |

Skype Tor Busimess Onkne PSIN Calling Skype for Business PYTN Consumplion
Skype for Igstness Online PSIN Conferencing

PSTN Services

Skype for Business Online PSTN Services (“PSTN Services”) enable users to commun!cate with others via the worldwide volce telephone network
known generally as the Public Switched Telephone Network. PSTN Services are provided by the Microsoft Alfiliate authorized to provide them,
Pricing for PSTN Sorvices may include npplicablo taxes and fees, The tarms of use of PSTN may vary from country to country. All included taxes,
fods and country-specific tarms of use are disclosed an the Volume Licensing sita {http://go.microsoft.com/fwlink/?Linkid=690247),

Exceeding the usage limitations for the applicable PSTN Service subscription plan as describoed in the terms of use may result in suspension of the
servicas, Microsoft will provide reasonable notice before suspending PSTN Sarvices, and customar will bo able to make emergency calls during any
perlod of suspension,

Important Information About Emergency Services

Customar must notify each user of Skype for Business Online PSTN Cnlllng that Emorgency Services operate differently than on traditional
telephione services In the following ways: {1} Skype for Business may not know the actual location of an Emergency Services caller, which could
rosult in tho call being routed to the wiong Emargency Sotvicas call contor and/or omergoncy services boing dispatchod to the wrong location; (1) f
the usor's davice has no power, Is exparloncing a power outage or, for any reason, cannot otherwise access the Internot, the usor connot make an
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Emergency Services call through Skype for Business PSTN Calling services: and {iii) although Skype for Business Online PSTN Calling services can be
used anywhere In the world where an Internet connection Is available, users should not make an Emergency Services call from a location outside
their home country because the call likely will not be routed to the appropriate call center in that location,

Table of Contents / General Terms:

Other Online Services

Bing Maps Enterprise Platform and Mobile Asset Management Platform

Service Sis

A Service SLis required to access the services via the Bing Maps Enterprise Platform or Mabile Asset Management Platform. Each Service SL must
be purchased with at least one of the following qualifying Add-On SLs:
e For the Bing Maps Enterprise Platform Service SL, either:

& Bing Maps Public Website Usage Add-on SL, which Is avallable for a specified number of billable transactions for useona webslte that is
avallable publicly without restriction,

o Bing Maps Internal Webslte Usage Add-on SL, which is available for a specified number of billable transactions for use on an Internal
website (e.g., Intranet) on a private network,

o Bing Maps Known User Add-an SL, or
o Bing Maps Light Known User Add-on SL.
« For the Moblle Asset Management Platform Service SL; for each Asset either:
o Mobile Asset Management for North America Add-on SL {routing or without routing)
o Mobile Asset Management for Europe Add-on SL routing or without routing), or
0 Moblle Asset Management for Rest of World Add-on SL {rotiting or without routing)

Qualifying Mobile Asset Management Platform Service SL Add-an Sts

For the Mobile Asset Management Platform, an Add-on SL1Is required for each tracked Asset whose GPS or other sensor based position can be
monitored, displayed, reverse geocoded or used to perform calculations using Moblfe Asset Management Platform. “Asset” is defined as any .
vehlcle, device or other mobile object, These Add-on SLs are for a specified number of tracked Assets,

Authenticated Users

Users that are authenticated by Customer's progranis that access Bing Maps Enterprise Platform and Moblle Asset Management Platform must
have a SL.

Bing Maps APIs

Customier may use all Blrig Maps APls In accordance with the Microsoft Bing Maps Platform AP Terms of Use and Bing Maps Platform SDKs,
Including any successors thereto, located at https://aks.ms/bingmapsplatformapistou and hitps://aka.ms/bingmapsplatformsdks/.

Bing Maps Privacy
The Bing Privacy Statement and privacy terms In the Microsoft Bing Maps Platform AP| Terms of Use located at:
* https://go.microsoft.com/fwlink/?Linkid=521833 apply to Customer’s use of the Bing Maps Services.
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Business Appiication Platform

Micraanft fHow Mitranolt Powet M Pro
Muronolt Lot Appy . Mictoselt Steam
Notices

The Bing Maps, H.264/AVC Vistial Standard, VC-1 Video Standard, and MPEG-A Part 2 Visual Standard and MPEG-2 Vidoo Standard Notices In
Attachment 1 apply.
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Kaizala

Service Level Agreement
There is no SLA for Kaizala.
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Microsoft Cloud App Security

Notices
The Bing Maps and Professional Services notices in Attachment 1 apply.
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Microsoft Intune

Micfosoft Intune (per user) Microsoft Intune Add-on for System Center Configuration Manager and
Microsoft Intune Add-on for System Center Configuration System Center Endpoint Protection {per user)
{"Microsoft Intune Add-On")

Notices
Any deployment services provided to Customer are subject to the Professional Services Notice In Attachment 1,

Manage Devices and Applications
Each user to whofi Customer assigns a User SL may access and use the Online Service and related software {including System Centér software) to
manage applications and up to fifteen devices.

Storage Add-on'SL
A Storage Add-on SL Is required for each glgabyte of storage in excess of the storage provided with the base subscription,

Windows Software Components in System Center Software

The System Center software Includes one or more of the following Windows Software Components: Microsoft .NET Framework, Microsoft Data
Access Components, Powershell software and certain .dlls related to Microsoft Bulld, Windows Identity Foundation, Windows Library for
JAVAScript, Debghelp.dli, and Web Deploy technologles. The Heense terms governing use of the Windows Software Components are In the
Windows 8.1 Pro and Enterprise sectlon of the Product Terms. The Product Terms Is located at http://go.microsoft.com/?linkid=9839206.

SQL Server Technology and Benchmarking

The Software included with the Online Service Includes SQL Server-branded compoanents other than a SQL Server Database. Those components are
Hicensed to Customer under the terms of thelr respective licenses, which can be found in the installation directory or unified installer of the
software, Customer must obtain Microsoft’s prior writtén approval to disclose to a third party the results of any benchmark test of these
components or the software that includes them,
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Microsoft Learning

Microsoft Learning E-Reference Library

Any person that has valld access to Customer’s computer or internal network may copy and use the documentation for Customer s Internal
reforence purposes. Documentation does not include electronic books,

Microsoft Learning Imagine Academy Service 5L
AService SL Is required for each Locatlon that accesses or uses any Microsoft imagine Academy service or benefit, Location Is defined as a physical
site with staff under the same administrator, such as a principal, in a single bullding or group of buildings tocated on thé same campus.

Microsoft Learning Imagine Academy Program Guidelines
The tmagine Academy program guidalines, located at http://www.microsoft.com/itacademy, apply (o Customer's use of the Microsoft Learning
imagine Acadamy and its bonofits.

Micrasoft Learning Imagine Academy Program Benefits Provided by Third-Party
Progrom bonelits may only be used by a liconsed institution's faculty, stalf and studemts currently enrotied tn the licensaed Institution,
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Minecraft: Education Edition

Notices
The Bing Maps Notices in Attachment 1 apply.
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Office 365 Developer

No Production Use of Office 365 Developer

Each user to whom Customer assigns a User SL may use the Online Service to design, develop, and test Customer’s applications to make them
avallable for Customer’s Office 365 Online Services, on-premises deployments or for the Microsoft Office Store. The Online Service Is not licensed
for production use.

Office 365 Developer End Users
Customer’s end users do not need a SL to access Offlce 365 Developer to perform acceptance tests or provide feedback on Customer programs,
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Windows Desktop Operating System

Data Retention
The Windows Defender Advanced Threat Protection portion of the product does not contain extractable Custorner Data thereforé the Customer
Data extractlon terms In the OST do not apply.
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-~ Attachment 1 - Notices

Bing Maps

The Online Service or its included software includes use of Bing Maps. Any content provided through Bing Maps, including geocodes, can only be
used within the product through which the content Is provided. Customer's use of Bing Maps is governed by the Bing Maps End User Terms of Use
avallable at go.microsoft. com/?linkid=0710837 and the Bing Maps Privacy Statement available at go, microsoft.com/fwlink/?LinkiD=248686.
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Professional Services

Customer may be eligible for Microsoft customer support and consulting services related to this Online Service, These services are “Professional
Services” under Customer’s volume licensing agreement. If Customer's volume licensing agreement covers Online Services only {and does not
dafine Professional Services), then these services are provided subject to the “Professional Services Terms"” below.

The Professional Services to which this Notice applies are not Online Services, and the rest of the Online Services Terms, as well as any data
processing amendment or HIPAA Business Assoclate Agreement signed by the parties, do not apply. Any information provided to Microsoft in
connection with these Professional Services Is protected under the confidentiality terms of Customer's volume licensing agreement,

Additlonal terms may apply to these Professional Services; but only to the extent those terms don't conflict with this Notice,

Professional Services Terms
Definition
Any services to whichi this notice applles are defined, collectively, as “Professional Services”,

Obligations of the Parties

Microsoft warrants that all Professlonal Services will be performed with professlonal care and skill. If Microsoft falfs to do so and Customer
notifies Microsoft within 90 days of the date of performance, then Microsoft will elther re-perform the Professional Services or return the price
pald for them as Customer’s sole remedy for breach of the Professlonal Services warranty. ‘

Customer will perform its applicable responsibilitles and obligations to support Microsoft's performance of the Professional Services, as specified
in the description of each Professional Service.

Limitation of Liability

To the extent permitted by applicable law, each party's total llabllity for all clalms relating to Professional Services will be limited to the amounts
Customer was required to pay for the Professlonal Setvices or the limitation of lability for the Online Service with which the Professional
Services are offered, whichever is greater, In no event wihl elther party ba llable for Indirect, Incldental, special, punitive, or consequential
damages, Including loss of use, loss of profits, or intarruption of business, howavar causad or on any thaory of llabllity in relation to the
Profassional Services, No limitation or exclusions will apply to liabllity arising out of either party’s (1) confldentiality obligations; or

(2) violation of tho other party's intellactual property rights.

Fixes

“fFixes” are Product fixes, modifications or enhancements, or thelr derivatives, that Microsoft elther releases generally {such as service packs) or
that Micrasoft provides to Customer to address a spacilic issue, Each Fix, Is Hcensed under the same terms as the Product to which it applies. if a
fix Is not provided for a specific Product, any use térms Microsoft provides with the Fix will apply,

‘Pre-Existing Work

“pro-Existing Work” means any computer code or non-code based written materials developed or otherwise obtained Independent of
Customor's valume ficensing agreement. All rights In Pro-Existing Work shall ramaln the sole property of the party providing the Pro-Exlsting
Work. Each party may usa, reproduce and modify the other party’s Pre-Existing Work only as needed to perform obligations related to
Professlonal Servicos,

Services Deliverables

“Sarvices Delivarablos” moans any computar code or matarials othor than Products or Flxes that Microsoft foaves with Customer at the
conclusion.of Miciosoft's parfarmance of Professtonal Sarvices. Microsoft grants Customer o non-exclusive, non-transferable, perpotual ficense
to reproduce, use, and modify the Services Doliverables solaly for Customer’s internat business purposes, subject to llm terms and condltlons In,
Customat's volume licensing agraomant,
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Non-Microsoft Technology
Customer is solely responsible for any non-Microsoft software or technology that it installs or uses with the Online Services, Fixes, ot Services
Deliverables,

Affiliates’ Rights .
Customer may sublicense the rights to use Services Deliverables to its Affiliates, but Customear’s Affillates may not sublicense these rights,
Customer Is llable for ensuring Its Affiliates’ compliance with the terms of this Notice and Customer’s volume licensing agreement.

Government Customers.

If Customer is a government entity, thenthe following terms apply to any Professtonal Services provided at no charge to Customer. Microsoft
‘walves any and all entitlement to compensation from Customer for the Professional Services. In compliance with applicable laws and regulations,
Microsoft and Customer acknowledge that the Professional Seivices are for the sole benefit and use of Customer and not provided for the
personal use or benefit of any Individual government employee.
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Notice about Azure Media Services H.265/HEVC Encoding

Customer must obtaln Its own patent Hcense(s) from any third party H.265/HEVC patent pools or rights holders before using Azure Media Services
to encode or decode H.265/HEVC media.
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Notice about H.264/AVC Visual Standard, VC-1 Video Standard, MPEG-4 Part Visual Standard and
MPEG-2 Video Standard

This software may Include H.264/AVC, VC-1, MPEG-4 Part 2, and MPEG-2 visual compression technology. MPEG LA, LL.C. requires this notice:

THIS PRODUCT IS LICENSED UNDER THE AVC, THE VC-1, THE MPEG-4 PART 2 AND MPEG-2 VISUAL PATENT PORTFOLIO LICENSES FOR THE
PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO (1) ENCODE VIDEO