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FILE NO. 170699 RESOLUTION NO. 

·. ; 

1 [Contract Renewal - Community Behavioral Health Services - Mental Health Services] 

2 

3 Resolution retroactively approving Performance Contract No. 16-93139, between 

4 Community Behavioral Health Services and the Department of Health Care Services, 

p incorporating the Mental Health Services Act, Projects fot Assistance in Transition 

6 from Homelessness, the Mental Health Plan, and Community Mental Health Services 

7 Grant for the period of July 1, 2016, through June 30, 2017. 

8 

9 WHEREAS, The California Department of Health Care Services (DHCS) administers 

1 O funding for the Mental Health Services Act (MHSA), Projects for Assistance in Transition from 

11 Homelessness (PATH), the Mental Health Plan, and Community Mental Health Block Grant 

12 (MHBG) programs; and 

13 WHEREAS, The Mental Health Plan was established pursuant to Welfare and 

14 Institutions (W&I) Code, Section 14726 through 14712, direct the California Department of 

15 Health Care Services to implement and administer Managed Mental Health Care for Medi-Cal 

16 eligible residents of this state through contracts with mental health plans; and 

17 WHEREAS, The Mental Health Services Fund was established pursuant to Welfare 

18 and Institutions (W&I) Code, Section 5890, and provides funds to counties for the 

· 19 . implementation of its MHSA programs for prevention and early intervention, community 

20 services and supports workforce development and training, innovation, plus capital facilities 

21 and technological needs; and 

22 WHEREAS, Pursuant to United States Code, Title42, Sections 290cc-21 through 

23 290cc-:35; the PATH grant funds community based outreach, mental health and substance 

24 · use disorder referral/treatment, case management and.other support services, as well as a 

25 limited set of housing services for the homeless mentally ill; and 
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STATE 01" CAUl"ORNIA 

STANDARD AGREEMENT 
STD213_DHCS(Rev.09Jf4)' '· '' . 

REG.IS.TRATION NUMBER AGRE~MENT NUMBER 

16-93139 

1. This Agreement is ente~.!..~to between the State· Agency and the Contract<:>r nan:_.ed __ · _be_l_ow:_. ____ . ___ _ 
STATE AGENCY'S NAME ·{Also kno\\ln as DHCS, ~DHS. OHS Qr1heS{sf~} 

Department of Health Care Services 
· CONTRACTOR'S NAME 

San Francisco Community Behavioral Health Services 

2. The term of this Agreement is: July ·1, 2016 

through June 30, 2017 

3. The maximum amount of this Agreement is: $ o 
Zerodortars 

(AISQ referred to as Contr?ctor) 

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by·thfs reference made a 
part of this Agreem:~_t _________ __,--------· 

Exhibit A - Prog~am SpeCiflcations· {including Speciaf Terms and Conditions} 
Exhibit A - Attachment I~ Request for Waiver 
Exhibit B - Funds Provision 
Exhibit C * - General Term!;·and Condltitins 

. Exhibit D - Information Confldehtiafity and Seculify Requirements 
Exhibit E - Pri~cy and lnformatl1;m Security Provisions (including Attachment A) 
Exhibit E - Attachment B - lnftirmf!tion SecL1rity 8-.cchange Agreement betwee the Social 

Security Administration (SSA) and the California Department of H13altfl Care 
Services (DHCS) 

1.6.pages 
1 page 
1 page 
GTC610 
7 pages 
Sf pages· 
70pages 

!terns shown above with an A.Sterlsk (*), are hereby incorporated by raferenC:e and made part of this agreement as if attached hereto. 
These documents can be vle,wed at htto:/!www.dgs.ca.gov/ols/Resources/Stand'.'lrdContracilanguage'.a~px. 
IN WITNESS WHEREOF, this· Agr~fl'lent.has been executed py the parties hereto. 

CONTRACTOR 
CONTRACTOR'S NAME (If other than M indiviriual, slats whether a COfPOt'lilliM, pqrtnerah/P; etc.) 

$an Francisco Community Behavioral Health Services 

~~a 
PRINTEP NAME AND. TnlE OF PERSON. SIGNING 

Kavoos Ghane Bassiri; LMFT, LPGC, CGP, Director. 
ADOR!;SS 

1380 Howard Street, Flftn Floor 
San Francisco, CA 9410:.? 

STATE, 9F CAUFORNIA 
'AGENCY NAME 

Department of Health Care Services 
BY {/1.ulh~d Sfgrratu;ef 

25 . 
PRINTED NAME AND TITLE OF PERSON SIGNING 

· Don Rodriguez, Chief, Contract Management Unit 
ADO RESS 

PATE: SIGNED (Do n'ot type) 

DATE SIGNED (Oo noUype) 

150.1 Capitol Avenue, Suits 71.'5195, MS 1403, P.O. Box997413, 
Sacramento, CA95899-741S 
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STATE OF CALIFORNIA 

STANDARD AGRE(:MENT 
sro 213_DHCS (Rev. 09/14) 

REGISTRATION NUMBER· AGREEME;NT NUMBER 

16-93139 

1. This Agreement is entered Into between the State Agency and the Contractor named below: 
STATE AGENCY'S NAME 

_ .. , .. : ····--. "" .•.. ·--·---'-----------
(Also known ss DHCS, CDHS, DHS or t'ie Stats): 

Department of Health Care Services 
CONTRACTOR'S NAME (Also referred 1o. as Con1ractor) 

San Francisco Community Behavioral Health SeMces 

2. The tenn of this Agreement is: July 1, 2016 

through June 30, 2017 

3. The maximum amount of this Agreement is: $ O 
Zero dollars. 

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a 
part of this Agreement. 

Exhibit A- Program Speeifications {fncludirig·Speci~I Terms and Conditions)· 
Exhib:itA = Attachmen~ I - Requestf9r W.f1..iver · 
E;xhfb.it S- Funds Provision 
EXhibit C * - General Teniis and Conditions 
Exhibit D - lnformafK?n Confidentiality ~nd Security Re~irements 
Exhibit E - Privacy and Information· Security Provisions {including Attachment A) 
~hlbit e·- Attachment B - Information Security EXchange Agreement betwee the Social 

Security Administration· (S$A) and the California Department of Health Care 
Services (DHCS) 

16 pages 
1 page 
1 page 
GTC610 
7pages 
S.1 pages 
70 pa9.es 

Items shown above with an Asterisk {*), are hereby incorporated by reference and made part of this agreement as if attached hereto. 
. ThesfJ. documents can be viewed at http://www.dgs.cagov/ols/Resources/StandardContractLanguaqe.aspx, 

. . . 
IN WO'NESS WHEREOF, this Agreement has be:rm executed by the p!irtles hereto. 

CONTRACTOR 
CONTRACTOR'S· NAME (If other than an individual, state whether e ooqioration, partnership, etc./ 

San Francisco Community Behavioral Health .services 
BYfAfh_piZ. 
KS f"-...• 
PRINTED NAME AND TITLE OF PE~SON SIG\'<ING . 

Kavoos Ghane Ba~.~iri, LMFT, LPCC, CGP, Director 
ADDRESS 

1380 Howard·Street, Fifth Floor 
San Francisca, CA94103: 

STATE .OF CALIFORNIA 
AGENCY t:!AME! . 

Pepartrnenf cif Health Care Services 
BY· (Authaiiz~d Signature} 

16 
PRINTED NAME AND TITLE OF PERSON SIGNING 

. Dqn Rodriguez, Chief, CoritractManagement Unit 
ADDRESS 

DATESJGNED (Donottype) 

DATE SIGNED (Do not typ&) 

1501 Capitol Avenue, Suite 71.5195, Ms··1403, P.O. Box997413, 
Sacramento~ CA 95899-7413 
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.. 
CCC-307 

CERTIFICATION 

I, the official nan1ed below, CERTIFY UNDER PENALTY .OF PERJURY that I am. duly 
authorized to legally bind the prospective Contractor to tb.t: clause{s) listed below. This. 
certffication is made under the laws of the State of Califomia. 

Con.tractor!Bidde:r Firm Name (Printed) Federal ID Number 

San Francrsco Community Behavioral Health Services 

I Printed Name and Title of Person Signing 

Kavoos Ghane Bassiri1 Director 

Date Executed Executed in the County of 

May 29, 2011 San Francisco County 

CONTRACTOR CERTIFICATION CLAUSES 

946000417 

I°. STATEMENT OF CO:rv.1PLIANCE: Contractor has, urJess exempted, complie,d with 
the nondiscrimination pro gran1 requirements. (Gov. Code § 12990 ( a-f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) · 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requ;irements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

. a. Publish a statement notifying tflllployees that unlawful manufacture, distribution, 
dispensation, possession or use of a controlled substance is prohibited and specifying 
actions to be taken agaip.st em:iJloyees-for violations. 

b. Establish a Drug-Free Awar~ess Program to irifonn employees about: 

1) the dangers of drug abuse in the workplace; 
2) the person's or organization's policy of maintaining a drug-free workplace; 
3) any available counseling. rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who works on the proposed Agreement will: 

1) receive a copy of th,e company's drug-free workplace policy stateinent; and, 
2) agree to ~bide by the tenns of the company's stateme.nt as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments un4er 
the Agreement or tenninatiou of the Agreement or both and Contractor may be.ineligible 
for award of any future State agreements. if the department determines that any of the 
folloViring has occurred: tli.e Cop.tractor has made false certification, or violated the 
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certification by failing to carry oufthe reqtiirements as noted above. (Gov. Code §8350 et 
seq.) : 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than Ofi:e (1) final unappealable finding of contempt of court by a Federal 
court has-been issued againSt Contractor within the imniediately prepeding two-year 
peri-0d: because of Coiitractor's failure to comply with an order of a ~e.deral court, which 
orders Contractor to eoniply with an order of the National Labor Relations Board. (Pub, 
Contract Code§ 10296) (Not applicable t() public entities.) 

4. CONTRACTS FOR LEGAL SERVICES $50.000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that con~tor will comply with the 
requirements of Section 6072 of the Business and Professions Code~ effective January l~ 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal servk;es during each year of the contract equal to the lessor of 30 
multiplied by the number of full tim~ attomeys in the firm's offices in the State, with the 
number of hoUi.-s prorate4 on an actual day basis for any contract period ofless than a full 
year or 10% of its contract with the State, 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
legal :'.!ervices, and may be taken into account when determining the a\\"Md of :fufure 
contracts with the State for legal services. 

5. EXP ATRIA.TE CORPORATIONS: Contractor hereby declares that it is not rut 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. SWEATFREE CODE OF CONDUCT: 

· a. AU Contractors contracting for the proc\lrem.ent or latin.dering of apparel, gamients or 
corresponding acceS&ories, or the procurement of ~u,ipmeµ.t,. materil:ds, or SUpplies, other 

. than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the.contract have been laundered or produced in whole 
or in part by sweatshop labor. forced labor, convict labor, irt.dentured labor under penal 
S8llcti.O!h ab11sive forms of child labor or exploitation ofchildren in &Weatshop labor, or 
with the benefit of sweatsb,op labor, forced labor, convict labor, indentured labor under 
txmal sanction, abµ&ive fotu:J.S of qli.ild labor or exploitation of children fu sweatshop. 
labor. The oontractor further declares und~r pen:aliy of perjury that they adhere to the 
Sweatfree Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www~d~r.ca.gov, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully i1l providing reasonable access to the 
contractor's records, documents, agents or employees, or premises ifreasonably required 

. by authorized offi.ci$ of th~ contracting agency~ the Department of Industrial Relations; 
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2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self~insurance in accorclance with the provisions, and 
Contractor affinns to comply with such provisions before commencing the perfotmance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor asSilres the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. (42 l].S.C. 12101 et seq.) 

. . ' 

4. CONTRACTOR NAME CHANGE: An amendment is reqUired to change the 
- Contractor's name as listed on this Agreement. Upon receipt oflegal documentatkm of 

the name change the State will process the amendment. · Payment of invoices presented 
with a new name cannot be paid prior tg approval pf said· amendment 

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA: 

a. When agreements are to he performed in the state by corporations, the contracting 
agencies will be verifying that the contractor is currently qualified. to do business in 
Califon$. in order to -~ure that all obligations due. to the state are fulfilled. 

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of financial or pecuniary gain or profit. Although there are 
some statutory exceptions to taxation, rarely will a corporate contr~ctor perfonning 
·within the state not be subject to the franchise tax. 

c. Both domt.1stic and foreign corporations (those ihcotporated outside of California) must 
be in good standing in order to be qualified to do business in California. Agencies will 
determine whether a corporation is in good standing by calHng the Office of the Seqretary 
of State. 

6. RESOLUTION: A county, city, district, or other local public body must provide the 
.State with a copy of a resolution, order, motion, or ordinance of the local governing body 
w:hich by law has authority to enter into an agreement; authorizing execution of the 
aweeinent 

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor 
shall not be: (.1) in violation of any order or resolution not subject to.review promulgated 
by the State Air Resources Board or an air pollution control district; (2). subject to cease: 
and desi~ order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally detennined to ·be in-violation of provisions of federal law relating to air or water 
pollution. 

8. PA YEE .DATA RECORD FORM STD. 204: This fonn must be completed by all 
' ( 

contractors that are not another state agency or other governmental entity. 
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or the .Department pf Justice tO determ.in~ the e<.>ntractor' s compliance with the 
requir~ents under paragraph (a); ·' 

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after 
January 1, 2007, the eontractor certifies that co:t1tractor is in co~pli~ce with Public. 
Contract Code section 10295.3. 

DOING BUSINESS 'WITH THE STATE OF CALIFORNIA 

The following laws apply ~o persons or entities doipg bUsiness witll the State of 
Califotnia. 

1, CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions . 
. regarding current or former state employees. If Contractor has any questions Oll· the 

status of any person rendetj.ug servi~s or involved with the Agreement, the awarding 
agency must be contacted immediately for clarification. 

Current State Employees (Pub. Contract Code §10410): 

1 ). No officer or employ~ shall engag~ in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a :financial interest and 
which is sponsored or funded by any state agencyJ unless the employment, activity or 
enterprise is required as a condition of regular state employment:. · 

'2). No officer or t4llployee shall contract on his or her own behalf as an· independent 
Contractor with.any state agency to provide goods or services. · 

Former State Employees (Pub. Contract Code § 10411 }: 

1 ): For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the ~ntract while employed fu. any capacity ?Y any state agency. 

'2). For the twelve-month period from the date he or she left state employment, no former 
state officer ·or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a.policy-making position in.the same general subject 
area as·the proposed contract within the 12-month period prior to his or her Jeaving state 
service. · · · 

If Contractor violates anyprovisioll$ of above paragraphs, such action by Contractor shali 
render this Agreement void. (Pub. Contract Code § 10420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. ·Contract Code § 10430 ( e )) 
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CCC-307 

CERTIFICATION 

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the ~lause{s) listed below. This 
certification is made under the laws of the State of California.. 

Contractor/Bidder Ftrm Name (Printed) Federal ID }lumber 

San Francisco Comrnurirty Behavioral Health Services 946000417 

Printed flame and Title of Person Signing 

Kavoos Ghane Bassrri, Director 

Date Ex:ecuted Executed in the County of 

May 29, 2017 San Francisco County 

CONTRACTOR CERTIFICATION CLAUSES 

t', STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with 
the nondiscrimination programrequir~err~. (Gov. Code §12990 (a-f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REOUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. PUblish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a conti:olled s:ub~tance is prohibited and specifying. 
actions to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Pm.gram to infonnemployees aJ:>out: 

1) th~ dangers of chug abuse in the workplace; 
2) the per~n's or· otgap.iz;ation1s polipy 0£ maintaining a-drug~ free workplace; 
3) any available counseling, rehabilitation and employee assistanc¢ programs; and, 
4) penalties that may be imposed upon empfoyees for drug abuse violations. · 

c. Every employ~e whowor.ks on the proposed Agr~ement will: 

1) receive a copy of the companyts drug-free woi:kplace policy statement~ and; 
2) agree to abide by the tenns of the Company's statement as a condition of etnplOY.ll1ent. 
on the Agreement. 

Frulute to comply with these requirements may result in suspension of payments under 
the Agreement or tenninati-On of the Agreement or both and Contractor may be ineligible 
for award of any future State agreen:ients if the department determines that any of the 
following has occurr:ed: the Contractor has made false certification, or violated the 
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certification by failing to carry ouf the requirements.as noted above. (Gov. Code §S350 et 
seq.) 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final unappealable finding of contempt of court by a Federal 
court has been issued against Contractor witbin the immecliately preceding two-year 
period becam;e of Contractor's faj.lure to comply with an order of a Federal court, which 
orders Contractor to comply with an order of the Na:tional Labor Relatio;ns Board. (Pub. 
Contract Code §10296) (Not applicable to public entities.) 

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor her.eby certifies that contractor will comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1~ 
2003. 

C~mtractor agrees to make a good faith effort to provide a minimlim number of hours of 
pro bono legal services during each year of the contract equal to the lessor of30 
multi.plied by the number of full time ~ttomeys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period of less than a full 
year or 10% of it?i contract with the State; 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
fogal services, and m11y be taken into account wh~n detenn.ining the award of future 
.contracts with the State for legal services. 

5, EXP ATRIA TE CORPORATIONS:. Contractor hereby declares that it is not an 
expatriate corporation OF·SUbsidiary of an expatriate corporation within the meaning (>f 
Public Contract Code Section 10286 lind 10286.l, arid is eligible to contract with the 
State of California. 

6. SWEATFREE CODE OF CONDUCT: 

a. All Contractors contracting for the pi:ocufenieilt or laundering of apparel~ gannents or 
corresponding accessories, or the procurement of equipment; ~tetj.als, or supplies, other 

· than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the contract have.been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive fo:rqI.S of child lab()r or exploitation of children fu sweatshop la,bor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under . 
penal sanction, abusive forms of child lahor ·or exploitation of clrlldren in sweatshop 
labor. The contractor further declares un&r penalty of perjury that they adhere to the 
Sweatfree co·de of Conduct as set forth on the Califomia:·Department of Industrial 
Relation.s website located at www.dir.ca.gov, and Public Contract Code Section 6108. 

b. Tue contractor agrees to cooperate 1,UUy in provklin:g reasc:>nable access to the 
contra;ctor's record.S, documents, agents or employees, or premises ifreasonablyrequired 
by authorized officials of the contracting agency, the Depru;t:ment of Industrial Relations, 
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2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
proVisions wh1c:h requrre every employer to be msW:e<l.~gainst foiliility rot workers . . 
. Compensation bi to· Undertake self.-inSUrance in accordance with the provisions, ·and 
Contractor affirms to comply with such provisions before commencing the performance 
of the work of this Agr~ement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor asstires the State that it 
complies With the Americans with Disabilities Act (ADA} of 1990, which prohfbits 
discrimination on the basis :of disability, as well as all applicable regulations and 
guidelines issued p'ursuantto the ADA. (42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is requited to change the 
Contractor's rtame as listed on this Agieement. Upon receipt oflegal documentation of 
the name change the State will process the amendment Payment of :invoices presented 
with a new name cannot b~ paid prior to approva1 of sa,id ru:nem:iment. 

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA: 

a. When agreements are to be performed in the state by corporations, the contracting 
agendes will be verifyiri.g that the contractor is currently qualified to do business in 
Califomia in order to ensure that all obligations due to the state are fulfilled. 

b. i'Doing business" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of finl'µlcial or pecur,tl?XY gain or profit. Although there are. 
some statutory exceptions tO taxation~ rarely will a corporate contractor perfonning 
within thy ~tat~ not be subject to the franchise tax. 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in ord,er to be qualified to do bµsines~ in CaUfomia. Agencies will ' 
determine whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION; A county, city, district, or other Iocafpnblic body must provide the 
State with a copy of a resolution, order~ Jl1otion, or ordinance of the loc~ gqvem4Jg l:>ody 
which by law has authority to enter into an agreement, authorizing execution of the · 
agreement. 

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor 
shall not be: (1) in violation of atty order or resolution not subject to review promulgated 
by the State Air Resources Board or an air pollution control district;. (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally detennilied to be in violation of provisions of federal 1?.W relating to air or water 
pollution. 

8. PAYEE DATA RECORD FORM STD. 204: This form. must be completed by all 
contractors that are not another state agency or other governmental entity. 
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or. the .Department ofJusti(;e to cieIB.i:min~ .tlie cdilti:actor' s co1:11p~iance with the 
requirements, under paragraph (a)~· ' 

7. DOMESTIC PARTNERS: For contracts over $100;000 executed or amended after 
January 1) 2007 ~ the oontraetor certifi€)s that contractor is in t;ompliance with Public 
Contract Code section 10295.3. 

DOING BUSINESS WITH THE-STATE OF CALIFORNL<\ 

The following laws apply to perscms or entiti~s going business with the State of 
California. · 

1. -CONFLICT OF INTEREST: Contractor needs to be aware Of the following provisions 
regarding cilrrent or fomier state employees. If Contractor has any questions on the 
status of any per$On rendering serviqel! oi;- h>.v<;>lved with. the Agreement, the awarding 
agency must be contacted :iirunediately for clari:ficatiori. · 

Current State Employees (Pub. Cqntract Code §10410): 
. . 

1). No offiqeror employee shall ep.gage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and. 
which is spoiiSored or funded by any state agency, unlesl:! the employment, activity or 
enterprise i~ required as a condition of regUlar state employment. 

2). No officer or e.m.ployee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services .. 

Former State Employees (Pub. Contract <;'.ode §10411): 

i). For the two•year periQcl from the date he or: she left_state einployinent, no former state 
officer or employee may: enter into a contract in which he or she engaged in any of.the · 
negotiations,. transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in an¥ capacity br any state agenoy. 

2). For the twelve-month period from the date he or she left state employment, no fonner 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy-:µi~g position in the same genenil. subject 
area as the propos~ contract within the 12-month period prior to his or her leaVing state 
·service. 

If Contractor violates any provisions of ahove:paragraphs, suc:h action by Contractor shall 
render this Agreement vqid. (Pub. Contract Code § 10420) 

Members of boards and commissions are exempt from this seetio:p. if they do not receive 
payiuent other than payment ofeach meeting Of the board ot commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code § 10430 ( e )) 
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Departm~nt of Health Care Services 

Mental Health Services 
Division/Prog_ram Policy Unit· 
Attention: Guy Stewart 
1500 Capitol Avenue, MS 2702 
P.O. Box Number 997413 
s·acramento, CA, 95899-1413. 

Telephone:-(916) 449-5997 
Fax: (916) 440-7(320 
Email;.Guv.Stewart@dhcs.ca.Qov 

Contractor's Name 

Attention; Kavoos· Ghane Bassiri 
1 jso Howard Street, Fifth Floor 
San Francisco, CA 94103 

Telephone: ( 415) 2&t'i-3440 
Fax: ( 415) 255-3567 
Email: Kavoos.Ghanebassiri@sfdph.org 

C. Either party may make changes to th.e information above by giving written notice to the 
other party. Said changes shall not require an amendment to this Agreement. 

5. Services to be Performed 

County shall adhere to the program principles and, to the extent funds are available, 
County shall provide the array of treatment options in accordance with Welfare and 
Institutions Code sections 5600.2 through 56Q0.9, inclu.$iVe. 

A. GENt:::RAL REQUIRl;.l\.llENTS FOR AGREEMENT 

County shalf comply with all of the requirements in Section A.1 of this Provision for all 
County mental health programs, including those specified in Sections B, C and D. 
County shalt comply with all of the.data and information reporting requirement~ in 
Section A.2 for each County mental he;:;i,lth program; including tnose specified in 
Sections B, C and D of this Provision, for which it receives federal or State fi.Jnds. 

1) W&I section 5651 provides specific assurances, which are listed below, that must be 
included in this Agreement. County shalt: 

a. Comply with the expenditure requirements of W &I Section· 17608.05; 

b. Provide services to persons receiving involuntary treatment .as required by Part 1 
(commencing with Section 5000) and Part 1.5. (commencing with Section 5585) 
of Division 5 of the Welfare and Institution Code, 

c. Comply with all of the requirements necessary for Medi-Cal reimbursernent for 
mental health treatment services and case management programs provided to 
Medi-Cal eUgible individuals, including, bµt not limited -to, the provisions set forth 
in Chapter 3 (commencing with Section 5700) of the Welfare and Institutions 
Code, and submit cost reports and other data to DHCS in the focm and manner 
determined by the DHCS, · 

1158 



San Francisco Community Behavioral Health Services 
16-93103· 

Page 1 
Exhibit A 

Program Specifications 

1. Service Overview 

The California Dep:artment of Health C_are Servi¢es. {h$.reafter referred to as DHCS or 
Department) admi.nisters the.Mental Health Services Act, Projects for Assistance in: 
Transition from Homelessness (PATH} and Community Mental Health Services Grant 
(MHBG) programs and oversees county provision of community mental health services 
provide.d with realignment funds. Contractor (here~fter referred to- as County ifl this Exhibit) 
must meet. certain conditions. and requirements to receive funding for these programs and· 
community mental health services. This Agreement, which is County's perfonnance 
contract, as required by Welfare and Institution$ Code (W&I) sectjons.5650(a), 5951, 5666 
5897, and Title 9, California Code· of Regulations (CCR}. section 3310, sets forth conditions 
and requirements that County must meet in order to. receive this funding. This Agreement 
does not cover federal. financial .pa_rtiCipation or State general funds as they relate to Medi
cal services provided through the Mental Health Plan Contracts. County· agrees to .comply 
with all of th~ c.onditions and requirements de~cribed herein, 

DHCS shall monitor this Agreement to ensure compliance with applicable federal and State 
law and applicable regulations. (Government Code sections 11180-11182; W &I §§. 5614, 
5651(c), 5717(b), 14124.2(a)) 

2. Service location 

The services shall be performed at appropriate sites as described in this contract. 

3. Service Hours 

The services shall be provided during times required by this contract. 

4. Project Representatives 

A. The project representatives during the term of this Agreement will be: 

Dep.artr:n~n( of Health Care Services Contractor's Name 
Contract Manager: Erika Cristo · 
Telephone: (916) 552-9055 
Fax: (916) 440-7620 
Email: Erika.Cristo@dhcs.ca.gov 

B. Direct all inquiries to: 
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d. Ensure that the Local Mental Health Advisory Board has reviewed and approved 
procedures ensuring citizen .and professional involvement at aJI stages of the. 
planning process pursuant to W&I section 5604.2, 

e. Comply with all provisions and requirements in law pertaining to patient rights,' 

f. Comply with all requirements in federal law and regulation pertaining to federally 
funded mental health programs, 

g. Provide all data and information set forth in Sections 561 O and 5664 of the 
Welfare and Institutions Code, . 

h. If the County elects to provide the services described in Chapter 2.5 
(commencing with Section 5670) of Division 5 of the Welfare and Institution 
Code, comply with guidelines established for program initiatives outlined in this 
chapter, and 

i. Comply with all applicable laws and regulations for all services delivered, 
including all laws, regulations, and guidelines of the Mental Health Services Act. 

2) County shalf comply with all data and information submission requirements specified 
in this Agreement. 

a. County shall provide all applicable data and information required by federal 
and/or· State law lh order to receive any funds to p~y for its r'r)enfal health 
programs and services, including but not limited to its MHSA programs, PATH 
grant (if the County receives funds from this grant) or MHBG grant. These 
federal and State laws include, Title 42, United States Code, sections 290cc-21 
through 290cc-35 and 300x through 300x-9, inclusive, W &I sections 5610 and 
5664 and the regulations that implement, interpret or make specific, these federal 
and State laws and any DHCS~issued guidelines that relate to the programs or 
services. 

b. County shall comply with the reporting requirements set forth in W &I section 
5845( d)(6 ), Division 1 of Title 9 of the California Code of Regulations {CCR) and 
any other reporting requirements related to the County's receipt of federal or 
State funding for mental health programs. County shall submit complete and 
accurate information to DHCS, and as applicable the Mental HeaUh Services 
Oversight and Accountability Commission, including, but not limited, to the 
following: 

· i. Client and Service Information (CSI) System Data (See S.ubparagraph c of 
this Paragraph) 

iL MHSA Quarterly Progress Reports, as specified in Title 9, CCR, section 
3530.20. MHSA Quarterly Progres$ Reports provide the actual number of 
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clients ~erved by MHSA-funded program. Reports are submitted on a 
quarterly basis. 

iii. Full Service Partnership Perfonnance Outcome data, as specified in Title 9, 
CCR section 3530.30. 

iv. Co.nsumer Perception Sucvey c;Jata, as specified in Titl.e 9, CCR, sec~ion 
3530.40. 

v. The Annual Mental Health Services Act Revenue and 
Expenditure Report, as specified in W&I section 5899(a) and Title 9, CCR, 
sections 3510, 3510.010, 3510.020 and DHCS-issued guidelines. 

vi. Innovative Project Reports (annu~I. final and supplements), as specified in 
title 9, CCR,. sections 3580-3580.020. · 

vii. The Annual Prevention and Early Intervention report, as specified in Title 9, 
CCR, sections 3560- and 3560.010. 

viii. Three Year Program and Evaluation Reports, as specified in Title 9, CCR, 
sections 3560 and 3560.020. 

c. County shall submit CS1 data to. DHCS, in accordance with the requirements set 
forth in DHCS' CSI Data Dictionary. County shall: 

i. Report monthly est.data to DHCS within 60 calendar days after the en9 of 
the month in which services were provided. · 

ii. Report within 60 calendar days or be in compliance with an approved plan of 
correction the DHCS's CSI Unit. 

iii. Make diligent efforts to minimize errors on the CSI error file. 

iv. Notify DHCS 90 calendar days prior to any change in reporting system and/or 
change of automated system vendor. 

d. In the event that DHCS or County determines that, due to federal ·or state law 
changes or business requirements, an amendment is needed of either County's 
or DHCS' obligations under this contract relating to either DHCS' or County's 
information needs both DHCS and County agree to provide notice to the other 
party as soon as practicable prior to implementation. This notice shall include 
information and comments regarding the anticipated requirements and impacts of 
the projected changes. DHCS and County agree to meet and discuss the 
design; development, and costs of the antidpated changes prior to 
.implementation. 
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e. If applicable to a specific federal or State funding source covered by this 
Agreement, County shall require each of its subcontractors to submit a fiscal 
year-end cost report to DHCS no later than December 31 following the close of 
the fiscal year, in accordance with applicable federal and State laws, regulations, 
and DHCS-issued guidelines. · 

f. If applicable to a specific federal or State funding source covered by this 
Agreement, County shall comply with W &I section 5751. 7 and ~nsure that minors 
are not admitted into inpatient psychiatric treatment with adults. If the health 
facility does not have specific separate housing arrangements, treatment staff, 
and treatment programs designed to serve chiJdren or adolescents it must 
request a waiver of this requirement from DHCS as follows: 

i. rt this requirement creates an undue hardship on County, County may request 
a waiv-er of this requirement. County shall submit the waiver request on 
Attachment I of this Agreement, to DHCS. 

ii. DHCS shall reView County's waiver request and provide a written notice of 
approval or denial of the waiver. If County's waiver request is denied, County 
shall compfy with the provision ofW&J seetion 5751.7. 

iii. County shall submit, the waiver request to DHCS at.the time County submits 
this Agreement, signed by County, to DHCS for execution. County shall 
complete Attachment I; including responses to items 1 through 4 and attach it 
to this Agreement See Exhibit A, Attachment I, entitled -"Request For Waiver" 
of this Agreement for additional submission infonnation. 

Execution of this Agreement by DHCS shall not constitute approval of a 
waiver submitted pursuant to this section. 

Any waiver granted in the prior fiscal year's contract shall be deemed to 
continue untiJ either party chooses to discontinue it. Execution of this contract 
shall continue independently of the waiver review and approval process. 

iv. In unusual or eme'rgency circumstances, when County needs to request 
waivers after the annual Petformance Contract has been executed, these 
requests should be sent immediately to: Licensing and Certification Section, 
Program Oversight and Compliance Branch, California Department of Health 
Care Services, P.O. Box 997413, MS 2703, Sacramento, CA 95$99-7413, 
Phone: (916) 319-0985. 

v. Each admission of a minor to a facility that has an approved waiver shall be 
reported to the Local Mental Health Director. 

g. If County chooses to participate in the Assisted Outpatient Treatment program 
{AOT) Demonstration Project Act of 2002 it shall be required to comply with all 
applicable statutes including, but not limited to, W&I sections 5345 through 
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5349.5, inclusive. In addition, County shall submit to DHCS any documents that 
DHCS requests as part of its statutory responsibilities in accordance with DMH 
Letter No.: 03-01 dated March 20, 2003; 

h .. For all mental health funding sources received· by County that require submission 
of a cast report, County shall submit a fiscal year-end cost report by December 
31st following the close of the fiscal year in accordance with applicable federal 
and State law, regulations and DHCS-issued guidelines~ 0N &I section 5705, 9 
CCR s.ections 3500, 3505). The cost report shall be certified as true and correct, 
by the mental health director and one· of the following: the County mental health 
departments chief financial officer (or equivalent), and individual who has 
delegated authority to sign, for, and reports· directly to the county mental health 
department's chief financial officer (or equivalent), or the county's auditor- · 
controller (or equivalent). Data submitted shall be full and complete. The County 
shall also submit a reconciled cost report certified by'the mental health director 

. and the county's auditor-controller as being true and correct no later than 18 
months after the close of the following fiscal year. 

If the County does not submit the cost reports by the reporting deadlines or does 
not meet the other requirements, DHCS shall request a plan of correction with 
. specific timelines 0N &I §5897 ( d)). If Co~nty does not submit cost reports by the 
reporting deadlines or the County does not meet the other requirements, DHCS 
may, after a hearing held with no less than 20 days-notice to the oounty mental 
health directo·r 0/IJ&I § 5655) withhold payments from the MHS Fund until the. 
County is in compliance with W &I section 56~4. 

B. THE MENTAL HEAL TH SERVICES ACT PROGRAM 

1 } Program Description · 

Proposition 63, which created the Mental Health Services Act (MHSA), was 
approved by the voters of California on November 2, 2004. The Mental Health 
Services· (MHS) Fund, which provides funds to counties for the implementation of its 
MHSA programs, was established pursuant to W&I section 5890 .. The MHSA was 
designed to expand California's public mental health programs and services through 
funding received by a one percent tax on personal incomes jn excess of $1 million. 
Counties use this funding for projects and. programs for prevention and early . 
intervention, community services and supports, workforce development and training, 
innovation, ·plus capital facilities and technological needs through mental health 
projects and programs .. The State Controller distributes MHS Funds to the counties 
to plan for and provide mental health programs and other related activities outlined 
in a county's three-year program and expe.nditure plan or annual update. MHS 
Funds are distributed by the State Controller's Office to the counties on a monthly 
basis. 
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DHCS shall monitor County's use of MHS Funds to· ensure that the county meets the 
MHSA and MHS Fund requirements. (Government Code sections 11180-11182; 
W&I §§ 5614, 5651(c), 5717(b), 14124.2(a)) 

2) Issue Resolution Process 

County shall have an Issue Resolution Process (Process) to handle client disputes 
related to the provision of their mental health services. The Process shalt be 
completed in an expedient and appropriate manner. County shall develop a log to 
record issues submitted as part of the Process. The log shalt contain the date the 
issue was received; a brief synopsis of the issue; the final issue resolution outcome; 
and the date the final·issue resolution was reached .. 

3) Revenue and Expenditure Report 

County shall submit its Revenue and Expenditure Report (RER) by December 31st 
foHowing the .close of the fiscal year in accordance with W&l sections 5705 and 
5899, regulations and DHCS-issued guidelines. The RER shafl be certified by the 
mental health director and the County's auditor-controller (or equivalent), using the 
DHCS-issued certification fonn. Data submitted shall be full <md complete. 

If County does not submit the RER by the reporting deadlines or the RER does not 
· meet the requirements, DHCS shall request a plan of correction with specific 
. tirrielines. (W&I § 5897(d)) If the RER is not timely submitted, or does not meet the 
requirements, DHCS may, after a hearing herd with no less than 20 days- notice to 
the county mental health· director withhold payments from the MHS Fund until the 
County submits a complete RER. (WIC 5655, 9 CCR 3510(c)) 

4) Distribution and Use of Local Mental Health Services Funds: 

a. W&I section 5891 (c) provides that commencing July 1, 2012 on or before the 
15th day of each month, pursuant to a methodology provided by DHCS, the State 
Controller shall distribute to County's Local Mental Health Services Fund (MHS 
Fund), established by County pursuant to W&I section 5892(f), all unexpended 
and unreserved funds on deposit as of the last day of the prior month in the 
Mental Health Services Fund for the provision of specified programs and other 
related activities. · 

b. County shall allocate the monthly Local MHS Fund in accordance with W&I 
.section 5892 as follows : 

i. Twenty percent of the funds shall. be used for prevention and early 
intervention (PEI) programs in accordance with W&I section 5840. The 
expenditure for PEI may be increased by County if DHCS detem:iines that the 
increase will decrease the need and cost for additional services to severely 
mentally ill persons in County by an amount at least commensurate with the 
proposed· increase. 
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ii. The balance of funds· shall be ·distributed to County's mental health. programs 
for services to persons with severe mental illnesses pursuant to Part 4 of 
Division 5 of the W&l.(commencing with Section 5850), for the children's 
system of care and Part 3 of Division 5 of the Welfare and lneytitutions Code 
(commencing with Section·5800), for the adult and older adult system of care. 

r iiL Five percent of the total funding for the County's mental health programs 
established pursuant to Part 3 of Division 5 of the.W&I (commencing with 
Section 5800), Part 3.6 of Division 5 of the W&I (commencing with Section 
5840), and Part 4 of Division 5 of the W&I (commencing with Section 5850) 
shall be utilized for innovative programs in accordance with W &I sections 
5830, 5847 and 5848. 

iv, Programs for services pursuant to Part 3 of Division 5 of the W &I 
(commencing with Section 5800), and Part 4 of Division 5 of the W &1 · 
(commencing with Section 5850) may include funds for technological needs 
and capital facilities, human resource needs, and a prudent reserve to ensure 
services do not have to be significantly reduced in years in which revenues 
are pelow the .average of previous years. The tot~! allocation for these 
pufPoses shall not exceed 20 percent of the average amount of funds 
allocated to County for the previous five years. 

v. Allocations in Subpar'agraphs i. through iii. above, include funding for annual 
planning costs pursuant to W&I section 5848. The total of these costs shall 
not exceed five percent of the total annual revenues received for the Local 
MHS Fund. The planning costs shall include moneys for County's mental. 
health programs to pay for the costs of having consumers, family members, 
and other stakeholders participate in the planning process and for the · 
planning and implernentaticm required for private provider contracts to be 
significantly expanded to provide additional services. 

c. County shall 1.1se Local MHS Fund monies to pay for those portions of the menta~ 
health programs/services for children and adults for which there is no other 
source offunds available. (W&I §~ 5813.5(b),_5878.3(a) and 9 CCR 3610{d)) 

d. County shall only use Local MHS Funds to expand m.ental health services. These 
funds shall not be used to supplant existing state or county funds utilized to 
provide mental health services. These. funds shall only be used to pay for the 
programs authorized in W&I section 5892. These funds may not be used to pay 
for any other program and may not be loaned to County's general fund or any 
other County fund for any purpose. (W&I § 5891 (a}) 

e. All expenditures for County mental .health programs shall be consistent with a 
currently approved three-year program and expenditure plan or annual update 
pursuant to W&I section 5847. {W&I § 5892(g)) 

5) Three-Year Program and Expenditure Plan and Annual Updates: 
! ' 
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a. County shall prepare and submit a three-year program and expenditure plan, and 
annual uptja.tes, adopted by.Co.unty's Bocird of Sup.ervisors, to the Mental Health 
Services Oversight and Accountability Commission (MHSOAC} within 30' 
calendar days after adoption. (W&I § 5847 (a)) The three-year program and 
expenditure plan and annual updates sh~ll include all of the following:. 

i. A program for Prevention and Early Intervention (PEI) in accordance with Part 
3.~ of Division 5 of the Welfare and Institutions Code (commending with 
~ection 5840). fYV&I § 5847 (b}(1)) 

ii. A program for services to children in accordance with Part 4 of Division 5 of · 
the Welfare and Institutions Code (commencing with Section 5850), to include 
C1 wraparound program pursuant to Chapter 4 bf Part 6 of Division 9 of the 
Welfare and Institutions Code 'ccommencing with Section 18250), or provide 
substantial evidence that it is not feasible to establish a wraparound program 
in the County. fYV&I § 5847 (b)(2)) 

iii. A program for services to adults and. seniors in accordance with Part 3 of 
Division 5 of the Welfare and Institutions Code (commencing with Section 
5800). (W&I § 5847 (b)(3)) 

iv. A program for innovations in accordance with Part 3.2 of Division 5 of the 
Welfare and Institutions Code (commencing with Section 5830). (W&I § 5847 
(b)(4)) Counties shall expend funds for their innovation programs upon 
approve:d by the. Mental Health Services Oversight and Accountability 
Commission. 

v. A program for technological needs and capital facilities needed to provide 
services pursuant to Pa.rt 3.of Division 5 of the Welfare and Institutions Code 
(commencing with Section 5800), Part 3.6 of Division 5 of the Welfare and· 
Institutions Code (commencing with Section 5840), and Part 4 of Division 5 of 
the Welfare and.institutions Code (commencing with Section 5850). All plans 
for proposed facilities with restrictive settings shall demonstrate that the 
nee~s of the people to be served cannot be met in a less restri,ctive or more 
integrated setting. (W&I § 5847 (b)(5)) 

Vi. Identification of shortages in personnel to provide services pur$uant to the 
above programs and the additional assistan~ needed from the education and 
training programs established pursuant to Part 3.1 of Division 5 of the Welfare 
and Institutions Code (commencing with: Section 5820) and Title 9, CCR, 
section 3830(b). (W&I'§ 5847 (b)(6)) 

viL Est9blishmerit ~md maintenance of a prudent reserve tq ensure the Coljnty 
program will continue to be able to serve children, adults, and seniors that it is 
currently serving pursuant to P;:irt 3 of Division 5 of the Welfare and · 
Institutions Code (commencing with Section 5800), Part 3.6 of Division 5 of 
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the Welfare and Institutions Code (commencing with Section 5840):, and Part 
4 of Division 5 of the Welfare and Institutions Code (cqmmencing with Section 
5850), during years in which revenues for the MHS Fund are below recent 
averages adjusted by changes in the state population and the California 
Consumer Price Index. {W&I § 5847 (b)(7)) 

viii. Certific~tion py County's mental health director .. which ensures that County 
has com plied with all pertinent regulations, laws, and statutes of the MHSA, 
including stakeholder partic.ipation and non-supplantation requirements. (W&I 
§ 5847 (b)(8)) 

ix. Certification by County's Mental Health Direct;or and County's Auditor-· 
Controller that the County has cbmplied with any fiscal accountabiltfy 
requirem~nts as directed by DHCS, and that all expenditures are consistent 
with the requirements of the MHSA. (W&I § 5847 (b){9)) 

b. County shall include services in the programs described in Subparagraphs 5.a.i. 
through 5.a.v., inclusive, to address the needs of transition age youth between 
the ages of 16 and 25 years old, including the needs of transition age foster 
youth. (W&I § 5847(c)) 

c. County shall prepare expenditure plans for the programs described in 
Subparagraphs 5.a.i. through 5.a.v., inclusive, and annual expenditure updates. 
Each expenditure plan·update shall indicate the number of children, adults, and· 
seniors to be served, and the cost per person. (W&I § 5847(e)) 

d. County's three-year program and expenditure plan and annual updates shall 
include reports on the achievement of performance outcomes for services 
provided pursuant to-the.Adult and Older Adult Mental Health System of Care 
Act, Prevention and Early tntervention, and the Children's Mental Health Services 
Act, which are funded by the MHS Fund and established jointly by DHCS and the 
MHSOAC, in collaboration with the California Mental Health Director's 
Association {W&I § 5848(c)) County contracts with providers sh:all include the 
performance goals from the County's three-year program and expenditure plan 
and annual updates that apply to each providers programs ·and services. 

e. County's three-year program and expenditure plan and annual update shall 
consider ways to provide services that are similar to those established pursuant 
to the Mentally Ill Offender Crime Reduction Grant Program. Funds shall not be 
used to pay for persons incarcerated in state prison or parolees from state 
prisons. {W&l § 5813.5(f)) 

6) Planning Requirements and Stakeholder Involvement: 

a. County shall·develop its three-year program and expenditure plan and annual 
update with local stakeholders, including adults and seniors with severe mental 
illness, families of children, adults, and seniors with severe mental illness, 
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providers of services, law enforcement C?Qencies, education, social services 
age_n<~ies, veterans, representatives from veterans organizations, providers of 
alcohc)I qnd dri.Jg services. health care organizations, .and other important 
Interests. Counties shal1 demonstrate a partnership With constituents and· 
stakeholders throughout the process that includes.meaningful stakeholder 
involvement on mentaf health poncy, program ·planning, and implementation, 
monitoring, quality improvement, evaluation, and budget allocatic>ns. County · 
shall prepare and circulate a draft plc;in-and update for review and comment for at 
least 30 calendar days to representatives of stakeholder interests and any 
interested party who has requested a copy of the draft. plans. &J &I § 5848(a)) 

b. County's. mental heafth·board, established pl!rsuant to W&I section 5604, shall 
condµct a public hearing ori the· County's draft three-year program and 
expenditure plan and annual ·updates at the close of ~he 30 calendar day · 
q)inment period. Each adopted three:-year program and expenditure plan or 
annual·update shall summarize and analyze substantive recommendations and 
describe substantive changes to the three-year pro.gr~ril and expenditure plan . 
and annu·a1 upd_~tes. Th~ C.ounty'~ mental h~altti ~oard shall review ttie adopted 
three-year program and expenditure plan and annual _updat13s and make . 
recommendation~ to County's rhental·health departmentforamendments. (W&I.§ 
5848(b) and Title 9, CCR,§ 3315) 

7} County Requirements for Handling MHS,A Funds 

a. County shall place qlf functs received from the State MHS Fund into a Local 
MHS Fund. The Local MHS Fund balance shall be invested consistent with 
other County funds and th~ interest earned on the investments shall be 

· transferred into the Loeai MHS Fund. (W&I § 5892(f)) 

b. The earnings on investment of these funcis shall be civailable for distribution 
from the fund in future years. (W&I § 5892 (f)) 

c. Other than funds placed in a reserve in aci:;ordance with an approved plan, any 
funds allocated to County which it has not spent for the authorized purpose 
within the three years shall revert to the State. County may retain MSHA Funds 
for capital facilities, technological needs, or education and training for up tb 10 
years before reverting to the State. {W&I § 5892(h)) 

d. When accounting for all receipts and expenditures of MHSA funds, County must 
adhere to uniform accounting standards and procedures that confonn to the 
Generally Accepted Accounting Principles (GAAP}, as prescribed by the State 
Controller in Title 2, .CCR, Div. 2, Ch. 2, Subchapter -1, Accounting ProcedtJres 
for Counties, sections 901-949, arid a manual, which is currently e11titleo 
"Accounting Standards and Procedures for Counties" and available at 
http:l/www.sco.ca.gov/pubs_guides.htmL (Government Code section 30200) 

8) Department Compliance Investigations: 
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DHCS may investigate County's performance of the Mental Health Services Act 
related provisions of this Agreement and compliance with the provisions of the 
Mental Health Services Act, and relevant regulations. In conducting such an 
investigation DHCS may inspect and. copy books,. records, papers, accounts, 
documents and anywriting as defined by Evidence Code Section 250 that is 
pertinent or material to the inve~tigation of the County. For purposes of this . 
Paragraph "provider" means any person or entity that provides services, goods, 
supplies or merchandise, which are directly or in.directly funded pursuant to MHSA. 
(Gov. Code §§·11180,.11181, 11182 andW&I Code§ 14124.2) 

9) County Breach, Plan of Correction and Withholding of Stat~ Mental Health Funds: 

a. If DHCS determines that County is out-of-compliance with the Mental Health 
: Services Act related provisions of this Agreement, DHCS may request that 
· County submit a pla·n·ofcorrection, .including a specific timeline to correct the 

deficiencies, to DHCS. (W&I § 5897(d}) · 

b. In accordance with Welfare and Institutions Code Section 5655, if DHCS 
considers County to be 15ubstantialfy put-oJ-compliEjnce with aliy provision of the 
Mental Health Services Act or relevant regulations, including all reporting . 
requirements, the director shall order County to appear at. a hearing. before the 
Director or the Director's designee to show cause. why the Department should not 
take administrative action. County shall be given at least twenty (20) days notice . 
pefqre the hearing. 

c. If the Director determine~ that there.is or has been a failure, in a subst~ntial 
manner, on the part of County to comply with any provision.of the W&l code or its: 
implementing regulations, and that administrative sanctions are necessary, the 
Department may invoke any, or any combination of, the following sanctions: 

1) Withhold part or aH state mental health funds from County. 

2) Require County to enter ihb negotiations with DHCS to agree oh a pla·n for 
County t.o address County's non-cdmpliance. (W&I § 5655.) 

.. . 
C. PROJECTS FOR ASSISTANCE IN TRANSITION FROM HOMELESSNESS (PATH) 

PROGRAM (Title 42, United States Code, sections 290cc-21 through 290cc-35; 
inclusive} 

Pursuant to Title 42, United State Code, sections 290cc-21. through 290cc-35, 
inclusive, th~. State of California has been awarcled federal homeless funds through 
the federal McKinney Projects for Assistance in Transition from Homelessness 
(PATH)fonnula grant The PATH grantfundscommunity based outreach, mental 
health and substance abuse referral/treatment, case management and other support 
services, as well as a limited set of housing services for the homeless mentally ill. 
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While county mental health programs ·serve thousands of homeless persons with. 
realignrnent funds anq other Jocal revenues, the PATH grant augments these 
programs by proViding servi<;es to approximately 8,300 additional persons <mnually~ 
The county determines its use of PATH funds based on county priorities and needs: 

Jf County wants to receive PATH funds, it shall submit its Request for Application 
(RFA) responses and required documentation specified in DHCS' RFA. County shall 
complete its RFA responses in accordance·wifh the instructions, enclosures arid 
attachments avaUabl.e on the DHCS website at: 

. http:l/www.dhcs.ca.gov/services/MH/Pages/PATH.aspx. 

If County applied for and DHCS approved its request to receive PATH grant funds, 
the RFA, County's RFA responses and required documentation, and DHCS~ 
approvaf constitute provisions of this.Agreement and are incorporated by reference 
herein. County shall comply with all provisions of the RFA and the County's RFA 
responses i.n order to receive its PATH grant funds. 

D~ COMMUNITY MENTAL HEAL TH SERVICES GRANT (MHBG) PROGRAM (Title 42, 
United States Code section 300x-1 et seq.) 

DHCS _awards federal Community Mentar Health Services Block Grant funds (known 
as Mental Health Block Gra11t (MHBG)) to counties in California. The county mental· 
health agencies provide a broad array of mental health services within their mental 
health system of care (SOC) programs. These programs provide services to the 
following target populations: children and youth with serious emptiqnal disturbances 
(SEO) and adults and older adults with serious mental illnesses (SMI). 

The MHBG funds provide the counties with a stable, flexible, and non .. categorical 
funding base that the counties can use, to develop innovative programs or augrnent 
existing programs within their SOC. The MHBG funds also assist the counties.in 
proViding an appropriate level of community mental health services to the most 
needy individuals in the target popuiations who have a mental health diagnosis, 
and/or individuals who have a mental health diagnosis with a co~occurring substaRce 
abuse disorder. 

If County wants to receive-MHBG funds, it shall submit its RFA responses and 
required documentation specified in DHCS' RFA. County shall complete its RFA 
responses in accordance with the instructions, enclosures arid attachments available 
on the DHCS website at: ' 
http://www.dhcs.ca.gov/services/MH/Pages/MHBG.aspx ... 

If County applied for and DHCS approved its request to receive MHBG grant funds, 
the RFA, County;s RFA responses arid required documentation, and DHCS' 
approval constitute provisions of this Agreement and are incorporated by reference 
herein. County shall comply with all provisions of the RFA and the County's RFA 
responses in order to receive its MHBG grant funds. 
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E. SPECIAL TERMS AND CONDITIONS 

· 1. Audit and Record Retention 

(Applicable to agreements in excess of $10,000) 
a. County and/or Sllbcontractor(s) shall maintain books, reoords, documents, and 

other evidence, accounting procedures and practices, sufficient to properly 
support all direct and indirect costs of whatever nature claimed to have been 
incurred in the performance of this Agreement, including any matching costs and 
expenses. The forgoing constitutes "records1

' for the purpose of this provision. 
b. County's and/or Subcontractor's facility or office or such part thereof as may be 

engaged in the performance of this Agreement and his/her records shall be . 
subject at all reasonable times to inspection, audit, and reproduction. 

c. County agrees that DHCS, the Department of General Services, the aurec;tu 9f 
State Audits, or their designated representatives including the Comptroller 
General of the United States shall have the. right to review and copy any re.c.ords 
and supporting documentation pertaining to the performance of this Agreement. 
County agrees to allow the auditot(s) access to such records during normal 
business hours and to allow interviews of any employees who might reasonably 
have information related· to such records. Further, County agrees to include a 
similar right of the State to audit records and interview staff in any subcontract 
related to performance of this Agreement. 

d~: County. and/or Subcontractor(s) shall preserve and make available his/her 
records (1) for a period of three years from the date offinal payment under this 
Agreement; and (2) for such longer period, if any, as is required by applicable 
statute, by any other provision of this Agreement, or by sub paragraphs ( 1} or (2) 
below. 

1) If this Agreement is completely or partially terminated, the reeords relating 
to the work terminated shall be preserved and made available.for a period 
of three years from the date of any resulting final settlement. 

2) If any litigation, claim, negotiation, audit, or other action involving the 
records has been started before the expiration of the three-year period, 
the records shall be retained until completion of the action and resolution 
of all issues which arise from it, or until the end of the regular three~year 
period, whichever is later. 

e. County and/or Subcontractor(s) shall comply with the above requirements and 
be aware of the penalties for violations of fraud and for obstruction of 
investigation as set forth in Public Contract Code § 10115.10, if applicable. 

f. County and/or Subcontractor(s) may, at its discretion, following receipt of final 
payment under this Agreement, reduce its accounts; books, and· records related 
to this Agreement to microfilm, computer disk, CD ROM, DVD, or other data 
storage medium. Upon request.by an authorized representative to inspect, audit 
or obtain copies of said records, County and/or Subcontractor(s) must supply or 
make available applicable devices, hardware; and/or software necessary to view, 
copy, and/or print said records, Applicable devices may include, but are not 
limited to, microfilm readers and mh:rofilm printers, etc. 
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g. County shall, if applicable, comply with the Single Audit Act and the audit 
reporting requirements set forth in OM$ Circular A-133. 

2. Dispute Resolution Process 

a. A Contractor/County grievance exists wheneve'r there is a dispute arising frdni 
DHCS' action in the administration of an Agreement If there is a dispute or 
grievance between County and DHCS, County must se~k resolution using the 
procedure outlined below. 

1) County should first informally discuss the problem with the DHCS 
PrQgram Contract Manager. If the problem cannot be resolved informally, 
County shaff direct its grievance together with any evidence, in writing, to 
the program Branch Chief. The grif:}vance shall state the issues in dispute •. 
the legal authority or other basis for County's position·· and the remedy· 
sought The Branch Chi.et shall render a decision within ten (10) working 

.. days after receipt of the written grievance from County. The Branch Chief 
shall respond iri writing to Counfy indicating-the decision and reasons 
therefore. If County disagrees with thE! Branch Chief's deoisio11, County 
may submit an-appeal to the second level. 

2) Whe.il appealing to the seco.nd level, Co~nty must prepare an appeal 
indicating the reasons for disagreement with Branch Chiefs.decision. The 
County shall include a copy of the County's oiiglnai statement of dispute 
along with any supporting: evidence and a copy of the Branch Chief's 
decision. The appeal shall be addressed to, the Deputy. Director of. the 
division in which.th~ branch is organized within ten (10) working days from 
receipt of the Branch Chiefs decision. The Deputy Director of the division 
in which the branch in organized or his/her designee shall. meet with 
Go.unty to :review the issues raised. A written decision signed by the: 
Deputy Director of the division in which the branch is organized or his/her 
desig_nee shalt be directed to County within twenty (20) working days of. 
receipt of the County's second level appeal. 

b. If County wishes to appeal th~ decision of the Deputy Director of the division in 
which the branch is organized or his/her designee, County shall follow the 
procedures set forth in Health and Safety Code Section 100171. 

c. Unless otherwise stipulated in writing by DHCS, all dispute, grievance and/or 
appeal correspondence shalt be directed to the DHGS Program Contract 
Manager. 

d. There are organizational differences within· DHCS' funding programs and the 
management levels identified in this dispute resolution provision may not apply in 
every contractual situation. When a grievance i~ received and organizational 
differences exist, County shall be notified in writing by the DHCS Program 
Contract" Manager of the.level, name, and/or title of the appropriate management 
official that is responsible for issuing a decision. 

3. Novation 
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a. If County proposes any nov$tioo agree:memt, DHCS shall act .upon the proposal 
within 60 days after receipt of the written·proposal. DHCS may review and 
consider the proposal, consult and negotiate with County, and accept or reject all 
or part of the proposaL Acceptance or rejection of the proposal may be made 
orally within the 6D~day period. and .confirmed in writing within five days of said 
decision. Upon written acceptance of the ,proposal, DHCS wlll initiate an 
amendment to this Agreement to formally implement the approved proposal, 

4. Americans with DisabJlities Act 

Contractor agrees to ensure that deliverables developed and produced, pursuantto 
this Agreement shall comply·with the accessibility requirements of Section 508 of the 
Reh;:J.bilitatiqn Act ancl the Americans with DlsabiJities Act of 1973 as amended (29 
U.S.C. § 794 (d), and regulations .implementing that ad: as set forth in Part 1:194 of 
Title 36 of the Fede~al Code of Regulations. In 1998t Congress amended the 
Rehabilitation Act of 1973 to require Federal agencies to make their electronic and 
information technology (EIT) aceessible to· people with disabiliti~s. California 
Government Code section 11135 codifies section 508 of the Ad requiring 
.accessibility of electronic and ·information technology. 
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Request for Waiv~r Pursuant: To Section 5751.7 of the Welfare and Institutions Codes 

______________ hereby requests a waiver for the following public or private. 

health facilities pursuant to Section 5751. 7 of the Welfare and lnstitutions Code for the term. of this 
contract. These are facilities whE?re minors may be provided psychiatric treatment with 
nonspecific separate housing arrangements, treatment staff. and treatment programs designed to 
serve minors. However, no minor shall be admitted for psychiatric treatment into the same 

. treatment ward as an adult receiving treatment who is in the custody of any jailorfor a violent 
crime, is a known registered sex offender, or has a known history of, or exhibits inappropriate 
sexual or other violent behavior which would present a threat to the physical safety of others. 

The request for waiver must include, as an attachment,_ the following: 

1. A description of the hardship to the County/City due to inadequate or unavaila(?le alternative 
resources that would be caused by compliance with the state policy regarding the provision of 
psychiatric treatment to minors. 

2. The specific treatment protocols and administrative procedures established by th~ 
County/City for identifying and providin·g appropriate treatment to 111inors admitted with t;idi.Jlts. 

3. Name, address, and telephone number of the faciJity 

• Number of the. facility's beds designated for involuntary treatment 

.. Type of facility, license{s), and certification(s) held (including licensing and certifying agency 
and license· and certificate number). 

• A copy of the facility's current license or certificate and description of the program, including 
target population and age groups to be admitted to the designated facility. 

4. The. County Board of Supervisors' decision to designate a facility as a facility for evaluation 
and treatment pursuant to_ Welfare and· Institutions Codes 5150, 5585.50, and 5585.55. 

Execution of this Agreement shall not constitute approval of this waiver. Full execution of this 
contract 'Afill continue indepenqently of the waiver review and approval process. 

Any waiver granted in the prior fis~! year's Agreement shall be deemed to continue un~I either 
party chooses to discontinue it. 

To rescind the county's designation of a designated facility, the county.shall send a letter to the 
Department on offici~l letterh~~d $igne.d by the County Behaviorai Health Director or his or her 
desighee indicating that the county no longer designates the particular. facility. If not otherwise 
specified by the host county in the letter to the Department, the drscontinuance shall be effective 
the _date the letter to the Department is postmarked and the facility shall no longer be approved as 
a designated facility as of this date. 
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A. It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreement does not appropriate sufficjent funds forthe program, this 
Agreement shall be of no further force and effect. In this event, DHCS shall have no ljability to 
pay any funds whatsoever to San Francisco Community Behavioral Health Services· or to· 
furnish any other considerations under this Agreement and San Francisco Community 
Behaviora1 Health Services shall not be obligated to perform any provisions of this Agreement. 

B. If funding for any fiscal ·year is reduGed or deleted by the Budget Act for purposes of this 
program, DHCS shall have the option to either cancel this Agreement"with no liability occurring 
to DHCS, or offer an agreement amendment to San Francisco Community Behavioral Health 
Services to reflect the reduced amount. 
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1. Definitions. For purposes of this Exhibit the following definitions shall apply: 

A. Public Information: Information that is not exempt from disclosure under the provisions of the 
California Public Records Act (Government Code sections 6250-6265). or other applicable state or 
federal laws.. · · 

B. Confidential Jnformation: fnformation that is exempt from disclosure under the provisions of the 
California Public Records Act (Government Code sections 6250-6265) or other applicable state or. 
federal laws. 

C. Sensiti:ve Information: lnforma~ion thafrequires special precautions to protect from unauthorized 
use, access, disclosure, modification, loss, or deletion. Sensitive Information may be either Public 
Information or Confidential Information. It is information that requires a higher ~han normal 
assurance of accuracy and completeness. Thus, the key factor for Sensitive Information is that of 
integrity. Typically, Sensitive Information includes records of agency financial transactions and 
re~ulatory ai;tions. 

D. Personal fnformation: Information that identifies or describes an Individual, including, but not 
limited to, their name, social security' number, physical description, home address, home 
telephone number, education, financial matters, and medical or employment history. It is DHCS' 
poli<;y to cc;msider all information about individuals private· unless such information is 
determined to be a public record. This information must be protected from inappropriate 
access; use, or disclosure and must be made accessible to data subjects upon request. Personal 
rnformation includes the following: 

Notice-triggering Personal Information: Specific items of personal information (name plus Social 
Security number, driver license/California identification card number, or financial account number) 
that may trigger a requirement to notify individuals if it is acquired by an unauthorized person. For 
purposes of this provision, identity shall include, but not be limited to name, identifying number, 
symbol, or other identifying particular assigned to the individual, such as finger or voice print or a 
photograph. See Civil Coc:le sections 1798.29 and 1798.82. 

2. Nondisclosure. The Contractor and its employees, agents, or subcontractors shall protect from 
·unauthorized disclosure any Personal Information, Sensitive Information, or Confidential Information 
(hereinafter identified as PSCI). 

·:i• 

3. The Contractor and its employees, agents, or subcontractors shall not use any PSCl for any purpose 
other than carrying out the Contractor's obligations under this Agreement. 

· 4. The Contractor and its employees, agents, or subcontractors shall promptly transmit to the DHCS 
Program Contract Ma_nager all requests for disclosure of any PSCI not emanating from the person 
who is ther subject of PSCI. 

5. The Contractor shalf not disCldse, except as otherwise specifically permitted by this Agreement or 
authorized by the person who is the subject of PSCI, any PSCI. to anyone other than DHCS without 
prior written authorization from the DHCS Program Contract Manager, e;x:cept if disclosure is required 

. by State or Federal law. 

DHCS !CSR 2.115 
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6. The Contractor sh~ll 9bserve the following requirements: 

A. Safeguards. The Contractor shall implement administrative, physical, .and technical safeguards 
tliat reasonably and appropriately protect the confidentiality, integrity, arid availability of the PSCI, 
including electronic PSCI that it creates, receives, maintains, uses, or transmits. on behalf of 
DHCS. cOntractor shall develop. and maintain a written information privacy and security program 
that includes administrative, technical and physical safeguards appropriate to the size ahd 
complexity of the Contractor's operations and the nature and sc;ope of its activities, Including at a 
minimum the following safoguards: 

1) Personnel Controls 

a. Employee Tr?J,in,iQg. All wqrk.force members who assist in the performance of functions or 
activities o'n· behalf of DHCS, or access or disclose DHCS PSCI, must complete 
information privacy and security training, at least annually, at Business Associate's 
expense. Each workforce member who receives information privacy and security training 
must sign a certification, indicating the member's name and the date on which the training 
was completed. These certifications must be retained for a period of six (6) years following 
contract termination. 

b. Employee Discipline. Appropriate sanctions must be applied against workforce members 
who fail to comply with privacy policies and procedures or any provisions of these 
requirementi?, inclµding termination of employment where appropriate. 

c. Confidentiality Statement. All persons that. will be working with DHCS PHI or Pl must 
sign a confidentiality statement that includes, at a minimum, General Use, Security and 
Privacy Safeguards; Unacceptable Use, and Enforcement Policies. The statement must 
be signed by the workforce member prior to access to DHCS PHI or Pl. The statement 
must be renewed annually. The Contractor shall retain each person's written 
·confidentiality statement for DHCS inspection for a period of six (6) years following contract 
termination. 

d. Background Check. Before a.member of the workforce may access DHCS PHI or Pl, a 
thorough background check of that worker must be conducted, with evaluation of the 
results to assure that there is no indication that the worker may present a risk to the 
security or integrity of confidential data or a risk for theft or misuse of confidential data. 
The Contractor shall retain each workforce member's background check documentation for 
a period of three (3) years following contract termination. 

2) Technical Security Controls 

a. Workstation/Laptop encryption. All workstations and laptops that process and/or store. 
DHCS PHI or Pl must be encrypted usihg a FIPS 140~2 certified algorithm which is 128bit 
or higher, such as Advanced E.ncryption Standard (AES). The encryption solution must be 
full disk unless approve·d by the DHCS lnformaUon Security Office. . · . · 

b. Server Security. Servers containing unencrypted DHCS PHI or Pl must have sufficient 
administrative, physical, and technical controls fn place to protect that daJ:a, based upon a 
risk assessment/system security review_ · 

DHCS ICSR 2115 
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c. Minimum Nec;ess~ry. Only the minimum necessary .amount of DHCS PHI or Pl required 
to perform necessary busines·s functions may be copied, downloaded, or exported. 

d. Removable media devices. All electronic files that contain DHGS PHI or Pl data must be 
encrypted when stored on any removable media or portable device (i.e. USB thumb drives, 
floppies, CD/DVD, smartphones, backup tapes etc.): Encryption must be a FJPS 140-2 
certified algorithm which is 128bit or higher, such as AES. 

e. Antivirus software. All workstations, laptops and other systems that process and/or store 
DHCS PHI or Pl must install and actively use comprehensive anti-virus software solution . 
with a1,J,omatic updates scheduled at least daily. 

f. Patch Management. All workstations, laptops and other systems that process and/or 
store DHCS PHI or Pl must have critical security patches applied, with system reboot if 
necessary. There' must be a documented patch management process which determines 
installation timeframe based on risk assessment and vendor recommendations. At a 
maximum, all applicable patches must be installed within 30 ·days of vendor release_ 

g. User IDs and Password Controls. All users must be issued a unique user name for 
accessing DHCS PHI or Pl. Username must be promptly disabled, deleted, or the 
passworc:f changed upon.the trarn~fer or termination of an employee with knowledge of the 
password, at maximum within 24 hours. Passwords are not to be shared. Passwords must 
be at feast eight characters and must be a non-dictionary word. Passwords must not be 
stored in readable format on the computer. Passwords must be changed every 90 days, 
preferably every 60 days. Passwords must be changed if revealed or compromised. 
Passwords must be composed of characters from at least three of the following four 
groups from the standard keyboard: · 

• Upper case letters (A-Z) 
• .Lower case letters (a-z) 
• Arabic numerals (0-9) 
• Non-alphanumeric characters (punctuation symbols) 

h. Data Destruction. When no longer needed, all DHCS PHI or Pl must be cleared, purged, 
or destroyed consistent with NIST Special Publication 800-88, Guidelines for Media 
Sanitization such that the PHI or Pl cannot be retrieved. 

i. System Timeout. The system providing access to DHCS PHI or Pl must provide an 
automatic timeout, requiring re-authentication of the user session after no more than 20 
minutes ·of inactivity. 

j. Warning Banners. All systems providing access to DHCS PHI or Pl must display a 
warning banner stating that data is confidential, systems are logged, and system use is for 
business purposes only by authorized users. User must be directed to log off the system if 
they do not agree with these requirements. -

k. System Lagging. The system must maintain an automated audit trail which can identify 
the user or system process Which initiates a request for DHCS PHI or Pl, or which alters 
DHCS PHI or Pl. The audit trail must be date and time stamped, must log both successful 
and failed accesses, must be read only, and must be restricted. to authorized users. If 

DHCS ICSR 2115 
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DHCS PHI or Pl is stored io a database, database logging functionality must be enabled. 
Audit trail data must be archived for at least 3 years after occurrence. 

I. Access Controls. The system providing access to DHCS PHI or Pl must use role based 
access controls for all user authentica~ions, enforcing the principle of least privilege. 

_m. Transmis.sion encryption. AH data transmissions of DHCS PHI or Pl outside th.e secure 
internal network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit 
or higher, such as AES. Encryption can be end to end at the network level, or the data 
flies containing PHI can· be encrypted. This requirement pertains to any type of PHI or Pl 
in motion such as website access·, file transfer, and E-Mail. 

n. Intrusion Detection. All systems involved. in accessing, holding, transporting, and 
protecting DHCS PHI or Pl that are accessible via th~ Internet must be protected by a 
comprehensive intrusion detection and prevention solution. 

3) Audit Controls 

a. System Security Review,. All systems processing and/or storing DHCS PHI or Pl must 
have at least an annual system risk assessment/security review which provides assurance· 
that administrative, physical, and technical controls are functioning effectively and 
providing adequate levels of protection. Reviews snou!d include vulnerability scanning 
tools. 

b. Log Reviews. All systems processing and/or storing DHCS PHI or Pl must have a routine 
proeedure in plaGe to review system logs for unauthorized access. 

c. Change Contra/; All systems processing and/or storing DHCS PHI or Pf must have a 
documented change control procedure that ensures separation of duties and pr:otects the 
confidentiality, integrity 1?nd availability of data. ~ 

4} B.usiness Continuity I Disaster Recovery C~ntrols 

a. Emergency Mode Operation Plan. Contractor must establish a documented plan to 
enable continuation of critical business processes and protection of the security of 

·electronic DHCS PHI or Pl in the event of an emergency. Emergency means any 
circumstance or situation that causes normal computer operations to become unavailable 
for use in .Performing the work required under this Agreement for more than 24 hours. 

b. Data Backup Plan. Contractor must have established documented procedures to backup 
DHCS PHI to maintain retrievable exact copies of DHCS PHI or PL The plan must include 
a regular schedule for making backups, storing back1.:1ps .offsite; an inventory of backup 
media, and an estimate of the amount of time needed to restore DHCS PHI or Pl should it 
be lost. At a minimum, the schedule must be a weekly full backup and monthly offsite 
storage of DHCS data. · 

5) Paper Document Controls 

a. Supe1Visiori of Data. DHCS PHI or Pl in paper form shall not be left unattended at ariy 
time, unless it is locked in a. file cabinet, file room, desk or office, Unattended means that 
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information is not being observed by an employee authorized to access the information. 
DHCS PHI or Pl in paper form shall not be left' unattended at any time in vehicles or planes 
and shall not be checked in bagg~ge on commercial ~irplanes. 

b. Escorling Visitors. Visitors to areas where DHCS PHI or Pl is contained shall. be 
escorted and DHCS PHI or Pl shall be kept out of sigh.t while visi~ors are. in the area. 

c. Confidential Destruction. DHCS PHI or Pl must be disposed of through confidential 
means, such as cross cut shredding and pulverizing. 

d. Removal of Data. DHCS PHI or Pl must not be, removed from the premises of the 
Contractor except with express written permission of DHCS. 

e. Faxing. Faxes containing DHCS PHI or Pl shall not be left unattended and fax machines 
shall be in secure areas. Faxes shall contain a confidentiality statement notifying persons 
receiving faxes in error to destroy them. Fax numbe.rs sh~ll pe verified with the intended 
recipient before sending the fax. 

f. Mailing. Mailings of DHCS PHI or .Pl shall be sealed and secured from damage or 
inappropriate viewing of PHi or Pl to the extent possible. Mailings which include 500 or 
more individually identifiable records of DHCS PHI or Pl in a single package shaU be sent 
using a tracked mailing method which includes verification of delivery and receipt, unless 
the prior written permission of DHCS to use another method is obtained~ 

B. Security Officer. The Contractor shall designate a Security Officer fo oversee its data security 
program who will be responsible for carrying out its privacy and security programs and for 
communicating on security matters with DHCS. 

Discovery and Notification of Breach. Notice to DHCS: 

(1) To notify DHCS imme~iately upon the discovery of a suspected security incident that involves 
data provided to DHCS by the Social Security Administration. This notification will be by 
telephone call plus emaif or ·fax upon the discovery of the breach. {2} To notify OHCS 
within 24 hours by email or fax of the discovery of unsecured PHI or Pl in electronic media 
or in any other media if the PHI or Pl was, or ts reasonably believed to have been, accessed or 
acquired by an unauthorized person, ·any suspected security incident, intrusion or 
unauthorized access, use or disclosure of PHI or. Pl. in violation of this Agreement and this 
Addendum, or potential loss of confidential data affecting this Agreement. A breach shall be 
treated as discovered by the contractor as of the first day on which ttie breach is known, or by 
exercising reasonable diligence would have been known, to any person (other than the person 
committing the breach) who is an employee, officer or other agent of the contractor .. 

Notice shall be provided to the DHCS Program Contract Manager, the DHCS Privacy Officer 
and the DHCS Information Security Officer. If the inciqent occurs aft~r bu$ines$ hours or on a 
weekend or holiday and involves data provided to DHCS by the Social Security Administration, 
notice.shall be provided by calling the DHCS EITS Service Desk. Notice shall be made using 
the "DHCS Privacy Incident Report" form1 including all' information known at the time. The 
contractor shall use the most current version of this fonn, which is posted on the DHCS 
Privacy Office website {www.dhcs.ca.gov, then select "Privacy" in the left column and then 

DHcs· 1cSR 2/15 
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"Business Use" near the middle of the · page) or use this link: 
http://www.dhcs..ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx 

C. Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use 
or disclosure of PHI or Pl, the Contractor shall take: 
1) Prompt corrective action to mitigate any risks or da.mages involved with the breach and to 

protect the operating environment and · 

2) Any action pertaining to such um;mthorized disclosure required by applicable Federal and 
State laws and regulations. · · · 

D. ln1Festigf'!ltion _of Breach. The Contractor shall immediately investigate such security incident, 
breach, or unauthorized use or disclosure of PSCI. If the initial report did not include all of the 
requested information marked with an asterisk, then· within seventy-two (72) hours of the 
discovery, The Contractor shall submit an updated "DHCS Privacy Incident Report" containing the· 
information marked with an asterisk and all other applicable information listed on the form, to the 
extent known at that time, to the DHCS .Program Contract Manager, the DHCS Privacy Officer, 
and the DHCS Information Security Officer: 

E. Written Report. The Contractor shall provide a written report of the investigation to the DHCS 
Program Contract Manager, the DHCS Privacy Officer, and the DHCS lhforriiation Security 
Officer, if all of the required information was not included in the DHCS Privacy Incident Report, 
within ten ( 10) working days of the discovery of the breach or unauthorized use or dis.Closure. The 
report'shall include, but not be limited to, the information specified above, as well as a full, cletailed 

. corrective action plan, including information on measures that were taken to halt and/or contain 
the improper use or disclosure. 

F. Notification ·of Individuals. The Contractor shall notify individuals. of the breach or unauthorized 
use or disclosure wh~n notification is required under state or federal law and shall pay any costs 
of such notifications, as well as any costs assoqratec;i with t_he breach. The DHCS Program 
Contract Manager, the DHCS Privacy Officer,. and the DHCS lriformatio:n Security Officer shall 
approve the time, manner and content of any such notifications. 

T. Affect on lower tier transactions. The terms of this Exhibit shall apply to all contracts, subcontracts, 
and subawards, regardless of whether they are for the acquisition of services, goods, or commodities. 
The Contractor shall incorporate the contents of this Exhibit into each subcontract or subaward to its 
agents, subcontractors, or independent consultants. 

8. Contact Information. To direct communications to the above referenced DHCS staff, the Contractor 
shall initiate contact as indicated herein. DHC$ reserves the right to make changes to the contact 
information below by giving written notice to the Contractor. Said changes shall not require an 
amendment to this Exhibit or the Agreement to which it is incorporated; 

DHCS Program Contract · DHCS Privacy OffiCer 
Manager 

DHCS !CSR 2115 
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See the Scope of Work Privacy Officer Information Security Officer 
exhibit for Program c/o Office of Legal Services DHCS fnformation Security Office 
Contract Manager Department ·Of Health Care Services P.O. Box 997413, MS 6400 
information P.O. Box 997413; MS0011 Sacramento, CA 95899-7413 

Sacramento, CA 95899-7413 
Email: iso@dhcs.ca.gov 

Email: grivacyofficer@dhcs.ca.gov 
Telephone: ITSD Help. Desk 

Telephone: (916) 445-4646 (916) 440-7000 or. 
(800) 579-0874 

9. Audits and Inspections. From time to time, DHCS may inspect the facilities, systems, books and 
. records of the Contractor to monitor compliance with the safeguards required in the Information 

Confidentiality and Security Requirements (ICSR) e~hibit. Cqntractor shall promptly remedy any 
violation of any provision of this ICSR exhibit. The fact that DHCS inspects, or fails to inspect, or has 

. the right to inspect, ·Contractor's facilities, systems and procedures does not relieve Contractor of i~s 
responsibility to comply with this !CSR exhibit. · 

DHCS ICSR2115 
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EXHIBIT E 

PRIVACY AND INFORMATION SECURITY PROVISIONS 

This Exhibit E is intended to protect the privacy and security of specified Department 
infonnation that Contractor may access, receive, or transmit under this Agreement The 
Department information covered under this.Exhibit E consists of: (1} Protected Health 
Information as defined under the Health Insurance Portability and Accountability Act of 
1996, Public Law 104-191 ("HIPAA")(PHI): and (2) Personal Information (Pl) as defined. 
under the California Information Practices Act (CIPA), at California Civil Code Section 
1798.3. Personal Information may include data provided to the Department by the 
Social Security Admini~tration. 

Exhibit E consists of the following parts: 

1. Exhibit E:...1, HIPAA Business Associate Addendum, which provides for the 
privacy and security of PHI. 

2. Exhibit E-2, which provides for the privacy and security of Pl in accordance with 
specified provisions of the Agreement between the Department and the Social 
Security Administration, known as the Information Exchange Agreement (IEA) 
and the Computer Matching and Privacy Protection Act Agreement between the 
Social Security Administration and the California Health and Human Services 
.Agency (Computer Agreement) to the extent Contractor access, receives, or 
transmits Pl under these Agreements. Exhibit E-2· further provides for the privacy 
and security of Pt under Civil Code Section 1798.3( a) and 1798.29. 

3. Exhibit ~-3, Misqellaneous Provision, sets forth-apditioilal terms and conditions 
ttfat extend to.the provisions of Exhibit E in its entirety. . 

1184 



San Francisco Community Behavioral Health Services 
' · · · · - ·· · C6ntrad Number: ·16-93139 

Page2 

EXHIBIT E-1 

HIPAA Business Associate Addendum 

1. Recitals. 

A. A business associate relationship under the Health Insurance Portabllity 
and Accountability Act of 1996, Public Law 104-191 ("HIPAA"), the 
Health tnformation Technology for Economic and Clinical Health Act, 
Pµbfic Law 111-005 ("the HITECH AGt"), 42 U.S.C. $ection 17921 et 
seq., and their implementing privacy and security regulations at 45 CFR 
Parts 160 and 164 ("the HI.PAA regulations~) between Depa:rtment and 
Contractor C;Irises only to the extent that Contractqr creates, receives, 
maintains, transmits, uses or discloses PHI or ePHi on the Department's 
behalf, or provides services, arranges, p¢orms or assists in the 
performance of functions or activities on behalf of the Department that 
are included in the d.efinition of "business associate" in 45 C.F.R. 
160.103 where the provision of the service involves the disclosute of 
PHI or ePHI fro'm the Department, including but not limited to, utilization 
review, quality assurance, or benefit management. To the extent 
Contractor performs these.services, functions, and activities on behalf of 
Department, Contractor is the Bu~iness AssociCite of the: Department, 
acting on the Department's behalf. The Department and Contractor are 
each a party to this Agreement and are collectively referred to as the 
"parties." · 

8. The Department wishes to disclose to Contractor certain information 
pursuant to the terms of this Agreement, some of which may constitute 
Protected Health Information {"PHI"), including protected health 
information in electronic media ("ePHI"), under federal law, to·be used 
or disclosed in the course of providing services and activities as set 
forth in Section 1.A. of Exhibit E-1 of this Agreement. This information . 
is hereafter referred to as "DE;!partment PHI". 

C; The purpose of this Exhibit E-1 is to protect the privacy and security of 
the PHI and ePHl that may be created, received, maintained, 
transmitted, used or disclosed pursuant to this Agreement, and to 
comply with certain standards and requiren:ients of HIPAA, the HITECH 
Act,.and the HIPM regulations, including,. but not limited to, the 
requirement that the Department must enter into a contract containing 
spe~ific requirements with Contractor prior to the disclosure of PHI to 
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Contractor, as set forth in 45 CFR Parts 160 and 164 and the HITE.CH 
Act. To the extent that data is both PHI or ePHI and Personally 
Identifying lnform~tion, both Exhibit E-2 (including Attachment B, the 
SSA Agreement between SSA, CHHS and DHCS, referred to in Exhibit 
E-2) and thrs Exhibit E-1 shall apply. 

D. The terms used in this Exhibit E-1, but not othetwise defined, shall have 
the same meanings as those terms have in the HIPAA regulations. Any 
reference to statutory or regulatory language shall be to such language 
as in eff~t or as amended. 

2. Definitions. 

A. Breach shall have the meaning given to such term under HIPM, 
the HITECH Act, and the HIPAA regulations. 

8_ Business Associate shall have the. meaning given to such term ·under 
HIPAA, the HITECH Act, and the HIPM regulations. 

C. Covered Entity shall have the meaning given to such term under 
HIPAA, the HITECH Act, and the HIPM regulations. 

D. Department PHI shall mean Protected Health Information or Electronic 
Protected Health Information, as defined below, accessed by Contractor 
in a database maintained by the D~partment, received by· Contractor 
from the· Department or acquired or created by Contractor in connection 
with performing the functions, a:ctivities and services on behalf of the 
Department as specified in Section 1,A. of Exhibit E-1 of this Agreement. 

·The terms PHI as used in this document shall mean Department PHI. 

E. Electronic Health Records shall have the meaning given to such term in 
the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921 
and impfementing regulations. 

F,.. Electronic Protected Health Information (ePHI) means individually 
identifiable health information transmitted by electronic media or 
maintained in electronic media, including but not limited to 
electronic media as $et forth under 45 CFR section 160.103. 

G. Individually Identifiable Health Information means health information, 
including demographic information collected from ~n individual, that is 
created or received by a health. care provider, health plan, employer or 
health care cl~aringhouse, and relates to the.past1 present orfuture 
physical or mental health or condition of an individual, the provision of 
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health care to an Individual, or the past, present, or future payment for 
the provision of health care to an individual, that identifies the individual 
or where there is a reasonable basis to befleve the information can be 
used to identify .the individual, a~ set forth under 45 CFR Section 
160.103. 

I 

H. Privacy Rule shall mean the HIPM Regulations that are found at 45 CFR 
Parts 160 and 164, subparts A and E. · 

I. Protected Health Information (PHI) means individually identifiable 
health information that is transmitted by electronic media,· maintained in 
electronic media, or is transmitted or maintained in any other form or 
medium, as set forth under 45 CFR Section 160.103 and as qefinec;I 
under HIPAA. 

J~, Required by law, as set forth under 45 CFR Section 164.103, means a 
mandate contained in law that compels an entity to make a use or 
disclosure· of PHI that is enforceable in a court of law. This includes,. but is 
not limited to, court orders and court-ordered warrants, subpoenas or 
summons issued by a court, grand jury, a governmental or tribal inspector 
general, or an administrative body authorized to require the production of 
information, and a civil or an authorized rnvestigative demand. It also 
includes Medicare conditions of participation with respect to health care 
providers participating in the program, arid statutes or regulations that 
require the production of information, including ,statutes or regulations that 
require such information if payment is sought under a government 
program providing public benefits. 

K. Secretary means the Secretary of the U.S. Department of Health and 
Human Services ("HHS") or the Secretary's designee. 

L. Security Incident means the attempted or successful unauthorized 
access, use, disclosure, modification, or destruction of Department PHI, 
or confidential data utilized by Contractor to perform the services, 
functions and activities on behalf of Department as set forth in Section 
1.A. of Exhibit E-1 of this Agreement; or interference with system · 
operations in an information system that processes, maintains or stores 
Department PHI. 

M. Security Rule shall mean the HIPM regulations that are found at 45 CFR 
Parts 160 and 164. 

N. Unsecured PHI shall have the meaning given to such term under the 
HITECH Act, 42 U.S.G. Section 17932(h), any guidance issued by the 
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Secretary pursuant to such Act and the HIPAA regulations. 

3. Terms of Agreement 

A. Perrnitt~d Uses and Discrosures of Department PH1 by Contractor. 

Except as otherwise indicated in this Exhibit E-1, Contractor may use or 
disclose Department PHI only to perform functions, activities or services 
specified in Section 1-.A of Exhibit E-1 of this Agreement, for, or on behalf 
of the Department, provided that such use or disclosure would not violate 
the HIPAA regulations or the limitations set forth in 42 CFR Part 2, or any 
other applicable law, if done by the Department. Any such use or 
disclosure, if not fbr purposes of treatment activities of a health care 
provider as defined by the Privacy Rule, 'must, to the extent practicable, be 
limited to the limited data set, as defined in 45 CFR Section·164.514(e)(2), 
or, if needed, to the minimum necessary to accomplish the intended 
purpose of such use or disclosure, in compliance with the HITECH Act 
and any guidance issued pursuant to such Act, and the HIPAA 
regulations. 

8. Specific Use and Disclosure Provisions. Except as otheiwise indicated in 
this Exhibit E-1, Contractor may: 

1) Use and Disclose for Mahagement and Administration. Use and 
d.isc;;lose Department PHI for the proper management and 
administration of the Contractor's business, provided that suc_!1 
disclosures are required by law, or the Contractor obtains reasonable 
assurances from the person to whom the information is disclosed, in 
accordance with section D(7) of this Exhibit E-1, that it will remain 
confidential and will be used or further disclosed. only as required by 
law or for the purpose for which it was disclosed to the person, and 
the person notifies the Contractor of any instances of which it is aware 
that the confidentiality of the information has. been breached. 

2) Provision of Data Aggregation Services. Use Department PHI to 
provide data aggregation services to tne Department to the extent 
requested by the Department and agreed to by Contractor. Data 
aggregation means the combining of PHI created or received by the 
Contractor, as the Business Associate, on behalf.of the Department 
with PHI received by the Business Associate in its capacity as the 
Business Associate of another covered entity, to permit data analyses 
that relate to the health care operations of the Department 

c. Prohibited Uses and Disclosures 
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1) Contractor shall not disclose Departinenf PHI about an individual to 
-a hec;ilth plan for payment or healtn care operations purposes if the 
Department PH1 pertains solely to a health care item or service for 
which-the health care provider involved has bE;}en paid out of pocket 
in full and the individual requests such restriction, in accordance 
with 42 U.S.C. Section ·17935(a) and 45 CFR Section 164.522{a). 

2) Contractor shall not directly or indirectly receive remuneration in 
exchange for Department PHI. 

D. Responsibilities of Contractor 

Contractor agrees: 

. 1) Nondisclosure. Not to use or disclose Department PHI other than 
as permitted or required by this Agreement or as required by law, 
including but not limited to 42 CFR Part 2. 

2) Compliance with the HIPAA=Security Rule. To implement 
administrative, physical, and technical safeguards that reasonably 
and appropriately protect the confidentiality, integrity, and availability 
of the Dep·artment PHI, including electronic PHI, that it creates, 
receives, maintains, uses or transmits on behalf of the Oeparfment, in 
compliance with 45 CFR Sections 164.308, 164.310 and 164.312, 
and to ·prevent use or disclosure of Department PHI other than as 
provided for.by this Agreeme11t. Contractor shall impl~m~nt 
reasonable and appropriate policies and procedures to comply with 
the standards, implementation specifications and other requirements 
of 45 CFR Section 164, subpart C, in compliance with 45 CFR 
Section164.316. Contractor shall develop and maintaln a written 
information privacy and security program that includes administrative, 
technical a·nd physical safeguards appropriate to the· size and 
complexity of the Contractor's operations and the nature and scope bf 
its activities, and which incorporates the requirements of section 3, 
Security, below. Contractor will provide the Department with its 
current and updated policies upon request. 

3) Security. Contractor shall take any and all steps necessary to ensure 
the continuous security of all computerized data systems containing 
PHI and/or Pl, and to protect paper documents containing PHI and/or 
Pl. These steps shall include, at a minimum: 

a. Complying with all of the data system security precautions 
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listed· in Attachment A, Data Security Requirements; 

b. Achieving and maintaining compliance with the Hf PAA 
$ecurity Rule (45 CFR Parts 160 and 164), as necessary in 
conducting operations on behalf of DHCS under this 
Agreement; and 

c.. Providing a .level and scope of security that is at least 
comparable to the level and scope of ~ecurify established by 
the Office of Management ahd Budget in OMS Circular No. 
A-1-30,Appendix Ill- Security of Federal Automated 
Information Systems, which.sets forth guidelines for 
automated information systems in Federal agencies. 

4) Security Officer. Contractor shall designate a Security Officer to 
oversee ifs, data security program who shall be responsible for 
carrying out the requirements of this section and for communicating 
on security matters with the Department. 

S) Mitigation of Harmful Effects. To mitigate, to the extent practicabfo, 
any harmful ~:ffectthafi~ k_nqwn ·to Contractor of a use or disclosure of 
Department PH I by Contractor or its subcotitr?ctors in violation of the 
requirements of this Exhibit E. 

6) Reporting Unauthorized Use or Disclosure. lo report to 
Department any use or disclosure of Department PHl not provided for 
by this Exhibit E of which it becomes aware. 

7) Contractor's Agents and Subcontractors. 

a. To enter into written agreements with any agents, including 
subcontractors am;l vendors to whom Contractor provides 
Department PHI, that impose the same restrictions and 
conditions on such agents, subcontractors and vendors that 
apply to Contractor with respect to such Department PHI 
under this Exhibit E, and that require compliance with all 
applicable provisions of HIPAA, the HITECH Act and the 
HIPAA regulations, including the requi~ement that any 
agents, subcontractors or vendors implement reasonable . 
and appropriate administrative, physical, and technical 
safeguards to protect such PHI. As required, by HIPAA, the 
HITECH Act and the HIPAA regulations, including 45 CFR 
Sections 164.308 a:nd 164.314, Contractor shall 
incorporate, when applic~ble, the relevant provisions of this 
Exhibit E-1 into each subcontract or subaward to such 
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agents, subcontractor$ and vendors, including the 
requirement that any security incidents. or breaches of 
unsecured PHI be reported to Contractor. 

Pages 

b. In accordance with 45 CFR Section 164.504(e)(1}(ii), upon 
Contractor's knowledge of a material breach or violatipn by 
its subcontractor of the agreement between Contractor and 
the subcontractor, Contractor shall: 

i) Provide an opportunity for the subcontractor to cure 
the breach or end the violation and t~rminate the 
agreement if the subcontractor does not cure the 
breach or end the violation within the time specified 
by the Department; or 

ii} Immediately terminate the agreement if the 
subcontractor has breached a material term of the 
agreement and cure is not possible. 

8) Availability of Information to the Department and Individuals to 
Provide Access and Information: 

a. To provide access as the Department may require, and in 
the time and manner designated by the Department (upon 
reasonable notice and during Contractor's normal 
business hours) to Department PHI in a Designated 
Record Set, to the Department (or, as directed by the 
Department), to an lndivfdual, in accordance with 45 CFR 
Section 164.524. Designated Record Set means the group 
of records maintained for the, Department health plan 
under this Agreement that includes medical, dentai and 
billing records about individuals; enrollment, payment, 
claims adjudication, and case or medical management 
systems maintained for the Department health plan for 
which Contractor is providing s.ervices under this 
Agreement; or those records used to make decisions 
about individuals on behalf of the Department. Contractor 
shall use the forms and processes developed by the 
Department for this pl!rpose and shall respond to requests 
for 1;1ccess to records transmitted by the Department within 
fifteen (15) calendar days of receipt of the request by 
producing the records or verifying that there are none. 

b. If Contractor maintains an Electronic Health Record with 
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PHI, and an individual requests a copy of such 
information in an electronic format, Contractor shall 
provide such information in an. electronic format to enable 
the Department to fulfill its obligations under the HITECH 
Act, including but not limited to, 42 U.S.C. Section 
17935(e) anq the HIPAA regulations. 

Amendme.nt of Department PHI. To make any amendment(s) to 
Department PHI that were requested by a patient and that the 
Department directs or agrees should be made to assure compliance 
with 45 CFR Section 164.526, in the time and manner designated by 
the Department, with the Contractor being given a minimum of twenty 
(20) days within which to make the amendment. 

Internal Practices. To make Contractor's internal practices, books 
and records relating to the use and disclosure of Department PHI 
available to the Department or to the Secretary, for purposes of 
detennining the Department's compliance with the H!PAA 
regulations. If any information needed for this purpose is in the 
exclusive possession of any other entity or person and the other 
entity or person fails or refuses to furnish the information to 
Contrqctor, Contractor shall provide written notification to the 
Department and shall set forth the efforts it made to obtain the 
information. 

Documentation of Disclosures. To document and make available to 
the Department or (at the direqtion of the Department) to an ind(vidual 
such disclosures of Department PHI, and information related to such 
disclosures, necessary to respond to a proper request by the subject 
Individual for an accounting of disclosures of such PHI, in accordance 
with the HITECH Act and its implementing regulations, including but 
not limited to 45 CFR Section 164.528 and 42 U.S.C. Secti()n 
17935( c). If Contractor maintains electronic health ·records for the 
Department as of January 1, 2009 and later; Contractor must provide 
an accounting of disclosures, including those disclosures for 
treatment; payment or health care operations. The electronic 
accounting of disclosures shall be for disclosures during the three 
years prior to the request for an accounting. 

Breaches and $ecurity lncid~nts; During the term of this 
Agreement, Contractor agrees to implement reasonable .systems 
for the discovery and prompt reporting of any breach or security 
incident, and to take the following steps: 
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a. Initial Notice to the· Department. (1) To notify the 
Department immediately. by telephone call or email or 
fax upon the discovery of a breach of unsecured PHI in 
electronic mec,Iia or in any other media if the PHI was, or is 
reasonably believed to have be~n. accessed or acquired by 
an unauthorized person. (2) To notify the Department 
within 24 hours (one hour if SSA data) by email or fax of 
the discovery of any ·suspected security incident, intrusion 
or unauthorized access, use or disclosure of PHI in violation 
of this Agreement or this Exhibit E-1; or potential loss of 
confidential.data affecting this Agreement. A breach shall 
be treated as discovered by Contractor as of the firSt day on 
which the breach is known, or by exercising reasonable 
diligence would have been known, to any person (other 
than the person committing the breach) who is an 
employee, offic'3r or other ag~nt of Contractor. 

Notice shall be provided to the Information Protection Unit, 
Office of HIPAA Compliance. If the incident occurs after . 
business hours or on a weekend or holiday and involves 
electronic PHI, noti<~e shal(be provided by calling the· 
Information Protection Unit (916'.445.4646, 866-866-0602) 
or by emailing.privacyofficer@dhcs.ca.gov). Notice shall be 
made using the DHCS "Privacy Incident Report;' form, 
including all information known at the time. Contractor 
shall use the most current version of this form, which is 
posted on the DHCS Information Security Officer website 
(www.dhcs.ca.gov, then select "Privacy" in the left column 
·and then "Business Partner" near the middle of the.page) 
or use this link: 
http:l/www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DH 
CSBusinessAssociatesOnly.aspx 

Upon diseovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of 
Department PHI, Contractor shall take: 

i) Prompt corrective action to mitigate any risks or 
damages involved with the breach and to protect the 
operating environment; and 

ii) Any action pertaining to such unauthorized disclosure 
requtred by applicable Federal and State laws and 
regulations. 
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b. Investigation and lnve~tigation Report. To immediately 
investigate such suspected security incident; security 
incident, breach, or unauthdrized access, use or 
disclosure of PHI . Within 72 hours of the discovery, 
Contractor shall submit an updated "Privacy Incident 
Report" containing the information marked with an 
asterisk and all other applicable information listed on the 
form, to the extent known at that time, to the. Information 
Protection Unit. · 

c. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager 
and the Information Protection Unit within ten (10) working 
days of the discovery of the breach or unauthorized use or 
disclosure. The report shall be submitted on the "Privacy . 
Incident Report" form and shall include an assessment of all 
known factors relevant to a determination of whether a 
breach occurred under applicable provisions of HIPM, the 
HITECH Act, and the HIPM regulations. The ·report shall 
afso include a full, detailed corrective action plan, including 
information on measures that were taken to halt and/ or 
contain the improper use or disclosure: If the Department 
requests information in addition to that listed on the "Privacy 
Incident Report" form, Contractor shall make reasonable 
efforts to provide the Department with such information. If, 
because of the circumstances of the incident, Contractor 
needs more than ten.(10) working days from the discovery to 
submit a complete report, the Department may grant a 
reasonable extension of time, rn which case Contractor shall 
submit periodic updates until the complete report is 
submitted. If necessary, a Supplemental Report may be used 
to· submit revised or additional information after the completed 
report is submitted, by submitting the revised or additional 
information on an updated "Privacy Incident Report" form. 
The Department will review and approve the determination of 
whether a breach occurred and whether individual 
notifications and a corrective action plan are required. 

d. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department PHI is attributable to Contractor or its 
agents; subcontractors or vendors, Contractor is responsible 
for all required reporting of the breach as specified in 42 
U.S .. C. section 17932 and its implementing regulations; 
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including notification to media outlets and to the Secretary 
(after obtaining prior written approval of DHCS). If a breach of 
unsecured Department PHI involves more than 500 residents 
of the State of California or under its jurisdiction, Contractor 
shall first notify DHCS, then the Secretary of the breach 
immediately upon discovery of th~ breach. If a breach 
involves more than 500 California residents, Contractor shall 
also provide, after obtaining written prior approval of OHCS, 
notice to the Attorney General for the State of California, 
Privacy Enforcement Section. If Contractor has reason to 
believe that duplicate reporting of the same breach or incident 
may occur because its subcontractors, agents or v~ndors 
may report the breach or incident to the Department in 
addition to Contractor, Contractor shall notify the Department, 
and the Department and Contractor may take appropriate 
action to prevent duplicate reporting. 

e. Responsibility for Notification of Affected Individuals. 1f 
.the cause of a breach of Department PH I is attributable to 
Contractor or its agents, subcontractors or vendors and 
notification of the affected individuals is required under state 
or fede!1il law, co·ntractor shall bear all costs c:if such 
notifications as well as any costs associated with the 
breach. lil addition, the Department reserves the right to 
require Contractor to notify such affected individuals·, which 
notifications shall comply with the requirements set forth in 
42U.S.C. section 17932 and its implementing regulations, 
including, but not limited to, the requirement th.at the 
notifications be made without unreasonable delay and in no 
event later than 60 calendc;ir day~ after discovery of the · 
breach. The Department Privacy Officer shall approve the 
time, manner and content of any such notifications and their 
review and approval must be obtained before the 
notifications are made. The Department will provide its 
review and approval expeditiously and withowt 
unreasonable delay. 

f. Department Contact Information. To direct 
communications to the above referenced Department staff, 
the Contractor shall initiate contact as indicated herein. The 
Department reseflies the right to make changes to the 
contact ·information .below by giving written notice to the 
Contractor. Said changes shall not require an amendment to 
this Addendum or the Agreement to which it is incorporated. 
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DHCS Privacy Officer DHCS Information Security 
Program Contract Officer 
Manaaer 
See the Exhibit A, lnformatjon Protection Unit Information Security Officer 
Scope of Work for c/o: Office of HIPAA DHCS Information Security Office 
Program Contract Compliance Department of . P.O. Box 997413, MS 6400 
Manager Health Care Services Sacramento, CA 95899-7413 
information P.O. Box 997413, MS 4722 

Sacramento, CA 95899-7413 Email: iso@dhcs.ca.gov 
(916) 445-4646; (866} 866-
0602 Telephone: ITSD Service Desk (916) 

440-7000; (800) 579-
Email: 0874 
grivacyofficer@dhcs.ca.gov 

Fax: (916)440-5537 
Fax: (916) 440-7680-

13) Termination of Agreement. In accordance with Section 13404{b) of 
the HITECH Act and to the extent required by the Hf PAA 
regulations, if Contractor knows of a material breach or violation by 
the Department of this Exhibit E-1, it shall take the following steps: 

a. Provide: an opportunity for the Department to cure the breach 
or end the violation and terminate the Agreement if the 
Department does not cure the breach or end the violation 
within the time specified by Contractor; or 

b. lmmediateiy terminate the Agreement if the Department has 
breached a material term of the Exhibit E-1 and cure is not 
possible. 

14) Sanctions and/or Penalties. Contractor understands that a failure to 
comply with the provisions of HIPAA, the HITECH Act and the HIPAA 
regulations that are applicabfe to Contractors may result in the 
imposition of sanctions and/or penalties on Contractor under HIPAA, 
the HITECH Act f!Od the HIPM regulations. . 

E. Obligations of the Department. 

The Department agrees to: 
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Permission by Individuals for Use and Disclosure of PHI. Provide 
the Cqntractor with any ·changes in, or revocation .of, permission by an 
·Individual to use OF disclose. Department PHI' if such changes affect 
the Contractor's pennitted or required uses and disclosures. 

Notification of Restrictions. Notify the Contractor of any restriction to 
the use or disclosure of Department PHI that the Department has 
agreed to in accordance with 45 CFR Section 164.522, to the extent 
that such restriction may affect the Contractor's use or disclosure of 
PHI. 

Request$ Conflicting with HIPAA Rules. Not request the Contractor 
to use or disclose Department PHI. in any manner that would not be . 
permissible under the HIPAA regulations if done by.the Department. 

Nqtice of Privacy P~actices. Provid.e. Contractor with the web link to 
the Notice of Privacy Practices that DHCS produce_s in accordance . 
with 45 GFR Section 164.520, as we.II as any .change~ to su~h notice. 
Visit the DHCS website to view the· mo$t current Notice of Privacy 
Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/NoticeofPrivacy 
Practices.asbx or the DHCS Website at www.dhcs.ca.gov (select 
"Privacy in the right coh.~mn and "Notice of Privacy Practices" on the 
right side <;>f the page). 

F. Audits, Inspection and Enforcement 

If Contractor is the subject of an audit, compliance review, or complaint 
investigation by the Secretary or the Office for Civil Rights, U.S. Department of 
Health and Human Services, that is related to the performance of it~ 
obligations pursuant to this HIPM Business Associate Exhibit E-1,Contractor 
shall immediately notify the Department. Upon request from the Department, 
Contractor shall provide the Department with a copy of any Department PHI 
that Contractor, as the Business Associate, provides to the Secretary or the 
Office of Civil Rights concurrently with providing such PHI to the Secretary. 
Contractor is responsible for any civil penalties .assessed due to an audit or 
investigation of Contractor, in accordance with 42 U.S.C. Section 17934(c). 

G. Termination. 

1) Term. The. Term of this Exhibit E-1' shall extend beyond the 
termination of the Agreement and shall terminate when all 
Department PHI is destroyed or returned to the Department, in 
accordance with 45 CFR Section 164.504(e){2)(ii)(J). 
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Termination for.Cause. ·In accordance with 45 CFR Section. 
164.504(e)(1)(iii}, upon the Department's knowledge o(a material 
breach or violation of this Exhibit E-1 by Contractor, the Department · 
shall: 

a. Provide an opportunity for Contractor to cure the breach or 
end the violation and terminate this Agreement if Contractor 

·does not cure the breach or end the violation with.in the time 
specified by the Department; or 

· b. lmniedfately terminate this Agreement if Contractor has 
breached a material term of this Exhibit E-t and cure is not 
possible. · 

THE REST OF THIS PAGE IS INTENTIONALLY BLANK 
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EXHIBITE-2 

Privacy and Security of Personal Information and Per5onally Identifiable 
Information Not Subject to HIPAA 

1: Recitals. 

A. In addition to the Privacy and Security Rules under the Health Insurance 
Portability and Accountabiiity Act of 1996 (HIPM) the Department is 
subject to various other legal and contractual° requirements with respect to 
the personal information (Pl) and personally identifiable information (Pll) it 
maintains. These include: · 

1) The California Information Practices Act of 1977 (California Civil 
.Code §§1798 et seq:), · 

. 2) The Agreement between the Social Security Administration (SSA) 
and the Department, known as the Information Exchange 
Agreement (IEA), which incorporates the Computer Matching and 
Privacy Protection Act Agreement (CMPPA) between the SSA and 
the California Health and Human Services Agency. The IEA, 
including the CMPPA is attached to this Exhibit E as Attachment B 
and is hereby incorporated in this Agreement 

3) Title 42 Code of Federal Regulatio.ns, Chapter I, Subchapter A, Part 2~ 

B. The purpose of this Exhibit E-2 is to set forth Contractor's privacy and 
security obligations with respect to Pl and Pll that Contractor may create, 
receive; maintain, .. use, or disclose for or on behalf of Departm~nt pursuant 
to this Agreement. Specifically this Exhibit applies to Pl and Pll which is 
not Protected Health Information (PHI) as defined by HIPM and therefore 
is not addressed in Exhibit E~1 of this Agreement, the HIPM Business 
Associate Addendum; however, to the extent that data is both PHI or ePHl 
and Pit, both Exhibit E-1 and this Exhibit E-2 shall apply. 

c, The IEA Agreement referenced in A.2) above requires the Department to 
extend its substantive privacy and security terms to subcontractors who 
receive data provided to DHCS by the Social Security Administration. If 
Contractor receives data from DHCS that includes data provided to DHCS 
by the Social Security Administration, Contractor must comply with the 
frnlowing specific sections of the IEA Agreement: E. Security Procedures, 
F. Contractor/Agent Responsibilities; and G. Safeguarding and Reporting 
Responsibilities for Personally Identifiable Information ("Pll"), and in 
Attachment 4 to the IEA, Electronic Information Exchange Security 
Requirements, Guidelines and Procedures for Federal, State and Local 
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Agenci6$ Exchanging Electroni.c Infonnation with the.Social Security 
Administration. Contractor must also ensure that any agents, including a · 
subcontractor, to whom it provides DHCS data that includes data provided · 
by the Social Security Administration, agree to the same requirements for 
privacy and security safeguards for such confidential data that apply to 
Contractor with respect to such information. 

D~ The terms used in this Exhibit E-2, but not otherwise :defined, shaH have 
the same meanings as those terms have in the above referenced statute 
and Agreement. Any reference to statutory, regulatory, or contractual 
language shall be to such language as in effect or as amended . 

. 2. o·eflnitions. 

A. "Breach'" shall have the meaning given to such term under the IEA and 
CMPPA. It shall include a "Pll loss" as that term is defined in the CMPPA. 

B. "Breach of the security of the system" shall hav~ the meaning given to 
such term under the California Information Practices Act, Civil Code 
section t798.29(f). 

C. "CMPPA Agreement" means the· computer Matching and Privacy 
Protection Acf Agreement between the Social Security Administration and 
the California Health f,3.nd Human Services Agency (CHHS). · 

D. "Department Pl" shall mean Personal Information, as defined below, 
accessed in a database maintained by the Department, received by 
Contractor from the Department or acquired or created by Contractor in 
connection with performing the functions, activities and services specified 
in this Agreement on behalf of the Department. 

E. "IEA" shall mean the Information Exchange Agreement currently in effect . 
between the. Social Security Administration (SSA) and the California 
Department of Health Care S~rvices (DHCS). 

F. "Notice-triggering Personal Information" shall mean the personal 
information identified in Civil Code section 1798.29 whose unauthorized 
access may trigger notification requirements under Civil Col::Je section · 
1798.29. For purposes of this provision1 identity shall include,.but not be 
limited to, name, address, email address, identifying number, symbol, or 
other identifying particular assigned to the individual, such as a finger or 
voice print, a photograph or a biometric identifier. Notice-triggering 
Personal Information includes Pl in electronic, paper or any other medium. 
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G. "Personal.ly Identifiable Information" (Pll) sha.11 have the meaning given to 
such term in the IEAand CMPPA. 

H. "Personal Information" (Pl) $.hall have 'Ule meaning given to such term in 
California Civil Code Section 1798.3(a). 

I. "Required by law" means a mandate contained in law that compels .an 
entity to make a .use or disclosure of PI or Pll that is enforceable in a court 
of law. This includes, but is not limited to, court orders and court-ordered 
warrants, subpoenas or summons :issued by a court, grand jury, .a. 
governmental or tribal inspector general, or an administrative body 
authorized to require the production of informatic;>n; and a civil or an 
authorized investigative demand. It also includes Medicare conditions of 
participation with respect to health care providers participating in the 
program, and statutes or regulations that require the production of 
information, inclu~ing statut~s or regulations that require such information 
if payment is sought under a government program providing public 
benefits. 

Ji' "Security Incident" means the attempted or successful unauthorized 
· access, use, disclosure, modification, or destruction of Pl, or confidential 

data utilized in complying with this Agreement; or interference with system 
operations in an information system that processes, maintains or stores 
Pl. . 

· 3. T!!rms of Agreement 

A. · Permitted Uses and [)jsclosµres of l:)epart01ent Pl and Pll by 
Contractor · 

Except as otherwise indicated in this Exhibit E-2, contractor may use or 
disclose Department Pl only to perform functions, activities or services for 
or on behalf of the Department pursuant to the terms of this Agreement 
provided that such use or disclosure would not violate the California 
Information Practices Act (CIPA) if done by the Department. 

8. Respon~ibilities of Contractor 

Contrador agrees: 

1) .Nondisclosure. Not to use or disclose Department Pl or Pll other 
than as permitted or required by this Agreement or as required by 
applicable state and federal law~. 
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2) Saf~guard~.· To implement appropriate and reasonable 
administrative, technical, and physical safeguards to protect the 
security, ·confjdentiality and integrity of Department Pl and PII, to 
protect against anticipated threats or hazards to the security or 
integrity of Department Pl and Pll, and to prevent use or disclosure 
of Department Pl or Pl I other than as provided for by this 
Agreement. Contractor shall develop and maintain a written 
information privacy and security program that include administrative, 
technical and physical safeguards appropriate to the size and 
complexity of Contractor's operations and the nature alid scope of 
its activities, which incorporate the requirements of section 3, 
Security, below. Contractor will provide DHCS with its current 
policies upon request. 

3) Security. Contractor shall take any and all steps necessary to 
ensure the continuous security of all comp.uterized data. systems 
containing PHI and/or Pl, ahd to· protect paper documents containing 
PHI and/or PL These steps shall incl.ude, at a minimum: 

a. Complying with all of the data system security precautions 
listed in Attachment A, Business AssociaJe Data Security 
Requirements; 

b. Providing a level and scope of security that is at least 
comparable to the level and scope of security established by 

. the Office of Management and Budget in OMS Circular No. A-
130, Appendix Ill- Security of Federal Automated Information 
Systems, which sets forth guidelines for automated 
information systems in Federal agencies; and 

c. tf the data obtained by Contractor from DHCS includes Pll, 
Contractor shall also comply with the substantive privacy and 
security requirements in the Computer Matching and Privacy 
Protection Act Agreement between the SSA and the California 
Health and Human Services Agency (CHHS) and in the 
Agreement between the SSA and DHCSj known as the 
Information Exchange Agreement; which are attached as 
Attachment B and incorporated into this Agreement. The 
specific sections of the !EA with substantive privacy and 
security requirements to be complied with are sections E, F, 
and G, and in Attachment 4 to the IEA, Electronic Information 
Exchange Security Requirements, Guidelines and Procedures 
for Federal, State and Local Agencies Exchanging Electronic 
Information with the SSA Contractor also agrees to ensure 
that any agents, including a subco.ntractor to whom it provides 
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DHCS Pll, agree to the $ame requirements for privacy and 
security safeguards for confidential data that apply to 
Contractor with respect to_ such information. 

4) Mitigation of Harmful Effects. To mitigate, to the eXtent 
practicable, any harmful effect that is known to Contractor of a use 
or disclosure of Department Pl or Pll by Contractor or its 
subcontractors in violation of this Exhibit E-2. 

5) Contractor's Agents· and Subcontractors. To impose the same 
restrictions and conditions set forth in this Exhibit E-2 on any 
subcontractors or other_agents with whom Contractor subcontracts 
any activities under this Agreement that involve the disclosure of 
Department Pl or Pll to the subcontractor. 

6) Availability of Information to DHCS. To make Department Pl and 
Pll available to the Department for purposes of oversight, 
inspection, amendment, and response to requests for records, 
injunctions, judgments.- and orders for production of Department Pl 
and Pll. If Contractor receives Department Pll, upon request by 
DHCS, Contractor shall provide DHCS with a list of all ·employees, 
contractors and agents Who have access to Department PH, 
including employees, contractors and agents of its subcontractors 
and agents. 

7) Cooperation with Dtf CS ... With respect to Depart_ment Pl; to 
cooperate with and assist the Department to the extent necessary 
to ensure the Department's compliance with the applicable terms of 
the CIPA including, but not limited to, accounting of disclosures of 
Department Pl, correction of errors in Department Pl, production of 
Department Pl, disc.Iosure of a security tJ.r~Gh involving 
Department Pl and r.10tice of such breach to the affected 
individual(s). 

8) Confidentiality of Alcohol and Drug Abuse ·Patient Records. 
Contractor agr-$esto cornply with all confidentiality requirements set 
forth in Title 42 Cod~ of Federal Regulations, Chapter I, Subchapter 
A, Part 2. Contractor is aware that criminal panalties may be
imposed for a violation of these- confidentia_lity requirements~ 

9) Breaches. and Security lncidents~ During the term of this 
Agreement, Contractor agrees to implement reasonable
systems for the discovery and prompt reporting of any brea~h 
or security incident, and to take the following steps: 

a. -lpitial Notice to the Depa,rtment. (1 }To notify the Department 
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irri,med~~~ely· by telepnone c~ll or email or fax upon the 
discovery of a breach of unsecured Department Pl or Pll in 
electronic media or in any other mediaif the Pl or PH was, or 
is reasonably believed to have been, accessed or acquired 
by an unauthorized p:ersop, or i.JRon discovery of a suspected 
security incident involving Departm~nt PU. (2) To notify the 
Department within one (1) hour by email or fax ff the data 
is data subject to.the SSA Agreement; and within 24 hours 
by email or fax of the discovery of any suspected security 
incident, intrusion or unauthorized access, use or disclosure 
of Department Pl or Pll in vjolatjon of this Agreement or this 
Exhibit E-1 or potential loss of confidential data affectrngthis 
Agreement. A breach shall be treated as discovered by 
Contractor as of th~ first day oh which the breach is known, 
or by exercising reasonable dlligence· would have be·en 
known. to any person (other than the person committing the 
breach) who. is an employee, officer or other agent of 
Contract()r. · 

b. Notice shall be provided to the Information Protection Unit; 
Office of.HIP.AA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and invorves 
electronic Department Pl or Pit, notice shall be provided by 
calling the Department Information Security Officer. Notice 
shall be mpde using the DHCS "Privacy Incident Report" 
. form, including all information known at the time. Contractor 
shall use the most ·current version of this form, which is 
posted on the DHCS Information Security Officer website 
(www.dhcs.ca.gov, then select "Privacy" in the left column 
and then "Bµsiness Partner" near the middle of the page) or 
use this link:. 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCS 
BusinessAssociatesOnly.aspx , 

c. Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of 
Department Pl or Pll, Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 

. envif<?nment; and 

ii.Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State laws and 
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regulations. 

d. investigation and Investigation Report. To immediately· 
. investigate such suspected security incident, security 

intident, breach, or unauthorized ac~ess, use or disclosure of 
PHI. Within 72 hours of the discovery, Contractor shall 
submit an updated "Privacy Incident Reporf' containing the 
information marked with an asterisk and all other applicable 
information listed on the form, to the extent known at that 
time, tci the Department lnformation Security Officer. 

· e. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager, 
and the Information Protection Unit within ten (10) working 
days of the discovery of the breach or unauthorizeo use or 
disclosure. The report shall be submitted on the "Privacy 
Incident Report" form and shall include an assessment of all 
known fac~ors relevant to a· deterr'nination of whet~er a 
breach occurred. The report shaU also include a full, detailed 
corrective action plan, including infom1ation on measures that 
were taken to halt and/or contain the improper use or 
disclosure. If the Department requests information in addition 
to that listed cm the "Privacy Incident Report" form, Contractor . 
shall make recisenable efforts to provide the Department with 
such information. If, bec;aLise of the circumstances of the 
incident; Contractorneeds more than ten (10)working days 
from the discovery to submit a complete report, the 
Department ~ay grant a reasonable extension of time, in 

. which case Contractor shall submit periodic updates until the 
complete report is submitted.· If necessary, a Supplemental 
Report may be used to submit revised or additional 

: information after the completed report is submitted, by 
submitting the revised or additional information on an 
updated i'Privacy Incident Report" form. The Department will 
review and approve the determination of whether a breach 
occurred and whether individual notifications and a corrective 
action plan are required. 

f. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department Pl or Pll is attributable to Contractor or 
its agents, subcontractors or vendors, Contractor is 
responsible for all required reporting of the breac.h as 
specified in CIPA, section 1798.29and as may be required 
under the IEA, Contractor s~all bear all costs of required 
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notifieatlons to indMduals as well: as any costs associated 
with the breach. The Privacy Officer shall approve the time, 
manner and content of any such notifications and their review 
and approvaJ must be obtained before the notifications are· 
made. The Department wiH provide its review and approval 
expeditiously and without unreasonable delay. 

g. If contractor has reason to believe that duplicate reporting of 
the same breach or incident may occur because its 
subcontractors, agents or vendors may report the breach or 
incident to the Department in addition to Contractor, 
Contractor shall notify the Department, and the Department 
and Contrqctor may take appropriate action to prevent 
duplicate reporting. 

h. Department Contact Information. To direct communications 
to the above referenced Department staff, the Contractor shall 
initiate contact as indicated herein. The Department reserves 
the right to make changes to the contact information below by 
giving written notice to the Contractor. $aid changes shall not 
require an amendment to this Addendum or the Agreement to 
which iris incorporf:lted. 

DHCS Privacy Officer DHCS Information Security 
Officer 

·Information Protection Unlt Information Security Officer 
c/o: Office of HIPAA DHCS Information Security Office 

· Compliance Department of P.O. Box 997413, MS 6400 
Health Care Services Sacramento, CA95899-7413 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 
916) 445-4646 . . 

Email: iso@dhcs.ca.gov 

.Email: Telephone: ITSD Service Desk 
1.2rivacyofficerc@dhcs.ca.gov (916) 440-7000 or 

Telephone:(916) 445-4646 
(800) 579-0874 

1 O} Designation of Individual Responsible for SeciJrity 

Contractor shall designate an indivi.dual, (e.g., Security Officer), to 
oversee its data security program who shall be responsible for carrying 
out the requirements of this Exhibit E-2 and for communicating on 
security matters with the Department. 
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EXHIBITE-3 

Miscellaneous Terms and Conditions 

Applicable to Exhibit E 

1) Disclaimer. The Departm~rit mak~s no warranty or representation that 
compliance by Contractor with this Exhibit E, HtPAA or the HIPAA 
regu1ations wiH be adequate or satisfactory for Contractor's own purposes or 
that any information in,Contractor's possession or control, or transmitted or 
received by Contractor, is ·or will be secure from unauthorized use or 
disclosure. Coritr~ctor is solely responsible for all: decisions made by 
Contractor regarding the safegua.rding of the Department PHI, Pl ahd Pll. 

2) Amendment. The parties acknowledge that federal and state laws relating. to 
electronic data security and privacy are rapidly evolving and that amendment 
of this Exhibit E may be required to provide for procedures to ensure 
compliance with such developments. The parties specifically agree to take 
such action as is necessary to implement the standards and requirements of 
HIPM, the HtTECH Act, and the HIPAA regulatipns, and other applicable 
state·and federal laws. Upon either party's request, the other party agrees to 
promptly enter into negotiations concerning an amendment to this Exhibit E 
embodying written assurances consistent with the standards and 
requirements of HIPAA, the_ HITECH Act, and the HIPM regulations, and 
other applicable state and fe:deral law~. The Department may terminate this 
Agreement upon thirty (30} days written notice in the event: 

a) ·Contractor does not promptly enter into negotiations to amend. 
this Exhibit E when requested by the Department pursuant to this 
section; or 

b) Contractor does not enter into an amendment providing 
assurances regarding the safeguarding of Department PHI that the 
Department deems is necessary to satisfy the standards and 
requirements of HIPAA and the HIPM regulations. 

3) Judicial or Administrative Proceedings. Contractor will notify the 
Department if it is named as ~ defendant in a criminal proceeding for a 
violation of HIPAA or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal 
violation of HIPM. The Department may terminate .this Agreement if a 
finding or stipulation that the Contractor has violated any standard or 
requirement of HIPAA, or other security or privacy laws is made in any 
administrative or c_ivil proceeding in which the Contractor is a party or 
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has been joined. DHCS will consider th~ nature and seriousness of the 
violation in deciding whether or not to terminate the Agreement. 

·Assistance in Litigation or Administrative Proceedings. Contractor 
shall make itself and any subcontractors, employees or agents assisting 
Contractor in the performance of its obligations under this Agreement, 
available to the Department at no cost to the Department to testify as 
witnesses, or otherwise, in the event of litigation or administrative 
proceedings being commenced against the Department, its directors, 
officers or employees based upon claimed violation of HIPAA, or the 
. HIPM regulations, which involves inactions or actjons by the 
Contractor, except where Contractor or its subcontractor, employee or 
agent is a named adverse party. 

No Third-Party Beneficiaries. Nothing express or implied in the terms 
and conditions of this Exhibit E is intended to confer, nor shall anything 
herein confer,. upon any person other than the Department or Contractor 
and their respective successbrs or assignees, any rights, remedies, 
obligations or liabilities what~oever. 

Interpretation. The terms and conditions in this Exhibit E: shall be 
interpreted as broadly as necessary to implement and comply with 
HIPAA, the HJTECH Act, and the HIPM regulations. The parties agree 
that any ambiguity in the terms and conditions of this Exhibit E shall be 
resolved in favor of a meaning that complies and is consistent with 
HIPM, the HITECH Act and the Hf PAA regulations, and, if e1pplicaple, 
any other relevant state and federal laws. 

Conflict. In case of a conflict between any applicable privacy or 
security rules, laws, regulations or standards the most strfngent shall 
apply. The most stringent means that safeguard which provides the 
highest level of protection to PHI, Pl and PH from uriauthorized 
discrosure. Further, Contractor must comply within a reasonabfe period 
of time with changes to these standards that occur after the effective 
date of this Agreement. 

Regulatory Ref~rences. A reference in the terms and conditions of this 
Exhibit E to a section in the HIPM regulations means the section as in 
effect.or as amended. · 

Survival. The respective rights and obligations of Contractor under 
Section 3, Item D of Exhibit E-1, and Section 3, Item E;3 of Exhibit E-2, 
Responsibilities of Contractor, shall survive the termination or expiration 
of this Agreement. 
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' 10) No Waiver of Obligations. No change, waiver or discharge of any 
liability or obligatjon hereunder on af)y one or more occasions shall be 
deemed a waiver of perfonnance of any continuing or other obligation, 
or shall prohibit enfor~ment of any ?bligation, on any other occasion. 

11) Audits, Inspection and Enforcement. From time to time, and subject 
to all applicable federal and state privacy and security laws and 
regulations, the· Department may conduct a reasonable inspection of the 

. facilities, systems, books and records of Contractor to monitor 
compliance with this Exhibit E. Contractor shall promptly remedy any 
violation of any provision of this Exhibit E. The fact that the. Department · 
inspects, or fails to inspect, or has the right to· inspect, Contractor's 
facilities, systems and procedures does not relieve Contractor of its 
responsibility to comply with this Exhibit E. The Department's failure to 
detect a non-compliant practice, or a failure to report a detected non
compliant practice to Contractor does not constitute accepte\nc;e of such 
practice or a waiver- of the Department's enforcement rights under this 
Agreement, including this Exhibit E. 

12) Due Diligence. Contractor shall exercise oue diligence and shall take· 
reasonable steps to ensure that it remains in compliance with this Exhibit 
E and is in compliance with applicable provisions of HIPAA, the HITECH 
Act and the HIPM regulations, and other applicable state and federal 
law, and that its agents, subcontractors and vendors are in compliance 
with their obligations as .required. by this Exhibit E. 

13) Term,. The Term of tflis Exhibit E-1 shall extend beyond the termination of 
the Agreement and shall terminate when all Department PHI is destroyed 
or returned to the Department, in accordance with 45 CFR Section 
164.504(e)(2)(ii)(I), and when all Department Pt and Pll is destroyed in 
accordance with Attachment A. 

14) Effect of Termination. Upon termination or expiration of this Agreement 
for any reason, Contractor shall return or destroy all D~partment PHI, Pl 
and Pll that Contractor still maintains in any form, and shall retain no 
copies of such PHI, Pl or PIL If return or destruction is not feasible, 
Contractor shall notify the Department of the conditions that make the 
return or destruction infeasible, and the Oepartment and Contractor shall 
determine the terms and conditions under which Contractor may retain the 
PHI, Pl or Pl!. Contractor shall continue to extend the protections of this 
Exhibit.E to such Department PHI, Pl and Pll, and shall limit further use of 
such data to those purposes that make the return or destruction of such 
data infeasible. This provision shall apply to Department PHI, Pl ahd Pll 
that is in the possessjon of subcontractors or agents of Contractor~. 
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Attachment A 
Data Security Requiremen~ 

A. Employee Training. AU workforce members who assist in the . 
performance of functions or activities on behalf of the Department, or 
access or disclose Department PHI or Pl must complete information 
privacy and security training, at least annually, at Contractor's expense. 
Each workforce member who receives information privacy and security 
training must sign a certification, indicating the member's name and the 
date on which the training was completed. These ce.rtifications must be 
retained for a period of six (6) years following termination of this 
Agreement. 

8. Employee Discipline. Appropriate sanctions must be applied against 
workforce members who fail to comply with privacy policies and 
procedures or any provisions of these requirements, including termination 
of employment where appropriate. 

C. Confidentiality Statement. All persons that will be working with 
.Department PHI or Pl must sign a confidentiality statement that includes, 

· at a minimum, General Use, Security .and Privacy Safeguards, · 
Unacceptable Use, and Enforcement Policies. ThE:l statement must be 
signed by the workforce member prior to access fo Department PHI or Pl. 
The statement must be renewed annually~ The Contractor shall retain 
each person's written confidentiality statement for Department inspection 

·for a period of six (6) years following termination of this Agreement. 

D. Background Check. Before a member of the workforce may access. 
Department PHI or Pl, a background screening of that worker must be 
conducted. The screening should be commensurate with the risk and 
magnitude of harm the employee could cause, with more tporough 
screening being done for those employees who are aut_horized to bypass 
significant technical and operational security controls. The Contractor shall 
retain each workforce member's background check documentation for a 
period of three (3) years. · 

2. Technical Secµrity Controls 

A Workstation/Laptop encryption. All workstations and Japtops that store 
Department PHi or .Pl'.either directly or temporarily must be encrypted 
using a FIPS 140-2 certified algorithm which is 128blt.or higher, such as 
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Advanced Encryption Standard (AES). The encryption soliJtion must be 
full disk unless approved by the Department Information Security Office. 

8. Server Security. Servers containing unencrypted Department PHI or Pl 
must have sufficient administrative, physical, and technical controls in place 
to protect that data, based upon a risk assessment/system security review. . 

C. Minimum Necessary. Only the minimum necessary amount of Department 
PHI or Pl required to perform necessary business functions may be copied, 
dqwnloaded, or exported. 

D. Removable media devices.· All electronic files that contain Department 
PHI or Pl data must be encrypted when stored on any removable media or 
portable device (i.e. USB thumb drives, floppies, CD/DVD, Bla_ckberry, 
backup tapes etc.). Encryption must be a FIPS 140-2 certified algorithm 
which is 128bit or higher, suc::h as AES. 

E. Antivirus software. All workstations, laptops aod other systems that process 
and/or store Department PHI or Pl must install and actively use comprehensive 
anti-virus software solution with automatic updates scheduled at lea·st daily, 

F!. Pat~h Management. All workstations, laptops and other systems that 
process and/or store Department PHl or Pl mus~ have critical security 
patches applied, with system reboot if necessary. There must be a 
documented patch management process which determines installation 
timeframe based on risk assessment and vendor recommendations. At a 
maximum, all applicable patches must be instal\ed within 30 days of vendor 
release. Applications and systems that cannot be patched within this time 

· frame Ql,le to significant operational reasons must have compensatory 
controls implemented to minimize risk until ihe p~tches can be installed. 
Applications and systems that cannot be patched must have compensatory 
controls implemented to minimize risk, where possible. 

G. User IDs and Password Controls. All users must be issued a unique user 
name for accessing Department PHI or PL Usemame must be promptly 
disabled, deleted, or the ·password changed upon the transfer or termination of 
an employee with knowledge of the password. Passwords are not to be 
shared. Passwords must be at least eight characters and must be a non
dictionary word. Passwords must not be stored in readable format on the 
computer. Passwords must be changed at least every 90 days, preferably 
every 60 days. Passwords must be changed if revealed .or compromised. 
Passwords must be composed ot' characters from at least three of the following 
four groups from the standard keyboard: · 
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1) Upper case letters (A-Z) 
2} Lower case letters ( a-z) 
3) Arabic numerals (0-9) 
4). Non-alphanumeric characters (punctuation symbols} 

. . 
H... Data Destructic;>n. When no longer needed, all Department PHJ or Pl must be 

wiped using the Gutmann or US Department" of Defense (DoD) 5220.22-M (7 
Pass) standard~ or by deg(3USsing. Media may also be physically destroyed in 
accordance with NIST Special Publication 800-88. Other methods require prior 
written perrnisskm of the Oepartment Information Security Office: 

I. System Timeout. The system. providing access to Department PHI or Pl 
must provide ail automatic timeout, requiring_re-authentication of the user 
session after no more than 20 minutes of inactivity.· 

J. Warning Banners. All systems providing access to Department PHI or Pl 
must display a warning banner stating that data is confidenti.al, systems 
are logged, and system use is for business purposes only by authorized 
users. User must bE? directed to log off the system if they do not agree 
with these requirements. 

K. System Logging. The system must majntain an automated audit trail 
which can identify the user or system process·which initiates a. request for 

· .Department PHI or Pl, or which alters Department PHI or Pl. The audit 
trail must be date and time stamped, must log both successfu.I and failed 
accesses, must he read onfy, and must be restricted to authorized us.ers. 
If Department PHI .or Pl is ~tared .in a database, database logging 
functionaiity must be enabfed. Audit trail data must be archived for at 
least 3 years after occurrence. 

L. Access Controls. The system providing access to Department PHI or Pl 
must use role based access controls for all user authentications, enforcing 
the-principle of least privilege. 

M. Transmission encryption. All data transmissions of Department PHI or 
Pl outside the secure internal network must be encrypted using a FIPS 
140-2 certified algorithm which is 128bit or higher, such· as· AES. 
Encryption can be end to .end at the network level, or the data fil~s 
containing Department PHI can be encrypted. This requirement pertains 
to any type of Departm~nt PHI or Pl in motion such as website access, file 
transfer, and E-Mail. 
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N. Intrusion Detection. All systems involved in accessing, holding, 
transporting, and protecting Department PHI or Pl that are accessible via 
the Internet must be protected by a comprehensive intrusion detection and 
prevention solution. 

3. Audit Controls 

A. System Security Review. Contractor must ensure audit control 
mechanisms that record and examine system activity are in place. All 
systems processing and/or storing Department PHI or Pl must have at 
least an annual system risk assessment/security review which provides 
assurance that administrative, physical, and technical controls are 
functioning effectively and providing adequate levels of prot~ction. 
Reviews should include vulnerability scanning tools. 

B ... · Log Reviews. All sys~ems processing and/or ~toring Department PHI or 
Pl must have a routine procedure in place to review system logs for 
unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI 
or Pl must have a documented change control procedure that ensures 
separation of duties and protects the confidentiality, integrity and 
availability of data. 

4. Business Continuity I Disaster Recovery Controls 

A. Emergency Mode Operati_on Plan. Contractor must establish a 
documented plan to enable continuation of critical business processes and 
protectio_n of the security of Department PHI or Pl held in an electronic 
format in the event of an emerg.ency. Em~rgency means any 
circumstance or situation that causes normal computer operations to 
become unavailable for use in performing the work required under this 
Agreement for more· than 24 hours. · 

8.-. Data Backup Plan. Con~ractor must have established documented 
procedures to backup Department PHI to m·aintain retrievable exact 
copies of Department PHI or Pl. The plan must include a regul~r schedule 
for making backups, storing backups offsite, an inventory of backup 
media, and an estimate of the amount of time needed to restore 
Department.PHI ·or Pl should it befost. At a minimum, the schedule must 
be a weekly fufl backup and monthly offsite storage of Department data. 

5. Paper Document Controls 
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A. Supervision of Data. ·Department PH I or Pl. iii paper form shall not be left 
unattended at any time, unless it is locked in a file cabinet, file room, desk 
or office. Unattended means that information is not being observed by an 
employee authorized to access the information. Department PHI or Pl in 
paper form shall not be left unattended at any time in vehicles or planes 
and shall not be checked in. baggage on commercial airplanes. 

B. Escorting Visitors. Visitors to areas where Department PHI or Pl is 
contained shafl be escorted and Department PHI or Pl shall be kept out of 
sight White visitors are in the area. 

C. Confidential Destruction. Department PHI or Pl must be disposed of 
through confidential means, such as cross cut shredding and p4lverizing. 

D. Removal of Data. Only the minimum necessary Department PHI or Pl 
may .be removed from the premises of the Contractor except with express 
written permission. of the Department.· Department PHI or Pl shall not be · 
considered "removed from the premises" if it is only being transported 
from one of Contractor's locations to another of Contractors locations. 

E. Faiing. Faxes containing Department PHI.or Pl shall not be left 
unattended ahd fax machines sh(lll be in sequre areas. Faxes shall 
contain a confidentiality statement notifying persons .receiving faxes in 
error to destroy them. Fax numbers shall be verified with the intended 
recipient before sending the. fax. 

F. Mailing. Mailings containingDepartinent Pf;l or Pl shall be sealed and 
Se.cured from damage or inappropriate viewing of such PHI or.Pl to the 
extent possible. Mailings which include 500 or more individually 
identifiable records of Department PHI or Pl in a single packag.e shalf be 
sent using a tracked mailing method which includes verification of delivery 
and receipt, unless the prior written permission of the Department to use 
another method is obtained. 
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AND .· . 
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THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose of this Infonnation Exchange Agreement ( .. IBA'') is to establish 
tenns, conditions, and safeguards under which SSA will disclose to the State Agency certain 
infonn.atjon, records, or data (herein "data") to assist the State Agency in administering 
certain federally funded state-administered benefit programs (illcluding state-funded state 
supplementary payment programs under Title XVI of the Social Security Act) identified in 

· this IEA. By entering into this IEA, the State Agency agrees to CO'!llply with: · 
• the terms and conditions set forth in the Computer Matching ·~d Privacy Protection Act · 

Agreement e'CMPPA Agreement") attached as Attachment 1, go.venting the State 
Agency's use of the data .disclosed from SSA's Privacy· Act System of Records; and 

• all other terms and conditjons set forth in this IEA. · · ' 

B. PROGRAMS AND DATA EXCHANGE SYSTEMS:- (1) The State Agency 'Will use the 
data received or accessed from SSA 'tinder this !EA for the purpose of a<;lminis~ring the' 
federaily funded, state-administered programs identified in Table 1 below. In TabJe'l, the 
State Agency haS identified: (a) each federally :funde~ State-administered ·progr~ that it 
. administers; and (b) each SSA. data exchange system ~o w;lrich the State Agency needs acces,s 
in order-to administer the identified program. The list of SSA's data exchange systems is 
attached as Attachment 2: · · 

TABLE! 
FEDERALLY FUNDED BENEFIT PROGRAMS 

~ Program SSA Data Exchange System(s) 

[X] · Medicaid BENDEX/SDXfEVS/SVES/SOLQ/SVES I-Citizenship 
/Quarters of Coverage/Prisoner: Query 

O Temporary Assistance to Needy Families 
(TANF} 

D· Supplemental Nutrition Assistance Program · " 

(SNAP: formally Food Stamps)· 

. ·o. Unemployment Compensation (Federal) 

.. 
-D .Unemployment Compensation {State} 

" . 
D State Child Support Agency 

D Low-Income Ho!'lle Energy Assistance 
"• ... 

Program (LI-HEAP} 

0 WorkE'.rs Compensation 
~.: 

' 

D Vocational Rehabilitation Services 
' . l .-

1 
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.: 

0 Foster Care {IV·E} 

D State Health lnsµr?Jlce Program (S..CHIP} 
.. . 

q Wo~en, infant$ and Children (W.l.C.) 

txl Medicare Savings Programs (MSP) .. LIS File ' -.. 
[X] Medicare 1144 (Outreach) Medicare 1144 Outreach File 

D Other Federafly Funded, State°-Administereit Programs (List Below) 

Program SSA Data Exchange System{s) . . 
,. 

.. 
.. 

.. .. 
.. 

.. 
. . 

.. 

":1"6-93139 
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.. 

(2) The Sta~ Agency will µse eaqh identified data ex.change system onlE, for the purpose of 
administering the specific prograni for which access to the data exchange system is provided. 
SSA data exchange systems aie protected by the Privacy Act and federal lay.r prohibits the · 
use of SSA's data for anypw:pose other than the purpose of administering the spec~c 
program for which such data is disclosed, In particular, the State Agency Will use~ (a) the tax 
return data disclosed by SSA only to determine it,ldivid~ eligibility for, or the amount of; 
assistance und~r a state plan p~t to Sectj.on 113 7 programs and c1n1d support 
enforcement programs in accordance with 26 U.S.C~ § 6103(1)(8); and (b) the citizenship · 
status c:lata disclosed by SSA under the Children'.s Health 1nsuranc'e Program 
Reauthorization Act of 2009, Pub. L. 111-3, only for the purpos.e Qf detel';\'Dining entitlement 
to Medicaid and·CIDP program for new applicants. The State Agency .also acknowledges . , 
that .SSN s citizenship data may be less th~ 50 percent current. Applicants for SSNs report. 
their citizenship data at the.time they apply for their SSNs; there is no obligation for an 
individual to report to SSA a change in his or her immigration status un!J.1 he or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this IBA, the State Agency will 
compl~te and submit to .SSA a program questionnaire for each of the federally funded, state
administered programs checked in Table ~ above. SSA will not disclose any data under this ' 
IBA until it has received and approved the completed prograni questionnaire for ttach.ofthe 

· programs identified in Table 1 above. · · ·, 

..._\ ... h,, 

;~ 2 l.ll>A 

\ DUIK l :1\, ... ,,._,.,.\;· . 

.< 
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D~ TRANSFER OF DATA: SSA will tra.nsinit the data to the State Agency und~r tiiis IEA 
11sing the data transmission method identified in Table 2 below: 

TABtE2 
TRANSFER OF DATA. 

CJ Data will~ transmitted ~~ctly between SSA and the State Agency~ 

[X} Data will be transmitted rurectly between SSA and the California Offi~e of Technology (State 
i'ra:nSmission/Transfer Component ("STC'')) by the File Transfer Management System, a secure 
mecha:r:ri.sm approvecf by SSA. The STC will serve as the conduit bet.Ween SSA and the .State 
Agency·pursuant to th~ State S'J;'C Agreement .. 

0 Data will b~ transmitted directly between SSA and the Interstate Connection Network 
("ICON"). ICON is a Wide area telecommunications network conneeting state agencies. $at 
adminiSter the state uneroployment insurance laws. When receiving data through ICON,.the 
State Agency Will comply with the "Systems Security Requirements for SSA Web Access to SSA 
Infonnati.on Through the ICON," attached as Attachment 3. •· · 

E. SECURITY PROCEDURES: The State Agency will comply with limitations on use, 
treatmen~ and ·saregua:iding of data_ under the Privacy Act of ·1974 (5 U$.C. 552a). as · 
amended by the Computer Matching and Privacy Protecti<?n Act ofl988~ related Office of 
Management and Budget guidelines, t1ie Federal Information Security Managem,ent Act of 
2002 ( 44 U.S.C. § 3541~ et seq.), and related National Institute of Standards and Technology 
guidelines.· In addition, the State Agency will comply with SSA's ''Information System . 
Security Guidelines for Federal. State and Local Agencies Receiving Electronic Inform:ation 
frol!?- the Social Security .Admjnistration," a~ched as Attachment 4. For any tax return 
data, the State Agency will also comply with the ''Tax Tnfonnation Security Guide1ines for 
Federal, State and Local Agencies," Publication 1075, published by the Secretary of the· 
Treasuzy and available at the following Internal Revenue Service (JRS) website! 
h.fu>://www.irs.gov/puMrs-pdf/pl075.pdf. This IRS Publication 1075 is incorporated by 
reference into this· IBA. · 

F: CONTRACTOR/AGENT RESPONSIBILITIES! The State Agency will restrict aceess to 
the data obtained frqin SSA.to only, those authorized Stat~ employees, contractors, and 
agents who need such data to perfonn their official duties in connectiqn with purposes 
identified in this IEA. At SSA .. s request, the St$ Agency will obtain from each ofits 

, contractors and agell.ts a current list of the employee~· ofits cl)ntractors and agents who have 
acce8s to SSA data disclosed under this IBA. The State Agency will require its contractors, 
agents, and all employees of such coritractors or agents with 'authorized access to the SSA 
data disclosed under this IBA, to comply with the terms and conditions set forth in this IBA, 
and not to duplicate~ dissemimi.te; or disclose.such data without obtaining SSA• s prior written 
approval. In addition: the State Agen,cy wiH comply with the limitations ~n use, duplication, 
and redisclo~ure of SSA data setforth in Section ix. of the C.MPP-A Agreeme.nt, espe_qially 
with respect to its contractorS and agents. 

,. J:o ...... ' ... ,,: ... ~~ 

3 ~ tlSA 

\ llR!U ,.._< 
"'t~JW.~ 

. . 

1218 



__ .... _ ....... -...-........ - - -- ...:..:.-:-.~ . ~ 16-93139 
4ot10 

... 

' G. SAFEGUARDING AND REPORTING.RESPONSIBILITIES FOR PERSONALLY. 
. .IDENTIFIABLE INFORMATION ('TW'): . 

•. 

1. The State Agency wilI:ensure that its employees, contractors, and agents: 
a. properly safeguard PII furnished.by SSA under this IBA from loss, .theft or 

inadvertent .disclosure; • 
b. understand that they are responsible for safe:guarding this inf orination at all times, 

regardless of whether or not fue State employe'e, contractor, or agent is at bis or her 
regular duty station; . . ' 

c. ensure that laptops and other electronic devices/media containing PII are encrypted 
and/or pw;sword protected; . ·· 

d. send emails containing PII only if encrypted or jf to arid from addre8ses that are 
secure; and . · · . . 

e. limit disciosure of the information and details refating to a PII loS!J only to those with 
a need to know. · ' ,_ 

2. If an.employee of the State Agency or an emplo)iee.ofthe State Agency's contractor or 
agent becomes aware of suspected or actuai loss of Pri, he or she must immediately. 
contact the State Agency official responsible for Systems Security.designated below or 
~is or her delegate. That State Af,ency. official or delegate must then notify the SSA 
Regional Office Contact and 'fhe SSA Systems Secur;ity Contact identified below. If. for 

.: aI!-Y reason, the responsible State Agency official or delegate is unable to notify the SSA 
Regional O~ce or the S.SA Systems Security Contact within 1 hoiir, the responsible· State 
Agency official or delegate must call SSA's Network Customer Service Center. 
("NCSC") .at 410-965-7777 or toll free at 1 .. 888-772-6661 to report the actua.l or 
susper:ted loss. The responsible State Agency official or delegate will use the worksheet, 
attached as Attachment 5, to quickly gather and organize'information-about the incident. 
The responsible State Agency official or delegate must provide to SSA timely updates as 
any addi~onal information about th~ loss of P.II becomes ~vailabie. 

3: ... SSA will make the necessary contact within SSA to file a formal report in accordance 
with· SSA procedures. SSA will notify the Department of Homeland Secl.!rity's United 
States Computer Emergency Readiness Team if loss or poteri_tial loss of PII related to a 
data exchange under this IBA occurs. ·· 

" 4. If the State Agency experiences a loss or breach of data, it will determine whether or not 
to provide notice to individlµtls'whose data has been lost of breached and bear ~Y .costs 
associated with the·notice or an~ mitigation. 

'!!:' 

; 
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L DURATION: The effective date of this IEA is January I; 2010. This IBA will reillain in·. 
effect for as long as: (I) a CMPPA Agreement governing this IEA is in effect between SSA 
and the S~te: or the State Agency; and (2) the State Agency submits a certification in· 
accor\lance with Section J. below·at least 30 days before the expiiation and renewal of such 

. CMPPA Agreem.ent. ' 
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~. CERTIFICATION AND PROG;RAM CHANGES:. At least 30 days before the expiration 
and renewal of the State CMPPA Agreet11enJ governing this IBA. the State Agency will 
certify in writing to SSA that (lj"it is in compliance with'the terms and conditions ·of this 
IBA; (2) the data exchange processes under this IBA have been and will be conducted . . 

" without change; and.(3) it will. upon SSA's request, provide audit reports or other documents 
that demonstrate review' and oversight ac~vities. If there are substantive crumges in any of 
the programs or data ex.change processes listed in fui:5 IE.A. tbe parties will modify the IEA in 
accordance with Section K. below and the State Agency will submit for SSA's approval new 
program questionnaires mid,er .Section C. a:'bove descn"bing such changes pi:ior to using SSA's 
~ to administer such new or changed program. 

K. MODIFICATION: Mpdifications to this IEA ~ust be in writing and agreed, to by the. 
. parti~: . 

I•· 

L. TERMJN)\TION: The parties may terminate this !EA at any time upon mutual written 
consent. In addition, either party may unilaterally terminate this IBA upon 90 days advance 
written notice to the other party. Such unila~ tepnimµion will h¥. effective 90 days a..-fl:er 

, the date of the notice, or at a later date specified in the notice. · 

SSA may imntediately and unilaterally ~pend the data flow under thi~ IBA, or tenninate 
tbis IBA, if SS~ in it;s sole. discretio~ determines that the State Agency (inclu4ffig its ., 
employees, contractors, and ~en ts) has; (1) made an unauthorized use or diSclosure of SSA
supplied data; or (2) violated or failed to follow the teoils and conditions of this IBA or.the 
CMPPA Agreement .• 

M. INTEGJlAUON: Tb.is IE~ including all attachments, constitutes the entire agreemer:i.t of 
the parties with respect to its subje<;:t matter. There have been no representations, wai:ranties', 
or pro'mises made outside of this IBA. This IBA shall take precedence over any other 

-~ .. 
document that may be in' conflict with it. . , 

A'ITACHMENTS . 
1 - · CMPPA Agreement 
2 - SSA Data Exchange Systems 
3'- Systems Security Requirements for.SSA'Web Access to SSA Information /. 

Through IC9N . . 
4 - Information System Security Guidelines for Federal, State and Local Agencie$ 

Receiving Electronic Jnfonnation fron;i t4e Socj.al SeCuri'ty AdminiStration 
.5 - Pll Loss Reporting Worksheet .. 

~ 

,,,, ........ r, i",(. 
•._ ~ "~"•"' ::; . \,ltt!l\l, . .f 
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N. SSA AUTP.ORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set ~orih. in 
this !Et\. .. . 
SOCIAL SECURITY ADMINlST-RATION 

Date. 

Ir'' 

.: . 
. .. 

,-.· 

.:.. 

., 

.... 

7 
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The signatory below warnmts and represents that he or she lias the competent authority 
on beJ,ialf of the State Agency to enter into the obligations set forth in this IEA. 

~ . 

Dat~ 

:,;, 

... 

8-
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2015 IEA CERTIFICATION·OF COMPJJANCE 
{IEA-F} 

CERTIFICATION OF COMPLIANCE . 
FOR 

TIIE lNFOJlMA.TION EXOJANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND 

THE CALIFORNIA DEPARTMENT OF HEALm CARE SERVICES (STATE 
. AGENCY) 

(State Agency Level) 

in accordance with the terms of the Information Exchange Agreement (IEAIF) betWeen SSA and · 
the State Agency, the State Agency, through its authorized representative, hereby certifies that, 
as of the date of th'is certification: ·: 

. 
1. The· State Agency is in compliance with the terms iw.d conditions of;' the tEA/F. 

2. The State Agency has conducted the data exchange processes under the IEA/F without 
change, except as modified in accordance with the IEAIF~ 

3, The State Agency will continue to conduct the data exch~ge. processes u:ri.der the IEA/F 
without change, except as may be modified in accoi:dance with the IEAIF. . . 

4. Upon S~A's request, the State Agency will provide audit reportS or o~er dpcuments that 
demonstrate compliance with the review ap.d oversight activities required under the 
IEA/F and the govem:ing Computer Matching and Privacy Protection Ad Agreement. 

5. In compliance with the requirements of the ~'Electronic Information Exchange Security 
Requirements and Procedures for State and LO¢al A.gencies.EXchauging Electronic 
Information with the Social Security Administration," Qast updated April 2014) 
Attachment 4 to the IEAfF, as periodically updated by SSA, the State Agency has not 
made any changes in the following areas that could potentially affect the securitY of SSA 
data: 

• General System Security Design and Operating Environment 
• • System Access Control 
• Automated Audit Trail 
• Monitoring and Anomaly Detection 
• Management Oversight 
•· Data and Communications Security 
• Contractors of Electronic Information Exchange Partners 

The State. Agency will submit an updated Security Design Plan at least 30 days prior to 
making any changes to the areas Ii$ted. above and provide updated contractor employee 
lists before allowing new employees' access to SSA provided data. 

1 
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2015 IEA CERTIFICATION OF COMPLIANCE 

(IEA-F) 

6. The State Agency agrees that use ·of computer technology to transfer the datais mot¥ 
economical,· efficient, and faster thanusfu.g a man~ process .. As such, the State Agency 
will continue to utilize data ex.change to obtain data it needs to administer the programs 
for which it is authorized under the IEA/f. Further~ before directing an individual to an 
SSA field office to obtain data, tbe State Agency will verify th.at the information it 
submitted to SSA via data exchanges is correct. and verify with the indlvidtial tJiat the 
information he/she supplied.is accurate. The use of electronic data exchange expedites 
program administration and limits SSA field office traffic. 

The signatory below warrants. and represents that he or she is a representative of the State 
Agency duly authorized to make this ~ertification on·behalf of the State Agency. 

DID'AR~OFCALIFORNIA. 

Toby Douglas 
Director 

Date 

·• 

2 
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COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT 
BETWEEN 

TI:IE SOCIAL SECURITY ADMINISTRATION 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY 
OF CALIFORNIA · 

I. Purpose and Legal Authority 

A. Purpose 
.. 

This Computer Matching and Privacy Protection Act (CMPP A) Agreement 
between the Social Security Adm~nistration (SSA) and the California Health and 
Human Services Agency (State Agency) sets forth the terms and conditions 
governing disclosures of records, information, or data (coUeetively referred to 
herein as ~data"). made by SSA to the State Agency that administers federally 
funded benefit programs, including those. under va,rious provisions. of the Soc~al 
Security Act (Act)t such as section 1137 (42 U.S.C. § 1320b-7), a~ well a$ the 
state-funded state supplementary payment programs under Title XVI of the Act. 
The terms and conditions of this Agreement ensure that SSA ma,kes such 
discl9sures of data, and the State Agency uses such disclosed data, in accordanee 
with the requirements of the Privacy Act of 1974, as amended by the CMPPA of 
1988,_ 5 U.S.C. § 552a. 

Under section 1137 of the Act, the State Agency is required to use (l.Jl income and 
eligibility v·erification system to administer ~pecified federally funded benefit 
programs, including the state-funded state supplementary payment programs 
under Title XVI of the Act. To assist the State Agency in determining entitlement 
to and eligibility for benefits under those programs, as well 11$ oth~r .fedefally . 
funded benefit programs, SSA.discloses certain data about·applicants (and in 

. limited circumstances, members·of an applicanes household), for state benefits 
from SSA Privacy Act Systems of Records (SOR) and verifies the Social Security 
numbers {SSN) of the applicants. 

B. Legal Authority 

SSA's authority to. disclose data and the State Agency's authority to. collect, 
maintain, and use data protected under SSA SORs for specified pUl'poses is: 

• Sections 1137, 453, and 1106(b) of the Act (42 U.S.C. §§ 1320b-7, 653, 
and 1306(b )) (income and eligibility verification data); 

• 26 U.S.C. § 6103(1)(7) and (8) (tax return data); 
• Section 202(x)(3}(B)(iv) of the Act (42 U.S.C. § 402(x)(3)(BXiv)) 

(prisoner data); 

1227 
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• Section 161l(e)(l)(I)(iii) of the Act (42 U.S.C. § i38?(e)(1)(I)(iii) 
(Supplemental Security Income (SSI)); · 

• Section 205(r)(3).of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence 
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, 
§ 7213(a)(2) (death data); · 

• Sections 402, 412, 421, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612, 
1622, 1631) and 1645) (quart~rs of coverage data); 

• Children's Health Insurance Program Reauthorization Act of 2009 
. (CHIPRA), Pub. L. 111-3 (citizenship data); and 

• Routine use exception to the Privacy Act, 5 U.S .C. § 552a(b )(3) (data 
necessary· to administer other programs compatible with SSA programs). 

This Agreement.further carries out section 1106(a) of the Act ( 42 U.S.C. § 1306), 
. the regulations promulgated pursuant to that section (20 C.F.R. Part 401 ),. the 

Privacy Act of 1974 (5 'U.S.C. § 552a). as amended.by the CMPPA, related Office'' 
of Management and Budget (OMB) guidelines, the Federal IIiformation Security. 
Management Act of2002 (FISMA) (44 U.S.C. § 3541, et seq~), and related 
National Institute of Standards and Technol0gy (NIS1) guidelines, which provide 
the requirements that the State Agency must follo~ with regard to use, treatment, 
and safeguarding of data. 

II. Scope 

A. The State Agency wiil ·comply with the terms. and conditibns ()f this Agreement 
and the. Privacy Act, as amended by the CMPP A.. 

., 

B. The State Agency will execute one. or more Information Exchange Agreements 
(IBA) with SSA, documenting additional terms and conditions applicable to those 
specific data exchanges, including the particular benefit programs a9ministered by 
the State Agency, the data elements that will be disclosed, anrl the data protection ,, 
requirements implemented to assist the State Agency in the administration of 
those programs. 

C. The Stare Agency will use .the. SSA data governed by this Agreement to determine 
entitlement and eligibility of individuals for one or more of the followin$ 
programs: 

1. Temporary Assistance to Needy Families (TANF) program under Part A 
of Title IV of the Aet; 

2. Medicaid provided under an approved State plan or an appr.oved waiver under 
Title XIX of the Act; · 

3. State Children's Heaith.Insurance Program (CHIP) under Title XXI of 
the Act, as amended by the Children's Health In.Surance Program 
Reauthorization Act of 2009; 
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4. Supplemental Nutritional Assistance Program (SNAP) under the Food Stamp 
Act of 1977 (7 U.S.C. § 2011, et seq.); 

5. Women, Infants and Children Program (WIC) under the Child Nutrition Act 
. of 1966 (42 U.S.C. § 1771, et seq.); 

6. Medicare Savings Programs (MSP) under 42 U.S.C. § 1396a(10)(E); 
7. Unemployment Compensation programs provided under a state law described 

in section >304 of the Internal Revenue Code of 1954; 
8. Low Income Heating and Energy Assistance (LIHEAP or home energy 

grants) program under 42 U.S.C. § 8621; 
9. State-administered supplementary payments of the type described in 

section 1616(a) of the Act; 
10. Progr~s under a plan approved under Titles I, XJ XIV, or XVI of the Act; 
11. Fqster Care and Adoption Assistance under Title IV of the Act; 
12. Child Support Enforcement programs under section 453 of the Act 

(42 u.s.c. § 653); 
13. Other applicable federally furided programs admillistered by the State Agency 

under Titles I. IV, X, XIV, XVI, XVIII, XIX, XX, and XXI of the Act; anµ 
14. Any .other federally funded programs administered by the State Agency that 

are compatible with SSA~s programs; 

D. The State Agency will ensure that SSA data disclosed for the specific pq.rpo$e of 
administering a particular federally funded benefit progr(llll is used only to 
administer that program. 

.III. Justificatio~ and Expected Results 

A. Justification 

This.Agreement and re1ated data exchanges with the State Agency are necessary 
for SSA to assist the State Agep.cy in its administration of federally funded benefit 
ptogratns by providing the data required to accurately determine entitlement and 
eligibility of individuals for benefits provided under these programs. SSA uses 
comp11ter technology to transfer the data because it is more ·economical, efficien~ 
and faster than using manual processes. · .~ 

B. Expected Results 

The State Agency will use the data provided by SSA to improve public service 
and program efficiency and integrity. The use of SSA data expedites the 
application process and ensures that.benefits am awarded only to applicants that 
satisfy the State Agency's program criteria .. A cost~bene:fitanalysis for the 
exchange r;nade under this Agreement is not required in accordance with the 
determination by the SSA Data Integrity Board (DIB) to waive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). 
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IV. Record Description .·ii:_ 

A. Systems of Records 

SSA SORs used for purpos_es of the subject data exchanges include: 

• 60-0058 -- Master Files of SSN Holders and SSN Applications; 
- • 60-0059 -- · Earniµgs Recording and Self-Employment Income System; 

• 60-0090 -- Master Beneficiary Record; 
• 60-0103 -- Supplemental Security Income Record (SSR) and Special 

• 60-0269--
1 60-0321--

Veterans Benefits (SVB); 
Prisoner Update Processing System (PUPS); and 
Medicare Part D and Part D Subsidy File. •· 

The State Agency will only use the tax return data contained in SOR 60 .. 0059 
(Earnings Recording and Self-Employment Jncome System) in accordance with 
26.U.S.C. § 6103. · 

B. Data Elements 

Data elements disclosed in computer matching governed by this Agreement are 
Personally ldentiflable Information (PU) from specified SSA SORs, _including 
names, SSNs, addresses; amounts, and other information related to SSA benefits 
and earning8 infon11ation. Specifle listings of data elements am available at: 

http:l/www.ssa.gov/dataexchange/ 

C. Number. of Records Involved 

_)r-

The· number of records for each program covered under this Agreement is equal to 
the p.umber of Title II, Title: XVI, or Title XVin recipients resident in the State· as 
recorded in SSA's Annual Statistical Supplement found on the Internet at: 

http:/lwww .ssa.gov/pglicy/docs/statco_m{Js/ 

This number will fluctuate during the t!'lrm of this Agreement, corresponding to 
the number of Title II, Title XVI, and Title XVill recipients added to, or deleted 
fr:om, SSA databases. · 

V~ Notlce and Opportunity to Contest Procedures 

A. Notice to Applicants 

The State Agency will notify all individuals who. apply for federally funded, 
. state-~dministered l?enefits under the Act that any data they provide are subject tu 

verification through computer rn,atching with SSA. The State Agency and SSA 
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will provide such notice through appropriate language printed on application 
forms or separate handouts. 

B. Notice to Beneficiaries/Recipients/Annuitants 

5 

The State Agency will.provide notice to beneficiaries, recipients, and annuitants , 
under the programs covered by this Agreement informing them of ongoing 
computer matching with SSA. SSA will provide such notice through publication 
in the Federal Register and periodic mailings to all beneficiaries, recipients, and 
annuitants describing SSA's matching activities. 

C. Opportunity to Contest 

The State Agency will not terminate, suspend,. reduce, deny, or take other adverse 
action against an applicant for or recipient of.federally fund~, state~administered 
benefits based on data disclosed by SSA from its SORs until the individual is 
notified in writing of the potential adverse action and. provided an opportunity to ; 
contest the planned action. "Adverse action" means. any action that results in a 
tennination, suspension, reduction, or final denial of eUgibility, payment, or 
benefit. Such notices will: · · 

1. Inform the individiJal of the match findings and the opportunity to contest 
these findings; 

2. Give the individual until the expiration of any time period established for the 
relevant program by a statute or regulation for the individual to respond to 
the notice. If no such timf) period is est;iblished by a statilte or regulation for 
the program, a 30-day period will be provided. The time period begins on ·· 
the date on which notice is mailed or oili€1rwise provideq to the individual to 
respond; and 

3. Clearly st~te that, unless the individual responds to the notice in the required 
time period, the St.ate Agency will conclude that the SSA data are cor.rect and. 
will effectuate the thre1ltened action or otherwise mak~ the nece8$aty 
adj~trnent to the individual's benefit or entitlement. 

VI. Records Accuracy Assessment and Vedfication P~ocedures 

Pursuant to 5 U.S.C. § 552a(p)(l){A)(ii). SSA's DID has determined that the State 
Agency may use SSA's. benefit data without independent verification. SSA has 
independently assessed the accuracy of its benefits data to be more than 99 percent 
accurate when the benefit record is created. 

Prisoner and death data; some of which is not independently verified by SSA, does 
not have the same degree of accuracy as SSA's benefit data. Therefore, the State 
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Agency must independently verify these data through applicable State verification 
procedures and the notice and opportunity to contest procedures speeified.in 
Section V of this Agreement before taking any adverse action against any individual. 

Based on SSA's Office of Quality Performance ''FY 2009 Enumeration Quality 
Review Report #2-The 'Numident' (January 2011)/, the SSA Enumeration System 
database (the Master Files of SSN Holders and'SSN Applications System) used for 
SSN matching is 98 percent accurate fo:r records updated by SSA employees~ 

... 

Individuals applying for SSNs report their citizenship status· at the time they apply for, 
their SSNs. There is no obligation for an individual to report to SSA a change in his 
or her immigration status until he or she files for a Social Security benefit. The State 
Agency must independen;tly verify citizenship data through applicable State 
verification procedures and the notice and opportunity to ·contest procedures specified 
in Section V of this Agreement before. taking any adverse action against any 
individual. 

VII. Disposition .. and Jl.ecords Retention of Matched Items 

A. The State Agency will retain all data received from SSA to adminiSter programs 
governed by this Agreement only for the required processing times for the 
applicable federally funded benefit programs and will then destroy all such data. 

B. The State Agency may retain SSA data in hardcopy to meet evidentiary 
requirements,. provided that they retire such data in accordance with applicable 
state laws governing the State Agenc:y' s retention of records. 

C. The State Agency may use any accretions~ deletions, or changes to the SSA data 
governed by this Agreement to update their master files of federally funded, 
state-admiitlstered benefit program applicants and recipients and retain such . 
.master files in accordance with applicable state laws governing the State 
Agency's retention· of records. 

D. The State Agency may not create separate files or records comprised solely of the 
d&ta provided by SSA to administer pr.ogramsgoverned by this Agreement. 

E. SSA will delete electronic data input files received from the State Agency after it 
proeesses the applicable match. SSA will retire its data in accordance with the 
Federal Records Retention Schedule {44 U.S.C. § 3303a).. 

VIII. Security Procedures 

The State Agency will comply with the security and safeguarding req:uirements of the 
Privacy Act; as amended by the CMPPA, related OMB guidelines, FISMA, related 
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NIST guidelines, and the current revision of Internal Reve)fue Service (IRS) . 
Publication 1075, Tax Information Security Guidelines for Federal, State and Local 
Agencies,. available at http://www.irs.gov. In addition, the State Agency will have in 
place administrative, technical, and physical safeguards for the matched data and 
results of such matches. Additional administrative, technical, and physical security. 
requirements governing all data SSA provides electronically to the State Agency, 
includ!ng spedfic guidance on safeguarding and reporting responsibilities for PII, are 
set forth in the IEAs. 

IX. Records Usage, Duplication, and Redisdosure Restrictions. 

A. The State Agency will use and access SSA data arid the records created using that 
data oilly for the purpose of verifying eligibility for the specific federally funded 
b.enefi.t programs identi;µed in the IBA. 

B. The State Agency will comply with the following limJtatiqns on useJ duplication, 
and redisclosu,re of SS,A data: 

1. Tbe State Agency will not use or redisclose the data disclosed by SSA for any 
purpose other than to determine eligibility for, or the· amount of, benefits 
under the- siate..,ad·ministered income/health maintenance programs identified 
in this Agreement, 

.. 

2. The State Agency will not extract information concerning individuals who are 
neither ·applicants for, nor recipients of~ benefits under the state-administered · 
income/health mainten~ce programs identified in this Agreement. In limited 
circumstances that are approved by SS~ the State Agency may extract 
infonnation about an individual other than the applicant/recipient when the 
applicant/recipient has provided identifying information about the individual 
and the individual's income or resources affect the applicant' sf recipient's 
eligibility for such program. 

3. The State Agency will not disclose to an applicant/recipient information about 
another individual (i.e., M applicant's household member) without the written 
c0;nsent from the individual to whom the information pertains. . 

4. The State Agency will use the Federal tax information (FTI) disclosed by SSA 
only to determine individual eligibility for, or the amount of, assistance under 
a state plan pursuant to section 1137 programs and child support enforcement 
programs in accordance with 26 U.S.C. § 6103~)(7) and (8). The State 
Agency receiving Ffl will maintain all FTI from IRS in accordance with 
29 U.S.C. § 6103(p)(4) and the IRS Publicati.o·n 1075. Contractors and ag~nts 
acting on behalf of .the State Agency· will only have access: to tax return data 
where specifically authorized by 26 U.S.C. § 6103 and the current revision 
IRS Puglication 1075-., 
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5. The State Age:qcy will use the citizenship status.data disclosed. by SSA under 
"CHiPRA, Pub. L 111-3, only for ~he purpose of determ.ining entitlement to 
-Medicaid and CHIP programs for new applicants. 

6. The State Agency will restrict access to the data disclosed by SSA to only 
those authorized State employees, contractors, and agents who need such data 
to perform their official duties in connection with the purposes identified in 
this Agreement. 

7. The State Agency will enter into a written agreement with each of its 
contractors and agents who need SSA data to perform their official duties. 
whereby such contractor or agent agrees to abide by all relevant Federal laws, 
restrictions on access, use, and disclosure, and security requirements in this 
Agreement. The State Agency will provide it:S contractors and agents with 
copies of this Agreement, related IEAs, 11nd all relat~ attachments before 
initial disclosure of SSA data to such contractors and agents. Prior to ~igning 
this Agreement, and thereafter at SSA's request. the State Agency will obtain 
from its contractors and agents a current list of the employees of such· 
contractors and agents with ac.cess to SSA data and provide such lists to SSA. 

8. The State Agency's employees, co~tractors, and agents who access~ use, or 
disclose SSA data in a manner or purpose not authorized by this Agreement 
may be subject to civil and criminal sanctions pursuant to applicabie Federal 
statutes, 

9. The State Agency will conduct triennial compliance reviews of its 
contractor(s) and agel,lt(s) nn 1<1ter than three years after the initial approval of 
the security -certification to SSA. The State Agency will share documentation 
of its recurring Compliance reviews with its conttactor(s) and agent(s) with 
SSA. The State Agency will provide documentation to SSA during its 
scheduled compliance and certification re-views or upon request. 

C. The State Agericy will not duplicate in a separ:ate file or disseminat-e, without prior 
written permissioll. from SSA, the data governed by this Agreement for any 
purpose other than to determine entitiemenf to, or eligibility for> federally funded 
benefits. The State Agency proposing the redisclosure must specify in.writing to 
SSA what-data are being disclosed, to whom, and the reasons that justify the
redisclosure. SSA will not give permission for such_ redisclos.ure unless the 
redisclosure is required by law or essential to the conduct of the matching 
program and authorized under a routine use. To the extent SSA approves the 
requested redisclosure, the State Agency will ~l}Sure that any entity receivin,g the 
redisclosed data will comply with the proeedilreS and limitations oh use, ;< 

duplieation, and redisclosure of SSA_datat ~ Wyll as all administrative; technical~ 
and physical security requirements governing all data SSA provides electronically 
to the State Agency including specific guidance on safeguarding and reportmg 
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responsibilitiesfor J.>U, as .see forth in this Agreement and the accompanying
IEAs. 

X. Comptroller General Access 

The Comptroller General (the Governmerit Accounta,bility Office) may have access to 
all records of the State Agency that the Comptroller General deems necessary to ' 
monitor and verify compliance with this Agreement in accordance with 
5 U.S.C. § 552a(o)(l)(K). · 

XI; Duration, Modification, and Termination of the Agree:ment 

A Duration 

1. This Agreement is effective from January 1, 2015.(Effoctive Date) thro-ugh· 
June 30, 2016 (Expiration Date). 

2. In accordance with the CMPPA, SSA will: (a) publish a Computer 
Matching Notice in the Federal Register at least 30 days prior to the 
Effective bate; (b) send required notices to the Congressional committees of 
jurisdiction under 5 U.S.C. § 552a(o)(2)(A)(i) at least 40 days prior tD the 
Effective Date; and (c) send the required report to OMB at least 40 days 
prior to the Effective Date. 

3. Within 3 months prior the Expiration Date, the SSA DIB mas, without 
additional review, renew this Agreement for a peritJd not to exceed 
12 months, pursuant to 5 U.S.C. § 552a(o)(2)(D), if: 

• .. the applicable data exchange will continue without any -change; and 
• SSA and the State Agency certify to the DID in writing that the. 

applicable data exch.ange has been conducted in compliance with this 
Agreement. 

4. If either SSA or the State Agency does not wish to renew this Agreement, it 
must notify the other party of its intent not to renew at least 3 months prior · 
to the Expiratior1 Date. 

· B. Modification 

Any modificacion to this Agreement must be. in writing, signed by both parties, 
and approved. by the SSA DIB. 
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The parties may terminate this Agreement at any time upon mutual written 
consent of both parties. Either party may unilaterally terminate this Agreement 
upon 90 days advance written notice to the other party; such unilateral tennination 
will be effective 90 days after the date of the. notice, or at a later date specified in 
the notice. 

SSA may immediately and unilaterally suspend the data flow or terminate this 
Agreement if SSA determines, in its sole discretion, that the State Agency has 
violated .or failed to comply with this Agreement. · 

XII. Reimbursement 

In accordance with sec;tion 1106(b) Qfthe Act, the Commissioner of SSA has 
dete:n:nine~ not to charge the State Agency the cosfs of fupiishing the electronic data 
from the SSA SORs under thisAgreement. .; 

xrrt Disclaimer 

SSA is not liable for any damages or loss. resulting from errors in the data provided , 
to the Sttite Agency under any IEAs gqvern~d by th{s Agreement. Furthermore, SSA 

. is not liable. for any 'damages.-0r loss resulting from the destruction of any materials 
or data. provided· by the State Agency., 
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XIV. Points of Contact 

A. SSA Point of Contact 

Regional Office 
Dolores Duriilachle, Director . 
San Francisco Regional Office, Center for Programs Support 
1221 N ~:Vin Avenue · 
Richmond CA 94801 
Phone: (510) 970-8444 Fax: (510) 970-8101 
Dolores.Dunnachie@ssa.gov 

B. State Agency Poinfof Contact 

Sonia Herrera. 
California Health and Human Services Agency 
1600 Ninth Street 
Sacramento, CA 95814 
Phone: (916) 654-3459 Fax: 916-440-:-5001 
Sonia.Herrera@chhs.ca. gov 
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The signatories below warrant and represent that they have the competent authority 
on behalf of SSA to approve the model of this CMPPA Agreement. 

SOCIAL SECURITY ADMINISTRATION 

Dawn S. Wiggin 
Deputy Executive Director 
Office of Privacy and Disclosure 
Office ofthe O-enera1 Counsel 

Date 

II/? 

-"-· 

I ·certify that the SSA Data Integrity Board approved the model of this C.Mi>PA 
Agre.enient. · · 

• 

~ 
Date 
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The signatories below warrant and represent that they have the competent authority 
on behalf of their respective agency to enter into the obligations set forth in this 
Agreement. 

SOCIAL SECURITY ADMINISTRATION 

Regional Commissioner 
San Francisco 

Date J J 

HEALTH AND HUMAN SERVICES AGENCY 

Date 
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Attachment 2 

Authorized Data Exchange System(s) 

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year. 

BENDEX (Bene:fi.cjary and Earnings Data Ext!hange): Primary source for Title II eligibility, 
benefit ru:id demographic data. 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries -- used for Medicare Savings Programs (M:SP) . 

. Medicare 1144 (Outreach): iists of mdividuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902(a)(10)(E) and 1933 oftlie Act; transitional assistance under Section 
18600-3 l(f) of the Act; or premiums and cost-sharing subsidies for low-income individuals 
under Section 18600-14 of the Act. 

PUPS·(Prisoner Update Processing System): Confinement data received from over 2000 state 
~d local institutions (such as jails, prisons, or· other penal institutions or correctional facilities) -
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for 
review/action. 

QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and descnbed 
under Title II of the Act -- The term "quarters of coverage" is also referred to as "credits 11 or 
"Social Security credits" in various SSA public information documents~ as well as to refer to 
"qualifying quarters" to determine entitlement to receive Food Stamps. 

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and 
demographic data as well as data for Title VIIl Special Veterans Benefits (SVB). 

SOLQ/SOLQ-1 (State On-line Query/State On-ijne Query-Internet): A real-time online 
system that provides SSN verlficatiori and MBR and SSR benefit data similar to data provided 
through SVES. 
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SVES (State Verification and Exchange System): A batch system that provides SSN 
verification, MBR benefit information, and SSR information through a uniform data 
response based on authorized user-initiated queries. The SVES types are divided into 
five different responses as follows: . 

SVES I: 
SVES I/Citizenship* 

SVES II: 

SVES Ill: 

SVES IV: 

This batch provides strictly SSN verification. 
This batch provides strictly SSN venfication and 
citizenship data. 
This bafoh pr(>vides strictly SSN verification and 
MBR benefit information 
This batch provides strictly SSN verification and 
SSR/SVB. 
This batch provides SSN verification, :MBR benefit 
information, and SSR/SVB information, which 
represents all available SVES dat.a. 

* Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of 2009, Pub. L. 111 .. 3 is only for the purpose of 
determining entitlement to Medicaid and CHIP program for new app/ica.nts. 

2 



ATTACHMENT 3 OMITTED 

1243 

16-93139 
28 of70 



SENSITIVE DOCUMENT 

ATTACHMENT 4 

·ELECTRONIC INFORMATJON EXCHANGE SECURITY 

REQUIREMENTS AND PROCEDURES 

16-93139 
29 of70 

This document is SENSITIVE and should not be released to the public without prior auth.orizatioh from DHCS. 

1244 



ELECTRONIC. INFORMATION EXCHANGE 

SECURITY REQUIREMENTS AND PROCEDURES 

FOR 

16-93139 
30of70 

STATE A.ND LOCAL AGENCIES EXCHANGING 

ELECTRONIC INFORMATION WITH THE SOCIAL 

SECURITY ADMINISTRATION 

SENSIT:CVE OOCU M ENT 

VERSION 6.0.2 
April 2014 

1 

1245 



Table of Contents 

1. tntrodyctjon 

2. Electronic Information Exchange Definition 

3. Boles and Responsibilities 

4. General SVstems Securjf:y·Stand?ardi 

5. Systems Secyrity Requirement$ 
5.1 
5.2 
5.3 
5.4 
5.5 
5.6 
5.7 
5.8 
5.9 
5.10 
5.11. 

OVenriew 
General System Securjty Design and Operatjna Enyironment 
System As;Cess Control 
Automated Audit Trail 
Personally Identifiable Inf'grmation 
Monitorrng and Aoomaly Detection 
Mans;gement Oyersjght and Quajitv Assurans:~ 
Data and Communigtiqns Security 
I!)cident RSDorti'ng · 
Se<;urity AWarenesS and EJnpJavee Sanctjons 
Contractors ofE!eci:ronjc Information Exchange partners· 

6. General--Securjty Certification and CpmpUance Reyiew Programs 
6.1 The Security certificatiqn Program 
6.2 Documenting Security Controls ia the Securitv Design Phm 

6.2.1 }Nben the sop and Risk Assessment are RegtjirSd 
6.3 The Certification process 
6.4 The COmp!ians;e Beyiew program and Procg55 

6~5.1 · EiEp Compliance Review P@tf:idpatjon 
6.S.2 VecJficatjon of Audjt Samples 

6.6 Scheduling the Onsjte Reyjew 

8. Regulatory References 

9. Frequently Asked Oue§tion::; 

10. Diagrams 
Flow Chart of the OIS C:ertifjcation process 
Flgw Chart of the OXS Compliance R~yiew prqcesi 
Compliance Review DeCision Matrix 

2 

1246 

16-93139 
31 of7D 



RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMINISTRATION 

1. Introduction 0 

16-93139 
32 of70 

The law requires the Social Security Administration (SSA) to maintain oversight and assure the 
protection of information it provides to its Electronic Information Exchange Partners (EIEP). EIEPs 
are entities that have information exchange agreements .with SSA. 

The overall aim of this document is twofold. First, to ensure that SSA can properly certify EIEPs as 
compliant by the S.SA security requirements,. standards; and procedures expressed tn this document 
before we grant access to SSA information in a production environment. Second, to ensure that 
EIEPs continue to adequately safeguard electronic information provided to them by SSA. 

This document (which SSA considers SENSmVE1 and should only bes.hared.with those who need it 
to ensure SSA-provided information is safeguarded), describes the security requirements, standards, 
and· procedures EIEPs must meet and implement to .. obtain information from SSA electronically. This 
document helps EIEPs unders~nd criteria th~t SSA uses when evaluating and certifying the system 
design and security features used for electronic access to SSA~provided information. 

The addition, elimination, and modification of security control factors d.etermine which level of 
security· and due diligence SSA requires for the EIEP to mitigate risks. The emergence of new 
threats, attack methods, and the availability of new tec;hnology warrants frequent reviews and 
revisions to our System Security Requirements (SSR). Consequently, EIEPs should expect SSA's 
System Security Requirements to evolve in concert with the industry. 

EIEPs must comply with SSA's most eurrent SSRs to gain acce51s to SSA-provided data. SSA will 
work with its partners to ·resolve deficlencies that occur subsequent to, and after, approval for access 
if updates to our security requirements cause an agency to be·uncompliant. EIEPs.may proactively . 
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR 
package from their SSA contact: Making periodic adjustments is often necessar')_'. 

2.. Electronic: Information Exchange Definition 0 

For discussion purposes herein, Electronic ~nformation Exchange (ErE) is any electronic process in 
which SSA discloses information under its control to any ttiird party for any purpose, without the 
specific consent ofth~ subject individual or agent acting on hi~ or her behalf. EIE involves 
individual data'transactions and data files processed within the systems. of parties to electronic 
inf9rmation sharing agreements with SSA. These processes include direct terminal access or_ DTA 
to SSA systems, batch processing, and variations thereof (e.g.1 online query) regardless of the 
systematic method used to accomplish the activity or to interconnect SSA Witl1. the EIEP. 

1·Sensithie data· "any information, the loss~ m!st.ise, or unauthorTzed access· to or modification of which could adversely affect the 

national Interest or the conduct of Federal programs, or the privacy to which individua]s are entitled under 5 u.s.c. Section 552a 
(The Privaey Act), b1,1t thathas not been speciftca11y·authorlzed under.criteria established by an Executive Order or an Act of 
Congress to be kept .classified ln ttie Interest of national defense or foreign polic:Y but Is to be protected ln accordance with the 
requirements of the Con'1puterSec1.11ity Act of 1987 (P.Ll00-235). ~ 
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The SSA Office of Informatiott Security (OIS) has agency-wide responsibility for interpreting, 
developing, and implementing security policy; providing security ;::ind integrity review 
requirements for all major SSA systems; managing SSA's fraud monitoring and reporting 
activities; developing and disseminating security training and awareness materials; and 
providing consultation and support for a variety of agency initiatives. SSA's security reviews 
ensure that external systems receiving information from SSA are secure and operate in a 
manner consfstent with SSA's Information Technology (IT} security policies and in compliance 
with the terms of electronic information sharing agreements executed by SSA with outside 
entities. Within the context of SSA's security policies and the terms of electronic information 
sharing agreements with SSA's EIEPs, OIS exclusively conducts and brings to closure initi<ll 
securi~y certifications and periodic security compliance reviews of EIEPs that process, maintain, 
transmit, or store SSA-provided information in accon:fance with pertinent Federal requirements 
which include the following (see also Requlatont References): 

a. The Federal Information Security Management Act (FISMA) requires the protection of 
"Federal information in contractor systems, including those systems operated by state and 
local governments." 

b. The Social Security Administr:atJon requires EiEPs to, adhere to the policies, standards, 
procedures, and directives published in this Systems Security Requirements (SSR} 
document. ' · 

Pe·rsonally Identifiable Information (PII),. cov~red under several Federal law.sand statutes, is 
information about an individual induding 1 but not limited to, ·personal .identifying information 
including the Social Security Number (SSfl!). 

The data (last 4 digits of the SSN) that SSA provides to its EIEPs for purposes of the Help 
America Vote Act. (HAVA) does not identify a specific individual; therefore, is·not"PII~; as 
defined by the Act. 

However, SSA is diligent in discharging its responsibility for establishing appropriate 
administrative, technical, and physical safeguards.to ensure the security, confidentiality, and 
availability of its· records and to protect: against any anticipated threats or hazards to their 
'security or integrity. 

NOTE: Disclosure of Federal Tax Information (FTi) is limited to c;ertain Federal 
agencies and state p,.Ograms supported by federal statutes under Sections 1137, 
453, and 1106 of tne Social Secvrity Act. For information ·regarding safeguards for 
protecting FTI, consqlt IRS Publication 1075, Tax Information Security Guidelines 
for Federal, State, and Local Agendes. 

The SSA R.egronal Data. EJ(.change Coordinators (DECs} serve as a bridge between SSA and 
state EIEPs. In the security arena, DECs a.ssist OIS in coordinating data exchange security 
review activities with state and .local EIEPs; e .. g., they provide points of contact with state 
agencies, assist in setting up sec;urity revjew;S, etc. bECs are also tbe first poin.ts of contact 
for states if an employee of a .state agency or an employee of a s;tate agency's contractor or 
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agent becomes aware of a suspected or actual loss of SSA-provided personaUy Identifiable 
Information (PU). 

4. General systems Security St~n<Jards 0 

ElEPs that request and receive information elettronically from SSA must comply with the 
following general systems security standards concerning access to and control of SSA
provided information. 

NOTE: EIEPs may not create separate files or records comprised solely of the 
information provided by SSA. 

a. EIEPs must ensure ttiat means, methods, and technology used to process; maintain, 
transmit, or store SSA-provided information neither prevents nor impedes the EIEP"s 
ability to 

• safeguard: the information in conformance with SSA requirements, 

• efficiently investigate fraud, data brea·ches, or security events that involve 
SSA-provided information, or· 

• detect instances of misuse or abuse of SSA-provided information 

For example, utilization of cloud computing may have the potential to 
jeopardize an EIEP's compliance with, the terms of their agreement or SSNs 
associated system security requirements and procedures. 

I;>. EIEPs must ·use the electronic conneCtion established between the ElEP and SSA 
only in support of the current agreement(s) between the EIEP and SSA. · 

c. EIEPs must use the software and/qr devices provided to the· EIEP qnly in support of 
the current ag·reenient(s) between the EIEP and SSA. 

d. SSA prohibits modifying any software or devices provtded to the EIEPs by SSA. 

e. EIEPs must ensure that SSA.-provideQ information is not proc.essed, maintained, 
·transmitted, or stored in or by means of data commurlicatlons channels, electronic 
devices, computers, or computer networks located in geographic or virtua{ areas not 
subject to: u;s. law. · 

f. EIEPs must restrict access to the ·information to authorized users who need it to 
pi=rform their official duties. · . · 

NOTE: Contractors and agents (hereafter referred to as contractQrs) of the 
EIEP who process, maintain, transmit, or store SSA-provided information are 
held to the same security requirements as employees of the EIEP. Refer to the 
section Contractors of f;lectroaic Iaformatiqn Exchange Partners in the Syst;ems 
Securitv Requirement€ for additional information. · · · · .. 

g. EIEPs must store infomiation received from SSA in a manner that, at all times, is 
physically and· electronically secure from access by unauthorized persons. 
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h. The "EIEP must proc~$ SSA-prpvi<;led information under the, immediate supervision 
and control of authorized personnel. 

i. EIEPs must employ both physical and technologkal safeguards to prevent 
unauthorized retrieval of SSA-provided information via computer~ remote terminal, 
or other means. · 

j. EIEPs must have formal PII incident response procedures·. When faced with a · 
security Incident caused by malware,. unauthorized access, software issues, or acts 
of nature, the EIEP must be able to respond in a f}'lanner that protects SSA-provided 
informa~ion affected by the incident. 

k. EIEPs must have an active and robust employee security awareness program, which 
is mandatory for all employees who access SSA-provided information; 

t EIEPs must advise employees with access to SSA-provided information of the 
confidential nature of the information, the safeguards required to protect the 
information, and the civil and criminal sanctions for. non-compliance contained ih 
the applicable Federal and state laws. 

m. At it$ discretiOn, SSA or its designee must have tJw option to conduct <msite 
security. reviews or make other provisions to en.sure that EIEPs maint~.in adequate . 
security controls to safeguard the inforrriation we provide. 

5. Systems Security ~equirements 0 

S.1 Overview 0 . 

SSA must certify that the EIEP has implemented controls that meet the requirements and 
work as· intended, before we will authorize initiating transactions to and from SSA 
through batch data exchange processes or onlif)e processes such as State Online Query 
(SOLQ) or Internet SOLQ (SOLQ-I). 

The Technical Systems Security Requirements (TSSRs} address managem~nt, 
operational, and technical aspects of security safeguards to ensure only the authorized 
disclosure and use of SSA-provided information by SSA's EIEPs. 

SSA recommends that the EIEP develop and publish a comprehensive Systems Security 
Policy document that specifically addresses: 

• the classification of information processed, and stored within the network, 

• administrative controls to protect the information stored and processed within the 
network, 

• access to the various systems and subsystems within the network, 

• Security Awareness Training, 

• Employee Sanctions Policy1 
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• the. disposat of protected information and sensitive documents d~rived from the 
system or subsystems on ,the network. 

SSA's systems security requirements represent the current state-of-t~e-practice security 
controls, safeguards, and countermeasures required for Federal information systems by 
Federal regulations, statutes, standards, and guidelines. Additionally, SSA's systems 
security requirements also include organizationally defined interpretations, policies, and 
procedures mandated by the authority ()f the Commissioner· of social Security in areas 
when or where other cited authorities may be silent or non-specific. 

5.2 General System Security Design and t'.lperatin~ Environment 0 

EIEPs must provide descriptions and explanations of their overall system design, 
configuration, security features, and operational environment and include explanations of 
how they conform to SSA's requirements, Explanations must include the following: 

o Descriptions of the operating environment(s) in which the EIEP will utilize, maintain, 
and transmit SSA-provided information 

o Descriptions of the business process( es) in which the EIEP will use SSA-provided 
information 

o Descriptions 9f the physJcal safeguards employed to ensure that u·nauthorfzed 
personnel cannot_ access SSA-provided information and details of haw the EIEP keeps 
aodit infonnation pertaining to the use and access to SSA-provided information and 
associated applications readily avallabie. 

o Descriptions of electronic safeguards, methods, and procequres for protec.ting the 
ElEP's network Infrastructure and for protecting SSA-provided informatipn while in 
transit, in use within a process or appUcation, and at rest (stored or not in use) 

o Descriptions of how the EIEP prevents unauthorized retrieval of SSA".'provided 
information by computer, remote terminal, or other means, including descriptir;ms of 
security software other than access, control software (e.g., security patch and ariti
rnalware software ·installation and maintenance, etc.) 

o Descriptions of how the configuratfons of devices (e.g., server-s, workstations, and 
portable devices) involving SSA-provided information comply with recognized industry 
standards aRd SSA's system security requireme~ts 

o Description of how the EIEP implements adequate security controls (e.g., passwords 
enforcing sufficient constructiq.11 strength to defeat or minimize risk-based identified 
vulnerabiliti~s) 
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EIEPs must utilize and maintain technological (logical) access controls that limit access· to 
SSA-provided information and associated transactions <md functions to only those users, 
processes acting on behalf of authorized users, or devices (including other information 
systems) authori;z:ed for such access based oh their official duties or purpose(s). EIEPs 
must employ a recognized user access security software package (e.g. RAC-F, ACF-2, 
TOP SECRET) or a security software design which is equivalent to such products. The 
access control software must utilize personal identification numbers (PIN) and passwords 
or Biometric identifiers in combination with the user's system identification code (userID). 
The access control software must employ and enforce {1) PIN/password, and/or (2) 
PIN/biometric ident.ifier, and/or (3) smart:Card/biometric identifier, etc., for 
authenticating users). 

Depending on the computing platform (e.g., client/server (PC), mainframe) and the 
access soft:Ware implementation, the terms "PIN" and "user system identification code 
(userID)" may be, for practical purposes, synonymous. For example, the PIN/password 
combination may be required for access to an individuaJ's PC after w.hicn, the 
userID/password combination may be required for access to a mainframe application. A 
biometric identifier may supplant one element in the pair of those totnbinations .. SSA 
strongly recommends· Two-Factor Authentication. 

The EIEP's implementation of the control software must comply with recognized industry 
standards. Password policies should enforce sufficient construction strength (length and 
complexity) to defeat or minimize 'risk-based identified vulnerabilities and ensure 
Umitations for password repetition. Technical controls should enforce periodic password 
changes based on a risk-based standard (e.g., maximum password age of 90 days, 
minimum password age of 3 - 7 days) and enforce automatic disabling of user accounts 
that have been inactive for a specified period of time (e.g., 90 days). 

The EIEP's password policies must also require more stringent password construction 
(e.g., passwords greater than efght characters in length requiring upper and lower case 
letters, numl;>ers, and special characters; password phrases) for the user accounts of 
persons, processes/. or devices whose functions require access privileges in excess of 
those of ordinary users. 

EIEPs must have management control and oversight of the function of authorizing 
individual user access to SSA-provided information and to oversee the process of issuing 
and managing access control PINs, passwords, biometric identifiers, etc. for access to the 
EIEP's system. 

The EIEP's systems access rules must cover least privilege and individual accountability. 
The EIEP's rules should include procedures for access to sensitive information and 
transactions and functions related to it. Procedures should include control of transactions 
by permissions module, the assignment and limitation of system privileges, disablil'lg 
accounts of separated employees (e.g.; within 24 hours), individual accountability, work 
at home, dial-up access, and connecting to the Internet. 
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SSA requires ElEPs to implement and maintain a fully automated audit trari· system 
(ATS). The system must be capable of creating1 storing, protecting, and effidently 
retrievim;i and collecting records identifying th~ individual user who initiates a request for 
information from SSA or accesses SSA-provided information. At a minimum, individual 
audit trail records must contain the tjata needed (including date and time stamps) to 
associate each query transaction or access to SSA-provided information with its initiator, 
their action, if any, and the relevant business purpose/process {e.g., SSN verification for 
Medicaid). Each entry in the audit file must be stored as a separate record, not overlai_d 
by subsequerit records._: The Audit Trail System must create transaction files to capture 
all input from interactive internet applications which access or query SSA-provided 
information. 

If a State Transmission Component (STC} handles and audits the EIEP's transactions with 
SSA, the EIEP is responsible for ensuring that the STC's audit capabilities meet SSA's 
requir~ments for an automated a.udit trail system. T_he EIEP must also establish a process 
to obtain specific audit information from the STC regarding the EIEP's SSA transactions. . . . 

Access to the audit file must be restricted to authorized users with a "need to know." c 

Audit file data must be unalterabfe (read-only) and maintained for a miniinum of three 
.(preferably seven) years. Information in the audit file must be retrievable by an 
automated .method:. EIEPs must have the capability to make audit file information 
available to SSA upon request. EIEPs must back-up audit trail records on a regular basis 
to ensure their availability. EIEPs.must apply the same level of protection to backup 
audit files that apply_ to the original files .. 

If the EIEP retains SSA-provided. information in a database (e.g., Access database, 
SharePoin~, etc.), or if certain data elements within the.EIEP's system indicate to users 
that SSA verified "the information, the EIEP's system must also_ capture an audit trail 
record of users wh() viewed SSA-provided in.formation stored within the EIEP's system. 
The retrieval requirements for SSA:-provided information at rest and the retrieval 
require_ments for regul<:1r transactions are identical. 

5.5 Pe~on~lly Identifi~ble Information (PIX) 

PII is any information about an individual maintained by an agency1 including {1) 
any information t~at can· be used to d_ist_inguish or trace an individual's· identity, . 
such as name, social ·security number, date and place of birth, mother's maiden 
name, or biometric records; and (2) any other information that is linked or linkable 
to an individual, such as m·edical, educational, financial, and employment 
information. An item ,such as date and place of birth, mothetJs maiden name, or 
f~ther's surname is PII, regardless of whether combined with other data. 

SSA defines a PII loss as a ci.rcumstance when SSA has reason to believe that 
information on hard copy or in electronic format, which contciins P!I prqvided by SSA, 
left the EIEP's custody or the· EIEP disclosed it to ·an unauthorized individual or entity •. 
PII loss is a reportabl_e in<:;ident (refe_r to Incident Reagrtinq). 
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If a PII loss involving SSA-provided information occurs or is suspected, the EIEP . 
must be able to quantify the extent of the loss and compile a complete list of. the 
inqivicjµals pot~ntially affected by the incident (refer to Incident Reaorting). 

5.6 M<mitoring and Anomatv Detection 0 

SSA recommends that EIEPs use an Intrusion Protection System (IPS) pr an• 
Intrusion Detection System (IDS). The ElEP must establish ~nd/or maintain 
continuous monitoring cif its network infrastructure and assets to ensure the following: 

o The EIEP's security controls continue to be effective over time 

o Only authorized individuals, devices, and processes have access to SSA
provided information 

o The ElEP detects efforts by external and internal entities, devices, or processes to 
perform unauthorized actions (i.e., data breaches, malicious attacks, access to 
network assets, softWare/hardware installations, etc.) as soon 13s they occur 

o The necessary parties are immediately alerted to unauthorized actions 
performed by external and internal entities, devices, or processes 

o Upon detection of unauthorized actions, measures are immediately initiated to 
prevent or mitigate associated risk 

o In the event of a data breach or security incident, the EIEP can efficiently determine 
and inltiate oecessary remedial actions 

· o The trends, patterns, or anc;>malous occurrences and behavior in user or network 
activity that may be indicative of potential. security issues are readily discernible 

The ElEP's system must include the capability to prevent employees from unauthorized . 
browsing of SSA records. SSA strongly recommends the use of a transaction-driven 
permission module design,. whereby employeesa're unable to initiate transactions not 
associated with the normal business process. If the EIEP uses such a design( they then 
need anomaly detection to detect and monitor employee's unauthorized attempts to gain 
access to SSA-provided fnformation and• attempts to obtain information from SSA for 
clients not in the EIEP's client system. The EIEP should employ measures to ensure the 
permission module's integrity. Users should not be able to create a bogus case and 
subsequently delete it in such a way that it Qoes undetecte~; 

If the EIEP's design does not currently use a permission module and is not transaction
dnven, u.ntil at least one of these security features exists, th~ EIEP must develop and 
implement compensating security controls to deter employees from browsing .SSA 
records. These controls.must include monitoring and anomaly detection features, either 
systematic, manual, or a combination thereof. Such features must include the 
capabilityto detect anomalies in the volume and/or type of transactions or queries 
requested or initiated by individuals and include systematic or manual procedureslor 
verifying that requests and queries of SSA-provided information comply with valld 
official b~siness purpm:;es~ The system must also produce reports that allow 
management and/or sup~rvisors to mpnitor user activi:ty, such as the following: 
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This type of report ~aptures information aboµt users who enter incorrect user IDs 
when attempting to gain access to the system or to th.e transaction that initiates 
requests for information from SSA, including failed attempts to enter a password. 

• Inquiry Match Exception Reports: 

This type of report captures information about users who may be initiating 
transactions for SSNs that have no client case as~odation within the EIEP's system 
(the EIEP's management shoµld r~vi~w 100 percent of these cases). 

• System Error Exception Reports: 

This type of report captures information about' users who may not understand 
or may be violating proper procedures for access to SSA-provided information. 

• :tnquby Activity Statistical Reports: 

This type of report captures information about transaction usage patterns 
among authorized user!? and is a tool which enables the ElEP's management to 
monitor typ)cal usage patterns in contrast to· extraordinary usage patterns. 

The EiEP must·have a ·process for· distributing these monitoring and exception reports to 
appropriate local managers/supervisors or to local se~urity officers. Jl')e process must 
ensure that only those whose responsibilities Include monitoring anomalous activity of 
users, to include those who have exceptional system rights and privileges, use the 
reports. 

5.7 Management oversight and Quality .Assurance 0 

.. The EIEP must establish and/or maintain ongoing management oversight and quality 
qssurance capabilities to ensure that only authorized employees have access to SSA
provided information. They must ensure ongoing compliance with the terms of the EIEP'.s 
electronic information sharing agreement with SSA and the SSRs establlshed for access to 
SSA-provided information. The entity responsible for managenient oversight must consist 
of one or more of the: EIEP's management officials whose job functions include 
responsibility to ensure that the .EIEP only, grants access to the appropriate employees and 
position types which require SSA-provided infonnation to do their jobs~ 

The EIEP must ensure that employees granted access to SSA-provided information 
receive adequate training on the sensitivity of the information1 associated safeguards, 
operating procedures1 and th~ penalties for misuse. 

SSA recommends that EIEPs establish' the following job functions and require that 
employees tasked with these job functions do not also share the same job functions as 
personnel who request or use information from SSA. 

• Perform p~riodic self-reviews to monitor the EIEP's ongoing usage of SSA-
. provided information. · · · · · 

• Perform random sampling of work activfty that involves $SA-provided 
inform.ation to determine if the access and usage comply w_ith SSA's 
requirements. · 
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EIEPs must encrypt PII and SSA-provided information When transmitting across dedicated 
communications circuits between its systems, intrastate communications between its local 
office locations, and on the EIEP's mobile computers, devices and remova.ble media. The 
EIEP's encryption methods should align with the Standards established by the National 
institute of Stand.ards and Technology (NISD. SSA recommends the Advanced 
Encryption Standard (AES).or triple DES (Data Encryption Standard 3), if AES is 
unavailable, encryption method for securing SSA-provided information during transport. 
Files encrypted for external users (when using tools such as Microsoft WORD 
encryption,) require a key length of nine characters. we also recommend that the key 
(aISo referred to as a password} contain both special characters and a number. SSA 
requires that the EIEP deliver the key so that the key does not accompany the media. 
The EIEP must secure the key when not in use or unattended. 

SSA discourages the use of the public Internet for transmission of SSA-provided 
information. If however, the EIEP uses the public Internet or other electronic 
communications, such as emails and faxes to transmit SSA-provided information, they 
must use a sec:ure encryption protocol.such as Secure Socket Layer (SSL) or Transport 
Layer Security (TLS). SSA also recommends 256-bit encryption protocols or more 
secure methods such as Virtual Private Network technology. The EIEP should only send 
data to a secure address or device to which the EIEP can control and limit access to only 
specifically authorized individuals and/or.processes. SSA recommends that EIEPs 
use Media Access Control {MAC) Filtering and Firewalls to protect access points 
from unauthorized devices attempting to connect to the network. 

EIEPs should not retain SSA-provided information any longer than business 
purpose(s) dictate. The Information Exchange Agreement with SSA stipulates a time 
for data retention. The EIEP should delete, purge, destroy, or return SSA-provided 
information when the business purpose for retention no longer exists. . 

The EIEP may not save or- create separate files.comprised solely of information provided 
by SSA. The EIEP may apply specific SSA-provided information to the EIEP's matched 
record from a preexisting data source. Federal law prohibits duplication and redisclosure 
of SSA-provided information without written approval. The prohibition applies to both 
internal and external sources who do not have a "need-to-know2

." SSA recommends 
that EIEPs use e~ther Trusted Platform Module {TPM) or Hardware Security 
Module {HSM) t~chnology solutions to encrypt data at rest on hard drives and 
other data storage media. 

EIEPs must prevent· unauthorized (iisclosure of SSA-provided information after they 
complete processing and after the EIEP no longer requires the information. The EIEP's 
operational processes must ensure that no residual SSA-provided information remains on 
the hard drives of user's workstations after the user exits the ~pplication(s) that use 
SSA-provided information. If the EIEP must send· a computer~ ha.rd .drive; or other 
computing or storage device offsite for repair, the EIEP must have a non.:.disclosure 
clause in their contract with the vendor. If the EiEP used the item in connection with a 
busi11ess.process that in.valved SSA-provided information c;md the vendor will retrieve or 
may view SSA-provided information durin.g servicing, SSA reserves the right to inspect 

2 Need-to-know - access to the information must be necessary for the conduct of o·ne's official duties, 
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the EIEP's vendor contract. The EIEP must remove SSA-provided information from 
electronic devices bE;!fore sending it to an external vendor for service. SSA expects the 
EI~P tq render it unrecoverable or destroy the electronic device if they do not need to 
recover the data. The same applies to excessed, donated, or sold equipment placed into 
the custody of another organization. 

To sanitize mediai the EIEP should use one of the following methods: 

(; Overwriting 

Overwrite utilities can only be used on working devices. Overwriting is appropriate only for 
devices design~ for multiple reads and writes. The EIEP should overwrite disk drives, 
magnetic tapes; floppy disks, USB flash drives,_ and other rewriteable media. The overwrite 
utility must completely overwrite the media. SSA recommends the use of purging media 
sanitization to. make the data irretrievable: and to protect data against laboratory attacks or 
forensics. Please refer. to Definitions for more information regarding Media 
SanitizatiOn). Reformatting the media does·not overwrite the data. 

• Degaussing 

Degaussing is a sanitization method for magnetic media (e.g., disk drives, tapes, 
floppies, ·etc.), Degaussing is not effective for purging non-magnetic media (e.g., 
optical discs). Degaussing requires ~ certifi~d tool designed for particular types of 
media. Certification of the tool is required to ensure that the magnetic flux applied to 
the media is strong· enough to render the information irretrievable. The degaussing 
process must render data on the media irretrievable by a laboratory attack or 
laboratory forensic procedures (refer to Detinftiqns for more information regarding 
Media Sanitizaffcm). · · 

• Physical destruction 

Physical destruction is the method when degaussing or over-writing cannot b~. 
accomplished (for example, CDs, floppies1 DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.}. Examples of physical destruction include shredding, 
pulverizing, and burning. · 

State agencies may. retain SSA-provided information in hardcopy only if.required to 
fulfill evfdentiary requirements, provided the agencies retire such data in accordance 
wit_h applicable sta_te laws 9overnfng retention of records. The EIEP must control print 
media containing SSA-provided information to restrict its access to authorized 
employees who need such access to perform their offidal duties. EIEPs must destroy 
print media containing SSA-pro~rided information in a secure manner when it is no longer 
required for business purposes. The EIEP should destroy paper documents that contain 
SSA-provided information by burning, pulping, shredding, macerating~ or other similar 
means that ensure the information is unrecoverable. 

NOTE: Hand tearing or lining through documents to obscure information 
does not meet SSA's requirements for appropriate destruction of PII. 

The EIEP must employ measures to ensure that communications anq data furnishep to 
SSA contain no viruses c:ir other malware. 

Special Note: If SSA-provided information will be stored in a commercial 

13 

1257 



16-93139 
43 of70 

cloud; please·provide the name and address·of the cloud pr~vider. Also~ 
please describe the security features contractually required of the cloud 
provider to prQtect SSA-pr:ovided information. 

5.9 Incident Reporting 0 

SSA requires EIEPs to develop and implement policies and procedures to respond to 
data breaches or PI! loses. You must explain how your policies and procedures 
conform to SSA's requirements. The procedures must include the following 
information: 

If the EIEP experiences or suspects a breach or loss. of PII or a security incident, 
which includes SSA-provided informatlon, they must notify the State official 
responsible for Sy~ems Security designated in the agreement • . That State official or 
delegate must then notify the SSA Regional Office ·contact and the SSA Systems . 
Security Contact identified in the agreement. If, for any reason, the responsible State 
official or delegqte is unable to notify the SSA Regional Office or the SSA Systems 
Security Contact· within one hour, the responsible State Agency official or delegate 
must report the incident by contacting SSA's National Network Service Center 
(NNSC) toll free at 877-697-4889 (select "Security and PII Reporting" from the 
options list). The EIEP will provide updates as they become available to the SSA 
contact, as appropriate. Refer to the Worksheet provided in the agreement to 
fae11itate gathering pnd organizing information about an incident. 

The EIEP must agree to absorb all costs associated with notification and remedial actions 
connected to security breaches, if SSA determines that the risk presented by the · 
breach or security incident requires the notification of the subject individuals. SSA 
recommends that EIEPs seriously consider establishing incident response 
teams to address PII breaches. 

s.10 Sec~rity Awareness· and Smployee Sanctions 0 

The EIEP must designate a department o~ party to take the responsibility to provide 
ongoing security awareness training for employees who access SSA-provided 
information. Training must include: 

o The sensitivity of SSA-provided information and address the Privacy Act and other 
Federal and state laws governing its use and misuse · 

o Rules of behavior concerning use and secur~y in systems processing SSA-provid~d 
information. 

o Restrictions on viewing.and/or copying SSA-provided information 

o The employee's responsibiHty for prope.r use and protection of S~A ... provided 
information including its proper .disposal 

o Security incident reporting procedures 

o Basic understanding of procedures to protect the netwqrk from malware attacks 
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o The possible sanctions and penalties for misuse of SSA-provided information 

SSA requires the EIEP to provide security awareness training to all employees and 
contractors who access SSA.,-provided information. The training should be annual, 
mandatory,_ and certified by the personnel who receive the training. SSA also requires 
the E1EP to certify that each employee or contractor who views SSA-provided data also 
certify that they understand the potential criminal and administrative sanctions or · 
penalties for unlawful disclosure. 

5.11 Contractors of Electronic Information Exchange Partners 0 

As pi:-eviously stated in The tienecal Sygem,s Seq1ritv Standards, contractors of the 
EIEP must adhere to the same security requirements as· employees of the ElEP. The 
EIEP is responsible for the oversight of its contractors and the contractor's compliance 
with the security requirements. The EIEP will enter into a written agreement with each 
of.its contractors and agents who need.SSA data to perform their official duties, 
whereby such contractors or agents ag·ree to abide by ·au relevant federal laws, 
restric;tions on access, use, disclosure, and the security requirements in this 
Agreement. 

The EIEP's employees, contractors, and agents wh!J access, use, or disclose 
SSA data in a manner or p:urpose not authorized by this Agreement may be subject to 
both civil and criminal s.anctions pursuant to applicable Federal statutes. The EIEP will 
provide its contractors and agents with copies of this Agreement, related 
IEAs, and all related attachment!;! before·initial disclosure of SSA data to such 
contractors and agents .. Prior to signing this Agreement, and thereafter at SSA's 
request, the Eil;P wi!I obt;;iin from its contractor~ and agents a current list-of 
the employees of such contractors and agents "Vith access to SSA data and. provide 
such lists to SSA. 

' 
The EIEP must be able to provide proof of-the contractual agreement If the contractor 
processes, handles1 or transmits information provided to the SEP by SSA or has 
authority to perform on the EIEP's beh_alf,· the EIEP should clearly state the specific roles 
and functions of th_e contractor., The EIEP will provide SSA written certification that the 
contractor is meeting the terms of the agree111ent, including SSA security requirements. 
The certification will be subject to our final approval before redisdosfng our information. 

The EIEP must also require that con~ractors who will process, handle, or transmit 
information provided to the EIEP by SSA ·sign an agreement. with the EIEP that obligates 
the contractor to follQw the terms qf the EIEP's 9ata exchange agreement with SSA. The 
EIEP or the contractor must provide a copy of the data exchange agreement to each of 
the contractor's employees before disclosing data and make certain that the contractor's 
employees receive the same security awarenesstraining as the EIEP's employees_. The 
EIEP .should maintain awareness-training rec;ords for the contractpr'.s employees and 
require the same annual certification procedure.$. · ·- · 

The EIEP will be required to conduct the review of contractors and is responsible 
for ensuring compliance of its contractors with security and privacy requirements and 
limitations. As such, the EIEP will subject the contractor to ongoing security co_mpliance 
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reviews at least triennially commencing no later than three (3) years after the approved 
initial security certification to SSA; and must provide SSA with written documentation of 
recurring compliance reviews, with the contractor, subject to our approval; 

If the EIEP's contractor· will be involved with the processing, handling, or transmission 
of information provided to the -EIEP by SSA offsite from the EIEP, the EIEP must have 
the contractual option to perform onsite reviews of that offsite facility to ensure that the 
following rrieet SSA'~ requirements; 

o safeguards for sensitive information 

o computer system safeguards 

o securify controls arid measures· to prevent, detect,. and resolve unauthorized· 
access to, use of; and redisclosure of SSA-provided information 

o c:ontim1ous monitoring of the EIEP contractors' net:wprk infrastructures and assets 

6. General -- Siac;urity C:ertification ;;lnd Compliance Review Programs 0 

SSA's security certific~tion and compliance review programs are distinct proc;esses. The 
certification program is a one~time process when an EIEP initially requests electronic access to 
SSA-provided information. The certification process entails two rigorous stages intended· to 
ensure·that technical, management, and operational security measures work as designed. SSA 
must ensure that the EIEPs fully conform to SSA's security re.quirements and satisfy both 
stages of the certification process before ~SA will permit online acc~ss to its d.ata in a 
production environment.. · 

The compliance review program; however, ensures that the suite of security measures 
implemented by an EIEP to safeguard SSA-provided information remains in full compliance with 
SSA's security standards arid requirements. The compliance review program .applies to both 
online and batch access to SSA-provided information. Under the compHance review program, 
EIEPs are subject to ongoing and periodic security reviews by SSA. -

6.1 The sec.urit:Y certification Program 0 

The security certification process applies to EIEPs that seek online electronic access t.o SSA 
information and consists of two. general phases: 

• Phase One: The Security Design Plan (SDP) phase is a formal written plan authored 
by the EIEP to comprehensively document its technical and no!l-technical security 
controls to safeguard SSA-provided information (refer to Documenting Security 
Contrg[,;i iJJ the Security Desian Plan).+ · 

NOTE: SSA may have legacy EIEPs (EIEPs not ce.rtified unde.r the current 
process) who. have n·ot prepared an SDP. OIS strongly recommends that 
these EIEPs prepare an SDP. 

The EIEP's; preparation·a~d main~enance. of a. current SOP will aid them fo 
determining potential" c:ompHance issues pri°or to rE,Wi.ew!i, assur.ing 
continued compliance with SSA's security requirements~ and providing for 

16 

1260 



more efficient security reviews. 

16-93139 
46 of70 

• Phase 2: The SSA Onsite Certification phase is a formal onsite review conducted by 
SSA to examine the full suite of technical ahd non-technical security controls 
implemented by th~ E_IEP to safeguard data obtained from SSA electronically (refer to 
The Certificatiqn Proces5). . 

6.2 Documenting Security Controls in the Security Design Plan (SDP) 0 

6.2.1 When th'e SDP and. Risk Assessment are Required 0 

EIEPs must sub'mit an SDP and a security ri~k assessment (RA} for evaluation when one or 
CTlOre of the following.circumstances apply. The RA must be. in. electronic format. It must 
include dtscussion of the :measures P.la.nned or implemented to mitigate risks identified by 
the RA and (as applicable) risks associated with the circumstances belOw; · 

• to obtain approval for requested access to· SSA-provided information for an initial 
agreement · 

• to obtain approval to reestablish previously terminated access to SSA-provided data 

• to obtain approval to implement a new operating or security platform that will il:wolve 
. SSA-provided information 

• to obtain approval for significant changes to the EIEP's organizational structure, 
technical processes, operational.environment, data recovery capabilities, or security 
implementations planned or made since approval of their most recent.SOP or of their 
most recent successfully completed security review 

• to confirm compliance when one or more securtty breaches or inddents involving 
SSA-provided information occurred since approval of the EIEP's most recent SOP 
or of their most recent successfully completed security review 

• · to document descriptions and explanations of measures implemented as the result 
of a data breach or sec1,1rity incident 

• to document descriptions and explanations of measures implemented to resolve 
non-compliancy issue(s) · · 

• to obtain a new approval after SSA revoked approval of the most recent SDP 

SSA may require a new SDP .if changes occurred (other than those listed above). that 
may affect the terms of the EIEP's information sharing agreement with SSA. 

SSA will not approve the SOP or allow the initiation of transactions and/or access 
to SSA,..provided information before the EIEP complies with the SSRs. 

An SDP must sat,isfactorily document the EIEP's compliance with all of SSA's SSRs in order tq 
provide the minimum level of security acceptable to SSA for its EIEP's access to SSA-provided 
information. ' · · · · 

EIEP's must correct deficiencies identified through the evaluation of.the SOP and submit a 
revised SDP that incorporates descriptions and explanations of the measures implemented to 
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eliminate the deficieneies. -SSA cannot grant access to SSA-provided inform~Won until the EIE'P. 
corrects the defidendes, doc;:uments the SDP, and SSA approves the revisions. The EIEP Will' 
communicate the implementation of corrective actions to SSA on a regular basis. SSA will 
withhold final approval until the EIEP can rectify aJI deficiencies. 

SSA may revoke the approval of the EIEP's SOP and its access to SSA-provided information if we 
learn the EIEP is non-compliant with one or more SSRs. The EIEP must submit a revised SDP, 
which incorporates c:lescriptions and explanations of the measures the EIEP will implement to 
resolve the non-compliance issue(s). The EIEP must communicate the progress of corrective 
action(s) to SSA on a regular basis. s!!A will consider the EIEP in non-compUant status until 
resolution of the issue(s), the EIEP's SDP documents the corrections, and. we approve the SDP. 
If, within a reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency 
determined by SSA to present a substantial risk to SSA-provided information or to SSA, SSA will 
withhold approval of the SOP and discontinue the flow of SSA-provided information. 

NOTE: EIEPs that function only as an STC, transferring SSA-provided informatioo 
to other EIEPs must, per the terms of their agreements with SSA, adhere to SSA's 
System Security Requfrerrients (SSR.) and exercise their responsibilities rejg_arding 
protection of SSA-provided information• 

6.3· The-Certificatio:n Process 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onsite certification 
review. The objective of the onslte review is to ensure the E;IEP's non-technical and 
technical controls safeguard SSA-provided information from misuse and improper disclosure 
and. that those safeguards function and work.as intended; 

At its discretion, SSA may request that the EIEP_participate in an onslte review and 
compliance certification of their security infrastructure. 

The onsite review may ;;iddress any or all of SSA's security requirements and include1 when 
appropriate: 

• a demonstration of the EIEP's implementation of each requirement . 

• randoin sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards · 

• a demonstration of the EIEP's implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user acces,s control and if appropriate~ 
browsing prevention, specifically: 

o If the design is based on a permission module or similar design, or it is transaction 
driven, the EIEP will demonstrate how the system triggers requests for information 
from SSA. 
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· '"' · · · • -o · If the design- is based on a permission module, the ElEP will demonstrate how the 
process for requests for SSA-provided information prevent SSNs not present in .the 
E1EP's system from sending requests to SSA. We will attempt to obtain information 
from SSA \,Ising at least one, randomly created, fictitious number not known to the · 
EIEPs ·system. 

During a certification· or compliance review, SSA or a certifier acting on its behalf, may 
request a demonstration of the EIEP's audit trail systt;m (ATS). and its record retrieval 
capability. The certifier may request a demonstration of the ATS' capability to track the 
activity of employees who have the potential to .access SSA-provided information Within the 
EIEP's system. The certifier may request more information from those EIEPs who use an 
STC to handle and audit transactions·. We will conduct a demonstration to see how the EIEP 
obtains audit information from the STC regarding the E;IEP's SSA transactions. 

If an STC handles and audits an EIEP's transactions, SSA requires the EIEP to demonstrate 
both their own in-house audit capabilities and the process used to obtain audit information 
from the STC. 

lf the EIEP employs a contractor who processes, handles, or transmits the EIEP's SSA- . 
provided information offsite1 SSA, at its discretion, may include the contractor's facility in 
the onsite certification review. The inspection may occur with or without a representative 
of the EIEP. . 

Upon successful completion of the onsite certification exercise, SSAwill authorize 
electronic access to production data by the EIEP~ SSA will provide written. notification of 
i~s certification to the EIEP and all appropriate in~-emal SSA components. 

The following is a high-levet flow chart of the OIS Certification Process: 0 
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Similar ta the certification process, the compliance review program entails a rigorous 
process intended to ensure that EIEPs who receive electronic information from SSA are io fu'U 
compliance wit.h th~ Agency's security requirements and standards, As a practice, SSA 
attempts to conduct compliance reviews following a two to five year periodic review 
sched1.,1le. However, as circumstances warrant, a. review inaY take place at any time. Three 
prominent examples that would trigger an ad hoc review are: 

• a significant change in the outside EIEP's computing piatform 

• a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of SSA information by the EIEP 

The following is a high-level flow chart of the OIS Compliance Review Process: 0 

SSA may conduct onsite complicince reviews and include both the EIEP's main facility and a field 
office. 

SSA may, also at its discretion, request that the EIEP participate in an onsite compliance 
review of their security infrastructure to confirm the Implementation of SSA's security 
requirements. 
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The onsfte review may address any. or all .of-SSA's security requirements and include, .where_ 
appropriate: 

• a demonstration of the EIEP's implementation of each requirement 

• random .sampling of audft records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of th~ EIEP's implementation of online exchange of data with SSA 

• discussions. with managers/supervisors 

• examination of management control procedurE!s and· reports (e.g~ anomaly detection 
.r:eports, etc.) -

• demonstration of technical tools pertaining to user access control and, if appropriate, 
browsing prevention: 

o If the design uses a permission module or similar design, or is tran.saction driven, the 
EIEP will demonstrate how the system triggers requests for information from SSA~ 

o If the design uses ·a permission module, the EIEP will demonstrate the process used to 
request SSA-provided information and prevent the EIEP's system from processing SSNs 
not present in the EIEP's system. We can accomplish this by attempting to obtain · 
.information from SSA using at least one, randomly created, fictitious number not known 
to the EIEP's system. · 

SSA may, at its discretion, perform an onsite or remote review for reasons including, but 
not limited to the following.; 

• the EIEP has experienced a security breach or incident involving SSA-pro,vided information 

• the EIEP has unresolved non-compliancy issue(s) 

- to review an offsite contractor's facility that processes SSA-provided inforination 

• the EIEP is a legacy organizatton that has not yet been through SSAs security certification 
and cpmpli~nce review programs 

• the EIEP requested that SSA perform an IV & V (Independent Verification and Validation 
review) 

During the compliance review, SSA, or a certifier acting on its b~half, ma.Y request a 
demonstration of the system's audit trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees who view SSA
provided information within the EIEP's system •. The certifier may request EIEPs that have STCs 
that handle and audit transactions· with SSA to demonstrate tl)e process used to obtain audit 
information from the STC. 

If an stc handles and audits the EIEP's transactions ,with SSA, we may require the EIEP to · 
demonstrate both their in-house audit capapilities and the processes used to.obt;ain audit 
information-from the STC regarding the EIEP's transactions with SSA. 
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If the EIEP empfoys a contfactcir who will process, handle, or transmit the- EIEP's SSA.::provided 
information offstte, SSA, at its discretion, may.include in the onsite compliance review a_n onslte· 
inspection of the contractor's facility. The inspection may occur with or without a representative 
of the EIEP. The format of the revlew in routine circumstances (i.e., the compliance review Is 
not being conducted to address a special circumstance, such as a disclosure violation) will 
generaJly consist of reviewing and updating the EIEP's compliance with the systems security 
requirements described above in this document. At the conclusion of the revjew, SSA will issue 
a formal report to appropriate EIEP personnel. The Final Report will address findings and 
recommendations from SSA's compliance review, which includes a plan for monitoring each issue 
until closure. 

NOTE: SSA handles documentation provided for compliance reviews as sensitive 
information. The information is only accessible to authorized individuals who have a 
need for the information as it relates to the EIEP's co.mpliance with .its·e/ectronlc 
infor17Jation sharing agreement wit[J SSA ;md the associated system security 
requirements and procedures .. SSA will not retl{l.in the EIEP1s documentation any longer 
than required~ SSA will delete, purge, or destroy the documentation when th_e 1 

retention requirement expires. · 

The following is a high-level example of the analysis that aids SSA in making a pr:eliminary 
determination as to which review format is appropriate. We may aJso use addition.al factors to 
determine whether SSAWill perform an onsite or remote compliance review. 

·fl High/Medium Risk Criteria 

o undocumented closing of prior review finding(s) 
o implementation of technical/operational controls that affect security of SSA-provided 

information (e.g. implementation of new data access method) 
o PI! breach · 

• Low Risk Criteria 

o ·no prior review finding(s) or prior finding(s) documented as closed 
o no implementation of technical/operational controls that impact security of SSA-provided 

information (e.g. implementation of new data access method) · 
o no PII breach 

6.'5~1 EIEP Compliance Review PartiCipation 0 

SSA may request to meet with the fo,Uo.wing persons during the compliance review: 

• a sample of m.a.nagers and/or supervisors responsibJe·for enforcing and monitoring 
ongoing compliance to security requirements and procedures to- assess their level of 
training to monitor their employee's use of SSA-provided information, arid for 
reviewing· reports and taking necessary actlbn 

• the individuals responsible for performing security awareness and employee sand{on 
functions to learn how you fulfill this requirement 

• a sample·of the EIEP's employees to assess their level of training and 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided information · 
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· .,.. ' the individual(s) responsible for management overs.ight and quality assurance · 
functions to confirm how your agency accomplishes this requirement 

• additional individuals as deemed appropriate by SSA 

6.5.2 V.erification of Audit Samples 0 

Prior to.or during the compll~nce review, SSA wlll present to the EIEP a sampling 
of transactions previously submitted to SSA for verification. SSA requires the 
EIEP to verify whether each transaction was, per the terms of their agreement 
with SSA, legitimately submitted by a user authorized to do so. 

SSA requires the EIEP to provide a written attestation of the transaction review 
results. The document must provide: 

• confinTiation that each sample transaction located in the EIEP's audit file 
submitted by its employee(s) was for legJtimate and authorized business 
purposes 

• an explanation for each sample transaction located in the EIEP's audit file{s) 
determined to have been unauthorized 

• an explanation for e~ch sample transaction not found in the EIEP's ATS 

When SSA provides the sample transactions to the EIEP, detailed instructions will be 
included. Only an official responsible for the EIEP is to provide the. attestation. 

6.6 Scheduling the Onsite Review 0 

SSA will not scbedule the onsite review until we approve the EIEP's SD.P. SSA will send 
approval notification via email. There is no prescribed period for arranging the subsequent 
onsite review (certification review for an EIEP requesting initial access to SSA-provided 
information for an initial agreement or compliance review for other EIEPs). Unless there 
are compelling circumstances precluding it, the onsite review will follow as soon as 
reasonably possible. 

However, the scheduling of the onsite review may depend on additional factors including: 

• the reason for submission of a plan 

• the severity of security issues, if any 

• circumstances of the previous review, if any 

• SSA workload. considerations 

Aith9ugh the scheduling of the revi~w iS contingent upon. ap·proval of the SD?, SSA may 
perform C;ln onsite revie!N prior to approval if we determine that it is necessary to · 
complete our evaluation of a plan. 
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7. Addit~onal Definitions 0 

Back Button: 

Refers to a button. on a web browser's toolbar, the backspace button on a 
computer keyboard, a programmed keyboard button or mouse button, etc., 
that returns a user to a previously visited web page or application screen. 

Breach= 

Refers to actual loss, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, unauthorized access, or any similar term referring to 
situations where unauthorized persons have access or potential access to PU or 
Covered Information, whether physical, electronic, or in spoken word or · · 
recording •. 

Browsing: 

Requests for or queries of SSA-provided information for purposes not rel"ated to 
the performance of official job duties, 

Choke Point: 

The firewall between a loca.1 network and the Internet is a choke poiht in 
network security~ because any attacker would have to come through th<:1t 
channel, which is typically protected and monitored. · 

Cloud Computing: 

The term refers to Internet-based computing derived from the cloud 
drawing representing the Internet in computer network diagrams. Cloud 
computing providers deliver on-line and on-demand Internet services. 
Cloud Services normally use a ·browser or Web Server to deliver and store 
information. 

:t1ou~ tofiiputing (N.IST SP. S.o()~ f.·4~· Excerpt}: 
. .· .. . .. . - . . . 

' 
ctouci computing is ~ ~~i:tet t~r' ~i;iabiing 11biq1;Ait.011s. i:onveni~nt, on--<le£11and network access to a , ·

1 

shared pool of conflgurabl~ i:orn:i:>uting resource's ie.g;, networks, seryers, storag~, applications, 
a:nd services) that ca.I} berapi~ly provi~ioned and rel~:ased with mi~lmal manage~ent effort o~ 
s:ervice ·provider interaction; This cloud:model is composed of five essential c·haracteristics, three 
service mod~ls; and four <j.eploy;,,ent mt)dels. . . . . 

·Essential Characteristics: 

On-demand self-service.; A consumer can unilaterally provision computiri~ capabilities, such as 
se,rv.er time and network storage, as needed automati,cally without requ.iring ~urrian interaction 
wi.th each service provi£ier. 

. . . . . . . 

Broad 11.etwork access ~Capabilities are available over the network and accessed through 
. standard m¢chanisms that promote use by heterogeneous thin or thick clierit platf~rms (e.g., 
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: · .. :· . 
. ······ ~ 

Priv3.t~ ctoi:id ~The do lid infrastructure is r}royis_ioned fof~»ctlusive ~se by a single organization 
.~~illpfisi~g -~~~ltipl~-~~risu~.e~ (e:g:;; b.usine.ss Jni1;S).:·it Olay be o~ri~d; miinaged; a'~d}jp~~~~dby 
. th~ otganiiation:a third party; :e>r some c:()mbinaiicfrt of them; ci.nd it maY:exist oii or off pre6lis~s: . 
. . : . : · .. '·. -- ·. ·: ···: .. ·: ,. '{ :- _·'.: '. .. · ... · ·. , '.. . . . ·. "'. : .·· ·. : r· :_ :· . .• ··:,-.. ·: :- .. :· ... -:~' 

. corriinµ~itv ~iou<t ~ it1~ t101id intr~sfr~C:tur~.is :p_.rov!sion~il to_r~xc:iusJve li~e bv a specific. · · 

:~f:k~r:::1~~~~:;p~t~~z:.:~~~:~N~~tr:&~~ ~:~.!!'.i;~~,=~~a7L ···· 
by one 6r more of tlle'·argahiiations:fri the commUi1'it\1~ 'ci third party, or sofr1e combination. of. •. ' 

t~ern~ a'.nct}t ~av ~xi~t ?.r of 6tt pr~r);ti.s.#s: .. :: ·· 
: __ ·;:'::.: .. ::·::.··'·. ·.,·.··· :·::... . ... :· .... 

: Pubiic doud.~ Th~ douf:i infrasirudur~)s provTsirirl~crforopen use by t~egenera(public: it ·ffia .. fbe 
. . . . ·. .. ... . . . . '· ·. ~ . . . '·. . . . - ..... ,_ .... - . ··-: -. - .. : . . - -·· - .. . . .. ' .. : - . _.. . ' : . . . .~ . - . . ·. . . : ... ·.·.. . . ' · .... 
·oy.med; managed~ and.operated by a. l;ii:is.iness; ac~deffi.k,or gove.rnrnerit Organizatfon, or some 
: cornbi~'<ltioh_'of-thern: i't:exi~s ~~-th~: pr~~i~e~ of th~·~lo~d pfb~ider: ·· · ···· ' ·: ·• <:· ... 

. . - : .: . - - .. -: _.: . . . :!"-~ :.- : '-' _:-:'· ;._ -,._:_ .... - ··: .. . - . ·: . ~~ .. : . . . . 

Hybrid cloud ::: tile doud ihfrastroctuf~ ls a con1pd'sition ~t !Wa" o·r'.rnore distinct .Cloud · . .. . . . .. . ,: · .. - . . : .. - ; . . . - . .. . ... ·:.. . _,: .... : . : ·:: . ·. . _. .. ,. .. . . ... , . .. . .. . :· . ., ·. ·~ .- .. ' 

irifrastr~'c~ure~ (private,"c:orrlii;unity, orpublicfth~frerhafri:·unitj,~e:_entities; but are bo\Jrid: . . .. 

;f.~f~~:Jtr~~t~::~ttri;~~:g1!~~t~f Lt~:¢n~~i~s d~~an~ ~~~i1~tidn p6rtability 
.. .. ·. ::.·.--.·::::.:::.· ........ _.::- .. 

.. 
·-- -

.... ::-l_;:' 

. .. . ... 

). r\li>J;2.~1if t'.~i~1f:~p,n~ br\a· P.~f per~se d.(~~~r~~:p,er~us~, b~~k-
. 2 A.~10Gci inrrasir~'ci.1re is tlie ca1i~ctiah ·ofh~rdwar~· ~nd sa~are that e~al:lies th·~,fi~e es~entiai'· ·· · 

f tilii!1~~~ir~1111~~1~~1~itI~~~1i~r4~~:1 
;-.... ·· L. ·:-~· .. :·:·;::·::.·;:;:.: .,-. : .. = '~:·:_.:/·\· :·':·:· ;·.- . .-::·: .. ,• ''.Y:-":J(_',:·,._.:::: ·-::.:-.:.-:.:;-,;:·::· :.:·'.:'<:-;!.;~-\~;·:-::; ... .-·:·: :·· __ -,. :·. ·:~-~- .' ;:=.:- :-:·:: ·:: ::-:·-:. : .... : : .. : :.: ::: .. ) .;;_.:·:.: _.'.:.:: .. ·. 

· 3 This capc:ibilitY does.Heit necessarily preclu~e the use of dmipatible programming languages; libraries; 
s~~1c:~i, ~i°~d.i:bbis tr~rii 6i:iiei-~6~·r~e( · • ··· · i•• :., · · ,, ; •. · · ·, · <> ;; · · · · · ·· · ·· •· ·: ·' ·· · ,. ···,, . 

.... .. . ,, .. _. ·: . :.:: '~·:>: ... __ ,.. .. . .. . : . : .... · .. ' . .:· ::- :·:=_ .. _::·. •. -· ;, 

Cloud Drive: 

A cloud drive is a Web-based service that provides storage space on a remote 
server. 

Cloud Audit: 

Cloud Audit is a specification developed at Osco Systems, Inc. that provides 
cloud computing ser\tice.providers a standard·wa"y to present a.nd share 
detailed, automated statistics qbout performance and security~ 
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Commingling is the creation of a common database or repository that·stores and 
maintaihs both SSA-provided and preexisting EIEP PII. 

Degaussing: 

Degaussin\;J is the method of using a "special device" (i.e., a device that 
generates a magnetic field) -in order to disrupt magnetically recorded 
information. Degaussing can be effective for purging damaged meqia and m,edia 
with exceptionally large storage capacities. Degaussing is not effective for 
purging non-magnetic media (e.g., optical discs)~, 

Dia Fop: 

Sometimes used synonymously with dial-in, refers to digital data transmission 
over the wires of a local telephqne network. 

Functiom 

One or more persons or organizational components assigned to serv.e a 
particular purpose, or perform a particular role. The purpose,, activity, or role 
assigned to one or more .persons .or organizational components. 

Hub: 

As it relates to electronk: data exchange with SSA, a hub.is ah organization, 
which serves as an electronic iriformatiori conduit or distribution collection 
point. The term Hub is interchangeable with the terms "StateTransmission 
Component," "State Transfer Component," or "STC." 

ICON: 

Interstate Connection Network (variou!) entitles use 'C()nnectivity' rather than 
'Connedion'} · 

IV &V: 

Independent Verification and Validation 

Legacy System: 

A term usu1=1lly referring to a corporate or organizational computer system or 
network that utilizes outmoded programming languages, software, and/or 
hardware that typically no longer receives support from the original vendors or 
developers. 

Manual Transaction; 

A user-initiated operation (also referred to as a "user-initiated transaction"). 
This is the. opposite of a syst~m-generated au~omated process. 

Example: A user enters a client's information including the client's SSN and 
presses the 'ENTER" key to acknowledge that input of data is "complete. A 
new screen appears wlth multiple options, which indude 'VERIFY SSW and 
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'CONTINUE". The user has the option to verify the client's SSN or perform 
afternative actions. · 

Media Sanitization: 

• Disposal: Refers to· the discarding (e.g., recycling) of media that 
contains no sensitive or confidential data. 
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• Ciearing: This type of media sanitization is adequate for protecting 
information from a robust keyboard attack. Clearing must prevent retrieval 
of infom:iation by data, disk, or file recovery utilities. Clearing must be 
resistant.to keystroke recovery attempts executed from standard input . 

. devices anq from data scavenging tools. For example, overwriting is an 
acceptable method for clearing media. Dele~ing items, however, is not 
sufficient for clearing. · · 

This. process may include overwriting all addressable locations of the-data, as 
well as its logical storage location (e.g., its file allocation table). The aim of 
the' overwriting process is to replace or obfuscate existing information with 
random data, Most rewriteable media may be cleared by a s·ingle overwrite. 
This method of sanitization is not possible on un-writeable or damaged media. 

• Purgfng: This type of media sanitization is·a process that protects .. 
information from a laboratory attack. The terms clearing. and purging are 
sometimes synonymous. However, for some media, clearing is not 
sufficient for purging (i.e., protecting data from a laboratory attack). 
Although most re-writeable media requires a single overwrite, purging 
may require multiple rewrites using different characters for each write 
cycle. · 
This is because a laboratory attack involves threats with the capability to 
employ non-standard assets (e.g. 1 specialized hai:-dware) to attempt data 
recovery on media outside of t~at media's normal operating environment. 

Degaussing is ats.o an example of an acceptable method for purg.ing magnetic 
media. The EIEP should destroy media if purging is not a viab!e method for 
sanitization. 

• Destruction: Physical destruction of med)a is the most effective. form of 
·sanitization. Methods of destruction include burning,.puJverizing·, and 
shredding.. Any residual meqiurn should be able to withstand a: laboratory 
attack. 

Permission module: 

A utility or subprogram within an application, which automatic;ally enforces 
the relationship of a request for or query ·of SSA-provided information .to an 
authorized process or transaction befqre initiating a transac.tion. For 
example, requests for verification of an SSN for issuance of a driver's lic;:ense 
happens automatically from within a state driver's li.cense apptication. The 
System witJ Mt allow a user to request information .from SsA·unless the 
EIEP's cllent system contains a record of the subject individual's SSN. 

Screen Scraping: 
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Screen scraping is normally associated with the programmatic collection of vis·ual 
data from a source. Originally, screen scraping referred to the practice of 
reading text data from a computer display terminal's screen. This involves 
reading the terminal's memory through its auxiliary port, or by connecting the 
terminal output port of one computer system to an input port on another. The 
term screen scraping is synonymous with the term bidirectional exchange of 
data. 

A screen scraper might connect to a legacy system via lelnet, emulate the 
keystrokes needed to navi.gate the legacy user interface, process the resulting 
display output, extract th~ desired data, and pass it on to a modern system. 

More modern screen scraping techniques include capturing the bitmap data 
from a screen and running it through an optical character reader engine, or 
in the case of graphical user interface applications, querying the graphical 
controls by programmatically obtaining references to their underlying 
programming objects. 

Security Breach: 

An act from outside an organization that bypasses or violates security policies, 
practices, or procedures. 

Security Incident: 

A security incident happens when a fact or event signifies the possibility that a 
breach of security may be taking place1 or may have taken place. All threats are 
security incidents, but not all se<;:urity incidents are threats. 

Security Violation: 

An act from within an org_anization that bypasses or disobeys security 
policies, practices, or procedures. 

Sensitive data: 

Any information, the loss1 misuse, or unal!thorized access to or modification of 
which could adversely affect the national interest of the conduct of federal 
programs, or the privacy to which individuals are entitled under section 552a of 
title 5, United States Code (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress 
to be kept secret in the interest of national defense or foreign policy~ 

SMDS {Switched Multimegabit Data Service (SMDS): 

SMDS Is a telecommunications service that provides connectionless, high
performance, packet-switched data transport. Although not a protocol, it 
supports standard protocols and 
communications interfaces using current technology. 

SSA~provided data/information: 

Synonymous with •ssA-supplied data/information." Defines information under 
the control of SSA that is provided to an external entity under the tenns of an 
information exchange agreement with SSA. The following are examples of 
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• SSA's· response to a request from ah EIEP for information from SSA (e.g., date 
of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

SSA data/information: 

This term1 sometimes used interchangeably with 'SSA-provided data/information•, 
denotes 

information un·der the control of SSA that-is provided to an external entity under 
the terms of an information exchan·ge agreement with SSA. However, "SSA 
data/information" also includes information provided to the EIEP by a source 
other t_han SSA, but which the EIEP attests to that SSA verified it, or the EIEP 
couples the information with data from SSA ~s to to certify the accuracy of the 
information. The following are examples of SSA information: 

• SSA's response to a· request from an EIEP for information from SSA (e.g., date 
of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

• Display by the EIEP of SSA's response to a query for verification of an 
SSN and the associated SSN provided by SSA 

;; Display by the EIEP of SSA's response lo a query for verification of an 
SSN and the associated SSN provided to the EIEP by a source other 
than S~A · 

~ Electronic records that contain only SSA's response to a query for verification of 
an SSN 

?Jnd the associated SSN whether provided to the EIEP by SSA or a source 
other than SSA 

SSN: 

Social Security Number 

$TC: 

A State Tr~nsmission/Transfer Component is an organization that performs as an 
electronic information conduit or collection point for one or more other entities 
(also referred to ·as a hub)~ · · · 

System-generated transaction: 

A transaction automatically triggered by an automated system process. 

Example: A-user enters a client's information Including the client's SSN on an 
input screen and presses the· "ENTER" key to acknowJedge that input of data is 
complete. Ari automated process then matches the SSN against the 
organization's database and when the systems finds no match, automatically 
sends an electronic request for verification of the SSN to SSA. 
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Sys~ems process: 

The Term "Systems Process" refers to a software program module that runs 
in the background within an automated batch, online, or other process. 

Third Party: 
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This term pertains to an entity (person or organization) provided access to SSA
provided information by an EIEP or other SSA business partner for which one or 
more of the following appJy: 

• is not stipulated access to SSA-provided information by an information-sharing 
agreement between an EIEP and SSA · 
• has no information-sharing agreement with SSA 
• SSA does not directly authorize access to SSA-provided information 

Transaction-driven: 

This term pertains to an automatically initiated ortline query of or request for 
SSA information by an automated transaction process (e.g., driver license 
issuance, etc.). The query or request will only occur the automated process 
meets prescribed conditions. 

Uncontrolled transaction: 

This term pertains .to a transaction that falls outside a permission module. An 
uncontrolled transaction is not subject to a systematically enforced relationship 
between an authorized prm;:ess or application and an existing client record. 

(THE REST OF nus PAGE HAS SEEN LEFT BLANK INT~NT!ONALLY) 
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8. Regulatory References 

0 

Federal Information processing Standards 

(FIPS) Publications Federal Information 

Security Management Act of 2002 (FISMA) 

Homeland Security Presidential Directive 

(HSPD-12) 

National Institute of Standards and Technology (NIST) Special Publications 

Office of Management and Budget (OMB) Circular A-123, Management:s 
Responsibility for Internal 
Control 

Office of Management and Budget (OMB) Circular A-130, Appendix III, 
Management of Federal · 
Information Resources 
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Office of Management and Budget (OMB) Memo M-06-16f Protection of Sensitive 
Agency 
Information~ June 23., 2006 

Office of Management and Budget (OMB) Memo M-07-16, Memorandum for the 
Heads of Executive · 
Departments and Agencies May 22, 2007 

Office of Management and Budget {OMB) Memo M-07-17, Safeguarding Against 
and Responding to the Breach of Personally Identifiable Information, May 22, 
2007 

Privacy Act of 1974 

. (THE R~ST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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9. .Frequently Asked Questions · 0 

.. ~· 

{Clit:k links for answers or additional information) 

1. Q: What i.s a breach of data? 
A: Refer also to Security Breach, Security Incident, and Security 
Violation. 

2. Q: What is employee browsing? 
A: Requests for or queries of SSA-provided Information for purposes not 

related to the performance of official job duties 

3. Q: Okay, so the SDP was s1.1bmitted •. Can th~ Onsite Review be 
scheduled now? · 

4 . 

A: Refer to Scheduling the Onsite Review .• 

Q: What is a "Permission Modulen? 
A: A utility or subprogra·m within an applicationr which 

automatically enforces the relationship of a request for or query 
of SSA-provided information to an authorized process or 
transaction before initiating a transaction. For example, if 
requests for verification of an SSN for issuance of a driver's 
license happens automatically from within a state dnver;s 
license appUcation. The· System will not aHow a user to request 
information from SSA unless the EIEP's client system contains a 
record bf the subject indMdual's. SSN. 

5. . Q: What is meant by Screen Scraping? 
A: Screen scraping is normally associated wfth the programmatic 

colfection of visual data from a source. Originally, screen scraping 
referred to the practice of reading text data from a computer display 
terminal's screen. This involves reading the terminal's memory 
through its auxiliary port, or by connecting the terminal output port 
of one computer system to an input port on another. The term 
screen scraping is synonymous with th.e term bidirectional exchange 
of data. 

A screen scraper might connect to a legacy system via Telnet, 
emulate the keystrokes needed to navigate the legacy user 
interface, process the resulting display output, extract the desired 
data, and pass it on to a modern system •. 

More modern screen scraping techniques include capturing the 
bitmap data from a screen anp running it through an optical 
charac.ter reader engine, or in the case of graphical user 
interface applications, querying the graphical controls by 
programmatically:obtainlng references to their underlying 
programming objects. . . 

6. Q: When does an EIEP have to submit.an SOP? 
A: Referto When the SDP and RA are Required. 

7. Q: Does an EIEP ha.ve to submit an SDP when the agreement is 
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A: The EIEP does r\'ot have to submit an SDP because the agreement 
between the EIEP a.nd SSA was renewed. There are, however, 
circumstarn;:es that require an EIEP to subrni~ an $[)P. Refer to 
When the SDP and RA are Required. · 

8. Q: Is it acceptable to save SSA"data with a verified indicator on a 
(EIEP) workstation if the EIE.P uses an encrypted hard drive? If not, 
what options does the agency h_ave? 

A: There is no problem with an EIEP saving SSA-provided information 
on the encrypted hard drives of computers used to process SSA 
data if the EIEP retains the information only as provided for in the 
EIEP's data-sharing agreement with SSA. Refer to Data and 
Communications Security. 

9. Q: Does SSA allow EIEPs to use caching of SSA-provided information on 
the EIEP's workstations? 

A: Caching during processing is not a problem. However, SSA-provided 
information must clear from the cache when the user exits the 
appli~ation. Refer to Data a_nd Communications Security. 

10. Q: What .does .the term "inten::onnections to other systems!' mean? 
A: As used in SSA's system security requirements document, the term 

"interconnections" is the same as the term "connections." 

p., Q: Is it acceptable to submit the SDP as a .PDF file? 
A: No, it is not. The docui:nent must refl1ain editable. 

12. Q: Should the EIEP write the SDP from the standpoint of my agency's 
SVES access itself, or from the standpoint of access to all data 
provided to us by SSA? 

A: The SOP is to encompass your agency's electronic access to SSA
provided information as per the electronic data sharing agreement 
between you·r agency and SSA. · Refer to Developing the SDP. 

13. Q: If we have a "transaction-driven" system, do we still need a 
permission module? If employees cannot initiate a queJy to 
SSA, why would we ne~d the permission module? 

A-: "Transaction driven" basfcally. means that queries automatical.ly 
submit requests (and it mi_ght depend on the transaction). 
Depending on the system's design, queries might not be automatic or 
it may still permit manual transactions. A system. may require 
manual fransactions to correct an error. SSA doe·s not prohibit 
manual- transactions If an ATS properly tracks such transactions. lf a 
"transaction-9riven" system permits any type of alternate access; it still 
requires a permission rnooule, even if it restricts users from performing 
ma nu.al transactions. If the systerri does not require the user to be 
in a parti(;Ular application or the query to be for an existing record. in: 
the EIEP's system before the system wm allow a query to go through 
to SSA, it would still need a permission mp:Qule. 

14. Q: What is an Onsite Compliance Review? 
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· A: The Onsite Compliance Review is the process wherein SSA performs 
periodi<;: sJte visits to its Electronic Information Exct)ange Partners 
(EIEP) to certify whether the EIEP~s technical, managerial, and 
·operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEP's 
data sharing agreements with SSA and SSA's associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process •. 

15. Q: What are the crite.ria for performing an Onsite Compliance Review? 
A: The following are criteria for performing the Onsite 

Compliance Review: 

• ElEP initiating new access or new access method for obtaining 
information from SSA 

• EIEP's cyclical review (previous review was performed remotely) 

• EIEP has made significant change(s) in its operating or security 
·platform involving SSA-provided information 

• EIEP experienced a breach of SSA-provided personally identifying 
information (PII} 

• EIEP has been determined to be high-risk 

Refer also to the Review Determination Matrix~. 

16. Q: What is a Remote Compliance Review? 
A: The Remote Compliance Revfew is when SSA conducts the meetings 

remotely (e.g., via c9nference calts). SSA schedules conference calls 
with its EIEPs to. determine whether the EIEPs technical, managerial, 
and operational security measures for protecting data obtained 
electronically from SSA continue to conform to the.terms of the EIEP's 
data sharing agreements with SSA and SSA"s associated system 
security requirements and procedures. Refer to the Compliance 
Review Program and Process. · 

17. Q: What are the criteria for p:erformJng.a Remote Compliance Review? 
. A: The EIEP must satisfy the following criteria to qualify.for a Remote 

Compliance. Review: 

• EIEP's cyclical review (SSA's previous review yielded· no findings 
or the EIEP satisfactorily resolved cited findings) 

• EIEP has made no significant i:hange(s) in its operating or 
security platform involving SSA-provided information 

• EIEP has not experienced a breach of SSA-provided 
personally identifiable information (PII) since its 
previ()us compliance review. 

• SSA rates the EIEP as a low-risk ac;Jency· or state 

36 

12'80 

.< 



Refer also to the Review Determination Matrix 
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WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS 

OF PERSONALLY IDENTIFIABLE INFORMATION 
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ATTACHMENT 5 

Worksheet for Reporting Loss or Potential Loss of Personally Identifiable 
Information · 

1. Information about the individual making the reporj: to the NCSC: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I . I Cell: I I Home/Other: I 
E-mail Address: I 
Check one of the following: 

Management Official I· I Security Officer I I Non-Management 

2. Information about the data that was lost/stolen: 
Describe what was lost or stolen (e.g., case.file, MBR data): 

Which element(s) of PII did the data contain? 
Name Bank Account Info 
SSN Medical/Health Information 
Date of Birth Benefit Payment Info 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

Estimated volume ofrecords involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): . 

If Electronic, what t rpe of deyice? 
Laptop Tabiet Backup T!l.pe Blac;kberrv 
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I 

I 
Workstation Server CD/DVD Blackberry Phone # 
Hard Drive Floppy Disk USB Drive 

... 

Other (describe): 
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Additional Questions if Electronic: 

... .. 

a. Was the device encrypted? 
b. Was the device password protected? 
c. If a laptop or.tablet, was a VPN SmartCard lost? 

Cardhoider's Name: 
Card.holder's SSA logon PIN: · 
Hardware Maj(~/Model: 
Hardware Serial Numper: 

Add'f 1 Q ti .. f P . 11ona ues ons 1 aper: 

a Was the information in a locked briefcase? 
b. ·wa.s the inforination in a ~cicked qabinet or drawer? 
c. Was the information: in a locked vehicle trunk? 
d. Was the infonn?-tion redacted? 
e. Other cfrcmnstances: 

Yes No 

Yes No 

: 

.. 
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Not Sure 

.... 
Not Sure 

4. If the employee/contractor who was in. possession 'Of the data or to whom the 
data was assigned is nQt the pers()n makllig the report to the NCSC (as listed in 
#1), information about this employee/contractor: 

Nanie: I 
.... 

Position: I 
Deouty Commissioner Level Organization: I 
Phone Nwnbers: 
Work: I I Cell: I I Home/Other: I 
E-mail Address: l 

5. Circumstances of the loss: 
a. When was it lost/stolen? 

b. Brief description of how the loss/theft occurred: 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate level component names) 
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7~ Which.reports hav~ been f'ded? (inciude FPS, local police, and SSA reports) 

Report Filed Yes No Re12ort Number 
Federal Protective Service 

.. 

Local Police 
Yes No 

SSA-3114 (Incident Alert) 
SSA-342 (Report of Survey) 
Other (describe) 

8. Other pertinent information (include·a:ctions under way, as well as any contacts · 
with other agencies, law enforcement or. the press): 
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San Francisco Department of Public-·Health 
. Barbara A Garcia, MPA 

Director of Health 

City and County of San Francisco 
· Edwin M. Lee 

Mayor 
C.'> OJ 
¥< ("<..._) 0 

June 5, 2017 

Angela Calvillo, Clerk of the Board 
Board of Supervisors 
1 Dr. Carlton B. Goodlett Place, Room 244 
San Francisco, CA 94102 

1::;t; 
0 ·;-.) 

Dear Ms. Calvillo: 

Attached please find an original single-sided and two single-sided, black and white copies of 
the proposed Resolution for the Board of Supervisors approval, which retroactively approves 
'the Performance Contract No. 16-93139 for July 1, 2016 through June 30, 2017, between the 
San Francisco Department of Public Health's Community Behavioral Health Services and the 
California Department of Health Care Services, incorporating the Mental Health Services Act, 
Projects for Assistance in Transition from Homelessness, the Mental Health Plan, and 

. Community Mental Health Services Grant. 

The following is a list of accompanying documents 

• Performance Contract No. 16-93139 for the term of July 1, 2016 through June 30, 2017 

The contract agreement must be signed and returned to the California Department of Health 
Care Services by the end of this fiscal year - June 30, 2017. 

The following person may be contacted regarding this matter: 

Imo Momoh 
Director, Mental Health Services Act 
415-255-3736 
lmo.momoh@sfdph.org 

barbara.garcia@sfdph.org I 415-554-2526 I 101 Grove Street, Room 308, San Francisco, CA 94102 
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