
City and Connty of San Francisco 
Airport Commission 

P.O. Box 8097 
San Francisco, California 94128 

Agreement between the City and County of San Francisco and 

Faith Group, LLC 

Contract No. 10511.41 
Program Management Support Services 

For 
Airport Security lnfrastrncture Program 

This Agreement is made this ht day of September, 2015, in the City and County of San Francisco, State 
of California, by and between: Faith Group, LLC, 930 N. McKnight Road, St. Louis, MO 63132 (the 
"Contractor") and the City and County of San Francisco, a municipal corporation (the "City"), acting by 
and through its Airport Commission (the "Commission"). 

Recitals 

A. The Commission is proceeding with the planning for the Airpmt Security Infrastructure Program 
at the San Francisco International Airport (the "Airpott" or "SFO") and requires the assistance of an 
experienced consultant to assist in all phases of program planning and development; and, 

B. The Commission is authorized to enter into all contracts which relate to matters under its 
jurisdiction; and 

C. On March 19, 2015, the Commission issued a Request for Proposals ("RFP") and as a result of 
the selection process prescribed in the RFP and upon the recommendation of the Airport Director, the 
Commission detennined that the Contractor was the qualified proposer receiving the highest evaluation 
score; and 

D. On September 1, 2015, by Resolution No. 15-0170, the Commission awarded Phase I of this 
Agreement to the Contractor; and 

E. Approval for this Agreement was obtained when the Civil Service Commission approved PSC 
No. 46926-14/15 on May 18, 2015; and 

F. This Agreement includes setvices relating to three projects: I) Access Control System 
Improvements Project, 2) Internet Protocol Camera Coverage Project, and 3) the potential Perimeter 
Intrusion Detection System (PIDS) Project. Contractor's services will be divided into two phases for the 
PIDS project: Phase I - the Telecommunication Duct Bank Survey and Phase II - all Program-level 
management services and Project Management Services for PIDS; and 

G. The PIDS Project Phase II work will not proceed unless and until any required environmental 
review for the PIDS Project is completed, the Airport Commission determines to proceed with the PIDS 
Project by Resolution, and the Airpmt Commission authorizes the Phase II work to proceed through a 
modification to this Agreement and certification as to the availability of additional funds by the City 
Controller for the Phase II compensation; and 
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H. The Contractor represents and warrants that it is qualified to perform the services required by 
City under this Agreement; 

Now, THEREFORE, the parties agree as follows: 

Terms and Conditions 

1. Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of Non­
Appropriation. This Agreement is subject to the budget and fiscal provisions of the City's Charter. 
Charges will accrue only after prior written authorization certified by the Controller, and the amount of 
City's obligation under this Agreement shall not at any time exceed the amount ce11ified for the purpose 
and period stated in such advance authorization. This Agreement will terminate without penalty, liability 
or expense of any kind to City at the end of any fiscal year if funds are not appropriated for the next 
succeeding fiscal year. If funds are appropriated for a portion of the fiscal year, this Agreement will 
terminate, without penalty, liability or expense of any kind at the end of the term for which funds are 
appropriated. City has no obligation to make appropriations for this Agreement in lieu of appropriations 
for new or other agreements. City budget decisions are subject to the discretion of the Mayor and the 
Board of Supervisors. Contractor's assumption of risk of possible non-appropriation is part of the 
consideration for this Agreement. 

THIS SECTION CONTROLS AGAINST ANY AND ALL OTHER PROVISIONS OF THIS 
AGREEMENT. 

2. Term of the Agreement. Subject to Section I, the term of this Agreement shall be twelve (12) 
months, beginning with the first working day following contract certification. 

3. Effective Date of Agreement. This Agreement shall become effective when the Controller has 
ce11ified to the availability offunds and Contractor has been notified in writing. 

4. Services Contractor Agrees to Perform. The Contractor agrees to perform the services 
provided for in Appendix A, "Services to be Provided by Contractor," attached hereto and incorporated 
by reference as though fully set forth in this Agreement. If Appendix A includes as-needed services, such 
services shall be requested by City through the issuance of a written task order signed by City and 
Contractor, which task order shall be made a pat1 of and incorporated into the Agreement as though fully 
set forth in this Agreement without the need for a formal amendment to the Agreement. The task order 
shall include a description of the as-needed services, the deliverables, schedule for performance, cost, and 
method and timing of payment. Phase II work for the PIDS Project will not and may not proceed unless 
and until any environmental review for the PIDS Project that may be required is completed. Contractor 
may proceed with Phase II services for the PIDS Project as described in Appendix A only upon express 
approval by the Airpot1 Commission, as a modification to this Agreement, and certification as to the 
availability of funds by the City Controller for the Phase II compensation. The Commission retains full 
discretion to examine alternatives to the PIDS Project, adopt mitigation measures, modify the Project or 
decide not to proceed with the Project. If the Commission decides not to proceed with the PIDS Project, 
the Phase II work would not be authorized and would not proceed. By entering into this Agreement with 
the City, Contractor acknowledges and agrees that the City is not committing to proceed with the PIDS 
Project and cannot guarantee that any work under Phase II will be available for Contractor to perform. 

S. Compensation. Compensation shall be made in monthly payments on or before the last day of 
each month for work, as set forth in Section 4 of this Agreement, that the Airpot1 Director, in his or her 
sole discretion, concludes has been performed as of the last day of the immediately preceding month. In 
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no event shall the amount of this Agreement exceed Two Million Six Hundred Seventy-One Thousand 
Dollars ($2,671,000). Contractor acknowledges and agrees that the Controller will certify initial funds for 
Phase I in an amount not to exceed One Million Four Hundred Eighty Nine Thousand ($1,489,000), for 
services relating to the Access Control System Improvements Project; the Internet Protocol Camera 
Coverage Project, and Phase I of the potential PIDS project. The breakdown of costs associated with this 
Agreement appears in Appendix B, "Calculation of Charges," attached hereto and incorporated by 
reference as though fully set fo11h in this Agreement. No charges shall be incurred under this Agreement 
nor shall any payments become due to Contractor until repo11s, services, or both, required under this 
Agreement are received from Contractor and approved by the Airport Commission as being in accordance 
with this Agreement. City may withhold payment to Contractor in any instance in which Contractor has 
failed or refused to satisfy any material obligation provided for under this Agreement. In no event shall 
City be liable for interest or late charges for any late payments. 

6. Guaranteed Maximum Costs. The City's obligation under this Agreement shall not at any time 
exceed the amount ce11ified by the Controller for the purpose and period stated in such ce11ification. 
Except as may be provided by laws governing emergency procedures, officers and employees of the City 
are not authorized to request, and the City is not required to reimburse the Contractor for, Commodities or 
Services beyond the agreed upon contract scope unless the changed scope is authorized by amendment 
and approved as required by law. Officers and employees of the City are not authorized to offer or 
promise, nor is the City required to honor, any offered or promised additional funding in excess of the 
maximum amount of funding for which the contract is ce11ified without certification of the additional 
amount by the Controller. The Controller is not authorized to make payments on any contract for which 
funds have not been certified as available in the budget or by supplemental appropriation. 

7. Payment; Invoice Format. Invoices furnished by Contractor under this Agreement must be in a 
form acceptable to the Controller, and must include a unique invoice number. All amounts paid by City 
to Contractor shall be subject to audit by City. Payment shall be made by City to Contractor at the 
address specified in the section entitled "Notices to the Parties." 

8. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco Administrative Code 
§§6.80-6.83, any contractor, subcontractor, supplier, consultant or subconsultant who submits a false 
claim shall be liable to the City for the statutory penalties set forth in those sections. A contractor, 
subcontractor, supplier, consultant or subconsultant will be deemed to have submitted a false claim to the 
City ifthe contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an 
officer or employee of the City a false claim or request for payment or approval; (b) knowingly makes, 
uses, or causes to be made or used a false record or statement to get a false claim paid or approved by the 
City; ( c) conspires to defraud the City by getting a false claim allowed or paid by the City; ( d) knowingly 
1nakes, uses, or causes to be 1nade or used a false record or state1nent to conceal, avoid, or decrease an 
obligation to pay or transmit money or property to the City; or (e) is a beneficiary of an inadvertent 
submission of a false claim to the City, subsequently discovers the falsity of the claim, and fails to 
disclose the false claim to the City within a reasonable time after discovery of the false claim. 

9. Disallowance. NOT APPLICABLE 

10. Taxes 

I 0.1 Payment of any taxes, including possessory interest taxes and California sales and use taxes, 
levied upon or as a result of this Agreement, or the services delivered pursuant hereto, shall be the 
obligation of Contractor. 
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10.2 Contractor recognizes and understands that this Agreement may create a "possessmy interest" for 
property tax purposes. Generally, such a possessmy interest is not created unless the Agreement entitles 
the Contractor to possession, occupancy, or use of City property for private gain. If such a possessory 
interest is created, then the following shall apply: 

10.2.1 Contractor, on behalf of itself and any permitted successors and assigns, recognizes and 
understands that Contractor, and any permitted successors and assigns, may be subject to real prope11y tax 
assessments on the possessory interest; 

10.2.2 Contractor, on behalf of itself and any permitted successors and assigns, recognizes and 
understands that the creation, extension, renewal, or assignment of this Agreement may result in a 
"change in ownership" for purposes of real property taxes, and therefore may result in a revaluation of 
any possessory interest created by this Agreement. Contractor accordingly agrees on behalf of itself and 
its permitted successors and assigns to report on behalf of the City to the County Assessor the information 
required by Revenue and Taxation Code section 480.5, as amended from time to time, and any successor 
provision. 

I 0.2.3 Contractor, on behalf of itself and any permitted successors and assigns, recognizes and 
understands that other events also may cause a change of ownership of the possessory interest and result 
in the revaluation of the possessory interest. (see, e.g., Rev. & Tax. Code section 64, as amended from 
time to time). Contractor accordingly agrees on behalf of itself and its permitted successors and assigns 
to report any change in ownership to the County Assessor, the State Board of Equalization or other public 
agency as required by law. 

10.2.4 Contractor further agrees to provide such other information as may be requested by the 
City to enable the City to comply with any reporting requirements for possessory interests that are 
imposed by applicable law. 

11. Payment Does Not Imply Acceptance of Work. The granting of any payment by City, or the 
receipt thereof by Contractor, shall in no way lessen the liability of Contractor to replace unsatisfactory 
work, equipment, or materials, although the unsatisfactory character of such work, equipment or materials 
may not have been apparent or detected at the time such payment was made. Materials, equipment, 
components, or workmanship that do not conform to the requirements of this Agreement may be rejected 
by City and in such case must be replaced by Contractor without delay. 

12. Qualified Personnel. Work under this Agreement shall be performed only by competent 
personnel under the supervision of and in the employment of Contractor. Contractor will comply with 
City's reasonable requests regarding assignment of personnel, but all personnel, including those assigned 
at City's request, and must be supervised by Contractor. Contractor shall commit adequate resources to 
complete the project within the project schedule specified in this Agreement. 

13. Responsibility for Equipment. City shall not be responsible for any damage to persons or 
property as a result of the use, misuse or failure of any equipment used by Contractor, or by any of its 
employees, even though such equipment be furnished, rented or loaned to Contractor by City. 

14. Independent Contractor; Payment of Taxes and Other Expenses 

14.1 Independent Contractor. Contractor or any agent or employee of Contractor shall be deemed at 
all times to be an independent contractor and is wholly responsible for the manner in which it performs 
the services and work requested by City under this Agreement. Contractor, its agents, and employees will 
not represent or hold themselves out to be employees of the City at any time. Contractor or any agent or 
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employee of Contractor shall not have employee status with City, nor be entitled to pa1iicipate in any 
plans, arrangements, or distributions by City pertaining to or in connection with any retirement, health or 
other benefits that City may offer its employees. Contractor or any agent or employee of Contractor is 
liable for the acts and omissions of itself, its employees and its agents. Contractor shall be responsible for 
all obligations and payments, whether imposed by federal, state or local law, including, but not limited to, 
FICA, income tax withholdings, unemployment compensation, insurance, and other similar 
responsibilities related to Contractor's performing services and work, or any agent or employee of 
Contractor providing same. Nothing in this Agreement shall be construed as creating an employment or 
agency relationship between City and Contractor or any agent or employee of Contractor. Any terms in 
this Agreement referring to direction from City shall be construed as providing for direction as to policy 
and the result of Contractor's work only, and not as to the means by which such a result is obtained. City 
does not retain the right to control the means or the method by which Contractor performs work under this 
Agreement. Contractor agrees to maintain and make available to City, upon request and during regular 
business hours, accurate books and accounting records demonstrating Contractor's compliance with this 
section. Should City determine that Contractor, or any agent or employee of Contractor, is not 
performing in accordance with the requirements of this Agreement, City shall provide Contractor with 
written notice of such failure. Within five (5) business days of Contractor's receipt of such notice, and in 
accordance with Contractor policy and procedure, Contractor shall remedy the deficiency. 
Notwithstanding, if City believes that an action of Contractor, or any agent or employee of Contractor, 
warrants immediate remedial action by Contractor, City shall contact Contractor and provide Contractor 
in writing with the reason for requesting such immediate action. 

14.2 Payment of Taxes and Other Expenses. Should City, in its discretion, or a relevant taxing 
authority such as the Internal Revenue Service or the State Employment Development Division, or both, 
determine that Contractor is an employee for purposes of collection of any employment taxes, the 
amounts payable under this Agreement shall be reduced by amounts equal to both the employee and 
employer portions of the tax due (and offsetting any credits for amounts already paid by Contractor which 
can be applied against this liability). City shall then forward those amounts to the relevant taxing 
authority. Should a relevant taxing authority determine a liability for past services performed by 
Contractor for City, upon notification of such fact by City, Contractor shall promptly remit such amount 
due or arrange with City to have the amount due withheld from future payments to Contractor under this 
Agreement (again, offsetting any amounts already paid by Contractor which can be applied as a credit 
against such liability). A determination of employment status pursuant to the preceding two paragraphs 
shall be solely for the purposes of the particular tax in question, and for all other purposes of this 
Agreement, Contractor shall not be considered an employee of City. Notwithstanding the foregoing, 
Contractor agrees to indemnify and save harmless City and its officers, agents and employees from, and, 
if requested, shall defend them against any and all claims, losses, costs, damages, and expenses, including 
attorney's fees, arising from this section. 

15. Insurance 

15.1 Without in any way limiting Contractor's liability pursuant to the "Indemnification" section of 
this Agreement, Contractor, or each of Contractor's Joint Venture Partners, must maintain in force, during 
the full term of the Agreement, insurance in the following amounts and coverage: 

15.1.1 Workers' Compensation, in statutory amounts, with Employers' Liability Limits not less 
than $1,000,000 each accident, iltjury, or illness; and 

15.1.2 Commercial General Liability Insurance with limits not less than $1,000,000 each 
occurrence and $2,000,000 general aggregate for Bodily Injury and Property Damage, including 
Contractual Liability, Personal lnju1y, Products and Completed Operations; and 
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15.1.3 Commercial Automobile Liability Insurance with limits not less than $2,000,000 each 
occurrence, "Combined Single Limit" for Bodily Injury and Property Damage, including Owned, Non­
Owned and Hired auto coverage, as applicable. 

15.1.4 Professional liability insurance, applicable to Contractor's profession, with limits not less 
than $ l ,000,000 each claim with respect to negligent acts, errors or omissions in connection with 
professional services to be provided under this Agreement. If the Contractor is a Joint Venture, each 
member of the Joint Venture must maintain individual Professional Liability insurance and each policy 
must include 'Joint Venture' coverage but only for the liability arising out of the professional services 
performed by the Joint Venture member. The Contractor may be asked to provide all applicable policies 
for verification of coverage. 

15.2 Commercial General Liability and Commercial Automobile Liability Insurance policies must be 
endorsed to provide: 

15.2.l Name as Additional Insured the City and County of San Francisco, its Officers, Agents, 
and Employees. If the Contractor is a Joint Venture, each Joint Venture Partner's policies must be 
endorsed to include each other Joint Venture partner AND the Joint Venture as additional insureds. 

I 5.2.2 That such policies are primary insurance to any other insurance available to the 
Additional Insureds, with respect to any claims arising out of this Agreement, and that insurance applies 
separately to each insured against whom claim is made or suit is brought. 

15.3 All policies shall be endorsed to provide thirty (30) days' advance written notice to the City of 
cancellation for any reason, intended non-renewal, or reduction in coverages. Notices shall be sent to the 
City address set forth in the Section entitled "Notices to the Parties." 

l 5.4 Should any of the required insurance be provided under a claims-made form, Contractor shall 
maintain such coverage continuously throughout the term of this Agreement and, without lapse, for a 
period of three years beyond the expiration of this Agreement, to the effect that, should occurrences 
during the contract term give rise to claims made after expiration of the Agreement, such claims shall be 
covered by such claims-made policies. 

15.5 Should any required insurance lapse during the term of this Agreement, requests for payments 
originating after such lapse shall not be processed until the City receives satisfactory evidence of 
reinstated coverage as required by this Agreement, effective as of the lapse date. If insurance is not 
reinstated, the City may, at its sole option, terminate this Agreement effective on the date of such lapse of 
insurance. 

15.6 Before commencing any Services, Contractor shall furnish to City certificates of insurance and 
additional insured policy endorsements with insurers with ratings comparable to A-, Vlll or higher, that 
are authorized to do business in the State of California, and that are satisfactory to City, in form 
evidencing all coverages set forth above. Approval of the insurance by City shall not relieve or decrease 
Contractor's liability hereunder. 

15.7 The Workers' Compensation policy(ies) shall be endorsed with a waiver of subrogation in favor 
of the City for all work performed by the Contractor or any Joint Venture Pa11ner, their employees, agents 
and subcontractors. 
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15.8 If Contractor or any Joint Venture Pminer will use any subcontractor(s) to provide Services, 
Contractor shall require the subcontractor(s) to provide all necessary insurance and to name the City and 
County of San Francisco, its officers, agents and employees and the Contractor as additional insureds. 

16. Indemnification. Contractor shall indemnify and save harmless City and its officers, agents and 
employees from, and, if requested, shall defend them against any and all loss, cost, damage, injury, 
liability, and claims for injury to or death of a person, including employees of Contractor or loss of or 
damage to property, arising directly or indirectly from Contractor's performance of this Agreement, 
including, but not limited to, Contractor's use of facilities or equipment provided by City or others, 
regardless of the negligence of, and regardless of whether liability without fault is imposed or sought to 
be imposed on City, except to the extent that such indemnity is void or otherwise unenforceable under 
applicable law in effect on or validly retroactive to the date of this Agreement, and except where such 
loss, damage, injury, liability or claim is the result of the active negligence or willful misconduct of City 
and is not contributed to by any act of, or by any omission to perform some duty imposed by law or 
agreement on Contractor, its subcontractors or either's agent or employee. The foregoing indemnity shall 
include, without limitation, reasonable fees of attorneys, consultants and expe1is and related costs and 
City's costs of investigating any claims against the City. In addition to Contractor's obligation to 
indemnify City, Contractor specifically acknowledges and agrees that it has an immediate and 
independent obligation to defend City from any claim which actually or potentially falls within this 
indemnification provision, even if the allegations are or may be groundless, false or fraudulent, which 
obligation arises at the time such claim is tendered to Contractor by City and continues at all times 
thereafter. Contractor shall indemnify and hold City harmless from all loss and liability, including 
attorneys' fees, comi costs and all other litigation expenses for any infringement of the patent rights, 
copyright, trade secret or any other proprietary right or trademark, and all other intellectual property 
claims of any person or persons in consequence of the use by City, or any of its officers or agents, of 
articles or services to be supplied in the performance of this Agreement. 

17. Incidental and Consequential Damages. Contractor shall be responsible for incidental and 
consequential damages resulting in whole or in part from Contractor's acts or omissions. Nothing in this 
Agreement shall constitute a waiver or limitation of any rights that City may have under applicable law. 

18. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THIS AGREEMENT SHALL 
BE LIMITED TO THE PAYMENT OF THE COMPENSATION PROVIDED FOR IN SECTION 5 
(COMPENSATION) OF THIS AGREEMENT. NOTWITHSTANDING ANY OTHER PROVISION OF 
THIS AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER 
ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, CONSEQUENTIAL, 
INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, 
ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT OR THE SERVICES 
PERFORMED IN CONNECTION WITH THIS AGREEMENT. 

19. Liquidated Damages. NOT APPLICABLE 

20. Default; Remedies 

20.1 Each of the following shall constitute an event of default ("Event of Default") under this 
Agreement: 

20.1. 1 Contractor fails or refuses to perform or observe any term, covenant or condition 
contained in any of the following Sections of this Agreement: 

8. Submitting False Claims; Monetary Penalties. 37. Drug-Free Workplace Policy 
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10. Taxes 
15. Insurance 
24. Proprietary or Confidential Information of City 
30. Assignment 

53. Compliance with Laws 
55. Supervision of Minors 
57. Protection of Private Information 

20.1.2 Contractor fails or refuses to perform or observe any other term, covenant or condition 
contained in this Agreement, and such default continues for a period of ten (IO) days after written notice 
of an Event of Default from City to Contractor. 

20.1.3 Contractor (a) is generally not paying its debts as they become due, (b) files, or consents 
by answer or otherwise to the filing against it of, a petition for relief or reorganization or arrangement or 
any other petition in bankruptcy or for liquidation or to take advantage of any bankruptcy, insolvency or 
other debtors' relief law of any jurisdiction, (c) makes an assignment for the benefit of its creditors, (d) 
consents to the appointment of a custodian, receiver, trustee or other officer with similar powers of 
Contractor or of any substantial part of Contractor's property or ( e) takes action for the purpose of any of 
the foregoing. 

20.1.4 A court or government authority enters an order (a) appointing a custodian, receiver, 
trustee or other officer with similar powers with respect to Contractor or with respect to any substantial 
part of Contractor's property, (b) constituting an order for relief or approving a petition for relief or 
reorganization or arrangement or any other petition in bankruptcy or for liquidation or to take advantage 
of any bankruptcy, insolvency or other debtors' relief law of any jurisdiction or (c) ordering the 
dissolution, winding-up or liquidation of Contractor. 

20.2 On and after any Event of Default, City shall have the right to exercise its legal and equitable 
remedies, including, without limitation, the right to terminate this Agreement or to seek specific 
performance of all or any part of this Agreement. In addition, City shall have the right (but no obligation) 
to cure (or cause to be cured) on behalf of Contractor any Event of Default; Contractor shall pay to City 
on demand all costs and expenses incurred by City in effecting such cure, with interest thereon from the 
date of incurrence at the maximum rate then permitted by law. City shall have the right to offset from any 
amounts due to Contractor under this Agreement or any other agreement between City and Contractor all 
damages, losses, costs or expenses incurred by City as a result of such Event of Default and any 
liquidated damages due from Contractor pursuant to the terms of this Agreement or any other agreement. 

20.3 All remedies provided for in this Agreement may be exercised individually or in combination 
with any other remedy available under this Agreement or under applicable laws, rules and regulations. 
The exercise of any remedy shall not preclude or in any way be deemed to waive any other remedy. 

21. Termination for Convenience 

21.1 City shall have the option, in its sole discretion, to terminate this Agreement, at any time during 
the term hereof, for convenience and without cause. City shall exercise this option by giving Contractor 
written notice of termination. The notice shall specify the date on which termination shall become 
effective. 

21.2 Upon receipt of the notice, Contractor shall commence and perform, with diligence, all actions 
necessa1y on the pa11 of Contractor to effect the termination of this Agreement on the date specified by 
City and to minimize the liability of Contractor and City to third parties as a result of termination. All 
such actions shall be subject to the prior approval of City. Such actions shall include, without limitation: 
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21.2. l Halting the performance of all services and other work under this Agreement on the 
date(s) and in the manner specified by City. 

21.2.2 Not placing any further orders or subcontracts for materials, services, equipment or other 
ite1ns. 

21.2.3 Terminating all existing orders and subcontracts. 

21.2.4 At City's direction, assigning to City any or all of Contractor's right, title, and interest 
under the orders and subcontracts terminated. Upon such assignment, City shall have the right, in its sole 
discretion, to settle or pay any or all claims arising out of the termination of such orders and subcontracts. 

21.2.5 Subject to City's approval, settling all outstanding liabilities and all claims arising out of 
the termination of orders and subcontracts. 

21.2.6 Completing performance of any services or work that City designates to be completed 
prior to the date of termination specified by City. 

21.2.7 Taking such action as may be necessary, or as the City may direct, for the protection and 
preservation of any property related to this Agreement which is in the possession of Contractor and in 
which City has or may acquire an interest. 

21.3 Within 30 days after the specified termination date, Contractor shall submit to City an invoice, 
which shall set forth each of the following as a separate line item: 

21.3. I The reasonable cost to Contractor, without profit, for all services and other work City 
directed Contractor to perform prior to the specified termination date, for which services or work City has 
not already tendered payment. Reasonable costs may include a reasonable allowance for actual overhead, 
not to exceed a total of I 0% of Contractor's direct costs for services or other work. Any overhead 
allowance shall be separately itemized. Contractor may also recover the reasonable cost of preparing the 
invoice. 

21.3.2 A reasonable allowance for profit on the cost of the services and other work described in 
the immediately preceding subsection (I), provided that Contractor can establish, to the satisfaction of 
City, that Contractor would have made a profit had all services and other work under this Agreement been 
completed, and provided further, that the profit allowed shall in no event exceed 5% of such cost. 

21.3.3 The reasonable cost to Contractor of handling material or equipment returned to the 
vendor, delivered to the City or otherwise disposed of as directed by the City. 

21.3.4 A deduction for the cost of materials to be retained by Contractor, amounts realized from 
the sale of materials and not otherwise recovered by or credited to City, and any other appropriate credits 
to City against the cost of the services or other work. 

21.4 In no event shall City be liable for costs incurred by Contractor or any of its subcontractors after 
the termination date specified by City, except for those costs specifically enumerated and described in the 
immediately preceding subsection (21.3). Such non-recoverable costs include, but are not limited to, 
anticipated profits on this Agreement, post-termination employee salaries, post-termination administrative 
expenses, post-termination overhead or unabsorbed overhead, attorneys' fees or other costs relating to the 
prosecution of a claim or lawsuit, prejudgment interest, or any other expense which is not reasonable or 
authorized under such subsection (21.3). 
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21.5 In arriving at the amount due to Contractor under this Section, City may deduct: (I) all payments 
previously made by City for work or other services covered by Contractor's final invoice; (2) any claim 
which City may have against Contractor in connection with this Agreement; (3) any invoiced costs or 
expenses excluded pursuant to the immediately preceding subsection (21.4); and (4) in instances in which, 
in the opinion of the City, the cost of any service or other work performed under this Agreement is 
excessively high due to costs incurred to remedy or replace defective or rejected services or other work, 
the difference between the invoiced amount and City's estimate of the reasonable cost of performing the 
invoiced services or other work in compliance with the requirements of this Agreement. 

21.6 City's payment obligation under this Section shall survive termination of this Agreement. 

22. Rights and Duties upon Termination or Expiration. This Section and the following Sections 
of this Agreement shall survive termination or expiration of this Agreement: 

8. Submitting False Claims 24. Proprietary or Confidential Information 
of City 

9. Disallowance 26. Ownership of Results 
IO. Taxes 27. Works for Hire 
11. Payment does not Imply Acceptance of Work 28. Audit and Inspection of Records 
13. Responsibility for Equipment 48. Modification of Agreement. 
14. Independent Contractor; Payment of Taxes 49. Administrative Remedy for Agreement 

and Other Expenses Interpretation. 
15. Insurance 50. Agreement Made in California; Venue 
16. Indemnification 51. Construction 
17. Incidental and Consequential Damages 52. Entire Agreement 
18. Liability of City 56. Severability 

57. Protection of Private Information 

Subject to the immediately preceding sentence, upon termination of this Agreement prior to expiration of 
the term specified in Section 2, this Agreement shall terminate and be of no further force or effect. 
Contractor shall transfer title to City, and deliver in the manner, at the times, and to the extent, if any, 
directed by City, any work in progress, completed work, supplies, equipment, and other materials 
produced as a part of, or acquired in connection with the performance of this Agreement, and any 
completed or partially completed work which, if this Agreement had been completed, would have been 
required to be furnished to City. This subsection shall survive termination of this Agreement. 

23. Conflict of Interest. Through its execution of this Agreement, Contractor acknowledges that it is 
familiar with the provision of Section 15. !03 of the City's Charter, Article III, Chapter 2 of City's 
Campaign and Governmental Conduct Code, and Section 87100 et seq. and Section 1090 et seq. of the 
Government Code of the State of California, and certifies that it does not know of any facts which 
constitutes a violation of said provisions and agrees that it will immediately notify the City if it becomes 
aware of any such fact during the term of this Agreement. 

24. Proprietary or Confidential Information of City. Contractor understands and agrees that, in 
the performance or contemplation of the work or services under this Agreement, Contractor may have 
access to private or confidential information which may be owned or controlled by City and that such 
information may contain proprietary or confidential details, the disclosure of which to third parties may 
be damaging to City. Contractor agrees that all information disclosed by City to Contractor shall be held 
in confidence and used only in performance of the Agreement. Contractor shall exercise the same 
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standard of care to protect such information as a reasonably prudent contractor would use to protect its 
own proprietary data. 

25. Notices to the Parties. Unless otherwise indicated elsewhere in this Agreement, all written 
communications sent by the parties may be by U.S. mail, e-mail or by fax, and shall be addressed as 
follows: 

To City: Ryan Kuss, Airport Project Manager 
Design & Construction 
San Francisco International Airport 
P. 0. Box 8097 
San Francisco, California 94128 
Email: ryan.kuss@flysfo.com 
FAX: 650-821-7799 

To Contractor: Wendy Wilke 
Principal 
Faith Group, LLC 
930 N. McKnight 
St. Louis, MO 63132 
Email : wendy@faithgroupllc.com 
FAX: 314-991-2268 

Either party may change the address to which notice is to be sent by giving written notice thereof 
to the other pa11y. If e-mail notification is used, the sender must specify a Receipt notice. Any notice of 
default must be sent by registered mail. 

26. Ownership of Results. Any interest of Contractor or its Subcontractors, in drawings, plans, 
specifications, blueprints, studies, reports, memoranda, computation sheets, computer files and media or 
other documents prepared by Contractor or its subcontractors in connection with services to be performed 
under this Agreement, shall become the property of and will be transmitted to City. However, Contractor 
may retain and use copies for reference and as documentation of its experience and capabilities. 

27. Works for Hire. If, in connection with services performed under this Agreement, Contractor or 
its subcontractors create artwork, copy, posters, billboards, photographs, videotapes, audiotapes, systems 
designs, software, reports, diagrams, surveys, blueprints, source codes or any other original works of 
authorship, such works of authorship shall be works for hire as defined under Title 17 of the United States 
Code, and all copyrights in such works are the property of the City. If it is ever determined that any 
works created by Contractor or its subcontractors under this Agreement are not works for hire under U.S. 
law, Contractor hereby assigns all copyrights to such works to the City, and agrees to provide any 
material and execute any documents necessary to effectuate such assignment. With the approval of the 
City, Contractor may retain and use copies of such works for reference and as documentation of its 
experience and capabilities. 

28. Audit and Inspection of Records. Contractor agrees to maintain and make available to the City, 
during regular business hours, accurate books and accounting records relating to its work under this 
Agreement. Contractor will permit City to audit, examine and make excerpts and transcripts from such 
books and records, and to make audits of all invoices, materials, payrolls, records or personnel and other 
data related to all other matters covered by this Agreement, whether funded in whole or in part under this 
Agreement. Contractor shall maintain such data and records in an accessible location and condition for a 
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( period of not less than five years after final payment under this Agreement or until after final audit has 
been resolved, whichever is later. The State of California or any federal agency having an interest in the 
subject matter of this Agreement shall have the same rights conferred upon City by this Section. 

29. Subcontracting. Contractor is prohibited from subcontracting this Agreement or any part of it 
unless such subcontracting is first approved by City in writing. Neither party shall, on the basis of this 
Agreement, contract on behalf of or in the name of the other party. An agreement made in violation of 
this provision shall confer no rights on any party and shall be null and void. 

30. Assignment. The services to be performed by Contractor are personal in character and neither 
this Agreement nor any duties or obligations under this Agreement may be assigned or delegated by the 
Contractor unless first approved by City by written instrument executed and approved in the same manner 
as this Agreement. 

31. Non-Waiver of Rights. The omission by either party at any time to enforce any default or right 
reserved to it, or to require performance of any of the terms, covenants, or provisions hereof by the other 
party at the time designated, shall not be a waiver of any such default or right to which the party is 
entitled, nor shall it in any way affect the right of the party to enforce such provisions thereafter. 

32. Consideration of Criminal History in Hiring and Employment Decisions. 

32. I Contractor agrees to comply fully with and be bound by all of the provisions of Chapter l 2T 
"City Contractor/Subcontractor Consideration of Criminal History in Hiring and Employment Decisions," 
of the San Francisco Administrative Code (Chapter I 2T), including the remedies provided, and 
implementing regulations, as may be amended from time to time. The provisions of Chapter I 2T are 
incorporated by reference and made a part of this Agreement as though fully set forth herein. The text of 
the Chapter 12T is available on the web at www.sfgov.org/olse/fco. A pa11ial listing of some of 
Contractor's obligations under Chapter I 2T is set forth in this Section. Contractor is required to comply 
with all of the applicable provisions of I 2T, irrespective of the listing of obligations in this Section. 
Capitalized terms used in this Section and not defined in this Agreement shall have the meanings assigned 
to such terms in Chapter I 2T. 

32.2 The requirements of Chapter 12T shall only apply to the Contractor's or Subcontractor's 
operations to the extent those operations are in furtherance of the performance of this Agreement, and 
shall apply only to applicants and employees who would be or are performing work in furtherance of this 
Agreement, whose employment is or would be in whole or in substantial part physically located in the 
City and County of San Francisco, which excludes Airport property. 

32.2.1 Applicants or employees who would be or are performing work in furtherance of this 
Agreement may be required to be screened by the U.S. Department of Homeland Security for security 
badging. A rejection by the U.S. Department of Homeland Security of an applicant's or employee's 
security badging application, and the resulting inability of the Contractor to hire the applicant or assign 
the employee to perform services under this Agreement, shall not be considered an Adverse Action under 
Chapter I 2T. 

32.3 Contractor shall incorporate by reference in all subcontracts the provisions of Chapter I 2T, and 
shall require all subcontractors to comply with such provisions. Contractor's failure to comply with the 
obligations in this subsection shall constitute a material breach of this Agreement. 

32.4 Contractor or Subcontractor shall not inquire about, require disclosure of, or if such information 
is received, base an Adverse Action on an applicant's or potential applicant for employment or 
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employee's: (I) Arrest not leading to a Conviction, unless the Arrest is undergoing an active pending 
criminal investigation or trial that has not yet been resolved; (2) participation in or completion of a 
diversion or a deferral of judgment program; (3) a Conviction that has been judicially dismissed, 
expunged, voided, invalidated, or otherwise rendered inoperative; (4) a Conviction or any other 
adjudication in the juvenile justice system; (5) a Conviction that is more than seven years old, from the 
date of sentencing; or (6) information pertaining to an offense other than a felony or misdemeanor, such 
as an infraction. 

32.5 Contractor or Subcontractor shall not inquire about or require applicants, potential applicants for 
employment, or employees to disclose on any employment application the facts or details of any 
conviction history, unresolved arrest, or any matter identified in subsection 32.4, above. Contractor or 
Subcontractor shall not require such disclosure or make such inquiry until either after the first live 
interview with the person, or after a conditional offer of employment. 

32.6 Contractor or Subcontractor shall state in all solicitations or advertisements for employees that 
are reasonably likely to reach persons who are reasonably likely to seek employment to be performed 
under this Agreement, that the Contractor or Subcontractor will consider for employment qualified 
applicants with criminal histories in a manner consistent with the requirements of Chapter 12T. 

32.7 Contractor and Subcontractors shall post the notice prepared by the Office of Labor Standards 
Enforcement (OLSE), available on OLSE's website, in a conspicuous place at every workplace, job site, 
or other location under the Contractor or Subcontractor's control at which work is being done or will be 
done in furtherance of the performance of this Agreement. The notice shall be posted in English, Spanish, 
Chinese, and any language spoken by at least 5% of the employees at the workplace, job site, or other 
location at which it is posted. 

32.8 Contractor understands and agrees that ifit fails to comply with the requirements of Chapter 12T, 
the City shall have the right to pursue any rights or remedies available under Chapter I 2T, including but 
not limited to, a penalty of $50 for a second violation and $100 for a subsequent violation for each 
employee, applicant or other person as to whom a violation occurred or continued, termination or 
suspension in whole or in part of this Agreement. 

33. Local Business Enterprise Utilization; Liquidated Damages 

33.1 The LBE Ordinance. Contractor shall comply with all the requirements of the Local Business 
Enterprise and Non-Discrimination in Contracting Ordinance set fmih in Chapter 14B of the San 
Francisco Administrative Code as it now exists or as it may be amended in the future (collectively the 
"LBE Ordinance"), provided such amendments do not materially increase Contractor's obligations or 
liabilities, or materially diminish Contractor's rights, under this Agreement. Such provisions of the LBE 
Ordinance are incorporated by reference and made a part of this Agreement as though fully set forth in 
this section. Contractor's willful failure to comply with any applicable provisions of the LBE Ordinance 
is a material breach of Contractor's obligations under this Agreement and shall entitle City, subject to any 
applicable notice and cure provisions set forth in this Agreement, to exercise any of the remedies 
provided for under this Agreement, under the LBE Ordinance or otherwise available at law or in equity, 
which remedies shall be cumulative unless this Agreement expressly provides that any remedy is 
exclusive. In addition, Contractor shall comply fully with all other applicable local, state and federal laws 
prohibiting discrimination and requiring equal opportunity in contracting, including subcontracting. 

33.2 Compliance and Enforcement 
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33.2.1 Enforcement. If Contractor willfully fails to comply with any of the provisions of the 
LBE Ordinance, the rules and regulations implementing the LBE Ordinance, or the provisions of this 
Agreement pertaining to LBE participation, Contractor shall be liable for liquidated damages in an 
amount equal to Contractor's net profit on this Agreement, or I 0% of the total amount of this Agreement, 
or $1,000, whichever is greatest. The Director of the City's Contract Monitoring Division ("CMD") or 
any other public official authorized to enforce the LBE Ordinance (separately and collectively, the 
"Director of CMD") may also impose other sanctions against Contractor authorized in the LBE 
Ordinance, including declaring the Contractor to be irresponsible and ineligible to contract with the City 
for a period of up to five years or revocation of the Contractor's LBE ce11ification. The Director ofCMD 
will determine the sanctions to be imposed, including the amount of liquidated damages, after 
investigation pursuant to Administrative Code §14B.17. By entering into this Agreement, Contractor 
acknowledges and agrees that any liquidated damages assessed by the Director of the CMD shall be 
payable to City upon demand. Contractor further acknowledges and agrees that any liquidated damages 
assessed may be withheld from any monies due to Contractor on any contract with City. Contractor 
agrees to maintain records necessary for monitoring its compliance with the LBE Ordinance for a period 
of three years following termination or expiration of this Agreement, and shall make such records 
available for audit and inspection by the Director of CMD or the Controller upon request. 

33.2.2 Subcontracting Requirement Goals. The LBE subcontracting pm1icipation goal for this 
contract is eighteen percent (18%). Contractor shall fulfill the subcontracting commitment made in its 
bid or proposal, as amended through negotiation of the scope of work for this Agreement. Each invoice 
submitted to City for payment under this Agreement shall also be uploaded to the City's LBEUTS. 
Contractor is also required to enter subcontractor payment information and payment confirmation 
information into LBEUTS for each payment request. Failure to provide the required information for each 
invoice or payment request shall entitle City to withhold 20% of the amount of that invoice until the 
information is entered and the invoice uploaded into LBEUTS by Contractor. For more information 
regarding LBEUTS and training sessions, please go to http://www.sfaov.org/LBEUTS. Contractor shall 
not pm1icipate in any back contracting to the Contractor or lower-tier subcontractors, as defined in the 
LBE Ordinance, for any purpose inconsistent with the provisions of the LBE Ordinance, its implementing 
rules and regulations, or this Section. 

33.2.3 Subcontract Language Requirements. Contractor shall incorporate the LBE Ordinance 
into each subcontract made in the fulfillment of Contractor's obligations under this Agreement and 
require each subcontractor to agree and comply with provisions of the ordinance applicable to 
subcontractors. Contractor shall include in all subcontracts with LBEs made in fulfillment of 
Contractor's obligations under this Agreement, a provision requiring Contractor to compensate any LBE 
subcontractor for damages for breach of contract or liquidated damages equal to 5% of the subcontract 
amount, whichever is greater, if Contractor does not fulfill its commitment to use the LBE subcontractor 
as specified in the bid or proposal, unless Contractor received advance approval from the Director of 
CMD and contract awarding authority to substitute subcontractors or to otherwise modify the 
commitments in the bid or proposal. Such provisions shall also state that it is enforceable in a comt of 
competent jurisdiction. Subcontracts shall require the subcontractor to a) log into LBEUTS and confirm 
receipt of each payment from Contractor, b) maintain records necessary for monitoring each 
subcontractor's compliance with the LBE Ordinance for a period of three years following termination of 
this contract, and c) make such records available for audit and inspection by the Director of CMD or the 
Controller upon request. 

33.2.4 Payment of Subcontractors. Contractor shall pay its subcontractors within three 
working days after receiving payment from the City unless Contractor notifies the Director of CMD in 
writing within ten (I 0) working days prior to receiving payment from the City that there is a bona fide 
dispute between Contractor and its subcontractor and the Director waives the three-day payment 
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requirement, in which case Contractor may withhold the disputed amount but shall pay the undisputed 
amount. Contractor further agrees, within ten (l 0) working days following receipt of payment from the 
City, to file the CMD Payment Affidavit with the Controller, under penalty of pe1jury, that the Contractor 
has paid all subcontractors. The affidavit shall provide the names and addresses of all subcontractors and 
the amount paid to each. Failure to provide such affidavit may subject Contractor to enforcement 
procedure under Administrative Code § 14B. l 7. 

33.3 LBEUTS. The Controller is not authorized to pay invoices submitted by Contractor prior 
to Contractor's submission of payment information into the Local Business Enterprise Utilization 
Tracking System (LBEUTS), a secure web-based tracking system. CMD will use the submitted 
information to monitor compliance with the 14B LBE Ordinance. If Contractor fails to upload the invoice 
or enter required information into LBEUTS and such failure is not explained to CMD's satisfaction, 
Controller may withhold 20% of the payment due pursuant to the invoice until Contractor enters the 
information into LBEUTS. 

34. Nondiscrimination; Penalties 

34.1 Contractor Shall Not Discriminate. In the performance of this Agreement, Contractor agrees 
not to discriminate against any employee, City and County employee working with such contractor or 
subcontractor, applicant for employment with such contractor or subcontractor, or against any person 
seeking accommodations, advantages, facilities, privileges, services, or membership in all business, 
social, or other establishments or organizations, on the basis of the fact or perception of a person's race, 
color, creed, religion, national origin, ancestry, age, height, \Veight, sex, sexual orientation, gender 
identity, domestic partner status, marital status, disability or Acquired Immune Deficiency Syndrome or 
HIV status (AIDS/HIV status), or association with members of such protected classes, or in retaliation for 
opposition to discrimination against such classes. 

34.2 Subcontracts. Contractor shall incorporate by reference in all subcontracts the provisions of 
§§12B.2(a), 12B.2(c)-(k), and 12C.3 of the San Francisco Administrative Code (copies of which are 
available from Purchasing) and shall require all subcontractors to comply with such provisions. 
Contractor's failure to comply with the obligations in this subsection shall constitute a material breach of 
this Agreement. 

34.3 Nondiscrimination in Benefits. Contractor does not as of the date of this Agreement and will 
not during the term of this Agreement, in any of its operations in San Francisco, on real property owned 
by San Francisco, or where work is being performed for the City elsewhere in the United States, 
discriminate in the provision of bereavement leave, family medical leave, health benefits, membership or 
membership discounts, moving expenses, pension and retirement benefits or travel benefits, as well as 
any benefits other than the benefits specified above, between employees with domestic partners and 
employees with spouses, and/or between the domestic pminers and spouses of such employees, where the 
domestic partnership has been registered with a governmental entity pursuant to state or local law 
authorizing such registration, subject to the conditions set forth in § l 2B.2(b) of the San Francisco 
Administrative Code. 

34.4 Condition to Contract. As a condition to this Agreement, Contractor shall execute the "Chapter 
12B Declaration: Nondiscrimination in Contracts and Benefits" form (form CMD-12B-IOI) with 
supporting documentation and secure the approval of the form by the San Francisco Contract Monitoring 
Division. 

34.5 Incorporation of Administrative Code Provisions by Reference. The provisions of Chapters 
12B and 12C of the San Francisco Administrative Code are incorporated in this Section by reference and 
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made a part of this Agreement as though fully set forth in this Agreement. Contractor shall comply fully 
with and be bound by all of the provisions that apply to this Agreement under such Chapters, including 
but not limited to the remedies provided in such Chapters. Without limiting the foregoing, Contractor 
understands that pursuant to §§12B.2(h) and 12C.3(g) of the San Francisco Administrative Code, a 
penalty of $50 for each person for each calendar day during which such person was discriminated against 
in violation of the provisions of this Agreement may be assessed against Contractor and/or deducted from 
any payments due Contractor. 

35. MacBride Principles-Northern Ireland. Pursuant to San Francisco Administrative Code 
§12F.5, the City and County of San Francisco urges companies doing business in No1ihern Ireland to 
move towards resolving employment inequities, and encourages such companies to abide by the 
MacBride Principles. The City and County of San Francisco urges San Francisco companies to do 
business with corporations that abide by the MacBride Principles. By signing below, the person 
executing this agreement on behalf of Contractor acknowledges and agrees that he or she has read and 
understood this section. 

36. Tropical Hardwood and Virgin Redwood Ban. Pursuant to §804(b) of the San Francisco 
Environment Code, the City and County of San Francisco urges contractors not to import, purchase, 
obtain, or use for any purpose, any tropical hardwood, tropical hardwood wood product, virgin redwood 
or virgin redwood wood product. 

37. Drug-Free Workplace Policy. Contractor acknowledges that pursuant to the Federal Drug-Free 
Workplace Act of 1989, the unlawful manufacture, distribution, dispensation, possession, or use of a 
controlled substance is prohibited on City premises. Contractor agrees that any violation of this 
prohibition by Contractor, its employees, agents or assigns will be deemed a material breach of this 
Agreement. 

38. Resource Conservation. Chapter 5 of the San Francisco Environment Code ("Resource 
Conservation") is incorporated in this Agreement by reference. Failure by Contractor to comply with any 
of the applicable requirements of Chapter 5 will be deemed a material breach of contract. 

39. Compliance with Americans with Disabilities Act. Contractor acknowledges that, pursuant to 
the Americans with Disabilities Act (ADA), programs, services and other activities provided by a public 
entity to the public, whether directly or through a contractor, must be accessible to the disabled public. 
Contractor shall provide the services specified in this Agreement in a manner that complies with the ADA 
and any and all other applicable federal, state and local disability rights legislation. Contractor agrees not 
to discriminate against disabled persons in the provision of services, benefits or activities provided under 
this Agreement and further agrees that any violation of this prohibition on the part of Contractor, its 
employees, agents or assigns will constitute a material breach of this Agreement. 

40. Sunshine Ordinance. In accordance with San Francisco Administrative Code §67.24(e), 
contracts, contractors' bids, responses to solicitations and all other records of communications between 
City and persons or firms seeking contracts, shall be open to inspection immediately after a contract has 
been awarded. Nothing in this provision requires the disclosure of a private person or organization's net 
worth or other proprietary financial data submitted for qualification for a contract or other benefit until 
and unless that person or organization is awarded the contract or benefit. Information provided which is 
covered by this paragraph will be made available to the public upon request. 

41. Public Access to Meetings and Records. If the Contractor receives a cumulative total per year 
of at least $250,000 in City funds or City-administered funds and is a non-profit organization as defined 
in Chapter l 2L of the San Francisco Administrative Code, Contractor shall comply with and be bound by 
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all the applicable provisions of that Chapter. By executing this Agreement, the Contractor agrees to open 
its meetings and records to the public in the manner set forth in §§I 2L.4 and I 2L.5 of the Administrative 
Code. Contractor fu11her agrees to make-good faith efforts to promote community membership on its 
Board of Directors in the manner set forth in § 12L.6 of the Administrative Code. The Contractor 
acknowledges that its material failure to comply with any of the provisions of this paragraph shall 
constitute a material breach of this Agreement. The Contractor further acknowledges that such material 
breach of the Agreement shall be grounds for the City to terminate and/or not renew the Agreement, 
partially or in its entirety. 

42. Limitations on Contributions. Through execution of this Agreement, Contractor acknowledges 
that it is familiar with section 1.126 of the City's Campaign and Governmental Conduct Code, which 
prohibits any person who contracts with the City for the rendition of personal services, for the furnishing 
of any material, supplies or equipment, for the sale or lease of any land or building, or for a grant, loan or 
loan guarantee, from making any campaign contribution to (I) an individual holding a City elective office 
if the contract must be approved by the individual, a board on which that individual serves, or the board 
of a state agency on which an appointee of that individual serves, (2) a candidate for the office held by 
such individual, or (3) a committee controlled by such individual, at any time from the commencement of 
negotiations for the contract unt il the later of either the termination of negotiations for such contract or six 
months after the elate the contract is approved. Contractor acknowledges that the foregoing restriction 
applies only if the contract or a combination or series of contracts approved by the same individual or 
board in a fiscal year have a total anticipated or actual value of $50,000 or more. Contractor fu11her 
acknowledges that the prohibition on contributions applies to each prospective party to the contract; each 
member of Contractor's board of directors; Contractor's chairperson, chief executive officer, chief 
financial officer and chief operating officer; any person with an owner.ship interest of more than 20 
percent in Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored 
or controlled by Contractor. Additionally, Contractor acknowledges that Contractor must inform each of 
the persons described in the preceding sentence of the prohibitions contained in Section 1.126. 
Contractor fm1her agrees to provide to City the names of each person, entity or committee described 
above. 

43. Requiring Minimum Compensation for Covered Employees 

43. I Contractor agrees to comply fully with and be bound by all of the provisions of the Minimum 
Compensation Ordinance (MCO), as set forth in San Francisco Administrative Code Chapter 12P 
(Chapter l 2P), including the remedies provided, and implementing guidelines and rules. The provisions 
of Sections I 2P.5 and 12P.5. I of Chapter I 2P are incorporated in this Agreement by reference and made a 
part of this Agreement as though fully set forth. The text of the MCO is available on the web at 
www.sfgov.org/olse/mco . A partial listing of some of Contractor's obligations under the MCO is set 
forth in this Section. Contractor is required to comply with all the provisions of the MCO, irrespective of 
the listing of obligations in this Section. 

43.2 The MCO requires Contractor to pay Contractor's employees a m1111mum hourly gross 
compensation wage rate and to provide minimum compensated and uncompensated time off. The 
minimum wage rate may change from year to year and Contractor is obligated to keep informed of the 
then-current requirements. Any subcontract entered into by Contractor shall require the subcontractor to 
comply with the requirements of the MCO and shall contain contractual obligations substantially the 
same as those set fo11h in this Section. It is Contractor's obligation to ensure that any subcontractors of 
any tier under this Agreement comply with the requirements of the MCO. If any subcontractor under this 
Agreement fails to comply, City may pursue any of the remedies set forth in this Section against 
Contractor. 
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( 43.3 Contractor shall not take adverse action or otherwise discriminate against an employee or other 
person for the exercise or attempted exercise of rights under the MCO. Such actions, if taken within 
ninety (90) days of the exercise or attempted exercise of such rights, will be rebuttably presumed to be 
retaliation prohibited by the MCO. 

43.4 Contractor shall maintain employee and payroll records as required by the MCO. If Contractor 
fails to do so, it shall be presumed that the Contractor paid no more than the minimum wage required 
under State law. 

43.5 The City is authorized to inspect Contractor's job sites and conduct interviews with employees 
and conduct audits of Contractor. 

43.6 Contractor's commitment to provide the Minimum Compensation is a material element of the 
City's consideration for this Agreement. The City in its sole discretion shall determine whether such a 
breach has occurred. The City and the public will suffer actual damage that will be impractical or 
extremely difficult to determine if the Contractor fails to comply with these requirements. Contractor 
agrees that the sums set forth in Section I 2P.6. I of the MCO as liquidated damages are not a penalty, but 
are reasonable estimates of the loss that the City and the public will incur for Contractor's noncompliance. 
The procedures governing the assessment of liquidated damages shall be those set forth in Section 
12P.6.2 of Chapter 12P. 

43.7 Contractor understands and agrees that if it fails to comply with the requirements of the MCO, the 
City shall have the right to pursue any rights or remedies available under Chapter 12P (including 
liquidated damages), under the terms of the contract, and under applicable law. If, within 30 days after 
receiving written notice of a breach of this Agreement for violating the MCO, Contractor fails to cure 
such breach or, if such breach cannot reasonably be cured within such period of 30 days, Contractor fails 
to conunence efforts to cure within such period, or thereafter fails diligently to pursue such cure to 
completion, the City shall have the right to pursue any rights or remedies available under applicable law, 
including those set fo11h in Section 12P.6(c) of Chapter 12P. Each of these remedies shall be exercisable 
individually or in combination with any other rights or remedies available to the City. 

43.8 Contractor represents and warrants that it is not an entity that was set up, or is being used, for the 
purpose of evading the intent of the MCO. 

43.9 If Contractor is exempt from the MCO when this Agreement is executed because the cumulative 
amount of agreements with this department for the fiscal year is less than $25,000, but Contractor later 
enters into an agreement or agreements that cause contractor to exceed that amount in a fiscal year, 
Contractor shall thereafter be required to comply with the MCO under this Agreement. This obligation 
arises on the effective date of the agreement that causes the cumulative amount of agreements between 
the Contractor and this department to exceed $25,000 in the fiscal year. 

44. Requiring Health Benefits for Covered Employees. 

44.1 Contractor agrees to comply fully with and be bound by all of the provisions of the Health Care 
Accountability Ordinance (HCAO), as set forth in San Francisco Administrative Code Chapter 12Q, 
including the remedies provided, and implementing regulations, as the same may be amended from time 
to time. The provisions of section 12Q.5. I of Chapter I 2Q are incorporated by reference and made a part 
of this Agreement as though fully set forth in this Agreement. The text of the HCAO is available on the 
web at www.sfgov.org/olse . Capitalized terms used in this Section and not defined in this Agreement 
shall have the meanings assigned to such terms in Chapter I 2Q. 
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44.2 For each Covered Employee, Contractor shall provide the appropriate health benefit set fo1th in 
Section 12Q.3 of the HCAO. If Contractor chooses to offer the health plan option, such health plan shall 
meet the minimum standards set forth by the San Francisco Health Commission. 

44.3 Notwithstanding the above, ifthe Contractor is a small business as defined in Section 12Q.3(e) of 
the HCAO, it shall have no obligation to comply with part (a) above. 

44.4 Contractor's failure to comply with the HCAO shall constitute a material breach of this 
agreement. City shall notify Contractor if such a breach has occurred. If, within 30 days after receiving 
City's written notice of a breach of this Agreement for violating the HCAO, Contractor fails to cure such 
breach or, if such breach cannot reasonably be cured within such period of 30 days, Contractor fails to 
commence effo1ts to cure within such period, or thereafter fails diligently to pursue such cure to 
completion, City shall have the right to pursue the remedies set f01th in 12Q.5.I and 12Q.5(f)(l-6). Each 
of these remedies shall be exercisable individually or in combination with any other rights or remedies 
available to City. 

44.5 Any Subcontract entered into by Contractor shall require the Subcontractor to comply with the 
requirements of the HCAO and shall contain contractual obligations substantially the same as those set 
forth in this Section. Contractor shall notify City's Office of Contract Administration when it enters into 
such a Subcontract and shall certify to the Office of Contract Administration that it has notified the 
Subcontractor of the obligations under the HCAO and has imposed the requirements of the HCAO on 
Subcontractor through the Subcontract. Each Contractor shall be responsible for its Subcontractors' 
compliance with this Chapter. If a Subcontractor fails to comply, the City may pursue the remedies set 
forth in this Section against Contractor based on the Subcontractor's failure to comply, provided that City 
has first provided Contractor with notice and an oppo1tm1ity to obtain a cure of the violation. 

44.6 Contractor shall not discharge, reduce in compensation, or otherwise discriminate against any 
employee for notifying City with regard to Contractor's noncompliance or anticipated noncompliance 

. with the requirements of the HCAO, for opposing any practice proscribed by the HCAO, for participating 
in proceedings related to the HCAO, or for seeking to assert or enforce any rights under the HCAO by 
any lawful means. 

44.7 Contractor represents and warrants that it is not an entity that was set up, or is being used, for the 
purpose of evading the intent of the HCAO. 

44.8 Contractor shall maintain employee and payroll records in compliance with the California Labor 
Code and Industrial Welfare Commission orders, including the number of hours each employee has 
worked on the City Contract. 

44.9 Contractor shall keep itself informed of the current requirements of the HCAO. 

44.10 Contractor shall provide reports to the City in accordance with any reporting standards 
promulgated by the City under the HCAO, including reports on Subcontractors and Subtenants, as 
applicable. 

44.11 Contractor shall provide City with access to records pertaining to compliance with HCAO after 
receiving a written request from City to do so and being provided at least ten (I 0) business days to 
respond. 

44.12 Contractor shall allow City to inspect Contractor's job sites and have access to Contractor's 
employees in order to monitor and determine compliance with HCAO. 
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44.13 City may conduct random audits of Contractor to ascertain its compliance with HCAO. 
Contractor agrees to cooperate with City when it conducts such audits. 

44.14 If Contractor is exempt from the HCAO when this Agreement is executed because its amount is 
less than $25,000 ($50,000 for nonprofits), but Contractor later enters into an agreement or agreements 
that cause Contractor's aggregate amount of all agreements with City to reach $75,000, all the agreements 
shall be thereafter subject to the HCAO. This obligation arises on the effective date of the agreement that 
causes the cumulative amount of agreements between Contractor and the City to be equal to or greater 
than $75,000 in the fiscal year. 

45. First Source Hiring Program. This Section incorporates the requirements of the First Source 
Hiring Program pursuant to San Francisco Administrative Code Chapter 83 (entitled "First Source Hiring 
Program"). Contractor agrees to pai1icipate and comply with the provisions of the First Source Hiring 
Program. As part of the Contractor's Agreement with the City, the Contractor shall incorporate provisions 
of the First Source Hiring Program into any Joint Venture Par1nership and shall require subcontractors to 
do the same. The Mayor's Office of Economic and Workforce Development is the Contractor's main 
contact for the First Source Hiring Program. For more information regarding First Source Hiring 
Program, please go to: http://www.workforcedevelopmentsf.org/ . 

45.1 Definitions. The provisions of Chapter 83 of the San Francisco Administrative Code apply to 
this Agreement. Contractor shall comply fully with, and be bound by, all of the provisions that apply to 
this Agreement under such Chapter, including but not limited to the remedies provided tin this 
Agreement. Capitalized terms used in this Section and not defined in this Agreement shall have the 
meanings assigned to such terms in Chapter 83. 

45.1 . 1 Entry Level Position: Any non-managerial position that requires either: (a) no education 
above a high school diploma or certified equivalency; or (b) less than two years training or specific 
preparation; and (c) shall include temporary positions and paid internships. 

45.1.2 Trainee: A economically disadvantaged worker identified by the First Source Hiring 
Program as having the appropriate training, employment background and skill set for an available Entry 
Level Position specified by the Contractor. 

45.2 First Source Hiring Goals. 

45.2.1 Over the life of the Agreement, the Contractor shall make good faith effor1s to hire a 
minimum number of Trainees referred by the First Source Hiring Program to fulfill available Entry Level 
Positions based on the Contractor Fee Schedule below: 

Contractor Fee Schedule 
Minimum Number of Trainees 
to be Hired (over the life of the contract) 

$0 - $499,999 0 
$500,000 - $899,999 I 
$900,000 - $1,999,999 2 
$2,000,000 - $4,999,999 3 
$5,000,000 - $7,999,999 4 
$8,000,000 - $10,999,999 5 
$11,000,000 - $13,999,999 6 
(> = $14M, for each additional $3 million in Contractor fees, add one additional Trainee) 
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45.2.2 Contractor may decline to hire a Trainee if the Contractor considers the Trainee in good 
faith and deems the Trainee is not qualified. The final decision to hire a Trainee shall be made by the 
Contractor. 

45.2.3 The Contractor shall hire the Trainee on a full-time basis for at least 12 months or on 
part-time basis for 24 months. 

45.2.4 Trainees must be obtained through the First Source Hiring Program and the Contractor 
must consider all Trainees fairly and equally and comply with the non-discrimination provisions pursuant 
to local, state and federal laws. No existing employee may count toward the total number of Trainees 
hired. 

45.3 Procedures. 

45.3. I Within 30 days of award of contract, the Contractor will email the First Source Hiring 
Administrator and schedule to meet with staff from the First Source Hiring Program. At the meeting, the 
Contractor will provide information on Entry Level Positions, number of Trainees to be hired, job 
description, start date and rate of pay. If the Contractor cannot quantify the numbers of Trainees to be 
hired, the Contractor must still meet with the First Source Hiring Program and present a workforce plan of 
good faith efforts towards the First Source Hiring Goals. 

45.3.2 Contractors are required to notify the First Source Hiring Program of all available Entry 
Level Positions. 

45.3.3 Contractor will designate a representative to monitor all employment related activity and 
be the main contact for the First Source Hiring Program. 

45.3.4 Contractor will maintain documentation and records suppoi1ing good faith efforts toward 
the First Source Hiring Program. 

45.4 As-Needed Contracts. Contractors awarded As-Needed contracts shall follow the provisions of 
the First Source Hiring Program. However, the First Source Hiring Goals will not be based on each 
individual Contract Service Order (CSO) but rather from the total number of CSOs issued to the 
Contractor. Since a Contractor does not know when or how many CSOs will be issued, the Contractor 
shall hire Trainees only ifthe increase in CSOs creates entry-level employment opportunities. 

45.5 Noncompliance. Failure to meet the criteria of the First Source Hiring Program does not impute 
bad faith but rather will trigger a review for compliance. If the City deems a Contractor is noncompliant 
and acted in bad faith towards the First Source Hiring Program, then the City may withhold progress 
payments and assess liquidated damages as defined in San Francisco Administrative Code Chapter 83. 

46. Prohibition on Political Activity with City Funds. In accordance with San Francisco 
Administrative Code Chapter 12.G, Contractor may not participate in, suppoi1, or attempt to influence any 
political campaign for a candidate or for a ballot measure (collectively, "Political Activity") in the 
performance of the services provided under this Agreement. Contractor agrees to comply with San 
Francisco Administrative Code Chapter 12.G and any implementing rules and regulations promulgated by 
the City's Controller. The terms and provisions of Chapter 12.G are incorporated in this Agreement by 
this reference. In the event Contractor violates the provisions of this section, the City may, in addition to 
any other rights or remedies available under this Agreement, (i) terminate this Agreement, and (ii) 
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prohibit Contractor from bidding on or receiving any new City contract for a period of two (2) years. The 
Controller will not consider Contractor's use of profit as a violation of this section. 

47. Preservative-treated Wood Containing Arsenic. Contractor may not purchase preservative­
treated wood products containing arsenic in the performance of this Agreement unless an exemption from 
the requirements of Chapter 13 of the San Francisco Environment Code is obtained from the Department 
of the Environment under Section 1304 of the Code. The term "preservative-treated wood containing 
arsenic" shall mean wood treated with a preservative that contains arsenic, elemental arsenic, or an 
arsenic copper combination, including, but not limited to, chromated copper arsenate preservative, 
ammoniacal copper zinc arsenate preservative, or ammoniacal copper arsenate preservative. Contractor 
may purchase preservative-treated wood products on the list of environmentally preferable alternatives 
prepared and adopted by the Department of the Environment. This provision does not preclude 
Contractor from purchasing preservative-treated wood containing arsenic for saltwater immersion. The 
term "saltwater immersion" shall mean a pressure-treated wood that is used for construction purposes or 
facilities that are pai1ially or totally immersed in saltwater. 

48. Modification of Agreement. This Agreement may not be modified, nor may compliance with 
any of its terms be waived, except by written instrument executed and approved in the same manner as 
this Agreement. Contractor shall cooperate with Depai1ment to submit to the Director of CMD any 
amendment, modification, supplement or change order that would result in a cumulative increase of the 
original amount of this Agreement by more than 20% (CMD Contract Modification Form 10). 

49. Administrative Remedy for Agreement Interpretation. 

49.1 Negotiation; Alternative Dispute Resolution. The parties will attempt in good faith to resolve 
any dispute or controversy arising out of or relating to the performance of services under this Agreement 
by negotiation. The status of any dispute or controversy notwithstanding, Contractor shall proceed 
diligently with the performance of its obligations under this Agreement in accordance with the Agreement 
and the written directions of the City. If agreed by both pai1ies in writing, disputes may be resolved by a 
mutually agreed-upon alternative dispute resolution process. Neither party will be entitled to legal fees or 
costs for matters resolved under this section. 

49.2 Government Code Claims. No suit for money or damages may be brought against the City until 
a written claim therefor has been presented to and rejected by the City in conformity with the provisions 
of San Francisco Administrative Code Chapter I 0 and California Government Code Section 900, et seq. 
Nothing set forth in this Agreement shall operate to toll, waive or excuse Contractor's compliance with 
the Government Code Claim requirements set forth in Administrative Code Chapter I 0 and Government 
Code Section 900, et seq. 

50. Agreement Made in California; Venue. The formation, interpretation and performance of this 
Agreement shall be governed by the laws of the State of California. Venue for all litigation relative to the 
formation, interpretation and performance of this Agreement shall be in San Francisco. 

51. Constmction. All paragraph captions are for reference only and shall not be considered in 
construing this Agreement. 

52. Entire Agreement. This contract sets fo11h the entire Agreement between the pai1ies, and 
supersedes all other oral or written provisions. This contract may be modified only as provided in Section 
48, "Modification of Agreement." 
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53. Compliance with Laws. Contractor shall keep itself fully informed of the City's Charter, codes, 
ordinances and regulations of the City and of all state, and federal laws in any manner affecting the 
performance of this Agreement, and must at all times comply with such local codes, ordinances, and 
regulations and all applicable laws as they may be amended from time to time. 

54. Services Provided by Attomeys. Any services to be provided by a law firm or attorney must be 
reviewed and approved in writing in advance by the City Attorney. No invoices for services provided by 
law firms or attorneys, including, without limitation, as subcontractors of Contractor, will be paid unless 
the provider received advance written approval from the City Attorney. 

55. Supervision of Minors. NOT APPLICABLE 

56. Severability. Should the application of any provision of this Agreement to any particular facts or 
circumstances be found by a cmui of competent jurisdiction to be invalid or unenforceable, then (a) the 
validity of other provisions of this Agreement shall not be affected or impaired thereby, and (b) such 
provision shall be enforced to the maximum extent possible so as to effect the intent of the parties and 
shall be reformed without further action by the parties to the extent necessary to make such provision 
valid and enforceable. 

57. Protection of Private Information. Contractor has read and agrees to the terms set forth in San 
Francisco Administrative Code Sections 12M.2, "Nondisclosure of Private Information," and 12M.3, 
"Enforcement" of Administrative Code Chapter 12M, "Protection of Private Information," which are 
incorporated in this Agreement as if fully set forth. Contractor agrees that any failure of Contactor to 
comply with the requirements of Section 12M.2 of this Chapter shall be a material breach of the Contract. 
In such an event, in addition to any other remedies available to it under equity or law, the City may 
terminate the Contract, bring a false claim action against the Contractor pursuant to Chapter 6 or Chapter 
21 of the Administrative Code, or debar the Contractor. 

58. Graffiti Removal. Intentionally omitted. 

59. Food Service Waste Reduction Requirements. Contractor agrees to comply fully with and be 
bound by all of the provisions of the Food Service Waste Reduction Ordinance, as set forth in San 
Francisco Environment Code Chapter 16, including the remedies provided, and implementing guidelines 
and rules. The provisions of Chapter 16 are incorporated in this Agreement by reference and made a pari 
of this Agreement as though fully set forth. This provision is a material term of this Agreement. By 
entering into this Agreement, Contractor agrees that if it breaches this provision, City will suffer actual 
damages that will be impractical or extremely difficult to determine; further, Contractor agrees that the 
sum of one hundred dollars ($100) liquidated damages for the first breach, two hundred dollars ($200) 
liquidated damages for the second breach in the same year, and five hundred dollars ($500) liquidated 
damages for subsequent breaches in the same year is reasonable estimate of the damage that City will 
incur based on the violation, established in light of the circumstances existing at the time this Agreement 
was made. Such amount shall not be considered a penalty, but rather agreed monetary damages sustained 
by City because of Contractor's failure to comply with this provision. 

60. Slavery Era Disclosure. NOT APPLICABLE 

61. Cooperative Drafting. This Agreement has been drafted through a cooperative effort of both 
parties, and both parties have had an opportunity to have the Agreement reviewed and revised by legal 
counsel. No party shall be considered the drafter of this Agreement, and no presumption or rule that an 
ambiguity shall be construed against the party drafting the clause shall apply to the interpretation or 
enforcement of this Agreement. 
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62. Dispute Resolution Procedure. NOT APPLICABLE 

63. Airport Intellectual Property. Pursuant to Resolution No. 01-0118, adopted by the Airpo11 
Commission on April 18, 200 I, the Airport Commission affirmed that it will not tolerate the unauthorized 
use of its intellectual property, including the SFO logo, CADD designs, and copyrighted publications. All 
proposers, bidders, contractors, tenants, permittees, and others doing business with or at the Airport 
(including subcontractors and subtenants) may not use the Airpo11 intellectual property, or any intellectual 
property confusingly similar to the Airport intellectual property, without the Airport Director's prior 
consent. 

64. Labor Peace I Carel Check Rule. Without limiting the generality of other provisions in this 
Agreement requiring Contractor to comply with all Airpo11 Rules, Contractor shall comply with the 
Airport's Labor Peace I Card Check Rule, adopted on February I, 2000, pursuant to Airport Commission 
Resolution No. 00-0049 (the "Labor Peace I Card Check Rule"). Capitalized terms not defined in this 
provision are defined in the Labor Peace/Card Check Rule. To comply with the Labor Peace/Card Check 
Rule, Contractor shall, among other actions: (a) Enter into a Labor Peace/Card Check Rule Agreement 
with any Labor Organization which requests such an agreement and which has registered with the Airport 
Director or his I her designee, within thiliy (30) days after Labor Peace/Card Check Rule Agreement has 
been requested; (b) Not less than thirty (30) days prior to the modification of this Agreement, Contractor 
shall provide notice by mail to any Labor Organization or federation of labor organizations which have 
registered with the Airport Director or his I her designee (registered labor organization"), that Contractor 
is seeking to modify or extend this Agreement; ( c) Upon issuing any request for proposals, invitations to 
bid, or similar notice, or in any event not less than thirty (30) days prior to entering into any Subcontract, 
Contractor shall provide notice to all registered Labor Organizations that Contractor is seeking to enter 
into such Subcontract; and (d) Contractor shall include in any subcontract with a Subcontractor 
performing services pursuant to any covered Contract, a provision requiring the Subcontractor performing 
services pursuant to any covered Contract, a provision requiring the Subcontractor to comply with the 
requirements of the Labor Peace/Card Check Rule. If Airpo11 Director determines that Contractor 
violated the Labor Peace/Card Check Rule, Airport Director shall have the option to terminate this 
Agreement, in addition to exercising all other remedies available to him I her. 

65. Federal Non-Discrimination Provisions. Contractor for itself, its personal representatives, 
successors in interest, and assigns, as part of the consideration hereof, does hereby covenant and agree 
that Contractor shall maintain and operate the Airport facilities and services in compliance with all 
requirements imposed pursuant to Title 49, Code of Federal Regulations, DOT, Subtitle A, Office of the 
Secretary, Part 21, Nondiscrimination in Federally-Assisted Programs of the Department of 
Transpmiation - Effectuation of Title VI of the Civil Rights Act of 1964, as said regulations may be 
amended. Contractor, for itself, its personal representatives, successors in interest, and assigns, agrees 
that Contractor in its operation at and use of San Francisco International Airport, covenants that (I) no 
person on the grounds of race, color, national origin or sex shall be excluded from participation in, denied 
the benefits of, or be otherwise subjected to discrimination in the use of said facilities; (2) that in the 
construction of any improvements on, over, or under the Airport and the furnishing of services thereon, 
no person on the grounds of race, color, national origin or sex shall be excluded from participation or 
denied the benefits of, or otherwise be subject to discrimination, (3) that Contractor shall use all City 
premises in compliance with all other requirements imposed by or pursuant to Title 49, Code of Federal 
Regulations, DOT, Subtitle A - Office of the Secretaiy of Transportation, Part 21, Nondiscrimination in 
Federally-Assisted Programs of the Depaiiment of Transportation - Effectuation of Title VI of the Civil 
Rights Act of 1964, and as said Regulations may be amended. These Regulations are incorporated as 
though fully set forth in this Agreement. Contractor agrees to include the above statements in any 
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\ . subsequent contract that it enters into with subcontractors and cause those agreements to similarly include 
the statements, and cause those businesses to include the statements in fmiher agreements . 

Failure by the contractor to comply with the requirements of this section is a material breach of this 
contract, which may result in the termination of this contract or such other remedy as the Airport deems 
appropriate. 

66. Quality Standards Program. This Agreement is subject to the Airpo11's Quality Standards 
Program. The Airp011's Employment and Quality Standards (EQS) office oversees the Airport's Quality 
Standards Program (QSP) which is applicable to Service Providers at the Airport whose employees are 
involved in performing services that have an impact on Airport security and safety. More information 
may be found at: http://www.flysfo.com/about-sfo/the-organization/rules-and-regulations . EQS may be 
contacted at ( 650) 82 I - I 003. 

67. Non-Disclosure Agreement. This Program involves exposure to Sensitive Security Information, 
governed and protected under 49 CFR Part 1520, the Contractor must be prepared and willing to sign a 
non-disclosure agreement with the City and County of San Francisco prior to contract award and 
subsequently as additional Contractor team members are assigned to this Program. Non-disclosure 
agreements must be signed by an authorized representative of the Contractor's firm, and individual non­
disclosure agreements must be signed by each individual who will be assigned to the Contractor's team 
during the life of the Program. 
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IN WITNESS WHEREOF, the pai1ies hereto have executed this Agreement on the day first mentioned 
above. 

CITY 
AIRPORT COMMISSION 
CITY AND COUNTY OF 
SANFRANCI 

By: 

Attest: 

By Ln-vaJt· 
ramatti, Secretary 

Air or Commission 

Resolution No: _ ____._1 """5"_- ...... 0'--"l_.:ti>-'-"'---

Adopted on: September I, 2015 

Approved as to Form: 

Dennis J. Herrera 
City Attorney 

By ~<(.¢,/ 
eailierwoil1iCk 

Deputy City Attorney 

CONTRACTOR 

By signing this Agreement, I certify that I comply 
with the requirements of the Minimum 
Compensation Ordinance, which entitle Covered 
Employees to certain minimum hourly wages and 
compensated and uncompensated time off. 

I have read and understood paragraph 35, the City's 
statement urging companies doing business in 
Northern Ireland to move towards resolving 
employment inequities, encouraging compliance 
with the MacBride Principles, and urging San 
Francisco companies to do business with 
corporations that abide by the MacBride Principles. 

95158 
City Vendor Number 

20-0568153 
Federal Employer ID Number 
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APPENDIX A 
SERVICES TO BE PROVIDED BY CONTRACTOR 

This Appendix A attached to, and incorporated by reference in the Agreement made on September 1, 
2015 between the City and County of San Francisco, acting by and through its Airport Commission 
("Commission"), and Faith Group, LLC ("Contractor") to provide Program Management Support 
Services ("PMSS") for Contract No. I 0511.41 - Airport Security Infrastructure Program ("Program") for 
the San Francisco International Airport ("Airport"). 

Under the direction of the Airport Project Manager, Contractor will provide overall management expertise 
and oversight of the Program and each security initiative Project ("Project") included in the Program 
throughout the Program lifecycle. 

The actual scope of the services will be negotiated, on a yearly basis at a m11111num, based on the 
requirements of each phase of the Program and/or each task assigned to Contractor. 

The following description of services is as comprehensive as possible at the outset of the Program. 
Individual services may be added and/or deleted as the Program and each Project progresses and this 
Appendix A is not intended to be a complete list of services assigned to Contractor. Tasks listed herein 
within a particular section may be required at any time throughout the Program and each Project. During 
the contract, all work to be performed by Contractor will either be included in a description of services 
below or in mutually-agreed-upon, contract modifications. 

The Program includes the following Projects: 

I. Access Control System Migration. The Airport currently utilizes two access control systems: 
MDI SAFEnet and Lene! OnGuard. This project will decommission all MDI access portals and 
convert to the Lene! OnGuard product, resulting in a singular campus-wide access control 
solution. Further, the project will also provide Lene! access control to portals that are void of any 
electronic security system. 

2. CCTV Camera Upgrade/Replacement. This project will install new CCTV IP based cameras 
Airport-wide in areas of known deficiency as well as replace of all legacy analog cameras with 
the new IP based system. 

3. Perimeter Intrusion Detection System (PIDS). This project would enhance security operations 
along the perimeter of the Airport facility and associated critical infrastructure. This project 
would also construct new and/or replace existing ductbank infrastructure campus-wide to 
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support the requirements of the various security systems. In some instances, the project may 
also remove existing, abandoned cables to create new pathways for connectivity. 

The Commission has not determined to proceed with the PIDS Project, and will not make a 
determination until any environmental review under the California Environmental Quality Act 
(CEQA) determined to be required by the San Francisco Planning Department, Environmental 
Review Division, is complete. As such, services described in this Appendix A for the PIDS 
Project are divided into two Phases: 

• Phase I includes Task I - Field Surveys. 
• Phase II includes Task II - Master Security Infrastructure Test Plan (MTP); Task III -

Overall Program-Level Management Services; and Task IV - Project-Level Management 
Supp011 Services 

The PIDS Project Phase I services are authorized and may proceed in accordance with this 
Agreement. The PIDS Project Phase II services are not authorized to proceed unless and until 
environmental review under CEQA is complete; the Commission determines to proceed with the 
PIDS Project by Resolution; and the Commission authorizes the PIDS Project Phase II work to go 
forward. 

TASKS: 

I. FIELD SURVEYS 

ACCESS CONTROL SURVEY 

A. Contractor will perform a field survey and audit of the access points (doors, elevators, conveyors, 
etc.) monitored by the currently installed Monitor Dynamics Incorporated security access control 
system, including suppo11ing infrastructure and life safety components within the Airport's 
property boundaiy lines. Contractor will also perform a physical inspection and audit of rooms 
secured by cipher locks, keys and/or any other methods used to physically secure the doors. 

B. Contractor will provide reports with the suppo11ing details from the field survey and audit. 
Contractor will provide an inventory database of information and pictures collected. 

I. The field work will be completed in the following rooms and at access points located 
throughout all Terminals and remote buildings as identified by the Airport. Examples of 
access points include but are not limited to doors, gates, exit portals, checkpoints and 
turnstiles. The locations with estimated number of access points to be inspected are as 
follows: 

a. International Terminal Central: 

I) Access Points (Doors, duress alarms, any entry points monitored) - 450 
2) Special Systems Rooms/Tennant Wiring Closets - 45 
3) Other (Mechanical/Electrical)- I 00 

b. International Terminal Boarding Area A 
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l) Access Points (Doors, duress alarms, any ent1y points monitored)-175 
2) Special Systems Rooms - l 5 
3) Other (Mechanical/Electrical)- 40 

c. International Terminal Boarding Area G Access Points (Doors, duress alarms, any enlly 
points monitored) - 200 

l) Special Systems Rooms - l 5 
2) Other (Mechanical/Electrical)- 40 

d. Selected locations within Domestic Terminal, garages, outlying areas, doors with cipher 
lock (To be identified by Airport) - 200 

2. Site survey of selected doors with Airport Fire Marshall to develop a data base of access 
points of doors requiring life safety structural changes 

3. Site survey of selected doors with Aviation Security in developing data base of access point 
door not meeting safety and security requirements 

TELECOMMUNICATION DUCT BANK SURVEY 

Perform a field survey which includes an inspection of general conditions, inventory of fiber cables, 
and an assessment of the telecommunication duct bank utilization. Provide an evaluation and update 
audit of existing documentation as part of the current survey. Contractor will tag cables and trace 
fiber through perspective conduits as directed by the Airpo1t. The Telecommunication survey will 
include repo1ts and photo library as per the Airport Project Manager. Contractor will update existing 
drawings, input current data into AIRPORT telecommunication database and place utility locators in 
the field per AIRPORT standards. 

II. MASTER SECURITY INFRASTRUCTURE TEST PLAN (MTP) 

Contractor will manage and assist in the development of the Master Security Infrastructure Test Plan 
(MTP) for each Project with the Airp01t and the designers of all Projects. The MTP is a test driven, 
activation phase document used for the commissioning and user acceptance of all technology 
infrastructure and systems for all Projects. Contractor is responsible for reporting on the status of 
MTP during the commissioning. 

III. OVERALL PROGRAM-LEVEL MANAGEMENT SERVICES: 

A. PROGRAM COORDINATION 

Contractor will provide program coordination services in the following manner: 

l. Assist Airp01t staff with Program and Project coordination and development effo1ts with 
related Airpmt Security Contractors, Airpo1t operations, airlines, agencies, Stakeholder 
Engagement Teams (SETs) and other stakeholders, as required and directed by the Airport. 

2. Coordinate, lead, and document appropriate weekly Program/Project meetings throughout 
each phase of the Program/Project lifecycle. 
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3. Coordinate and document stakeholder programming and design review input. 

4. Coordinate Project work with all ongoing Airport activities, including but not limited, to the 
concurrent Terminal I Program projects and other adjacent or coordinated Projects. 

5. Implement and support an Action Item system to track key Program/Project activities and 
provided to Airport as requested. 

6. Develop and monitor a Risk Register to identify, track and respond to Program/Project risk 
and provided to Airport as requested. 

7. Assist Airport staff with maintaining active terminal, airfield and landside security and 
operations, phasing, environmental issues, off-hours work, utility cutovers and associated 
activities. 

8. Coordinate any hazardous material survey, reporting and abatement work to ensure Airport 
compliance with appropriate entities. 

9. Provide technology guidelines, oversight, coordination, and review for the development of 
the MTP. 

IO. Adhere to Airport risk management procedures, provided after award, during access control 
and telecommunication duct survey. The Airport risk management procedure identifies 
notification process and correction of accidental outage as result of field inspection with 
Airport. The Airport risk management procedure will be provided to contractor after award. 

B. PROGRAM CONTROLS AND REPORTING 

Contractor will provide program controls and reporting services in the following manner: 

I. Utilize Oracle Unifier as the Airpo11's preferred project management control system. 

2. Utilize systems that are compatible with ctment Airport Project control software. These 
include, but are not to be limited to, Primavera P6 EPPM (scheduling), CIP Planner (Program 
financial planning), OpenText eDocs (document control), Turner E.Docs (close-out 
documentation), Microsoft Outlook (email), AutoCAD, and Revit. 

3. Perform monthly data enliy into Unifier to ensure that real-time data is readily available. 
Contractor will perform quality control to reduce input error, thus enhancing consistency and 
accuracy in the reporting of all information. 

4. Allow for Project contractors, planners, designers and builders to uniformly exchange 
information relating to budget, costs, estimates, risk, and schedule using the Stakeholder 
Engagement Process. 

5. Produce reports and deliverables that meet Airport requirements. Reports and deliverables 
will be in electronic format to the greatest extent possible; however, at the request of the 
Airport, hard copy color duplicates will also be made available. The reports and deliverables 
will include, but are not limited to, the following: 
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a. A written monthly report to the Airport on services provided to the Airp011 under the 
Agreement in a format consistent with the Airport repo1ting process. Contractor will 
report on its progress and any problems in performing the Work of which Contractor 
becon1es a\vare. 

b. Cost and budget reports as part of the required monthly rep01t in a format determined by 
the Airp01t to include total Program and Project budget amounts, total Program and 
Project cost to date, earned value estimates, trends and forecasts. Reports will include 
costs and payments to Airport Security Contractors, planners, designers and builders, and 
Airpmt cost and expenses. 

c. Updated schedule by monitoring progress in relationship to the existing baseline 
schedules for the Program and each Project. Prepare detailed monthly schedule reports 
and schedule trend reports. Provide schedule recovery recommendations on a monthly 
basis and anticipated schedule phases. 

d. A monthly cash flow and trend reports and additional repo11s as may be requested by the 
Airport. 

e. Anticipate and report all potential Program and Project risks and issues. Provide cost 
recovery recommendations on a monthly basis. 

f. Report on quality assurance and quality control processes and how these are being 
engaged on a monthly basis. 

g. As requested by the Airpo1t, Contractor will prepare other reports so that vaiying levels 
of details can be communicated to different management levels within the Airport 
organization as well as to the Public. Contractor will provide reports monthly, quarterly, 
annually, or at other frequencies to be determined by the Airport. 

h. A monthly safety report. 

6. Assist the Airport Project Manager with presentations to all stakeholders. 

C. PROGRAM SCHEDULING SERVICES 

Contractor will support Airport Program and Project scheduling and analyses in the following 
1nanner: 

1. Compile and validate applicable schedules from Airport staff, contracted Airport Security 
Contractors, designers and builders, and other agencies to prepare a master schedule for the 
Program. The master schedule will follow a work breakdown structure as directed by the 
Airport and will include, at a minimum, the following activities: duration and timing for 
permitting, timing to conduct design, solicit proposers, solicit bid packages, complete 
construction, testing and commissioning and closeout of the Program. 

2. Generate Level l, 2 and 3 Program schedules as requested, as well as a two (2)-week look­
ahead schedule in coordination with the Project designers and builders. Program Level 
schedules are as follows: 
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a. The Level J, or Contract Master Schedule, is a summary level schedule that establishes 
key completion objectives for the Program. It defines the overall period of performance, 
shows major milestones, including contractual milestones, deliveries, and other major 
Program phases. It may also show milestones that interface with other Programs within 
the Program or adjoining Programs. 

b. The Level 2, or Intermediate Schedule, should contain a detailed reflection of the 
activities that must be accomplished to achieve Level I schedule objectives. In addition, 
a Level 2 schedule will include, but is not limited to, contractually required deliveries of 
critical long lead items, hardware, software, and performance requirements. 

c. The Level 3, or Detailed Schedule, contains a detailed set of activities that must be 
accomplished to achieve Level 2 schedule objectives. This schedule will contain enough 
detail for the Airport Program Manager to plan, direct, and monitor the completion of 
work and to reliably calculate the Program's critical path. The Level 3 schedule will 
reflect Contractor's review and monitoring of construction schedules and the 
coordination of those schedules with other Airport Programs. 

3. Identify and analyze dependencies, controls, and interfaces among utility Programs, with 
other Airp01t operational activities, and/or with external Programs and perform alternative 
analysis Program sequence to optimize Program implementation within the Level 3 schedule. 

4. Develop, review, update, and monitor Program schedules to the required management level 
during all Program phases as directed by the Airport Program Manager. 

D. PROGRAM BUDGET AND ESTIMATING SERVICES 

Contractor will support Airport financial analyses by performing the following: 

J. Prepare and review Program and Project hard and soft cost budget estimates, resulting in the 
establishment of the Program and Project baseline budget. The estimates will follow a Work 
Breakdown Structure consistent with Airport requirements. 

2. Analyze financial consequences of design alternatives, alternatives resulting from value 
engineering reviews of design and construction techniques, and costs due to site and schedule 
constraints. 

3. Provide Program and Project level cost and trend management services. 

4. Provide a wide range of cost estimates, including pre-construction, concept, budgetary, 
design, construction, and engineer's estitnates. 

5. Establish, review, and support Airport staff in making appropriate budgetary contingencies 
and reviewing Program and Project risks. 

6. Provide budget and funding report services, documenting sources of funds and cash flow 
projections for the Program and each Project. 
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7. Develop and maintain procedures to forecast Program and Project costs and advise the 
Airport on corrective actions if forecasted budgets are to be exceeded. 

8. Prepare and review lifecycle costs including operations and maintenance costs. 

9. Prepare and review cost benefit analyses. 

I 0. Reconcile the Program and each Project scope with appropriated budgets. 

11. Prepare preliminary estimates of construction costs and times of completion for the Program 
and each Project. 

E. DOCUMENT CONTROL SERVICES 

Contractor will provide the following document control services: 

I. Maintain all the Program documentation in an integrated, accessible electronic format in a 
retrievable system as directed by the Airport. 

2. Maintain status logs of Program documents such as design activities and status, requests for 
information, submittals, substitution requests, etc. 

3. Develop and maintain systems for the efficient distribution of Program documents to 
designers, builders, external agencies, City departments, and other stakeholders. 

F. AIRPORT STRATEGIC PLAN 

Contractor will adhere to guidelines in the Airport Strategic Plan which will be provided by 
Airpo1t Aviation Security. 

G. PARTNERING 

Contractor will participate in and provide for formal Partnering facilitation. Refer to Appendix D, 
Partnering Requirements, of this Agreement. 

H. ST A KEH OLDER ENGAGEMENT PROCESS 

Contractor will provide for, coordinate, paiticipate in and document the Stakeholder Engagement 
Process and utilize Stakeholder Engagement Teams (SETs) throughout the Program lifecycle. 
Refer to "Delivering Exceptional Projects - Our Guiding Principles" published on 
www.Airportconstruction.com 

IV. PROJECT-LEVEL MANAGEMENT SUPPORT SERVICES: 

A. PROJECT PROGRAMMING PHASE 

The intent of the Programming Phase of each Project is to provide clarity and agreement on the 
Project's scope, cost and schedule between all parties and to provide an approved Basis of 
Design. As part of the Programming Phase, Contractor will: 
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I. Provide Program-level oversight, coordination, and review in all aspects of each Project 
programming effort. 

2. Ensure information is accurately assembled from the Airport Security Consultant and 
designer for each Project into a comprehensive narrative report to be used as the Basis of 
Design, which will include, but is not limited to: 

a. Project Description: 

I) A comprehensive narrative of the scope of work and programming requirements for 
the Project. Requirements will incorporate input from the Stakeholder Engagement 
Process, which will be led and coordinated by Contractor. 

2) Conceptual design drawings. 

b. Project design criteria and standards. Criteria will incorporate Airport, Transportation 
Security Administration (TSA) and other regulatory standards as well as input from the 
Stakeholder Engagement Process. Design criteria will include but is not limited to: 

1) Identification of preliminaiy architectural, engineering, security and special systems 
for the security initiative. 

2) Compilation of architectural, engineering, security and special systems specification 
outlines based on conceptual design. The outline specifications will include minimum 
performance criteria and standards and preferred manufacturers. 

3) Identification of prelimina1y building code classifications, accessibility, egress 
requirements, and life safety requirements. 

4) Preliminary schedules and cost models based on the proposed Basis of Design. 

3. Reconcile the Program and each Project with the Airport's budget. Advise the Airpo1t ifthe 
Program and/or Project budget are not in compliance and recommend potential solutions. 

4. Prepare reports, exhibits, and presentation materials to convey the Program and Project as 
requested by the Airport Program Manager. 

5. Identify, analyze and conform to the requirements of governmental and private authorities 
having jurisdiction to approve the design of the Project and participate in consultations with 
such authorities. 

B. PROJECT DESIGN PHASE 

The Design Phase for each Project commences upon the completion and approval of 
programming phase. As part of the Design Phase, Contractor will: 

I. Provide administration and oversight of the Project's design team. 
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2. Provide third-party, peer, and quality assurance reviews of design deliverables, 
commissioning documents, and construction documents produced by designers and verify 
that all design review comments are incorporated. Further, Contractor will ensure that each 
Designer implement the standards developed in the Stakeholder Engagement Process. 

3. Provide design oversight, monitor design progress and deliverables, and recommend 
corrective action when required. 

4. Review construction documents for constructability, impact to Airport operations, and 
consistency with the Program and/or Project schedule. Provide reports at each stage of the 
process including 50%, 90% and I 00% drawings. 

5. Coordinate proposed design elements and phasing in conjunction with all components of the 
Program and all other affected Airport activities and stakeholders. 

6. Support the Airpo11's bidding process for construction contract(s). 

7. Coordinate and review with the designer and builder regarding testing procedures and 
documentation as identified in the MTP. 

C. PROJECT CONSTRUCTION PHASE 

Contractor will act as the Construction Manager for all construction activities for each Project. As 
part of the Construction Phase, Contractor will: 

I. Provide management, administration and oversight of the Project construction contract. 

2. Perform as the Construction Manager during the entire Project lifecycle. At a minimum, 
Contractor will provide the following construction management services: 

Appendix A 

a. Establish a job specific safety program with the builder(s) and provide competent safety 
professional(s) to enforce jobsite safety. 

b. Review construction work and phasing plans and make recommendations to minimize 
disruption to Airport operations. 

c. Ensure construction activities/shutdowns/closures are properly coordinated with, and 
approved by, Airpm1 Operations, Duty Managers, ITT and all affected pai1ies. 

d. Review and/or prepare construction quality assurance/quality control plans. 

e. Provide technical, full-time, on-site quality assurance and code compliance oversight and 
inspection, including specialty inspections, of the progress and quality of the construction 
work. 

f. Ensure that the builder has scheduled all formal code inspections with the Airport's 
Building Inspection and Code Enforcement (BICE) Division once a pre-inspection has 
been performed with the builder. Prior to the formal BICE inspection, the pre-inspection 
will confirm that all contract and code requirements are satisfied for the specific 
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inspection being requested. In addition, the pre-inspection will verify that any ancillmy 
or otherwise supporting work activities associated with the specific inspection meets 
contract and code requirements. Take all necessary measures to ensure the Builder 
corrects all non-conforming or otherwise deficient work discovered at any level of 
inspection. 

g. Monitor environmental inspection for the builder's compliance with environmental 
regulations. 

h. Examine materials and equipment being incorporated into the work to verify that they are 
supported by approved submittals, handled, stored, and installed properly. 

i. Prepare inspector's daily reports and engineer's reports for submission to the Airport. 

j. Manage and review the submission of samples, shop drawings, Operation & Maintenance 
(O&M) manuals, and other submittals for contract and code compliance and all software 
design documentation. Contractor will maintain a log of all submittals. 

k. Identify problems encountered in accomplishing the construction work and recommend 
appropriate action to the Airport in order to resolve problems with a minimum effect on 
the timely completion of the Project. 

I. Provide all testing, including specialty testing, as required by the California Building 
Code and by Airport Commission. Contractor will coordinate and/or procure the services 
of certified testing laboratories to assure that the proper number and type of tests are 
being performed in a timely manner. The Airport building official has the authority to 
require additional testing based on final code requirements and interpretation. 

m. Maintain a log of any requests for information and manage responses for approval by the 
Airport Project Manager and/or the Engineer-of-Record. 

11. Review progress pay requests for accuracy and recommend approval. Contractor will 
prepare all supporting documentation for progress pay requests, including but not limited 
to, ce1iified payroll tracking forms. All payment documentation will utilize Airport 
standard templates. 

o. Review builder reports, as-built drawings, and other constrnction documentation and 
ensure information is appropriately captured in Airport records. 

p. Coordinate job site meetings and prepare meeting minutes. Contractor will review and 
communicate information presented to Airpmi managers and all attendees. 

q. Assist Airport with compliance of all contract terms and conditions including, but not 
limited to, Contract Monitoring Division requirements, ce1iified payroll, labor standards, 
drug policy, security requirements, site cleanliness, and safety. 

r. Administer the evaluation and negotiation of change orders, prepare and process change 
orders and contract modifications for Airpo1i approval, and maintain a change log. All 
change documentation will utilize Airport standard templates. 
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D. PROJECT ACTIVATION PHASE 

The purpose of the activation process is to ensure that all requirements and performance criteria 
are identified early in the design process, are managed throughout the Project, and are 
successfully implemented. Activation includes physical testing of the facility and hands-on 
training of personnel who will use, operate and maintain the facility and its systems. As part of 
the Activation Phase, Contractor will (if applicable): 

I. Assemble the Activation SETs to facilitate and coordinate the activation activities prior to the 
completion of construction. 

2. Through the Stakeholder Engagement Process, develop and schedule an Activation Plan, 
including Simulation Plans as required. 

3. Manage activation activities and prepare written status reports. Status reports will verify that 
the facility and all of its systems and assemblies are constructed, installed, tested, operated 
and maintained to meet the Project's requirements. 

4. Coordinate the various entities required to successfully implement the Activation Plan 
including representatives from the Airport, airlines, SETs, TSA, designers, builders, etc. 

E. PROJECT COMMISSIONING PHASE 

Commissioning is the process of verifying and documenting that all systems and assemblies are 
planned, designed, installed, tested, operated, and maintained to meet the Airport's Project 
requirements. This process uses planning, documentation, and verification of testing to review 
and oversee the activities of the Project designer and builder. Commissioning services will start in 
Programming and will continue through Closeout. As patt of the Commissioning Phase, 
Contractor will (if applicable): 

1. Coordinate and conduct final inspections prior to Project acceptance, and administer 
acceptance procedures and tests for each phase of the Project per the MTP. 

2. Review and report on progress of training or operation and maintenance of new systems as 
required by the Airport and/or individual Project specifications. 

F. PROJECT CLOSEOUT PHASE 

Closeout will commence at the completion of Activation and Commissioning. As part of the 
Closeout Phase, Contractor will: 

I. Support closeout activities for each security project under this program. All procedures and 
documentation will utilize Airport standards for the closeout process. 

2. Suppo1t dispute and/or claim resolution analysis and reconciliation efforts. 

END OF APPENDIX A 
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Appendix B 
Calculation of Charges 

This is Appendix B attached to, and incorporated by reference in the Agreement made on September 1, 
2015 between the City and County of San Francisco, acting by and through its Airport Commission 
("Commission"), and Faith Group LLC ("Contractor") providing for Program Management Support 
Services for Contract No. 10511.41- Airpo1t Security Infrastructure Program at the San Francisco 
International Airport ("Airport"). 

1. General 

I. I Compensation for complete and satisfactory performance of the services detailed in Appendix A 
of this Agreement is set forth in paragraph 5 "Compensation" of the Agreement. 

1.2 No charges will be incurred under this Agreement nor will any payments become due to 
Contractor until reports, services, or both required under this Agreement are received from 
Contractor and approved by the Commission as being in accordance with this Agreement. In no 
event will the Commission be liable for interest or late charges for any late payments. 

1.3 Compensation for work performed under this Agreement will be on a time and materials basis. 
Such compensation will be allowable only to the extent that costs incurred, or otherwise 
established prices, are consistent with the Federal Cost Principles (Title 48, Code of Federal 
Regulations, Pait 31 ). 

2. Method of Payment 

2.1 Unless approved otherwise by the Commission, the Contractor's services will be invoiced on a 
monthly basis and payment will be made within thirty (30) days of receipt of an acceptable 
invoice with satisfactory backup documentation, approved by the Airport Project Manager. As 
used herein, the term "invoice" will include the Contractors bill or written request for payment 
under this Agreement for services performed. All invoices will be made in writing. 

2.2 Contractor will invoice for the Work performed in conformance with procedures approved by the 
Commission. 

2.2.1 Such invoices will segregate current costs from previously invoiced costs. 

2.2.2 Costs for individual labor will be segregated by task and subtasks, if any. 

2.2.3 Notwithstanding the above, in no case will Contractor invoice include costs which 
Airpo1t has disallowed or otherwise indicated that it will not recognize. 
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2.3 Such invoices will be as a minimum, (i) mechanically accurate, (ii) substantially vouchered and 
properly supported and (iii) in compliance with generally accepted accounting principles. 

2.4 Contractor will also ce11ify, for each invoice, that (i) the hourly rates for direct labor, whether for 
Contractor or its subcontractor(s), to be reimbursed under this Agreement are not in excess of the 
actual hourly rates in effect for Contractor or subcontractor employees engaged in the 
performance of services under this Agreement at that time, and (ii) that such hourly rates are in 
conformance with the Agreement. 

2.5 The fee for Contractor and any of its subcontractors will be billed monthly on direct labor for 
services provided in the current invoice at the percentage described below. 

2.6 The Airport's Project Manager reserves the right to withhold payment(s) otherwise due 
Contractor in the event of the Contractors material non-compliance with any of the provisions of 
this Agreement, including, but not limited to, the requirements imposed upon Contractor in 
Article 15, Insurance, and Article 16, Indemnification. The Airport will provide notice of 
withholding, and may continue the withholding until Contractor has provided evidence of 
compliance which is acceptable to the Airport. 

2.7 All invoices will be made in writing and delivered or mailed to the Airpot1 as follows: 

By US mail: 

By Personal Delivery 
or Express Mail: 

Ryan Kuss 
Airport Project Manager 
Design & Construction 
Airpo11 Commission Building 
San Francisco International Airport 
P.O. Box 8097 
San Francisco, CA 94128 

Ryan Kuss 
Airpo11 Project Manager 
Design & Construction 
San Francisco International Airport 
7IO N. McDonnell Road, 2"d Floor 
San Francisco, CA 94128 

3. Direct Salary Rate and Direct Salary Rate Adjustment 

3.1 Salaried personnel will be paid on a maximum of fo11y (40) homs per week, with no overtime. 
Salaried personnel assigned to multiple Projects will be paid on a pro-rata share of a forty ( 40) 
hour week. Signed time cards will be provided showing all assigned Projects and the shared 
calculation. 

3.2 The direct labor rate will not exceed Ninety-five Dollars ($95) per hour. Any rate in excess of this 
cap will require prior written approval from the Airport. 

3.3 The approved direct labor rates stated in the Agreement will remain in effect for the first year of 
contract services. As, at the option of the Airport, this is a multi-year contract, the Airport may 
approve an annual adjustment to the direct hourly labor rates effective July I st, based on an 
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increase in the Consumer Price Index for the preceding twelve ( 12) months for the San Francisco 
Bay Area as published by the U.S. Department of Labor, Bureau of Labor Statistics, under the 
title of: "Services Less Rent or Shelter - All Urban Consumers - San Francisco/Oakland/San 
Jose, California" or on an increase in the wages of comparable classifications as reflected in the 
collective bargaining agreements between the City and County of San Francisco and the labor 
organization representing those classifications, whichever is lower. Such adjustment is subject to 
prior written approval by the Airport and in no event will exceed the lower of the above specified 
indices unless the proposed adjustment is made pursuant to other specific terms of this contract or 
is necessary to meet the requirements of prevailing or minimum wage legislative mandates. 

4. Approved Overhead Rates 

4.1 The following Approved Overhead Rates are included in the approved Billing Rates stated in 
Paragraph 6: 

Firm Name Overhead Rate 
Faith Group, LLC 129.8% 
Cooper Pugeda Management, Inc. 110% 
Saylor Consulting 125.97% 
Chavez & Associates 157.28% 
Cornerstone Transpo1tation Consulting 159.75% 
Strong Electric & Solar 0% 

4.2 The Prime and each subcontractor will submit a current certified reviewed financial audit repo1t 
of the overhead cost rates to the Commission for review and approval upon request for a change 
in the Approved Overhead Rates. 

5. Fee 

The Fee for Contractor's direct labor work effo1t, including any subcontractor work at any tier, will 
be ten percent (10%) of direct labor of Contractor and any subcontractors at any tier. There will be 
no additional fee or overhead markup on indirect costs or on the work of first and lower tier 
subcontractors. 

The Prime Contractor or Joint Venture will be allowed a two percent (2%) mark-up on first tier 
subcontractor invoices. 

6. BILLING RATES 

The approved fully burdened (overhead and Fee included) Billing Rates are as follows: 

CLASSIFICATION 

FAITH GROUP, LLC 

Project Manager 
Subject Matter Expert 
Stakeholder Manager 
Design/Technical Manager 
MEP Engineer 
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$240.14 
$197.17 
$145.96 
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Sr. Business Analyst 
Sr. IT Systems Analyst 
Operations Analyst 
Sr. Systems Designer 
Sr. Systems Engineer 
Sr. Network Designer 
Construction Manager 
Report Writer 
CAD Designer 
Sr. Designer 
IT Designer 
Construction Inspector 
Field Inspector 
Systems Designer 
Analyst 
Senior Engineer 
Engineer 
Cost Engineer 
CAD Operator 
Administrative I 
Administrative 2 
Misc. Support I 
Misc. Support 2 

CHA YES & ASSOCIATES 

Document Control Manager 
Document Control Technician 
Document Control Clerk 
Business Process Analyst 
System Eng./MIS/IT/Controls 
Project Manager 
Permit Coordinator 
Admin. Assistant/Clerk 

COOPER PUGEDA MANAGEMENT, INC 

Subject Matter Expert 
Project Controls Manager 
Construction Manager 
Scheduler 
Inspector l 
Inspector 2 

$I 82.30 
$164.31 
$164.31 
$157.99 
$145.83 
$139.79 
$I39.03 
$117.04 
$75.83 
$115.44 
$111.86 
$113.75 
$103.64 
$95.42 
$82.66 
$117.04 
$80.89 
$75.83 
$69.01 
$66.84 
$60.77 
$75.83 
$88.47 

$1I4.42 
$87.17 
$65.09 
$212.26 
$212.26 
$181.13 
$135.84 
$56.60 

$208.89 
$197.29 
$149.15 
$138.26 
$173.77 
$127.84 

CORNERSTONE TRANSPORTATION CONSULTING 

MEP Project Engineer 
Sr. Scheduler 
Scheduler Ill 
Scheduler II 
Scheduler I 
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Sr. Estimator 
Estimator Ill 
Estimator II 
Estimator I 
Sr. Project Controls Manager 
Project Controls Manager Ill 
Project Controls Manager II 
Project Controls Manager 1 
Project Controls Engineer Ill 
Project Controls Engineer II 
Project Controls Engineer 1 
Sr. Field Engineer 
Field Engineer Ill 
Field Engineer II 
Field Engineer I 
Office Engineer Ill 
Office Engineer II 
Office Engineer 1 
Document Control Spec. II 
Document Control Spec. I 
Admin. Assistant II 
Admin. Assistant I 
Inspector 

SAYLOR CONSULTING GROUP 

Sr. Mechanical Estimator 
Principal Estimator 
Chief Estimator 
Sr. Electrical Estimator 
Sr. Estimator 
Estimator 1 
Estimator 2 
Estimates Coordinator 
Estimator 
Structural Estimator 

$214.29 
$185.72 
$157.15 
$128.58 
$214.29 
$185.72 
$157.15 
$128.58 
$185.72 
$157.15 
$128.58 
$200.01 
$171.44 
$142.86 
$114.29 
$185.72 
$157.15 
$128.58 
$114.29 
$85.72 
$114.29 
$85.72 
$128.58 

$188.04 
$185.23 
$184.04 
$176.98 
$105.74 - $176.23 
$82.00 
$137.41 
$65.72 
$80.66 
$157.72 

STRONG ELECTRIC & SOLAR I BASS ELECTRIC 

Project Manager 
J ourney1nan 
Apprentice 

7. Other Direct Cost (ODC) 

$140 
$135 
$90 

7.1 Unless authorized by the Airport, the Airport will not reimburse Contractor for the costs of 
contractor meals, and business travel and accommodations, this includes specialists that are based 
out of town and not assigned to the jobsite office. Travel and per diem expenses for the project 
team's management, jobsite personnel, or staff that commute to or from other offices or 
residences is not allowed. The Airport will not reimburse Contractor for deliveries, and fax, long 
distance, and cellular telephone charges. Regional (remote) executive's travel expenses to visit 
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the local job office are not reimbursable and part-time jobsite personnel who are shared with 
other out-of-town clients are not reimbursed for travel expenses. When authorized, travel 
expenses will be in accordance with the City & County of San Francisco Travel Guidelines. 

7.2 Any ODC expenses in excess of Five Hundred Dollars ($500) must be pre-approved by the 
Airport Project Manager. 
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City & County of San Francisco Contract 10511.41 

APPENDIXD 
PARTNERING REQUIREMENTS 

PART 1 - GENERAL 

I.I PARTNERING LEVEL 

This Project shall incorporate the required partnering elements for Partnering Level 4. 

Level Estimated Complexity Political Relationships 
Construction Significance 
Antount 

l-Iighly technical and High visibility/ 
Ne\\' project relationships; high 

5 $200 n1illion + con1plcx design & oversight; significant 
potential for conflict (strained 

relationship, previous litigation, 
construction strategic project 

or high probability of clain1s) 

$50 - $200 
High coniplcxity - schedule 

Ne\\' contractors or Cl\.1, BC\\' 
4 1nillion 

constraints, unconunon Probable 
subs 

n1aterials, etc. 

$20 - $50 
Likely, depending on Established relationships; llC\\' 

3 niillion 
Increased co111plex:ity the location and other Ci\1, subs, or other key 

project characteristics stakeholders 

2 
$5 - $20 ri.1oderate co1nplexity 

Unlikely, unless in a Established relationships; ne\\' 
n1illion place of hnportancc subs, ne\\' stakeholders 

1 
$100,000 - $5 

Standard con1plexity 
Unlikely, unless in a Established relationships; ne\\' 

1nillion place of iinportance subs, HC\\' stakeholders 

1.2 SUMMARY 

1.2. I This Section specifies the requirements for establishing a collaborative partnering 
process. The pminering process will assist the City and County of San Francisco (City) 
and Contractor to develop a collaborative environment so that communication, 
coordination, and cooperation are the norm, and to encourage resolution of conflicts at 
the lowest responsible management level. 

1.2.2 The parlnering process is not intended to have any legal significance or to be construed as 
denoting a legal relationship of agency, partnership, or joint venture between the City and 
Contractor. 

1.2.3 This Section does not supersede or modify any other provisions of the Contract, nor does 
it reduce or change the respective rights and duties of the City and Contractor under the 
Contract, nor supersede contractual procedures for the resolution of disputes. 

1.1 PURPOSE/GOALS 

1.3. I The goals of project partnering are to: 

I. Use early and regular communication with involved parties; 

2. Establish and maintain a relationship of shared trust, equity and commitment; 

3. Identify, quantify, and support attainment of mutual goals; 
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4. Develop strategies for using risk management concepts and identify potential project 
efficiencies; 

5. Implement timely communication and decision-making; 

6. Resolve potential problems at the lowest possible level to avoid negative impacts; 

7. Hold periodic partnering workshops throughout the life of the contract to maintain 
the benefits of a pminered relationship; and 

8. Establish periodic joint evaluations of the partnering process and attainment of 
mutual goals. 

1.2 DEFINITIONS 

1.4. I Unless specifically defined in this Appendix D, all terms have the same meaning as 
defined in the Agreement. 

1.4.2 Stakeholders: Any person or entity that has a stake in the outcome of a constrnction 
project. Examples include the end users, neighbors, vendors, special interest groups, 
those who must maintain the facility, those providing funding, and those who own one or 
more of the systems. 

I .4.3 Project Team: Key members from the City and Contractor organizations responsible for 
the management, implementation, and execution of the Project, and will pmiicipate in the 
partnering process. 

1. PARTNERING PROCESS 

2.1 SELECTION OF A FACILITATOR 

5/1/2014 

2.1. I An Internal Facilitator or a Professional Neutral Facilitator shall be retained for projects 
with a Partnering Level of I through 3. A Professional Neutral Facilitator must be 
retained for projects with a Partnering Level of 4 or 5. The City and Contractor shall meet 
as soon as practicable after award of Contract to work cooperatively and in good faith to 
select a Facilitator. 

2.1.2 An Internal Facilitator is a trained employee or representative of the City who provides 
pminering facilitation services. 

2.1.3 A Professional Neutral Facilitator must have the following qualifications: 

A. The Facilitator shall be trained in the recognized principles ofpminering; 

B. The Facilitator shall have at least three (3) yearn' experience in pai1nering facilitation 
with a demonstrated track record, including public sector constrnction for a city or 
other municipal agency; 
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C. The Facilitator shall have a skill set that may include construction management, 
negotiations, labor-management mediation, and/or human relations; and 

D. The Facilitator must be in the business of providing partnering services for 
construction projects. 

2.1.4 Within thirty (30) days of NTP, Contractor and the selected Professional Neutral 
Facilitator shall execute an agreement that establishes a budget for fees and expenses of 
the Facilitator, workshop site costs, if any, and the describe the Facilitator's role for the 
Project consistent with the requirements of this Section. The scope of the Facilitator's role 
is for descriptive purposes only and is not a guarantee for payment as the scope of work 
will be revised as needed throughout the Project. The agreement shall be terminable at 
will. 

2.1.5 The Facilitator shall be evaluated by the Project Team: (I) at the end of the Kick-off 
Partnering Workshop; and (2) at the Project close-out pat1nering session. 

2.1.6 In the event that either Contractor or the City is not satisfied by the services provided by 
the Facilitator, a new mutually acceptable Facilitator shall be chosen in a reasonable 
amount of time in the same manner pursuant to Subparagraph A above, and a new 
agreement shall be executed by Contractor and the new Professional Neutral Facilitator 
pursuant to Subparagraph D above. 

2.2 PARTNERING ELEMENTS 

51112014 

2.2.1 All Partnering Levels require the following elements: 

A. Executive Sponsorship. Commitment to and support of the pat1nering process from 
the senior most levels of the City and Contractor organizations. 

B. Collaborative Partnering. A structured and scalable process made up of elements 
that develop and grow a culture (value system) of trust among the parties of a 
constrnction contract. Together, the combination of elements including the Partnering 
Charter, Executive Sponsorship, partnering workshops, an accountability tool for the 
Project Team (Scorecards), and the Facilitator create a collaborative atmosphere on 
each project. 

C. Facilitator. Depending on the Project's Pat1nering Level, the City and Contractor 
shall retain either an Internal Facilitator or a Professional Neutral Facilitator 
according to the process listed in subparagraph 2.1 above to lead workshops. 

D. Partnering Charter ancl/or mission statement. The City and Contractor shall create 
a Pat1nering Charter that is the guiding focus for the Project Team. It documents the 
team's vision and commitment to work openly and cooperatively together toward 
mutual success during the life of the Project. The Pat1nering Chat1er helps to 
maintain accountability and clarity of agreements made and allows for broader 
communication of the team's distinct goals and pat1nering process. At a minimum, 
the Partnering Chat1er must include the following elements: 
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1) Mutual goals, including core project goals and may also include project-specific 
goals and mutually-supported individual goals. The required core project goals 
relate to project schedule, budget, quality, and safety. 

2) Pm1nering maintenance and close-out plan, including pm1nering session 
attendees and frequency of workshops. 

3) Dispute resolution plan that includes an Escalation Resolution Ladder. 

4) Team commitment statement and signatures. 

E. Partnering Workshops. At a minimum, the following two workshops are required: 

1) Kick-off Partnering Workshop. Within 45 days of NTP, the City and 
Contractor shall meet for the Kick-off Partnering Workshop; determine the 
workshop site and duration, and other administrative details. At the Kick-off 
Pa11nering Workshop, the City, Contractor, and Facilitator shall meet to mutually 
develop a strategy for a successful pm·tnering process and to develop their 
Partnering Charter. 

2) Close-out Partnering Workshop. Prior to final closeout, the City and 
Contractor shall schedule the Close-out Partnering Workshop. At the Close-Out 
Partnering Workshop, the City, Contractor, and Facilitator, shall meet to discuss 
lessons learned throughout the Project, focus on ensuring continued collaboration 
and cooperation through the end of the Project, and to discuss requirements for 
the close-out process. At the conclusion of the workshop, a summary of the 
lessons learned should be prepared to be distributed to the Project Team. The 
City and Contractor shall also evaluate the Facilitator. 

The Project Team may participate in additional workshops during the life of the 
Project as they agree is necessary and appropriate. Each workshop is a 
formalized meeting focused on developing a collaborative culture among the 
Project Team. The Project Team will use these workshops to set Project goals, 
define Project commitments, attend joint training sessions, and perform other 
tasks. 

F. Multi-tiered Partnering (Core Team - Executive - Stakeholder). The Partnering 
Team will divide into smaller groups and convene multiple workshops including a 
Core Team Workshop, an Executive Workshop, and a Stakeholder Workshop. 

1) Core Team Workshop. The Core Team is made up of Project Team members 
who are a par1 of the Project for its duration, including the following (not in order 
of hierarchy): 
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City: Contractor: 
Resident Engineer Building Superintendent 
Project Manager Project Executive 
Construction Manager Jobsite Supervisor 
Engineer, Architect Project Engineer 
Division Manager Subcontractors 

Construction Engineer Kev sunnliers 
Inspectors Senior Management (e.g. Area 
Client Depm1ment representative Manager, Operations Manager, 

VP, President, Owner) 
Critical third parties: stakeholders, other agencies, utilities, etc., or anyone who 
could potentially stop or delay the project. 

2) Executive Workshop. The senior leaders of the City and Contractor may form a 
Project Board of Directors. The Project Board of Directors is charged with 
steering the project to success. 

3) Stakeholder Workshop. As the Project progresses, various systems and 
processes will be the focus. The Stakeholder Workshop is a meeting of the key 
stakeholder groups, made up of Stakeholders that are involved in the current 
focus of the systems or processes. 

4) Special Task Forces. The Project Team may task a subset of its members to 
work on a pat1icular issue or opportunity for the good oft he overall project. 

G. Escalation Resolution Ladder. The City and Contractor shall mutually develop an 
Escalation Resolution Ladder, which is a stepped process that formalizes the 
negotiation between the Parties. The intent of this ladder is to provide a process that 
elevates issues up the chain of command between the Pm1ies. The objective is to 
resolve issues at the lowest practical level and to not allow individual project issues 
to disrupt project momentum. When an issue is escalated one level, it is expected that 
a special meeting focusing on the negotiated settlement for that issue will be called 
with the goal of settling as quickly as possible. 

Sample Escalation Resolution Ladder: 

Level Awarding City Contractor Tin1e to Elevate 
Dcpartn1ent 

I 
Inspector or Resident 

Fore1nan/ Superintendent I day 
Engineer 

II Proiect Manae.er PrQject Manae.er l \Veek 

"'' Pree.rain Manae.er Area Manae:er I week 
IV Division Manae.er Ouerations Manae.er 2 weeks 

v Deputy Department 
O\vner; President 2 \Veeks Director 

H. Project Scorecards. The City and Contractor shall participate in periodic partnering 
evaluation surveys to measure progress on mutual goals and short-term key issues as 
they arise. Project Scorecards are an accountability tool that allows the City and the 
Contractor to measure how well they are doing at following through on commitments 
made to one another. Typically the Project Scorecards are confidential surveys 
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prepared and submitted to the Project Team by the Facilitator. The Facilitator 
typically then compiles the responses into a report which is then sent out to the 
Project Team for review. 

2.2.2 Level 1 Projects require all of the following elements: 

A. Kickoff Workshop 

B. Partnering Workshops: 

• Executive Board Workshops -As Needed 
• Stakeholder Workshops -As Needed 
• Core Team Workshops - As Needed 

C. Close-Out Workshop 

D. No Project Scorecards are required. The City and Contractor may agree to participate 
in partnering evaluation surveys. 

2.2.3 Level 2 Projects require all of the following elements: 

A. Kickoff Workshop 

B. Partnering Workshops: 

• Core Team Workshops - As Needed 
• Executive Board Workshops -As Needed 
• Stakeholder Workshops -As Needed 

C. Close-Out Workshop 

D. Two Project Scorecards are required. The City and Contractor may agree to 
participate in more regular partnering evaluation surveys. 

2.2.4 Level 3 Projects require all of the following elements: 

A. Kickoff Workshop 

B. Partnering Workshops: 

• Core Team Workshops - Quarterly. Additional workshops may be led by the 
Professional Neutral Facilitator, and Internal Facilitator, or may be self­
directed by the Project Team. 

• Executive Board Workshops -As Needed 
• Stakeholder Workshops -As Needed 

C. Close-Out Workshop 

D. Quarterly Project Scorecards are required. The City and Contractor may agree to 
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participate in more regular pm1nering evaluation surveys. Monthly Project 
Scorecards are recommended. 

2.2.5 Level 4 Projects require all of the following elements: 

A. KickoffWorkshop 

B. Partnering Workshops: 

• Core Team Workshops - Quarterly. Additional workshops may be led by the 
Professional Neutral Facilitator, and Internal Facilitator, or may be self­
directed by the Project Team. 

• Executive Board Workshops - Qua11erly 
• Stakeholder Workshops - Quarterly 

C. Close-Out Workshop 

D. Quarterly Project Scorecards are required. The City and Contractor may agree to 
participate in more regular pm1nering evaluation surveys. Monthly Project 
Scorecards are recommended. 

2.2.6 Level 5 Projects require all of the following elements: 

A. Kickoff Workshop 

B. Partnering Workshops: 

• Core Team Workshops - Monthly. Additional workshops may be led by the 
Professional Neutral Facilitator, and Internal Facilitator, or may be self­
directed by the Project Team. 

• Executive Board Workshops - Qua11erly 
• Stakeholder Workshops - Quarterly 

C. Close-Out Workshop 

D. Monthly Project Scorecards are required. 

2.3 COSTS 

5/1/2014 

2.3. l The fees and expenses of the Internal Facilitator, if any, shall be paid by the City. 

2.3.2 The fees and expenses of the Professional Neutral Facilitator, if any, and workshop site 
costs, if any, shall be shared equally by the City and the Contractor as set fo11h in the 
Third Party Agreement. 

2.3.3 The Contractor shall pay the invoices of the Facilitator and/or workshop site costs after 
approval by both parties. Upon receipt of satisfactory evidence of payment of the 
invoices of the Facilitator by Contractor, the City will then reimburse the Contractor for 
such invoices from a fixed cash allowance included as an item in the Bid Prices. No 
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mark-up, overhead or other fees shall be added to the partnering costs. If the total cost of 
the partnering is greater than the allowance amount, the Contract Sum shall be adjusted 
by Change Order and Contract Modification. 

2.3.4 With the exception of the Facilitators fees and workshop site costs described in 
subparagraph A above, all costs associated with the Partnering workshops and sessions, 
partnering evaluation surveys, or partnering skills trainings are deemed to be included in 
the Bid Price(s). 

END OF DOCUMENT 
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I~ ~~~<fo~~~~k!?c~cQopment FIRST SOURCE HIRING PROGRAM 
PROFESSIONAL SERVICES 

CITY AND COUNTY OF SAN FRANCISCO 

FIRST SOURCE HIRING AGREEMENT 
FOR PROFESSIONAL SERVICES 

City Agency: City & County of San Francisco 

Consultant Name: Faith Group, LLC 

Contract Number RFP No. 10511.41 PMSS for Airport Security 
and Name: Infrastructure Program 

Main Contact: Wendy Wllke, Managing Principal 
~~~~~~~~~~~~-

Phone: 314-991-2228 Email: wendy@fallhgroupllc.com 

~ w.L, Wendy Wiike 04/21/2015 

Signature of Auth~{iud Representative* Name of Authorhed Representative Date 
•oy signing the Fir.st ource Hiring Agreement, the Consultant agrees to participate and comply with Ille provisions of the First Source 
Hiring Program pursuant to San Francisco Ad111/11lstratl~oe Code Chapter 83 

Instructions: 

• All bidders must complete, sign and submit a Fir61 Source Hiring Agreement with bidder's Proposal. All Proposals without 1 

completed and signed Fir.st Source Hiring Agreement wlU be rejected. 

In Section 2, list the number of Entry Level Positions for the Prime Consultant and all sub-consultants. The Consultant shall malce 
good faith effortB to hire Trainees referred by the Finit Source Hiring Program to fulfill all available Entry Level Positions. 

• Roferenoo specification se<:lion, Fir.rt Source Hiring Program for workforce obligations. Questions and mistanoe, please contact 
Kevin Feeney: Email: kevjn.feeney@sfgov.01g Tel: (415)701-4878. 

Section 1: Select all that apply 

0 Adminislrative Services 

D Architecture 
0 Asbestos and Lead 
D As-Needed 
0 CiviVStructuraVHydraulic Engineering 

0 Construction Management 
0 Design Services 
0 Environmental Services 

Section 2: List Entry Level Posltiona 

Job Tltle Job D~crlption 

0 Financial Services 0 MeehanicaVBleclrical Engineering 
D Oeoteehnical Engineering 0 Property Management 
0 Green Building Consulting 0 Real Estate Services 

D Health/Medical Servioos D Sediment Analysis 
EJ ITffeohnical Services [!) Special Inspection and Testing 

D Landscape Architecture 0 surveying 
0 Will require an office or trailer near the project site 
0 I don't see my services (pfense describe) _ _________ _ 

Number of Trainee JUres 

Fleld Engineer Support On-site system suivey documentation 1 

Office of & 011omtc (llld Workforce Developmtllf 
SO Yan Ness Avenue, San Pro11cu co, CA, 94/0J 

Tel. (41$)7014848 Fax (415)701- .(896 
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NONDISCLOSURE AGREEMENT 
FOn CORPORATE ENTITIES 

THIS NONDISCLOSURE AGREEMENT (NOA) is entered into as of this / day of _ __ _ 
2 etffe Wf b.ev, 20 I? (the "Effective Date"), by Ea. t' rh 6fr0t.1f2 LLc.. a L11-4.1 TCf.? 
Lt4'b!Zt T't Lt>wfa"'l corporntitm with a principal place of business at'CI ?O N . Mc /LN 14? 1+r f<O. 
5 i . /..,ou 1'7 , Kb ~"?I ?"2- ("Recipient"), 

concerning Confidential Information to be provided by the City and County of San Francisco, a 
municipal corporation, acting by and through its Airport Commission, the owner and operator of 
the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified 
under Airport Contract No. / 0 Sf ( . 41 . The Discloser and the 
Recipient intend that the furnishing of Confidential Information (as defined below) to Recipient 
will not render such information subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic information, written, electronic, or 
oral, relating to Airport technology, computer, or data systems, processes, or procedures, 
including but not limited to Private Information as defined under San Francisco Administrative 
Code Chapter 12M, and Critical Infrastructure Information or Protected Critical Infrastructure 
Information as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
information or access to such information is supplied by the Airport or on behalf of the Airport to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airport and regardless of whether such information is in its original form, a copy, or a derivative 
product. "Derivative" means written or electronic material created from or with, or based on 
Confidential Information (i.e., a report analyzing Confidential Information shall also be 
considered Confidential Information). Confidential Information shall also mean proprietary, 
trade secret or other protected information, identified as Confidential Information by the 
Discloser. This NOA shall govern all Confidential Information provided to Recipient during the 
term of this NOA that Discloser has provided either directly, indirectly, or through access to 
Airport systems or data. "Security Sensitive Information" means information described in 49 
USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use 
in connection with Recipient's duties in performing services for the Airport. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than ce11ain 
individuals on a need-to-know basis, as reviewed by the Airport. Recipient shall inform 
individuals having access to Discloser's Confidential Information of the confidential nature of this 
information and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and contractors will preserve the 
confidentiality of such information as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in connection with the receipt, review or 
evaluation of the Confidential Information shall be required to execute a Non-Disclosure 
Agreement under the same terms as stated in this NOA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master list of the employees, agents, and 
contractors and their respective duties in connection with the services involving Confidential 
Information. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential Information 
in a manner that affords sufficient protection to prevent the unauthorized disclosure of or 
inadvertent access to such information. The Airport has placed special confidence and trust in 
Recipient and Recipient is obligated to protect Confidential Information from unauthorized 
disclosure, in accordance with the terms of this Agreement and the laws, regulations, and 
directives applicable to the specific categories of information to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entities may conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding information under this Agreement. Recipient 
shall promptly rep011 to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other security violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circumstances. Recipient's anonymity will be kept to the extent 
possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, 
destroy all tangible information obtained during the term of this NOA upon the earlier of (n) 
request of the Airport; (b) the completion of services to the Airport; or (c) two years from the date 
of this Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NOA. Recipient shall have no right, title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be construed as granting or conferring 
any rights by license or otherwise in any Confidential Information. This Agreement shall be 
binding upon the Recipient and its officers, directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. In addition, all Confidential Information shall 
remain the exclusive property of Discloser, and Recipient shall have no rights, by license or 
otherwise, to have access to or use the Confidential Information except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprietaty right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a cou11 order or express 
governmental directive, Recipient shall immediately notify Discloser and shall take all reasonable 
steps to enable permit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's effo11s to obtain a 
protective order or other reasonable assurance that confidential treatment will be afforded the 
Confidential Information. If, in the absence of a protective order, Recipient is required as a 
matter of law to disclose the Confidential Information, it may disclose to the party compelling the 
disclosure only the part of the Confidential Information required by law to be disclosed (in which 
case, where possible prior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure). Nothing in this Agreement shall require Recipient to take 
any action, or to refuse to release information where to do so would violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall 
constitute a material breach of this NOA and may be grounds for termination of this and any 
underlying or related contract for services involving the use of Confidential Information. 
Violation of this NOA may be grounds for denying fu11her access to any Airport Confidential 
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Information . Violation of this NOA may also result in administrative debarment and/or civil or 
criminal action. Discloser shall be entitled to specific performance and injunctive and other 
equitable relief, in addition to any other remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge through no fault of Recipient; or (c) 
is received by Recipient from a third paity without a duty of confidentiality; or (cl) is disclosed by 
Recipient with Discloser' s prior written approval; or (e) is developed by Recipient without 
reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or warranty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this 
Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NOA shall be governed by 
and construed in conformance with the laws of the State of California. Venue for all litigation 
relative to the formation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect 
to the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

Ill 
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14. SEVERABILITY. Should the application of any prov1s1on of this NDA to any 
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions of this NDA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
to effect the intent of the Discloser and Recipient and shall be reformed without further action by 
the Discloser or the Recipient to the extent necessary to make such provision valid and 
enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

RECIPIENT: 

FAIT tt t& f2£J (j p, L--l-L 

Print Name 

f1 AM&rt/..Jq-- FfZ.1/JLt PA,.L 
Title 
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NONDISCLOSURE AGREEMENT 

. FOR CORPORATE ENTITIES 

TlilS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 24th day of August 
-----~ 20~ (the "Effective Date"), by Chaves & Associates a ____ _ 

sole proprietor corporation with a principal place of business at ________ _ 
582 Market Street, Suite 1300 San Francisco, CA 94104 ("Recipient"), 

concerning Confidential Information to be provided by the City and County of San Francisco, a 
municipal corporation, acting by and through its Airpo11 Commission, the owner and operator of 
the San Francisco International Airport (the "Airpo1111 or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide ce11ain Confidential 
Information to Recipient in order for Recipient to perform se1vices for the Airport as specified 
under Airport Contract No. 10511.41 . The Discloser and the 
Recipient intend that the furnishing of Confidential Information (as defined below) to Recipient 
will not render such information subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic information, written, electronic, or 
oral, relating to Airp011 technology, computer, or data systems, processes, or procedures, 
including but not limited to Private Information as defined under San Francisco Administrative 
Code Chapter 12M, and Critical Infrastructure Information or Protected Critical Infrastructure 
Information as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
information or access to such information is supplied by the Airp01t or on behalf of the Airpo11 to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airport and regardless of whether such information is in its original f01in, a copy, or a derivative 
product. "Derivative" means written or electronic material created from or with, or based on 
Confidential Information (i.e., a repo11 analyzing Confidential Information shall also be 
considered Confidential Information). Confidential Information shall also mean proprietary, 
trade secret or other protected information, identified as Confidential Information by the 
Discloser. This NDA shall govern all Confidential Infonnation provided to Recipient during the 
term of this NDA that Discloser has provided either directly, indirectly, or through access to 
Airpo11 systems or data. "Security Sensitive Information" means information described in 49 
USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use 
in connection with Recipient's duties in pe1forming services for the Ah·p011. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than ce11ain 
individuals on a need-to-know basis, as reviewed by the Airp011. Recipient shall inform 
individuals having access to Discloser's Confidential Information of the confidential nature of this 
information and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and contractors will preserve the 
confidentiality of such inforniation as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in connection with the receipt, review or 
evaluation of the Confidential Information shall be required to execute a Non-Disclosure 
Agreement under the same terms as stated in this NDA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master l~st of the employees, agents, and 
contractors and their respective duties in connection with the se1vices involving Confidential 
Information. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential Information 
in a marmer that affords sufficient protection to prevent the unauthorized disclosure of or 
inadvertent access to such information. The Airport has placed special confidence and trust in 
Recipient and Recipient is obligated to protect Confidential Information from unauthorized 
disclosure, in accordance with the terms of this Agreement and the laws, regulations, and 
directives applicable to the specific categories of information to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entities may conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding information under this Agreement. Recipient 
shall promptly repo1t to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other security violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circumstances. Recipient's anonymity will be kept to the extent 
possible when repmting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, 
desh·oy all tangible information obtained during the term of this NDA upon the earlier of (a) 
request of the Airpmt; (b) the completion of se1vices to the Airpmt; or (c) two years from the date 
of this Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NDA. Recipient shall have no right, title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be construed as granting or conferring 
any rights by license or otherwise in any Confidential Information. This Agreement shall be 
binding upon the Recipient and its officers, directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. Jn addition, all Confidential Information shall 
remain the exclusive prope1ty of Discloser, and Recipient shall have no rights, by license or 
otherwise, to have access to or use the Confidential Information except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprietary right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a comt order or express 
governmental directive, Recipient shall immediately notify Discloser and shall take all reasonable 
steps to enable permit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's eff01ts to obtain a 
protective order or other reasonable assurance that confidential treatment will be afforded the 
Confidential Information. If, in the absence of a protective order, Recipient is required as a 
matter of law to disclose the Confidential Information, it may disclose to the party compelling the 
disclosure only the part of the Confidential Info1mation required by law to be disclosed (in which 
case, where possible prior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure). Nothing in thjs Agreement shaU require Recipient to take 
any action, or to refuse to release information where to do so would violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall 
constitute a material breach of this NDA and may be grounds for termination of this and any 
underlying or related contract for services involving the use of Confidential Information. 
Violation of this NDA may be grounds for denying fmther access to any Airpmt Confidential 
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Information. Violation of this NDA may also result in administrative debarment ancVor civil or 
criminal action. Discloser shall be entitled to specific performance and injunctive and other 
equitable relief, in addition to any other remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge tlu·ough no fault of Recipient; or (c) 
is received by Recipient from a third party without a duty of confidentiality; or (d) is disclosed by 
Recipient with Discloser's prior written approval; or (e) is developed by Recipient without 
reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or warranty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this 
Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by 
and construed in conformance with the laws of the State of California. Venue for all litigation 
relative to the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect 
to the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

Ill 
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14. SEVERADILITY. Should the application of any prov1s1011 of this NDA to any 
particular facts or circumstances be found by a coun of competent jmisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions or this NOA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
lo effect the intent of the Discloser and Recipient and shall be reformed without fu11hcr action by 
the Discloser or the Recipient lo !he extent necessary to make such provision valid and 
enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Fruncisco International Airport 

RECIPIENT: 

Chaves & Associates 

8Y:~~ 
I 

Arlene Chaves 

Print Name 

President 

Title 
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NONDISCLOSURE AGREEMENT 
FOR CORPORA TE ENTITJES 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of thi~v1~ 1f6>VS.r 
, 20,K'"(the "Effective Date"), by ~ZI~ jdl(~'/!s4----iJ1~ · 7 c 

c-=r--A--:-:l-1:-=---~-=-:N-/A corporation wit!1 aprinciJl.al.vlace of business at L-; #1c dA>#l'N ~?. 
'l'JAJ ;e.,..,/\JC/S~ c..,4- V/1tl/ lJ~ ("Recipient"), J 

concerning Confidential Information to be provided by the City and County of San Francisco, a 
municipal corporation, acting by and through its Airport Commission, the owner and operator of 
the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Infonnation to Recipient in order f9r Re~ipient to perform services for the Airport as specified 
under Airport Contract No. /-0..J'// · ti-/ . The Discloser and the 
Recipient intend that the fumishi.;gof Confidential Infonnation (as defined below) to Recipient 
will not render such infomrntion subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic information, written, electronic, or 
oral, relating to Airport technology, computer, or data systems, processes, or procedures, 
including but not limited to Piivate Infonnation as defined under San Francisco Administrative 
Code Chapter 12M, and Ciitical Infrastructure Information or Protected Critical Infrastmcture 
Information as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
information or access to such information is supplied by the Airport or on behalf of the Airpo11 to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airport and regardless of whether such infonnation is in its oiiginal form, a copy, or a derivative 
product. "Derivative" means written or electronic material created from or with, or based on 
Confidential Information (i. e., a report analyzing Confidential Information shall also be 
considered Confidential Information). Confidential Infonnation shall also mean proprietary, 
trade secret or other protected information, identified as Confidential Infonnation by the 
Discloser. This NDA shall govern all Confidential Information provided to Recipient during the 
term of this NDA that Discloser has provided either directly, indirectly, or through access to 
Airport systems or data. "Security Sensitive Information'' means infonnation described in 49 
USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use 
in connection with Recipient's duties in performing services for the Airport. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than certain 
individuals on a need-to-know basis, as reviewed by the Airport. Recipient shall inform 
individuals having access to Discloser's Confidential Infonnation of the confidential nat11re of this 
infonnation and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and contractors will preserve the 
confidentiality of such info1mation as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in co1111ection with the receipt, review or 
evaluation of the Confidential Infonnation shall be required to execute a Non-Disclosure 
Agreement under the same terms as stated in this NDA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master list of the employees, agents, and 
contractors and their respective duties in connection with the services involving Confidential 
Infonnation. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential Information 
in a manner that affords sufficient protection to prevent the unauthorized disclosure of or 
inadvertent access to such infonnation. The Airport has placed special confidence and hust in 
Recipient and Recipient is .obligated to protect Confidential Information from unauthorized 
disclosure, -in accordance with the terms of this Agreement and the laws~ regulations,. -and 
directives applicable to the specific categories of infonnation to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entities may conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding info1mation under this Agreement. Recipient 
shall promptly report to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other secmity violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circun1stances. Recipient's anonymity will be kept to the extent 
possible when reporting security violations. 

4. RETURN.OF CONFIDENTIAL l'.NFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express pennission of the. Djsclosei-, 
destroy all tangible infonnation obtained during the term of this NDA upon the earlier of (a) 
request of the Airport; (b) the completion of services to the Airport; or (c) two years from the date 
of this Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NDA. Recipient shall have no right, title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be consh11ed as granting or conferring 
any rights by license or otherwise in any Confidential Infonnation. This Agreement shall be 
binding upon the Recipient and its officers, directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. In addition, all Confidential Infonnation shall 
remain the exclusive property of Discloser, and Recipient shall have no rights, by license or 
otbe1wise, to have access to or use the Confidential Information except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprietary right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a court order or express 
governmental directive, Recipient shall immediately notify Discloser and shall take all reasonable 
steps to enable pennit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's efforts to obtain a 
protective order or other reasonable assurance that confidential treahnent will be afforded the 
Confidential Information. If, in the absence of a protective order, Recipient is required as a 
matter of law to disclose the Confidential Information, it may disclose to the party compelling the 
disclosure only the part of the Confidential Information required by law to be disclosed (in which 
case, where possible prior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure). Nothing in this Agreement shall require Recipient to take 
any action, or to refuse to release information where to do so would violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall 
constitute a material breach of this NOA and may be grounds for tennination of this and any 
underlying or related contract for se1vices involving the use of Confidential Information. 
Violation of this NDA may be grounds for denying further access to any Air.port Confidential 
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Information. Violation of this NDA may also result in administrative debarment and/or civil or 
criminal action. Discloser shall be entitled to specific perfonnance and injunctive and other 
equitable relief, in addition to any other remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge through no fault of Recipient; Qr (c) 
is received by Recipient from a third party without a duty of confidentiality; or ( d) is disclosed by 
Recipient with Discloser's prior written approval; or (e) is developed by Recipient without 
reference to Confidential Infonnation. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or wan-anty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Infonnation. 

·10. NO ·WAI.VER. If the Discloser fails to enforce any right or remedy under this 
Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by 
and construed in confonnance with the laws of the State of California. Venue for all litigation 
relative to the fonnation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and wa1rnnts 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect 
to the Confidential Infonnation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

Ill 
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14. SEVERABILITY. Should the application of any provision of this NDA to any 
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions of this NDA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum ·extent possible so as 
to effect the intent of the Discloser and Recipient and shall be refom1ed without further action by 
the Discloser or the Recipient to the extent necessa1y to make such provision valid and 
enforceable. 

Print Name 

Title 
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NONDISCLOSURE AGREEMENT 
FOR CORPORATE ENTITIES 

TIDS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 24th day f August 
-.....-...,....,.-------=-~' 20~ (the "Effective Date"), by [lrlnetsfrme ldaaf~ tbt 

a:Jl/fy_itify . corporation with a principal place ofbusiness~l't44M'ontgomery reet, Suite 3360 
San Francisco, CA 94104 ("Recipient"), 

concerning Confidential Information to be provided by the City and County of San Francisco, a 
municipal corporation, acting by and through its Airport Commission, the owner and operator of 
the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perf01m services for the Airport as specified 
under Airport Contract No. 10511 .41 . The Discloser and the 
Recipient intend that the furnishing of Confidential Information (as defined below) to Recipient 
will not render such info1mation subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic information, written, electronic, or 
oral, relating to Airport technology, computer, or data systems, processes, or procedures, 
including but not limited to Private Infonnation as defined under San Francisco Administrative 
Code Chapter 12M, and Critical Infrastructure Infom1ation or Protected Critical Infrastructure 
Infonnation as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
inf 01mation or access to such infonnation is supplied by the Airport or on behalf of the Airport to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airport and regardless of whether such info1mation is in its original fonn, a copy, or a derivative 
product. "Derivative" means written or electronic material created from or with, or based on 
Confidential Infonnation (i.e., a report analyzing Confidential Infonnation shall also be 
considered Confidential Infonnation). Confidential Infonnation shall also mean proprietary, 
trade secret or other protected infonnation, identified as Confidential Infonnation by the 
Discloser. This NDA shall govern all Confidential Infonnation provided to Recipient during the 
tenn of this NDA that Discloser has provided either directly, indirectly, or through access to 
Airport systems or data. "Security Sensitive Information" means infonnation described in 49 
USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use 
in connection with Recipient's duties in perfonning services for the Airport. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than certain 
individuals on a need-to-know basis, as reviewed by the Airport. Recipient shall in.fonn 
individuals having access to Discloser's Confidential In.formation of the confidential nature of this 
infommtion and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and contractors will preserve the 
confidentiality of such in.formation as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in connection with the receipt, review or 
evaluation of the Confidential Infonnation shall be required to execute a Non-Disclosure 
Agreement under the same terms as stated in this NDA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master list of the employees, agents, and 
contractors and their respective duties in connection with the services involving Confidential 
Information. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential Information 
in a manner that affords sufficient protection to prevent the . unauthorized disclosure of or 
inadvertent access to suclJ. info1mation. The Airport has placed special confidence and ttust in 
Recipient and Recipient is obligated to protect Confidential Information from unauthorized 
disclosure, in accordance with the tenns of this Agreement and the laws, regulations, and 
directives applicable to the specific categories of information to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entitieS ma:y conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding information under this Agreement. Recipient 
shall promptly report to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other security violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circumstances. Recipient's a'nonymity will be kept to the extent 
possible.when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, 
destroy all tangible information obtained during the term of this NDA upon the earlier of (a) 
request of the Airport; (b) the completion of services to the Airport; or (c) two years from the date 
of this Agreement. 

5. OWNERSIDP . OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NDA. · Recipient shall have no right, title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be construed as granting or confetTing 
any rights by license or otherwise in any Confidential Infonnation. This Agreement shall be 
binding upon the Recipient and its officers,. directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. In addition, all Confidential Information shall 
remain the exclusive property of Discloser, and Recipient shall have no rights, by license or 
otherwise, to have access to or use the Confidential Infonnation except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprie!ary right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a court order or express 
governmental directive, Recipient shall immediately notify D_iscloser and shall take all reasonable 
steps to enable permit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's efforts to obtain a 
protective otder or other reasonable assurance that confidential treatment 'vill be afforded the 
Confidential Information. If, in the absence of a protective order, Recipient is required as a 
matter oflaw to disclose the Confidential Information, it may disclose to the party compelling the 
disclosure only the part of the Confidential Information required by law to be disclosed (in which 
case, where possible p1ior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure}. Nothing in this Agreement shall require Recipient to take 
any action, or to refuse to release info1mation where to do so would violate applica\)le law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall 
constitute a material breach of this NDA and may be grounds for tennination of this and any 
underlying or related contract for services involving the use of Confidential Information . . 
Violation of this NDA may be grounds for denying further access to any Airport Confidential 
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Information. Violation of this NDA may also result in administrative debarment ancVor civil or 
criminal action. Discloser shall be entitled to specific performance and injunctive and other · 
equitable relief, in addition to any other remedies or money damages availabl~ at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge through no fault of Recipient; or (c) 
is received by Recipient from a third party without a duty of confidentiality; or (d) is disclosed by 
Recipient with Discloser's prior written approval; or (e) is developed by Recipient without 
reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or wa1Tanty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under th.is 
Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by 
and construed in confonnance with the laws of the State of California. Venue for all litigation 
relative to the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect 
to the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

Ill 
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14. SEVERABILITY. Should the application of any prov1s10n of this NDA to any 
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions of this NDA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
to effect the intent of the Discloser and Recipient and shall be reformed without further action by 
the Discloser or the Recipient to the extent necessary to. make such provision valid and 
enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 
Cornerstone Transportation Consulting, Inc. 

President and CEO 

Title 
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NONDISCLOSURE AGREEMENT 

FOR CORPORATE ENTITIES 

THIS NONDISCL0~1JJIB AGREEMENT (NDA) is 1tered into ~s of this :ay~~ 
20J_)_ (the "Effective Date"), by l 011S''4. t'.'.'.O. /.J 

==~~~~~:=~:....,. __ corporation with a principal pla of business at Ft/ .=;l/:C S' .f . .IJ. '/<> l> 
- ("Recipient"), 

concerning Confident al Information to be provided by the City and County of San Francisco, a 
municipal corporation, acting by and through its Airport Commission, the owner and operator of 
the San Francisco International Airport (the "Airpo1t" or "Discloser"). 

RECIPJENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide ce1tain Confidential 
Information to Recipient in order for Recipi:nJ to perform services for the Airport as specified 
under Airport Contract No. /O'L/ [ , ':t i . The Discloser and the 
Recipient intend that the furnishing of Confidential Information (as defined below) to Recipient 
will not render such information subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic information, written, electronic, or 
oral, relating to Airpmt teclmology, computer, or data systems, processes, or procedures, 
including but not limited to Private Information as defined under San Francisco Administrative 
Code Chapter 12M, and Critical Infrastructure Information or Protected Critical Infrastructure 
Information as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
information or access to such information is supplied by the Airpo11 or on behalf of the Airport to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airport and regardless of whether such information is in its original form, a copy, or a derivative 
product. "Del'ivative" means written or electronic material created from or with, or based on 
Confidential Information (i.e., a report analyzing Confidential Information shall also be 
considered Confidential Information). Confidential Information shall also mean proprietary, 
trade secret or other protected info1mation, identified as Confidential Information by the 
Discloser. This NDA shall govern all Confidential Information provided to Recipient during the 
term of this NDA that Discloser has provided either directly, indirectly, or through access to 
Airport systems or data. "Security Sensitive Information" means information described in 49 
USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use 
in connection with Recipient's duties in performing services for the Airpo1t. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than certain 
individuals on a need-to-know basis, as reviewed by the Airpo1t. Recipient shall inform 
individuals having access to Discloser's Confidential Information of the confidential nature of this 
information and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and conh·actors will preserve the 
confidentiality of such information as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in connection with the receipt, review or 
evaluation of the Confidential Information shall be required to execute a Non-Disclosure 
Agreement under the same terms as stated in this NDA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master list of the employees, agents, and 
contractors and their respective duties in connection with the services involving Confidential 
Information. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential Information 
in a manner that affords sufficient protection to prevent the unauthorized disclosure of or · 
inadvertent access to such information. The Airport has placed special confidence and trnst in 
Recipient and Recipient is obligated to protect Confidential Information from unauthorized 
disclosure, in accordance with the terms of this Agreement and the laws, regulations, and 
directives applicable to the specific categories of information to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entities may conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding information under this Agreement. Recipient 
shall promptly report to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other security violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circumstances. Recipient's anonymity will be kept to the extent 
possible when repo1ting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, 
destroy all tangible information obtained during the term of this NDA upon the earlier of (a) 
request of the Airport; (b) the completion of services to the Airport; or (c) two years from the date 
of this Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NDA. Recipient shall have no right, title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be construed as granting or conferring 
any rights by license or otherwise in any Confidential In.formation. This Agreement shall be 
binding upon the Recipient and its officers, directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. In addition, all Confidential Information shall 
remain the exclusive property of Discloser, and Recipient shall have no rights, by license or 
otherwise, to have access to or use the Confidential Information except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprietaiy right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a court order or express 
govenunental directive, Recipient shall immediately notify Discloser and shall take all reasonable 
steps to enable permit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's effo1ts to obtain a 
protective order or other reasonable assurance that confidential treatment will be afforded the 
Confidential Information. If, in the absence of a protective order, Recipient is required as a 
matter of law to disclose the Confidential Information, it may disclose to the party compelling the 
disclosure only the part of the Confidential Information required by law to be disclosed (in which 
case, where possible prior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure). Nothing in this Agreement shall require Recipient to take 
any action, or to refuse to release information where to do so would violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall 
constitute a material breach of this NDA and may be grounds for termination of this and any 
underlying or related contract for services involving the use of Confidential Information. 
Violation of this NDA may be grounds for denying further access to any Airpo1t Confidential 

San Francisco International Airport Page 2 of 4 Nondisclosure Agreement 



( 

( 

-j3S ii 

Information. Violation of this NDA may also result in administrative debarment and/or civil or 
criminal action. Discloser shall be entitled to specific performance and injunctive and other 
equitable relief, in addition to any other remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge through no fault of Recipient; or (c) 
is received by Recipient from a third patiy without a duty of confidentiality; or ( d) is disclosed by 
Recipient with Discloser's prior written approval; or (e) is developed by Recipient without 
reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or warranty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this 
Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by 
and construed in conformance with the laws of the State of California. Venue for all litigation 
relative to the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect 
to the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. · 

Ill 
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14. SEVERABILITY. Should the application of any prov1s10n of this NDA to any 
particular facts or circumstances be found by a court of competent jurisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions of this NDA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
to effect the intent of the Discloser and Recipient and shall be reformed without fm1her action by 
the Discloser or the Recipient to the extent necessary to make such provision valid and 
enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

Print Name 

~ e. ~ .! dLJ,__k' 
Title 
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NONDISCLOSURE AGREEMENT 

FOR CORPORATE ENTITIES 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this .-24. day of AUGUST 
----~ 20J_5_ (the "Effective Date"), by STRONG ELECTRIC a ___ _ 

CALIFORNIA corporation with a principal place of business at 1381 UNION STREET 
SAN FRANCISCO, CA 94109 ("Recipient"), 

concerning Confidential Information to be provided by the City and County of San Francisco, a 
mm1icipal co1poration, acting by and through its Airport Commission, the owner and operator of 
the San Francisco International Airport (the "Airp01t" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airpmt will provide certain Confidential 
Information to Recipient in order for Recipient to perfmm services for the Airpmt as specified 
under Airport Contract No. 10511.41 . The Discloser and the 
Recipient intend that the furnishing of _Confidential Information (as defined below) to Recipient 
will not render such infonnation subject to public disclosure or disclosure to any third party. 
"Confidential Information" means any and all nonpublic infonnation, written, electronic, or 
oral, relating to Airpmt technology, computer, or data systems, processes, or procedures, 
including but not limited to Private Infomiation as defined under San Francisco Administrative 
Code Chapter 12M, and Critical Infrastructure hiformation or Protected Critical Infrastructure 
Information as defined under the Homeland Security Act of 2002 and 6 CFR §29.2, which 
information or access to such information is supplied by the Airpo1t or on behalf of the Airpo1t to 
the Recipient or otherwise acquired by the Recipient during the course of dealings with the 
Airpo1t and regardless of whether such information is in its original form, a copy, or a derivative 
product. "Derivative" means written or electrnnic material created from or with, or based on 
Confidential Information (i.e., a repmt analyzing Confidential Information shall also be 
considered Confidential Information). Confidential Information shall also mean proprietary, 
trade secret or other protected information, identified as Confidential Information by the 
Discloser. This NDA shall govern all Confidential Information provided to Recipient during the 
term of this NDA that Discloser has provided either directly, indirectly, or through access to 
Airport systems or data. "Security Sensitive Information" means infonnation described in 49 
use§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information sqlely for use 
in connection with Recipient's duties in performing services for the Airport. Recipient shall not 
disclose, publish, or disseminate Confidential Information to anyone other than ce1tain 
individuals on a need-to-know basis, as reviewed by the Airport. Recipient shall inform 
individuals having access to Discloser's Confidential Information of the confidential nature of this 
information and the restrictions on its use, dissemination, duplication and disclosure, and shall 
assume the responsibility that such employees, agents and contractors will preserve the 
confidentiality of such information as to third parties. Each employee, agent, and contractor of 
Recipient identified as having a "need-to-know" in connection with the receipt, review or 
evaluation of the Confidential Information shall be requiJed to execute a Non-Disclosure 
Agreement under the same terms as stated in this NDA. Recipient shall provide Discloser with a 
copy of the executed Non-Disclosure Agreements and a master list of the employees, agents, and 
contractors and their respective duties in connection with the services involving Confidential 
Information. 
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3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. Recipient shall handle and safeguard Confidential information 
in a manner that affords sufficient protection to prevent the unauthorized disclosure of or 
inadvertent access to such information. The Airpmt has placed special confidence and trust in 
Recipient and Recipient is obligated to protect Confidential Information from unauthorized 
disclosure, in accordance with the terms of this Agreement and the laws, regulations, and 
directives applicable to the specific categories of information to which Recipient is granted 
access. Recipient understands that the Airport or other governmental entities may conduct 
inspections, at any time or place, for the purpose of ensuring compliance with the condition for 
access, dissemination, handling and safeguarding information under this Agreement. Recipient 
shall promptly report to the Discloser any loss, theft, misuse, misplacement, unauthorized 
disclosure, or other security violation Recipient has knowledge of, whether or not Recipient has 
direct involvement in such circumstances. Recipient's anonymity will be kept to the extent 
possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, 
destroy all tangible information obtained during the term of this NDA upon the earlier of (a) 
request of the Airpmt; (b) the completion of services to the Airport; or ( c) two years from the date 
of this Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY 
SENSITIVE INFORMATION. The City and County of San Francisco owns all Confidential 
Information under this NDA. Recipient shall have no right, . title, or interest in any Confidential 
Information. Nothing contained in this Agreement shall be construed as granting or conferring 
any rights by license or otherwise in any Confidential Information. This Agreement shall be 
binding upon the Recipient and its officers, directors, governing board, parent corporations, 
subsidiaries, affiliates, successors and assigns. In addition, all Confidential Information shall 
remain the exclusive property of Discloser, and Recipient shall have no rights, by license or 
othe1wise, to have access to or use the Confidential Infmmation except as expressly provided 
under this Agreement. No patent, copyright, trademark, trade secret, service mark or other 
legally protected proprietaiy right is licensed, granted or otherwise conveyed by this Agreement 
with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS. In 
the event that disclosure of Confidential Information is mandated by a coti1t order or express 
governmental directive, Recipient shall immediately notify Discloser and shall take all reasonable 
steps to enable permit Discloser to seek a protective order or take other appropriate action. 
Recipient will also, at no cost or expense to Discloser, cooperate in Discloser's efforts to obtain a 
protective order or other reasonable assurance that confidential treatment will be afforded the 
Confideotial Information. If, in the absence of a protective order, Recipient is required as a 
matter of law to disclose the Confidential Information, it may disclose to the party compe11ing the 
disclosure only the pait of the Confidential Information required by law to be disclosed (in which 
case, where possible prior to such disclosure, Recipient will advise and consult with Discloser 
and its counsel as to such disclosure). Nothing in this Agreement shall require Recipient to take 
any action, or to refuse to release infmmation where to do so would violate applicable la\v. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall 
constitute a material breach of this NDA and may be grounds for termination of this and any 
underlying or related contract for services involving the use of Confidential Information. 
Violation of this NDA may be grounds for denying fmther access to any Airport Confidential 
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Information. Violation of this NDA may also result in adminish·ative debarment and/or civil or 
criminal action. Discloser shall be entitled to specific performance and injunctive and other 
equitable relief, in addition to any other remedies or money damages available at Jaw oi· in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient 
with respect to information which: (a) was in Recipient's possession before receipt from 
Discloser; or (b) is or becomes a matter of public knowledge through no fault of Recipient; or (c) 
is received by Recipient from a third party without a duty of confidentiality; or ( d) is disclosed by 
Recipient with Discloser's prior written approval; or (e) is developed by Recipient without 
reference to Confidential Info1mation. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation 
or warranty as to the accuracy or completeness of the Confidential Information and Recipient 
agrees that Discloser and its employees and agents shall have no liability to Recipient resulting 
from any access to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this 
. Agreement, that failure is not a waiver of the right or remedy for any other breach or failure by 
the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by 
and constrned in conformance with the laws of the State of California. Venue for all litigation 
relative to the f01mation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants 
he/she has the requisite power and authority to enter into this Agreement on behalf of the 
Recipient corporate entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect 
to the Confidential Inf01mation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

Ill 
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14. SEVERABILITY. Should the application of any prov1s10n of this NDA to any 
particular facts or circumstances be found by a comt of competent jurisdiction to be invalid or 
unenforceable, then (a) the validity of other provisions of this NDA shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
to effect the intent of the Discloser and Recipient and shall be refonned without further action by 
the Discloser · or the Recipient to the extent necessaiy to make such provision valid and 
enforceable. 

THIS°AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 

Print Name 

OWN EB 
Title 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLO~URE AGREEMENT (NDA) is entered into as of this / day of5ft7fE1.-l l?t ~ 
----~ 2012_ (the "Effective Date"), by FA l 7 H VA@' 0tq-
an individual employee of ________________________ _ 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airpm1" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Re i ient to perfonn services for the Airport as specified under 
Airport Contract No. c ,, . The Discloser and the Recipient 
intend that the furnishing f Confidential Infonnation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third patty. "Confidential 
Infom1ation" means any and all nonpublic infonnation, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a repo11 analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airpo1t. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the Jaws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when repo11ing security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express pennission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. Jn the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable Jaw. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NOA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NOA 
may be grounds for denying further access to any Airpo11 Confidential Information. Violation of this 
NOA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to infonnation which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalfof the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIEN~: / ~ 

~A~ 
FA 11H t!Ae.AJJ I ~ 

Print Name 

Employer 

8<,tnc 1. pu:, 
Title 

9 &:> ~ 'Mc.N,l{)\&\-\T , sr lou1s1 mo Co313.J 
Business Address 

Telephone 

tA\fl~(l•\ fA \11.\GWu\? LLG . CDtn 
E-mail Address 
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NONDISCLOSURE AGREEMENT 

FOR INDIVIDUAL PERSONS 

TIIlS NONDISCLOSURE AGREENIBNT (NDA) is entered into as of this 18 day of August 
_ _____ , 20 15 (the "Effective Date"), by Nathaniel King 
an individual employee of Faith Group LLC 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal c01poration, acting by and through its Airpo1t Conunission, the owner and 
operator of the San Francisco Inte~national Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airp01t will provide certain Confidential 
Information to Recipient in order for Recipient to perform serviceS for the Airp01t as specified under 
Airport Contract No. 10 5 11 . 41 . The Discloser and the Recipient 
intend that the fornishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airp01t 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Inforqmtion as defined under San Francisco Administrative Code Chapter · 12M, and Critical 
Infrastructure lnfoi:mation or Protected Critical Infrastrnchire Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airpo1t and regardless of whether such information is 
in its original f01m, a copy, or a derivative product. . "Derivative" means written or el~ctronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Info1mation by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. . USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airpmt. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-k.now .basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Infonnation of the confidential nah1re of this information arid the resh·ictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
co1mection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadve1tent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 

.kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airpo1t; or (c) two years from the date of this 
Agreement. 

5. . OWNERSIDP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns· all Confidential Information under 
this NDA. Recipient ·shall have no right, title, or interest in any Confidential Information. Nothing 
contained in tbjs Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, ·parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under th.is Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6.- COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
DisCloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter offaw to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be diSclosed (in which case, where possible prior to s'uch disclosure, Recipient wm 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation ofthis NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's pos.session before receipt from Discloser; or (b) is 
or becomes a matter of public lmowledge through no fault of Recipient; or ( c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIBS. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fai ls to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State o( California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and wanants he/she 
has-the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTffiE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any pa1ticular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without fiuther action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

REC:\: 
~\- - l~ 
Nathaniel King 

Print Name 

Faith Group LLC 
Employer 

Program Manager 
Title 

930 N. McKnight , St Louis, MO 63132 

Business Address 

314-991-2228 

Telephone 

nat@faithgroupllc.com 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 0\ day of See\ ~'VV''o e.< 
_____ _, 2015._ (the "Effective Date"), by \\ e,,~, ~ ~~""" a. """"'c.. ·.f'. 
an individual employee of 'f <>·'- >.c-"'- & 'C' v..., -e J l.. \.... ~ 
("Recipient"), concerning Confidential Information to oe provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airp01t (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perfonn services for the Airp01t as specified under 
Airpmt Contract No. \ 0 5 \ \ , i \ . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedmes, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrashucture Inf01mation or Protected Critical Infrast:rncture Information as defined under the 
Homeland Secmity Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airp01t or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infoimation is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected inf01mation, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Infonnation 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airp01t systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infommtion solely for use in 
connection with Recipient's duties in perfmming services for the Airpmt. Recipient shall not disclose, 
publish, or disseminate Confidential Info1mation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Informatiou of the confidential nature of this information and the restrictious 
on its use, dissemination, duplication and disclos1u-e, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infonnation as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infmmation shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and conh·actors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and h11st in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information wider 
tills Agreement. Recipient shall promptly repmt to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when repo11ing security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient slmll renun or, with the express permission of the Discloser, destroy all 
tangible infonnation obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Aitport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Infonuation shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
nade secret, service mark or other legally protected proprietary light is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. · 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's effo11s to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of Jaw to disclose the Confidential Information, it 
may disclose to the party compelling the disclosme only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable Jaw. 

7. REMEDillS. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of tllis NDA 
may be grounds for denying ftuther access to any Airport Confidential Information. Violation of this 
NDA may also result in adminish·ative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injw.1ctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA itnposes no obligation upon Recipient with 
respect to infonnation which: (a) was in Recipient's possession before receipt :from Discloser; or (b) is · 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or rnmedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
constmed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient c01porate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circwnstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without forther action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airpo1t 

RECIPIENT: 

#~·ag~ 
\--\-e.., 6 " A . ~ -e.""' o,,y:.:...,, c..""' 

Print Name 

Employer > 
LLC 

~' 0 ~ ('._ c:_·~ 
Title 

Telephone 

~e\6.,@,Go ... .-,~.2,'a· v9 \\c..~ '-D~ 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this _1 _day of SEPTEMBER 
_____ _, 20~ (the "Effective Date"), by =D...:::E=B-'-R'"'-A'-'A-"._;S::....:C::....:H_;_;N...:...U;::;,,T,;.,,;H-'----------
an individual employee of_F_A_l_T_H_G_R_O_U_P.:...., L_L_C _____________ _ 
("Recipient"), concerning Confidential Infonnation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Infonnation to RecipieilJ~1o~~er for Recipient to perform services for the Airport as specified under 
Airport Contract No. · . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information'' means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other ( 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NOA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

S. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NOA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NOA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NOA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NOA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injwictive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 

San Francisco International Airport Page 2 of 4 Nondisclosure Agreement 

( 



( 

( 

-.. ii 

from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTffiS. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NOA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

REC~ 
,{~~ .., 

DEBRA A. SCHNUTH 

Print Name 
FAITH GROUP, LLC 

Employer 

PROJECT MANAGEMENT ASSISTANT 

Title 

930 N MCKNIGHT RD, ST. LOUIS, MO 63132 

Business Address 

314-991-2228 

Telephone 
DEBBIE@FAITHGROUPLLC.COM 

E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NOA) is entered into as of this1>fday of Seofemb tY" 
____ _, 20__t2_ (the "Effective Date"), by /SriC<n Sche;rre,.r- 0 
an individual employee of fg ~1 I.. Gan<~ l-t-C-
("Recipient"), concerning Confidential Inform1atwn to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airport Contract No. (OSI{, tfJ . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). . Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Infonnation by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the term of this NOA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
inunediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and i1tjunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting rrom any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

I I. AGREEMENT MADE JN CALIFORNIA; VENUE. This NOA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTffiE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NOA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT JS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 

~~ 
Scherrer 

Print Name 

Employer 

Con ?<ill f ca') r 
Title 

q30 II/. f1l--~h-t- (4}, ~f,Louls//10 b3/3;; 
Business Address 

Telephone 

b rTo.0.s e ~ ~t~ 1~ f/c, COtn 
E-mail Address 
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( NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NOA) is entered into as of this ...L__ day of 5er:Jk.,,. bx,... 
_____ , 20J..i_ (the "Effective Date"), by /ln..JJ..".,>J //,,,_,.../ 1 

an individual employee of &.1 :J.L. G\ ~ LL/. 
("Recipient"), concerning Confidential InfoimaiiOn to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airport Contract No. I OS//, ~ / . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third patty. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the term of this NOA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to thi rd 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated lo protect Confidential Information from unauthorized disclosure, in accordance with the 

San Francisco International Airport Page I of 4 Nondisclosure Agreement 



~ 
~ 
terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any Joss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's effo11s to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable Jaw. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NOA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
ent itled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

J l. AGREEMENT MADE JN CALIFORNIA; VENUE. This NOA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

Print Name 

~«> / }},, 6-, rov.p LL.( .. 
~ I Employer 

Business Address 

E-mai Address 
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NONDISCLOSURE AGREEMENT 

FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 0 l day of-=------
Ser.tom b e.v- , 20~ (the "Effective Date"), by Sq I 1114 -fr, f\£ IYl<\ 'Z 2 0 {q 

an individual employee of £a~ tk (;, ~ t> v p 1 LL c . . 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airport Contract No. I 0 S I I ..... 4 \ . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic infonnation, written, electronic, or oral, relating to Airport 
teclmolpgy, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or othenvise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infonnation is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infonnation solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infom1 individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in cormection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
infonnation. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek o 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NOA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infonnation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refon11ed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

~r:~/V?~ 
~-W:: M~z.-z.e; 1~ 

Print Name 

f '"''' ±~ Grovf 1 LL C 
Employer 

s •. s a~+e ... ~ JJ e~: j h'e," 
Title 

') 3:,6 I\) . ~o.\\n\ ¥ 9 . Lo.t, , /rl 0 (,3J~~ 
Business Address 
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Telephone 
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E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS ~ONDISCLOSUJ..lE AGREEMENT (NOA) is entered into as of th ls_ day of Sep/enabec 
_ ___..fl.___ __ , 20J5_ (the_:p~fective Date"), by --=\.-Df~~en~_b._._..O\......,le-=d~------­
an individual employee of X s.\rlb Ge&>~ 1 \ \f, 
("Recipient"), concerning Confidential Informat10n to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

I. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perfo1m services for the Airport as specified under 
Airport Contract No. / b 'S"t ( . If { . The Discloser and the Recipient 
intend that the furnishing of Confidential lnfonnation (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastrncture lnfonnation or Protected Critical Infrastructure Jnfonnation as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential lnfonnation shall also be considered Confidential Information). Confidential 
Inforn1ation shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential lnfonnation by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the tenn of this NOA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airpo11. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infonnation as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential lnfonnation shall be required to 
execute a Non-Disclosure Agreement under the same tcnns as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential lnfonnation. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadve11ent access to such 
infonnation. The Airport has placed special confidence and trnst in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories ( 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the te1m of this NOA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have uo right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. Jn addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
lnformation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othenvise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the pa11 of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NOA and may be grounds for tennination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third pa1ty without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
wan-anty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

1 O. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

J J. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be govemed by and 
constrned in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority lo enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity ofother provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

Print Name 

f~-\-1' 0(2)\)?) LLt, 
Employer 

Mattie-b~ M O-t1Dx9U 
Title 

Oi3l_') N Mc~ij l~+ f<~\ 1. LJJ.15
1 
f'i~ ~3t5J 

Business Address 

.3 \v\- qg I - :J;J ;f6 
Telephone 

\orlf\@ f~Cj\®fllc { oYY\ 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NOA) is entere9 into as of this I st day of Sephm ber 
----~ 20J_5_ (the "Effective Date"), by Zuc.J/\a~ °" 111'd Va {'W ') 

an individual employee of-+J; ..... (4.._1·+-1-..... b'--C._r._,0""""11-+1----=L"""'L"""l"--------------­
("Recipient"), concerning Confidential Inf'ormation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airpo11 (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airp011 will provide certain Confidential 
Information to Recipient in order for Recipient to perfonn services for the Airport as specified under 
Airport Contract No. \ Q 5 I \ . j I . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information 11 means any and all nonpublic information, written, electronic, or oral, relating to Airpo11 
teclmology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e ., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information,, means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airpo11 has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NOA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. Jn addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NOA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge tlu-ough no fault of Recipient; or (c) is received by Recipient 
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from a third patty without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NOA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any pat1icular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

31 C.1. -q q I - Zl i g 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSl).RE AGREEMENT (NOA) is entered into as of this\ <;,-t' day of Se_p-4eM~I 
_____ _, 20 \~ (the "Effective Date"), by _.B"'-t"._v.._A _ _..)S."""""-'-"'t..'-~-'-.ie""'-( ________ _ 

an individual employee of fo.; ~~ ~fl>Vf> 1 /,.Ll. 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

I. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airport Contract No. I OS II, 1-\ \ . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the Jaws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any Joss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NOA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NOA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Infom1ation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITNE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law lo disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the pai1 of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NOA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and irtjunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or ( c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Jnfonnation. 

IO. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NOA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NOA to any pai1icular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

fBrc.. ~ R 1L.h1e.r 
Print Name 

Employer 

l.f\~ ~e.s',~-e( 
Title 

__,9'-=3'--0__,_(\)_. _t'A_~_\(_f\_', ~-\A_r -~...__Sr._.l.ov"!> fV\ 8 
Business Address (p313~ 

Telephone 

br-~ Ar fY ~1.\'-"~0~ \\ '-. UJ<A 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

TlilS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this _I_ day of $ e'Pr&#Uit3.ElZ­
_ _ ___ , 20 16 (the "Effective Date"), by '"Z>AV 10 t:A-Puro 
an individual employee of FZ>..t1t.f ~P. 1-L-C. 

("Recipient"), conceming Confidential lnfonnation to be provided by the City and County of San 
Francisco, a municipal cmporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco h1temational Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient lo perfonn services for the Airport as specified under 
Airport Contract No. /OS I/, 'II . The Discloser and the Recipient 
intend that the fumishing of Confidential Infom1ation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedures, including but not limited to Private 
lnfonnation as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Infonnation as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such infonnation is 
supplied by the Airport or on behalf of the Airp011 to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infom1ation is 
in its original fonn, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential lnfom1ation (i.e., a report analyzing 
Confidential hlfonnation shall also be considered Confidential Infonnation). Confidential 
Information shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential rnfonnation by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees lo accept Discloser's Confidential hlformation solely for use in 
connection with Recipient's duties in perfomling services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Infonnation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infonn individuals having access to 
Discloser's Confidential lnfonnation of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will prese1ve the confidentiality of such infonnalion as to third 
pa11ies. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential lnfonnation. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential lnfonnation in a manner that 
affords sufficient protection to prevent the wiauthorized disclosure of or inadvertent access to such 
infom1ation. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential lnfonnation from miauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient Wlderstands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report lo the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall retum or, with the express pennission of the Discloser, destroy all 
tangible infonnation obtained dw-ing the tenn of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and Comity of San Francisco owns all Confidential lnfonnation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Jnfonnation. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
othenvise in any Confidential lnfonnation. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Inforn1ation shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
lnfonnation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othenvise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. Jn the event that disclosure of Confidential 
Infonnation is mandated by a court order or express governmental directive, Recipient shall 
inunediately notify Discloser and shall take all reasonable steps to enable pennit Discloser to seek a 
protective order or take otl1er appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Tnfonnation, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NDA and may be grounds for tennination of this and any underlying or 
related contract for services involving the use of Confidential lnfom1ation. Violation of this NDA 
may be grounds for denying further access to any Aitport Confidential lnfom1ation. Violation of this 
NOA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific perfomiance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to infonnation which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential lnfonnation. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Infonnation and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential lnfonnation. 

10. NO WAIVER. If the Discloser fails to enforce any tight or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NOA shall be govemed by and 
construed in confonnance with the laws of the State of Califomia. Venue for all litigation relative to 
the fonnation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meanfog. 

14. SEVERABILITY. Should the application of any provision of this NOA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 

~4;~ 
Print Name 

Employer 

Title 

't3o NOf2...--rtJ. tf(c-/Glvtl.U-'1', 9f': L-OJIS°< ,u-0. 

Business Address 

3rf - 99t- Z?.- '- e, 
Telephone 

d~v-e. ~ .P4,-c ~~P tic.. ~ 
E-mail Address 

1 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NOA) is entered into as ofthis?1h day of S'erc<mbe> 
-----~20 !.) (the "Effective Date"), by J, M HE J· ~ ' 

anindividualemployeeof fA1rH GRC"f' LU::. 
("Recipient"), concerning Confidential Informatlon to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

I. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airport Contract No. I() '31 / ' :./-{ . The Discloser and the Recipient 
intend that the famishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, \Vritten, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter I 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original fortn, a copy, or a derivative product. 11 Dcrivative11 means \vritten or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the term of this NOA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NOA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection \Vith the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential lnfonnation from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
goverrunental entities tnay conduct inspections, at any tin1e or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible infmmation obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or confe1Ting any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express govemmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for tennination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in adminisn·ative debamient and/or civil or criminal action. Discloser shall be 
entitled to specific perfonnance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or ( d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NOA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NOA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision1s meaning. 

14. SEVERABILITY. Should the application of any provision of this NOA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity ofother provisions of this NOA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

RECIPIENT: 

~~] j) !Je~I 
Print Name 

Employer 

C/Jo It), M"' k:11~A1 t?J. J5to. Lcv1s,Mo (.3i32 
Business Address 

E-mail Address J 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is ente.red into as of this f!!!day of. z.-."7"='---'-''--=-"',,..,--
____ __, 20 /E{ (the "Effective Date"), by 'Et.,t0c ~ 
an individual employee of "fft/ 77± ~Lt/) l Le__., 
("Recipient"), concerning Confidential Infonnation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airpc,nt (the "Airp01t" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient.in order for Recipient to perfotm services for the Airport as specified under 
Airp01t Contract No. I 0 51 /, '-/ / . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, elech·onic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical In:frastrnch!fe Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airpo1t and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or elech·onic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, h·ade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Secm·ity Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airp01t. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on ·a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airp01t; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. Thls Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive prope1ty of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the ·Confidential 

·Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by thls Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 

· Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable peimit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assmance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of Jaw to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by Jaw to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in thls Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDillS. Recipient acknowledges and agrees that violation ofthls NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and· 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and perfo1mance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any paiticular 
facts or circumstances be found by a cou1t of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

Print Name 

Employer 

tas·-; co06tr0<ef/L 
Titl 413 o ,0, m<!J!-101 (!.1-l/' RO 
.:rr. /..DUL\!.} mv 0313 (~ 

Business Address 

Telephone 

Kr c:i2 &:J80Ll1J1tn'6 , !0'2 / 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FORINDIVJDUALPERSONS 

THIS NONDISCLOSURE AGREEMENT (NOA) is entered into as of this 24th day of August 
_____ _, 20-1§_ (the "Effective Date"), by--'A_,,,r'""le"-'-n""e'"""'C""'h_,,a"""v-"'e-'<-s _________ _ _ _ 
an individual employee of_-=CO!.h:.:ac:..ve::.:s=-&=.:..A.:.:sc:.soo=·a::.;t""e=-s __________ _ ____ _ 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airpmt Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL JNFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipient to perfom1 services for the Airport as specified under 
Airport Contract No. 10511.41 . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airpo1t 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastmcture lnfonnation or Protected Critical Infrastructure Infonnation as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which inf01mation or access to such inf01mation is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i. e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential Infonnation by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
info1mation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infonnation solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Infonnation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosme, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
pai1ies. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the w1authorized disclosure of or inadvertent access to such 
infonnation. The Airport has placed special confidence and trnst in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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( -- -terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circmnstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the te1m of this NDA upon the earlier of (a) request of the 
Aitpo11; (b) the completion of services to the Aitport; or (c) two years from the date of this 
Agreement. 

5. OWNERSIDP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of Sau Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be conshued as granting or conferrit1g any rights by license or 
otherwise it1 any Confidential Information. TI1is Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement." No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othenvise 
conveyed by this Agreement with respect to the Confidential Infonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
inunediately notify Discloser and shall take all reasonable steps to enable pennit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential h·eatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Infommtion 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infonnation where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for tennination of this and any underlying or 
related contract for services illvolvillg the use of Confidential Information. Violation of this NDA 
may be grounds for denying forther access to any Airport Confidential Information. Violation of this 
NDA may also result in admillistrative debannent and/or civil or crimitial action. Discloser shall be 
entitled to specific perfonnance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or ill equity. 

8. INDEPENDENT KNOWLEDGE. This NDA itnposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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-from a third party without a duty of confidentiality: or (d) is disclosed by Recipiem with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARnANTIES. Discloser makes no representation or 
warranty as 10 the accuracy or comple1c11ess of the Confidential lnfonrnuion and Recipient agrees 1hat 
Discloser and i1s employees and agcnls shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
thnt failure is nol n wniver of the right or remedy for any other breach or failure by 1he Recipient 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
conslmed in conformance with the laws of the Slate of California. Venue for all litigation relative to 
the fonnation, interpretaiion, and performance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned represe111a1ive of Recipient rcprcscnls and wnirants he/she 
has 1he "requisite power and authority to en1cr into this Agreement on behalf of the Recipient corpora1c 
entity. 

13. ENTIRE AGREEMENT. This Agrcemenl: (n) rcpresenls the entire NDA with respect to 
the Conlidential lnfom1otio11: (h) may be modified only by written amendment signed by the 
Recipient's officers or authorized designces; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by n court of competent jurisdiction to be invnlid or unenforceable, 
then (11) the validity of other provisions of 1his NDA shall 1101 be affected or impaired thereby, and (b) 
such provision shall be enforced 10 the maximum extent possible so as 10 effect the intent of the 
Discloser and Recipient and shall be refonnetl without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipie1it as of the Effective Date. 

San Fnrncisco lntcnrntional Airport 

nECIPIENT: 

Print Name 

Chaves & Associcates 
Employer 

Prosldont 
Title 

582 Market Street, Suite 1300 San Francisco, CA 91\10'1 

Dusiness Address 

510-206-3590 

Telephone 

arlene@chaves-associates.com 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered i9toaJ of this ..!t.._ day pf SeP~.bif 
~---' 20~ (the "Effective Date"), by J<.hqf5&l_ ;2 lA. t}~.eh _ 
an individual employee of U:>f\V\W b~ (O~"" \ .\- ~~ 
("Recipient"), concerning Confidential Information to be provided bifri"e City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airpo1t" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide ce1tain Confidential 
lnformation to Recipient in order for Recipient to perform services for the Airpott as specified under 
Airport Contract No. . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic inforniation, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code. Chapter l 2M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which infonnation or access to such information is 
supplied by the Airport or on behalf of the Airpo1t to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infonnation is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
fnfonnation shall also mean proprietary, trade secret or other protected infonnation, . identified as 
Confidential Infonnation by the Discloser. This NDA shall govern all Confidential lnfonnation 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 use§ 1520.5 .. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Info1111ation to anyone other than ce11ain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infom1 individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a .master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trnst in Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, aod directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the pmpose of ensuring 
compliaoce with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circU!IlStaoces. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMA'IJON. Recipient shall retmn or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Fraocisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in aoy Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring aoy rights by license or 
othetwise in aoy Confidential Information. This Agreement shall be binding upon the Recipient ·aad 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors aod 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have· access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othe1wise 
conveyed by this Agreement with respect tci the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information. is maodated by a court order or express governmental directive, Recipient shall 
inmtediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential lnfonnation 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise arid consult with Discloser aod its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDillS. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and aoy underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to aoy Airport Confidential Information. Violation of this 
NDA may also result in. administrative debarment aod/or civil or criminal action. Discloser shall be 
entitled to specific performaoce aod injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipienfs possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accmacy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents sJ1all have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

Print Name 

Cor t1e/S ~V\e \i/ d"".S'('Of~ \UV\ 6'.>ri 5"4 l i--; ~ 
Employer • • / 
p 1oac.d ~1Yleer1 111.sf~ 

Title '+'f fVlo'l\.18omV'"~ "v-\-i £,\I\\ tt.. 3~(,o 
Suvi i;-.ravtG\sG? ~ -. 'l"-\ l~'i' 

Business Address 

(jis) ']Ob- 7800 
Telephone 

/YJfl(J ~&JvttWsb'r'\C Co~e., \ j LhY\. (.,()~ 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 24th day of_A_u_gu_st __ _ 
______ , 20~ (the "Effective Date"), by _W_ay_n_e_H_._P_e_rry _____________ _ 
an individual employee of Cornerstone Transportation Consulting, Inc. 
("Recipient"), concerning Confidential Jnfonuation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Ailport Commission, the owner and 
operator of the San Francisco International Ai.tport (the "Ai.tport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airp01t will provide certain Confidential 
Infomiation to Recipient in order for Recipient to perfonn se1vices for the Allport as specified under 
Ai.tp01t Contract No. 10511.41 . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such infom1ation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic infonnation, written, electronic, or oral, relating to Ai.tpmt 
technology, computer, or data systems, processes, or procedures, including but not lin1ited to Private 
Infonuation as defmed under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastiucture Infonnation or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which infonnation or access to such i.t1formation is 
supplied by the Airpor t or on behalf of the Ai.tpo1t to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Ai.tpmt and regardless of whether such infonnation is 
in its original fom1, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Infonnation (i. e., a report analyzing 
Confidential Information shall also be considered Confidential Infonnation). Confidential 
Infonnation shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tern1 of this NDA that Discloser has provided either directly, 
indirectly, or through access to Aitport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Jnfonnation solely for use in 
connection with Recipient's duties it1 perfonnit1g services for the Ai.tport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain i.t1dividuals on a need­
to-know basis, as reviewed by the Ai.tpo1t. Recipient shall inf01m individuals having access to 
Discloser's Confidential Infommtion of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will prese1ve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same temlS as stated in this NDA. Recipient shaJl 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Jnfonnation. 

3; PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a ma.nner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
info1mation. The Ai.tpo1t has placed special confidence and trnst in Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, in accordance with the 

San Francisco International Airport Page 1of4 Nondisclosure Agreement 



( 

( 

( 

11111 
terms of this Agreement and the laws, regulations, and directives applicable to the specific ~ategories 
of info1mation to which Recipient is granted access. Recipient understands that the Aitport or other 
governmental entities may conduct inspections, at any time or place, for the pUIJlOSe of ensuring 
·compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient bas direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Aitport; (b) the completion Of services to the Allport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Infonnation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be bit1ding upon the Recipient and 
its officers, directors, governing board, parent c01porations, subsidiaries, affiliates, succ.essors and 
assigns. In addition, all Confidential Infonnation shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Infonnation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othenvise 
conveyed by this Agreement with respect to the Confidential Inf01mation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosme of Confidential 
Inf01mation is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable pe1mit Discloser to seek a 
protective or~er. or take other appropriate a~tion. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order · or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Infonnation, it 
may disclose to the party compelling the disclosure only the part of fue Confidential Information. 
required by law to be disclosed (in which case, where p~ssible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for tennillation of this and any underlying or 
related contra9t for services involving the use of Confidential Info1mation. Violation of this NDA 
may be grounds for denying further access to any Allport Confidential Information. Violation of this 
NDA may also result in. administrative debarment and/or civil or critninal action. Discloser shall be 
entitled to specific perfonnance and i.ttjunctive and other equitable relief, in addition to any other . 
remedies or money'~amages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or ( d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
wairnnty as to the accuracy or completeness of the Confidential Info1mation and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO 'VAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient c01porate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential lnfonnation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or w1enforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

Cornerstone Transportation Consulting Inc. 

Employer 

President and CEO 

Title 

44 Montgomery Street, Suite 3360, San Francisco 

Business Address 

(415)705-7800 x 235 

Telephone 

wperry@cornerstoneconcilium.com 

E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is ent~red into as of this 24thday of_A_u_gu_s_t __ _ 
_ _____ __, 20~ (the "Effective Date"), by =--M-=1_ng_F.,... . .,...N_g--;------------­
an individual employee of Cornerstone Transportation Consulting Inc. 

("Recipient"), concerning Confidential Jnfonnation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Ai.rpmt Commission, the owner and 
operator of the San Francisco International Ailvort (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide ce1taiu Confidential 
Information to Recipient in order for Recipient to perfonn services for the Airport as specified under 
Airpo1t Contract No. 10511.41 . The Discloser and the Recipient 
intend that the furnishing of Confidential lnfonnation (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Ail-port 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
lnfonnation as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrashucture Infon11ation or Protected Critical Infrastructure lnfonnation as defmed under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such i.nfonnation is 
supplied by the Airpmi or on behalf of the Ai1v01t to the Recipient or otherwise acquired by .the 
Recipient during the course of dealings with the Ai1vo1i and regardless of whether such information is 
in its original fonn, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential IQ.fom1ation shall also be considered Confidential lnfonnation). Confidential 
Infonnation shall- also mean proprietary, tt·ade secret or other protected info1mation, identified as 
Confidential Infonnation by the Discloser. This NDA shall govern all Confidential Infonnation 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Jnfonnation solely fo1: use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infonn individuals having access to 
Discloser's Confidential Jnfonnation of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Jnfonnation shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Infonnation in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
infonnation. The Airport has placed special confidence and hust in Recipient and Recipient is 
obligated to protect Confidential lnfonnation from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly repo1t to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express pennission of the Discloser, destroy all 
tangible infonnation obtained during the tenn of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of se1vices to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Infonnation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential lnfonnation. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Jnfonnation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, se1vice mark or other legally protected proprieta1y right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential lnfonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Infonnation is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable pennit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Info1mation. If, in the absence of a 
protective order, Recipient is required as a matter of Jaw to disclose the Confidential Information, it 
may disclose to the pa11y compelling the disclosure only the part of the Confidential lnfonnation 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential lnfonnation. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential lnfonnation. Violation of this 
NDA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific perfonnance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to infommtion which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO W AIYER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State· of California. Venue for all litigation relative to 
the fonnation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have 110 effect 011 any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airpo1i 

RECIPIENT: 

Ming F. Ng 

Print Name 

Cornerstone Transpo1iation Consulting, Inc. 

Employer 

Vice Preseident 

Title 

44 Montgomery Street, Suite 3360, San Francisco, CA _94104 

Business Address 

( 415)(705-7800 x 234 

Telephone 

mng@cornerstoneconcilium.com 

E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVJDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is e"""'dj[lt~ 'lll of th~~~ IA '1tt--t/ 
20-6t'(the "Effective Date"), by ~IVl..,,,,-f:iL b>~ ~jJ[ 

-an_1_· n-di-vi-dt_ia_l e-m~ployee of C!Jt> 0 ~ 'fJ lteE-Qi( /II '74<.JA~ , /AX:'. 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airp01t (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airpmt will provide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airpmt as specified under 
Airpmt Contract No. /6 ..r// · L£. / . The Discloser and the Recipient 
intend that the furnishing of'tonfidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third patty. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airpmt 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such infommtion is 
supplied by the Airpmt or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airpo1t and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airpmt systems or data. "Security Sensitive Information" means 
information described in 49 use§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airpmt. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airpmt. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
pa1ties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
cormection with the receipt, rev.iew or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadve1tent access to such 
infonnation. The Airpmt has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall· promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NOA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airpo11; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosme of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of Jaw to disclose the Confidential Information, it 
may disclose to the pai1y compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NOA shall constitute 
a material breach of this NOA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NOA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NOA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and ittjunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NOA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
wairnnty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and wanants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTffiE AGREEMENT. This Agreement: (a) represents the entire NDA with respect-to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any pa1ticular 
facts or circumstances be found by a comt of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without fm1her action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as 

Print Name 

Employer 

~~.g1ZJ£?Vr 
Title 

Business Address 

Q1J7 ~ lf3 ~' r:,;..r 
Telephone 

5:Z /)1 i jJ f>_ C-fJ lf1 r (! r v; (./) .t . C.b ,,,, 
E-mai Address 
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NONDISCLOSURE·AGREEMEN'f 
i!'Oit INDIVIDUAL PERSONS 

nns NONDISCLOS:URE AGREEMENT (:NJ)A) is entered into as ofthis4 y,· day of Ave(!$ T 
--~-~20/S- (the "Effective Date"), by J)E L. AN DJ:{~.S 
an individual employee of r'. PM . .s:'t=it tl!CIE"S . .· · ··· · ... 
C'Recipient"),concerning ¢onfid~ntial Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Cormnission, the owner and 
operatorofthe San Francisco Interrmtional Airpqrt (the "Air!lort" or "Discloser"). 

RECWIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 

lnfi. • .• o. nnation .to R. ·. ·e.cip.ient. in. · order for R·. ;.•ip fon. t to perform se.· rvices. . for·th. e ~.l.rpmt .as spec·i·fi .. e. d '."'. . der 
Airport Contract No. /() fi/ l · ti . The DIS.closer and the Recipient 
intend that the furnishing of ConfidentiaUnf0rrnation (as defined below) to. Recipient \Vi)! not render 
such infonnation subject to public disclosure or disclosure to any third party: "Confidential 
InfO:rn:1a.tion n means any art~ illl n,onpublic informatiOn, \viitien, -cl~ctronic, or: onµ., ryl'aUfig_ to:.Ntpoit 
technology, computer, or data systems, processes, or procedures, including but not !imitcp to Private 
Infonnatiou as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Informatio,n as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or atj:ess to such information is 
supplied by the Airport or on behalf of the Airp0rt .to the Recipie1,1t or otherwise acqwred by the 
Recipientduring the course of dealings Wjtli th<; Airport and regardless ofw)!ether such infonnation is 
in its. original forrn, a copy, or a derivative ptoduct "Derivative" means written or electronic 
material created from or with, or ba$e.d on Col)fi\lential Inforniatioii (i.e., a report analyzing 
Confidential Information shall also: be considere_d Co11fiden(ial Information). Confidentfal 
Information shail also mea11 propdciary, trade $ecret or other protected information, identified as 
Corifidential Information by 'the Discloset .. This NDA shall govern all Confidential Information 
prqvided to Recipient dwing the ienn 9f !!iis NPA. that. Disdoser has provided either directly, 
indirectly, or through access to Airport systems ,or data. "1)0curity Sensitive Information" meau> 
information described iri 49 VSG § 15205, 

.2. USE OF CONFIDENTIAL INFORMATION AND $ECUIUTY SENSITIVE 
lNFORMATION • .Recipient agie,e$ to accept Discloser's Confidential InfOrmatfo.n solely for use ln 
connection withRecipient's duties in performing services for theAirport. Recipient sh.all not disclpse, 
publish, or disselllinate Confidential Informatioll to anyone other than certain indivjduals on a n.eedc 
to-know basis, as reviewed_ by the Airport. Recipient shall iJlfonn individuals having access to 
Discloser's Confidential Jnfo.nnation 6f the confidential nature of this inforrnatio4 and the resqictipns 
on its use, dissemination, duplication and disclosure, and shall assume ihc: responsibility iliat such 
employees, agents and c0ntractori will preserve the confidentiality of sq~h infonnation as to third 
parties. __ E_ach ~ploye~,, ageJtt, anct C{)Iitractor of Recipi_ent _identified _as hav~g- a "ne_~d~tO~kuOvl'' irl 
connectiori with the receip~ review or evaluation of the Confidential Infqrmation shall be required to 
execute a Non-Disclosm:e Agreement under the same term.5 as stated in this NDA. Recipient shall 
provide Discloser with a c-0py .of the executed Non-P!Sclo.sure Agreei:ncnts and a master list of the 
·e1npJOyecS, agents.. arid .contlactors and their r~spcc;_tiVe d_l1des _in co1mcc.tion \Yith the services· 
in"olying C6-nfidential lnformaiion. 

3, PROTECTION OF CONFIDENTIAL INFORl\14TION ANI) SECURITY SENSITIVE 
INFO:R1\fA TION. Recipient shall. handle and safeguard Confi~ential Jnfo!ll1.atioi1 in. a manner that 
affords sufficient proiection to prevent the una~(:horized discl9s\ire of ofinadveitent access to such 
infot'matjQn. The Alrpo1t has placed speciaI confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Iiiformati.on from un.au!honzed disclosure, in accordance with the 
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icn:ns pffuls Agreement aild,(he laws, tegu)ati(ms, ail~ Qire9tiyes itp]ilfoabte to the :s(jj:cifii: categories 
ofihfonnaiiqri to wk<itiJlecipient ls gmnted access. Redpi1:rit UiiderstandS tha:t1he Ahportor other 
g,;verrunent;tl e~tiiics Jpay conduct ~M¢tioils; at:aiiy time or pltl<x:, for the pntjxiie of ensuring, 
compliance wi.th tfie cqnditi<)n f(ir access, dissenili;iatjoil;:ha,ndfing and safegii<)fil\rig u1fo1mation undfa 
t4is Agreei:nent. l,lecip\eilt sh\tl{ prompt\y report tci, th~ DiscJo$er•: ruiy loss. t!ieff, .. misuse, 
misplacement;. unautl;orized disclosure, Q.r' other se<;prity :vi.olatigit Redjllent h~. krtowlei!ge ol; 
whether ·or n(it Reclpien{hiis ctfrect ll]\iol\rtmentitt such ciri:linjStallce8. Recipi\:nl'S anonymity Will be 
kept tq the e},tent p0$slbfo w)ien tepot!ihg seciuityvfolatioils: · 

4. REUJRN OF CONFIDENTIAL INFQR1\1ATiQN ,AND $ECURIT)" S'RNSITIVE 
INFORMATION; Recipient shallsetum or, with the expt\lSS _permission oftlie Discloser, il()Stroy all 
tangible information obtaine-0 during the tenn of this NtlA 11pon the eariier Qf (a) request ofthe: 
Airport;- (b) the completion of services io .the Airport;. or ,M two years .fi;0m .the .<)at\l of t!ils 
Agteeinerit 

5... OWNERSHIP OF CONFIDENTIAL INFORMATION AND SJ!ict\IuTY SENSl'.tIVE 
INFORMATION: The City and County .of San Fl)llcisco o,~'IlS aii Co11fidentiitl JiifoUnlition Uµdet 
this NDA. Recipient shall have no ii@ii title; or inte,est iii MY Ci,m{ic)entia!Iriforinatioq. Nolliliig• 
confuined in this Agreement shall be· construed aS gr(lnjjng or <;on(eqing any right• by license o• 
otherwise in wy Conudeniial Ill:forill,atjo,JL ThJ~ Agre<;meiit ~be bi'adliig iil>on.the Recipient<md 
.its ~ffi~rs; directO~; govef!ling board; partn_r c<irporatfons, Sl)bS\dJari¢S1 atfiij<jtes, SUCCeSsOis ilnd 
assigns. in ad~itlon, all:Confid.;ntJ:il .JJi:i:brmatloilshiiUreiJlaiu the exclusi¥c propecy of Discloser; and 
Recipient shall have n(J rights, by Jie~Ji!je o~ oth~ii.Vise; fu ha1'i: a«e.sikto Ot use tlie Confidential 
Information except.as expressly proVided iindet jhis Agreement. N.ci pal,ent, copyrigqt,. trildeillai:k, 
trade secret, service mark or-Other legally prote~t¢(p,ro,priet!ify fight ii; licensed,. grai).ted o.t otberWise 
conveyed byfuis Agri;ement \viih respe,C), !U t)ie Confidd11\al rillorillation .. 

6. · COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
.$ECUitfl1r ~ENSfriyl;; ll'fFO~TION, In th,~. everit that disdosure. of cConfi\l\'ntl'l,1 
-Inforinatiqh ·js; ipartd~te4 _by: -a_ cptirt Q:rder- or -express governmental directive, Recipient :shall 
imm~diatelY .1).otify ])iScioser aiid shaJJ:'(ake all r_eas.Qna,bfoisleps to. enabie _\)Crmit Discloser to seek a 
protecii\lc• order ·Qt !:fi)<e· other appropriate action' ·Recipient: ,viJt also, ·.at no cost or· expense tQ 
Piscloser, coope¢te ill Pi~clqser's effort$ t.o obtain a: protective order or oilier. reasonable assarance 
ihat confidential tr<;li,!melit villi pe afforded the Confidential lnfmmafion. J'f; in 1he a6scncc. of i; 
prot~cti~e or.fer; Recipient is t¢Qnli:¢d. as a niattei: oflaw to disclose the CUiifldcntial IllforrriatlOtl, it 
may d!scfos9, tQ' th\' party c0mpelliiig the disclosure. only the \lart of the Q0n:\idenfial ]lu'oi:ination 
;eqUir¢d by Ja,v to:h¢ di,<;cl<ised.(h:i wltlch case, where possibleprioJ tO such dJ~cfo_sut.,, ll.eclpie"nr-,vill 
adi/:ise and coilsulfwlth Disclose1· mid it'> <;ounsel as tq suc):l'diS0)osti1"); )'l'oll,jng in this Agreemeµt 
sbii!i i¢quiie:Rccipient to take any action; odo· refose lo rele"'ie inforrgatj(iil, \vliere 10. d<} s\l woul.d 
\1)91ilt¢ applicllblc;,J<i\"v; 

7, REl\'.IE.OlliS., R,ecipientacknowkdg<;S and,agrecs.thµJ: vt()l~t!pn of't!li{NI)A shall c,Onstitute 
a 1naterial brea~I\ iiftl:ili; NDA and may li.e grounds for terminanon of this and, any llild¢rljjng or 
related eontraqt for seiViGes involving th1> use 9f Confid.ential Infqrrna\i()Ji. Vi9i&iion: Of thisNPA 
rilay'b<;:grouiJdS. for.denyfug further access to. aiiyA(iJJ()rt C<infi.dentliiI lii(otwation. Ylcilatioi:l. of this 
NDA iriaY. i\lso i:esult in. adlniriislrative debannont ll1l<llor~Mfor <:iiiniiJat actioµ. l)isclciset sMll .be 
:entitled to speciflc performance and inji:mctive i\uQ. other equitable reli6J; jn addition to any other 
rem<;dl.es or money damages availa61<;-~t ia\v or il1 eqijjty. · 

8. . llW.Ei"E@,EN'r KN()\Vl,Ei:lGJ!i'. T,i)is NDA lnip~<;.s no obligaticmuponRe<:iJ.)ieni wilh . 
respeetlo infonnationwlii~h:(a) was il(:(<.eeijljynt's po:>Se'isli)n bofuie r~iptfrom Discfoser;.or{b)is 
or becomes a marterofpublfo knbwledg~ 1JJ!ough µq [a[J]t of lki:ii;i.ieli.t; _or '(i:) ii; i:eceived by Rceipleiit 
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from a third party without a dniy of confidentiality; or (d)is d.isclosed by Recipientwith Discloser's 
prior \Willen approval; or (c) is developed by Rec!pientwlthont reference to Confidential Information. 

9. NO REPRESENTATIONS ANJ> WARRANTIES. Discloser makes no rc]ire5entation or 
win:ranty as I() the l\CCuracy or completeness of the Confidential Information and Recipient agrees that 
Disclo.ser and its employees and agents shall have !lO liabiliiy l<i Recipient resultirig fro1n any access 
to onise of the Confidential Information. 

10. NO W AIYER. If the DL,closer fulls to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach.or fililure by the Recipient 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
e-0nstiued in confonnance with the laws ofthe·State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDAsball be in San Francisco. 

12, AUTHORITY. The undersigned representative of Recipient represents and \Vatrants he/she 
has the requisite power and authority to enter into this· Agreement on behalf of the Recipient corp6tate 
entity. 

13. ENTIRE AGREEMENT. This Agreement; (a) represent, the entiie NDA with re5pect to 
the Confidential fnformation; (b) may be modified only by Written amendment Sigiwd by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no eftect on any provision's meaning. · 

14. SEVERABILITY. Should the application of any provision of tl1is NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid ot unenforceable, 
then (a) the validity ofotber provisions ofthisNDA shall not be affected or impaired thereby, and (b) 
such provision shall be ·enforeed to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be. reformed Without further. action by the Discloser or the Recipient 
to the extent necessary to make such provisiOn 11alid and enforceable. · ;!\ ' 
IBIS AGREEMENT 1$ EXECUTED by the Recipient as oftlieEffectiveDate~Qf t~~ 

--g4 f}Nu_~ . J 
/)EL. ,,r?iJ D~ g'~ 

Print Name 

Employer 

SE!V1ur-< :1:.1¥Dvt..1r.IG E#JG;·llJeo-t:=!Z.. 
Title 

GS lfe-1!0Pr1A!Jr: Sr. f!A 9¥103 
Business Address 

Lflt' ~ 5' 'f :J - f;s1 .<' 
Telephone 

DdtJ!)lf'J e &f/f gr:lZ v1tes. cof..f 
E'mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

TIIlS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 24day of August 
______ ,, 20~ (the "Effective Date"), by _W1_1l_lia_m_S_o_rfl_e_e_t ------------­
an individual employee of Cooper Pugeda Management, Inc. 
("Recipient"), concerning Confidential Infom1ation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airp01t (the "Aitpo1t" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Allport will provide ce1tain Confidential 
Infonnation to Recipient in order for Recipient to pe1fom1 services for the Aitpo1t as specified under 
Aitport Contract No. 10511.41 . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such inf01mation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, elech·o1uc, or oral, relating to Aitpo1t 
technology, computer, or data systems, prncesses, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure lnfom1ation or Protected Critical Infrastructure Info1mation as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which infonnation or access to such inf01mation is 
supplied by the Allport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient durit1g the course of dealings with the Aitp01t and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a rep01t analyzing 
Confidential Infonnation shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, h·ade secret or other protected info1mation, identified as 
Confidential Infonnation by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indil'ectly, or through access to Airp01t systems or data. "Security Sensitive Information" means 
infonuation desc1ibed in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use ill 
com1ection with Recipient's duties ill perfonuillg services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Aitp01t. Recipient shall infonn individuals having access to 
Discloser's Confidential Infonuation of the confidential nature of this information and the reshictions 
on its use, dissemillation, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to thit-d 
parties. Each employee, agent, and contractor of Recipient identified as havit1g a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement wider the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and theil' respective duties it1 connection with the se1vices 
illvolving Confidential lnfonnation. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
illfonuation. The Airport has placed special confidence and hust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, ill accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Aitpo1i or other 
governmental entities may conduct inspections, at any time or· place, for the purpose of ensuring 
compliance with the condition for access, dissemination, liandling and safeguarding infonnation under 
th.is Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting secutity violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this · NDA upon the earlier of (a) request of the 
Allport; (b) the completion of services to the Allport; or (c) two years from the <la.le of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be constrned as granting or conferring any rights by license or 
othenvise in any Confidential Infonnation. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under t~s Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected propdeta1y right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Infonnation, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its com1Sel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denymg further access to any Airport Confidential Information. Violation of this 

· NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or ( c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or ( e) is developed by Recipient without reference to Confidential Jnfonnation. 

9. NO REPRESENTATIONS AND WARRANTffiS. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential hifonnation and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential hiformation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
constrned in confonnance with the laws of the State ofCalifomia. Venue for all litigation relative to 
the fonnation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient cmporate· 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential hif01mation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a comt of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

RECIPIENT: 

~0~ 
William Sorfleet 

Print Name 

Cooper Pugeda Management, Inc. 
Employer 

Construction Manager 

Title 

65 Mccoppin Street, SF CA 94103 
Business Address 

415-971-1742 

Telephone 

bills@cpmservices.com 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR.TNDlVIDUAL PERSONS 

THIS}10NbiSCLO$URE AO.REEM.ENT (NDA) is entered into a$ :of'this ?.4 a~y of /1, "(f t.ts-l­
-----~ 20.l.5__ (th~ 11Effective Date11

), by _~H~a.~r-~k.~C-;;i""""'~r_d~o~----------
an individu~l ~niployee of _-"t:..."-'f ..... M~-~:o.....=-et\'"""v"-"''-' <g.,=-5..___ _____________ _ 
(

11Recipient11
) , concerning Confidential Information to be provided by the City and County of San 

·Francfaco, a immicipal corporation, acting by and through its Airport Commis~ion, the owner and 
operator of th~ SaI1 Francisco Ititerilational Airpo:tt nhe II Airport" qr 11Dis.ciosef11

) • . 

RECIPIENT hereby agi'~es as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provid~ certain Confidential 
infq,rhi~tion to R~cipient in order for Recipient to perfotin servi¢.es for _the Ai.rport C!S specified urqef 
A:ii'.port. Contf~ct No. . 10 i; I I . 41 . The DisClol)et and the Recipforit 
intend "tha.t th~ furnishing of Confidential Tnfonnation (as defmed below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. 11Confidential 
Ii1formntiou 11 m~ans any and all nonpublic information, w,ritten,, e~ecfroni9, or oral, rel~t(I1g to Airpdrt 
t~chno!ogy, ·c:ornptitet, or data systems, pro.ces~es, or proc_edures; i.l).dudirtg but not H·mited to Private 
Information ·a.s defiti~d µildet San Frnnojsco Adn1in.isttative Code Chapter 12lyf, .and Critic;al 
Ihfra.~tru(;ture Information or Protected Critical Infra~tructure Itifonnati.on as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such ·infonnation is 
supplied by the Airp01t or on behalf of the Air?ort to the Recipient or o_therwis~ acquired by the 
Recipie.nfd.1Jringthe c.ourse of dealings with the Airp.ott and i::egardl¢s~ ofwhether"$uch infonnation is 
fo its: original form, a copy, or a derivative prodtJct. 11Pcr}vMive11 .ineans wriHeil or electroniq 
mateiiaJ crea.te.d ffom. or With, or based on Confidential Information .(i.e.; a report analyzing 
Confidential Information shall also be considered Confidential Info1:mation). Confidential 
Information shall also mean proprietary, trade secret or other pr9tec_ted irrform~~ion, id~ntjfied as 
Confidential Information by .th~ Disc.loser: This NPA Shail gove1'n ~II Col1fiden_ti&I Infotma~ion 
p~ovided to Recipiint c.il!dng th.e tenn cif this ND.A tliat Discloser ha:s proyjd~d either airectly, 
"indirectly, or thro11gh access to. AiJport syst¢ms or data. "Se.curlty Sensitive Information" means 
information described in 49 USC§ 1520.:S. 

;i_. USE_ OF CO~Fn)ENTIAL lNFOI(MATIQN A.N.D SEOURrrY SENSITIVE 
INFORMATIO~. Recipient agre~s. fo accept ·ni.scloser's CorjficJ~ndal Inforll).ation solely for tJse in 
·connectiqn with ReCipient'11 duties in p~rfoimin~. serviC~s for the Airport. Recipient.Shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a ·need­

·to~know basiS; ~s reviewed by the AirporL Reclpien.t sh11ll -infoJ1n il_idividuali:i havihg accesl> to 
Di_sd.oil¢t's Con.fi(l°eniia! Inform~tion of th¢ coiilldentjaJ nature of tiifo mto.th1ation. ~rtd the r~strictfons 
oh its use, dis~Mnih~tion, dupljcation artd clisClpsute, a!id. sh~ll a~stiin¢ ·the te.sportsibility that such 
employees~ agents and contractors. will preser'Ve the cotifiden.tiality of such information as to third 
parlies. Each employe~, agent, and confractor of Recipient identified as liaving a 1'need-to-know1' in 
connection with fhe receipt, review or evaluation of the Confidential Jnformati<;m s_hall b~ req1;1ired to 
~xecut~ .a Nein-r?isclosure Agreen)ent uneiet tne same 'terms as $tated h1. this NJ)A. ·R¢cipien~ slw.ll 
pr.ovicle Disdo&er W.ith a copy of th¢ executed Non-Disclosure Agreements ·aod a, inaster Jist. of tbe 
e.uiploye~, .agentS,. ahd conh'actors and their respective duties in connection with the services 
involving. Confidential Information. · 

~· .. f~()T]:q'r~ON OF ¢~:rNmi)EISTIA.t iNFORMA.iION AND SEC@ITY SENSITIVE 
INFORMATION. Recipient shall handle iind safeguard Confic1entiitl Itifoon!J,tion in a mariner tha:t 
affords ·sufficient prot~ction to prevent the ttn"authofiied .discl6sure of or inadvertent access to such 
infonnation. The Airport has placed special confidence ·and trust in -Recipient .and Recipient is 
obligated to protect Confidential Information from unautborized di!\clo~ure, in apc9r~ance witJ1 t]ie 
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t~l'ms of this Agreement a_i1d the laws, regulations, and directiyes applicable tp the sp-ecific categorfos 
·of information to whiGh ·Recipient is granted access. Recipiei1t understands that the Airport oi other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and saf~guarc_ling information under 
thl~ Agreement. Recipitmt shall prpinptiy repptt to the Dis<;loser any ioss, theft, misuse, 
misplacement, unatJt~oi'i.?cd disclosure, br other se~urity vioi~tion Recipient has knowle~ge of, 
whether ot notRecipienthas direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. ~ETURN OF_ CONFIDENTIAL INFORM~TION AND ~Ecim.ITY SENSITiVE 
INFO~TION. R~Cipi~nt shaii return ot, with the exp"ress p·errpiss_ion of the Dii?cioser, des.troy all 
tangible information obtained during the tenn of this NDA ttpoh the earlier of (a) request of the 
Airport; (b) the completion of servic.es to the Airpo1't; or (c) two years from the date of this 
Agreement. 

S. OWN~~SHIP OF CONFIDENTIAL INFORMA.TION AND SECURITY SENSITJVE 
INFORMATION. The City and County of San Francisco owns all Confidebtial Tnfonnation under 
this NDA. Recipient shall have no right, title; or interest in any Confidential Information. Nothing 
contained in this Agreement shalr be consh-ued as granting or confetring any rights by Iice11se or 
oth~n'!'ise in any Confidelltiai Jnfotm_atioi1. This Agr~ement shall be l)i~di.ng upon the R~cipierit aM · 
its offiqers, directors, gov~rning board, patent corporations, subsidiaries, affiliates, s_uc_c~sors and 
assigns. Jn addition, all Confidential Information shall reinain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise! to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No p~tent, copyright, trad.emark, 
trade sMret, service -mark or other !egally p"i"ptected proprietary right i!> liceil~ecJ, granteq or otherwise 
conveyed by thi? Agree1Tlent with rysp·ect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER. Ok PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is l'l_li'.Jn~ated by a cou~ _o~der or express gpvenimental ~i,(eotive, Recipient sbi:)(i 
j.JJU1ledl~tely i.10tify Disclbser and sha.li take all reasonable step~ to en~ble pern\it Disclosef to seek a 
protective .ordet or fake other appropriate. action. Recipient will alsq, at no cost or expense to 
Diseloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential infonn~tion. If, in tbe a~sence of a 
protective order, Recipient is re4ui1'eci a~ a m~tter of law to diseloiie t4e Confldeiitial Inforiii.{l,tion, it 
may di_sclose tQ tlie party com.peill~1g t}ie disclosure only tjl~ part of the Co_n;fidential Infonnatiori. 
required by law to be disclos~d (hi wh.ich ca·se, Where possibl~ prior to such disclosure_,.Recipierit will 
advise and consult with Discloser and its counsel as to such aisClosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infonn!ltiqn where to do so would 
viql~te appiiqable law. · 

7. REMEDillS. Re.Cipi~nt ackt)owledges and agrees that vfolation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Infmmation. Violation of this NbA 
may be grotmds for depying fur~h~r ac~C!>$ to any Airport Confidential Jnformatfoµ . Vi6)ation of this 
NDA m~y al~o resuit ill ~drpin.i~h'a,tiye deqarinet)t'andio.r clvii qr crimi1tal actiqh. Discloser shall be 
entitled to sp~ciflc p\':rfon.nance anq inju_hctive and other equ"itablerelief, in addition to any other 
remedies or money damages available at law or in equity. · · 

8.- JNJ>~P~NDEN't ~CNO'WL~D~E. TJjis NDA i1_np_oses no obligaticm upQi!Re¢ipiMtw1th 
tespect to ihformationwh.~cJl: (a) was fn Recipien.t's poss~s~i.oh be~ore tec"eip,tfromDi.sc}Qser~ or (b) is 
Qt: becomes a inatte_r of public kn_ow~edge thrCiugh no fault Of Recipient~ or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Oiscfoser'-s 
prior wti.tteri approval; or ( e) is developed by Recipient witho\lt reference to Confidential Information. 

9. NO R~PRESENJ'ATIO]'fS AN'"p WARRANTIES. Disdoser l'nake~ nb fep,resentat~on or 
warranty as to the accuracy or complf;teness bf the Confidential Jnfonl)ation ~nd Recipi.ent agre~ that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
fo o_n1se qfthe Confidenti?l Informatiqn. 

10. NO WAJVER. If the DiscJoser fails to enforce any dght or rem·ecly u.n~~r this Agre·ement, 
that failure is not a waiver ofthe right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA.; VENUE. This NOA shall be governed by and 
~qnstnJecl in conformanC'e V{ith the laws of the Sta~e of California. Venue for all litigation relative to 
the foi·inatiot'), interptetati~h, and perfonnai1ce of this NOA shall be In San Francisco. 

J2. A UTllORITY. The undersigned represeritativ~ of Reqipieht represents. f!nd Wittr~nt-'! h~/slie 
has the .requisite power and authority to enter into this Agreement on behalfof the Recipient corporate 
entity. 

13. ENTIRE ,AGREEMENT. This Agreeme11t: '(a)_ r~presents the enti're NDA with respect to 
the ConfidentiaJ Infq(1lJtttion; (b) m~y be niodifiect oNy by wri~ten amendfnent sigried by the 
Recipient's offic_ers or authorized designe'e.s; and (c) contains headings for reference only; these 
headings have no effect on any provision's meanin~; - · 

1.4. SEVERABILITY. Shoul.d tlfe applicatio,n of ~ny provision of this NDA to any particular 
facts or circum~ti:ttices be found by a court 'of po1npet~nt jurisdiction to be invalid or unenforceable, 
then (a) the va1idity of other prov~sfons of this NDA shall not be affected o_r impaired ther¢by, and (b) 
such provision shall be enforced to -the maximum extent possible so as to effec.t 'the intent of the 
Discloser ancl Recipient and shall be refonned without further action by the DiSdoser or the Recipient 
to ~he extent necessary to rnake such provision \ialiq and ehfotceable. 

THJS AGREEMENT IS EXECUTED by the Recipient as of the Effective Pate. 

San Francisco Intern<ltional Airp.ort 

Print Name 

l,11npfoyer 

t0>1St-~dtl'lQd4-y 
Title · 

(..,'-) f( .... ~"rrrn 5t-. ~F ~A- 141~3 
Business Address 

Tefophone 

'11.'J d, ,-J~ @ cr~.~ll/L~~ • ~O'\-V--

E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as of this 24 day of AUGUST 
-----~ 20l.5__ (the "Effective Date"), by --'A~·D~A~M....._.I~A~R~N~F~.R,___ _______ _ 
an individual employee of STRONG ELECTRIC 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and tlU'ough its Airport Commission, the owner and 
operator of the San Francisco International Airpo1t (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will proyide certain Confidential 
Information to Recipient in order for Recipient to perform services for the Airport as specified under 
Airpmt Contract No. J 0511 41 . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Ailp01t 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such infonnation is 
supplied by the Airpo1t or on behalf of the Airpo1t to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
lnfo1:mation shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the te1m of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airpo1t systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITNE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in performing services for the Airp01t. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than ce1tain individuals on a need­
to-know basis, as reviewed by the Airpo1t. Recipient shall infonn individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and conh·actors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, revi~w or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE . 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a maimer that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airpo1t has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airpo1i or other. 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handlll'1g and safeguarding information under 
this Agreement. Recipient shall promptly repmi to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airpoti; {b) the completion of services to the Airpo1i; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND -SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
thfa NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be consh·ued as granting or confetTing any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, h·ademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take. other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's effo1is to obtain a protective order or other reasonable assurance 
that confidential treatment will be affo1'ded the Confidential Infonnation. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Info1~mation, it 
may disclose to the patiy compelling the disclosure only the pati of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infonnation where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that viola.ti on of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information . . Violation of this NDA 
may be grounds for denying ftuiher accyss to ai1y Airport Confidential information. Violation of this 
NDA may also result in administrative debannent and/or civil or crin1inal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at Jaw or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party with.out a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTillS. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
consh·ued in conf01mance with the laws of the State of California. Venue for all litigation relative to 
the fonnation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with i·espect to 
the Confidential Information; (b) may . be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a comt of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessaty to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Frnncisco International Airport 

RECIPIENT: 

Print Name 

STRONG ELECTRIC 
Employer 

PROJECT MANAGER 
Title 

1381 UNION STREET 
Business Address 

415-612-7251 
Telephone 

ADAM.LARNER@STRONGELECTRIC.COM 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
!'OR INDIVWUAL PERSONS . 

THIS NONDISCLOS~ AGREEM~NT (NDA) is entered in a~ ofthisi day of L1.U,. • r1-" 
______ , 20~ (the" feel! e Date") by_~~'-""''-Ll-"'~-1-:,.----____ ~---=---
an individual employee of_~La.:!f...11-Wi--'--"<.LL~...a.'-IL.~llf..=:..._~~_.._.~L---­
(11Recipient"), concerning Confide1 ial Infonnation to be provi ed by te Ci and County of San 
Francisco, a municipal corporation, acting by and through its Airport Conunission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airpo1t will provide certain Confidential 
Information to Recipient in ord?' "WJe: to perfonn services for the Airport as specified under 
Airport Contract No. l ~U ~ { . The Discloser and the Recipient 
intend that the fumishing of Confidential lnfonnation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic inforn1ation, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastmcture Infonnation or Protected Critical Infrastn1cture Infonnation as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which infonnation or access to such information is 
supplied by the Aitport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airpo1t and regardless of whether such infonnation is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Infonnation (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected information, identified as 
Confidential Infom1ation by the Discloser. This NOA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 use§ 1520.5. 

2. . USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
co1mcction with Recipient's duties in perfonning services for the Ailport. Recipient shall not disclose, 
publish, or disseminate Confidential Infonnation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Infonnation of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infonnation as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infomrntion shall be required to 
execute a Non-Disclosure Agreement under the same tern1s as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential lnfonnation in a inanner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissemination, handling and safeguarding infom1ation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
n1isplacen1ent, unauthorized disclosure, or other security violation Recipient has kno\vledge of, 
whether or not Recipient has direct involvement in such circumstances. Recipient's anonymity will be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, witl1 the express permission oftl1e Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of se1vices to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONJIIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Info1mation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use tl1e Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to U1e Confidential Infonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event tliat disclosnre of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable pem1it Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treahuent will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential lnfomiation 
required by Jaw to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infom1ation where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for tem1ination of this and any underlying or 
related contract for service.< involving the use of Confidential lnfonuatiou. Violation of this NDA 
may be grounds for denying fm1her access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific perfmmance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWJ,EDGE, Tl1is NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Info1mation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in confomrnnce with the laws of the State of California. Venue for all litigation relative to 
the fom1ation, interpretation, and perfonnance of this NOA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (n) represents the entire NDA with respect to 
the Confidential Infonnation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NOA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refomled without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enfo~ceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 

Print Name 

$1'1l-ol. uNS~<--;;..v6 ~ 
Employer 

cflrlf B7i~«... 
Title 

Business Address '4J'f.,.. 'j,'J"j 0 
</t-s ~ ~ 

Telephone 

i s (:@~ s~ /-rCAl\Qv H-~ . t,.M 
E-mail ress {) 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOS~ AGREEMENT (NDA) is ente ed)Jl_!o as of this i)day of k&v~( 
____ _ _ , 20_1L (the "Effective Date"), by ITJ'.,'1/: (..., 
an individual employee of , v 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
lnfonnation to Recipient in ordy!'°r ReciWen\tj> perform services for the Airport as specified under 
Airport Contract No. t:--9'S J l_ • 1 l . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defmed below) to Recipient will not render 
such i.nfonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedures, including but not linl.ited to Private 
Infomrntion as defined under San Francisco Administrntive Code Chapter 12M, and Critical 
Infrastmcture Infonnation or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which infonnation or access to such infonnation is 
supplied by the Airport or on behalf of the Airport to the Recipient or othenvise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electrollic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Jnfonnation 
provided to Recipient during the tenu of this NDA that Discloser bas provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
infonnation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORNIATION. Recipient agrees to accept Discloser's Confidential Jnfonnation solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall i.nfom1 individuals having access to 
Discloser's Confidential Information of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infomrntion as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infomiation shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
i.nfom1atio11. The Airport has placed special confidence and tmst in Recipient and Recipient is 
obligated to protect Confidential Infom1atiou from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the la,vs, regulations, and directives applicable to the specific categories 
of infomiation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities 1nay conduct inspections, at any time or place, for the purpose of ensuring 
compliance \Vith the condition for access, dissen1ination, handling and safeguarding info1mation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
nlisplace1nent, unauthorized disclosure, or other security violation Recipient has kno,vledge of, 
'vhether or not Recipient has direct involve1nent in such circu1nstances. Recipient's anonymity 'vill be 
kept to tl1e extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express pem1ission of the Discloser, destroy all 
tangible infomiation obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Infmmation. 111is Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or othenvise 
conveyed by this Agreement with respect to the Confidential Infonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Infonnation is 1nandated by a court order or express govenunental directive, Recipient shall 
innnediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient 'vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Infonnation. If, in the absence of a 
protective order, Recipient is required as a 1nattcr of la'v to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information \vhere to do so 'vould 
violate applicable law. 

7. REMEDIBS. Recipient acknowledges and agrees that violation oftl1is NDA shall constitute 
a material breach of this NDA and may be grounds for tennination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying furtlier access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative deba1ment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to infomiation which: (a) was in Recipienfs possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or {d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Infonnation and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infonnation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the iight or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
constrned in conformance with the laws of the State ofCalifomia. Venue for all litigation relative to 
the fonnation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and wan-ants he/she 
ha:s the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infonnation; (b) may be modified only by written amendment signed by the 
Recipienfs officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or in1paired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without forther action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

REClP~~ 

Print Name 

Emp oyer ,/" 

£ri. 1-t\ Mor 
Title 

Business Address 

(U1s ) -2.'tr -320" 
Telephone 

mc.t.m~ l~o (i) S~,lorco.,scJffJ,,, • Coltt 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered into as ofthi~ day of bvY, 
______ , 2o_l.r_ (the "E ective Date"), by D >-.> - r"""' 
an individual employee of C 
("Recipient"), concerning Co idential Infonnation to be provi ed by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order. forjle~ipient to perform services for the Airport as specified under 
Airport Contract No. iQ) ( 1 ·~ ( . The Discloser and the Recipient 
intend that the furnishing of Confidential Infonnation (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic irlfonnation, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Infommtion as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Infonnation as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which information or access to such irlfonnation is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such inforu1ation is 
in its 01iginal fom1, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Infom1ation shall also be considered Co~1fidential Infonnation). Confidential 
Information shall also mean proprietary, trade secret or other protected infomrntion, identified as 
Confidential Infommtion by the Discloser. This NDA shall govern all Confidential Info1mation 
provided to Recipient during the tem1 of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 use§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in perfonnirlg services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infonn individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and "disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated ill this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involvirlg Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Infonnation in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
infonnation. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, in accordance with the 
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tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities n1ay conduct inspections, at any time or place, for the purpose of ensuring 
compliance \vith the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
n1isplacement, unauthorized disclosure, or other security violation Recipient has kno,vledge of, 
\Vhether or not Recipient has direct involvement in such circumstances. Recipient's anonyinity \Vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORL'1ATION. Recipient shall return or, with the express pennission of the Discloser, destroy all 
tangible infonnation obtained during the tenn of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Infonnation. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing b9ard, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Infonnation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Infonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event tliat disclosure of Confidential 
Infom1ation is mandated by a court order or express govenunental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient \Vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Infonnation 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infom1ation \Vhere to do so \vould 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for tennination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA n1ay also result in adtninistrative debarment and/or civil or crin1inal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
ren1edies or money dan1ages available at la\v or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA in1poses no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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----from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infonnation. 

10. NO \V AIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
constrned in confonnance with the laws of the State of California. Venue for all litigation relative to 
the fomrntion, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infonnation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and. (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without forther action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

Print Name 

Title 

Business Address 

Telephone 

t.l b1.~t<..bi""50~";@ 5°'\jloY(0 ~'\~· ~11 h~ . (OVI\ 

E-mail Address 
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NONDISCLOSURE AGREEMENT 
:FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is e1 e d · to as of th· 2£ day of Jlv(ov ~ 
______ , 20~ (the "Effective Date"), by 0. V('U>u 

an individual employee of t,.O/v. vt-Tr. 
("Recipient"), concerning Confidential Information to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in orde11~ ReciijienH o perfonn services for the Airport as specified under 
Airport Contract No. ~~ ( ( • l,_ ( . The Discloser and the Recipient 
intend that the fomishing of Confidential Information (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic infom1ation, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not lintited to Private 
Information as defined under San Francisco Adntinistrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined w1der the 
Homeland Security Act of2002 and 6 CFR §29.2, which infommtion or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electroruc 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected infom1ation, identified as 
Confidential Information by the Discloser. Thls NDA shall govern all Confidential Information 
provided to Recipient during the term of tltis NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC § 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infommtion solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or dissentinate Confidential Information to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Infomrntion of the confidential nature of this information and the restrictions 
on its use, dissentination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve t11e confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Information from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of infomiation to which Recipient is granted access. Recipient understands that the Airport or other 
govemmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance with the condition for access, dissetnination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has knowledge of, 
\Vhether or not Recipient has direct involve1nent in such circu1nstances. Recipient's anonymity \Vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, witl1 the express pennission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agree1nent. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon tl1e Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or otl1er legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express govemmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient \Vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of la\v to disclose the Confidential Infonnation, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in tl1is Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific perfonnance and iajunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipienes possession before receipt from Discloser; or (b} is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Infonnation. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Information. 

10. NO W AIYER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into tQ.is Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infonnation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

RECIPIENT: 

~~ 
Print Name 

SArlUJt 
Employer 

Business Address 

Telephone 

fl.-& Ul lA'V (:!) , (err;o,.s ~·.6/,-';:/ 
E-mail Address (/ 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is e1~e~d into j!!.OJ~s "lf day of Avu~ 
______ , 20..!I_ (the "Effective Date"), by-+ffi_...,..,,&'r-..__.._--:--:;L;=-'~----:"-::---.-----=---------
an individual employee of ·~-n 
("Recipient"), concerning Confidential Infom1ation to be provided by the ity and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Aiiport will provide certain Confidential 
Information to Recipient ill order fpr RecW e1\t J<i perfonn services for the Airport as specified under 
Airport Contract No. l 0 l II.' 'i J . The Discloser and the Recipient 
ii1tend that the furnishing of Confidential lnfomiation (as defined below) to Recipient will not render 
such information subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic illfonnation, written, electronic, or oral, relating to AU-port 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
lnfom1ation as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Infonnation or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of 2002 and 6 CFR §29.2, which infonnation or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or othenvise acquired by the 
Recipient durillg the course of dealillgs with the Airport and regardless of whether such infonnation is 
in its original fom1, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzii1g 
Confidential Information shall also be considered Confidential Information). Confidential 
Information shall also mean proprietary, trade secret or other protected infomiation, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient durillg the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties ill perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certain irldividuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall illfonn ii1dividuals having access to 
Discloser's Confidential hlfonnation of the confidential nature of this information and the restrictions 
on its use, dissemillation, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such ii1fonnation as to third 
parties. Each employee, agent, and contractor of Recipient identified as havrng a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated ill this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Information iii a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or iiiadvertent access to such 
information. The Airport has placed special confidence and trust ill Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, ill accordance with the 
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terms of this Agreement and the la,vs, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
govennnental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance 'vith the condition for access, dissemination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has kno,vledge of, 
'vhether or not Recipient has direct involvement in such circumstances. Recipient's anonymity 'vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express perntlssion of the Discloser, destroy all 
tangible information obtained during the term of tltls NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agree1nent. 

5. OWNERSIIlP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
tltls NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be constrned as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under tills Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by tills Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable perntlt Discloser to seek a 
protective order or take other appropriate action. Recipient 'vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of la'v to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult 'vith Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying furtlier access to any Airport Confidential Infonnation. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA in1poses no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infomiation. 

10. NO W AIYER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the fonnation, interpretation, and perfonnance of this NDA shall be in Sau Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infonnatiou; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effectiven::._. 

RECIPIENT: --rr ~ 

Title 

7 I 8-l'ZVOJ.fvv fr( 
Business Address 

Telephone 

,__~ __ e_---+--lor_t,c_...,-=!!J./----'-'-"-~ · ~ 
E-mail Address 
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NONDISCLOSURE AGREEMENT 

FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is e5~to. as ofthi~~ of~rr 
_ _ ____ , 201[_ (the "Effective Date"), by~~~ C7V\J~~-~CJ_;~~~~--~--~-~~-­
an individual employee of ~(~ {,.oNScA2C.t.h ~ 
("Recipient"), concerning Confidential Information to be provided by ~d County of San 
Francisco, a municipal corporation, acting by and through its Airport Conunission, the owner and 
operator of the San Francisco International Airport (the "Aitport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certait1 Confidential 
Information to Recipient ID or er for eci · e t to perfom1 services for the Airport as specified under 
Airport Contract No. . The Discloser and the Recipient 
intend that the fumishIDg of Confidential Information (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic it1fomrntion, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedures, includit1g but not litnited to Private 
Information as defined under San Francisco Ad1ninistrative Code Chapter 12M, and Critical 
Infrastructure Infonnation or Protected Critical Infrastructure Infonuation as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
ID its origIDal form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzIDg 
Confidential Infomiation shall also be considered Confidential lnfonnation). Confidential 
Information shall also mean proprietary, trade secret or other protected itlfommtion, identified as 
Confidential Infomiation by the Discloser. This NDA shall govern all Confidential Infonuation 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. «Security Sensitive Information" means 
infomiation described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infonnation solely for use in 
connection with Recipient's duties ID perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Information to anyone other than certait1 individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform IDdividuals havit1g access to 
Discloser's Confidential Infonuation of the confidential nature of this infonnation and the restrictions 
on its use, dissemitlation, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infom1ation as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" ill 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tenns as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and theit" respective duties in connection with the services 
itivolving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION At~D SECURITY SENSITIVE 
JNFORMATION. Recipient shall handle and safeguard Confidential Information ill a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or it1advertent access to such 
illfonnation. The Airpo.rt has placed special confidence and tmst ill Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, it1 accordance with the 
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temis of this Agreement and tl1e laws, regulations, and directives applicable to the specific categories 
of infonnation to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
co1npliance \Vith the condition for access, dissemination, handling and safeguarding information under 
this Agreement. Recipient shall promptly report to the Discloser any loss, tlieft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has kno\vledge of, 
\vhether or not Recipient has direct involvement in such circutnstances. Recipient's anonymity will be 
kept to the extent possible when repmting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Aitport; or (c) two years from the date of this 
Agreement. 

5. OWNERSIDP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential lnfomiation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Notl1ing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon !lie Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential lnfomiation shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential lnfonnation. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable pem1it Discloser to seek a 
protective order or take other appropriate action. Recipient \vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of law to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release information where to do so would 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying further access to any Aiiport Confidential Information. Violation of this 
NDA may also result in administrative debarment and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential lnfom1ation and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential lnfomtation. 

10. NO W AIYER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in conformance with the laws of the State of California. Venue for all litigation relative to 
the formation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infom1ation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as (;ffective Date. 

RE~l: 

Dti-AN 
Print Name 

~ GoA&L-WLG, ~ 
Employer 

S&.r-a!L li.ll:rm'4!- 0MW1~ 
fitle 

?<~~n 
Business Address 

Telephone · 

Jt;,t££CN 6Yt.8 .St••.tf ar""""s'-'/-li~ · c.,.., 
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NONDISCLOSURE AGREEMENT 
FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is en ered into a of this 
_____ , 2o_tr (the "Effective Date"), by ~4~~W.~~q_-J.!.~'-"~~ao£.-_ 
an individual employee of <A..AfN 
("Recipient"), concerning Confi ential Infonnation to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Allport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide ce11ai11 Confidential 
Information to Recipient in order or ~ci ie perform services for the Airport as specified under 
Airport Contract No. ) ( ' . The Discloser and the Recipient 
intend that the furnishing of Confidential Information (as defined below) to Recipient will not render 
such infonuation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
teclmology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under t~ 
Homeland Security Act of2002 and 6 CFR §29.2, which infonnation'or access to such infonnation is 
supplied by the Allport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infomiation is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a report analyzing 
Confidential lnfonnation shall also be considered Confident~al Information). Confidential 
Information shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential Information by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tenn of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATiON AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Infonnation solely for use in 
connection with Recipient's duties in perfonuing services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Infonnation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Information of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agent~ and contractors will preserve the confidentiality of such information as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Infonnation shall be required to 
execute a Non-Disclosure Agreement under the same tem1s as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Infonnation. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential lnfomrntion in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
infom1atio11. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential lnfomrntion from unauthorized disclosure, in accordance with the 

San Francisco International Airport Page 1of4 Nondisclosure Agreement 



tenns of this Agreetnent and the la\VS, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
govenunental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance \vith the condition for access, dissemination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has kno\vledge of, 
\vhether or not Recipient has direct involvement in such circun1stances. Recipient's anonyn1ity \Vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, with the express permission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
otherwise in any Confidential Information. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secre~ service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Infomiation is mandated by a court order or express govermnental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient \vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a n1atter of la\v to disclose the Confidential Infonnation, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult \Vith Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infonnation \Vhere to do so \vould 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Infomrntion. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debannent and/or civil or criminal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to infonnation which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or {d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
wananty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential fufonnation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in confommnce with the laws of the State of California. Venue for all litigation relative to 
the fo1mation, interpretation, and perfonnance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and wanants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, · 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maxinmm extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

'~~(~ 
Print Name 

Yr/Cdt CflA.J~vt,e7AJb 6#-o'f 
Employer 

Title 

Business Address 

Telephone 

~f::~AN(J ..!iN.to (<.C,oNSvLTr.vt 4-
E-mail Address 
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NONDISCLOSURE AGREEMENT 

FOR INDIVIDUAL PERSONS 

THIS NONDISCLOSURE AGREEMENT (NDA) is entered intI~~his 1(ciay of Av G. v.l.J 
____ , 20J,r: (the "Effective Da~"), by U#{ ~ Z:..H&J 
an individual employee of_--...);.q::.:W.d!~/(.::::_-£AM~t...L.~~l(.;>..-..C.:::~~~---­
("Recipient"), concerning Co ential Infom1atlon to be provided by the City and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco hlternational Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order for Recipien~ tp erfonn services for the Airport as specified under 
Airport Contract No. l . I • '1 . The Discloser and the Recipient 
intend that the famishing of Confidential lnfomrntion (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic information, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Information as defined under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Infommtion or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such information is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such infonnation is 
in its original fom1, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential lnfonnation (i.e. , a report analyzing 
Confidential lnfomtation shall also be considered Confidential Information). Confidential 
Infonnation shall also mean proprietaiy, trade secret or other protected infonnation, identified as 
Confidential Infom1ation by the Discloser. This NDA shall govern all Confidential Infonnation 
provided to Recipient during the term of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
connection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential lnfonnation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall infonn individuals having access to 
Discloser's Confidential Information of the confidential nature of this infonnation and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infonnation as to third 
parties. Each employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential Information shall be required to 
execute a Non-Disclosure Agreement under the same tern1s as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Information. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential Infonnation in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Jnfonnation from wrnuthorized disclosure, in accordance with the 
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tenns of this Agreement and tlie laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities may conduct inspections, at any time or place, for the purpose of ensuring 
compliance 'vith the condition for access1 dissen1ination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, theft, misuse, 
misplacement, unauthorized disclosure, or other security violation Recipient has kno\vledge of, 
\Vhether or not Recipient has direct involvement in such circumstances. Recipient's anonyn1ity \Vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITNE 
INFORMATION. Recipient shall return or, with the express pemtission of the Discloser, destroy all 
tangible information obtained during the term of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreen1ent. 

S. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Infonnation under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Infonnation. Nothing 
contained in this Agreement shall be construed as granting or conferring any rights by license or 
othenvise in any Confidential Infonnation. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Infonnation shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or othenvise, to have access to or use the Confidential 
Information except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secre~ service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by tltis Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
irnmediately notify Discloser and shall take all reasonable steps to enable pemtit Discloser to seek a 
protective order or take other appropriate action. Recipient \Vill also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treabnent will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a 1natter of la\v to disclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Infonnation 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in tl1is Agreement 
shall require Recipient to take any action, or to refuse to release information \Vhere to do so \vould 
violate applicable law. 

7. REMEDIES. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of tltis and any underlying or 
related contract for services involving the use of Confidential Infomiation. Violation of this NDA 
may be grounds for denying further access to any Airport Confidential Infonnation. Violation of this 
NDA n1ay also result in administrative debannent and/or civil or crintinal action. Discloser shall be 
entitled to specific performance and injunctive and other equitable relief, in addition to any other 
remedies or money damages available at law or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (e) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WARRANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infommtion. 

10. NO W AIYER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
construed in confonnance with the laws of the State of California. Venue for all litigation relative to 
the fonnation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Infomiation; (b) may be modified only by written amendment signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maximum extent possible so as to effect the intent of the 
Discloser and Recipient and shall be refonned without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effective Date. 

San Francisco International Airport 

.....___ __ 

Print Name 

54-YlAJ/l l.9 /V Suc::TW(, 6/-DvjJ 
Employer 

Title 
{..,,A>o µ> (Nit[~ 

7 t UWTuh:v\l Sc 
Business Address 

Telephone 

weftfN®-*~v~~- &o/'{ 
E-mail Address 
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NONDISCLOSURE AGREEMENT 
FOR INDIVTDUAL PERSONS 

THIS NONDISCLOS~ AGREEMENT (NDA) is ent ed i to 
_____ _ , 20 \"') (the " tive ate"), by--~~~.__..,,=:..;:.~--=~-'---'.L__:.~~..___.~rw.1-
an individual employee of ,. 
("Recipient"), concerning Confidential Infonnation to be provi ed by the C and County of San 
Francisco, a municipal corporation, acting by and through its Airport Commission, the owner and 
operator of the San Francisco International Airport (the "Airport" or "Discloser"). 

RECIPIENT hereby agrees as follows: 

1. CONFIDENTIAL INFORMATION. The Airport will provide certain Confidential 
Information to Recipient in order or Recipie t o erform services for the Airport as specified under 
Airport Contract No. 0 ~ f . The Discloser and the Recipient 
intend that the fornishing of Confidential Infonnation (as defined below) to Recipient will not render 
such infonnation subject to public disclosure or disclosure to any third party. "Confidential 
Information" means any and all nonpublic infom1ation, written, electronic, or oral, relating to Airport 
technology, computer, or data systems, processes, or procedures, including but not limited to Private 
Infonnation as defmed under San Francisco Administrative Code Chapter 12M, and Critical 
Infrastructure Information or Protected Critical Infrastructure Information as defined under the 
Homeland Security Act of2002 and 6 CFR §29.2, which information or access to such i11fom1ation is 
supplied by the Airport or on behalf of the Airport to the Recipient or otherwise acquired by the 
Recipient during the course of dealings with the Airport and regardless of whether such information is 
in its original form, a copy, or a derivative product. "Derivative" means written or electronic 
material created from or with, or based on Confidential Information (i.e., a repo11 analyzing 
Confidential Information shall also be considered Confidential lnfonnation). Confidential 
lnfonnation shall also mean proprietary, trade secret or other protected infonnation, identified as 
Confidential Infonnation by the Discloser. This NDA shall govern all Confidential Information 
provided to Recipient during the tem1 of this NDA that Discloser has provided either directly, 
indirectly, or through access to Airport systems or data. "Security Sensitive Information" means 
information described in 49 USC§ 1520.5. 

2. USE OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient agrees to accept Discloser's Confidential Information solely for use in 
cormection with Recipient's duties in perfonning services for the Airport. Recipient shall not disclose, 
publish, or disseminate Confidential Infonuation to anyone other than certain individuals on a need­
to-know basis, as reviewed by the Airport. Recipient shall inform individuals having access to 
Discloser's Confidential Infomrntion of the confidential nature of this information and the restrictions 
on its use, dissemination, duplication and disclosure, and shall assume the responsibility that such 
employees, agents and contractors will preserve the confidentiality of such infonnation as to third 
parties. fach employee, agent, and contractor of Recipient identified as having a "need-to-know" in 
connection with the receipt, review or evaluation of the Confidential lnfomiation shall be required to 
execute a Non-Disclosure Agreement under the same terms as stated in this NDA. Recipient shall 
provide Discloser with a copy of the executed Non-Disclosure Agreements and a master list of the 
employees, agents, and contractors and their respective duties in connection with the services 
involving Confidential Infonnation. 

3. PROTECTION OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall handle and safeguard Confidential lnfonnation in a manner that 
affords sufficient protection to prevent the unauthorized disclosure of or inadvertent access to such 
information. The Airport has placed special confidence and trust in Recipient and Recipient is 
obligated to protect Confidential Infonnation from unauthorized disclosure, in accordance with the 
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terms of this Agreement and the laws, regulations, and directives applicable to the specific categories 
of information to which Recipient is granted access. Recipient understands that the Airport or other 
governmental entities tnay conduct inspections, at any tllne or place, for the purpose of ensuring 
con1pliance \vith the condition for access, dissen1ination, handling and safeguarding infonnation under 
this Agreement. Recipient shall promptly report to the Discloser any loss, tl1eft, misuse, 
ntlsplacement, unauthorized disclosure, or other security violation Recipient has kno\vledge of, 
\Vhether or not Recipient has direct involven1ent in such circun1stances. Recipient's anonymity \Vill be 
kept to the extent possible when reporting security violations. 

4. RETURN OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. Recipient shall return or, witl1 the express permission of the Discloser, destroy all 
tangible information obtained during the tenn of this NDA upon the earlier of (a) request of the 
Airport; (b) the completion of services to the Airport; or (c) two years from the date of this 
Agreement. 

5. OWNERSHIP OF CONFIDENTIAL INFORMATION AND SECURITY SENSITIVE 
INFORMATION. The City and County of San Francisco owns all Confidential Information under 
this NDA. Recipient shall have no right, title, or interest in any Confidential Information. Nothing 
contained in this Agreement shall be constmed as granting or confe1ring any rights by license or 
otherwise in any Confidential Infomiation. This Agreement shall be binding upon the Recipient and 
its officers, directors, governing board, parent corporations, subsidiaries, affiliates, successors and 
assigns. In addition, all Confidential Information shall remain the exclusive property of Discloser, and 
Recipient shall have no rights, by license or otherwise, to have access to or use the Confidential 
Infonnation except as expressly provided under this Agreement. No patent, copyright, trademark, 
trade secret, service mark or other legally protected proprietary right is licensed, granted or otherwise 
conveyed by this Agreement with respect to the Confidential Information. 

6. COMPLIANCE WITH COURT ORDER OR PUBLIC DISCLOSURE LAWS AND 
SECURITY SENSITIVE INFORMATION. In the event that disclosure of Confidential 
Information is mandated by a court order or express governmental directive, Recipient shall 
immediately notify Discloser and shall take all reasonable steps to enable permit Discloser to seek a 
protective order or take other appropriate action. Recipient will also, at no cost or expense to 
Discloser, cooperate in Discloser's efforts to obtain a protective order or other reasonable assurance 
that confidential treatment will be afforded the Confidential Information. If, in the absence of a 
protective order, Recipient is required as a matter of la\v to di_sclose the Confidential Information, it 
may disclose to the party compelling the disclosure only the part of the Confidential Information 
required by law to be disclosed (in which case, where possible prior to such disclosure, Recipient will 
advise and consult with Discloser and its counsel as to such disclosure). Nothing in this Agreement 
shall require Recipient to take any action, or to refuse to release infomiation where to do so would 
violate applicable law. 

7. REMEDIBS. Recipient acknowledges and agrees that violation of this NDA shall constitute 
a material breach of this NDA and may be grounds for termination of this and any underlying or 
related contract for services involving the use of Confidential Information. Violation of this NDA 
may be grounds for denying furtl1er access to any Airport Confidential Information. Violation of this 
NDA may also result in administrative debam1ent and/or civil or criminal action. Discloser shall be 
entitled to specific perfomrnnce and injunctive and other equitable relief, in addition to any other 
remedies or money dan1ages available at la\v or in equity. 

8. INDEPENDENT KNOWLEDGE. This NDA imposes no obligation upon Recipient with 
respect to information which: (a) was in Recipient's possession before receipt from Discloser; or (b) is 
or becomes a matter of public knowledge through no fault of Recipient; or (c) is received by Recipient 
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from a third party without a duty of confidentiality; or (d) is disclosed by Recipient with Discloser's 
prior written approval; or (c) is developed by Recipient without reference to Confidential Information. 

9. NO REPRESENTATIONS AND WAIUlANTIES. Discloser makes no representation or 
warranty as to the accuracy or completeness of the Confidential Information and Recipient agrees that 
Discloser and its employees and agents shall have no liability to Recipient resulting from any access 
to or use of the Confidential Infonuation. 

10. NO WAIVER. If the Discloser fails to enforce any right or remedy under this Agreement, 
that failure is not a waiver of the right or remedy for any other breach or failure by the Recipient. 

11. AGREEMENT MADE IN CALIFORNIA; VENUE. This NDA shall be governed by and 
constmed in confomiance with the laws of the State of California. Venue for all litigation relative to 
the fonnation, interpretation, and performance of this NDA shall be in San Francisco. 

12. AUTHORITY. The undersigned representative of Recipient represents and warrants he/she 
has the requisite power and authority to enter into this Agreement on behalf of the Recipient corporate 
entity. 

13. ENTIRE AGREEMENT. This Agreement: (a) represents the entire NDA with respect to 
the Confidential Information; (b) may be modified only by written amendment· signed by the 
Recipient's officers or authorized designees; and (c) contains headings for reference only; these 
headings have no effect on any provision's meaning. 

14. SEVERABILITY. Should the application of any provision of this NDA to any particular 
facts or circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, 
then (a) the validity of other provisions of this NDA shall not be affected or impaired thereby, and (b) 
such provision shall be enforced to the maxinmm extent possible so as to effect the intent of the 
Discloser and Recipient and shall be reformed without further action by the Discloser or the Recipient 
to the extent necessary to make such provision valid and enforceable. 

THIS AGREEMENT IS EXECUTED by the Recipient as of the Effe 

RECIPillNT: 

S/NIA>I:_ CP&!IvL..7tllA bP>~ 
Employer 

~-~~Q,{_ 
Title w:: 

?t y-~ s-r 
Business Address 

Telephone 

1~~-Siv-1' ~.s~(h (}""" 
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