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FILE NO. 180564 ' RESOLUTION NO.

[Renewal Agreement - Data Center Space and Services - 3101 Gold Center Drive, Rancho
Cordova, California - $756,840 Annual Base Rent - Not to Exceed $2,385,938.10]
Resolution authorizing a renewal agreement for the use of space and communication
services within an existing data center located at 3101 Gold Center Drive, Rancho
Cordova, California from the State of California Technology Agency, Office of
Technology Services, for a three-year term, commencing July 1, 2018, through

June 30, 2021, at a monthly base rate of $62,720 for a total annual rate of $756,840 in an
amount not exceed $2,385,938.10.

WHEREAS, Critical business systems of the City and County of San Francisco should
have redundant recovery systems and facilities to be used in the event primary data centers
become non-functional due to a natural disaster, criminal activity, or other emergency; and

WHEREAS, The Department of Technology has adopted and implemented a policy
that calls for the development of a comprehensive information technology Disaster Recover
("DR”) plan that involves not only placing business critical infrastructure at 200 Paul Street in
San Francisco, but also designating a DR hot site at an appropriate out of area location so
that such business critical operations of the City may continue until normal business
operations resume and the selected out of area site is 3101 Gold Center Drive in Rancho
Cordova (the “Facility”); and

WHEREAS, The Facility provides the City with an ability to replicate City data on a
regularly scheduled basis, is accessible by the City, is in a secure and stable environment,
provides an opportunity for monthly, quarterly and semi-annual tests to ensure full
functionality, and is reasonably priced; and

WHEREAS, The State of California, through its Department of Technology (the

“State”), has maintained this robust disaster recovery facility at a reasonable cost to other

Real Estate Division
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agencies desirous of securing off-site critical data redundancy in a secure and stable
environment; and

WHEREAS, The City and County of San Francisco has found the Facility meets our
DR objectives to recover as quickly and effectively as possible from an unforeseen disaster or
emergency which interrupts information systems and business operations; and

WHEREAS, A Renewal Agreement with the State has been negotiated by the Director
of Property, in consultation with the City’s Department of Technology, which is on file with the
Clerk of the Board of Supervisors under File No. 180564 (the “Agreement”); and

WHEREAS, The Agreement has a term of three years, from July 1, 2018, to
June 30, 2021; and .

WHEREAS, The base monthly rental cost is pursuant to a rate structure published by
the State, which results in a full service rate of $62,720.00 per month to meet the needs of the
City and County of San Francisco, with an additional annual installation expense of $4,200.00
for necessary electrical circuits; and

WHEREAS, The Director of Property has determined that the proposed lease rates are '
reasonable and represent fair market rent for the Facility, given the services provided; now,
therefore, be it

RESOLVED, That the Board of Supervisors, in accordance with the recommendations
of the Director of Property and Director of Department of Technology, hereby approves the
Agreement, in substantially the form presented to this Board, and authorizes City staff to take
all actions necessary to occupy the Facility consistent with the Agreement; and, be it

FURTHER RESOLVED, That the Board of Supervisors authorizes the Director of
Property, in consultation with the City Attorney and Director of the Department of Technology,
to enter into any additions, amendments, extensions, or other modifications to the Agreement

that the Director of Property determines are in the best interests of the City, do not materially
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decrease the benefits to the City, and are in compliance with all applicable laws, including the
City’s Charter, and may result in a fiscal impact due to either adjusted rate schedules as
posted by the State, or expanded use of the Facility by City; and, be it

FURTHER RESOLVED, That the Director of Property is hereby authorized and urged,
in the name and on behalf of the City and County, to take any and all steps (including, but not
limited to, the execution and delivery of any and all certificates, agreements, notices,
consents, and other instruments or documents) as the Director of Property deems necessary
or appropriate in order to consummate the Agreement, or to otherwise effectuate the purpose
and intent of this Resolution, such determination to be conclusively evidenced by the
execution and delivery by the Director of Property of any such documents; and, be it

FURTHER RESOLVED, That the City shall occupy the Facility for the full term of the
Agreement unless funds for the rental payments are not appropriated in any subsequent fiscal
year at which time the City may terminate the Agreement with advance notice to State; and,
be it | _

FURTHER RESOLVED, That said Agreement shall be subject to certification as to
funds by the Controller, pursuant to Charter, Section 6.302; and, be it

FURTHER RESOLVED, That all actions heretofore taken by the officers of the City
with respect to the Agreement, or authorized and directed by this Resolution, are hereby.

ratified, approved, and confirmed by this Board of Supervisors.

Real Estate Division
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RECOMMEI\§(E€J\ {

John Updika,_ ') L}\
Director of Property

RECOMMENDED:

Linda Gerull
Director
Department of Technology

Real Estate Division
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Item 16 Departments
File 18-0564 Technology
Real Estate

Legislative Objectives

s The proposed resolution authorizes a renewal agreement between the City and the State
of California Technology Agency, Office of Technology Services, for the use of space and
communication services within a State data center for a three-year term, from Jjuly 2018
through June 2021, for a total amount over the three-year term of $2,385,938. The
renewal agreement (a) increases the number of data cabinets available from up to 20 to
up to 30, in order to store additional data as City departments consolidate backup data at
the Rancho Cordova location and as departments incorporate offsite data storage and
recovery into their continuity of operations plans, and (b) adds in a gateway to
consolidate departments’ cloud provider connections, which will allow the Department of
Technology to more easily manage and secure departments’ connections to cloud
providers.

Key Points

e The City has an existing agreement with the State of California Technology Agency, in
which the State provides data center services outside of the City to back up and allow for
the recovery of the City’s information technology systems and data. The existing
agreement began in 2013 and expires in June 2018.

Fiscal Impact

e The annual total for the first year under the proposed agreement is $756,840. The second
and third year totals increase annually by 5 percent, for a total three-year maximum
under the agreement of $2,385,938.

e The proposed agreement increases the annual total cost by $289,392, or 62 percent, from
the annual total cost under the existing agreement of $467,448, due largely to the
increase in cabinets from up to 20 cabinets to up to 30 cabinets.

e Costs incurred under the proposed renewed agreement will be allocated first to individual
Departments for specific systems backups that are currently in place. The cost balance will
then be allocated to all City departments based on each department’s relative share of
Citywide full-time equivalent (FTE) positions.

Recommendation

e Approve the proposed resolution.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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MANDATE STATEMENT

City Administrative Code 23.27 states that any lease with a term of one year or longer or with
rent of $5,000 or more and where the City is the tenant is subject to Board of Supervisors
approval. ’

BACKGROUND

in May 2013, the Board of Supervisors approved an agreement between the City and the State
of California Technology Agency, Office of Technology Services for disaster recovery services
(File 13-0378). Under the terms of the agreement, the State provided data center service
outside of the City to back up and, in the event of a natural or human-made disaster, allow for
the recovery of City information technology systems and data. The agreement was for two
years between July 1, 2013 and June 30, 2015, with two two-year options to extend, for space
and communication services at a co-location data facility located at 3101 Gold Center Drive,
Rancho Cordova, California. The maximum amount of the agreement was $130,474 per year,
plus applicable one-time costs and power costs, for a total maximum of $265,891 over the two
years. The initial agreement provided for six dedicated data cabinets and communication
services at the facility.

In 2015, the City extended the agreement for a three-year term through June 30, 2018. At the
time of extension the City increased the number of data cabinets from six to up to 20.*
According to Mr. Fazulul Haque Sheik of the Department of Technology, the increase in data
cabinets was for two reasons;

1. The Department of Technology is working with other City departments to consolidate
departments’ data systems into shared data centers, including the Rancho Cordova site,
requiring additional data cabinet storage. Consolidation of multiple departments’ data
systems in a shared data center offers cost savings and provides increased systems
security.

2. The Department of Technology and the Department of Emergency Management are
assisting other City departments with technology disaster recovery and continuity of
operations plans® to ensure continuity of operations in the event of a disaster. The
Department of Technology has uncovered a lack of system and data redundancy
needed for continuity of operations, and therefore the Department is also assisting

! According to the Budget and Legislative Analyst’s report to the May 15, 2013 Budget and Finance Committee, the
lease between the City and the State of California allowed for the Director of the City’s Real Estate Division to (a)
extend the lease for two two-year extensions through June 30, 2019 at the rent established by State regulations,
and (b) add equipment and services to the lease for an amount up to $5,000 per month ($60,000 per year), subject
to Board of Supervisors appropriation approval.

A continuity of operations plan outlines a department’s process for maintaining its essential operations,
organizational functions, personnel, systems, and records when interrupted by a disaster. In 2016, the Committee
on Information Technology passed a Citywide policy requiring each department to develop a continuity of
operations plan for its technology systems.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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with the engineering and construction of backup and disaster recovery sites, including
the Rancho Cordova site, which requires additional data cabinets for storage.

The maximum amount under the three-year extension was $467,448 per year in the initial year,
increasing by 5 percent each year, for a three-year maximum of $1,473,630. Under the terms of
the agreement, the City pays only for the data cabinets that are used, and the City currently
uses 18 of the 20 available data cabinets. As of May 2018, $990,266 has been expended and
$372,436 has been encumbered under the three-year extension.

According to Mr. Sheik, costs incurred under the existing agreement are first allocated to
individual departments for specific systems backups that are currently in place. The cost
balance is then allocated to all City departments, including the San Francisco Public Utilities
Commission and Port, based on each department’s relative share of Citywide full-time
equivalent (FTE) positions.

DETAILS OF PROPOSED LEGISLATION

The proposed resolution authorizes a renewal agreement between the City and the State of
California Technology Agency, Office of Technology Services, for the use of space and
communication services within a State data center for a three-year term, from July 2018
through June 2021, for a total amount over the three-year term of $2,385,938. The renewal
agreement (a) increases the number of data cabinets available from up to 20 to up to 30, in
order to store additional data as City departments consolidate backup data at the Rancho
Cordova location and as departments incorporate offsite data storage and recovery into their
continuity of operations plans, and (b) adds in a gateway to consolidate departments’ cloud
provider connections, which will allow the Department of Technology to more easily manage
and secure departments’ connections to cloud providers.

As under the existing agreement, the City will pay only for the data cabinets it uses under the
proposed renewal agreement.

FISCAL IMPACT

The annual total for the first year under the proposed agreement is $756,840. The second and
third year totals increase annually by 5 percent, for a total three-year maximum under the
agreement of $2,385,938, as shown in Table 1 below. The rates charged under the proposed
agreement are established by the State in the California Department of Technology Rate
Schedule (version 34, effective October 1, 2017) and are not negotiated.

Table 1: Annual Rates under Proposed Agreement

Year 1 total $756,840
Year 2 total (year 1 plus 5%)  $794,682
Year 3 total (year 2 plus5%)  $834,416
3-year total $2,385,938

The proposed agreement increases the annual total cost by $289,392, or 62 percent, from the
annual total cost under the existing agreement of $467,448, due largely to the increase in

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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cabinets from up to 20 cabinets to up to 30 cabinets. As shown in Table 2 below, $216,312 of
the increase is due to the additional data cabinets that will be available to the City and
associated power costs, and $99,480 is due to the additional equipment and services related to
the addition of the gateway to consolidate cloud provider connections. The additional charges
are offset by a reduction of $26,400 in network installation costs not proposed under the
renewed agreement.

Table 2: Changes to Services under Proposed Agreement

2015-2018 Agreement Proposed Agreement Change
Annual Annual
unit price  Units Total unit price  Units Total

Data cabinets $20,508 20 $410,160 | $20,508 30 $615,240
Power exceeding 3.5 kW 1,404 22 30,888 1,404 30 42,120

Subtotal, cabinets and power 441,048 657,360 | $216,312
Cable installation - - - 1,050 4 4,200
Connectivity - - - 30,000 2 60,000
Cloud provider - - - 35,280 1 35,280

Subtotal, cloud provider gateway 99,480 99,480
Network installation 1,320 20 26,400 - - -| (26,400)
Total, annual base amount $467,448 S$756,840 | 5289,392

Additional data cabinets

According to Mr. Sheik, the increase of up to 30 data cabinets is proposed according to the
Department’s estimate of the total data storage that will be needed as City departments
continue to consolidate their data systems into the shared Rancho Cordova site and as
departments develop and incorporate offsite data storage and backup as part of recovery and
continuity of operations plans.

Cloud provider gateway

According to Mr. Sheik, when a department wishes to use a cloud provider, the department
must work with the Department of Technology to establish a unique connection with a cloud
provider that must be individually secured and managed. The cloud provider gateway added
under the proposed new agreement will consolidate the connects to cloud providers, making it
easier for the Department of Technology to manage and secure departments’ connections, and
also allow departments to have a choice of cloud providers and easily change providers as
needed.

Allocation of costs

As under the current agreement, costs incurred under the proposed renewed agreement will
be allocated first to individual Departments for specific systems backups that are currently in
place. The cost balance will then be allocated to all City departments based on each
department’s relative share of Citywide full-time equivalent (FTE) positions. According to Mr.
Sheik, as departments assign specific workloads to be backed up at the Rancho Cordova site,

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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more of the cost allocation will be based on usage charges and less on a Department’s share of
Citywide FTE positions.

According to Mr. Leo Levenson of the Department of Technology, the cost of the proposed
renewal agreement has been included in the Department’s proposed FY 2018-19 and FY 2019-
20 budgets and is supported by sufficient work order recoveries budgeted in other City
departments for FY 2018-19 and FY 2019-20.

RECOMMENDATION

Approve the proposed resolution.

SAN FRANCISCO BOARD OF SUPERVISORS BUDGET AND LEGISLATIVE ANALYST
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STATE OF CALIFORNIA
EDMUND G. BROWN, Jr., Governor

Cadlifornia Department of Technology

Administration Division

P.O. Box 1810 )
Rancho Cordova, CA 95741-1810 -7

Date: May 2, 2018

SUBJECT: 2017/2018 AGREEMENT PACKAGE FOR NON-STATE CUSTOMERS

The California Department of Technology 2017/2018 Agreement package is available for your completion and signature. All
renewals are due sixty (60) calendar days prior to the expiration date in order to execute in a timely manner.

Annual agreements are normally established on a fiscal year basis (July 1 — June 30); however, they may cover any time
period. To streamline paperwork, the California Department of Technology encourages multiple year Agreements. The
expiration date on all approved Agreement Packages may be extended by submitting an amendment in advance of the
expiration date.

The Department of General Services State Contracting Manual, Volume 3, Chapter 8.3.3, requires purchase
documents to be signed by a county, city, district, or other local public body must be accompanied by a resolution,
order, motion, or ordinance for the purchase document. Please ensure a copy of such documentation is submitted
with your completed Agreement Package. Lack of such documentation will result in a delay of execution.

Please complete two (2) Agreement Packages with original signatures no later than 60 calendar days prior to the expiration
date, and return to the I1AA Processing Analyst at:

California Department of Technology

Acquisition and IT Program Management Branch
Attention: 1AA Processing Analyst (MS Y-18)
P.O. Box 1810 -

Rancho Cordova, CA 95741-1810

Once the Agreement Package is fully executed, one (1) original copy will be returned to the attention of the designated
Contract Analyst listed in Exhibit C.

If you have any questions regarding the Agreement Package, please contact the California Department of Technology 1AA
Processing Analyst at (916) 431-5089, by email at iaaprocessinganalyst@state.ca.gov, or to be redirected to the Contract
Manager, clerical staff at (916) 431-5397. If you have any other questions regarding services, costs, rates, etc., please
contact your Customer Representative.

J. HERRERA, Branch Chief
Acquisition and IT Program Management

Enclosures

TECH 002 (10/15)



AGREEMENT INSTRUCTIONS

These instructions apply to agreements submitted by customers for services beginning on or after July
1,2017. .

STANDARD 213 IT - STANDARD AGREEMENT FOR L.T. GOODS/SERVICES ONLY

1. The Standard 213 IT is the cover page for the Agreement Package to which the exhibits are attached.

2. Sections titled “NON-STATE AGENCY NUMBER” and “CONTRACT NUMBER,” are prowded for identifying
purposes that pertains to the Agreement.

3. The term date is normally established by fiscal year {(July 1 — June 30), however, a multi-year Agreement is
encouraged.

4. The encumbrance amount of your Agreement will be estimated based upon the California Department of
Technology’s current rate schedule, which can be viewed at: hitps://cdt.ca.gov/services/rates/

EXHIBIT A — STATEMENT OF WORK

EXHIBIT B - BUDGET DETAIL AND PAYMENT PROVISIONS

1. The California Department of Technology will render invoices monthly in arrears and the Customer agrees to
pay monthly upon receipt of invoice.

EXHIBIT B-1 - COST WORKSHEET

EXHIBIT C — CUSTOMER COMPLETION FORM

1. Contact information must be provided to the California Department of Technology for recordkeeping
purposes.

2. The completion of Operational Recovery Inquiry is critical information to the California Department of
Technology for planning and meeting customer demand/requirements for these essential services.

EXHIBIT D — DEPARTMENT OF TECHNOIL OGY SERVICE CATALOG GENERAL PROVISIONS

EXHIBIT E — SPECIAL CONDITIONS

EXHIBIT F — PUBLIC LIABILITY LETTER




STATE OF CALIFORNIA

S ey REEMENT STANDARD AGREEMENT

FOR L.T. GOODS/SERVICES ONLY NON-STATE AGENCY

NON-STATE AGENCY NUMBER

. CONTRACTOR NUMBER

18-11780

1. This Agreement is entered into between the Non-State Agency and the Contractor named below
NON-STATE AGENCY NAME

CITY AND COUNTY OF SAN FRANCISCO (hereafter called Customer or City)
CONTRACTOR'S NAME
CALIFORNIA DEPARTMENT OF TECHNOLOGY (hereafter called Contractor or State)
2. The term of this
Agreement is: July 1, 2018 through June 30, 2021
3. The maximum amount $  2,385,938.10
of this Agreement is: Two million, three hundred eighty five thousand, nine hundred thirty eight dollars

and ten cents

4. The parties agree to comply with the terms and conditions of the following attachments which are by this
reference made a part of the Agreement:

Exhibit A — Statement of Work 1 page
Exhibit B - Budget Detail and Payment Provisions 2 pages
Exhibit B-1 - Cost Worksheet 1 page
Exhibit C — Customer Completion Form 1 page
Exhibit D — Special Conditions 7 pages
Exhibit E — Department of Technology Service Catalog General Provisions 4 pages
Exhibit F — Public Liability Letter 1 page

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

CALIFORNIA
CONTRACTOR .Department of General Services
Use Only
CONTRACTOR’S NAME (If other than an individual, state whether a corporation, parinership, etc.)
CALIFORNIA DEPARTMENT OF TECHNOLOGY
BY (Authorized Signature) DATE SIGNED
&
PRINTED NAME AND TITLE OF PERSON SIGNING Agreements are exempt from
Marisa Duarte-Lott, Manager DGS approval per Delegation
ADDRESS CDT-7502

P.O. Box 1810, Rancho Cordova, CA 95741-1810
NON-STATE AGENCY

NON-STATE AGENCY NAME

City and County of San Francisco, a municipal corporation

BY (Authorized Signature) DATE SIGNED
Y1

PRINTED NAME AND TITLE OF PERSON SIGNING

John Updike, Director of Property

ADDRESS

25 Van Ness Ave., #400, San Francisco, CA 94102




EXHIBIT A STATEMENT OF WORK
PAGE 1 OF 1

STATEMENT OF WORK

1. This Agreement is entered into by and between City and County of San Francisco (hereinafter referred to as
the "Customer") and the State of California (hereinafter referred to as the "California Department of
Technology" or the "Department, or Contractor") for the Customer to" obtain information technology services,
materials, or equipment. This Agreement shall represent the cost of ongoing services provided to the
Customer by the Department along with the cost of projected new services to be requested through the
Service Request (SR) process. This Agreement shall be augmented through the Department's SR process
with any resulting mutually agreed upon contractual terms becoming a part of this Agreement, as if fully set

. forth herein. This Agreement also provides for payment for these services pursuant to State Administration
Manual (SAM) section 8752-8752.1 and section 3.03 of the State Contracting Manual.



EXHIBIT A STATEMENT OF WORK
PAGE 1 OF 1

STATEMENT OF WORK

1. This Agreement is entered into by and between City and County of San Francisco (hereinafter referred to as
the "Customer”) and the State of California (hereinafter referred to as the "California Department of
Technology" or the "Department, or Contractor”) for the Customer to" obtain information technology services,
materials, or equipment. This Agreement shall represent the cost of ongoing services provided to the _
Customer by the Department along with the cost of projected new services {o be. requested through the
Service Request (SR) process. This Agreement shall be augmented through the Department's SR process
with any resulting mutually agreed. upon contractual terms becoming a part of this Agreement, as if fully set
forth herein. This Agreement also provides for payment for thesé services pursuant to State Administration
Manual (SAM) section 8752-8752.1 and section 3.03 of the State Contracting Manual.

APPROVED AS TO FORM:
DENNIS J. HERRERA,

By: / £ LA V/\;
Lgﬁaﬁ/s Sullivan, Deputy City Attorney




EXHIBIT B BUDGET DETAIL AND PAYMENT PROVISIONS
PAGE 1 OF 2

BUDGET DETAIL AND PAYMENT PROVISIONS

1. GENERAL CUSTOMER OBLIGATIONS

A. Return completed Agreement Renewal Package to the Department of Technology (Contractor) no later
than 60 calendar days prior to the expiration date. in the event a Customer does not return a completed
Agreement Renewal Package during the required time frame, the Department of Technology will escalate
the matter with the Customer. Any costs incurred by the Department of Technology on behalf of the
Customer after the expiration date will be billed to the Customer with full payment due within 30 calendar
days.

B. The Customer must provide 45 calendar days cancellation notice for specific services o be terminated.
Lead-time for cancellation of services is vendor-dependent and may require additional lead-time for
processing termination documents. The Customer must submit a Service Request through Remedy to
notify Department of Technology of the intent to terminate services. The targeted completion date noted
on the Service Request must allow reasonable time for the lead-time required to cancel services. Due to
the daily accumulation of system utilization and cost activity within the billing system, retroactive
termination of services will not be considered. For additional information regarding lead-times for
canceling services, please contact your Customer Account Lead.

C. Customers are required to submit payments for services billed at the specified rates. Payment must be
received within 90 calendar days of receipt of invoice. After 90 calendar days, the Department of
Technology will escalate payment issues with the Customer. Use of services and goods provided by the
Department of Technology to the Customer constitutes an obligation, which must be paid.

D. In the event the Customer utilizes, requires, accepts or requests services that exceed the amount
authorized by this Agreement, the Customer is responsible for all charges incurred and agrees that either
party, with the written consent of the other party, may amend this Agreement, in writing, to provide
payment to the Department of Technology to the extent services have been provided. Such payment for
services incurred beyond the amount authorized by this Agreement shall be made payable on or before
the agreement expiration date. If, after the conclusion of the subject agreement period, it is determined
that monies above and beyond that which was authorized by this Agreement are owed to the Department
of Technology for services received by the Customer, either party, with the written consent of the other
party, may amend the Agreement, in writing, with the Customer agreeing to pay the outstanding amount in
full, no later than 60 calendar days from discovery of the outstanding payment due.

2. INVOICING

A. The Customer agrees to compensate the Department of Technology for services billed in accordance with
the rates specified herein. Customer can access invoices from CalTABS.

B. lInvoices shall include the Agreement Number (as requested) and shali be submitted in duplicate not more
frequently than monthly in arrears to the billing address identified in Exhibit C.

C. Invoices are published monthly in arrears via the CalTABS system. To learn more about CalTABS, please
visit: https://cdt.ca.gov/caltabs/. To obtain a user ID, please contact ciobilling@state.ca.qgov.

D. Invoices and supporting documentation shall be prepared at the sole expense and responsibility of
Department of Technology. The Customer will not compensate Department of Technology for any costs
incurred for invoice preparation. The Customer may request, in writing, changes to the content and format
of the invoice and supporting documentation at any time. The Customer reserves the right to request
additional supporting documentation to substantiate costs at any time. Failure to adhere to these policies
may result in nonpayment or non-approval of demands, pursuant to Charter 262(a), which requires the
City Controller to inspect the quality, quantity, and condition of services, labor, materials, supplies, or
equipment received by any Customer office or department, and approve demands before they are drawn
on the Treasury.
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3. PAYMENT TERMS
A. Costs for this Agreement shall be computed in accordance with SAM sections 8752 and 8752.1.

B. The cost of subscribing to the Department of Technology's IT services is based upon the published Billing
Rate Schedule, which is subject to change upon 30 calendar days’ prior written notice. The rates billed
under this Agreement, however, may not increase more than 5% per fiscal year (July 1 — June 30) during
the term of this Agreement. These rates may be viewed on the Department of Technology's web site at:
hitps://cdt.ca.gov/services/rates/

C. Customer agrees to pay the Department of Technology monthly upon receipt of invoice. The Department
of Technology will issue monthly invoice in arrears to the Customer.

4. CUSTOMER RESPONSIBILITY

It will be the responsibility of the Customer to notify the Department of Technology in writing within seven (7)
State business days after Customers receipt/installation of goods, procured by the Department of Technology
in relation to the services provided herein (i.e., equipment, telecommunications lines, and software products).
Such notification shall be sent to:

Department of Technology
Warehouse Receiving at: warehousereceiving@state.ca.gov
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Service Service Rate Extended
Category Code Service Code Description Quantity Unit per month End of Year
Year 1
Basic Tenant Managed Services Cabinet
F100 F114 Gold Camp : $1,709.00 30 Cabinets $51,270.00 $615,240.00
F116 Power Exceeding 3.5 kW $117.00 30 kW/Month $3,510.00 $42,120.00
N600 N607 TMS -Foreign Cable Install $350.00 4 One-Time/Install As needed $4,200.00
1000 Mbps Foreign/TMS Basic
N700 N747 Connectivity : $2,500.00 2 Circuit $5,000.00 $60,000.00
' Cloud Provider Dedicated Direct Connect
N100 N118 up to 1000Mbps $2,940.00 1 Circuit $2,940.00 $35,280.00
$62,720.00 $756,840.00
Year 2
Basic Tenant Managed Services Cabinet
F100 F114 Gold Camp ) $1,709.00 30 Cabinets $51,270.00 $615,240.00
F116 Power Exceeding 3.5 kW $117.00 30 kW/Month © $3,510.00 $42,120.00
N600 N607 TMS -Fpreign Cable Install $350.00 4 One-Time/Install As needed $4,200.00
: 1000 Mbps Foreign/TMS Basic
N700 N747 Connectivity $2,500.00 2 Circuit $5,000.00 $60,000.00
Cloud Provider Dedicated Direct Connect
N100 N118 up to 1000Mbps $2,940.00 1 Circuit $2,940.00 $35,280.00
$62,720.00 $756,840.00
Year 2
Basic Tenant Managed Services Cabinet -
F100 F114 Gold Camp $1,709.00 30 Cabinets $51,270.00 $615,240.00
F116 Power Exceeding 3.5 kW $117.00 30 kW/Month $3,510.00 $42,120.00
N600 N607 TMS -Foreign Cable Install $350.00 4 One-Time/install As needed $4,200.00
1000 Mbps Foreign/TMS Basic .
N700 N747 Connectivity $2,500.00 2 Circuit $5,000.00 $60,000.00
Cloud Provider Dedicated Direct Connect ,
N100 N118 up to 1000Mbps $2,940.00 1 Circuit $2,940.00 $35,280.00
$62,720.00 $756,840.00
Year 1 Total $756,840.00
Year 2 Total (plus 5%) $794,682.00
Year 3 Total (plus 5%) $834,416.10

3 Year IAA Total

$2.385.938.10
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Cdlifornia Department of Technology
* Administration Division

P.O. Box 1810

Rancho Cordova, CA 95741-1810

CUSTOMER COMPLETION FORM

DEPARTMENT OF TECHNOLOGY:

CONTRACT ADMINISTRATOR: CUSTOMER ACCOUNT LEAD:
IAA PROCESSING ANALYST OFFICE OF CUSTOMER ENGAGEMENT
ACQUISITION AND IT PROGRAM MANAGEMENT
BRANCH
P.O. BOX 1810, MS Y-18 P.0. BOX 1810
RANCHO CORDOVA, CA 95741-1810 RANCHQO CORDOVA, CA 95741-1810
PHONE: (916) 431-5089 PHONE: (916) 431-5454
FAX (916) 463-9914 FAX (916) 454-7273
EMAIL: iaaprocessinganalyst@state.ca.gov
CUSTOMER:
CONTRACT ANALYST: BILLING CONTACT:
Department of Technology Asset Manager Department of Technology Accounting Manager
Attn: Fazululhague Sheik Atin: Maria Soledad
ADDRESS: ADDRESS:
1 South Van Ness Ave., 2™ Floor 1 South Van Ness Ave., 2™ Floor
San Francisco, CA 94102 San Francisco, CA 94102
PHONE: (415) 581-4000 PHONE: (415) 581-4000
FAX FAX:
EMAIL: Fazululhague. Sheik@sfgov.org EMAIL : leo.levenson@sfgov.org
CONTRACT ADMINISTRATOR TECHNICAL CONTACT:
Executive Director, Department of Technology Infrastructure Director, Department of
Atin: Linda Gerull : Technology, Atin: Matt Reeves
ADDRESS: ADDRESS:
1 South Van Ness Ave., 2™ Floor 1 South Van Ness Ave., 2™ Floor
San Francisco, CA 94102 San Francisco, CA 94102
PHONE: (415) 581-4000 PHONE: (415) 581-4000
FAX : FAX
EMAIL: linda.gerull@sfgov.org EMAIL: matt.reeves@sfgov.org

1. PAYMENT TERMS
The Customer agrees to pay the Department of Technology monthly in arrears upon receipt.
2. OPERATIONAL RECOVERY INQUIRY

The Department offers Operational Recovery Hot Site Services. Quotations for this service will be provided by
the Department’s Operational Recovery Coordinator and are based on agency individual requirements.

A. Does your agency plan to use this service during the term of this Agreement? Yes X No
B. If yes, are funds included in this Agreement for these services? Yes X No

C. If no, when will the Agreement be amended to add funds for these services? Date

TECH 002 (10/15)
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Special Conditions

1.1 Notices

Except as otherwise specifically provided in this Agreement, any nofice given under this
Agreement shall be in writing and given by delivering the nofice in person or by commercial
courier, or by sending it by first-class mail, certified mail, returmn receipt requested, or Express
Madail, return receipt requested, with postage prepaid, fo: (a) Contractor or Customer at
address set forth in the Standard Agreement; or (b) such other address as either Contractor or
Customer may designate as its new address for such purpose by notice given to the other in
accordance with this Section. Any nofice hereunder shall be deemed to have been given
and received two (2) days after the date when it is mailed if sent by first-class, certified mail,
one day affer the date when it is mailed if sent by Express Mail, or upon the date personal
delivery is made. For convenience of the parties, copies of notices may also be given be
telefacsimile to the felefacsimile number set forth in the Standard Agreement or such other
number as may be provided from fime to time; however, neither party may give official or
binding notice by facsimile.

1.2 No Implied Waiver

No failure by either party to insist upon the strict performance of any obligatfion of the other
party under this Agreement or fo exercise any right, power or remedy consequent upon a
breach thereof shall constitute a waiver of any such breach or of such term, covenant or
condition. No acceptance of full or partial monthly Agreement Fee or other sum payable
hereunder by Contractor while Customer is in default hereunder shall constitute a waiver of
such default by Confractor. No express written waiver of any default or the performance of
any provision hereof shall affect any other default or performance, or cover any other period
of fime, other than the defaull, performance or period of time specified in such express
waiver. One or more written waivers of a default or the performance of any provision hereof
shall not be deemed to be a waiver of a subsequent default or performance. The consent of
Contractor or Customer given in one instance under the terms of this Agreement shall not
relieve the other party of any obligation to secure the consent to any other or future instance
under the terms of the Agreement.

1.3 Approvals

Neither this Agreement nor any terms or provisions hereof may be changed, waived,
discharged or terminated, except by a written instrument signed by the party against which
the enforcement of the change, waiver, discharge or termination is sought. No waiver of any
breach shall aoffect or alter this Agreement, but each and every term, covenant and
condition of this Agreement shall confinue in full force and effect with respect to any other
then-existing or subsequent breach thereof.

Whenever this Agreement requires or permits the giving by Customer of its consent or
- approval, the Director of Property, or his or her designee, shall be authorized to provide such
approval, except as otherwise provided by applicable law, including the Charter of the City
and County of San Francisco. Any amendments or modifications to this Agreement, including,
without limitation, amendments to or modifications to the exhibits to this Agreement, shall be
subject to the mutual written agreement of Customer and
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Contractor, and Customer's agreement may be made upon the sole approval of the Director
of Property, or his or her designee; provided, however, material amendments or modifications
to this Agreement (a) changing the legal description of the Agreement Space, (b) increasing
the Term, (c) increasing the monthly Agreement Fee, (d) changing the general use of the
Agreement Space from the use authorized under Exhibit A of this Agreement, and (e) any
other amendment or modification which materially increases Customer’s liabilities or financial
obligations under this Agreement shall additionally require the approval of Customer’s Board
of Supervisors.

1.4 Authority

Contractor represents and warrants to Customer that the execution and delivery of this
Agreement by Confractor has been duly authorized and does not violate any provision of any
agreement, law or regulation to which Contractor or the Property is subject.

1.5 Interpretation of Agreement

The captions preceding the articles and sections of this Agreement have been inserted for
convenience of reference only and such captions shall in no way define or limit the scope or
intent of any provision of this Agreement. This Agreement has been negotiated at arm's
length and between persons sophisticated and knowledgeable in the matters dealt with
herein and shall be interpreted to achieve the intent and purposes of the parties, without any
presumption against the party responsible for drafting any part of this Agreement. Except as
otherwise specifically provided herein, wherever in this Agreement Contractor or Customer is
required or requested to give its consent or approval to any matter or action by the other,
such consent or approval shall not be unreasonably withheld or delayed. Provisions in this
Agreement relating to number of days shall be calendar days, unless otherwise specified,
provided that if the last day of any period to give notice, reply to a notice or to undertake any
other action occurs on a Saturday, Sunday or a bank or Contractor or Customer holiday, then
the last day for undertaking the action or giving or replying to the nofice shall be the next
succeeding business day. Use of the word "including” or similar words shall not be construed
to limit any general term, statement or other matter in this Agreement, whether or not
language of non-limitation, such as "without limitation" or similar words, are used.

1.6 Brokers

Neither party has had any contact or dedlings regarding the leasing of the Agreement
Space, or any communication in connection therewith, through any real estate broker or
other person who could claim a right o a commission or finder's fee in connection with the
Agreement contemplated herein, and Customer shall have no liability therefor. In the event
that any other broker or finder perfects a claim for a commission or finder’s fee based upon
any such contact, dealings or communication, the party through whom the broker or finder
makes his claim shall be responsible for such commission or fee and shall indemnify the other
party from any and all claims incurred by the indemnified party in defending against the
same. The provisions of this Section shall survive any termination of this Agreement.

1.7 Severability
If any provision of this Agreement or the application thereof to any person, entity or

circumstance shall, to dny extent, be invalid or unenforceable, the remainder of this
Agreement, or the application of such provision to persons, entities or circumstances
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other than those as to which it is invalid or unenforceable, shall not be affected thereby, and
each other provision of this Agreement shall be valid and be enforceable to the full extent
permitted by law.

1.8 Governing Law

This Agreement shall be construed and enforced in accordance with the laws of the State of
Callifornia.

1.9 Attorneys’ Fees

In the event that either Contractor or Customer fails to perform any of its obligations under this
Agreement or in the event a dispute arises concerning the meaning or interpretation of any
provision of this Agreement, the defaulting party or the non-prevailing party in such dispute, as
the case may be, shall pay the prevailing party reasonable attorneys' and experts' fees and
costs, and all court costs and other costs of action incurred by the prevailing party in
connection with the prosecution or defense of such action and enforcing or establishing its
rights hereunder (whether or not such action is prosecuted to a judgment). For purposes of
this Agreement, reasonable attorneys' fees of the Customer’s Office of the City Attorney shall
be based on the fees regularly charged by private attorneys with the equivalent number of
years of experience in the subject matter area of the law for which the City Attorney's services
were rendered who practice in the Cily of San Francisco in law firms with approximately the
same number of afforneys as employed by the Office of the City Attorney. The term
“aftorneys’ fees" shall also include, without limitation, all such fees incurred with respect to
appeals, mediations, arbitrations, and bankruptcy proceedings, and whether or not any
action is brought with respect to the matter for which such fees were incurred. The term
"costs” shall mean the costs and expenses of counsel to the parties, which may include
printing, duplicating and other expenses, air freight charges, hiring of experts, and fees billed
for law clerks, paralegals, and others not admitted to the bar but performing services under
the supervision of an attorney.

1.10 Cumulalive Remedies

All rights and remedies of either party hereto set fof’rh in this Agreement shall be cumulative,
except as may otherwise be provided herein.

1.11 Time of Essence

Time is of the essence with respect to all provisions of this Agreement in which a definite time
for performance is specified.

1.12 Survival of Indemnities

Termination of this Agreement shall not affect the right of either party to enforce any and all
indemnities and representations and warranties given or made to the other party under this
Agreement, nor shall it affect any provision of this Agreement that expressly states it shall
survive termination hereof. Each party hereto specifically acknowledges and agrees that,
with respect o each of the indemnities contained in this Agreement, if any, the indemnitor
has an immediate and independent obligation to defend the indemnitees from any claim
which actually or potentially falls within the indemnity provision even if such allegation is or
may be groundless, fraudulent or false, which obligation arises at the time such claim is
tendered o the indemnitor by the indemnitee and continues at all fimes thereafter.
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1.13 Non-liability of Customer Officials, Employees and Agents

Notwithstanding anything to the contrary in this Agreement, no elective or appointive board,
commission, member, officer, employee or agent of Customer shall be personally liable to
Contractor, its successors and assigns, in the event of any default or breach by Customer or
for any amount which may become due to Confractor, its successors and assigns, or for any
obligation of Customer under this Agreement.

1.14 MacBride Principles - Northern Ireland

The City and County of San Francisco urges companies doing business in Northern Ireland to
move toward resolving employment inequities and encourages them to abide by the
MacBride Principles as expressed in San Francisco Administrative Code Section 12F.1 et seq.
The City and County of San Francisco also urges San Francisco companies o do business with
corporations that abide by the MacBride Principles. Contractor acknowledges that it has
read and understands the above statement of the City and County of San Francisco
concerning doing business in Northern Ireland.

1.15 Controller’'s Cerification of Funds

The terms of this Agreement shall be governed by and subject fo the budgetary and fiscal
provisions of the Customer's Charter. Notwithstanding anything to the contrary contained in
this Agreement, there shall be no obligation for the payment or expenditure of money by
Customer under this Agreement unless the Conftroller of the City and County of San Francisco
first certifies, pursuant to Section 3.105 of the Customer's Charter, that there is a valid
appropriation from which the expenditure may be made and that unencumbered funds are
available from the appropriation o pay the expenditure. Without limiting the foregoing, if in
any fiscal year of Customer after the fiscal year in which the Term of this Agreement
commences, sufficient funds for the payment of Rent and any other payments required under
this Agreement are not appropriated, then Customer may terminate this Agreement, without
penalty, liability or expense of any kind to Contractor, as of the last date on which sufficient
funds are appropriated. Customer shall use its reasonable efforts to give Contractor
reasonable advance notice of such termination.

1.16 Non Discrimination in Contractor Coniracts and Benefits Ordinance
(a) Covenant Not to Discriminate

In the performance of this Agreement, Contractor agrees not to discriminate against
any employee of, any contracted employee working with Contractor, or applicant for
employment with Contractor, or against any person seeking accommodations,
advantages, facilifies, privileges, services, or membership in all business, social, or other
establishments or organizations, on the basis of the fact or perception of a person's
race, color, creed, religion, national origin, ancestry; age, height, weight, sex, sexual
orientation, gender identity, domestic partner status, marital status, disability or
Acquired Immune Deficiency Syndrome or HIV status (AIDS/HIV status), or association
with members of such protected classes, or in retaliation for opposition to discrimination
against such classes. ‘
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(a) Subcontracts

Conftractor shall include in all subcontracts relating to the Agreement Space a
non-discrimination clause applicable to such subcontractor in substantially the form of
subsection (a) above. In addition, Confractor shall incorporate by reference in dll
subcontracts the provisions of Sections 12B.2{a), 12B.2(c)-k) and 12C.3 of the
San Francisco Administrative Code and shall require all subcontractors fo comply with
such provisions. Confractor’s failure fo comply with the obligatfions in this subsection
shall constitute a material breach of this Agreement.

(b) Non-Discrimination in Benefits

Conftractor does not as of the date of this Agreement and will not during the term of
this Agreement, in any of its operations in San Francisco, on real property owned by
Contractor, or where the work is being performed for the Contractor or elsewhere
within the United States, discriminate in the provision of bereavement leave, family
medical leave, health benefifs, membership or membership discounts, moving
expenses, pension and retirement benefifs or tfravel benefits, as well as any benefits
other than the benefits specified above, between employees with domestic partners
and employees with spouses, and/or between the domestic partners and spouses of
such employees, where the domesfic partnership has been registered with a
governmental entity pursuant to state or local law authorizing such registration, subject
to the conditions set forth in Section 12B.2(b) of the San Francisco Administrative Code.

(c) CMD Form

As a condition to this Agreement, Confractor shall execute the "Chapter 128
Declaration: Nondiscrimination in Confracts and Benefits" form (Form HRC-12B-101) with
supporfing documentation and secure the approval of the form by the San Francisco
Contracts Monitoring Division {the "CMD"). Confractor hereby represents that prior to
execution of the Agreement: (a) Contfractor executed and submifted to the CMD
Form CMD-12B-101 with supporting documentation, and (b) the CMD approved such
form.

(d) Incorporation of Administrative Code Provisions by Reference

The provisions of Chapters 12B and 12C of the San Francisco Administrative Code
relating to non-discrimination by parties confracting for services under this Agreement
are incorporated in this Section by reference and made a part of this Agreement as
though fully set forth herein. Coniractor shall comply fully with and be bound by all of
the provisions that apply to this Agreement under such Chapters of the Administrative
Code, including but not limited to the remedies provided in such Chapters. Without
limiting the foregoing, Confractor understands that pursuant to Section 12B.2(h) of the
San Francisco Administrative Code, a penalty of Fifty Dollars ($50) for each person for
each calendar day during which such person was discriminated against in violation of
the provisions of this Agreement may be assessed against Contractor and/or deducted
from any payments due Contractor.
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1.17 Tropical Hardwood and Virgin Redwood Ban

(a) Except as expressly permitted by the application of Sections 802(b) and 803(b) of
the San Francisco Environment Code, neither Confractor nor any of its contractors shall
provide any items to Customer in the construction of the Agreement Space or
otherwise in the performance of this Agreement which are tropical hardwood, tropical
hardwood wood products, virgin redwood, or virgin redwood wood products.

(b) The City and County of San Francisco urges companies not to import, purchase,
obtain or use for any purpose, any tropical hardwood, tfropical hardwood wood
product, virgin redwood, or virgin redwood wood products.

(c) In the event Contractor fails to comply in good faith with any of the provisions of
Chapter8 of the San Francisco Environment Code, Contractor shall be liable for
liquidated damages for each violation in an amount equal to Contractor’s net profit on
the contract, or five percent (5%) of the total amount of the contract dollars,
whichever is greatest. Contractor acknowledges and agrees that the liquidated
damages assessed shall be payable to the City and County of San Francisco upon
demand and may be set off against any monies due to Contractor from any contract
with the City and County of San Francisco.

(d) Contfractor may not purchase preservative-treated wood products containing
arsenic in the performance of this Agreement unless an exemption from the
requirements of Environment Code, Chapter 13 is obtained from the Department of
Environment.

1.18 Resource-Efficient Buildings and Pilot Projects

Contractor acknowledges that the City and County of SanFrancisco has enacted
San Francisco Environment Code Sections 700 to 713 relating fo green building requirements
for the design, construction and operation of City buildings. Contractor hereby agrees that it
shall comply with all applicable provisions of such code sections.

1.19 Cerlification by Contractor

By executing this Agreement, Contractor certfifies that neither Contractor nor any of its officers
or members have been suspended, disciplined or disbarred by, or prohibited from
contracting with, any federal, stafe or local governmental Customer. In the event Contractor
or any of its officers or members have been so suspended, disbarred, disciplined or prohibited
from contracting with any governmental Customer, it shall immediately notify the Customer of
same and the reasons therefore together with any relevant facts or information requested by
Customer. Any such suspension, disbarment, discipline or prohibition may result in the
termination or suspension of this Agreement. Contractor acknowledges that this certification
is a material term of this Agreement.

1.20 Sunshine Ordinance

In accordance with Section 67.24(e) of the San Francisco Administrative Code, contracts,
confractors’ bids, Agreements, licenses, responses to Requests for Proposals, and all other
records of communications between Contfractor and persons or firms seeking contracts will be
open to inspection immediately after a contract has been awarded. Nothing in this provision
requires the disclosure of a private person’s or organization’s net worth or other proprietary
financial data submitted for qualification for a contract, Agreement, license or other benefit
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until and unless that person or organization is awarded the conifract, Agreement, license or
benefit. Information provided which is covered by this Section will be made available to the
public upon request.

1.21 Conflicts of Interest

Through its execution of this Agreement, Contractor acknowledges that if is familiar with the
provisions of Arficle lll, Chapter 2 of City's Campaign and Governmental Conduct Code, and
Section 87100 etseq. and Section 1090 etseq. of the Government Code of the State of
Cdlifornia, and certifies that it does not know of any facts which would constitute a violation
of said provisions, and agrees that if Confractor becomes aware of any such fact during the
Term of this Agreement, Contractor shall immediately notify Customer.

1.22 Nolfification of Limitations on Contributions

Through ‘its execution of this Agreement, Coniractor acknowledges that it is familiar with
Section 1.126 of the San Francisco Campaign and Governmental Conduct Code, which
prohibits any person who confracts with the Customer for the selling or leasing of any land or
building to or from the Customer whenever such transaction would require approval by an
Customer elective officer or the board on which that elective officer serves, from making any
campaign contribution to (1) an individual holding an Customer elective office if the contract
must be approved by the individual, a board on which that individual serves, or a board on
which an appointee of that individual serves, (2) a candidate for the office held by such
individual, or (3) a committee controlled by such individual, at any fime from the
commencement of negotiations for the confract until the later of either the termination of
negotiations for such contfract or six months after the date the confract is approved.
Contractor acknowledges that the foregoing restriction applies only if the contract or a
combination or series of contracts approved by the same individual or board in a fiscal year
have a ftotal anticipated or actual value of $50,000 or more. Contractor further
acknowledges that the prohibition on contributions applies to each prospective party to the
contract; each member of Coniractor's board of directors, chairperson, chief executive
officer, chief financial officer and chief operating officer; any person with an ownership
interest of more than 20 percent in Contractor; any subcontractor listed in the contract; and
any commifttee that is sponsored or confrolled by Contfractor. Additionally, Contractor
acknowledges that Contractor must inform each of the persons described in the preceding
sentence of the prohibifions contained in Section 1.126. Contractor further agrees to provide
to Customer the names of each person, entity or committee described above.

1.23 Cooperative Drafting

This Agreement has been drafted through a cooperative effort of both parties, and both
parties have had an opportunity to have the Agreement reviewed and revised by legal
counsel. No party shall be considered the drafter of this Agreement, and no presumption or
rule that an ambiguity shall be construed against the party drafting the clause shall apply to
the interpretation or enforcement of this Agreement.

1.24 Prevailing Wages
Contractor agrees to require its contractors and subcontractors performing labor in the

construction of a “public work” as defined in California Labor Code Section 1720 et seq. to
pay prevailing wages as required by state law.
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DEPARTMENT OF TECHNOLOGY SERVICE CATALOG GENERAL PROVISIONS

This Exhibit D contains terms and conditions in addition to those contained in the Agreement to which this
Exhibit is attached (Agreement), under which you, the Customer, agree to obtain services from the
Department of Technology. By submitting a Service Request through the Remedy System, you consent to
these terms and conditions.

1. Service Information
The Department of Technology provides information technology services to state, county, federal and
local government entities throughout California.

A. Service Catalog
The Service Catalog provides an overview of services offered by the Department of Technology.

B. Remedy System
The Remedy System is used by the Customer to request new services, modify existing services,
or discontinue a service.

C. Account Lead ’
The Account Lead acts as the single point of contact for the Customer. The Account Lead reviews
the Service Request and associated documents with the Customer to ensure the proper forms
and approvals are completed. The Customer can locate their Account Lead information in the
Customer Account Lead Lookup directory.

2. Service Rates
The rates charged for services under this Agreement are located in the Billing Rate Schedule at
hitps://cdt.ca.gov/services/rates/. Rates are subject to change upon 30 calendar-day prior written
notice from the Department of Technology. The costs for services shall be computed in accordance
with the State Administrative Manual (SAM) Section 8752 and 8752.1.

3. Authority to Enter into Agreement
The Customer hereby warrants and represents that it has the budget and project approvals necessary
for the services covered under this Agreement. The Customer further warrants and represents that
sufficient monies are available to the Customer to fund the expenditures for services covered under
this Agreement, subject to appropriation of funds as set forth in Exhibit B of this Agreement. The
Customer acknowledges that it is acting in an independent capacity in making this Agreement, and
not as agents or employees of the Department of Technology.

4. Customer Invoices
Invoices shall be available by the 10th business day of the following month. The Customer will be
notified by email when monthly invoices are available for viewing on the California Department of
Technology Billing System (CalTABS). -

5. Proprietary Rights

A. Pursuant to Executive Order S-16-04 and SAM Section 4846 et seq., the Customer acknowledges
that the use of licensed products in violation of a valid licensing agreement could subject the
Department of Technology to third-party lawsuits. The Customer, therefore, agrees that it will not
duplicate, copy, or otherwise reproduce any proprietary software products supplied pursuant to
this Agreement without the express written consent of the owner of the software. The Customer
further agrees that it will use any such software products in strict compliance with the terms of any
license provided by the owner of the software. The Customer further agrees that its use of any
such licensed software products will not violate any applicable copyright, trademark, trade name,
patent or similar legal right.

B. Each of the parties to the Agreement is a public entity.. In contemplation of the provisions of
Section 895.2 of the Government Code of the State of California imposing certain tort liability
jointly upon public entities, solely by reason of such entities being parties to an Agreement as
defined by Section 895 of said Code, the parties hereto, as between themselves, pursuant to the
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authorization contained in Section 895.4 and 895.6 of said Code, will each assume the full liability
imposed upon it or upon any of its officers, agents or employees by law, for injury caused by a
negligent or wrongful act or omission occurring in the performance of this Agreement, to the same
extent that such liability would be imposed in the absence of Section 895.2. To achieve the
above-stated purpose, each party, to the extent permitted by law, indemnifies and holds harmless
the other party for all losses, costs, or expenses that may be imposed upon such other party
solely by virtue of said Section 895.2. The provision of Section 2778 of the California Civil Code is
made a part hereto as if fully set forth herein.

6. Unsupported Software

The Department of Technology is not responsible for license, service, and/or support issues related to
software in the Customer systems, unless the Department of Technology is the licensee of the
software products. The Customer agrees to maintain appropriate licenses and service and support
arrangements for the systems or applications owned or maintained by the Customer's department; all
enterprise-wide systems, which include hardware and operating systems; application software (if
applicable); security systems; and software licenses for all systems and services. The Department of
Technology is neither responsible nor liable for damages resulting from the Customer's decision to
use unlicensed or unsupported software.

7. Examination and Audit

In accordance with Government Code Section 8546.7, the Department of Technology and the
Customer agree that the Bureau of State Audits (BSA) or other entity will have the right to review,
obtain and copy all records pertaining to performance of this Agreement. The Department of
Technology and the Customer agree to provide, or otherwise make available to, the BSA or other
entity any relevant information requested and shall permit the BSA or other entity access to its
premises, upon reasonable notice, during normal business hours for the purpose of interviewing
employees and inspecting and copying such books, records, accounts and other material that may be
relevant to this Agreement. The Depariment of Technology and the Customer further agree to
maintain such records for a period of three (3) years after final settlement under this Agreement.

8. Information Security
Information Security Based on the specific requirements of SAM Section 5300 et seq., and pursuant
to Government Code Section 11549.3, every state agency, department, and office shall comply with
the information security and privacy policies, standards, and procedures .issued by the California
Information Security Office.

A. Requirements on Customer

Information security is defined as the protection of information and information systems,
equipment, and people from a wide spectrum of threats and risks. To ensure the confidentiality,
integrity, and availability of its managed resources, the Department of Technology agrees to
provide protection of its information assets by establishing appropriate administrative, operational
and technical policies, standards, and procedures. To further protect and minimize risk to the
State, the Customer requesting to use the network or resources of the Department of Technology
must comply with basic security requirements. By submitting a Service Request, the Customer
agrees to ensure that:

i.  The Customer is in compliance with statewide policies and laws regarding the use and
protection of information resources and data.

ii.  The Customer’s virus software is up-to-date and security patches and upgrades are installed
on all systems on which the data may be used.

ii. ~ The Customer promptly notifies the Department of Technology Information Security Officer
(ISO) of any security incidents involving information systems or data on any managed service
by the Department of Technology.
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Vi.
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The Customer transmitting data through resources at the Department of Technology has at
least one firewall system properly situated between the network and each external entry point.

Physical access to network components, servers, and data storage used in conjunction with
access to information resources at the Department of Technology are limited to the
appropriate designated staff responsible for implementing and maintaining the components.

The Customer’s administrative access is limited to those individuals that require access in
order to perform duties essential to the operation and maintenance of that system.

Provisions provided by the Department of Technology

The Department of Technology “shall comply with applicable industry standards. and guidelines,
including but not limited to relevant security provisions of the California State Administrative
Manual (SAM), California Statewide Information Management Manual (SIMM), The National
Institute of Standards and Technology (NIST) 800-53 v4 and Federal Information Processing
Standard (FIPS) Publication 199 which protect and minimize risk to the State. At a minimum,
provision shall cover the following:

The Department of Technology will protect the confidentiality, integrity and availability of the
data under its custodianship. The Department of Technology shall implement and maintain
appropriate administrative, physical, technical, and procedural safeguards during the term of
the Agreement to secure such data from data breach or loss, protect the data and information
assets from breaches, introduction of viruses, disabling of devices, malware and other forms
of malicious or inadvertent acts that can disrupt the State’s access to ifs data or affects the
integrity of that data. T

Confidential, sensitive or personal information shall be encrypted in accordance with SAM
5350.1 and SIMM 5305-A as directed by the Customer.

The Department of Technology shall comply with statewide policies and laws regarding the
use and protection of information assets and data. Unauthorized use of data by the
Department of Technology or third parties will not be allowed.

Signed Security and Confidentiality Statement for all personnel assigned during the term of
the Agreement.

Apply security patches and upgrades, and keep virus protection software up-to-date on all
information assets on which data may be stored, processed, or transmitted.

The Department of Technology shall notify the Customer data owner immediately if a security
incident involving the information asset occurs.

The Customer data owner shall have the right to participate in the investigation of a security
incident involving its data or conduct its own independent investigation. The Department of
Technology shall allow the Customer reasonable access to security logs, latency statistics,
and other related security data that affects this Agreement and the Customer’s data.

The Department of Technology shall be responsible for all costs incurred by the Customer
due to security incident resulting from the Department of Technology’s failure to perform or
negligent acts of its personnel, and resulting in an unauthorized disclosure, release, access,
review, destruction; loss, theft or misuse of an information asset. If the Department of
Technology experiences a loss or breach of data, the Department of Technology shall
immediately report the loss or breach to the Customer. If the Customer data owner
determines that notice to the individuals whose data has been lost or breached is appropriate,
the Department of Technology will bear any and all costs associated with the notice or any
mitigation required by law. These costs include, but are not limited to, staff time, material
costs, postage, media announcements, and other identifiable costs associated with the
breach or loss of data.
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iX. The Department of Technology shall immediately notify and work cooperatively with the
Customer data owner to respond timely and correctly to public records act requests.

Xx.  The Department of Technology shall dispose of records of Customer data as instructed by the
Customer during the term of this Agreement. No data shall be copied, modified, destroyed or
deleted by the Department of Technology other than for normal operation or maintenance
during the Agreement period without prior written notice to and written approval by the
Customer.

Xi. Remote access to data from outside the territorial United States, including remote access to
data by authorized support staff in identified support centers, is prohibited unless approved in
advance by the Customer.

xil. The physical location of the Department of Technology data center where the Data is stored
shall be within the territorial United States.

9. Mutual Limitation of Liability
In no event, will either party be liable to the other for any indirect, incidental, special, consequential or
damages, even if notification has been given as to the possibility of such damages.

10. Changes to Service
A. All notices relating to changes, additions, or modifications of service shall be in writing and shall be
submitted by the Customer through Remedy.

B. No variation of the terms of the service shall be valid unless made in writing, signed by the
Department of Technology and the Customer, approved as required, and submitted through
Remedy. No verbal understanding or agreement is binding on any of the parties.

11. Disputes
In the event of a dispute, the Department of Technology shall continue with the responsibilities of
providing services to the Customer.

12. Problem Escalation
The Customer acknowledges and agrees that certain technical and project-related problems or issues
may arise, and that such matters shall be promptly reported to the Depariment of Technology. The
Department of Technology agrees to provide an internal escalation process to facilitate communication
between the Customer and staff at the Department of Technology, as appropriate. The Account Lead
will determine the problem severity level, and notify appropriate staff at the Department of Technology
including, but not limited, to the following:

First Level Section or Unit Manager/Service Owner
Second Level Branch Chief/Service Owner
Third Level Division Deputy Director

13. Cancellation of Service

The Customer must provide 45 calendar days cancellation notice for a service to be terminated.
Cancellation of services is vendor-dependent and may require lead-time for processing termination
documents. The Customer must submit a Service Request through CSS or Remedy to notify the
Department of Technology of the intent to terminate services. The targeted completion date noted on
the Service Request must allow for the reasonable lead-time required to cancel services. Retroactive
termination of services will not be considered. For more information regarding lead-times for canceling
services, please contact your Account Lead.

14. Insurance
For the purposes of fully satisfying the requirement for insurance, the Customer acknowledges, accepts
and will use the Department of Technology's self-insured practice as described in Exhibit F, Public
Liability and Workers Compensation Self-Insurance Memorandum to address any liability.



DES CALIFORNIA DEPARTMENT OF
GENERAL SERVICES Governor Edmund G. Brown Jr.

June 9, 2017

STATE OF CALIFORNIA
PUBLIC LIABILITY AND WORKERS’ COMPENSATION INSURANCE
FISCAL YEAR JULY 1, 2017 / JUNE 30, 2018

To Whom It May Concern:

In accordance with Government Code section 11007.4, the State of California has elected to be
self-insured for liability exposures. Under this form of insurance, the State and its employees
acting in the course and scope of their employment are insured for tort liability arising out of
official State business. All claims against the State of California based on tort liability should be
presented as a government claim to the Government Claims Program, P.O. Box 989052 MS
414, West Sacramento, CA 95798-9052. (Gov. Code section 900, et. seq.) ‘Internet link:
http://www.dgs.ca.gov/orim/Programs/GovernmentClaims.aspx.

The State of California has also elected to be insured for its motor vehicle liability exposures
through the State Motor Vehicle Liability Self-Insurance Program (VELSIP). This program
provides liability coverage arising out of the operations of motor vehicles used by state
employees for official state business (California Vehicle Code Sections 17000 and 17001).
Motor vehicle liability claims against the State of California should be presented to the Office of
Risk and Insurance Management, P.O. Box 989052 MS-403, West Sacramento, CA 95798-
9052, (800) 900-3634, claims@dgs.ca.gov. If your motor vehicle liability claim is not resolved
within six months from the date of loss, California law requires you to file a formal claim with the
Government Claims Program, P.O. Box 989052 MS 414, West Sacramento, CA 95798-9052.
(Gov. Code section 900, et. seq.) Internet link:
http://www.dgs.ca.gov/orim/Programs/GovernmentClaims.aspx.

The State of California has a Master Agreement with the State Compensation Insurance Fund
regarding workers’ compensation benefits for all state employees, as required by the Labor
Code.

Sincerely,

C&- ft I R

Carrie Willson

Staff Risk Manager
Insurance Services Unit
Phone: (916) 376-5278
Fax: (916) 376-5275
carrie.willson@dgs.ca.gov

Office of Risk and Insurance Management | State of California | Government Operations Agency
707 3rd Street, 1st Floor | West Sacramento, CA 95605 | t 916.376.5300  916.376.5277 REV 07/27/16
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STATEMENT OF WORK

This Agreement is entered into by and between City and County of San Francisco (hereinafter referred to as
the "Customer") and the State of California (hereinafter referred to as the "California Department of
Technology" or the "Department, or Contractor") for the Customer to" obtain information technology services,
materials, or equipment. This Agreement shall represent the cost of ongoing services provided to the
Customer by the Department along with the cost of projected new services to be requested through the
Service Request (SR) process. This Agreement shall be augmented through the Department's SR process
with any resulting mutually agreed upon contractual terms becoming a part of this Agreement, as if fully set
forth herein. This Agreement also provides for payment for these services pursuant to State Administration
Manual (SAM) section 8752-8752.1 and section 3.03 of the State Contracting Manual.

APPROVED AS TO FORM:
DENNIS J. HERRERA, Gi ttorney
By:__/ P

L@ﬁaﬂgs Sullivan, Deputy City Attorney



Information Technology Services — State of California, Department of Technology
— Standard Agreement for I.T. Goods/Services Only — Rancho Cordova, California

Preliminary Information Request
Budget and Finance Committee Meeting Preparation

Leo Levenson

Deputy Director

Finance & Administration, CFO/CAO

City and County of San Francisco Department of Technology
415-760-0579, Leo.Levenson@sfgov.org, sfgov.org/dt

One South Van Ness, 2nd Floor, Office 2209, San Francisco, CA 94103

Claudia J. Gorham

Assistant Director of Real Estate
City & County of San Francisco
Real Estate Division ’
25 Van Ness, Suite 400

San Francisco, CA. 94102
415-554-9871
claudia.gorham@sfgov.org

1. Attached via email
a. Proposed Resolution
b. Proposed Standard Agreement (and attachments)
c. Existing Standard Agreement (and attachments)

2. Agreement summary:

Existing Terms New Terms

Agreement Term Three Years Three Years
' July 1, 2015 — June 30, 2018 July 1, 2018 — June 30, 2021

Up to 20 Cabinets; 30kw/mo;

Service , Circuits (Cloud Provider); related | Up to 30 Cabinets; 30kw/mo; Circuits
cables (Cloud Provider); related cables
Options to extend N/A N/A
Up to $38,954 per month
Rate Paid by City Up to $467,448 per year Up to $62,720 per month

Currently, $23,583.33 per month | UP to $756,840 per year




Only pay for what City uses — Only pay for what City ultimately uses
City currently uses 19 cabinets. but can use up to 30 cabinets.

Utilities Included in monthly rate Included in monthly rate

One time installation fees Four one-time installation fees up to
Network Install Fee | approximately $2,200.00 per $4,200.00 per year

year

3. N/A. Existing Agreement from 2015 which extended original Agreement in 2013.
This is the State’s “Standard Agreement” for services of providing cloud storage for the
City’'s Department of Technology’s data back-up. In the event of an emergency, natural
or man-made, and for best practices, DT uses cloud based data storage in Rancho
Cordova for many departments’ data. The State charges a standard fee based upon
number of cabinets, amount of power to be used, installation, connectivity and
dedicated connections.

4. N/A. None.

5. N/A — No Tenant Improvements allowed/required. State supplies cabinets, cables,
wiring, equipment, etc., agreement is for providing data back-up space — cloud back-up
space.

6. N/A.

7. City currently has 19 cabinets at site; State provides secured building and services.
Given that it is away from Bay Area, in the event of an earthquake, DT will be able to
retrieve critical departmental data. » '

8. N/A. Not in the area; not a “property” that is calculated per square foot; is fixed rate
by the State of California.
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FILE NO. 130378 | RESOLUTIONNO. |59 -|q

[Lease - Data Center Space - 3101 Gold Center Drive, Ranchio Cordova,.California - Initial

Term of Two Years - Base Annual Rental Rate of $130,473.84]

Resolution authorizing the use of space and communication services within an existing

data center located at3101 Gold Center Drive, Rancho Cordova, Califo_rnia,‘fr'om the

State of California Technology Agency, Office of Technology Servicés; through an
Agreement; and authorizing certain amendments and extensions to said Agreement as

warranted for an initial term of two years wifh a base annual rental rate of $130,473.84.

WHEREAS, Critical business systems 61_‘ the City and County of San Francisco should
have redundant recovery systems and facilities to be used in the event'primary data centefs -
become non-functionai due to a natural disaster, criminél activity, or othér emergency; and

WHEREAS, The City and County of San Francisco’s current iﬁformation technology
Disaster Recovery (‘DR”) process involves the use of an off-site f.acil,ity that employs outdated
processes to protect the City’s ability to recover from .an unforeseen diéaster, at é location
where the City has Iimﬁed monitoring capabilities, infrequent testing of critical systems, and a
relatively high cost; and . '

WHEREAS, The Department of Technology had adopted a policy that calls for the
development of a comprehensive information technology DR plan that involves not only
piacing business. critical infrastructure at 200 Paul Street in San Francisco (which has been
accomplished), but also designatihg a DR hot site atan appropriate out of area location so
that 4s',uch business critical opéfations of the City may continue until normal .business
operations resume; and - o . |

'WHEREAS, The DR site should provide the City with an ability to replicate City data on

a regularly scheduled basis, be ielatively accessible by the City, be in a secure and stable

Mayor Lee, Supervisor Chiu . .
BOARD OF SUPERVISORS - : A Page 1
: : : 4/22/2013
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environment, provide a'n opportunity for monthly, quarterly and semi-annual tests to ensure
full functionality, and be reasonably priced; and

WHEREAS, The State of California, through its California Technology Agency, Office of
Technology Services (the “State”), has deve!oped a robust disaster recovery facilify located
3101 Gold Camp Road in Rancho Cordova, California (the “Facility”), and makes it available
as a reasonable cost to other agencies desirous of securing off-site critical data redundancy in
a secure and stable environment; and

WHEREAS, The City and County of San-Francisco finds the Facility meets our DR
objectives to recover as quickly and effectively as possible from an unforeseen disaster or
emergency which interrupts information systems and business operations; and

WHEREAS, An Agreement with the State has been negdtiated by the Director of
Property, in consultation with the Department of Technology, which is on file with the Clerk of
the Board of Supervisors under File No. 130378 . (the “Agreement”); and

WHEREAS, The Agreement has an initial term of twenty four (24) months, from July 1,
2013 to June 30, 2015, with renewgls available with no less than sixty (60) days prior written
noti'ce; and

WHEREAS, The base monthly rental cost is pursuant to é rate structure published by
the State, which results in a starting rate of $10,872.82 per month to meet the needs of the
City and County of San Francisco, with an additional one-time expense of $4,943 for
necessary electrical pircuits; and

WHEREAS, The Director of Property has determined that the proposed lease rates are
reasonable and represent fair market rent for the Facility, given the services provided; now,
therefore, be it

RESOLVED, That the Board of Su(pervisors, in accordance with the recommendations .

of the Director of Property and Director of Department of Technology, hereby approves the

Mayor Lee, Supervisor Chiu »
BOARD OF SUPERVISORS ' Page 2
4/22/2013




A DA WN O O N 0w NN -, O

Agreement, in substantially the form presented to this Board, and aﬁthorizes City staff to take
all actions necessary to occupy the Facility consistent with the Agreement; and, be it

FURTHER RESOLVED, That the Board of Supervisors authorizes the Director of
Property, in consultation with the City Attorney and Director of the Department of Technology,
to enter into any additions, amendments, extensions, or other modifications to the Agreement
that the Director of Property determines are in the best interests of the City, do not materially
decrease the benefits to the City', and are in compliance with all applicable laws, including the
City’s Charter, and may result in a fiscal impact due to either adjusted rate schedules as
posfed by the State, or expanded use of the Faéility by City, or an extension of term not fo
exceed an additional forty-eight (48) months, and not to exceed an additional cost of
occupancy of $5,000 per month; and, be it

FURTHER RESOLVED, That the Director of Property is hereby authorized and urged,
in the name and on behalf‘ of the City and County, to take any and all steps (including, but not
limited to, the execution and delivery of any and ali certificates, agreements, notices,
consents, and other instruments or documents) as the Director of Property deems necessary
or appropriate in order to consummate the Agreement, or to otherwise effectuate the purpose
and intent of this Resolution, such determination to be conclusively evidenced by the
execution and delivery by the Director of Property of any such documents; and be it

FURTHER RESOLVED, That the City shall occupy the Facility for the full term of the
Agreement unless funds for the rental payments are not appropriated in any subsequent fiscal
year at which time the City may terminate the Agreement with advance notice to State. Said
Agreement shall be subject to certification as to funds by the Controller, pursuant to Section

6.302 of the City Charter.

Mayor Lee, Supervisor Chiu :
BOARD OF SUPERVISORS Page 3
4/22/2013
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FURTHER RESOLVED, That all actions heretofore taken by the officers of the City
with respect to the Agreement, or authorized and directed by this Resolution, are hereby

ratified, approved and confirmed by this'Board of Supervisors.

Mayor Lee, Supervisor Chiu
BOARD OF SUPERVISORS , Page 4
4/22/2013
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RECOMMENDED:

)

Directorof Prdpeﬁﬁy‘

RECOMMENDED:

Acting Director
Department of Technology

Mayor Lee, Supervisor Chiu
BOARD OF SUPERVISORS

$135,416.84 available
Index Code:
752004, Subfund 6I-TIF-ACP

Cor;frjoller = -
Subject to the enactment of the Annual

Appropriation Ordinance for Fiscal Year
2013/2014.

Page 5
4/22/2013




City and County of San Francisco : City Hall
_1Dr. Carlton B. Goodlett Place

Tails ' Sen Francisco, CA. 94102-4689

Resolution

File Number: 130378 Date Passed: May 21,2013

Resolution authorizing the use of space and communication serviées within an existing data center
located at 3101 Gold Center Drive, Rancha Cordova, Califomia, from the State of California Technology
Agency, Office of Technology Services, through an Agreement; and authorizing certain amendments
and extensions to said Agreement as warranted for an initial term of two years with a base annual
rental rent of $130,473.84.

- May 15, 2013 Budget and Finance Sub-Committee - RECOMMENDED

May 21, 2013 Board of Superv:sors ADOPTED

Ayes: 11 - Avalos, Breed, Campos, Chiu, Cohen, Farrell, Kim, Mar, Tang, Wiener
and Yee .

- File No. 130378 I hereby certify that the foregoing
‘ Resolution was ADOPTED on 5/21/2013 by
the Board of Supervisors of the Clty and
County of San Francisco.

Angela Calvillo ' .
Clerk of the Board

UM’V - ' ._sf,/g‘/,ﬁsy

MaYo((/ : . Date Approved

City )znd County of San Francisco . ' Page 11 . Printed at 1:55 pm on 5/22/13



STATE OF CALIFORNIA

R AGREEMENT STANDARD AGREEMENT

FOR L.T. GOODS/SERVIGES ONLY NON-STATE AGENCY
NON-STATE AGENCY NUMBER
CONTRACTOR NUMBER _
150 ()
1. This Agreement Is entered into between the Non-State Agency and the Contractor named below
NON-STATE AGENGY NAME
. a municipal corporation
City and County of San Francisco,‘ memamﬂcmdeuﬁomeO
CONTRAGTOR S NAME '
CALIFORNIA DEPARTMENT OF TECHNOLOGY {hereafter called Contractor)

2. The term of this .
Agreementis: July 1, 2015 through "June 30, 2018

3. The maximum amount $467,448/year, .
of this Agreement is: in.initial year; increasing 5%/year

4. The parties agree to comply with the terms and conditions of the following attachments which are by this
reference made a part of the Agreement:

Exhibit A — General Information 1 page
Exhibit B - Budget Detail and Payment Provisions : 1 page
Exhibit C — Customer Completion Form 1 page
Exhibit D - Special Conditions

Approved as to Form:

A @ el

Znita L. Wood, Deputy City Attorney
City and County of San Francisco

IN WITNESS WHEREOF, this Agreement has been executed by the partles hereto.

" CALIFORNIA -
Department of General Services

CONTRACTOR
L Useonly

CONTRACTOR'S NAME (if other than an individual, stale whether a corporation, Partnershig efc.}
CALIFORN]@EPARTMENT O J ECHNOLOGY
-'DATE,S!G?\I?, )
/Y o

ILE GF PERSON SIGNING A Agreements are exempt from
NNIFER'HERRERA, Contract Manager , v | DGS approval per Delegatlon

ADIRESS T ‘ T - | DIA-003

P.0. Box 1810, Rancho Cordova, CA 95741-1810

' NON-STATE AGENCY

NON-STATE AGENCY NAME a municipal
City and County of San Erxehcisco, corporation

BY (Authorized Signature) B . DATE S!GNliD
= )\ _qlioh§
PRINTED NAME AND TITLE DEFERSON ING 7 | I

John Updike, Director of Property
TADDRESS

25 Van Ness Ave., #400, San Francisco, CA 94102




EXHIBIT A
PAGE 1 OF 1

GENERAL INFORMATION -

1. This Agreement is entered into by and between CITY AND COUNTY OF SAN FRANCISCO (hereinafter refetred
{o as the "Customer") and the State of California (hereinafter referred to as the "Califorhia V,Department of Technology”
or the "Department, or Contractor”) for the Customer ta obtain information technology services, materials, or
equipment. This Agreement shall represent the cost of ongoing services provided to the Customer by the Départment
alang with the cost of projected new services to be requested through the Service Request (SR) process. This
Agreement shall be augmented through the Department's-SR process with any resulting mutually agreed upon
contractual terms becoming a part of this Agreement, as if fully setforth herein. This Agreement also provides for
payment for these services pursuant to State Administration Manual (SAM) section 8752-8752.1 and section 3.03 of

the State Contractmg Manual.
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EXHIBIT B
PAGE 10OF 1

BUDGET DETAIL AND PAYMENT PROVISIONS

. GENERAL CUSTOMER OBLIGATIONS

Return completed Agreement Renewal Package to the California Department of Technology (Department) no later
than 60 calendar days prior to the expirafion date. In the event a Custonier does not return a completed
Agreement Renewal Package during the required time frame, the Department will escalate the matter with the
Customer. Any costs incurred by the Department on behalf of the Customer after the expiration dafe will be billed
to the Customer with full payrient due within 30 calendar days.

The Customer must provide 45 calendar days cancellation notice for specific services to be terminated. Lead-time for
cancellation of services is vendor-dependent and may require additional lead-time for processing terimination
documents, The Customer must submit a Service Request through. CSS to notify OTech of the intent fo terminate
services. The targeted completion date noted on the Service Request must allow time for the lead-time requ:red o
cancel sefvices, Due to the daily accumulation of system utilization and cost activity within the billing system, retroactive
termination of services will not be considered. For additional information regarding lead-times for canceling services,

“please contact your Customer Account Lead.

Customers are required to submit payments for services billed at the specified rates. Payment must be received
within 90 calendar days of receipt of invoice. After 90 calendar days, the Department will escalate payment Issues
with the Customer. Use of services and goods provided by the Department fo the Customer constitutes an

obligation; which must be paid.

In the event the Customer utilizes, requires, accepfs or requests services that exceed the amount authorized by
this Agreement the Customer is responsible for all charges incurred and agrees that either party may amend this .
Agreement, in writing, to provide payment fo the Department to the extent services have been provided. Such
payment for services incurred beyond the amount authorized by this Agreement shall be made payable an or
before the agreement expiration date. If, after the conclusion of the subject agreement period, it is determined
that monies above and beyond that which was authorized by this Agreement are owed to the Department for
services received by the Customer, either party may amend the Agreement, in writing, with the Customer agreeing
{o pay the outstanding amount in full, no later than 60 calendar days from dnscovery of the outstanding payment

due.

INVOICING

A.

Upon receipt of appropriate i invoices for sefvices rendered in accordance with this Agreement, the Customer
agrees to compensate the Department fof services billed in accordance with the rates specified herein.

Invoices shall include the Department Agreement Number, and shall be submitted in duplicate not more
frequently than monthly in arrears to the billing address identified i_n Exhibit C.

PAYMENT TERMS -

Costs for this Agreement shall be computed in accordance with SAM sections 8752 and 8752.1.

The cost of subscnbmg to the Department of Technology's IT services is based upon the published Billing Rate.
Schedule, which is subject to change upon 30 calendar days’ prior written notice. The rates billed under this
contract, however may not increase more than 5% per fiscal year (July 1 — June 30) during the term of this
contract. These rates may be viewed on the Depariment's web site at:
http://www.dts.ca.gov/customers/rates.asp?key=23

Customer agrees fo pay Departmant monthly upon receipt of invoice. Department will issue monthly invoice in
arrears to the Customer. .

CUSTOMER RESPONSIBILITY

[t will be the responsibility of the Customer to notify the Department in writing within five (5) State business days after
receipt/instailation of goods from a vendor or ather State agency (i.e., equipment, telecommunications fines, and
software products). Such notification shall be sent to:

California Department of Technology
Warehouse Receiving at; warehousereceiving@state.ca.qov
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‘CUSTOMER COMPLETION FORM

CALIFORNIA DEPARTMENT OF TECHNOLOGY:

CONTRACT ADMINISTRATOR:

CUSTOMER REPRESENTATIVE:

IAA PROCESSING ANALYST
IT PROCUREMENT & CONTRACT SERVICES
BRANCH

CUSTOMER RELATIONS BRANCH

P.0. BOX 1810, MS Y-18
RANCHO CORDOVA, CA 95741-1810

P.0. BOX 1810 |
RANCHO CORDOVA, CA 95741-1810

PHONE: (916) 431-5080

PHONE: (916) 431-5454

FAX (916) 463-0914 FAX (91 6) 454-7273
EMAIL: jazpr ocessmqanalvst@state ca.gov

CUSTOMER:
CONTRACT ANALYST: BILLING GONTACT:

IL.eo Lévenson

Leo Levenson

ADDRESS; .
1 South Van Ness Ave., 2nd Floor
San Prancisco, CA 94102

ADDRESS:
1 South Van Ness Ave., 2nd Floox
San Francisco, CA 941702

PHONE: 415-581-4000 PHONE: 415--581-4600

FAX FAX:

EMAIL:  Jeo. levenson@sfgov.org EMAIL: leo.levenson@sfgov.org
CONTRACT ADMlN]STRATOR TECHNICAL CONTACT:. . .

Miguel Gamino

Matt Reeves

ADDRESS:

San Francisco, CA

1 South van Ness Ave., 2nd Floor .
947102,

ADDRESS: -
1 South Vvan Ness Ave., an Floor
San Francisco, CA 9410 .

PHONE: 415-581-4000 PHONE: 415-581-4000

FAX: FAX:

EMAIL: miguel.gamino@sfgov.org EMAIL: matt.reeves@sfgov.org
PAYMENT TERMS

The Customer agrees to pay California Department of Technology (Department) monthly in arrears upon receipt from

Department.
OPERATIONAL RECOVERY INQUIRY

" The Department offers Operational Recovery Hot Site Services. Quotations for this service will be provided by the

Department's Operational Recovery Coordinator and are based on agency individual requirements.

A. Does your agency plan to use this service duﬁhg' the term of this Agreement? Yes X No
B. I[fyes, are funds included in this Agreement for these services? Yes X No
C. Ifno, when will the Agreement be amended to add funds for these services? Date

In order to provide for the emergency restoration of the Customer’s systems in the event of adlsaster, the Customer
must separately subscribe to the Operational Recovery Services offered by the Departrient. If the Customer has nat
subscribed to these Operational Recavery-Services, the Customer's operations may not be restored for a slgmf cant
length of time and the Department will not be responsible for the proper operation of the Customer’s systems i the
event of a disaster.



Exhibit D
Special Condilions

-

1.1 Netices

Exceptas o'rhervwse specuflcc:lly provuded in this Agreement, ‘any notice given under ’rhis
Agreement shall be in wiifing and given by delivering the notice in person or by
commercial courier, or by sending it by first-class mail, certified mail, return receipt
requested, or Express Mail, return receipt requesfed with postage prepaid, fo:
() Contracter or Customer at address set forth in the Standard Agreement; or (b) such
other address as either Contractoer or Custorer may designate as its new address for
such purpose by notice given to the other in accordance with this Section. Any notice
. hereunder shall be deemed to have been given and received two (2) days after the -
- date when it is mailed if sent by first-class; certified mail, one day after the date when it
is.mailed if sent by Express Mail, or upon the date personal delivery is made. For
convenience of the parties, copies of notices may dlso be given be telefacsimile 1o the
telefacsimile number set forth in the Standard Agreement or such other number as may
be provided from fime to time; however, neither party may give official or binding
notice by facsimile.

1.2 No lmplied Waiver |

No failure by either party fo insist upon the stict performance of any obligation of the
other party under this Agreement or fo exercise any right, power or remedy consequent
upon a breach thereof shalt constitute a waiver of any such breach or of such term,
covénant or condifion. No accepiance of full or partial mon’fhly Agreemerit Fee or
other sum payable hereunder by Contractor while Customer is in default hereunder
shall constitute a waiver of such default by Contractor. No express written waiver of
any default or the performance of any provision hereof shall affect any other default or
performance, orcover any other period of fime, other than the defaulf, performcnce or
period of time specified in such express waiver. One or more written waivers of a '
default or the performance of any provision hereof shall not be deemed to be a waiver

“of a subsequent default or performance.- The consent of Contractor or Customer given
in one instance under the terms of this Agreement shall not relieve the other party of
any obligation to secure the consent to any other or future instance under the terms of .
the Agreement. .

1.3 Approvals

Neither this Agreement nor any terms or provisions hereof may be changed waived,
discharged or terminated, except by a written instrument signed by the- pcnr’fy against
which the enforcement of the change, waiver, discharge or termination is sought. No
waiver of any breach shall affect or alfer this Agreement, but each and every term,
covenant dnd condition of this Agreement shall continue in full force and effect with
réspect to dny other fhen—emshng or subsequemL breach Thereof

Whenever this Agreement requxres or permits the giving by Cus’romer of its consent or
approval, the Direcior of Property, or his or her designee, shall be authorized fo provide
such approval, except as otherwise provided by applicable law, including the Charter
of the City dnd County of San Francisco. Any amendments or modifications to this
Adreement, including, without limitation, amendments to or modifications fo the -
exhibifs 1o this Agret—:'memL shall be subject fo the mutual written agreement of



Customer and Confractor, and Customer's agreement may be made upon the sole
approval of the Director of Property, or his or her designee; provided, however, material
amendments or modifications to this Agreément (a) chcmgmg the legal description of
the Agreemetit Space, {b) increasing the Term, (c) increasing the monthly Agreement
Fee, (d) changing the general use of the Agreement Space from the use guthorized
under Exhibit A of this Agreement, and (e) any othér amendment or modification which
mcn‘enolly increases Customer's liabilities or financial obligafions under this Agreement

_ shall additiondilly require the approval of Customier's Board of Supervisors.

1.4 Authorify ]
Confractor represents and warrainits to Customer that the execution and dehvery of this
Agreemient by Contractor has been duly authorized and does not violate any. provision
of any qgreemenf law or regulation to which Com‘rac’ror or the Property is subjecf

1.5 interpretation of Agreement

The caphons preceding the arficles ahd sections of this Agreemeni have been inserted
for convenience of referencé only and such captions shall in no way define or limit the
scope orfintent of any provision of this Agreement. This Agreement has been
_ negotiated at arm's length and beiween persons sophisticated and knowledgeable in
the matters dealt with hersin and shall be interpreted to achieve the intent and
purposes of the parties, without any presumption against the party responsible for -
drafiing any part of this Agreement. Except as otherwise specifically provided herem,
wherever in this Agreement Contractor or Customer is required or requested to give ifs
" consent or approval to any matter or action by the other, such consent or approval -
shall not be unreasonably withheld or delayed. Provisions in this Agreement relating to
number of days shall be calendar days, unless otherwise specified, provided that if the
last day of any period to give nofice, reéply to a notice or to undertake any other action
occurs on a Saturday, Suhday or a bank or Confractor or Customer holiday, then the
last day for uridertaking the action or gtvmg or replying to the notice shall be the next
succeeding business day. Use of the word "inchiding” or similar words shall not be
construed to limit any general term, statement or.other matter in this Agreement,
whether or not Icunguage of hon-limitation, such as "without limitation” or snmﬂor ‘words,
are used.

1.6 Brokers

Neither party has had any contact or dealings regarding the leasing of the Agreement
- Space, or any communicafion in connection iherewifh, through any real estate broker
or othet person who could claim a right to a commission or finder's fee in connection
with the Agreement contemplated herein, and Customer shall have no liability therefor.
In the event that any-other broker or finder perfects a claim for a commission or finder's
fee based upon any such contact, dealings or communication, the party through
whom the:broker or finder makes his claim shall be responsible for such eommission or
fee and shall indemnify the other party from any and ail claims’ incurred by the
indemnified party in defending against the same. The provnsxons of this Sectionshall
survlve any fermmcn‘zon of this Agreemen’r o

1.7 Severablhfy
If any provmon of this Agreement or the application thereof fo any person, entity or

circumstance shall, o any extent, be invalid or unenforceable; the remgainder of this
Agreement, or the application of such provision to persons, entities or circumstances



other than those as fo which it is invalid or unenforceable, shall not be affected
thereby, and each other provisien of this Agreement shalll be valid and be enforcectb!e

to the full extent permitted by law.
1.8 Governing Law

This Agreement shall be consfrued and enforced in accordance with the laws of the
State of Cdlifornia.

1.9 Aﬂorneysf’» Fees

In the event that either Contractor or Customer fails to perform any of its obligations
under this Agreement or in the event d dispute arises concerning the meaning or
mterprefa’non of any provision of this Agreemeént, the defaulting party or the non-
© prevailing party in such dispute, as the case may be, shall pay the prevailing party _
"reasonable atforneys' and experts' fees and costs, and all court costs and other costs of
action incutred by the prevailing party in connection with the prosecution or defense of
such action and enforcing or establishing its rights hereunder (whether or not such
action is prosecuted fo a judgment). For purposes of this Agreement, reasonable
attomeys’ fees of the Customer's Office of the City Atforney shall be based on the fees
. regularly charged by private attorneys with the equivalent number of years of
experience in the subject matter area of the law for which the City Attorney's services
were rendered who praclice in the City of San Francisco in law firms with approximately
the same number of attorneys as employed by the Office of the City Atforney. The -
term "atforneys' fees” shall also include, without limitation, all such fees incurred with
respect to appeals, mediations, arbitrations, and bankruptey proceedings, and
whether or notany action is brought with respect fo the matter for which such fees
were incurred. The term "costs” shall mean the costs and expenses of counsel 16 the
parfies, which may include printing, duplicating and other expenses, air freight charges,
hiring of experts, and fees billed for law clerks, paralegqls and others not admiitted o
. the barbut performing services under the supervision of an attorney.

1.10 Cumulalive Remedies

All rlghfs and remedies of either party hereto set forth in this Agreemen’f shall be
cumuldative, except as may o%herw;se be prov;ded herem

1.11 Time of Essernice

" Time is of the essence with respect to all provusxons of this Agreement in which a definite
fime for pen‘ormcnce is specified.

1. 12 survival of Indemnilies

Termination of this Agreement shall not affect the right of either’ parfy 10 enforce any
and dll indemnifies and representations and warranties given or riiade fo the other
pdrty under this Agreement, nor shall it affect any provision of this Agréement that
expressly states it shall survive terrriinaition hereof, Each party-hiereto specifically
acknowledges and agrees that, with respect to each of the indemnities contained in
this Agreement, if any, the indemnitor hds an immediate and independent obhgcs’non
to defend the indemnitees from any claim which aciually or potentially falls within the
indemnity provision even if such dllegation is or may be groundless, fraudulent or false,
which obligation arises af the time such claim is tendered to the indemnitor by the
indemnitee and confinues at dll fimes thereafter.



1.13  Non-Liability of Customer Officials, Employees and Agents

Nofwdhsrcxndmg anything to the contrary in this Agreement, no elective or appointive
board, commission, member, officer, employee or cgen’r of Customer shgill be
personally liable to Coniractor, ifs successors and assigns, in the event of any default or
breach by Customer or for any amount which may become due to Contractor, its
successors and assigns, or for any obligation of Customer Under this Agreement,

1.14 MacBride Principles - Northern Ireland

The City and County of San Francisco urges companies doing business in Northern
Ireland to move fowdrd resolving employment mequmes and encourages them fo
abide by the MacBride Principles as expressed in San Francisco Administrative Code

. Section 12F.1 et seq. The City and County of San Francisco glso urges San Francisco
-companies to do business with corpordtions that abide by the MacBride Principles.
Confractor acknowledges that it has read and understands the above statfement of -
the City and County of San Francisco concerning doing business in Northern Ireland.

1.15 Controller's Cerlification of Funds

" The terms of this Agreement shall be govermned by and subject to the budgetary and
fiscal provisions of the Customer's Charter. Notwithstanding anything to the contrary
contained in this Agreement, there shall be no obligation for the payment or
expenditure of money by Customer under this Agreement uhless the Coniroller of the -
" City and County of San Francisco first certifies, pursuant fo Section 3.105 of the
Customer's Charter, that there is a valid appropriation from which the expenditure may
be made and that unencumbered funds are available from the appropriation to pay
the expenditure. Without limiting the foregoing, if in any fiscal year of Customer ofter
the fiscal year in which the Term of this Agreement commences, sufficient funds for the
. payment of Rent and any other payments required under this Agreement are hot
appropriated, then Customer may terminate this Agreement, without penalty, liability or
expense of any kind fo Contractor, as of the last date on which sufficient funds are
appropriated. Customer shall use ifs reasonable efforts to give Confractor reasonable
advance nofice of such termination.

1.16 Non Discrimination in Contractor Contracts and Benefits -.Or'dincmce
(a) Covenant Nof to Discriminate |

In the performance of this Agreement, Coniractor agrees not to
discriminate against any employee of, any contracted employee working with
Contractar, or applicant for employment with Contractor, or dgcunsf any person
seeking accommodations, advantages, facilities, privileges, services, or membership in
all business, social, or other establishments or organizations, on ’rhe basis of the fact or
perception of a person’s race, color, creed, religion, nafional ofigin, ancestry, age,
height, weight, sex, sexual orienfation, gender identity, domestic.pariner status, marital
status, disability or Acquired Immune Deficiency Syndrome or-HIY staius [AIDS/HIV
status), or association with members of such protected C|Glsse$, orin retdliation for
opposition to discrimination against such closses. .



(b) Subcontracts

Contractor shall include in dll subconirdcts relating 1o the Agreemient
Space a non-discrimination clause applicable o such subconiractor in substantially the
form of subsection [a) above. In addifion, Contractor shall incorporate by reference in
dll subconiracts the provisions of Sections 12B. 2(0) 12B.2(c)-(k) and 12C.3 of the
San Francisco Administrative Code and shall require all subcontractors to comply with
such provisions. Contractor's failure to comply with the obligations in this subsection
shall constitute a material breach of this Agreement.

(©) Non-stcnmmahon in Benefifs

Contractor does not as of the date of this Agreemen’r and will not during
the term of this Adreement, in any of ifs operations in San Francisco, on real property
‘owned by Contractor, or where the work is being perfermed for the Contractor or
elsewhere within the United States, discriminate in the provision of bereavement leave,
~family medical leave, hedlth benefits, membership or membership diseounts, moving

expenses, pension and refirement benefits or fravel benefits, as well as any benefits
other than the benefits specified above, between employees with domestic partners
and employees with spouses, and/or between the domestic partners and spouses of
such employees, where the domestic partnership has been registered with @
governmental entity pursuant fo state or local law authorizing such registration, subject
to the conditions set forth in Section 12B.2{b) of the San Francisco Administrative Code.

(d)HRC Form

*As g.condition fo this Agreemenf Confrocfor shall exécute the
"Chc:p%er 12B Declaration: Nondisciimination in Coniracts and Benefits" form (Form HRC-
12B-101) with supporting docurnentation and secure the approval of the form by the -
San Francisco Hurman Rights Commiission (the "HRC"). Coniractor hereby represents
that prior 10 execution of the Agreement: (a) Coniractor executed and submitted to
the HRC Form HRC-12B-101 with supporting documentation, and (b) The HRC approved

such form.
(&) Incorporation of Administrative Code Provisions by Reference

The provisions of Chapters 12B and 12C of the San Francisco
Administrative Code relating to non-discrimination by parties coniracting for services
under this Agreement dre incorporated in this Section by reference and made o part of
this Agreement as though fully set forth herein. Contractoer shall comply fully with and
be bound by all of the provisions that apply to this Agreement under such Chapters of
the Administrative Code; including but not limited to the remedies provided in such
Chopters ‘Without limiting the foregoing, Contraictor understands that pursuant to
Section 12B.2(h) of the San Francisco Administrative Code, a pendlty of Fifty Dollars
($50) for each person for each calendar day during which such person was
discriminicited dgainst in violation of the provisions of this Agreement may be assessed
ogcunsf Contractor and/or deducted from any paymenis due Conirclc’ror

1.17 Tropical Hardwood and Virgin Redwood Ban

q) ExcepT as expressly permitted by the application of Sections 802(b)
and 803(b} of the San Francisco Environment Code, neither Contractor nor any of its
contractors shall prowde any itéms to Cusfomer in the construction of the Agreement
Space or othefwise in the performance of this Agreement which are tropical



hardwood, fropical hardwood wood produc’rs, virgin redwood, of virgin redwood wood
products.

A (b) The Clty and County of San Francisco urges companies not to import,
purchase, obtain or use for any purpose, any fropical hardwood, fropical hardwood.
wood produict, virgin redwood, or virgin redwood wood produc’rs

{c) In the event Contractor fails to comply in good faith with any of the
provisions of Chapter 8 of the San Francisco Environment Code, Contractor shall be
liable for liquidated damages for each violation in an amount equal to Confractor’s net
profit on the contract, or five percent (5%) of the total amount of the contract doliars,
whichever is greatest. Contractor acknowledges and agrees thdt the liquidated
damages assessed shall be payable to the City and County of San Francisco upon
demand and may be set off against any monies due 1o Contractor from any contract
with the City and Counly of San Francisco.

1.18 Resource-Efficient Buildings and Pilot Pro'j'ei:'is

Com‘rqctor acknowledges that the City and County of San Francisco has efiacted
San Francisco Environment Code Sections 700 to 707 re]cmng fo resource-éfficient
buildings and resource-efficient Ppilot projects. Contracior hereby agrees that it shall
comply with all applicable provisions of such code sections.

1.19 Ceriification by Contractor

By executing this Agreement, Contractor cerlifies that neither Contractor nor any of is
officers or membets have been suspended, disciplined or disbarred by, or prohibited
from confrcc’nng with, any federal, state or local governmental Customer. In the event
Contractor or any of its officers or members have been so suspended, disbarred,
disciplined or prohibited from contracting with any governmental Customer, it shall
immediately notify the Customer of same and the reasons therefore ’rogether with any
relevant facts or information requested by Customer. Any such suspensnon, disbarment,
discipline or prohibition may resulf in the termination or suspension of this Agreement.
Coniractor acknowledges that this cenification is a materidl term of this Agreement.

1.20  Sunshiné Ordinance

In accordance with Section 67. 24(e) of the San Francisco Administrative Code,
con’frqcfs, corn‘rqcfors bxds Agreements, licenses, responses fo Requesfs for Proposols
seéking confracts will be open to inspection immediately oﬁer a com‘racf hOS been
awarded. Nothing in this provision requires the disclosure of o privdte person's or
organization's net worth or other proprietary financial datd submitted for Qudiification
for a coniract, Agreement, license or other bengfit uniil and unless that person or
organization is awarded the contract, Agreement, license or benefit. Information
provided which is covered by this Secfion will be made avdiloble to the public upon .
request. ,

1.21 Conflicts oflni'eres‘t

Through its execution of this Agreement, Contractor ackriowledges that it is familiar with
the provisions of Seclion 15.103 of the San Francisco Chadirter, Article lll, Chapter 2 of
Customer's Campaign and Govemmental Coriduct Code, and Section87100 et seq.
and Section 1090 &t seq. of the Government Code of the State of Cdlifornia, and
certifies that it does not know of any facts which would constitute a violation of said



provmons and agrees that if Contractor becomes aware of any such fact dunng the
Term of this Agreement, Contractor shall immediately notify Customer. .

1.22 Nofification of Limitations on Confributions

Through its execution of this Agreement, Confractor acknowledges that it is familiar with
Section 1.126 of the San Francisco Campaign and Governmental Conduct Code,
which prohibits any person who contracis with the Customer for the selling or leasing of
any land or building to or from the Customer whenever such fransaction would require
approval by an Customer elective officer ot the board on which that elective officer
serves, from making any campaign confribution to {1) an individual holding an
Customer elective office if the contract must be approved by the individual, a board

_on which that individugi serves, or a board on which an appointee of that individual
serves, [2) a candidate for the office held by such individudl, or (3) a committee
confrolled by such individual, at any time from the commencement of negofiations for
the contract until the later of either the termination of negofiations for such coniract or
six months after the date the contract is approved. Contractor acknowledges fhat the
foregoing restriction applies only if the coniract or a combination or séries of coniracis
approved by the same individual or board in a fiscal year have d total anficipated or
actual value of $50,000 or mare. Contractor further acknowledges that the prohibition
oh contributions applies to each prospective party to the contract; each member of
Contractor's board of directars, chairperson, chief executive officer, chief financial
officer and chief operating officer; any person with-an ownership interest of more than
20 percent in Contractor; any subconiractor listed in the coniract; and any committee
that is sponsored or controlled by Contractor. Addifionally, Confractor-acknowledges
that Contractor must inform each of the persons described in the preceding sentence
of the prohibitions contained in Section 1,126. Coniractor further agrees fo provide to
Customer the names of edch person, entity or committee desciibed above.,

1.23 Cooperative Drafﬁng_ |

This Agreement has been drafted through a cooperative effort of both parties, and
both parties have had an opporunity 1o have the Agreement reviewed and revised by
legal counsel. No parly shall be considered the drafter of this Agreement, and no
presumption or rule that an ambiguity shall be construed against the party drafting the
clause shall apply to the interpretation or enforeement of this Agreement.



DRAFT ONLY

Service Category Service Code  Service Code Description Rate Quantity Unit Extended per month End of Year
Year 1
F300 F305 POWER EXCEEDING 3.5kW $117.00 22 KW/MONTH $2,574.00 $30,888.00
F300 F310 . BASIC TENANT MANAGED $1,709.00 20 CABINET $34,180.00 $410,160.00
SERVIGES CABINET GOLD CAMP
G400 G420 NETWORK INSTALLS $110.00 20 HOUR $2,200.00 $26,400.00
$38,954.00 $467,448.00
Year2
F300 F305 POWER EXCEEDING 3.5kW $117.00 22 KW/MONTH $2,574.00 $30,888.00
F300 F310 BASIC TENANT MANAGED $1,709.00 20 CABINET $34,180.00 $410,160.00
SERVICES CABINET GOLD CAMP
G400 G420 NETWORK INSTALLS $110.00 20 HOUR $2,200.00 $26,400.00
$38,954.00 $467,448.00
Year3
F300 F305 POWER EXCEEDING 3.5kW $117.00 22 kW/MONTH $2,574.00 $30,888.00
F300 F310 BASIC TENANT MANAGED $1,709.00 20 CABINET $34,180.00 $410,160.00
SERVICES CABINET GOLD CAMP
G400 G420 NETWORK INSTALLS $110.00 20 HOUR $2,200.00 $26,400.00
$38,954.00 $467.448.00
Year 1 Total $467,448.00
Year 2 Total (plus 5%) $490,820.40
Year 3 Total (plus 5%) $515,361.42

L\WorkCGorhaminetwork sve.xls

3 YEAR IAA Total

$1,473,628.82
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Honorable Board of Supervisors
City and County of San Francisco
City Hall, Room 244

1 Carlton B. Goodlett Place

San Francisco, CA 94102

Subject: Lease - Standard Agreement for |.T. Goods/Services from the California
Department of Technology

Dear Board Members:

Attached for your consideration is a Resolution approving and authorizing the renewal of a
lease, the Standard Agreement for |.T. Goods/Services Only (“Agreement”) for the City’s
Department of Technology’s disaster recovery services. Under the Agreement, the State of
California, California Department of Technology, will continue to provide disaster recovery
services to the City including the recovery and continuation of the City’s information
technology and communications infrastructure critical to the City’s business functions after a
natural or human-made disaster.

Background

On May 21, 2013, the Board of Supervisors approved, and Mayor Lee signed on May 31,
2013, Resolution No. 159-13, a new agreement between the City and the State of California
Technology Agency, Office of Technology Services for disaster recovery services (back-up
data) providing data center service outside of the City allowing for recovery capabilities of
some of the City’s critical information technology systems.

The initial Agreement provided for six dedicated data cabinets and communication services
at the State’s data facility at 3101 Gold Center Drive in Rancho Cordova, California. The
Agreement provided an initial term of two years (July 1, 2013 — June 30, 2015) and two two-
year options to renew. In 2015, the City extended the Agreement through June 30, 2018. At
that time the California Department of Technology was the State “contractor” and the City
opted for the services of up to 20 cabinets and associated power, installation and
administration charges.

Currently, the Department of Technology uses 19 cabinets and desires to renew and expand
the services Agreement to up to 30 cabinets for another three years.

Office of the Director of Real Estate < 25 Van Ness Avenue, Suite 400 « San Francisco, CA 94102
(415) 554-9850 « FAX: (415) 552-9216



Terms
Term — Three Years July 1, 2018 — June 30, 2021

Monthly Rate - $62,720 for up to 30 cabinets (lower if less cabinets used)
Includes power, cables, cabinets, connectivity, dedicated cloud provider

Annual Rate - $756,840.00 for up to 30 cabinets

Total Maximum for Three Years - $2,385,938.10

The Department of Technology and the Department of Real Estate recommend approval of
the proposed Resolution. If you have any questions regarding the project or the license,

please contact Fazululhaque Sheik of DT at 415.581.400 or Fazululhague.Sheik@sfgov.org
or Claudia J. Gorham of Real Estate at 415.554.9871 or Claudia.gorham@sfgov.org.

Respectfully,

John Updike
Director of Property



File No. 180564

FORM SFEC-126:
NOTIFICATION OF CONTRACT APPROVAL
(S.F. Campaign and Governmental Conduct Code § 1.126)

City Elective Officer Information (Please print clearly.)

Name of City elective officer(s): City elective office(s) held:
Members, Board of Supervisors Members, Board of Supervisors

Contractor Information (Please print clearly.)

Name of contractor:
California Department of Technology

Please list the names of (1) members of the contractor’s board of directors; (2) the contractor’s chief executive officer, chief
Jfinancial officer and chief operating officer; (3) any person who has an ownership of 20 percent or more in the contractor; (4)
any subcontractor listed in the bid or contract; and (5) any political committee sponsored or controlled by the contractor. Use

additional pages as necessary.

Governor Edmund G. Brown, Jr.
Alex Padilla, Secretary of State
Amy Tong, Director and State Chief Information Officer

Contractor address:
California Technology Agency, P. O. Box 1810, Rancho Cordova, CA 95741

Date that contract was approved: Amount of contract:
(By the SF Board of Supervisors) $756,840 per year maximum

Describe the nature of the contract that was approved:
Lease and services agreement at State DataCenter

Comments:

This contract was approved by (check applicable):
Othe City elective officer(s) identified on this form

M a board on which the City elective officer(s) serves: San Francisco Board of Supervisors
Print Name of Board

O the board of a state agency (Health Authority, Housing Authority Commission, Industrial Development Authority
Board, Parking Authority, Redevelopment Agency Commission, Relocation Appeals Board, Treasure Island
Development Authority) on which an appointee of the City elective officer(s) identified on this form sits

Print Name of Board

Filer Information (Please print clearly.)

Name of filer: Contact telephone number:
Angela Calvillo, Clerk of the Board (415)554-5184

Address: E-mail:

City Hall, Room 244, 1 Dr. Carlton B. Goodlett P1., San Francisco, CA 94102 | Board.of.Supervisors@sfgov.org

Signature of City Elective Officer (if submitted by City elective officer) Date Signed

Signature of Board Secretary or Clerk (if submitted by Board Secretary or Clerk) Date Signed



