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AMENDED IN COMMITTEE
| 5/6/19 |
FILE NO. 190110 y ~ ORDINANCE NO.

~ [Administrative Cede - Acquisition of Surveillance .Technology]

Ordinance amending the Administrative Code to requi‘re that' City departments

acquiring surveillance technology, or entering into agreements to receive information

- from non-City owned surveillance technology, submit a Board of Supervisors approved

Surveillance Technology Policy Ordinance,based on a goiicx or policies developed by |

the Committee on Information Technology (COIT), and a Surveillance lmpact'Repor_f to

{ -
the Board in connéction with any request to appropriate funds for the purchase of such |

technology or to accept and expend grant funds for such purpo'ee,' or otherwise to |

“that owns and .operates ex’isting surveillance technology equipment or services to

submit to the Board a proposed Surveillance Teehnology Policy Ordinance governing
the use of the surveillance technology; and requiring the Contreller, as City Services
Auditor, to audit ennua'lly the use of surveillance technology eduip'ment or services
and the conformity of such use with an approved Surveillance Technology Policy

Ordmance and provide an audit report to the Board of Supervrsors

NOTE: Unchanged Code text and uncodlﬂed text are in plain Arial font
Additions to Codes are in single-underline italics Times New Roman font.
Deletions to Codes are in stikethrough-italics Times-New-Roman font.
Board amendment additions are in double-underlined Arial font.
Board amendment deletions are in strikethrough-Arialfont. .
Asterisks (* * * *) indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. General Findings.
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(a)lt is essential to. have an informed ‘public debate as early as pOSSlble about
deClSlonS related to surveillance technology

(b) Whenever pOSSlble, decisions relating to surveillance technology should occur with
strong consideration given to the impact such technologies may have on civﬂ rights and civil " |
Iiber‘ties; including those rights guaranteed by the First, Fourth, and Fourteenth Amendments
to the United States Constitution as well as Sections 1, 2, and 13 of Article | of the California

Convstituﬁon.

(c) While surveillance technology may threaten the privacy of all of us, surveillance

- efforts have historically been used to intimidate and oppress certain communities and groups

more than others, including those that are defined by a common race, ethnicity, religion,

- national origin, income level, sexual orientation, or political perspective.

(d) The propensity for facia_l recognition technology to endanger civil rights and civil
liberties 'substentially ou'tweighs its purported benefits, and the technoiogy will exacerbate
racial injustice and threaten our ability to live free of continuous governmenf >monitoring.

(e) Whenever possible, decisions regarding if and how surveillance technologies '
should be funded; acquired, or used; and whether data from such technologies sheuld be
shered, should be made‘only after meaniﬁgful public input has been solicited and given
significant weight. |

| (f) Legally eﬁforoeable safeguards, including robust transparency, oversig'ht, and

aecountability measures, must be in place to‘ protect civil rights and civil liberties before any

“surveillance technology is deployed; and

(9) If a surveillance technology is approved, data reporting measures must be adopted

- that empower the Board of Supervisors and thepublic to verify that mandated civil rights and

civil liberties eafeguards have been strictly adhered to.

i
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Section 2. The Administrative Code is amended by adding Chapter 19B, consisting of -

Sections 19B.1-19B.8, to read as follows:

CHAPTER 19B: ACQUISITION OF SURVEILLANCE TECHNOLOGY

- SEC. 19B.1. DEFINITIONS.

S Annual Surveillance Report” means a written report that includes all of the followin,q:

(1) A general description of how the Surveillance Technology was used;

(2) A general description of whether and how often data acquired through the use of the

Surveillance Technology item was shared with outside_entities, the name of any recipient outside entity, -

the type(s) of data disclosed, under what legal standard(s) the data was disclosed, ahd the justification

for the disclosure(s);

(3) A summary of complaints or concerns from the public about the Surveillance

Technology item:

(4) The aggregate results of any internal audits required by the Surveillance Technology

- Policy, any general, aggregate information about violations of the Surveillance Technology Policy, and

a general description of any actions taken in response,

(5) Information, including crime statistics, which help the Board of Supervisors assess.

whether the Surveillance Technology has been effective at achieving ifs ident_iﬁed purposes.

(6) Aggregate statistics and information about any Surveillance Technolbgy related to

Public Records Act requests;

(7) Total dnﬁual costs for the Surveillance Technology, including personnel and other

ongoing costs, and what source of funding will fund the Surveillance Technology in the coming vear;

(8) Any requested modifications to the‘Sz)rveillance'Technologv Policy and a detailed

basis for the request;
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) Wheré applicable, a general breakdown of what physical objects the Surveillance

Technology hardware was installed upon, using general descriptive terms; for Surveillance T echnology

software, a general breakdown of what data sources the Surveillance Technology was applied to; and

(10) A description of Qroducts and services acquired or used in the preceding A

~ year that are not already included in the Surveillance Technology Policy, including

‘manufacturer and model numbers, and the identity of any entity or individual that provides to

th‘e Department services or equipment essential to the functioning or effectiveness of the

Surveillance Technology; and

(110) A summary of all requests for Board of Supervisors’-approval for a Surveillance

Technology Policy ordinance.

An Annual Surveillance Report shall not contain the specific records that a Surveillance

Technology item collects, stores, exchanges, or analyzes and/or information protected, resiricted.

and/or'sealed pursuant to State and/or federal laws, including information exempt from disclosure

under the California Public Records Act.

_ “City” means the City and County of San Francisco. |

“City Department” or “Department” means any City official, department. board, commission,

or other entity in the City except that it shall not mean the District Attorney or Sheriff when performing

their investigative or prosecutorial functions, provided that:

(1) The District Attorney or Sheriff certifies in writing to the Controller that acquisition

of a specific Surveillance Technology is necessary to perform an investigative or prosecutorial

function, The certiﬁ_catioh shall identify the Surveil!é»nce Technology acquired or to be acquired .

and éhall be a public record;; and

(2) The District Attorney or Sheriff provides in writing to the Controller either an

explanation of how compliance wiz‘h this Chapter 19B will obstruct their investigative or prosecutorial

function or a declaration that the explanation itself will obstruct either function.
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' For gurgosés of subsection 19B.2(d) onlg . “City Department” and “Department” shall

~ hotinclude federally-requlated facilities at the Airgoﬁ or Port.

1

‘COIT” means fhe Committee on Information Technology.

“Exigent circumstances’’ means an emergency involving imminent danger of death or serious

physical injury to any person that requires the immediate use of Surveillance Technology or the

Information it provides.

"Face recognition technoloqy” means an automated or semi-automated process that assists in

identifying or verifying an individual based on an individual's face. -

“Surveillance Impact Report” means a written report.that includes at a minimum the following:

() fnformdtion describing the Surveillance Technology and how it works, including

product de_scriptions from manufacturers;

Q) Inforjmation on the proposed purpo;e(s) for the Sur’veillange Technology:

(3) If applicable, the general location(s) it may be deployed and crime statistics for any

locatioh{s);

(4) An asséssment identifying any potential impact on civil liberties and civil rights and

discussing any plans to safeguard the rights of the public;

(5) The ﬁscgl costs for the Surveillance Technology, including init;‘al purchase,

personnel and other ongoing costs, and any current or potential sources of funding;

(6) Whether yse or maintenance of the technology will require data gathered by the

technology to be handled or stored by a third-party vendor on an ongoing basis; and

(7) A summary of the experience, if any, other governmental entities have had with the

proposed technology, including information about its effectiveness and any known adverse information

about the technology such as undnz‘icipated costs; failures, or civil rights and civil liberties abuses.

“Personal communication device” means a cellular telephone that has not been modified

beyond stock manufacturer capabilities, a personal digital assistant, a wireless capable tablet or

Supetrvisors Peskin; Yee, Walton, Ronen, Haney . 1220 ‘ : ‘
BOARD OF SUPERVISORS Page 5




® ~N o o AW N

©

10
11
12
13

14

15
16

17

18
19

20"

21
22
23
24
25

similar wireless two-way communications and/or portable Internet accessing devices, whether

procured or subsidized by a City entity or personally owned. that is used in the resular course of

~ conducting City business.

“Surveillance Technology” means any sofiware, electronic device, system utilizing an

electronic device, or similar device used, desiened, or primarily intended to collect, retain, process, or

share audio, elecironic, visual, location, thermal, biomeiric, olfactory or similar information

specifically associated with, or.capable of being associated with, any individual or group. Surveillance

Technology” includes but is not limited to the following: international mobile subscriber identity

(IMSI) catchers and other ceZl site simulators: .automatic license plate readers; electric toll readers.

closed-circuit television cameras; gunshot detection hardware and services; video and audio

' monitoring and/or recording technology, such as surveillance cameras, wide-angle cameras, and

wearable body cameras; mobile DNA capture technology: biometric software or technology, includin;z

facial, voice, iris, and gait-recognition software and databases: software designed to monitor social

media services; x-ray vans; software designed to forecast criminal activity or criminality; radio- .

frequency LD. (RFID)hscanners; and tools, including software and hardware, used to gain

unauthorized access to a computer, computer service, or computer network. Surveillance Technology

does not include the following devices, hardWareJ or Soﬁwafe:

(1) Office hardware, such as televisions, computers, credit card machines, copy

machines, telephones, and printers, that are in common use by City Departments and used for routine

City business and transactions;

(2) City databases and enterprise systems that contain information kept in the ordinary

course of City business, including, but not limited to, human resource, permit, license, and business

records:
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(3) City databases and enterprise systems that do not contain any data or other .

information collected, captured, recorded, retained, processed, intercepted, or analyzed by

Surveillance Technology, including payroll, accounting, or other fiscal databases;

(4) Information technology security systems, including firewalls and other c?bersecurity

systems intended to secure City data;

(5) Physical access control systems, employee identification management systems, and

other physical control systems;

(6) Infrastructure and mechanical control systems, including those that control or

manage street lights, traffic lights, electrical, natural gas, or water or sewer functions;

(7) Manually-operated technological devices used primarily for internal City

communications, which are not designed to surreptitiously collect surveillance data, such as radios,

personal communication devices, and email systems;

8) Manuallv~operated and non-wearable handheld cameras, audio recorders, and video

recorders, that are not designed'io be used surreptitiously and whose functionality is limited to

manually capturing and manually downloading video and/or audio recordings:

. (9) Surveillarice devices that cannot record or transmit audio or video or be remotely -

accessed, such as image stabilizing binoculars or night vision equipment;

- (10) Medical equipment and systems used to record, diagnose, treat, or prevent

disease or injury, and used and/or kept in the ordinary course of providing City services;

(4211) Parking Ticket Devices:
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(4312) Police Department interview rooms, holding cells, and internal security

audio/video recording systems;

(4413) Police deparnﬁe.nt computer aided dispatch (CAD), records/case management,

Live Scan, booking, Department of Motor Vehicles, California Law Enforcement Telecommunications

Systems (CLETS), 9-1-1 and related dispatch and operation or emergency services systems,
(1514) Police department early warning systems. and
(4615) Computers, software, hardware, or devices intended {o be used solely o

monitor the safety and security of City facilities_ and City vehicles, not generally accessible to the
gublic,—ag&%héir—eeeapan%&_

“Surveillance Technology Policy” means a written policy that includes:

(1) A description of the product and services addressed by the Surveillance Technology,

including rranufacturerand-medetnumbers-andfor the identity of any provider (s)whose services |

are essential to the functioning or effectiveness of the Surveillance Technology equipment or services

for the intended purpose:

(2) A'description of the purpose(s) for which the Surveillance Technology equipment or

services are proposed for acquisition, including the type of data that may be collected by the.

Surveillance Technology equipment or services;

(3) The uses that are authorized, the rules and processes required prior to such use, and

uses. of the Surveillance Technology that will be expressly prohibited.

4) A description of the for}nar’s iﬁ which information collected by the Surveillance

Technology is stored, copied, and/or accessed;

(5) The specific categories and titles of individuals-who are authorized by the

Department to access or use the collected information, including restrictions on how and under what

circumstances data collected with Surveillance Technology can be analyzed and reviewed. and the

rules and processes required prior to access or use of the information;
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(6) The general sa}%}zuard;s" that protect information from unauthorized access, including

encryption and access control mechanzsms

(7) The szzz‘ed rzme period_if any, that znformaz‘zon collected by the Survezllance

: Technolo ,Qv will be routinely retained, l‘he reason such rez‘entzon perzod is appropriate to furz‘her the

purpose (s) enumerated in the Surveillance Technology Polzcv, the process by which the znformatzon is

regularly deleted aﬁer that perzod lapses, and the specific conditions that must be met fo retain

znformatzon beyond that uerzod

3 How collected information can be accessed or used by members of the public,

including cr 7mzna] defendants

(9) Which sovernmental agencies, departments, bureaus, divisions, or units that may

receive data collected by the Surveillance Technology operated by the Department, including any

required justification or legal standard necessary to share that data and how it will ensure that any

entity receix}iﬁg such data complies with the Surveillance T echno[o,qy Policy;

(10) The training required for any individual authorized to use the Survéillance

Technology or to access information collected by the Surveillance Technology;

. (11) The mechanisms to ensure that the Surveillance Technology Policy is followed,

including internal personnel assigned to ensure compliance with the policy, internal recordkeeping of

the use of the technology or access to information collected by the technology, technical measures to

monitor for misuse, any independent person or ém‘z’tv’wz'th oversight authority, and the sanctions for

violations of the volicy; and

(12) What Drocedur'eé; will be put in place by which members of the public can regisz‘er

. complazm‘s or concerns or submzt questzons abouz‘ the deploymem‘ or use of a specific Surveillance

T echnolo oy, and how the Deparlmenz‘ wzll ensure each question and complaint is responded to ina

timely manner.
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SEC. 19B.2. B'OARD OF SUPERVISORS APPROVAL OF SURVEILLANCE
TECHNOLOGYPOLICY

(a) Except as staz‘ed in subsecrzon (c), and in accordance WIth the procedures set forth in

- subsection (b), a Department must obtain Board of Supervisors approval by ordinance of a

Surveillance Technology Policy under which the Department will acquire and use Surveillance

- Technology. prior to engaging in any of the following:

- (1) Seeldng funds for Surveillance Technology, including but not limited to applying fbr

a grant, or dccepting state or federal funds, or public or private in-kind or other donations;

(2) Acquiring or borrowing new Surveillance Technology, including but not limited to

acquiring Surveillance Technology without the exchange of monies or other consideration;

(3) Using new or existing Surveillance Technology for a purpose, in a manner, or in a

" location not specified in a Surveillance Technology Policy ordinance approved by the Board in,

accordance with this Chapter 19B; or

(4) Entering into agreement with a non-City entity to acquire, share, or otherwise use

Surveillance Technology:

~ (5) Entering into'an oral or written agreement under which a non-City entity or

individual reqgularly provides the Department with data or information acquired through the

entity’s use of Surveillance Technoloqy.

(b) The Board of Supervisors may approve a Surveillance Technology Policy ordinance

under subsectlon ( a) only under the followmcu:lrcumstances

(1) The Denaﬁment seekmq Board approval under subsection (a) fi rst submits to

COIT a Surveillance Impact Report for the Surveillance Technology to be acqmred or used;

, (2) Based onthe Survelllance Impact Report submitted by the DeoartmenL

el develops a Surveillance Technology Policy for the S'urveillance Technology to be

acquired or used;
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_(3) At a public hearing at which COIT considers the Surveillance Technology

Policy, CQIT recommends that the Board of Sugervisors adopt, adopt wi_th modifications, or

decline to adopt the Sur\}eillance Technology Policy for the Surveillance Technology te be

.acquired or used.
(c) A Degartment is not required to obtain Board of Supervisors approval by ordinance

" ofa Survelllance Technology Policy if the Department’s acquisition or use of the Surveillance

Technologg comglies with a Surveillance Technology .Policg previously approved b¥_ thé Board

by ordinance.

(d) Notwithstanding the provisions of this Chapter 19B, it shall be unlawful for any Department

to obtain, retain, access, or use: 1) any Face Recogniﬁo'n‘T échnology; or 2) any information obtained

Qohjz Face Recognition Technology. A Degartmen't’s inadvertént or unihtentibnal feceigt! retention

access to, or use of any information obtained from Face Recognition Technology shall not be

a violation of this subsection (b), provided that:

(1) The Department does not request or solicit its receipt, access to, or usé of

~ such information; and

___(2) The Department logs such receipt, access to, or use in its Annual

Surveillance Report.

(ee) If either the Dzlsflricz‘ Attorney or Sheriff certifies in writing toiz‘he Controller that

acquisition of Surveillance Technology is. necessaryto perform an investigative or prosecutorial

* function and provides in writing to the Controller either an explanation of how compliance with this

Chapter 19B will obstruct their investigative or prosecutorial function or a declaration that the

explanation itself will obstruct eithet function, the District Attorney or Sheriff shall simultaneouslv

submit a copy of the document to the Clerk of the Board of Supervisors so that the Board in its

" discretion may hold a hearing and request that the District Attorney or Sheriff appear to respond to the
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Board’s questions regarding such certification, explanation, and/or declaration. The written

certiﬁcétioh shali épecifv’ the Surveillance Technoloay acquired, or to be acquired.

(8f) Nothing in this. Chapter 19B shall be construed to obstruct the constitutional and statutory

powers and duties of the District Attorney, the Sheriff. the Chief Adult Probatz‘on Ofﬁcer,» or the Chief

Juvenile Probation Officer.

() Except as restricted by subsection 19B.2(d) or expressly restricted in a Sdrveillance ‘

Technology Policy developed pursuant to subsection 19B.2(a)(5). nothing in this Chapter 198 |

shall be construed to prohibit, restrjdt. or interfere with the receipt, access to, or use by a City

department of information gathered by a non-Citv entity or individual from Surveillance

Technology.

(h) Nothing in this Chapter 19B shall prohibit, restriqt. or interfere with the City

Attornev’s ability to receive or use, in preparation for or in civil or administrative proceéedinas,

information from Surveillance Technology (excluding Face Recognition Technology to the

extent Qfohibited under section 19B.2.d) that any City agency, department or official gathers

or that any other non-City entity or gersdn gathers.

SEC. 19B.5. SURVEILLANCE IMPACT REPORT AND S URVEILLANCE TECHNOLOGY

- POLICY SUBMISSION.

(a) COIT shall post on COIT’s website each Surveillance Impact Report submitted by

- Departments under subsection 19B.2(b)(1) and COIT’s récommendaﬁons to the Board of

' Supewisor’s under subsection 19B.2(b)(3) for each Surveillénce_ Technology Policy.

(ab) The Department seeking approval under Section 19B.2 shall submit to the Board of

Supervisors and publicly post on the Department website a Surveillance Impact Report and a proposed

Surveillance Technology Policy ordinance at least 30 days prior to the public meeting where the Board

will consider that Sufvez’llance Technology Policy ordinance pursuant to Section 19B.2.
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(bg) Prior to submitting the Surveillance Technology Policy ordinance to the Board, the

Department must first approve the bolicv, submit the policy to the City Attorney for review, and submit

the policy to the Mayor.

SEC. 19B.4. STANDARD FOR APPROVAL.

It is the policy of the Board of Supervisors that it will approve a Surveilldnce Technology PoZicy

ordinance only if it determines that the benefits the Surveillance Technology ordinance authorizes

outweigh its costs, that the Surveillance T ecﬁnolo,qy Policy ordinance will safeguard civil liberties and

civil rights, and that the uses and deplovments of the Surveillance Technology under the ordinance will

not be based upon discriminatory or viewpoint-based factors or have a disparate impact on any

COMMUNILY or group.

SEC. 19B.5. COMPLIANCE FOR EXISTING SURVEILLANCE TECHNOLOGY:

(a) Each Department possessing or using Surveillance Technology before' the effective date of

this Chapter 19B shall submit an inventory of its Surveillance Téch nology fo COIT, within_ 60

days of the effective date of this Chapter. CQIT shall publicly post the inventory on COIT's ‘

website.

.(b) Each Department possessing or using Surveillance Technology before the effective

date of this Chapter 19B shall submit a proposed Surveillance Technology Policy ordinance to the

Board of Supervisors, In accordance With the procedures set forth in subsection 19B.2( b). for

that each particular Surveillance Technology no later than 120 days following the effective date of this
Chapter, for review and aggroval by the Board by ordinance. A Degar’[men’[ -mal submit a

Survelllance Technoloqv Policy ordinance that mcludes multiple, separate policies for each

Dartlcular Survelllance Technoloav Dossessed or used before the effective date of thls

. Chapter 19B.
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(bc) If a Department is unable to meet this 120-day timeline, the Department may notify the

Clerk of the Board of Supervisors in writing of the Department s request to extend this period and the

 reasons for that request. The Clerk of the Board may for good cause grant a Department a-single

extensions of up to 90 days_per extension, beyond the 120-day timeline to submit a proposed

Surveillance T echnolggy quicy,

(ed) If the Board has not approved a Surveillance Technology Policy ordinance for

.SurveillanceATechnology in use. before the effective date '(.)[ this Chapter 19B, within 180 dqys of its

submission to the Board, the Department shall cease its use of the Surveillance Technology and the

sharing of data from the Surveillance Technology until such time as the Board approves the

Surveillance Technology Policy ordinance in accordance with z‘hi& Chapter.

"SEC. 19B.6. ANNUAL SURVEILLANCE REPORT.

{a) A Debartmem‘ that obtains approval for the dcqui&ition of Surveillance Technology under ‘

Section 19B.2 must submit to tﬁe Board of Supervisors.and COIT, and make available on its website,

an Annual Surveillance Report for each Surveillance T echnblog’ry used by the City Department wz';‘hin

. 12 months of Board approvql ‘of the applicable Surveillance Technology Policy, and annually

thereafier on or. before November 1. If the Departinent is unable to meet the deadline, the Department

ma)} submit a request to the Clerk of the Board for an extension of the deadline.- The Clerk may extend

the deadline for. good cause,

(b) By no later than January ] 5 of each fisealyear, each Department that has obtained

approval for the acquzsztzon ofSurvezZZance Technology under Section 19B.2 shall submiit to the Board

 of Supervisors the Department’'s Annual Surveillance Report a+eporregarding-implementation

of-the-poliey and a resolution to accept the report.

(c) By no later than January 15 of each vear, the Board of Supervisors shall publish a sunimary

of all requests for Board approval of Surveillance Technology Policy ordinances, which éhaZl include a
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Ssummary omny Board action related to such requests, and all Annual Surveillance Reports submitted

in the prior calendar year.

(d) By no later than January 15 of each vear, COIT shall post on its website each

Annual Surveillance Report submiitted to COIT in the prior year.

 SEC. 19B.7. USE OF SURVEILLANCE TECHNOLOGY IN EXIGENT
CIRCUMSTANCES. .

(a) A Department may temporarily acquire or temporarily use Surveillance T echnblo,qy in

exigent circumstances without following the provisions of this Chapter 19B. If a Department acquires

~ or uses Surveillance T echﬁology under this Section 19B.7, the Department shall do qll of the following:

(1) Use thve'Survevillance T echnology solely to.respond to the éxiggm‘ circumSz‘an'ces;

(2) Cease using the Surveillance Technology within seven days, or when the exigent

circumstances end, Whichever is sooner;

(3) Keep and maintain only data related to the exigent circumstances; and dispose of

any data that is not relevant to an ongoing investigation, unless its retention is (4) authorized by a

court based on a finding 6f probable cause to believe the information constitutes evidence of a crime;

‘or (B) otherwise required by law; _

(4) Not disclose to any third party any information acquired during exigent

circumstances unless such disclosure is (4) authorized by a court based on a finding of probable cause -

to believe the information constitutes evidence ‘of a crime; or (B) otherwise required by law; and

(3) Submit a wrilten report summarizing that acquisition and/or use of Surveillance

Technology under this Section 19B.7 to the Board of Supervisors within 45 days following the inception

of the exigent circumstances.

(b) Any Surveillance Technology temporarily acquired in exigent circumstances shall be

returned within 7 days following #s-acquisition-er-when rhe conclusion of the exigent

Supervisors Pesk’ln; Yee, Walton, Ronen, Haney 1230
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cirqumstahces—eﬁd,—whieheveﬁs—seeﬂa, unless the Department acquires the Surveillance

" Technology in accordance with the requirements of this Chapter 19B.

SEC. 19B.8. ENFORCEMENT.

(a) If a Department alleged to have violated this Chapter 198 takes corrective measures in

response to such allegation, the Department shall post a notice on the Department’s website that -

generally describes any corrective measure taken to address Such‘allegation.

(eb) Any yiolation of this Chapter 19B constitutes an injury and any person may institute

proceedings for iniunctive relief. declaratory relief, or writ of mandate in any court of competent

jurisdiction to enforce this Chapter 19B. An action instituted under this subsection (c) shall be brought

against the City.

(dc) Prior to the initiation of any legal proceeding under subsection (c), the City must be given

. written notice of the violation(s) and an opportunity to correct such alleged violation(s) within 30 days

Qf receipt of the notice.

(ed) If the alleged violation(s) is substantiated and subsequently corrected, a notice shall be

posted in a conspicuous space on the City's website that describes the corrective measure(s) taken to

| address the violation(s).

(e) A court shall award costs and reasonable attorney's fees to a plaintiff who is a prevailing

party inany action broughi‘ under subsection (c).

Supervisors Peskin; Yee, Walton, Ronen, Haney 1231 _ , .
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Section 3. The Administrative Code is heréby amended by revising Sections 2A.20 and

10.170-1, and adding Sectibns 3.27 and 21.07, to read as follows:

SEC. 2A.20. CONTROLLER'S AUDITS.

(a) The Controller shall audit the accounts of all boards, officers, and employees of the

- City and County charged in.any manner with the cu'stody, collection, or disbursement of funds.

The Controller shall audit all accounts of money coming into the hands of the Treasurer, thé
frequency of which shall be governed by State law.

(b) The Controller shall have the authority to audit the operations of all boards,

_commissions, Qfﬁcers, ‘and departmenfs to evaluate their effectiveness and efficiency. The

‘Controller shall have access to, and authority to examine all documents, records, books, and

other property of any board, commission, officer, or department.

(c) When requested by ihe Mayof, the Board of Superisors, or any board or
commission for its own department, the Controller shall audit the accounts of .a'ny officer or
departmenf.

(d) Surveillance T ecﬁnoloﬂ Audit.

() For purposes of this Subsechon (d), ”Deparz‘menz‘ ? “Surveillance T echnology,”

Survezllance Technology Policy,” and ' Annual Surveillance Report” have the meanings set forth in

Section 1 9B.J of the Administrative Code.

(2) Acting as City Services Auditor, and beginning in fiscal year 2019-2020, the

. C’ontroller shall audiz"annuallv the use of Surveillance Technology by Deparﬁhem‘s S’uch an qudit shall

include a review of whether a Department has operated and is operating in compliance with an

appraved Surveillance T echnology Policy ordinance, and has completed an Annual Survezllance

Report, and such other information as the Controller determmes helpful to assess the

Surveivlla‘nce Technology Policy. Ih&aadﬁ—shaﬂ%e%&dea%#eﬁ#%ﬁem%%
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included-in-the-Annual-Surveillance-Report- A1 the completion of the audit and in consultationwith

the City Attorney, the Controller shall may recommend any changes to any Surveillance Technology

Policy ordinance and its implementation to the Board of Supervisors.

SEC. 10.170-1. GRANT FUNDS ~ ACCEPTANCE AND EXPENDITURE ‘
(a) Any department board, or commission that seeks to accept and expend federal,

State, or other grant funds must comply with any applicable provrsrons of this Section 10.170- -

(b) The acceptanoe and expenditure of federal, State, or other grant funds in the

amount of $100,000 or more is subject to the approval by resolution of the Board of

' Supervrsors If, as a condition of the grant, the Crty is required to provrde any matchrng funds,

those funds shall be included in determining whether the grant meets the $100,000 threshold.

This subsection (b) shall also apply to an increase in a grant where the increase, alone orin

combination with any other previous increases to that grant, would raise the cumulative fotal

amount of the grant to $100,000 or more. The department, board, or commission requesting

~approval shall submit the following documents to the Board prior to its consideration: |

(1) A proposed resolution approving the acceptance and expenditure of grant

- funds, or a proposed ordinance as required under subsection (d), signed by the department

head, the l\/layor or his or her designee, and the Controller .'

(2) A completed "Grant Information Form The Clerk of the Board shall prepare
the form; it shall include a dlsability access checklist, indirect cost recovery, and other
information as the Board of Supervisors may require;” |

(3) A copy of the grant appllcatlon;

Supervisors Peskln; Yee, Walton, Ronen, Haney 1233 . . )
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(4) A letter of intent to award tne grant or acknowledgmént of grant award from'
the granting agency; and, | | . ‘ ‘

(5) A cover Ietter to the Clerk of the Board ef-Supervisors substantially conforming
to the specifications of the Clerk of the Board.
A (c) _Granté or. Increasas.to Grants of Leéé Than $100,000. The Controller may prescribe
rules for the acceptance and éxpenditure of federal, State, or other grant funds in amounts
less than $100,000; or for increases to grants where the increase, alone or in comt)ination
with any other pre\)ious increases to that grant, would not raise the cumulatiVe total amount of.A
the grant to $100,000 or more. The Contto!!a.r may also prescribe rules for the accéptance
and expenditure of increases to grants, where the original grant or any subsequent increase

to the grant has been approved by the Board of Supervisors under subsection (b) or (d) and

where the latest increase would be in an amount less than $50,000.

* ok K% K

(1) Surveillance Technology.

(1) For purposes of this subsection (1), “Department,” “SurveillanceAT echnology,” and

| “Surveillance Te echnolofy Policv” have the meanings set forth in Section 19B.1 of the Administrative

Code.

2) Notwtthsz‘andin,q the proﬁsionsof subsections (b) and (c) above, when any Ci;‘y

official, Department, board, commission or other entity of the City (collectively, the “requesting

department”’) seeks authority to apply for, accept, or expend federal, State, or other grant funds in any’

" amount fo pu_rchasé Surveillance Technology, the requesting depariment must submit a Surveillance

Technolb,év Policy, approved bv.the Board of Supervz's_ors in accordance .wz'z‘h Chapfer 19B of the

Administrative Code, to the Board of Supervisors with a request for authorization to accept and expend '

grant funds.

Supervisors Peskin; Yee, Walton, Ronen, Haney 1 234, ‘ . )
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SEC. 3.27. APPROPRIATIONS FOR SURVEILLANCE TECHNOLQOGY.

(a) For purposes of this Section 3.27, “Department,” “Surveillance Technology,” and

“Surveillance Technology Policy” have the meanings set forth in Section 19B.1 of the Administrative

Code.

(b) To the extent that a Department seeks funding to acquire Surveillance Technology, the

Department shall transmit a Surveillance Technology Policy, approved by the Board of Supervisors in .

accordance with Chapter 19B of the Administrative Code, with any budget estimate submitted to the

Controller in accordahce with Section 3.3(a) or 3.15 of the Administrative Code. To the extent the -

Mavor concurs in the funding reguest and the Surveillance Technology Policy. the Mayor shall include

‘the Surveillance Technology Policy with the proposed bud,qefsubmiti‘ed to the Board of Supervisdr_s in

accordance with Section 3.3(c) or (d) of the Administrative Code, or, in the case of a supplemental

apyro'priati'on,' Section 3.15 of the Administrative Code.

SEC. 21.07. ACOUISITION OF SURVEILLANCE TECHNOLOGY. -

(a) For purposes of this Section 21.07, “Department,” “Surveillance Technology,” and

“Surveillance Technology Policy” have the meanings set forth in Section 19B.1 of the Administrative

Code.

(b) Notwithstanding any authority set forth in this Chapter 21, neither the Purchaser nor any

Contracting Officer may acquire any Surveillance Technology unless the Board of Supervisors has

appropriated funds for such acquisition in accordance with the requirements of Chapier 198 of the -

Administrative Code.

Section 4. The Administrative Code is hereby amended by revising Chapter 22A,

Section 22A.3 as follows:
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SEC. 22A.3. COMMITTEE ON INFORMATION TECHNOLOGY.

B

(k) When a City Department submits to COIT a Surveillance Impact Report under
subsection 19B.2(b)(1) of Chapter 19B of the Administrative Code, COIT shall develop a

Surveillance Technology Policy for the Department. For purposes of this subsection (k), “City

- Department,” “Surveillance Téc’hnologg Policy,” and “Surveillance Impact Regor’;” shall have

“the mea'ninqs set farth in Section 19B.1 of Chapter 198 of the Administrative Code.

Section 5. Effective Date. This ordinance shall become effective 30 daya after

enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor.retur‘ns the

- ordinance unsigned or does not sign Athébrdinance within ten days of receiving it, or the Board

of Supervisors overrides the Mayor’s veto of the ordinance.

Section 6. Scope of Ordinance. In enacting this ordinance, the Board of Supervisors

intends to amend only those words, phrases, paragraphs, subsections, sections, articles,

numbers, punctuation marks, charts, diagrams, or any other'conétitue'nt parts of the Municipal

Code that.are explicitly shown in this ordinance as additions, deletions, Board amendment
additions, and Board amendment deletions in accordance with the “Note” that appears under

the official tifle of the ardinance.

APPROVED AS TO FORM: =
DENNIS J. HERRERA, City Attorney

By: //7%
JANA CI'ARK
Deputy City Attorney

n:Vlegana\as2019\1 900073\01358069.docx
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FILE NO. 190110

LEGISLATIVE DIGEST
(Revised 5/6/19)

[Administrative Code - Acquisition of Surveillance Technology]

Ordinance amending the Administrative Code to require that City departments
acquiring surveillance technology, or entering into agreements to receive information
- from non-City owned surveillance technology, submit a Board of Supervisors approved
Surveillance Technology Policy Ordinance, based on a policy or policies developed by
the Committee on Information Technology (COIT), and a Surveillance Impact Report to
the Board in connection with any request to appropriate funds for the purchase of such
technology or to accept and expend grant funds for such purpose, or otherwise to
procure surveillance technoiogy equipment or services; require each City uepartment
that owns and operaies existing surveiiiance technology equipment or services to
submit to the Board a proposed Surveillance Technology Policy Ordinance governing
the use of the surveillance technology; and requiring the Controller, as City Services
Auditor, to audit annually the use of surveillance technology equipment or services
and the conformity of such use with an approved Surveillance Technology Policy
- . Ordinance and provide an audit report to the Board of Supervisors.

Existing law requires any department, board or commission that seeks to accept and expend
grant funds in excess of $100,000 to request Board of Supervisors’ approval. Existing law |
* requires any department, board or commission that seeks to accept and expend grant funds
less than $100,000 to comply with rules prescribed by the Controller for the acceptance and

expenditure of grant funds.

Existing law requires that any department, board or commission that seeks to purchase
commodities and services comply with the Purchaser’s rules and regulations set forth in
Chapter 21 of the Administrative Code.

Existing law requ‘ires that the Controller audit the accounts of all boards, officers and
employees and the account of all moneys coming into the hands of the Treasurer. Existing
law authorizes the Controller to audit the effectiveness and effrcrency of all boards,
commissions, officers and departments

Amendments to Current Law

This ordinance would require departments (defined to exclude the District Attorney and Sheriff
while performing investigative or prosecutorial functions) seeking to acquire surveillance
technology or services, or to enter into agreements to receive information gathered by non-

1237
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City entities from surveillance technology, to submit to the Committee on Information -
Technology (COIT), a Surveillance Impact Report. This ordinance would require COIT to
develop a Surveillance Technology Policy. This ordinance would reqwre that a Surveillance
" Technology Policy describe the product or services, their purpose and cost, locations.for use,
a data storage and retention plan, authorized‘uses,-Wh'ether the data will be pubilic, authoriZed
access, required training, access controls, complaint procedures, and any safeguards to
reduce the chilling effect of the technology and prevent its unauthorized used. This ordinance
-would prohibit departments’ use of surveillance technology services or equipment, or
departments’ receipt of data from non-City Surveillance Technology, unless the Board of
* Supervisors had approved a Surveillance Technology Policy ordinance for the use of services
or equipment, or receipt of that information, following COIT’s development of a policy and
recommendation. This ordinance would require departments seekirg to acquire surveillance
technology or services to submit with any funding request a Surveillance Technology Policy
ordinance, approved by the Board of Supervisors. It also would require that departments
nrenare for review by the Board of Supervisors an Annual Surveillance Report that describes
now the techinology was used, what data was retained, deleted, or shared, a-summary of
public comments or concerns-about the technology’s use, the results of any internal audit,
statistics that calculate its effectiveness in achieving its de3|gned purpose, whether data
generated was requested and or provided by and to the public, and the total costs. This
ordinance would prohibit departments’ use of face. recogmtlon technology, except at federally
~ regulated facmtles at the Airport or Port. - '

The ordinance also would requ1re the Controller to audit annually the use of surveillance
technology, including a review of whether a department has and is operating in compliance
with a Surveillance Technology Policy ordinance and completed an Annual Surveillance
Report. The ordinance also would require that the Controller's audit include a review of the

* costs of the surveillance technology and services. Finally, the ordinance would require that the
Controller, in consultation with the City Attorney, recommend any changes to any Surveillance -
Technology Policy ordinance and its implementation to the Board of Supervisors.

Background Information

This ordlnance reflects amendments made at the May 6, 2019 meetmg of the Rules
Committee. This ordinance was amended to modify the deﬂnmon Annual Surveillance Report
to include a description of products and services acquired or used'in the preceding year that .
are not already included in the Surveillance Technology Policy. This ordinance was’ amended
to modify the definition of Surveillance Technology Policy to omit the requirement that the

. policy identify the manufacturer and model numbers for products or services. This ordinance
was amended to modify the definition of Surveillance Technology to include technology used -
" to monitor or investigate City employees or contractors. This ordinance was amended to 4
require certain procedures be followed before the Board may approve a Surveillance

" Technology Policy ordinance: (1) Departments must first submit to COIT a Surveillance

- Impact Report for the Surveillance Technology to be acquired or used; (2) COIT must develop

1238
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" a Surveillance Technology Policy for the Surveillance Technology to be acquired or used; and
(3) Following a public hearing at which COIT considers the Surveillance Technology Policy,
COIT must recommend that the Board adopt, adopt with modifications; or decline to adopt the
Surveillance Technology Policy. This ordinance also was amended to require that '
departments obtain Board approval by ordinance of a Surveillance Technology Policy before
- entering into an agreement under which a non-City entity regularly provides data or .
information acquired through the entity’s use of surveillance technology. This ordinance was
amended to permit the use of face recognition technology at federally-regulated facilities at
the Airport and Port and to clarify that the unintentional or inadvertent receipt or use of face
recognition technology does not violate the prohibition on the use.or receipt of that -
technology. This ordinance was amended to clarify that nothing in the ordinance was intended
to prohibit, restrict, or interfere with the receipt, access to, or use by a City department of
information gathered by a non-City entity or individual from Surveillance Technology. This
ordmance Was amended to declare that Chapter 198 shall not prohlblt restnct or interfere

dminigstrative

a
ANAL
reve En 43 fre QC ill o Tarhnal 1! vr\|| i i
. pluueebunyo, information from Surveillance 1 ECNNGCICJY (eXCiu dt"‘ an:t'cn

Technology) that any City agency, department or official gathers or that any other non-City
entity or person gathers. Finally, this ordinance was amended to delete language making
knowing use of surveillance technology a misdemeanor.

n:\legana\as2019\1900073\01358603.docx
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Young, Victor (BOS)

From: : RivamonteMesa, Abigail (BOS)

Sent: , Monday, April 15, 2019 11:49 AM

To: : ‘ BOS Legislation, (BOS); Young, Victor (BOS) |

Cc: Haney, Matt (BOS); Peskin, Aaron (BOS); Hepner, Lee (BOS)
Subject: ' Co-Sponsor 190110 Acquisition of Surveillance Technology
Hello,

SuperVisor Haney would like to co-sponsor 190110 Acquisition of Surveillance Technology

"Thank you,
Abigail

Abigail Rivamonte Mesa

Office of Supervisor Matt Haney, D6

1 Dr. Carlton B. Goodlett Place, Room 244

San Francisco, CA 94102

T 415-554-7969 | F 415-554-7974
abigail.rivamontemesa@sfgov.org | www.sfbos.org
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Young, Victor (BOS)

From: Temprano, Tom (BOS)
Sent: Thursday, May 02, 2019 10:21 AM
To: . Young, Victor (BOS)
Cc: : _ Beinart, Amy (BOS)
Subject: Fwd: Admin Code - Castro Cultural District
Hi Victor,

Below is the email from Carolina requesting Supervisor Ronen’s co-sponsorship of the ordinance. Alisa was CC’d but was
000 at the time which may explain why the request has not been processed yet.

Thanks!

Sent from my phone office

Begin forwarded message:
From: "Morales, Carolina (BOS)" <carolina.morales@sfgov.org>
Date: April 12, 2019 at 1:21:45 PM PDT
To: "Temprano, Tom (BOS)" <tom.temprano @sfgov.org>

Cc: "Somera, Alisa (BOS)" <alisa.somera@sfgov.org>
Subject: Admin Code - Castro Cultural District

Hi Tom,
Congratulations on re-introducing the LGBTQ, Cultural District!
Supervisor Ronen would like to be added as a Co-Sponsor.

Best,

Carolina Morales
Legislative Director

District 9 Supervisor Hillary Ronen : .
Mission, Portola, and Bernal Heights neighborhoods

Pronouns: she, her
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Young,, Victor (BOS)

From: CHARNA B <charnab1@aol.com>

Sent: Monday, April 29,2019 11:33 PM B
To: Board of Supervnsors (BOS); Stefani, Catherine (BOS)

‘Subject: Please amend the "Acquisition of Surveillance Technology"

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the‘polic‘e
department to use video from security cameras voluntarily provided by private homes and
businesses. '

There is a property crime epidemic in San Francisco and police need private security video footége to
solve crimes. The amendment on page 12 (lines 6-9) only says police can receive pnvate video. It
should clearly say police can also use private video. ' : :

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive private video
only if it complies with all other parts of the ordinance. The legislation contains many requirements
meant for city departments that would be onerous if applied to private citizens and busmesses This
part of the amendment should be deleted.

Even more troubhng is language (Page 10, lines 3-6 and 16-18) that says the police department must
get full Board of Supervisors approval before working with a private entity that regularly provides
video. This could jeopardize longstanding relationships with non-profits, private businesses and

+ merchant associations that work closely with police. And it could jeopardize public safety.

- These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco
residents working to reduce crime. | agree with Stop Crime SF that this legislation addresses
legitimate concerns about privacy and civil liberties. But | also agree that more: needs to be fixed so
this law doesn't end up making us less safe. -

Thank you,

" CharnaBall
. Pierce Street
SFCA 94123
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"oungt, Victor (BOS)

From: | Calvin Chow <chow299@gmail.com>
Sent: : Monday, April 29, 2019 10:40 PM
To: - Board of Superwsors (BOS); Fewer, Sandra (BOS), Stefam Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS); -
~ Mandelman$Staff, [BOS], Ronen, Hillary; Waiton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: - Amend video surveillance law :

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

San JZ‘IELHClSCO Police

ne
9} only says police can receive private video. It sh

ta crimes. The amendment on page 12 (lines 6-
d clearly say police can also use private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private busmesses and merchant assoc1at10ns that work
closely with pohce And it could jeopardize public safety.

' These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. 1 agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less

safe. Thank you

Calvm Chow
Resident of District 8 -
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Young, Victor (BOS)

From: Angelica Nguyen <angelica@zfplaw.com>

Sent: Monday, April 29, 2019 1.58 PM

To: . Major, Erica (BOS) Board of Supervisors, (BOS)

Cc: Ryan Patterson

Subject: 'RE: RE File No. 140049-Amendments to the HCO at Land Use Committee Today Monday,
‘ April 29 .

T
il
b

!

This message is from outside the CityAemail system. Do not open links or attachments from untrusted sources.

Good Afternoon,

Our process server submitted the hard copies earlier today to Richard Lidente. We were informed that he declined to
provide us with an endorsed stamped copy. Can you please assist with this situation and clarlfy as to how we can obtain
an endorsed copy of our submission?

Thank you.

Regards,

Angelica Nguyen

.Administrative Assistant

Zacks, Freedman & Patterson, PC
235 Montgomery Street, Suite 400
San Francisco, CA 94104 .
Telephone: (415) 956-8100
Facsimile: (415) 288-9755
www.zfplaw.com '

This communication and its contents may contain confidential and/or privileged material for the sole use of the
intended recipient. Any review or distribution by others is strictly prohibited. If you are not the intended recipient,
please contact the sender and delete all copies. Unless express!y stated, nothmg in this communlcatlon should be
regarded as tax advice. : :

From: Angelica Nguyen

Sent: Monday, April 29, 2019 12:34 PM

To: 'erica.major@sfgov.org’; 'Board.of.Supervisors@sfgov.org'

Cc: Andrew Zacks; 'Emery, Jim (CAT'; 'Ruiz-Esquide, Andrea (CAT'; 'Jensen, Kristen (CAT)'; "arthur. coon@msrlegal com';
Ryan Patterson; Autumn Skerski; Mary Bhojwani

Subject: RE File No. 140049-Amendments to the HCO at Land Use Committee Today Monday, Apnl 29

Dear Mss. CaIVIHo and Major:
Please find attached a letter from Ryan Patterson and Declaration in Support reégarding file number 140049.

Regards,

Angelica Nguyen

Administrative Assistant

Zacks, Freedman & Patterson, PC

235 Montgomery Street, Suite 400
_ 11244



San Francisco, CA 94104
~lephone: (415) 956-8100
acsimile: (415) 288-9755

www.zfplaw.com

This communication and its contents may contain confidential and/dr privileged material for the sole use of the.
intended recipient. Any review or distribution by others is strictly prohibited. If you are not the intended recipient,

please contact the sender and delete all copies. Unless expressly stated, nothing in this communication should be
regarded as tax advice. : '
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YouhMictor (BOS)

From: ' ' Laura Fingél Surma <laura.surma@gmail.com>
Sent: - . Monday, April 29; 2019 12:46 PM
To: R Board of Supervnsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

. (BOS); Mar, Gordon (BOS); Brown, Va!he (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
MandelmansStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Cc: - : stopcrimesf@gmail.com
Subject: . Please amend video surveillance law

This message is from outside the City email system., Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department
to use video from security cameras Voluntanly prov1ded by private homes and businesses.

There is a property crime emdermc in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6- 9) only says police can receive private video. It should clearly say
police can also use private Vldeo ~ :

I'm also worried about where it says police can'receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubhng is 1anguage (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work’
‘ closely Wlth police. And it could jeopardize pubhc safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents ‘working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil: 11bert1es But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thank you,

Laura Fingal-Surma
Noe Valley
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VourLgr, Victor (BOS)

From: : EAK <eak@prodigy.net>

Sent: , Monday, April 29, 2019 11:56 AM

To: Board of Supervisors, (BOS)

Subject: Please amend the "Acquisition of Surveillance Technology" ordinance

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

- Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance 5o it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private VldCO It should clearly say
pohce can also use private Vldeo

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive private video only if it
complies with all other parts of the ordinance. The legislation contains many requirements meant for city
“departments that would be onerous if applied to private citizens and businesses. This part of the amendment
‘hould be deleted. :

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full

Board of Supervisors approval before working with a private entity that regularly provides video. This could

jeopardize longstanding relationships with non-profits, private businesses and merchant assoc1at10ns that work
" closely Wlth police. And it could jeopardize public safety. :

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thanks,

EA Kline
Pac Heights

Sent from an iPhone
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Young, Victor (BOS)

From: A EAK <eak@prodigy.net>

Sent: _ "~ Monday, April 29, 2019 11:54 AM
.To: Board of Supervisors, (BOS)
Subject: _Allow vidcams to help stop crime

- x This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Thanks,

BA Kline
Pac Heights

Sent from an iPhone
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“oung, Victor (BOS)

From: Peter Fortune <peter.fortune@gmail.com>

Sent: Monday, April 29, 2019 11:33 AM

To: - .. Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron
, (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safal Ahsha (BOS) -
Subject: ‘ AMEND- the video surveillance laW

This message is from outside the City email system. Do not open links or attachments from untrusted sources.,

Dear Supetrvisors:

Many in our residehtial and commercial neighborhoods have private security cameras whose video footage is readily,
and cagerly, available to the SFPD to support their efforts to catch criminals, especially auto burglars and package
thieves. ' ‘ :

Supporting the SFPD is the primary — if not the only — reason why we have these private video cameras.

So PLEASE AMEND the "Acquisition of Surveillance Technology" ordinance such that it CLEARLY ALLOWS the SFPD to use
ideo from security cameras voluntarily provided by private homes and businesses. -

‘The amendment on page 12 (lines 6-9) says only that pohce can receive prlvate v1deo It should clearly say pohce can
also use private video. :

I'm also worried about where the current version says police can receive private video only if it complies with all other
parts of the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be UNDULY AND UNNECESSARILY ONEROUS if applied to private citizens.and husinesses. PLEASE DELETE THIS
PART . .

EVERN WORSE is language (Page 10, lines 3-6 and 16-18)} that says the police department must get full Board of _

Supervisors approval before working with a private entity that regularly provides video. This could -- and probably would

-- jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work closely
. with police. And it could jeopardize public safety. ‘

[ parrot here the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil
liberties. But | also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thank you for your anticipated cooperation.

Peter Fortune
3579 Pierce Street, SF
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" Young, Victor (BOS)

From: JeNeal Granieri <jenealann@att.nef>

Sent: - Monday, April 29, 2019 10:52 AM'
To: Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

“(BOS); Mar, Gordon (BOS); Brown, Valhe (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
. MandelmanStaff [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safali, Ahsha (BOS)
Subject: please amend video survelllance law

This message is from outside the City email system. Do not open links or-attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

There isa property crime epidemic in San Francisco and police need private sécurity video footagé to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say pollce can also use
private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

* Even more troubling is language (Page 10, Iines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeapardize
longstanding relationships with non-profits, prlvate busmesses and merchant associations that work closely with police.
And it could Jeopardlze public safety. :

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |

also agree that more needs to be fixed so this law doesn't end up making us less safe.

JeNeal Granieri
Golden Gate Heights

SF.
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"ourlg, Victor (BOS)

From: - lorrie french <outlook 7F7C3A13BS10547F@outlook com>
Sent: Monday, April 29, 2019 9:48 AM ’
To: : Board of Superv;sors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS), Safai, Ahsha (BOS)
Subject: - - please amend video surveillance law

3

1 This message is from outside the City email system. Do not open links or attachments from untrusted sources.

il

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordmance so it clearly aliows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

demic in San Francisco and police need private security video footage to solve crimes. The
(lines 6-9) only says police can receive private video. it should clearly say police can also use
private video. ‘ ' :

I'm also worried about where it says police can receive pri\rate video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
ynerous if applied to private cmzens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3- 6 and 16- 18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private busmesses and merchant associations that work closely with police.
And it could jeopardize public safety

~Lorraine French

© 1325 Page Street #4
San Francisco, CA 94117
lorriefrencﬁ@gmail.com
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, Youniwctor (BOS)

From: ‘Scott Sellman <sseliman@gmail.com>
Sent: Monday, April 29, 2019 9:35 AM
To: Board of Supervnsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Valhe (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandeimanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: Please amend video surveillance law

;_‘-"’ This message is from outside the City email system. Do not open links or attachments from untrusted sources.
] ’

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it cleaﬂy allows the police department -
to use video from security cameras voluntarily provided by private homes and businesses.

“There is a property crime epidemic in San Francisco and police need private security video foetage to solve
crimes. The amendment on page 12 (Jines 6-9) only says police can receive private video. It should clearly say
police can also use private video. '

I'm also Worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if apphed to private citizens and busmesses This part should be deleted.

Even more troubling is language (Page 10, hnes' 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant assoc1at10ns that work
' closely with police. And it could Jeopardlze public safety.

These are the recommendations of Stop Crime SF a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stc\)p Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

. Thanks you for listening,

Scott Sellman
849 Noriega St
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“oung, Victor (BOS)

From: = Matthew Rivette <rivettematthew@gmail.com>
Sent: o Monday, April 29, 2019 8:32 AM o
To: Peskin, Aaron (BOS); Safai, Ahsha (BOS); Board of Supervisors, (BOS); Stefani, Catherine

(BOS); Mar, Gordon (BOS); Ronen, Hillary; MandelmanStaff, [BOS]; Haney, Matt (BOS); Yee,
. ' : Norman (BOS); Fewer, Sandra (BOS); Walton, Shamann (BOS); Brown, Vallie (BOS)
Subject: please amend video surveillance law _

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the
police department to use video from security cameras voluntarily provided by private homes and businesses.
There is a property crime epidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say
police can also use private video. I'm also worried about where it says police can receive private video only if it
compiies with all other parts of the ordinance (page 12, lines 8-9). The legislation contains many requirements
meant for city Aphaﬁments that wonld be onerous if gmnh?d to private citizens and businesses. This part should
be deleted. Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must
get full Board of Supervisors approval before working with a private entity that regularly provides video. This
could jeopardize longstanding relationships with non-profits, private businesses and merchant associations that
work closely with police. And it could jeopardize public safety. These are the recommendations of Stop Crime
SF, a group of more than 500 San Francisco residents working to reduce crime. I agree with Stop Crime SF that
this legislation addresses legitimate concerns about privacy and civil liberties. But I also agree that more needs
to be fixed so this law doesn't end up making us less safe. :

Thank you,

Matthew Rivette

Corona Heights
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Young, Victor (BOS)

From:  -BH <brian@bayplan.onmicrosoft. com>

Sent: - Monday, April 29, 2019 8:23 AM
“To: : . Board of Supervssors (BOS); Fewer, Sandra (BOS), Stefani, Cathenne (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: MandelmanStaff [BOS];, Ronen, Hlllary, Walton, Shamann (BOS) .Safai, Ahsha (BOS)
* Subject: - please amend video survelllance l[aw

id

‘ This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor Mandelman:

Please amend the "Acquisition of Survelllance Technology ordinance so it clearly allows the pohce department 1o use
video from securlty cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Franccsco and pohce need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) onlv says police can receive ptivate video. It should clearly say pohce can also use
private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
-onerous if applied to private citizens and busmesses This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16—18) that says theApoIicé department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private busmesses and merchant associations that work closely with police.
And it could Jeopardlze public safety :

Sincerely, -
Brian

Brian Higginbotham

616 Sanchez Street
San Francisco, CA 94114-2611

1254
1



' "ougg,vVictor (BOS)

From: K Meredith Serra <meredithserra@outlook.com> .

" Sent: . Monday, April 29, 2019 8:20 AM
To: Board of Supervisors, (BOS) ,
Subject: Please amend video surveillance law «

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisors:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need privéte security video footage to-solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive pnvate video. It should clearly say
police can also use private video.

l‘m also worried about where it says ponce can receive pnvate video only if it complies with all other paits of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

“ven more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must gét full
Board of Supervisors approval before working with a private entity that regularly provides video. This could -
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could jeopardize public safety. This part should be deleted.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime ST that this legislation addresses legitimiate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Meredith Serra
Westwood Highlands
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, Young Victor (BOS)

From E Karen Crommie <kcrommie@comcast.net>

Sent: ~ Monday, April 29, 2019 3:24 AM
To: - ' " Board of Superv;sors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallle (BOS); Haney, Matt (BOS); Yee, Norman (BOS),
MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: =~ . ' please amend video surveillance law

This message is from outside the City email syslem.'D‘o not open links or attachments from untrusted sources.

Dear Supervisors,

Please amend the "Acquisition of Surveillance Technology ordinance so it clearly allows the pollce department to use
video from security cameras voluntanly provided by private homes and businesses.

Thereisa property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private vxdeo it should clearly say pollce can also use
private video.

{'m also worried about where it éays police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private busmesses and merchant associations that work closely with police.
And it could jeopardize public safety

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addfesses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Karen Crommie

628 Ashbury St
SF94117

Sent from my iPad -
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"oung, Victor (BOS)

From: - Deb Holcomb <dholcombca@yahoo.com>

Sent: . Sunday, April 28, 2019 9:37 PM '

To: ' Yee, Norman (BOS); Board of Supervisors, (BOS)
Subject: : Amend the Video Surveillance Law’

| This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor Yee:

| live in District 7 near the Tiled Steps and not far from Golden Gate Park where | run every
mOrnihg | regularly see the smashed glass on the sidewalks due‘ to smash n' grabs in my
nelghborhood | take extra precautions whenever i leave my home because of the property
crimes in my area. Please amend the "Acquisition of Survelllance Technology" ordinance so
it clearly allows the pollce department to use video from securlty cameras voluntanly provided
by private homes and businesses.

I rely on groups like Stop Crime SF, a group of more than 500 San Francisco residents
working to reduce crime, to make‘ my neighborhood safer for all its residents. |. agree with -
-Stop Crime SF that the Video Surveilance Law legislation addresses legitimate concerns
about privacy and civil liberties. But | also agree that more needs to be fixed so this law
doesn't end up making us less safe. ' |

There is a property crime epidemi‘c in San Francisco and police need private security video
footage to solve crimes. The amendment on page 12 (lines 6-9) only says police can receive
private video. It should clearly say police can also use private video.

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive
-private video only if it complies with all other parts of the ordinance. The legislation contains
many requirerhe'nts meant for city departments that would be onerous if applied to private
citizens and businesses. This part of the amendment shoul d be deleted. ’

Even more troubling is lahguage (Page 10, lines . 3-6 and 16‘-18) that says the police
department must get full Board of Supervisors approval before working with a private entity
that regularly provides video. This could jeopardize longstanding relationships with non-
profits, private businesses and merchant associations that work closely with police. And it
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-could jeopardize public saféty.

Thank your work to stop crime in District 7 and keep your residents safe (and feeling safe) in -
their homes and‘neighborhoqu.

Sincerely,

Debra Holcomb
54 Lurline Street
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i ’oung, Victor (BOS)

From: james reece <macreecejr@yahoo.com>
Sent: - Sunday, April 28, 2019 7:41 PM '
To: : Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
MandelmanStaff, [BOS]; Ronen, Hillaty; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the pohce department to use
video from security cameras voluntarily provided bv private homes and businesses.

There isa property crime epldemlc in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive prlvate video. It should clearly say police can also use
private video.

'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Superviéors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Sent from my iPhone
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Young, Victor (BOS)

From: A David Young <dave@artiehokeiabs.com>
Sent: ' Sunday, April 28, 2019 7:40 PM
To: Board of Supervisors, (BOS)

Subject: "Acquisition of Surveillance Technology" ordinance

‘ f This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology”. ordlnance so it clearly allows the police
department to use video from securlty cameras voluntanly provided by private homes and
' busmesses

There is a property crime epidemic in San Francisco and police need private security video footage to
solve crimes. The amendment on page 12 (lines 6-9) only says police can receive pnvate video. It
should clearly say police can aiso use private video.

I'm also Womed about the amendment (page .12, lines 8-9) that says police can receive private video
only if it complies with all other parts of the ordinance. The legislation contains many requirements
meant for city departments that would be onerous if apphed to private: cmzens and businesses. This
part of the amendment should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must
get full Board of Supervisors approval before working with a private entity that regularly. provides
video. This could jeopardize longstanding relationships with non-profits, private businesses and
merchant associations that work closely with police. And it could jeopardize public safety.

- These are the recommendations of Stop Crime SF, a group of more than 500 San Francisce
residents working to reduce crime. | agree with Stop Crime SF that this legislation addresses

legitimate concerns about privacy and civil liberties. But l also agree that more needs to be fixed so
this law doesn't €nd up making us Iess safe. : »

—dave

1260
1



Young, Victof (BOS)

From: - : armand der-hacobian <hacobian@hotmail.com>

Sent: ' Sunday, April 28, 2019 5:29 PM ‘
To: Board of Supervnsors (BOS); Fewer, Sandra (BOS); Stefanl Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: ‘ MandelmanStaff, [BOS]; Ronen, Hillary, Waiton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: S ~please amend video survelllance law

B

R

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acqulsmon of Surveillance Technology" ordinance so it clearly allows the pohce department -
to use video from secunty cameras voluntarily provided by prlvate homes and busmesses

'There is a property crime epidemic in San Franc1sco and police need private security video footage to solve

he amendment on page 12 (lines 6-9) only says police can receive Drlvate VldeO It should clearly say
a rivate video.

I'm also worried about where it says police can receive private video orﬂy if it complies with all other parts-of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

" Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full:

Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
 closely Wlth police. And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of moreé than 500 San Francisco residents working to

reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.
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Young, Victor (BOS)

From: : | Al'H <aha711@msn.com>

Sent: . Sunday, Apnl 28,2019 2:54 PM
" To: ' © Board of Superwsors (BOSY); Fewer, Sandra (BOS) Stefani, Catherme (BOS); Peskin Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
- ' MandelmanStaff [BOS]; Ronen, Hlllary, Walton Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video survelllance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
vrdeo from security cameras voluntarily provided by prlvate homes and businesses.

There isa pro‘perty crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private Video It should clearly say police'can also use
private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the

~ . ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be

onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the bolice department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize '
longstanding relationships with non-profits, private businesses and merchant assouations that work closeiy with police.
And it could Jeopardize pubhc safety. :

- These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe. :

A Hampel

Sent from my iPhone
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“‘oung, Victor (BOS)

From: John Cranshaw <johncranshaw@gmail.com>
Sent: Sunday, April 28, 2019 2:41 PM .
To: Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
o MandelmanStaff [BOS]; Ronen, Hillary; Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: ~ please amend video survelllance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

' Please amend the " Acquisition of Surveillance Technolo gy" ordinance so it clearly allows the police department
' to use video from secunty cameras Voluntarﬂy provided by private homes and businesses.

‘There 1s a property crime epluenue in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private v1deo It should clearly say

police can also use private video.

I'm also worried about where it says police'can receive private video only if it complies with all other parts of -
*he ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could Jeopardlze pubhc safety.

* These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil hbert1es But I also agree that more needs to be fixed so this law doesn't end up making us less safe:

Than‘k‘you for your consideration. We look forward to and appreciate your support.

“John and 'Michelle Crahshaw
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Youhg, Victor (BOS)

From: v Rachel Miller-Garcia <rachelmg2121@gmail.com>
Sent: Sunday, April 28, 2019 2:36 PM .
To: Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherme (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveillance law

This message is from outside the City email systei‘n. Do not open links or attachments from untrusted sources.

Dear Supervisors:

Please amend the "Acquisition of Surveillance Technology" ordinance so lt clearly allows the pohce department to use
video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to-solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use
private video. :

I'm also worried about where it says police can receive prlvate video only |f it complies with all other parts of the

ordinance (page 12, lines 8-9).

The legislation contains many reqmrements meant for city departments that would be onerous if apphed to private
' citizens and busmesses This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16—18) that says the police department must get full Board of -
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private busmesses and merchant associations that work closely with police.
And it could Jeopardlze pubhc safety

These are the recommendatlons of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime, of which 1 am a member and | agree with Stop Crime SF that this legislation addresses legitimate concerns about
privacy and civil liberties. But | also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thank youl
Rachel

Rachel Miller-Garcia
415-810-1408 ¢
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“oung, Victor (BOS)

From: Susan Fisch <sfisch116@comcast.net>
Sent: Sunday, April 28, 2019 1:14 PM
To: , Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, ‘Catherine (BOS); Peskin,-Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
. ' MandeimanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveﬂlance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from securi ity cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says pohce can receive private video. It should clearly say police can also use
" private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the '
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce '
* crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
-also agree that more needs to be fixed so this law doesn't end up making us less safe,

Susan Fisch

Ashbury Heights
SF resident for 29 years

Sent from my iPhone .
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- Young, Victor (BOS)

From:. : " Jamie Whitaker <jamiewhitaker@gmail. com>
Sent: - Sunday, April 28, 2019 12:50 PM
To: : ‘ Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
_ MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS) -
Subject: Vision Zero goal needs you to please amend video surveillance law

bl

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

I want to express my concern over any lmpeldments to video surveillance being used to hold hit and run driversi |n
addition to property and violent criminals accountable in San Francisco...

' Please amend the "Acquisition of Surveillance Technology" ordinance so it cléa_rly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses. .

* There is a property-crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive prlvate video. It should clearly say police can also use
prlvate video. : ~

I'm also worried about where it says police can receive private video only if it complies with all.other parts of the A
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizéns and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and-16-18) that says the police department must get full Board of

Supervisors approval before working with a private entity that regularly provides video. This could jeopardize

longstanding relationships with hon-profits, pnvate businesses and merchant associations that work closely with police.
“And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
. crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about prlvacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Since rely,

Jamie Whitaker
District 6 resident
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*oung, Victor (BOS)

From: , Devi Joseph <drdevisf@gmail.com>
Sent: . Sunday, April 28, 2019 12:48 PM

To: . Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefanl Catherine (BOS) Peskin, Aaron
, : (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
: MandelmanStaff, [BOSY; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: . . please amend video surveillance law

i
)

This message is from outside the City email system. Do.not open links or attachments from untrusted sources. -

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

¢ and police need private security video footage to solve
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I'm also worried about where it says police can receive prwate video only if it complies with all other parts of -
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted. -

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
‘Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residenté working to
. reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.’

Thank you,

Dr. Devorah Joseph

862 39th Ave.

San Francisco, CA 94121
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~ Young, Victor (BOS)

From: ‘ ~ Jorge Garcia <jorge. garcia@grﬁail com>
Sent: Sunday, April 28, 2019 12:35 PM

To: . Board of Supervisors, (BOS), Fewer, Sandra (BOS), Stefani, Catherine (BOS); Peskin, Aaron
. : (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS) :
: MandelmanStaﬁ [BOS]; Ronen, Hillary; Walton, Shamann (BOS), Safai, Ahsha (BOS) ‘
Subject: .please amend video surveillance law

I
i
I
12

; This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to-solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive pﬂvate video. It should clearly say
‘police can also use private video.

T'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and busmesses This part should be deleted

. Even more troubling is language (Page 10, lines 3- 6 and 16- 18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a tgr'oup, of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and

civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe..

‘ Smcerely, A
Jorge Garcia (D1str1ct 5 re31dent)
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““oung, Victor (BOS)

From: Gugelmann, Hallam (UCSF)

© Sent: Sunday, Aprit 28, 2019 11:26 AM
To: ’ - Board of Superv&sors (BOS); Fewer, Sandra (BOS) Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: : MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: _ please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

~ Dear Supervisors,

As an emergency medicine physician in San Francisco, | have a very special interest in the city’s security.
i urge you to please amend the "Acquisition of Surveiliance Technology" ordinance so it clearly allows the police
department to use video from security cameras voluntarily provided by private homes and busmesses

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. We
~ have had packages and things stolen out of ours and friends’ cars with increasing frequency recently.
The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use
srivate video. :

I'm also worried about where it says policé can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. ‘

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But 1 |
also agree that more needs to be fixed so this law doesn't end up making us less safe.
Hallam

Hallam Gugelmann, MD MPH

Attending Physician, Emergency Medlcme CPMC Mission Bernal Hospltal Medlcal Tox1cology Attending, Umversny of
California at San Francisco Assistant Medical Director, California Poison Control System, San Francisco Division
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Young, Victor (BOS)

© From: - . . Art Wydler <aaw215@aol.com>
Sent: : Sunday, April 28, 2019 10:56 AM -
To: Board of Supervusors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
‘ MandelmanStaff [BOS]; Ronen, H||lary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: : please amend video survelllance law - A

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

-Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
~ video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use
private video. :

I'm also worried about where it says police can receive private video only if it complies with all other parts.of the -
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is ldnguage' (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with pollce
And it could jeopardize public safety

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Sent from my iPhone

1270



“"oung, Victor (BOS)

From: Art Wydler <aaw215@aol.com>
Sent: Sunday, April 28, 2019 10:56 AM
To: - . Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
‘ . MandelmanStaff [BOSY, Ronen, Hillary; Walton, Shamann (BOS); Safaj, Ahsha (BOS)
Subject: please amend video survemance faw

- This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive pnvate video. It should-clearly say police can also use
private video.

‘m also worried about where it says police can receive private video only if it complies with all other parts of the .
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jéopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But | -
also agree that more needs to he fixed so this law doesn't end up making us less safe.

Sent from my iPhone
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Young, Victor (BOS)

From: 4 ‘Mary Burns <mfb613@aol.com>
Sent: ‘ ' Sunday, April 28, 2019 10:54 AM -
To: Board of Supemsors (BOS); Fewer, Sandra.(BOS); Stefani, Catherlne (BOSY); Peskm Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallle (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: MandelmansStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) Safaij, Ahsha (BOS)
Subject: - ’ please amend video surveillance law

- This message is from outside the City email system. Do not open links or attachments from untrusted sources.

‘Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police |
department to use video from security cameras voluntarily provided by private homes and businesses. There is a property
crime epidemic in San Francisco and police need private security video footage to solve crimes. The.amendment on page

12 (lines 6-9) only says police can receive private video. It should clearly say police can also use private video. I'm also
worried about where it says police can receive private video only if it complies with all other parts of the ordinance (page
12, lines 8-9). The legislation contains many requirements meant for city departments that would- be onerous if applied to
private citizens and businesses. This part should be deleted. Even more troubling is language (Page 10, lines 3-6 and 16- .
18) that says the police department must get full Board of Supervisors approval before working with a prlvate entity that
regulariy provides video. This could jeopardize longstanding relationships with non-profits, private businesses and
merchant associations that work closely with police. And it could jeopardize public safety. These are the
recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce crime. [ agree’
with Stop Crime SF that this Ieglslatlon addresses legltlmate concerns about privacy and CIVII liberties. But | also agree
that more needs to be fixed so this law doesn't end.up making us less safe.
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VoungLVictor (BOS) |

rrom: " Amy JohnsonA<amykj1@comcast net>

Sent: ' Sunday, April 28, 2019 10:49 AM - T
To: _ Board ofSuperwsors (BOS); Fewer, Sandra (BOS); Stefanl Catherlne (BOS), Peskln Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: URGENT: please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources. |

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
- video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The

amendment on page 12 (lines 6-9) only says police can receive private-video. It should clearly say police can also use
“private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8 -9). The legislation contains many requ:rements meant for city departments that would be
lnerous if applied to prlvate citizens and businesses. This part should be deleted.

Even more troubling is langliage (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
fongstanding relationships with non-profits, private businesses and merchant associations that work closely with police.’
And it could jeopardize public safety. '
These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Amy Johnson

Homeowner/resident
District 7, Miraloma Park
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Young, Victor (BOS)

From: " Miner Lowe <mmersfo@gma1| com>
Sent: . Sunday, April 28, 2019 10:48 AM
To:. ‘ Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOSY); Peskin, Aaron

" (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: 4 MandelmanStaff, [BOS]; Ronen, Hillary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveillance faw '

- This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the pohce department to use
V|de0 from security cameras voluntarily prowded by private homes and businesses.

Thereisa property crime epidemic in San Francisco and police need private security video footage to solve crimes. The -
amendment on page 12 (lines 6-9) only says pohce can receive private video. It should clearly say police can also use
private video. ‘ :

I'm also worried about where it says police can receive prlvate video only if it comphes with all other parts ofthe
ordinance. (page 12, lines 8-9). The legislation contains many requ:rements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And |t could jeopardize public safety.

These are the réi:ommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
_crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and cwtl hbertles But|
also agree that more needs to be fixed so this law doesn't end up maklng us less safe.

Sent from my iPad
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'oung, Victor (BOS)

From: ' Leslie ékoelschl886@comca‘st,.net>
Sent: Sunday, April 28, 2019 10:42 AM
To: Board of Supervisors, (BOS); Fewer, Sandra {BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
' MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: Surveillance Technology

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

‘Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department fo use
video from security cameras vCuIdntan ily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6 9) only says police can receive private video. It should clearly say police can also use
private video.

m also worried about where it says police can receive private video only if it complies with all other parts of the
orfdinance {page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly providesvideo. This could jeopardize

. longstandmg relationships with non-profits, private busmesses and merchant associations that work closely Wlth police.
And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce

crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.
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Young, Victor (BOS)

From: " Luke Perkocha <luke3580@gmail.com>
-Sent: Sunday, April 28, 2019 10:19 AM ‘ :
To: ' Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
MandelmansStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS) .
Subject: : please amend V|deo surveillance law

.

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisors:

I have been contacted by Stop Crime SF to call your attention to needed amendments to this ordinance.

However, I have independently been monitoring this issue and the various supervisors' positions, so am very

familiar with the ordinance proposed by Supervisor Peskin, the ballot initiative that it is pursuant to and the

issue of property crime in San Francisco. This crime epidemic (there is no other word for it) and the consequent

Toss of the feeling of safety for residents that it results in, affects far more voting San Franciscans than any
hypothetical or actual (and rare) abuses of the technology by our government to date.

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police departmenf
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video fobtage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive prlvate video. It should clearly say
police can also use private video. -

I'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
‘would be onerous if applied to private citizens and businesses. This part should be deleted.

- Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work -
closely with police. And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this Jaw doesn't end up making us less safe.

Thank you very much,

Luke Perkocha MD, MBA |
Member, Board of Trustees, Golden Gate Heights Neighborhood Association
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sung, Victor (BOS)

From: Donna T <donnasffn@gmail.com>
Sent: Sunday, April 28, 2019 10:17 AM
To:- o Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefam Catherine (BOS); Peskin, Aaron

(BOS); Mar,. Gordon (BOS); Brown, Vallie (BOS); Haney, Mait (BOS); Yee, Norman (BOS);
. , MandelmanStaff [BOS]; Ronen, Htllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: - - please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources,

‘Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Fraucisco and police need priv

vate security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. Tt should clearly say

police can also use private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of
‘he ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could jeopardize public safety.

These are the recommendations of Stép Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.-

Local government should not hinder the only tools residents have that provide us with a sense of security.
Without our cameras, we are essentially inviting criminals to our City to commit crimes they cannot get away
with anywhere else. It is imperative that you allow video camera surveillance to be used by law enforcement
without restriction.

- Sincerely,

Donna Turner

1154 Alemany Blvd.

San Francisco, CA 94112
(415) 425-0872
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‘Yo‘ung, Victor (BOS)

From: ' roger capilos <rcapilos@yahoo.com>
Sent: _ Sunday, April 28, 2019 10:16 AM

To: _ o -Board of Supervisors, - (BOS)

Subject: - Fw: please amend video surveillance law

[
5
k!
i
i

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

~---- Forwarded Message - _
From: roger capilos <rcapilos@yahoo.com>
To: Joe Fitzgerald Rodriguez <joe@sfmediaco.com>
Sent: Sunday, April 28, 2019, 10:15:28 AM PDT
Subject: Fw: please amend video surveillance law

-~ Forwarded Message -—- )

From: roger capilos <rcapilos@yahoo.com>

" To: Hillary Ronen <hillary.ronen@sfgov.org>
-Sent: Sunday, April 28, 2019, 10:13:48 AM PDT
Subject: please amend video surveillance law

Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly
allows the police department to use video from security cameras voluntarily provided by private
homes and businesses. There is a property crime epidemic in San Francisco and police need private
security video footage to solve crimes. The amendment on page 12 (lines 6-9) only says police can
receive private video. It should clearly say police can also use private video. I'm also worried about
where it says police can receive private video only if it complies with all other parts of the ordinance
(page 12, lines 8-9). The legislation.contains many requirements meant for city departments that
would be onerous if applied- to private citizens and businesses. This part should be deleted. Even
more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get
full Board of Supervisors approval before working with-a private entity that regularly provides video.

' This could jeopardize longstanding relationships with non-profits, private businesses and merchant

~associations that work closely with police. And it could jeopardize public safety. These are the

- recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about
privacy and civil liberties. But | also agree that more needs to be fixed so this law doesn't end up
making us less safe. You the Supervisors have to make a decision... are you more concerned over
the rights of thieves, rapists and taggers or are you concerned with the safety of the citizens of San
Francisco. We will be watching the end result of this issue closely and we will be supporting
candidates that love San Franciscans and not criminals. Roger Capilos Crocker Amazon 318 Allison
St. SF Ca. 94112 ~ : '
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“‘oung, Victor (BOS)

From: Stop Crime SF <stopcrimesf@gmail.com>
Sent: " Sunday, April 28, 2019 10:13 AM

To: ' Board of Supervisors, (BOS)

Subject: please amend surveillance ordinance

I
b

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

 STOP CRIME SF

Neighborhoods for Crfmmal Justice Accountability

April 27, 2019

Members, San Francisco Boerd of Supervisors:

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the pohce department
to use V1deo from secunty cameras voluntarily provided by private homes and businesses.

1“here isa property crime epidemic in San Francisco and police need prwate security Video footage to solve

crimes. The amendment on page 12 (lines 6-9) only says pohce can receive private video. It should clearly say
police can also use private Vldeo '

We're also worried about the amendment (page 12, lines 8-9) that says police can receive private video only if it
complies with all other parts of the ordinance. The legislation contains many requirements meant for city

. departments that would be onerous if applied to prlvate citizens and businesses. This part of the amendment
should be deleted. '

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
‘Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private busmesses and merchant assoc1at1ons ‘that work.
closely with pohce And it could jeopardize public safety

These are the recommendations of Stop Cnme SF, a-group of more than 500 San Francisco residents working to
reduce crime. We agree that this legislation addresses legitimate concerns about privacy and civil liberties. But
we feel that more needs to be fixed so this law doesn't end up making us less safe.

Frank Noto, president

Joel Engardio, vice president
Stop Crime SF '
www.stopcrimesf.com
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Young, Victor (BOS)

From: ' Nancy Panelo <n1panelo@yahoo.com>

Sent: Sunday, April 28, 2019 10:10 AM 4
To: , . Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
. MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveillance law

This message is from outside the City email system.-Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition ofSurvelllance Technology" ordmance so it clearly allows the pohce department to use
video from securlty cameras voluntarily provided by private homes and businesses.

There isa property crime epldemlc in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (Imes 6-9) only says police can receive prlvate V|deo lt-should clearly say police can also use
private video. :

I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
- onerous if applied to pnvate citizens.and businesses. This part should be deleted.

Even more troubling is Ianguage (Page 10, Iines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it cou!d Jeopardlze public safety. .

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime: | agree with Stop Crime SF that this Ieglslatlon addresses legitimate concerns about privacy and civil hbertles But |
also agree that more needs to be fixed so this law doesn't end up making us less safe.

Sent from my iPhone
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Golden Gate Heights Neighborhood Association
P.0. Box 27608
San Francisco, CA 94127

Norman Yee, President, Board of Supervisors
City Hall

1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco, Ca 94102-4689

April 1, 2019

Re: Proposed Video Surveillance Ordinance; Pursuant to Propositic

|

Dear Supervisor Yee,

We are writing to express our strong opposition to the proposed Video
Surveillance Ordinance, as currently written, and to suggest that the Board of
Supervisors make the changes recommended by StopCrimeSF (see attached)
before passage of this enabling legislation. ‘

As citizens of San Francisco, we believe that the potential mis-use by
government or private entities of technology to invade the privacy or abuse
the civil liberties of Americans or visitors requires constant vigilance. The
passage of Proposition B (2018) by voters is an important step in this regard.

However, as sadly demonstrated in a host of countries around the world,
individual criminal activity and organized crime can have a greater impact on
citizens’ sense of security and their very freedom than government abuse.
Indeed, a major, if not the major, role of local government is to provide an
environment in which citizens can live with freedom from fear and feeling
secure in their persons and property. :

Sadly, San Francisco is no longer such a place. As you know, we have an
epidemic of property crime in our City, including auto and home burglaries, -
the former being one of the highest rates in the nation, among comparable
cities. Tourists and visitors are regularly preyed upon, to the point that
national and international néws stories have featured the issue and major
organizations have cancelled planned conventions in the City. This has
potentially massive economic impact on businesses and residents, who
depend on the dollars spent here by visitors who, like residents, should feel
safe on our streets and in their dwellings.
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- Although San Francisco’s violent crime rate is lower than some comparable
cities, an environment in which property crime thrives is often a precursor to
violent incidents. We have already seen this, as evidenced by the recent .
brutal beating of an elderly woman during the commission of a home
invasion robbery, or the killing of-a photographer in broad daylight on Twin
Peaks by someone attempting to steal his camera. In our neighborhood
recently, there have been several armed robberies of individuals on their way
to work in early morning daylight hours. Any of these could have resulted in
tragedy and all make reSldents feel unsafe.

Video surveillance and other technologies such as GPS, license plate
recognition, gunfire detection technologies and others play an essential role
in capturing suspects and assisting in their conviction for crimes. This not
‘'only takes individual criminals off the streets, but facilitates breaking up
organized crime gangs, and creates an environment which signals to
potential criminals that San Francisco cares about the safety of its citizens
and visitors and will act effectively to assure it, thus preventmg crime in the
first place.

We believe the Board of Supervisors has the responsibility and the latitude,
based on the text of Proposition B, to use their judgment to balance
legitimate concerns about the abuse of technology, with the need to use
today’s technology, today, to assure the safety and well-being of their
constituents and visitors to San Francisco. The proposed Ordinance goes too
far, too fast in several important areas, which are cogently outlined in the
StopCrimeSF document attached.

We believe StopCrimeSF’s recommendations are reasonable and if enacted,
will enable the Board of Supervisors to best discharge their obligations to
S|multaneously prevent the abuse of technology, as well as to address the
growing concerns of both residents and visitors about their safety in thelr
homes, hotels and on the streets of San Francisco.

We urge you to adopt the StopCrimeSF recommendations.

Sincerely,

The Golden Gate Heights Neighborhood Assoc1atlon
Sally Stephens, President

CC:

London Breed, Mayor, San Francisco

William Scott, Chief of Police, San Francisco
George Gascdn, District Attorney, San Francisco
StopCrimeSF.

Attachment: StopCrimeSF recommended changes to Video Surveillance
Ordinance
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28 STOP CRIME SF

Neighborhoods for Criminal Justice Accountability

Dear President Yee,

Stop Crime SF represents more than 500 San Francisco residents working together to reduce
and prevent crime in our neighborhoods while holding public officials and the criminal
justice system accountable. We run a Court Watch program to ensure our elected judges
take crime seriously. We also facilitate the installation of video security cameras in
business and residential areas with private donations and city grants such as your
Participatory Budgeting program.
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West Portal bu:mca: district are popu !
police officers and assistant district attorneys tell us the cameras provide valuable video
evidence for arresting and convicting burglars. Video is an important tool to tackle
property crime in San Francisco, which has the highest rate of property crime of the
nation’s most populated cities.

1ants, San Francisco

LSe ST

We are concerned about the so-called “Stop Secret Surveillance Ordinance”
currently being considered by the Board of Supervisors. It will significantly limit the
ability of law enforcement to fight crime with video cameras.

The proposed ordinance would:

1. Prohibit city departments from using security technology services or equipment unless the
Board of Supervisors first approves a Surveillance Technology policy for the servicesand
equipment. ‘

2. Outright ban the use of facial recognition technology.

We understand the good intentions of the legislation. No one can pretend that facial
recognition technology is perfect, especially when it has trouble properly identifying
people of color. The FBI’s facial recognition technology had a 14 percent failure rate
as of 2016, according to a U.S. General Accounting Office report. While that is
undoubtedly better than visual identification by victims or bystanders, it cannot be
the sole factor in arrests: But combined with good police work and when deployed
in conjunction with well-crafted public policy, it can serve as a useful tool. A ban
precludes any thoughtful regulation: It’s just throwing the baby out with the
bathwater.
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An outright ban also precludes the possibility of significant technological
improvements, just as has occurred in DNA identification in recent years. The
software has already advanced by leaps and bounds in recent years, and much
better accuracy may be around the corner. Refinements that address today’s
shortcomings could make facial recognition a valuable security tool.

Our greatest concern with the proposed legislation is how it will affect the use of
traditional security video. The expense and burden of the ordinance’s required
audits and reports — not to mention approval from the full Board of Supervisors —
would make it much more difficult to set up or continue operation. of city-operated
security cameras in timely fashion in San Francisco.

What about security cameras on private homes and businesses? The proposed law
doesn’t restrict a private citizen from installing a camera. But the ordinance would
seemingly require the city to develop a use policy and receive Board of Supervisors .
approval before “entering into agreement with a non-city entity to acquire, share, or

......................... o~ o~ vy M
ULIIEIWI)C use DUIVGIIIdHLC LCLhHU}USY

This broad language could restrict the city from using information provided by any
private citizen or local business that doesn’t strictly adhere to the city’s yet-to-be-
developed policies. When a crime is committed, there should be no such
restrictions on SFPD’s access to information provided by the public WhICh might help
in an arrest of a violent or repeat-offender.

Valuable video footage, such as that which captured the 2017 murder of :
photographer Ed French on Twin Peaks, could serve justice. Such footage might not
exist in future cases if the ordinance curtails the use of city-operated cameras.

The law could also make it more difficult for San Francisco to partner with other law
‘enforcement agencies. The politically charged Board of Supervisors would have to

_ approve cooperation. The law has an exception that allows the city to use
surveillance technology in emergencies for seven days. But is that enough time to
thwart a terrorist attack?

After the Boston marathon bombing, more than 4,000 hours of police time were
spent investigating terrorists. Surveillance video helps monitor areas without
adequate police coverage. Video is also unbiased and provides total recall of
events. We can save time, money and most importantly lives by effective use of
surveillance technology as a force-multiplier.

San Francisco has its own marathon, and other high-profile events like the Pride and Chinese

New Year parades that attract hundreds of thousands of people. Will these events become
known as easy targets? As a city that stands for diversity, San Francisco is particularly
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vulnerable to threats from anti- LGBTQ, whlte supremac;st or other terrorists. We should not let
our guard down.

Beyond cameras, the ordinance broadly applies to other essential public safety
tools, including license-plate readers, gunshot-detection hardware, DNA-capture
technology and radio- frequency ID scanners. It would even affect the body cameras
worn by police officers.

As nearby cities use the technology we seek to ban and limit, criminals will commute
to San Francisco as the place where they can conduct their criminal
activities unnoticed. They already flock to San Francisco to break into cars because

they think our judges, Jurles and prosecutors don’t take property crime as seriously
as other cities.

Nothing in current law now prevents the Board of Supervisors and the agencies from creating
policies governing the acquisition or use of security cameras an a

d related technology. To put the
[»]
|5

cart before the horse jeopardizes public safety for no valid reason. The Board should proceed to
adopt reasonable policies forthwith, but without requiring a halt to ongoing necessary

operations while such policies are considered.

The Board of Supervisors should continue this hearing until it has first completed a study on this
issue and received input from the District Attorney, police department and other agencies, all
of which have expertise on such technologies. Then a hearing should be held by the Police
Commission or other relevant body with expertise, to allow the publlc to hear
recommendations and comment on this issue.

We also submit below suggested amendments to this ordinance.

Please feel free to contact Stop Crime SF pre5|dent Frank Noto at 415-830-1502 if you have any
questions.

Sincerely, }
Frank Noto
Joel Engardio
Alice Xavier
Stop Crime SF
Suggested amendments:
e Exclude the District Attorney, Sheriff and Police Departments (while performing

investigative, prosecutorial or security functions, including terrorist and hate-crime
threats) from the requirements of this ordinance.
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The proposed ordinance would require the SFPD to cease use of vehicular or body-
mounted cameras during operations within 120 days unless and until both the
department and the Board of Supervisors comply with certain requirements; this could
result in an increase in unsolved crimes, police misconduct, or misidentification of
innocent members of the public. Similarly, the Sheriff's Department could not monitor
operations in the prisons, or the DA use video/photo evidence to prosecute domestic
violence or other violent crime cases. Failure to permit monitoring in the prisons could
result in prisoner abuse or prisoner-on-prisoner violence, while limitations on access by
the DA could result in miscarriages of justice and increase the crime rate.. San Francisco
juries increasingly seldom convict in property crimes without photographic evidence.

' Exclude SFO from certain requ1rements of th|s ordinance.

It is intuitively obvious that airports are particularly vulnerable to certam types of
terrorist activity. ‘

Change the effective date of the Ordinance to the beginning of the next fiscal year, or
180 days after enaciment, whichever comes iater. »

Most departments do not have the expertise or resources to fulfil the detailed and
highly-technical requirements of this proposed legislation without additional time.

Require that additional funds be explicitly allocated to each affected department in
the applicable fiscal year, including the Controllers’ office, to comply with the
requirements of this ordinance.

Reducing existing.services in order to comply with the proposed ordinance’s

requirements is unacceptable.

Revise compliance dates

In Sec. 19.B.5 (a) to 180 days and in Sec 19.B.5 (b) to 150 days, for reasons stated
above.

Require any cost benefit analysis to include an estimate of economic and social costs
to the public as well as city government of reduced arrests and convictions that might
result from banned or restricted use of technology.-

Require any cost benefit analysis to examine the cost of alternatives to surveillance
technology.

Delete requirements for public release of identification of certain locations for
surveillance technology. : - :
This information should be classified for selected locations to protect against criminal
activity or terrorist activities. There is no reason to give potential lawbreakers a
roadmap to areas where they can safely carry out criminal activities.
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sunset clause in any such ban

This technology is improving at a rapid rate, so error rates will inevitably i lmprove
Existing problems likely will diminish or disappear with technological advances, so
further legislative action should be required if justified when examining future
outcomes.

Clarify the definjtion of “any individual or-group” included in the definition of
“Surveillance Technology” to exclude criminals, suspects and prisoners.
Obviously, the legitimate aim of surveillance is to identify'and prevent these groups
from the commission of crimes.

Consider the impacts on the public of reduced surveillance at large crowd events such
as the Pride Parade and the Chinese Lunar New Year celebration. '
These events might become targets for hate-group terrorists if it became known that
surveillance technology use was reduced at such occasions.

Allow the public to provide surveillance evidence to City agencies for use in crime
investigations.

Exempt use of facial recognition technology to access computer, smart phone and
other instruments used by City employees.

Rather than use passwords, many devices employ facial recognition to allow users
access to their phones, etc. '
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SUNSET HEIGHTS ASSOCIATION OF RESPONSISBLE PEOPLE

WWW . SHARPSF.COM

p.

San Francisco Board of Supervisors

RE: Surveillance Technolo‘gy Ordinance - Rules Committee on April 15

Dear Supervisors,

The Sunset Heights Association of Responsible People (SHARP) is both a neighborhood .
association with more than 130 members and a foundation that provides grants that support dozens
of San Francisco community organizations,

We are writing regarding the proposed Surveillance Technology Ordinance before the Rules
Committee on April 15. While the intent to protect civil liberties is laudable, we believe the
legislation needs further work because it could potentially impact the safety of everyone who visits
and lives in San Francisco. This ordinance could affect local government and law enforcement’s
use of security cameras-as well as other privately-owned security systems in San Francisco.

‘While we support reasonable policies to control surveillance technology, we recognize that .
criminal activity and organized crime can have a greater impact on citizens’ sense of security and
their very freedom than potential San Francisco government abuse. A key role of local government
is to provide an environment in which citizens can live with freedom from fear and feel secure in
their persons and propetty.

Video surveillance and other technologies such as GPS, license plate recognition, gunfire detection
technologies and others play an essential role in capturing suspects and assisting in their conviction
for crimes. This not only takes individual criminals off the streets, but facilitates breaking up
criminal gangs large and small, and creates an environment which signals to potential criminals
that San Francisco cares about the safety of its citizens and visitors and will act effectively to
assure it, thus preventing crime in the future. :

" Such technology is also a force multiplier that aids law enforcement in preventing and
discouraging terrorist incidents and apprehending those engaged in terrorist acts. Such acts might
be aimed at major crowd events that celebrate San Francisco’s diversity such as the Pride Parade,
Lunar New Year and musical concerts in Golden Gate Park.

S.H.AR.P. c/0 1661 7™ AVE. SAN FRANCISCO, CA 94122
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The proposed law seemingly bans San Francisco residents and businesses from sharing security
camera video or photos with the SFPD unless and until the Board enacts a camera policy. It
eXphCIﬁy prohibits City agencies firom:

“entering into agreement with a non-city entity (e.q., @ San Francisco res:denr or busmess} to
acquire, share, or otherwise use surveiltance technology.”

The SEPD or DA’s office would be unable to share video technology from homeowners or
merchants hit by burglars or violent offenders.

We express our strong opposition to this as currently written, and suggest that the Board of
Supervisors make the changes recommended by Stop Crime SF before passage of this enabling
legislation.

In particnlar, we suggest:

1) Exemptmo private C\tlzens, non-profits and businesses from the ordmance

2) Exempting the Alrport and Port from the ordinance;

3) Exempt all investigations for hate crimes, sexual assault, property and violent
crimes and terrorism from the ordinance;

4) Adding additional time to plan for compliance with the ordinance;

5) Adding additional funds for relevant agencies to comply with the ordinance;

6) Conducting a cost benefit analysis of technology and the failure to acquire such
technology;

7) Revising the ordinance after conducmg outreach to and dialogue Wlth
stakeholders, including crime prevention, anti-crime and victim’s rights groups,
as well as business, civil rights and neighborhood groups and law enforcement
unions; and ‘

8) Include sunset clauses on any ban on technology (e.q., fac;al recogmtmn tech) -
after 12 months that may improve in performance over time, to allow time for
evaluation of new improvements.

As citizens of San Francisco, we believe that the potential misuse of technology to invade the
privacy or abuse the civil liberties of Americans or visitors requires vigilance and policies are
warranted. But no ban on cameras or other technologies should be 1mposed until the policies are
first. enacted by the Board.

Please let us know if you have any questions by contacting us at: sharp@sharpsf.com.

Sincerely,

S.H.AR.P. Board of Directors

SHARP. c/0c 1661 777 AVE. SAN FrRANCISCC, CA 84122
1289



RUd iﬁ’ollD ‘ '
ecairtd i frand e

AlShg
-+

California Statewide Survey Ravid Binder Research

Re: Poll Results of Likely 2020 Voters

Topline Findings

A survey of likely November 2020 California voters conducted in March 2019 shows extraordinary
support for greater transparency, open debate, and a vote by lawmakers prior to surveillance
-technology being obtained or used by the government or law enforcement. Bay Area voters strongly
support this proposal. .

Voters also strongly believe that the government should NOT be using face recognition and similar
biometric information, such as your DNA, your voice or the way you walk, to monitor and track
individuals. Bay Area voters strongly believe this as well.

" On both of these critical questions, there is consistent agreement among Democrats, Republicans and
Independents, across voters of all ethmcntles and generations, and throughout urban, suburban and

rural areas.

The full questions are shown below. Numbers for the Bay Area include the nine-Bay Area Counties.

Highlight One:

Three-quarters of voters statewide and in the Bay Area support a law to require public debate and a
vote by lawmakers before any surveillance technology is obtained or used by government and law
enforcement. Half of voters statewide and in the Bay Area strongly support this proposal.

Please tell support or oppose thls proposal relatmg to hmltlng and requmng over5|ght for government
o ' i and Jaw enforcement survelllance T

Pass a Iaw to reqU/re pubhc debate and a bvote by Iawmakers before any surve/llance technolagy is '
S PR obtalned or used by government and. Iaw enforcement :

Statewide, Likely voters | Bay Area, leely Voters
Support, strongly . 50% | A 51% |
2>76% ) . 2>76%

Support, Somewhat : 26 25 ‘
Oppose, Somewhat L 9 | 7

— -19% 2>17%
Oppose, Strongly A 10 ‘ 10
Don’t know 5. _ o 7
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Across the diverse electorate of California, majorities support the proposal to pass a law to require
public debate and a vote by lawmakers on these surveillance issues. Particularly in a city like San
Francisco with significant racial diversity, the consistency in support for this proposal among all ethnic
groups is striking.

Pass a Iaw to require publlc debate and a vote by lawmakers before any survelllance technology is
: obta/ned or used. by government and law enforcement

Party Affiliation
| % Support % Oppose
Democrats | ' 82%. 14%
Republicans 64 27
Independents (No Party Preference) o 76 19

" Age Group

Millennials and Younger (18-38) 82 17

Generation X (39-54), ' 76 18

Boomers (55-73) | 72 21

Silent Generation (74+) 69 22

Ethnicity -

White - | 73 22

Latinx - | . 79 15
| Asian ' 4 72 23

African American* (small sample size) | . 88 9 .

Area of Residence

Urban Area V _ 76 19

Suburb » - 78 ' .16

Small Town . : ' 71 24

Rural Area ‘ | ' 77 18
Page 2
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Highlight Two:

82% of likely voters statewide and 79% in the Bay Area disagree with the government being able to
monitor and track a person using biometric information. Fewer than 20% of voters statewide and in
the Bay Area agree that the government should be using biometric information in this way.

Over 60% of voters statewide and in the Bay Area strongly disagree, demonstrating intense opposition

. to government use of biometric information to monitor and track individuals.

gree or d/sagree ?

The government should be able to mon/tor and track who you are and Where you go usmg your
S b/ometr/c lnformatlon Do yo ' S ‘

Statewide, Likely voters Bay Area, Likely Voters
Agree, strongly 5% 7% :
: 216% =219%
Agree, Somewhat 11 ‘ 12
Disagree, Somewhat 17 ' 16 .
, 282% >79%
| Disagree, Strongly 65 ‘ 63
Don’t know 2 A 2

In a time of heightened partisanship, there is a consensus across.political party that the'gOVernment
should not conduct biometric surveillance.

Further, across political parties, ethnic groups, generations, and rural and urban areas of California,
there is consistently strong disagreement with the government use of biometric surveillance.

blometrlc /nformatlon Do you agree or d/sagree?

The government should be able to mon/tor and track Who you are and where you go usmg your

Party Affiliation.
% Agree % Disagree
Democrats 12% 87%
Republicans - 21 78
Independents (No Party Preference) 20 79

Page 3
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Age Group
Millennials and Younger (18—38) . 18 81
Generation X (39-54) | 16 82
Boomers (55-73) = | 17 31
Silent Generation (74+) . 7 90
bEthnicity
| White | | 13 85
Latinx | A 18 80
Asian _ ' 27 73
African American* (s;'na!! sample size) 22 75
Area of Residence
Urban Area : : 16 82
Suburb | | i 17 81
Small Town ’ - 14 -85
Rural Area . ' 16 : 82

Methodology

David Binder Research conducted a survey of 800 likely November 2020 voters between March 9% and
13t™, 2019. Interviews were conducted online, and by cell phone and landline. Latinx respondents were
given the choice to take the survey in English or Spanish. The margin of error for the survey is +/- 3.5%,
and this survey represents a current snapshot of views on this issue. The margin of error is higher for
subgroups of the electorate.

Page 4
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Fwd: Contact City Hill ASAP on anti-video law

7 messages

Hi everyone - We need you to send a quick email message ASAP to the San Franctsco Board of
Supervisors (simple instructions below).

A proposed law to regulate video surveillance will be heard on Monday April 15. it's full of
unintended consequences that could make us less safe.

Please express your concern by telling the supervisors to re-think this legislation:

https://mail.google.com/mail/u/07k=89e73815aa&view=| pt&search—all&permt‘l Tg@ad-f%ewm 6306592551 96693966&simpl=msg-f7%3A1 6306592551 . 15




° If you already knc' * ~nough about this issue and you're ready to - * ~ow, click here for an
email template anu. _ssed to every supervisor. Adjust the text to yo... liking and hit send.
= If you want to learn more before sending your message, keep reading below.

If you wish to appear at the committee hearing in person and speak for one minute durlng
public comment:

Monday April 15
10am

City Hall Room 263
Third item on agenda

All the information you need to act is listed below and on this web page. Please share this
message with your neighbors. ’

Thanks for your suppott,
Joel Engardio

Vice President

Stop Crime SF

BACKGROUND

A proposed law could-severely restrict the ability to stop crime with video surveillarice. The
tion needs amendments to avoid unintended consequences. The proposed ordinance
i d, also go through a community vetting process before supervisors vote on it. Learn more:

o San Francisco Chronicle op-ed by Joel Engardio that explains the concerns in simple .
terms. '

e QOpen letter from Stop Crime SF that is more technical and offers suggested amendments.

SAMPLE LETTER TO SUPERVESORS
Dear Supervisor, .
My name is and 1 live in the neighborhood. | care deeply about crime in San

Francisco. [Note if you or a family member/friend has been a victim of property crime/car break- i
in/stolen packages/home robbery]

Stop Crime SF, a group of more than 500 San Francisco residents working to reduce and prevent
our city’s current epidemic of property crime, wrote an gpen leiter to the Board of Supervisors
with concerns about the proposed “Stop Secret Surveillance Ordinance.” | share those concems.
The proposed legjslation could have unintended éonsequences that make us less safe by
severely curtailing the use of effective traditional video surveillance by burying agencies like the
police department in a bureaucratic approval process.

While the essence of this legislation is well-intended, amendments are needed to achieve its goal
of protecting privacy while also allowing for the proper use of technology that can keep us safe.
Stop Crime SF has offered reasenable amendments in its open lefter.

I am also concerned that this legislation has been rushed with little or no input from the
community, public safety agencies and departments that rely on video surveillance like the
airport. In other cities where similar technology privacy legislation was drafted and passed,
community working groups were formed and a collaborative process crafted a sensible law that
worked for everyone. We should do the same in San Francisco. -

All stakeholders including homeowners with Nest/Ring video, Next Door community leaders and
business owners that have surveillance cameras should be represented. Please allow this public
process to happen before voting on the proposed legislation.

hitps://mail.google.com/mailfu/07ik=89e7381 Saa&view=pt&search=all&pe"r%l*gdéthreéd—f%am 6306592551 96693966&simpl=msg-T%BA1 6306592551... 2/5




e pae Serresmis b veens eesmeen sy b rber s b v

Sincerely,
Name
Address

CONTACT YOUR SUPERVISOR

District 1 — Richmond
Sandra Lee Fewer
Sandra.Fewer@sfgov.org

District 2 — Marina
Catherine Stefani
Catherine.Stefani@ggov.org

Districi 3 — North Beach, Chinatown
Aaron Peskin
Aaron.Peskin@sfgov.org

District 4 — Sunset
Gordon Mar
Gardon.Mar@sfgov.org

District 5 — Inner Sunset, Cole Valley, Lower Haight, Hayes Valley, Fillmore, Japantown
Vallie Brown '

Vallie.Brown@sfgov.org

District 6 — SOMA, Tenderloin
Matt Haney )
Matt.Haney@sfgov.org

District 7 — West of Twin Peaks, West Portal, Inner Sunset, Sunnyside, Lakeshore/Merced
Manor, Westwood Park, Miraloma Park "

Norman Yee

Norman.Yee@sfgov.org

' District 8 — Castro, Glen Park
Rafael Mandelman
- MandelmanStaff@sfgov.org

District 9 — Mission
Hillary Ronen
Hillary.Ronen@sfgov.org

District 10 — Bayview, Portrero Hill, Visitacion Valley
Shamann Walton
Shamann.Walton@sfgov.org

District 11 — Excelsior
Ahsha Safal
Ahsha.SafaAi@;s_fqov.orq

hitps://mail.google.com/mail/u/07ik=89e7381 5aa&view=pt&search=all&permtb‘idztgrgad-f%SA‘l 630659255196693966&simpl=msg-f%3A16306582551... 3/5




SECURE ¥ JUSTICE
April 12, 2019

VIA E-MAIL ONLY

Hon. Norman Yee (President)
Hon. Vallie Brown

Hon. Sandra Lee Fewer

Hon. Matt Haney

Hon. Rafael Mandelman
Hon. Gordon Mar

Hon. Aaron Peskin

s e

T1:1
[lULL _L_LLU.Cll _y ,l\_U,LL\AJ.

Hon. Ahsha Safai

Hon. Catherine Stefani

Hon. Shamann Walton

San Francisco Board of Superv1sors

City Hall, 1 Dr. Carlton B. Goodlett Place
‘San Francisco, CA

‘E-Mail: Board.of.Supervisors.@sfgov.org

Re: Acquisition of Surveillance Technology Ordinance (Peskin)
Dear Honorable Board of Supervisors:

I write to urge you to support Supervisor Peskin’s Acquisition of Surveillance Technology
Ordinance (“Ordinance”), and to share with you my experiences with similar ordinances around
the greater Bay Area.

‘Secure Justice is a 501c (3) advocating against state abuse of power, and for reduction in
-government and corporate over-reach. We target change in government contracting, and

" corporate complicity with government policies and practices that are mcons1stent with
democratm values and principles of human rights.

- Surveillance Technology Ordinance

Like other local jurisdictions, Supervisor Peskin has proposed a framework for vetting the

potential acquisition or use of surveillance technology. Following the best practices first
“established in Santa Clara County in 2016, and subsequently enacted into law in Davis,

Berkeley, Oakland, Palo Alto, and BART, Supervisor Peskin’s proposed Ordinance would

require that an impact analysis for each proposed technology acquisition first be performed, and

that a proposed use policy be first reviewed, so that the Board can determine whether the benefits

of using such technology outweigh the costs (both fiscal, and as to our civil liberties).
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SF Board of Supervisors

Acquisition of Surveillance Technology
April 11, 2019 '

Page 2 of 3

T have advocated for all six.of the above ordinances, and co-authored four of them, and as Chair
of the City of Oakland’s Privacy Advisory Commission, I represent to you that the meaningful
vetting and deliberation that will occur will lead to greater political buy-in and legitimacy,
especially as to the police department’s use of surveillance equipment. In addition, the potential
impact on civil liberties and misuse of data will be greatly lessened, as experts and members of
the public weigh in on the proposed acquisitions and use policies. As a sanctuary city/county, the .
use and protection of your resident’s data should be a heightened concern.!

Facts as ofl the date of this letter

o Each of the six existing ordinances follows a similar approval process as the Ordinance.
Each of the six existing ordinances was adopted by unanimous vote of its govermng -
body. A

e Under this model, no proposal has been permanently rejected (several have been sent
back to staff for additional analysis or draft policy amendments), and no directive to
cease use of existing equipment has been issued. What we are seeing in practice is that
various stakeholders; including the general public and outside subject matter experts,
provide feedback to the staff’s proposed use policy which usually results in several
amendments, before eventual and Subsequent unanimous adoption by the governing
board.

e As the first entity to adopt this model in the country (June 2016), Santa Clara County has
had sufficient time to do a formal review of the ordinance. Only minor amendments were
proposed in September 2018 (edits to several headings, and re-arranging several sections
for ease of reference). No amendments to the framework or process were formally
proposed by any department. No formal challenges to the governance structure
have occurred. No department formally requested relief from compliance.

o No disciplinary action has occurred under this model in the six above jurisdictions

* pursuant to a complaint from a member of the public (or otherwise, to our knowledge),

' _suggesting that staff is able to comply and that the heightened scrutiny and transparency
around both the policy rulés and equipment use is ensuring that operators stay within the
approved guidelines.

e No legal actions have commenced pursuant to the private right of action in the six above

.jurisdictions, against suggesting that the model is pragmatic. :

The above facts demonstrate that this model works in practice, and that compliance is being -
achieved across the board. It is an elegant solution to complicated questions regarding the use of
potentially invasive equipment and our sprint into the age of Big Data, Smart Cities, and
proliferation of algorithms making important decisions about our daily lives.

With the passage of your Privacy Principles ballot measure (Prop B)', voters in San Francisco
recognized that our right to privacy is increasingly impacted with the advance of technology and
data mining. The Ordinance provides a mechanism whereby the citizens of San Francisco can

! https://www.mercurynews.com/2018/09/12/bart-staff-ignored-board-to-spy-on-riders-sent-info-ice-could-access/
(“The word sanctuary has lost a lot of its strength,” Prieto said. “Trusting any state agency to fully support the
undocumented community through sanctuary farces is something we are no longer gambling with.”

Those lapses of trust, however, are what privacy advocates want to avoid with a surveillance use policy BART’s
board will consider adopting...”?) 1298
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Acquisition of Surveillance Technology
April 11,2019
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determine collectively where to draw the lines around the use of surveillance technology and the
data collected by it. It is local government at its best.

San Francisco will also benefit from the knowledge and best practices developed by the six

jurisdictions that have preceded-it. We likely have templates for any existing technology you are

using presently, and we routinely provide feedback and templates to any department that asks. I .

am available to help any San Francisco department achieve compliance with this Ordinance, and

I am willing to walk anyone through the Ordinance, and discuss how the process has been '
working for others.

+ Your leadership and acknowledgment of your constituent’s concerns regarding privacy is
appreciated. I'look forward to San Francisca’s talent and sophistication being used to address
these important matters of public policy.

Sincerely,

Brian Hofer

Executive Director -
(510) 303-2871
brian@secure-justice.org
hitps://secure-justice.org/

" cc: Angela Calvillo
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April 10,2019

Board of Supervisors Rules Committee
City Hall -

1 Dr. Carlton B. Goodlett Place

San Francisco, CA 94102

Dear Supervisors,

‘On behalf of the Union Sduare Business lmprovément District (USBID) who represents a substantial‘
membership of local empl'oyéfs, employees, property owners, and residents, and provides critical
quality of life services for the most visited area of San Francisco, we would like to register our position
regarding the proposed Acquisition of Surveillance Technology ordinance that will be appearing before
your committee. '

We appreciate the sponsor’s openness for constructive dialogue throughout this legislative process, as

* well as the intent of this ordinance to uphold important San Fraricisco values that protect civil liberties
and provide greater transparency in government. As a business community, we also want to bring
awareness to the persistent public safety challenges that our members contend with on a daily basis in
our city's economic core, and ensure that this ordinéng:e does not place undue administrative burden on
t‘he. City agencies we work with to deliver vital clean and safe services.

As the crafting of this policy moves forward, we hope for a thoughtful process that brings all
stakeholders together, that this legislation seeks to create a single Citywide policy for everyone to follow
and takes into consideration all potential use cases, and that it involves the Committee on Information
and Technology (COIT) as the City's lead policymaking body for these issues. ‘ '

We thank you for your continued leadership on these important matters both for our community and
for all of San Francisco.

Kind regards,

Karin Flood
Executive Director

UNION SQUAQE BUSINESS IMPROVEMENT DiSTRECT

593 GEARY STREET SUITE 2 6N FRANCIbCﬂ CA 84102
TEL(418)781-78BB0 FAX{415)781- 0268 VISITUNION SQUARESF,COM



850 Bryant Street
San Francisco
California 94103

Phone:
(415) 673-SAFE
or
(415) 553-1984 -

Fax:

(415) 553-1967

www.sfsafe.org

A Community
" Crime Prevention
Organization
sponsored in cooperation
with the San Francisco
Police Department

(A HDHO
wed §

San Francisco Board of Supemsors
City Hall

1 Dr Carlton B Goodlett PI.

San Francisco, CA 94102

April 11, 2019

RE: SECURITY CAMERA LEGISLATION

Honorable Members of the Board of Supervisors,

Ahead of the Board of Supervisors Rules Committee hearing on Monday,
April 15th, 2019, we would like to register our position on behalf of San
Francisco SAFE, Inc. (Safety Awareness for Everyone) and the broader
community regarding the recently proposed Acquisition of Surveillance
Technology or "Stop Secret Surveillance" ordinance. We would also like to
volunteer our experiise to work with the Board and C'*y and County agencies
to craft surveiifance technology policies ielp pron
while protecting civil liberties.

T

mnl-n thiis on-Fo{»\

L.,J. | Py ¥ S
flal Doy UL }Juunu Sarcu
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SAFE serves the diverse communities of San Francisco as the go-to non-
profit community engagement organization promoting both crime prevention
and public safety initiatives for residents, visitors, and local businesses.
SAFE works collaboratively across sectors with public and private agencies,
including in cooperation with local law enforcement, and seeks to bring
community members together through increased awareness and
empowerment to improve the quality of life of our neighborhoods.

‘With decades of experience working as a bridge for residents and the San

Francisco Police Department, one of our responsibilities has been to help
San Franciscans ufilize security cameras as effective crime prevention tools.
It is under this mission that we delineate our position for you today. First off,

~ we support the legislative sponsor’s intent for upholding important San

Francisco values, such as the rights and civil liberties of all people and
greater government fransparency. Everyone should be included, protected,
and Welcomed in our city.

As an-organization which represents our dzverse San Francisco
neighborhoods, including many communities of color who have been
historically marginalized and impacted by persistent public safety challenges,
we also want to make certain that this ordinance does not inhibit the ability of
communities to deploy security cameras for their benefit, or place undue
administrative burdens that might affect the ability of the City agencies who
we work alongside to effectively perform their jobs.
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Attached as Exhibit A are our specific suggested recommendations for potential amendment
areas to improve the proposed ordinance. We believe that any policymaking on these issues
should bring all stakeholders into the process. We also hope that throughout this process current
City functions with respect o these technologies are not diminished during the interim. San
Francisco police officers and assistant district attorneys tell us that security cameras are
invaluable to arrests and conviction of criminals. This legislation should be tempered so that it
protects public safety as well as safeguarding civil liberties.

Furthermore, we would like to see this ordinance establish policies that sets clear standards for
all to follow, mitigate any unintended consequences, and considers all potential use cases
amongst the various agencies involved. Finally, we strongly urge that this ordinance include
the Committee on Information and Technology (COIT), which serves San Francisco as our
chief policymaking body for such IT related issues.

In closing, we appreciate your ongoing leadership on behalf of all of San Francisco, and look:
- forward to having a thoughtful dialogue. San Francisco SAFE stands ready to work with the
Board and relevant agencies to provide data, information and analysis of their policies at the
City’s request. Together, we might craft a policy that addresses all concerns, sets the
standard, and sustains our position as a beacon of progress for the world. -

Thank you,
Deosiel ia/wdfow

Daniel L.awson

President of the Board
San Francisco SAFE, Inc.
(Safety Awareness for Everyone)

Attachment — Exhibit A: Recommendations

1302



EXHIBIT A

San Francisco SAFE submits the following recommendations for potential revision of the
legislation for your consideration:

1.

Exclude from the proposed Stop Secret Surveillance Ordinance any public (open” or “non-
secret”) security camera technologies used fo enhance crime prevention. Cameras and
security devices intended to openly surveil areas to promote the safety and security of any
location or facility would not be covered by the Ordinance. These include the following
categories: o

‘a) Areas/facilities where signage is posted clearly indicating the presence of security

cameras and technology. One obvious intent of these security devices is to discourage
criminal activity, so the installation is public and open in an attempt to notify potential
criminals to refrain from such activity because they are liable to be identified and arrested.
This is clearly NOT “secret surveillance.”

b) Facilities where surveillance technology is installed to monitor the activity of persons in
penal institutions and law enforcement locations where it is clearly understood that
activities’ are under surveillance and privacy is limited. These include facilities in jails,

- prisons and the entrances to police stations frequented by incarcerated persons, penal -
authorities and law enforcement officers.
Without this exclusion, the Sheriffs Department could not monitor operations in the
prisons; failure to permit monitoring could result in prisoner abuse or pnsoner -on-prisoner
violence, or violate federal mandates.

c) Surveillance technology mounted on faw enforcement vehicles and persons for the

purpose of monitoring crimes and interactions between law enforcement officers,
suspects and other citizens. Such cameras and technology is.crucial for monitoring -
enforcement and ensuring fair treatment for all and reducing unreasonable racial
disparities, as well as for monitoring implementation of police use of force policies,
improving law enforcement training and procedures, and documenting criminal conduct.
The proposed legislation should specifically define and call out uses that are excluded
from the ordinance’s provisions. '
The proposed ordinance would require the SFPD to cease use of vehicular or body-
mounted cameras during operations within 120 days unless and until both the department
and the Board of Supervisors comply with certain requirements; this could resuft in an
increase in unsolved crimes, police misconduct, or misidentification of innocent members
of the public.

d) Any other areas/facilities where surveillance is open and public, or where surveillance
should be reasonably expected to be conducted. '

Affirmatively approve policies governing use and acguisition of surveillance technology by
City agencies, etc., rather than create a blanket prohibition until such policies are adopted by
your Board. As written, the proposed ordinance prohibits city departments from using
security technology services or equipment until the Board of Supervisors approves a
Surveillance Technology policy for the services and equipment. Our analysis of the legisiation
shows that this cart-before-the-horse approach may significantly limit the ability of law
enforcement and prosecutors to fight crime in the meantime, while also reducing the value -
of San Francisco crime prevention effects.

- Surveillance cameras and technology provide valuable photographic, video and other

evidence in burglary, robbery and violent crime cases. In particular, video is an important tool
to tackle property crime in San Francisco, which has the h:ghes"t rate of property crime of the
nation’s maost populated cities. 1303



a. The Board already has the power to disallow contracts that lt would otherWlse approve
that do not include sufficient civil liberties protections.

b. We agree that most City departments should develop clear public policies regarding
surveillance technology, but necessary security operations should not cease until the
Board can agree on proper policies on a case by case basis. Given the complexity of the
issues and the nature of governance, this may take some time.

~¢. These policies might be reviewed by the Board on a case by case basis.

3. Create policy on the use of facial recognition technology and include a sunset clause.in any -
prohibition on the technology. Facial recognition technology is relatively new and imperfect;
it is not like DNA technology. Just two years ago, a U.S. General Accounting Office study of
facial recognition technology showed a 14 percent failure rate, and the rate was significantly
greater when identifying people of color. '

Similarly, Chinese-manufactured facial recognition software reportedly had similar trouble
properly identifying non-Asians, with higher error rates for other people of color and
whites. While facial recognition technology rates are still reportedly better than visual
identification by victims or bystanders, the technology should not be the sole factor in
arrests. When combined with good police work, however, it can serve as a useful tool.

Facial recognition technology also.can help eliminate suspects and result in the
release from custody of those unjustly suspected of crimes and avoid placmg the
burdens of the criminal justice system on other innocent partles

a. ln this case, we agree with the intent of the legislation and recommend that use of facial
recognition technology be prohibited for a determinate period of time (e.g., 180 days) until
the SFPD, DA and other appropriate agencies can propose and the Board of Supervisors
can adopt a well-crafted public policy.

b. An outright ban for a longer period would preclude the possibility of significant
technological improvements, just as has occurred in DNA identification in recent
years. The facial sofiware has already advanced by leaps and bounds in recent years,
and much better accuracy may already be available or be around the
corner. Refinements that address today’s shortcomings could make facial recognition a
valuable security tool.

c. Even if facial recognition has not advanced significantly, a well-crafted public policy can
prevent racial disparities and ensure '[hlS is only one tool in a toolbox that is necessarny
not completely perfect.

4. Consider other suggested amendments including:

o Exclude SFO and the Port of San Francisco from certain requirements of this
ordinance.
Airports and poris serve as the gateway to San Francisco and are partlcularly vulnerable
to certain types of terrorist activity, and public safety and federal and mtemat:onal
requirements demand dxfferent standards.

° Change the effective date of the Ordinance to the begmmng of the next fiscal year,
or 180 days after enactment, whichever comes later.
Some departments do not have the expertise or resources to fulfil the detailed and highly
technical requirements of this proposed legislation without additional time. Meeting the

requirements of the ordinance mlgh’t1 %nl)d:[y interfere with critical day-to-day operatlons



Require that additional funds to comply with the requirements of this ordinance be
explicitly allocated to each affected department in the applicable fiscal year.
Reducing existing services in order to comply with the proposed ordinance’s requirements
is unacceptable

Revise compliance dates.

In Sec. 19.B.5 (a) to 180 days and in Sec. 19.B.5 (b) to 150 days, for reasons stated
above.

Require any cost benefit analysis to include an estimate of economic and social
costs to the public as well as city government if the ability to utilize surveillance
technology is obstructed. Any cost benefit analysis should also examine the cost of
alternatives to surveillance technology as well.

Consider deleting requirements for public release of identification of certain
locations for surveillance technology in selected instances.

Techno!ogy -owned by prrvate owners should not be subject to identification of locations.
This information shouid be classified for selected confidential/secret locations to protect
against criminal activity or terrorist activities. There is no reason to give potential
lawbreakers a roadmap to areas where they can safely carry out criminal activities. (This
does not apply to public or ~open locations for surveillance cameras where signage is
present.)

. Consider the public safety impacts of reduced surveillance at large crowd events
such as the Pride Parade, large outdoor concerts and street fairs, and the Chinese
Lunar New Year celebration.

These events might become targets for hate-group terrorists if it became known that
surveillance technology use was reduced at such occasions.

‘Allow the public o provide surverllance evidence to City agencies for use in crime
investigations. ,

Private citizens in their homes and businesses should be exempt from the requirements
of this ordinance. The proposed law doesn’t restrict a private citizen from installing a
camera in her home. But the ordinance would seemingly require the city to develop a use
policy and receive Board of Supervisors approval before “entering into agreement with a

non-city entity to acquire, share, or otherwise use surveillance technology.” Private
citizens and businesses should be able to provide video footage and photos to the SFPD
or DA without restriction in the event of a suspected crime, and ’rhese agencies should be
allowed to use these products/information.
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April 9,2019 .

Mayor Londen Breed

Supervisor Norman Yee _
Supervisor Sandra Lee Fewer
Supervisor Catherine Stefani
Supervisor Aaron Peskin
Supervisor Gordon Mar
‘Supervisor Vallie Brown -
Supervisor Matt Haney

Supervisor Rafael Mandelman
Supervisor Hillary Ronen
Supervisor Shamann Walton
Supervisor Ahsha Safai

San Francisco Board of Supervisors
City Hall, 1 Dr. Carlton B. Goodlett Place
San Francisco, California

Re: SUPPORT for the Stop Secret Surveillance Ordinance

Dear Supervisors,
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We are a coalition of civil rights organizations writing to express support for the Stop Secret
Surveillance Ordinance being considered at the April 15, 2019 meeting of the Rules Committee.
This legislation will improve public safety with a straightforward and open process for
considering surveillance technology proposals, safeguard against dangerous and biased
surveillance practices, and provide the public and Board with a necessary voice in important
surveillance decisions affecting the City. We urge you to support this ordinance.

This letter explains the purpose of the Ordinance and how it helps protect the privacy and safety =
of all San Francisco residents. First, the letter outlines the problems addressed by the Ordinance.
Second, the letter explains why the City should prevent the deployment of face surveillance
technology that poses a threat t6 people in San Francisco, regardless of its accuracy. Finally, the -
letter encourages the Board to ensure that the Shenff and Dlstrlct Attorney are fully subject to

the Ordmance

1. The Ordinance Ensures Diverse Community Members Are Part of Important

Public Safety Decisions
Surveiliance technologies such as autontated license plate readers, drones, sensor-equipped
streetlights, and predictive policing software can collect sensitive personal information about

where people go; who they associate with, and even how they feel. All too often, such systems
operate out of public view and collect information without the knowledge or consent of
residents. When used by public agencies, surveillance technology can fundamentally change the
relationship between governments and residents, influencing decisions about who receives a
government service, who is monitored and subjectéd to potentially dangerous encounters with
the police, and whether people feel comfortable organizing and engaging in activism. San
Francisco should not deploy surveillance technology on its residents without public debate about
how these technologies work and their potential harms, and clear guidelines for how the -
technology can be used. :

Public and Board scrutiny of surveillance technology is essential because the impacts of
surveillance technology are not equitably distributed — time and again, data collection and
_processing systems focus their digital gaze on immigrants, people of color, and the poor. As a
result, actions taken using this data and errors resulting from flawed data or operator misuse
disproportionately impact and potentially harm these communities as well. Without adequate
public debate or safeguards to prevent misuse, surveillance techhology will harm community
members. We know this because it has already happened in San Francisco and the Bay Area.

Many Bay Area police departments have secretly deployed surveillance system without policies
to govern their use, provide accountability, and ensure people’s safety. This has put immigrant
and Black community members in harm’s way. Here in San Francisco, SFPD officers held a
Black woman at gunpoint outside her car after misusing an automated license plate reader that
they operated without an adequate policy to prevent potentially grave mistakes.! According to a
2015 report, Oakland police’s use of license plate readers was effectively concentrated in low-
income and Black communities, perpetuating a long history of over-policing.? In San Jose, police

! Kade Crockford, San Francisco Woman Pulled Out of Car at Gunpoint Because of License Plate Reader Error,
ACLU, May 13, 2014, https://www.aclu.org/blog/privacy-technology/lacation-tracking/san-francisco-woman-
pulled-out-car-gunpoint-because.

2 Dave Maass, What You Can Learn From Oakland’s Raw ALPR Data, Electronic Frontier Foundatlon Jan. 21,
2015, https; //WWW eff.org/deeplinks/2015/01/what-we-learned-oakland-raw-alpr-data.
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secretly purchased a drone without meaningfully consulting Muslim community members and

* other residents who have been targeted by the government for their religious affiliation.? And in
Fresno, the police department used social media surveillance software from a Vendor that
actlvely encouraged police to spy on Black Lives Matter activists.*

Information about residents in local surveillance systems is also vulnerable to demands by
federal agencies such as ICE, who may seek to exploit it to fuel inhumane policies. This is not a
hypothetical threat — we recently learned that Immigration and Customs Enforcement has
purchased access to a driver location database to which police departments can contribute
locally-collected data.’ We know that ICE can use that database to assist its efforts to locate and
deport community members. The potential vulnerability of local surveillance databases to
potential access by agencies such as ICE could threaten San Francisco’s commitment to be a
sanctuary city for all residents. This Ordinance would require proposals for such systems to be
subject to Board.and public scrutiny so that residents are not harmed.

The secretive and unaccountable use of surveillance technology not only harms residents, it
damages community trust in local governments.® Other cities have experienced this first hand,
such.as when Oakland’s City Council faced a public backlash after the public learned about
secret plans to build a DHS-funded “Domain Awareness Center” that aggregated surveillance
feeds from around the city.” Likewise, when citizens and the Seattle City Council discovered that
the police department had acquired drones three years earlier, the ensuing protests led the Mayor .
to shelve the program, stating that Seattle needed to focus on “community building.” ® In both
cases, the absence of public debate and a process for elected leaders to evaluate technologies'
triggered an avoidable public controversy that bred d1strust in government and sapped staff time
and taxpayer resources.

2. The Ordinance Ensures Democratic Debate and Oversight for Surveillance
Technology Decisions

This proposed Ordinance is straightforward and ensures proper democratic debate, transparency, -
and oversight of surveillance technologies. The Ordinance requires that a city department
seeking surveillance technology explain to the public how it works and draft clearly written rules
for that specific technology that are designed to protect the public. The Ordinance also requires
that the proposal be heard by the Board of Supervisors at a regular public meeting. If the Board
approves a new surveillance technology at that meeting; the Ordinance ensures the Board and
public will be able to understand and evaluate How it is used through the creation of a simple

3 Thomas Mann Miller, San Jose Police Depariment's Secret Drone Purchase; Where's the Accountability?, ACLU-NorCal, July
30, 2014, hitps://www.aclunc.org/blog/san-jose-police-departments-secret-drone-purchase-wheres-accountability.

4 Justin Jouvenal, The new way police are surveillance you: calculating your threat ‘score,
Wash. Post, Jan. 10, 2016, https://www.washingtonpost. com/local/nubhc-safetv/the-new—wav-pohce-me—survelll ing-you-
calculating-your-threat-score/2016/01/10/e42bccac-8e135-11e5-bafd-bdf37355dal0¢_story html?utm term=3514f883ceeb.

3 Vasudha Talla, Documents Reveal ICE Using Driver Location Data from Local Police for Deportations, ACLU.org, Mar. 13,
2019, https://www.aclu.org/blog/immigrants-rights/ice~-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-

6 A 2014 ACLU of California survey found that at least 90 California communities were in possession of various surveillance
technologies, and that public debate rarely occurred when technologies were proposed. State of Surveillance in California —
Findings & Recommendations, January 2015, https://www.actonc.org/sites/default/fi les/201501-

aclu ca surveillancetech summary and recommendations.pdf.

7 Brian Wheeler, Police Surveillance: The.US city that beat Big Brother, Sept. 29, 2016, hitp://www.bbc.com/news/magazine-
37411250. .

& Seattle Mayor ends police drone efforts, USAToday, Feb. 7, 2013,
https://wrwrw.nsatoday.com/story/news/nation/2013/02/07/seattle-police-drone-efforts/1900785/.
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Annual Report. The Ordinance also ensures that there are written safety measures for existing
surveillance technologies already in use.

The Ordinance appropriately requires that the public and democratically-elected Board play a
role in evaluating new surveillance technologies before they are acquired or used. And by
requiring straightforward safeguards and an annual report, the Ordinance helps ensure
community members are not harmed and that the Board fully understands how approved
technologies are used. This has produced better outcomes in other Northern California
communities with similar laws. Since 2016, Santa Clara County, Oakland, Berkeley, Davis, Palo
Alto, and BART have all passed similar ordinances to the one before the Board. On repeated
occasions, these communities have come to better decisions about surveillance technology —
whether it was Santa Clara’s imposition of safeguards on body cameras or Oakldand’s scrutiny of
a relationship with a federal “fusion center” — because of the process put in place by their local
surveillance ordinance. We urge San Francisco to adopt the same common-sense process for
considering new surveillance. '

3. The Ordmance Protects San Francxscans from Dangerous and Biased Face
Surveillance

We also fully endorse the Ordinance’s prohibition on the use of facial recognition technology by
city departments This is a technology that poses a threat to people of color and would
supercharge biased government surveillance of our communities. The use of this technology by
government agencies poses a unique threat to public safety and the well-being of people in San
Francisco, regardless of the technology’s accuracy. San Francisco should refuse to allow
government agencies to acquire or use it for at least three reasons: first, due to flaws in face
surveillance systems; second, because such systems are frequently built upon biased datasets;
and finally, because face surveillance would supercharge invasive and discriminatory
government surveillance, regardless of its accuracy.

The biased algorithms and processes that power face surveillance technology pose a threat to

“ people of color. Muitiple tests of this technology indicate it is less accurate for darker-skinned
people. Peer-reviewed academic research by researchers at MIT has demonstrated that prominent
facial recognition technology products perform more poorly for people with darker skin and
women.’ Last year, Amazon’s Rekognition face surveillance product misidentified 28 members
of Congress as persons in a database of booking photos in a test conducted by the ACLU of
Northern California.!® Of those false matches, 39 percent were people of color, even though
people of color only constitute 19 percent of Congress. In practice, an erroneous face
surveillance system could misinform and influence a government employee’s decision about
how to approach a person, including the decision of whether to use force: These kind of flawed
systems should not be used to make decisions about San Franciscans’ lives.

The databases the underlie facial recognition systems are frequently biased as well. Facial
. recognition systems are commonly connected to databases of mugshot photos. These photos are

® Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy Disparities in

Commercial Gender Classification, Proceedings of Machine Learning Research 81: 1-15, 2018,

* http://proceedings.mir.press/v81/buolamwinil 8a/buolamwini 1 8a.pdf; Natasha Singer, Amazon Is Pushing Facial Technology
That a Study Says Could Be Biased, New York Times, Jan 24, 2019, https://www.nytimes.com/2019/01/24/technology/amazon-
facial~technology-study.hitml.

18 Jacob Snow, dmazon'’s Face Recognition Falsely Matched 28 Members of COI’ZG} ess With Muoshots ACLU Free Futwe Blog,
July 26, 2018, https://www.aclu.org/blog/privacy-technology/surveillance-technologies/amazons-face-recognition-falsely-
matched—28 .
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then used as a reference point when the system searches for people in the world. But because
-mugshot databases reflect historical over-policing of communities of color, facial recognition
“matching” databases are likely disproportionately made up of people of color. If such systems
are connected to officer body cameras or surveillance cameras, these communities may be
unfairly targeted simply because they appeared in another database or were subject to
discriminatory policing in the past.

Face surveillance will also fuel invasive and discriminatory government surveillance. People
should be free to go about their daily lives without the government knowing whether they visita -
bar or an abortion clinic, march at a political rally, or attend a religious service. Yet with the flip
of a switch, the City could add face surveillance to public CCTV cameras, sensor-equipped smart
street lights, or even officer-worn body cameras, creating a citywide surveillance network that
could track and recognize residents as they move across town. Face surveillance technology
makes it easy for the government to track and store intimate details from our private lives, all
with little to no human effort. And like the surveillance systems that came before, the harms will
fall hardest on people of color, religious minorities, and immigrants. At a time when public

* protest is at an all-time high and the federal government is attacking immigrants and activists,
San Francisco should refuse to build face surveillance systems that could easily be misused for
dangerous, authoritarian surveillance.

Face surveillance will not make the San Francisco community safer and could lead to grave

harm. It would chill civil engagement and subject residents and visitors to continuous monitoring
and potentially violent contacts with law-enforcement if it produces erroneous results. Regardless
of accuracy, systems built on face surveillance will amplify and exacerbate historical and ‘
existing biases that harm immigrants, religious minorities, activists, and people of color. An
identification—whether accurate or not—could cost people their freedom or even lives. San
Francisco should refuse to go down this road..

4. The Sheriff and District Attorney Should Be Fully Subject to Democratic Oversight
and Not Allowed to Unilaterally Exempt Themselves from the Ordinance

It is essential that the Ordinance protect community members regardless of which City .
Department possesses or operates the surveillance technology. As written, the Ordinance covers
all city officials, departments, boards, commissions, including but not limited to the police
department, sheriff’s office, and district attorney. But we are concerned about two provisions in
the current draft Ordinance that allow the District Attorney or Sheriff to unilaterally exempt
themselves from democratic oversight under the Ordinance by declaring that they are acting in a
prosecutorial or investigatory capacity.!! These provisions impose an unacceptable veil of
secrecy, both as a matter of public policy, and because they undermine the Board’s supervisory
authority under state law.

The Board of Supervisors has an obligation to exercise supervision of the conduct of local
departments and officers, including the Sheriff and the District Attorney.!? Last year the

U1 This provision appears in the definition of “City Department” at Chap. 19B1 and at Sec. 19B.2.

12 By law, the Board possess substantial authority to supervise district attorneys and sheriffs, allocate their budgets, approve
county contracts, manage grant funding, request reports, and set rules for the acquisition and use of county property. See, e.g.,
Cal. Govt Code. § 25303 (mandating that the Board “shall see that [county officers] faithfully perform their duties...and when
necessary, require them to...make reports and present their books and accounts for inspection”); Cal. Govt. Code § 23004(c)
(authorizing the Board to enter into contracts on behalf of the county); Cal. Govt. Code § 53701 (authoring the Board to accept

" grants or loans made available by the federal govemment to finance public works); Cal. Govt. Code §54202 (declaring that local
agencues may adopt policies and procedures governing purchases of supplies and equipment used by the local agency);
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California Senate Judiciary Committee specifically recognized the power of Boards of
Supervisors to “supervise the official conduct of sheriffs and district attorneys, especially in
connection with their management, or disbursement of public funds to procure surveillance
technologies.”"® The Surveillance Ordinance applies these authorities to the acqulsltlon, use, and
overs1ght of various surveillance technolo gies.

‘We urge San Francisco to ensure the District Attorney and Sheriff are fully covered by the
Ordinance’s requirements.'* At.a minimum, the Ordinance should mandate that the public and
Board be informed and given the opportunity to discuss any efforts by the District Attorney and
Sheriff to exempt themselves from the Ordinance.

5. Conclusion .

Thank you for your consideration of this essential Ordinance designed to protect public safety
and ensure that the Board and community have a voice in decisions about surveillance
technology in San Francisco. We look forward to working with the Board to pass and implement
this Ordinance. Please let us know if you have any questions.

Sincerely,

ACLU of N Ul'thefﬁ California

Asian Americans Advancing Justic€ — Asian Law Caucus
Asian Law Alliance

Centro Legal de la Raza

-Coalition on Homelessness

Council on American-Islamic Relations SF-Bay Area
Color of Change

Data for Black Lives

Electronic Frontier Foundation

Faith in Action Bay Area

Freedom of the Press Foundation -

Greenlining Institute

Harvey Milk LGBTQ Democratic Club

Indivisible SF

Justice 4 Mario Woods Coalition

National Center on Lesbian Rights

Media Alliance

Lawyers’ Committee for Civil Rights

Oakland Privacy

San Francisco Democratic Socialists of America

San Francisco Public Defender Racial Justice Committee
Secure Justice '

SF Latino Democratic Club

Tenth Amendment Center

Transgender Law Center

13 Californja Senate Judiciary Committee Analysis of SB 1186 (emphasis added; quotations omitted), available here:
https://leginfo legislature.ca.gov/faces/billAnalysisClient. xhtm1?bill id=201720180SB1186#.

144 similar ordinance in Santa Clara County accomplishes that by requiring that the Board or a court of law — and not siimply the
Sheriff or DA acting unilaterally — make a determination that oversight under the ordinance obstructs a sheriff or DA’s ‘
prosecutorial or investigatory fanctions. Santa Clara County Ordinance Code Sec. A40-5,
hitps:/library.municode.com/ca/santa_clara_countv/codes/code of ordinances?nodeld=TITAGEAD DIVA4Q0SUECCOAF SA4
0-SCOEXSUTE.
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[ §ello

L’HHHEE

March 27, 2019

President Norman Yee

Supervisor Sandra Lee Fewer

Supervisor Catherine Stefani

Supervisor Aaron Peskin

.Supervisor Gordon Mar

Supervisor Vallie Brown

Supervisor Matt Haney ‘
Supervisor -Rafael Mandelman ' ’ : \
Supervisor Hillary Ronen
.Supervisor Shamann Walton

Supervisor Ahsha Safai

" Dear Board of Supervisors:

I am writing to you on behalf of Color Of Change, the nation’s largest online racial justice
organization, with more than 1.6 million members nationally and nearly 50,000 members located
in the Bay area. We urge you to adopt the Stop Secret Surveillance Ordinance, which is up for
consideration at the April 15, 2019 meeting of the Rules Committee, and proposes restrictions
on the use of surveillance technologies and recommends banning the use of harmful and
discriminatory surveillance technologies in‘San Francisco.

Time and time again, surveillance technologies have been used to target Black communities,
immigrants, poor people, religious minorities, and communities of color.! When employed by
police departments and governments, technologies like automated license plate readers,
‘camera-equipped drones, stingrays, and predictive policing software increase the number of
unnecessary interactions between marginalized communities and the police, and threaten San
Franciscans’ safety. Incidents like that of a Black woman being held at gunpoint outside her car
as a result of the San Francisco Paolice Department’s misuse of an automated license plate

" “The new way police are surveilling you: calculating your threat ‘score,”

Washington Post, 10 January 2016,

https:/ivww.washingtonpost.com/local/public-safety/the- new—wav~pol|ce are-surveilling-you-calculating-yo
ur-threat-score/2016/01/10/e42bccac-8e15-11e5-baf4-bdf37355da0c_story.htmi?utm_term=.3514f883cee
b. : :
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(OMITON Y

HOMELESSHESS
san francisco

468 Turk St.

San Francisco, CA 94102
415.346.3740 TEL
415.775.5639 FAX
www.cohsf.org

- March 20, 2019

Dear Elected Official,

~ The Coalition on Homelessness is writing to request that you support
Supervisor Aaron Peskin’s “Stop Secret Surveillance” Ordinance that would
réquire San Francisco City Departments to adopt a Surveillance Data Policy if
they intend to use, continue to use, or acquire surveillance technology

~ equipment. The legislation would also require any agency wishing to use

such technology to get approval from the San Francisco Board of Supervisors,
as well as provide an annual audit of such technology use. Finally, the
legislation categorically prohibits the use of any Facial Recognition
Technology by any San Francisco city departments.

This legislation is urgently needed given the slew of new surveillance
technoiogies now availabie and the dearth of regulation on the tonic. This

legislation would be one of the first in the nation to ban Facial Recognition
Technology and would join San Francisco with Santa Clara and a few other

. California counties in regulating surveillance technology. -

Story after story in the media show the ways in which such
technologies have either deliberately or inadvertently targeted people of
color, violated the citizenry’s civil liberties, and laid the groundwork for a
truly Orwellian society where people’s every move is monitored and
potentially criminalized. ' ‘

While arguments can, and have, been made about the benefitsof

surveillance technology to protect public safety, we strongly believe such -
- technologies need to be regulated, and in the case of Facial Recognition

technology, prohibited. There is no place in the City and County of San
Francisco for the use of such technology. In its current iteration the
technology is inaccurate and tends to single out communities of color. But
even were the technology “accurate” and did not directly target people of
color, the very nature of the technology tends to focus on the poorest and
most disenfranchised communities in the city given the current social and
economic structure of American society. For example, shelter residents
since 2004 have been required to submit to biometric imaging of their face in
order to qualify for 90 day shelter beds. This practice immediately led to
many undocumented residents becoming fearful of the use of this
technology to find and deport them, and the shelters saw a decrease in use
by undocumented individuals.

For this reason, we support a complete ban of the use of Facial
Recognition Technology in San Francisco. Given the march of technology
there will doubtless be attempts to introduce Facial Recognition Technology.
(This piece of legislation deals with that eventuality by creating a stringent
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process that any attempt to introduce Facial Recognition Technology will
have to navigate.) . ’ |

' . We appreciate your interest in this important privacy and civil
liberties matter. We feel confident you would be willing to help get such
legislation passed. ' ' '

Sincerely,

Jennifer Ffiedenbach
Executive Director

468 Turk St.
San Francisco, CA 94102
415.346.3740 TEL
468 Turk St.
San Francisco, CA 94102
415.346.3740 TEL
415775.5639 FAX

www.cohsf.org . ‘ 1 31 4 -



NATIONAL CENTER FOR LESBIAN RIGHTS

"NCL!

NATIONAL OFFICE

870 Market St Suite 370
San Francisco CA 94102
tel 415 392 6257

fax 415 382 8442
info@nclrights.org
www.ictrights.org

‘March 6, 2019

- Supervisor Aaron Peskin
City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco, CA 94102-4689

RE: Stop Secret Surveillance Ordinance — Support
Dear Supervisor Peskin,

.The National Center for Lesbian Rights (NCLR) strongly supports the Stop Secret Surveiilance
Ordinance. This ordinance would require the City and County of San Francisco to adopt a '
‘Surveillance Data Policy if they intend to use, continue to use, or acquire surveillance
technology equipment. The ordinance would also reduire any agency wishing to use
surveillance technology to get approval from the San Francisco Board of Supervisors and
provide an annual audit of the agency’s use of that technology. Finally, the ordinance
expressly prohibits the use of any facial-recognition technology by any department or agency
of the City and County of San Francisco. -

NCLR is a national legal organization committed to advancing the civil and human rights of
lesbian, gay, bisexual, and transgender people and their families through litigation, legislation,
policy, and public education. Discrimination and harassment by law enforcement is an
ongoing and pervasive problem for LGBT individuals, particularly those who are members of
low-income communities or communities of color.! Because surveillance efforts have
historically targeted marginalized and vulnerable communities, NCLR strongly believes
surveillance techno|og|es need to be regulated and in the case of facial- recogmtlon
technology, prohibited.

There is no place in the City and County of San Francisco for the use of facial-recognition
technology. in its current iteration, the technology is inaccurate and tends to deliberately or
inadvertently target people of color and other vulnerable communities. The inaccuracies and
biases built into facial-recognition technology also amplify the significant concerns that this
technology will deprive individuals of key constitutional safeguards that undergird our
criminal justice system. '

! See Williams Institute, Discrimination and Harassment by Law Enforcement Officers in th'e
LGBT Community (2015), https://williamsinstitute.law.ucla.edu/wp-content/uploads/LGBT-
Discrimination-and-Harassment-in-Law-Enforcement-March-2015.pdf.
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N ‘ L R NATIONAL CENTER FOR LESBIAN RIGHTS

This ordinance is urgently needed given the onslaught of new surveillance technologies now
available and the lack of regulation on the topic. By taking this important step, the City and
County of San Francisco would be leading the nation as one of the first jurisdictions to ban
facial-recognition technology and would join Santa Clara and other counties in California that
are already regulating the use of surveillance technology. For these reasons, NCLR strongly
supports the Stop Secret Surveillance Ordinance.

Sincerely,

Cindy L. Myers, Ph.D.
Interim Executive Director
National Center for Lesbian Rights
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BOARD of SUPERVISORS

TO: |

FROM:

DATE:

City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
 San Francisco 94102-4689
Tel. No. 554-5184
Fax No. 554-5163
TDD/TTY No. 554-5227

MEMORANDUM

Linda Gerull, Executive Director/CIO
Department of Technology

Vlctor Young, Assistant Clerk W
Rules Commlttee

February 6, 2019

SUBJECT: LEGISLATION INTRODUCED

The Board of Supewlsors Rules Commlttee has received the followmg proposed
legislation, lntroduced by Mayor Breed on January 29,2019:

File No. 1901 10

Ordinance amending the Administrative Code to require that City
departments acquiring Surveillance Technology submit a Board of
Supervisors approved Surveillance Technology Policy Ordinance and a
Surveillance Impact Report to the Board in connection with any request to
appropriate funds for the purchase of such technology or to accept and
expend grant funds for such purpose, or otherwise to procure Surveillance
Technology equipment or services; require each City department that owns
and operates existing surveillance technology equipment or services to
submit to the Board a proposed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the
Controller, as City Services Auditor, to audit annually the use of
surveillance technology equipment or services and the conformity of such
use with an approved Surveillance Technology Policy Ordinance and
provide an audit report to the Board of Supervisors.

If you have comments or reports to be included with the file, please forward them to me
at the Board of Supervisors, City Hall, Room 244, 1 Dr. Carlton B. Goodlett Place, San
Francisco, CA 94102 or by email at: v:ctor young@sfgov. org.
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BOARD of SUPERVISORS

- TO:

FROM:

DATE:

City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco 94102-4689
Tel. No. 554-5184
Fax No. 554-5163
TDD/TTY No. 554-5227

MEMORANDUM

Kanishka Karunaratne Cheng, Mayor's Office,
Liaison to the Board of Supervisors
Ben Rosenfield, Controller, Office of the Controller
George Gascon, District Attorney, Office of the District Attorney
Vickie Hennessy, Sheriff, Sheriff's Department :

Victor Young, Assistant Clerk
Rules Committee

March 19, 2019

SUBJECT: - LEGISLAT[ON INTRODUCED

The Board of Supervisors’ Rules Committee has received the following proposed
_ legislation, introduced on January 29, 2019:

File No. 190110

Ordinance amending the Administrative Code to require that City
departments acquiring Surveillance Technology submit a Board of
Supervisors approved Surveillance Technology Policy Ordinance and a
Surveillance Impact Report to the Board in connection with any request to
appropriate funds for the purchase of such technology or to accept and
expend grant funds for such purpose, or otherwise to procure Surveillance
Technology equipment or services; require each City department that owns
and operates existing surveillance technology equipment or services to
submit to the Board a proposed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the
Controller, as City Services Auditor, to audit annually the use of
surveillance technology equipment or services and the conformity of such
use with an approved Surveillance Technology Policy Ordinance and '
provide an audit report to the Board of Supervisors.

if you have comments or reports to be included with the file, please forward them to me
at the Board of Supervisors, City Hall, Room 244, 1 Dr. Carlton B. Goodlett Place, San
Francisco, €A 94102 or by email at: victor. young@sfgov org.
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Mawuli Tugbenyoch, Mayor's Office

Rebecca Peacock, Mayor's Office

Andres Power, Mayor's Office

Toddy Rydstrom, Office of the Controller

Tonia Lediju, Office of the Controller

Cristine Soto DeBerry, Office of the District Attorney
Maxwell Szabo, Office of the District Attorney
Johanna Saenz, Sheriff's Department

Katherine Johnson, Sheriff's Departiment

Nancy Crowley, Sheriff's Department
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~ Print Form

Introduction Form -

By a Member of the Board of Supervisors or Mayor

WG i 2g (Himgstamp

.
T

e

I hereby submit the following item for introduction (select erﬂy one): o meefig date

e

1. For reference to Committee. (An Ordinance, Resolution, Motion or Charter Amendment).
[ ] 2. Request for next printed agenda Without Reference to Committee.

[ ] 3. Request for hearing on a subject matter at Committee.

[].4. Request for letter beginning :"Supervisor | o inquiries"”

D 5. City Attorney Request.

[] 6 Call File No. | : from Committee.

] 7 Budget Analyst request (attached written mot1on)

[] 8. Substitute Legislation File No.

[] 9. Reactivate File No.

1 10. Topic submitted for Mayoral Appearance before the BOS on

Please check the appropriate boxes. The proposed legislation should be forwarded to the following:

[ |Small Business Commission [] Youth Commission []Ethics Commission-
] Planhing Commission . [ |Building Inspection Commission
Note: For the Imperatlve Agenda (a resolution not on the prmted agenda), use the Imperative Form‘
Sponsor(s): |
Peskin; Yee

Subject:

[Administrative Code - Acquisition of Surveillance Technology]

The text is listed:

Ordinance amending the Administrative Code to require that City departments acquiring Surveillance Technology
submit a Board of Supervisors approved Surveillance Technology Policy ordinance and a Surveillance Impact Report
to the Board in connection with any request to appropriate funds for the purchase of such technology or to accept and
expend grant funds for such purpose, or otherwise to procure Surveillance Technology equipment or services; require
each City department that owns and operates existing surveillance technology equipment or services to submit to the
Board a proposed Surveillance Technology Policy ordinance governing the use of the surveillance technology; and
requiring the Controller, as City Services Auditor, to audit annually the use of surveillance technology equipment or

services and the conformity of such use with an approved Surveillance Technolo gy Po rdinance and prov1de an
audit 1eport to the Board of Supervisors. - 7:

717

Slgnature of Sponsoring Supervisor: / ﬂ /[/ (,_\
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