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- B AMENDED IN BOARD o '
FILE NO. 190568 - 5/21/2019 ORDINANGE NO.

[Administrative Cede - Acquisition of Surveillance Technology]

Ordinance amending the Administrative Code to require that City departments

acquiring Surveillance Technology, or entering into agreements to receive information

- from non-City owned Surveillance Technology, submit a Board of Supervxsors
"approved Surveillance Technology Policy Ordinance, based on a QO[ICM or policies

developed by the Co‘m.mlttee on Information Technologx (COIT), and a Surveillance

Impact Report to the Board in connection with any request to appropriate funds for the
purchase of snch technology or to accept and expend grant funds for such purpose, or

otherwise to procure Surveillance Technology equip:ment or services; require each City

department that owns and operates existing surveillance technology equipment or

services to submit to the Board a propoéed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the Controller, es'City
Services Auditer, to a\udit annual‘iy the use of surveillance technology equipment or
services and the conformity of such use with an approved Surveillance Technology

Policy‘Ordinance and provide an audit report to the Board of Supervisors.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.

: Additions to Codes are in Szngle~underlzne ztalzcs Times New Roman font.
Deletions to Codes are in .
Board amendment additions are in double-underlined Arial font.
Board amendment deletions are in strikethrough-Aral-font.
Asterisks (* * * ¥) indicate the omission of unchanged Code |
subsections or parts of tables. :

Be it ordained by the People of the City and County of San Francisco:

. Section 1. General Findings.
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-(a) It is essential to have an informed public debate as early as possible about

decisions related to éurveillance technology.
| (b) Whenever possible, decisions relating to surveillance technology should occur with

strong consideration given to the impact such teohnolo'gies may have on civil rights and civil
liberties, including those rights guaranteed by the Fir‘st,‘Fourth, and Fourteenth Afnendmehts
to the United States Constitution as well as Sections 1, 2, and 13 of Article | of the California
Constitution. | |

(c) While surveillance teChn’ology may threaten the privacy of all of us, surveillance

éfforts have historically been used to intimidate and oppress certain communities and groups

" more than others, including thosé that are deﬁhed by a common race, ethnicity, religion,

national origin, income levél, sexual orientation, or political perspective.

(d) The propensity forfaoial recognition technology to endanger civil rights and civil
liberties substantially. outWeighs its purported benefits, and the technology will exacerbate |
racial injustice and threaten our abflity tb live free of continuous gbvemment monitoring..

(e) Whenever possible, decisions regarding if and how surveillance technologies

‘should be funded, acquired, or used, and whether data from such technologies should be

" shared, should be made only aftér meaningful public ihput has been solicited and given

significant weight.

) Legélly enforceable safeguards, including robust transparency, oversight, and
accountability measures, mus“t be in place to protect civil rights and civil liberties before any
surveillance technology is deployed; and B ’ |

(g) If a surveillance technology is approved, data reporting measures must be adopted
that empower the Board of Supervisors and the public to verify that mandated Civil-rights and
civil liberties safeguards have been strictly adhered to.

1
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Section 2. The Administrative Code is amended by adding Chapter 19B, consisting of
Sections 19B.1-19B.8, to read as follows:

CHAPTER IPB: ACQUISITION OF SURVEHLIANCE TECHNOLOGY

SEC 19B.1. DEFINITIONS.

“Annual Surveillance Report” means a written report.that includes all of the following

(1) A general déscription of how the Surveillance Technology was used:

(2) A general description of whether and Zzaw often data acquired through the use of the

Surveillance T echnology item was shared with outside entities, the name of am}_ recipient outside entity,

the type(s) of data disclosed, under what legal standard(s) the data was disclosed, and the justification

for the disclosure(s);

(3) A summary of complaints or concerns from the bublic about the Surveillance

Technology i'tém;

(4) The aggregate results of any internal audits required by the Surveillance Technology |

Policy, any general, ageregate information about violations of the Surveillance Technology Policy, and

a general description of any actions taken in response;

(5) Information, including crime statistics, which help the Board of Supervisors assess

whether the Surveillance Technology has been effective at achieving its identified purposes;

(6) Aggregate statistics and information about any Surveillance Technology related to

Public Records Act requests; -

(7) Total annual costs for the Surveillance Technology, includivic personnel and 'cher

ongoing costs, and what source of funding will fund the Surveillance Technology in the coming year,

(8) Any ?eduested modifications to the Surveillance Technology Poliév and a detailed

_baSiS for the request;

i
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(9) Where applicable, a general breakdown oﬁwhai physical objects the Surveillance

Technology hardware was installed upon, using general descriptive terms; for Surveillance Technology

software, a general breakdown of what data sources the Surveillance Technology was applied to; ang

- (10) A desoriotion of products and éervices acquired or used in the preceding

vear that are not already included in the Surveillance Techngloqv Policy, includinq

manufacturer and model n‘umbers. and the identity of any entity or individual that provides to

the Department services or equipment essential fo the functioning or effectiveness of the

Surveillance Technoloay: and

(118) 4 summary of all requests for Board of Supervisors’ approval for a Surveillance

Technology Policy ordinance.

An Annual Surveillance Report shall not contain the specific records that a Surveillance

Technology item collects, stores, exchanges, or analyzes and/or information protected, restricted,

and/or sealed pursuant to State and/or federal laws, including information exempt from disclosure

under the California Public Records Act.

“City” meagns the City and County of San Francisco.

“City Department” or “Department” means any City official, department, board, commission,

or other entity in the City except that it shall not mean the District Attorney or Sheriﬁ when performing

their investigative or prosecutorial functions, provided that:

(1) The District Attorney or Sheriff certifies in writing to the Controller that acquisition

or use of a specific Surveillance Technology is necessary to perform an investigative or prosecutorial

function, The certification shall identify the Surveillance Technology acquired or to be acquired ‘

and shall be a public record:; and - ‘ o ‘

(2) The District Attorney or Sheriff provides in writing to the Controller either an

éxglanation of how compliance with this Chapter 19B will obstruct their investigative or prosecutorial

function or a declaration that the explanation itself will obstruct either function.

Supervisors Peskin; Yee, Walton, Ronen, Haney, S‘a'fai . . A
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For purposes of subsection 19B.2(d) only. “City Department” and “Department” shall

not include federally-requiated facilities at the Airport or Port.

“CQIT” means the Committee on Information Technology.

“Bxigent circumsiances’’ means an emergency involving imminent danger of death or serious

physical injury to any person that requires the immediate use of Surveillance Technology or the

information it provides.

"Face recognition technoloqy” means dan automated or semi-automated process that assists in

identifving or verifving an individual based on_an individual's face.

“Surveillance Impact Report” means a written report that includes at a minimum the following:

(1) Information descrilfin,q thé Surveillance Technology and how it works,' including

product descriptions from manufacturers;

(2) Information on the proposed purpose(s) for the Surveillance Technology;

(3)1If dpplicable, the general location(s) it.mav be deployed and crime statistics for any

location(s);

(4) An assessment identifying any potential impact on civil liberties-and civil rights and |

discussing any plans to safeguard the rights of the public;

(5) The fiscal costs for the Surveillance Technology, inc,luc_i’ing initial purchase,

personnel and other ongoing costs, and any current or potential sources of funding;

(6) Whether use or maintenance of tﬁe techholo,qy will require data gathered by the

technology to be handled or stored by a third-party vendor on an ongoing basis; and

(7) A summary of the experience, if any, other governmental entities have had with the

proposed technology, including information about its effectiveness and any Imown adverse information

about the technology such as unanticipated costs, failures, or civil rights and civil liberties abuses.

“Personal communication device” means a cellular telephone that has not been modified

beyond stock manufacturer capabilities, a personal digital assistant, a wireless capable tablet or
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similar wireless two-wdy communications and/or portable Internet accessing devices, whether

procured or subsidized by a City entity or personally owned, that is used in the regular course of

conducting City business.

_“Protected Class” means a class of persons with shared characteristics based on sex,

race, color, religion, ancestry, national origin, disability, medical condition, genetic information,

marital status, gender identity, gender expression, or sexual orientation, or any other class

protected under the California Unruh Civil Rights Act,’

“Surveillance Technology” means any software, electronic device, system utilizing an

electronic device, or similar device used, deSigned, or primarily intended to collect, retain, process, or

S]zare audio, electronic, visual, location, thermal biometric, olfactory or similar information

Speczﬁcallv associated wzth or capable of bezn,q assoczaz‘ed with, any mdzvzdual or mouLSuwezllance

Technology’ includes but is not limited to the following: international mobile Subscrzber identity

(IMSI) catchers and other cell site simulators: automatic license plate readers; electric toll readers;

closed-circuit television cameras; gunshot detection hardware and services; video and audio

monztnvmg and/or remrdzm:r technology, such as surveillance cameras, wide-angle cameras, and

wearable body cameras; mobile DNA capture technology: biometric software or technology, zncludm,q

facial, voice, iriS, and gait-recognition software and databases;soﬁware desioned to monitor social

media services; x-ray vans, software designed to forecast criminal activity or criminality; radio- .

frequency I.D. (RFID) scanners; and tools, including software and hardware, used to gain

unauthorized access to a computer, computer service, or computer network. Surveillance Technology

does not include the following devices, hardware, or software.

(1) Office hardware such as televisions, computers, credit card mackines copy

machines, z‘elephones and printers, that gre in common use by City Departments and used 7’07’ rouz‘lne

Czty_buszness and transactions;
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(2) City databases and enterprise systems that-contain information kept in the ordinary

course of City business, including, but not limited to, human resource, permit, license, and business
records;

(3) City databases and enterprise SVSZ‘@MS that do not contain any data or other

information collected, captured, recorded, retained, processed, intercepted, or analyzed by.

Surveillance Technology, including payroll, accounting, or other fiscal databases;

4) ‘Inforilnaz‘ion technology security systems, including ﬁrewalls and other cybersecurity

systems intended to secure City data; '

(5) Physical access conlrol systems, employee identification management systems, and

other physical control systems;

(6) Infrastructure and mechanical control systems, including those that control or

 manage street lights, traffic lights, electrical, natural gas, or water or sewer functions;

(7) Manually-operated technological devices used primarﬂ? for internal City

communications, which are not designed to surreptitiously collect surveillance data, such as radios,

. personal communication devices, and email sysiems,

(8) Manually-operated and non-wearable handhelﬂ cameras, _audz'b reca?ders, and video

recorders, that are not designed to be used surreptitiously and whose functionality is limited to

manually capturing and manvally downloading video and/or audio recordings;

(9) Surveillance devices that cannot record or transmit audio or video or be remotely

accessed, such as image stabilizing binoculars or night vision equipment;
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A10) Medical equipment a_nd systems used fo record, diagnose, treat, or prevent

disease or injury, and used and/or kept in the ordinary course of providing City services,

a211) Pa_rkiﬁg Ticket Devices,

(4312) Police Department interview roohas; holding cells, and internal security

audio/video recording systems;

(A4143) Police department computer aided dispatch (CAD), fecords/case management,

Live Scan, booking, Department of Motor Vehicles, California Law Enforcement Telecommunications

Systems (CLETS), 9-1-1 and }*elazfecl dispatch and operation or emergency services. systems;

(@514) Police department early warning systems; and

| (4815) Computers, software, hardware, or devices intended to be used solely 1o

monitor the safety and Securi'z;y’ofCin facilities_ and City vehicles, not generally accessible to the
publiciand-theireceupants,

“Surveillance Technology Policy” means a written policy that includes: -

(1) A description of the product and services addressed by the Surveillance Technology,

including manaiaeturer. and-rmedelnumbers-andlor the identity of any provider(s)whose services

are essential to the functioning or effectiveness of the Surveillance T: echnologv-eqyipmenf or services

for the intended purpose;

(2) A description of the purpose(s) for which the Surveillance Technology equipmeﬁt or

services are proposed for acquisition, including the type of data that may be collected by the

Surveillance Technology equipment or servicés;

- (3) The uses that are authorized, the rules and proces.ées required prior to such use, and

- uses of the Surveillance Technology that will be expressly prohibited.

(4) A description of the formats in which information collected by the Surveillance

Technology is stored, copied, and/or accessed;

Supervisors Peskin; Yee, Waltoh, Ronen, Haney, Safai
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" (5) The specific categories and titles of individuals who are authorized by the

Department to access or use the colleqted information, including restrictions on how and under what

circumstances daz‘a collected with Surveillance Technology can be aﬁalyzed and reviewed, and the .

rules and processes required prior to access or use of the information;

(6) The general safecuards that protect information from unauthorized access, including

encryption and access control mechanisms;

(7) The limited time period, if any, that informdtion collected by the Surveillance

Technology will be routinely retained, the reason such retention period is appropriate to further the

purpose(s) enumerated in the Surveillance Technology Policy, the process by which the information is

regularly deleted after that period lapses, and the specific conditions that must be met to retain

information beyond that period;

@ How collected information can be accessed or used by members of the public,

including criminal defendants;

(9) Which ,qovernmém‘al agencies, departments, bureaus, divisions, or units that may

receive data collected by the Surveillance Technology operated by the Department, including any

required justification or legal standard necessary to share that data and how it will ensure that any

entity receiving such data complies with the Surveillance Technology Policy,

(10) The training required for any individual authorized to u&e the Surveillance

Technology or to access information collected by the Surveillance Technology;

(] ]') The mechanisms to ensure that the Surveillance Technology Policy is followed,

including internal personnel assigned to ensure compliance with the policy, internal recordkeeping of

{

the use of the technology or access to information collected by the technology, technical measures to

monitor for misuse, any independent person or entity with oversight authority, and the sanctions for

violations of the policy; and

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai . ) .
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(12) What procedures will be put in place by which members of the public can register-

complaints or concerns, or submit questions about the deployment or use of a specific Surveillance

Technology, and how the Department will ensure each question and complaint is responded to in a

timely manner.

SEC. 19B.2. BOARD OF SUPERVISORS A.PPRO VAL OF SURVEILLANCE

TECHNOLOGY POLICY.

(a) Except as stated in subsection (c), and in accordance with the procedures set forth in

" subsection (b), a Department must obtain Board of Supervisors approval by ordinance of a

Surveillance Technology Policy under which the Department will acguire and use Surveillance

Technology, prior to engaging in any of the following:

(1) Seeking funds for Surveillance Technology, including but not limited to applying for

a grant, or accepting state or federal funds, or public or prii)ate in-kind or other donations;

(2) Acquiring or borrowing new Surveillance Technology, including but not limited to

acquiring Surveillance Technology without the exchange of monies or other consideration;

(3) Using new or existing Surveillance Technology for a purpose, in g manner, or in d

location not specified in a Surveillance Technology Policy ordinance approved by the Board in

accordance with this Chapter 19B; oF

(4) Entering into agreement with a non-City entify to acquire, share, or otherwise use

_ Surveillance Technology; or

(5) Entering into an oral or written agreement under which a non-City entity or

individual reqularly provides the Department with da{a or information acquired through the

enfity's use of Surveillance Technology.

(b) The Board of Supervisors may approve a Surveillance Technology Policy ordinance

" under subsection (a) only under the following circumstances:

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai
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(1) The DeDartment seekmq Board aDLval under subsec‘uon (a) first submits to

COIT a Surveillance Impact Report for the Surveillance Technoloqv to be acquired or used

(2) Based on-the Surveillance Impact ReDort submitted by the Department,

COIT develoos a Surveillance Technoloqv Policy for the Surveillance Teohnoloqv to be -

acquired or used:;
(3)Ata public hearing at which COIT considers the Surveillance Technology

- Policy, COIT recommends that the Board of Supervisors adopt, adopt with modifications. or

decline 1o adopt .the Surveillanee Te»chnoloav Policy for the Surveillance Technology to be .

acquired or used.

(c) A Department is not required to obtain Board of Supervisors approval by ordinanee

of .a Surveillance Technology Policy if th'ne Department’s acquisition or use of the Surveillance

Technology oomblies with a Surveillance Technology Policy previously approved by the Board

by ordinance.

(d) Notwithstanding the provisions of this Chapter 1 9B it ShalZ be unlawful for any Deparlment '

to obtain, retazn access or use: ] ) any Face Recognition Technology; or 2) any lnformaz‘zon obtamed

from Face Recognition Technology. A Department’s inadvertent or unmten‘nogal receipt,

retention, access to, or use of .any information obtained from Facé Recognition Te_chnoloqv

shall not be a violation of this subsection @g‘d‘)! provided that:

(1) The Department does not request or solicit ifs receipt, access to, or use of

such information; and

(2) The Department loas such receipt, access to, or use in its Annual

Surveillance Report.

(ee) If either the Disz‘ricz‘_Az‘tornev or Shériﬁéerﬁﬁes in writing to the Controller that

acquisition of Surveillance Technology is necessary to perform an investigative or prosecutorial

function and provides in-writing to the Controller either an explanation of how complianece with this
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Chapter 19B will obstruct their investigative or prosecutorial function or a declaration that the .

explanation itself will obstruct either function, the DiSfribtAttornev"or Sheriff shall simultaneously

submit a copy of the document to the Clerk of the Board of Supervisors so that the Board in its

discretion may hold a hearing and request that the District Attorney or Sheriff appear to respond to the

Board’s questions regarding such certification, explanation, and/or declaration. The written

certification shall specify the Surveillance Technology acquired, or to be acquired.

(@f) Nothing in this Chapter 19B shall be construed to obstruct the canstitutfonal and statutory

powers and duties of the District Attorney, the Sheriff. the Chief Adult Probation Officer, or the Chief

Juvenile Probation Officer.

(q) Except as restricted by subsection 19B.2(d) or expressly restricted in a Surveillance

Technology Policy developed pursuant to subsection 19B.2(a)(5), nothing in this Chapter 19B

. shall be construed to prohibit, restrict, or interfere with the receipt, access to, or use by a City

department of information gathered by a non-City entity or individual from Surveillance

Teoh_n_élogx.

(h) Nothing in this Chapter 19B shall prohibit, restrict, or interfere with-a Department's

use of Surveillance Technology to conduct internal investigations involving City emplovees,

contractors, and volunteers, or the City Attorney’s ability to receive or use, in preparation for

or in_civil or administrative proceedings, information from Surveillance Technoloqy (excluding

Face Recognition Technology to the extent prohibited under section 19B.2.d) that any City

agency, depariment or official gathers or that any other non-City entity or person gathers.

SEC. 19B.3. SURVEILLANCE IMPACT REPORT AND SURVEILLANCE TECHNOIOGY

POLICY SUBMISSION.

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safal
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(a) COIT shall post on COIT’s website eaoh Surveillance Impact Report submitted by

Deoartments under subsection 19B.2(b)(1) and COIT’s recommendatlons to the Board of

. Supervisor's under subsection 19B.2(b)(3) for each Survelllanoe Teohnolo Policy.

(ab) The Department See/ang approval under Sec;fzon 19B.2 shall submit to the Board of

‘Supervisors and publicly post on the Department website a Surveillance Impact Report and a proposed

Surveillance Technology Policy ordinance at least 30 days prior to the public nieez‘ing where the Board

will consider thaz‘. Surveillqnce Technology Policy ordinance pursuant to Section 1 QB.Z..

(bg) Prior to submitting the Surveillance Technology Policy ordinance to the Board, the

Depariment must first approve the policy, submit the policy fo the City Attorney for review, and submit

the policy to the Mayor.

SEC. 19B.4. STANDARD FOR APPROVAL.

It is the policy of the Board of Supervisofs that it will approve a Surveillance Technology Poliév

ordinance only if it determines that the benefits the Surveillance Technolo;qy ordinance authorizes

outweigh its costs, that the Surveillance Technology Policy ordinance will safeguard civil liberties and

civil rights, and that the uses and deblovments of the Surveillance Technology under the ordinance will

not be based upon discriminatory or viewpoint-based factors or have a disparate impact on any

- community or Protected Classgroup.

© SEC. 19B.5. COMPLIANCE FOR EXISTING SURVEILIANCE TECHNOLOGY. '

(a) Each Department possessing or using Surveillance Technology before the effective date of

this Chagtér JQB shall 'Sub‘mit an inventory of its Surveillance Technology to COIT, within 60
days of the effective date of this Chapter. COIT shall publicly post the inventow on COIT’s

website.
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BOARD OF SUPERVISORS - 60 . Page 13




—

N N N N Ny N — — — . —. — — — [N .
(@)} B W, N - @] © o¢] ~J (@) U EAN w ] —_

—

" (b) Each Department possessing or using Surveillance Technology before the effective

date of this Chaoter 19B shall submit g proposed Surveillance TechnglogviPolicy ordina‘nce to the

Board of Superyisors, in accordance with the procedures set forth in subseotion 19B.2(b). for

that each particular Surveillance Technology no later than 420 180 days following the effective date

" of this Chapter, for review and approval by the Board by ordinance. A Department may submit a

| Surveillance Technology Policy ordinance that inoludes multiple, separate policies for each

particular Surveillanée Technology Do'ssessed or used before the effective date of this

Chapter 19B.

(6¢) If a Department is unable to meet this 420180-day timeline, the Department may notify the

GClerkof the-Board-of- Supervisers COIT in writing of the Department’s request to extend this period
and the reasons for that request. The-Clerk-of-the Beard COIT may for good cause grant a

Department a-sirgle extensions of up to 90 days per extension, beyond the 420180- daMmeZme to

| submit Jvroposed Survezllance TechnologyPolzcy

(ed) d) Each Department possessing or using Surveillance Technology before the

effective date of this Chapter 19B may bon inue {fthe-Board-

its use of the Sufvei\llance Technology and the sharing bf data ﬁfom'the Surveillance T echnology until |

‘such time as the Board approves-the enacts an ordinance regarding the Department's

Survezllance Technologv Policy e#&ﬂaneeﬂﬂraeeerdaneeam#\—%s—ehapfeep and such: ordinance

beccmes eﬁeotxve under Charter Section 2.105,

SEC. 19B.6. ANN UAL SURVEILLANCE REPORT.

(a) A Department that obtains approval for the acquisition of Surveillance T echnology under ‘

Séction jQB.Q must submit to the Board of Supervisors and COIT, and make available on its website,

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai ‘ i ,
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an Annual Survéillance Rebon‘ for each Surveillance Technology used by the City Department within

12 months of Board qpprowzl of the applicable Surveillance Technology Policy, and annually -

thereafter on or before November 1. If the Department is unable to meet the deadline, the Department

may submit a request to the-Clerkof the BoardCOIT for an extension of the deadline. The-Clerk -

COIT may extend the deadline'ZOr good cause.

(b) By no later than JanuaryFebruary 15 of each fiseal-year, each Department that has

obtained approval for the acquisition.of Suﬂeillance Technology under Section 1 9B.2 shall submit to

the Board of Supervisors the Department's Annual Surveillance Report a-repertregarding

implementation-of-the-poliey and a resolution to accept the report, .
(c) By no later than JanvaryEebruary 15 of each year, the Board of Supervisors shall publish

a summary of all requests for Board approval of Surveillance Technology Policy ordinances, which

shall include a summary of any Board action related to such requests, and all Annual Surveillance

Reports submitted in the prior calendar vear.

(d) By no later than JanuaryFebruary 15 of each year, COIT shall post on its website

each Annual Surveillance Report submitted to COIT in the Drio_r yvear.

SEC. 19B.7. USE OF SURVEILLANCE TECHNOLOGY IN EXIGENT
CIRCUMSTANCES. | |

(a) A Department may temporarily acquire or remporqirilv use Surveillance Technology in

exigent circumstances without following the provisions of this Chapter 19B. If ¢ Department acquires

or uses Surveillance Technology under this ._S’ectz’oﬁ 19B.7, the Department shall do all of the following:

(1) Use the Surveillance Technology solely to respond to the exigent circumstances,

(2) Cease using the Surveillance Technology within seven days, or when the exigent

circumstances end, whichever is sooner;

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai . : )
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(3) Keep and maintain only data related to the exigent circumstances, and dispose of

any data that is not relevant to an ongoing investigation, unless its retention is (4) authorized by a

court based on a finding of probable cause to believe the information constitutes evidence of a crime;

or (B) otherwise required by law;

(4) Not disclose to any third party any information acquired during exigent

circumstances unless such disclosure is (A) authorized by a court based on a finding of probable cause

to believe the information constitutes evidence of a crime; or (B) otherwise required by law; and '

(5) Submit q written report summarizing that acquisition gnd/or use of Syrveillance

Technology.under this Section 19B.7 to the Board of Supervi’sors within 45 60 davs following the

inception of the exigent circumstances. ‘ -

(b) Any Surveillance Technology temporarily acquired in exicent circumstances shall be

returned within 7 days following ts-acquisition,-or-when the Conclusion of the exicent

czrcumstances—eﬂd—wh%he\#e%—seeﬂer unless the Depariment acquires the Survezllance

T echnology in uccordance with the requzremem‘s of this Chapter 19B.

SEC. 19B.8. ENFORCEMENT.

[aLIf a Department alleged to have violated this Chapter 19B takes corrective measures in

response to such allegation, the Department shall post a notice on the Department’s website that

generally describes any corrective measure taken to address such allegation.

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai :
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(eb) Any violation of this Chapter 19B constitutes an injury and any person may institute

proceedings for injunctive relief. declaratory relief, or writ of mandate in any court of competent

iurisdiction to enforce this Chapter 19B. An action instituted under this subsection (c) shall be brought .

against the City.

(8c) Prior to the initiation of any leoal proceeding under subsection (c), the C’ity must be given

written notice of the violation(s) and an opportunity to correct such alleged violation(s) within 30 days

of receipt of the notice.

(ed) If the alleged violation(s) is substantiated and subsequently corrected, a notice shall be

posted in a conspicuous space on the City's website that describes the corrective megsure(s) taken to

. address the violation(s).

(e) A court shall award costs and reasonable attorney's fees to a plaintiff who is a prevailing

party in any action brought under Subsecﬁon (c).

Section 3. The Administrative Code is hereby amended by revising Sections 2A.20 and

10.170-1, and éddihg Sections 3.27 énd 21.07, toread as fdllows:

SEC. 2A.20. CONTROLLER'S AUDITS.

(@) The Controller shall audit the accounts of all boards, officers, and employees of the

City ahd County charged in any manner with the custody, collection, or disbursement of funds.

The Controller shall audit all accounts of money Comi’ng into the hands of the Treasurer,'the
frequency of which shall be governed by State IaW. '
(b) The Controller shall have the authority to audit the operationsA of all boards,

commissions, officers, and departments to evaluate their effectiveness an'd.efﬁoietncy. The

~Controller shall have access to, and authority to éxamine all docum'ents, reoords,' books, and

other property of any board, commission, officer, or départment.

Supervisors Peskin; Yee, Walton, Rdnen, Haney, Safai
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(c) \When requested by the Mayor, the Board of Supervisors, or any board or
commission for its own department, the Controller shall audi{ the accounts of any officer or
department.

(d) Surveilldnce Technology Audit.

(1) For purposes of this subsection (d), “Department,” “‘Surveillance Technology,”

”Surveillance Technology Policy,” and ”Aﬂnual Surv_éillance Report” have the meanings set forth in

Section 19B.1 of the Admmzstmtzve Code.

(2) Acting as sz‘y Services Auditor, and beginning in fiscal vear 2019- 2020 z‘he

C’ontraller shall audzz‘ annually the use of Surveillance T echnology by Depariments Such an audit shall

include g review of whether a Department haSJyemz,‘ed and is operating in complzance with an

‘ approved Surveillance Technolo;zv Policy ordinance, and has completed an Annual Surveillance

Report, and such other information as the Controller determines helpful to assess the

" Surveillance Technology Policy. Ihe&&é&%haﬂ—al%e&aée—a#eweweﬁ—th&éﬁe%eﬂee—ﬁ—aw

ineluded-inthe-Annual-Surveillanee Repert: At the completion of the audit and in consultation with

_ the City Attorney, the Controller shall may recommend any changes to any Surveil]ance Technology

- Policy ordinance and its implementation to the Board of Supervisors.

SEC. 10.170-1. GRANT FUNDS — AGCEPTANCE AND EXPENDITURE.

(a) Any department, board,‘or commission that seeks to accept and expend fedéral,
State, or other grant funds rhu_st comply with an‘y applicable pfoVisions of this Section 10.170-
L.

(b) The acceptance and expenditure of federal, Sta’te, or other grant funds in the

amount of $100,000 or more is subject to the approval by resolution of the Board of

Supervisors Peskin; Yee, Walton, Ronen, Haney, Safai .
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Supervisors. lf as a condition of the grant, the City is requrred to provrde any matching funds, -
those funds shall be included i in determlnrng whether the grant meets the $1OO 000 threshold.

This subsection (b) shall also apply to an increase in a grant where the iricrease, alone or in

-combrnatron with any other prevrous increases to that grant Would raise the cumulative total

ar_nount of the grant to $100,000 or more. The department, board, or commission requesting
approval shall submit the following'doouments to the Board p'rior to its consideration: |

(M A proposed resotutron approving the acceptance and expenditure of grant
funds, or a proposed ordinance as requrred under subseotron (d), signed by the department
head, the Mayor or his or her designee, and the Controller; |

(2)A oompleted “Grant lnforrnation Form." The Clerk of the Board sha]l. pre‘pare
the form; it shall include a dieabttity access checklist, indirect cost recovery, an‘d other
information as the'Board of Supervisors may require; |

(3) A copy of the grant application;

4) A'letter of intent t6 award the grant or acknowledgment of grant award from

the grantrng agenoy, and

(5) A cover letter to the Clerk of the Board ef—Sbgeea%e;e substantlatly conforming
to the specifications of the Clerk of the Board.

(c) Grants or Increases to Grants of Less Than‘$100,000. The Controller may prescribe

rules for the acceptance and expenditure of federal, State, or other grant funds in amounts

less than $100,000, or for increases to grants where the increase, alone or in combination
with any.other previous increases to that grant, would not raise the cumulative total amount of

the grant to $100,000 or more. The Controller may also prescribe rules for the acceptance

~ and expenditure of increases to grants, where the original grant or any subsequent increase

to'the grant has been'appmved by the Board of Supervisors under subsection (b) or (d) and

where the latest increase would be in an amount less than $50,000.

Supervisors Peskin; Yes, Walton, Ronen, Haney, Safai ;
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(1) S’urveillance Technology.

(1) For purposes of this subsection (1), “Department,” “Surveillance Technology,” and

“Syrveillance Technology Policy” have the meanings set forth in Section 19B.1 of the.Administmfive

Code.

(2) Notwithstanding the provisions of subsections (b) and (c) above, when any City

eﬁieiél,—])egartmen

. d—eﬁa‘):tmeﬂif} seeks authority to apply for, accept, or expend federal, State, or other grant funds-in any

amount to purchase Surveillance Technology, the requesti;zgdebarﬁnent must submit a Surveillance

Technology Policy, approved by the Board of Supervisors in accordance with Chapter .J 9B of the

Administrative Code, to the Board of Supervisors with a request for authorization to accept and expend

grant funds.

SEC. 3.27. APPROPRIATIONS FOR SURVEILLANCE TECHNOLOGY.

(a) For purposes of this Section 3.27, “Department,” “Surveillance Technologv,” and

“Surveillance Technology Policy” have the meanings set forth in Section 19B.1 of the Adminisimtive

C’ode.

'(b) To the extent that a Department seeks funding to acquire Surveillance Technology, the

Department shall transmit a Surveillance Technology Policy, approved by the Board of Supervisors in

accordance with Chapter 19B of the Administrative Code, with any budeet estimate submitted to the

Controller in accordance wilth Section 3.3(a) or 3.15 of the Administrative Code. To the extent the

Mavor concurs in the funding request and the Surveillance Technology Policy, the Mayor shall include

the Surveillance Technology quicy with the pr_oposed budget submitted to the Board of Supervisors in

accordance with Section 3.3(c) or (d) of the Administrative Code, or, in the case of a supplemental

appropriation, Section 3.15 of the Administrative C’o_de.;

Supervisors Peskin; Ye'e; Walton, Ronen, Haney, Safai o .
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SEC. 21.07. ACOUISITION OF SURVEILLANCE TECHNOLOGY

(a) For purposes of this Section 21.07, “Department ” "Survezllance T echnology and

“Survezllc\znce Technology Policy™ haye the meanings set forth in Section 19B.1 of the Administrative

Code. .

(b) Notwithstanding any authority set forth in this C’hapz‘ér 21, neither the Purchaser nor any

Contracting Officer may acquire any Surveillance Technology unless the Board of Supervisors has

appropriated funds for such acquisition in accordance with the requirements of Chapter 19B of the

Administrative Code.

Section.4. The Administrative Code is hereby amended by-revising Chaptér 22A,

Section 22A.3 as follows:

SEC. 22A.3. COMMITTEE ON INFORMATION TECHNOLOGY.

EE A 3

(k) When a City Department submits to COIT. a Suweillance Imoéct Report under

. subsection 19B.2(b)(1) of Chapter 19B of the Administrative Code, COIT shall develob a -

Surveillance Technology Policy for the Department, For purposes of this subsection (k). *City

Department,” “Surveillance Technology Policy,” and “Surveillance I‘mpaot Report” shall have

the meanings set forth in Section 19B.1 of Chapter 19B of the Administrative Code.

Section 5. Effective Date. This ordinance shall become effective 30 days after

: enactment. Enactment ocours when the Mayor signs the ordinance, the Mayor returns the |
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ordinance gns'igne'd or doés not sign thé ordinance within ten days of receivihg it, or the Bo'ard |
of Supervisors overrides the Mayor's veto of.the ordinance.

Section 6. Scope of Ordinance. In enacting this ordinance, the Board ofSupervisors

~ intends to amend dnly those words, phrases, paragraphs, subsections, sections, articles,

numbers, punctuation marks, éharts’, dia’g,rarhs, or any other constituent parts of thé Municipal

- Code that are explicitly shown in this ordinance as additions, deletions, Board amendment

additions, and Board émendment deletions in accordance with the “Note” that appears under

~ the official title of the ordinance.

APPROVED AS TO FORM:
DENNIS J. HERRERA, City Attorney

:By: 1 | /7/7,, VL

JANAZIARK
Deptity City Attorney

n:\legana\as2019\1900073\01361673.docx
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FILE NO. 190568

REVISED LEGISLATIVE DIGEST
(5/21/2019, Amended in Board)

[Administrative Code - Acquisition of Surveillance Technology]

“ Ordinance amending the Administrative Code to require that City departments
acquiring Surveillance Technology, or entering into agreements to receive information
from non-City owned Surveillance Technology, submit a Board of Supervisors -
approved Surveillance Technology Policy Ordinance, based on a policy or policies
developed by the Committee on Information Technology (COIT), and a Surveillance
Impact Report to the Board in connection with any requeét to appropriate funds for the
purchase of such technology or to accept and expend grant funds for such purpose, or
otherwise to procure Surveillance Technology equipment or services; require each City
_department that owns and operates existing surveillance technology equnpment or
services to submit to the Board a proposed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the Controller, as City
Services Auditor, to audit annually the use of surveillance technology equipment or
services and the conformity of such use with an approved Surveillance Technology
Policy Ordinance and provide an audit report to the Board of Supervisors.

B Existing Law

Existing law requires any department, board or commission that seeks to accept and expend
grant funds in excess of $100,000 to request Board of Supervisors’ approval. Existing law
requires any department, board or commission that seeks to accept and expend grant funds.
less than $100,000 to comply with rules prescribed by the Controller for the acceptance and
-expenditure of grant funds. :

Existing law requires that any department, board or commission that seeks to purohaee
commodities and services comply with the Purchaser’s rules and regulations set forth in
Chapter21 of the Admlnlstratlve Code.

Existing law requires that the Controller audit the accounts of all boards, officers and

- employees and the account of all moneys coming into the hands of the Treasurer. Existing .
law authorizes the Controller to audit the effectiveness and efficiency of all boards, *
commissions, officers and departments.

Amendments to Current Law'

This ordinance would require Departments (defined to exclude the District Attorney ancl
Sheriff while performing investigative or prosecutorial functions) seeking to acquire
- Surveillance Technology or services, or to enter into agreements to receive information
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gathered by non-City entities from Surveillance Technology, to submit to the Committee on

~ Information Technology (COIT), a Surveillance Impact Report. This ordinance would require
COIT to develop a Surveillance Technology Policy. This ordinance would prohibit
Departments’ acquisition and use of Surveillance Technology services or equipment unless
the Board of Supervisors had approved a Surveillance Technology Policy ordinance for the
use of services or equipment, following COIT’s development of a policy and recommendation.
~ This ordinance would require departments seeking to acquire Surveillance Technology or
services to submit with any funding request a Surveillance Technology Policy ordinance,
approved by the Board of Supervisors. It also would require that Departments prepare an
Annual Surveillance Report that describes how the technology was used. This ordinance ,
would allow Departments possessing or using Surveillance Technology to continue to use the
‘Surveillance Technology, and share information from the Surveillance Technology, until the
Board enacted a Surveillance Technology Policy ordlnance followmg COIT’s development of
a pollcy and recommendation.

This ordinanoe would not apply to a Department’s use of Surveillance Technology (except
Face Recognition Technology) to conduct internal investigations involving City employees,
contractors, or volunteers, or to the City Attorney when used in civil or administrative
proceedings.

This ordinance would prohibit departments use of Face Recognmon Teohnology, except at
federally regulated facilities at the Airport or Port.

The ordinance also would require the Controller to audit annually the use of Surveillance’
Technology, including a review of whether a Department has and is operating in compliance
with a Surveillance Technology Policy ordinance and completed an Annual Surveillance
Report. The ordinance also would require that the Controller's audit include a review of the
costs of the Surveillance Technology and services. Finally, the ordinance would require that
the Controller, in consultation with the City Attorney, recommend any changes toany
Surveillance Technology Policy ordinance and its implementation to the Board of Supervisors.

Background lnformation'

This ordinance reflects amendments made at the May 6, 2019 meeting of the Ru-les
Committee and at the May 14, 2019 meeting of the Board of Supervisors.

n:\leganalas201811900073101360892.docx

BOARD OF SUPERVISORS 71 | , " Page?



Young, Victor (BOS)

From: ’ CHARNA B <charnab1@aol.com>

Sent: Monday, April 29, 2019 11:33 PM
To: Board of Supervisors, (BOS); Stefani, Catherine (BOS)
Subject: : Please amend the "Acquisition of Surveillance Technology"

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

IR )

IR,

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it Clearly allows the police
- department to use video from security cameras voluntarily provided by private homes and
businesses.

. There is a property crime epidemic ih San Francisco and police need private security video footége to
~ solve crimes. The amendment on page 12 (lines 6-9) only says police can receive pnvate video. lt
should clearly say police can also use private video. =

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive private video
only if it complies with all other parts of the ordlnance The legislation contains many requirements
meant for city departments that would be onerous if apphed to private citizens and businesses. This -
part of the amendment should be deleted -

Even more troubling is Ianguage (Page 10, lines 3-6 and 16-18) that says the police department must
get full Board of Supervisors approval before working with a private entity that regularly provides
video. This could jeopardize longstanding relationships with non-profits, private businesses and

© merchant associations that work closely with police. And it could jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco
residents working to reduce crime. | agree with Stop Crime SF that this legislation addresses
legitimate concerns about privacy and civil liberties. But | also agree that more needs to be fixed so.
- this law doesn't end up making us less safe.

Thank you,
Charna Ball
Pierce Street
SFCA 94123
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Young, Victor (BOS)

“rom: _ - Calvin Chow <chow299@gmail.com>
Sent: : Monday, April 29, 2019 10:40 PM
To: o Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherme (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Valiie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
~ MandelmanStaff, [BOS]; Ronen, Hlllary, Walton Shamann (BOS); Safai, Ahsha (BOS)
Subject: . Amend video surveillance law

t 1 This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technolo gy ordinance so it clearly allows the police department.
to use video from security cameras voluntarily prov1ded by private homes and businesses.

San Franmsco Police needs private security video footage to solve crimes. The amendment on page 12 (ﬁnes 6-
9) only says police can receive private video. It should clearly say. police can also use private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubhng is language (Page 10, lines 3-6 and 16- 18) that says the pohce department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
elosely with police. And it could Jeopardlze public safety.

. These are the recommendatmns of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less

safe. Thank you.

Calvin Chow
.'Resident of District 8
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Young, Victor (BOS)

From: Angelica Nguyen <angelica@zfplaw.com>

Sent: Monday, April 29, 2019 1:58 PM

To: . ' Major, Erica (BOS); Board of Supervisors (BOS)

Cc: Ryan Patterson

Subject: . RE:! RE File No. 140049~Amendments to the HCO at Land Use Commlttee ‘Today l\/londay,
April 29 ‘

eI
P :

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Good Afternoon,

-Our process server submitted the hard copies earlier today to Richard Lidente. We were informed that he declined to
provide us with an endorsed stamped copy. Can you pIease assist with this situation and clanfy as to how we can obtain
an endorsed copy of our submission?

Thank you.

Regards,

Angelica Nguyen

Administrative Assistant

Zacks, Freedman & Patterson, PC
235 Montgomery Street, Suite 400
" San Francisco, CA 94104
Telephone: (415) 956-8100
_Facsimile: (415) 288-9755

- www.zfplaw.com

This communication and its contents may contain confidential and/or privileged material for the sole use of the

intended recipient. Any revieiv or distribution by others is strictly prohibited. If you are not the intended recipient,

please contact the sender and delete all copies. Unless expressly stated nothing in this commumcatlon should be
' regarded as tax advice.

From: Angelica Nguyen

Sent: Monday, April 29,2019 12:34 PM :

To: 'erica.major@sfgov.org'; 'Board.of.Supervisors@sfgov.org' v

Cc: Andrew Zacks; 'Emery, Jim (CAT'; 'Ruiz-Esquide, Andrea (CAT'; "Jensen, Kristen (CAT)'; ‘arthur. coon@msrlegal com';
Ryan Patterson; Autumn Skerski; Mary Bhojwani

Subject: RE File No. 140049-Amendments to the HCO at Land Use Committee Today Monday, April 29

Dear Mss. Calvillo and Major:
Please find attached a letter from Ryén Patterson and Declaration in Support régarding file number 140049.

Regards,

Angelica Nguyen

Administrative Assistant

Zacks, Freedman & Patterson, PC
235 Montgomery Street, Suite 400
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San Francisco, CA 94104
Telephone: {415) 956-8100
“acsimile: (415) 288-9755
www.zfplaw.com

This communication and its conte‘nts may contain confidential and/pr privileged material for the sole use of the.
intended recipient. Any review or distribution by ethers is strictly prohibited. If you are not the intended recipient,

please contact the sender and delete all copies. Unless expressly stated, nothing in this communication should be
regarded as tax advice. - : :
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Young, Victor (BOS)

From: . Laura Fingal-Surma <laura.surma@gmail.com>

Sent: . . Monday, April 29, 2019 12:46 PM

To: B Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron
4 (BOS); .Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS),

. : MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)

Cc: stopcrimesf@gmail.com

Subject: . Please amend video surveillance law

{ This message is from outside the City email system. Do not open links or attachments from untrusted sources. -
L " ‘ . :

Dear Supervisor:

‘Please amerid the "ACquisiﬁbﬁ of Surveillance Technology" ordinance so it clearly allows the police department -
to use video from security cameras voluntarily provided by private homes and businesses. :

There is a property crime epidemic in San Francisco and police need priva{e security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say
police can also use pnvate wdeo :

I'm also worried dbout where it says policé can receive private video only if it cOfnplies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working ‘with a private entity-that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work’
' closely Wlth police. And it could jeopardize public safety.

A These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil'liberties. But I also agree that more needs to be ﬁxed SO thls law doesn't end up makmg us less safe.

Thank you,

Laura Fingal-Surma
Noe Valley
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Yeung, Victor (BOS)

srom: EAK <eak@prodigy.net>

Sent:’ Monday, April 29, 2019 11:56 AM

To: A Board of Supervxsors (BOS)

.Subject: Please amend the "Acquisition of Survelllanee Technology ordinance

15
’ i

’; This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technolo gy" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses. '

" There is a property crime epidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say
police can also use private video.

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive private video only if it
complies with all other parts of the ordinance. The legislation contains many requirements meant for city

_departments that would be onerous if applied to private citizens and businesses. This part of the amendment
should be deleted

Even more troubling is language (Page 10, lines 3-6 and 16-~18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could -
jeopardize longstanding relationships with non-profits, private businesses and merchant a53001at10ns that work
closely with pohce And it could jeopardize public safety. :

These are the recommendatlons of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
-civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thanks, .

EA Kline
Pac Heights

Sent Jrom an iPhone

T
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Young, Victor (BOS)

From: EAK <eak@prodigy.net>

Sent: : Monday, April 29, 2019 11:54 AM
To: " Board of Supervisors, (BOS)
Subject: Allow vidcams to help stop crime

y: This message.is from outside-the City email system. Do not open links or attachments from untrusted sources.

Thanks,

EA Kline
Pac Heights

" Sent from an iPhone
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Young, Victor (BOS)

from: : Peter Fortune <petek fortune@gmail.com>

Sent: ' Monday, April 29, 2019 11:33 AM

To: ‘ .. Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Cathenne (BOS) Peskln Aaron
. ‘ (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);

l\/landelmanS’taﬁc [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safa! Ahsha (BOS) -
Subject: AMEND the deeo surveillance law

_This message is from outside the City email system. Do not open links or attachments from untrusted sources.,

Dear Supervisors:

Many in our residential and commercial neighborhoods have private security cameras whose video footage is readily,
and eagerly, available to the SFPD to support their efforts to catch criminals, espec1aHy auto burglars and package
thieves. v

Supporting. the SFPD is the primary — if not the only — reason why we have these privat‘e video cameras.

So PLEASE AMEND the "Acquisition of Surveillance Technology" ordinance such that it CLEARLY ALLOWS the SFPD to use
video from security cameras voluntarily provided by private homes and businesses.

“The amendment on page 12 (lines 6-9) says only that pohce can receive private video. It should clearly say pollce can .
also use private video.

I'm also worried about where the current version says police can receive private video only if It complies with all other
parts of the ordinance {page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be UNDULY AND UNNECESSARILY ONEROUS if applied to private citizens.and businesses. PLEASE DELETE THIS
PART. : :

EVERN WORSE is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of ,

Supervisors approval before working with a private entity that regularly provides video. This cduld -- and probably would

-- jeopardize longstanding relatlonsh!ps with non-profits, private businesses and merchant associations that work closely
- with police. And it could jeopardize pubhc safety.

| parrot here the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents workih'g to
reduce erime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil |
liberties. But | also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thank yblj for your anticipated cooperation.

Peter Fortune
3579 Pierce Street, SF -
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Young, Victor (BOS)

From: - JeNeal Granieri <jenealann@att.net>
Sent: Monday, April 29, 2019 10:52 AM B
To:. ' Board of Superwsors (BOS); Fewer, Sandra (BOS), Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
. MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: - . please amend video survelllance law o

This rﬁessége is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police depaftmént to use
video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Franeisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive pnvate video. It should clearly say pohce can-also use
private video.

- I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance {page 12, lines 8-9). The legislation contains many requirements meant for clty departments that would be
onerous if applled to private citizens and businesses. This part should be deleted. -

Even more troubling is Ianguage (Page 10, lines 3-6 and 16-18) that says the police department fnust‘get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. : c

These are the recom‘mend'ations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce

crime. | agree with Stop C'rim'e SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also-agree that more needs to be fixed so this law doesn't end up making us less safe.

JeNeal Granieri
Golden Gate Heights

SF.



- 1325 Page Street #4

Young, Victor (BOS)

From: - Iome french <outlook 7F7CBA138310547F@out!ook com>

Sent: - Monday, April 29, 2019 9:48 AM '

To: Board of Supervisors, (BOS); Fewer,; Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron .
(BOS); Mar, Gordon {BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff, [BOS};, Ronen, Hillary, Walton, Shamann (BOS); Safai, Ahsha (BOS)

Subject: - please amend video surveillance law -

|} This message is from outside the City email system. Do not open links or attachments from untrusted sources.

~ Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses. '

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6 9) only says police can receive private video. It should clearly say pohce can also use
private video.

- I'malso worned about where it says police can receive prlvate video only if it complles with-all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous |f applied to private cmzens and busmesses This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16- 18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize 4
longstanding relatlonshlps with non-profits, private busmesses and merchant associations that work closely Wlth po||ce
And it could jeopardize public safety.

~Lorraine French

San Francisco, CA 94117
lorriefrench@gmail.com
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Young, Victor (BOS)

From: Scott Sellman <ssellman@g‘mail.oom>

Sent: c Menday, April 29, 2019 9:35 AM
To: o ' Board of Supetrvisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

.- (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
-MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) Safai, Ahsha. (BOS) -
Subject: Please amend video survelllance faw

I _ . . » ‘ .
j | This message is from outside the City email system. Do not open links or attachments from untrusted sources.
U o ‘ ' .

Dear Supervisor:

Please ainend_ the "Acquisition of Surveillance Technology" ordinance so it clearlj‘aﬂows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video foetage to solve
crimes. The amendment on page 12 (lines’ 6-9) only says police can receive prlvate video. It should clearly say
police can also use private video. : :

T'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if apphed to private citizens and busmesses This part should be deleted.

. Even more troubling is language (Page 10, 11nes 3-6 and 16 18) that says the pohee department must get full

- Board of Supervisors approval before working with a private entity that regularly provides video. This could
Jjeopardize longstanding relationships with non-profits, private businesses and merchant associations that work

© closely Wlth police. And it could Jeopardlze public safety :

These are the reeommendatloarls of Stop Crime SF a group of more than 500 San Francisco residents working to
.reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and -
civil liberties. But Talso agree that more needs to be fixed so this law doesnt end up making us less safe.

Thanks you for hstenmg,

~ Scott Sellman
849‘Nor1ega St
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Young, Victor (BOS)

Srom: Matthew Rivette <rivettematthew@gmail.com>
Sent: , Monday, April 29, 2019 8:32 AM '
To: Peskin, Aaron (BOS) Safai, Ahsha (BOS); Board of Supervisors, (BOS); Stefani, Catherine

(BOS); Mar, Gordon (BOS); Ronen, Hillary; MandelmanStaff, [BOS]; Haney, Matt (BOS); Yee,
. . o Norman (BOS); Fewer, Sandra (BOS) Walton, Shamann (BOS); Brown, Vallie (BOS)
Subject: please amend video surveillance law ' ‘ 4

‘ -This message is from outside the City email system. Do not open links or attachments from untrusted sources.
U : S ~ ’

Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance $0 it clearly allows the
police department to use video from security cameras voluntarily provided by private homes and businesses. -
There is a property crime epidemic in San Francisco and police need private. security video footage to solve
crimes. The amendmerit on page 12 (lines 6-9) only says police can receive pmvate video. It should clearly say
police can also use private video. I'm also worried about where it says police can receive private video only ifit
complies with all other parts of the ordinance (page 12, lines 8-9). The legislation contains many requirements
meant for city departments that would be onerous if applied to private citizens and businesses. This part should
be deléted. Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must
get full Board of Supervisors approval before working with a private entity that regularly provides video. This
could jeopardize longstanding relationships with non-profits, private businesses and merchant associations that
‘work closely with police. And it could jeopardize public safety. These are the recommendations of Stop Crime
SF, a group of more than 500 San Francisco residents working to reduce crime. [ agree with Stop Crime SF that
this legislation addresses legitimate concerns about privacy and civil liberties. But I also agree that more needs
to be fixed so this law doesn't end up making us less safe

Thank you,

Matthew Rivette-

- Corona Heights
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Young, Victor (BOS)

From: BH <brian@bayplan.onmicrosoft.com>

Sent: © . Monday, April 29, 2019 8:23 AM
To: . , Board of Superwsors (BOS); Fewer, Sandra (BOS) Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Mat’c (BOS);.Yee, Norman (BOS);
MandelmanStaff [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) .Safai, Ahsha (BOS)
© Subject: - . please amend video survelllance law

![: This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor Mandelman:

s . : ’ ) . .
Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department to use
videofrom security cameras voluntarily provided by private homes and businesses.

- There is a property crime epidemic in San Francisco and pollce need private security video footage to solve crimes. The
amehdment on page 12 (lines 6-9) only says police can receive private video. It should clearly say pollce can also use .
private video. :

I'm also worried about whére it says police can receive private video onfy if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applled to private citizens and businesses. This part should be deleted

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the'po!icé department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize .
Iongstandmg relationships with non-profits, private businesses and merchant associations that work closely with pollce.
And it could jeopardize public safety. :
Sincerely,

Brian

Brian Higginbotham

616 Sanchez Street
San Francisco, CA 94114-2611
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* Young, Victor (BOS)

Srom: Meredith Serra <m‘eredithserra@outlook.oom>

Sent: ‘ Monday, April 29, 2019 8:20 AM
To: : Board of Supervisors, (BOS)

Subject: Please amend video surveillance law

f, . . :
i1 This message is from outside the City email system. Do not open links or attachments from untrusted sources. -
l o

Dear Supervisors:

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco andApolice need private security video footage to.solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say
police can also use private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

.Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Soard of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could jeopardize public safety. This part should be deleted.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Meredith Serra ,
Westwood Highlands
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Young, Victor (BOS)
From: ' Karen Crommie <kcrommie@comcast.net> -
Sent: Monday, April 29, 2019 3:24 AM :
- Tor - Board of Superv;sors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron
' (BOS); Mar, Gordon (BOS); Brown, Valhe (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: . please amend video survexllance law -

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisors,

Please amend the "Acquisition of Survel!lance Technology ordinance so it clearly allows the police department to use
video from secunty cameras voluntarily provided by pnvate homes and businesses. »

Thereis a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 {lines 6-9) only says police can receive private vndeo It should clearly say police can also use
pnvate video. ‘

I'm also worriéd about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
- onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly providesvideo. This could jeopardize
longstanding relationships with non-profits, private busmesses and merchant associations that work closely w1th pohce.
And it could jeopardize public safety.

These are'the recommendations of Stop Crime S'F a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addfesses legitimate concerns about pfivacy and civil Ilbertles But’ l
. also agree that more needs to be fixed so this law doesn't end up making us less safe

Karen Crommie

628 Ashbury St
SF94117

Sent-from my iPad
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Young, Victor (BOS)

crom:
. Sent:
To:

~ Subject:

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Deb Holcomb <dholcombca@yahoo.com>
Sunday, April 28, 2018 9:37 PM .

Yee, Norman (BOS) Board of Supervisors, (BOS)
Amend the Video Surveillance Law

~

Dear Supervisor.Yee:

[ live in Distriet 7 near the Tiled Steps and not far from Golden Gate Park where | run every

mOming.. | regularly see the smashed glass on the sidewalks due to smash n' grabs in my
neighborhood | take extra precautions whenever | leave my home because of the property
crimes in my area. Please amend the "Acquisition of Surveillance Téchnology" ordinance so
it clearly allows the pohce department to use video from secunty cameras voluntarlly provided

,by private homes and businesses.

| rely on groups like Stop Crime SF, a group of more than 500 San Francisco residents
working to reduce crime, to make my neighborhood safer for all its residents. | agree with

. Stop Crime SF that the Video Surveilance Law legtslatlon addresses legltlmate concerns

about privacy and civil liberties. But | aiso agree that more needs to be fixed so this law
doesn't end up making us less safe.

There is a property crime epidemic in San Francisco and police need private security video

 footage to solve crimes. The amendment on page 12 (lines 6-9) only says police can receive -

private video. It should clearly say police can also use private video.

I'm also worried about the amendment (page 12, lines 8-9) that says police can receive

-private video only if it complies with all other parts of the ordinance. The legislation contains

many requirements meant for city departments that would be onerous if applied to prlvate
Cltlzens and businesses. This part of the amendment should be deleted.

. Even more troubling is Ianguage (Page 10, lines 3-6 and 16-18) that says the police

department must get full Board of Supervisors approval before working with a private entity
that regularly provides video. This could jeopardize longstanding relationships with non-
profits, private businesses and merchant associations that work closely with police. And it

8?’
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e

~could jeopardize public safety.

Thank your work to stop crime in Distrfot 7 and keep your residents safe (and feeling safe) in_
‘their homes and neighborhoods.

Sincerely,

Debra Holcdrhb
54 Lurline Street
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Young, Victor (BOS)

~rom: : james reece <macreecejr@yahoo.com>
Sent: Sunday, April 28, 2019 7:41 PM .
To: " Board of Supervxsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Valiie (BOS); Haney, Matt (BOS); Yee, Norman (BOS); -
MandelmanStaff, [BOS]; Ronen, Hillary;. Walton, Shamann (BOS); Safai, Ahsha_ (BOS)
Subject: ‘ please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

Thereisa property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines &- 9) only says police can receive prlvate video. It should clearly say pollce can also use
private video. :

I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to prlvate citizens and businesses. This part should be deleted.

Even more troubling is language'(Page 10 lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with pohce
And it could jeopardize public safety.

These are the recommendations of Stop, Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses, legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe. ‘

Sent from my iPhone
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Young, Victor (BOS)

From: * David Young <dave@artichokelabs.com> |
Sent: : . * Sunday, April 28, 2019 7:40 PM
. To: : . Board of Supervisors, (BOS) -
‘Subject:, "Acquisition of Surveillance Technology" ordinance -

i
{r
{

tr

‘This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:.

Please amend the "Acquisition of Surverllanoe Technology" ordrnarroe so it clearly allows the police
department to use video from security cameras voluntanly provided by. private homes and
" businesses. :

There is a property crime epidemio in San Francisco and police need private security video footage to
solve crimes. The amendment on page 12 (lines 6-9) only says police can receive prrvate video. It
should clearly say police can also use private vrdeo ' :

I'm also Worrred about the amendment (page 12 lines 8- -9) that says police can receive private video -
only if it complies with all other parts of the ordinance. The legislation contains many requirements
meant for city departments that would be onerous if applred to private citizens and businesses. This
.part of the amendment should be deleted. :

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must
~ get full Board of Supervisors approval before working with a private entity that regularly provides
video. This could jeopardize longstanding relationships with non-profits, private businesses and
merchant assooratrons that work closely with police. And it could Jeopardlze public safety.

' These are the reoommendatrons of Stop Crime SF, a group of more than 500 San Francisco
residents working to reduce crime. | agree with Stop Crime SF that this legislation addresses

legitimate concerns about privacy and civil liberties. But I also agree that more needs to be fixed so
this law doesn't end up making us less safe. :

—dave
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Young, Victor (BOS)

rom: : armand der-hacobian <hacobién@hotmail.com>
Sent: Sunday, April 28, 2019 5:29 PM ’ '
To: . Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
: MandelmansStaff, [BOS]; Ronen, Hillary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video survelllance law

B

l This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department -
to use video from security cameras voluntarily provided by private homes and businesses.

Thereis a property crime epidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive prlvate video. It should clea;rly say
police can also use private video. . .

T'm also worried about Where it says police can receive private video orﬂy if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could -
Jjeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely W1th pohce And it could jeopardize public safety.

These are the recommendat1ons of Stop Crlme SF, a group of more than 500 San Francisco residents working to

reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns.about privacy and
- civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.
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'YoUng, Victor (BOS)

From:. - AlH <aha711@msn.com>
Sent: - ‘ Sunday, April 28, 2019 2: 54 PM
" Tor Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskln Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: MandelmanStaff [BOS]; Ronen, Hillary; Walton Shamann (BOS); Safai, Ahsha (BOS)
Subject: please amend video surveillarice law : _ .

- This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the ”Acquisifion of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and-businesses. ’

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say ‘police’can also use
private video. o

I'm also worried about where it says police can receive private video only if it complies with ail other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
- onerous if applied to private citizens and businesses, This part shou!d be deleted.

Even more troubling i is language (Page 10, lines 3-6 and 16- -18) that says the pohce department must get full Board of
Supervisors approval before workmg with a private entity that regularly provides video. This could jeopardize

longstanding relationships with non-profits, private businesses and merchant assomatlons that work closely with police.
And'it could jeopardize.public safety. :

These are the reeommendations of Stop Crime SF, a group'of more than 500 San Francisco residents working to reduce -
ctime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil-liberties. But |
also agree that more needs to be fixed so this law doesn't.end up making us less safe. '

A Hampel:

Sent from my iPhone
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Young, Victor (BOS)

srom: _ ' John Cranshaw <johncranshaw@gmaivl.oom>

Sent: Sunday, April 28, 2019 2:41 PM i o
To: ~ Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
‘ Mande!manStaff [BOS]; Ronen, Hillary; Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: : please amend video surveillance law

. L‘i

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the ”Acqulsltlon of Surveillance Technolo gy" ordinanee so it clearly allows the police department
" touse Vldeo from securrty cameras voluntarily provided by private homes and businesses.

There is a property erime epidemio in San Francisco and police need private security Video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say
police can also use private video. :

I'm also worried about where it says police‘can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that |
would be onerous if apphed to prlvate 01t1zens and businesses. Thls part should be deleted.

Even more troubling is language (Page 1“0, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working ‘with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work -
closely Wlth police. And it could Jeopardlze public satety '

These are the recommendatlons of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe:

Thank you for you'r'conside'ration. We look forward to and éppreciate your support.

. John and Michelle Cranshaw.
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| Young, Victor (BOS)

From: _ Rabhel Miller-Garcia <rachelm92121@gmail com>
Sent: _Sunday, April 28, 2019 2:36 PM ‘ N
To: -Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefani, Cathenne (BOS) Peskin, Aaron .

"(BOS); Mar, Gordon (BOS); Brown, Vallle (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
MandelmanStaff [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: ' please amend Vldeo surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisors:

Please amend the "Acquisition of Surveillance Technology™ ordinance so xt clearly allows the pohce department to use
video from security cameras voluntarily provnded by private homes and busmesses

There is a property crime epidemic in San Francisco and police need private security video footage to-solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use
private video. ' :

"I'm also worried about where it says police can receive prlvate video only |f it complies with all other parts of the

ordinance (page 12, lines 8-9).
The legislation contains many reqmrements meant for city departments that would be onerous if apphed to private

' citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3.6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety: ' 4

These are the recommendations of Stop Crime SF, a group of more than 500 San Ffancisco residents wdrkihg to reduce -

crime, of which i am a member and | agree with Stop Crime SF that this legislation addresses legitimate concerns about -
privacy and civil liberties. But | also agree that more needs to be fixed so this law doesn't end up makmg us’ Iess safe.

Thank you!
Rachel

Rachel Miller-Garcia
415—810—1408 c
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Young, Victor (BOS)

From: Susan Fisch <sfisch1 16@comcast.net>
Sent: " Sunday, April 28, 2019 1:14 PM ' .
To: . Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Valiie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
. MandelmanStaff [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: A - please amend VldeO surveilfance law

This message is from outside the City email syétem. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so.it cle"arly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses. -

- There is a property crime epidemic‘in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says pohce can receive private video.. It should cleariy say police can also use
private video.

- I'm also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part'should be deleted. -

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. ' ‘

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SFthat this legislation addresses legitimate concerns about privacy and civil liberties, But |

also agree that more needs to be fixed so this law doesn't end up making.us less safe.

‘Susan Fisch

. Ashbury Heights

SF resident for 29 years

Sent from my iPhone
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Young, Victor (BOS)

From: . Jamie Whitaker <jamiewhitaker@gmail.com>
Sent: - Sunday, April 28, 2019 12:50 PM
To: ' o Board ofSuperwsors (BOS); Fewer, Sandra (BOS) Stefani, Catherine (BOS) Peskin, Aaron -
) (BOSY); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
, MandelmanStaff, [BOS]; Ronen, Hillary; Walten, Shamann (BOS); Safai, Ahshd (BOS) -
Subject: Vision Zero goal needs you to please amend video surveillance law

This message is from outside the City email syStem. Do not open links or attachments from untrusted sources.

De‘ar Supervisor:

I want to express my concern over any lmperdments to video surveillance bemg used to hold hitand run drivers' in
addition to property and violent criminals accountable in San Francisco..

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses. .” : :

There is a property.crime ebidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive prrvate video. It should clearly say police can also use
prlvate video. .

I'm also worried about where it says police can receive prlvate video only if it complies wrth all.other parts of the

- ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted. :
Even more troubling is language (Page 10, lines 3-6 and-16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize )
longstanding relationships with hon-profits, privat'e businesses and merchant associations that work closely with police.
And it could jeopardize public safety. '

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about prrvacy and civil ]rbertres Butl
also agree that more needs to be fixed so this law doesn't end up making us less safe

Sincerely,

Jamie Whitaker
District 6 resident
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Young, Vicior (BOS)

~rom: Devi Joseph <drdevisf@gmail.com>

Sent: N Sunday, April 28, 2019 12:48 PM . .
" To: : Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: MandelmanStaff [BOS]; Ronen, HlIIary, Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

.Dear Supervisor:

Please amend the “Acqmsmon of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras Vohmtarﬂy prov1ded by private homes and businesses.

There isa. property crime epidemic in San Francisco and police need private seourity video footage to solve
- crimes. The amendment on page 12 (lines 6-9) only says police can receive private v1deo It should clearly say
police can also use private video.

I'm also worried about where it says police can receive private v1deo only if it complies with all other parts of -
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says-the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely W1th pohce And it could jeopardizé public safety.

These are therecommendatlons of Stop Crime SF, a group of more than 500 San Francisco residents working to
.-reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

Thank you,

Dr. Devorah Joseph

862 39th Ave.

San Francisco, CA 94121
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Young, Victor (BOS)

From: . ' - Jorge Garcia <jorge.garcia@gmail.com>
Sent: ’ © Sunday, April 28, 2019 12:35 PM
To: ' Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefani, Catherme (BOS); Peskm Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
_ MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
. Subject: - -please amend video surveillance law '

This message is from Sutside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

Please ‘ax'nend the "Acquisition of Suﬁeillance Technolégy” ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says pohce can receive private video. It should clea.rly say
"police can also use private video.

.m also worried about where it says police can receive private video only if it complies with all other parts of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
. would be onerous if applied to private citizens and businesses. This part should be deleted. - '

Bven more troubling is language (Page 10-, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And it could Jeopardlze pubhc safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to

reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe

Sincerely,
J orge Garcia (Dlstrlct 5 res1dent)
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Young, Victor (BOS)

‘rom: Gugelmann, Hallam (UCSF)

" Sent: _ © Sunday, April 28, 2019 11.268 AM '
To: ' Board of Superv;sors (BOS); Fewer, Sandra (BOS) Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
: MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject:  please amend video surveillance law _ , .

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

“Dear Supervisors,

As an emergency medicine physician in San Francisco, | have a very special i‘nterestA in the city’s sécurity.
| urge you to please amend the "Acquisition of Surveillance Technology™ ordinance so it clearly allows the police
department to use video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. We

have had packages and things stolen out of ours and friends’ cars with increasing frequency recently. '
The amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use A
private video. ' ' '

I'm also worried about where it says police can receive private video only if it complies with all other parts of the

" ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

J :

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relatjonships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. '

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
_crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about prlvacy and civil liberties. But I

also agree that more needs to be fixed so this law doesn't end up making us less safe.

Hallam

Hallarm Gugelmann MD MPH

Attending Physician, Emergency Medicine, CPMC Mission Bernal Hospltal Medical Tox1cology Attendmg, UnlverSIty of -
California at San Francisco Assistant Medical Director, California Poison Control System, San Francisco Division .



Young, Victor (BOS)

From: ~ ' : Art Wydler <aaw215@aol.com>
Sent: _ "~ Sunday, April 28, 2019 10:56 AM : -
To: Board of Supervrsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, ‘Aaron

(BOS); Mar, Gordon (BOS); Brown, Valhe (BOS); Haney, Matt (BOS); Yée, Norman (BOS)
, 4 MandelmanStaff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS) Safali, Afsha (BOS)
Subject; . v please amend VldeO surveillance law - , o

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:”

Please amend the "Acquisition of Surveillance Technology” ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses. :

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
-amendment.on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use -
private video.

I'm also worried about where it says police can receive private video only if it complies with all other parts of the -
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted. ‘ :

Even more troubling is lénguage (Page 10, lines 3-6 and 16-18) that says the police department.must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non- proﬁts private businesses and merchant associations that work closely with pollce
And it could jeopardize public safety.-

.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn’t end up making us less safe.

Sent from my iPhone
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Young, Victor (B'OS)

“rom: Art Wydler <aaw215@aol.com>
Sent: Sunday, April 28, 2019 10:56 AM
To: . Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron
(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS), Haney, Matt (BOS); Yee, Norman (BOS);
MandelmanStaff [BOS]; Ronen, Hll!ary, Walton, Shamann (BOS); Safal Ahsha (BOS)
Subject: , please amend VldeO survelllanoe law

This message is from outside the City email system. Do not open links or attéchments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology ordinance so it clearly allows the pollce department to use
video from security cameras voluntarily provided by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footagé to solve crimes. The
amendment on page 12 (lines 6-9) only says pohce can receive prlvate video. It should-clearly say police can also use
private video. : ~

I'm also worried about where it says police can receive private video only if it complies with all other parts of the |
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

. \ .
Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of -
Supervisors approval before working with a private entity that regularly provides video. This could jeéopardize ‘
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. . A ' '

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce.
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up making us less safe. :

Sent from my iPhone
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: Young, Victor (BOS)

From: . - 'Mary Bumns <mfb613@aol.com>
Sent: Sunday, April 28, 2019 10:54 AM
To: ' Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefam Catherme (BOS); Peskin, Aaron

- (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
- MandelmanStaff [BOS]; Ronen, Hillary, Walton, Shamann (BOS) Safal, Ahsha (BOS)
Subject: | - please amend video surveillance law ‘

ri This message is from outside the City email sysvte_m'. Do not open links or attachments from untrusted sources.

;
Gl

Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police

',department to use video from security cameras voluntarily provided by private homes and businesses. There is a property
crime epidemic in San Francisco and police need private security video footage to solve crimes. The.amendment on page

" 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use private video. I'm also
worried about where it says police can receive private video only if it complies with all other parts of the ordinance (page
12, lines 8-9). The legislation contains many requirements meant for city departments that would-be onerous if apphed o
private citizens and businesses. This part should be deleted. Even more troubling is language (Page 10, lines 3-6 and 16-
18) that says the police department must get full Board of Supervisors approval before working with a prlvate entity that
reguiarly provides video. This could jeopardize longstanding relationships with non-profits, private businesses and
merchant associations that work closely with police. And it could jeopardize public safety. These are the '
recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce crime. | agree
with Stop 'Crime SF that this leg[slatlon addresses legitimate concerns about privacy and ClVl| liberties. But | also agree
that more needs to be fixed so this law doesn't end up making us less safe. :
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Young, Victor (BOS)

rom: ' " Amy Johnson <amykj1@comcast.net>
Sent: Sunday, April 28, 2019 10:49 AM .

To: : Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS); Peskin, Aaron
_ (BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS), Yee, Norman (BOS);
MandelmanStaff [BOS]; Renen, Hillary; Walton, Shamann (BOS) Safai, Ahsha (BOS)
Subject: URGENT please amend video surveil]anoe law

- . :
This message is from outside the City email system. Do not open links or attachments from untrusted sources.

B

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

Theére is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use
“private video.

I"'m also worried about where it says police can receive private video only if it complies with all other parts of the -
ordmance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applled to private citizens and businesses. This part should be deleted.

Even more froubling is language (Page 10, lines 3-6 and 16—18) that says the police department must get full Board of
Supervisors approval before workihg with a private entity that regularly provides video. This could jeopardize
longstanding relationships with non-profits, pri\)ate businesses and merchant associations that work closely with police.’
And it could jeopardize public safety. : ‘

These ate the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil hbertles But |
also agree that more needs to be fixed so this law doesn't end up making us less safe

Amy Johnson

Homeowner/resident
District 7, Miraloma Park
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Young, Victor (Bé)S)‘

From: ‘Miner Lowe <minersfo@gmail.com>
Sent: . Sunday, April 28, 2019 10:48 AM ' '
To: = . Board of Supe_rvnsors (BOS); Fewer, Sandra (BOS) Stefani, Catherine (BOS); Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee,-Norman (BOS);
MandelmanStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: “please amend video surveillance law

This message is from outside the City email system. Do not open links ot attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordmance so it clearly allows the police department to use
Vldeo from security cameras voluntarily prowded by private homes and businesses.

There is a property crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive private video. It should clearly say police can also use.
private video. :

I'm also worried about whefe it says bolice can receive ptivate video only if it complies with all other parts of the -
'ordmance (page 12, lines 8-9). The legislation. contains many requirements meant for city departments that would be
onerous if applled to prlvate citizens and businesses. This part should be deleted :

- Even more troubling is Ianguage (Page 10, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides video. This could jeopardize

~ longstanding relationships with non-profits, private businesses and merchant associations that work closely with police.
And it could jeopardize public safety. '

These are the recommendations of Stop Crime SF, a group of mare than 500 San Francisco residents working to reduce '
_crime. | agree with Stop Crime SF that this legislation addresses Iegltlmate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end up makmg us less safe.

Sent from my iPad
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Young, Victor (BOS)

‘rom: Leslie %koelsch1 886@comcast net>
Sent: Sunday, April 28, 2019 10:42 AM
To: ‘ Board of Supervisors, (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskm Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS)
A Mandelman$Staff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safai, Ahsha (BOS)
Subject: Surveillance Technology

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Supervisor:

A Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department to use
video from security cameras voluntarily provided by private homes and businesses.

‘There is a property crime epidemic in San Francisco and police need prlvate security video footage to solve crimes. The
amendment on page 12 {lines 6 9) only says police can receive private video. It should clearly say police can also use
private video.

I'm aiso worried about where it says pollce can receive private video on!y if it complles with all other parts of the
srdinance (page 12, lines 8-9). The Ieglslation contains many requirements meant for city departments that would be
onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must gét full Board of

" Supervisors approval before working with a private entity that regularly provides video. This could jeopardize

) longstanding relationships with non-profits, private businesses and merchant associations that work closely with police. .
And it could jeopardize public safety. v ‘

"These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce
crime. | agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and civil liberties. But |
also agree that more needs to be fixed so this law doesn't end: up making us less safe.

’
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Young, Victor (BOS)

From: " Luke Perkocha <luke3580@gmail:com>
Sent: Sunday, April 28, 2019 10:19 AM
To: . ' Board of Superwsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);
MandelmansStaff, [BOS]; Ronen, Hillary; Walton, Shamann (BOS); Safal Ahsha (BOS) -
Subject: ' please amend video surveillance Iaw .

:
o

This message is from outside the City email systeml. Do not open links or attachments from untrusted sources. -

Dear Supervisors:

I have been contacted by Stop Crime SFto call your attention to needed amendments to this ordinance.
However, I have independently been monitoring this issue and the various superv1sors positions, so am very
familiar with the ordinance proposed by Supervisor Peskin, the ballot initiative that it is pursuant to and the

* issue of property crime in San Francisco. This crime epidemic (there is no other word for it) and the consequent
- loss of the feeling of safety for residents that it results in, affects far moré voting San Franciscans than any '
hypothetical or actual.(and rare) abuses of the technology by our government to date. ‘

Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly allows the police department
to use video from security cameras voluntarily provided by private homes and businesses. *

There is'a property crime épidemic in San Francisco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6-9) only says police can receive pnvate video. It should clearly say
police can also use private video.

I'm also worried about where it says.'police can receive private video only if it complies with all other parts of
-the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private-citizens and businesses. This part should be deleted.

Even more troubling is 1anguage (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relatlonshlps with non-profits, private businesses and merchant assoma’uons that work
closely with pohce And it could Jeoparchze public safety.

These are the reconnnendatlons of Stop Critne SF, a group of more than 500 San Francisco residents working to

reduce crime. I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
civil liberties. But I also agree that more needs to be fixed so this law doesn't end up making us less safe.

- Thank you very much,

Luke Perkocha MD, MBA
Member, Board of Trustees, Golden Gate Heights Nelghborhood Association

106



- Young, Victor (BOS)

‘rom: ~ Donna T <donnasffn@gmail.com>
Sent: Sunday, April 28, 2018 10:17 AM ‘
To: ~ Board of Supervxsors (BOS); Fewer, Sandra (BOS) Stefam Catherine (BOS) Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney; Matt (BOS); Yee, Norman (BOS)
. . MandelmanStaff [BOS], Ronen, Hillary; Walton Shamann (BOS); Safai, Ahsha (BOS)
Subject: "+ please amend video surveillance law '

.

,: This message is from outside the City email system. Do not open links or attachments from untrusted sources.

Dear Super'visor:

‘Please amend the "Aoqulsmon of Surveﬂlance Technology" ordinance so it clearly allows the police department '
to use video from security cameras Voluntanly provided by private homes and businesses.

There is a property crime epidemic in San Franciéco and police need private security video footage to solve
crimes. The amendment on page 12 (lines 6~ 9) only says pohce can receive private video. It should clearly say
police can also use private Vldeo

I'm also worried about where it says police can receive private video only if it complies with all other p'art's of
the ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16- 18) that says the police department must get. full
Board of Supervisors approval before working with a private entity that regularly provides video. This, could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work
closely with police. And-it could jeopardize puuhu safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents \Worldng to
reduce crime: I agree with Stop Crime SF that this legislation addresses legitimate concerns about privacy and
‘civil liberties. But I also agree that more needs to be fixed so thls law doesn't end up makmg us less safe.

Local government should not hinder the only tools residents have T.hat prov1de us with a sense of security.
Without our cameras, we are essentially inviting criminals to our City to commit crimes they cannot get away
with anywhere else: It is imperative that you allow video camera surveillance to be used by law enforcement
without restriction. :

Sincerely,

Donna Turner

© 1154 Alemany Blvd.

San Francisco, CA 94112
(415) 425-0872
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Young, Victor (BOS)

From: roger capilos <rcapilos@yahoo.com>
Sent: ' - Sunday, April 28, 2019 10:16 AM

To: . Board of Supervisors, (BOS)

Subject: - Fw: please amend video surveillance law

This message is from outside the City email system. Do not open links or attachments from untrusted sources.

L_..m'_.‘:i

————m Forwarded Message —————
From: roger capilos <rcapilos@yahoo.com> :
" To: Joe Fitzgerald Rodriguez <joe@sfmediaco.com>
Sent: Sunday, April 28, 2019, 10:15:29 AM PDT
Subject: Fw: please amend video surveillance law

~~~~~ Forwarded Message —

From: roger capilos <rcapilos@yahoo.com>

" Toz: Hillary Ronen <hillary.ronen@sfgov.org>
-Sent: Sunday, April 28, 2019, 10:13:48 AM PDT
Subject: please amend video surveillance law

Dear Supervisor: Please amend the "Acquisition of Surveillance Technology" ordinance so it clearly
allows the police department to use video from security cameras voluntarily provided by private
homes and businesses. There is a property crime epidemic in San Francisco and police need private
security video footage to solve crimes. The amendment on page 12 (lines 6-9) only says police can
receive private video. It should clearly say police can also use private video. I'm also worried about
where it says police can receive private video only if it complies with all other parts of the ordinance
(page 12, lines 8-9). The legislation contains many requirements meant for city departments that
would be onerous if applied to private citizens and businesses. This part should be deleted. Even
more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get
full Board of Supervisors approval before working with a private entity that regularly provides video. -
. This could jeopardize longstanding relationships with non-profits, private businesses and. merchant
associations that work closely with police. Ahd it could jeopardize public safety. These are the
recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. | agree with Stop Crime 'SF that this legislation addresses legitimate concerns about
privacy and civil liberties. But | also agree that more needs to be fixed so this law doesntendup
making us less safe. You the Supervisors have to make a decision... are you more concerned over
the rights of thieves, rapists and taggers or are you concerned with the safety of the citizens of San
Francisco. We will be watching the end result of this issue closely and we will be supporting
candidates that love San Franciscans and not Crlmlnals Roger Capilos Crocker Amazon 318 Allison
St SF Ca. 94112 :
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Young, Victor (BOS)

“rom: : Stop Crime SF <stopcrimest@gmail.com>

Sent: Sunday, April 28,.2019 10:13 AM
To: Board of Supervisors, (BOS)
Subject: please amend surveillance ordinance

: [‘ This message is from outside the City email system. Do not open links or attachments from untrusted sources.

' Neighborhoods for Criminal Justice Accountability

- April 27, 2019

Members, San Francisco Board of Supervisors:

Please amend the "Acquisition of Surveillance Technology ordinance so it clearly allows the police department
to use video from seounty cameras voluntarily provided by private homes and businesses. ‘

- Thereis a property crime epidemic in San Francisco and police need private security video footage to solve
srimes. The amendment on page 12 (lines 6-9) only says pohoe can receive private video. It should cleaﬂy say
police can also use private v1deo

We're also Womod about the amendment (page 12, lines 8-9) that says police can'receive private video only if it
complies with all other parts of the ordinance. The legislation contains many requirements meant for city

. departments that would be onerous if applied to pnvate citizens and businesses. This part of the amendment
should be deleted.

Even more troubling is language (Page 10, lines 3-6 and 16-18) that says the police department must get full
Board of Supervisors approval before working with a private entity that regularly provides video. This could
jeopardize longstanding relationships with non-profits, private businesses and merchant associations that work-
closely with police. And it oOuld jeopardize public safety.

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to
reduce crime. We agree that this leglslahon addresses legitimate concernis about privacy and civil liberties. But
we feel that more needs to be fixed so this law doesn't end up making us less safe.

Frank Noto, president -

Joel Engardio, vice president -
Stop Crime SF '
www.stoperimesf.com
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Young, Victor (BOS)

From: . ‘ Nancy Panelo <n“lpanelo@yahoo com>
Sent: . Sunday, April 28, 2019 10:10 AM :
To: - Board of Supervxsors (BOS); Fewer, Sandra (BOS); Stefani, Catherine (BOS) "Peskin, Aaron

(BOS); Mar, Gordon (BOS); Brown, Vallie (BOS); Haney, Matt (BOS); Yee, Norman (BOS);.
‘ : Mandeiman$Staff, [BOS]; Ronen, Hlllary, Walton, Shamann (BOS); Safa, Ahsha (BOS)
Subject: ' please amend V|deo surveillance law ,

This message is from outside the City email system. Do not-open links or attachments from untrusted sources.

Dear Supervisor:

Please amend the "Acquisition of Surveillance Technology" ordmance so it clearly allows the pollce department to use
video from security cameras voluntarily provided by private homes and businesses.

Thereisa prob‘erty crime epidemic in San Francisco and police need private security video footage to solve crimes. The
amendment on page 12 (lines 6-9) only says police can receive prlvate VIdeo It should clearly say police can also use
~ private video. : ‘

I m also worried about where it says police can receive private video only if it complies with all other parts of the
ordinance (page 12, lines 8-9). The legislation contains many requirements meant for city departments that would be
onerous if applled to private c1tlzens and businesses. This part should be deleted. ,

Even more troubling is language ,(Page'lo, lines 3-6 and 16-18) that says the police department must get full Board of
Supervisors approval before working with a private entity that regularly provides.video. This could jeopardize
longstanding relationships with non-profits, private businesses and merchant associations that work closely with police. .
And it could jeopardize public safety ‘

These are the recommendations of Stop Crime SF, a group of more than 500 San Francisco residents working to reduce

- crime. | agree with Stop Crime SF that this leglslatlon addresses legitimate concerns about privacy and civil liberties. But I

also agree that more needs to be fixed so thls law doesn't end up making us less safe.

Sent frommy iPhone
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Golden Gate Heights Nelghborhood Assomatlon
P.O. Box 27608
San Francisco, CA 94127

Norman Yee, President, Board of Superv1sors
City Hall 4

1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco, Ca 94102-4689

April-1, 2019
Re: Proposed Video Surveillance Ordinanoe; Pursuant to Proposition B (2018)
| Dear Supervisor Yee,

We are writing to express our strong opposition to the proposed Video
Surveillance Ordinance, as currently written, and to suggest that the Board of
Supervisors make the changes recommended by StopCrimeSF (see attached)
before passage of this enabling legislation. .

As citizens of San Francisco, we believe that the potential mis-use by
government or private entities of technology to invade the privacy or abuse
the civil liberties of Americans or visitors requires constant vigilance. The
passage of Proposition B (2018) by voters is an important step in this regard.

However, as sadly demonstrated in a host of countries around the'world,

individual criminal activity and organized crime can have a greater impact on

citizens” sense of security and their very freedom than government abuse.

Indeed, a major, if not the major, role of local government is to provide an

environment in which citizens can live with freedom from fear and feeling
-secure in thelr persons and property.

Sadly, San Francisco is no longer such a place. As you know, we have an
epidemic of property crime in our City, including auto and home burglaries,
. the former being one of the highest rates in the nation, among comparable
~ cities. Tourists and visitors are regularly preyed upon, to the point that
national and international news stories have featured the issue and major
organizations have cancelled planned conventions in the City. This has
potentially massive economic impact on businesses and residents, who
depend on the dollars spent here by visitors who, like residents, should feel
safe on our streets and in their dwellings." '
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Although San Francisco’s violent crime rate is lower than some comparable
* cities, an environment in which property crime thrives is often a precursor to
violent incidents. We have already seen this, as evidenced by the recent - '
brutal beating of an elderly woman during the commission of a home
invasion robbery, or the killing of a photographer in broad daylight on Twin
-Peaks by someone attempting to steal his camera. In our neighborhoadd
recently, there have been several armed robberies of individuals on their way
to work in early morning daylight hours. Any of these could have resulted in
tragedy and all make residents feel unsafe.

- Video surveillance and other technologies such as GPS, license plate

recognition, gunfire detection technologies and others play an essential role
in capturing suspects and assisting in their conviction for crimes. This not
only takes individual criminals off the streets, but facilitates breaking up
organized crime gangs, and creates an environment which signals to
“potential criminals that San Francisco cares about the safety of its citizens
and visitors and will act effectlve!y to assure it, thus preventing crime in the
first place 4

We believe the Board of Supervnsors has the responsxblllty and the latltude,
based on the text of Proposition B, to use their judgment to balance
legitimate concerns about the abuse of technology, with the need to use |
today’s technology, today, to assure the safety and well-being of their
constituents and visitors to San Francisco. The proposed Ordinance goes too
far, too fast in several important areas, which are cogently outlined in the -
. StopCrimeSF document attached. \
We believe StopCrimeSF’s recommendations are reasonable and if enacted,
will enable the Board of Supervisors to best discharge their obligations to
simultaneously prevent the abuse of technology, as well as to address the
growing concerns of both residents and visitors about their safety in thelr
homes, hotels and on the streets of San Francisco.

We ufge you to adopt the StopCrimeSF recommendatio‘ns.

Sincerely,

The Golden Gate Heights Neighborhood Association
Sally Stephens, President

CC:

London Breed, Mayor, San Francisco

William Scott, Chief of Police, San Francisco
George Gascon, District Attorney, San Francisco
StopCrimeSF :

Attachment: StopCrlmeSF recommended changes to Video Survelllance
Ordinance

Page 2 of 2
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Neighborhoods for Criminal Justice Accountability

Dear President Yee,

Stop Crime SF represents more than 500 San Francisco residents working together to reduce
and prevent crime in our neighborhoods while holding public officials and the criminal
justice system accountable. We run a Court Watch program to ensure our elected judges
take crime seriously. We also facilitate the installation of video security cameras in
busjness and residential areas with private donatlons and city grants such as your
Partncnpatory Budgeting program.

These camera installations in neighborhoods like Golden Gate Heights, Bayview and the
West Portal business district.are popular with residents and merchants. San Francisco
police officers and assistant district attorneys tell us the cameras provide valuable video
evidence for arresting and convicting burglars. Video is an important tool to tackle
property crime in San Francisco, which has the highest rate of property crime of the
natlon s most populated cities.

We are concerned abdut the so-called “Stop Secret Surveillance Ordinance” .
currently being considered by the Board of Supervisors. It will significantly limit the
ability of law enforcement to fight crime with vidéo cameras. ,

The proposed ordinance would:

1. Prohibit city deparfments from using security technology services or equipment unless the "
Board of Supervisors first approves a Surveﬂlance Technology policy for the services and
equipment. '

2. Outright ban the use of facial recognition techhology.

We understand the good-intentions of the legislation. No one can pretend that facial
‘recognition technology is perfect, especially when it has trouble properly identifying
people of color. The FBI's facial recognition technology had a 14 percent failure rate
as of 2016, according to a U.S. General Accounting Office report. While that is
undoubtedly better than visual identification by victims or bystanders, it cannot-be
the sole factor in arrests.- But combined with good police work and when deployed
in conjunction with well-crafted public policy, it can serve as a useful tool. A ban

preciudes.any thoughtful regulation: It's just throwing the baby out with the
bathwater.
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An outright ban also precludes the possibility of significant technological
improvements, just as has occurred in DNA identification in recent years. The
software has already advanced by leaps and bounds in recent years, and much
‘better accuracy may-be around the corner. Refinements that address today’s
shortcomings could make facial recognition a valuable security tool.

" Our greatest concern with the proposed legislation is how it will affect the use of
traditional security video. The expense and burden of the ordinance’s required
audits and reports — not to mention approval from the full Board of Supervisors —
would make it much more difficult to set up or continue operation of city-operated
security cameras in timely fashion in San Francisco.

What about security cameras on private homes and businesses? The proposed law
doesn’t restrict a private citizen from installing a camera. But the ordinance would
seemingly require the city to develop a use policy and receive Board of Supervisors
approval before “entering into agreement with a non-city entity to acquire, share, or
otherwise use surveillance technology.”

This broad language could restrict the city from using information provided by any
private citizen or local business that doesn’t strictly adhere to the city’s yet-to-be- '
developed policies. When a crime’is committed, there should be no such

restrictions on SFPD’s access to information provrded by the publrc which might help
"in an arrest of a vrolent or repeat offender.

Valuable video footage, such as that which captured the 2017 murder of
photographer Ed French on Twin Peaks, could serve justice. Such footage mrght not
exist in future cases if the ordinance curtails the use of city-operated cameras,

The law could also make it more difficult for San Francisco to partner with other law
. enforcement agencies. The politically charged Board of Supervisors would have to
approve cooperation. The law has an exception that allows the city to use
surveillance technology in emergencies for seven days. But is that enough t|me to
thwart aterrorist attack?

After the Boston marathon bombing, more than 4,000 hours of police time were
spent investigating terrorists. Surveillance video helps monitor areas without .
adequate police coverage. Video is also unbiased and provides total recall of
- events. We can save time, money and most importantly lives by effective use of
surveillance technology as a force multrplrer :

§an_.Franc.:,ing has its own marathen, and other high-profile events like the Pride and Chinese

. New Year parades that attract hundreds of thousands of people. Will these events become
known as easy targets? As a city that stands for diversity, San Francisco is particularly
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vulnerable to threats from antl LGBTQ, white supremamst or other terrorlsts We shouldnot let
our guard down.

Beyond cameras, the ordinance broadly applies to other essential public safety .
tools, including license-plate readers, gunshot-detection hardware, DNA-capture
technology and radio-frequency-ID scanners. It would even affect the body cameras
worn by police officers. ‘

As nearby cities use the technology we seek to ban and limit, criminals will commute
to San Francisco as the place where they can conduct their criminal

activities unnoticed. They already flock to San Francisco to break into cars because
they think our judges, juries and prosecutors don’t take property crime as seriously
as other cities. :

Nothing in current law now prevents the Board of Supervisors and the agencies from creating
policies governing the acguisition or use-of security cameras and related technology. To put the
cart before the horse jeopardizes public safety for no valid reason. The Board should proceed to
adopt reasonable policies forthwith, but without requiring a halt to ongoing necessary

operations while such policies are considered.

The Board of Supervisors should continue this hearing until it has first completed a study on this
issue and received input from the District Attorney, police department and other agencies, all
of which have expeftise on such technologies. Then a hearing should be held by the Police
Commission or other relevant body with expertise, to allow the public to hear
recommendations and comment on this issue.

We also submit below suggested amendments to this ordinance.

Please feel free to contact Stop Cr;me SF president Frank Noto at 415-830-1502 if you have any
questions. ,

Sincerely,
Frank Noto
loel Engardio
Alice Xavier
Stop Crime 5F
Suggested amendments:
e Exclude the District Attorney, Sheriff and Police Departments (while performing

- investigative, prosecutorial or security functions, including terrorist and hate-crime
threats) from the requirements of this ordinance.
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The proposed ordinance would require the SFPD to cease use of \_/ehlcular or body-
mounted cameras during operations within 120 days unless and until both the
department and the Board of Supervisors comply with certain requirements; this could
result in an increase in unsolved crimes, police mlsconduc’c or misidentification of -
innocent members of the public. Similarly, the Sheriff’'s Department could not monitor
operations in the prisons, or the DA use video/photo evidence to prosecute domestic
violence or other violent crime cases. Failure to permit monitoring in the prisons could
result in prisoner abuse or prisoner-on-prisoner violence, while limitations on access by
the DA could result in miscarriages of justice and increase the crime rate. San Francisco

juries increasingly seldom convict in property crimes without photographic evidence. -

Exclude SFO from certain requirements of this ordinance.
It is intuitively obvious that airports are particularly vulnerable to certam types of
terrorist activity. . :

Change the effective date of the Ordinance to the beginning of the next fiscal year, or '
180 days after enactment, whichever comes later.

Most departments do not have the expertise or resources to fulfil the detailed and
highly technical requirements of this proposed legislation without additional time.

Require that additional funds be expllmtly allocated to each affected department in
the applicable fiscal year, including the Controllers’ office, to comply with the
requirements of this ordinance. '
Reducing existing services in order to comply with the proposed ordmance S

~requirements is unacceptable

Revise compliance dates
In Sec. 19.B.5 (a) to 180 days and in Sec. 19.B.5 (b) to 150 days, for reasons stated
above. : .

Require any cost benefit analysis to include an estimate of economic and social costs
to the public as well as city government of reduced arrests and convictions that might
result from banned or restricted use of technology.

Requxre any cost benefit analysis to examine the cost of alternatives to surveillance
technology. '

Delete requirements for public release of ldentlflcatlon of certain locations for -
‘surveillance technology.

This information should be classified for se]ected Iocatlons to protect against crlmmal
activity or terrorist activities. There is no reason to give potential lawbreakers a
roadmap to areas where they can safely carry out criminal activities.

116



Eliminate any ban on facial recognition technology or include at minimum a two-year
sunset clause in any such ban..

This technology is improving at a rapid rate, so error rates will inevitably improve.
Existing problems likely will diminish or disappear with technological advances, so
further legislative action should be required if justified when examining future
outcomes.

Clarify the definition of “any individual or group” included in the definition of
“Surveillance Technology” to exclude criminals, suspects and prisoners.
Obviously, the legitimate aim of surveillance is to ldentn“y and prevent these groups

from the commission of crimes.

Consider the impacts on the public of reduced surveillance at large crowd events such
as the Pride Parade and the Chinese Lunar New Year celebration. '
These events might become targets for hate-group terrorists if it became known that
surveillance technology use was reduced at such occasions.

Allow the public to provide surveillance evidence to City agencies for use in crime
investigations.

‘Exempt use of facial recognition technology to access computer, smart phone and
other instruments used by City employees. : _
Rather than use passwords, many devices employ facial recognition to allow users
access to their phones, etc.
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SUNSET HEIGHTS ASSOCIATION OF RESPONSIBLE PEOPLE
WWW. SHARPSF.COM

San Fraricisco Board of Supervisors

RE: Surveillance Technology Ordinance - Rules Committee on April 15
Dear Supervisors,

The Sunset Heights Association of Responsible People (SHARP) is both a neighborhood
association with more than 130 members and a foundation that provides grants that suppott dozens
of San Francisco community organizations. :

We are writing regarding the proposed Surveillance Technology Ordinance before the Rules
Committee on April 15. Whilé the intent to protect civil liberties is laudable, we believe the -
legislation needs further work because it counld potentially impact the safety of everyone who visits
and lives in San Francisco. This ordinance could affect local government and law enforcement’s
use of security cameras as well as other privately-owned security systems in San Francisco.

While we support reasonable policies to control surveillance technology, we recognize that

.criminal activity and organized crime can have a greater impact on citizens’ sensé of security and
their very freedom than potential San Franciseo government abuse. A key role of local government
is to provide an environment in which citizens can live With freedom from fear and feel secure in
their persons and. propetty. ' ‘

Video surveillance and other technologies such as GPS, license platé recognition, gunfire detection
technologies and others play an essential role in capturing suspects and assisting in their conviction .
for crimes. This not only takes individual criminals off the streets, but facilitates breaking up
criminal gangs large and small, and createsan environment which signals to potential criminals
that San Francisco cares about the safety of its citizens and visitors and will act effectively te

assure it, thus preventing crinie in the future.

Such technology is also a force multiplier that aids law enforcement in preventing and
“discouraging terrorist incidents and apprehending those engaged in terrorist acts. Such acts might

be aimed at major crowd events that celebrate San Francisco’s diversity such as the Pride Parade,

Lunar New Year and musical concerts in Golden Gate Park. ' N

S.HAR.P. c/0 1661 7™ AvE. SAN FRANCISCO, CA 94122
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The proposed law seeminely bans San Francisco residents and businesses from sharing security
camera video ot photos with the SFPD unless and until the Board enacts a camera policy. It
expliciﬂy prohibits City agencies from:

“entering into agreement with a non-city entity (e.g., a San Frcmasco res:a’enf or business) to
acquire, s'ﬁare or otherwise use survcaHance technology.”

The SFPD or DA’s office would be unable to share video technology from homeowners or
merchants hit by burglars or violent offenders. -

We express our strong opposition fo this as currently written, and suggest that the Board of

Supervisors make the changes recommended by Stop Crime 5F before passage of this enabling
legislation.

In particular, we suggest:

1) Exemptmg private citizens, non-profits and businesses from the ordinance;

2) Exempting the Airport and Port from the ordinance;

3) Exempt all investigations for hate crimes, sexual assauit, proper‘ty and vielent
crimes and terrorism from the ordinance;

4) Adding additional time to plan for compliance with the ordmance

.5) Adding additional funds for relevant agencies to comply with the ordinance;

6) Conducting a cost benefit analysis of techno!ogy and the failure to acquire such
technology;

7} Revising the ordinance after conducing outreach to and dla{ogue with
stakeholders, mciudmg crime prevention, anti-crime and victim’s rights groups,
as well as business, cnv:i rights and neighborhood groups and law enforcement
unions; and

8) Inciude sunset clauses on any ban on technolegy (e:g., facial recognition tech)
after 12 months that may improve in performance over time, to allow time for
evaluation of new improvements.

As citizens of San Francisco, we believe that the potential misuse of technology to invade the
privacy or abuse the civil liberties of Americans or visitors requires vigilance and policies are
warranted. But no ban on cameras or other technologies should be imposed until the policies are
first enacted by the Board. ‘

Please let us know if you have any questions by contacting us at: sharp@sharpsf.com.

Sincerely,

‘SSHARP. Board of Directors

S.H.A.RP. c/0 1661 7™ AVE. SAN FrAaNCIsCO, CA 94122
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California Statewide Survey ‘ Lavid Binder Reaeat:h

Re: Poll Results of Likely 2020 Voters

Topline Findings =~

A survey of likely November 2020 California voters conducted in March 2019 shows extraordinary

support for. greater transparency, open debate, and a vote by lawmakers prior to surveillance

technology being obtained or used by the government or law enforcement. Bay Area voters strongly
_support this proposal. ‘

Voters also strongly believe that the government should NOT be using face recognition and similar
biometric information, such as your DNA, your voice or the way you walk, to monitor and track
individuals. Bay Area voters strongly believe this as well.

On both of these critical questions, there is consistent agreement among Democrats, Republicans and
Independents, across voters of all ethnicities and generations, and throughout urban, suburban and

rural areas.

The full duestiOns are shown below. Numbérs for the Bay Area include the nine Bay Area Countles.

Highljght One:

Three-quarters of voters statewide and in the Bay Area support a law to require public debate and a
vote by lawmakers before any surveillance technology is obtained or used by government and law
enforcement. Half of voters statewide and in the Bay Area strongly support this proposal.

Statewide, Likely voters | Bay Area, Likely Voters
Support, strongly 50% | 51% |
—>76% — . 276%

Support, Somewhat 26 ‘ 125 .
Oppose, Somewhat -9 ‘ e 7 o 4

— —19% — 217%
Oppose, Strongly - 10 : 10 :
Don’t know - 5 - 7
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Across the diverse electorate of California, majorities support the proposal to pass a'law to require
public debate and a vote by lawmakers on these surveillance issues. Particularly in a city like San
Francisco with significant racial diversity, the consistency in support for this proposal among all ethnic .
groups is striking.

Party Affiliation
“ ‘% Support | % Oppose

Democrats » | 82%. 14% -

Republicans S . 64 27

Independents (No Party Preference) , 76 - 19

| Age Grdup

Millennials and Younger (18-38) - 82 17

Generation X (39-54) a ‘ 76 18

Boomers (55—73): ' 72 21

Silent Generation (74+) : : 69 .22

Ethnicity

White - ' - 73 22
| Latin - N 79 15

Asian : o " -T2 23

African American* (.sm'all sample size) 88 9 |

Area of Residence

Urban Area ' ‘ ' 76 19

suburd - 78 16

Small Town ~ 71 24

RuralA;ea : ' , — 77 . 18
Page 2
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Highlight Two:

82% of likely voters stateW|de and 79% in‘the Bay Area disagree with the government being able to
_monitor and track a person using biometric information. Fewer than 20% of voters statewide and in
the Bay Area agree that the government should be using biometric information in this way.

Over 60% of voters statewide and in the Bay Area strongly disagree, demonstrating intense opposmon
. to government use of biometric information to momtor and track individuals. :

Statewide, Likely voters | Bay Area, Likely Voters
| Agree, strongly ; 5% _ 7%
s 216% : =>19%
Agree, Somewhat, - ' 11 _ 12
.D‘isagfee, Somewhat ,174 - 16 . .
: —>82% 2>79%
Disagree, Strongly . ' " 65 : 63
Don’trknowv . 2 ., 2

- In a time of heightened partisanship, there is a consensus across pOllth8| party that the government
" should not conduct blometrlc survenllance - :

Further, across political parties, ethnic groups, generations, and rural and urban areas of California,
there is consistently strong disagreement with the government use of biometric surveillance.

" Party Affiliation

‘ % Agree %.Disagree
Democrats ’ . 12% | 87%

: : : 5 . —
Republicans : 21 78 -
Independents (No Party Preference) : o . 20 79

Page3
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Age Group
Millennials and Younger (18-38) ‘ : 18 - 81
Generation X (39-54) . 16 82
Boomers (55-73) | 17 81
Silent Generation (74+) _ 7 90
Ethnicity |
White . | 13 85
ok ol s 80
| Asian : - 27 73
African American® (small sample size) o 22 75
Area of Residence
Urban Area | 16 - 82
Suburb - o | | 17 81
Small Town ‘ o 14 " 85
| Rural Ares | o ' 16 .82

Wethodology |

David Binder Research conducted a survey of 800 likely November 2020 voters. between March 9" and

13™ 2019. Interviews were conducted online, and by cell phone and landline. Latinx respondents were

given the choice to take the survey in Enghsh or Spanish. The margin of error for the survey is +/-3.5%,

~and this survey represents a current snapshot of views on this issue. The margin of error is higher for
subgroups of the electorate.

Page4 .
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Fwd: Contact City Hill ASAP on anti-video ll

7 messages

Nerghborhoods for Criminal Jusftce Accountabxm‘y

Hi everyone - We need you to sénd a quick email messeage ASAP to the San Franclsoo Board of
Superyisors (simple mstruotlons below) :

A proposed law to regula‘ce video survsillarice will be heard on Monday April 15. 1t's full of
umntended consequences that could make us less safe. .

Please express your concem by telling the supemsors to re-think this legislation:

hitps://mail. google com/mail/u/07ik=89e73815aa&view=pt&search=all&permihid=thread-f%3A 16306592551 96893966&51mp| msg—f%3A1 6306592551...
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. If you already kr ' }'*ﬂgough about this issue and you're ready \}l‘*qow, click here for an
email template aau .Jsed to every superyisor. Adjust the text to yu.. }iiking and hit send.
= If youwant to learmn more before sending your message, keep reading below.

If you wish to appear at the committee hearmg in person and speak for one mlnute durmg
public comment:

Monday April 15

10am h
City Hall Room 263

Third item on agenda

All the information you need to agt is listed below and on this \)veb page. Please share this
message with your neighbors. -

Thanks for your support,
Joel Engardio -
Vice President
Stop Crime SF

BACKGROUND ) ,

A proposed law could severely restrict the ability to stop crime with video surveillarice. The
legislation needs amendments to avoid unintended 'consequences The proposed ordinance
should also go through a commumty vettmg process before supervisors vote on it. Learn more:

e San Franmsoo Chromcle op-ed by Joel Enqardro that explams the concerns in simple .
ferms.

~ = Open letter from StOD Crime SF that is more teohmoal and offers suggested amendments.

SAMPLE LETTERTO SUPERV SORS

Dear Supervisor, ,

My nameis ____ andllive in the __ neighborhood. | care deeply about crime in San
Francisco. [Note if you or a family member/friend has been a victim of propérty crime/car break-
in/stolen.packages/home robbery]

_ Stop Crime SF, a group of more than 500 San Francisco residents working to reduce and prevent
our city's current epidemic of property crime, wrote an gpen letter to the Board of Supervisors
with concerns about the probosed "Stop Secret Surveillance Ordinance.” | share those concerns.
The proposed legislation could have unintended éonsequences that make us less safe by
severgly curtailing the use of effective traditional video surveillance by burying agencies like the
police department in a bureaucratic approval process

While the essence of this legislation is Well—intended, amendments are needed to achieve its goal
of protecting privacy while also allowing for the proper use of technology _thait can keep us safe.
Stop Crime SF has offered reasonable amendments in its open letter.

} am also concerned that this legislation has been rushed with little or no input from the
community, public safety agencies and departments that rely on video surveillance like the
airport. In other cities where similar technology privacy legislation was drafted and passed,

. ,Commﬁnity working groups were formed and a collaborative process crafted a sensible law that
worked for everyone. We should do the same in San Francisco, ©

All stakeholders including homeowners with Nest/Ring video, Next Door community leaders and
business owners that have surveillance cameras should be represented. Please allow this public
prboess to happen before voting on the proposed legislation.

https://mail.google.com/mail/u/071k=88e7381 5aa&view=pt&search=all&permthid':threéd—f%?am 630659255196693366&simpl=msg-f%3A16306592551... 2/5
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hitps://mail.google.com/mail/u/0?ik=89e73815aa&view=pt&search=all&permthid=thread-{%3A1 6306592551 96693966&simp|=msg—f%3A1 6306592551...

Sincerely, f“‘i
Name
Address

CONTACT YOUR SUPERVISOR - -

District 1 — Richmond
Sandra Lee Fewer
Sandra.Fewer@sfgov.org

District Z — Marina
Catherine Stefani
Catherine.Stefani@gfgov.org

District 3 — North Beach, Chinatown

‘Aaron Peskin

Aaron.Peskin@sfgov.org

District 4 — Sunset
- Gordon Mar

Gordon.Mar@ggoy;orq

District 5 — Inner Sunset, Cole Valley, Lower Haight, Hayes Vailey, Fli more, Japantown
* Vallie Brown

Vallie. Brown@sfgov.org

District 6 — SOMA Tenderlom
Matt Haney
Matt.Hanev_@sfqov.orq

District 7 — West of Twin Peaks, West Portal, Inner Sunseét, Sunnysade Lakeshore/ﬂﬂerced
Manor, Westwood Park, Mnraloma Park

Norman Yee
Norman.Yee@sfgov.org

District 8 — Castro, Glen Park
Rafael Mandelman
MandelmanStaff@sfgov.org

District 8 — Mission
Hillary Ronen -
Hillarv.Ronen@g‘qov:org_

Dlstnc(t 10 — Bayview, Portrero Hnll Vﬁsntacmn Valley

Shamann Walton
Shamann.Walton@ﬂqo’v.orq

District 11 — Excelsior -
Ahsha Safai
Ahsha.Safai@sfgov.org

Meaar ey anamen smavy 4 an6 s amees av
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'SECURE § JUSTICE
April 12, 2019

VIA E-MAIL ONLY
Hon. Norman Yee (President)
Hon. Vallie Brown
Hon. Sandra Lee Fewer
Hon. Matt Haney
Hon. Rafael Mandelman
Hon. Gordon Mar
Hon. Aaron Peskin
Hon. Hillary Ronen
Hon. Ahsha Safai
Hon. Catherine Stefani
Hon. Shamann Walton
San Francisco Board of Superv1sors
City Hall, 1 Dr. Carlton B. Goodlett Place
San Francisco, CA :
E-Mail: Board.of. Supervlsors.@sfgov.org

Re: Acquisition of Surveillance Technology Ordinance (Peskin)
Dear Honorable Board of Supers}isors:

- T write to urge you to support Supervisor Peskin’s Acquisition of Surveillance Technology
Ordinance (“Ordinance”), and to share with you my experiences with similar ordinances around
the greater Bay Area. - ‘

* Secure Justice is a 501c (3) advocating against state abuse of power, and for reduction in
-government and corporate over-reach. We target change in government contracting, and
corporate complicity with government policies and practices that are inconsistent Wlth
democratic values and principles of human rights. ’

- Surveillance Technology Ordinance

Like other local jurisdictions, Supervisor Peskin has proposed a framework for vetting the

potential acquisition or use of surveillance technology. Following the best practices first

established in Santa Clara County in 2016, and subsequently enacted into law in Davis,

Berkeley, Oakland, Palo Alto, and BART, Supervisor Peskin’s proposed Ordinance would .

require that an impact analysis for each proposed technology acquisition first be performed, and -
that a proposed use policy be first reviewed, so that the Board can determine whether the benefits

~ of using such technology outweigh the costs (both fiscal, and as to our civil liberties).
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I have advocated for all six of the above ordinances, and co-authored four of them, and as Chair

of the City of Oakland’s Privdcy Advisory Commission, I represent to you that the meaningful

vetting and defiberation that will occur will lead to greater political buy-in and legitimacy, .

especially as to the police department’s use of surveillance equipment. In addition, the potential

impact on civil liberties and misuse of data will be greatly lessened, as experts and members of

the public weigh in on the proposed acquisitions and use policies. As a sanctuary city/county, the
‘use and protection of your resident’s data should be a heightened concern.’

Facts as of-th_e date of this letter -

. e Each of the six existing ordinances follows a similar approval process as the Ordinance.
~ Each of the s1x existing ordlnances was adopted by unammous vote of its governing
body.

e Under this model, no proposal has been permanently rejected (several have been sent
back to staff for additional analysis or draft policy amendments), and no directive to
-cease use of existing equipment has been issued. What we are seeing in practice is that
various stakeholders, including the general public and outside subject matter experts,

“provide feedback to the staff’s proposed use policy which usually results in several
‘amendments, before eventual and subsequent unanimous adoption by the governing
board.

o Asthe first entlty to adopt this model in the country, (June 2016), Santa Clara County has
had sufficient time to do a formal review of the ordinance. Only minor amendments were
proposed in September 2018 (edits to several headings, and re-artanging several sections
for ease of reference). No amendments to the framework or process were formally
proposed by any department. No formal challenges to the governance structure
have occurred. No department formally requested relief from compliance.

s No disciplinary action has occurred under this model in the six above jurisdictions
pursuant to a complaint from a member of the public (or otherwise, to our knowledge),
suggesting that staff is able to comply and that the heightened scrutiny and transparency
around both the policy rules and equ1pment use is ensuring that operators stay within the
approved guidelines. :

e No legal actions have commenced pursuant to the private right of action in the six above
Jjurisdictions, against suggesting that the model is pragmatic.

The above facts demonstrate that this model works in praotice, and that compliance is being -
achieved across the board. It is an elegant solution to complicated questions regarding the use of
potentially invasive equipment and our sprint into the age of Big Data, Smart Cities, and
proliferation of algorithms making important decisions about our daily lives. ,

With the passage of your Privacy Principles ballot measure (Prop B), voters in San Francisco
recognized that our right to privacy is increasingly impacted with the advance of technology and
“data mining. The Ordinance provides a mechanism whereby the citizens of San Francisco can

U https:/fwww . mercurynews,com/2018/09/12/bart-staff-ipnored-board-to-spy-on-riders-sent-info-ice-could-access/
(“The word sanctuary has lost a lot of its strength,” Prieto said. “Trusting any state agency to fully support the
undocumented community through sanctuary farces is something we are no longer gambling with.”
Those lapses of trust, however, are what privacy advocates want to avoid with a surveillance use policy BART’s
board will consider-adopting...”) :
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determine collectively where to draw the lines around the use of surveﬂlance technolo gy and the
data collected by it. Ttis 1oca1 government at its best. o

San Francisco will also beneﬁt from the knowledge and best practices developed by the six
jurisdictions that have preceded-it. We likely have templates for any existing technology you are
using presently, and we routinely provide feedback and templates to any department that asks. I
am available to help any San Francisco department achieve compliance with this Ordinance, and
I am willing to walk anyone through the Ordinance, and discuss how the process has been .

- working for others.

Your leadership and acknowledgment of ydui constituent’s concerns regarding privaéy 18
appreciated. I look forward to San Francisco’s talent and sophistication being used to address
these important matters of public pohcy

Smcerely,

%\—W’&”"F—A

Brian Hofer
Executive Director -
(510) 303-2871
' brian@secure-justice.org
https://secure-justice.org/

’ ‘cc:‘Angela Calvillo
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April 10, 2019

Board of Supervisors Rules Committee
City Hall

1 Dr. Carlton B. Goodlett Place

San Francisco, CA 94102

Dear Supervisors,

On behalf of the Union Square Business Improvément District (USBID) who repreéents a substantial‘
membership of local empl'oyeré, employees, property. owners, and residents, and provides critical
quélity of life services for the most visited area of San Francisco, we w'pljld like to register our position
regarding the propased Acquisition of Surveillance Technology ordinance that will be appearing before
your committee. ' ' ) -

We appreciate the sponsor’s openness for coﬁstfuctive dialogue throughout this legislati\)e process, as
well as the intent of this ordinénce to uphold important San Francisco values that protect civil liberties
and provide greater transparency in government. As a business community, we also want to bring
awareness to the persistent public safety challenges that our members contend with on a daily basis in
our city’s economic core, and ensure that this ordinance does not. place undue administrative burden on
the City agenmes we work with to deliver vital clean and safe services.

As the crafting of this policy moves forward, we hope for a thoughtful process that brings all
stakeholders together, that this legislation seeks to create a single Citywide po‘lic{/ for everyone to follow
and takes into consideration all potential use cases, and that it involves the Committee on Information
and Technology (COIT) as thé City's lead policymaking body for these issues. . '

We thank you for your continued leadership on these important matters both for our community and

*  forall of San Francisco.

Kind regards,
Ka%?\wbj\\,

Karin Flood
Executive Director

UNION SQUARE BUSINESS IMPROVEMENT DISTRICT

323 GEARY STREET, SUITE 208 SAN FRANGISCO, CA 24102
TEL{415)781-7880 FAX{415)781 134k vISITUNION SQUARE SF.COM



850 Bryant Street
San Francisco
California 94103

Phone:
(415) 673-SAFE
. or )
(415) 553-1984

Fax:
(415) 553-1967

www.sfsafe.org

A'Community -
Crime Prevention
Organization
sponsored in cooperation
with the San Francisco
Police Department

~ o A Ho ao

RS
San Francisco Board of Supervisors
City Hall

1 Dr Carlton B Goodlett Pl.
San Francisco, CA 84102

April 11, 2019

RE: SECURITY CAMERA LEGISLATION

Honorahle Members of the Board of Supervisors,

Ahead of the Boérd of-Supervisors Rules Committee hearing on‘Monday,

~ April 15th, 2019, we would like to register our position on behalf of San

Francisco SAFE, Inc. (Safety Awareness for Everyone) and the broader
community regarding the recently proposed Acquisition of Surveillance

“Technology or "Stop Secret Surveillance" ordinance. We would also like to

volunteer our expertise to work with the Board and City and County agencies
to craft surveillance technology policies that better help promote public safety
while protectmg civil liberties.

SAFE sewes the diverse communities of San Francisco as the go-to non-
profit community engagement organization promoting both crime prevention
and public safety initiatives for residents, visitors, and local businesses.
SAFE works collaboratively across sectors with public and private agencies,
including in cooperation with local law enforcement, and seeks to bring
community members together through increased awareness and

empowerment to improve the quality of life of our neighborhoods.

With decades of experience working as a bridge for residents and the San
Francisco Police Department, one of our responsibilities has been to heip
San Franciscans utilize security cameras as effective crime prevention tools.
[t is under this mission that we delineate our position for you today. First off,
we support the legislative sponsor’s intent for upholding important San
Francisco values, such as the rights and civil liberties of all people and
greater government transparency. Everyone should be mcluded profected,
and welcomed in our city.

As an organization which represents our diverse San Francisco

" neighborhoods, including many communities of color who have been

historically marginalized and impacted by persistent public safety challenges,
we also want to make certain that this ordinance does not inhibit the ability of
communities to deploy security cameras for their benefit, or place undue
administrative burdens that might affect the ability of the Clty agencies who
we work alongside to effectively perform their jObS
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Attached as Exhibit A are our specific suggested recommendations for potential amendment
areas to improve the proposed ordinance. We believe that any policymaking on these issues
should bring all stakeholders into the process. We also hope that throughout this process current
City functions with respect to these technologies are not diminished. during the interim. San
Francisco police officers and assistant district attorneys tell us that security cameras are
invaluable to arrests and conviction of criminals. This legislation should be tempered so that it
protects public safe’ty as well as sa;eguardmg civil liberties.

Furthermore, we would like to see this ordmance,estabhsh policies that sets clear standards for
all to follow, mitigate any unintended consequences, and considers all potential use cases
amongst the various agencies involved. Finally, we strongly urge that this ordinance include
the Committee on Information and Technology (COIT), which serves San Francisco as our.
chief policymaking. body for such IT related issues.

In closing, we appreciate your ongoing leadership on behalf of all of San Francisco, and look
forward to having a thoughtiful dialogue. San Francisco SAFE stands ready to work with the
Board and relevant agencies to provide data, information and analysis of their policies at the
City’s request. Together, we might craft a policy that addresses all concerns, sets the
standard, and sustains our position as a beacon of progress for the world.

Thank you, |
@m@é ﬁm&@@m«

Daniel Lawson

President of the Board
San Francisco SAFE, Inc.
(Safety Awareness for Everyone)

Attachment — Exhibit A: Recommendatiens
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EXHIBIT A

San- Francisco SAFE submits the fo[lowmg recommenda’uons for potential revision of the
legislation for your consideration:

1. Exclude from the proposed Stop Secret Surveillance Ordinance any public (“open’ or “non-
secret’) security camera technologies used o enhance crime prevention: Cameras and
security devices intended to openly surveil areas to promote the safety and security of any

location or facility would not be covered by the Ordinance. These include the following .
categories:

‘a) Areas/facilites where signage is posted clearly indicating the presence of security
cameras and technology. One obvious infent of these security devices is to discourage
criminal activity, so the installation is public and open in an attempt to notify potential
criminals to refrain from such activity because they are liable fo be identified and arrested.
This is clearly NOT “secret surveillance.” .

b) Facilities where surveillance technology is installed to monitor the activity of persons in
penal institutions and law enforcement locations where it is clearly understood that
activities are under surveillance and privacy is limited. These include facilities in jails,
prisons and the entrances to police stations frequented by incarcerated persons, penal -
authorities and law enforcement officers.

Without this exclusion, the Sheriffs Department could not monitor operations in the
prisons; failure to permit monitoring could result in prisoner abuse or pnsoner on-prisoner
violence, or violate federal mandates. ‘

c) Surveillance fechnology mounted on faw enforcement vehicles and persons for the
purpose of moritoring crimes and interaciions between law enforcement officers,
suspects and other citizens. Such cameras and technology is crucial for monitoring
-enforcement and ensuring fair ireatment for all and reducing unreasonable racial
disparities, as well as for monitoring implementation ‘of police use of force policies,
improving law enforcement training and procedures, and documenting criminal conduct.

" The proposed legislation should specifically define and call out uses that are excluded
" from the ordinance’s provisions.
The proposed ordinance would require the SFPD to cease use of vehlcular or body-
mounted cameras during operations within 120 days unless and until both the department
and the Board of Supervisors comply with certain requirements; this could result in an
increase in unsolved crimes, police misconduct or misidentification of innocent members
of the public.

d) Any other areas/facilities where surveﬂlance is open and pubhc or where surveillance

should be reasonably expected to be conducted.

2. Affirmatively approve policies governing use and acquisition of surveillance technology by’
City agencies, etc., rather than create a blanket prohibition until such policies are adopted by
your Board. As written, the proposed ordinance prohibits city departments from using
security technology services or equipment until the Board of Supervisors approves a
Surveillance Technology policy for the services and equipment. Our analysis of the legislation
shows that this cart-before-the-horse approach may significantly limit the ability of law
enforcement and prosecutors o fight crime in the meantime, while also reducing the value_
of San Francisco crime prevention effects. :

‘Surveillance cameras and technology provide valuable photographic, video and other
evidence in burglary, robbery and violent crime cases. In particular, video is an important tool
to tackle property crime in San Francisco, which has the highest rate of property crime of the
nation’s most populated cmes
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a. The Board already has the power to disallow contracts that it would o’fherwlse approve
that do not include sufficient civil liberties protections. :

b. -We agree that most City departments should develop clear pubhc policies regarding
surveillance technology, but necessary security operations should not cease until the
Board can agree on proper policies on a case by case basis. Given the complexity of the
issues and the nature of governance, this may take some time.

© ¢. These pO|ICleS mxgh‘t be reviewed by the,Board on a case by case basis.

3. Create policy on the use of facial recoqmt{on technology and include a sunset clause in any
prohibition on the technology. Facial recognition technology is relatively new and imperfect;
it is not like DNA technology. Just two years ago, a U.S. General Accounting Office study. of
facial recognition technology showed a 14 percent failure rate and the rate was significantly
greater when identifying people of color, :

Similarly, Chinese-manufactured facial recognition software reportedly had similar trouble
properly identifying non-Asians, with higher error rates for other people of color and
whites. - While facial recognition technology rates are still reportedly better than visual
identification by victims or bystanders, the technology should not be the sole factor in
arrests. When combined with good police work, however, it can serve as a useful tool.

Facial recognition technology also can help -eliminate suspects and result in the
release from custody of those unjustly suspected of crimes and avoid placing the .
burdens of the criminal justice system on other innocent parties. ‘

a. In this case, we agree with the intent of the legislation and recommend that use of facial
recognition technology be prohibited for a determinate period of time (e.g., 180 days) until
the SFPD, DA and other appropriate agencies can propose and the Board of Superwsors
can adopt a weli-crafted public policy.

b. An outright ban for a longer period would preclude the possibility of s:gmflcan't
technological improvements, just as has occurred in DNA identification in recent
years. The facial software has already advanced by leaps and bounds in recent years,
and much better accuracy may already be available or be around the
corner. Refinements that address todays shortcomings could make facial recogmtlon a
valuable security tool.

c. Even if facial recognition has not advanced significantly, a well- crafted public policy can
prevent racial disparities and ensure this is only one tool jn a toolbox that is necessanly
not completely perfect. -

4. Consider other suggested arh_endmenfs including:

e Exclude SFO and the Por’t of San Franmsco from certain requirements of this
ordinance.
- Airports and poris serve as the gateway to San Francisco and are particularly vulnerable
to certain types of terrorist activity, and public safety and federal and international
requrrements demand different standards. :

e Change the effective date of the Ordinance to the begmnmg of the next fiscal year,
or 180 days after enactment, whichever comes later.
Some departments do not have the expertise or resources to fulfil the detailed and highly
technical requirements of this proposed legislation without additional time. Meeting the -
requirements of the ordinance might unduly interfere with critical day- to -day operations.
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Require that additional funds to comply with the requirements of this ordinance be
explicitly allocated to each affected department in the applicable fiscal year.
Reducing existing services in order to comply with the proposed ordinance’s requirements
is unacceptable. . ‘

Revise compliance dates.

In Sec. 19.B.5 (a) to 180 days and in Sec. 19.B.5 (b) to 150 days, for reasons stated
above.

Require any cost benefit analysis to ‘mclude an estimate of economic and social
costs to the public as well as city government if the ability to utilize surveillance
technology is obstructed. Any cost benefit analySIS should also examine the cost of

a!ternatlves to surveillance techno!ogy as well, '

Consider deleting requirements for public release of identification of certain
locations for surveillance technology in selected instances.

Technology owned by private owners should not be subject to identification of locations. -
This information should be classified for selected confidential/secret locations to protect
against criminal activity or terrorist activities. There is no reason to give potential
lawbreakers a roadmap to areas where they can safely carry out criminal activities. (This
does. not apply to public or open locations for surveillance cameras where signage is
present.)

Consider the public safety impacts of reduced surveillance at large crowd events
such as the Pride Parade, large outdoor conceris and street fairs, and the Chinese
Lunar New Year celebration.

These events might become targets for hate-group terrorists if it became known that
surveillance technology use was reduced at such occasions.

Allow the public to prov:de euwelliance evidence to C;ty agencies for use in crime
investigations. :

Private\ citizens in their homes and businesses should be exempt from the requirements
-of this ordinance. The proposed law doesn’t restrict a private citizen from installing a
camera in her home. But the ordinance would seemingly require the city to develop a use
policy and receive Board of Supervisors approval before “entering into agreement with a
non-city. eniity to acquire, share, or otherwise use surveillance technology.” Private
citizens and businesses should be able to provide video footage and photos to the SFPD
or DA without restriction in the event of a suspected crime, and these agencies should be
allowed to use these products/mformatlon

135



R
L

? EALIEQ MiA Northern

Califernia

ASIAN AMENICANMS

ADVANCING
). JUSTICE.

ASIAN LAW CAUCUS

LR
] Fi?‘i’f;ﬂb-ii:l

Law Center
F'RlVFIC_‘ﬁ

Malding Authentic Lives Possibly

COLOR
OF s,
{\ %SIAN LAW f\!iiANEE E’HHﬂEE
L .j ‘orking for Justice, Dignity and Equsiity

INDIVISIBLE 5F

(&% (ENTRO LEGAL
WIDELARAL ¢

| C] . mmmmEREEDOMOFTHE 4 TENTH

umonor pmmm PRESS FOUNDATION Amendment
JIREIESSESS ... RACTIAL JUSTICECOMMITTEE CENTER
. s francisto { 6D i - A ‘ ’Afﬁ.{

DATA FOR

N C L R KNATIONAL tENT%R FOR Lﬁéa;ndw BIEHTS @ BL ACK E_IVES
April 9,2019

Mayor London Breed .

Supervisor Norman Yee

Supervisor Sandra Lee Fewer
Supervisor Catherine Stefani
Supervisor Aaron Peskin
Supervisor Gordon Mar

Supervisor Vallie Brown
Supervisor Matt Haney

Supervisor Rafael Mandelman
Supervisor Hillary Ronen
Supervisor Shamann Walton
Supervisor Ahsha. Safai

San Francisco Board of Supervisors
City Hall, 1 Dr. Carlton B. Goodlett Place
San Francisco, California

Re: SUPPORT for the Stop Secret Surveillance Ordinance

Dear Supervisors,
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We are a coalition of civil rights organizations writing to express support for the Stop Secret
Surveillance Ordinance being considered at the April 15, 2019 meeting of the Rules Committee.
This legislation will improve public safety with a straightforward and open process for
considering surveillance technology proposals, safeguard against dangerous and biased
surveillance practices, and provide the public and Board with a necessary voicé in important
surveillance decisions affecting the C1ty We urge you to support this ordinance.

This letter explains the purpose of the Ordlnance and how it helps protect the prlvacy and safety
of all San Francisco residents. First, the letter outlines the problems addressed by the Ordinance.
Second, the letter explains why the City should prevent the deployment of face surveillance -

. technology that poses a threat t6 people in San Francisco, regardléss of its accuracy. Finally, the
letter encourages the Board to-ensure that the Sheriff and District Attorney are fully subject to
the Ordmance

1. The Ordinance Ensures Diverse Commumty Members Are Part of Important
Publlc Safety Decisions ‘

Surveillance technologies such as automated license plate readers, drones, sensor-equipped
streetlights, and predictive policing software can collect sensitive personal information about
where people go, who they associate with, and even how they feel. All too often, such systems
operate out of public view and collect information without the knowledge or consent of
residents. When used by public agencies, surveillance technology can fundamentally change the
. relationship between governments and residents, influencing decisions about who receives a
government service, who is monitored and subjectéd to potentially dangerous encounters with
the police, and whether people feel comfortable organizing and engaging in activism. San
Francisco should not deploy surveillance technology on its residents without public debate about
how these technologies work and thelr potential harms, and clear guidelines for how the
technology can be used. :

Public and Board scrutiny of surveillance technology is essential because the impacts of

- surveillance techriology are not equitably distributed — time and again, data collection and
processing systems focus their digital gaze on immigrants, people of color, and the poor. Asa
result, actions taken using this data and errors resulting from flawed data or operator misuse

- disproportionately impact and potentially harm thes¢ communities as well. Without adequate
public debate or safeguards to prevent misuse, surveillance technology will harm community
members. We know this because it has already happened in San Francisco and the Bay Area.

Many Bay Aréa police departments have secretly deployed surveillance system without policies
to govern their use, provide accountability, and ensure people’s safety. This has put immigrant
and Black community members in harm’s way. Here in San Francisco, SEPD officers held a
‘Black woman at gunpoint outside her car after misusing an automated license plate reader that
they operated without an adequate policy to prevent potentially grave mistakes.! Accordingto a
2015 report, Oakland police’s use of license plate readers was effectively concentrated in low-
income and Black communities, perpetuating a long history of over-policing.? In San Jose, police

1 Kade Crockford, San Francisco Woman Pulled Out of Car at Gunpoint Because of License Plate Reader Error,
ACLU, May 13,2014, https://www.acluw.or O/bloU/m1vacv~technolovv/locatlon—tl acking/san-francisco-woman-
. pulled-out-car-gunpoint-because.

2 Dave Maass, What You Can Learn From Oakland’s Raw ALPR Data, Electronic Frontier Foundanon Jan. 21
2015, bttps:/fwww.eff. 01U/deeplmks/ZO15/01/What ~We- leamed~oakland—1aw—alm data.
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secretly purchased a drone without meaningfully consulting Muslim community members and
other residents who have been targeted by the government for their religious affiliation.? And in
Fresno, the police department used social media surveillance software from a Vendor that
actlvely encouraged police to spy on Black lees Matter activists.*

Information about residents in local surveillance systems is also vulnerable to demands by
federal agencies such as ICE, who may seek to exploit it to fuel inhumane policies. This is not a
hypothetical threat — we recently learned that Immigration and Customs Enforcement has

. purchased access to a driver location database to which police departments can contribute
locally-collected data.’ We know that ICE can use that database to assist its efforts to locate and
deport community members. The potential vulnerability of local surveillance databases to
potential access by agencies such as ICE could threaten San Francisco’s commitment to be a
sanctuary city for all residents. This Ordinance would require proposals for sueh systems to be
subject to Board.and pubhc sc1ut1ny so that res1dents are not harmed.

The secretive and unaccountable use of surveﬂlance teohnolo gy not only harms residents, it
damages community trust in local governments.® Other cities have experienced this first hand,
such as when Oakland’s City Council faced a public backlash after the public learned about
secret plans to build 2 DHS-funded “Domain Awareness Center” that aggregated surveillance
feeds from around the city.” Likewise, when citizens and the Seattle City Council discovered that
the police department had acquired drones three years earlier; the ensuing protests led the Mayor -
to shelve the program, stating that Seattle needed to focus on “community building.”® In both
cases, the absence of public debate and a process for elected leaders to evaluate technologies
triggered an avoidable public controversy that bred distrust in government and sapped staff time
and taxpayer resources.

2. The Ordmance Ensures Democratic Debate and Oversight for Survelllance
Technology Decisions :

This proposed Ordinance is straightforward and ensures proper democratic debate, transparericy,
and oversight of surveillance technologies. The Ordinance requires that a city department..
seeking surveillance technology explain to the public how it works and draft clearly written rules
- for that specific technology that are designed to protect the public. The Ordinance also requires
that the proposal be heard by the Board of Supervisors at a regular public meeting. If the Board
approves a new surveillance technology at that meeting, the Ordinance ensures the Board and
public will be able to understand and evaluate how it is used through the creation of a simple

3 Thomas Mann Miller, Sarn Jose Police Department's Secret Drone Purchase: Where's the Accountability?, ACLU-NorCal, July
30, 2014, hitps://www.aclunc,org/blog/san-i olice-departments-secret-drone-purchase-wheres-accountability.

4 Justin Jouvenal, The new way police are surveillance you: calculating your threat ‘score, _

Wash. Post, Jan. 10, 2016, hitps://www.washingtonpaost.com/local/public-safety/the-new-way-police-are-surveilling-you-
calculating-your-threat-score/2016/01/10/e42bccac-8el3:1 1e5-baf4-bdf37355da0c _story.html?utm term=.3514f883cech.

5 Vasudha Talla, Documents Reveal ICE Using Driver Location Data from Local Police for Deportations, ACLU.org, Mar. 13,
2019, https://www. aclu.or /blog/immigrants-ri hts/ice-and—border— atrol-abuses/documents-reveal-ice~using-driver-lo caﬁon—
data. . :
§ A 2014 ACLU of Cahfomxa survey found that at feast 90 California communities were in possession of various surveillance
technologies, and that public debate rarely occurred when technologies were proposed. State of Surveillance in California —
Findings & Recommendations, January 2015, https://www.aclunc.ol g/mtes/default/ﬁles/ZO1501- )
aclu_ca surveillancetech summary and recommendations.pdf. ]

7 Brian Wheeler, Police Surveillance: The.US city that beat Big Brother, Sept. 29, 2016 http:/fwww. bbe. com/news/magazme—
37411250.

8 Seattle Mayor ends police drone efforts, USAToday, Feb..7, 2013,
https://www.usatoday. coﬁl/stmv/news/natlonﬂ013/02/07_/seattle~oohce—drone—efforts/ 1900785/
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Annual Report. The Ordinance also ensures that there are wrltten safety measures for existing
surveillance technolo gies already in use.

The Ordinance appropriately requires that the public and democratically-elected Board play a
role in evaluating new surveillance technologies before they are acquired or used. And by
requiring straightforward safeguards and an annual report, the Ordinance helps ensure
community members are not harmed and that the Board fully understands how approved
technologies are used. This has produced better outcomes in other Northern California
communities with similar laws. Since 2016, Santa Clara County, Oakland, Berkeley, Davis, Palo
Alto, and BART have all passed similar ordinances to the one before the Board. On repeated
occasions, these communities have come to better decisions about surveillance technology —
whether it was Santa Clara’s imposition of safeguards on body cameras or Oakland’s scrutiny of
a relationship with a fedéral “fusion center” — because of the process put in place by their local
surveillance ordinance. We urge San Francisco to adopt the same common-sense process for
considering new surveillance. '

3. The Ordinance Protects San Franciscans from Dangerous and Biased Face
Surveillance

We also fully endorse the Ordinance’s prohibition on the use of facial recognition technology by -
city departments. This is a technology that poses a threat to people of color and would
supercharge biased government surveillance of our communities. The use of this technology by
government agencies poses a unique threat to public safety and the well-being of people in San
Francisco, regardless of the technology’s accuracy. San Francisco should refuse to allow

“government agencies to. acquire or use it for at least three reasons: first, due to flaws in face
surveillance systems; second, because such systems are frequently built upon biased datasets;

- and finally, because face surveillance would supercharge invasive and discriminatory
government surveillance, regardless of its accuracy.

The biased ulgoruhms and processes that power face survelllanc;P technology pose a threat to
people of color. Multiple tests of this technology indicate it is less accurate for darker-skinned
people. Peer-reviewed academic research by researchers at MIT has demonstrated that prominent
facial recognition technology products perform more poorly for people with darker skin and
women.” Last year, Amazon’s Rekognition face surveillance product misidentified 28 members
- of Congress as persons in a database of booking photos in a test conducted by the ACLU of
" Northern California.!® Of those false matches, 39 percent were people of color, even though
people of color only constitute 19 percent of Congress. In practice, an erroneous face
surveillance system could misinform and influence a government employee’s decision about
how to approach a person, including the decision of whether to use force. These kind of flawed
systems should not be used to make decisions about San Franciscans’ lives.

The databases the underlie facial recognition systems are frequently biased as well. Facial -
recognition systems are commonly connected to databases of mugshot photos. These photos are

® Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy Disporities in

Commercial Gender Classification, Proceedings of Machine Learning Research 81:-1-15, 2018,

http://proceedings. mir.press/v8 1/buolamwinil 8a/buolamwini 1 8a.pdf; Natasha Singer, dmazon Is Pushing Facial Technology
That a Study Says Could Be Biased, New York Times, Jan 24, 2019 htips://www.nytimes.com/2019/01/24/technology/amazon-
facial-technology-studv.html.

10 Tacob Snow, Amazon’s Face Recognftion Falsely Matched 28 Members of Congress With Mugshois, ACLU Free Future Blog,
July 26, 2018, hittps://www.achi.org/blog/privacy-technology/surveillance-technologies/amazons-face-recognition-falsely-
matched-28.
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then used as a reference point when the system searches for. people in the world. But because

. mugshot databases reflect historical over-policing of communities of color, facial recognition

“matching” databases are likely disproportionately made up of people of color. If such systems
are connected to officer body cameras or surveillance cameras; these communities may be
unfairly targeted simply because they appeared in another database or were subject to
drscrlmlnatory policing in the past.

.Face surveillance will also fuel invasive and discriminatory government surveillance. People

should be free t6 go about their daily lives without the government knowing whether they visit a
bar or an abortion clinic, march at a political rally, or attend a religious service. Yet with the flip

» of a switch, the City could add face surveillanice to public CCTV cameras, sensor-equipped smart

street lights, or even officer-worn body cameras, creating a citywide surveillance network that
conld track and recognize residents as they move across town. Face survéillance technology
makes it easy for the government to track and store intimate details from our private lives, all
with little to no human effort. And like the surveillance systems.that came before, the harms will
fall hardest on people of color, religious minorities, and immigrants. At a time when public
protest is at an all-time high and the federal government is attacking immigrants and activists,
San Francisco should refuse to build face surveillance systems that could easily be mlsused for
dangerous authoritarian surveillance. -

Face surveillance will not make the San Francisco community safer and could lead to grave-
harm. It would chill civil engagement and subject residents and visitors to continuous monitoring
and potentially violent contacts with law enforcement if it produces erroneous results. Regardless
of accuracy, systems built on face surveillance will amplify and exacerbate historical and
existing biases that harm immigrants, religious minorities, activists, and people of color. An

© identification—whether accurate or not—could cost people their freedom or even lives. San

- F ranc1sco should refuse to’ go down this road.

4. The Sheriff and District Attorney Should Be Fully Subject to Democratic Oversight
-and Not Allpwed to Unilaterally Exempt The,r_nselves from the Ordinapce '

It is essential that the Ordinance protect community members regardless of which City
Department possesses or operates the surveillance technology. As written, the Ordinance covers

-~ all city officials, departments, boards, commissions, including but not limited to the pohce

department, sheriffs office, and district attorney. But we are concerned about two provisions in
the current draft Ordinance that allow the District Attorney or Sheriff to unilaterally exempt
themselves-from democratic oversight under the Ordinance by declaring that they are acting ina
prosecutorial or investigatory capacity.'! These provisions impose an unacceptable veil of '
secrecy, both as a matter of public policy, and because they undermine the Board’s superv1sory
authority under state law

The Board of Supervisors has an obligation to exercise sﬁperVision of the conduct of Iocal
departments and officers, including the Sheriff and the District Attorney."” Last year the

Y This provision-appears in the definition of “City Department” at Cha}d., 19B1 and at Sec. 19B.2.

- 12 By law, the Board possess substantial authority to supervise district attorneys and sheriffs, allocate their budgets, approve

county coniracts, manage grant funding, request reports, and set rules for the acquisition and use of county property. See, e.g.,
Cal. Govt Code. § 25303 (mandating that the Board “shall see that [county officers] faithfully perform their duties...and when
necessary, require them to...make reports and present their books and accounts for inspection”™); Cal. Govt. Code § 23004(c)
(authorizing the Board to esiter into contracts on behalf of the county); Cal. Govt. Code § 53701 (authoring the Board to accept”
grants or loans made available by the federal government to finance public works); Cal. Govt. Code §54202 {declaring that local
agencies may adopt policies and procedures governing purchases of supplies and equipment used by the local agency);

S
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.. California Senate Judiciary Committee specifically recognized the power of Boards of -
Supervisors to “supervise the official conduct of sheriffs and district attorneys, especially in
connection with their management, or disbursement of public funds to procure surveillance
technologies.”'® The Surveillance Ordinance applies these authorities to the acquisition, use, and
oversight of various surveillance technologies.

We urge San Francisco to ensure the District Attorney and Sheriff are fully covered by the
Ordinance’s requirements 14 At a minimum, the Ordinance should mandate that the public and
Board be informed and given the opportunity to discuss any efforts by the District Attorney and
Sheriff to exempt themselves from the Ordmance

5. Counclusion

Thark you for your consideration of this essential Ordinance designed to protect public safety
and ensure that the Board and community have a voice in decisioris-about surveillance
technology in San Francisco. We look forward to working with the Board to pass and implement
this Ordinance. Please let us know if you have any questions.

Sincerely,

ACLU of Northern California :

Asian Americans Advancing Iustlce Asian Law Caucus
Asian.Law Alliance

Centro Legal de la Raza.

-Coalition on Homelessness

Council on American-Islamic Relations SF-Bay Area
Color of Change

Data for Black Lives

Electronic Frontier Foundation

Faith in Action Bay Area

Freedom of the Press Foundation
Greenlining Institute

Harvey Milk LGBTQ Democratic Club
Indivisible SF

‘Justice 4 Mario Woods Coalition ' ' '
National Center on Lesbian Rights
Media Alliance -
Lawyers’ Committee for Civil Rights
Oakland Privacy ‘
San Francisco Democratic Socialists of America
San Francisco Public Defender Racial Justice Committee
Secure Justice A
SE Latino Democratic Club
Tenth Amendment Center
" Transgender Law Center

3 California Senate Judiciary Committee Aealysis of SB 1186 (emphasis.added; quotations omitted), available here:
https://legirio‘1ezisla_ture. ca.gov/faces/billAnalysisClient. xhtml?bill 1d=201720180SB 1186#.

144 similar ordinance in Santa Clara County accomplishes that by requiring that the Board or a court of law — and not simply the
Sheriff or DA acting unilaterally — make a determination that oversight under the ordinance obstructs a sheriff or DA’
proseécutorial or investigatory functions. Santa Clara County Ordinance Code Sec. A40-5, .
https:/library.rmunicode.com/ca/santa_clara_county/codes/code ‘of ordinances?nodeld=TITAGEAD DIVA40SUECCOAF SA4
0-5COEXSUTE. .
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CHANGE
A 4

March 27, 2019

President Norman Yee'
Supervisor Sandra Lee Fewer
Supervisor Catherine Stefani
Supervisor Aaron Peskin
Supervisor Gordon Mar
Supervisor Vallie Brown
Supervisor Matt Haney
Supervisor Rafael Mandelman
- Supervisor Hillary Ronen
.Supervisor Shamann Walton
Supervisor Ahsha Safaf '

" Dear Board of Supervisors:

| am writing to you on behalf of Color Of Change, the nétion’s largest online racial justice
organization, with more than 1.6 million members nationally and nearly 50,000 members located
in the Bay area. We urge you to adopt the Stop Secret Surveillance Ordinance, which is up for -
consideration at the April 15, 2019 meeting of the Rules Committee, and proposes restrictions
on the use of surveillance technologies and recommends banning the use of harmful and
discriminatory survexllance technologies in San Francisco.

Time and.time again, sUrveillance teohnologie‘s have been used to target Black communities,
-immigrants, poor people, réligious minorities, and c‘qmm‘unities of color.” When employed by
police depariments and governments, technologies like automated license plate readers,
camera-equipped drones, stingrays, and predictive policing software increase the number of .
unnecessary interactions between marginalized communities and the police, and threaten San’
Franciscans’ safety. Incidents like that of a Black woman being held at gunpoint cutside her car
as a result of the San Francisco Police Department’s misuse of an automated license plate

" *The new way police are surveilling you: calculatmg your threat score,”

Washington Post, 10 January 2016, ‘ :
- https:/iwww.washingtonpost.com/fiocal/public-safety/the-new-way-pdlice-are-surveilling-you-calculating-yo

ur-threat-score/2016/01/10/e42bccac-8e15-11e5-baf4-hdf37355dalc_story.html?utm_term=,3514f883cee

b. : : - : .
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Common-on
~ NOMELESSHESS

san francisco

468 Turk St.

San Francisco, CA 94102
415.346.3740 TEL
'415.775.5639 FAX
www.cohsf.org

March 20, 2019

Dear Elected Official,

~ The Coalition on Homelessness is writing to request that you support

_ Supervisor Aaron Peskin’s “Stop Secret Surveillance” Ordinance that would

require San Francisco City Departments to adopt a Surveillance Data Policy if
they intend to use, continué to use, or acquire surveillance technology

" equipment. The legislation would also require-any agency wishing to use

such technology to get approval from the San Francisco Board of Supervisors,
as well as provide an annual audit of such technology use. Finally, the
legislation categorically prohibits the use of any Facial Recognition
Technology by any San Francisco city departments.

This legislation is urgently needed given the slew of new surveillance
technologies now available and the dearth of regulation on the topic. This -
legislation would be one of the first in the nation to ban'Facial Recognition
Technology and would join San Francisco with Santa Clara and a few other
California counties in regulating surveillance technology. -

Story after story in the media show the ways in which such
technologies have either deliberately or inadvertently targeted people of
color, violated the citizenry’s civil liberties, and laid the groundwork for a
truly Orwellian society where people’s every move is monitored and
potentially criminalized.

While arguments can, and have, been made about the beneﬁts of
surveillance technology to protect public safety, we strongly believe such
technologies need to be regulated, and in the case of Facial Recognition
technology, prohibited. There is no place in the City and County of San
Francisco for the use of such technology. In its current iteration the
technology is inaccurate and tends to single out communities of color. But
even were the technology “accurate” and did not directly target people of
color, the very nature of the technology tends to focus on the poorest and
most disenfranchised communities in the city given the current social and
economic structure of American society. For example, shelter residents

- since 2004 have been required to submit to biometric imaging of their face in

order to qualify for 90 day shelter beds. This practice immediately led to
many undocumented residents becoming fearful of the use of this
technology to find and deport them, and the shelters saw a decrease in use
by undocumented individuals. ' ' _

For this reason, we support a complete ban of the use of Facial
Recognition Technology in San Francisco. Given the march of technology
there will doubtless be attempts to introduce Facial Recognition Technology.
{This piece of legislation deals with that eventuality by creating a stringent
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process that any attempt to introduce Facial Recognition Technology will
“have to navigate.) ‘
We appreciate your interest in this important privacy and civil
liberties matter. We feel confident you would be willing to help get such
legislation passed. o

Sincerely,

Jennifer Friedenbach
Executive Director

468 Turk St.
San Francisco, CA 94102
415.346.3740 TEL

468 Turk St.

San Franc¢isco, CA 94102

415.346.3740 TEL

415.775.5639 FAX : :

www.cohsf.org 1 44



NATIONAL OFFICE

870 Market St Suite 370
. ' . San Francisco CA 894102

NATIONAL CENTER FOR LESBIAN RIGHTS tel 415 392 6257
’ : fax 415 352 8442
info@ncirights.org
www.nclrights.org

'NCLE

‘March 6, 2019

Supervisor Aaron Peskin i ‘ -
. City Hall '

1 Dr. Carlton B. Goodlett Place, Room 244

San Francisco, CA 94102-4689

RE:  Stop Secret Sﬁrvéillance Ordinance — Support
Dear Supervisor Peskin,

-The National Center for Lesbian Rights (NCLR) strongly supports the Stop Secret Surveillance
Ordinance. This ordinance would require the City and County of San Francisco to adopt a

‘Surveillance Data Policy if they intend to use, continue to use, or acquire surveillance
technology eéquipment, The ordinance would also require any agency wishing to use
surveillance technology to get approval from the San Francisco Board of Supervisors and
provide an annual audit of the agency’s use of that technology. Finally, the ordinance
expressly prohibits the use of any facial-recognition technology by any department or agency
of the City and County of San Francisco. . "

"NCLR is a naticnal legal organization committed to-advancing the civil and human rights of
lesbian, gay, bisexual, and transgendér people and their families through litigation, legislation,
policy, and public education. Discrimination and harassment by law enforcement is an
ongoing and-pervasive problem for LGBT individuals, particularly those who are members of
low-income communities or communities of color.* Because surveillance efforts have
historically targeted marginalized and vulnerable communities, NCLR strongly believes
surveillance technologies need to be regulated, and in the case of facial-recognition

~ technology, prohibited.

There is no place in the City and County of San Francisco for the use of facial-recognition .
technology. In itscurrentiteration, the technology is inaccurate and tends to deliberately or
inadvertently target people of color and other vuinerable communities. The inaccuracies and
biases built into facial-recognition technology also amplify the significant concerns that this
technology will deprive individuals of key constitutional safeguards that undergird our '
criminal justice system. ‘

1 See Williams Institute, Discrimination and Harassment by Law Enforcement Officers in the
LGBT Community (2015), https://williams]nStitute.la(w.uc!a.e‘du/wp—content/uploads/LG BT-
Discrimination-and-Harassment-in-Law-Enforcement-March-2015.pdf.
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NATIONAL CENTER FOR LESBIAN RIGHTS

NCL

This ordinance is urgently needed given the onslaught of new surveillance t.echnol'ogies now.
available and the lack of regulation on the topic. By taking this important step, the City and -
County of San _Ffanci’scb would be leading the nation as one of the first jurisdictions to ban
facial-recognition technology and would join Santa Clara'and other counties in California that
are already regulating the use of surveillance technology. For these reasons, NCLR strongly
supports the Stop Secret Surveillance Ordinance. '

Sincé_rely, .

Cindy L. Myers, Ph.D.
Interim Executive Director
National Center for Leshian Rights
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BOARD of SUPERVISORS

'TO:‘

FROM:

DATE:

City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
~ San Francisco 94102-4689
© Tel. No. 554-5184
Fax No. 554-5163
TDD/TTY No. 554-5227

MEMORANDUM

- Linda Gerull, Executive Director/CIO
Department of Technology

Vrotor Young Assistant Clerk /%
Rules Committee

February 6, 2019

SUBJECT: LEG]SLAT]ON INTRODUCED

The Board of Supervrsors Rules Committee has received the following proposed
legislation, mtroduoed by Mayor Breed on January 29, 2019:

File No. 190110

Ordinance amending the Administrative Code to require that City
departments acquiring Surveillance Technology submit a:Board of
Supervisors approved Surveillance Technology Policy Ordinance and a
Surveillance Impact Report to the Board in connection with any request to
appropriate funds for the purchase of such technology or to accept and
expend grant funds for such purpose, or otherwise to procure Surveillance
Technology equipment or services; require each City department that owns
and operates existing surveillance technology equipment or services to
submit to the Board a proposed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the
Controller, as City Services Auditor, to audit annually the use of
surveillance technology equipment or services and the conformity of such
use with an approved Surveillance Technology Policy Ordinance and
provide an audit report to the Board of Supervisors.

If you have comments or reports to be included with the‘fiie please forward them to me

at the

Board of Supervisors, City Hall, Room 244, 1. Dr. Carlton B. Goodlet’r Place, San

Francisco, CA 94102 or by email at: vrotor young@sfgov org.
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BOARD of SUPERVISORS

- TO:

FROM:

DATE:

City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco 94102-4689
"Tel. No. 5545184
Fax No. 554-5163
TDD/TTY No. 554-5227

MEMORANDUM

Kanishka Karunaratne Cheng, Mayor’s Office,
Liaison fo the Board of Supervisors
Ben Rosenfield, Controller, Office of the Controller
George Gascon District Attorney, Office of the District Attorney
Vickie Hennessy, Sheriff, Sheriff's Department

Victor Young, Assistant Clerk
Rules Committee

* March 19, 2019

SUBJECT: - LEGISLATION INTRODUCED

The Board of Supervisors’ Rules Committee has received 'the following proposed
_ legislation, introduced on January 29, 2019: ,

"File No. 190110

-

Ordinance amending the Administrative Code to require that City
departments- acquiring Surveillance Technology submit a Board of
Supervisors approved Surveillance Technology Policy Ordinance and a’
Surveillance Impact Report to the Board in connection with any request to
appropriate funds for the purchase of such technology or to accept and -
expend grant funds for such purpose, or otherwise to procure Surveillance -
Technology equipment or services; require each City. department that owns
and operates existing surveillance technology equipment or services to
submit to the Board a proposed Surveillance Technology Policy Ordinance
governing the use of the surveillance technology; and requiring the

' Controller, as City Services Auditor, to audit annually the use of

surveillance technology equipment or services and the conformity of such

- use with anapproved Surveillance Technology Policy Ordinance and

provide an audit report to the Board of Supervisors.

If you have comments or reports o be included with the file, please forward them to me-

at the

Board of Supervisors, City Hall, Room 244, 1.Dr. Carlton B. Goodlett Place San

Francisco, CA 94102 or by emall at: victor. young@sfgov org.
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Mawuli Tugbenyoh, Mayor’s Office

Rebecca Peacock, Mayor's Office

Andres Power, Mayor’s Office ~

Toddy Rydstrom, Office of the Controller

Tonia Lediju, Office of the Controller

Cristine Soto DeBerry, Office of the District Attorney
‘Maxwell Szabo, Office of the District Attorney
Johanna Saenz, Sheriff's Department

Katherine Johnson, Sheriff's Department

Nancy Crowley, Sheriff's Department
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: Prmt Form -

Introduction Form

By a Member of the Board of Supervisors or Mayor

I here’by submit the following item for introduction’ (select ohly one):

/
[ .

BOARD C

CoA BT -
SAH Ui oreid il

1015 34 25 g st

or meet%ng date

1. For reference to Committee. (An Ordmance Resolution, Motion or Charter Amendment)

2. Request for next prlnted agenda W1thout Reference to Commlttee A

3. Request for hearing on a subJ ect matter at Committee.

4. Request for letter beginning :"Supervisor |,

1

" | inquiries'

5. City Attorney Request.

6. Call File No. . o from Committee..

7. Budget Analyst request (attached written motion).

8. Substitute Legislation File No.

9. Reactivate File No.

DDDDDDDDD

10. Topic submitted for Mayoral Appearance before the BOS on

Please check the appropriate boxes. The proposedvlegisléﬁon should be forwarded to the folloWing:

[ ] Small Business Commission -] Youth Commission

[ 1Ethics Commission

] Planﬁin’g Commission . [ |Building Inspection Commission

Note: For the Imperative Agenda (a reselution not on the printed agenda), use the Imperative Form.

Sponsor(s):

Peskin; Yee _ |

Subject:

[Administrative Code Acquisition of Surveﬂlance Technology]

~ The text is listed:

audit report to the Board of Supervisors. -

{Ordinance amending the Administrative Code to require that City departments acquiring Suzveillance Technology
submit a Board of Supervisors approved Surveillance Technology Policy ordinance and a Surveillance Impact Report:
to the Board in connection with any request to appropriate funds for the purchase of such technology or to accept and
expend grant funds for such purpose, or otherwise to procure Surveillance Technology equipment or services; require |
each City department that owns and operates existing surveillance technology equipment or services to submit to the
Board a proposed Surveillance Technology Policy ordinance governing the use of the surveillance technology; and .
requiring the Controller, as City Services Anditor, to audit annually the use of surveillance technology equipment or
services and the conformity of such use with an approved Surveﬂlance Technology Po /1 v Ordinance and provide an

el
/

£ 17l 7

Signature of Sponsoring Supervisor:

M////c_;
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