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City Hall
1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco 94102-4689
Tel. No. 554-5184
Fax No. 554-5163
TDD/TTY No. 554-5227

OARD of SUPERVISORS

MEMORANDUM

All City Department Heads via Sophia Kittler, Mayor’s Office
Sheriff Paul Miyamoto, Sheriff's Department
Executive Director Linda Gerull, Department of Technology

: Victor Young, Assistant Clerk i 3

March 8, 2021

SUBJECT: LEGISLATION INTRODUCED

The Board of Supervisors’ Rules Committee received the following proposed legislation:

File No. 210217

Ordinance amending the Administrative Code to define Surveillance
Technology to exclude DNA processing tools and certain technology used
by the Sheriff’'s Department; to define acquisition and use; to require that
City departments acquiring Surveillance Technology, entering into
agreements to receive information from non-City owned Surveillance
Technology, or using existing Surveillance Technology, do so only
following Board of Supervisors approval of a Surveillance Technology
Policy Ordinance, adopted by the Committee on Information Technology
(COIT) and introduced by the City Administrator, based on a policy or
policies developed and adopted by COIT; and declaring that, under existing
law, borrowing Surveillance Technology without using it does not require a
Board-approved Surveillance Technology Policy Ordinance.

If you have comments or reports to be included with the file, please forward them to me

at the

Board of Supervisors, City Hall, Room 244, 1 Dr. Carlton B. Goodlett Place, San

Francisco, CA 94102 or by email at: linda.wong@sfgov.org.

Andres Power, Mayor’s Office

Johanna Saenz, Sheriff’'s Department
Katherine Johnson, Sheriff’'s Department
Nancy Crowley, Sheriff’'s Department

Rich Jue, Sheriff's Department

Christian Kropff, Sheriff's Department

Karen Hong Yee, Department of Technology
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Comment: Title: Ordinance amending the Administrative Code to define

Surveillance Technology to exclude DNA processing
tools and certain technology used by the Sheriff's
Department; to define acquisition and use; to require
that City departments acquiring Surveillance
Technology, entering into agreements to receive
information from non-City owned Surveillance
Technology, or using existing Surveillance Technology,
do so only following Board of Supervisors approval of a
Surveillance Technology Policy Ordinance, adopted by
the Committee on Information Technology (COIT) and
introduced by the City Administrator, based on a policy
or policies developed and adopted by COIT; and
declaring that, under existing law, borrowing
Surveillance Technology without using it does not
require a Board-approved Surveillance Technology
Policy Ordinance.
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FILE NO. 210217 ORDINANCE NO.

[Administrative Code - Acquisition of Surveillance Technology]

Ordinance amending the Administrative Code to define Surveillance Technology to
exclude DNA processing tools and certain technology used by the Sheriff’s
Department; to define acquisition and use; to require that City departments acquiring
Surveillance Technology, entering into agreements to receive information from non-
City owned Surveillance Technology, or using existing Surveillance Technology, do so
only following Board of Supervisors approval of a Surveillance Technology Policy
Ordinance, adopted by the Committee on Information Technology (COIT) and
introduced by the City Administrator, based on a policy or policies developed and
adopted by COIT; and declaring that, under existing law, borrowing Surveillance
Technology without using it does not require a Board- approved Surveillance

Technology Policy Ordinance.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.
Additions to Codes are in smqle underllne |taI|cs Times New Roman font.
Deletions to Codes are in
Board amendment additions are in double underllned Arial font.
Board amendment deletions are in
Asterisks (* * * *)indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. Chapter 19 of the Administrative Code is hereby amended by revising

Sections 19B.1, 19B.2, 19B.3, and 19B.5, to read as follows:

SEC. 19B.1. DEFINITIONS.

Supervisor Peskin
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To “Acquire” shall mean to take possession of property based on a change of ownership, with

or without the exchange of monies or other consideration.

“Annual Surveillance Report” means a written report that includes all the following:

ok %

“Surveillance Technology” means any software, electronic device, system utilizing an
electronic device, or similar device used, designed, or primarily intended to collect, retain,
process, or share audio, electronic, visual, location, thermal, biometric, olfactory or similar
information specifically associated with, or capable of being associated with, any individual or
group. Surveillance Technology? includes but is not limited to the following: international
mobile subscriber identity (IMSI) catchers and other cell site simulators; automatic license
plate readers; electric toll readers; closed-circuit television cameras; gunshot detection
hardware and services; video and audio monitoring and/or recording technology, such as
surveillance cameras, wide-angle cameras, and wearable body cameras; mobile DNA capture
technology; biometric recognition software or technology, including facial, voice, iris, and gait-
recognition software and databases; software designed to monitor social media services; x-
ray vans; software designed to forecast criminal activity or criminality; radio-frequency 1.D.

(RFID) scanners_used for anything other than physical access control systems, employee

identification management systems, or other physical control systems; and tools, including software

and hardware, used to gain unauthorized access to a computer, computer service, or
computer network. Surveillance Technology does not include the following devices, hardware,

or software:

(12) Police Department or Sheriff’s Department interview rooms, holding cells,

and internal security audio/video recording systems;

Supervisor Peskin
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(13) Police Department or Sheriff’s Department computer aided dispatch (CAD),

records/case management, Live Scan, booking, Department of Motor Vehicles, California Law
Enforcement Telecommunications Systems (CLETS), 9-1-1 and related dispatch and
operation or emergency services systems;

(14) Police Department or Sheriff’s Department early warning systems; and

(15) Computers, software, hardware, or devices, including surveillance cameras,

intended to be used solely to monitor the safety and security of City facilities and City

vehicles, provided that they are not generally accessible to the public:, and provided further that

they are actually used solely to monitor the safety and security of City facilities and City vehicles; and

(16) DNA Profiling tools used only to process crime scene samples and compare

against reference samples.

“Surveillance Technology Policy” means a written policy that includes:
ok * %
(5) The specific eategeries-and titles of individuals who are authorized by the
Department to access or use the collected information, including restrictions on how and
under what circumstances data collected with Surveillance Technology can be analyzed and
reviewed, and the rules and processes required prior to access or use of the information;

* * * *

“Use” means to deploy or activate the Surveillance Technology.

SEC. 19B.2. BOARD OF SUPERVISORS APPROVAL OF SURVEILLANCE
TECHNOLOGY POLICY.
(a) Except as stated in subsection (c), and in accordance with the procedures set forth

in subsection (b), a Department must ebtainr have Board of Supervisors approval by ordinance

Supervisor Peskin
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of a Surveillance Technology Policy under which the Department will acquire and use
Surveillance Technology, prior to engaging in any of the following:
(1) Seeking funds for Surveillance Technology, including but not limited to

applying for a grant, or accepting state or federal funds, or public or private in-kind or other

donations;

(2) Acquiring er-berrewing-new Surveillance Technologyireluding-but-nettmited

(3) Borrowing and thereafter using Surveillance Technology, without the exchange of

monies or other consideration (borrowing, without using, not covered by this provision);

(34) Using new or existing Surveillance Technology for a purpose, in a manner,
or in a location not specified in a Surveillance Technology Policy ordinance approved by the
Board in accordance with this Chapter 19B;

(45) Entering into agreement with a non-City entity to regularly acquire, share, or
otherwise use Surveillance Technology; or

(56) Entering into an oral or written agreement under which a non-City entity or
individual regularly provides the Department with data or information acquired through the
entity’s use of Surveillance Technology.

(b) The Board of Supervisors may approve a Surveillance Technology Policy
ordinance under subsection (a) only under the following circumstances:

(1) The Department seeking requiring Board approval under subsection (a) first
submits to COIT a Surveillance Impact Report for the Surveillance Technology to be acquired
or used;

(2) Based on the Surveillance Impact Report submitted by the Department,
COIT develops a Surveillance Technology Policy for the Surveillance Technology to be

acquired or used;

Supervisor Peskin
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(3) At a public hearing held no later than 60 days after a Department’s submission to

COIT of the Surveillance Impact Report required by subsection (b)(1) and at which COIT considers

the Surveillance Technology Policy it has developed pursuant to subsection (b)(2), COIT

recommends-that the Board-of Supervisors adopts a proposed —adept-with-medifications-or-dechne-to

adopt-the Surveillance Technology Policy and a proposed Surveillance Technology Policy ordinance

that incorporates the Surveillance Technology Policy, for the Surveillance Technology to be

acquired or used.

(4) Following COIT’s adoption of a proposed Surveillance Technology Policy and

proposed Surveillance Technology Policy ordinance, required by subsection (b)(3), COIT transmits the

Surveillance Technology Policy ordinance to the City Administrator.

(5) The City Administrator introduces the Surveillance Technology Policy ordinance to

the Board of Supervisors, for the Board to consider approval of the ordinance.

(c) A Department is not required to ebtain have Board of Supervisors approval by
ordinance of a Surveillance Technology Policy if the Department’s acquisition or use of the
Surveillance Technology complies with a Surveillance Technology Policy previously approved
by the Board by ordinance.

(d) Notwithstanding the provisions of this Chapter 19B, it shall be unlawful for any
Department to obtain, retain, access, or use: 1) any Face Recognition Technology on City-
issued software or a City-issued product or device; or 2) any information obtained from Face
Recognition Technology on City-issued software or a City-issued product or device. This
subsection (d) is subject to the exceptions in subsections (e)-(g) and the qualifications in
subsections (h)-(l).

(e) A Department’s inadvertent or unintentional receipt, retention, access to, or use of
any information obtained from Face Recognition Technology shall not be a violation of

subsection (d), provided that:

Supervisor Peskin
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(1) The Department does not request or solicit its receipt, access to, or use of
such information; and

(2) The Department logs such receipt, access to, or use in its Annual
Surveillance Report.

() It shall not be a violation of subsection (d) for a City Department to possess Face
Recognition Technology on City-issued software or a City-issued product or device, provided
that:

(1) The Face Recognition Technology is a stock, manufacturer-installed
capability, bundled with software or stored on a product or device, and that the functions
unrelated to Face Recognition Technology are necessary to perform essential City functions;

(2) The software, product, or device was not acquired for the purpose of
performing the Face Recognition Technology function;

(3) The Face Recognition Technology cannot be deleted from the software,
product, or device; and

(4) The Department does not use the Face Recognition Technology.

(g) It shall not be a violation of subsection (d) to acquire or obtain a software, product,
or device that includes Face Recognition Technology provided that:

(1) In advance of obtaining the software, product, or device, the Department
makes a written finding that the software, product, or device is not being acquired or obtained
for the purpose of performing the Face Recognition Technology Function;

(2) In advance of obtaining the software, product, or device, the Purchaser or
the Purchaser’s designee makes a written finding that the Face Recognition Technology is a
stock, manufacturer-installed capability bundled with software, or stored on a product or

device; that the functions unrelated to Face Recognition Technology are necessary to perform

Supervisor Peskin
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essential City functions; and that the software, product, or device is unavailable without the

stock, manufacturer-installed Face Recognition Technology; and

(3) The City-Department-obtains-approval-of Board of Supervisors has approved a

Surveillance Technology Ordinance under this Chapter 19B where the software, product, or

device constitutes Surveillance Technology.

(h) A City Department that possesses Face Recognition Technology shall certify
annually compliance with subsections (e)-(l) and post that certification and the written findings
required by subsection (g) on the Department website.

(i) If either the District Attorney or Sheriff certifies in writing to the Controller that
acquisition of Surveillance Technology is necessary to perform an investigative or
prosecutorial function and provides in writing to the Controller either an explanation of how
compliance with this Chapter 19B will obstruct their investigative or prosecutorial function or a
declaration that the explanation itself will obstruct either function, the District Attorney or
Sheriff shall simultaneously submit a copy of the document to the Clerk of the Board of
Supervisors so that the Board in its discretion may hold a hearing and request that the District
Attorney or Sheriff appear to respond to the Board’s questions regarding such certification,
explanation, and/or declaration. The written certification shall specify the Surveillance
Technology acquired, or to be acquired.

() Nothing in this Chapter 19B shall be construed to obstruct the constitutional and
statutory powers and duties of the District Attorney, the Sheriff, the Chief Adult Probation
Officer, or the Chief Juvenile Probation Officer.

(k) Except as restricted by subsection 19B:2(d) or expressly restricted in a Surveillance
Technology Policy developed pursuant to subsection 19B-2(a)(5), nothing in this Chapter 19B

shall be construed to prohibit, restrict, or interfere with the receipt, access to, or use by a City

Supervisor Peskin
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Department of information gathered by a non-City entity or individual from Surveillance
Technology.

(I) Nothing in this Chapter 19B shall prohibit, restrict, or interfere with a Department’s
use of Surveillance Technology to conduct internal investigations involving City employees,
contractors, and volunteers, or the City Attorney’s ability to receive or use, in preparation for
or in civil or administrative proceedings, information from Surveillance Technology (excluding
Face Recognition Technology to the extent prohibited under Section 19B.2 .(d)(1) that any
City agency, department, or official gathers or that any other non-City entity or person gathers.

(m) Except as restricted by subsection (d) or expressly restricted in a Surveillance Technology

Policy developed pursuant to subsection (b)(2) , nothing in this Chapter 19B shall prohibit or restrict a

Department from acquiring, borrowing, or sharing Surveillance Technology from a third party if the

Department does not use the Surveillance Technology or receive information or data acquired through

the third party’s use of Surveillance Technology.

SEC. 19B.3. SURVEILLANCE IMPACT REPORT AND SURVEILLANCE
TECHNOLOGY POLICY SUBMISSION.

(a) COIT shall post on COIT’s website each Surveillance Impact Report submitted by

Departments under Section 19B.2(b)(1) and COIT’s proposed Surveillance Technology Policy,
adopted recommendations-to-the-Board-of Supervisor’s under Section 19B.2(b)(3), for each
Surveillance Technology Policy

(b) The Department seeking requiring approval under Section 19B.2 shall submit to the

Board of Supervisors the Surveillance Impact Report submitted to COIT, as required subsection

19B.2(b)(1), and request that the Board of Supervisors schedule a public hearing to consider the

report. The Board of Supervisors shall -ard-publicly post on its the-Department-website a the

Surveillance Impact Report and any corresponding & prepesed Surveillance Technology Policy

Supervisor Peskin
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ordinance introduced by the City Administratoratteast30-dayspriorto-the-public-meeting-where-the

(c) Prior to the City Administrator’s submitting the Surveillance Technology Policy

ordinance to the Board, the City Administrator or the City Administrator’s designee shall require

that the Department must-first (1) approve the policy, (2) submit the policy to the City Attorney

for review, and (3) submit the policy to the Mayor.

* * * *

SEC. 19B.5. COMPLIANCE FOR EXISTING SURVEILLANCE TECHNOLOGY.

(a) Each Department possessing or using Surveillance Technology before the effective
date of this Chapter 19B shall submit an inventory of its Surveillance Technology to COIT,
within 60 days of the effective date of this Chapter. COIT shall publicly post the inventory on
COIT’s website.

(b) Each Department possessing or using Surveillance Technology before the effective

date of this Chapter 19B shall request that the City Administrator submit a proposed Surveillance
Technology Policy ordinance to the Board of Supervisors, in accordance with the procedures

set forth in subsection 19B.2(b), for each particular Surveillance Technology no later than 180

90 days following the completion of the steps required by Section 19B.3(c)effective-date-of this

. A Department may request that the

City Administrator submit a Surveillance Technology Policy ordinance that includes multiple,

separate policies for each particular Surveillance Technology possessed or used before the

effective date of this Chapter 19B.

Supervisor Peskin
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(dc) Each Department possessing or using Surveillance Technology before the

effective date of this Chapter 19B may continue its use of the Surveillance Technology and
the sharing of data from the Surveillance Technology until such time as the Board enacts an
ordinance regarding the Department’s Surveillance Technology Policy and such ordinance

becomes effective under Charter Section 2.105.

Section 2. The Board finds and declares that rather than constituting a change in the
law, the amendments in this ordinance to Administrative Code Sections 19B.2(a)(2),

19B.2(a)(3), 19B.2(a)(5), and 19B.2(m) are declaratory of existing law.

Section 3. Effective Date. This ordinance shall become effective 30 days after
enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor returns the
ordinance unsigned or does not sign the ordinance within ten days of receiving it, or the Board
of Supervisors overrides the Mayor’s veto of the ordinance.

1
1
1
1
1
1
1
1
1

Supervisor Peskin
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Section 4. Scope of Ordinance. In enacting this ordinance, the Board of Supervisors
intends to amend only those words, phrases, paragraphs, subsections, sections, articles,
numbers, punctuation marks, charts, diagrams, or any other constituent parts of the Municipal
Code that are explicitly shown in this ordinance as additions, deletions, Board amendment
additions, and Board amendment deletions in accordance with the “Note” that appears under

the official title of the ordinance.

APPROVED AS TO FORM:
DENNIS J. HERRERA, City Attorney

By: /s/Jana Clark
JANA CLARK
Deputy City Attorney

n:\legana\as202112100209\01515215.docx
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FILE NO. 210217

LEGISLATIVE DIGEST

[Administrative Code - Acquisition of Surveillance Technology]

Ordinance amending the Administrative Code to define Surveillance Technology to
exclude DNA processing tools and certain technology used by the Sheriff’s
Department; to define acquisition and use; to require that City departments acquiring
Surveillance Technology, entering into agreements to receive information from non-
City owned Surveillance Technology, or using existing Surveillance Technology, do so
only following Board of Supervisors approval of a Surveillance Technology Policy
Ordinance, adopted by the Committee on Information Technology (COIT) and
introduced by the City Administrator, based on a policy or policies developed and
adopted by COIT; and declaring that, under existing law, borrowing Surveillance
Technology without using it does not require a Board- approved Surveillance
Technology Policy Ordinance.

Existing Law

Existing law defines “Surveillance Technology” to exclude computers, software, hardware, or
devices so long as they are used only to monitor the safety and security of City facilities and
City vehicles, and does not exclude from that definition DNA profiling tools used to process
and compare crime scene samples. Existing law does not define “acquisition” or “use” of
Surveillance Technology.

Existing law requires that a Department seeking Board of Supervisors approval for
Surveillance Technology first submit to the Committee on Information Technology (COIT) a
Surveillance Impact Report for the Surveillance Technology to be acquired or used. Existing
law requires that, based on the Surveillance Impact Report submitted by the Department,
COIT develop a Surveillance Technology Policy and that, at a public hearing, COIT consider
the Surveillance Technology Policy. Existing law requires that COIT then recommend that the
Board of Supervisors adopt, adopt with modifications, or decline to adopt the Surveillance
Technology Policy. Existing law requires that a Department then introduce the Surveillance
Technology Policy ordinance to the Board of Supervisors for approval.

Existing law exempts a Department from obtaining Board of Supervisors approval if the
Department’s acquisition or use complies with a previously approved Surveillance Technology
Policy.

Existing law provides that each Department possessing or using Surveillance Technology
should submit a proposed Surveillance Technology Policy ordinance to the Board of
Supervisors for each particular Surveillance Technology no later than 180 days following the
effective date of Chapter 19B, for review and approval by the Board by ordinance. Existing
law provides that COIT may, for good cause extend the 180 day deadline.

BOARD OF SUPERVISORS Page 1



FILE NO. 210217

Amendments to Current Law

The proposed ordinance would clarify that “Acquisition” means to obtain property based on a
change of ownership and “Use” means to activate or deploy technology. The proposed
ordinance also would define “Surveillance Technology” to exclude surveillance cameras
intended to be used, and only used, to monitor the safety and security of City facilities and
City vehicles, certain Sheriff's Department tools, and DNA profiling tools used only to process
crime scene samples.

The proposed ordinance would declare that that Departments must have Board approval of a
Surveillance Technology Policy when borrowing Surveillance Technology only if the
Department uses Surveillance Technology. The proposed ordinance also would declare that,
except as restricted by the facial recognition technology ban, or in a policy, that a Department
does not violate Chapter 19B if a Department acquires, borrows, or shares Surveillance
Technology from a third party but does not use it, or receives information or data acquired
through the third party’s use of Surveillance Technology, but does not use the information.

The proposed ordinance also would declare that a Department must have Board approval of a
policy when entering into agreements with a non-City entity only when the agreement allows
the Department to regularly acquire, share, or use the Surveillance Technology as
distinguished from non-regular acquisition, sharing, or use.

The proposed ordinance would state that Departments requiring Board approval of a
Surveillance Technology Policy would first submit to COIT a Surveillance Impact Report for
the Surveillance Technology to be acquired or used. The proposed ordinance would require
that COIT: (1) develop a Surveillance Technology Policy for the Surveillance Technology to be
acquired or used; (2) hold a public hearing for consideration of the policy no later than 60 days
after a Department’s submission of the Surveillance Impact Report; (3) develop the
Surveillance Technology Policy and a proposed Surveillance Technology Policy ordinance
that incorporates the Surveillance Technology Policy; and (4) transmit the Surveillance
Technology Policy ordinance that incorporates the adopted Surveillance Technology Policy to
the City Administrator. The proposed ordinance would require the City Administrator to
introduce the Surveillance Technology Policy ordinance to the Board of Supervisors for
approval of the ordinance.

The proposed ordinance would require that the Board of Supervisors, not the Department
itself, publicly post the Surveillance Impact Report submitted by a Department, and that the
Department request that the Board hold a public hearing to consider the report. In addition,
the proposed ordinance would require that the Board publicly post the Surveillance Impact
Report and any Surveillance Technology Policy ordinance introduced by the City
Administrator

The proposed ordinance also would require that a Department already possessing or using
Surveillance Technology must request that the City Administrator submit a proposed

BOARD OF SUPERVISORS Page 2
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Surveillance Technology Policy ordinance 90 days following the Department’s submission of a
Surveillance Impact Report and request for a public hearing. The proposed ordinance also
would remove COIT’s discretion to extend the deadline for submission of a Surveillance
Technology Policy ordinance for existing Surveillance Technology.

Background Information

The proposed ordinance includes the Board’s finding and declaration that the amendments to
Administrative Code Sections 19B.2(a)(2), 19B.2(a)(3), 19B.2(a)(5), and 19B.2(m) are
declaratory of existing law, meaning that those amendments are intended to express and
clarify the Board’s original intent and not intended as changes to change the existing law

n:\legana\as2021\2100209\01509952.docx
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Print Form

Introduction Form

By a Member of the Board of Supervisors or Mayor

Time stamp
or meeting date

I hereby submit the following item for introduction (select only one):

. For reference to Committee. (An Ordinance, Resolution, Motion or Charter Amendment).
. Request for next printed agenda Without Reference to Committee.

. Request for hearing on a subject matter at Committee.

. Request for letter beginning :"Supervisor inquiries

. City Attorney Request.

. Call File No. from Committee.

. Budget Analyst request (attached written motion).
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. Substitute Legislation File No.

9. Reactivate File No.

oo ododondd

10. Topic submitted for Mayoral Appearance before the BOS on

Please check the appropriate boxes. The proposed legislation should be forwarded to the following:

[ ]Small Business Commission [ ] Youth Commission [ _]Ethics Commission

[ ]Planning Commission [ ]Building Inspection Commission
Note: For the Imperative Agenda (a resolution not on the printed agenda), use the Imperative Form.

Sponsor(s):

Peskin

Subject:

Administrative Code - Acquisition of Surveillance Technology

The text is listed:

Ordinance amending the Administrative Code to define Surveillance Technology to exclude DNA processing tools
and certain technology used by the Sheriff’s department; to define acquisition and use; to require that City
departments acquiring Surveillance Technology, entering into agreements to receive information from non-City
owned Surveillance Technology, or using existing Surveillance Technology, do so only following Board of
Supervisors approval of a Surveillance Technology Policy ordinance, adopted by the Committee on Information
Technology (COIT) and introduced by the City Administrator, based on a policy or policies developed and adopted
by COIT; and declaring that, under existing law, borrowing Surveillance Technology without using it does not
require a Board- approved Surveillance Technology Policy ordinance.

Signature of Sponsoring Supervisor: |/s/ Aaron Peskin
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From: Clark, Jana (CAT)

To: BOS L edgislation, (BOS); Hepner, Lee (BOS)

Cc: BOS Legislation, (BOS)

Subject: RE: Ordinance re Administrative Code - Acquisition of Surveillance Technology (our matter#: 2100209)
Date: Wednesday, March 3, 2021 10:47:36 AM

Attachments: imaqge002.png

Hello

Confirming signature —

Thank you

Confidential and privileged communication

Jana Clark

Deputy City Attorney

Office of the City Attorney

1 Dr. Carlton B. Goodlett Place, Suite 234
San Francisco, CA 94102

(415) 554-4634

From: BOS Legislation, (BOS) <bos.legislation @sfgov.org>

Sent: Wednesday, March 3, 2021 10:36 AM

To: Hepner, Lee (BOS) <lee.hepner@sfgov.org>; Clark, Jana (CAT) <Jana.Clark@sfcityatty.org>

Cc: BOS Legislation, (BOS) <bos.legislation@sfgov.org>

Subject: RE: Ordinance re Administrative Code - Acquisition of Surveillance Technology (our matter#:
2100209)

Hello,

We are seeking approval of DCA Jana Clark’s electronic signature on the attached ordinance, kindly
reply back to confirm signature.

Thank you.

Lisa Lew

San Francisco Board of Supervisors

1 Dr. Carlton B. Goodlett Place, Room 244
San Francisco, CA 94102

T 415-554-7718 | F 415-554-5163

lisa.lew@sfgov.org | www.sfbos.org

(VIRTUAL APPOINTMENTS) To schedule a “virtual” meeting with me (on Microsoft Teams), please ask and | can answer your
questions in real time.
Due to the current COVID-19 health emergency and the Shelter in Place Order, the Office of the Clerk of the Board is working

remotely while providing complete access to the legislative process and our services.
@
@5 Click here to complete a Board of Supervisors Customer Service Satisfaction form

The Legislative Research Center provides 24-hour access to Board of Supervisors legislation, and archived matters since August 1998.
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From: Hepner, Lee (BOS) <|lee.hepner@sfgov.org>

Sent: Tuesday, March 2, 2021 4:25 PM

To: BOS Legislation, (BOS) <bos.legislation@sfgov.org>

Subject: FW: Ordinance re Administrative Code - Acquisition of Surveillance Technology (our
matter#: 2100209)

Out of an abundance of caution, wanted to make sure this is deemed introduced today.

Thanks,
Lee

From: Hepner, Lee (BOS) <|lee.hepner@sfgov.org>

Sent: Tuesday, February 23, 2021 9:54 PM

To: BOS Legislation, (BOS) <bos.legislation@sfgov.org>

Subject: Fw: Ordinance re Administrative Code - Acquisition of Surveillance Technology (our
matter#: 2100209)

Please find the subject legislation and corresponding Introduction Form attached hereto.

If possible, it would be great if this appeared on Thursday's LI, but | fully understand that it is
technically after the internal deadline. No big deal if it's deemed introduced next week!

Thanks,
Lee

Lee Hepner
Legislative Aide
Supervisor Aaron Peskin

Please feel free to reach me on my cell phone: (949) 412-7623.

From: Hall, Arlene (CAT) <Arlene.G.Hall@sfcityatty.org>

Sent: Tuesday, February 23, 2021 1:14 PM

To: Peskin, Aaron (BOS) <aaron.peskin@sfgov.org>; Hepner, Lee (BOS) <lee.hepner@sfgov.org>
Cc: CLARK, JANA (CAT) <Jana.Clark@sfcityatty.org>; PEARSON, ANNE (CAT)
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<Anne.Pearson@sfcityatty.org>; ZAREFSKY, PAUL (CAT) <Paul.Zarefsky@sfcityatty.org>; BUTA,
ODAYA (CAT) <Odaya.Buta@sfcityatty.org>; SAPERSTEIN, ALLIE (CAT)

<Allie.Saperstein@sfcityatty.org>
Subject: Ordinance re Administrative Code - Acquisition of Surveillance Technology (our matter#:
2100209)

Please see attached documents.

Thank you,

Arlene G. Hall, Legal Secretary

to Jana Clark, Deputy City Attorney
Office of City Attorney Dennis Herrera
Email: arlene.g.hall@sfcityatty.org

www.sfcityattorney.org
Find us on: Facebook Twitter Instagram

The information in this email is confidential and may be protected by the attorney/client privilege and/or the
attorney work product doctrine. If you are not the intended recipient of this email or received this email
inadvertently, please notify the sender and delete it.
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FILE NO._210217 ORDINANCE NO.

[Administrative Code - Acquisition of Surveillance Technology]

Ordinance amending the Administrative Code to define Surveillance Technology to
exclude DNA processing tools and certain technology used by the Sheriff’s
Ddepartment; to define acquisition and use; to require that City departments acquiring
Surveillance Technology, entering into agreements to receive information from non-
City owned Surveillance Technology, or using existing Surveillance Technology, do so
only following Board of Supervisors approval of a Surveillance Technology Policy
Oerdinance, adopted by the Committee on Information Technology (COIT) and
introduced by the City Administrator, based on a policy or policies developed and
adopted by COIT; and declaring that, under existing law, borrowing Surveillance
Technology without using it does not require a Board- approved Surveillance

Technology Policy Oerdinance.

NOTE: Unchanged Code text and uncodified text are in plain Arial font.
Additions to Codes are in smqle underllne |taI|cs Times New Roman font.
Deletions to Codes are in
Board amendment additions are in double underllned Arial font.
Board amendment deletions are in
Asterisks (* * * *)indicate the omission of unchanged Code
subsections or parts of tables.

Be it ordained by the People of the City and County of San Francisco:

Section 1. Chapter 19 of the Administrative Code is hereby amended by revising

Sections 19B.1, 19B.2, 19B.3, and 19B.5, to read as follows:

SEC. 19B.1. DEFINITIONS.

Supervisor Peskin
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To “Acquire” shall mean to take possession of property based on a change of ownership, with

or without the exchange of monies or other consideration.

“Annual Surveillance Report” means a written report that includes all the following:

ok %

“Surveillance Technology” means any software, electronic device, system utilizing an
electronic device, or similar device used, designed, or primarily intended to collect, retain,
process, or share audio, electronic, visual, location, thermal, biometric, olfactory or similar
information specifically associated with, or capable of being associated with, any individual or
group. Surveillance Technology? includes but is not limited to the following: international
mobile subscriber identity (IMSI) catchers and other cell site simulators; automatic license
plate readers; electric toll readers; closed-circuit television cameras; gunshot detection
hardware and services; video and audio monitoring and/or recording technology, such as
surveillance cameras, wide-angle cameras, and wearable body cameras; mobile DNA capture
technology; biometric recognition software or technology, including facial, voice, iris, and gait-
recognition software and databases; software designed to monitor social media services; x-
ray vans; software designed to forecast criminal activity or criminality; radio-frequency 1.D.

(RFID) scanners_used for anything other than physical access control systems, employee

identification management systems, or other physical control systems; and tools, including software

and hardware, used to gain unauthorized access to a computer, computer service, or
computer network. Surveillance Technology does not include the following devices, hardware,

or software:

(12) Police Department or Sheriff’s Department interview rooms, holding cells,

and internal security audio/video recording systems;

Supervisor Peskin
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(13) Police Department or Sheriff’s Department computer aided dispatch (CAD),

records/case management, Live Scan, booking, Department of Motor Vehicles, California Law
Enforcement Telecommunications Systems (CLETS), 9-1-1 and related dispatch and
operation or emergency services systems;

(14) Police Department or Sheriff’s Department early warning systems; and

(15) Computers, software, hardware, or devices, including surveillance cameras,

intended to be used solely to monitor the safety and security of City facilities and City

vehicles, provided that they are not generally accessible to the public:, and provided further that

they are actually used solely to monitor the safety and security of City facilities and City vehicles; and

(16) DNA Profiling tools used only to process crime scene samples and compare

against reference samples.

“Surveillance Technology Policy” means a written policy that includes:
ok * %
(5) The specific eategeries-and titles of individuals who are authorized by the
Department to access or use the collected information, including restrictions on how and
under what circumstances data collected with Surveillance Technology can be analyzed and
reviewed, and the rules and processes required prior to access or use of the information;

* * * *

“Use” means to deploy or activate the Surveillance Technology.

SEC. 19B.2. BOARD OF SUPERVISORS APPROVAL OF SURVEILLANCE
TECHNOLOGY POLICY.
(a) Except as stated in subsection (c), and in accordance with the procedures set forth

in subsection (b), a Department must ebtainr have Board of Supervisors approval by ordinance

Supervisor Peskin
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of a Surveillance Technology Policy under which the Department will acquire and use
Surveillance Technology, prior to engaging in any of the following:
(1) Seeking funds for Surveillance Technology, including but not limited to

applying for a grant, or accepting state or federal funds, or public or private in-kind or other

donations;

(2) Acquiring er-berrewing-new Surveillance Technologyireluding-but-nettmited

(3) Borrowing and thereafter using Surveillance Technology, without the exchange of

monies or other consideration (borrowing, without using, not covered by this provision);

(34) Using new or existing Surveillance Technology for a purpose, in a manner,
or in a location not specified in a Surveillance Technology Policy ordinance approved by the
Board in accordance with this Chapter 19B;

(45) Entering into agreement with a non-City entity to regularly acquire, share, or
otherwise use Surveillance Technology; or

(56) Entering into an oral or written agreement under which a non-City entity or
individual regularly provides the Department with data or information acquired through the
entity’s use of Surveillance Technology.

(b) The Board of Supervisors may approve a Surveillance Technology Policy
ordinance under subsection (a) only under the following circumstances:

(1) The Department seeking requiring Board approval under subsection (a) first
submits to COIT a Surveillance Impact Report for the Surveillance Technology to be acquired
or used;

(2) Based on the Surveillance Impact Report submitted by the Department,
COIT develops a Surveillance Technology Policy for the Surveillance Technology to be

acquired or used;

Supervisor Peskin
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(3) At a public hearing held no later than 60 days after a Department’s submission to

COIT of the Surveillance Impact Report required by subsection (b)(1) and at which COIT considers

the Surveillance Technology Policy it has developed pursuant to subsection (b)(2), COIT

recommends-that the Board-of Supervisors adopts a proposed —adept-with-medifications-or-dechne-to

adopt-the Surveillance Technology Policy and a proposed Surveillance Technology Policy ordinance

that incorporates the Surveillance Technology Policy, for the Surveillance Technology to be

acquired or used.

(4) Following COIT’s adoption of a proposed Surveillance Technology Policy and

proposed Surveillance Technology Policy ordinance, required by subsection (b)(3), COIT transmits the

Surveillance Technology Policy ordinance to the City Administrator.

(5) The City Administrator introduces the Surveillance Technology Policy ordinance to

the Board of Supervisors, for the Board to consider approval of the ordinance.

(c) A Department is not required to ebtain have Board of Supervisors approval by
ordinance of a Surveillance Technology Policy if the Department’s acquisition or use of the
Surveillance Technology complies with a Surveillance Technology Policy previously approved
by the Board by ordinance.

(d) Notwithstanding the provisions of this Chapter 19B, it shall be unlawful for any
Department to obtain, retain, access, or use: 1) any Face Recognition Technology on City-
issued software or a City-issued product or device; or 2) any information obtained from Face
Recognition Technology on City-issued software or a City-issued product or device. This
subsection (d) is subject to the exceptions in subsections (e)-(g) and the qualifications in
subsections (h)-(l).

(e) A Department’s inadvertent or unintentional receipt, retention, access to, or use of
any information obtained from Face Recognition Technology shall not be a violation of

subsection (d), provided that:

Supervisor Peskin
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(1) The Department does not request or solicit its receipt, access to, or use of
such information; and

(2) The Department logs such receipt, access to, or use in its Annual
Surveillance Report.

() It shall not be a violation of subsection (d) for a City Department to possess Face
Recognition Technology on City-issued software or a City-issued product or device, provided
that:

(1) The Face Recognition Technology is a stock, manufacturer-installed
capability, bundled with software or stored on a product or device, and that the functions
unrelated to Face Recognition Technology are necessary to perform essential City functions;

(2) The software, product, or device was not acquired for the purpose of
performing the Face Recognition Technology function;

(3) The Face Recognition Technology cannot be deleted from the software,
product, or device; and

(4) The Department does not use the Face Recognition Technology.

(g) It shall not be a violation of subsection (d) to acquire or obtain a software, product,
or device that includes Face Recognition Technology provided that:

(1) In advance of obtaining the software, product, or device, the Department
makes a written finding that the software, product, or device is not being acquired or obtained
for the purpose of performing the Face Recognition Technology Function;

(2) In advance of obtaining the software, product, or device, the Purchaser or
the Purchaser’s designee makes a written finding that the Face Recognition Technology is a
stock, manufacturer-installed capability bundled with software, or stored on a product or

device; that the functions unrelated to Face Recognition Technology are necessary to perform

Supervisor Peskin
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essential City functions; and that the software, product, or device is unavailable without the

stock, manufacturer-installed Face Recognition Technology; and

(3) The City-Department-obtains-approval-of Board of Supervisors has approved a

Surveillance Technology Ordinance under this Chapter 19B where the software, product, or

device constitutes Surveillance Technology.

(h) A City Department that possesses Face Recognition Technology shall certify
annually compliance with subsections (e)-(l) and post that certification and the written findings
required by subsection (g) on the Department website.

(i) If either the District Attorney or Sheriff certifies in writing to the Controller that
acquisition of Surveillance Technology is necessary to perform an investigative or
prosecutorial function and provides in writing to the Controller either an explanation of how
compliance with this Chapter 19B will obstruct their investigative or prosecutorial function or a
declaration that the explanation itself will obstruct either function, the District Attorney or
Sheriff shall simultaneously submit a copy of the document to the Clerk of the Board of
Supervisors so that the Board in its discretion may hold a hearing and request that the District
Attorney or Sheriff appear to respond to the Board’s questions regarding such certification,
explanation, and/or declaration. The written certification shall specify the Surveillance
Technology acquired, or to be acquired.

() Nothing in this Chapter 19B shall be construed to obstruct the constitutional and
statutory powers and duties of the District Attorney, the Sheriff, the Chief Adult Probation
Officer, or the Chief Juvenile Probation Officer.

(k) Except as restricted by subsection 19B:2(d) or expressly restricted in a Surveillance
Technology Policy developed pursuant to subsection 19B-2(a)(5), nothing in this Chapter 19B

shall be construed to prohibit, restrict, or interfere with the receipt, access to, or use by a City
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Department of information gathered by a non-City entity or individual from Surveillance
Technology.

(I) Nothing in this Chapter 19B shall prohibit, restrict, or interfere with a Department’s
use of Surveillance Technology to conduct internal investigations involving City employees,
contractors, and volunteers, or the City Attorney’s ability to receive or use, in preparation for
or in civil or administrative proceedings, information from Surveillance Technology (excluding
Face Recognition Technology to the extent prohibited under Section 19B.2 .(d)(1) that any
City agency, department, or official gathers or that any other non-City entity or person gathers.

(m) Except as restricted by subsection (d) or expressly restricted in a Surveillance Technology

Policy developed pursuant to subsection (b)(2) , nothing in this Chapter 19B shall prohibit or restrict a

Department from acquiring, borrowing, or sharing Surveillance Technology from a third party if the

Department does not use the Surveillance Technology or receive information or data acquired through

the third party’s use of Surveillance Technology.

SEC. 19B.3. SURVEILLANCE IMPACT REPORT AND SURVEILLANCE
TECHNOLOGY POLICY SUBMISSION.

(a) COIT shall post on COIT’s website each Surveillance Impact Report submitted by

Departments under Section 19B.2(b)(1) and COIT’s proposed Surveillance Technology Policy,
adopted recommendations-to-the-Board-of Supervisor’s under Section 19B.2(b)(3), for each
Surveillance Technology Policy

(b) The Department seeking requiring approval under Section 19B.2 shall submit to the

Board of Supervisors the Surveillance Impact Report submitted to COIT, as required subsection

19B.2(b)(1), and request that the Board of Supervisors schedule a public hearing to consider the

report. The Board of Supervisors shall -ard-publicly post on its the-Department-website a the

Surveillance Impact Report and any corresponding & prepesed Surveillance Technology Policy
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ordinance introduced by the City Administratoratteast30-dayspriorto-the-public-meeting-where-the

(c) Prior to the City Administrator’s submitting the Surveillance Technology Policy

ordinance to the Board, the City Administrator or the City Administrator’s designee shall require

that the Department must-first (1) approve the policy, (2) submit the policy to the City Attorney

for review, and (3) submit the policy to the Mayor.

* * * *

SEC. 19B.5. COMPLIANCE FOR EXISTING SURVEILLANCE TECHNOLOGY.

(a) Each Department possessing or using Surveillance Technology before the effective
date of this Chapter 19B shall submit an inventory of its Surveillance Technology to COIT,
within 60 days of the effective date of this Chapter. COIT shall publicly post the inventory on
COIT’s website.

(b) Each Department possessing or using Surveillance Technology before the effective

date of this Chapter 19B shall request that the City Administrator submit a proposed Surveillance
Technology Policy ordinance to the Board of Supervisors, in accordance with the procedures

set forth in subsection 19B.2(b), for each particular Surveillance Technology no later than 180

90 days following the completion of the steps required by Section 19B.3(c)effective-date-of this

. A Department may request that the

City Administrator submit a Surveillance Technology Policy ordinance that includes multiple,

separate policies for each particular Surveillance Technology possessed or used before the

effective date of this Chapter 19B.
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(dc) Each Department possessing or using Surveillance Technology before the

effective date of this Chapter 19B may continue its use of the Surveillance Technology and
the sharing of data from the Surveillance Technology until such time as the Board enacts an
ordinance regarding the Department’s Surveillance Technology Policy and such ordinance

becomes effective under Charter Section 2.105.

Section 2. The Board finds and declares that rather than constituting a change in the
law, the amendments in this ordinance to Administrative Code Sections 19B.2(a)(2),

19B.2(a)(3), 19B.2(a)(5), and 19B.2(m) are declaratory of existing law.

Section 3. Effective Date. This ordinance shall become effective 30 days after
enactment. Enactment occurs when the Mayor signs the ordinance, the Mayor returns the
ordinance unsigned or does not sign the ordinance within ten days of receiving it, or the Board
of Supervisors overrides the Mayor’s veto of the ordinance.

1
1
1
1
1
1
1
1
1
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Section 4. Scope of Ordinance. In enacting this ordinance, the Board of Supervisors
intends to amend only those words, phrases, paragraphs, subsections, sections, articles,
numbers, punctuation marks, charts, diagrams, or any other constituent parts of the Municipal
Code that are explicitly shown in this ordinance as additions, deletions, Board amendment
additions, and Board amendment deletions in accordance with the “Note” that appears under

the official title of the ordinance.

APPROVED AS TO FORM:
DENNIS J. HERRERA, City Attorney

By: /s/Jana Clark
JANA CLARK
Deputy City Attorney

n:\legana\as202112100209\01515215.docx
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