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Agenda
● COIT Overview
● CCSF Privacy & Surveillance Landscape
● Work to Date: Sect ion 19B Compliance
● Recommendat ions to 19B
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COIT Overview

We are the City & County of  San Francisco’s  t echnology 
governance  body.

COIT’s  s t ruc ture  is  in tended to provide  a  forum for City 
leadership to coordina te  and collabora te . Through regular 
public  mee t ings , COIT is  a lso a  vehic le  to share  with  
res ident s  and the  public  the  s t a te  of t echnology in  the  City.



Responsibilit ies

● Five- year technology plan

● Annual Budget

● Port folio Management

● Technology Policy



CCSF Pr ivacy & Surveillance 
Landscape
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Examples of  Dat a/ Pr ivacy Regulat ions…

HIPAA – Health Insurance Portabilit y and Account ing Act

FERPA – Family Educat ional Rights and Privacy Act

CJ IS – Criminal Just ice Informat ion Services 

PCI DSS – Payment  Card Indust ry Data Security Standard
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Hist ory: COIT Dat a/ Pr ivacy Policies

Cybersecur it y (2016) – Policy, t raining and awareness, 
and requirements

Dat a Governance (2017) – Data  Clas s ifica t ion  Standard

Drones (2017) – Limited Authorized Use

All COIT Polic ies  a re  available  a t :
h t tps :/ / s f.gov/ in format ion/ coit - policy
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https://sf.gov/information/coit-policy


Dat a Lif ecycle

Collect
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Upcoming Policy Development

● Data Minimizat ion Guideline

● Public Not icing Standards

● Privacy Policies for digital services
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Sect ion 19B Compliance
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Sect ion 19B Depar t ment  Requirement s

- Surveillance Inventory (deadline August  29, 2019)

- Impact  Report

- Surveillance Technology Policy

- Annual Report
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Sect ion 19B Def init ion of  Dut ies

COIT’s  role  is  to:

- Pos t  the  surve illance  inventory available  a t : 
h t tps :/ / s f.gov/ resource / 20 20 / surve illance- technology- inventory

- Work with  departments  on  Impact  Report  and Policy

- Conduct  public  hearings  and recommend ac t ion  to the  
Board of Supervisors

- Pos t  annual surve illance  report s
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https://sf.gov/resource/2020/surveillance-technology-inventory
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SURVEILLANCE INVENTORY CATEGORY NUMBER (2021)_

Ads  and Not ifica t ions 12

Audio Recorde rs 3

Automat ic  License  Pla te  Reade rs 5

Biomet ric  Proces s ing 8

Camera 58

Drone 6

Loca t ion  Management 10

Misc 26

RFID/ Toll Reade r 4

Smart  City Sensor 3

Social Media Monitoring 33

Tot al 168



Surveillance Toolkit

COIT’s  Toolkit  a ims  to achieve :

○ A robus t  impac t  as ses sment

○ St reamline  submis s ion  of a ll Ordinance  
requirements

○ Minimize  implementa t ion  burden

○ Inform the  Board of Supe rvisors ’ dec is ion  as ses s ing 
whe the r the  bene fit s  of each surve illance  
t echnology outwe igh the  cos t s .
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Civil Liber t ies & Civil Right s Impact

Potent ial act ions
○ Adminis t ra t ive
○ Technica l
○ Phys ica l
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NIST Privacy Framework
○ Dignity Loss
○ Discrimina t ion
○ Economic  Loss
○ Loss  of Autonomy
○ Loss  of Libe rty
○ Phys ica l Harm
○ Loss  of Trus t

How do we mit igat e 
impact ? 

What  are pr ivacy 
impact s?



Pr ivacy & Surveillance Advisory Board

Public Hearings:

● 2nd and 4 th  Friday of each month

Membership:
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Chair – Office  of Cont rac t  Adminis t ra t ion J uvenile  Proba t ion

City Se rvices  Auditor San Franc is co In te rna t iona l Airport

Cont rolle r Commit tee  on  Informat ion  Technology

DataSF Public  Member

Department  of Technology



Review Process
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Calendar  Review

Number of  public meet ings 
since August  2019:

● 20  PSAB meet ings

● 8  COIT meet ings
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COIT APPROVALS TECHNOLOGY

February 20 , 20 20 RFID (SFPL)

J uly 17, 20 20 Drones

J anuary 21, 20 21 Audio Recorde r
ALPR (Police )

February 4 , 20 21 ALPR 

March 18 , 20 21 Security Cameras



Recommendat ions t o 19B
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Recommendat ion 1: Hire In- House Exper t ise

Some act ivit ies of  a Chief  Pr ivacy Of f icer  (CPO):

- Procurement : City cont racts should include privacy requirements, 
especially for third- party vendors with sensit ive data.

- Pr ivacy by Design: We need to embed privacy pract ices in the design 
of  City products. 

- Trainings: City staf f  need bet ter t raining on privacy pract ices.
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Recommendat ion 2: Cit ywide Policy

Cur rent  St at e: 

● Current  process is administ rat ive burdensome and redundant .

Recommendat ion:

● A single citywide policy per technology category.

● Department ’s to create subsequent  requirements on top of  
citywide baseline.
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Recommendat ion 3: 19B Amendment s

Cur rent  St at e:

● Def init ion of  surveillance technology is overbroad.

● IT Inf rast ructure or services where consent  is obtained 
considered surveillance technology.

Recommendat ion

● Ref inement  of  def init ion and/ or addit ional exempt ions.
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Thank You!
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