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City and County of San Francisco 
Office of Contract Administration 

Purchasing Division 
 

First Amendment 

THIS AMENDMENT (this “Amendment”) is made as of May 1, 2021, in San Francisco, 
California, by and between Helios Healthcare LLC (“Contractor”), and the City and County of 
San Francisco, a municipal corporation (“City”), acting by and through its Director of the Office 
of Contract Administration. 

Recitals 

WHEREAS, City and Contractor have entered into the Agreement (as defined below); 
and 

WHEREAS, City and Contractor desire to modify the Agreement on the terms and 
conditions set forth herein to extend the performance period, increase the contract amount and 
update standard contractual clauses; and 

WHEREAS, this Agreement was competitively procured as required by San Francisco 
Administrative Code Chapter 21.1 through a Request for Proposal (RFP 30-2017) issued on 
November 28, 2017, in which City selected Contractor as the highest qualified scorer pursuant to 
the RFP; and 

WHEREAS, approval for this Agreement was obtained when the Civil Service 
Commission approved Contract number PSC 43871-17/18 on 5/18/20; and 

 
NOW, THEREFORE, Contractor and the City agree as follows: 

 

Article 1 Definitions 

The following definitions shall apply to this Amendment: 

1.1 Agreement.  The term “Agreement” shall mean the Agreement dated July 1, 2018 
(contract ID # 1000009327), between Contractor and City. 

1.2 Other Terms.  Terms used and not defined in this Amendment shall have the 
meanings assigned to such terms in the Agreement. 

 

Article 2 Modifications to the Agreement.   
The Agreement is hereby modified as follows: 

1.1 Definitions. The following is hereby added to the Agreement as a Definition in 
Article 1: 
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1.10 “Confidential Information” means confidential City information including, but 
not limited to, personally-identifiable information (“PII”), protected health information (“PHI”), 
or individual financial information (collectively, “Proprietary or Confidential Information”) that 
is subject to local, state or federal laws restricting the use and disclosure of such information, 
including, but not limited to, Article 1, Section 1 of the California Constitution; the California 
Information Practices Act (Civil Code § 1798 et seq.); the California Confidentiality of Medical 
Information Act (Civil Code § 56 et seq.); the federal Gramm-Leach-Bliley Act (15 U.S.C. §§ 
6801(b) and 6805(b)(2)); the privacy and information security aspects of the Administrative 
Simplification provisions of the federal Health Insurance Portability and Accountability Act (45 
CFR Part 160 and Subparts A, C, and E of part 164); and San Francisco Administrative Code 
Chapter 12M (Chapter 12M). 

2.2 Term of the Agreement.  Section 2 Term of the Agreement currently reads as 
follows: 

2.1 The term of this Agreement shall commence on the latter of: (i) July 1, 2018; or 
(ii) the Effective Date and expire on June 30, 2021, unless earlier terminated as otherwise 
provided herein.  This comprises the initial term of one year (July 1, 2018, through June 30, 
2019) and Option 1, for four years (July 1, 2019, through June 30, 2021), as the City expects the 
need for these services to continue.   

2.2 The City has one (1) remaining option to renew the Agreement for a period of 
five years, July 1, 2021, through June 30, 2028. The City may extend this Agreement beyond the 
expiration date by exercising this option at the City’s sole and absolute discretion and by 
modifying this Agreement as provided in Section 11.5, “Modification of this Agreement.”       

Such section is hereby amended in its entirety to read as follows: 

2.1 Term.  The term of this Agreement shall commence on July 1, 2018 and expire on 
December 31, 2021, unless earlier terminated as otherwise provided herein.  

 2.2 The Options to Extend.  The City has one option to renew the Agreement for a period of 
January 1, 2022 through June 30, 2028. The City may extend this Agreement beyond the expiration date 
by exercising an option at the City’s sole and absolute discretion and by modifying this Agreement as 
provided in Section 11.5, “Modification of this Agreement.”  

2.3 Payment.  Section 3.3.1 Payment of the Agreement currently reads as follows: 

3.3.1  Payment. Contractor shall provide an invoice to the City on a monthly basis for 
Services completed in the immediate preceding month, unless a different schedule is set out in 
Appendix B, "Calculation of Charges." Compensation shall be made for Services identified in 
the invoice that the Director of Health, in his or her sole discretion, concludes has been 
satisfactorily performed. Payment shall be made within 30 calendar days of receipt of the 
invoice, unless the City notifies the Contractor that a dispute as to the invoice exists. In no event 
shall the amount of this Agreement exceed Eight Million Four Hundred Thousand Dollars 
($8,400,000). The breakdown of charges associated with this Agreement appears in Appendix B, 
“Calculation of Charges,” attached hereto and incorporated by reference as though fully set forth 
herein. A portion of payment may be withheld until conclusion of the Agreement if agreed to by 
both parties as retainage, described in Appendix B.  In no event shall City be liable for interest or 
late charges for any late payments. 

Such section is hereby amended in its entirety to read as follows: 
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3.3.1 Payment. Contractor shall provide an invoice to the City on a monthly basis for 
Services completed in the immediate preceding month, unless a different schedule is set out in 
Appendix B, "Calculation of Charges." Compensation shall be made for Services identified in 
the invoice that the Director of Health, in his or her sole discretion, concludes has been 
satisfactorily performed. Payment shall be made within 30 calendar days of receipt of the 
invoice, unless the City notifies the Contractor that a dispute as to the invoice exists. In no event 
shall the amount of this Agreement exceed Nine Million Six Hundred Sixty Four Thousand 
Four Hundred Dollars ($9,664,400). The breakdown of charges associated with this Agreement 
appears in Appendix B, “Calculation of Charges,” attached hereto and incorporated by reference 
as though fully set forth herein. In no event shall City be liable for interest or late charges for any 
late payments. 

2.4 Contract Amendments; Budgeting Revisions.  The following is hereby added to 
Article 3 of the Agreement: 

3.7 Contract Amendments; Budgeting Revisions. 

3.7.1 Formal Contract Amendment:  Contractor shall not be entitled to 
an increase in the Compensation or an extension of the Term unless the Parties agree to a Formal 
Amendment in accordance with the San Francisco Administrative Code and Section 11.5 
(Modifications of this Agreement). 

3.7.2 City Revisions to Program Budgets:  The City shall have 
authority, without the execution of a Formal Amendment, to purchase additional Services and/or 
make changes to the work in accordance with the terms of this Agreement (including such terms 
that require Contractor’s agreement), not involving an increase in the Compensation or the Term 
by use of a written City Program Budget Revision.   

3.7.3 City Program Scope Reduction. Given the local emergency, the 
pandemic, and the City’s resulting budgetary position, and in order to preserve the Agreement 
and enable Contractor to continue to perform work albeit potentially on a reduced basis, the City 
shall have authority during the Term of the Agreement, without the execution of a Formal 
Amendment, to reduce scope, temporarily suspend the Agreement work, and/or convert the Term 
to month-to-month (Program Scope Reduction), by use of a written Revision to Program 
Budgets, executed by the Director of Health, or his or her designee, and Contractor.  Contractor 
understands and agrees that the City’s right to effect a Program Scope Reduction is intended to 
serve a public purpose and to protect the public fisc and is not intended to cause harm to or 
penalize Contractor.  Contractor provides City with a full and final release of all claims arising 
from a Program Scope Reduction.  Contractor further agrees that it will not sue the City for 
damages arising directly or indirectly from a City Program Scope Reduction. 

2.5 Assignment. The following is hereby added to Article 4 of the Agreement, 
replacing the previous Section 4.5 in its entirety: 

4.5 Assignment. The Services to be performed by Contractor are personal in 
character.  Neither this Agreement, nor any duties or obligations hereunder, may be directly or 
indirectly assigned, novated, hypothecated, transferred, or delegated by Contractor, or, where the 
Contractor is a joint venture, a joint venture partner, (collectively referred to as an 
“Assignment”) unless first approved by City by written instrument executed and approved in the 
same manner as this Agreement in accordance with the Administrative Code. The City’s 
approval of any such Assignment is subject to the Contractor demonstrating to City’s reasonable 
satisfaction that the proposed transferee is: (i) reputable and capable, financially and otherwise, 

DocuSign Envelope ID: 5272FF70-D007-485B-AD98-6598CD4DC4AD



P-650 (4-19; DPH 4-18 BAA) 4 of 11   Contract ID#: 1000009327 
5/1/21 

  
 

of performing each of Contractor’s obligations under this Agreement and any other documents to 
be assigned, (ii) not forbidden by applicable law from transacting business or entering into 
contracts with City; and (iii) subject to the jurisdiction of the courts of the State of California. A 
change of ownership or control of Contractor or a sale or transfer of substantially all of the assets 
of Contractor shall be deemed an Assignment for purposes of this Agreement. Contractor shall 
immediately notify City about any Assignment.  Any purported Assignment made in violation of 
this provision shall be null and void. 

2.6 Insurance . The following is hereby added to Article 5 of the Agreement, 
replacing the previous Section 5.1 in its entirety: 

5.1 Insurance.  

5.1.1 Required Coverages. Insurance limits are subject to Risk Management 
review and revision, as appropriate, as conditions warrant. Without in any way limiting 
Contractor’s liability pursuant to the “Indemnification” section of this Agreement, Contractor 
must maintain in force, during the full term of the Agreement, insurance in the following 
amounts and coverages:  

  (a) Workers’ Compensation, in statutory amounts, with Employers’ 
Liability Limits not less than $1,000,000 each accident, injury, or illness; and 

  (b) Commercial General Liability Insurance with limits not less than 
$1,000,000 each occurrence for Bodily Injury and Property Damage, including Contractual 
Liability, Personal Injury, Products and Completed Operations; policy must include Sexual 
Misconduct/Abuse and Molestation coverage. 

  (c) Commercial Automobile Liability Insurance with limits not less 
than $1,000,000 each occurrence, “Combined Single Limit” for Bodily Injury and Property 
Damage, including Owned, Non-Owned and Hired auto coverage, as applicable.  
   (d) Professional Liability Insurance, applicable to Contractor’s 
profession, with limits not less than $1,000,000 for each claim with respect to negligent acts, 
errors or omissions in connection with the Services.  

(e) Reserved. (Technology Errors and Omissions Coverage) 
   (f) Contractor shall maintain in force during the full life of the 
agreement Cyber and Privacy Insurance with limits of not less $1,000,000 per claim. Such 
insurance shall include coverage for liability arising from theft, dissemination, and/or use of 
confidential information, including but not limited to, bank and credit card account information 
or personal information, such as name, address, social security numbers, protected health 
information or other personally identifying information, stored or transmitted in any form. 

5.1.2 Commercial General Liability and Commercial Automobile Liability 
Insurance policies must be endorsed to name as Additional Insured the City and County of San 
Francisco, its Officers, Agents, and Employees.  

5.1.3 Contractor’s Commercial General Liability and Commercial Automobile 
Liability Insurance policies shall provide that such policies are primary insurance to any other 
insurance available to the Additional Insureds, with respect to any claims arising out of this 
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Agreement, and that the insurance applies separately to each insured against whom claim is 
made or suit is brought.  

5.1.4 All policies shall be endorsed to provide thirty (30) days’ advance written 
notice to the City of cancellation for any reason, intended non-renewal, or reduction in 
coverages. Notices shall be sent to the City address set forth in Section 11.1, entitled “Notices to 
the Parties.”  

5.1.5 Should any of the required insurance be provided under a claims-made 
form, Contractor shall maintain such coverage continuously throughout the term of this 
Agreement and, without lapse, for a period of three years beyond the expiration of this 
Agreement, to the effect that, should occurrences during the contract term give rise to claims 
made after expiration of the Agreement, such claims shall be covered by such claims-made 
policies.  

5.1.6 Should any of the required insurance be provided under a form of 
coverage that includes a general annual aggregate limit or provides that claims investigation or 
legal defense costs be included in such general annual aggregate limit, such general annual 
aggregate limit shall be double the occurrence or claims limits specified above. 

5.1.7 Should any required insurance lapse during the term of this Agreement, 
requests for payments originating after such lapse shall not be processed until the City receives 
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the 
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this 
Agreement effective on the date of such lapse of insurance.  

5.1.8 Before commencing any Services, Contractor shall furnish to City 
certificates of insurance and additional insured policy endorsements with insurers with ratings 
comparable to A-, VIII or higher, that are authorized to do business in the State of California, 
and that are satisfactory to City, in form evidencing all coverages set forth above. Approval of 
the insurance by City shall not relieve or decrease Contractor's liability hereunder.  

5.1.9 The Workers’ Compensation policy(ies) shall be endorsed with a waiver 
of subrogation in favor of the City for all work performed by the Contractor, its employees, 
agents and subcontractors.  

5.1.10 If Contractor will use any subcontractor(s) to provide Services, Contractor 
shall require the subcontractor(s) to provide all necessary insurance and to name the City and 
County of San Francisco, its officers, agents and employees and the Contractor as additional 
insureds. 

2.7  Withholding. The following is hereby added to Article 7 of the Agreement: 
7.3 Withholding. Contractor agrees that it is obligated to pay all amounts due to the 

City under the San Francisco Business and Tax Regulations Code during the term of this 
Agreement.  Pursuant to Section 6.10-2 of the San Francisco Business and Tax Regulations 
Code, Contractor further acknowledges and agrees that City may withhold any payments due to 
Contractor under this Agreement if Contractor is delinquent in the payment of any amount 
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required to be paid to the City under the San Francisco Business and Tax Regulations Code.  
Any payments withheld under this paragraph shall be made to Contractor, without interest, upon 
Contractor coming back into compliance with its obligations. 

2.8 Termination for Default; Remedies. The following is hereby added to Article 8  
of the Agreement, replacing the previous Section 8.2.1 in its entirety:   

8.2.1 Each of the following shall constitute an immediate event of default  (“Event of 
Default”) under this Agreement: 

(a) Contractor fails or refuses to perform or observe any term,  
covenant or condition contained in any of the following Sections of this Agreement: 

(b) Contractor fails or refuses to perform or observe any other term,  
covenant or condition contained in this Agreement, including any obligation imposed by 
ordinance or statute and incorporated by reference herein, and such default is not cured within 
ten days after written notice thereof from City to Contractor. If Contractor defaults a second time 
in the same manner as a prior default cured by Contractor, City may in its sole discretion 
immediately terminate the Agreement for default or grant an additional period not to exceed five 
days for Contractor to cure the default.  

(c) Contractor (i) is generally not paying its debts as they become due;  
(ii) files, or consents by answer or otherwise to the filing against it of a petition for relief or 
reorganization or arrangement or any other petition in bankruptcy or for liquidation or to take 
advantage of any bankruptcy, insolvency or other debtors’ relief law of any jurisdiction; (iii) 
makes an assignment for the benefit of its creditors; (iv) consents to the appointment of a 
custodian, receiver, trustee or other officer with similar powers of Contractor or of any 
substantial part of Contractor’s property; or (v) takes action for the purpose of any of the 
foregoing. 

(d) A court or government authority enters an order (i) appointing a  
custodian, receiver, trustee or other officer with similar powers with respect to Contractor or with 
respect to any substantial part of Contractor’s property, (ii) constituting an order for relief or 
approving a petition for relief or reorganization or arrangement or any other petition in 
bankruptcy or for liquidation or to take advantage of any bankruptcy, insolvency or other 
debtors’ relief law of any jurisdiction or (iii) ordering the dissolution, winding-up or liquidation 
of Contractor. 

2.9  Rights and Duties Upon Termination or Expiration. The following is hereby 
added to Article 8 of the Agreement, replacing the previous Section 8.4.1 in its entirety: 

8.4.1 This Section and the following Sections of this Agreement listed below, shall 
survive termination or expiration of this Agreement:  

3.3.2 Payment Limited to 
Satisfactory Services 

 9.1  Ownership of Results 

3.3.7(a) Grant Funded Contracts -  9.2 Works for Hire 

3.5 Submitting False Claims. 10.10 Alcohol and Drug-Free Workplace 

4.5 Assignment 10.13 Working with Minors 
Article 5 Insurance and Indemnity 11.10 Compliance with Laws 
Article 7 Payment of Taxes Article 13 Data and Security 
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Disallowance 
3.4 
 

Audit and Inspection of 
Records 
 

 11.6 Dispute Resolution Procedure 

3.5 Submitting False Claims 
 

 11.7 Agreement Made in 
California; Venue 

Article 5 Insurance and Indemnity  11.8 Construction 
6.1 Liability of City  11.9 Entire Agreement 
6.3 Liability for Incidental and 

Consequential Damages 
 11.10 Compliance with Laws 

Article 7 Payment of Taxes  11.11 Severability 
8.1.6 
 

Payment Obligation 
 

 Article 13  Data and Security 

   Appendix E Business Associate 
Agreement 

2.10  Consideration of Salary History. The following is hereby added to Article 10 of  
the Agreement, replacing the previous Section 10.4 in its entirety: 

10.4 Consideration of Salary History. Contractor shall comply with San Francisco 
Administrative Code Chapter 12K, the Consideration of Salary History Ordinance or "Pay Parity 
Act." Contractor is prohibited from considering current or past salary of an applicant in 
determining whether to hire the applicant or what salary to offer the applicant to the extent that 
such applicant is applying for employment to be performed on this Agreement or in furtherance 
of this Agreement, and whose application, in whole or part, will be solicited, received, processed 
or considered, whether or not through an interview, in the City or on City property. The 
ordinance also prohibits employers from (1) asking such applicants about their current or past 
salary or (2) disclosing a current or former employee's salary history without that employee's 
authorization unless the salary history is publicly available. Contractor is subject to the 
enforcement and penalty provisions in Chapter 12K. Information about and the text of Chapter 
12K is available on the web at https://sfgov.org/olse/consideration-salary-history. Contractor is 
required to comply with all of the applicable provisions of 12K, irrespective of the listing of 
obligations in this Section.  
2.11   Limitations on Contributions . The following is hereby added to Article 10 of the 
Agreement, replacing the previous Section 10.11 in its entirety: 

10.11 Limitations on Contributions. By executing this Agreement, Contractor 
acknowledges its obligations under section 1.126 of the City’s Campaign and Governmental 
Conduct Code, which prohibits any person who contracts with, or is seeking a contract with, any 
department of the City for the rendition of personal services, for the furnishing of any material, 
supplies or equipment, for the sale or lease of any land or building, for a grant, loan or loan 
guarantee, or for a development agreement, from making any campaign contribution to (i) a City 
elected official if the contract must be approved by that official, a board on which that official 
serves, or the board of a state agency on which an appointee of that official serves, (ii) a 
candidate for that City elective office, or (iii) a committee controlled by such elected official or a 
candidate for that office, at any time from the submission of a proposal for the contract until the 
later of either the termination of negotiations for such contract or twelve months after the date 
the City approves the contract. The prohibition on contributions applies to each prospective party 
to the contract; each member of Contractor’s board of directors; Contractor’s chairperson, chief 
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executive officer, chief financial officer and chief operating officer; any person with an 
ownership interest of more than 10% in Contractor; any subcontractor listed in the bid or 
contract; and any committee that is sponsored or controlled by Contractor. Contractor certifies 
that it has informed each such person of the limitation on contributions imposed by Section 1.126 
by the time it submitted a proposal for the contract, and has provided the names of the persons 
required to be informed to the City department with whom it is contracting. 

2.12   Distribution of Beverages and Water. The following is hereby added to Article 
10 of the Agreement, replacing the previous Section 10.17 in its entirety: 

10.17.1 Sugar-Sweetened Beverage Prohibition.  Contractor agrees that it shall 
not sell, provide, or otherwise distribute Sugar-Sweetened Beverages, as defined by San 
Francisco Administrative Code Chapter 101, as part of its performance of this Agreement. 

10.17.2 Packaged Water Prohibition. Contractor agrees that it shall not sell, 
provide, or otherwise distribute Packaged Water, as defined by San Francisco Environment Code 
Chapter 24, as part of its performance of this Agreement.  
2.13  Incorporation of Recitals. The following is hereby added to Article 11 of the 
Agreement, replacing the previous Section 11.3 in its entirety: 

11.3 Incorporation of Recitals.  The matters recited above are hereby incorporated 
into and made part of this Agreement. 

2.14  Notification of Legal Requests is hereby added and incorporated into Article 11 
of the Agreement:  

11.14 Notification of Legal Requests.  Contractor shall immediately notify City upon 
receipt of any subpoenas, service of process, litigation holds, discovery requests and other legal 
requests (“Legal Requests”) related to all data given to Contractor by City in the performance of 
this Agreement (“City Data” or “Data”), or which in any way might reasonably require access to 
City’s Data, and in no event later than 24 hours after it receives the request.  Contractor shall not 
respond to Legal Requests related to City without first notifying City other than to notify the 
requestor that the information sought is potentially covered under a non-disclosure agreement.  
Contractor shall retain and preserve City Data in accordance with the City’s instruction and 
requests, including, without limitation, any retention schedules and/or litigation hold orders 
provided by the City to Contractor, independent of where the City Data is stored. 

2.15 Management of City Data and Confidential Information. The following is 
hereby added to Article 13 of the Agreement: 

13.5 Management of City Data and Confidential Information 
5.2.2 Use of City Data and Confidential Information.  Contractor agrees to 

hold City’s Data received from, or collected on behalf of, the City, in strictest confidence. 
Contractor shall not use or disclose City’s Data except as permitted or required by the 
Agreement or as otherwise authorized in writing by the City.  Any work using, or sharing or 
storage of, City’s Data outside the United States is subject to prior written authorization by the 
City.  Access to City’s Data must be strictly controlled and limited to Contractor’s staff assigned 
to this project on a need-to-know basis only.  Contractor is provided a limited non-exclusive 
license to use the City Data solely for performing its obligations under the Agreement and not for 
Contractor’s own purposes or later use.  Nothing herein shall be construed to confer any license 
or right to the City Data or Confidential Information, by implication, estoppel or otherwise, 
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under copyright or other intellectual property rights, to any third-party.  Unauthorized use of City 
Data by Contractor, subcontractors or other third-parties is prohibited.  For purpose of this 
requirement, the phrase “unauthorized use” means the data mining or processing of data, stored 
or transmitted by the service, for commercial purposes, advertising or advertising-related 
purposes, or for any purpose other than security or service delivery analysis that is not explicitly 
authorized. 

5.2.2 Disposition of Confidential Information. Upon request of City or 
termination or expiration of this Agreement, and pursuant to any document retention period 
required by this Agreement, Contractor shall promptly, but in no event later than thirty (30) 
calendar days, return all data given to or collected by Contractor on City’s behalf, which includes 
all original media. Once Contractor has received written confirmation from City that City’s Data 
has been successfully transferred to City, Contractor shall within ten (10) business days clear or 
purge all City Data from its servers, any hosted environment Contractor has used in performance 
of this Agreement, including its subcontractors environment(s), work stations that were used to 
process the data or for production of the data, and any other work files stored by Contractor in 
whatever medium.  Contractor shall provide City with written certification that such purge 
occurred within five (5) business days of the purge.  Secure disposal shall be accomplished by 
“clearing,” “purging” or “physical destruction,” in accordance with National Institute of 
Standards and Technology (NIST) Special Publication 800-88 or most current industry standard. 

13.5.3 Disposition of Confidential Information. Upon termination of 
Agreement or request of City, Contractor shall within forty-eight (48) hours return all 
Confidential Information which includes all original media. Once Contractor has received 
written confirmation from City that Confidential Information has been successfully transferred to 
City, Contractor shall within ten (10) business days purge all Confidential Information from its 
servers, any hosted environment Contractor has used in performance of this Agreement, work 
stations that were used to process the data or for production of the data, and any other work files 
stored by Contractor in whatever medium. Contractor shall provide City with written 
certification that such purge occurred within five (5) business days of the purge. 

 
2.16 Appendix B is hereby replaced in its entirety by Appendix B, attached to this 

Amendment and fully incorporated within the Agreement.  

2.17 Appendix B-1 is hereby replaced in its entirety by Appendices B-1, attached to this 
Amendment and fully incorporated within the Agreement.  

2.18 Appendix E & Attestations are hereby replaced in its entirety by Appendix E & 
Attestations, attached to this Amendment and fully incorporated within the Agreement 

2.19 Appendix F is hereby replaced in its entirety by Appendix F, attached to this Amendment 
and fully incorporated within the Agreement.  

2.20 Add Appendix J Related Entity Guarantee to Agreement, attached to this Amendment 
and fully incorporated within the Agreement. 
 

Article 1 Effective Date    

Each of the modifications set forth in Section 2 shall be effective on and after the date of 
this Amendment. 
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Article 2 Legal Effect  

Except as expressly modified by this Amendment, all of the terms and conditions of the 
Agreement shall remain unchanged and in full force and effect.   
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IN WITNESS WHEREOF, Contractor and City have executed this Amendment as of the date 
first referenced above. 

 

CITY 
Recommended by: 
 
 
 
_____________________________ 
Grant Colfax, MD                  Date 
Director of Health 
Department of Public Health 
 
 
Approved as to Form: 
 
Dennis J. Herrera 
City Attorney 
 
 
By:  _________________________ 
        Louise S. Simpson           Date 
        Deputy City Attorney      
 
Approved: 
 
 
_____________________________ 
Sailaja Kurella                         Date 
Acting Director, Office of Contract 
Administration, and Purchaser 

CONTRACTOR 
Helios Healthcare 
  
 
 
_____________________________ 
Elena Mashkevich                 Date                        
 
 
 
Supplier ID number: 0000018905 
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Appendix B 
Calculation of Charges 

1. Method of Payment

A. Invoices furnished by CONTRACTOR under this Agreement must be in a form acceptable to the
Contract Administrator and the CONTROLLER and must include the Contract Progress Payment Authorization 
number or Contract Purchase Number.  All amounts paid by CITY to CONTRACTOR shall be subject to audit by 
CITY.  The CITY shall make monthly payments as described below.  Such payments shall not exceed those 
amounts stated in and shall be in accordance with the provisions of Section 3.3, COMPENSATION, of this 
Agreement. 

Compensation for all SERVICES provided by CONTRACTOR shall be paid in the following manner. For the 
purposes of this Section, “General Fund” shall mean all those funds which are not Work Order or Grant funds. 
“General Fund Appendices” shall mean all those appendices which include General Fund monies. 

(1) Fee For Service (Monthly Reimbursement by Certified Units at Budgeted Unit Rates)

CONTRACTOR shall submit monthly invoices in the format attached, Appendix F, and in a form 
acceptable to the Contract Administrator, by the fifteenth (15th) calendar day of each month, based upon the 
number of units of service that were delivered in the preceding month. All deliverables associated with the 
SERVICES defined in Appendix A times the unit rate as shown in the appendices cited in this paragraph shall 
be reported on the invoice(s) each month.  All charges incurred under this Agreement shall be due and 
payable only after SERVICES have been rendered and in no case in advance of such SERVICES.  

(2) Cost Reimbursement (Monthly Reimbursement for Actual Expenditures within Budget):

CONTRACTOR shall submit monthly invoices in the format attached, Appendix F, and in a form 
acceptable to the Contract Administrator, by the fifteenth (15th) calendar day of each month for 
reimbursement of the actual costs for SERVICES of the preceding month.  All costs associated with the 
SERVICES shall be reported on the invoice each month.  All costs incurred under this Agreement shall be 
due and payable only after SERVICES have been rendered and in no case in advance of such SERVICES.  

B. Final Closing Invoice 

(1) Fee For Service Reimbursement:

A final closing invoice, clearly marked “FINAL,” shall be submitted no later than forty-five (45) 
calendar days following the closing date of each fiscal year of the Agreement, and shall include only those 
SERVICES rendered during the referenced period of performance. If SERVICES are not invoiced during this 
period, all unexpended funding set aside for this Agreement will revert to CITY.  CITY’S final 
reimbursement to the CONTRACTOR at the close of the Agreement period shall be adjusted to conform to 
actual units certified multiplied by the unit rates identified in Appendix B attached hereto, and shall not 
exceed the total amount authorized and certified for this Agreement. 

(2) Cost Reimbursement:

A final closing invoice, clearly marked “FINAL,” shall be submitted no later than forty-five (45) 
calendar days following the closing date of each fiscal year of the Agreement, and shall include only those 
costs incurred during the referenced period of performance.  If costs are not invoiced during this period, all 
unexpended funding set aside for this Agreement will revert to CITY. 

C. Payment shall be made by the CITY to CONTRACTOR at the address specified in the
section entitled “Notices to Parties.” 

2. Program Budgets and Final Invoice

A. Program Budget is listed below and are attached hereto.
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Appendix B-1 Idylwood Care Center - Rates 
B. COMPENSATION

Compensation shall be made in monthly payments on or before the 30th day after the DIRECTOR, in his or 
her sole discretion, has approved the invoice submitted by CONTRACTOR.  The breakdown of costs and sources of 
revenue associated with this Agreement appears in Appendix B, Cost Reporting/Data Collection (CR/DC) and 
Program Budget, attached hereto and incorporated by reference as though fully set forth herein.  The maximum 
dollar obligation of the CITY under the terms of this Agreement shall not exceed Nine Million Six Hundred Sixty 
Four Thousand Four Hundred Dollars ($9,664,400) for the period of July 1, 2018 through December 31, 2021.   

CONTRACTOR understands that, of this maximum dollar obligation, $697,200  is included as a contingency 
amount and is neither to be used in Appendix B, Budget, or available to CONTRACTOR without a 
modification to this Agreement executed in the same manner as this Agreement or a revision to Appendix B, 
Budget, which has been approved by the Director of Health.  CONTRACTOR further understands that no 
payment of any portion of this contingency amount will be made unless and until such modification or budget 
revision has been fully approved and executed in accordance with applicable CITY and Department of Public 
Health laws, regulations and policies/procedures and certification as to the availability of funds by the 
Controller.  CONTRACTOR agrees to fully comply with these laws, regulations, and policies/procedures. 

(1) For each fiscal year of the term of this Agreement, CONTRACTOR shall submit for approval of 
the CITY's Department of Public Health a revised Appendix A, Description of Services, and a revised 
Appendix B, Program Budget and Cost Reporting Data Collection form, based on the CITY's allocation of 
funding for SERVICES for the appropriate fiscal year.  CONTRACTOR shall create these Appendices in 
compliance with the instructions of the Department of Public Health.  These Appendices shall apply only to 
the fiscal year for which they were created.  These Appendices shall become part of this Agreement only 
upon approval by the CITY. 

(2) CONTRACTOR understands that, of the maximum dollar obligation stated above, the total 
amount to be used in Appendix B, Budget and available to CONTRACTOR for the entire term of the contract 
is as follows, not withstanding that for each fiscal year, the amount to be used in Appendix B, Budget and 
available to CONTRACTOR for that fiscal year shall conform with the Appendix A, Description of Services, 
and a Appendix B, Program Budget and Cost Reporting Data Collection form, as approved by the CITY's 
Department of Public Health based on the CITY's allocation of funding for SERVICES for that fiscal year.   

July 1, 2018 through June 30, 2019 $2,620,000 
July 1, 2019 through June 30, 2020 $2,620,000 
July 1, 2020 through June 30, 2021 $2,620,000 
July 1, 2021 through December 31, 2021 $1,310,000 

Total $9,170,000  
Contingency $494,400  

Grand Total $9,664,400  

(3) CONTRACTOR understands that the CITY may need to adjust sources of revenue and agrees that 
these needed adjustments will become part of this Agreement by written modification to CONTRACTOR.  In 
event that such reimbursement is terminated or reduced, this Agreement shall be terminated or 
proportionately reduced accordingly. In no event will CONTRACTOR be entitled to compensation in excess 
of these amounts for these periods without there first being a modification of the Agreement or a revision to 
Appendix B, Budget, as provided for in this section of this Agreement. 
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C. CONTRACTOR agrees to comply with its Budget as shown in Appendix B in the provision of
SERVICES.  Changes to the budget that do not increase or reduce the maximum dollar obligation of the CITY are 
subject to the provisions of the Department of Public Health Policy/Procedure Regarding Contract Budget Changes. 
CONTRACTOR agrees to comply fully with that policy/procedure. 

D. No costs or charges shall be incurred under this Agreement nor shall any payments become due to
CONTRACTOR until reports, SERVICES, or both, required under this Agreement are received from 
CONTRACTOR and approved by the DIRECTOR as being in accordance with this Agreement.  CITY may 
withhold payment to CONTRACTOR in any instance in which CONTRACTOR has failed or refused to satisfy any 
material obligation provided for under this Agreement. 

E. In no event shall the CITY be liable for interest or late charges for any late payments.

F. CONTRACTOR understands and agrees that should the CITY’S maximum dollar obligation under this
Agreement include State or Federal Medi-Cal revenues, CONTRACTOR shall expend such revenues in the 
provision of SERVICES to Medi-Cal eligible clients in accordance with CITY, State, and Federal Medi-Cal 
regulations.  Should CONTRACTOR fail to expend budgeted Medi-Cal revenues herein, the CITY’S maximum 
dollar obligation to CONTRACTOR shall be proportionally reduced in the amount of such unexpended revenues.  In 
no event shall State/Federal Medi-Cal revenues be used for clients who do not qualify for Medi-Cal reimbursement. 

G. CONTRACTOR further understands and agrees that any State or Federal Medi-Cal funding in this
Agreement subject to authorized Federal Financial Participation (FFP) is an estimate, and actual amounts will be 
determined based on actual services and actual costs, subject to the total compensation amount shown in this 
Agreement. 
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Helios Healthcare, LLC FY 2021 

Facility 
Idylwood Care Center SNF level 

Service Code Rate 
Neuro/SNF5 $ 128.00 
Neuro Single/SNF7 $ 155.00 
1:1/Line of Sight x 1 shift/SNF10 $ 255.00 
1:1/Line of Sight x 2 shift/SNF13 $ 383.00 
1:1/Line of Sight x 3 shift/SNF16 $ 511.00 
BH/SNF12 $ 296.00 

Estimate UDC – 46 

Estimate UOS - 15086 
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PAGE   A

M01 JL 20

Contractor:  Helios Healthcare, LLC

Address:  520 Capitol Mall, Suite 800, Sacramento, CA 95814-4716

Tel No.:   (916) 471-2235 
Fax No.:  

Funding Term:  07/01/2020 - 06/30/2021

PHP Division:  Behavioral Health Services

DELIVERABLES
Program Name/Reptg. Unit Unit

Modality/Mode # - Svc Func (MH Only) UOS CLIENTS UOS CLIENTS Rate AMOUNT DUE UOS CLIENTS UOS CLIENT UOS CLIENTS

Facility - Idylwood - 240645-10000-10026703-0001
Neuro/ SNF5 128.00$   -$                   0.000 #DIV/0! 0.000
Neuro Single/ SNF7 155.00$   -$                   0.000 #DIV/0! 0.000
1:1/ Line of Sight  x  1 Shift/ SNF10 255.00$   -$                   0.000 #DIV/0! 0.000
1:1/ Line of Sight  x  2 Shift/ SNF13 383.00$   -$                   0.000 #DIV/0! 0.000
1:1/ Line of Sight  x  3 Shift/ SNF16 511.00$   -$                   0.000 #DIV/0! 0.000
BH/ SNF12 296.00$   -$                   0.000 #DIV/0! 0.000

T O T A L -                   0.000 0.000 #DIV/0! 0.000

NOTES:

-$                     

Signature:  Date:    

Title:   

Send to: DPH Authorization for Payment

Or email to:
 cbhsinvoices@sfdph.org Authorized Signatory Date

Behavioral Health Services-Budget/ Invoice Analyst
1380 Howard St.,  4th Floor         
San Francisco, CA 94103            

in accordance with the contract approved for services provided under the provision of that contract.  Full justification and backup records for those
claims are maintained in our office at the address indicated.

  (For DPH Use)  Other Adjustments
NET REIMBURSEMENT

I certify that the information provided above is, to the best of my knowledge, complete and accurate; the amount requested for reimbursement is+A1

SUBTOTAL AMOUNT DUE -$                   
Less:  Initial Payment Recovery

Expenses To Date % of Budget Remaining Budget
Budget Amount -$                               #DIV/0!

*Unduplicated Counts for AIDS Use Only.

Delivered THIS Delivered Remaining
Total Contracted PERIOD to Date % of TOTAL Deliverables

Unduplicated Clients for Exhibit:
Exhibit UDC Exhibit UDC Exhibit UDC Exhibit UDC Exhibit UDC

Total Contracted Delivered THIS PERIOD Delivered to Date % of TOTAL Deliverables

Final Invoice: (Check if Yes)

Remaining

User Cd
Ct. PO No.:  POHM

BHS
Fund Source: General Fund

Invoice Period :  July 2020

DEPARTMENT OF PUBLIC HEALTH CONTRACTOR
FEE FOR SERVICE STATEMENT OF DELIVERABLES AND INVOICE

Contract ID#
1000009327

INVOICE NUMBER:

Ct.Blanket No.: BPHM N/A
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This Business Associate Agreement (“BAA”) supplements and is made a part of the contract by and between the City 
and County of San Francisco, the Covered Entity (“CE”), and Contractor, the Business Associate (“BA”) (the 
“Agreement”). To the extent that the terms of the Agreement are inconsistent with the terms of this BAA, the terms of 
this BAA shall control. 

RECITALS 

A. CE, by and through the San Francisco Department of Public Health (“SFDPH”), wishes to disclose 
certain information to BA pursuant to the terms of the Agreement, some of which may constitute Protected Health 
Information (“PHI”) (defined below). 

B. For purposes of the Agreement, CE requires Contractor, even if Contractor is also a covered entity 
under HIPAA, to comply with the terms and conditions of this BAA as a BA of CE. 

C. CE and BA intend to protect the privacy and provide for the security of PHI disclosed to BA pursuant 
to the Agreement in compliance with the Health Insurance Portability and Accountability Act of 1996, Public Law 
104-191 (“HIPAA”), the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 
(“the HITECH Act”), and regulations promulgated there under by the U.S. Department of Health and Human Services 
(the “HIPAA Regulations”) and other applicable laws, including, but not limited to, California Civil Code §§ 56, et 
seq., California Health and Safety Code § 1280.15, California Civil Code §§ 1798, et seq., California Welfare & 
Institutions Code §§5328, et seq., and the regulations promulgated there under (the “California Regulations”).   

D. As part of the HIPAA Regulations, the Privacy Rule and the Security Rule (defined below) require CE 
to enter into a contract containing specific requirements with BA prior to the disclosure of PHI, as set forth in, but not 
limited to, Title 45, Sections 164.314(a), 164.502(a) and (e) and 164.504(e) of the Code of Federal Regulations 
(“C.F.R.”) and contained in this BAA. 

E. BA enters into agreements with CE that require the CE to disclose certain identifiable health 
information to BA.  The parties desire to enter into this BAA to permit BA to have access to such information and 
comply with the BA requirements of HIPAA, the HITECH Act, and the corresponding Regulations.  

In consideration of the mutual promises below and the exchange of information pursuant to this BAA, the parties 
agree as follows: 

1. Definitions. 
a. Breach means the unauthorized acquisition, access, use, or disclosure of PHI that compromises the 

security or privacy of such information, except where an unauthorized person to whom such information is disclosed 
would not reasonably have been able to retain such information, and shall have the meaning given to such term under 
the HITECH Act and HIPAA Regulations [42 U.S.C. Section 17921 and 45 C.F.R. Section 164.402], as well as 
California Civil Code Sections 1798.29 and 1798.82. 

b. Breach Notification Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 
164, Subparts A and D. 
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c. Business Associate is a person or entity that performs certain functions or activities that involve the 
use or disclosure of protected health information received from a covered entity, but other than in the capacity of a 
member of the workforce of such covered entity or arrangement, and shall have the meaning given to such term under 
the Privacy Rule, the Security Rule, and the HITECH Act, including, but not limited to, 42 U.S.C. Section 17938 and 
45 C.F.R. Section 160.103. 

d. Covered Entity means a health plan, a health care clearinghouse, or a health care provider who 
transmits any information in electronic form in connection with a transaction covered under HIPAA Regulations, and 
shall have the meaning given to such term under the Privacy Rule and the Security Rule, including, but not limited to, 
45 C.F.R. Section 160.103. 

e. Data Aggregation means the combining of Protected Information by the BA with the Protected 
Information received by the BA in its capacity as a BA of another CE, to permit data analyses that relate to the health 
care operations of the respective covered entities, and shall have the meaning given to such term under the Privacy 
Rule, including, but not limited to, 45 C.F.R. Section 164.501. 

f. Designated Record Set means a group of records maintained by or for a CE, and shall have the 
meaning given to such term under the Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.501. 

g. Electronic Protected Health Information means Protected Health Information that is maintained in 
or transmitted by electronic media and shall have the meaning given to such term under HIPAA and the HIPAA 
Regulations, including, but not limited to, 45 C.F.R. Section 160.103.  For the purposes of this BAA, Electronic PHI 
includes all computerized data, as defined in California Civil Code Sections 1798.29 and 1798.82. 

h. Electronic Health Record means an electronic record of health-related information on an individual 
that is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the 
meaning given to such term under the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921. 

i. Health Care Operations shall have the meaning given to such term under the Privacy Rule, including, 
but not limited to, 45 C.F.R. Section 164.501. 

j. Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, 
Subparts A and E. 

k. Protected Health Information or PHI means any information, including electronic PHI, whether oral 
or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an 
individual; the provision of health care to an individual; or the past, present or future payment for the provision of 
health care to an individual; and (ii) that identifies the individual or with respect to which there is a reasonable basis to 
believe the information can be used to identify the individual, and shall have the meaning given to such term under the 
Privacy Rule, including, but not limited to, 45 C.F.R. Sections 160.103 and 164.501.  For the purposes of this BAA, 
PHI includes all medical information and health insurance information as defined in California Civil Code Sections 
56.05 and 1798.82. 

l. Protected Information shall mean PHI provided by CE to BA or created, maintained, received or 
transmitted by BA on CE’s behalf.   
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m. Security Incident means the attempted or successful unauthorized access, use, disclosure, 
modification, or destruction of information or interference with system operations in an information system, and shall 
have the meaning given to such term under the Security Rule, including, but not limited to, 45 C.F.R. Section 164.304. 

n. Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, 
Subparts A and C. 

o. Unsecured PHI means PHI that is not secured by a technology standard that renders PHI unusable, 
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standards developing 
organization that is accredited by the American National Standards Institute, and shall have the meaning given to such 
term under the HITECH Act and any guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. 
Section 17932(h) and 45 C.F.R. Section 164.402. 

2. Obligations of Business Associate. 

a. Attestations. Except when CE’s  data privacy officer exempts BA in writing, the BA shall complete 
the following forms, attached and incorporated by reference as though fully set forth herein, SFDPH Attestations for 
Privacy (Attachment 1) and Data Security (Attachment 2) within sixty (60) calendar days from the execution of the 
Agreement.  If CE makes substantial changes to any of these forms during the term of the Agreement, the BA will be 
required to complete CE's updated forms within sixty (60) calendar days from the date that CE provides BA with 
written notice of such changes.  BA shall retain such records for a period of seven years after the Agreement 
terminates and shall make all such records available to CE within 15 calendar days of a written request by CE. 

b. User Training.  The BA shall provide, and shall ensure that BA subcontractors, provide, training on 
PHI privacy and security, including HIPAA and HITECH and its regulations, to each employee or agent that will 
access, use or disclose Protected Information, upon hire and/or prior to accessing, using or disclosing Protected 
Information for the first time, and at least annually thereafter during the term of the Agreement.  BA shall maintain, 
and shall ensure that BA subcontractors maintain, records indicating the name of each employee or agent and date on 
which the PHI privacy and security trainings were completed.  BA shall retain, and ensure that BA subcontractors 
retain, such records for a period of seven years after the Agreement terminates and shall make all such records 
available to CE within 15 calendar days of a written request by CE. 

c. Permitted Uses.  BA may use, access, and/or disclose Protected Information only for the purpose of 
performing BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and 
BAA, or as required by law.  Further, BA shall not use Protected Information in any manner that would constitute a 
violation of the Privacy Rule or the HITECH Act if so used by CE.  However, BA may use Protected Information as 
necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; 
(iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE [45 C.F.R. 
Sections 164.502, 164.504(e)(2). and 164.504(e)(4)(i)]. 

d. Permitted Disclosures.  BA shall disclose Protected Information only for the purpose of performing 
BA’s obligations for, or on behalf of, the City and as permitted or required under the Agreement and BAA, or as 
required by law.  BA shall not disclose Protected Information in any manner that would constitute a violation of the 
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Privacy Rule or the HITECH Act if so disclosed by CE.  However, BA may disclose Protected Information as 
necessary (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; 
(iii) as required by law; or (iv) for Data Aggregation purposes relating to the Health Care Operations of CE.  If BA 
discloses Protected Information to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable 
written assurances from such third party that such Protected Information will be held confidential as provided pursuant 
to this BAA and used or disclosed only as required by law or for the purposes for which it was disclosed to such third 
party, and (ii) a written agreement from such third party to immediately notify BA of any breaches, security incidents, 
or unauthorized uses or disclosures of the Protected Information in accordance with paragraph 2 (n) of this BAA, to 
the extent it has obtained knowledge of such occurrences [42 U.S.C. Section 17932; 45 C.F.R. Section 164.504(e)].  
BA may disclose PHI to a BA that is a subcontractor and may allow the subcontractor to create, receive, maintain, or 
transmit Protected Information on its behalf, if the BA obtains satisfactory assurances, in accordance with 45 C.F.R. 
Section 164.504(e)(1), that the subcontractor will appropriately safeguard the information [45 C.F.R. Section 
164.502(e)(1)(ii)].   

e. Prohibited Uses and Disclosures.  BA shall not use or disclose Protected Information other than as 
permitted or required by the Agreement and BAA, or as required by law.  BA shall not use or disclose Protected 
Information for fundraising or marketing purposes.  BA shall not disclose Protected Information to a health plan for 
payment or health care operations purposes if the patient has requested this special restriction, and has paid out of 
pocket in full for the health care item or service to which the Protected Information solely relates [42 U.S.C. Section 
17935(a) and 45 C.F.R. Section 164.522(a)(1)(vi)].  BA shall not directly or indirectly receive remuneration in 
exchange for Protected Information, except with the prior written consent of CE and as permitted by the HITECH Act, 
42 U.S.C. Section 17935(d)(2), and the HIPAA regulations, 45 C.F.R. Section 164.502(a)(5)(ii); however, this 
prohibition shall not affect payment by CE to BA for services provided pursuant to the Agreement.    

f. Appropriate Safeguards.  BA shall take the appropriate security measures to protect the 
confidentiality, integrity and availability of PHI that it creates, receives, maintains, or transmits on behalf of the CE, 
and shall prevent any use or disclosure of PHI other than as permitted by the Agreement or this BAA, including, but 
not limited to, administrative, physical and technical safeguards in accordance with the Security Rule, including, but 
not limited to, 45 C.F.R. Sections 164.306, 164.308, 164.310, 164.312, 164.314 164.316, and 164.504(e)(2)(ii)(B).  
BA shall comply with the policies and procedures and documentation requirements of the Security Rule, including, 
but not limited to, 45 C.F.R. Section 164.316, and 42 U.S.C. Section 17931.  BA is responsible for any civil penalties 
assessed due to an audit or investigation of BA, in accordance with 42 U.S.C. Section 17934(c). 

g. Business Associate’s Subcontractors and Agents.  BA shall ensure that any agents and 
subcontractors that create, receive, maintain or transmit Protected Information on behalf of BA, agree in writing to the 
same restrictions and conditions that apply to BA with respect to such PHI and implement the safeguards required by 
paragraph 2.f. above with respect to Electronic PHI [45 C.F.R. Section 164.504(e)(2) through (e)(5); 45 C.F.R. 
Section 164.308(b)].  BA shall mitigate the effects of any such violation.  

h. Accounting of Disclosures.  Within ten (10) calendar days of a request by CE for an accounting of 
disclosures of Protected Information or upon any disclosure of Protected Information for which CE is required to 
account to an individual, BA and its agents and subcontractors shall make available to CE the information required to 
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provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not 
limited to, 45 C.F.R. Section 164.528, and the HITECH Act, including but not limited to 42 U.S.C. Section 17935 (c), 
as determined by CE.  BA agrees to implement a process that allows for an accounting to be collected and maintained 
by BA and its agents and subcontractors for at least seven (7) years prior to the request.  However, accounting of 
disclosures from an Electronic Health Record for treatment, payment or health care operations purposes are required 
to be collected and maintained for only three (3) years prior to the request, and only to the extent that BA maintains an 
Electronic Health Record.  At a minimum, the information collected and maintained shall include: (i) the date of 
disclosure; (ii) the name of the entity or person who received Protected Information and, if known, the address of the 
entity or person; (iii) a brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the 
disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the individual’s 
authorization, or a copy of the written request for disclosure [45 C.F.R. 164.528(b)(2)].  If an individual or an 
individual’s representative submits a request for an accounting directly to BA or its agents or subcontractors, BA shall 
forward the request to CE in writing within five (5) calendar days. 

i. Access to Protected Information.  BA shall make Protected Information maintained by BA or its 
agents or subcontractors in Designated Record Sets available to CE for inspection and copying within (5) days of 
request by CE to enable CE to fulfill its obligations under state law [Health and Safety Code Section 123110] and the 
Privacy Rule, including, but not limited to, 45 C.F.R. Section 164.524 [45 C.F.R. Section 164.504(e)(2)(ii)(E)].  If BA 
maintains Protected Information in electronic format, BA shall provide such information in electronic format as 
necessary to enable CE to fulfill its obligations under the HITECH Act and HIPAA Regulations, including, but not 
limited to, 42 U.S.C. Section 17935(e) and 45 C.F.R. 164.524. 

j. Amendment of Protected Information.  Within ten (10) days of a request by CE for an amendment of 
Protected Information or a record about an individual contained in a Designated Record Set, BA and its agents and 
subcontractors shall make such Protected Information available to CE for amendment and incorporate any such 
amendment or other documentation to enable CE to fulfill its obligations under the Privacy Rule, including, but not 
limited to, 45 C.F.R Section 164.526.  If an individual requests an amendment of Protected Information directly from 
BA or its agents or subcontractors, BA must notify CE in writing within five (5) days of the request and of any 
approval or denial of amendment of Protected Information maintained by BA or its agents or subcontractors [45 
C.F.R. Section 164.504(e)(2)(ii)(F)].   

k. Governmental Access to Records.   BA shall make its internal practices, books and records relating to 
the use and disclosure of Protected Information available to CE and to the Secretary of the U.S. Department of Health 
and Human Services (the “Secretary”) for purposes of determining BA’s compliance with HIPAA [45 C.F.R. Section 
164.504(e)(2)(ii)(I)].  BA shall provide CE a copy of any Protected Information and other documents and records that 
BA provides to the Secretary concurrently with providing such Protected Information to the Secretary.  

l. Minimum Necessary.  BA, its agents and subcontractors shall request, use and disclose only the 
minimum amount of Protected Information necessary to accomplish the intended purpose of such use, disclosure, or 
request. [42 U.S.C. Section 17935(b); 45 C.F.R. Section 164.514(d)].  BA understands and agrees that the definition 
of “minimum necessary” is in flux and shall keep itself informed of guidance issued by the Secretary with respect to 
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what constitutes “minimum necessary” to accomplish the intended purpose in accordance with HIPAA and HIPAA 
Regulations.  

m. Data Ownership.   BA acknowledges that BA has no ownership rights with respect to the Protected 
Information. 

n. Notification of Breach.  BA shall notify CE within 5 calendar days of any breach of Protected 
Information; any use or disclosure of Protected Information not permitted by the BAA; any Security Incident (except 
as otherwise provided below) related to Protected Information, and any use or disclosure of data in violation of any 
applicable federal or state laws by BA or its agents or subcontractors.  The notification shall include, to the extent 
possible, the identification of each individual whose unsecured Protected Information has been, or is reasonably 
believed by the BA to have been, accessed, acquired, used, or disclosed, as well as any other available information 
that CE is required to include in notification to the individual, the media, the Secretary, and any other entity under the 
Breach Notification Rule and any other applicable state or federal laws, including, but not limited, to 45 C.F.R. 
Section 164.404 through 45 C.F.R. Section 164.408, at the time of the notification required by this paragraph or 
promptly thereafter as information becomes available.  BA shall take (i) prompt corrective action to cure any 
deficiencies and (ii) any action pertaining to unauthorized uses or disclosures required by applicable federal and state 
laws.  [42 U.S.C. Section 17921; 42 U.S.C. Section 17932; 45 C.F.R. 164.410; 45 C.F.R. Section 164.504(e)(2)(ii)(C); 
45 C.F.R. Section 164.308(b)] 

o. Breach Pattern or Practice by Business Associate’s Subcontractors and Agents.  Pursuant to 42 
U.S.C. Section 17934(b) and 45 C.F.R. Section 164.504(e)(1)(iii), if the BA knows of a pattern of activity or practice 
of a subcontractor or agent that constitutes a material breach or violation of the subcontractor or agent’s obligations 
under the Contract or this BAA, the BA must take reasonable steps to cure the breach or end the violation.  If the steps 
are unsuccessful, the BA must terminate the contractual arrangement with its subcontractor or agent, if feasible.  BA 
shall provide written notice to CE of any pattern of activity or practice of a subcontractor or agent that BA believes 
constitutes a material breach or violation of the subcontractor or agent’s obligations under the Contract or this BAA 
within five (5) calendar days of discovery and shall meet with CE to discuss and attempt to resolve the problem as one 
of the reasonable steps to cure the breach or end the violation. 

3. Termination. 

a. Material Breach.  A breach by BA of any provision of this BAA, as determined by CE, shall 
constitute a material breach of the Agreement and this BAA and shall provide grounds for immediate termination of 
the Agreement and this BAA, any provision in the AGREEMENT to the contrary notwithstanding. [45 C.F.R. Section 
164.504(e)(2)(iii).] 

b. Judicial or Administrative Proceedings.  CE may terminate the Agreement and this BAA, effective 
immediately, if (i) BA is named as defendant in a criminal proceeding for a violation of HIPAA, the HITECH Act, the 
HIPAA Regulations or other security or privacy laws or (ii) a finding or stipulation that the BA has violated any 
standard or requirement of HIPAA, the HITECH Act, the HIPAA Regulations or other security or privacy laws is 
made in any administrative or civil proceeding in which the party has been joined. 
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c. Effect of Termination.   Upon termination of the Agreement and this BAA for any reason, BA shall, at 
the option of CE, return or destroy all Protected Information that BA and its agents and subcontractors still maintain in 
any form, and shall retain no copies of such Protected Information.  If return or destruction is not feasible, as 
determined by CE, BA shall continue to extend the protections and satisfy the obligations of Section 2 of this BAA to 
such information, and limit further use and disclosure of such PHI to those purposes that make the return or 
destruction of the information infeasible [45 C.F.R. Section 164.504(e)(2)(ii)(J)].  If CE elects destruction of the PHI, 
BA shall certify in writing to CE that such PHI has been destroyed in accordance with the Secretary’s guidance 
regarding proper destruction of PHI. 

d. Civil and Criminal Penalties.  BA understands and agrees that it is subject to civil or criminal 
penalties applicable to BA for unauthorized use, access or disclosure or Protected Information in accordance with the 
HIPAA Regulations and the HITECH Act including, but not limited to, 42 U.S.C. 17934 (c).   

e. Disclaimer.  CE makes no warranty or representation that compliance by BA with this BAA, HIPAA, 
the HITECH Act, or the HIPAA Regulations or corresponding California law provisions will be adequate or 
satisfactory for BA’s own purposes.  BA is solely responsible for all decisions made by BA regarding the safeguarding 
of PHI.   

4. Amendment to Comply with Law. 

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly evolving 
and that amendment of the Agreement or this BAA may be required to provide for procedures to ensure compliance 
with such developments.  The parties specifically agree to take such action as is necessary to implement the standards 
and requirements of HIPAA, the HITECH Act, the HIPAA regulations and other applicable state or federal laws 
relating to the security or confidentiality of PHI.  The parties understand and agree that CE must receive satisfactory 
written assurance from BA that BA will adequately safeguard all Protected Information.  Upon the request of either 
party, the other party agrees to promptly enter into negotiations concerning the terms of an amendment to this BAA 
embodying written assurances consistent with the updated standards and requirements of HIPAA, the HITECH Act, 
the HIPAA regulations or other applicable state or federal laws.  CE may terminate the Agreement upon thirty (30) 
days written notice in the event (i) BA does not promptly enter into negotiations to amend the Agreement or this BAA 
when requested by CE pursuant to this section or (ii) BA does not enter into an amendment to the Agreement or this 
BAA providing assurances regarding the safeguarding of PHI that CE, in its sole discretion, deems sufficient to satisfy 
the standards and requirements of applicable laws.   

5. Reimbursement for Fines or Penalties. 

In the event that CE pays a fine to a state or federal regulatory agency, and/or is assessed civil penalties or 
damages through private rights of action, based on an impermissible access, use or disclosure of PHI by BA or its 
subcontractors or agents, then BA shall reimburse CE in the amount of such fine or penalties or damages within thirty 
(30) calendar days from City’s written notice to BA of such fines, penalties or damages.   

 
Attachment 1 – SFDPH Privacy Attestation, version 06-07-2017 
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Attachment 2 – SFDPH Data Security Attestation, version 06-07-2017 
 
 
Office of Compliance and Privacy Affairs 
San Francisco Department of Public Health 
101 Grove Street, Room 330, San Francisco, CA 94102 
Email: compliance.privacy@sfdph.org 
Hotline (Toll-Free): 1-855-729-6040 
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San Francisco Department of Public Health (SFDPH) Office of Compliance and Privacy Affairs (OCPA)  ATTACHMENT 1 

Contractor Name:  Contractor 
City Vendor ID

PRIVACY ATTESTATION 

FORM REVISED 06072017 SFDPH Office of Compliance and Privacy Affairs (OCPA)

INSTRUCTIONS: Contractors and Partners who receive or have access to health or medical information or electronic health record systems maintained by SFDPH must complete this 
form.  Retain completed Attestations in your files for a period of 7 years. Be prepared to submit completed attestations, along with evidence related to the following items, if requested 
to do so by SFDPH. 

Exceptions:  If you believe that a requirement is Not Applicable to you, see instructions below in Section IV on how to request clarification or obtain an exception. 
I.  All Contractors.   
DOES YOUR ORGANIZATION…  Yes No* 
A  Have formal Privacy Policies that comply with the Health Insurance Portability and Accountability Act (HIPAA)? 
B  Have a Privacy Officer or other individual designated as the person in charge of investigating privacy breaches or related incidents?

If 
yes: 

Name & 
Title: 

  Phone # Email:

C  Require health information Privacy Training upon hire and annually thereafter for all employees who have access to health information? [Retain 
documentation of trainings for a period of 7 years.] [SFDPH privacy training materials are available for use; contact OCPA at 1‐855‐729‐6040.] 

D  Have proof that employees have signed a form upon hire and annually thereafter, with their name and the date, acknowledging that they have received 
health information privacy training? [Retain documentation of acknowledgement of trainings for a period of 7 years.] 

E  Have (or will have if/when applicable) Business Associate Agreements with subcontractors who create, receive, maintain , transmit, or access SFDPH’s 
health information? 

F  Assure that staff who create, or transfer health information (via laptop, USB/thumb‐drive, handheld), have prior supervisorial authorization to do so 
AND that health information is only transferred or created on encrypted devices approved by SFDPH Information Security staff? 

II. Contractors who serve patients/clients and have access to SFDPH PHI, must also complete this section.
If Applicable:   DOES YOUR ORGANIZATION…  Yes No* 
G  Have (or will have if/when applicable) evidence that SFDPH Service Desk (628‐206‐SERV) was notified to de‐provision employees who have access to 

SFDPH health information record systems within 2 business days for regular terminations and within 24 hours for terminations due to cause? 
H  Have evidence in each patient's / client’s chart or electronic file that a Privacy Notice that meets HIPAA regulations was provided in the patient’s /

client’s preferred language?  (English, Cantonese, Vietnamese, Tagalog, Spanish, Russian forms may be required and are available from SFDPH.) 
I  Visibly post the Summary of the Notice of Privacy Practices in all six languages in common patient areas of your treatment facility? 

J  Document each disclosure of a patient's/client’s health information for purposes other than treatment, payment, or operations?
K  When required by law, have proof that signed authorization for disclosure forms (that meet the requirements of the HIPAA Privacy Rule) are obtained 

PRIOR to releasing a patient’s/client’s health information? 

III. ATTEST:  Under penalty of perjury, I hereby attest that to the best of my knowledge the information herein is true and correct and that I have authority to sign on behalf of and
bind Contractor listed above. 

ATTESTED by Privacy Officer 
or designated person 

Name: 
(print) 

Signature  Date 

IV. *EXCEPTIONS:  If you have answered “NO” to any question or believe a question is Not Applicable, please contact OCPA at 1‐855‐729‐6040 or  
         compliance.privacy@sfdph.org for a consultation.  All “No” or “N/A” answers must be reviewed and approved by OCPA below.  
EXCEPTION(S) APPROVED 

by OCPA 
Name 
(print)  Signature  Date 
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San Francisco Department of Public Health (SFDPH) Office of Compliance and Privacy Affairs (OCPA)  ATTACHMENT 2 

Contractor Name:  Contractor 
City Vendor ID

DATA SECURITY ATTESTATION 

FORM REVISED 06072017 SFDPH Office of Compliance and Privacy Affairs (OCPA)

INSTRUCTIONS: Contractors and Partners who receive or have access to health or medical information or electronic health record systems maintained by SFDPH must complete this 
form.  Retain completed Attestations in your files for a period of 7 years. Be prepared to submit completed attestations, along with evidence related to the following items, if requested 
to do so by SFDPH. 

Exceptions:  If you believe that a requirement is Not Applicable to you, see instructions in Section III below on how to request clarification or obtain an exception. 

I.  All Contractors.   
DOES YOUR ORGANIZATION…  Yes No*
A  Conduct assessments/audits of your data security safeguards to demonstrate and document compliance with your security policies and the 

requirements of HIPAA/HITECH at least every two years? [Retain documentation for a period of 7 years] 
B  Use findings from the assessments/audits to identify and mitigate known risks into documented remediation plans?  

Date of last Data Security Risk Assessment/Audit: 

Name of firm or person(s) who performed the 
Assessment/Audit and/or authored the final report: 

C  Have a formal Data Security Awareness Program?
D  Have formal Data Security Policies and Procedures to detect, contain, and correct security violations that comply with the Health Insurance Portability 

and Accountability Act (HIPAA) and the Health Information Technology for Economic and Clinical Health Act (HITECH)?  
E  Have a Data Security Officer or other individual designated as the person in charge of ensuring the security of confidential information?

If 
yes: 

Name & 
Title: 

  Phone # Email:

F  Require Data Security Training upon hire and annually thereafter for all employees who have access to health information? [Retain documentation of 
trainings for a period of 7 years.] [SFDPH data security training materials are available for use; contact OCPA at 1‐855‐729‐6040.] 

G  Have proof that employees have signed a form upon hire and annually, or regularly, thereafter, with their name and the date, acknowledging that they 
have received data security training? [Retain documentation of acknowledgement of trainings for a period of 7 years.] 

H  Have (or will have if/when applicable) Business Associate Agreements with subcontractors who create, receive, maintain , transmit, or access SFDPH’s 
health information? 

I  Have (or will have if/when applicable) a diagram of how SFDPH data flows between your organization and subcontractors or vendors (including named 
users, access methods, on‐premise data hosts, processing systems, etc.)?   

II. ATTEST:  Under penalty of perjury, I hereby attest that to the best of my knowledge the information herein is true and correct and that I have authority to sign on behalf of and
bind Contractor listed above. 

ATTESTED by Data Security 
Officer or designated person 

Name: 
(print) 

Signature  Date 

III. *EXCEPTIONS:  If you have answered “NO” to any question or believe a question is Not Applicable, please contact OCPA at 1‐855‐729‐6040 or  
         compliance.privacy@sfdph.org for a consultation.  All “No” or “N/A” answers must be reviewed and approved by OCPA below.  

EXCEPTION(S) APPROVED by 
OCPA 

Name 
(print) 

Signature  Date 
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RELATED ENTITY GUARANTEE 

Background 

Helios Healthcare, LLC, located at 520 Capitol Mall, #800, Sacramento, CA 95814 (“Helios”), and 

the City and County of San Francisco (“City”), have entered into a professional services Agreement, dated 

July 1, 2018 (“Agreement”), for the provision of behavioral healthcare services at the Idlywood Care 

Center (“Idylwood”). 

Helios is a variable interest entity of Crestwood Behavioral Health, Inc, located at 520 Capitol 

Mall, #800, Sacramento, CA 95814 (“Crestwood”).  Crestwood has no direct ownership in Helios, but 

manages the operation of Idylwood, transferred to Helios from Crestwood effective July 1, 2007.  

Crestwood, on occasion, voluntarily elects to provide Helios with additional direct or indirect financial 

support based on Helios’ business objective and cash flow needs.   

Based on Crestwood’s relationship with Helios and Crestwood’s management of Idlywood, the 

City has requested that Crestwood provide a guarantee of performance of Helios’ obligations and liabilities 

under the Agreement (“Obligations”) and Crestwood has agreed to provide the guarantee on the terms and 

conditions set forth in this Guarantee (“Guarantee”). 

Accordingly, Crestwood and City agree as follows: 

Guarantee 

1. Term:  This Guarantee will remain in force for the term of the Agreement or until the

fulfillment of the terms and conditions of this Guarantee, whichever is later. 

2. Guarantee:  Crestwood unconditionally and irrevocably guarantees the performance by

Helios of its Obligations. 

3. 30-Day Cure Period:  If the City deems Helios in default of its Obligations, then the City

will provide written notice to Crestwood of such default.  The City’s notice of default must provide 

Crestwood a thirty (30) day cure period, specifying the details of such default and requirements for cure. 

4. Binding Terms:  Crestwood agrees that it will not be released from this Guarantee by any

act or omission of Helios, including, whether or not known to Crestwood: 

a. any alteration in the Obligations undertaken by Helios;

b. any legal limitation, disability, incapacity or other circumstances relating to Helios; or

c. any change in status, function, control or ownership, insolvency, liquidation or the

appointment of an administrator or receiver of Helios.

5. Limitation:  In no event will Crestwood’s liability under this Guarantee exceed Helios’

limitation of liability under the Agreement. 

6. Successors and Assigns:  This Guarantee shall bind Crestwood’s successors and assigns.

7. Authority to Bind:  Crestwood represents and warrants that the individual signing below

is authorized to execute the Guarantee and bind Crestwood. 

8. Severability:  If any provision or any part of any provision of this Guarantee is held

invalid, the remainder shall remain valid and enforceable. 

9. Modification of Agreement:  This Guarantee may not be modified except by written

instrument executed in the same manner of this Agreement. 

10. Electronic Signatures:  This Guarantee may be signed by electronic signature, which

shall have the same force and effect as an original. 

By:  ____________________________________________ 

Name:  _________________________________________ 

Title:  __________________________________________ 

Date:  __________________________________________ 

Appendix J

May 12, 2021

President & COO

Derek Dobbins
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